
 

ABSTRACT 

 

RAGHAVAN, SUDARSHAN NARASIMHA. The Terminal Node Controlled Routing 

Protocol for Mobile Ad Hoc Networks. (Under the direction of Professor Arne A. Nilsson.) 

 

The purpose of the research has been to study the influence of unidirectional links on routing 

in mobile ad hoc networks (MANET) and to develop a new protocol for routing in ad hoc 

networks with unidirectional links. In this thesis, we propose and discuss a Terminal Node 

Controlled Routing Protocol (TNCR) for mobile ad hoc networks. TNCR is based on the 

concept of source routing and provides optimal routes on an on-demand basis by utilizing 

unidirectional links in the network. Unlike existing protocols, TNCR uses an end-to-end 

probing technique for discovering path failures. Propagation of stale route information is 

accomplished using a source initiated token passing mechanism. A source tagging technique 

is used for caching routes to enable nodes to learn new routes and flush stale routes from the 

cache. The protocol uses a reverse caching technique to reduce the number of network-wide 

broadcasts required for route establishment and a broadcast limiting mechanism to reduce the 

overhead due to broadcast messages. In order to decrease the per packet overhead due to 

source routing, TNCR employs a route stripping technique for forwarding unicast packets. 

The protocol avoids the use of link layer acknowledgements and the intervention of 

intermediate nodes in route maintenance. Thus it provides a highly efficient, link layer 

independent framework for routing in ad hoc networks in the presence of unidirectional links. 

This framework is best suited for ad hoc networks composed of heterogeneous mobile nodes 

with varying transmission ranges. In addition, the protocol can be configured to operate in a 

bi-directional mode in which it uses a path reversal mechanism for further optimization and 

overhead reduction. This makes the protocol well suited for all network topologies. We 

evaluate the performance of the proposed protocol through detailed simulation, 

measurements and comparison with existing protocols.  
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Chapter 1 

Introduction 

1.1 Background 
A wireless mobile ad hoc network (MANET) is an autonomous collection of mobile nodes 

that do not rely on pre-existing infrastructure for communication. The network is 

decentralized and the nodes in the network can be interconnected in an arbitrary manner. Ad 

hoc networks have no fixed routers and all the nodes in the network perform the routing 

functionality. Due to nodal mobility, the network topology may change rapidly and 

unpredictably over time. Routing in a decentralized, wireless environment with fluctuating 

topologies is not a well-defined problem and over the past few years, several protocols have 

been proposed for routing in mobile ad hoc networks.  

 

Most common routing protocols that have been proposed for wireless mobile ad hoc 

networks (MANET) assume that all the links in the network are bi-directional. However, 

unlike wired networks, it is possible to have unidirectional links in a wireless environment. A 

unidirectional link can arise between a pair of nodes in an ad hoc network when only one of 

the two nodes can directly communicate with the other node. Unidirectional links are 

typically formed in an ad hoc network when the network is composed of nodes with 

heterogeneous characteristics. As an example, when the nodes in an ad hoc network have 

different transmit powers, they are likely to have varying transmission ranges. Hence, the 

link between a pair of nodes in the network may not work well in both directions. As a 

consequence of unidirectional links, a node that receives a packet from a source node cannot 

reverse the path taken by the packet to reach the source node. Presence of unidirectional links 

also poses problems to existing link layer protocols. Most common link layer protocols use a 

two-way handshake mechanism for packet delivery and to prevent collisions due to the 

hidden terminal problem. For example, the IEEE 802.11 DCF MAC protocol [21] uses an 
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RTS-CTS exchange mechanism to overcome the hidden terminal problem and depends on 

link level acknowledgments for proper delivery of unicast packets. However, in the presence 

of unidirectional links, it not possible to use a link level handshake mechanism. Most existing 

ad hoc routing protocols rely on path reversal techniques and link level acknowledgements 

for route establishment, path failure discovery and route maintenance. These protocols either 

fail to work or become highly inefficient in the presence of unidirectional links. Solutions 

that have been proposed for handling unidirectional links are modifications to existing ad hoc 

routing protocols. They typically use a broadcast mechanism for neighbor sensing and 

detection of unidirectional links in the network. Most solutions avoid the formation of routes 

with unidirectional links and involve high overheads for detecting unidirectional links and 

maintaining bi-directional paths. In addition, they do not take into account the improved 

network connectivity and better routes that can result from utilizing unidirectional links in 

the network.   

 

1.2 Motivation 

Not much work has been done to study the impact of unidirectional links on routing in ad hoc 

networks. Simulations that have been done to evaluate the performance of existing ad hoc 

routing protocols typically assume a bi-directional topology and an IEEE 802.11 MAC 

protocol at the link layer. Presence of unidirectional links in an ad hoc network poses new 

problems to routing in ad hoc networks and this necessitates the requirement for an efficient 

framework to handle these problems. The purpose of this research has been to study the 

influence of unidirectional links on routing in ad hoc networks. In this thesis, we propose and 

discuss a Terminal Node Controlled Routing Protocol (TNCR) for mobile ad hoc networks. 

The primary goal of this protocol is to provide an efficient, link layer independent 

mechanism for routing in ad hoc networks in the presence of unidirectional links. In order to 

make the protocol well suited for bi-directional topologies, we have incorporated a bi-

directional mode of operation into the protocol. The protocol is best suited for ad hoc 

networks composed of nodes with heterogeneous transmission characteristics. The research 
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involves evaluation of the proposed protocol through detailed simulation on a variety of 

network topologies and communication patterns.  

 

1.3 Organization of the Thesis 
Chapter 2 presents an overview of ad hoc networks, their characteristics and problems and 

challenges in ad hoc networking. Chapter 3 discusses the topic of routing in ad hoc networks 

and presents a review of few existing protocols for routing in ad hoc networks. Chapter 4 

discusses the influence of unidirectional links on routing in ad hoc networks. Chapter 5 

describes the proposed protocol in detail. Chapter 6 discusses the simulation environment 

that has been used for evaluating the behavior and performance of the proposed protocol. 

Chapters 7 and 8 discuss the results, conclusions and future work 
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Chapter 2 

Ad Hoc Wireless Networks 

With the advancement in technology, reduction in costs and the constant demand for 

flexibility and ease of use, wireless networks have seen tremendous growth over the past 

decade. Wireless networks can be classified in two types: Infrastructured Networks and Ad 

Hoc Networks. An infrastructured network consists of fixed gateways called base stations 

and several mobile nodes operating within the communication radius of these base stations. 

When a mobile node moves out of range of one base station into the range of another base 

station, a handoff occurs and the mobile node starts communicating through the new base 

station. Communication is not possible in areas that do not have the fixed infrastructure. 

Currently, infrastructured networks are used in cellular communication and wireless LANs.  

 

Ad hoc networks are infrastructureless networks in which nodes are mobile and can be 

connected dynamically in an arbitrary manner. Each node acts not only as a host, but also as 

a router and takes part in route discovery and maintenance of routes to other nodes in the 

network. A node that wants to communicate with another node outside its communication 

radius does so by forwarding the data over several hops, thus forming a decentralized, multi-

hop wireless network. Since these networks can be rapidly deployed without any pre-existing 

infrastructure, ad hoc networks have also been referred to as “instant infrastructure” 

networks.  

 

Applications of ad hoc networks include emergency disaster relief operations, meetings and 

conventions in which the participants wish to exchange information “on the fly”, interactive 

lectures and seminars, communication during military operations and providing remote 

access in sparsely populated, inhospitable areas where setting up fixed gateways is not 

feasible. When an ad hoc network is interfaced with a fixed network through a gateway, it 

can operate as a stub network and can potentially extend the range of the infrastructured 

wireless network. The concepts of ad hoc networking can be applied to the idea of Personal 
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Area Networks (PAN) to form a localized network of devices that are closely associated with 

a single person [42]. Inter-PAN and Intra-PAN communication in the presence of user 

mobility could benefit from the technologies of ad hoc networking. Yet another application is 

in the area of “Ubiquitous Computing”, in which the environment is envisioned to be a 

virtual network of intelligent devices that can communicate with each other and respond to 

changing environmental conditions. The ad hoc concept can be extended to form wireless 

sensor networks [57] in which the node positions are fixed once they are deployed. Search 

and rescue operations, weather monitoring, vehicle tracking and military reconnaissance are 

few examples of applications of sensor networks. 

 

2.1 Characteristics of Ad Hoc Networks 
The origins of ad hoc networking can be traced to the 1970s when DARPA initiated the 

Packet Radio Network (PRNET) project [42]. However, the concept of commercial ad hoc 

networks came into the picture in the early 1990s when the IEEE 802.11 subcommittee 

adopted the term “Ad Hoc Networks”. Mobile ad hoc networks have several salient 

characteristics [9]: 

 

1.  A mobile ad hoc network (MANET) is an autonomous system of mobile nodes, each 

equipped with wireless communications and networking capability. It is a collection of 

communication devices that have no fixed infrastructure and have no predetermined 

organization of available links. Ad hoc networks can be built around any wireless 

technology including infrared and radio frequency (RF). 

2.  Nodes in an ad hoc network can communicate with another node within their radio 

range or with nodes outside their range. In the latter case, the route is multi-hop and 

intermediate nodes are used for forwarding the data from the source to the destination. 

Each node in addition to being a host also functions as a router and facilitates route 

discovery, maintenance and forwarding of information to other nodes in the network. 

Due to nodal mobility, the network topology may change rapidly and unpredictably 

over time.  
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3.  The nodes in an ad hoc network can been heterogeneous. Thus parameters like 

transmission power level, antenna characteristics and co-channel interference greatly 

affect communication performance and design of communication protocols.  

4.  The wireless links are bandwidth constrained and may have variable capacity. The 

network can consist of both unidirectional and bi-directional links 

5.  The nodes are typically battery operated and employ power control mechanisms to 

limit battery consumption. These power control algorithms have a direct bearing on the 

network topology since the node transmission range and the ability of a node to 

forward packets for other nodes depends on the available power. 

 

Figure 2.1 illustrates a typical wireless mobile ad hoc network composed of seven nodes 

along with the links between them. Note that links in an ad hoc network can be 

unidirectional. 

 

 

 

 

 

 

 

 

 

 

Figure 2.1: A Typical Mobile Ad Hoc Network 

 

The nodes are mobile and can move relative to each other in a random arbitrary manner. As 

the nodes move, links are broken and new links are established. Existing nodes can leave the 

network and new nodes may join the network Thus the network topology can change rapidly 

and unpredictably over time. In the figure, node A moves away from nodes B, C, D and 

F leaves the network 
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establishes a new bi-directional link with node E. Node F leaves the network and node H 

joins the network leading to an arbitrary change in the network topology over time.  

 

2.2 Problems and Challenges in Ad Hoc Networks 
Ad hoc networking is a multi-layered problem. Over the past few years, the field has 

generated lot of interest in the research community and has seen a rapid expansion in 

visibility and work. This section discusses the problems and challenges facing the ad hoc 

model of networking. 

 

2.2.1 Regulations and Incompatible Standards 
The radio spectrum for wireless communication is limited and allocation of frequencies is 

regulated by several national and international agencies. Since ad hoc networks are formed 

and destroyed on the fly, they are expected to operate over the license-free ISM band. Many 

household devices like microwave ovens operate in this band (2.4 GHz ISM). Thus, 

interference is a primary concern in this band. Also, the transmit power of mobile devices 

operating in this band is usually regulated to prevent excessive interference with other 

devices. Yet another problem is the plethora of routing protocols, wireless channel access 

and coding techniques available for mobile communication. A large design space can lead to 

the development of incompatible solutions, each trying to solve a different part of the 

problem [42]. Incompatible solutions will lead to interoperability issues in ad hoc networks. 

Standardization of protocols and techniques for ad hoc networks will become a challenge 

once the field gains wide acceptance.   

 

2.2.2 Problems at the Physical Layer 
Many problems associated with radio communication are relevant even in an ad hoc network. 

These include fading, noise and interference. The transmission rates in wireless systems are 

still low compared to their wired counterparts. In addition to these problems, the wireless 

medium is affected by environmental conditions like rain and snow.  One of the biggest 

challenges in wireless communication is the development of new modulation techniques to 
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efficiently utilize the available bandwidth [50]. Another area that has generated much interest 

in the research community is the design of steerable smart antennas for wireless devices that 

can adapt to changes in the signal environment and thus, optimize the radiation/reception 

pattern. 

 

2.2.3 Medium Access 
Nodes in an ad hoc network have to contend for the medium similar to the nodes in a cellular 

network. However, unlike cellular networks, ad hoc networks are decentralized and lack 

global synchronization [57]. Thus there is no central entity to control access to the medium. 

Many MAC protocols that have been proposed for infrastructured wireless networks do not 

account for host mobility and fluctuating network topologies and are unsuitable for ad hoc 

networks. Node mobility and presence of unidirectional links aggravate the hidden terminal 

and exposed terminal problems in ad hoc networks. Due to the possibility of unidirectional 

links in an ad hoc network, it might not be possible to use MAC protocols that work on a bi-

directional framework and rely on link level acknowledgements for forwarding packets to a 

neighboring node.  

 

2.2.4 Routing 
Routing protocols that are currently being used for the wired Internet fail in the ad hoc 

domain because they do not take random link failures into account. Use of existing routing 

protocols in ad hoc networks results in poor route convergence and low communication 

throughput [57]. The goal of any routing protocol for ad hoc networks is to minimize control 

traffic overhead and rapidly adapt to link failures caused by node movements. It should also 

take into account the possibility of unidirectional links in the network. The problems facing 

the topic of routing in ad hoc networks are numerous. Thus it is not surprising that routing in 

ad hoc networks has generated a lot of interest in the research community over the past few 

years.  
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2.2.5 Resource Limitations  
Mobile devices have limited computing power and are memory constrained. However an 

even bigger problem is power consumption. Nodes in an ad hoc network are typically 

powered by batteries and thus, power conservation becomes an important issue. In an ad hoc 

network, nodes have to forward packets on behalf of other nodes and this consumes power. 

The ability of a node to forward packets thus becomes a function of the available power at 

the node. Power also affects the topology in an ad hoc network. Two nodes with differing 

power levels can have different transmission ranges thus leading to the formation of 

unidirectional links in the network.  

 

2.2.6 Transport Layer 
Transport layer protocols like TCP were designed for wired networks with static nodes and 

only perform flow control and congestion control activities at the source and the destination 

nodes [57]. TCP relies on round trip time (RTT) estimates to detect and avoid network 

congestion. However, in an ad hoc network with dynamic topologies, delays are highly 

unpredictable. Mobility can make and break links randomly and thus lead to packet loss. 

However this can be interpreted as network congestion by protocols like TCP resulting in 

low communication throughput. Several enhancements are required to make existing 

transport layer protocols suitable for ad hoc networks.  

 

2.2.7 Localization 
Location awareness is the panacea to several problems in ad hoc networking. Localization 

algorithms can be used to design location-aware routing protocols with controlled flooding 

and improved route discovery and maintenance mechanisms. Combined with steerable smart 

antennas [51], they can lead to efficient utilization of battery power and other resources. 

Localization is a primary requirement in sensor networks. However design of localization 

algorithms for ad hoc networks is extremely difficult due to the decentralized nature of the 

network. The algorithm has to take into account nodal mobility and power constraints. 

Existing schemes like GPS become infeasible in many situations because GPS based devices 
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consume a lot of power and do not work indoors. Design of GPS-less localization algorithms 

for ad hoc networks is a topic that has generated lot of interest in the ad hoc research 

community. 

 

2.2.8 Other Challenges 
The wireless communication medium makes the network prone to limited physical security. 

Wireless networks are more susceptible to spoofing, eavesdropping and denial-of-service 

attacks than their wired counterparts [9]. Decentralization worsens the security threat in an ad 

hoc network. This gives rise to a need for the development of new authentication, encryption 

and link security techniques for ad hoc networks. Integrating an ad hoc network with the 

wired Internet remains an open issue. The use of gateway nodes to interface with a fixed 

network has been proposed but not much work has been done in this field. Development of 

new routing protocols for ad hoc networks and isolation from the wired Internet makes IP 

addressing obsolete in many situations. Addressing in an ad hoc network still remains a 

challenge. Scalability, providing Quality of Service [45] and multicast routing are other open 

problems in ad hoc networking. Though much research has been done on ad hoc wireless 

networks over the past few years, not much thought has been given to the applications that 

will make the ad hoc paradigm a marketable commodity. Perhaps one of the biggest 

challenges in ad hoc networking is the development of “killer applications” that will facilitate 

the transition of the ad hoc paradigm from the research domain to the industrial domain. 
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Chapter 3 

Routing in Mobile Ad Hoc Networks 

Routing protocols for the wired Internet can be classified into two categories, Link State 

Protocols and Distance Vector Protocols. Link state protocols like OSPF [32] are based on 

network broadcasts for exchanging information about the state of the links that have been 

established between the nodes in the network. Once the link state information has been 

aggregated, the Shortest Path First algorithm (Dijkstra’s Algorithm) [11] is used to determine 

the optimal route from the source to the destination. Link state algorithms for the Internet 

cannot be used in ad hoc networks because nodal mobility can cause rapid changes in the 

network topology. The number of control messages required to maintain connectivity 

information for routing starts increasing as a function of nodal mobility. The increased 

number of control messages can consume a substantial percentage of the available 

bandwidth, and in highly dynamic networks, convergence1 becomes almost impossible.  

 

Distance vector protocols, like Routing Information Protocol (RIP) [29], typically use the 

Distributed Bellman Ford algorithm [4]. In traditional distance vector protocols, every node 

maintains for each destination, a single routing table entry containing the number of hops to 

the destination and the next hop toward the destination. Distance vector algorithms are more 

efficient than link state protocols in terms of memory and computational requirements. 

However, these algorithms suffer from very slow convergence (count to infinity problem) 

due to exchange of stale information and can lead to the formation of long-lived loops. These 

problems become worse in an ad hoc network due to unpredictable changes in the network 

topology.  

 

                                                 
1  Network convergence is a state in which all nodes in the network have a consistent view of the network topology 
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Routing in ad hoc networks is a topic that has seen a tremendous expansion in visibility and 

work over the past few years. Spurred by the growing interest in the field, the Mobile Ad 

Hoc Networks (MANET) working group [9] was formed within the IETF to standardize 

routing protocols for ad hoc networks. The inability of existing routing protocols to deal with 

the limitations of ad hoc networks, which include rapidly changing topologies due to nodal 

mobility, low bandwidth, power constraints and high error rates has triggered the need for 

new routing protocols for ad hoc networks. The goal is to provide a peer-to-peer routing 

capability that reacts efficiently to topological changes while maintaining effective 

communication in a mobile networking context. Routing in ad hoc networks can be viewed 

as the ultimate challenge for network protocol designers and it may turn out that protocols 

designed for ad hoc networks can be adapted to improve the scalability of existing Internet 

routing protocols.  

 

3.1 An Overview of Proposed Routing Protocols for MANET  
Routing protocols for mobile ad hoc networks can be categorized into two types: proactive 

protocols and on-demand protocols [49]. Proactive protocols are table driven protocols in 

which each node tries to maintain consistent routing information to every other node in the 

network. This is achieved by propagating routing updates to reflect changes in the network 

topology caused due to mobility and node failures. Some updates are localized and are used 

for neighbor sensing while some updates are propagated throughout the network. Proactive 

protocols immediately provide the required routes when needed, at the cost of bandwidth 

used for propagating periodic control messages.  

 

In on-demand or reactive protocols, routes are formed when required by the source node. 

These protocols typically use a route request and reply mechanism for route establishment. 

Once a route is established, it is maintained till it is no longer required. The control overhead 

in reactive protocols is much lower compared to proactive protocols. However, the route 

establishment latency in reactive protocols can be quite significant due to the non-availability 

of route information when required. 
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While most protocols fall into one of these categories, some protocols use a hybrid approach 

by limiting the scope of the proactive procedure to the node’s local neighborhood. The route 

discovery is done on an on-demand basis similar to reactive protocols. However, these 

protocols try to minimize the search cost involved with route discovery by querying only 

selected nodes in the network. The following sections describe few routing protocols that 

have been proposed for ad hoc networks. Table 3.1 lists the protocols that have been 

considered and categorizes them as proactive or reactive protocols. 

 

Proactive Protocols Reactive Protocols Hybrid Protocol 

DSDV DSR ZRP 
OLSR AODV  
FSR TORA  
 ABR  

 

Table 3.1: Categorization of Ad Hoc Routing Protocols [49] 

 

3.1.1 Destination Sequenced Distance Vector Routing (DSDV) 
The Destination Sequenced Distance Vector Routing protocol [40] is a table driven protocol 

based on the classical Distributed Bellman-Ford algorithm [4]. Each node in the network 

maintains a routing table that records every possible destination in the network and the 

number of hops required to reach the destination. Routing table updates are propagated 

periodically throughout the network to maintain table consistency. Each route is labeled with 

a destination-assigned sequence number to allow the nodes to distinguish stale routes from 

new ones and thus avoid the formation of routing loops. The periodic routing updates can 

consume a substantial percentage of the available bandwidth. To alleviate this problem, 

DSDV uses two types of route update packets: Full Dumps and Incremental Updates. Full 

dump packets carry all available routing information and can require multiple network 

protocol data units. Incremental updates carry routing information that has changed since the 

last full dump. They are transmitted within a single network protocol data unit. The 

transmission of full dump packets is limited during periods of occasional node movements. 
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However, in highly dynamic networks, incremental updates can grow big and full dumps will 

be more frequent. 

 

Each route broadcast contains the address of the destination, the number of hops to reach the 

destination, the sequence number of the information received regarding the destination and a 

new sequence number unique to the broadcast. The broadcast sequence number helps a node 

to discard duplicate packets. The route labeled with the most recent sequence number is 

always used. If two updates have the same sequence number, the one with the best metric is 

used. Based on the past history, each node estimates the average time that a route to a 

destination will fluctuate (settling time) before the route with the best metric is received. The 

transmission of routing updates is delayed by the settling time to eliminate routing updates 

that would occur if a better route were found in the near future.  

 

3.1.2 Optimal Link State Routing (OLSR) 
The Optimal Link State Routing protocol [22] is a proactive protocol based on the pure link 

state algorithm. It employs periodic exchange of link state messages for maintaining 

topology information at each node. However, it optimizes the pure link state protocol by 

limiting the size of the information sent in the control messages and by using a “multipoint 

relay” technique to efficiently flood the control messages in the entire network. Each node 

periodically broadcasts a HELLO message containing the list of its neighbors and their link 

status. These HELLO messages help in neighbor sensing and permit a node to learn about the 

nodes in its two-hop neighborhood. Nodes with which a direct and bi-directional link exists 

are considered as neighbors. Based on the two-hop neighborhood information, each node 

selects its Multipoint Relays (MPRs) from its one-hop neighbors. The MPR set is a subset of 

one-hop neighbors, which covers all the two hop neighbors. The MPRs are declared in the 

subsequent HELLO messages. Based on this information, every node can construct a MPR 

Selector table that records the list of neighbors who have selected the node as a multipoint 

relay.  
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Each node periodically broadcasts a Topology Control (TC) message to declare its MPR 

selector list. The MPRs are used to minimize the flooding of broadcast packets in the 

network. When a node broadcasts a packet, only the multipoint relays of the node retransmit 

the packet. Neighbors that are not in the MPR set, read and process the packet but do not 

retransmit it.  Nodes with empty MPR selector lists do not generate TC messages. TC 

messages are both time driven and event driven. When a change occurs in the MPR selector 

list, the TC message may be sent earlier than the scheduled time. These TC messages permit 

a node to learn about possible destinations (the MPR selectors listed in the TC message) and 

the last hop node to the destination (the originator of the TC message). To find a path from a 

node to a destination D, the node has to find a connected pair (X,D) and then a connected 

pair (Y,X) and so forth till it finds a node in its one hop neighborhood. This neighbor is the 

next hop node to the destination D. Based on this information, each node constructs a routing 

table that records all possible destinations, the next hop address and the estimated distance to 

the destination.  Sequence numbers are used to distinguish stale updates from new ones. 

 

3.1.3 Fisheye State Routing (FSR) 
The Fisheye State Routing protocol [38][59] uses the principle of multi-level fisheye scope to 

reduce the overhead due to control messages in a link state protocol. Nodes exchange link 

state information with their neighbors at a frequency that depends on the distance to the 

destination. The fisheye scope of a node is defined as the set of nodes that can be reached 

within a given number of hops. For example, nodes that are within two hops can be 

considered to be in one scope, five hops in another scope and so on. Thus, possible 

destinations are classified into different scopes based on their distance from the node. The 

reduction in routing update overhead is achieved by using different exchange periods for 

nodes within different scopes. The link state information regarding nodes that are in a smaller 

scope is propagated to the neighbors at a higher frequency compared to ones that are further 

away.  Thus, routes will be more accurate for near stations but the level of accuracy 

decreases as the distance to the destination increases. However, this imprecise knowledge is 

compensated by the fact that the route to a destination becomes progressively more accurate 

as the packet gets closer to the destination. The state information maintained at each node 
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records all possible destinations, the link state information reported by each node in the 

destination list, the next hop on the shortest path from the node to the destination and the 

estimated distance to the destination. Similar to pure link state protocols, the Dijkstra’s 

algorithm [11] is used to compute the shortest path route to a destination. 

 

3.1.4 Dynamic Source Routing (DSR) 
The Dynamic Source Routing protocol [24] is a reactive protocol based on the concept of 

source routing. The protocol consists of two major mechanisms: Route Discovery and Route 

Maintenance. Every node maintains a route cache to store the source routes to possible 

destinations. The source route is the set of all addresses in the path from the source to the 

destination. When a node has a packet to send to a destination node, it checks if it has an 

entry in its route cache for the destination. If yes, it uses this entry to send the packet to the 

destination by embedding the entire source route in the packet header. Otherwise, it initiates 

a route discovery by broadcasting a Route Request packet to the destination. Each route 

request contains the source address, the destination address and a unique request ID. 

Intermediate nodes use the request ID to discard duplicate route request packets. When an 

intermediate node receives a route request packet, it checks whether it has a cached route to 

the destination. If it does not have a cached route, it adds its address to the route record in the 

request packet header and re-broadcasts the packet. A route request is discarded if the node’s 

address is already present in the route record. Thus the protocol is trivially loop-free. In 

response to a route request, a route reply is generated either by the destination node or by an 

intermediate node that has a cached route to the destination. When an intermediate node 

responds to a request, it appends the cached route to the route record and then generates a 

reply. The destination considers the first arriving route request, extracts the source route from 

the request, and then sends a route reply to the source node. To respond to a route request, 

the responding node must have a route back to the initiator of the request. If the network 

supports symmetric links, the forward source route can be reversed to unicast the reply 

packet. Otherwise, the responding node initiates a new route request and piggybacks the 

forward source route on the request packet. Thus DSR supports unidirectional links in ad-hoc 

networks. Figure 3.1 illustrates the route discovery mechanism in DSR. 
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Figure 3.1:  Route Discovery in DSR 

 

Route maintenance in DSR is achieved through the use of per-hop acknowledgements and 

route error packets. When the source node sends a packet to the destination using a source 

route, each node along the route is responsible for confirming that the packet has been 

received by the next hop. This confirmation may be obtained in the form of link-level 

acknowledgements or through passive acknowledgements (where a node is able to overhear 

the next hop forwarding the packet along the route). If neither of these mechanisms is 

available, a node may request a network level acknowledgment from the next hop. When a 

node detects a link failure, it sends a route error packet to the original sender. When a route 

error packet is received, all routes containing the hop in error are deleted from the node’s 

cache. A fresh route request is generated, if required. Nodes continually learn new routes 

when they forward packets or overhear other transmissions and update their route cache. 

Several optimizations like expanding ring search, packet salvaging and automatic route 

shortening have been proposed for DSR. The reader is referred to [23] for more details 

regarding these optimizations. 

 

3.1.5 Ad Hoc On-Demand Distance Vector Routing (AODV) 
AODV [41] is an adaptation of the DSDV algorithm [40] previously described. It improves 

DSDV by using an on-demand route discovery mechanism to minimize the number of 

required broadcasts. When a source node wants to send a packet to a possible destination, 
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and does not have a cached route to the destination, it initiates a route discovery process by 

broadcasting a route request (RREQ) packet. Intermediate nodes forward this route request 

until the destination or an intermediate node with a cached route to the destination is found. 

Each node maintains its own sequence number and a broadcast ID. The broadcast ID is used 

to discard duplicate broadcast packets while the sequence number is used to prevent loop 

formation. Each RREQ contains the sender’s sequence number, the broadcast ID and the 

most recent sequence number the sender has for the destination. Intermediate nodes can 

respond to a route request only if they have a route to the destination with a greater 

destination sequence number.  

 

When an intermediate node forwards a RREQ, it records the address of the node from which 

it receives the first copy of the RREQ, thereby establishing a reverse path. When the 

destination or an intermediate node responds to a RREQ it generates a route reply (RREP) 

and unicasts the packet. As the RREP is forwarded along the reverse path, the intermediate 

nodes set up the forward route entries that point to the node from which the RREP was 

received. AODV assumes links to be symmetrical and does not support ad hoc networks with 

unidirectional links. The expanding ring search algorithm, in which the packet TTL value is 

incrementally increased for successive retires, is used to minimize the impact of flooding 

route requests across the network. 

 

Route maintenance is accomplished through the use of link failure notification messages and 

optional hello messages. If the source node moves, it has to initiate a new route discovery 

process. When an intermediate node or the destination moves, the immediate upstream 

neighbor notices the move and sends a link failure notification message to each of its 

upstream neighbors that route through it in order to reach the destination. On receiving the 

route error message, each node invalidates its route to the destination and in turn propagates 

the message to its active neighbors. When the source node receives the error message, it may 

re-initiate a route discovery, if required. Optional HELLO messages can be used to maintain 

neighborhood information. These HELLO messages are periodic broadcasts that may list 

other nodes from which a node has heard. The HELLO messages permit a node to learn 
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about its neighbors and the state of the links with its neighbors. In the absence of HELLO 

messages, a node can listen to retransmission of data packets to ensure that the neighbor is 

within reach. 

 

3.1.6 Temporally Ordered Routing Algorithm (TORA) 
TORA [35] is a distributed routing algorithm based on the concept of link reversal. The 

protocol consists of three basic functions: Route Creation, Route Maintenance and Route 

Erasure [31]. For route creation and maintenance, nodes use a height and reference metric to 

establish a directed acyclic graph (DAG) rooted at the destination. Route creation is 

accomplished using QRY and UPD packets. The route creation process is initiated by 

broadcasting a QRY packet with the destination ID in it. The height of the destination is set 

to 0 and the height of all other nodes is set to null. A node with a non-null height responds to 

a QRY packet with a UPD packet. A node receiving an UPD packet sets its height to one 

more than the node that generated the packet. Thus, a node with higher height is considered 

upstream and a node with lower height is considered downstream. This technique permits the 

source to construct a DAG rooted at the destination. Each node discards a QRY packet if it 

has already seen the packet. A node always uses the least height offered by an UPD packet. 

The route creation process is illustrated below. 

 

 

 

 

 

 

 

 

 

 

 

Figure 3.2: Route Creation in TORA 
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When a node moves, the DAG is broken and route maintenance is necessary to re-establish a 

DAG for the destination. When an upstream neighbor observes a link failure, it generates a 

new reference level. The neighboring nodes propagate the reference level and each node 

reverses its link to reflect the change in adapting to the new reference level. Each link 

reversal message is time stamped and this mechanism provides a network partition detection 

capability to TORA. The route maintenance mechanism is illustrated below. 

 

 

 

 

 

 

 

 

 

Figure 3.3: Route Maintenance in TORA 
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beacon. Thus a high value of associativity tick indicates a low level of mobility, while a low 

value of associativity tick indicates high mobility. ABR consists of three basic mechanisms: 

Route Discovery, Route Reconstruction and Route Deletion. 

 

In the route discovery phase, the source broadcasts a BQ message to the destination. On 

receiving a BQ message, an intermediate node appends its address and its associativity ticks 

to the query packet. Intermediate nodes do not forward the BQ packet more than once. The 

next node that receives the BQ packet retains only the entry concerned with itself and its 

upstream neighbor and erases the remaining information from the query packet. It then 

appends its address and associativity ticks and rebroadcasts the packet. Each BQ packet 

arriving at the destination thus contains the associativity ticks of the nodes along the route 

from the source to the destination. The destination chooses the route with the best 

associativity metric and responds with a REPLY packet by reversing the route. Nodes along 

the path mark their routes as valid.  

 

Route reconstruction is necessary when the route to a destination fails due to node 

movement. When the source node moves, it sends a route notification (RN) message to 

invalidate entries associated with the downstream nodes and initiates a fresh BQ process, if 

required. When the destination moves, the immediate upstream neighbor will notice the 

movement. The upstream neighbor erases its route entry and initiates a localized query (LQ) 

to check if the destination is still reachable. The destination selects the best partial route, if it 

is reachable, and responds to the localized query. Otherwise, the initiating node times out and 

sends an RN message to its upstream neighbor to erase its routing entry. The upstream node 

will initiate a new LQ process. If the error information has backtracked more than halfway to 

the source, the LQ process is aborted and an RN message is sent to the source. The source 

generates a new BQ message, if required. When a route is no longer needed, the source 

broadcasts a route delete (RD) messages informing all nodes along the route to delete their 

routing entries. 
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3.1.8 Zone Routing Protocol (ZRP) 
The Zone Routing Protocol [19] is a hybrid routing protocol that combines the merits of on-

demand and proactive protocols. Each node chooses a parameter, referred to as the zone 

radius, in terms of radio hops. The routing zone of a node is defined as a collection of nodes 

whose distance from the node is no greater than the zone radius. For each node, the set of 

nodes that can be reached directly are called its neighbors and the set of nodes that are at a 

distance equal to its zone radius are called the peripheral nodes for its routing zone. Zones 

can overlap and do not have any master-slave relationship.  

 

Within a routing zone, a proactive scheme is used and localized route updates are performed. 

These updates are performed using the Intrazone Routing Protocol (IARP) [18]. IARP can be 

implemented using existing link-state or distance vector protocols. It uses a neighbor 

discovery protocol to discover neighboring nodes and the status of links to these nodes. Thus 

each node has a route to every other node in its routing zone. When a node has a packet to be 

sent to a destination, it checks whether the destination is within its zone. If so, no further 

route discovery is required and the packet can be immediately forwarded to the destination. If 

the destination is outside a node’s routing zone, an on-demand route discovery mechanism is 

used. The Interzone Routing Protocol (IERP) [17] is used for this purpose. Instead of 

flooding the request, the node sends a request to all its peripheral nodes. This packet delivery 

service is called bodercasting [16]. The peripheral nodes check whether the destination is 

within their routing zone. If so, they send a reply to the source node, providing it with the 

desired route. Otherwise, they bodercast the request to their peripheral nodes.  

 

Route maintenance in ZRP works as follows. When a route is broken due to nodal mobility, 

if the failure is within the zone, the proactive routing updates within the zone will inform all 

the nodes in the zone about the link failure. If the failure is outside the zone, then it will be 

detected by the immediate upstream neighbor. The upstream neighbor attempts to repair the 

route by means of a route discovery. Upon receipt of a link repair route reply, all nodes 

containing the broken link can be updated. In the worst case, the source is informed about the 

link failure and it can initiate a new route discovery, if required. 
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Various other protocols have been proposed for routing in mobile ad hoc networks 

[49][59][31]. Table 3.2 lists few protocols that have not been covered in this section. These 

protocols have been categorized based on their type. 

 

Proactive Protocols On-Demand Protocols 

Wireless Routing Protocol (WRP) 

Clusterhead Gateway Switch Routing (CGSR) 

Source Tree Adaptive Routing (STAR) [42] 

Landmark Routing Protocol (LANMAR) 

Signal Stability Routing (SSR) 

Location Aided Routing (LAR) [27] 

Neighborhood Aware Source Routing [53] 

 

 

Table 3.2: Other Protocols for Routing in MANET 

 

3.2 Performance of Ad Hoc Routing Protocols 
This section presents a discussion on the performance of the previously described ad hoc 

routing protocols. The observations are based on various studies that have been done to 

compare the performance of routing protocols for mobile ad hoc networks. Table 3.3 lists the 

references that have been used for each protocol under consideration.   

 

Protocol References 

DSDV 

OLSR 

FSR 

DSR 

AODV 

TORA 

ABR 

ZRP 

[40] [5] [1] [43] 

[43] [8] [28] 

[43] [37]  

[23] [5] [1] [43] [10] 

[39] [5] [43] [10] 

[35] [5]  

[57] [56]  

[43] [20] [3] 

 

Table 3.3: Performance of Ad Hoc Routing Protocols - References 
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3.2.1 Performance of DSDV  
DSDV delivers about 92% of its packets when nodal mobility is low. As the mobility rate 

increases, DSDV performs poorly and its packet delivery ratio falls to about 70%. The high 

percentage of packet loss is due to the inability of the protocol to respond quickly to changes 

in the topology and many packets are dropped due to invalid routes. DSDV fails to converge 

at very high mobility rates. Due to the proactive nature of DSDV, the routing overhead of 

DSDV is a constant regardless of the mobility rate, which is good in terms of scalability. 

Also, the protocol finds routes that are close to optimal in most cases. The energy 

consumption in DSDV is very high compared to on-demand protocols like DSR and AODV 

due to the tremendous overhead incurred by DSDV in performing constant routing updates. 

 

3.2.2 Performance of OLSR 
OLSR uses multipoint relaying technique to efficiently flood its control messages. Not many 

studies have been done to analyze the performance of OLSR. The simulations that have been 

done compare the performance of OLSR to pure broadcasting of link state information. 

When the link error rate is less than 20%, OLSR takes half as much time to diffuse control 

information as compared to pure flooding. This is due to the fact that OLSR uses only a 

selected set of nodes to relay its control information, as opposed to pure flooding where 

every node is required to process and retransmit the control message. Duplication of packets 

is cut to one third. Also, the bandwidth consumption of multipoint relaying is lower than the 

pure flooding approach. However, when the link error probability is higher than 20%, OLSR 

becomes less reliable and starts loosing packets. This is due to the fact that some nodes in the 

network may not receive the routing updates due to link failures. A pure flooding algorithm 

can outperform OLSR under such conditions. A possible reasoning for this evaluation is that, 

in a pure flooding approach, there will be duplication of messages and it is still possible for 

all nodes in the network to receive the link state information even if some packets are 

dropped.   
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3.2.3 Performance of FSR 
FSR uses the fisheye scope concept to reduce flooding of control information. Increasing the 

number of scopes decreases the number of packets sent by flooding during link state updates. 

Reduction in routing overhead depends greatly on the number of fisheye scopes for a node. 

An 80% reduction in routing overhead can be achieved by using three scopes instead of one.  

If the number of scopes is beyond three, the reduction in overhead is not significant. Having 

multiple scopes can decrease the routing accuracy and degrade performance in highly mobile 

networks. This inaccuracy can cause many packets to be dropped and results in poor packet 

delivery ratio. Since FSR uses periodic broadcasts, the routing overhead is a constant 

regardless of load and mobility. When nodal mobility is less than 1 m/s, FSR delivers more 

than 80% of its packets. However, under high mobility conditions, the packet delivery ratio 

in FSR drops to 40%. The routing overhead in FSR decreases with increasing load and this 

makes the protocol scalable. 

 

3.2.4 Performance of DSR 
DSR performs extremely well with low mobility and delivers close to 95% of its packets. At 

high mobility, the throughput drops to about 70%. The throughput in DSR also decreases as a 

function of the number of nodes in the network. At high load, high mobility and large 

number of nodes, the throughput can be as low as 50%. The per-packet overhead in DSR is 

high because it embeds the entire source route in the packet header. This overhead can reach 

100% for small sized data packets. DSR tends to keep the routing overhead relatively low 

even under high loads and large number of nodes. The routing overhead increases with 

mobility. Optimizations for DSR require nodes to operate in promiscuous listen mode, which 

increases the power consumption. However, DSR outperforms proactive protocols in terms 

of energy efficiency. DSR finds close to optimal routes in most cases.  Under low network 

loads, the average end-to-end delay in DSR is very low. However, the average delay can 

increase 5-6 times for moderate to high network loads.  
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3.2.5 Performance of AODV 
AODV performs very well in networks of up to 100 nodes regardless of node mobility and 

network load. Under these conditions, it delivers close to 95% of its packets and the 

throughput can approach 100% in fairly static networks. The throughput decreases as the 

number of nodes increases due to longer routes and higher collision rate. At 500 nodes, the 

throughput drops to 85% and at 1000 nodes, it drops to 70%. The packet delivery ratio also 

drops with increase in nodal mobility. The routing overhead is lower than proactive protocols 

but is high compared to DSR. However, AODV outperforms DSR in terms of per-packet 

overhead. As nodal mobility increases, the routing overhead increases exponentially. Under 

conditions of high mobility, high load and larger number of nodes, the throughput can drop 

to 70% and the ratio of routing bit per data bit can increase to 1.5.  At low node speeds, the 

route acquisition time is a constant up to 100 nodes. However, the route acquisition latency 

triples for 1000 nodes. Unlike many protocols, AODV does not find the optimal route in 

most cases and the difference in the optimal route and the route found by AODV can be up to 

four hops. It is interesting to note that the average delay in AODV decreases as the mobility 

increases. The reason for this can be attributed to redistribution of network load when the 

network topology changes at a high rate.  Due to route expiry, AODV does not have stale 

route problems unlike many routing protocols.  

 

3.2.6 Performance of TORA 
When the number of nodes is low, TORA performs extremely well even at the highest rate of 

node mobility and delivers about 95% of its packets. TORA is based on the concept of link 

reversal and this can lead to the formation of short lived routing loops. This problem is 

responsible for majority of the packet drops in TORA. The performance of TORA suffers a 

severe jolt as the number of nodes increases and the packet delivery ratio can fall to about 

8% in large networks. TORA fails to converge in large networks with high mobility rates and 

can undergo a congestive collapse. The routing overhead in TORA drops as the mobility rate 

drops, similar to all on-demand protocols. However, the performance of TORA is poor 

compared to protocols like DSR and AODV and it has been found that TORA had the most 
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overhead compared to these protocols.  The routing overhead in TORA is the sum of constant 

mobility-independent overhead (due to neighbor sensing) and variable mobility-dependent 

overhead. TORA was not designed to find optimal routes and in most cases, the routes found 

by TORA are 4 hops longer than the optimal route.  

 

3.2.7 Performance of ABR 
ABR uses the associativity metric to find long lived-routes and avoid congested network 

areas. This increases the overall network life and distributes the energy consumed in route 

processing more evenly among the nodes. Similar to most on-demand protocols, the control 

overhead in ABR is close to 79% less than proactive protocols like DSDV. ABR uses 

periodic beaconing for neighbor sensing. Thus the overhead incurred by ABR is very high 

compared to DSR when the mobility rate is low. However, as the mobility increases, the 

performance in terms of overhead becomes much better than DSR in many scenarios. This 

can be attributed to the localized recovery mechanism in ABR in case of route failures. ABR 

was not designed to choose optimal routes and the routes chosen can be much longer than 

optimal routes. However, ABR chooses routes that are relatively stable and thus outperforms 

DSDV and performs slightly better than DSR in terms of data throughput.  The end-to-end 

delay in ABR is comparable to that in DSR when nodal mobility is low. However, in highly 

mobile networks, ABR tends to balance the route load by avoiding congested routes. This 

produces a significant reduction in the end-to-end delay and the reduction can be close to 

10% as compared to DSR in a network with 30 nodes moving at an average speed of 30 

kmph. Beaconing interval is an important parameter in ABR. When the beaconing interval is 

below 100 ms, it can have a significant impact on the throughput, delay and route discovery 

time due to the increase in channel contention and number of collisions. Periodic beaconing 

consumes more power than usual and the battery life degrades at a faster rate in ABR, 

compared to protocols that do not require periodic beaconing.  
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3.2.8 Performance of ZRP 
Performance of ZRP depends mainly on one parameter, the zone radius. The overhead in 

ZRP is the sum of the transmitted neighbor discovery beacons, IARP route update messages 

and IERP request/reply messages. When the zone radius = 1, ZRP reduces to a simple 

flooding algorithm and there in no intrazone overhead. ZRP performs best when the zone 

radius = 2 and the routing overhead due to query messages can drop by about 50% compared 

to most on-demand protocols that flood their route requests. When the zone radius is large, 

the interzone routing overhead decreases but the overhead due to link updates within a zone 

increases. Also, the routing table size increases as the size of the zone increases. Smaller 

zones are preferred for highly mobile networks with low load. Larger zones are preferred for 

fairly static networks with high load. The zone radius also has a significant impact on the 

query response time. If the protocol is tuned to a zone radius that minimizes the total control 

traffic, ZRP can provide routes in about half the time achieved by flood search routing 

protocols. Thus the protocol needs to continuously adjust its zone radius based on the 

network characteristics.  
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Chapter 4 

Unidirectional Links in Mobile Ad Hoc Networks 

Unidirectional links can exist in a wireless environment due to a variety of reasons. A 

unidirectional link arises between a pair of nodes in a network when only one of the two 

nodes can directly communicate with the other node. Most routing protocols that have been 

proposed for mobile ad hoc networks assume that all the links in the network are bi-

directional. They either fail to work or become highly inefficient in the presence of 

unidirectional links. In this chapter, we investigate the influence of unidirectional links on 

mobile ad hoc networks. First we discuss the causes for the presence of unidirectional links 

in an ad hoc network. Then we discuss the impact of unidirectional links impact on link layer 

and routing protocols. We present a case study on the performance of the Dynamic Source 

Routing protocol in the presence of unidirectional links. Finally, we look at some related 

work in the field.  

 

4.1 Occurrence of Unidirectional Links in Ad Hoc Networks 
Unidirectional links can exist in wireless networks due to a variety of reasons. These include 

difference in transmit power levels of the nodes, use of power control algorithms, varying 

antenna patterns and difference in the noise level experienced by the nodes. Unidirectional 

links in ad hoc networks can be classified in two types - permanent unidirectional links and 

transient unidirectional links. Permanent unidirectional links typically occur in ad hoc 

networks composed of nodes with heterogeneous characteristics while transient 

unidirectional links are temporary in nature and occur due to transient factors like wireless 

channel interference. Before exploring the causes for the occurrence of unidirectional links 

we shall discuss the factors governing communication in a wireless medium. The 

mathematical framework presented will help us to better understand the reasons for the 

formation of unidirectional links in a wireless network.  
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Communication in a wireless medium is governed by the following equation: 
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where, 

Pr is the signal strength at the receiver Pt is the in-band transmit power 

Gt is the gain of the transmitter antenna Gr is the gain of the receiver antenna 

λ is the wavelength of communication given by λ = C / γ  (γ being the frequency used) 

Fs is the loss factor due to fading and multipath loss 

R is the distance between the transmitter and the receiver 

 

The signal strength at the receiver can be expressed in terms of the receiver sensitivity. 

Receiver sensitivity is defined as the minimum input signal strength (Smin) that can be 

perceived by the receiver. It depends on the Signal to Noise Ratio (S/N) of the receiver.  The 

Signal to Noise Ratio is defined at the ratio of the signal power at the receiver and the Mean 

Noise Power of the receiver. All receivers require the signal power to exceed the noise power 

by a certain factor (S/N)min. If the signal power is equal to or less than the noise power, the 

signal cannot be detected. Noise at the receiver is a combination of the accumulated noise 

and the background noise.  
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An is the accumulated noise at the receiver given by the equation (NF)BTkA on= , where 

k is the Boltzmann's Constant = 1.38 x 10-23 Joule/°K 

To is absolute temperature of the receiver input (in °Kelvin)  

B is the receiver bandwidth (in Hz) 

NF is the noise figure of the receiver 

 

In the above equation, kToB is the thermal noise and (NF) is the noise accumulated due to the 

electrical characteristics of the receiver. The accumulated noise depends on the RF 



 31
 
technology used to build the receiver. Bn is the background noise due to external sources like 

channel interference. Given the accumulated noise and the background noise, the receiver 

sensitivity can be expressed as  

 

     Smin = (S/N)min  (An + Bn)               (4.3) 

 

Using equations (4.1) and (4.3), we can derive an equation for the transmission range of a 

node.  
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From equation (4.4) we note that the range depends on the following factors that can 

contribute to the formation of unidirectional links in an ad hoc network: 

1. The transmit power and receiver sensitivity 

2. The antenna characteristics of the transmitter and receiver 

3. The noise level at the receiver node 

 

4.1.1 Disparity in Transmit Power and Receiver Sensitivity 
Assuming uniform receiver sensitivity, antenna characteristics and operational frequency, 

when nodes in a wireless network have different transmit powers, they will have different 

transmission ranges. Asymmetric transmission ranges lead to the formation of permanent 

unidirectional links in the network. Figure 4.1 illustrates the formation of unidirectional links 

due to the difference in transmission range of the nodes. In the figure, Node A has a higher 

range than node B. Thus it can communicate directly with B. However B cannot 

communicate with A due to its lower transmission range.  
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Figure 4.1: Unidirectional Link Due to Disparity in Transmission Range 

 

Now let us consider a numerical example. Consider two nodes, A and B, operating in the 2.4 

GHz ISM band having isotropic antenna gains (Gt = Gr = 1) and a sensitivity of  -80dbm1. 

Let the transmit power of the first node be equal to 5 mW and the transmit power of the 

second node be equal to 50 mW. Assuming a unity loss factor and uniform noise level at both 

the nodes, we can find the transmission range of the nodes using equation (4.4).  
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If node A is within 700 meters of node B, node B can communicate directly with A but node 

A cannot reach B leading to the formation of a unidirectional link between A and B. When 

the nodes in an ad hoc network have different transmit powers, the presence of unidirectional 

links in the network can be quiet common. A typical example is a battlefield scenario 

composed of high-powered vehicle mounted nodes and low-powered hand-held nodes.  

 

It can be seen from equation (4.4) that the transmission range is a function of the receiver 

sensitivity. As discussed, the receiver sensitivity depends on the RF technology used to build 

the receiver. It is a well-known fact that a –6dbm increase in the receiver sensitivity doubles 

the range. When a wireless network is composed of heterogeneous nodes with varying 

receiver sensitivities it is possible to have permanent unidirectional links in the network.  

 

Power is an extremely critical resource in mobile networks. Each node has limited battery 

life that allows it to remain operational for a few hours. Varying the transmission power and 

hence the transmission range is a powerful and well-explored [15] technique for conserving 

battery power. It is interesting to note that commercially available wireless cards like the 

Cisco Aeronet Series cards [7] support multiple transmit powers. The nodes in an ad hoc 

network may employ individual power control algorithms to stay operational for a longer 

period of time. Power control algorithms that support variable power levels at each node [46] 

can lead to the formation of permanent unidirectional links in the network. 

 

4.1.2 Disparity in Antenna Characteristics 
Over the past few years, there has been lot of discussion on the use of beam-forming smart 

antenna solutions for ad hoc networks. [51]. The characteristic of an antenna is governed by 

one important parameter - the Antenna Gain. Antenna gain can be defined as the ratio of the 

power required at the input of a loss-free reference antenna to the power supplied to the input 

of the given antenna to produce, in a given direction, the same field strength at the same 

distance. The gain is a measure of the ability of the antenna to focus radio waves in a 

particular direction and depends upon the size of the antenna, the radio frequency at which it 

operates and the efficiency with which it focuses the radio waves. It is expressed relative to 
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the performance of a theoretical isotropic antenna that radiates equally in all directions. By 

definition, an isotropic reference antenna has unity gain.  

 

Beam-forming antennas typically tend to have a higher gain in the direction of transmission. 

Thus they can cover a larger distance for a given transmit power. Disparity in antenna 

characteristics can lead to the formation of unidirectional links in an ad hoc network. For 

example consider two nodes A and B. Node A uses a beam-forming technique for 

transmission with a gain Gt. In the receive mode it uses an isotropic antenna pattern with a 

gain Gr = 1. Here Gt > Gr. Thus, node A has asymmetric gains in the transmit and receive 

modes. Node B uses an isotropic antenna with equal gains in both the modes. Assuming 

uniform transmit power, sensitivity and noise level at both the nodes, for a given operational 

frequency, node A can cover a longer distance than node B due to the higher gain in the 

transmit mode. Thus, Node A might be able to send signals to node B but not receive signals 

from B leading to the formation of a unidirectional link between A and B. Figure 4.2 

illustrates this scenario. 

 

 

 

                                                                                                   
 

 

 

 

Figure 4.2: Unidirectional Link Due to Disparity in Antenna Characteristics 

 

4.1.3 Disparity in Noise Levels at the Receiver Node 
As discussed in the previous section, the noise level at the receiver node is a combination of 

the accumulated noise and the background noise. The accumulated noise is typically uniform 

for all nodes operating at a given frequency. However, the background noise due to channel 
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interference is variable. From equation (4.4) it can be seen that, for a given signal to noise 

ratio and accumulated noise, an increase in the background noise decreases the sensitivity of 

the receiver. Given two nodes with the same transmit power levels and antenna 

characteristics, the received signal strength at a node with a higher noise level can be 

significantly lower than at a node with a lower noise level. Thus the noise level around a 

receiver has a direct impact on the link quality. This asymmetry in noise levels can lead to 

the formation of unidirectional links in the network. However, unidirectional links formed in 

this way tend to be temporary due to the transient nature of the background noise. A 

unidirectional link formed between a pair of nodes due to excessive noise at one of the nodes 

can start working well in both directions after some time due to a decrease in the noise level. 

Nodes may experience different levels of interference due to wireless channel limitations like 

fading and multipath loss. In addition, the hidden terminal problem can cause variations in 

the interference levels. The duration for which a link remains unidirectional due to 

interference is a function of the terrain, offered traffic and the mobility pattern of the nodes. 

 

4.2 Impact of Unidirectional Links 
Figure 4.3 shows a mobile ad hoc network with unidirectional links. Here we limit our 

discussion to ad hoc networks with persistent unidirectional links. There are two benefits in 

utilizing unidirectional links for routing over using only bi-directional links. Unidirectional 

links improve network connectivity. As an example consider the network configuration 

shown in Figure 4.3. If the routing protocol avoids the use of unidirectional links, then node 

H will be considered to be unreachable. However it is possible to communicate with node H 

through two asymmetric paths, A-B-D-H and H-F-G-C-A. Secondly, unidirectional links can 

provide better routes. If hop count is the metric for choosing better routes, then in Figure 4.3, 

node A will be able to communicate directly with B through the unidirectional link AB as 

opposed to the route A-E-D-B that it chooses when only bi-directional links are used for 

routing.  
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Figure 4.3: Ad Hoc Network with Unidirectional Links 

 

The presence of unidirectional links affects the following layers in the protocol stack: 

1. The Data Link Layer 

2. The Network Layer 

 

4.2.1 Impact of Unidirectional Links on Link Layer Protocols 
Many link layer protocols use a two-way handshake mechanism to overcome the hidden 

terminal problem. The hidden terminal problem is illustrated in Figure 4.4. 

 

                                                                 
  

Figure 4.4: Hidden Terminal Problem 

 

Consider three wireless nodes A, B and C. The transmission/reception range of A reaches B 

but not C. Similarly C can communicate with B but not with A. Node B can communicate 

with both A and C. When A starts sending data to B, the transmission will not be heard by C. 

If C also wants to send data to B, it will sense the medium as idle and immediately start 

sending data to B causing collisions at B. Thus, A is hidden for C and vice versa.  
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The well-known IEEE DCF MAC protocol [21] and other medium access protocols like 

MACA [25] operate only over bi-directional links. They use the RTS-CTS exchange 

mechanism to prevent collisions due to the hidden terminal problem. This technique is 

illustrated in Figure 4.5. The sender sends an RTS (Request to Send) packet to the receiver 

and expects a CTS (Clear to Send) packet in return before data transmission can begin. The 

receiver sends a CTS packet only if it is not busy. The RTS-CTS exchange serves two 

purposes - it notifies the sender that the receiver is ready to receive data and it informs all the 

nodes in the vicinity of the sender and the receiver about the impending data transfer. Thus it 

is possible to avoid collisions due to the hidden terminal problem.  

 

 

                                                                                                            
  

Figure 4.5: The RTS-CTS Exchange Mechanism 

  

However, when the link between the sender and the receiver is unidirectional, it is not 

possible to exchange RTS-CTS packets. If all data communication is preceded by an RTS-

CTS exchange, then a pair of nodes having a unidirectional link between them cannot 

exchange data. To overcome this problem, the RTS-CTS exchange can be disabled leading to 

a possible increase in packet loss due to collisions. This entails the need for a robust transport 

layer protocol in MANETs with unidirectional links. Also, many MAC protocols including 

802.11 use link-level acknowledgments for unicast data transmission. The receiver is 

expected to acknowledge the receipt of each packet. Otherwise, the sender assumes that the 

packet was lost and retransmits the packet. If the link between the sender and the receiver is 

unidirectional, acknowledgements sent by the receiver may not reach the sender. Thus, the 

sender will timeout and after a specific number of retransmissions, conclude that the link 

between itself and the receiver is down.   
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4.2.2 Impact of Unidirectional Links on Routing Protocols 
Most routing protocols for ad hoc networks assume that all the links in the networks are bi-

directional. When these protocols are used in network composed of nodes with dissimilar 

transmission ranges, they will always try to find links between two nodes having the same 

transmission range. Though communication might be possible between a source and a 

destination through two asymmetric paths, the source node will consider the destination to be 

unreachable if it does not have a symmetric path to the destination. Also, all nodes in the 

network have to maintain relatively constant power consumption to ensure that their 

transmission and reception ranges are not affected. At the routing layer, the influence of 

unidirectional links is two-fold. Many ad hoc routing protocols use a link reversal or path 

reversal mechanism for their operation. For example AODV [39] floods a RREQ packet for 

route discovery that records the set of all nodes in the path from the source to the destination. 

When the destination receives the RREQ packet, it reverses the list of nodes recorded in the 

RREQ to send a RREP (route reply packet) to the source. However, even if one of the links 

in the path from the source to the destination were unidirectional, this judgment would be 

wrong. Thus the fact that the source can reach the destination does not imply that the 

destination can reach the source by reversing the path. This is called Routing Asymmetry and 

can be stated as follows: 

 

“Suppose the path from Node X to Node Y is X-v1-v2-v3-v4-Y, the path from Y to X cannot 

be assumed to be Y-v4-v3-v2-v1-X”.  

 

Metric asymmetry is a direct consequence of routing asymmetry. If the shortest distance from 

X  Y = 5, then the shortest distance from Y  X need not be equal to 5. Due to routing 

asymmetry, protocols like DSDV [40], AODV [41] and TORA [35] that require symmetric 

routes for their operation fail to work in networks with unidirectional links. Thus, these 

protocols need special techniques to identify unidirectional links and eliminate these links 

from routing paths. One technique that has been proposed for detecting unidirectional links is 

through the use of periodic beacons for neighbor sensing [30]. In this technique, each node 

maintains a Neighbor List and sends out beacons at periodic intervals. When a node hears a 
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beacon from another node, it considers the originator of the beacon to be a neighbor and adds 

the node’s address to its neighbor list. Each node includes the neighbor list in its beacons. 

Thus, if a node finds its own address in the neighbor list recorded in a beacon, it will know 

that it has a bi-directional link with the neighboring node. However, periodic beaconing 

suffers from high overheads and has serious impact on the degradation of battery life. In 

addition, it may lead to an increase in the number of collisions making it unfeasible for dense 

networks.  

 

Another consequence of the presence of unidirectional links in ad hoc networks is the failure 

of the hop-level acknowledgement technique for route maintenance. Many ad hoc routing 

protocols rely on hop-level acknowledgments for detecting route failures. Each node along 

the path from the source to the destination is required to confirm the receipt of the packet at 

the next hop node along the path. If the next hop node fails to acknowledge the packet, the 

upstream node concludes that the link is broken and sends a route error notification to the 

source node. Three techniques have been employed for obtaining hop-level 

acknowledgments. 

 

 The sender requests an explicit network layer acknowledgment from the receiver 

 The sender operates in the promiscuous listen mode and confirms the receipt of the 

packet at the receiver when the receiver transmits the packet to the next hop node along 

the path.  

 The routing protocol relies on link-level acknowledgements from the link layer protocol 

to confirm the reachability of the next hop node.  

 

However, in the presence of unidirectional links, none of these three techniques is feasible. 

Of course, it is possible for the receiver to send an acknowledgment back to the sender 

though a multihop path when the link is unidirectional. This is precisely the technique used in 

DSR [23] to support unidirectional links. However this mechanism entails the need for a 

large number of broadcasts for route establishment and maintenance and makes the protocol 

highly inefficient. The next section will examine this problem in detail. 
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4.3 DSR and Unidirectional Links: A Case Study 
DSR is one among the very few ad-hoc routing protocols that considers the possibility of 

unidirectional links in the network. Though the DSR draft [24] mentions some of the 

problems associated with unidirectional links in ad hoc networks, no detailed mechanism has 

been presented for handling unidirectional links. All simulations that have been done to 

evaluate the performance of DSR assume that the links in the network are bi-directional and 

use the path reversal technique for route establishment. Also, the simulations have been done 

using an 802.11 MAC protocol [21] at the link layer. The link layer acknowledgments, 

provided by the MAC protocol, are used for route maintenance. No proper study has been 

done to evaluate the performance of DSR in the presence of unidirectional links. In this 

section, we analyze the shortcomings of DSR when used in mobile ad hoc networks with 

unidirectional links.  

 

DSR has no auto-discovery feature to detect the presence of unidirectional links. The 

protocol has to be explicitly configured for the presence of unidirectional links. When DSR is 

configured for bi-directional links, the protocol always tries to find bi-directional paths and 

avoids the use of unidirectional links for routing. Thus, communication can fail even if a bi-

directional channel exists between the source and destination. In ad hoc networks with 

unidirectional links, the performance of DSR degrades due to a variety of problems and the 

protocol becomes highly inefficient. We shall look into these problems in more detail in the 

following sections. 

 

4.3.1 Route Request Storms 
“Route Reply Storm” is a well-known problem in DSR. Since intermediate nodes can reply 

on behalf of the destination, if they have a cached route to the destination, a single route 

request broadcast can trigger multiple route replies from many nodes including the 

destination. Thus the source can receive more than one reply and it always considers the first 

arriving reply packet. Multiple replies to a single route request broadcast can lead to wastage 

of bandwidth and a possible increase in the number of collisions. To prevent route reply 
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storms, each node having a cached route to the destination delays its reply by an amount 

proportional to the length of the cached route and listens to check if the source begins using 

another route. A node cancels its reply when it infers that the initiator has already received a 

reply. For this optimization to work, the nodes have to enable promiscuous receive mode on 

their network interface hardware. Use of promiscuous mode may increase the power 

consumption and some nodes may not be able to switch their interface to a promiscuous 

listen mode. In addition, this mechanism does not prevent route reply storms if nodes cannot 

hear the transmission from the source to the destination. This is a major problem in DSR 

even if all the links in the network are bi-directional. However, the inefficiency of the 

protocol comes to light when unidirectional links are considered.  

 

Consider the network configuration shown in Figure 4.6.  

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4.6: DSR Route Discovery in Ad Hoc Networks with Unidirectional Links 

 

Node A attempts to discover a route to node G by broadcasting a route request packet. When 

nodes B and F receive this route request from A, they attempt to send a route reply back to A. 

However, they cannot reverse the path recorded in the route request packet to reach A. Thus 

each of these nodes initiates a route request to establish a path to A and piggybacks the route 
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reply on the route request packet. In addition, the destination G can initiate a route request 

when it receives the route request from A. Thus a single route request can trigger a Route 

Request Broadcast Storm. Such a high number of broadcasts not only reduces the network 

bandwidth but also leads to an increase in the number of network collisions.  The situation 

becomes worse in dense ad hoc networks with many nodes talking to each other. In such 

networks, it may so happen that the entire network bandwidth is spent is establishing routes 

between the nodes. If the reply from node B reaches node A before the replies from nodes F 

and G, node A will end up using the stale route returned by B. Also, the shortest path from A 

to G is ADG. However, if A gets a reply from F before it learns about this shortest path 

through another reply, it will end up using as route with 3 hops. In conclusion, the route 

request process in DSR can prove to be extremely costly in ad hoc networks with 

unidirectional links.  

 

4.3.2 Route Maintenance and Chain Reactions 
DSR relies on hop-level acknowledgements for route maintenance. This entails the need for a 

bi-directional channel of communication between each pair of adjacent nodes in the route 

from the source to the destination. In addition to forwarding packets, each node is responsible 

for keeping track of route failures. This mechanism can lead to route maintenance broadcast 

storms in the DSR. As an example consider Figure 4.7. 

 

 

 

 

 

 

 

Figure 4.7: DSR Route Maintenance in the Presence of Unidirectional Links 
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neighbor along the route. Suppose, B does not have a route to A and C does not have a 

cached route to B, a packet transmission from A to E can trigger route request broadcasts at 

B and C and at each node along the path from A to E. The problem aggravates when an 

intermediate node detects a link failure. When node D detects that the link DE has failed, it 

propagates a route error packet to the source to inform it about the failure. If E does not have 

a cached route to A, it initiates another route request. The source node, after learning about 

the route failure, may initiate a fresh route request to discover a new route to E. Each 

broadcast can trigger route request storms as explained in the previous section and each route 

once established, can lead to broadcasts due to route maintenance thus leading to a chain 

reaction. These chain reactions waste network bandwidth, can cause congestion in the 

network and can lead to an unacceptable number of packet collisions making the protocol 

highly inefficient in ad hoc networks with unidirectional links. In addition, these chain 

reactions can place an unnecessary load on the nodes in terms power consumption.  

 

4.3.3 Caching 
Nodes using DSR cache source routes when they forward a data packet, route request or 

route reply. Additional optimizations like promiscuous sniffing have been proposed to make 

caching efficient. Nodes can enable promiscuous listen mode on the network interface 

hardware and cache routes by listening to packet transmissions between other nodes in their 

vicinity. However, presence of unidirectional links in the network has a big impact on the 

caching policy. In order to illustrate the problems, consider the network configuration shown 

in Figure 4.8.  

 

 

 

 

 

 

 

Figure 4.8: DSR Caching in the Presence of Unidirectional Links 

Route Error 

A B C D

G F

E 

Route Error 

Route Error 

E   ABCDE E   BCDE E  CDE



 44
 
Due to routing asymmetry, whenever nodes forward packets, they can only cache the forward 

route to the destination and not the reverse route back to the source node. In Figure 4.8, when 

a node G overhears a packet transmission from node B to node C, it cannot cache a route to 

nodes C, D and E through B because the link between B and G is unidirectional. Thus, nodes 

cannot adopt a “cache whatever you hear” policy by switching their network hardware to 

promiscuous listen mode.  

 

Once a route is cached, the entry is flushed when the entry exceeds its cache lifetime or when 

the node learns about a route failure. When path reversal is used for propagating route error 

packets, nodes along the route can learn about the link failures and flush stale routes from 

their cache. However, in the presence of unidirectional links, path reversal cannot be used 

and nodes may never learn about link failures. Thus they can end up caching routes that do 

not work. In Figure 4.8, nodes B and C may never learn about the failure of link DE unless 

the source node A informs them about the failure. Presence of stale routes can lead to routing 

nightmares in DSR. Intermediate nodes with stale routes to the destination can send 

corrupted route replies to the originator leading to path failures and associated chain 

reactions, as explained in the previous section. One optimization that has been proposed to 

overcome this problem involves piggybacking of route error information on route request 

packets. However, this solution increases the per-packet overhead and many not work well in 

all situations. 

 

Though the caching mechanism employed in DSR has the ability to lower route discovery 

latency and provide for optimizations like packet salvaging in case of route failures, it can 

severely degrade the performance of the protocol in ad hoc networks with unidirectional 

links. Propagation of route failure information and a caching mechanism that can keep track 

of this failure information in order to flush stale entries from the cache are two principal 

problems that have to be addressed while designing a protocol for routing in ad hoc networks 

with unidirectional links. 
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4.4 Related Work 
Though most ad hoc routing protocols assume that all the links in the network are 

bidirectional, there has been some work on routing in ad hoc networks with unidirectional 

links. Among the protocols discussed in the previous chapter, only DSR [24] and FSR [38] 

can fully support unidirectional links. DSR uses a blacklist mechanism and piggybacking of 

route replies on route requests for handling unidirectional links in the network. FSR provides 

support for unidirectional links by including directional link states in the FSR update 

messages. However, there have been no simulations to evaluate the performance of these 

protocols in the presence of unidirectional links. [13] [33] explore a link layer tunneling 

approach to support unidirectional links in mobile ad hoc networks. In [13], the link layer 

hides unidirectional links from higher layer protocols by forming a reverse tunnel for each 

unidirectional link, using information gathered by the routing protocol. Support for 

unidirectional links below the network layer has also been explored [47]. This paper proposes 

the use of a sub-layer beneath the network layer to detect unidirectional links and maintain a 

reverse route for each unidirectional link. [36] mentions the use of multi-hop 

acknowledgements to discover and communicate over unidirectional links in ad hoc 

networks. [14] proposes a solution based on the concept of circuit detection. A GPS based 

approach for handling unidirectional links has been explored in [26]. There is some amount 

of literature available on modifications to existing ad hoc routing protocols to make them 

work in networks with unidirectional links. [44] analyzes the impact of unidirectional links 

on distance-vector based routing algorithms and presents modifications to these algorithms 

for handling unidirectional links in ad hoc networks. [52] proposes extensions to the Zone 

Routing Protocol (ZRP) [19] to support unidirectional links. More recently, in [30], the 

influence of unidirectional links on routing performance in multihop wireless networks has 

been examined in greater detail. The paper evaluates the performance of basic AODV [41] in 

the presence of unidirectional links and mentions the use of three techniques, Blacklisting, 

Hello and Reverse Path Search, for handling unidirectional links in AODV. The paper also 

evaluates the performance of these three techniques relative to basic AODV in ad hoc 

networks with unidirectional links. 



 46

Chapter 5 

The Terminal Node Controlled Routing Protocol 

5.1 Introduction 
Most routing protocols for ad hoc networks assume that all the links in the network are bi-

directional. However, permanent unidirectional links can exist in the ad hoc network when 

the network is composed of nodes with heterogeneous characteristics. Existing protocols for 

routing in mobile ad hoc network either fail to work or become highly inefficient in the 

presence of unidirectional links. Solutions that have been proposed for handling 

unidirectional links are modifications to existing routing protocols that avoid unidirectional 

links in routing paths and involve high overheads for detecting unidirectional links and 

maintaining bi-directional paths. In this chapter we propose and discuss a new routing 

protocol, the Terminal Node Controlled Routing Protocol (TNCR), for mobile ad hoc 

networks. The primary goal of the protocol is to provide an efficient, link layer independent 

mechanism for routing in ad hoc networks in the presence of unidirectional links. In addition, 

the protocol can operate in a bi-directional mode in which it takes advantage of the bi-

directional nature of the links in the network for additional optimizations. The protocol is 

best suited for ad hoc networks composed of nodes with heterogeneous transmission 

characteristics.   

 

TNCR is an on-demand ad hoc routing protocol based on the concept of source routing. Each 

data packet sent includes in its header the ordered list of nodes along the path from the 

originator to the destination node, making the protocol trivially loop free. Unlike existing ad 

hoc routing protocols, in TNCR, the terminal nodes involved in the communication 

completely control mechanisms like route establishment, route maintenance and caching. The 

intermediate nodes are only involved in forwarding packets between the terminal nodes. 

TNCR uses end-to-end probing and a source initiated token passing mechanism for route 
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maintenance. Route caching employs a source tagging technique to enable nodes to learn 

new routes and flush stale entries from the cache. The protocol uses a reverse caching 

technique to reduce the number of network wide broadcasts in a unidirectional environment 

and a broadcast limiting technique to reduce the overhead due to broadcast packets. In order 

to decrease the per-packet overhead due to source routing, the protocol employs a route 

stripping mechanism for unicast packets. In addition, TNCR supports dual mode operation 

making it well suited for all network topologies. 

 

5.2 Assumptions and Design Principles 
1. We assume that the network is composed of mobile nodes equipped with wireless 

communications and networking capability. Each node in addition to being a host also 

functions as a router and participates fully in the protocol mechanisms.  

2. Due to nodal mobility, the network topology can change rapidly and unpredictably over 

time. However, we assume that the mobility rate is moderate enough to make unicast 

routing possible.  

3. We assume that the network may be composed of nodes with heterogeneous transmission 

characteristics leading to the formation of permanent unidirectional links in the network. 

We do not take into account transient unidirectional links that do not exist long enough 

for the routing protocol to compute routes through them. In addition, in the unidirectional 

scenario, we assume that the network consists of a considerable number of unidirectional 

links. 

4. We assume that the routing protocol operates over a link layer protocol that can function 

in the presence of unidirectional links. The routing protocol does not rely on link layer 

acknowledgements for forwarding unicast packets or for detecting route failures.  

5. The routing protocol does not retransmit lost or corrupted packets. In a unidirectional 

environment, it might not be possible for the link layer to receive link level 

acknowledgements and to prevent packet losses due to the hidden terminal problem. This 

can lead to a higher rate of packet loss in a unidirectional environment as compared to a 
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bi-directional environment. We assume that the protocol stack consists of a robust 

transport layer that is responsible for reliable end-to-end transmission of data packets. 

6. We assume that the main constraint in the network is the wireless channel bandwidth and 

the transmit power available at the nodes. In particular, we assume that the nodes have 

sufficient memory resources to store and maintain the data structures required by the 

protocol. 

7. The protocol can operate in two modes, a unidirectional mode and an 802.11 [21] type bi-

directional mode. The protocol can be configured manually to operate in a particular 

mode or the mode detection can be automatic. Automatic mode detection is beyond the 

scope of this discussion. In the bi-directional mode, the protocol makes use of the concept 

of route reversal to reduce the number of broadcasts required in discovering and 

maintaining routes. However, in both the modes, the protocol does not rely on link layer 

acknowledgements for its operation.  

8. Each node has a unique TNCR address that identifies the node in the network. The 

address assignments may be static or may be dynamic through the use of DHCP [12] or 

similar mechanisms. The address assignment mechanism used is beyond the scope of this 

discussion.  

9. The protocol can be operated as a separate network layer protocol for MANET, can be 

integrated with IP [54] or can be considered as a framework for routing in MANET in the 

presence of unidirectional links.  

 

5.3 Terminology 
Initiator vs. Target Node  

When a node A wishes to send a packet to some destination B, it either initiates a route 

discovery mechanism to find a route to B or it initiates a data transfer mechanism to send 

data to B. Node A is called the Initiator and Node B is called the Target Node. 
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Forward Route vs. Reverse Route 

Consider two nodes A and B. With respect to node A, the source route listing the set of all 

nodes along the path from Node A to Node B is called the Forward Route from A to B. The 

source route listing the set of all paths along the path from Node B to Node A is called the 

Reverse Route from B to A. 

 

Terminal Nodes vs. Intermediate Nodes 

The Initiator and the Target Node are called Terminal Nodes. All nodes that are involved in 

forwarding packets between the Initiator and the Target Node are termed as Intermediate 

Nodes with regard to the terminal nodes. 

 

Query Packet vs. Response Packet 

Any packet originated by the Initiator, which entails a response from the Target Node is 

called a Query Packet. A packet sent by the Target Node in response to a Query Packet from 

the Initiator is termed as a Response Packet. 

 

Broadcast Packet vs. Unicast Packet 

A packet that is transmitted as a local broadcast packet with the purpose of reaching a 

particular node in the network through flooding is called a Broadcast Packet. A packet that 

includes the forward source route from the source node to the destination and is transmitted 

on a hop-by-hop basis using the routing information recorded in the source route is called a 

Unicast Packet.  

 

5.4 Packet Types 
The Terminal Node Controlled Routing protocol uses the following packet types for its 

operation. A query packet always includes the current Token Number that the Initiator has 

for the Target Node while a response packet always echoes the Token Number received in 

the query packet. Each packet has a TTL (Time to Live) value that limits the number of 

intermediate nodes that may forward the packet.  
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Route Request  

This is a query packet that is always originated by the Initiator and is transmitted as a single 

local broadcast packet. It contains the Initiator Address, the Target Node Address and a 

unique Request ID for the packet. In addition, the packet contains a route record listing all 

the intermediate nodes through which the packet has been forwarded. This route record is 

initially empty when the source node originates the packet. If a Route request packet includes 

a piggybacked Reverse Route, it is called a Mode-1 Route Request.  Otherwise, it is called a 

Mode-0 Route Request. A Mode Bit in the packet indicates whether the request packet 

contains a piggybacked reverse route or not. 

 

Route Reply  

This is a response packet that is always originated by the Target Node and is transmitted as a 

single local broadcast packet. Similar to a Route Request packet, the Route Reply packet 

contains the Target Node Address, the Initiator Address, a Request ID and a Route Record. If 

the Route Reply packet includes a piggybacked Reverse Route, it is called a Mode 1 Route 

Reply. Otherwise it is called a Mode 0 Route Reply.  

 

Route Setup  

This packet is originated when a destination node receives a request or reply packet and has a 

cached route to the originator of the packet. The purpose of this packet is to return the source 

route recorded in the request or reply packet to the originator of the packet. Thus a Route 

Setup packet includes a piggybacked reverse route and is always transmitted as a unicast 

packet. When the Initiator originates a Route Setup packet, it is called a Probe Mode Route 

Setup.  A Probe Mode Route Setup is a query packet and always entails a response from the 

Target Node in the form of a Status Packet. The initiator may include a data packet with a 

Probe Mode Route Setup. A Route Setup packet may also be originated as a response packet, 

in which case it is called a Status Mode Route Setup.  
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Probe Packet 

This is a query packet that is always originated by the Initiator and may include a data 

packet. The Probe Packet is always transmitted as a unicast packet and entails a response 

from the Target Node in the form of a Status Packet. 

 

Status Packet  

This packet is a response packet that is always originated by the Target Node in response to a 

Probe Mode Route Setup or a Probe Packet. The Status Packet is always transmitted as a 

unicast packet. 

 

Information Packet  

This is neither a query packet nor a response packet. This packet is used by the Initiator to 

send data to the Target Node once the routes have been established in both directions. The 

Initiator includes the current Token Number for the Target Node in every Information Packet 

that it sends. An Information packet is always transmitted as a unicast packet and does not 

entail any response from the Target Node. 

 

5.5 Destination Information Structure 
Each node maintains a destination information structure for every possible destination in the 

network. The destination information structure stores the following information: 

 

The Forward Route to the destination, the Size of the forward route and a Time Stamp that 

indicates the time at which the route was cached or renewed.  

The Reverse Route for the destination, the Size of the reverse route and a Time Stamp that 

indicates the time at which the reverse route was cached. 

 

In addition, the structure consists of the following fields that are specific to a particular 

destination node: 
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1. A Use Bit that indicates whether the forward route is in use. It is set whenever the node 

sends a unicast packet using the forward route and waits for a response from the other 

end. This bit prevents a route from being replaced when the route is being timed. 

 

2. A one-way Token Number specific to the destination node. The token number is 

incremented whenever the Initiator sends a query packet using the cached route and 

receives an expected response from the Target Node. The triplet (Initiator, Target Node, 

Token Number), also called the “Source Tag”, is unique for each query-response cycle 

between the Initiator and the Target Node.  

 

3. A Probe Counter that keeps track of the number of times a cached route to a destination 

has failed.  

 

4. A Window that limits the number of Information Packets that may be sent to the 

destination before requesting an acknowledgement from the destination. 

 

The set of destination information structures maintained by a node for all possible destination 

nodes forms the route cache for the node.  

 

5.6 Important Parameters 
 

MAX_REQ_RETRIES (Maximum Request Retries) – This parameter represents the 

maximum number of times an Initiator can retransmit a Route Request packet to the same 

Target Node before deciding that the network is partitioned 

 

MAX_WINDOW_SIZE (Maximum Window Size) – The parameter represents the 

maximum value that can be taken by the Window field in the destination information 

structure. 
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FT1 (Failure Threshold 1) – This parameter represents that maximum number of times that 

an Initiator can use the same forward route for sending a packet to the Target Node before 

deciding that the route has failed. A cached forward route is flushed from the destination 

information structure when the Probe Counter value reaches FT1. 

 

FT2 (Failure Threshold 2) – This parameter represents the maximum number of times that 

a Target Node can use the same forward route for sending a response packet to the Initiator 

before deciding that the route has failed. However, a cached forward route is not flushed if 

the Probe Counter value reaches FT2. In the unidirectional mode FT1 > FT2. Simulation 

results have shown that FT1 = 2 FT2 is an ideal assignment for the unidirectional mode. In 

the bi-directional mode FT1 = FT2. 

 

FR_LT (Forward Route Lifetime) – This parameter represents the time period for which a 

forward route may remain in the destination information structure without being used. 

 

RR_LT (Reverse Route Lifetime) – This parameter represents the time period for which a 

reverse route may remain in the destination information structure without being used. 

Typically the RR_LT period is short. 

 

5.7 TNCR – Important Features 

5.7.1 Controlled Flooding  
When a node originates a Route Request or Route Reply packet to some destination node, the 

packet is transmitted as a single local broadcast, which is received by all nodes within the 

wireless transmission range of the source node. The broadcast packet contains the Source 

Address, the Destination Address and a unique Request ID for the packet. In addition, the 

packet contains a Route Record listing all the intermediate nodes through which the packet 

has been forwarded. The route record is initially empty when the source node originates the 

packet. When a node receives a Route Request or route Reply packet, it checks whether it has 

recently seen a packet from the originator bearing the same Request ID or if its own address 
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is already listed in the route record. If yes, it discards the received packet. Otherwise, it 

appends its address to the route record and transmits the packet as a local broadcast packet. 

The process continues till the packet reaches its destination or till the “Time to Live” (TTL) 

value on the packet reaches 0. When the packet reaches the destination node, the route record 

in the packet contains the source route from the source node to the destination node. This 

technique of flooding a packet through the network without duplicate transmissions at 

intermediate nodes is called “Controlled Flooding”. In order to minimize the impact of 

network wide broadcasts, nodes may use an Expanding Ring Search [24] mechanism for 

propagating broadcast packets. This technique progressively searches the network for the 

intended destination without allowing the broadcast packet to propagate over the entire 

network. 

 

5.7.2 Broadcast Limiting 
Route Request and Route Reply packets in TNCR are transmitted as local broadcast packets. 

When an intermediate node receives a Route Request or Route Reply packet, it checks 

whether it has a cached route to the packet destination. If the node finds a route to the 

destination in its destination information structure, it attempts to reduce the overhead 

incurred in retransmitting the Route Request or Route Reply as a broadcast packet. To 

accomplish this, the node tunnels the packet to the next hop node along the route to the 

destination instead of broadcasting the packet. When the next hop node receives this packet, 

it may unicast or broadcast the packet depending upon the availability of a route to the 

destination in its cache. In this technique, there is potential for an intermediate node to 

repeatedly use a non-functional cached route for broadcast limiting purposes. In order to 

prevent this, an intermediate node limits a broadcast only if it has not recently seen a 

broadcast packet bearing the same Source Tag information. This technique is called 

“Broadcast Limiting” and is illustrated in Figure 5.1 

 

 

 

 



 55

5.7.3 Reverse Caching 
In a unidirectional environment, the route establishment process involves two broadcasts if 

both the terminal nodes do not have a cached route to the other end. However, an Initiator 

can prevent a broadcast at the Target Node if it piggybacks a reverse route in its Route 

Request packet. When a node receives a Route Request or Route Reply packet, the route 

record in the packet lists the set of all nodes in the path from the originator of the packet to 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.1: Broadcast Limiting 

 

that particular node. Whenever a source node floods a packet throughout the network, it is 

possible for each node that is reachable from the source node to learn a reverse route for the 

source node. However, as a result of flooding a Route Request or Route Reply, a source node 

only learns about the route to the packet’s intended destination. In the “Reverse Caching” 

technique, every node that propagates a Route Request or Route Reply packet caches the 

reverse route recorded in the packet for future use. Reverse Caching helps in reducing the 

number of network-wide broadcasts required for route establishment in a unidirectional 

environment. Unlike forward route, reverse routes are not maintained and are flushed from 

the destination information structure based on the value of the RR_LT parameter. Figure 5.2 

illustrates the Reverse Caching technique. In the figure, node S floods a Route Request 
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packet to find a new route to node D and all the nodes in the network (except Node A) cache 

the reverse route recorded in the packet.  

 

5.7.4 End-to-End Probing 
Unlike most ad hoc routing protocols, TNCR does not use hop-level acknowledgments for 

sending data packets and for detecting route failures. The Initiator confirms the reachability 

of the Target Node by probing the Target Node at regular intervals. Probing is accomplished 

by sending a Probe Mode Route Setup or a Probe Packet to the Target Node. These packets 

entail a response from the Target Node either in the form of a Route Status or in the form of a 

Mode-0 Route Reply packet. If the Initiator receives the expected response from the Target  

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.2: Reverse Caching 
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Target Node and from the Target Node back to the Initiator form a closed loop involving the 

terminal nodes and all the intermediate nodes along these two paths. While probing the 

Target Node, the Initiator includes the current Token Number that it has for the Target Node 

in its query packet and this Token Number is echoed back in the response packet. Thus the 

Source Tag information, i.e. the triplet (Initiator, Target Node, Token Number), contained in 

the query or response packet uniquely identifies a probing cycle in the closed loop. This 

Source Tag information enables the Target Node and the concerned intermediate nodes to 

identify route failures. We shall discuss this mechanism in detail when we describe the Route 

Maintenance mechanisms in TNCR later in this chapter. 

 

5.7.5 Slow Start Data Transmission 
If the Initiator waits for an acknowledgement for every data packet that it sends to a Target 

Node, the data transmission mechanism becomes similar to the Stop and Wait protocol [60]. 

It has been shown that the efficiency of the Stop and Wait protocol is low. In order to 

overcome this, TNCR employs a window based Slow Start Data Transmission mechanism 

similar to the one used in the Transmission Control Protocol [54]. The initiator maintains a 

Window field in the destination information structure that limits the number of data packets 

that can be sent to a Target Node without entailing an acknowledgement from the Target 

Node. Initially the Window value is set to one. Let us assume that routes have been 

established in both directions and that the Initiator has a large number of buffered data 

packets to be sent to the Target Node. The Initiator starts the data transmission process by 

sending a data packet either with a Probe Mode Route Setup or a Probe Packet. This entails 

an acknowledgement from the Target Node in the form of a Route Status packet. Upon 

receipt of the Route Status, the Initiator doubles the Window size and sends two packets in 

succession. The first packet is an Information Packet and the second packet is a Probe Packet 

with an included data packet. Upon receipt of a Status Packet for the Probe Packet, the 

Initiator doubles the Window size and sends four packets in succession. Three of these 

packets are Information packets and the fourth one is a Probe Packet with a data packet. This 

mechanism provides an exponential increase in the Window size. This increase in the 
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Window size is limited by the value of the MAX_WINDOW_SIZE parameter. The Slow 

Start mechanism is illustrated in Figure 5.3. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.3: Slow Start Data Transmission 
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Information Packets and S seconds to receive a Status Packet in response to a Probe Packet. 

The total time spent is given by: 

Total Time Spent = (W-1) x τ + S 

The Status Packet restarts the Data Transfer mechanism at the Initiator. Thus the Initiator 

sends W packets to the Target Node once every [(W-1) x τ + S] seconds. In view of this, the 

efficiency of the protocol can be computed as follows 
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It should be noted that η approaches 1 if W x τ is large compared to S. However, in a wireless 

medium, the error rates are high and this reduces the efficiency of the protocol. Since TNCR 

does not retransmit lost or corrupted packet, an ideal maximum window size must be chosen 

depending upon the observed channel characteristics. 

 

5.7.6 Route Stripping 
TNCR is based on the concept of source routing. Every unicast packet sent by a source node 

to some destination node contains the ordered list of nodes through which the packet must 

pass. In order to reduce the per-packet overhead due to source routing, TNCR employs a 

Route Stripping technique for all unicast transmissions. The idea behind route stripping is 

illustrated in Figure 5.4. In the figure, node A is the source node, which sends a packet to 

some destination node E. In sending this packet, node A uses the source route 

A B C D E. This source route lists all the intermediate nodes along the path from 

A E. When node B receives this packet, it learns that node C is the next hop node along the 

route by reading the source route embedded in the packet header. It then forwards the packet 

to C. When a node receives a packet to be forwarded to another node, it never uses the 

previously processed portion of the source route. For example, C does not use the partial 

source route A B C when it receives the packet from B. In view of this, each node, 
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including the source node deletes the next hop address from the source route before 

forwarding the packet to the next hop node. When the packet finally reaches the destination 

node, the source route only includes the source node and the destination node addresses. This 

technique is called “Route Stripping”. The advantage of using a route stripping technique is 

that it results in a 50% reduction in the per-packet overhead for unicast transmissions. One 

disadvantage is that it involves checksum re-computation at each node if the packet header 

includes a checksum field for error detection.  

 

 

 

 

 

 

 

Figure 5.4: Route Stripping 
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probe and sets the Active Bit in the packet. An intermediate node receiving this packet 

checks whether the Active Bit is set. If the bit is set, the node uses the source route present in 

the packet to cache routes to the destination node and all nodes along the path to the 

destination. For example in Figure 5.5, node C learns routes to nodes D, E and F when it 

receives the packet originated by node A. This caching technique is called “Active Caching”.  

 

It should be noted that route caching in TNCR is controlled by the terminal nodes. When an 

intermediate node caches the routing information contained in the source route present in a 

packet, it tags every route it learns with the Source Tag information present in the packet. For 

example in Figure 5.5, node C associates the routes that it learns to nodes D, E and F with the 

Source Tag (A, E, 12345). This technique is called “Cache Tagging” and is an integral part 

of TNCR’s route maintenance mechanism. It should be noted that in any query-response 

cycle, all the nodes that cache routes to other nodes in the closed loop, tag the routes with the 

same Source Tag. For example, in Figure 5.5 both nodes C and Y use the same Source tag 

(A, E, 12345) although node C is along the route from A E and node Y is along the route 

from E A.  

 

 

 

 

 

 

 

 

 

 

Figure 5.5: Active Caching and Cache Tagging 
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5.8 TNCR – Protocol Description 
The Terminal Node Controlled Routing Protocol is composed of four basic mechanisms: 

Route Establishment – Route establishment is the mechanism by which an Initiator that 

wishes to send a packet to some Target Node attempts to establish routes in both directions 

so that data transfer may be initiated. 

 

Data Transfer – This is the mechanism by which an Initiator sends data packets to the 

Target Node using the Slow Start Data Transmission technique after the routes have been 

established in both directions 

 

Route Failure Detection – This is the mechanism by which the terminal nodes learn that the 

cached route to the other end has failed and can no longer be used. 

 

Propagation of Failure Information – This is the mechanism by which the terminal nodes 

propagate route failure information in the network after detecting a route failure.  

 

When an Initiator attempts to send a packet to some Target Node, it checks its destination 

information structure for forward and reverse routes to the Target Node. Based on the 

availability of these routes, the node can be in the following four states: 

State_1: Neither a forward route nor a reverse route is available  

State_2: Forward route is not available but a reverse route is available  

State_3: Forward route is available but a reverse route is not available  

State_4: Both forward and reverse routes are available  

 

5.8.1 Route Establishment 
An Initiator that wishes to send a packet to a Target Node attempts to establish routes in both 

directions if it does not have a cached forward route to the destination. Thus, the Route 

Establishment mechanism is initiated if the Initiator is in State_1 or State_2 when it attempts 

to send a packet to some Target Node. When a node initiates the Route Establishment 
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mechanism, it saves the original packet in a Packet Buffer. The Packet Buffer contains a 

copy of each packet that cannot be sent by an Initiator because it does not have a readily 

available forward route to the packet’s intended Target Node. 

 

5.8.1.1    State_1 Route Establishment 

In this state, the Initiator neither has a forward route nor a reverse route to the Target Node 

when it wishes to send a packet to the Target Node. The Initiator begins the Route 

Establishment process by sending a Mode-0 Route Request packet to the Target Node. This 

packet is propagated using the Controlled Flooding and Broadcast Limiting techniques 

explained in the previous sections. All nodes, including the Target Node, that receive this 

Route Request cache the reverse route to the initiator using the accumulated route record in 

the packet. The Target Node considers the first arriving Route Request and discards 

subsequent Route Requests from the Initiator bearing the same Request ID. Upon receipt of a 

Route Request, a Target Node may or may not have a forward route back to the Initiator. If it 

has a cached forward route to the initiator, the Target Node sends a Status Mode Route Setup 

to the Initiator. If it does not have a forward route to the Initiator, the Target Node sends a 

Mode-1 Route Reply to the Initiator. A Route Reply packet is propagated in the same manner 

as a Route Request packet. Upon receipt of a Status Mode Route Setup packet in response to 

its Route Request, the Initiator caches the forward route contained in the packet and begins 

the Data Transfer process by sending a Probe Packet to the Target Node. On the other hand, 

if the Initiator receives a Mode-1 Route Reply from the Target Node, it caches the forward 

and reverse routes contained in the packet and initiates the Data Transfer by sending a Probe 

Mode Route Setup packet to the Target Node. The packet exchanges are illustrated in Figure 

5.6 

 

5.8.1.2    State_2 Route Establishment 

A State_2 Route Establishment is similar to a State_1 Route Establishment except that the 

Initiator piggybacks the cached reverse route on the Route Request packet. Thus a State_2 

Route establishment is initiated by sending a Mode-1 Route Request to the Target Node. 

Upon receipt of this Route Request packet, the Target Node caches both the forward and  
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Figure 5.6: State_1 Route Establishment 

 

reverse routes contained in the packet and sends a Status Mode Route Setup Packet to the 

Initiator. It may so happen that the reverse route offered by the Initiator is defective and the 

Initiator offers the same reverse route in the subsequent Route Request packets. As a 

consequence, the Target Node can repeatedly use the defective route in sending its Route 

Setup packets. In order to overcome this problem, the Target Node uses the offered reverse 

route only if has not already seen the route. This is accomplished using the Cache tagging 

technique discussed in the previous sections. When the Target Node receives the Mode-1 

Route Request it compares the Cache Tag for its forward route to the Initiator (if any) with 

the Source Tag information present in the packet. It caches the offered route only if the two 

tags do not match. The packet exchanges in a State-2 Route Establishment are illustrated in 

Figure 5.7 

 

Initiator Target Node Initiator Target Node

Case 1 – Target Node does not have a 
cached forward route to the Initiator 

Case 2 – Target Node has a cached 
forward route to the Initiator 
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Figure 5.7: State_2 Route Establishment 

 

5.8.1.3    Points to Note 

When the Target Node sends a Status Mode Route setup in response to a Route Request 

packet, it waits for a Probe Packet from the Initiator. If it does not receive a Probe Packet 

from the Initiator within a specified timeout period, it concludes that its Route Setup packet 

did not reach the Initiator. In this case, the Target Node retransmits the Route Setup packet in 

order to prevent a Route Request retransmission by the Initiator. The number of such 

retransmissions is limited by the value of the FT2 parameter. When the Target Node sends a 

Route Reply packet, it waits for a Probe Mode Route setup packet from the Initiator that 

includes the forward route to the Initiator learnt as a result of sending the Route Reply.  

 

If the Initiator does not get a response for its Route Request, it retransmits the Route Request. 

The number of Route Request retransmissions is limited by the MAX_REQ_RETRIES 

parameter. The Initiator drops the packet responsible for initiating the Route Establishment 

mechanism when it concludes that the Target Node is unreachable. All retransmissions 

employ an exponential backoff technique to limit the rate at which the packets are sent. 

 

 

 

Initiator Target Node
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5.8.2 Data Transfer 
A node initiates a Data Transfer if it has a readily available forward route to the Target Node, 

when it wishes to send a packet to the Target Node. Thus, the Data Transfer mechanism is 

initiated if the Initiator is in State_3 or State_4 when it attempts to send a packet to some 

Target Node. After initiating a Data Transfer, if a node realizes that the Target Node does not 

have a route in the upstream direction, it attempts to establish routes in both directions before 

proceeding with the data transmission.    

 

5.8.2.1    State_3 Data Transfer 

In this state, the Initiator has a forward route to the Target Node but does not have a cached 

reverse route. The Initiator starts a Data Transfer by sending a Probe Packet to the Target 

Node. The Probe Packet includes a data packet meant for the Target Node. Depending upon 

the availability of a forward route to the Initiator, the Target Node responds with a Mode-0 

Route Reply packet or a Route Status packet. Upon receipt of a Mode-0 Route Reply, the 

initiator realizes that the Target Node does not have a route in the upstream direction and 

sends a Probe Mode Route Setup Packet to the Target Node. This packet contains the route 

from the Target Node back to the Initiator learnt as a result of sending the Mode-0 Route 

Reply packet. The initiator resumes the data transfer when it receives a Route Status packet 

from the destination confirming the existence of routes in both directions. Upon receipt of a 

Route Status packet, the Initiator renews the cache entry for the destination by resetting the 

Probe Counter and Time Stamp values in the corresponding destination information 

structure. The Initiator doubles the Window size and proceeds with the Data Transfer using 

the Slow Start Data Transmission mechanism. Data packets that do not involve a probe are 

sent as Information Packets. The process continues till the Initiator has exhausted all the 

packets meant for the Target Node in the Packet Buffer. This completes a Data Transfer 

cycle. The packet exchanges are shown in Figure 5.8 

 

5.8.2.2    State_4 Data Transfer 

In this state, the Initiator begins a Data Transfer by sending a Probe Mode Route Setup 

packet to the Target Node, which includes the cached reverse route to the node. Upon receipt  
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Figure 5.8: State_3 Data Transfer 

 

of the Route Setup packet, the Target Node caches the route present in the packet and sends a 

Status Packet back to the Initiator. This Status Packet renews the cache entry and doubles the 

Window size at the Initiator end. Before caching the offered reverse route, the Target Node 

makes sure that the route is not defective by comparing the Source Tag information 

contained in the Route Setup packet with the Cache Tag associated with an already existing 

route to the Initiator. The packet exchanges for a State_4 Data Transfer are shown in Figure 

5.9 

 

5.8.2.3    Points to Note 

When a node sends a unicast packet, it sets the Active Bit on the packet based on the Probe 

Counter value for the corresponding forward route. When a Target Node sends a Mode-0 

Route Reply, it waits for a Route Setup packet from the initiator informing it about the learnt 

forward route to the initiator. However, Route Status packets are not timed and the Target  

Initiator Target Node

Case 1 – Target Node does not have 
a cached forward route to the Initiator

Initiator Target Node

Case 2 – Target Node has a cached 
forward route to the Initiator 
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Figure 5.9: State_4 Data Transfer 

 

Node learns about an upstream route failure through TNCR’s route maintenance 

mechanisms. If the Initiator does not receive a response for a Probe Mode Route Setup or a 

Probe Packet within a specified timeout period, it resets the Window size and retransmits the 

corresponding packet using an exponential backoff. These retransmissions do not include a 

data packet. At the end of a Data Transfer cycle, the Initiator resets the Window size and 

returns to the idle state waiting for more packets to the Target Node. 

 

5.8.3 Route Failure Detection 
In a mobile ad hoc network, the network topology may change unpredictably over time due 

to nodal mobility. Topology changes may result in the failure of established routes in the 

network. In TNCR, the Initiator uses the End-to-End Probing technique for detecting route 

failures. On the other hand, the Target Node uses a Response Tagging technique for detecting 

a failure along the cached upstream route to the Initiator. Since TNCR uses an end-to-end 

mechanism for detecting failures, the entire route is assumed to be defective if a link along 

the route goes down. 

 

 

Initiator Target Node
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5.8.3.1    Failure Detection and Recovery at the Initiator 

Whenever an Initiator sends a unicast query packet to some Target Node, it times the 

transmission waiting for a response from the Target Node. If it does not receive an expected 

response from the other end within a specified timeout period, it increments the Probe 

Counter for the route and retransmits the corresponding packet. The number of such 

retransmissions is limited by the value of the FT1 parameter. Once the Probe Counter value 

reaches FT1, the node concludes that the route has failed and deletes the entry from the 

destination information structure. It should be noted that a node does not increment the 

Token Number for the Target Node when a probe to the node fails. The current Token 

Number is included in every unicast packet that the Initiator sends to the Target Node. After 

the Initiator flushes the forward route, it may start a fresh Route Establishment process, if a 

route to the Target Node is still required. If the Initiator receives an expected response from 

the Target Node, it concludes that the cached route is functional and renews the cached entry. 

 

5.8.3.2    Failure Detection and Recovery at the Target Node 

Unlike the initiator, the Target Node does not time a Status Packet that it sends to the 

Initiator. Instead it keeps track of the cached route that it uses in sending the response by 

creating a Response Tag for the packet. The Response Tag contains the current Time Stamp 

for the cached route and the Token Number that was echoed in the response. Upon receipt of 

a subsequent packet from the Initiator, the Target Node checks whether the cached route to 

the Initiator has changed using the previously created Response Tag. If the cache entry has 

not changed and the Token Number in the Response Tag matches the Token Number on the 

received packet, the Target Node concludes that the cached route has failed and increments 

the corresponding Probe Counter. On the other hand, if the Token Number has changed, the 

Target Node renews the cached route. Use of a cached forward route in sending a response 

packet is governed by the FT2 parameter. If the Probe Counter value for the cached route is 

greater than or equal to FT2, the Target Node does not use the route for sending the response 

packet. In a unidirectional environment FT1 > FT2. 
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5.8.3.3    Significance of FT1 and FT2 Parameters 

A node flushes its cached route to some Target Node when the corresponding Probe Counter 

value reaches FT1. A probe failure may be due to a defective route in the forward direction 

or the reverse direction or both. Before deleting the cached route to a Target Node, the 

Initiator has to make sure that the forward route has indeed failed. This is accomplished by 

using the FT1 value for retransmissions at the Initiator and the FT2 value for retransmissions 

at the Target Node, with FT1 > FT2. This is illustrated in Figure 5.9.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5.10: Significance of FT1 and FT2 

 

In the figure we assume that the downstream route is functional and the probe failure is due 

to a defective upstream route. Let us assume that FT1 = 4, FT2 = 2 and that the Probe 

Counters are initially 0. The Initiator A sends a Probe Packet to the Target Node B and B 

responds with a Route Status packet. However, this packet does not reach A due to the 

Initiator Target Node

Probe Counter = 0 
 
 
 
 
 
Timeout 
Probe Counter = 1 
 
 
 
 
 
Timeout 
Probe Counter = 2 
 

Probe Counter = 0 
 
 
 
 
 
 
Probe Counter = 1 
 
 
 
 
 
Probe Counter = 2 
Probe Counter > FT2 
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defective route from B to A. A times out, increments the corresponding Probe Counter and 

retransmits a Probe Packet to B. Upon receipt of this packet, B realizes that the previously 

transmitted Status Packet did not reach A and increments the Probe Counter for its cached 

route. When B receives the third Probe Packet from A, the value of the Probe Counter at B 

reaches FT2. B no longer uses the cached route and instead sends a Mode-0 Route Reply to 

A. Since a Route Reply packet is flooded throughout the network, it has a greater probability 

of reaching A than a unicast Route Status packet. Thus, when the Probe Counter value at the 

Initiator end reaches FT1, the Initiator concludes that the Target Node is not able to reach it 

even by flooding a packet in the network. This is possible if the network is partitioned or if 

the Probe Packets sent by the Initiator never reach the Target Node. The Initiator assumes the 

latter possibility and deletes the forward route from its cache.  

 

5.8.4 Propagation of Failure Information 
Caching in TNCR is controlled by the terminal nodes. An intermediate node forwarding a 

packet caches the routing information contained in the packet if the Active Bit in the packet 

header is set. Since TNCR uses an end-to-end mechanism, a node can detect failures along 

the cached route only if it uses the route or if the originator of the packet informs the node 

that the cached route is defective. This is accomplished using the Cache Tagging technique 

described in section 5.7.7. When a node receives a packet for forwarding, it compares the 

Source Tag information on the packet with the Cache Tag associated with the cached route, if 

any, to the packet’s destination. If the tags match, the node concludes that the terminal node 

responsible for originating the packet has detected a failure along the route and increments 

the Probe Counter for the route. This is illustrated in Figure 5.11. Probe Counter increments 

in the forward direction is limited by the FT1 parameter and reverse direction by the FT2 

parameter. This is owing to the use of the FT1 parameter for retransmissions at the Initiator 

and the FT2 parameter for retransmissions at the Target Node. 
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Figure 5.11: Propagation of Failure Information 

 

5.8.5 Late Arrivals and Response Filtering 
Due to network congestion, packets may be delayed in the network and may arrive late at the 

destination node. Late packet arrivals can confuse a terminal node. For example consider 

Figure 5.12. In the figure, the Initiator retransmits a Probe Packet to a Target Node when the 

Probe Counter value for the corresponding forward route is equal to (FT1-1). The Target 

Node responds to this Probe Packet by sending a Route Status packet. Assume that this Route 

Status packet is delayed in the network due to congestion along the upstream route. The 

Initiator times out, deletes the forward route from the cache, sends a Route Request to the 

Target Node and waits for a suitable response. Assume that the delayed Route Status packet 

Route Status 

A B C D 

A B C D

A sends a Probe Packet to D 
Probe Counter = 0 
Source Tag = (A, D, 12345) 

C forwards the Probe Packet to D 
C caches the route C D 
Cache Tag = (A, D, 12345) 

1 

2 

A retransmits the Probe Packet  
Probe Counter = 1 
Source Tag = (A, D, 12345) 

C forwards the Probe Packet to D 
Source Tag = (A, D, 12345) = Cache Tag 
C increments the Probe Counter for the 
previously cached route to D 
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arrives at the Initiator when it is waiting for a response to the Route Request packet. This 

Route status packet can potentially confuse the Initiator since it does not have a cached 

forward route to the Target node as to initiate a Data Transfer.  

 

 

 

 

 

 

 

 

 

 

Figure 5.12: Late Packet Arrival 

 

In order to overcome problems due to late arrival of packets, TNCR uses a three level 

Response Filtering technique as described below. 

 

Level 1 – Unsolicited Packets 

When a node receives a packet and it is the intended destination of the packet, it checks 

whether it is waiting for the packet. If the arrival is unexpected, the node treats the packet as 

unsolicited and discards the packet.  

 

Level 2 – Filtering based on Token Number 

When an Initiator receives a response packet, it checks whether the Token Number on the 

packet matches the current Token Number that it has for the Target Node. If the Token 

Numbers do not match, the Initiator discards the packet. 

 

 

 

Initiator Target Node 

Probe Counter = (FT1 – 1)

Timeout
Probe Counter = FT1

Late Arrival 
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Level 3 – Filtering based on Packet Type  

When a node sends a packet to some destination, it keeps track of the expected response for 

the packet. When it receives a response from the other end, it checks whether the Packet 

Type matches the expected response. If the types do not match, the node discards the packet.  

Table 5.1 lists the expected responses for each Packet Type used in TNCR 

 

Query Packet Expected Response 

                                              Initiator End 

Mode-0 or Mode-1 Route Request 
Mode-1 Route Reply or Status Mode 

Route Setup 

Probe Mode Route Setup Route Status or Mode-0 Route Reply 

Probe Packet Route Status of Mode-0 Route Reply 

Information Packet None 

                                        Target Node End 

Mode-0 or Mode-1 Route Reply Probe Mode Route Setup 

Status Mode Route Setup Probe Packet 

 

Table 5.1: Query Packets and Expected Responses 

 

5.8.6 Bi-directional Mode 
When the Terminal Node Controlled Routing Protocol is operated in a bi-directional 

environment, two way broadcasts for route establishment can reduce the efficiency of the 

protocol and unnecessarily increase the routing load. In order to overcome this, TNCR 

includes a bi-directional mode of operation in which it takes advantage of the bi-directional 

nature of links in the network and uses the concept of route reversal to reduce the number of 

broadcasts required in establishing routes. In the bi-directional mode, presence of a forward 

route to some destination implies the presence of a reverse route for the destination. This 

makes reverse caching obsolete in the bi-directional mode. When an Initiator wishes to send 

a packet to some Target Node in the bi-directional mode, it can either be in State_1 or 

State_3. 
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5.8.6.1:    Bi-directional Route Establishment 

If a node does not have a readily available forward route to some Target Node when it 

attempts to send a packet to the Target Node, it buffers the packet in the Packet Buffer and 

initiates a Route Establishment process by sending a Mode-0 Route Request to the Target 

Node. In the bi-directional mode, a Route Request packet is propagated in the same manner 

as in the unidirectional mode. However, when an intermediate node receives a Route Request 

packet, it learns the forward route to the Initiator by reversing the set of hops in the 

accumulated route record. It caches this forward route to the initiator instead of caching the 

reverse route. When the Target Node receives the Route Request packet, it responds with a 

Status Mode Route setup packet by reversing the set of hops in the route record contained in 

the Route Request packet. Thus a Route Reply packet is never generated in the bi-directional 

mode. The packet exchanges are shown in Figure 5.13. 

 

 

 

 

 

 

 

 

 

 

 

Figure: 5.13: Bi-directional Route Establishment 

 

5.8.6.2:    Bi-directional Data Transfer 

When an Initiator attempts to send a packet to some Target Node and has a cached route to 

the Target Node, it sends a Probe Mode Route Setup packet to the Target Node and includes 

the data packet in the Route Setup packet. The reverse route included in the Route Setup 

packet is constructed by reversing the list of nodes in the cached forward route. Upon 

Initiator Target Node
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receiving this Route Setup packet, the Target Node caches the route offered by the initiator 

and responds with a Route Status Packet. The packet exchanges are shown in Figure 5.14. 

Intermediate nodes that forward the unicast packets cache the routing information present in 

the packets in a manner similar to route caching in the unidirectional mode. Thus, in the bi-

directional mode, forward routes are learnt not only through unicast packets but also through 

broadcast packets. 

 

 

 

 

 

 

 

 

 

 

Figure 5.14: Bi-directional Data Transfer 

 

Route Failure Detection and Propagation of Failure Information in the bi-directional mode is 

similar to the mechanisms used in the unidirectional mode. When TNCR is operated over the 

802.11 [21] MAC protocol, it can benefit from the hop level retransmissions and the 

RTS/CTS mechanisms offered by the link layer protocol. Typically, in the bi-directional 

mode, FT1 = FT2.  

 

Initiator Target Node



 77

Chapter 6 

Simulation Environment 

We have evaluated the performance of the Terminal Node Controlled Protocol through 

detailed simulation over a range of communication and mobility patterns. This chapter 

discusses the simulation environment that has been used for the simulation studies. We have 

used the OPNET Modeler Version 8.1.A from OPNETTM Technologies, along with the 

OPNET Radio Module for our simulations. OPNET is an event driven simulation package 

that can be used to precisely simulate the behavior of communication networks and 

protocols.  

 

OPNET employs a hierarchical approach for modeling network topologies. Each individual 

object is modeled as a Finite State Machine at the “Process Level”. These objects are 

interconnected to form devices at the “Node Level”. The devices are interconnected using 

links at the “Network Level”. The link behavior can be programmed to accurately account 

for delay, bit errors, throughput characteristics and environmental effects. In addition, the 

tool allows a user to create packet formats specific to the protocol being modeled. The 

OPNET Wireless Module extends the functionality of the OPNET Modeler by including the 

capability to model the RF environment, transmitter/receiver characteristics and nodal 

mobility in wireless networks. The reader is referred to [34] for more details. 

 

6.1 TNCR Node Model 
The node model is a stack of processes where each process is a layer of the OSI 

communication protocol model. The TNCR node model can operate either in a unidirectional 

mode or a bi-directional mode. The mode of operation is specified by a simulation level 

attribute. The TNCR Node Model is shown in Figure 6.1 
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Figure 6.1: OPNET TNCR Node Model 

 

Physical Layer – The physical layer is composed of a transmitter (wlan_port_tx0) and a 

receiver (wlan_port_rx0). The transmitter and receiver blocks incorporate a set of user-

defined pipeline procedures that accurately model the physical layer characteristics in a 

wireless environment. The physical layer for the TNCR node model has been borrowed from 

the wlan_station_adv node model developed by OPNET. We have made some minor 

changes to the transmitter and receiver blocks to account for the transmission range of a 

wireless node. We have included a simulation level parameter that allows a user to specify 

the maximum transmission range for the nodes in the network. During the simulation, each 
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transmitter drops the packet if the receiver is beyond the specified range. The change has 

been incorporated in the propagation delay pipeline procedure of the radio transmitter. 

 

Link Layer – We have used the OPNET 802.11 model (wlan_station_adv) for modeling the 

link layer. This model consists of two processes, the 802.11 protocol [21] 

(wireless_lan_mac) and a link layer interface with the upper layer (wlan_mac_intf). 

Significant changes have been done to link this model to the TNCR routing layer. The 802.11 

model has been built for networks in which all the links are bi-directional. However, TNCR 

is a protocol that has been primarily developed for ad hoc networks with unidirectional links. 

We have modified the 802.11 model to function in the presence of unidirectional links. In 

particular, we have disabled the RTS/CTS mechanism and accounted for the non-availability 

of link layer acknowledgements and hop-level retransmissions in a unidirectional 

environment. The most significant change at the link layer is the introduction of Power 

Models for varying the transmit power level of each node in the network. The power models 

have been incorporated to simulate the presence of unidirectional links in a mobile ad hoc 

network. We shall discuss these power models in section 6.2.  

 

Network Layer – The network layer forms the core of our node model since it contains the 

TNCR routing process model. Similar to the 802.11 model, the network layer consists of two 

processes, the TNCR protocol (tncr_routing) and an interface with the upper layer 

(tncr_interface). The interface process is responsible for assigning random destination 

addresses to the packets generated by the upper layer. We have implemented this model to 

accurately simulate the behavior of TNCR both in the unidirectional and the bi-directional 

modes. We shall discuss this model in detail in section 6.3 

 

Application Layers – The upper layers are mainly composed of two processes. The Source 

module (tncr_source), developed by OPNET, generates the data packet traffic and the 

Receiver module (tncr_sink) destroys the received packets after the lower layers have 

processed them. 
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Mobility – In order to model the nodal mobility in an ad hoc network, we have included a 

mobility process (mobile) in the node model. This process emulates the Random Waypoint 

Mobility Model. We shall discuss this process in section 6.4 

 

6.2 TNCR Power Models 
We have incorporated two power models in the wireless_lan_mac process for variable 

transmit power assignments. Heterogeneous transmit power characteristics lead to the 

creation of permanent unidirectional links in the network. We have included a simulation 

level parameter for specifying the power model used in the simulation.  

 

6.2.1 Two Power Model 
In this model, each node can choose one of the two possible values (Level_1 or Level_2) for 

the transmit power with equal probability. Typically Level_1 = 2 (Level_2). Thus, based on 

the packet reception power threshold at a receiver, each node can have either a short or a long 

transmission range. This model represents a network with two widely different radio 

capabilities. The fraction of the low power nodes in the network is varied using a 

TWO_POWER_FRACTION parameter. 

 

For our simulations, we have used the following values for the Two Power Model: 

Level_1    15.8 mW 

Level_2     63.2 mW 

TWO_POWER_FRACTION  0.5 

Packet Reception Power Threshold 10 –10 W 

 

Using the equation presented in Chapter 4 (Equation 4.4), we can calculate the transmission 

range for each power level.  

m125m125.03
16πx10
(0.125)x1x0.0158Range1 210

2
≈== −  
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m250m50.062
16πx10
(0.125)x1x0.0632Range2 210

2
≈==

−
 

We assume the following values: m0.125λGHz2.4γ1GG rt =∴===  

Thus one half of the nodes in the network have a transmission range of 125 meters and the 

other half have a range of 250 meters leading to the formation of permanent unidirectional 

links in the ad hoc network 

 

6.2.2 Random Power Model 
In this model, each node is assigned a random transmit power level that is uniformly 

distributed between a minimum (RANDOM_POWER_LOW) and maximum 

(RANDOM_POWER_HIGH) value. This model is a generalization of the Two Power Model 

and can be used to represent a heterogeneous ad hoc network composed of nodes with 

different transmit powers. It also represents a snapshot of a network in which each node 

employs a power control algorithm to adjust its transmit power based on the available battery 

power at the node. Thus, depending upon the packet reception power threshold at the 

receiver, the transmission range of a node can vary between a maximum and minimum range.  

 

We have used the following values for the Random Power Model in our simulations: 

RANDOM_POWER_LOW   5 mW 

RANDOM_POWER_HIGH   1 W 

Packet Reception Power Threshold  10 –10 W 

 

Using equation 4.4, we get ( m0.125λGHz2.4γ1GG rt =∴=== ) 

m70m34.70
16πx10
(0.125)x1x0.005Range 210

2
high ≈== −  

m995m994.7
16πx10

(0.125)x1x1Range 210

2
low ≈== −  
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Thus the transmission range of each node varies between 70 meters and 995 meters. 

 

In the bi-directional mode, we do not vary the transmit power level of the nodes. All the 

nodes in the network are configured to have the same transmit power level and hence the 

same transmission range. However, the transmission range is limited by the maximum range 

parameter used by the transmitter module.  

 

6.3 OPNET TNCR Process Model 
This section will focus on the TNCR routing model that we have developed for our 

simulations. Figure 6.2 shows the finite state machine used by this model. 

 

 

Figure 6.2: TNCR Process Model 
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State “pre-init” – This state pre-initializes the TNCR routing model by assigning a network 

layer address to a node. We use an automatic address assignment scheme in which each node 

is assigned a random address when it is initialized at the beginning of the simulation. In 

addition, this state initializes the support packages required by the TNCR model and 

associates the network layer address with the link layer address of the node.  

 

State “Init” – This state initializes all the parameters, data structures and statistics used by 

the TNCR process model. In addition, it validates the address of a node within the network. 

 

State “idle” – This is the default state in which the process waits for an event 

 

State “Upper Layer Arrival” – This state handles the packets generated by the upper layers 

for a particular destination. Each node with a transmit capability chooses a random 

destination address at the beginning of the simulation. Each packet is handled differently 

based on the availability of routes to the destination. 

 

State “MAC Layer Arrival” – This state handles the packets received from the link layer. 

Each packet is processed differently based on the packet type, the packet’s intended 

destination and the propagation criteria (broadcast or unicast). 

 

State “Timeout” – This state is invoked when the timer associated with a packet transmitted 

by the node expires. The timeouts are used for packet retransmissions and route maintenance. 

Each timeout is handled differently based on the type of the previously transmitted packet 

associated with the timeout and the expected response.    

 

6.3.1 Route Cache and Packet Buffer 
We have used the OPNET subqueue package for implementing the Route Cache and Packet 

buffer for a node. In the subqueue approach, a single queuing resource at a node is organized 

as a bank of subqueues. Each subqueue contains a linked list of packets with a head and tail 

and is identified by a numeric index. In our implementation, we have used the TNCR 
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network layer address of a node as an index for identifying the destination information 

structure and packet buffer associated with the node. The packet format used for the 

Destination Information Structure is shown in Figure 6.3 

 

 

Figure 6.3: Destination Information Structure 

 

6.3.2 Support Packages 
The TNCR process model uses the following external support packages for its operation: 

 

TNCR Address Support Package – This package is responsible for automatic network 

layer address assignment, address validation and network-layer to link-layer address 

translation. 

 

TNCR Queue Support Package – In addition to using the OPNET subqueue package, the 

TNCR model uses several internal queues for implementing various data structures like the 

Request Seen List, Cache Tag List, and Timer List. The TNCR Queue package is responsible 

for managing the queue related operations required by the process model. 
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6.3.3 Inter-Process Communication and Packet Formats 
The OPNET Interface Control Information (ICI) package has been used for exchange of 

information between the processes that constitute the node model. For example, the 

tncr_interface module communicates the intended target of an upper layer packet to the 

tncr_routing module through an ICI. The packet formats that have been used for modeling 

the different packet types used by TNCR are as shown below.  

 

Figure 6.4: TNCR Packet Formats 

tncr_re_packet 
Used for Route Request and Route Reply packets 

tncr_rs_packet 
Used for Route Setup packets 

tncr_pd_packet 
Used for Probe, Status and Information 
packets 
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6.3.4 Hop Delay and Timeout 
Since TNCR uses an end-to-end mechanism, it relies on accurate timeout values for its 

operation. Timeout values depend on precise round trip time measurements (RTT). We 

believe that the RTT algorithm used by TCP [54] should work well in practical 

implementations of the protocol. However, for our simulations we have used a constant 

hop_delay parameter that is used for timeout and retransmissions. This hop_delay is a user-

defined parameter that incorporates the propagation delay across the hop and the 

transmission, queuing and processing delays at the end nodes. Using this hop_delay 

parameter, the one-way delay along the route from a sender to a receiver is calculated as: 

one-way delay  =  (number of hops in the route)  x  (hop_delay) 

 

6.3.4.1    Delay Calculation for Request Packets 

In TNCR, when an Initiator transmits a Route Request packet, the Target Node either 

responds with a Route Reply packet or a Status Mode Route Setup Packet. When the Target 

Node responds with a Route Setup packet, it retransmits the packet if it does not receive a 

Probe Packet from the Initiator. The number of such retransmissions is limited by the value 

of the FT2 parameter. Broadcast responses are never retransmitted. In view of this, whenever 

an Initiator sends a Route Request Packet, it calculates the timeout value for the transmission 

as follows: 

 

delay  =  (maximum one-way delay)  +  (time for FT2 transmissions with backoff) 

delay  =  (max_route_size)(hop_delay) + (max_route_size)(2 x  hop_delay)[FT2 (FT2+1)/2] 

delay  =  (max_route_size)(hop_delay) [1 + FT2 (FT2+1)] 

 

6.3.4.2    Delay Calculation for Reply Packets 

When a Target Node responds with a Reply Packet, it waits for a Route Setup packet from 

the Initiator giving the forward route learnt as a result of sending the Route Reply. The 

Initiator retransmits a Route Setup packet FT1 number of times if it does not hear a Status 

Packet in response to the Route Setup packet. In view of this, whenever a Target Node 
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responds with a Route Reply packet, it calculates the timeout value using the following 

equation: 

delay  =  (max_route_size)(hop_delay) [1 + FT2 (FT2+1)] 

 

6.3.4.3    Delay Calculation for Data Packets Sent in Succession 

In a unidirectional environment, the link layer protocol cannot use the RTS/CTS mechanism 

to prevent collisions due to the hidden terminal problem. In order to overcome this, TNCR 

uses a hidden terminal collision avoidance mechanism for sending packets in succession. To 

illustrate the idea, consider Figure 6.5 

 

 

 

 

Figure 6.5: Hidden Terminal Collision Avoidance 

 

The Initiator A sends two packets in succession to the Target Node E along the route 

A B C D E. From this figure, we can make the following observations: 

• A transmits the first packet to B, which is the next hop node along the route to E 

• If A transmits the second packet to B before B transmits the first packet to C, there may 

be a collision at B due to B’s transmission 

• If A transmits the second packet to B before C transmits the first packet (received from 

B) to D, there may be a collision at B due to C’s transmission. 

• Thus node A can safely transmit the second packet only when the first packet has reached 

D. 

 

Using the above reasoning, whenever an Initiator sends packets in succession, it waits for 

three hop delay periods between successive packet transmissions. For example, if the 

hop_delay = 6 milliseconds and the Initiator has three packets to be sent in succession to the 

Target Node, 

A B C D E 
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• The first packet is sent at time 0 

• The second packet is sent at time 18 

• The third packet is sent at time 36 

 

6.4 Mobility Model 
We have used the Random Waypoint Mobility Model for simulating nodal mobility. The 

reader is referred to Appendix-2 for a discussion on the Random Waypoint Model. The finite 

state machine for the Random Waypoint process model is shown in Figure 6.6 

 

 
 

Figure 6.6: Random Waypoint Process Model 

 

We have used the following parameters for implementing the mobility model in OPNET: 

 

Mobility – This parameter is a boolean value that indicates whether the node is mobile or 

static. 

Speed Limit – This value represents the maximum speed that can be chosen by a mobile 

node. 
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Pause Time – This value represents the time for which a node pauses upon reaching the 

destination. At the end of the pause time period, the node may resume motion. A pause time 

of 0 represents constant mobility. 

X_MIN, XMAX, Y_MIN, Y_MAX - These parameters represent the boundaries of the 

simulation grid 

 

6.4.1 FSM States 

State “init” – This state initializes all the parameters used by the mobility model and assigns 

a random initial position for the node within the simulation grid. 

 

State “idle” – This is the default position in which a node waits for an event. 

 

State “Init_Mvt” – This state initializes the movement of a node. In this state, a mobile node 

chooses a uniformly distributed speed between 0 and Speed Limit (Avg_Speed) and a random 

destination point within the simulation grid defined by (x_target, y_target). A movement step 

(MVT_STEP) parameter represents the rate at which the position of a node is updated. The 

step range is given by the following equation: 

Step_Range = (MVT_STEP)  x  (Avg_Speed) 

The step range represent the distance covered by a node in MVT_STEP seconds with a speed 

equal to Avg_Speed 

Let (x_pos, y_pos) represent the current position of the node in the grid. The distance to be 

covered to reach the destination is given by: 

22 y_pos)(y_targetx_pos)(x_targetdistance −+−=  

The direction of motion is calculated as follows: 









−
−

= −

x_posx_target
y_posy_targettanangle 1  
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State Move – This state defines the movement of a node to the chosen destination within the 

simulation grid. At regular intervals, governed by the MVT_STEP parameter, the new 

position of the node is calculated. The equations for computing the position of the node and 

the remaining distance are as follows: 

(angle)cosxStep_Rangex_posx_pos +=  

(angle)sinxStep_Rangey_posy_pos +=  

Step_Rangedistancedistance −=  

Upon reaching the destination, the node pauses for a period equal to the specified Pause 

Time, chooses a new speed and destination and repeats the process. 
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Chapter 7 

Results and Conclusions 

In this chapter we present the results from our simulation experiments. We have evaluated 

the performance of TNCR relative to two existing ad hoc routing protocols, DSR and AODV. 

The primary goals of the simulation studies are as follows: 

• To understand the impact of unidirectional links on existing ad hoc routing protocols like 

DSR and AODV.  

• To study the behavior of TNCR, analyze its performance in ad hoc networks with 

unidirectional links and evaluate the effectiveness of the protocol in handling 

unidirectional links. 

• To evaluate the performance of TNCR in a bidirectional environment and explore the 

feasibility of the techniques developed for the protocol even when all the links in the 

network are bidirectional.  

 

7.1 Unidirectional Mode Simulations 
We have used the OPNET TNCR Model discussed in the previous chapter in our simulation 

experiments. The experiments evaluate the performance of TNCR in the unidirectional mode 

relative to the performance of AODV and DSR.  The results for AODV are based on the 

results reported in [30]. The values for the different metrics were obtained from the authors 

of the paper. There have been no simulations to evaluate the performance of DSR in the 

presence of unidirectional links. We have used the OPNET DSR Model [48] for simulations 

involving DSR. In order to simulate the presence of unidirectional links, we made 

modifications to the OPNET DSR model similar to the modifications that have been done for 

the TNCR model. 
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For fairness, we have used identical configurations, mobility models, traffic scenarios and 

power models across all the three protocols. We have recreated the simulation environment 

presented in [30] for our simulations. The radio model uses characteristics similar to the 

Lucent WaveLan [58] interface with a nominal bit rate of 2 Mb/sec. The MAC layer is based 

on the IEEE 802.11 [21] protocol. However, the MAC layer incorporates the power model 

and other modifications for modeling unidirectional links in the network. The AODV and 

DSR models use link layer feedback for their operation.  

 

The Two Power Model has been used to create unidirectional links in the network. The 

following values have been used for the power model: 

Packet Reception Power Threshold 10 –10 W 

Level_1     15.8 mW (Range = 125 meters) 

Level_2      63.2 mW (Range = 250 meters) 

TWO_POWER_FRACTION   0.5 

 

The network configuration consists of 100 nodes in a rectangular field of dimensions 575m x 

575m. The Random Waypoint Mobility Model has been used to simulate nodal mobility. The 

pause time is always set to zero and the speed limit is varied between 0 and 20 m/sec to 

change mobility.  The traffic model consists of 20 CBR connections between randomly 

chosen source-destination pairs. Each traffic source sends 512 bit packets at a fixed rate of 4 

packets/sec. All the simulation runs use a simulation time of 500 seconds.  

 

The parameter values that have been used for the AODV simulations can be found in [30]. 

The parameter values that have been used for the DSR simulations are similar to those 

presented in [2]. For fairness the expanding ring search feature has been disabled for the DSR 

simulations. The parameter values that have been used for the TNCR simulations are 

presented in Table 7.1. The timeout values were determined using values observed during 

trail runs. 
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Failure Threshold 1 (FT1) 4 

Failure Threshold 2 (FT2) 2 

Max Request Retries 4 

Forward Route Lifetime 100 seconds 

Reverse Route Lifetime 20 seconds 

Window Size  6 

Minimum Timeout for Route Request Packets 0.35 to 0.58 seconds 

Minimum Timeout for Route Reply Packets 1.05 to 1.76 seconds 

Minimum Timeout for Route Setup and Probe Packets 0.1 to 0.17 seconds 

 

Table 7.1: TNCR Specific Parameters – Unidirectional Mode 
 

We evaluate the following performance metrics in our simulation experiments: 

Packet Delivery Ratio (PDR) – PDR is the ratio of the data packets delivered to the 

destination to those generated by the CBR sources. 

Average End-to-End Delay (ETE) – ETE is the average delay experienced by the data 

packets. It includes all possible delays caused due to route discovery latency, queuing, 

retransmissions, propagation, processing and transfer times.  

Normalized Routing Load (RL) – RL is the number of routing packets transmitted per data 

packet delivered at the destination. Each hop-wise transmission of a routing packet is counted 

as one transmission. In TNCR, routing packets include Route Request packets, Route Reply 

packets, Route Setup and Probe packets that do not include a data packet and Route Status 

packets. 

 

Each data point in the plots is an average of at least 7 runs with identical traffic models, but 

different randomly generated mobility scenarios.  
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7.1.1 Packet Delivery Ratio 
Figure 7.1 shows the PDR characteristics for the three protocols. Both TNCR and DSR 

perform well under low mobility and deliver more than 95% of the generated packets when 

the speed limit is less than 2 meters/sec. However, as the mobility increases, the performance 

of DSR drastically deteriorates and the protocol starts dropping a large number of packets. At 

a speed limit of 20 m/sec, the PDR of DSR falls to 69%. TNCR performs well even under 

high mobility and delivers close to 88% of the packets even at the highest speed limit of 20 

meters/sec. AODV drops the highest number of packets as compared to the other protocols 

under all mobility conditions.  

 

During the simulations, we noticed that packet losses resulted from collisions due to repeated 

route discovery attempts and the inability of the MAC protocol to prevent collisions due to 

the hidden terminal problem in a unidirectional environment. At low speeds, DSR greatly  

 

Figure 7.1: Packet Delivery Ratio – Unidirectional Mode 
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benefits from its aggressive caching technique, resulting in a large number of correct route 

replies from intermediate nodes. Under similar conditions, TNCR suffers packet losses due to 

the two-way broadcast mechanism used for route establishment. However at high mobility, 

the caching policy of DSR proves to be disadvantageous. The OPNET DSR model uses the 

path reversal technique for caching and route replies, and does not consider the presence of 

unidirectional links in the network. This results in a large number of non-functional route 

replies from intermediate nodes leading to a sharp increase in route discovery attempts. On 

the other hand, the route establishment mechanism used by TNCR utilizes the unidirectional 

links in the network and discovers correct “two-way” routes even at high mobility. This 

explains the better PDR performance demonstrated by the protocol at high speeds. We also 

found that TNCR benefits from the broadcast limiting and reverse caching techniques, which 

help in minimizing the number of route establishment packets. The AODV protocol assumes 

that all the links in the network are bi-directional and cannot discover correct routes even if 

one of the links along a route is unidirectional. This results in a large number of route search 

failures and the protocol repeatedly performs route discoveries without any benefit.  

 

7.1.2 End-to-End Delay 
Figure 7.2 shows the ETE characteristics for the three protocols. We see that TNCR performs 

as well as DSR when the nodes are static. However, the delay performance of TNCR starts 

deteriorating as nodal mobility increases. This higher delay is expected since TNCR uses a 

two-way broadcast mechanism for route establishment and an end-to-end probing technique 

for route maintenance. During the simulations, we noticed that the number of query packets 

in TNCR increased with increase in mobility and that the route discovery and probing 

latencies dominate the end-to-end delay experienced by the data packets. DSR demonstrates 

stable delay performance under all mobility conditions. TNCR demonstrates better delay 

performance than AODV at all speed limits. At the highest speed limit of 20 m/sec TNCR 

has 10% lesser delay as compared to AODV.  
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Figure 7.2: Avg. End-to-End Delay – Unidirectional Mode 

 

7.1.3 Routing Load 
Figure 7.3 shows the routing load comparison for the three protocols. We present two routing 

load characteristics for TNCR, one that includes the Route Status packets generated during 

the simulation period (RL1) and another that does not include the Route Status packets 

(RL2). We expect TNCR to have a slightly higher routing load since it uses a two-way 

broadcast mechanism for handling unidirectional links in the network. We see that RL1 

performance of TNCR is similar to the routing load performance demonstrated by DSR and 

better than the performance demonstrated by AODV when the speed limit is less than 15 

meters/sec. An important factor has to be considered while analyzing DSR’s routing load. 

The OPNET DSR model that we have used for the DSR simulations does not implement 

piggybacking of Route Replies and Route Error packets on Route Request packets. This  
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Figure 7.3: Normalized Routing Load – Unidirectional Mode 

 

discounts the possibility of Route Request storms and chain reactions that we discussed in 

Chapter 4, resulting in a better routing load performance. The differentials in the routing 

loads become large when we consider the RL2 characteristics of TNCR. Below we analyze 

the reason behind this behavior. Both the DSR and AODV models use link layer feedback for 

sending data packets. They do not include these MAC layer acknowledgements in the routing 

load computations. In scenarios where link layer feedback is not available, these protocols 

entail the use of network layer software acknowledgements for sending data packets. 

However, TNCR does not rely on link layer acknowledgements and uses Route Status 

packets for data transmission. In order to calculate the effective routing load, we observed the 

total number of routing packets (without Route Status packets) and the number of Route 

Status packets generated by TNCR over the entire simulation period. Figure 7.4 shows these 

values for a sample run. The Route Status packets dominate the control packets generated by 

the protocol. 
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Figure 7.4: Routing Load Analysis - TNCR 

 

Under similar conditions, we observed the total number of routing packets and the number of 

data packets transmitted across each hop during the DSR simulations. Figure 7.5 shows these 

values for a sample run. 

 

Each hop-wise transmission of a data packet in DSR entails an acknowledgement from the 

downstream node. The OPNET DSR model uses the acknowledgements provided by the 

802.11 MAC layer for this purpose. If we include these MAC layer acknowledgements in the 

routing load computations, we can arrive at the effective routing load of DSR. Figure 7.6 

compares the effective routing load performance of DSR and TNCR. 

 

We see that TNCR demonstrates a lower effective routing load than DSR under all mobility 

conditions. The relative routing load difference will be much higher if the unidirectional 

optimizations proposed for the protocol are used in the DSR simulations. We expect TNCR 

to outperform AODV with regards to the effective routing load.  
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Figure 7.5: Routing Load Analysis - DSR 

 

Figure 7.6: Effective Routing Load – DSR vs. TNCR 
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7.2 Bi-directional Mode Simulations 
We have implemented the bidirectional optimizations proposed for TNCR to evaluate its 

behavior in an 802.11 type network. We use the results reported in [10] for comparing the 

performance of TNCR relative to AODV and DSR. We recreate the environment used in [10] 

for our simulations. The radio model uses characteristics similar to the Lucent WaveLan [58] 

interface and the IEEE 802.11 [21] model is used as the MAC layer. The radio model 

implements a shared media radio with a nominal bit rate of 2 Mb/sec and all the nodes in the 

network have a maximum range of 250 meters. No power model is used in the simulations. 

 

The field configuration consists of a 2200m x 600m rectangular field with 100 nodes. Similar 

to the unidirectional mode simulations, we use the Random Waypoint model to simulate 

nodal mobility. However, we use a constant speed limit of 20 m/sec across all simulation 

runs and vary the pause time to change the relative mobility of the nodes. The traffic model 

consists of 20 CBR sources generating 512 bit packets at a constant rate of 4 packets/sec. All 

simulations are run for 500 simulated seconds. The TNCR specific parameters that we use in 

our simulations are given in Table 7.2 

 

Failure Threshold 1 (FT1) 3 

Failure Threshold 2 (FT2) 3 

Max Request Retries 4 

Forward Route Lifetime 100 seconds 

Window Size  6 

Minimum Timeout for Route Request Packets 1.18 seconds 

Minimum Timeout for Route Setup and Probe Packets 0.18 seconds 

 

Table 7.2: TNCR Specific Parameters – Bi-directional Mode 

 

Similar to the unidirectional case, we compare the Packet Delivery Ratio, Average End-to-

End Delay and the Routing Load performance for the three protocols. Each data point 

represents an average of at least 6 runs with different randomly generated mobility scenarios. 
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Figures 7.7, 7.8 and 7.9 show the PDR, ETE and RL graphs respectively. We see that, in the 

bidirectional mode, TNCR outperforms DSR and AODV in all departments. TNCR delivers 

more than 92% of the packets and has a lower end-to-end delay even at the lowest pause time 

of 0 seconds (highest mobility). In addition, the routing load performance of TNCR is similar 

to that demonstrated by DSR and much better than AODV’s performance when the Route 

Status packets are excluded from the computations. We expect the effective routing load of 

TNCR to be better than DSR and AODV. 

 

We attribute the excellent performance demonstrated by TNCR to the combined effect of 

caching from route establishment packets, broadcast limiting and the end-to-end mechanisms  

 

Figure 7.7: Packet Delivery Ratio – Bi-directional Mode 



 102

 

Figure 7.8: Avg. End-to-End Delay – Bi-directional Mode 

 

Figure 7.9: Normalized Routing Load – Bi-directional Mode 
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used by TNCR. Figure 7.10 illustrates the contribution of each type of control packet to the 

normalized routing load. Again, we see that the Route Status packets dominate the control 

packets generated by the protocol.  

 

 

Figure 7.10: Contribution of Individual Control Packet Type to the Routing Load 

 

It is obvious that TNCR does not generate any Route Reply packets in the bidirectional mode 

and this tremendously reduces the routing load. We noticed that a reduction in the number of 

broadcast packets led to an improvement in the PDR and ETE performance due to fewer 

MAC layer collisions. The results reaffirm our belief that an end-to-end mechanism is not 

only well suited for ad hoc networks with unidirectional links but also for networks in which 

all the links are bi-directional.  

 

7.3 Conclusions 
Most protocols that have been proposed for routing in mobile ad hoc networks assume that 

all the links in the networks are bidirectional. In this research we studied the influence of 
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unidirectional links on routing in mobile ad hoc networks. We analyzed the causes for the 

occurrence of unidirectional links in an ad hoc network and evaluated the behavior of 

existing ad hoc routing protocols in the presence of unidirectional links by taking the 

Dynamic Source Routing protocol as an example. Existing protocols either fail to work or 

become highly inefficient when unidirectional links are present in the network. Solutions that 

have been proposed for handling unidirectional links are modifications to existing protocols 

that do not utilize unidirectional links for routing and involve high overheads in eliminating 

unidirectional links from routing paths. This led to the development of a new routing 

protocol, the Terminal Node Controlled Routing Protocol, for mobile ad hoc networks with 

unidirectional links. 

 

The purpose behind this development was to evaluate the effectiveness of a two-way 

broadcast route discovery mechanism and an end-to-end route maintenance technique in 

handling unidirectional links in an ad hoc network. While designing the protocol we realized 

that a two-way broadcast mechanism is inefficient in a bidirectional environment and hence 

introduced a bi-directional mode of operation for the protocol, using the concept of path 

reversal. We however retained the end-to-end route maintenance mechanism even in the bi-

directional mode. The reason behind this decision was to make the protocol independent of 

the MAC layer and establish the feasibility of the terminal node controlled mechanisms used 

by the protocol in 802.11 type networks. 

 

Our results show that TNCR demonstrates very good packet delivery ratio in the 

unidirectional mode. The protocol delivers more than 88% of the packets even at a speed 

limit of 20 meters/sec. The effective routing load of TNCR is better than the routing load 

demonstrated by AODV and DSR. As a tradeoff, TNCR has higher delay compared to DSR. 

However, TNCR’s delay performance is better than the performance of AODV. 

 

In ad hoc networks composed of purely bidirectional links, TNCR outperforms DSR and 

AODV in all departments. It delivers more than 92% of the generated packets and has a 

lower delay and routing load as compared to DSR and AODV even under high mobility 
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conditions. The results show that an end-to-end mechanism for route maintenance is better 

suited for ad hoc routing protocols as compared to a hop-by-hop mechanism used by existing 

on-demand protocols.  

 

In summary, the Terminal Node Controlled Routing Protocol offers excellent performance 

not only in ad hoc networks with unidirectional links but also in networks composed of 

purely bi-directional links. We believe that TNCR greatly benefits from techniques like 

Active Caching, Source Tagging, Broadcast Limiting and Response Filtering used by the 

protocol. However, the relative merits of these techniques need to be further explored and 

evaluated. We hope that the results will encourage further research in the use of terminal 

node controlled techniques for routing in mobile ad hoc networks.   
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Chapter 8 

Future Work 

In this research we have studied the behavior of the Terminal Node Controlled Protocol for 

MANET through detailed simulations over a range of mobility and communication patterns. 

Our goal has been to evaluate the performance of the protocol, compare it with existing ad 

hoc routing protocols and establish the feasibility of a two-way broadcast mechanism for 

route discovery and an end-to-end mechanism for route maintenance in mobile ad hoc 

networks. The simulation results have shown that TNCR performs well not only in the 

presence of unidirectional links but also in ad hoc networks composed of purely bi-

directional links. However, there are a few areas that need to be further explored and 

evaluated. In this chapter, we mention a few areas for future and planned development.  

 

The primary goal of our simulations has been to evaluate the performance of TNCR relative 

to existing ad hoc routing protocols like DSR and AODV. We have not evaluated the merits 

and demerits of various techniques like reverse caching, broadcast limiting and active 

caching employed by the protocol. This would be an area of emphasis in future simulations 

studies. 

 

In our simulation model, we have used constant delay values for timeout and retransmissions. 

Since TNCR uses an end-to-end probing technique for route maintenance, it relies on 

accurate timeout measurements for optimal performance. During the simulations it was found 

that the delay characteristics of the network vary unpredictably due to factors like mobility 

and congestion. This was found to impact the packet end-to-end delay and the routing load. 

We plan to implement an accurate timeout measurement and retransmission mechanism that 

can adapt to the fluctuating delay characteristics of the network. We believe that a timeout 

mechanism similar to the RTT algorithm used in TCP should work well in TNCR.  
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We have used a network configuration with 100 nodes, 20 CBR sources and a maximum 

speed limit of 20 m/sec for all the simulation runs. These figures have been the upper limit 

for most simulation studies in the field. Slow simulation runs and large memory requirements 

prevented us from using larger network configurations and higher speed limits. One future 

research area would be to evaluate the scalability of the protocol by analyzing its 

performance in very large networks with a high degree of nodal mobility. 

 

We have not considered the possibility of caching multiple routes in our simulation model. 

When a new route is learnt, the new route replaces an existing route in the cache. Caching 

multiple routes can potentially reduce the routing load and the end-to-end delay experienced 

by the packets by preventing unnecessary route establishment messages. We plan to 

implement a multiple route caching technique for TNCR and extend the protocol’s route 

maintenance mechanisms to support multiple route caching.  

 

We have used the Two Power Model for all simulations in the unidirectional mode. The Two 

Power Model represents a network composed of nodes with heterogeneous radio capabilities. 

Unidirectional links can also occur in the network when the nodes employ power control 

algorithms to limit their transmit power based on the available battery power. The Random 

Power Model is representative of such a scenario. We would like to study the behavior and 

performance of TNCR when such power control algorithms are used in the network.  

 

Implementation of the proposed optimizations, multicast routing and interconnection with the 

Internet are other future research directions for the proposed protocol.  

 

Finally, we plan to implement the proposed protocol in an actual ad hoc networking testbed 

and confirm the results from our simulations through extensive experiments with the real 

network implementation. 

 



 108
 
Appendix A 

Mobility Models for Ad Hoc Network Simulations 

Nodal mobility is a very important parameter in a mobile ad hoc network. Due to nodal 

mobility, the network topology can change rapidly and unpredictably over time. The 

performance of a routing protocol for mobile ad hoc networks thus depends on how well it is 

able to adapt to changes in the network topology due to nodal mobility. To evaluate the 

performance of a routing protocol using ad hoc network simulations, it is important to choose 

a mobility model that can accurately mimic the movement patterns of real mobile nodes. The 

choice of an appropriate mobility model for ad hoc network simulations is vital because a 

realistic model will help us to determine correctly whether a protocol will perform well in 

real-life scenarios.  

 

There are two types of mobility models used in network simulations: Traces and Synthetic 

Models. Traces are mobility patterns that are observed in real-life scenarios involving large 

number of nodes, over a sufficiently long period. It is possible to obtain traces in network 

environments that have been widely deployed (e.g. cellular networks). However, in new 

environments like ad hoc networks, it is not feasible to obtain traces. This entails the use of 

synthetic models that attempt to mimic the movement of real nodes without the use of traces. 

Synthetic models can be further classified as Entity Mobility Models and Group Mobility 

Models. In entity mobility models, each node in the network is treated as a separate entity 

while in group mobility models, a set of nodes in the network form a group and the 

movement decision of a node depends upon other nodes in the group. This appendix 

discusses five different synthetic entity mobility models available for ad hoc network 

simulations. The reader is referred to [6] for details on group mobility models. 
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A.1 Random Walk Mobility Model 
The Random Walk mobility model was developed to mimic nodes that tend to move in an 

extremely unpredictable, erratic manner. This is sometimes referred to as “Brownian 

Motion”. Each node in the network chooses a random speed and direction of motion. The 

values are chosen from pre-defined ranges [speedmin, speedmax] and [0, 2π] respectively. 

Each node chooses a constant time interval for movement in the chosen direction, with the 

chosen speed. At the end of this interval, a new speed and direction are calculated. 

Alternately, a node can change the speed and direction after traveling for a specified distance 

instead of a specified time interval. If a node reaches the simulation boundary, it bounces off 

the border with an angle determined by the direction of incidence and continues along the 

new path 

 

The Random Walk model is a widely used model and can be implemented using a 1-D, 2-D 

or 3-D representation of the terrain. The model is memoryless because it retains no 

knowledge concerning the past location and speed values of the nodes. The fact that the 

current speed and direction of a node is independent of its previous speed and direction can 

sometimes produce unrealistic movement patterns with sudden stops and sharp turns. If the 

chosen time or distance when a node chooses a new speed and direction is short, the model 

tends to produce movement patterns restricted to a small portion of the simulated area.  

 

A.2 Random Waypoint Mobility Model 
This is the most widely used mobility model in ad hoc network simulations. To begin with, 

the nodes are randomly distributed around the simulation area. A pause time is specified and 

each node stays in its initial position for a period equal to the specified pause time. Once this 

time expires, a node chooses a random destination and a speed that is uniformly distributed 

between [speedmin, speedmax]. The node moves towards the chosen destination with the 

specified speed, pauses again upon reaching the destination and repeats the process. If the 

pause time is zero, then the nodes are in constant motion 
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The Random Waypoint model suffers from an initialization problem that produces high 

variations in the percentage of neighboring nodes during the initial stages of the simulation. 

When simulating ad hoc networks using this model, it is imperative to simulate the network 

in multiple scenarios using different values for the pause time and maximum speed. 

 

A.3 Gauss-Markov Mobility Model 
The Gauss-Markov model was originally developed for PCS cellular networks but can also 

be used in ad hoc network simulations. Initially, each node is assigned a current speed and 

direction of motion. Movement occurs at fixed intervals of time (n) by updating the speed 

and direction of the node. The speed and direction at the nth instance is calculated based on 

the speed and direction of the node at the (n-1)th instance, a random variable and a tuning 

parameter. They are calculated using the following equations:  

1)1()1( 2
1 −−+−+= − nxnn SSSS ααα  

1)1()1( 2
1 −−+−+= − nxnn DDDD ααα  

where Sn and Dn are the speed and direction at time interval n; α is the tuning parameter (0 ≤ 

α ≥ 1); DS and are the mean values of speed and direction as n ∞→  and 1−nxS  and 

1−nxD  are random variables from a Gaussian distribution. Setting α = 0 produces totally 

random “Brownian” motion while setting α = 1 produces linear motion. The randomness can 

be varied by varying the value of the tuning parameter. The next location of the node is 

calculated based on the current location, speed and direction using the following equations: 

111 cos −−− += nnnn DSXX  

111 sin −−− += nnnn DSYY  

where (Xn. Yn) and (Xn-1, Yn-1) are the X and Y co-ordinates of a node’s position at the nth and 

(n – 1)th time intervals; and Sn-1 and Dn-1 are the speed and direction at the (n – 1)th interval. 

Nodes are forced away from the edge of the simulation grid when they move within certain 

distance of the simulation boundary. 
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A.4 Probabilistic Random Walk Mobility Model 
This model uses a probability matrix to determine the position of a node in the next time step. 

The algorithm maintains three different states to determine the position of a mobile node in 

the next time step. State 0 represents the current location of the node, State 1 represents its 

previous location and State 2 represents a new location if the node is moving forward. The 

probability matrix used is given below 
















=

)2,2()1,2()0,2(
)2,1()1,1()0,1(
)2,0()1,0()0,0(

PPP
PPP
PPP

P  

Each entry P(A, B) in the matrix denotes the probability that a node will go from State A to 

State B. Each node moves randomly with a preset average speed. This mobility model 

produces probabilistic rather than purely random movements. Choosing appropriate values 

for P(A, B) in order to produce realistic behaviors might be difficult if traces are not available 

for the movement scenario. 

 

A.5 City Section Mobility Model 
This mobility model tries to mimic the movement of mobile nodes in a section of a city. The 

roads, intersections, traffic signals and speed limits are based on the city being considered for 

the simulation. To begin with, the nodes are distributed in a random manner around the 

simulation area. Each initial position is a specific point on some street. A node then chooses a 

random destination and determines the shortest path from its current position to the 

destination using the streets present in the city section. The movement of the node toward the 

destination is controlled by the speed limit and traffic regulations on each street that it 

traverses. Upon reaching the destination, a node pauses for a specified amount of time and 

repeats the process. This model tends to produce realistic patterns for nodes moving in a 

section of a city.  The mobile nodes must follow pre-defined paths and this can increase the 

average hop count in the simulations compared to previously described mobility models. 
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Appendix B 

Ad Hoc Routing Protocols - Performance Metrics 
and Qualitative Features 
 
 
The primary goal of any simulation to evaluate the performance of an ad hoc routing protocol 

is to assess the efficiency and effectiveness of the protocol under constraints like nodal 

mobility, power requirements and link characteristics. The performance of a routing protocol 

for ad hoc networks is evaluated by computing several performance metrics during the 

course of the simulation. In addition, several qualitative features have to be considered while 

comparing the merits and demerits of different ad hoc routing protocols. In this appendix we 

identify a few important performance metrics and qualitative features for evaluating an ad 

hoc routing protocol through simulations. The reader is referred to [55] for more details. 

 

B.1 Performance Metrics 

Network Settling Time – It is the time required for the mobile nodes to organize themselves 

and for the routing protocol to converge. It can be measured as the time to complete the first 

reliable packet transmission, after the start of the simulation. 

 

Network Recovery Time – It is the time taken by the protocol to recover from path failures 

due to nodal mobility, establish new paths and resume reliable communication. 

 

Routing Overhead – It is the number of control packets required to maintain proper network 

operation. The routing overhead can be measured as: 

 The absolute number of routing packets generated over the entire duration of the 

simulation 

 The ratio of the number of control bytes to the total number of bytes transmitted, 

expressed as a percentage. 
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Routing Overhead = 100x
)()(

)(
bytesdataofnumberbytescontrolofnumber

bytescontrolofnumber
+

 

 

 The number of routing packets transmitted per data packet delivered at the destination. 

This is sometimes referred to as the normalized routing load. 

Routing Load = 
)(

)(
ndestinatiotheatreceivedlysuccessfulpacketsdataofnumber

hopperdtransmittepacketsroutingofnumber  

 

Scalability – One measure of scalability of a routing protocol is the number of nodes that a 

mobile ad hoc network using the protocol can scale to and preserve reliable communication. 

 

Throughput – It is a measure of the average successful transmission rate. It is measured as 

the number of packets successfully transmitted to their final destination per unit time. In 

formula, the throughput is given by: 

)(
)(

TimeSimulationTotal
ndestinatiotheatreceivedlysuccessfulbytesofNumber

=τ  

 

Packet Delivery Ratio – It is the ratio of the data packets delivered to the destination to 

those generated by the sources. In formula, it is given by:  

)(
)(

sourcesthebygeneratedpacketsofnumberTotal
ndestinatiotheatreceivedlysuccessfulpacketsofNumberPDR =  

 

Average End-to-End Delay – It is a measure of the average time that a packet takes to reach 

the destination. It includes all possible delays like queuing delay, transmission delay, 

propagation delay, processing delay and delay due to transient network congestion.  

)(
)(

ndestinatiotheatreceivedpacketsofnumberTotal
generationattimeSimulationreceptionattimeSimulation∑ −

=δ  
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Packet Loss – It is a measure of the number of packets lost due to route discovery failures, 

path failures due to nodal mobility, packet errors due to link characteristics and buffer 

overflows.  

 

B.2 Qualitative Features 

Location Awareness – Does the routing protocol require global or local knowledge of the 

position of the nodes in the network ? 

 

Power Awareness – Does the routing protocol employ a power control algorithm and take 

into account the available transmit power or remaining battery life of a mobile node ? 

 

Link Awareness – Does the protocol consider the possibility of unidirectional links in the ad 

hoc network and perform efficiently in the presence of unidirectional links ? 

 

Quality of Service – Does the routing protocol employ QoS mechanisms to support traffic 

differentiation and priority messaging ? 

 

Loop Freedom – Does the routing protocol employ mechanisms to prevent formation of 

permanent routing loops ? 

 

Security – Does the protocol employ security mechanisms to prevent eavesdropping and 

interception and thus preserve the trustworthiness of the network ? 
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