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Currently, in Threshold Public Key Systems key shares are generated uniformly and 

distributed in the same manner to every participant. We propose a new scheme, 

Asymmetric Key Distribution (AKD), in which one share server is provided with a larger, 

unequal chunk of the original secret key. Asymmetric Key Distribution is a unique 

scheme for generating and distributing unequal shares via a Trusted Dealer to all the 

registered peers in the system such that without the combination of the single compulsory 

share from the Special Server no transaction can be completed. This application is aimed 

for circumstances where a single party needs to co-exist within a group of semi-trusted 

peers, or in a coalition where every entity should have a choice to participate and one of 

the entities needs to be privileged with more powers. 

 This thesis presents the algorithm and security model for Asymmetric Key Distribution, 

along with all the assumptions and dependencies within the boundaries of which this 

algorithm is guaranteed to be secure. Its robustness lies in its simplicity and in its 

distributed nature. We address all security concerns related to the model including 

compromised share servers and cryptanalytic attacks.  



 

A variation, called the Dual Threshold Scheme, is created to reduce the vulnerability in 

the algorithm, namely, the compromise of the Special Server and its secret share. In this 

scheme, a combination of another threshold number of Distributed Special Servers must 

combine to collectively generate a share equivalent to the Special Server’s share. This 

flexibility allows us to adjust our threshold scheme for the environment. 

We describe a Java-based implementation of the AKD algorithm, using Remote Method 

Invocation (RMI) for communication among share servers. A typical scenario of a 

Trusted Dealer, a Special Server and a number of Share Servers was created, where timed 

asymmetric key generation and distribution was carried out after which the servers 

initiated and carried out certificate signing transactions in the appropriated manner. As an 

interesting exercise, the share servers were corrupted so that they would try to exclude 

the Special Server in the transactions and try to form its share themselves, to observe the 

consequence. All their efforts were futile.  

Another interesting aspect was the key generation timing. Key generation is known to be 

a very time-extensive process but the key share reuse concept used in this implementation 

reduced the time for key generation by 66-90% of the classical key generation time. 
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Chapter 1 
 

Problem Definition 
Key based cryptographic systems use secret keys to encrypt and decrypt information 

intended for private use. For these schemes to work both parties involved need to have 

prior knowledge of the key used. When the same key is used for encryption and 

decryption it is called Symmetric Key cryptography and when different keys need to be 

applied for each process, it is known as asymmetric or Public Key cryptography. Some 

schemes allow breaking up of the secret key, also called Secret Sharing, for group 

secrets, where every party has to apply his share of the secret in order to recover the 

secret. This ensures that the secret is recovered only in the presence of all the concerned 

parties. This exposes the system to fault tolerance issues: if any of these secret shares is 

compromised or even lost or destroyed, the parties cannot recover the secret anymore. 

Threshold Secret Sharing solves this problem as this scheme allows a threshold - a 

smaller subset of the total participants - to combine and recover the same secret. As long 

as a threshold number of participants are available, the secret can be recovered 

successfully. These schemes are employed to handle authentication issues, certificate 

signing requests and other group decision issues.  

Currently, in threshold public key systems, all the participating entities are peers. There is 

no priority of one over the other. Any threshold t of the participating peers can combine 

to recover the secret or sign a common document. There may, however, exist a scenario 

where one entity would need to be more authoritative and exercise control or check over 

the others but would still need to work cooperatively with the others. An example would 

be the Director of a company who would like to keep track of every transaction 

undertaken by the decision-making committee. Though he would be the final authority on 
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any transaction, he would not be able to authorize the transaction without minimum 

support from the other committee members. None of the other entities should be able to 

combine amongst themselves to bypass this authority. Such situations demand that the 

authority desiring additional control be able to exercise it as long as he has minimum 

support.  

To obtain a generic solution, we consider the case of a peculiar certification scenario, 

where there exist k servers, any t of whom are a required to be part of the decision 

making, and one Special Server who desires to have superior decision-making powers 

compared to the other Share Servers. He needs to be a compulsory participant in all the 

transactions signed by that group. The shares of all the servers in this system, including 

this Special Server, need to be generated accordingly and the scheme needs to be secure, 

foolproof, fault tolerant, scalable and applicable to specific environments.  

By fault tolerance we mean that the system should still fare well if some of the servers 

are compromised or otherwise disabled. The exact number of tolerated failures depends 

on the threshold and the total number of servers available. Scalability is important since 

the solution should be feasible to implement in large systems without significant increase 

in the overheads. In order for this to be true, we must create a key generation and 

distribution scheme that is scalable, does not compromise the integrity or tolerance of the 

system, performs well on a large scale and has minimum communication and processing 

overheads.  

Since any number of servers could become corrupt at a given time, the system needs to 

be secure until the tolerance level of the system is crossed. The scheme should be such 

that even if ALL the share servers in the system were to become corrupt, they would 

NOT be able to sign a transaction without the participation of the Special Server’s share. 

Also, knowledge of all the regular shares must not allow the discovery of the Share 

Server’s share. 
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1.1 Current work and the need to do more 

As mentioned earlier, in current threshold public key systems, the key generation and 

distribution schemes are designed for a peer network. Secret sharing schemes may be 

used to create an authoritative server among the peers. As an example, using any 

common secret sharing scheme like Shamir’s secret sharing[1] this problem could be 

solved by distributing more shares to the special server and single shares to the rest, and 

maintaining a threshold higher than the total number of share servers (peers) would seem 

to solve the problem of authority but not scalability.  

For example, if there were 11 servers out of which 10 were peer share servers and one a 

special server, and if any 5 out of the 10 could sign shares, then a simple solution would 

be to distribute a single share to all the peers (any 5 out of which could sign) and 6 shares 

to the special server, making the threshold 11 in this case. Using such a scheme our 

problem can be solved since even if all 10 servers were to use their shares they would not 

be able to retrieve the secret, as they would still fall short of a share.  

Clearly, this solution is not scalable since for a threshold of 5 out of 10, 11 shares were 

created. Larger systems would require still larger thresholds, which amounts to more 

computation not only in private share generation but also in signature computation. In 

spite of having only 5 participating peers and the share server threshold being small, we 

need to have an overall threshold of 11. As the total number of share servers in the 

system increases, the value of overall threshold required for this scheme would 

subsequently increase.  

Secondly, in the original scheme only one set of shares is generated. The peers contribute 

(in random fashion) any 5 out of the 10 shares distributed and the special server 

contributes the six shares that he possesses. The degree of randomness is not very high in 

this scheme.  Also there exists a vulnerability in this scheme in the event that the special 

server were to be compromised. With full control of the compulsory shares, the adversary 

would be able to initiate a certificate request and successfully get it signed if any 5 out of 

the 10 servers would sign the certificate. Clearly this is not an adequate solution and a 
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more tolerant, more scalable, computationally less expensive scheme needs to be worked 

out. 

The scheme proposed here is more fault-tolerant, more scalable and computationally less 

expensive if we can overcome the vulnerability mentioned above. In the same scenario, if 

5 out of the 10 share servers would combine with the special server, this scheme would 

need to only create 6 shares (one more than the threshold for the peers) to serve the same 

purpose. Any 5 of the peers would sign the certificate request and only ONE share would 

come from the special server. The key distribution algorithm ensures that all 10 of the 

share servers cannot combine together to create the Special Server’s share.  Also, key 

generation, which is performed by a Trusted Dealer, involves generating a fairly large 

number of sets of shares. Since there are more combinations of shares for the same secret 

key, a higher degree of randomness is achieved in the system. Each of the peer servers as 

well as the special server can use different shares each time depending on the coalition 

being formed. Intelligent reuse of key shares minimizes the computation involved in 

generating sets of shares, and reduces the total key space without actually compromising 

security. Also generating more sets of shares provides additional security to the scheme 

in the event that any server is compromised.  

1.2 Intention of the thesis and layout: 

Asymmetric Key Distribution (AKD) is a scheme for certificate signing where one server 

has veto authority and that no transaction is successful unless it involves the Special 

Server.  After giving an idea of the problem being tackled by this scheme, we discuss 

why present work is not enough to provide a satisfactory solution. 

Chapter 2 introduces the reader to the fundamental concepts in cryptography, which are 

extensively used throughout the development of the idea and this thesis. It introduces the 

RSA algorithm that we have used as the basis for our model and addresses the security 

concerns associated with RSA and other public key systems and the difficulty involved in 

breaking the algorithm through cryptanalysis. 

. 
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Chapter 3 introduces the AKD algorithm and provides details of the model, the 

mathematics involved and the proof for the algorithm. It follows with an example for 

easy understanding. The reader is made aware of security concerns related to AKD and 

key distribution and the modifications to overcome these concerns are briefly discussed. 

The Dual Threshold, which is a modification to the AKD to overcome a possible threat 

caused by imbalance of power, is discussed in detail in Chapter 5. 

Chapter 4 deals with implementation details of the algorithm, the method used for 

communication among the different entities, the test cases used to prove the validity of 

the algorithm, and an in-depth performance analysis.  

Chapter 5 deals with a limitation of the AKD algorithm and describes the Dual Threshold 

variant of AKD. Since there is a substantial threat to the scheme if the Special Server is 

compromised, more intrusion tolerance is added by further subdividing the Special 

Server’s share. Again, some fault tolerance can be incorporated into the Special Server by 

introducing a threshold here. This scheme is called the Dual Threshold Scheme since 

there are two independent thresholds in this system.  

Chapter 7 is a conclusion of what has been presented in the course of this thesis with a 

good analysis of the algorithm based on its performance metrics. A brief comparison with 

other similar algorithms is also made to highlight the effectiveness of the Asymmetric Key 

Distribution Algorithm. 
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Chapter 2 
 

Introduction to Threshold Cryptography 
Cryptography is the study of encryption techniques. Encryption and decryption are vital 

tools to preserve the confidentiality of sensitive material. Cryptography is mainly used in 

digital systems to provide: 

! Privacy: from disclosure to unauthorized persons. 

! Data Integrity: Maintaining data consistency. 

! Authentication: Assurance of identity of originator of data. 

! Non-Repudiation: Originator of communication cannot deny it later. 

Privacy: To ensure that an unauthorized person cannot break into your systems, read 

sensitive data and steal it. For example, strong encryption techniques would prevent a 

hacker from obtaining credit card information of another person.   

Data Integrity: To ensure that some valuable information is not altered in any form, like 

misleading bank account balances. 

Authentication: To ensure that identity frauds do not occur and that information received 

from a certain authority is truly from the said authority. For example one needs to show a 

valid ID to ascertain his/her identity before carrying out any financial transaction in the 

said person’s name. 

Non-Repudiation: To ensure that a transaction cannot be refuted by the legitimate 

source. For example, once an email is sent from one person, he cannot deny that he sent 

it. 
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Cryptographic techniques were actively and intelligently used even in the days of Julius 

Caesar, though they have evolved a great deal from the ‘shift-by-n’ codes, called Caesar 

Ciphers[2], to more sophisticated key-based cryptosystems today. The essence, however, 

still remains the same. Cryptography mainly involves encryption using some secret 

method or key by the sender transforming the existing message to gibberish or 

unintelligible matter, also known in the crypto world as ciphertext. A corresponding 

decryption technique is used to get the original matter or the plaintext back at the 

recipient end. The sender and the recipient decide the mode of encryption-decryption 

beforehand. 

Say, if the plaintext or message to be encrypted is represented by M, and the encryption 

and decryption techniques by E and D respectively, then the Ciphertext C can be shown 

to be: 

C = E(M) and 

M = D(C) = D(E(M)) 

The study of breaking cryptographic systems is known as cryptanalysis. A cryptanalyst 

looks for weaknesses in cryptographic algorithms. All algorithms can be broken; the 

good ones are those that are strong enough to withstand an attack for so long that the 

break occurs too late for the information to be of any use.  

When we say that a system is cryptographically strong we do not mean that it cannot be 

broken. All systems can be eventually broken. It simply remains to be seen how soon it is 

that they are brought down. Some properties satisfied by strong cryptosystems are: 

# The security of a strong system resides with the secrecy of the key rather than 

with the secrecy of the algorithm. 

# A strong cryptosystem has a large key space. It has a reasonably large unicity 

distance. 

# A strong cryptosystem will produce ciphertext that appears random to all standard 

statistical tests [3]. 
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# A strong cryptosystem will resist all known previous attacks. A system that has 

never been subjected to scrutiny is suspect. 

 

Some cryptographic techniques are simply mathematical procedures, while some involve 

an additional input called a Key along with the mathematical procedures. Key-based 

encryption techniques offer an additional parameter for safety. Together with the key, k, 

and the message, M, the encrypting machine generates a ciphertext C. Unless the 

appropriate key is used, the message M cannot be recovered back from C in spite of the 

algorithm being known. Only the key is required to be protected and not the algorithm. 

Also different keys can be used to protect different secret messages without having to 

worry about the secrecy of the algorithm. 

Key-based encryption techniques are mainly of two types, Symmetric-key Cryptography 

and asymmetric-key, depending on the nature of the encrypting and decrypting keys. 

Asymmetric key cryptography is better known as Public-Key Cryptography.  

2.1 Symmetric Key Cryptography: When the encryption key, ek, is the same as the 

decryption key, dk, the technique is known as symmetric key cryptography [4].  

Hence,  ek = dk and 

C = ƒ(M, ek) and 

M = D(C) = ƒ(C, ek). 

Examples of some very well known symmetric key algorithms are Digital Encryption 

Standard (DES)[5], Triple DES[6], Advanced Encryption Standard (AES) [7]. 

One of the main problems here is distributing the key securely to all parties present. The 

key needs to be sent to the other parties without letting an unauthorized person be able to 

gain access to it.  
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2.2 Public-Key Cryptography: When the encryption key, ek, is different from the 

decryption key, dk, the technique is known as Public key cryptography. By making the 

encryption key ek different from the decryption key dk, the key distribution problem in 

symmetric key systems is solved. More specifically, since ek ≠ dk , 

C = ƒ(M, ek) and 

M = D(C) = ƒ(C, dk). 

The keys ek and dk are always generated as a pair and are complementary to each other in 

a manner appropriate for the cryptographic algorithm. Their relationship is mathematical 

and in certain public key systems (like the RSA[8]) their use can be reversed for a 

different type of message called a digital signature.  The encrypted message (ciphertext) 

can now even be sent over an insecure network along with the encryption/public key as 

no one can retrieve the original message other than the recipient who has the private key 

in his possession. Though the method is the same both ways, the key is not the same each 

way. The encryption procedure is a one-way trap-door function. This type of function is 

extremely difficult be used in the reverse order to deduce the original message as it is 

computationally easy one-way but not the other. Only a successful application of the 

decryption key, which servers as the trap door, along with the common method can 

retrieve the original message. Though this system offers more security to the extent that 

knowledge of one key (the encryption key) does not imply the recovery of the original 

message, there still, however, does exist the risk of the decryption key being discovered. 

In most cases, the recipient creates the encryption (public key) and decryption key 

(private key) himself and sends the public key to the sender of the desired information. 

Even though the encryption key is made public, the secret cannot be recovered from the 

knowledge of this key alone. The complementary key (the private key) is now required to 

decrypt the message and is maintained privately by the recipient. In general, the 

encryption key is smaller than the decryption key to facilitate relative ease of 

computation. Additionally, the decryption key is larger than the encryption key so that a 

cryptanalyst or a malicious party cannot easily compute it. 
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Some examples of public-key algorithms are: RSA [8], Diffie Hellman algorithm [9] and 

Elliptic Curve Diffie Hellman (ECDH) [10].  

The most obvious drawback in a public key system is the failure to protect the private 

key. Though we create a private key that cannot be easily computed, we cannot guarantee 

that the scheme does not fail if the person carrying the secret key is either compromised 

or becomes corrupt. Intrusion tolerance can be introduced in such public key systems by 

using a distributed key technique, where the original secret key is chopped up into many 

pieces and distributed to different parties. 

2.3 Digital Signatures: 

Public key systems are used for secret data sharing as well as authentication. Secret data 

can be exchanged by using the public key for encryption and its private key for 

decryption. In certain Public Key systems, the roles of the two keys can be reversed, the 

resulting process is called authentication. Since the public key being used is known to all 

but its corresponding private key is maintained private, if a message were to be signed by 

someone, only that public key corresponding to his private key would be able to verify 

the message. If the recipient were to obtain a sensible copy after using the sender’s public 

key to decrypt, it would mean that this message could only have been signed by the 

source who claims to have signed it. Thus he is validated or authenticated. This type of 

ciphertext is a digital signature as it possesses the distinct mark of the person encrypting 

it. Digital signatures may be used to sign certificates, which are documents declaring 

something which needs to be endorsed by some authority and does not contain any 

sensitive information. Digital Signatures are widely used in authentication, and certificate 

related issues. 

2.4 RSA Algorithm 

The RSA is a popular public-key cryptographic algorithm invented by Rivest, Shamir and 

Adleman [8]. It uses the pairs (e, N) and (d, N) as public and private keys respectively 

and exponentiation as the common method for encryption and decryption. N is the 

modulus and is computed to be the product of two very large primes p and q. For 
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authentication or signing certificates, each user makes his decryption key (e) public while 

the encryption key (d) is held in secrecy.  

The signed certificate S = (Md
 ) mod N 

And  the message M = (Se
 ) mod N. 

2.4.1 How the RSA keys are computed: 

First, very large primes p, q are randomly generated such that p ≠ q.  After verifying their 

prime nature, the modulus N = p · q is computed and made public. However, p and q are 

never made public. Hiding the value of p and q ensures that e and d cannot be computed 

easily. e is selected such that the greatest common divisor of φ(n) and e is 1, where φ(n) = 

(p-1) · (q-1), i.e., they have no common factors between them. 

Thus, e ∋  gcd (e, φ(n)) = gcd(e, (p-1).(q-1)) = 1 and  

d = 1/ e (mod φ(n)) = 1/ e (mod (p-1)(q-1)). 

2.4.2 Why this works 

According to Fermat’s Theorem[11], if M ≠ 0: 

Mp-1 = 1 mod p 

Mφ(n) = 1 mod p since p-1 divides φ(n). 

Similarly Mφ(n) = 1 mod q since q-1 divides φ(n). (parallel argument as above) 

Therefore, Mφ(n) = 1 mod N. 

Mkφ(n) = 1 mod N,  for any k >0 

And Mkφ(n)+1 = Mkφ(n)  . M = 1 mod N. M = M mod N , even if M=0. 
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Since e.d = 1 (mod φ(n)) according to RSA [8]  

⇒  e.d = 1 + kφ(n), for some k. 

Thus Me.d  = M mod N. 

And Se mod N = (Md )e mod N = M mod N. 

 

2.5 Distributed Key Structure: 

Distributed key structure, also known as Secret Sharing, refers to the technique of 

splitting the secret key into smaller components and distributing it among a set of peers. 

Since the secret key is now shared between a number of peers, it becomes the task of the 

peers to collectively apply their secret shares to create signature shares of the original 

message. The complete signed certificate is created without assembling the entire key at 

any point of time. The key shares are used to create signature shares of the message and 

the signature shares are combined to create the signed certificate. 

Hence, dk = d1 + d2  + d3 +……..+ dt  where there are t shares of the key. 

C1 = ƒ(M, d1), C2 = ƒ(M, d2) , C3 = ƒ(M, d3) ……. Ct = ƒ(M, dt)   

C = H { C1·C2·C3………. Ct } 

M = D(C) = ƒ(C, ek). 

Though the scheme above offers security against easy theft of the single private key by 

dividing it into shares, it opens up another issue, which is the inability of the encryption 

agents to successfully create a signed share if any ONE of them were to fall prey to an 

attacker. This system has zero fault-tolerance, i.e., the inability of a single entity to 

contribute a share can result in the inability of the entire system to create the completely 

signed certificate. To improve the tolerance, we incorporate a small amount of 
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redundancy in the system by reducing the exact number of required shares to be less than 

the total number of encryption agents present. This minimum number of servers required 

to create the complete signed signature is known as the threshold of the system. For 

example, if out of 5 present systems all five are required to provide legitimate signatures, 

the tolerance of the system is said to be zero. If only 3 of them are required, the system 

has a tolerance of 2 - as long as two or fewer servers are compromised, the system is still 

able to produce a legitimate signature. 

 

2.6 How threshold schemes work 

Threshold schemes according to Shamir [1] could be explained thus for a system with 

threshold of two as an example. If there are three servers, two out of which are required 

for a successful signature, we can imagine all the three shares to be part of an x-y plane 

where the co-ordinates (0,S) represent the signature. S1, S2, S3 are the shares of the 

individual servers. 

 

 (0,S) 
  S1 
   

 y2        S2 (x2, y2) 

       S3  

     x2 

Fig 2.1: Shamir’s Secret Sharing 

According to Shamir [1][4], the secret always lies on the y-axis. We start with the point 

(0,S) on the y axis which is the combined share. If a random line is drawn from that point 

in the positive x-y plane, and three random points are picked on it, it can be observed that 

a minimum of two points on this line are needed to arrive at (0,S) successfully. Any 
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number of points less than this minimum, in this case a single point, would mean infinite 

number of lines through it, and it would be impossible to retrieve the secret point (0,S) 

from just the single point. This minimum is known as the threshold of the system. If the 

scheme used more than three shares, there would be more points on the line and yet any 

two would be enough to deduce S. Similarly we can visualize geometric figures for 

higher orders of threshold. For a threshold of three, the line would become a parabolic 

curve (curve of degree 2) where any three points would be enough to deduce S. 

2.7 Threshold RSA 

To protect the RSA private key, it is split up into a number of pieces and distributed to 

every server. The private key, d, now looks like this: 

d = d1 + d2 + d3 + d4 +……+ dk , where k is the number of pieces the key is divided into. 

It is also the total number of servers in the system. If t is the threshold of this system, then 

the fault tolerance of the system is k-t.  

Now, instead of a single key creating a single signature, we have any t private-key shares 

creating t signature shares. These individual shares are further combined to form the 

signed certificate.  

Thus, Si = Mdi mod N for any t servers. 

Then, S =  Π Si  ,where i is in the range of [1 , k]. 

=> S = (S1 · S2 ·....  St ) mod N = ( Md1
 · M

d2 · …. · Mdt ) mod N 

Thus a valid signature is created without having to recreate d at any location . 

And  M = (Se
 ) mod N.  
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2.8 Breaking the Algorithm 

In the following sections, we consider how an intelligent cryptanalyst would try to break 

the public key algorithm, i.e., try to get the secret decryption key from the publicly 

revealed encryption key. These attacks are common to any RSA based algorithm.  

2.8.1 Factoring N 

One of the major concerns in key generation is generally the ability to factor N. While 

factoring large numbers is neither provably difficult nor impossible, stress lies on the fact 

that the time required to factorize a relatively large number (of the order of 200 digits) is 

not small in any way. This makes the attack too late to cause harm to the system. 

No doubt factoring N would definitely give a cryptanalyst the ability to crack our 

method, as it would any RSA based cryptographic scheme. The factors would enable 

computation of φ(n) and hence d. It is however, asserted that the time required to factor N 

is very large and may be impractical with the technology available today. According to 

the RSA challenge ‘99 [20] [18], [19] the fastest factoring algorithm currently known to 

us is the classical Number Field Sieve (NFS) algorithm[19]; it factors a number N in 

approximately e NN 3
2

3
1

)))(ln(ln())(ln(92.1
operations. It works in two stages. The first stage of 

the process is to search for equations that satisfy certain mathematical properties. This is 

followed by a large matrix calculation, which eventually produces the prime factors of 

the target number.   

Table 2.1 shows the approximate amount of time required by the Number Field Sieve 

Algorithm to break different keys (expressed in number of operations), the size of the 

required factor base, amount of memory per machine to do sieving and the final matrix 

memory. 
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Table 2.1: Factorization time by NFS 

Key Size 
(bits) 

Total Time 
(Ops) Factor Base Sieve Memory Matrix 

Memory 
428 5.5 x 1017 600K 24 M 128 M 
465 2.5 x 1018 1.2M 64MB 825 M 
512 1.7 x 1019 3M 128MB 2 G 
768 1.1 x 1023 240M 10GB 160G 
1024 1.3 x 1026 7.5G 256GB 10T 

 
 

2.8.2 Finding p and q instead 

An alternative to finding the factors of N is to guess p, q and check whether they generate 

the publicly known modulus N. This strategy is not very popular.   

2.8.3 Guess attacks and Brute Force Attack 

An adversary may be able to find out the keys without the use of factorization techniques. 

One way for that is a guess attack. A single message can sometimes be decrypted this 

way. The adversary guesses what the encrypted message may be based on information he 

has. He uses the public key on the guesses message to see if yields the same ciphertext. It 

becomes still easier if the sender uses the same key for multiple messages. The adversary 

can use these multiple messages to arrive at the private key easily. 

Brute force attacks are the attacks where the adversary tries every possible input to 

recreate the encrypted message. In other words, if C = Me mod N, since C and e are 

known, the adversary tries every possible value of M with the known e to recreate C. 

Once he is able to get the same ciphertext C, he has discovered the plaintext M. This type 

of attack is impractical and may not yield correct results if the sender compresses the 

message M or pads it before encrypting. 
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Chapter 3 
 

Asymmetric Key Distribution 
Generic threshold key generation schemes ensure that all the participants are peers in 

terms of their private-key shares. All of them can combine their shares in a similar 

manner with no restriction or compulsion in participation. This also ensures that there 

exists no monopoly or no centralized threat to the scheme. In a scheme with threshold t, 

any t of the total servers can combine to form a valid signature. The validity of the 

signature is not governed particularly by the identity of the participating servers but 

simply by their numbers. While for most public-key systems this will be ok, it will cause 

a lot of trust-related issues to come up in systems where semi-trusting parties try to form 

a meaningful alliance. In such a scenario, it will be wiser to have a Special Server who 

keeps a check on what is being signed by the group. This Special Server will have the 

extra ability to approve every certificate being collectively signed by all the servers. None 

of the servers will be able to create a valid signature on their own without the signature 

share of the Special Server.  

In order to provide such authority to the Special Server, it is to be ensured that even if all 

the share servers were to cheat and try to sign a request illegitimately; they will not be 

able to do so by virtue of their shares. Their shares, under no circumstances will be able 

to reproduce the Special Server’s share. In other words, the servers are no longer peers; 

the share distribution scheme is no longer symmetric. 

 Asymmetric key distribution is an algorithm to ensure that the keys generated for such a 

scenario will not be symmetric and that authoritative power will remain in the hands of 

one Special Server.  It ensures that no certificate can be signed legitimately without the 
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signature of the Special Server.  The strength of the algorithm comes from the efficient 

generation and distribution of the asymmetric key-shares. This maybe done with or 

without the use of a trusted Third Party or Honest Dealer. In the honest dealer case, the 

Trusted Dealer generates the appropriate shares and distributes them to the concerned 

players before the start of the certificate signing procedure. Every share server possesses 

its shares well before they start signing certificates in the system. Without an honest 

dealer, the share servers cooperatively generate their respective shares before a certificate 

signing transaction.  

Here we introduce a model of the system to facilitate better understanding of the 

algorithm. The details of the algorithm are discussed in the following sections.  

3.1 The Model: 

 
 
 
 
 
      
             Share        Share 
           Server 2      Server 3 
      Special 
    Server share  
        Share  
       Server 1 
 
             Share        Share 
                  Server 5       Server 4 
 
 
 
 
 

Fig.3.1: The Client Server Basic Model 
 

Consider a Certificate Authority (CA) whose private-key is distributed among a few 

servers to protect it. Fig 3.1 shows the typical distributed CA scenario where the servers 
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co-exist. One of the servers is a Special Server while the rest are similar and have peer 

functionalities. The Special Server and the share servers share a semi-trust relationship 

and need to co-exist in order to sign certificate requests together as a group.  The share 

servers can communicate with each other as well as the Special Server. They may choose 

to communicate with the Special Server either through individual channels or through 

share server who may act as a Server Authority. 

3.2 Trusted Dealer Overview: 

 

 
        
        Share               Special 
         Server 1               Server  

           
 
 
                    Share         Share   

      Server 2       Server 5 
    
   Share          Share 
   Server 3         Server 4      

 
 

Fig 3.2: Distribution of generated key shares by the Trusted Dealer.  

3.3 Description of Players: 

Fig 3.2 shows all the players involved in the system. Each player has a unique role to 

play and has limited functions. In a normal scenario, no player may imitate the functions 

of another. Their unique functionalities are as described below. 

# Trusted Dealer: The Trusted Dealer (TD) is an honest third party whose function 

is to generate the secret components( modulus N, public exponent e, private 

exponent d ) and divide the private-key into chunks and distribute it among the 

participants selectively. Once the Trusted Dealer chops up the private-key, it is 

never assembled in a single location again. This dealer may not be compromised. 

Trusted Dealer 

Private-key shares 
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Fig 3.2 shows the Trusted Dealer distributing private-key shares along with the 

rest of the secret components to all the entities in the system. 

# Server Authority: This is the intermediary authority above the share servers. His 

duty is to collect the individual shares of all the share servers, ensure that they are 

in the correct proportion as that required by the coalition and that none of them 

are compromised. The SA is capable of verification using zero knowledge 

test[12]. It also performs Client Server Authentication using any known certificate 

authentication technique. The requirement for an SA may be bypassed if one of 

the share servers is capable of the above-mentioned operations. In this scenario, 

we designate Share Server 1 as the SA authority to eliminate additional players. 

# Share Servers: The share servers are a set of identical servers that maintain 

private key shares & the public key with themselves and are capable of executing 

complex arithmetic to come up with signature shares for certificate signing. Their 

function is to collaborate with the other share servers and the Special Server to 

collectively create valid signed certificates. Each one is capable of 

communicating with the SA though they may or may not be able to communicate 

with each other. They are not assumed to be secure or totally trusted and may be 

compromised by a strong enemy.  

# Special Server: We define the Special Server as that share server which has the 

right of compulsory participation in any successful distributed key application. 

All its processing capabilities are identical to the share servers present in the 

setup. The share generated by the Special Server is a requisite for the successful 

generation of a valid signature. While the share servers may not be able to sign 

the certificate correctly without the Special Server’s participation, the Special 

Server also needs a minimum participation from the share servers in order for the 

transaction to be valid. 
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            Private Key  
 
 
 
 
         Generated by trusted party              
   Special Server Share       Shared server Share      
            
                       
  

             k Share  servers  
                       
 
                                                  t-out-of k signature shares      
                 
             
            
            
            
            
   ƒ         
       Signed Message.   
  
   

Fig 3.3: The Asymmetric Key Distribution algorithm  

3.4 Mathematical Analysis of the Asymmetric Key Distribution Algorithm 

Before the mathematical analysis, it is necessary to define all the key variables and the 

manner in which they are used. 

N :  is a strong prime, which comprises of two strong, large prime factors p & q. 

Strong primes have certain properties that make the product N hard to factor by 

specific factoring methods; such properties have included, for example, the 

existence of a large prime factor of p-1 and a large prime factor of p+1. This is 

because certain factoring algorithms look for certain properties and strong primes 

can survive such factoring methods. Large primes survive most factoring methods 

by virtue of their size. The amount of time taken to factorize, for example a 140 

digit number using the fastest factoring method today- the Number Field Sieve is 

approximately 1.7 x 1019 operations.   
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k :  Total number of Share Servers present in the setup. 

t :  Threshold, total number of Share Servers needed to apply shares for a transaction. 

The value of t should lie between (
2
k  +1) and k. A threshold value of k would 

imply an absence of a threshold. Mathematically, the threshold selection for this 

system is made based on the following rule: 

 (
2
k  +1) ≤ t < k. 

t+1 :  Number of valid signature shares required to sign a message successfully. Of 

these, t are provided by the share servers and one by the Special Server. 

d :  private key exponent. This private key is never assembled during the course of the 

operation. It is assumed that dk is chosen from a large enough set ( ideally, dk > 

max (p,q)) so that a cryptanalyst cannot find it by a direct search. 

e:    public key exponent. This exponent is smaller compared to dk so that the 

verification process is faster. Typically, e=3. 

ds1, ds2,ds3, ds4,……dsk : private share server key shares. 

dss :  Special Server’s private-key share. 

M:  A message, which the client wants, signed.  

Mx:  An initial message sent by the trusted dealer if present in a scheme, containing the 

xth share servers private keys dsx. 

Ex, Dx : The encryption and decryption keys of the xth share server used in order to send 

the xth server its set of private keys initially. 

Assumption #1: The number of shares for generating a valid key is dependent upon the 

threshold t. The value of t needs to be negotiated beforehand. In this setup, one of the 
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Share Servers (Server 1) decides the value of threshold t. It is also assumed that all other 

factors that need to be decided prior to setup are done either by Server1 or the Special 

Server. 

The Trusted Dealer computes the secret components (N, e, d ) and then starts dividing the 

private-key into smaller shares. The Trusted Dealer creates a set of t+1 private-key shares 

for every possible combination of t share servers. Each combination is marked by a 

lookup that serves as an identifier for the share servers participating in that combination. 

The TD then sends each share server its private-key shares. Key share generation and 

distribution by the Trusted Dealer is discussed in detail in the next section. 

We consider a generic scenario where the Special Server (SS) sends a message M, to be 

signed, to Server 1 (SA) who generates a random sequence of t numbers from 1 to k, to 

decide which of the k share servers participate in this Certificate Signing Request (CSR). 

Once the server combination is decided upon and the SS is made aware of this 

combination, the share servers are individually contacted by the Special Server 

(implementation preference*). Each share server looks up its private-key share 

corresponding to this combination and computes its signature share as S1, S2, S3…St, 

where Si = Mdi mod N.       

After computing their signature shares, the share servers send their signature shares either 

to the SS directly or to the SA. In the above-mentioned setup it would be to the SS 

himself as our objective here is to minimize communication overheads. In case of SA 

intervention, the SA passes on the uncombined shares to the Special Server only after 

verifying that the servers are not compromised and that the shares are otherwise 

authentic. In the absence of an SA, the Special Server would perform the server 

verification. The SS on reception of t shares examines them & selects the appropriate 

private-key share out of its Ck

t
§ shares to successfully complete the signature request. 

* Certain decisions, unrelated to the algorithm, were made at the time of implementation based on ease and minimum 

overheads. 

§ Ck

t = 
)!(!

!
tkt

k
−

 is the number of combinations of k items taken t at a time. 
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Mathematically,  

The Client signature share is represented by:  

  Sc = Mdc  mod N 

And each of the t Share Server’s would create a share represented by: 

  Si = Msi  mod N   where  i ∈  {1,….k}. 

And finally the completely signed signature would be : 

  S = Sc    x    ∏
=

t

i

iS
1

  mod N. 

To check if the shares have been applied correctly, the client computes Se with the help 

of the public exponent e and checks whether   Se mod N = M. If that is the case, the  

private keys were applied correctly and the Signed Message S is a valid signature. 

3.5 Proof of correct Signature formation: 

If  there are a total of t+1 shares required to make a valid signature coming from t Share 

Servers and one Special Server, the following is true: 

1   2       3           4     …       t+1 

|  |       |           |         | 

S1 = Md1 mod N   S2 = M d2 mod N   S3 = M d3 mod N   S4 = M d4 mod N …St+1 = Mdc mod N 

Then,         S = ∏
+

=

1

1

t

i

iS  mod N   i.e., 

                  S = [S1 x S2 x S3 x S4… x St+1 ] mod N 
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$ S = [(M d1 mod N) x (M d2 mod N) x (M d3 mod N) x (M d4 mod N) … x  

(Mdt  mod N) x (Mdcmod N) ] mod N     

$ S = (Mdc mod N) x  tΠi=1  Si  mod N    

$ S = Sc  x  ∏
+

=

1

1

t

i
iS  mod N 

Further, we see that 

$ S =  Md1 + d2 + d3 + d4 +…+ dt + dc  mod N 

$ S =  Md mod N 

$ S is the complete signed signature equivalent to the complete key d being used 

to sign the CSR. 

It can also be verified thus: 

Se mod N = M. 

If the signature was computed using the right shares, using the public exponent e on 

the final signature results in getting the original message back again. 

3.6 Key Generation by the Trusted Dealer. 

The Trusted Dealer is responsible for the generation and distribution of the secret 

components and the private-key shares to the concerned players in the system 

appropriately. 

He generates the modulus N, the public exponent e, the complete private exponent d. He 

then chops up the private exponent d into the required number of private shares for 

distribution. The secret components are generated in a technique similar to that used in 

the RSA algorithm, which was described earlier.  
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In order to generate a modulus N, the Trusted Dealer starts by generating a very strong, 

large prime number p. The emphasis on strong and large has been highlighted earlier. On 

successful verification of its prime nature, it generates another prime number q of the 

same order of magnitude as p. By order of magnitude of the secret components, we mean 

the size of the numbers in bits. The two numbers p and q are known as the prime 

derivatives of N. The TD computes N = p · q, which is of the order of magnitude of  p + 

q. He selects the public key e such that e is relatively prime when compared to p and q. 

He computes the complete private-key d from e as per the RSA scheme. Once the private-

key is computed, he sets himself to the task of splitting up the key into the required 

number of secret key shares.  

3.7 Secret share generation 

Secret share generation is an important aspect of the key generation process. The size of 

each secret key share with respect to the complete key is of prime importance in 

determining the security and confidence in the key share. Very small key shares can be 

exposed through brute force attacks. Blakley [27] and Shamir [1] were the first to 

introduce t-out-of-k secret sharing schemes. In such types of schemes, at least t shares are 

required to successfully retrieve the secret. The knowledge of t-1 shares does not expose 

the secret. While these schemes were mainly created as solutions to protecting secrets, 

other protocols invented by Ito, Saito, Nishizeki [28], Shoup [29], Benaloh and Leichter 

[30] were created to generate valid signatures and can be used for any arbitrary access 

structures. An access structure is a specification of all the subsets of participants who can 

recover the secret and it is said to be monotone if any secret that contains a subset, can 

itself recover the secret. While Shoup’s scheme possesses reusability and verification, 

Shamir’s possesses none.  

Though any of the schemes mentioned above and more, may be used for the purpose of 

splitting the key into secret shares, we choose to implement a simplified scheme since it 

suffices for the purpose of validating our scheme. We create a random modulus Z less 

than the private key d, called the splitting modulus and this modulus is used to create the 

secret shares. For each shares of each set, we generate a new Z, namely, Zi. These Zi’s are 
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stored in a moduli history  array Z[] to avoid repetition and hence production of identical 

shares in separate sets. Every Zi is checked against every previous Zi and (d - Zi) in Z[] 

and recomputed in case of a match. Each share is computed as d mod Zi. The new 

remaining chunk of the key, new_d, obtained after each share is created is further 

recursively split until the required number of shares is created. For every i, Zi is used as 

long as the required number of shares has not been created and the value of the 

subsequent key new_d is not less than Zi, in which case, Zi is recomputed and the 

corresponding set is recreated. For every set, the Trusted Dealer verifies the key shares 

computed to ensure that they work correctly. They are subsequently stored. 

Part of the algorithm follows: 

 //Compute the number of sets required  
   reduced_kCt =( kCt/(k-t+1) ) 
 
 //Begin generating the split-modulus Z for key share generation. 

OrigKey = key; 
   
 for(SetCount=1; SetCount<=reduced_kCt; SetCount++)  
 { 
  Z = GetZ(); //Gets a random Z < private key d. 
  //Calculation of the shares: 
  int index =0; 
  while(index <t) 
  { 
          priv_share = key mod Z; 
          if(priv_share > 0) 
     { 
      d[index] = priv_share; 
            key = key - (key mod Z); 
            Z = GetZ();  
      } 
      index++; 
       } 
  //For last share: 
  d[index]= key; 
 
  for(int count=0; count<=t; count++) 
  { 
     SumShares = SumShares + d[count]; 
  } 
 
     //Checking validity of generated shares: 
     if (SumShares == OrigKey){ 
      print(" Share generation correct ! "); 
     } 
     else { 

print("Incorrect share generation !! Need to redo !! "); 
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     }  
 

//Put all shares in a 2D array of shares per set and writing 
to a file. (not shown)       

 } 
   
 //Function to get a  non repeated value of Z 
 GetZ() 
 { 
  //getting a non zero random number Z lesser than key. 
        
  Z = new BigInteger(key, 10, new Random()); //BigInteger   

way of generating random Z of the size of key.  
 

  redoFlag=0; 
    
  for(int i =0; i<=tempIndexCount; i++) 
  { 
   if( ( Z == KeysMod[i]) || ( Z == key - keysMod[i] ) )  
       { 
    redoFlag=1; 
         break; 
   } 
  }         
  if (redoFlag ==0) 
  { 
   //Z was correctly generated, store Z 
   KeysMod[tempIndex] =Z; 
         tempIndexCount= tempIndex;    
   tempIndex++; 
       } 
  else if (redoFlag ==1) 
  { 
   // Need to regenerate Z: 
   Z = GetZ(); 
  } 
  return Z;       
 } 
 

Consider a simplified example, where the complete private key is 1000. We compute the 

first set to show how the shares would be computed for a threshold of 5. 

Table 3.1: Typical key share splitting for a single set for a private-key. 

key SetCount Z index priv_share d[index] key New Z 
1000 1 279 0 163 163 837 170 
837 1 170 1 157 157 680 535 
680 1 535 2 145 145 535 197 
535 1 197 3 141 141 394 251 
394 1 251 4 143 143 251 126 
251 1 126 5 xxxx xxxx xxxx xxxx 
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We begin with a key size of 1000 and as we progress through the algorithm, each new 

modulus creates a share of the key. This process continues till the required number of 

share server shares is created. Once the required number of shares is created (as seen in 

row 6), further splitting of the key is stopped and the remaining share is allotted to the 

special server. Thus, share servers S1 to S5 would be allotted d[0] to d[4] and d[5] to 

Special Server. 

If there are k Share Servers, any t out of which can combine to form a legitimate 

signature along with the compulsory share from the Special Server, the Trusted Dealer 

would need to split the private-key d into t +1 shares for each possible combination of the 

t-out-of-k Share Servers. In short, the Trusted Dealer would generate an array of key 

shares for every possible combination of Share Servers in the system and a compulsory 

share for the Special Server for each of the combinations. This introduces more 

randomness in the private-key share generation than the original threshold scheme 

proposed by Shamir[1] since there are more combinations of key shares with each 

participant. It enables the servers to use different private shares for different 

combinations of Share Server coalitions. This way, the Trusted Dealer would need to 

create Ck

t  sets of t+1 shares to accommodate all the possible combinations, which could 

be a computationally expensive process if k is comparatively larger than t.  This overhead 

can be reduced by intelligent reuse of key shares among certain servers without 

compromising on the secrecy aspect of the private-key shares. 

For example, If the Trusted Dealer had to generate the private keys for a scenario where 

there was a 5-out-of-7 secret sharing among the Share Servers, then he would need to 

generate Ck

t = C7

5 = 21 different sets of 6 private shares which would be a 

computationally heavy task. By intelligent reuse of key shares, the burden on the Trusted 

Dealer is reduced by a factor up to (k-t+1).  



 

30  

3.8 Key Share Reuse 

In the classical secret sharing scheme[1], k shares are created for k servers, any t out of 

which can combine to form the coalition. This scheme does not have enough randomness 

in the key shares its possesses as the key space used here is not very large. The secret 

sharing scheme used here generates t shares for every possible combination of t-out-of-k 

servers. In other words, the Trusted Dealer would create an 2-D array of private-key 

shares of the order of Ck

t x ( t +1 ). Let us consider the previous example to fully 

understand the concept of key share generation. Thus, 21 sets (C7

5 sets) were computed 

and a 2-D array of order 21x 6 key shares was created. Though this increases randomness 

in the available key space, it adds a large computation overhead to the key generation 

process. We therefore look for a way to reuse the number of key shares to be generated 

by sharing some of the private key shares with certain peers such that the security aspect 

is not lost or compromised[13].  Fig. 3.4(a) shows how key shares can be reused. Let us 

consider the previous example with the same array of key shares and the exact same 

setup, but by reusing key shares. Key share reuse reduces the existing number of sets 

from Ck

t  to {Ck

t div (k-t+1) +Ck

t mod (k-t+1)}, which can be up to 
1+− tk

Ck

t  if  

Ck

t mod (k-t+1)  = 0. In this example, the total number of sets created was reduced from 

21 (without reuse) to 
157

21
+−

= 
3
21 = 7 with key share reuse. 

In this case, the total number of sets the TD would need to generate would now be 7 

which is a 66% decrease in computation cost in key share generation alone. The figures 

below demonstrate how the private key shares are intelligently combined to reduce the 

number of required sets. In the first set, 5 key shares are distributed to any five of the 

seven share servers, namely, S1, S2, S3, S4 and S5 . Since 2 servers were not given any 

shares, they can be provided with the one of the already dealt shares (d1 - d5) in the next 

set and leaving out the share server who received that share in the previous set. Thus, in 

Set 2, d2 was dealt to S6 and S2 left out of the combination. In Set 3, d1 was dealt to S7 and 

S1 left out of the coalition. Keys can only be reused as many times as there are servers in 
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excess of the threshold. Since here there are only two servers in excess of the threshold, 

keys can be reused only twice after they initially distributed. Fig 3.4(b) is a concise way 

of representing the array shown in Fig 3.4(a). In key share reuse, care must be taken to 

ensure that no server gets two different shares for the same coalition i.e., from the same 

set. 

 S1 S2 S3 S4 S5 S6 S7 SS  S1 S2 S3 S4 S5 S6 S7 SS 

1 d1 d2 d3 d4 d5 - - dss 

2 d1 - d3 d4 d5 d2 - dss 
1 d1 d2 d3 d4 d5 d2 d1 dss 

3 - d2 d3 d4 d5 - d1 dss 

4 d10 - - d6 d7 d8 d9 dss 
2 d10 d8 d9 d6 d7 d8 d9 dss 

 5 d10 - d9 d6 d7 d8 - dss 

: : : : : : : : : 
: : : : : : : : : 

21 d31 d32 - - d33 d34 d35 dss 

⇒  

7 d31 d32 d31 d32 d33 d34 d35 dss 

  (a)       (b) 

Fig 3.4: Reduction in Key Space and computation overhead using key share reuse. 

At the end of the Key generation process, for a 3-out-of 5 threshold, the Trusted Dealer’s 

table of key shares would look as follows. 

 
S1 S2 S3 S4 S5 

St+1 (Special 

Server) 

Combination 1 d1 d2 d3 - - dss1 

Combination 2 d1 - d3 d2 - dss2 

Combination 3 : d2 d3 : d1 dss3 

: : : : : : : 

Combination C* : : : : : : 

Fig 3.5: Typical Trusted Dealer table after Key generation 
 

* C = 
1+− tk

Ck

t
   due to key share reuse. 
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3.9 Example: 

Scenario: Let k = 7 be the total number of share servers in the setup. If the number of 

share servers required to participate was predetermined as 5, then, as per the algorithm, 

the Special Server would be dealt a private-key share equivalent to a series of k-t+1 

shares by the Trusted Dealer and each Share Servers would be dealt a private share. 

During certificate signing, say, a random coalition sequence of Servers 2, 3, 5, 6, 7 was 

generated, then the Special Server would receive five signed shares of the hash of the 

message M, from the respective share servers.  

 As per the dynamic combination of share servers in this round of certificate signing, the 

Special Server selects his key share (corresponding to 2_3_5_6_7) using the numerical 

lookup 23567 and computes his signature share. This share is equivalent to the signing of 

k-t+1 = 3 individual shares. He multiplies all the signature shares he received to obtain 

the complete signed certificate S. He then uses the public exponent, e, on the signature S 

and matches it with the message to verify that the correct shares have been applied. 

Here, we can see that no combination of compromised servers would be able to get the 

message signed. Even if the 7 Share Servers maliciously try to utilize the private shares 

they possess in order to generate the Special Servers signature share, they would not be 

able to for two reasons:  

1.) The size of the key being so large, and given the number of threshold servers, the 

total number of possible combinations they would need to try would be so time-

intensive an operation that the attack would become too late to do any good. 

2.) Though the total number of shares being used here is six, it is equivalent to 

virtually increasing the threshold to 8. Since there are only seven share servers, 

they cannot combine to form the equivalent of eight shares. 

Thus, we have the same effect as that achieved by a higher threshold by having 

almost half the threshold and without forgoing security. Thus we maintain that the 

malicious intending servers will never be able to leave out the Special Server in any 

successful transaction. 
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3.10 Security Concerns 
Well-known ways to break any secure scheme are physical break-ins to steal the private 

keys, obtaining the keys during initial distribution, breaking the system, breaking the 

algorithm. Breaking the algorithm are RSA related issues. Here we deal with the issue of 

breaking the system. 

3.10.1 Breaking the system 

An attacker maybe able to break into any secure system by either posing as a very good 

imitation of an existing entity in the system, attacking and gaining control of the focal 

point of the system or a large number of servers or any means by which the purpose of 

this secure system is lost without actually breaking the algorithm. Here there are two 

potential problems, one being the case when ALL the share servers begin to collaborate 

without the knowledge of the special server, the other if a strong adversary compromises 

the special server successfully. 

In the former case, it can be easily shown that such an attack would not break the system. 

The threshold t-out-of-k signifies the minimum number of share servers that need to take 

part in a successful transaction. This ensures the signing of certificates in the absence of 

at most k-t share servers. This also enables us to protect the process of certificate signing 

from either surreptitious players or an intruder who may be able to compromise a number 

of peers in the system. The robustness here lies in the fact that until a total of k-t+1 share 

servers are compromised, the system cannot be brought down. Malicious parties may not 

be able to get a certificate signed even after a total of t share servers are compromised. 

This is because the threshold share servers cannot sign a certificate on their own. In order 

to sign a certificate correctly, we need t share servers AND the Special Server. 

Compromising t servers is not easy because of the relative size of t. In this scheme, the 

precondition for choosing t is that t ≥ 
2
k  +1 in this scheme. These two mathematical 

conditions ensure that the system cannot be easily compromised. 



 

34  

While in the former case, it has been mathematically shown, and physically implemented 

and proved that no number of share servers can collectively produce the signature of the 

Special Server, to be able to get an improper certificate signed, there does exist a focal 

point of security in the Asymmetric Key Distribution algorithm; the Special Server. If the 

special server were compromised, an attacker can get any improper certificate signed.  

The Dual Threshold overcomes this problem by creating a hierarchy of shares. By further 

distributing the Special Servers shares over a small group of servers, this focal point of 

security concern is diminished. In order to compromise the system now, an adversary 

would need to compromise at least threshold number of share servers and a threshold 

number of distributed special servers. Since the two sets of shares are mutually exclusive, 

this becomes even more difficult because the adversary needs to selectively attack and 

gain control over at least t of the share servers in the system and f of the special servers to 

stop the good certificates from being signed. This technique is discussed in detail in the 

chapter following implementation. 

3.10.2 Key Distribution Problem 

In the case of the Trusted Dealer, there exists a key distribution problem. A safe 

transmission of the initial private key shares is indispensable to the proper functioning of 

the algorithm. For the safe transmission of the initial shares, which the trusted dealer 

deals to all the share servers in the party, any crypto scheme can be applied. We propose 

one solution: each share server has its own encryption-decryption method with its own 

individual public and private key pairs. While its private key (used for decryption) is 

known only to itself, its public key is registered in a public file system with the trusted 

dealer. This file system is totally public in nature and the revelation of this information 

does not pose any threat to this scheme.  

When the trusted Dealer has completely computed all the shares it needs to distribute 

them to each share server. The TD encrypts each message using the corresponding share 

servers public key, Ex, and sends it out via an insecure means of communication. The 
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share server on receipt of this message, Mx, uses its private key Dx to decrypt the 

message, which contains its new keys. 

For example, if the TD desires to send share server S1 his set of private keys in a 

message Ms1, it would look into his public file and compute the following cipher text Cs1  

and  send it over to S1. S1 would then compute Ms1 using Ds1 and retrieve its new set of 

shares. Further, all the communication channels are assumed to be created over SSL for 

added security. 

3.10.3 Physical Break-ins and Compromising the Trusted Dealer 

The algorithm is believed to be computationally secure. Physical break-ins are not an 

immediate issue for the algorithm and it is assumed that physical security is being 

handled exceptionally well by the designated authorities and there is no chance for the 

keys to be physically leaked out of the system under consideration even by the owner. 

The Trusted Dealer is a single point of failure and so, a prime target for attack, as it is the 

sole entity in the system to possess complete knowledge of the complete private-key and 

the shares.  

The Trusted Dealer is secured from any takeover thus. As far as physical break-ins are 

concerned, as a continuation of our initial physical security assumption, we tend to 

believe that the environment of key generation is physically isolated from other entities. 

The possibility of the keys being physically robbed or leaked out of this environment is 

nil due to the security agencies at work and the fact that the trusted dealer is a temporary 

agent created for the sole purpose of key share generation and distribution. It then self-

destructs once its assigned tasks are completed. The TD does not save the key shares on 

to any media or prints them for any recording purpose. Once the Trusted Dealer self-

destructs, there is no place where all the private shares of all the share servers can be 

found together. 
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Chapter 4 
 

Implementation 

4.1 Communication Mechanisms in Java 

Java has an extensive communication package. Various alternatives from traditional 

sockets to highly advanced remote methods are a part of the Java package. Java offers 

users ease of programming, its object-oriented nature helps maximize code reuse, it offers 

portability over a wide variety of operating systems. 

Three of the most popular distributed object paradigms which work well with Java are 

Microsoft's Distributed Component Object Model (DCOM)[14], OMG's Common Object 

Request Broker Architecture (CORBA)[15] and Java's Remote Method Invocation (RMI).  

Of these mechanisms, we choose to implement Java-based communication using RMI, 

which is a distributed object implementation tool. According to the Remote Method 

Invocation Specification[16], RMI provides a mechanism by which a server and client 

communicate remotely; it allows the method of an object in one virtual machine to call 

the method of an object in another virtual machine with the same syntax and ease as a 

local method invocation. The reasons for the choice of RMI as the communication 

mechanism for Asymmetric Key Distribution are discussed in this section. 

Like any other application, a distributed application built using Java RMI is made up of 

interfaces and classes. The interfaces define methods, and the classes implement the 

methods defined in the interfaces and may define additional methods as well. In a 
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distributed application some of the implementations are assumed to reside in different 

virtual machines.  

Objects that have methods that can be called across virtual machines are remote objects. 

Java RMI facilitates ease of programming. An object becomes remote simply by 

implementing a standard remote interface. 

A distinct difference between RMI and other remote procedure languages like CORBA is 

that RMI treats a remote object differently from a non-remote object when it is passed 

from one virtual machine to another. Rather than making a copy of the implementation 

object in the virtual machine, requesting the object, RMI simply passes a remote stub for 

a remote object. The stub acts as the local representative, or proxy, for the remote object 

and basically is, to the caller, the remote reference. The caller invokes a method on the 

local stub, which is responsible for carrying out the method call on the remote object.  

A stub for a remote object implements the same set of remote interfaces that the remote 

object implements. This allows a stub to be cast to any of the interfaces that the remote 

object implements. Only those methods defined in a remote interface are available to be 

called in the receiving virtual machine remotely.  

At the most basic level, RMI is Java's remote procedure call (RPC) mechanism. RMI has 

several advantages over traditional RPC systems because it is part of Java's object 

oriented approach. Traditional RPC systems are language-neutral, and therefore are 

essentially least-common-denominator systems-they cannot provide functionality that is 

not available on all possible target platforms.  

RMI uses native methods for connectivity to existing systems. This means that RMI can 

take a natural, direct, and fully-powered approach to provide you with a distributed 

computing technology that lets you add Java functionality throughout your system in an 

incremental, yet seamless way. A program can make a call on a remote object once it 

obtains a reference to the remote object, either by looking up the remote object in the 

bootstrap naming service provided by RMI or by receiving the reference as an argument 
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or a return value. The simplicity with which remote objects can be called upon using RMI 

is feature that is very attractive for distributed computing type of needs. 

RMI eliminates the need to use sockets or other lower level communication. Typical 

organization of RMI is as shown in Fig 4.1. 

 

Fig 4.1: JDK RMI Structure 

All the RMI calls are made at the Java RMI level. Thus all native socket calls, the generic 

data and file streams methods associated with data transmissions in java are internal to 

RMI and transparent to the implementer. This not only reduces unnecessary complexity, 

but also gives better performance. Java RMI is optimized for serial data transmission as 

compared to a users implementation of the same methods using native sockets and 

subsequently manually going through all the layers shown above.  
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A summary of the primary advantages of RMI as mentioned in [17]is:  

• Object Oriented: RMI can pass full objects as arguments and return values, not 

just predefined data types. Complex types, such as a Java BigIntegers and hash of 

messages, can be passed as a single argument.  

• Mobile Behavior: RMI can move behavior (class implementations) from client to 

server and server to client. When the policies change, the server will start 

returning a different implementation of that interface that uses new policies giving 

maximum flexibility. Since the Special Server and the Share servers essentially 

perform the same function of signing certificates, this functionality of RMI helps 

reduce the coding effort. 

• Design Patterns: Passing objects allows use of the full power of object-oriented 

technology in distributed computing, such as two- and three-tier systems. This is 

again very helpful in our case, as the secret components and the lookup number 

once generated by the Trusted Dealer need to be passed onto every server during 

signature share computation.  

• Safe and Secure: RMI uses built-in Java security mechanisms that allow your 

system to be safe when users download implementations or work remotely on 

insecure infrastructure. RMI uses the security manager defined to protect systems 

from hostile applets to protect your systems and network from potentially hostile 

downloaded code.  

• Ease of Use: RMI makes it simple to write remote Java servers and Java clients 

that access those servers. A remote interface is an actual Java interface. Since 

RMI programs are easy to write, they are also easy to maintain.  

• Connects to Existing/Legacy Systems: RMI interacts with existing systems 

through Java's native method interface JNI.  

• Write Once, Run Anywhere: RMI is part of Java's "Write Once, Run Anywhere" 

approach. Any RMI based system is 100% portable to any Java Virtual Machine,  

• Distributed Garbage Collection: RMI uses its distributed garbage collection 

feature to collect remote server objects that are no longer referenced by any 

clients in the network.  
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• Parallel Computing: RMI is multi-threaded, allowing your servers to exploit Java 

threads for better concurrent processing of client requests.  

• The Java Distributed Computing Solution: RMI is part of the core Java platform 

starting with JDK1.1, so it exists on every 1.1 Java Virtual Machine. All RMI 

systems talk the same public protocol; so all Java systems can talk to each other 

directly, without any protocol translation overhead.  

 

4.2 How RMI works: 

 

 

   

     Client     Server 

         

 

Fig 4.2: RMI- Distributed Application. 

RMI uses a standard mechanism (employed in RPC systems) for communicating with 

remote objects: stubs and skeletons.  

We use the rmic –d . ServerImpl, which is an rmi compile command, to generate stubs 

and skeletons for the RMI implementation. It creates a ServerImplstub class and a 

ServerImplskel class. These classes enable calling functions located at a remote location.     

A stub for a remote object acts as a client's local representative or proxy for the remote 

object. The caller invokes a method on the local stub which is responsible for carrying 

out the method call on the remote object. In RMI, a stub for a remote object implements 

the same set of remote interfaces that a remote object implements. 

Registry 
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Client and Server interfaces are created depending on which way the transactions need to 

occur. The interfaces contain declarations of the methods that need to be called remotely 

and which are implemented in the corresponding Impl files.  

4.2.1 The Registry: 

The registry servers as a online lookup table of all the servers running eternally in the 

system. When they start, servers are required to bind themselves to a registry, declare 

themselves as an entity with a fixed name. This name need not be a valid host name, it 

just has to be a unique name to identify each server. 

When the client wishes to contact a server, it looks up the particular name in the registry. 

It then contacts the corresponding server and invokes one of the remote methods on it. 

The server responds with the necessary steps, as defined in the Impl file, for that remote 

function and continues to run its service. 

4.3 Implementation 

The asymmetric key distribution technique with Trusted Dealer was implemented first on 

a single and then two Windows 2000 dual processor machines over the same LAN. 

All the share servers and the Special Server register themselves by binding with the 

registry. This way, any server can look up another server in the registry and set up 

communication with it.   

Once every entity is ready, the Trusted Dealer (TD) is initiated to perform the task of key 

generation. He generates 
1+− tk

Ck

t number of sets of private-key shares depending on the 

threshold, t, and the number of servers, k, in the system and also creates a lookup 

reference for each set. The lookup reference is like an index that identifies the servers 

participating in a given coalition. This look up helps the servers identify the correct 

private share they need to apply for any coalition. For example, if in a given set servers 1, 

3, 5 were distributed key shares, the lookup for that set would be 1_3_5.  
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The RSA secret components (p, q, N, e, d) are generated using exponentiation. p, q are 

generated using a pseudo-random generator. Their primality is checked after which N is 

computed as the product of p and q. The public exponent, e, is relatively small compared 

to the private exponent, d, to ensure faster verification than signature share generation. 

Once the private key is created the TD generates an array of non-repeating random 

moduli Z[], and using each modulus for each set, splits the key into t private shares. Once 

created, the TD sends each server the private shares it needs to use while participating in 

a successful transaction. These private shares are not stored anywhere. For example, if 

after key generation, the TD’s private-key share table looks like the table generated in Fig 

4.3, then each server would be provided with a table similar to Fig.4.4. 

 S1 S2 S3 S4 S5 S6 S7 SS 

1 d1 d2 d3 d4 d5 d2 d1 dss 

2 d10 d8 d9 d6 d7 d8 d9 dss 

: : : : : : : : : 

7 d31 d32 d31 d32 d33 d34 d35 dss 

 
Fig 4.3: The Trusted Dealer’s private key share table after key share generation. 

Lookup 

Index S1 
Lookup 

Index S2 
Lookup 

Index St 
Lookup 

Index 
St+1 (Special 

Server) 

123 d1 123 d2 123 - 123 dc1 

124 d1 124 - 124 - 124 dc2 

: : : : : : : : 

345 : 

 

345 : 

…. 

345 : 

 

345 : 

Table for S1    Table for S2    Table for St    Table for St+1 . 

Fig 4.4: Private key share tables of the servers after key distribution. 
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Each share servers private key share table comprises of two columns, one containing the 

string lookup and the other containing the private key values. The items are indexed 

serially from 0 to 
1+− tk

Ck

t -1. Each server has 
1+− tk

Ck

t  number of sets. Each server 

acknowledges the receipt of his share sets to the Trusted Dealer. Once the private-keys 

are distributed successfully, the Trusted Dealer sends an OK signal to the Special Server. 

The servers are now ready for transactions. 

Though anyone can start a Certificate Signing Request (CSR), in this implementation the 

Special Server was chosen for this purpose. The special server initiates a request to one of 

the share servers, S1 in this case, and S1 randomly chooses a set of servers to participate in 

this transaction. Once the Special Server is notified of his alliance partners, he contacts 

them individually sending them the hash of the message M and asking for their signed 

shares. Meanwhile, the Special Server computes his own signature share. Once he 

receives all the shares, he and computes the complete signature. For purpose of 

verification of authenticity he verifies the signature using the public key (N, e). The 

signature is deemed valid only if the correct keys were applied. 

4.4 Test Cases 

Test cases for the implementation were designed to measure time taken for key 

generation, time to compute a signature, scalability and robustness. 

4.4.1 Test 1: Timing Issues & Scalability 

Test 1 is performed to get a profile of how much time is spent in computing the private-

key shares, signing shares and communication for different key-sizes, threshold values 

and number of servers present. Timestamps were taken for every computational block 

like a set of shares being generated by the Trusted Dealer and every RMI call being made 

either between the Trusted Dealer and the share servers or the Special Server and the rest 

of the servers. The arithmetic used in key share computation is the BigInteger arithmetic 

associated with Java (Java SDK) and it was found to consume more time compared to 

other aspects like communication. 
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To better understand the effect of varying key sizes on the time required for key 

generation, key sizes of 512, 1024 and 2048 bits were tried and the average time required 

for generation of key components (p, q, N, e, d) was observed for threshold values of 4, 

5, 6 out of 7. The average time was computed over four subsequent runs. These results 

are shown in table 4.1.  

Table 4.1: Effect of threshold on key generation timings for different key sizes. 

 dk = 512 bits dk = 1024 bits dk = 2048 bits 

T = 4 out of 7 6888 12288 38712 

T = 5 out of 7 6785 12590 39421 

T = 6 out of 7 6842 12639 35212 
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Fig 4.5: Key generation timings vs. threshold for common key sizes. 
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4.4.1.1 Effect of Key size on key generation time: 

For a threshold of 4-out-of-7, the total number of sets the Trusted Dealer needs to 

generate is C7

4  = 35 without key share reuse and 
4

7

4C  = 11 with reuse. Similarly for     5-

out-of-7 and 6-out-of-7, the required number of sets without reuse of key shares is 21 and 

7 respectively. By reusing key shares, these numbers are reduced to 7 and 4 respectively. 

From the experiment conducted, we observe that as the size of the private key increases, 

the computation time also increases. Depending on the size of the private key and the 

threshold, the onus of time hogging shifts between time spent on key generation and the 

time spent in splitting up the key into many shares. With smaller key sizes like 512, key 

generation is a fairly fast process.  

As the threshold decreases, servers can be chosen out of all the servers present in many 

more ways. The number of sets required increases and hence the fraction of time spent in 

splitting up the key into the required number of key shares begins to look more 

prominent. For example, for a threshold of 4-out-of-7, a 512-bit key requires 

approximately 15 seconds out of which 6.8 seconds is the key generation time and the 

time required to split the key is almost 8 seconds. As the key size increases, key 

generation time increases sharply. For a size 1024 key, the average time required for 

generating and splitting up the key into 4 shares each for 11 sets is approximately 23 

seconds of which roughly 12 seconds is the time spent in generation of the cryptographic 

components (p, q, N, e, d) and roughly 11 seconds in splitting up the private key. 

Similarly for the same threshold, a 2048-bit key consumes 38.7 seconds out of 69.9 

seconds for key generation and 31.2 seconds for splitting up the key. Therefore, as the 

key size increases, the gap between key generation and distribution begins to lessen. Key 

generation time almost doubles from 512-bit to 1024-bit and almost triples for a 2048-bit 

key. As the threshold increases, the number of sets required reduces. This eases the time 

contribution of the key splitting process by a very big margin and widens the gap 

between key generation and key share generation since there is no apparent variation in 

key generation time for changes in threshold.  For example, in the case of 1024-bit key 

the time required to generate sets of key shares reduces from a startling 11 seconds to 3.5 
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seconds for a threshold change from 4-out-of-7 to 6-out-of-7. Table 4.2 shows the time 

measurements for this experiment.    

Table 4.2: Key generation and Distribution timings. 

dk = 512 bits dk = 1024 bits dk = 2048 bits 

Threshold Total 

Time 

Key 

Gen 

Key 

Dist. 

Total 

Time 

Key 

Gen 

Key 

Dist. 

Total 

Time 

Key 

Gen 

Key 

Dist. 

4 out of 7 15086 6888 8198 23434 12288 11146 69912 38712 31200 

5 out of 7 9631 6785 2846 18313 12590 5723 65486 39421 26065 

6 out of 7 7763 6842 921 16225 12639 3586 53658 35212 18446 

Table 4.2 shows the time taken for key share generation and distribution for four 

subsequent runs for various Key sizes and thresholds out-of 7. 

Table 4.3: Key generation timings with and without key share reuse. 

512 1024 2048 
Run 

  
With reuse  

(7 sets) 
Without reuse 

(21 sets) 
With reuse  

(7 sets) 
Without reuse 

(21 sets) 
With reuse  

(7 sets) 
Without reuse 

(21 sets) 
1 2961 9965 5667 25198 25433 114448 
2 2818 10752 5748 25424 26221 121665 
3 2763 10767 5793 25507 26855 116819 
4 2842 9993 5684 25256 25751 117994 

 
Table 4.3 shows the time taken for key generation and distribution with and without 

using the key share reuse technique for a threshold of 5-out-of-7. As seen in table 4.3, 

approximately 10.3 seconds are required to generate a 512-bit key without reusing key 

shares. For a threshold of 5-out-of-7 this means generating 21 sets of 5 shares each. If we 

reuse key shares then we need to generate only 7 sets of 5 shares each. This takes 

approximately 2.8 seconds which is roughly 
4

1 th the time taken if we create all new 

shares. Similar improvements are seen for 1024 and 2048 bit keys. From the data we 

have observed, it seems very apparent that key share reuse is very advantageous as far as 

saving time in the process of key generation. 
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Fig 4.6: Effect of key share reuse on key generation.  
 

4.4.1.2 Communication Overheads 

The RMI communication links were generally either 15-16 milliseconds each or 31-32 

milliseconds depending on whether the servers being connected to were remote or 

resident on the same machine. The percentage of time spent in RMI communication was 

more significant as an overhead in the Share Server operations as compared to the key 

generation operations of the Trusted Dealer.  

Table 4.4: RMI Communication overheads. 

Run 512 1024 2048 

  
TD 

operations 
Share Server 
Operations 

TD 
operations 

Share Server 
Operations 

TD 
operations 

Share Server 
Operations 

1 4.6% 24.5% 2.3% 18.0% 1.5% 7.9% 
2 3.5% 25.0% 1.9% 22.0% 1.2% 7.7% 
3 3.6% 27.0% 1.9% 15.0% 1.3% 8.2% 
4 3.8% 26.0% 1.9% 15.8% 1.4% 8.0% 

 Avg 3.88% 25.63% 2.00% 17.70% 1.35% 7.95% 
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Fig 4.7: RMI Communication Overheads. 

Table 4.4 gives the percentage of time consumed by RMI in the entire Trusted Dealer 

operations and also in the Share Server operations. Here we see that RMI overheads in 

the Trusted Dealer operations reduce in significance though they make still take the same 

amount of time as before or slightly more in passing large data (key shares, crypto 

components, hashes and more) in a serialized form. Since the time taken for key 

generation increases substantially with increase in key size as compared to the increase in 

the time taken for RMI communication, RMI overheads in the Trusted Dealer can be 

considered insignificant. 

In the Share server operation however, RMI communications are large enough to be 

considered significant. Again, when the size of the secret key is as small as 512 bits, the 

RMI overheads seem to look more prominent and account for approximately one fourth 
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of the total execution time of the Trusted Dealer. As the size of the key increases, the 

Trusted Dealer requires more time for the key generation process while the time taken for 

RMI communication still remains almost the same. Thus RMI seems to be a good 

communication tool to use for the implementation of the AKD algorithm. Table 4.4 and 

Fig 4.7 show the percentage of RMI overhead in key generation as well as share server 

operations  (signature share generation). Table 4.5 gives the relative amount of time taken 

by the Share Servers and the Special Server for signing their shares. 

4.4.1.3 Signature Share generation time 

Table 4.5 shows the time taken by each share server, on an average, to sign the hash of a 

message sent by the Special Server. The share servers take lesser time than the Special 

Server to create their respective signatures. Some of this excess time can be attributed to 

the fact that the private share of the Special Server is much larger than the private shares 

of the shared servers. Also as the size of the key increases, this difference becomes more 

prominent. In the case of a 512-bit key, the time taken for signature share generation is 

negligible for both the share servers as well as the Special Server. 

Table 4.5: Signature share generation timing for common key sizes. 

Run 512 1024 2048 

  
Special  
Server 

Share  
Servers 

Special  
Server 

Share  
Servers 

Special  
Server 

Share  
Servers 

1 0 0 156 88 984 282 
2 0 0 140 79 1000 271 
3 0 0 152 89 984 271 
4 31 0 160 89 960 240 

4.4.1.4 Scalability 

To test the algorithm for scalability, we implemented AKD for systems with thresholds of 

3-out-of-5, 5-out-of-7, and 7-out-of-9 and a constant fault tolerance of two. Table 4.6 and 

figure 4.8 summarizes the results. 
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Table 4.6: Scalability of AKD for common key and system sizes. 

dk = 512 bits dk = 1024 bits dk = 2048 bits 

 Total 

Time 

Key 

Gen 

Key 

Dist. 

Total 

Time 

Key 

Gen 

Key 

Dist. 

Total 

Time 

Key 

Gen 

Key 

Dist. 

3 out of 5 7673 6828 845 15356 11948 3408 56066 38227 17839 

5 out of 7 9584 6759 2825 18273 12486 5787 65859 39609 26250 

7 out of 9 16205 6714 9491 24858 12022 12836 70863 38413 32450 
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Figure 4.8: Scalability of AKD for 1024-bit key size for different system sizes. 

As evident from table 4.6 and figure 4.8 we see that the scheme is scalable to some 

extent. For example, for the common 1024 size key, we see that as we increase the 

system size from a 3-out-of-5 to a 7-out-of-9, the total key generation and distribution 
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time varies only from 15 seconds to approximately 22.8 seconds. The key generation 

time, as seen from table 4.6, for each key size is independent of the threshold or the size 

of the system. The variation in total time is mainly due to the key distribution time, which 

involves the key share generation. This is due to the variation in the number of sets and 

the number of shares required by each type of system and is proportional to
1+− tk

Ck

t .  

4.4.2 Test Case 2: Improper Special Server share. 

A valid signature should not be created if, in any case, the special server was not made 

aware of a transaction and thereby excluding his share. 

To check whether it was possible to create a valid signed share without the Special share, 

first, the Special Server’s share was not allowed to combine with the rest of the shares 

and second, a dummy share was passed as a Special Server share. In either case, when the 

complete signed message was decrypted for verification, the original message was not 

obtained and hence a new call for resigning the certificate was generated by the Special 

Server.  

4.4.3 Test Case 3: Share Server Combined attack. 

An equivalent of the Special Share should not be created from any combination of the 

legitimate shares owned by the Share servers. 

 For this test, all the share servers were reprogrammed to create a share out of the shares 

they owned. Since, together, they have t number of shares in each set and 
1+− tk

Ck

t  number 

of sets, they would need to produce t+1 shares from an array of w shares where                

w = tC
tk

k

t •
+− 1

. The total number of possibilities they would need to try would be Cw

t 1+
. 

Even by using all Cw

t 1+  possible trials the share servers were unable to generate a valid 

signature. 
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Chapter 5 
 

Dual Threshold Approach 
In the previous chapter a modified public key system was introduced for handling a 

special situation where a coalition needs to be formed by parties not completely sharing 

the same views or completely trusting each other but needing to collaborate on global 

issues. In this scenario of “trust-but-don’t–trust-blindly” if the Special Server were to be 

the focus of one’s attack, the compulsory share would fall into the hands of an attacker. 

While it is proven that in other circumstances of compromised entities, though there may 

arise a situation where the good servers may not be able to sign a certificate correctly due 

to insufficient number of good servers, a situation where a malicious entity would be able 

to get a certificate signed illegitimately does not arise. In other words, an external 

attacker cannot generate a meaningful signature without compromising the SS. 

This threat from a clever enemy, who chooses to attack the Special Server opens up a 

vulnerability in the algorithm. If the Special Server is attacked and compromised 

successfully, the attacker can send out a CSR. He only needs any t out of the k Share 

Servers in the system to send their signed shares, to get the bad certificate signed, which 

may not be a problem if the attack on the SS goes undetected. 

This problem can be overcome by a slight modification to the structure of the Special 

Server. This solution is called the Dual Threshold Approach.  The structure of the Special 

Server is now distributed over a second hierarchical level of Distributed Special Servers 

within the same network. In other words, the Special Server is now a collection of 

Distributed Special Servers, which combine to form the Special Servers share.  
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              Special Server      
                          share      
            
            
                   
            
            
Distributed SS     Distributed SS      Distributed SS   Distributed SS      Distributed SS 
            
            
    

Fig 5.1: Dual Threshold Model of the Special Server. 
 

5.1 Description 

In order to maintain tolerance, we introduce a second threshold here within the 

Distributed Special Servers. If the Special Server is divided into m Distributed Special 

Servers (peers among themselves) then any f out of them may be able to combine to form 

the Special Server’s legal share. This gives a dual stage hierarchy of share servers and 

ensures that as long as a collaboration of a threshold number of Distributed Special 

Servers among the client shares exists without compromise, the scheme can be 

successful. Thus as long as f out of the m distributed special servers are not compromised 

the Special Server cannot be influenced.  The tolerance level here is f-m and again, in this 

case too, a total of at least f-m+1 distributed special servers need to be compromised 

before the good servers can be stopped from signing legitimate certificate requests. Bad 

certificates can still not be signed since m-f+1 < f * - it is not enough to make the 

threshold mark. This threshold scheme is identical to the one implemented among the 

Share Servers.  

 
* since  (

2
m  + 1) ≤  t  < m;  similar to the requirement of t-out-of-k threshold. 
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         Generated by trusted party              
Special Server Share       Shared server Share      
            
                       
  
m Distributed Special Servers            k  Share  servers   
                       
 
f-out-of m signature shares      t-out-of k signature shares      
                 
             
            
            
            
            
   ƒ         
       Signed Message.   
  
   

Fig 5.2: Asymmetric Key Distribution Algorithm with Dual Threshold.  
 
As shown above in Fig 7, the Trusted Dealer now has to generate additional key shares 

for each of the Special Server’s compulsory key shares. It divides each SS key share into 

f smaller key shares of the same size. These are distributed among the m distributed 

special servers in 
1+− fm

Cm
f  ways using the key share reuse technique. The Distributed 

Special Servers now have 
1+− fm

Cm
f  · 

1+− tk
Ck

t  sets of key shares. Though this technique 

causes an explosion of key shares, it is still feasible compared to the scheme without key 

share reuse. It also provides more randomness than the classical threshold schemes. For 

example, reusing the previous example of 5-out-of-7 share servers, we have 
157

7

5

+−
C = 

3
21 = 7 sets of share server shares. If the Special Server threshold is now 3-out-of-5, we 
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have 
135

5

3

+−
C  = 10 div3 +10mod 3 = 4 sets of distributed special servers for each set of 

share server shares. This would result in a total of 4 · 7 = 21 sets, which is 90% lesser 

than 21· 10 = 210 sets (without reuse). Also, there exist a better degree of randomness 

here as compared to the classical secret sharing scheme[1] due to a larger key space.   

The f-out-of m threshold and t-out-of-k threshold’s are mutually exclusive - only t-out-of 

k and f-out of the m shares created could together form a successful transaction. 

Furthermore, if collectively t + f shares are applied out of k + m servers without 

observing the thresholds t and f, the Certificate Signing Request would be unsuccessful. 

5.2 Extended Mathematics & Proof: 

Considering the same example as before, this time we distribute and combine shares 

using the Dual Threshold technique. 

In this case, if a total of t+f shares are required to make a valid signature, where t come 

from t share servers and f from the distributed special servers, we would have the 

following true: 

  <combine any f>    <combine any t> 

 

1   2  …     m           1          …      k 

|  |       |           |         | 

S1 = Md1mod N   S2 = M d2 mod N   Sf = M df mod N  Sss1 = Mdss1mod N   Ssst= M dsst mod N 

Then,         S = ∏
+

=

ft

i

iS
1

  mod N    

$ S = { ( S1 x S2  x … x Sf ) mod N } x { ( Sss1 x … x Ssst ) mod N } 
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$ S = { (Md1mod N x Md2mod N x … Mdfmod N)mod N }x { (M dss1mod N x …   

x M dt mod N ) mod N }  

$ S = { (M d1 +  d2 +…+ df) mod N} x { (M dss1 +… + ds st ) mod N}   

$ S = M dss mod N x  ∏
=

t

i

iS
1

  mod N    

$ S = ∏
=

f

i

iS
1

  mod N  x  ∏
=

t

i

iS
1

 mod N 

Also, since ∏
=

f

i

iS
1

 mod N = Sss , we arrive at the same final result as before, namely, 

$ S = Sss  x  ∏
=

t

i

iS
1

 mod N 

This signature S is the same combined signature as in the previous case though the 

servers participating this time are different. Furthermore, as seen from the previous 

mathematical expression, S is a special combination of the special servers and the share 

servers. Only a particular combination of f servers can create the correct special server 

share and only t share servers can create the rest of the shares. This also conforms to the 

mutually exclusive property of the dual threshold. No other combination of t+f servers 

will result in the correct combined share S. 

5.3 Advantages 

The Dual Threshold concept has the following strengths: 

1.) There are two thresholds for any intruder to break, which is definitely tougher 

than simply trying to break into a single similar set of servers. The intruder would 

need to selectively attack the servers to break each threshold. This is difficult 

because there is no way for an attacker to know whether the server it is 

contemplating to attack is part of the share server or the special server group. 
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Thus, if there are m Special Servers and k share servers, and an f-out-of-m 

threshold for the special servers along with the generic t-out-of-k threshold for the 

shared servers, then the scheme is not simply (m + k - (f + t)) private. It would not 

be enough for the intruder to simply break into f + t number of servers out of the 

m + k total participants. Successful individual f-out-of-m and t-out-of-k attacks 

would be required to break the scheme. 

2) This could be more advantageous if both f & t are relatively small compared to m 

and k. Consider the lower permissible limits for the thresholds: (
2
m +1) and (

2
k +1) 

respectively. For example, if the special server threshold is 6-out-of-10 & shared 

server threshold is 9-out-of-15, then it is not sufficient to arbitrarily break into 15 

out of the 25 servers. The attacker specifically needs to gain control over six out 

of the ten distributed special servers and nine out of the fifteen share servers. 

Since the thresholds are almost half the number of servers, the probability of the 

attacker being able to break both thresholds successfully and get a minimum of 1 

set of shares from C10

6  ·C15

9  sets is 
1051050

1  = 9.514 x 10-7.   

Similarly consider the upper permissible limits for the thresholds (9-out-of-10 

and14-out-of-15 respectively), the probability of the attacker now being able to 

break both thresholds successfully and get a minimum of one set of shares from 

C10

9  · C15

14  sets is 
160

1  = 6.25 x 10-3.  In either case, the probability of the attacker 

being able to recover just one set is very small.  

3) Having complete control over one group of servers does not give control over the 

system. The intruder needs to be able to control at least a threshold number of 

servers from each group in order to prevent the servers from signing certificates. 

Also, breaking down either group would not result in compromising the whole system. 

Though no successful signing by the uncompromised servers is possible now, an 

improper certificate generated by the malicious party will still not be signed.
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Chapter 6 
 

Conclusion 

We have presented two threshold key distribution schemes that address the need for 

confidence in an asymmetric trust environment, namely, Asymmetric Key Distribution 

(AKD) and Dual Threshold (DT) approach. While the asymmetric key distribution 

technique solves the unequal power distribution problem easily, it has some vulnerability 

due to its asymmetric nature that could be used by an intelligent enemy to its advantage if 

undetected. The Dual Threshold is an extension of AKD that improves the confidence of 

the compulsory shareholders that no authentication can occur without their participation.  

We simulated an asymmetric trust environment and implemented the AKD in it for the 

purpose of experimentation and validation of our claims. Statistical measurements were 

taken to endorse the view that the AKD scheme is scalable and feasible to implement and 

provides confidence to the Special Server. General key share reuse was also 

implemented, which drastically reduced the computation effort and time required for the 

initial key share computation.  

The AKD and DT schemes are best suited to medium sized organizations as opposed to 

boundless membership networks like the Internet. They are extremely helpful in solving 

asymmetric trust relationships and asymmetric consensus issues. Some examples include 

the Federal Reserve System of the United States, the UN Security Council, Parliament 

houses of the world and shareholders of a corporation. 



 

59  

The Federal Reserve Board is a stand-alone body consisting of a central governmental 

agency- a seven-member board of governors and twelve regional Federal Reserve banks. 

Together these components share responsibility for supervising and regional financial and 

currency related issues of the United States. Every committee under this structure 

comprises of the entire board of governors and presidents of five-out-of-twelve Federal 

Reserve banks on a rotating basis [21]. All policies initiated by a Federal Reserve bank 

must be approved by the board with adequate majority from the Federal Reserve banks.  

The Board of Governors is analogous to the Distributed Special Server and the Federal 

Reserve Banks are analogous to the share servers.  

The United Nations Security Council consists of fifteen members of which nine 

affirmations are required for a decision including concurring votes of all five permanent 

members better known as veto power [22]. The veto power can be compared directly to 

the Special Server and the other members to the share servers. In general, this scheme can 

be applied to any mid-sized corporation where executive decisions are made jointly by a 

director or a board of directors and the shareholders.  

These schemes not only provide confidence in existing power sharing schemes, they also 

help reduce computation and time involved with traditional key share generation 

schemes. For example, key generation is traditionally known to be expensive in terms of 

number of operations and hence time, processing power and money. The key share reuse 

technique helped reduce the computation time, as seen from our experiments, by at least 

66 to 90% as the case may be.  

Immediate future endeavors include the implementation of the conceptualized Dual 

Threshold scheme. Also, since it may not be practical to involve a Trusted Dealer in 

every scenario, we would like further implement AKD and DT without a Trusted Dealer, 

similar to the Boneh approach [23]. We will also be looking at integrating our concepts 

with existing PKI services like threshold CA [24], Security Mediator (SEM) [25], 

Multicast Security Techniques (MSTs) [26] to offer the privileges of our schemes to a 

variety of existing applications.  
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