
ABSTRACT 

NAVARANGE, NAKUL. Energy Efficiency and Trade-off with Delay in Jamming-
Resistant Collaborative Wireless Broadcast Networks. (Under the direction of Dr. Huaiyu 
Dai). 
 

We study collaborative multi-channel wireless broadcast networks where nodes that have 

completely obtained the message being broadcast act as relays and transmit the same 

message to facilitate collaborative broadcast. Our study is conducted in the context of 

jamming-resistant networks based on Uncoordinated Frequency Hopping, where all the 

nodes hop over a large number of channels randomly and independently of each other. As the 

first step towards understanding such Collaborative Networks, we study Ideal Collaborative 

Networks, which ignore the relay accumulation process in practice. We focus on energy 

consumption of these networks and find the optimal number of transmitters that a 

collaborative network should deploy for message broadcast in order to minimize the network 

energy consumption. We further explore the dependence of this quantity on important 

network parameters such as the network size and the number of channels, as well as its 

scaling behavior. We find that the optimal number of transmitters scales only with the 

number of available channels; it increases with network size initially but approaches a 

constant value in asymptotically large networks. We also examine trade-off between network 

energy consumption and broadcast delay and demonstrate how to achieve the desired trade-

off.  

We then study Practical Collaborative Networks, which feature accumulation of the 

relays, and obtain the corresponding results regarding optimal number of transmitters. Based 

on these results, we find that an Ideal Collaborative Network is a good representation of the 

corresponding practical network and that analysis of Ideal Collaborative Networks offers 



important insights into practical collaborative networks. Our results indicate that 

collaboration significantly enhances energy efficiency.  

There are two necessities for collaborative networks in our study: they need to control 

the number of relays (preferably around the optimal value) and they further need to 

determine the end of broadcast (as quickly as possible). However, it is challenging to 

accomplish either goal in practice, especially in multi-channel networks and without a central 

authority. We present a distributed and energy-efficient protocol that fulfills these two 

requirements. 
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1. Introduction 

 

Wireless communication is of broadcast nature and is vulnerable to various security threats 

including, but not limited to, jamming attacks at the physical layer. Such attacks are aimed at 

transmitting signals at sufficiently high power to interfere with legitimate transmission 

making it difficult or even impossible to correctly decode the desired signal. Several 

countermeasures have been proposed in the literature to overcome or to mitigate the effect of 

physical-layer jamming. Some of the most prominent and effective anti-jamming measures 

include Spread-Spectrum (SS) Techniques. SS techniques spread the signal energy over a 

wide frequency spectrum making it difficult to detect or jam the signal. SS techniques are 

largely categorized into two classes, namely Direct Sequence (DS) and Frequency Hopping 

(FH). In DSSS, each data bit being transmitted is multiplied with a high-frequency pseudo-

random chip sequence, which is unique to that transmitter, and is thus spread over a wide 

bandwidth. In FHSS, data sequence is divided into packets of equal length and each packet is 

transmitted on a separate channel that is selected according to a pseudo-random hopping 

sequence, making the transmission span a large bandwidth as a result. There are two 

prominent features of SS techniques: 
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1. They require the chip sequence or the hopping sequence to be shared a-priori among 

all the communicating devices to facilitate complete message reception and correct 

decoding at all the receivers; 

2. The sequence needs to remain confidential among the legitimate network nodes to 

achieve resistance to jamming.  

 While the SS techniques achieve good jamming resistance, this requirement of a pre-

shared secret among all the network nodes gives rise to some scalability and security 

problems. Scalability concerns arise from the requirement that the chip or hopping sequence 

needs to be known a-priori to all the nodes. Although this keeps malicious nodes out of the 

network, on the downside, this may not allow other legitimate nodes to participate in the 

network communication at a later stage. Specifically, this requirement does not allow two 

nodes that do not share a secret key to communicate. Secondly, data confidentiality for the 

entire network is under threat even if a single node is compromised. Once the secret key is 

revealed, communication based on SS techniques does not remain confidential and is 

vulnerable to security attacks.  

To alleviate the above concerns with SS techniques, schemes that do not depend on 

pre-shared secrets have been proposed in the literature. As an improvement over FHSS, a 

novel anti-jamming technique named Uncoordinated Frequency Hopping (UFH) is proposed 

in [1]. In UFH, the source node divides the message to be broadcast into several packets and 

sends each packet over a randomly selected channel with one packet in each time slot. At the 

other end, receivers randomly and independently hop over the available channels; a receiver 

successfully receives a packet only if it selects the same channel as the source in a given time 
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slot. The process continues until all the network nodes receive the message completely. 

Because all the nodes hop randomly, the technique eliminates the need to have a shared 

secret key among the network nodes and is effective in establishing a key to facilitate further 

communication. Importantly, this randomization makes it difficult for the jammers to launch 

an effective long-term attack. All nodes hop independently of each other and the resultant 

absence of coordination among the nodes gives the technique its name. An uncoordinated 

counterpart of DSSS, named UDSSS, is proposed in [2] where the source node and the 

receivers randomly select their chip sequences for every message from a set of publicly 

known spreading sequences. A combination of these two techniques, named hybrid UFH-

UDSSS, is proposed in [3].  

Other anti-jamming techniques exist in the literature apart from these uncoordinated 

SS techniques. A channel surfing approach is discussed in [4] where sensor nodes adapt their 

channel assignments to restore network connectivity and overcome interference and is 

complemented with consideration of spatial retreats in [5]. Different ways to detect jamming 

attacks in wireless networks are discussed in [6]. Optimal network defense policies against 

jamming attacks are treated in [7]. Frequency hopping using uncoordinated seed disclosure is 

proposed in [8]. Randomized Differential DSSS is introduced in [9] as a parallel approach to 

enable communication without shared keys in presence of jamming. A method based on 

delayed seed disclosure in DSSS is treated in [10]. 

Although Uncoordinated SS techniques ensure that all the nodes receive the message 

without a shared secret while achieving good resistance to jamming, lack of coordination 

among the source and receivers results in low communication efficiency i.e. increased 
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broadcast delay over conventional SS techniques. An attempt to improve the efficiency is 

made in [11] and it utilizes erasure coding combined with a one-way authenticator based on 

bilinear maps. However, it is found to reduce the communication latency only by a half.  

With the aim of increasing communication efficiency, a technique that allows 

collaboration among the nodes in a UFH-based network is proposed in [12]. The technique, 

named Collaborative Uncoordinated Frequency Hopping, gives rise to a class of networks 

that do not depend on pre-shared keys, are resistant to jamming and exhibit increased 

communication efficiency as compared to UFH networks because of collaboration among 

nodes. In a Collaborative UFH network, nodes that have received the complete message 

serve as relays and transmit the same message to facilitate collaborative broadcast. Having 

multiple transmitters to aid the broadcast process over multiple channels utilizes spectral 

diversity and is shown to be effective in terms of reducing the broadcast delay. This approach 

is extended to multi-hop networks to utilize spectral as well as spatial diversity in [13]. 

In a Collaborative UFH network, every node that receives the complete message 

serves as a relay. Deploying an unconstrained number of relays works well for small 

networks where the number of nodes is (significantly) less than the number of channels. 

However, for large-scale networks, where the number of nodes far exceeds the number of 

channels available, allowing all the nodes to serve as relays may not be the optimal strategy. 

This is because when the number of transmitters far exceeds the number of available 

channels, collisions occur on every channel with high probability. The result is unproductive 

transmission and unnecessary increase in broadcast delay. This raises a question whether it is 

necessary for every node to serve as a relay as it appears that controlling the number of relays 
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may be beneficial. Existence of an optimum for the number of relays to be used is discussed 

in [14]. An optimal value for the number of relays that maximizes the probability of 

reception for a node is derived; and it is shown that the same value results in minimum 

broadcast delay. Results indicate that as long as the number of nodes exceeds the number of 

channels it is beneficial to control the number of relays to the optimal value in order to 

minimize the broadcast delay. This technique attains more efficiency than Collaborative UFH 

networks and gives rise to another type of collaborative networks where the number of relays 

is constrained. We will refer to these improved networks as CUFH networks. 

In the UFH-related literature so far, emphasis has been on improving communication 

efficiency by means of reducing the broadcast delay whereas sufficient attention has not been 

paid to energy consumption of such networks. Most of the devices used for wireless 

communications today are battery-operated and have limited supply of power that constrains 

their ability to function without replenishment of the power supply i.e. their useful lifetime. 

In many cases, it is difficult or even infeasible to replenish or replace the power supply but 

the devices are still expected to function properly for years; a good example being that of 

sensor networks deployed in inaccessible places. Energy consumption in such networks is 

therefore of prime significance and needs to be considered as the most important metric of 

performance when their communication efficiency is determined. 

The focus of our work is to study energy consumption of jamming-resistant 

collaborative wireless broadcast networks and to improve their energy efficiency so as to be 

able to practically realize and deploy this new class of networks in power-constrained 

environments. 
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CUFH consists of two phases: relay accumulation and collaborative broadcast. As the 

first step towards analyzing CUFH networks, we overlook the first phase and consider Ideal 

Collaborative Networks, which are simplified equivalents of CUFH networks thus formed. 

Such simplification facilitates mathematical analysis, with the essence of collaborative 

broadcast intact, and offers important insights into performance of CUFH networks. 

In practice it is desirable to reduce both the energy consumption and broadcast delay 

of a wireless network. In the CUFH networks considered, reducing the energy consumption 

can be accomplished by reducing the number of active transmitters whereas the broadcast 

delay can be reduced by having more transmitters, up to a certain limit in both cases. Trying 

to minimize either of the metrics individually results in an increased value of the other which 

may be undesirable. Thus, there is a trade-off between energy consumption and delay in 

CUFH networks, which is an important factor for the networks that need to exhibit good 

performance along both the metrics. Hence it is of interest to provide a joint consideration to 

energy consumption and delay to study their trade-off and to examine how to achieve the 

desired trade-off. 

It can be seen that efficient performance of a CUFH network depends on two key 

factors:  

1. The number of relays needs to be controlled at the optimal value and  

2. The transmitters need to stop transmitting when all the nodes have received the 

message completely 

Given that CUFH involves multiple independent transmitters spread throughout the network, 

it is fairly challenging to realize either goal in practice without control by a central authority 
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or without transmission of acknowledgement packets from receivers to transmitters. 

Nevertheless, both of these possible solutions are difficult to implement in distributed multi-

channel networks in the presence of jammers. This highlights the need for a practical and 

distributed protocol to enable implementation of CUFH networks in practice. 

Following is a summary of our main contributions: 

 We analyze energy consumption of collaborative networks and demonstrate that 

collaboration achieves significant improvement in energy efficiency 

 We derive the optimal number of transmitters to minimize energy consumption of 

collaborative networks and study its dependence on the network size, number of 

channels, number of packets in a message and jamming probability 

 We jointly consider energy consumption and broadcast delay of collaborative 

networks, examine their trade-off and demonstrate how to achieve the desired trade-

off 

 We present a practical and distributed protocol to facilitate implementation of 

efficient collaborative networks and illustrate its superior performance. 

While our study has the context of jamming-resistant broadcast for concreteness, many of our 

results can be extended to general multi-channel networks including emerging cognitive 

radio networks. 

The content in this Thesis is organized as follows: Section 2 introduces system model. 

Section 3 gives a discussion about energy consumption of UFH networks. Section 4 presents 

analysis of Ideal Collaborative Networks regarding their energy consumption and energy-
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optimal number of transmitters. Section 5 contains a treatment of CUFH networks. Section 6 

presents a distributed and energy-efficient protocol for CUFH networks. Section 7 presents 

simulation results and relevant discussion. Finally, section 8 concludes this Thesis. 
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2. System Model 

 

2.1 Network Model 

We consider a single-hop wireless broadcast network with one source node and N receiver 

nodes, each of which is assumed to possess transceiver capabilities. The source node can be a 

base station or a stand-alone wireless node like other receivers. The source node possesses 

the message that needs to be broadcast to the entire network. The source node divides this 

message into M packets of equal length, each of which may include overheads along with a 

portion of the message. 

C orthogonal channels are available to the network, which may be contiguous or may 

exist across several frequency bands. Each channel supports a fixed data rate. Each node is 

considered to be able to transmit or receive on one channel at a time, although our work can 

be extended to encompass sophisticated wireless devices that can transmit or receive on 

multiple channels at a time. 

Time is divided into slots of equal length and slots for all the nodes are assumed to be 

perfectly aligned, i.e. the network is supposed to be time-synchronous. A time slot needs to 

be long enough so that one packet can be transmitted within one time slot completely. Thus 

the duration of each time slot depends upon the length of each packet and the data rate 

supported by the wireless channel being used. 



 

10 

The source node selects a channel from the set of C available channels at the 

beginning of each time slot and transmits one packet on the same. It sequentially and 

recurrently transmits all the M packets in this manner until all the receivers have completely 

received the message. Each receiver, on the other hand, tries to receive all the packets by 

selecting a channel to listen to at the beginning of each time slot until it receives the message 

completely. Various strategies for channel selection by network nodes are proposed and 

analyzed in [12]. The strategy that is treated in this work is the one where all the nodes 

randomly and independently select a channel for each time slot. 

In CUFH, a relay is defined as a node that functions as a receiver in the beginning, 

obtains the complete message through reception process and then transmits the same 

message. All the relays function similarly as that of the source node; except that each relay 

needs to receive the entire message itself, before it can forward the same. Although all the 

transmitters1 transmit packets sequentially and continuously, each of them begins 

transmitting at different times (because when a relay begins to transmit depends on when it 

completes message reception, which may be different for all the relays) and hence during any 

given time slot, different transmitters are found transmitting different packets. This gives rise 

to channel collisions when two or more transmitters transmit different packets on the same 

channel during a time slot and a receiver tuned to that channel cannot decode any of those 

packets correctly. In other words, the network is considered to be asynchronous with respect 

to packet transmission. This consideration is more practical than an assumption that all the 

transmitters transmit the same packet during a time slot. The reason is although it may be 

                                                 
1 Set of transmitters comprises all the relays and the source node; each relay is a transmitter but a given transmitter can be 
either a relay or the source node. 
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easy to obtain packet-synchronization, it is difficult to maintain the same over the duration of 

broadcast and the network can quickly become packet-asynchronous even if a subset of 

relays loses synchronization. 

It is assumed that each transmitter consumes Et amount of energy to transmit data for 

one time slot. On the other hand, each node requires Er amount of energy to remain in 

reception mode for one time slot. It is assumed that a receiver consumes Er amount of energy 

per time slot regardless of whether it does or does not receive a packet during that slot. 

Some important definitions are given below: 

1. Node reception delay: It is the delay (in terms of number of time slots) since the 

beginning of the broadcast until a node under consideration completely receives the 

message. 

2. Network broadcast delay: The delay (in terms number of time slots) since the 

beginning of the broadcast until all the receivers in the network completely receive 

the message. 

3. Probability of successful packet reception: Probability that a given receiver 

successfully receives and correctly decodes a packet during a time slot. 

4. Network energy consumption: Sum of energy consumption of the source node for 

transmission, energy consumption of all the receivers for reception and energy 

consumption of all the relays for transmission over the entire duration of the 

broadcast process. 
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2.2 Attacker Model 

We consider presence of an attacker which is unbounded in power but which cannot 

influence the entire useful spectrum at the same time. That way during each time slot, there 

are at least a few channels that are not affected by the attacker and over which successful 

transmission is possible. The attacker can adopt three strategies as detailed in [1]:  

1. It can jam the legitimate transmission at physical layer by transmitting interfering 

signals at sufficiently high power so that the desired message cannot be correctly 

decoded by a receiver due to interference 

2. It can transmit at such a high power that the attacker’s message is the one that seems 

to be the desired message to a receiver due to high signal strength while the legitimate 

message appears as background noise i.e. it can modify the message 

3. It can insert a different message that it generated using the network’s pre-shared 

secret that it obtained. 

Out of these three strategies, we consider the attacker to resort to jamming as it is shown to 

be the most powerful of the three. 

Furthermore, the attacker (jammer) can be either non-responsive or responsive. A 

non-responsive jammer simply jams a chosen subset of channels during each time slot. A 

responsive jammer, on the other hand, senses the spectrum during each time slot to identify 

the channels that have ongoing legitimate transmissions and then jams those particular 

channels.  

We consider the jammer to be able to jam Cj channels per time slot. This way, 

combined effect of several jammers which can simultaneously jam Cj channels in total, can 
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be modeled as a single jammer for convenience. Another effect of this consideration is that 

our work holds valid irrespective of jammer’s type. The probability that a given channel is 

jammed during a time slot, called ‘jamming probability’, can then be given as 

 j jp C C . 

As mentioned before, we assume that 1jp 
 
i.e. the jammer cannot jam all the C channels 

simultaneously. 
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3. Energy Consumption of Uncoordinated Frequency Hopping 

 

Spread-Spectrum (SS) techniques are some of the most prominent countermeasures to 

jamming attacks at physical layer. SS techniques are aimed at spreading the desired signal 

over a wide bandwidth so that it becomes difficult to detect or jam the signal. SS techniques 

are classified into two categories: 

a. Direct-Sequence Spread Spectrum (DSSS) 

Each bit of the message is multiplied by a high-frequency ‘chip sequence’ at the transmitter. 

The spreading operation increases the signal bandwidth by a large amount. 

b. Frequency-Hopping Spread Spectrum (FHSS) 

All the nodes in the network periodically and synchronously switch their channel according 

to a pre-shared ‘hopping sequence’, due to which every node is tuned to the same channel at 

a given time. 

Although conventional SS techniques achieve good resistance to jamming, they suffer from 

some key drawbacks: 

1. Their jamming resistance depends upon a secret key, which is either a chip sequence 

or a hopping sequence. It thus becomes important for the network to preserve the 

confidentiality of the key throughout message broadcast for sustained resistance to 

jamming. The network loses anti-jamming abilities once the key is revealed. 
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2. More importantly, the secret key needs to be shared a-priori among all the nodes in 

the network. A node that does not have the key cannot communicate with the 

network. While this requirement keeps attackers out of the network, it does not allow 

two legitimate nodes that do not share a secret key to communicate with each other, 

either. 

Attempts have been made to overcome the aforementioned shortcomings of traditional SS 

techniques. As an improvement over FHSS, a novel anti-jamming technique is proposed in 

[1] which is described below. 

 

3.1 Uncoordinated Frequency Hopping 

Uncoordinated Frequency Hopping (UFH) is an anti-jamming technique introduced in [1] 

that utilizes frequency-hopping but does not depend on pre-shared keys. Basic mechanism of 

UFH can be explained as follows: 

 The source node divides the message to be broadcast into multiple packets. At the 

beginning of each time slot, it randomly selects a channel from the pool of multiple 

channels that are available and transmits one packet on it. It transmits all the packets 

sequentially in this manner and repeats the process until all the network nodes receive 

the message completely.  

 At the other end, receivers randomly and independently choose a channel at the 

beginning of every time slot and listen to it for the duration of the slot. A receiver 

successfully receives and decodes a packet during a time slot only if both of the 

following two conditions are met: the source happens to transmit on the channel 
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selected by the receiver during that slot and the channel is not jammed. A receiver 

continues this process until it receives all the packets. 

It is evident that UFH does not require network nodes to share any secret key as every node 

hops randomly and independently of other nodes. This way, UFH overcomes both the 

drawbacks of conventional FHSS systems. The absence of coordination among network 

nodes gives the technique its name. 

 

3.2 Energy Consumption of Uncoordinated Frequency Hopping 

It will be interesting to study energy consumption of UFH towards determining its energy 

efficiency. There is only one transmitter in UFH and it transmits throughout the broadcast 

process. Each of the N receivers remains in reception mode for every time slot until it 

completely receives the message and then hibernates to save energy. We can write average 

network energy consumption of UFH for a message broadcast as 

 E[ ] E[ ] E[ ]u t u r uE E D NE R  , (3.1) 

where E[Du] average network broadcast delay of UFH and E[Ru] is the average node 

reception delay of UFH, which is the same for all receivers due to symmetry. Approximate 

expressions for E[Du] and E[Ru] in terms of time slots are derived in [15] and are respectively 

given as 

 
1

1E[ ]
(1 )
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u
kj

k
MC

D
p 


   

and 
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1

1E[ ]
(1 )
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u
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k
MC

R
p 


  . 

Approximations are due to the fact that we assume receiver nodes to be independent whereas 

in a strict sense, they are not. This is because two receivers that select the same channel 

during a time slot experience the same outcome. Although both the receivers select the 

channel independently, their end results are dependent. But it turns out that effect of such 

dependence is not noticeable and that these approximations can safely be used. 

 

Lemma 3.1: 

Kth Harmonic number involved in the expressions above can be bounded as 

 
1

11 1
ln

(2 1) 2

K

k
k K

K K




   
   

where 0.5772   is the Euler-Mascheroni constant [16]. 

 

Proposition 3.1: 

Combining all the expressions and bounds stated above, we can conclude that  

  E[ ]uE CN   (3.2) 

 

Observations 

 Average energy consumption in UFH scales linearly with the network size as well as 

with the number of available channels. This is because both the network and node 
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reception delay scale linearly with the number of channels and for extremely large 

networks, reception energy consumption dominates total energy consumption. 

 On the other hand, average energy consumption of the source node scales as

 lnC N  i.e. only logarithmically with network size. 

 Average network energy consumption in UFH increases with number of packets as

lnM M . This suggests that fewer the packets into which a message is divided, lesser 

is network energy consumption. However, dividing the message into fewer packets 

makes each packet longer and a time slot has to be lengthened accordingly so that one 

packet can still be accommodated within one time slot. However, with longer time 

slots the hopping frequency reduces, all the nodes stay on the same channel for longer 

duration and the network becomes more vulnerable to jamming attacks. Thus, there is 

a trade-off between network energy consumption and resistance to jamming with 

respect to the number of packets into which a message is divided.    
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4. Ideal Collaborative Networks 

 

Uncoordinated Frequency hopping introduced in [1] enables two or more nodes to 

communicate without any pre-shared key and simultaneously achieves good resistance to 

jamming. However, nonexistence of a common key requires all the nodes to hop over 

available channels randomly and independently of each other. This inherent absence of 

coordination among the nodes results in very low communication efficiency. Broadcast delay 

of a UFH-based network is usually orders-of-magnitude more than broadcast delay of a 

corresponding FHSS-based network. We now discuss one of the most promising attempts 

towards improving efficiency of UFH. 

 

4.1 Collaborative Uncoordinated Frequency Hopping 

To enhance communication efficiency of networks based on UFH, an idea to allow 

collaboration among nodes of a UFH network is introduced in [12], which gives rise to 

Collaborative UFH. In Collaborative UFH, the source node divides the message into several 

packets and transmits those using UFH. At the other end, receivers try to receive all the 

packets using UFH. The difference arises after a receiver completes its process of message 

reception: after it completely receives the message, a receiver begins to act as a relay and 

broadcasts the same message using UFH over the set of available channels. In other words, 
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network nodes collaborate with each other during the broadcast process, which gives the 

technique its name. Collaborative UFH is shown to exhibit significant improvement in 

communication efficiency, by means of achieving large reduction in broadcast delay. It 

corroborates the notion that having more than one transmitter will usually benefit the 

network by facilitating the broadcast. 

In collaborative UFH, every receiver that completely receives the message serves as a 

relay i.e. the number of transmitters (including the source) will approach the network size 

over the course of broadcast. In terms of broadcast delay, this will mostly benefit small-scale 

networks, where network size is less than the number of available channels. However, in case 

of large-scale networks, where the number of nodes far exceeds the number of available 

channels, having far more transmitters than the number of channels at hand will result in 

collisions on almost every channel with high probability, which will lead to degradation in 

performance. We can see that it may not be necessary for every receiver to act as a relay and 

that a sufficiently large network can benefit by being selective about deploying relays. 

This idea is proposed and elaborated on in [14], along with a proposition that there 

exists an optimum for number of relays that a collaborative network should deploy in order 

to achieve minimum delay. Deploying optimal number of relays is shown to minimize 

network broadcast delay and constitutes an improvement over Collaborative UFH of [12], 

which is nonselective in nature. In the discussion from here onwards, we refer to this 

improved and selective scheme for collaboration, where the number of relays is deliberately 

controlled at the optimum, as Collaborative Uncoordinated Frequency Hopping (CUFH). 

Protocol underlying CUFH can be succinctly explained as follows: 
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Phase 1:  

The source node transmits the message using UFH and receivers try to receive the same 

using UFH as well. After a receiver completely receives the message, it begins to act as a 

relay and broadcasts the same message. However, such accumulation of relays is permitted 

only until there is desired number of relays in the network. Phase 1 ends when the network 

has gathered optimal number of relays. 

Phase 2:  

No additional relays are formed during phase 2. The source and the relays accumulated 

during phase 1 continue to broadcast until all the receivers receive the message successfully. 

 It will be of certain interest to mathematically analyze CUFH and get a quantitative 

idea of improvement it achieves over UFH. However, there are some challenges involved in 

analyzing CUFH: 

 CUFH networks are highly stochastic in nature; all the nodes hop in a random manner 

and independently of each other, giving rise to lack of coordination 

 It is difficult to mathematically represent the process of relay accumulation.  

Both the factors put together make it difficult to characterize a CUFH-based broadcast 

process exactly and to present an accurate model to facilitate analysis. As a result, it becomes 

a fairly challenging exercise to present precise mathematical expressions for network 

broadcast delay and node reception delay, both of which are important metrics for 

performance comparison with UFH. 
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4.2 Introduction to Ideal Collaborative Networks 

As the first step towards analysis of CUFH networks, we can overlook the process of relay 

accumulation and focus only on collaborative broadcast. This gives rise to a simplified 

analog of a CUFH network that is proposed and developed in [14], [15] and is named ‘Ideal 

Collaborative Network’. An Ideal Collaborative Network assumes that the required number 

of relays has already been formed, neglects the process of accumulation of relays and 

considers only the second phase of CUFH.  

An Ideal Collaborative Network consists of one source node, nr relays and N 

receivers. All the relays possess the message since the beginning, just like the source, and 

they transmit the message right from the start of broadcast. In other words, there are nr relays 

since the beginning of and throughout the broadcast process. Since an Ideal Collaborative 

Network already has sufficient number of relays, no new relays are accumulated and a 

receiver hibernates after it completely receives the message. An Ideal Collaborative Network 

thus captures the essence of CUFH networks. It turns out that neglecting the process of relay 

formation greatly simplifies analysis and fairly accurate expressions for average network 

broadcast delay as well as for average node reception delay2 can be obtained, which are given 

in [15] as 
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   (4.1) 

and 

                                                 
2 Note that average node reception delay is the same for all the receivers due to symmetry. 



 

23 
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  , (4.2) 

respectively3. In the expressions above, 
tnp is the probability of successful packet reception 

and is given as 

   (1 )j
n nt t

tnp M a b p   , 

with  1 11 1 M Ca   
 

and 11 Cb   . Total number of transmitters present in the Ideal 

network is denoted as nt and is given as 1t rn n  . A discussion about determining nt for a 

given Ideal Collaborative Network will follow. 

 

4.3 An Approach to Solve Linear-Exponential Equations: nlog 

Before we begin our analysis, it will be useful to consider a special class of equations which 

may be named ‘Linear-Exponential’ equations. Such equations exhibit the following form: 

 1 2 1 3 4 0x xxc c c c x c    , 

where ci’s are constants. With the help of a linear transformation, 2y x c   and necessary 

algebraic operations, the equation above reduces to  

  1 1 2 0yy c d d    (4.3) 

 with di’s as constants. To solve such linear-exponential equations, we introduce a 

mathematical function and name it ‘nlog’. 

 

                                                 
3 Once again, approximations are due to the fact that we assume receivers to be independent whereas in a strict sense, they 
are not. Nevertheless, it turns out that this approximation is fairly valid as indicated by simulation results. 
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Definition 4.1: 

  nlog ; iff
yye

y x x
y




 


 (4.4) 

where α is a parameter. 

It can be seen that nlog (pronounced ‘en-log’) is inverse of xxe x  . A plot of nlog for a 

few values of the parameter α	 is depicted in Figure 4.1 along with natural logarithmic 

function for comparison. A given value of α characterizes one curve4. 

 

Figure 4.1: nlog and natural logarithm 

                                                 
4 Note that nlog is technically not a function. But it turns out that only the upper arm in the first quadrant is of 
interest in this problem (the lower arm yields negative solution for optimal number of transmitters). Hence, 
when we mention nlog in this work, we mean this upper arm and it corresponds to a monotonically increasing 
function. 
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Note that as the absolute value of the parameter increases, the upper arm of the curve of nlog 

moves closer to the logarithmic function. The solution of a linear-exponential equation is 

obtained using the particular curve of nlog which corresponds to the parameter α	 under 

consideration5. 

 

Definition 4.2: 

The point in the first quadrant from which the two arms of nlog diverge is defined as the ‘tip’ 

and it corresponds to (xtip, ytip). 

 

Lemma 4.1: 

Beyond its tip, nlog is bounded, from both above and below, by natural logarithmic function, 

up to certain offset i.e. 

   nlog ; ln ( )x x   tipx x  . 

Proof: 

Consider any arbitrary 0 tipx x  and let 0  .6 

Part I 

Let 1 0lny x d  and  2 0nlog ;y x  where value of d will be decided later. By definition 

of nlog we have 

2

1 2

2

y
y d y e

e
y 

 


. 

                                                 
5 Interesting discussion about solving another type of linear-exponential equations can be found in [17] and [18] 
6 Only negative values are of interest since α < 0 for our problem, as will be clear later. However, Lemma 4.1 
holds for α > 0, too. 
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 1 2 2( )y y f y d    , 

where  2 2 2( ) ln ( )f y y y  . Because 0  , 2( )f y is a decreasing function of 2 2y y    

and its minimum value is 0. In other words, 2( )f y is always nonnegative because of which 

 1 2 0 0y y d    . 

  0 0 0ln nlog ; , 0tipx d x x x d       

 

Part II 

Let 1 0lny x d   and  2 0nlog ;y x   while value of d will be decided later. We have from 

the definition of nlog 

 
2

1 2

2

y
y d y e

e
y 

 


. 

 1 2 2( )y y f y d     

Because 2( )f y is a decreasing function of 2y , its maximum will be attained when 2y  takes on 

the minimum possible value i.e. tipy . It is thus clear that 

  1 2 0 ln ( )tip tipy y d y y      . 

    0 0 2 2ln nlog ; , ln ( )tipx d x x x d y y         

Combining results from both the parts, we can conclude 

 nlog( ; ) ln ( ) .tipx x x x      
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Corollary 4.1: 

 nlog ;x  is an increasing function of x, tipx x  . 

Proof: 

Because nlog is bounded from both above and below by a monotonically increasing function 

beyond xtip, we conclude that  nlog ;x   increases with x tipx x  . 

 

4.4 Optimal Number of Transmitters for Ideal Collaborative Networks 

We focus on energy consumption of Ideal Collaborative Networks and find the optimal 

number of transmitters that minimizes average energy consumption of a given Ideal 

Collaborative Network. We then study dependence of energy consumption and optimal 

number of transmitters on important network parameters. 

Since an Ideal Collaborative Network deploys nt transmitters from the beginning and 

has N receivers, average energy consumption of an Ideal Collaborative Network for a single 

message broadcast can be written as 

 E[ ] E[ ] E[ ]I t t I r IE n E D NE R  , 

where approximate expressions for E[ ]ID and E[ ]IR are given according to (4.1) and (4.2)

respectively. Using these expressions, we can elaborate the equation above which gives an 

expression for average energy consumption. 

 

Lemma 4.2: 

Average energy consumption of Ideal Collaborative Networks is 
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H( ) H( )
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(1 ) (1 )
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I
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E

a b p a b p
 

   
, (4.5) 

where H(K) denotes the Kth harmonic number. 

 We have seen that in order to achieve optimal performance, it not necessary for all the 

nodes to serve as relays and the network actually benefits by sensibly controlling the number 

of relays at a specific value which is found to be optimal for the network. In other words, the 

number of transmitters in an Ideal Collaborative Network (nt) need not be the same as the 

network size N and there exists an optimal number of transmitters that an Ideal Collaborative 

Network should deploy in order to achieve minimum energy consumption. As the first step 

towards making collaborative networks more energy-efficient, we now attempt to find a 

mathematical expression for the energy-optimal number of transmitters of an Ideal 

Collaborative Network. 

 It can be verified that E[ ]IE  is a convex function of nt and thus its minimum can be 

found by taking derivative. After some simplification, 
E[ ]

0I

t

E

n





gives 

 
 

0
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, (4.6) 

where 
H( )

H( )
r

t

NE M

E MN
   is constant for a given network and depends mainly on the network 

size and on the number of packets. Equation (4.6) exhibits a special linear-exponential nature 

which can be represented as 

 1 2 3 0t t
t tn nn L B L B n B     
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with L and Bi’s as constants. With the help of a linear transformation, (4.6) can be rewritten 

as 

   0yy l m n   , 

where 
1

lnty n
a

    
 

, 
a

l
b

 , 
 1

ln ln

ln

aa b
m

b a


   
 

 and 
   

 2

1
ln ln

ln

a a ba
n

b a

 
   
 

. The 

equation above is similar in form to (4.3) and can be rearranged as 

 
y

n
m

yl
m

y



, 

which can then be rewritten as 

 
 ln( ln )

ln ln

y l

n
m

y l e
m

y l l



 

with a change of base from l to e. Comparing the equation above to the definition of nlog in 

(4.4), we can write 

1
nlog ; ln .

ln

n
y m l

l m
   
 

 

 

Proposition 4.1: 

The optimal number of transmitters that minimizes average energy consumption of Ideal 

Collaborative Networks, nt,opt, is 

 
 ,

H( )1 1
nlog ; ln

H( ) lnln
r

t opt
t

a
b

E N Mn b
n m

m a E MN a

            
. (4.7) 

The parameter in the solution above is worth special attention: 
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a bn b
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 . 

 The parameter is always negative since 1 0a b   . 

 Importantly, the parameter depends only on the number of available channels along 

with the number of packets while it is completely independent of the network size. 

For a collaborative network, the number of available channels and the number of 

packets into which a message is divided are usually fixed. That way the parameter α 

turns out to be a constant for a source node, even if the network size changes because 

of nodes leaving or joining the network. It means that to evaluate the first term of 

(4.7), a source node needs to utilize only one particular curve of nlog, which 

corresponds to its parameter α, regardless of the network size. This facilitates 

distributed implementation with low memory requirements. 

 

4.5 Dependence of nt,opt on Network Parameters 

The optimal number of transmitters that minimizes average energy consumption of Ideal 

Collaborative Networks depends on important network parameters viz. the network size N, 

the number of available channels C, number of packets into which a message is divided M 

and the ratio of energy-costs of reception and transmission Er/Et. It is interesting to study 

dependence of nt,opt on these network parameters and to examine its behavior as these 

parameters take on asymptotically large values. Before doing so, it becomes necessary to first 

examine how nlog varies with these network parameters, which becomes clear after we study 

how the argument (m) and the parameter (α) of nlog vary with network parameters. 
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4.5.1 Dependence of the argument and the parameter of nlog on network parameters 

We first observe how the argument and the parameter of nlog depend on important network 

parameters. 

 

Dependence of the argument (m): 

We have seen the expression for the argument 

 
 1

ln ln

ln

aa b
m

b a

 
   
 

, 

where a, b and μ	have been defined before. We now utilize some approximations. 

 
Lemma 4.3: 
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Note that 
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and based on above 

 
1 1

ln ln 1b
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, 

 
1 1 ( 1)

ln ln 1 1
M

a
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. 

Using the aforementioned bounds on Harmonic numbers in Lemma 3.1, expression for the 

argument can then be approximated as 
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Thus, the argument increases with N and Er/Et while it decreases with M as well as C. This is 

because 1M M   and 1C C   decrease with M and C respectively. 

 

Dependence of the parameter (α): 

We have seen that the parameter of nlog can be expressed as 

 
  

 

2
ln

ln ln

a b

a b
   . 

Using the approximations stated in Lemma 4.3, α can be approximated to  

 
2

1

( 1) 1

C

M M C
       

. (4.8) 

The parameter is seen to decrease with M as well as C and is independent of N. Furthermore, 

for large values of C, α can be simplified to 

 
1

1
( 1)

C
M M

  


  . 

In other words, when the number of available channels is very large (which is usually the 

case for FHSS-based systems), the parameter is nearly independent of C. In either case,   

reduces with increasing M and with decreasing  , the curve of nlog ‘rises’ i.e. it moves 

further close to the logarithmic curve as seen in Figure 4.1. 
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4.5.2 Dependence of nt,opt on N 

Corollary 4.1 states that nlog is an increasing function of its argument. We have seen that the 

argument in our case monotonically increases with N. Putting both the facts together we infer 

that  nlog ;y m   monotonically increases with N. Referring to (4.4), as N takes on higher 

values,  nlog ;y m   increases, y becomes nearly equal to y   (since α is a small 

number cf. (4.8)) and  nlog ;y m   starts approaching  ln m , which is evident from (4.4). 

The difference between  nlog ;m   and  ln m  , say 1 , is thus a decreasing function of N 

and tends to zero as  nlog ;m   ultimately converges with  ln m . This relationship can be 

represented as 

      1nlog ; lnm m N   , 

where  1 0N   for large N. Using the relationship above with (4.7), we can write 
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. 

where the second equality follows from the definition of the argument (m). The first term in 

the last equality is independent of N, whereas the second term decreases with N before 
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reaching zero eventually. Thus, the energy-optimal number of transmitters nt,opt increases 

with network size initially. 

When  nlog ;m   actually reaches  ln m for large values of N,  1 0N  . Thus for 

asymptotically large N 

 
 
   ,

ln ln ln
1 ln

ln 1t opt

b a M
n M C

a b M
      

, (4.9) 

where the second equality follows from the approximations in Lemma 4.3. Thus for 

asymptotically large Ideal Collaborative networks, the energy-optimal number of transmitters 

is constant and depends only on C and M. 

 

Insights 

 As the network grows in size, the optimal number of transmitters that minimizes 

average energy consumption increases but eventually approaches a finite constant 

value that is independent of the network size. In other words, nt,opt  does not scale with 

N i.e. 

 , 1 w.r.t.t optn N   . 

This is reasonable because if nt,opt were to grow with N without a bound, the number 

of transmitters would far exceed the number of available channels at some point. This 

would lead to collisions on almost every channel with high probability, resulting in 

suboptimal broadcast conditions in terms of excessive energy consumption.  
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 Interestingly, the asymptotic value of nt,opt is identical to the number of transmitters 

 *
rn  that minimizes average node reception delay of Ideal Collaborative Networks. 

This can be explained as follows: for large values of N, the second term in (4.5) i.e. 

energy consumption of receivers dominates total network energy consumption and 

minimizing network energy consumption becomes equivalent to minimizing this 

second term, which is done by minimizing reception delay of individual nodes. This 

leads to an important inference: for asymptotically large Ideal Collaborative 

Networks, energy-optimal configuration is delay-optimal as well. 

 

4.5.3 Dependence of nt,opt on C 

We will first study scaling of nt,opt with the number of available channels. Because the 

argument of  nlog ;m   decreases with C and nlog is an increasing function,  nlog ;m   

approaches ytip for asymptotically large C so 

    nlog ; 1 w.r.t.m C    . 

However, 

 
   1

ln a
b

C   and  1

ln
C

a
  . 

  ,t optn C  . (4.10) 

Comments 

 The implication that the energy-optimal number of transmitters grows linearly with the 

number of available channels seems realistic: more the number of channels a network 
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has, more is the number of transmitters it can afford to deploy without incurring conflicts 

among transmitters.  

 There is yet another perspective: the number of transmitters a network deploys should be 

on the order of C; deployment of fewer transmitters cannot avail maximum possible 

advantage of collaboration whereas using too many transmitters results in collisions on 

channels and inefficient transmission. 

 

4.5.4 Dependence of nt,opt on M 

We have seen that with increasing M, absolute value of the parameter (α) reduces and tends 

to zero. As |α	 | reduces,  nlog ;y m   approaches  ln m  which is clear from (4.4) and 

can also be observed in Figure 4.1. Following the similar line of reasoning as in 4.5.2 above, 

we conclude with the help of (4.7) that for asymptotically large values of M,   

 
 
   ,

ln ln ln
lim 1

lnt opt
M

b a
n C

a b
   . (4.11) 

Dependence of nt,opt on M when M is finite is not easy to perceive mathematically, 

though. This is because with increasing M, absolute value of the parameter (  ) reduces and 

the curve of nlog moves further close to the logarithmic curve i.e. the curve of nlog rises. But 

on the other hand, increasing M reduces the value of the argument of nlog in our case (as the 

argument is a decreasing function of M) and a lower argument means a lower value of nlog. 

These two variations are thus conflicting and the exact outcome of this interplay is unclear. 

We therefore resort to numerical evaluations of (4.7) to study the dependence of nt,opt on 

finite values of M and observe that nt,opt increases with M very slowly. 
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Insights 

 The optimal number of transmitters that minimizes average energy consumption of 

Ideal Collaborative Networks increases with the number of packets and for 

asymptotically large M, it approaches a constant value which is set by the number of 

available channels. In other words,  , 1t optn    with respect to M. 

The fact that the asymptotic value of nt,opt is governed by the number of channels 

corroborates the inference of (4.10) i.e. the optimal number of transmitters should be 

on the order of number of channels. 

 Increase in the number of packets increases probability of channel collisions as well as 

the broadcast delay, both of which lead to increased energy consumption. On one 

hand, the network needs to deploy fewer transmitters to avoid collisions whereas 

reducing the broadcast delay requires more transmitters. It turns out that the penalty 

incurred (in terms of additional energy consumption) due to increased broadcast delay 

exceeds the penalty incurred due to increased number of collisions and the network 

actually saves energy by deploying more transmitters as it helps reduce the broadcast 

delay. 

 On the other hand, the number of transmitters  *
rn  that minimizes the network 

broadcast delay is found to decrease with increasing number of packets [14]. This 

means that as far as broadcast delay is concerned, penalty incurred due to increased 

channel collisions resulting from increased number of transmitters weighs more than 
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the possible benefits (in terms of reduced broadcast delay) due to having more 

transmitters. This demonstrates the opposite trends that nt,opt and *
rn  exhibit. 

However, for asymptotically large M, both nt,opt and *
rn  converge to the same value 

given in (4.11) implying that with asymptotically large number of packets, energy-

optimal configuration is delay-optimal as well. 

 

4.5.5 Dependence of nt,opt on Er/Et 

It can be seen that our formulation depends on the relative costs of reception energy 

consumption and transmission energy consumption. It would hence be interesting to study 

how the energy-optimal number of transmitters varies with relative costs of reception and 

transmission i.e. with r tE E  . As ν increases, so does the argument of  nlog ;m   and 

 nlog ;m   approaches  ln m . By reasoning similar to that in 4.5.2 above, we can say that 

nt,opt increases with ν and for asymptotically large values of ν 

 
 
   ,

ln ln ln
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b a M
n M C
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. (4.12) 

Thus, energy-optimal number of transmitters for Ideal Collaborative Networks increases with 

ν but does not scale with ν; it instead approaches the constant value given by (4.12). This is 

reasonable because with increasing value of ν the relative cost of reception increases and 

energy consumption for reception dominates the total network energy consumption. As a 

result, minimizing network energy consumption is equivalent to minimizing reception energy 
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consumption, the second term in (4.5), which is accomplished by the value of nt,opt given 

above. 

At the other extreme lies an interesting case when the cost of reception energy 

approaches zero. It reveals some interesting aspects about relative performance of 

collaborative and non-collaborative schemes and is treated in 4.7. 

 

4.5.6 Dependence of nt,opt on pj 

Surprisingly, energy-optimal number of transmitters for Ideal Collaborative Networks does 

not depend on the jamming probability. This can be explained as follows: all the nodes in a 

CUFH network hop over available channels in a random manner and independently of each 

other. Hence every node, transmitters and receivers alike, is equally probable to hop onto a 

jammed channel. In other words, each node is equally affected by the jammer in average 

sense. This can also be seen from (4.5), where both the terms (corresponding to transmitters 

and receivers respectively) are weighed by the same factor of jamming probability. What is 

affected by the jammer is the network energy consumption, but not the number of 

transmitters that minimizes the same. 

 

4.6 Dependence of Energy Consumption on Network Parameters 

It is certainly interesting to analyze how average energy consumption of Ideal Collaborative 

Networks depends on network parameters. We refocus on (4.5) 
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In the following we verify that with optimal number of transmitters in place,   1
t tn na b


  

does not scale. 
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where the second equality follows from the definitions of a and b along with aforementioned 

approximation    1 exp 1
y

x xy x     . The third equality is obtained from Taylor’s 

series expansion of xe as 

 
2

1
2!

x x
e x   . 

Because the energy-optimal number of transmitters scales with C cf. (4.10), it is clear that the 

expression above for  t tn na b  does not scale. Combining this result with that of Lemma 

3.1, which implies    lnH K K  , we conclude 

  E[ ] lnIE C N N   . (4.13) 
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Insights 

 An immediate inference of the result above is the superior performance achieved by 

Ideal Collaborative Networks over UFH on account of collaboration cf. Proposition 

3.1. When either or both N and C scale, Ideal Collaborative Networks exhibit 

remarkably improved energy efficiency in order sense. 

 The result clearly demonstrates that collaboration achieves significant savings in 

energy consumption over non-collaborative schemes, at least asymptotically. 

 

4.7 Effect of Negligible Energy Consumption for Reception 

We now turn to a special case of Ideal Collaborative Networks, where the cost of reception 

(in terms of energy consumed) is negligible i.e. 0rE  . 

In this case, average network energy consumption can be expressed as 
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It can be verified that E[ ]IE  is a convex function of nt and its minimum can be obtained by 

taking the derivative. After some simplification, 
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, 

which is a simplified form of (4.6) with 0  . The optimal number of transmitters that 

minimizes average energy consumption of Ideal Collaborative Networks in this simplified 

case is then given in terms of nlog as 
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where the argument 
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 and the parameter 
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It is interesting to focus on energy consumption in this case and analyze its derivative. 

   
 2

ln lnH( )E[ ]

(1 )

ttI

t j

t t t t

t t

n n n n

n n

a b n a a b bE MNE

n p a b

     
  

 

Since the rest of the terms are clearly positive, we focus on the term in square brackets. 
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The third equality follows from Lemma 4.3 while the fifth equality results from 

approximating Taylor’s series expansion for MCtne . What the result above means is 

E[ ]
0I

t

E

n





 for all feasible values of C and M. 
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Insights 

 With negligible energy-cost of reception, energy consumption of an Ideal 

Collaborative Network monotonically increases with the number of transmitters 

deployed. Thus, to minimize energy consumption, the network needs to use the least 

possible number of transmitters i.e. one. In other words, UFH is the most energy-

efficient scheme in this case and no collaboration is required to achieve maximum 

energy efficiency. The results points to an important fact that collaboration may not 

always be necessary in order for the network to be energy-efficient. 

This is verified with numerical evaluation of (4.14) which confirms that , 1t optn    . 

The result is reasonable because with negligible reception energy consumption, 

receivers can stay in reception mode for as long as needed without spending energy, 

while the network saves transmission energy by deploying only one transmitter. 

Network energy consumption in this case scales as  lnC N , which is entirely due 

to the source node. 

 Interestingly, the optimal number of transmitters in this case does not depend on the 

network size. UFH is therefore the energy-optimal scheme regardless of the network 

size when reception energy consumption is negligible. 

 

4.8 Trade-off between Energy Consumption and Broadcast Delay 

The focus of our work so far has been on minimizing network energy consumption and as 

such, the work is applicable to networks where energy is at a premium. On the other hand, 
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[14] focuses on minimizing broadcast delay, without considering energy consumption and is 

appropriate for networks with stringent latency requirements. It will be of great benefit to 

minimize energy consumption and broadcast delay at the same time, though. Reducing 

energy consumption can be accomplished by reducing the number of active transmitters 

whereas broadcast delay can be reduced by having more transmitters, both up to a certain 

limit. It is clear that trying to minimize either metric individually results in an increased value 

of the other. Consequently, the numbers of transmitters that are optimal for each criterion are 

usually different and simultaneous minimization of both the metrics is infeasible, in general. 

An exception to this proposition has already been encountered: for asymptotically large Ideal 

Collaborative Networks, energy-optimal configuration is delay-optimal as well. That is, 

deploying a specific number of transmitters minimizes both energy consumption and 

broadcast delay. 

To extend the applicability of our work to those networks where both energy and 

delay are important considerations, we now consider both the metrics together and examine 

their trade-off. A suitable metric for joint consideration would be the linear combination (or 

weighted sum) of energy consumption and broadcast delay defined as 

 (1 ) E[ ] E[ ]I IS E D    

where [0,1]   is the weight assigned to the delay metric while its complement being 

assigned to energy metric. Such a joint metric provides good flexibility since the individual 

metrics can be assigned appropriate weights depending upon preferences of the network 

under consideration. In that sense, δ becomes a design parameter which can be chosen to 

meet the specific requirements of the network being considered. At one end, it considers only 
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delay  1   and coincides with the work in [14] while at the other extreme  0   it 

considers only energy and is the focus of our work so far. It would be desirable to minimize S 

for a given weight δ so as to achieve a good balance between energy consumed and delay 

incurred, by attaining appropriate reduction in both the metrics. 

Using the established expressions for network energy consumption and broadcast 

delay, we can elaborate S as 

 
 

(1 ) H( ) (1 ) H( ) H( )
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t t r
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It can be verified that S is a convex function of nt and its minimum can be found by taking 

derivative. After necessary simplifications, 0
t
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 . We have seen that solution to such a linear-

exponential equation can be obtained in terms of nlog as 
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2
ln

ln ln

a b

a b


    .  

This is the optimal number of transmitters that achieves the desired trade-off between energy 

consumption and broadcast delay of an Ideal Collaborative Network for a given δ, by 

obtaining appropriate reductions in both the metrics. 
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5. Energy Consumption of Collaborative Uncoordinated 
Frequency Hopping 

 

We now focus on practical CUFH networks, after having analyzed Ideal Collaborative 

Networks that are tractable for mathematical analysis as they do not take the process of relay 

accumulation into account. Let us quickly recollect the protocol underlying CUFH: 

Phase 1: Relay accumulation 

The source node sequentially transmits all the packets using UFH and receivers try to receive 

those packets. When a receiver completely receives the message, it begins to retransmit the 

same message and a relay is said to have been accumulated. However such accumulation of 

relays is permitted only until there are nr relays in the network, and the first phase ends then. 

Phase 2: Collaborative Broadcast 

All the relays accumulated during phase 1 continue to transmit the message along 

with the source node until all the receivers completely receive the message. 

Although it is interesting to analyze energy consumption of CUFH networks, there are some 

challenges in doing so. 

 CUFH networks exhibit highly random nature and lack of coordination among 

network nodes 

 It is difficult to model the process of accumulation of relays during phase 1 
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Both the factors put together, it becomes challenging to accurately characterize a CUFH-

based broadcast process and present a precise mathematical model for analysis. As a result, 

obtaining exact expressions for nodes’ reception delay and network broadcast delay is non-

trivial7 and hence analyzing energy consumption of CUFH networks becomes a challenging 

task. We therefore examine their energy consumption in order sense. 

Average energy consumption of a CUFH network is the sum of average energy 

consumption of all the receivers for reception, average energy consumption of all the relays 

for transmission and average energy consumption of the source node. As the first step, we 

can express average energy consumption of CUFH networks as 

 
1 1

E[ ] E[ ] E[ ] E[ ]
rnN

c r i t i t c
i i

E E R E T E D
 

    . (5.1) 

In the expression above, E[Ri] is the average delay before the network obtains i nodes with 

complete message i.e. until any i nodes completely receive the message, E[Ti] is the average 

duration for which ith relay gets to transmit and E[Dc] is the average network broadcast delay 

of the CUFH network. We assume that every relay keeps transmitting until the end of the 

broadcast, no matter when it begins transmitting. We can then write i i cR T D   for all the 

relays. Based on this assumption, we can modify the equation above as 

 
1 1

E[ ] E[ ] E[ ] E[ ],
rnN

c r i t c i t c
i i

E E R E D R E D
 

      

which can then be rewritten as 

                                                 
7 A simplified case with M = 1 has been treated in [19] to derive expressions for average network broadcast 
delay based on a Markov model of the collaborative broadcast process. 
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1 1

E[ ] E[ ] E[ ] ( 1) E[ ]
rnN

c r i t i t r c
i i

E E R E R E n D
 

     . (5.2) 

 

5.1 Scaling Law for Energy Consumption 

It is interesting to examine energy consumption of asymptotically large CUFH networks. We 

focus on (5.2) and try to understand how each term scales.  

 It should be noted that larger the network, lower is the delay until any i nodes have 

completely received the message i.e. lesser is the value of E[Ri]. This is because more 

the number of receivers, higher the probability that at least one node receives a packet 

during a time slot. As a result, delay until the network gets any i nodes with complete 

message reduces with increasing network size and approaches a nonzero constant 

greater than M. In other words, 

 E[ ] (1) w.r.t. [1, ]iR N i N    . 

Since the first term in (5.2) is a sum of N terms each of which approaches a constant 

for asymptotically large N, we conclude that 

  
1

E[ ]
N

r i
i

E R N


  . 

 The second term in (5.2) is a sum of nr terms each of which approaches a constant for 

asymptotically large N. We claim that the energy-optimal number of transmitters for 

CUFH networks cannot scale with N. That is because if it does, number of 

transmitters will far exceed the number of available channels after some point and 

there will be collisions on nearly every channel with high probability resulting in 
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suboptimal broadcast conditions and unnecessary increase in network energy 

consumption. This claim is validated later. Hence with respect to N, 

 
1

E[ ] (1)
rn

t i
i

E R


  . 

 It is shown in [15] that as long as C does not scale on the order of N, upper bound on 

E[Dc] scales as  ln N . We can then write 

  ( 1) E[ ] lnt r cE n D N   . 

 

Proposition 5.1: 

Based on the three intermediate results above, we establish the following scaling law  

  E[ ]cE N  . (5.3) 

 

Insights 

 Collaboration is at least as good as non-collaborative schemes in order sense cf. (3.2). 

The result implies that collaboration does not consume more energy than non-

collaborative schemes, asymptotically. 

 Average energy consumption of CUFH networks scales linearly with network size. 

This is in contrast with their average broadcast delay which scales only 

logarithmically with network size. This can be explained since delay can be 

considered as a parallel phenomenon: two or more nodes can simultaneously receive 

a packet during a time slot and hence delay does not scale linearly with N. On the 
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other hand, no matter how many nodes receive a packet simultaneously, each of them 

consumes energy contributing to the total energy consumption which thus exhibits 

linear increase. 

 

5.2 Theoretical Estimates for Energy Consumption of CUFH Networks 

We now present an approach to estimate energy consumption of CUFH networks. We rewrite 

(5.2) as  

 
1 1

E[ ] E[ ] E[ ] ( ) E[ ]
r

r

nN

c r i t t c t r i
i n i

E E R E n D E E R
  

      

and reform it further as  

    E[ ] E[ ] E[ ] E[ ]c r r NR t t c t r r RE E N n R E n D E E n R      (5.4) 

where E[RR] is the average of reception delays of those nr nodes that receive the message first 

and serve as relays while E[RNR] is the average of reception delays of the remaining N nr 

nodes. In order to estimate energy consumption theoretically, we need to estimate the three 

delays involved in (5.4). With the help of simulations, we observe that average phase-1 

duration of a CUFH network can be estimated as  

1 1 2E[ ] E[ ] 0.6E[ ]P D D  , 

where 1 1
0

E[ ] (1 (1 (1 ) ) )j M N

j

D M p




     and 1
2

0

E[ ] (1 (2, ))N

j

D j






   are the average 

delays before the network obtains first one and two nodes with complete message, 

respectively; 1 (1 )jp p C  ; (2, )j is the CDF for Ideal networks as described in [15]. We 

can express E[P1] in terms of E[D1] and E[D2] because reception delays of the first two nodes 
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dominate phase-1 duration. Furthermore, because Ideal networks model the second phase of 

CUFH, phase-2 duration can be given by the broadcast delay of the corresponding Ideal 

network as
 2

H( )
E[ ]

(1 )j
t tn n

MN
P

a b p


 
 where H(K) denotes the Kth Harmonic number, 

 1 11 1 M Ca     and 11 Cb   . Finally, 1 2E[ ] E[ ] E[ ]cD P P  . 

 It should be noted that formation of relays is an avalanche process; although it begins 

slowly it accelerates as more and more relays are accumulated. Hence, most of the relays are 

formed towards the end of phase 1 and average of their reception delays should be near the 

end of phase 1. On the other hand, the number of transmitters during phase 2 is constant and 

the probability that the network obtains one more receiver with complete message is higher 

when there are more receivers i.e. towards the beginning of phase 2. Hence, the average of 

reception delays of non-relay nodes should be near the beginning of phase 2. Based on these 

facts, we claim that  

 1 2 1 2E[ ] E[ ] 0.1E[ ] and E[ ] E[ ] 0.25E[ ]R NRR P D R P P    , (5.5) 

with the numeric coefficients being tuned with the help of simulations. Based on these 

estimates of the three delay values, we can estimate average energy consumption of a CUFH 

network.  
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6. Protocol Design for Efficient Collaborative Uncoordinated 
Frequency Hopping 

 

It has been demonstrated that on account of collaboration, CUFH networks generally achieve 

better communication efficiency than UFH in terms of broadcast delay as well as energy 

consumption. It will hence be of great benefit to be able to implement CUFH networks in 

practice so as to improve communication efficiency of jamming-resistant networks by 

utilizing collaboration. We now attempt to design a protocol that can facilitate 

implementation of CUFH networks. 

 

 6.1 Collaborative Uncoordinated Frequency Hopping: Requirements and 
Challenges 

Networks based on Collaborative Uncoordinated Frequency Hopping have two fundamental 

requirements: 

1. Number of relays needs to be carefully controlled at the optimal value to attain optimal 

performance 

2. All the transmitters need to stop transmitting when all the receivers have received the 

message completely, to avoid unnecessary energy expenditure. 
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It is evident that meeting either requirement in practice is challenging, especially without any 

mechanism for common control, because of which realizing CUFH networks is not 

straightforward.  

 Firstly, controlling the number of relays in a collaborative network would normally 

require a central authority that monitors the process of accumulation of relays and 

prohibits formation of new relays right after sufficient number of relays has been 

accumulated. However, the task of controlling the number of relays is more difficult in 

a multi-channel network, even with a central authority. Additionally, the difficulty is 

intensified because all the nodes hop over available channels randomly and 

independently. 

 Secondly, in order for the transmitters to know whether each receiver has received the 

message completely, every receiver will need to send acknowledgements. To receive 

such acknowledgements, each transmitter will have to switch to reception mode 

periodically, which is impractical. Additionally, such exchange will result in large 

amount of overheads and increased broadcast delay, which will hamper any benefits 

that would be possible due to utilizing collaboration. In summary, given the multi-

channel and uncoordinated nature of CUFH networks, it would be quite infeasible to 

make sure that every transmitter receives information about reception status of each 

receiver. 

We attempt to design a practical protocol for CUFH networks that can  

1. Control the number of relays at or near the optimal value and 
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2. Control the duration of transmission of each transmitter enabling it to stop transmitting 

at an appropriate point in time such that all or majority of network nodes will have 

received the message completely. 

 

6.2 Protocol to Control the Number of Relays 

First, we individually consider the problem of controlling the number of relays in a CUFH 

network at or near the optimal value and introduce a protocol to attain this goal. 

Protocol 1: CUFH-r 

1. The source calculates a threshold ,r optn N  , where , , 1r opt t optn n   is the optimal 

number of relays (excluding the source node), and embeds the same in every packet. 

This threshold roughly signifies the probability that a given node should serve as a 

relay for optimal performance of the network. 

2. After a receiver completely receives the message, it generates a random number 

between 0 and 1. It serves as a relay only if the random number is less than or equal 

to the threshold  . 

 

Merits 

 Since the threshold is the fraction of the total number of network nodes that should 

serve as relays for optimal performance, the number of relays accumulated using 

CUFH-r is expected to be very close to the optimal value, on average. 
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 Importantly, CUFH-r is a generic protocol that can be deployed to accumulate the 

desired number of relays in CUFH networks. The desired value for number of relays 

can in turn be set to achieve optimal performance with respect to broadcast delay, 

energy consumption, their trade-off or any other performance metric of interest. 

 

6.3 Practical Protocol for Efficient Collaborative Uncoordinated 
Frequency Hopping 

After having accumulated the required number of relays, it is equally important to control the 

duration of transmission of every transmitter so that each transmitter knows when to stop 

transmitting. Numerous receivers may be left with incomplete message due to a premature 

end of transmission whereas prolonged broadcast may cause unnecessary energy expenditure 

and needless spectrum occupancy. 

We now introduce a practical protocol for efficient CUFH networks that achieves 

both the fundamental requirements of CUFH networks mentioned in 6.1. 

 

Protocol 2: CUFH-r-Three-Phase 

Phase 1: Collaborative Broadcast 

 The network follows CUFH-r. The source node calculates the threshold  . At the 

same time, it estimates an approximate value of average network broadcast delay 

E[Dr]
8. It then embeds both in every packet and transmits the packets sequentially.  

                                                 
8 E[Dr] denotes average broadcast delay of a collaborative network that utilizes CUFH-r. 
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 After a receiver receives the message completely, it follows CUFH-r and decides if it 

should act as a relay. The process continues until E[Dr]. 

 

Phase 2: Beacon Interval 

 All the receivers that have not received the message completely by the end of phase 1 

(‘incomplete’ nodes) switch to transmission mode now whereas all the transmitters 

from phase 1 switch to reception mode.  

 Every incomplete node transmits using UFH a standard and identical beacon packet 

which says that a node has yet to complete reception process. All the transmitters 

from phase 1 (which are in reception mode now) try to listen to such beacon packets 

using UFH.  

 Phase 2 lasts for a predetermined duration, which is set to be far less than phase-1 

duration. At the end of phase 2, all the incomplete nodes switch back to reception 

mode whereas only those transmitters from phase 1 that have received at least one 

beacon packet during phase 2 switch back to transmission mode. Remaining nodes 

hibernate. 

 

Phase 3: Responsive Broadcast 

 Those transmitters that are supposed to be active during phase 3 respond to beacon 

packets by transmitting the original M-packet message. A receiver that receives the 

message during phase 3 decides if it should act as a relay using CUFH-r. 
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 Phase 3 lasts for E[Dr] after the end of phase 2. At the end of phase 3, all the 

transmitters stop transmitting assuming that all the receivers have received the 

message. 

 

Motivation 

 Supposing E[Dr] to be the average broadcast delay of a network utilizing CUFH-r, it 

can be  understood that in the majority of attempts, broadcast will be complete by 

2∙E[Dr]. This is the rationale behind setting the durations of phase 1 and phase 3 to 

E[Dr] each, so that the combined duration of message broadcast is 2∙E[Dr]. 

 Since E[Dr] is average broadcast delay, broadcast will complete before E[Dr] in some 

cases (‘early completion’) whereas it will complete after E[Dr] in the rest. Setting the 

duration of phase 1 to E[Dr] ensures that in the first set of cases (that exhibit early 

completion), broadcast is complete during phase 1. 

 Phase 2 is necessary to determine whether phase 3 is required. If no phase-1 

transmitter receives a beacon during phase 2, it is likely that all the receivers have 

received the message and no responsive broadcast (phase 3) is required. 

 Most likely, phase 2 results in a reduction of number of transmitters from phase 1 to 

phase 3. Accumulation of relays is allowed during phase 3 to compensate for this 

likely decrease in the number of transmitters. 
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Advantages: 

 CUFH-r-Three-Phase is a distributed protocol. It does not require any continuous and 

dynamic control from a central authority. Every node decides for itself whether it 

should act as a relay and every relay knows when to stop transmitting. 

 Dividing the total broadcast duration of 2∙E[Dr] into two phases proves to be 

advantageous in terms of energy. By means of this division into phases and 

introduction of phase 2 in-between, the network saves significant amount of energy in 

those cases where broadcast completes during phase 1 (before E[Dr]) i.e. cases that 

exhibit early completion. In such cases, phase 3 is not needed and phase 2 ensures 

that there is no transmission during phase 3. Without such a control, all the 

transmitters will remain active unnecessarily for an additional duration of E[Dr] 

causing tremendous increase in energy consumption. 
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7. Simulation Results 

 

We now present simulation results for Ideal Collaborative Networks and practical CUFH 

networks. As mentioned before, CUFH networks are difficult to model and analyze 

mathematically because of their random nature and hence we attempt to study CUFH 

networks further via simulations. Unless stated otherwise, important network parameters are 

assigned the following values which can be said to be general: 

64, 5, 1, 0.1, 35 / 64t r jC M E E p    
 

Ideal Collaborative Networks 

First, we compare energy consumption of Ideal Collaborative Networks as obtained 

from theory with that obtained from simulations. Figure 7.1 shows that both the values 

exhibit close match, validating accuracy of (4.5). We then evaluate (4.7) and simultaneously 

obtain the corresponding optimal number of transmitters via simulations. Both the values are 

in good agreement as shown in Figure 7.2, which validates our analysis. 

 

CUFH Networks 

Next, we compare energy consumption of UFH networks with CUFH in Figure 7.3. 

UFH deploys only one transmitter throughout the broadcast and incurs far more broadcast  
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Figure 7.1: Comparison of theoretical and simulated energy consumption of Ideal networks 

 

          

Figure 7.2: Energy-optimal number of transmitters for Ideal networks, theory & simulations 
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delay than CUFH, which utilizes collaboration and deploys multiple relays to assist the 

source node. We observe that a CUFH network consumes less energy than the UFH network 

of equal size; even for the smallest network considered, the savings are around 50% which 

continue to increase with network size. This may seem contradictory at first; the fact that 

CUFH uses more transmitters might create an impression that it consumes more energy.  But 

the result of using more transmitters is that broadcast delay is greatly reduced, because of 

which all the nodes have to remain active for a shorter duration than in a UFH network, 

which ultimately results in reduced energy consumption. We thus conclude that CUFH is 

more energy-efficient than UFH and that collaboration leads to energy savings, in general. 

 Additionally, energy consumption of CUFH increases almost linearly with N, 

validating our finding in (5.3) even for smaller networks. Another point worth a mention is 

that additional energy consumption incurred because of using slightly suboptimal number of 

relays isn’t significant (~ 0.5% for deviating by 3); i.e. little deviation from the optimal 

value can be tolerated without noticeable penalty as seen from Figure 7.4. 

 Furthermore, we evaluate and plot the theoretical estimates (obtained in 5.2) for 

energy consumption of CUFH networks with 64 and 96 channels and the estimates are 

observed to be in close proximity of the simulation results. 

 

 We know that there exists an optimal value for number of transmitters that a 

collaborative network should deploy in order to minimize energy consumption. We now try 

to find the energy-optimal number of transmitters for CUFH networks, nt,opt, by simulations 

and study its dependence on important network parameters. 
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Figure 7.3 Energy Consumption of UFH and CUFH 
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Dependence of nt,opt on N 

 For given values of C and M, the number of transmitters that minimizes average energy 

consumption of CUFH networks increases with network size as shown in Figure 7.5. This is 

because as the network grows in size, portion of total energy consumption that corresponds 

to reception activity begins to dominate. Increase in nt,opt with increasing N reduces broadcast 

delay, which controls that portion of total energy consumption related to reception activity 

and thus keeps total network energy consumption in control. However, the rate of growth of 

nt,opt diminishes with increasing N.  

Interestingly, the theoretical result obtained for Ideal Collaborative Networks states 

that the energy-optimal number of transmitters increases with N but does not scale with it and 

approaches a constant value.  

Importantly, for all the values of N, C and M under consideration, values of energy-

optimal number of transmitters for CUFH networks obtained via simulations exhibit a fairly 

close match with the values of energy-optimal number of transmitters for corresponding Ideal 

Collaborative Networks obtained theoretically. Remarkably, Figure 7.6 shows that even if a 

CUFH network uses the number of transmitters that is analytically obtained as energy-

optimal for the corresponding Ideal Collaborative Network, the resulting energy consumption 

is still very close to the minimum energy consumption that would be obtained by deploying 

the number of transmitters that is energy-optimal for the CUFH network considered. 
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Dependence of nt,opt on C 

We observe that for a given network size, the energy-optimal number of transmitters 

increases with increasing number of channels as depicted in Figure 7.7. This is reasonable 

because with more channels available, the network acquires enhanced spectral diversity and 

it can deploy more transmitters without more collisions incurred. Furthermore, nt,opt appears 

to exhibit almost-linear increase with C for a given network size. The explanation is that in 

order to take the maximum possible advantage of collaboration, number of transmitters 

deployed by the network should be on the order of C.  

The same result has been obtained theoretically for Ideal Collaborative Networks. 

 

Dependence of nt,opt on pj 

Energy-optimal number of transmitters turns out to be largely independent of jammers’ 

strength i.e. jamming probability as seen from Table 7-1. Since all the nodes hop randomly 

and independently of each other, all of them are equally likely to hop onto a jammed channel 

during a time slot. This means that in average sense a jammer has the same effect on all the 

nodes, transmitters and receivers alike. What is affected by a jammer is network energy 

consumption but not the number of transmitters that minimizes the same.  

It should be noted that energy-optimal number of transmitters for Ideal Collaborative 

Networks is independent of pj as well. 
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Table 7-1: Effect of jamming probability on energy-optimal number of transmitters 

Network size 0jp   20 / 64jp   35 / 64jp   50 / 64jp   

100 11  11 12 11 

400 18 18 20 21 

700 26 23 23 23 

1000 27 28 25 25 

1300 30 32 29 28 

1600 32 34 33 32 

1900 33 34 33 33 

 
 
 
 
 

 

Figure 7.5 Energy-Optimal number of transmitters, Ideal and CUFH networks 
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Figure 7.6: Energy consumption of CUFH with nt,opt for itself and for corresponding ICN 

 

Figure 7.7 Dependence of energy-optimal number of transmitters on C 
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The close match between values of energy-optimal number of transmitters for Ideal 

Collaborative Networks and practical CUFH networks together with the fact that the values 

exhibit similar trends demonstrates that an Ideal Collaborative Network is a good 

representation of its corresponding practical CUFH network. The equivalence between 

CUFH and Ideal Collaborative Networks can be explained: in CUFH networks, phase 2 is 

where all the relays are active and full strength of collaboration is realized. Since an Ideal 

network accurately characterizes this phase, it captures all the essentials of the concept of 

collaboration that a CUFH-based broadcast process involves, and thus creates a fairly good 

representation of a CUFH network. 

Significance of Ideal networks comes from this: since penalty, in term of energy, due 

to slight deviation from the optimal number of transmitters is negligible cf. Figure 7.4, a 

CUFH network can deploy the number of transmitters that is optimal for the corresponding 

Ideal network (obtained analytically) with only minor performance penalty cf. Figure 7.6. On 

account of this correlation, Ideal networks provide valuable insights into CUFH networks 

and facilitate our understanding of collaborative schemes. 

 

Trade-off between Energy Consumption and Broadcast Delay 

We now evaluate the optimal number of transmitters that achieve the desired trade-off 

between energy consumption and broadcast delay for both Ideal and CUFH networks. It is 

evident from Figure 7.8 that the optimal numbers of transmitters for CUFH networks 

obtained via simulations match closely with those for Ideal networks obtained analytically. 
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This result corroborates our finding that an Ideal network is a good representation of its 

corresponding CUFH network. 

 

Performance Evaluation of CUFH-r-Three-Phase Protocol 

We now evaluate the practical protocol we have introduced for efficient CUFH 

networks.  

First, we evaluate performance of CUFH-r towards accumulating desired number of 

relays. It is clear from Figure 7.9 that the number of relays formed using CUFH-r is 

accurately at the desired value in almost all the cases. 

We compare our CUFH-r-Three-Phase protocol with another (‘Second’) protocol that 

uses CUFH-r for relay accumulation, but mandates all the transmitters to transmit 

continuously until 2∙E[Dr] without any division into phases. For each network size, we 

mainly utilize the number of transmitters which are energy-optimal for the corresponding 

Ideal Collaborative Network, as these values can be obtained analytically and are available a-

priori. The source node can approximately estimate E[Dr] on the lines of the approach 

described in 5.2. Phase-2 duration is set as a small multiple of M. Performance metrics of 

most interest are network energy consumption and completion performance, which is the 

probability that all the receivers receive the message completely before the transmitters stop 

transmitting. Following are the key observations based on Figure 7.10 and Figure 7.11: 

1. CUFH-r-Three-Phase leads to substantial savings in energy as compared to the 

Second protocol for all network sizes. This demonstrates that although both the 

protocols have similar broadcast durations, our protocol exhibits superior 
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performance in terms of energy. The key reason is our protocol divides the broadcast 

duration into three phases and transmits during the third phase only if needed. 

2. If the network deploys suboptimal number of transmitters, penalty for an error on the 

positive side (+10) is insignificant which suggests that our protocol offers some 

flexibility in choosing the number of relays on the positive side. However, penalty for 

a negative error (−10) is not negligible. This is because the curve of energy 

consumption is found to be a convex function of number of transmitters with steeper 

slope before the optimum. 

3. There is a considerable difference between CUFH with full knowledge (of when the 

required number of relays is formed and when the broadcast is complete) i.e. the 

protocol in [14] and CUFH-r. This is the cost of accumulating relays in a distributed 

manner. The difference between CUFH-r and CUFH-r-Three-Phase represents the 

cost of deciding the end of message broadcast in practical networks. 

4. Arbitrarily letting one-third of the network nodes serve as relays results in an 

enormous increase in energy consumption. This demonstrates the benefit of 

deploying energy-optimal number of transmitters. 

5. Second protocol offers slightly better completion rates for lower network sizes but as 

the network grows in size, our protocol achieves comparable performance with an 

advantage of significant reduction in energy consumption. Note that completion rates 

can be increased either by deploying more relays or by letting relays transmit for 

longer duration. But either way increases energy consumption by a large amount and 

diminishing returns are obtained.   
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Figure 7.8: Optimal number of transmitters for the best trade-off, Ideal and CUFH networks 

 

Figure 7.9: Performance evaluation of CUFH-r 
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Figure 7.10 Comparison of energy consumption by different protocols and conditions 

 

Figure 7.11: Completion performance of different protocols and conditions 
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8. Conclusions 

 

We focus on energy consumption of collaborative wireless broadcast networks based on 

Uncoordinated Frequency Hopping. We first consider simplified Ideal Collaborative 

Networks on account of their mathematical tractability, analyze their energy consumption 

and demonstrate that collaboration achieves significant improvement in energy efficiency. 

We then derive the optimal number of transmitters that minimizes average energy 

consumption and analyze its dependence on important network parameters. It is shown that 

the optimal number of transmitters scales linearly with the number of channels. Although it 

increases with the network size as well as the number of packets in the message, it 

approaches a constant limit for their asymptotic values. We also demonstrate that it is 

independent of jamming probability. We further consider energy consumption and broadcast 

delay jointly and show how to achieve the desired trade-off. We also point to some special 

cases that are energy-optimal as well as delay-optimal. 

  We find that the energy-optimal number of transmitters for practical CUFH networks 

exhibits a fairly good match with the energy-optimal number of transmitters for the 

corresponding Ideal Collaborative Networks and that both the quantities follow similar trends 

with respect to network parameters. This illustrates that an Ideal Collaborative Network is a 

good representation of the corresponding CUFH network and that insights gained from 
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analysis of Ideal Collaborative Networks prove to be valuable in the study of practical CUFH 

networks. 

 To facilitate implementation of CUFH networks in practice, we design a practical 

protocol that controls the number of relays in collaborative networks in close proximity of 

the desired value and further controls their duration of transmission. Our protocol is 

distributed and exhibits good performance in terms of energy efficiency.  
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MATLAB Programs 

1. Program to simulate Ideal Collaborative Networks 

% To simulate an Ideal Collaborative Network, find nt,opt 
  
clear 
sl = 4; 
NN = [100*ones(1,sl) 400*ones(1,sl) 700*ones(1,sl) 1000*ones(1,sl)... 
    1300*ones(1,sl) 1600*ones(1,sl) 1900*ones(1,sl)]; 
C = 64; M = 5; 
Nt = [12:15 22:25 26:29 30:33 33:36 35:38 37:40]; 
Et = 1; Er = 0.1; 
  
pj = 35/64; 
  
CYCLES = 2500; 
  
for kk = 1:length(NN) 
    disp(C) 
    N = NN(kk); 
    disp(N) 
    nt = Nt(kk); 
    disp(nt) 
    Energy = 0; 
    Delay = 0; 
     
    for cycle = 1:CYCLES  
        relay_count = 0; 
        received = zeros(N,M);  % tick-mark against each packet 
        is_relay = zeros(1,N); 
        attempt = 0; 
        tpacket = randi(M,nt,1) - 1;    % Packet IDs need to be from 0 to 
M-1 
        tpacket_divisor = M*ones(nt,1); 
         
        while relay_count < N 
            tchann = randi(C,nt,1);     % Transmitters select a channel 
each 
            tpacket = mod(tpacket+1,tpacket_divisor);   % The packet that 
each transmitters will send during this slot 
            Energy = Energy + nt*Et; 
             
            nchann = randi(C,N,1); 
             
            chan_status = zeros(C,2); 
             
            jchann = rand(C,1); 
            for jj = 1:C 
               if jchann(jj) <= pj 
                  chan_status(jj,1) = 2;  
               end 



 

78 

            end 
             
            for jj = 1:nt 
                c = tchann(jj); 
                chan_status(c,1) = chan_status(c,1) + 1; 
                chan_status(c,2) = tpacket(jj); 
            end     % for jj length(nt) 
             
            for jj = 1:N 
                if is_relay(jj) == 0 
                    Energy = Energy + Er; 
                    if chan_status(nchann(jj),1) == 1   % Only one 
transmitter on its channel 
                        packet = chan_status(nchann(jj),2); 
                        received(jj,packet+1) = 1; 
                        if sum(received(jj,:)) == M 
                            is_relay(jj) = 1; 
                            relay_count = relay_count + 1; 
                        end     % if sum 
                         
                    end     % if chan_status 
                end % if is_relay 
            end     % for jj N 
             
            attempt = attempt + 1; 
        end     % while relay_count 
        Delay = Delay + attempt; 
    end     % for cycle 
    Energy = Energy / CYCLES; 
    disp(Energy) 
    Delay = Delay / CYCLES; 
    disp(Delay) 
end     % for kk 
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2. Program to simulate CUFH networks 
 
clear 
c = 64; l = 5; 
KK = 100;    
NR = 6:12;    % Optimal number of relays 
  
Er = 0.1; 
etp = 1; 
ep = zeros(1,length(NR)); 
D = zeros(1,length(NR)); 
  
pj = 35/64; 
  
CYCLES = 10000; 
  
for kk = 1:length(KK) 
    K = KK(kk);     % Number of receiver nodes 
    disp(K) 
     
    for r = 1:length(NR) 
        Nr = NR(r);     % Optimal number of relays 
        disp(Nr) 
  
        energyp = 0; 
        Delay = 0; 
  
        for cycle = 1:CYCLES 
            relay_count = 0;        % Total number of network relays 
            is_relay = zeros(1,K); % If this node is a relay 
            attempt = 0;     
            npacket = zeros(1,K);  % Attempt in which that node started 
sending 
            received = zeros(K,l); % Tick mark for each packet for each 
node 
  
            while relay_count < K 
                chan_status = zeros(c,2);   % Number of transmitters and 
packet ID 
                schann = randi(c,1,1); 
                chan_status(schann,1) = 1; 
  
                energyp = energyp + etp; 
                spacket = mod(attempt,l); % from 0 to l-1 
                chan_status(schann,2) = spacket; 
                 
                nchann = randi(c,K,1); 
  
                jchann = rand(c,1); 
                for ii = 1:c 
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                    if jchann(ii) <= pj 
                        chan_status(ii,1) = 2;    % Jammed channel 
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 1 
%                          
                        energyp = energyp + etp; 
%                          
                            chan_status(nchann(ii),1) = 
chan_status(nchann(ii),1) + 1;       
                            chan_status(nchann(ii),2) = mod((attempt-
npacket(ii)) , l); 
%                          
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 0    
%                         
                        energyp = energyp + Er; 
                        if chan_status(nchann(ii),1) == 1     % Only one 
transmitter 
                            packet = chan_status(nchann(ii),2); 
                            if received(ii,packet+1) == 0 
                                received(ii,packet+1) = 1; 
                                if sum(received(ii,:)) == l 
                                    if relay_count < Nr 
                                        is_relay(ii) = 1; 
                                        npacket(ii) = attempt + 1; 
                                        relay_count = relay_count + 1; 
%                                         
                                    else 
                                        is_relay(ii) = 2; 
                                        relay_count = relay_count + 1; 
%                                          
                                    end 
                                end 
                            end 
                        end     % if chan_status 
                    end     % if is_relay 
                end     % for ii 
  
                attempt = attempt + 1; 
            end     % while relay_count 
%              
            Delay = Delay + attempt; 
        end     % for cycle 
     
%      
    ep(r) = energyp/CYCLES; 
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    D(r) = Delay/CYCLES; 
    end     % for r 
end % for kk 
  
  
figure() 
plot(NR,ep,'rv-','linewidth',2);hold on 
title('Energy Consumption: K=100, C=64, M=5, P_j=35/64, 10k cycles') 
xlabel('Number of Relays') 
ylabel('Energy Consumption') 
grid on 
  
figure() 
plot(NR,ep.*D,'rv-','LineWidth',2) 
title('Energy-Delay Product: K=100, c=64, l=5, P_j =35/64, 10k cycles') 
xlabel('Number of Relays') 
ylabel('Energy-Delay Product') 
grid on 
  
figure() 
plot(NR,D,'ks-','linewidth',2) 
title('Network Broadcast Delay') 
xlabel('Number of transmitters') 
ylabel('Delay') 
grid on 
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3. Program to Study Energy-Delay trade-off 
 
clear 
c = 64; l = 5; 
KK = [100*ones(1,5) 400*ones(1,5) 700*ones(1,5) 1000*ones(1,5)];    
NR = [11:15 18:22 22:26 25:29] - 1;    % Optimal number of relays 
  
Er = 0.1; 
etp = 1; 
ep = zeros(1,length(NR)); 
D = zeros(1,length(NR)); 
delta = 0.1; 
  
pj = 20/64; 
  
CYCLES = 2000; 
  
for kk = 1:length(KK) 
    K = KK(kk);     % Number of receiver nodes 
    disp(K) 
     
        Nr = NR(kk);     % Optimal number of relays 
        disp(Nr) 
         
        energyp = 0; 
        Delay = 0; 
  
        for cycle = 1:CYCLES 
            relay_count = 0;        % Total number of network relays 
            is_relay = zeros(1,K); % If this node is a relay 
            attempt = 0;     
            npacket = zeros(1,K);  % Attempt in which that node started 
sending 
            received = zeros(K,l); % Tick mark for each packet for each 
node 
  
            while relay_count < K 
                chan_status = zeros(c,2);   % Number of transmitters and 
packet ID 
                schann = randi(c,1,1); 
                chan_status(schann,1) = 1; 
%                 Energy = Energy + Et; 
                energyp = energyp + etp; 
                spacket = mod(attempt,l); % from 0 to l-1 
                chan_status(schann,2) = spacket; 
                 
                nchann = randi(c,K,1); 
  
                jchann = rand(c,1); 
                for ii = 1:c 
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                    if jchann(ii) <= pj 
                        chan_status(ii,1) = 2;    % Jammed channel 
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 1 
                        energyp = energyp + etp; 
                            chan_status(nchann(ii),1) = 
chan_status(nchann(ii),1) + 1;       
                            chan_status(nchann(ii),2) = mod((attempt-
npacket(ii)) , l); 
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 0    
                        energyp = energyp + Er; 
                        if chan_status(nchann(ii),1) == 1     % Only one 
transmitter 
                            packet = chan_status(nchann(ii),2); 
                            if received(ii,packet+1) == 0 
                                received(ii,packet+1) = 1; 
                                if sum(received(ii,:)) == l 
                                    if relay_count < Nr 
                                        is_relay(ii) = 1; 
                                        npacket(ii) = attempt + 1; 
                                        relay_count = relay_count + 1; 
                                    else 
                                        is_relay(ii) = 2; 
                                        relay_count = relay_count + 1; 
                                    end 
                                end 
                            end 
                        end     % if chan_status 
                    end     % if is_relay 
                end     % for ii 
  
                attempt = attempt + 1; 
            end     % while relay_count 
            Delay = Delay + attempt; 
        end     % for cycle 
     
    ep(kk) = energyp/CYCLES; 
    disp(ep(kk)) 
    D(kk) = Delay/CYCLES; 
    disp(D(kk)) 
    S = 0.10*D(kk)+0.90*ep(kk); 
    disp(S) 
end % for kk 
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4. Program to simulate CUFH-r-Three-Phase Protocol 

clear 
c = 64; l = 5; 
KK = 1300:300:1900;    
NR = [23 25 27];    % Optimal number of relays 
Er = 0.1; 
etp = 1; 
ep = zeros(1,length(NR)); 
D = zeros(1,length(NR)); 
  
E_D_A = [1058 1032 998];  % Average network broadcast delay 
  
pj = 35/64; 
  
CYCLES = 2000; 
  
for kk = 1:length(KK) 
    K = KK(kk);     % Number of receiver nodes 
    disp(K) 
        Nr = NR(kk);     % Optimal number of relays 
        disp(Nr) 
         
        threshold = Nr / K; 
        relay_pdf = zeros(1,K+1); 
        E_D = E_D_A(kk); 
        broadcast_complete = 0; 
        early_comp = 0; 
        incomp_relays = 0; 
         
         
        energyp = 0; 
        relays_total = 0; 
        relays_total_2 = 0; 
        need2 = 0;  % Number of cycles in which phase-2 was needed 
  
        for cycle = 1:CYCLES 
            relay_count = 0;        % Total number of network relays 
            is_relay = zeros(1,K); % If this node is a relay 
            attempt = 0;     
            npacket = zeros(1,K);  % Attempt in which that node started 
sending 
            received = zeros(K,l); % Tick mark for each packet for each 
node 
            relays_formed = 0; 
            is_relay2 = zeros(1,K); % If this node serves as a relay 
during phase-2 
             
%             Phase-1 
            for attempt = 0:E_D-1     % All the transmitters are allowed 
to transmit until E[D] 
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                chan_status = zeros(c,2);   % Number of transmitters and 
packet ID 
                schann = randi(c,1,1); 
                chan_status(schann,1) = 1; 
                energyp = energyp + etp; 
                spacket = mod(attempt,l); % from 0 to l-1 
                chan_status(schann,2) = spacket; 
                 
                nchann = randi(c,K,1); 
  
                jchann = rand(c,1); 
                for ii = 1:c 
                    if jchann(ii) <= pj 
                        chan_status(ii,1) = 2;    % Jammed channel 
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 1 
                        energyp = energyp + etp; 
                            chan_status(nchann(ii),1) = 
chan_status(nchann(ii),1) + 1;       
                            chan_status(nchann(ii),2) = mod((attempt-
npacket(ii)) , l); 
                    end 
                end 
  
                for ii = 1:K 
                    if is_relay(ii) == 0    
                        energyp = energyp + Er; 
                        if chan_status(nchann(ii),1) == 1     % Only one 
transmitter 
                            packet = chan_status(nchann(ii),2); 
                            if received(ii,packet+1) == 0 
                                received(ii,packet+1) = 1; 
                                if sum(received(ii,:)) == l 
                                    if rand <= threshold 
                                        is_relay(ii) = 1; 
                                        npacket(ii) = attempt + 1; 
                                        relay_count = relay_count + 1; 
                                        relays_formed = relays_formed + 1; 
                                    else 
                                        is_relay(ii) = 2; 
                                        relay_count = relay_count + 1; 
                                    end 
                                end 
                            end 
                        end     % if chan_status 
                    end     % if is_relay 
                end     % for ii 
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            end     % for attempt 
             
            if relay_count == K 
               broadcast_complete = broadcast_complete + 1;  
               relays_total = relays_total + relays_formed; 
               early_comp = early_comp + 1; 
               continue 
            end 
             
             
%             Beacon interval 
%           Incomplete nodes transmit using FH while the transmitters 
%           listen for beacons 
  
            beacon_int = 4*l; 
            sender_relay_2 = 0; 
            for attempt = E_D:E_D + beacon_int - 1 
                chan_status = zeros(c,1); 
                 
                nchann = randi(c,K,1);   
                for ii = 1:K 
                    if is_relay(ii) == 0 
                        C = nchann(ii); 
                        chan_status(C) = chan_status(C) | 1;    % No 
collisions among beacons assumed 
                        energyp = energyp + etp; 
                    end 
                end     % for ii 
                 
                jchann = rand(c,1); 
                for ii = 1:c 
                    if jchann(ii) <= pj 
                       chan_status(ii) = 2;  
                    end 
                end 
                 
                schann = randi(c,1,1); 
                energyp = energyp + Er; 
                if chan_status(schann) == 1 
                   sender_relay_2 = 1;  
                end 
                 
                for ii = 1:K 
                   if is_relay(ii) == 1 
                      energyp = energyp + Er;       % Only the existing 
transmitters listen  
                      if chan_status(nchann(ii)) == 1 
                         is_relay2(ii) = 1;  
                      end 
                   end 
                end 
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            end     % for attempt beacon interval 
             
             
             
  
            %   Phase-2 
            for attempt = E_D + beacon_int: 2*E_D + beacon_int - 1 
                chan_status = zeros(c,2); 
                 
                if sender_relay_2 == 1 
                   schann = randi(c,1,1); 
                   energyp = energyp + etp; 
                   chan_status(schann,1) = 1; 
                   spacket = mod(attempt,l); 
                   chan_status(schann,2) = spacket; 
                end 
                 
                nchann = randi(c,K,1); 
                 
                jchann = rand(c,1); 
                for ii = 1:c 
                   if jchann(ii) <= pj 
                      chan_status(ii,1) = 2;  
                   end 
                end 
                 
                for ii = 1:K 
                    if is_relay2(ii) == 1 
                       C = nchann(ii); 
                       chan_status(C,1) = chan_status(C,1) + 1; 
                       chan_status(C,2) = mod((attempt-npacket(ii)) , l); 
                       energyp = energyp + etp; 
                    end 
                end 
                 
                for ii = 1:K 
                   if is_relay(ii) == 0 
                      energyp = energyp + Er; 
                      C = nchann(ii); 
                      if chan_status(C,1) == 1 
                         packet = chan_status(C,2) + 1;  
                         received(ii,packet) = 1;  
                         if sum(received(ii,:)) == l 
                             if rand <= threshold           % We allow 
relay formation even during phase-2 
                                 is_relay2(ii) = 1; 
                                 is_relay(ii) = 1; 
                                 npacket(ii) = attempt + 1; 
                                 relay_count = relay_count + 1; 
                                 relays_formed = relays_formed + 1; 



 

88 

                             else 
                                 is_relay(ii) = 2; 
                                 relay_count = relay_count + 1; 
                             end 
                         end 
                      end 
                   end 
                end 
            end     % for attempt phase-2 
             
            relays_total_2 = relays_total_2 + sum(is_relay2); 
            if sender_relay_2 == 1 
                relays_total_2 = relays_total_2 + 1; 
            end 
            need2 = need2 + 1; 
             
            relays_total = relays_total + relays_formed; 
                         
            if relay_count == K 
                broadcast_complete = broadcast_complete + 1; 
            else 
                incomp_relays = incomp_relays + relay_count; 
                 
            end 
  
  
        end     % for cycle 
     
    ep = energyp/CYCLES; 
    disp(ep) 
    relays_average = relays_total / CYCLES; 
    disp(relays_average) 
    complete = broadcast_complete / CYCLES; 
    disp(complete) 
    early_complete = early_comp / CYCLES; 
    disp(early_complete) 
    relays_average2 = relays_total_2 / need2;   % Average number of 
transmitters during phase-2 
    disp(relays_average2) 
    incomp_relays = incomp_relays / (CYCLES-broadcast_complete); 
    disp(incomp_relays) 
         
end % for kk 
 


