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ABSTRACT 
 
 
The second generation human reliability models have as a main feature the incorporation of cognitive models and a 
detailed taxonomy of human errors, in such a way that they present coherence in terms of error classification with the 
adopted cognitive model. This work has as a main goal a preliminary revision of the main second-generation human 
reliability models, trying to show their advantages and shortcomings, particularly in what concerns the quantification of 
the human error in complex tasks of industrial plants. Three second-generation models will be examined: ATHEANA, 
CREAM and DYLAM. These three models are sufficiently complex to be named cognitive reliability models. Two main 
aspects will be explored in these models: the error mechanisms and the adopted or proposed quantification methods. 
Concerning the error mechanisms, the chosen models will be compared with the Reason’s model of human errors in three 
performance levels: skills, rules and knowledge, considering the concept of unsafe acts and the basic error types related 
to such acts, in other words, slips, lapses and mistakes. Besides the basic error types, the error forms and the activation 
mechanisms that occur in the retrieval of incomplete semantic knowledge related to such error forms will also be 
investigated. 
 
 
1. WORKING MEMORY AND ITS ACTIVATION MECHANISMS  
 

The activation mechanisms are responsible for the recovery of the knowledge stored in the long-term memory 
and the retrieval of this knowledge in the working memory (short-term memory). Three main activation mechanisms are 
identified by Reason [1] in his model of a fallible machine: similarity, frequency and directed search. However, any 
model of activation of the knowledge stored in the long-term memory for recovery and retrieval in the short-term 
memory should consider a specific model of the information processing in the working memory. 

The best model of working memory is that of Baddeley and Hitch [2], in which the working memory consists of 
the following components: a central executive, independent of modality, that resembles an allocation control of attention 
and two “slave” processors, an “articulatory loop”, that retains the information under a phonological form and a “visual-
space sketch pad”, specialized in the visual space coding. Due to evidences of neuropsychology, Baddeley established a 
distinction between a speech-based phonological store and an articulatory refreshing process, which consists of: a passive 
phonological store that is directly linked to speech perception, and an articulatory process that is linked to language 
production. 

The technical literature of cognitive sciences registers 32 phenomena of the working memory classified 
according to: 1) the size and decay of verbal working memory; 2) context effects; 3) working memory representation; 4) 
chunking; 5) skilled memory; 6) spatial working memory and 7) long-term memory effects. The Baddeley and Hitch’s 
model can cover 26 of the 32 pointed phenomena, more than any other model. Unfortunately, it has not been reduced to a 
mathematical or computational form, and this is one of the greatest challenges for cognitive models, particularly for the 
cognitive reliability models. 

On the other hand, another model named ACT [3], which has a more elaborated cognitive architecture, has three 
types of memory: declarative memory, working memory and production memory. The ACT model can cover one third of 
the phenomena of the working memory. Another model, Schneider and Detweiler’s [2], uses a hybrid cognitive, 
connectionist/symbolist architecture, and thus competes with the Baddeley-Hitch’s model in terms of modeled 
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phenomena (27) and it has a computational framework, although it is not yet part of a comprehensive cognitive 
architecture. 

The ACT can be considered a cognitive model based on production systems, a technique of artificial intelligence 
that represents the knowledge in terms of production rules, like IF (conditions) THEN (actions), and it has a reasoning 
system that allows solving several conflicts among the rules that can be applied to the context. However, it was not 
elaborated enough to be used as a tool of Human Reliability Analysis, although it has error mechanisms that will be 
discussed later. 
 
2. CREAM ERROR TAXONOMY [4] [5] 
 

The scheme of errors classification in CREAM makes a distinction between effects or manifestations, described 
by error modes (phenotypes), and the causes (genotypes) of the errors. While the phenotypes are the observed 
characteristics of the actions, the genotypes are the internal characteristics of the actions that are used to describe the 
effects. 

Both phenotypes and genotypes contain general and specific consequents (or effects), as well as general and 
specific antecedents, that represent the internal cognitive mechanisms of the errors. The general antecedents of the 
phenotypes are the general consequents of the genotypes, so that causes and effects are related to each other. The general 
antecedents of a genotypes group are the general consequents of another genotypes group. Therefore, in a retrospective 
analysis of an event, several feedback cycles could happen between phenotypes and genotypes, until the whole 
description of the event is finished. 

During this process the specific antecedents are also identified. They are interpreted as terminal causes. This 
means that they are considered stop points and they do not enter in the antecedents-consequents cycle. The same happens 
with the specific antecedents of phenotypes. 

The error types and forms of the Reason’s model are concepts similar to the specific antecedents and general 
antecedents of the person-related genotypes. On the other hand, the performance shaping factors used in the first-
generation human reliability models could be identified as the categories of genotypes related to organization 
(communication, organization, training and ambient/working conditions), technology (equipments, man-machine 
interface and procedures) and people (observation, interpretation, planning and temporary/permanent person-related 
functions).  
 
3. ERROR QUANTIFICATION IN CREAM [4] [5] 
 

The error quantification in CREAM has two stages. The first determines the probabilities of cognitive errors for 
each of the failures of cognitive functions related with the categories of phenotypes (the operational tasks of observation, 
interpretation, planning and execution). The second evaluates the effects of the Common Performance Conditions (CPCs) 
in the aforementioned probabilities. These CPCs are chosen among the main Performance Shaping Factors (PSFs). 

The effects above are evaluated through a weighted average of CPCs that contribute to the phenotypes related to 
the operational tasks. The weight of each CPC is empirically determined through a qualitative evaluation. The most 
appropriate in this case would be to evaluate them with some kind of measure, in the case of CPCs related with the 
cognitive capacity of human beings (see the discussion on SPAR-H [6] later) or through a quantitative analysis of the 
specific operational events in the plant (see CAHR [7]). 
 
4. ERROR-FORCING CONTEXTS IN ATHEANA [8] 
 

The ATHEANA model works with the concept of Error-Forcing Contexts (EFCs) that are defined as the 
combined effect of Performance Shaping Factors (PSFs) and plant operational conditions that can trigger Unsafe Acts 
(UA) which are the precursors of Human Failures Events (HFEs). HFEs are associated to the Modes of Functional 
Failures (MFF) of equipments as requested by the Probabilistic Safety Assessment (PSA) for each operational scenario of 
interest. 

EFHs are basically Errors of Omission (EOOs) and Errors of Commission (EOCs) and they determine Modes of 
Human Failures (MHFs). The difference between an EFH or MFH and an UA resides basically in the fact that the first 
describes the failure that is observed in the equipment or system, and the second describes the external human failure that 
causes it. UAs are equivalent to the phenotypes of the CREAM. 

In ATHEANA, the plant operational conditions that contribute to EFCs are in fact operational deviations of the 
analyzed basic scenario. These deviations are determined by evaluating the impact of the potential vulnerabilities on the 
knowledge base of the plant operators and of the operational characteristics of the event on the basic scenario. In practice, 
it is translated into tendencies of the operators` actions and uses informal rules emphasized in the training system and that 
are applied depending on the abnormal conditions of key functional parameters. 

Here, the concepts of similarity, frequency and recent occurrence are applied (the main activation mechanisms 
of Reason [1]) for the determination of these special operator actions that will match or not the UAs previously 
postulated. This type of evaluation of possible deviations of the basic scenario is not found in CREAM and it turns 
ATHEANA a singular method in this sense. 
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A third second-generation method named MERMOS [9] should also be mentioned here, which is based almost 
exclusively on the evaluation of these Error-Forcing Contexts (EFCs). However, it has not still a complex and 
comprehensive taxonomy of human errors, similar to those found in CREAM or ATHEANA, as discussed in the 
following sections. 
 
5. ERROR TAXONOMY IN ATHEANA [8] 
 

UAs are not only determined by the physical deviations of the original scenario and tendencies of the operators 
in these conditions, which are considered active failures, but they can also be determined by the latent failures of the 
plant, that means, by Performance Shaping Factors (PSFs). ATHEANA works then with relationships among Error 
Mechanisms, Error Types and Performance Shaping Factors (PSFs) as a function of Scenario Characteristics 
(representing its complexity) and of the Characteristics of the Functional Parameters (behavior of variables during the 
event evolution in the scenario). This analysis can match or not UAs previously determined. 

The error mechanisms of ATHEANA are equivalent to the genotypes related to persons in CREAM, while PSFs 
are equivalent to the genotypes related with technology and organization. The error types in ATHEANA are equivalent to 
the phenotypes of CREAM. In ATHEANA there are practical tables consolidating the relationships among these entities, 
therefore it is inferred that an equivalent of the retrospective analysis of CREAM is already incorporated in these tables. 
 
6. ERROR QUANTIFICATION IN ATHEANA [8] 
 

The quantification of ATHEANA is based on the weighted average of the conditional probabilities of all the 
unsafe acts, which contribute to an HFE, as a function of all the EFCs for a specific scenario. The occurrence frequencies 
of a specific EFC can be calculated with the help of the PSA methodology. However, the choice of the error types in the 
tables mentioned above is determined by the particular evaluation of each analyst. 

There are no specific antecedents as in CREAM, which establish rules to stop the process of identification of 
error types or forms (phenotypes) and their causes (genotypes and PSFs/CPCs). Besides this, both methods assume that 
all the causes influence the error types or forms in the same way. In other words, they have the same degree of 
importance. 

ATHEANA proposes an analytic way of quantification (not yet implemented) instead of the qualitative form of 
the retrospective analysis, as used in CREAM. This proposal is developed in three stages. The first should calculate the 
probability of triggering specific error mechanisms as a function of the associated PSFs. The second should calculate the 
probability of triggering certain unsafe acts as a function of the associated error mechanisms. The third should calculate 
the probability of triggering a specific HFE as a function of the associated unsafe acts. 

In ATHEANA it is assumed that the SLIM model normalized importance weightings (for each PSF) and scaled 
ratings (of a task in a PSF) are used for this purpose. Although this approach might be valid, depending on the specialists 
that will generate those parameters, a more appropriate approach would be the use of analytic measures similar to those 
used in the DYLAM [10] [11] [12], ACT [3] and SPAR-H [6] models. 
 
7. ERRORS QUANTIFICATION IN THE DYNAMIC MODELS OF HUMAN RELIABILITY 
 

In the DYLAM methodology [10] [11] [12], which is considered a dynamic human reliability method, slips are 
generated through a function called “stress-in-action”, which has three components: cognitive workload, time pressure 
and information gathering. When the stress-in-action function reaches a specified threshold, the action that is being 
executed is omitted. The parameters that regulate this equation depend on three components: the relationship between the 
number of alarms that are being monitored and the maximum number of possible alarms, the changing rate (derivate) of 
the variables that are being monitored in the task and the relationship between the number of actions being executed and 
the maximum number of possible actions. 

The salience of a parameter constitutes another form of generating omissions. The salience represents the 
exponential decay of the attention dedicated to a parameter and its associated task to be executed, as a function of the 
period of time in which the parameter remains unaltered. When the salience falls below a threshold value, the parameter 
is omitted. 

Lapses in DYLAM are generated when the stress-in-action function reaches a predefined value and a 
misunderstanding of the information display system occurs. This reading can be generated through a probability 
distribution of misreading indicators. There is a proposal of mistakes modeling in DYLAM through quasi 
homomorphisms [1] in the knowledge base of the cognitive model. This means that the rules are organized into default 
hierarchies to represent objects and events at the top level. To cope with unfamiliar situations, human beings could apply 
specific rules at the lower levels, therefore producing erroneous behavior at the rule and knowledge based levels of 
reasoning. This is done with the aid of cognitive theories of the inductive learning [13]. 

The homomorphism means that there is a group of relationships mapping categories of elements (states and 
components) of the external world into an element in the internal mental model, organized in a hierarchical way, 
according to the range of the categories. This representation of the external world in terms of categories is a simplified 
way of reasoning, in an attempt of turning it faster and efficient, instead of using the isomorphism, a relationship that 
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maps only one element of the external world to one element of the mental model. This type of reasoning can generate 
error forms on the rules and knowledge based levels, according to the taxonomy above adopted by Reason, where slips 
and lapses are more associated to the skill level and mistakes are more related to the rule and knowledge levels. 
 
8. MEASURES FOR PERFORMANCE SHAPING FACTORS IN THE SPAR-H METHODOLOGY [7] 
 

The SPAR-H methodology is an intermediate method among the methodologies of the first and second 
generations. The cognitive aspects of this method are concentrated in the Performance Shaping Factors (PSFs). In the 
SPAR-H methodology, the use of some analytic expressions of the human action is recommended to quantitatively 
evaluate some Performance Shaping Factors (PSFs). 

In terms of execution time and decision time, we have the Fitts’ Law and the Hicks’ Law. The Yerkes-Dodson’s 
Law models attention as a function of the stress level. Another approach would be the WYLAM method [2] from the 
Wickens’ theory of shared attention, in which a task demand vector for the resources within each channel of the human 
information processing (auditory, visual, cognitive and response), considering all the tasks to be concurrently performed, 
is multiplied by a conflict matrix between the channels, to evaluate the cognitive workload. If the workload value reaches 
a fixed criterion of maximum workload, a new task is postponed and placed in a task queue. The tasks have priorities and 
completion time within an opportunity window. Therefore, some tasks can be omitted (errors of omission), because they 
compete with each other to become the next active task. 

The degradation of cues (set of features used for diagnosis), equivalent to the salience of DYLAM, can be 
modeled with measures of the mismatch degree between the features of the degraded cue and the undegraded 
representation in the memory. The effects of shift schedules can be modeled by a beta distribution representing the failure 
rate along the day. Complexity measures can be obtained with the Rasch’s model supplemented by the Linacre-Wright 
approach that relates a person's ability with the task complexity. 

Another approach for the complexity would be the use of software complexity measures [14], such as the 
Halstead´s E measure, where the complexity measure is a function of the types and number of operators and operands 
that describe the basic actions of the tasks, or the McCabe’s measure, where the sequence of steps of a task becomes an 
oriented graph (input-output) with possible ramifications, and the complexity becomes a measure of the graph structure. 
McCabe’s measure is a cyclomatic metric of planar graphs, where the number of planar regions that are formed by the 
vertices and nodes of the graph is calculated. 

As an option we could calculate the difference between the number of vertices and the number of nodes and add 
two to the result. Finally, a third option would be the entropy measure of the information flowing through the oriented 
graph. A fourth traditional method is the NASA-TLX [15], in which the workload is evaluated using a weighted average 
of the values for six characteristics of the task: mental demand, physical demand, temporal demand, own performance, 
effort and frustration. 
 
9. ERROR QUANTIFICATION IN COGNITIVE MODELS 
 

In the case of ACT [3], there are two basic mechanisms for the generation of errors: the resolution of conflicts 
between production rules in the task execution and partial retrieval of information for the condition part of the production 
rules. 

When several rules can be applied to a certain situation, the concept of expected gain of the production rule is 
used, as a function of the probability that the rule succeeds in the accomplishment of the task and the cost in terms of the 
necessary time to reach the task objective. 

The retrieval of information of the condition part of the rules is based on the activation level of chunks (blocks 
of information) in the ACT declarative memory. This activation depends on how recently and frequently this block is 
accessed (basic activation of the block), the association strength between the elements of the block and the block itself (it 
reflects the importance of the element inside the block), and the attentional weighting dedicated to the elements (it 
reflects the intrinsic importance of the element). The association strength depends on the number of blocks associated to 
a specific element and the number of blocks in the declarative memory. 

There is the possibility of partial retrieval of blocks of information, whose probability is calculated as a function 
of the number of elements in the block that are not satisfied in the condition part of the rules. This probability can be 
calculated through a Boltzmann distribution, considering the other blocks in the declarative memory and the number of 
their elements that are satisfied. The partial retrieval of blocks constitutes the errors of commission. 

As explained above, the ACT model can model one third of the phenomena of the working memory, although 
there is a certain controversy in the technical literature concerning this number, because, sometimes, it is not trivial to 
determine whether the model can completely simulate each phenomenon. Among the 32 phenomena listed above, those 
in the list below are the most important for the modeling of cognitive reliability. Between parentheses it appears the 
acronym ACT, when this model can represent the phenomenon, according to Ref. [2]. 
 
A. Size and Decay of Verbal Working Memory: 
 
1. Short-term memory decay (ACT); 
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2. Immediate memory span (ACT); 
3. Buffer span (ACT); 
4. Effect of the item type on span (ACT); 
 
B. Context Effects: 
 
1. Recency effect (ACT); 
2. Primacy effect; 
 
C. Working Memory Representation 
 
1. Phonological similarity effect; 
 
D. Chunking: 
 
1. Chunking of recall; 
 
E. Skilled Memory: 
 
1. Efficacy of elaboration of associations (ACT); 
 
F. Long-Term Memory Effects: 
 
1. Elaborative (with associations) versus maintenance rehearsal; 
2. Long-term recency effect; 
3. Simultaneous long-term recency effect. 
 

As it can be noticed in the list above, ACT allows the modeling of half of the important phenomena. However, it 
is verified that the ACT models the information recovery (that can be partial through the activation effect of similarity) 
through a declarative memory with association weights between its elements and the use of blocks of information 
(chunking). Therefore, we can conclude that, in some way, it can model the other half of the phenomena. 

 
10. IMPORTANT DATA FOR A DETAILED ERROR QUANTIFICATION 
 

Considering the analytic modeling above, we can conclude that to quantify in an appropriate way the 
probabilities of occurrence of unsafe acts, error mechanisms and performance shaping factors, we need to get the 
following data in the knowledge base of the tasks that are being analyzed in the human reliability analysis: 
 
1. Decomposition of the operational procedure that it is being executed in blocks of tasks, with input conditions and 
actions to be executed; 
2. Number of monitored alarms: total number of all the tasks and of the specific tasks for the procedure being executed; 
3. Expected variation rate of the parameters monitored in the tasks; 
4. Number of actions inside the tasks and total number of actions of all tasks in the procedure; 
5. Expected time to confirm each parameter being monitored; 
6. Time of execution of the tasks; 
7. Maximum time for the execution of the tasks; 
8. Number of processing channels of the human information being demanded by the task; 
9. Number of deviations, total and for each task, in the chart of the procedure being executed; 
10. Occurrence frequency of the input conditions of the tasks, considering all the procedures and considering only the 
most used procedures in the training; 
11. Occurrence frequency of the tasks condition elements, considering all the tasks of the procedures and considering 
only the procedure being executed; 
12. Matching degree of the chunks condition elements in the tasks of all procedures, considering the elements of each 
task of the procedure being executed. 
 

If these data were identified, we would be able to quantitatively describe several types and forms of errors, 
mechanisms of activation and performance shaping factors related to persons, as described in ATHEANA and CREAM, 
and consequently their influence on the unsafe acts of omission and commission. One can observe in Table 1 the 
relationship between this information and the data identified in the tasks of the operational procedures, according to the 
numbering of the previous list. 

Other Performance Shaping Factors (besides the four in the previous list) that are considered more important in 
ATHEANA and CREAM can only be quantitatively evaluated through the Evaluation of Operational Events (because 
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they are related to the organizational factors and the performance of systems and components), the evaluation of the man-
machine interface design (panels of the control room and operational procedures) and audits in the training system. 
Another way of obtaining them would be through the use of the  DELPHI technique  [16] for the quantification. 
 
 
Table 1 - Relationship of errors (types, forms and activation mechanisms) and performance shaping factors with the tasks 
data. 
 

Available time 6, 7 
Mental stressors (time pressure) 2,3,4,5,6,7 
Cognitive workload 6,7,8 

 
PERFORMANCE SHAPING 

FACTORS 
Complexity 9 
Recency 10,11 
Frequency 10,11 

 
ACTIVATION MECHANISMS 

OF ERRORS Similarity (total and partial retrieval of information blocks) 12 
Attentional and memory failures (slips or lapses) – several errors of 
omission 

2,3,4,5  
ERRORS TYPES AND FORMS 

Dilemmas, impasses, trade-offs and double binds (conflict resolution) – 
mistakes in the rule and knowledge-based levels 

9,10,11,12

 
 
11. CONCLUSIOMS 
 

If the general an| specific activators of Reason (frequency, similarity and recency) are modeled, considering their 
forms and types of errors, several error mechanisms can be generated through them. The activation levels of rules 
and8parameters and the decay of this information in the working memory will determine which rule and parameters will 
be more important for the triggering of specific cognitive error³. 

In8this way, in ATHEANA, simplifying, familiarity, satisfying, overconfidence, and overeagerness are types of 
errors more related to similarity. On the other hand, fixation (in parameters and hypotheses), primacy, incredulity, 
reluctance, the tunnel vision and the confirmation bias are more related to frequency. Saliency, apathy and complacency 
are related to attention failures. Anxiety, precipitation and delays due to disagreement are emotional items. 

Impasses, dilemmas, late deviations of the initial scenario and trade-offs are items related to the complexity of 
the task and they constitute special characteristics of the tasks. These items are related to the Reason’s level based on 
knowledge (problems with complexity) and they can result in errors in the planning of tasks. These error mechanisms 
constitute several resolutions of conflicts that can be solved when the similarity activator is applied. 

Additionally to these scenarios characteristics, there are the operational deviations of the original scenario that 
constitute the Error-Forcing Contexts (EFCs). These can be simulated with partial similarities (alike the partial recovery 
of information in ACT), where instrumentation failures and consequently the unavailability of parameters and the 
incomplete satisfaction of the input conditions in the tasks are postulated. 

In the case of the Reason’s taxonomy, it becomes necessary to notice that the error types generated in the rule 
based level (bad application of good rules and application of bad rules) can also be modeled by the frequency and 
similarity activators. The same happens with the actions based on the knowledge level. 

On the other hand, in the case of the phenotypes antecedents in CREAM, which are the general and specific 
consequents of the genotypes, we can notice that the genotypes categories related to persons correspond to the error types 
and forms described above. Among these, the categories related to the observation category correspond to several errors 
associated to attentional failures. In the interpretation categories, the general consequents called faulty diagnosis, wrong 
reasoning, incorrect prediction, and decision error can be generated by similarity and frequency activators, because they 
are related to the activation of good rules in wrong contexts or activation of bad rules. The same happens with the 
consequents related with the planning category. 

In the categories related with temporary and permanent person-related functions, some consequents are related 
to attention failures (memory failures, distraction and inattention), others are related to emotions (fear), as well as 
physiological and psychological stressors. A more important group is formed by cognitive styles and cognitive bias. This 
last one is related to the frequency activator, because it contains specific consequents that are more related to it, such as 
focus gambling, incorrect revision of probabilities, hindsight bias, attribution error, illusion of control, confirmation bias 
and hypothesis fixation. 

For a good quantification it is necessary to group the several error mechanisms around the basic activators of 
similarity, frequency and recency, as well as attentional failures and conflict resolutions. 
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