
ABSTRACT 

SINGH, SHAURABH KUMAR. A Cloud-Based Middleware Architecture for Connecting 
Manufacturing Machines to Enable the Digital Thread in Product Lifecycle Management 
(Under the direction of Dr. Binil Starly). 
 

The digital factory of the future will be driven by the integration of physical smart 

machine tools and cyber-enabled software, working seamlessly to improve manufacturing 

intelligence, flexibility, agility and production efficiency. The objective of this study is to 

develop and demonstrate a middleware software architecture to interface physical machines 

on a shop floor with client manufacturing applications. The first portion of this study was 

investigating methods through which we could stream data from both legacy and modern CNC 

machines and have its data stream to a database capable of handling high frequency data 

records. In-process data is made available from the machines through the MT-CONNECT 

communication protocol. Hardware specific adaptors were built to interface with the machine 

controllers to enable the transfer of machine generated data. The architecture also allows any 

number of third-party apps to be interfaced with the machine data for applications in machine 

monitoring and digital part verification. A series of manufacturing apps were built for the 

Digital Manufacturing Commons (DMC) through a cloud architecture provided by Amazon 

Web Services (AWS). In the second objective, we utilize this cloud based middleware to allow 

automated interaction between data provided by a product designer with manufacturing 

capability and capacities shared by manufacturers. The middleware built within AWS allows 

design and manufacturing information to be brokered without revealing sensitive information 

across the two parties. This research enables computing algorithms to mediate between 

physical machines and design services to enable the digital thread in product management. 
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CHAPTER 1 

INTRODUCTION  

 The integration of digital manufacturing technology across the product lifecycle is 

extending its reach down to the physical machines on the production floor. This can be 

attributed to the advancements made in hardware and software solutions in manufacturing 

plants. Its understanding critically hinges on the ability to securely and easily capture, transfer, 

and analyze real-time streaming data from production machines to central Information 

Technology (IT) systems. The central systems target not only the data directly related to 

manufacturing, but also encompasses the entire life cycle data with respect to a product. To 

achieve this goal of integration across the product lifecycle, the community has come up with 

a vision of the ‘digital thread’ that aims to provide an integrated view of all data pertaining to 

the design, manufacturing, use and disposal of the product. Its implementation will require a 

variety of interoperable software and hardware adaptors to create this digital network that will 

span through factory floors of multiple enterprises. Since a product system touches several 

different technologies, it is imperative that the digital thread can only be implemented when 

the technology solution contains a middleware architecture which will enable an ecosystem of 

third-party applications (apps). Such a middleware architecture for the digital thread can help 

to rapidly deploy apps, exchange them, remove them or reactivate as necessary. 

 This first chapter will introduce the digital thread concept and the resulting digital 

manufacturing paradigm. The section will describe the ‘what’s, the ‘why’s and the ‘how’s 

when it comes to digital manufacturing. In section 1.2, a related concept of cloud 

manufacturing is discussed which takes implementation of digital manufacturing to a next 
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level. It is followed by section 1.3, where an open source cloud front end platform developed 

originally by General Electric(GE) and extended by Digital Manufacturing and Design 

Innovation Institute (DMDII) is discussed. Section 1.4 and Section 1.5 will elaborate on the 

specific problem motivation and the research objectives of this thesis.  

 

1.1. Overview of Digital Design and Manufacturing 

Digital Design and Manufacturing is a technology-based approach to manufacturing 

that utilizes digital threads to link different processes of the product lifecycle. A digital thread 

[6] is a communication framework that digitally connects the assets of manufacturing 

processes and provides an integrated view of these elements throughout the product 

manufacturing lifecycle. The interconnectivity and relay of information across the product 

lifecycle helps design/manufacturing engineers to make better business and manufacturing 

decisions with regards to product improvement and improving the existing production. It 

would enable them to be able to respond to the customer and adapt to market demands in a 

more agile manner. To achieve a digital thread, a hierarchy of business and technical processes 

are required which help integrate the data-driven decision making in the industrial world. 

Organizations are working towards solving the challenges of creating and installing digital 

threads on disparate factory floors. One of the major challenge is simply the disparity in the 

software and hardware technology in the manufacturing sector. Partners in the industry range 

from large and accomplished digitally enabled manufacturers to the small shops which do not 

own a single internet compatible manufacturing machines. Some factory floors and job shops 

simply lack a communication infrastructure to help the direct interconnectivity of machines to 
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the higher level IT systems. The lack of standard protocols also hinder the data interaction 

needed for a digital thread implementation. Many of the enabling technologies that help 

implement the digital thread are being developed by several technical communities, ranging 

from newer machine communication protocols (ex. MT-CONNECT, OPC/UA etc.), advanced 

process controllers, sensors, augmented reality devices and intelligent machines. 

The main goal of digital design and manufacturing is to provide the industry leaders 

with better insight about the product at any stage from inception to final disposal to avoid 

significant and costly errors and at the same time gain efficiencies. Data analytics help the 

designers to better understand the factory floor challenges and how to find optimal design 

solutions. Manufacturers are beginning to respond [4] to opportunities presented by the digital 

revolution in design, fabrication, production and service. Given the vast and complex nature 

of digital manufacturing, experts advise manufacturers to first use the data to address specific 

problems. Many large manufacturers are finding value in using data analytics to optimize 

factory operations, boosting equipment utilization and product quality while reducing energy 

consumption. Such analytics can only be performed when machines connected on the shop-

floor are streaming data in quantities and rates far beyond current data collection methods. 

Digital manufacturing is evolved from initiatives such as computer-integrated 

manufacturing, design for manufacturability, lean manufacturing and others that emphasize 

the need for a more elaborate yet collaborative product and process design. It enables the 

execution of production with real-time access to shop-floor data. It further provides 

manufacturing companies with a platform to improve their productivity in planning and 

production processes. It allows part manufacturing processes to be optimized within a managed 
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environment. One can produce flexible instructions capable of visualizing part information, 

along with the machining and tooling instructions. Factory models can be created faster and 

with and optimal layout, material flow and throughput before production ramp-up. It can be 

used to support six-sigma and lean initiatives by providing a graphical environment to analyze 

dimensional variation. Digital manufacturing systems facilitate sharing quality data across the 

industry by creating complete and verifiable CAD-based machine inspection programs for 

numerical control (NC) machine tools.  

Circa 2017, digital manufacturing technologies appear to mostly refer to production of 

discrete products – such as those produced for the aerospace, automotive, medical and 

industrial goods. These products begin from a digital model of the product built during the 

product development phase. Digital manufacturing is never used in the context of continuous 

manufacturing such as oil refinery, food, pharmaceutical, agriculture, textiles. The use of the 

digital technology in the continuous manufacturing industry is present but they are mostly 

referred to as ‘Smart Manufacturing’ technologies. 

The digital thread for a product must extend across multiple independent enterprises. 

Thus, the digital space in which the digital thread of a product must exist would be in a ‘cloud’ 

environment. Here the ‘cloud’ refers to compute servers and storage space maintained by 

external infrastructure vendors such as Amazon Web Services, Microsoft Azure, Google App 

Engine and many others. Cloud manufacturing then focuses on offering scalable, secure, 

robust, high-quality and low-cost services during the manufacturing processes. In the next 

section, different characteristics of cloud manufacturing will be discussed. 
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1.2.Overview of Cloud Manufacturing 

Cloud computing [15] was initially introduced in the field of Information Technology 

sector. Rather than each individual organization maintain an in-house server infrastructure for 

computation and storage, the cloud offered companies the ability to offload their computing 

across shared servers through vendors that provide the Infrastructure as a Service (IaaS). It 

proved to be a disruptive innovation in the IT sector. Companies that could not afford to 

maintain their own computing infrastructure can now ‘rent’ out time on the cloud servers. As 

a storage mechanism, it allowed companies to share data rapidly across the enterprise since 

cloud server typically are maintained throughout the globe ensuring speedy delivery of content. 

Much of these advantages are also leverages in the realm of design and manufacturing, cloud 

manufacturing is gaining momentum in the academia as well as the industry.  

 With the introduction of cloud manufacturing (CMfg), the manufacturing resources can 

be used as ‘services’ [38]. Many of the IaaS providers (Amazon, Microsoft, Google, VMware), 

also provide a Platform as a Service (PaaS) that allows users to design and build services to 

interact with the data contained in the cloud. These services can be dealt with in an integrated 

and an intelligent way to felicitate a network of complete sharing of the manufacturing 

resources. CMfg strives to provide robust, high quality, safe, economical and on-demand 

manufacturing services for the entire product life cycle during manufacturing. 

 Manufacturers are using plenty of ways to implement the cloud technology to 

revolutionize manufacturing. Primarily, these organizations is applying their company-

intelligence using data analytics and business intelligence. Such business models are used by 

those who significantly rely on build-to-order and engineer-to-order strategies. The cloud-
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based platforms usage in digital manufacturing is growing today as idea-to-market schedule 

constraints are demanding greater collaboration earlier in the design cycles. Using cloud-based 

distributed systems to organize and manage intelligence data and rules is accelerating in the 

manufacturing market.  

An interesting trend is the increasing reliance in the market on multiple-level resource 

planning strategies to gain greater efficiencies. Efficiencies in material planning, supply-chain 

management and logistics economy are few of the many that can be addressed. Manufacturers 

can also use this to achieve higher independence from a single ERP vendor occupying their 

entire operations.  Many manufacturers who use a monolithic ERP system find it difficult to, 

without intensive programming and customization, scale down to the smaller operational needs 

globally. 

Cloud manufacturing is starting to dominate the high-tech manufacturers and can prove 

to be a successful medium to bring the small and the medium scale manufacturers up-to the 

global level. Using these systems will help the manufacturers to streamline key areas of their 

business by freeing up more time to invest in new products and product development strategies.   

Among the various cloud computing platforms available, Digital Manufacturing 

Commons (DMC), developed by Digital Manufacturing and Design Innovation Institute 

(DMDII), is used as the platform to conduct the research in this thesis. The DMC is a PaaS 

specifically meant to enable digital manufacturing technologies for the benefit of all 

organizations in the design and manufacturing space. The next section describes DMC at 

length, addressing its various characteristics and applications.  
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1.3. Digital Manufacturing Commons Platform by DMDII 

The Digital Manufacturing and Design Innovation Institute (DMDII) has been 

developing a leading open-source internet software platform for connecting communities and 

sharing solutions across the manufacturing product life cycle. This open source cloud called 

the Digital Manufacturing Commons [46], or DMC, intends to support an online community 

of users, who will support the development of the platform by sharing data and models, and 

who will build software tools that can live in the DMC marketplace. The DMC consists of an 

open-source core platform, a distributed common for data and models, and a service cloud for 

model execution Figure 1.1. Combined, these key pieces provide a powerful software system 

that enables a world of innovation, collaboration, and emergent behaviors. 

• Community – The DMC is a web-based collaborative environment with integrated 

identity management, project management and professional networking which makes 

it easy to connect and collaborate. 

• Apps – Digital manufacturing applications can be published, shared, and linked to 

create new solutions faster. Users can discover them through the marketplace and 

execute them in public, private or hybrid cloud environments. 

• Data – Secure data management features allow users to easily organize, store, and find 

data, all with fine-grained permissions for sharing and access control. 

• Distributed Commons – The commons is distributed, so data, apps, and users can be in 

a variety of hybrid environments with proprietary and open source data and 

applications, mixed-use licensing arrangements, and public-private cloud 

environments. 
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Figure 1.1: Online analytical collaboration through the Digital Manufacturing Commons. 
DMC allows various physical models to be linked together to perform engineering design 
based simulation. 

The kernel that powers DMC is DOME. DOME (Distributed Object-based Modeling 

Environment) provides a common Internet-based computational infrastructure that makes the 

exchange and coordination of related parameters between different model types a transparent 

process. It enables a new distributed, declarative, emergent system definition process that does 

not require an explicit master integration model. DOME allows design teams to rapidly create 

integrated design models in a spontaneous, ad-hoc manner, allowing them to focus on 

developing and analyzing design scenarios rather than being constrained by a rigidly defined 

integrated design environment.  



 

9 

The DMC software is distributed and federated. The distributed feature allows for data, 

models, and users to reside in any location that can be identified by the core platform and 

service cloud. The federated feature allows for users to securely control which users, machines, 

and services have access to their data and models. This allows services to broker access to 

other services on behalf of a user, organization, or other entity. It has a modern, services-

oriented architecture which provides a high-degree of extensibility. This consists of a plugin 

architecture for module development, and a RESTful web services API.  As an open source 

platform, any interested party can contribute to the codebase and participate in development 

activities for a specific module, or the core platform itself. At the front-end, users can design 

apps directly interfacing with the data stored for manufacturing intelligence applications. In 

Chapters 3 and 4, applications created using the DMC DOME platform are discussed giving 

an insight into the steps involved in design and deployment of a DOME based app. 

 

1.4. Problem Scenario and Solution Motivation  

We have discussed the digital thread concept and how it enables the next generation of the 

digital manufacturing technology. We have also briefly highlighted how cloud computing 

enables organizations to reap the benefits of the digital thread. Several challenges exist that 

prevent the implementation of the digital thread. This section highlights few of the problems 

surrounding the digital thread implementation. This will further serve to highlight the need for 

the specific research objectives in this thesis.  

Problem 1: Connecting Legacy Machines: While many modern machine tools possess sensing 

and control systems, the data communications and digital interfaces are frequently complex 



 

10 

and/or proprietary. The lack of plug-and-play type digital integration is an obstacle to 

achieving seamless digital operation of these machines within the manufacturing enterprise. 

Technologies such as MT-CONNECT (MTC) allow the standardization of data streaming out 

of the manufacturing. While new machines may be MTC enabled, many manufacturing 

machines in use today simply lack the necessary adaptors to communicate with the digital 

network. Therefore, the first problem to tackle is can we come up with relatively cheap 

methods to enable machines to communicate over the network.  

Problem 2: Data Storage and Retrieval: For the digital thread to be meaningful, machines must 

stream its in-process data during the fabrication of the part for later retrieval and analysis. 

Many of the MTC enabled solutions are intended to only store discrete points of data. Time-

series data, particularly when sensors are mounted on the machine can bog down traditional 

SQL database schemas. While proprietary plant historians exist for the continuous 

manufacturing space, the discrete manufacturing typically contain conventionally siloed 

solutions that fail to integrate across the lifecycle of the product. Any database solution must 

be scalable to handle ‘Big Data’ type characteristics when machines are streaming out lots of 

data that must be captured. database system which stores this machine data and presents both 

static as well as real-time of machine shop floor as well as company specific data. This database 

can then act as an efficient and secure platform for front-end users to perform different analysis. 

Problem 3: Enabling Information Sharing through Cloud Manufacturing: Consider a case 

where product designers find it difficult to search and find a potential manufacturer to make 

their product. Current practice of identifying suppliers through the Internet, social media, and 

trade shows can be time consuming and in most cases not optimal. It is significantly 
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challenging to land the right manufacturer who has the right set of machines with the required 

specifications to make the product. It is not feasible for designers to share their design and 

manufacturing process files across the job shops in the country. Privacy and security of the 

data can be threatened. In addition, the same piece of information must be shared by the product 

designer to multiple job shop companies before the right one is selected. Therefore, to 

circumvent this problem, can a cloud manufacturing setup be utilized for designers to share 

their data with a middleware, which then extracts relevant pieces of data to compare it against 

services, capabilities and capacities offered by the job vendor. This middleware, which would 

basically be an automated algorithm ‘hides’ information across the two sides. How would such 

a middleware architecture look like, particularly through the use of a cloud computing 

infrastructure. The middleware architecture in a well-defined cyber-physical setup can act as a 

direct link between the machine back end and the customer. This could potentially eliminate 

the unnecessary time and resource consuming process of ‘finding the one’.  

 

1.5. Research Objectives 

This thesis address two research objectives with respect to integrating manufacturing 

machines to a digital network. The first objective demonstrates how we can connect machines, 

specifically CNC machines to the local university network and then to the cloud. This thesis 

demonstrates specific apps that were created through a variety of third-party vendor 

applications. In the second objective, we address a case scenario through which we 

demonstrate how a cloud enabled middleware architecture can help connect designers with 

manufacturing shops across the country. The research objectives are: 
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Research Objective 1: To develop a middleware architecture which connects manufacturing 

machines, such as CNC machines, to a university wide network and then made accessible 

globally to any authorized user. 

The approach taken demonstrates several innovative use of technology. First, low cost 

computing platforms such as the Raspberry Pi, were utilized to network connect various types 

of CNC machines to the network infrastructure. Second, we show data streaming from the 

manufacturing machines can be collected into advanced databases built to handle time-series 

data. Third, we show how our middleware architecture can enable an eco-system of third-party 

app to broaden how the digital thread can be leveraged by a variety of engineering and non-

engineering disciplines. 

Research Objective 2: To demonstrate a cloud manufacturing framework to connect product 

designers with manufacturing machines while maintaining information asymmetry. 

This objective shows a cloud computing framework leveraging various services offered 

through the Amazon Cloud. This app framework demonstrates a user case in which a product 

designer can check to see whether a manufacturing process plan is compatible with the 

capabilities of a manufacturing job shop. The framework demonstrates how details of the 

process plan are hidden from the specific job shop until a match is made. In the same line, 

critical information from a manufacturing job shop – such as core technical capability and 

capacity information is hidden from the outside world. 

 The two objectives eventually lead to building the foundation for a manufacturing 

cyberinfrastructure that can perhaps connect all manufacturing machines in a global network. 
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1.6. Thesis Outline 

The thesis is organized as follows. Chapter 2 reviews the appropriate literature with 

respect to the advancements made in the fields of digital manufacturing, cloud manufacturing 

and the Industrial Internet. Chapter 3 discusses the first research objective. It describes the 

solution architecture for streaming data from legacy manufacturing machines to the cloud. It 

also displays various apps which are built to demonstrate machine data analytics and 

monitoring applications.  Chapter 4 discusses the second research objective which focusses on 

verifying instructions from the cloud-front end to the physical machine at the back end through 

a secure and efficient middleware system. Finally, Chapter 5 discusses the overall results and 

summary of the approach. It will also highlight the technical contributions of this thesis. The 

chapter ends with a discussion on how this current work can be extended towards realizing a 

network of manufacturing machines across a national cyberinfrastructure. 
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CHAPTER 2 

LITERATURE REVIEW 

 The industrie 4.0 wave hit the manufacturing process technology around the beginning 

of this decade. It increased focusses on intelligent machines, automation and data interaction 

between manufacturing technologies. Industry and academia have realized the importance of 

a digital thread connecting conceptual design of a product down to its eventual disposal. There 

has been plenty of research work done in the last 30 years separately on communication 

protocols, databases and cyber-physical systems. There is extensive research on the cloud-

based setups in business settings heavily focused on cloud based computing for finance, 

technology simulations, and consumer based services. However, in the past five years, a trend 

has shifted towards a more integrated approach connecting these different pieces of 

technology. 

This chapter will review the various enabling technologies that make up the approach 

to connect machines to the cloud. Section 2.1 discusses the digital network for data extraction 

from machines. It also reviews the previous work done for data extraction, streaming and 

storage into middleware database systems. Section 2.2 covers the current literature on cloud 

computing technologies and how they have influenced manufacturing systems technology. It 

is followed by a review of the current communication protocols in the final section 2.3. It 

focusses on the MTConnect industrial standard for data acquisition and briefly talks about 

other complementary communication architectures which enable machines to be inter-

connected.  
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2.1. Digital Network on Machine Shop Floor 

2.1.1. Digital Manufacturing: Past and Current Trends 

 The driving forces of the digital thread are issues of information integration and 

informatics across the product lifecycle management. This section presents different 

viewpoints on digital manufacturing. This section describes the conventional approach and 

how it being transformed to a digital version.  

 The ever-increasing global competitiveness challenges the manufacturing market to 

take an integrated approach towards design and manufacturing in order to reduce the product 

development time. Paritala et al. [4], discuss how smart living is taking root. Mass production 

is no more the trend, but rather mass customization of products and services. This requires 

manufacturing bodies to evolve from a labor-intensive approach to IT enabled manufacturing 

setups. The conventional approach involves an in-line process where the product is designed 

and the designs are sent to the shop-floor for prototyping and manufacturing. Many of the 

manufacturers are still loaded with outdated machines which hinder their capability to compete 

to meet market demands. The significant motivations behind adaptation of digital technologies 

are time-to-market factor and optimizing costs. In recent years, digital tools like rapid 

manufacturing, data analytics, cloud computing and system networking are being vastly used 

by the companies throughout the product lifecycle.  

 Choi et al. [1], demonstrate how digital manufacturing enables simulation of the 

product lifecycle by introducing a virtual factory system which combines procurement, 

production, logistics and services using digital tools for predictive analysis and solving current 

problems in a virtual environment.  
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 Figure 2.1 depicts the virtual factory architecture. Choi et al [2] suggested that a top-

down approach from a managerial standpoint together with a bottom-up approach to the 

gradual development of technologies is key to a successful implementation. The concept of the 

virtual factory in a top-down approach can be applied to performance factors like on-site 

monitoring, automation, demand-supply relation prediction and much more. Bottom-up 

approach would help develop the factory design which includes designing and testing for 

manufacturing processes, machine equipment and outputs. 

 

Figure 2.1: Architecture of the virtual factory (Choi et al. [2],) 

  

Digital thread, as defined by Mark Cotteleer et al. [3], is a single, seamless strand of 

data that stretches from the initial design to the finished part. While the primary focus of the 
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article was to focus on the digital thread for additive manufacturing, the concept presented in 

Figure 2.2 is applicable to traditional manufacturing as well. An important take away from 

their description is the comprehensive discussion on digital thread throughout a product 

lifecycle.  

 

Figure 2.2: Digital Thread example in Additive Manufacturing (Mark Cotteleer et al. [3]) 

 

 Figure 2.2 describes the information/data flow between different stages in a product’s 

lifecycle. This data can be extracted, stored, communicated and analyzed at each stage for both 

feedback control and validation. These different types of data at each unit step can grow to 

large magnitudes very easily. Therefore, it is important to come up with well-defined 

architecture which can hold, regulate and serve data of this magnitude to users who are 

interested in viewing certain portions of the data. For example, a product designer who is only 

interested in viewing the in-process data produced during the fabrication of a critical feature 
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on the part, must have the ability to extract such data out of the digital thread. This requires the 

digital thread to have some sort of data architecture that binds the different processes together. 

 Moneer Helu et al. [6], discuss a reference architecture which would integrate 

heterogeneous manufacturing systems across a product lifecycle for the digital thread. This 

architecture provides secluded access to internal and external clients. This helps to protect the 

intellectual property and confidential information, and enables the integration of 

manufacturing with other product lifecycle data. They have implemented their architecture 

with a contract manufacturer. They generated knowledge which helped them identify 

performance improvement opportunities which would otherwise be unobservable to a 

manufacturer. 

 Rainer Stark et al. [5], presents a new architecture design approach for modularized 

design of a Cyber Physical Production system (CPPS). They highlight the importance of 

integration of CPPS in existing production system architectures. The degree of capacity 

utilization and performance requirements of the new CPPS would indicate if functional units 

are duplicated or improved stations need to be developed. 

 This section gives a comprehensive idea about what digital manufacturing is and how 

things are connected throughout the product lifecycle explaining the concept of digital thread. 

These digital manufacturing architectures are enabled by the data that flows through them. The 

next section 2.1.2 addresses the most prominent issue of interfacing with the machine back end 

on the shop-floor and how this data is streamed out and utilized in downstream applications.  
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2.1.2. Machine Data Extraction  

 This section focusses on the work done previously on the extraction of machine data 

for various kinds of engineering analysis. The focus of this thesis is connecting all types of 

machines ranging from old legacy machines incapable of data interaction to the newer robust 

machines. These machines will eventually communicate over the network infrastructure which 

will then connect to the main server that shares the stored data with external systems.  

 There is a significant lack of literature on data extraction from old legacy machines. 

There are a few articles by CISCO [39] and INTEL which talk about complete digital factory 

integration and how legacy devices/machines can be all interlinked with the help of Industrial 

Internet of Things (IIoT). Many legacy devices, especially those used in commercial and 

industrial applications, tend to have long life-spans. Because of which, it is not always 

economically feasible to upgrade a large number of embedded devices to enable them to 

communicate with the network. An alternative is to use gateways, which provide value by 

attaching to existing devices and their sensors to secure, aggregate, and filter their data. This 

creates opportunities to optimize the efficiency of the device, prevent failures, and create new 

services. The gateway needs to be intelligent and have sufficient processing power to enable 

end-to-end analytics that will drive business transformation. 

 The Cisco Industrial Ethernet 4000 Series [39] Switches offer an industrial machine 

connectivity solution for a secure, scalable way to connect machines to OEE platforms. The 

4000 switch supports the MTConnect open standard, which is discussed in section 2.3, that’s 

used to track machine operation, utilization, and overall efficiency. CISCO further talks about 

the use of “SMART BOX”, combining MTConnect industrial protocol for data extraction, 
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MEMEX’s full-featured MERLIN manufacturing communications platform and the 4000 

switches. The SmartBox offers network isolation, which prevents unauthorized access from 

both directions, that is, to or from the machines and equipment on a network. 

 Yet another challenge is to analyze different kinds of data being shared over a network, 

without losing any, ranging from low frequency data at 10 Hz to high frequency sensor data at 

2048 Hz and higher. Jonathan Downey et al. [7], discuss real time monitoring of the CNC 

process using additional sensors in a production environment. They determined that the best 

machining configuration was a turning configuration, given that most vertical and horizontal 

machining operations utilize tools with multiple cutting surfaces. However, pointing out that 

turning operations on a lathe typically employ single-point cutting or two-point drilling. This 

indicates that cutting tool wear is less complicated in a turning configuration and is simpler to 

interrogate during a real-time production environment. After establishing their network and 

continuously being able to stream sensor data, they studied plots cutting forces versus depth of 

cut for a new and worn insert. They demonstrated the deployment of the sensors on a real-time 

production machine showing that the configuration works outside a laboratory environment. 

Similarly, Joao A. Duro et al. [8], also discuss a similar approach for CNC machine monitoring 

using a multi-sensor data fusion framework. 

 This section lists out the work being done with regards of enabling machines to share 

data. MT Connect Adapters, which are the most elementary halves of any “SMART BOX” 

like plug and play adapters, can be built to enable all kinds of machines for communication. A 

detailed discussion on MTConnect can be found in section 2.3. The next section 2.1.3 describes 
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the cyber-physical architecture in the second half of this sections. It also describes the central 

role that databases play in terms of storage and retrieval of mostly time-series based data. 

2.1.3. Databases in Middleware Architecture  

 The data from the machines on the shop-floor must be streamed in and archived in well-

defined database systems. Practical experiences as well as literature in this field testify that the 

role of the database systems is becoming more and more central for control and automation in 

manufacturing technologies. In this thesis, the database management system used is a relational 

model built using PostgreSQL database system. This section presents literature on the use of 

relational databases and the various attributes associated with them, particularly in the context 

of manufacturing. 

 Andrea Bonci et al. [9], discusses a distributed database centered approach for 

modeling, simulation and control of cyber physical setups in their research paper. They propose 

a database-centric architecture that integrates networking, artificial intelligence and real-time 

control issues into a unified computing model. The major concept put forth here was the 

unifying role of the PostgreSQL database management system (DBMS) to host heterogeneous 

technologies for acquisition, actuation and data processing. Similar to what was discussed in 

the previous section, adaptors were built to special purpose computing units and machines  and 

then connected in the PostgreSQL database framework. The DBMS must be a distributed 

system, particularly when hundreds of machines are reporting data. A distributed system is a 

network that consists of autonomous computers that are connected using a distribution 

middleware, PostgreSQL in this case. The distribution of the information here is carried on by 

a simple synchronization mechanism obtained by a very well calibrated data replication 
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system. A distributed infrastructure is obtained when suitable mechanisms are used to 

propagate the updates on database tables across the distributed database management systems. 

This paper, in summary, proposes a viable enabling technology for the understanding of the 

issues in the scenario of industrial automation where the smart features of cyber-physical 

systems are really enabled by a capable database system. 

 A characteristics of utilizing databases in manufacturing environment is the need to 

store time-series data. In manufacturing automation, such high frequency time-series data was 

always stored in proprietary plant historians. However, plant historians do not themselves lend 

to cross-functionality unless specific adaptors were provided by the vendors themselves. Plant 

historians can be enabled by open-sourced databases. Anatoly Sorokin et al. [12], demonstrate 

the use of PostgreSQL database for storing time series data. With the volume of experimentally 

measured time series data rapidly increasing, better storage solutions must be offered than 

simple arrays of numbers or opaque blobs for archiving time series data. Anatoly et al. have 

equipped an access method based on SAX (Symbolic Aggregate approXimation) with the 

PostgreSQL database. In short, Symbolic Aggregate approXimation (SAX), invented by E. 

Keough, J. Lin and A. Fu, has described an algorithm that takes in input time series and 

transforms it into strings. They have compared this new data type with the existing methods of 

storing them into opaque blobs and simple arrays. This new data type has been successfully 

tested in a database supporting a large-scale plant and with a very large set of simulated time 

series data. 

 In this thesis, PostgreSQL relational database serves as the database management 

system in the middleware architecture of the cyber-physical setup at NC State ISE lab. Peng 



 

23 

Yue et al. and Wade L. Schulz et al. [11], talk about the different kinds of database 

management systems available and evaluate the relational database architectures like 

PostgreSQL and MySQL, and NoSQL database architectures like MongoDB. The group 

evaluate the databases based on their ability to manage unstructured genomic annotations. In 

terms of unstructured data, the NoSQL database such as MongoDB, outperforms that of 

relational models like PostgreSQL. Although, with structured designs, both PostgreSQL and 

MongoDB performed with similar efficiencies. With manufacturing data, ideally being 

structured following technical standards like MTConnect, higher readability and user-friendly 

interface of PostgreSQL makes it a good choice for a distributed database management system 

dealing with structured data. 

The PostgreSQL database, used in this thesis, provides a platform for data interaction 

with the front-end users. This platform invites an ecosystem of third party applications to be 

built around it. D. Mourtzis et al. [13], have discussed in their research paper development of 

Mobile apps for product customization and design of manufacturing networks. The apps 

developed by them support two fundamental business functions. The first app enables the 

integration of the customer in the design phase of highly customized products. The second app 

enables the design of the manufacturing network to handle the production and transportation 

of a personalized product for a customer. Plenty other apps varying from simple machine 

monitoring to a fancy virtual factory can be created with the help of such a middleware 

platform. 

This section reviewed some of the previous works with defining database managements 

systems in a cyber-physical setup. It further explored various types of time series storage 
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formats in a relational DBMS and evaluated the database system used in this thesis with other 

systems to study their performances. A database system serves as an important platform for 

secondary interaction, yet there are significant limitations when it comes to using local systems 

for database management like scalability and data-back up to name a few. The next section 

2.2. discusses literature on Cloud Manufacturing. Cloud Manufacturing addresses the 

limitations of having a local system and opens many gateways to improve the middleware 

architecture. 

 

2.2. Cloud Manufacturing 

 Cloud manufacturing is a new manufacturing paradigm that is developed from existing 

advanced manufacturing models and enterprise information technologies using cloud 

computing, Internet of Things and advanced computing technologies. It transforms 

manufacturing resources into manufacturing services, which can be operated in an intelligent 

and unified way to enable the full sharing and regulation of these manufacturing resources. 

Cloud Manufacturing (CMfg) can provide safe and reliable, efficient and high quality, 

economical and on-demand manufacturing services for the entire product lifecycle. The 

concept of Cloud manufacturing was initially proposed by the research group led by Prof. Bo 

Hu Li and Prof. Lin Zhang [14] in China in 2010.  

 In this section, literature on cloud manufacturing has been discussed. In the section 

2.2.1, various cloud services are discussed. It focusses on the abilities and discusses the options 

available in cloud computing resources. In the section 2.2.2, literature on how these cloud 
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computing services have been used to enhance the productivity in manufacturing setups have 

been discussed.  

2.2.1. Cloud Computing Services 

 Cloud computing is essentially a network of remote servers hosted on the Internet to 

provide services on demand, rather than a local server or a personal computer. Amazon Web 

Services (AWS) [37] defines it as the on-demand delivery of compute power, database storage, 

applications, and other IT resources through a cloud services platform via the internet with 

pay-as-you-go pricing. Cloud computing provides a simple way to access servers, storage, 

databases and a broad set of application services over the Internet. A Cloud services platform 

such as Amazon Web Services owns and maintains the network-connected hardware required 

for these application services, while the user provisions and uses what is needed via a web 

application.  

 Cloud computing has three distinct types [38] referred to as: Infrastructure as a Service 

(IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS). Infrastructure as a 

Service, abbreviated as IaaS, contains the basic building blocks for cloud IT and typically 

provide access to networking features, computers and data storage space. Infrastructure as a 

Service provides with the highest level of flexibility and management control over the IT 

resources and is most similar to existing IT resources that many IT departments and developers 

are familiar with today. Software as a Service (SaaS) provides a completed product that is run 

and managed by the service provider. In most cases, people referring to SaaS are referring to 

end-user applications. Platforms as a service (PaaS) remove the need for organizations to 

manage the underlying infrastructure and allows to focus on the deployment and management 
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of the applications. In this thesis, Amazon Web Services is used. The main cloud computing 

service being used is Amazon EC2 which is an Infrastructure as a Service (IaaS). It gives the 

most management control, flexibility and scalability over the service. 

 Radu F. Babiceanu and Remzi Seker [18], in their research paper, talk about big data 

and virtualization of Cyber-Physical System. The recent advances in sensor and 

communication technologies can help define a foundation for linking the physical facility and 

machine world to the cyber world of Internet applications. Their work provides a review of the 

current status of virtualization and cloud-based services for manufacturing systems. It also 

throws light on the use of Big Data analytics for planning and control of business and 

manufacturing operations. It proposes an architecture for the development of predictive cyber-

physical systems that include capabilities for attaching to the Internet of Things using cloud 

services like IaaS, PaaS, HaaS and SaaS and many others, and Big Data algorithmic analytics. 

 GE’s Global Business Integration Technologies Laboratory (GBITL) goal [40] was to 

advance traditional manufacturing and create a dynamic network of people, machines and 

organizations that would promote collaboration, rapid prototyping, and product development 

for complex systems. By using AWS GovCloud (US), GE developed a revolutionary 

manufacturing platform, a “Crowd-driven Ecosystem for Evolutionary Design (CEED)”, 

which connects people, materials, models, simulation, and equipment in an ITAR-compliant, 

secure, and distributed global environment. Predix, yet another platform for the Industrial 

Internet by GE, is by connecting industrial equipment, analyzing data, and delivering real-time 

insights, Predix-based apps, trying to achieve new levels of performance for both GE and non-

GE assets. 
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 Presently, the cloud is dominated by three giants: Amazon Web Services (AWS), 

Google Cloud Platform (GCP) and Microsoft’s Azure. While AWS has a significant head start 

on the others, Google and Microsoft are quickly catching up. Madhuri et al. [17] and Gandhi 

et al. [16], performed comparative studies comparing Amazon Web Services and Microsoft 

Azure. The common conclusion from both these papers was that the AWS is preferred when it 

comes to efficient scalability and automation offerings, robust applications, reliability w.r.t. 

the feature set and the various levels of security. Microsoft’s Azure is preferred especially 

when one is invested in Microsoft, if scalability is not a big concern or if cost is rather a very 

big concern. Prices of the two giants are similar with a slight edge in favor of Azure. But 

looking at the bigger picture, this differences are insignificant. Most of the services provided 

by these giants is quite comparable, but as of 2017, AWS holds the edge over the others as the 

“public king” of cloud. 

 Understanding the cloud world helps further in understanding how it can be 

implemented in various setups of digital manufacturing. This section focused on defining 

various aspects of a cloud computing services and presented some literature to highlight these 

services. In the next section 2.2.2, literature on how the cloud based services can be deployed 

in a manufacturing setup is discussed.   

2.2.2. Cloud-Based technology in Manufacturing 

 Cloud Manufacturing (CMfg) [14-15] refers to a service-oriented and networked 

product development model where service consumers can configure services and use them to 

reconfigure manufacturing systems by using Infrastructure-as-a-Service (IaaS), Platform-as-a-

Service (PaaS), Hardware-as-a-Service (HaaS) and/or Software-as-a-Service (SaaS). There is 
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plenty of literature of using these services to implement a cloud based manufacturing system. 

This section reviews some of the literature to clear the concept of CMfg and study the various 

ways in which it is has been implemented. 

 Xiaoqing F. Liu et al. [19], discusses a Cyber-physical manufacturing cloud (CPMC) 

and its scalable service-oriented architecture, a virtualization technique of the machine tools to 

be accessible over the Internet from cloud, various communication protocols, and testbed. It 

integrates the paradigms of CMfg and cyber physical systems (CPS) to enable direct operation 

of machining tools from a manufacturing cloud on the Internet. It has a web-based application 

for publishing web services for manufacturing operations. It also has an application center to 

publish software applications for manufacturing operations. It uses the RESTful manufacturing 

internet protocol MTConnect for acquiring machining tool data to monitor their operations 

over the Internet. The implemented CPMC testbed depicts the feasibility of monitoring 

machining operations and performing manufacturing operations directly from a manufacturing 

cloud on the Internet. 

 Dazhong Wu et al. [20], describes democratizing digital design and manufacturing 

using high performance cloud computing focusing on performance evaluation and 

benchmarking. They have introduced a new workflow to utilize high performance cloud 

computing (HPC) resources for accelerating compute intensive tasks in manufacturing. A set 

of experiments was conducted to evaluate the performance of many HPC clouds using a large-

scale finite element model with more than eight million degrees of freedom. The elapsed time, 

speedup, scalability, and stability were used to measure the performance of the cloud 

computing services. The experimental results showed that the Microsoft Azure Cloud with 32 
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cores, and the Nimbix Cloud with 16 nodes speed up the finite element analysis over a 

workstation with 8 cores by more than seven-fold and eight-fold. The in-house computer 

speeded up the FE analysis over cloud computing by approximately two-fold because of better 

I/O performance and much larger memory. This paper verifies experimentally the superiority 

of cloud services and why the current trend is shifting towards a more stable, reliable and 

scalable cloud technology. 

 Xiuhong Chen et al. [24], present a case study using Community Earth System Model 

(CESM) on a commercial cloud computing environment, Amazon AWS. The numerical 

models used for simulating climate of earth are generally run on high-performance computing 

(HPC) systems. This work investigates an alternative to this approach by carrying out climate 

model simulations on a commercial cloud computing environment. They test the performance 

and reliability of running CESM on Amazon Web Service (AWS) EC2, the cloud computing 

environment in AWS which serves as a create virtual computing cluster. The parallelization 

efficiency test of the CESM model on the AWS EC2 virtual cluster is performed and they 

found that, up to 64 cores, the AWS EC2 can render a parallelization efficiency comparable to 

if not slightly better than that of the traditional Linux cluster with InfiniBand connection. Over 

64 cores however, the efficiency of AWS EC2 improves significantly. By running the CESM 

on the AWS EC2 it was found that a highspeed network is key for the scalability of the 

parallelized climate models. 

 Yongkui Liu et al. [21], focus on workload-based multi-task scheduling in cloud 

manufacturing in their research paper. The centralized management and operation of 

manufacturing resources and services enable CMfg to deal with multiple manufacturing tasks 
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simultaneously. An important issue with cloud manufacturing is therefore to optimally 

schedule multiple manufacturing tasks to achieve better performance from a cloud 

manufacturing system. Task workload provides an important basis for task scheduling in cloud 

manufacturing system discussed here. They proposed a new task workload and service 

modelling methods which incorporates new elements like service quantity, service efficiency 

and enterprise capacity. All these enable dynamic calculation of the time for a service to fulfil 

a task or a subtask as well as service utilization. Their research indicates that scheduling larger 

workload tasks, especially ones with a higher priority is a better strategy in achieving better 

system performance, a higher service utilization, and a higher rate of successful execution of 

tasks without compromising with the task quality. 

 Hehua Yan et al. [22], discusses integration of robotics with the cloud technology 

which demonstrates a new approach to task execution as well as resource sharing compared to 

conventional industrial robots. There are a few challenges associated with cloud robotics. 

Highly flexible load scheduling mechanisms are still very immature. Also, due to time 

variability and service quality, the traditional optimization mechanisms for the network service 

quality do not meet the requirements of smart manufacturing. This research paper analyzes the 

cloud robotics w.r.t. different backgrounds like cloud computing and big data. The applications 

of cloud robotics show that enormous computational and storage issues can be fundamentally 

improved. The countermeasures discussed for improving the performance are: 1) Adaptive 

optimization mechanism for network service quality; 2) Load scheduling mechanism based on 

task complexity and network service quality; 3) Cloud-assisted cooperative learning 
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mechanism. This study comes up with solutions to address key issues pertaining to service 

quality, scheduling mechanisms and a self-learning mechanism in cloud robotics. 

 David Golightly et al. [23], give a human factors perspective on manufacturing in the 

cloud. Human factors can have a significant contribution to the paradigm of cloud 

manufacturing, well as long as humans are involved in the loop. The issues and opportunities 

can be found at the service provider, application provider and consumer user groups. Human 

factors contribute across various groups through Human Computer Interaction (HCI) and User 

Experience (UX), user-centered automation, and product design. Consumers can have more 

say in the product design, either explicitly through customization requirements or more 

implicitly through the data footprint of their use of products and services. The potential of a 

modelling software and cheaper prototyping can lead to a more iterative, user-centric approach 

towards product design. Whereas on the operating side, if well-managed, the introduction of 

new forms of technology can give manufacturing service providers the opportunity to bolster 

their workforce, while realizing more efficient and cost-effective automation. Human factors 

can be open and responsive to such opportunities. 

 This section covered literature on cloud-based manufacturing systems. Initially, it 

discusses how a cloud manufacturing system is used and how the commercial cloud computing 

platforms perform in such cases. An important part of enabling cloud manufacturing services 

are the various protocols that can be used for communication by machines in a cloud 

manufacturing setup. Next section 2.3 will discuss about the industrial internet protocol used 

in this thesis as well as literature on the alternatives that have been used.  
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2.3. Communication Protocols for Industrial Automation 

 A communication protocol [45] primarily can be defined as a set of rules which allows 

multiple entities of a communication-system to transmit information through any variation of 

a physical quantity. These rules or standards define the syntax, semantics and synchronization 

of communication. The communication protocols may be implemented either by hardware, 

software, or most likely a combination of both.  

In this section, various machine-to-machine communication protocols are discussed. 

The focus in the first section 2.3.1 is on the industrial automation machine-to-machine protocol 

used in this thesis called MTConnect. This is followed by a discussion of an alternative 

communication protocol called Object linking and embedding for Process Control Unified 

Architecture (OPC-UA), in the section 2.3.2. It also briefly describes a few low-level 

messaging protocols like MTQQ and RabbitMQ, which are newer protocols being built to 

enable the Internet of Things. 

2.3.1. MTConnect Industrial Standard 

 MTConnect [36] [47] is an open technical industrial standard developed to extract 

machine-specific process information from numerically controlled machine tools. It is a 

protocol developed for the exchange of data between machines and other equipment on the 

shop, and a cyber-physical system. This kind of data is primarily used for monitoring and data 

analysis. MTConnect is referred to as a read-only standard which means that it only defines 

reading or extraction of data from control devices and not the writing of data to any machine 

or any equipment. In other words, it does not have the ability to directly control the machine. 

There are hardware/software adapters which extract the machine process data and process them 
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into the MTConnect defined data format, called the MTConnect adapters. This data is 

presented in an XML formatted output called the MTConnect Agents, using Hypertext 

Transfer Protocol (HTTP) as the underlying protocol. MTConnect provides with a RESTful 

interface which means that the interface is stateless. Such interfaces allow any external third-

party system to access values of attributes being streamed by the machine. 

The MTConnect Agent in turn consists of four kinds of XML outputs called the 

devices, streams, assets and errors [41]. 

• Devices:  

o Descriptive about the configuration machine and the type of data that can be 

delivered. 

o Returned by /probe command issued to Agent. 

• Streams: 

o Data samples and events from the device/s. 

o Returned by /sample or /current command issued to Agent. 

• Assets: 

o Retrieve information on mobile assets. 

• Error: 

o Returned when an error occurs which prevents further processing. 

Athulan Vijayaraghavan et al. [36], introduced MTConnect as a data exchange 

technical standard that allows disparate entities in a manufacturing system to share data 

seamlessly in a common data format. The information on the efficient use of machines and 

systems in the production facility will be extremely valuable to designers of processes and 
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systems as green manufacturing systems and facilities are continued to develop. The 

interoperability enabled by MTConnect can provide the mechanism for system monitoring and 

optimization with respect to energy as well as resources. H. Atluru et al. [29], present a research 

paper on whether MTConnect can deliver on its promise of data to information. They 

performed various case studies implementing MTConnect on a shop-floor. They realize that in 

addition to providing for real-time data transfer between the machine tool controller and the 

various smart machine-systems, it also enables data access from a host of other applications 

and modules within the smart machine program. They found that it will be very easy to 

implement interoperable subsystems across the shop floor with MTConnect. These subsystems 

can in turn include a variety of devices like programmable logic controller (PLC), databases, 

scales, maintenance systems, ERP systems and more. 

Pei Lei et al. [30], introduced an MTConnect based monitoring system for finish 

machining the assembly interface of a vertical tail on a large passenger aircraft. An MTConnect 

setup of the finish machining system was proposed. The validity and the interoperability of the 

proposed system are verified by monitoring key data in the aligning, clamping and machining 

process. They showed that it is not the advantage of MTConnect to just get and monitor the 

process data, instead it is the unified standard format and an HTTP+XML based process which 

provide a plug-and-play setup. Since data streaming in from multiple machines would have a 

common definitions and values, it would ease the realization of integration and interoperability 

of various machine types on the shop-floor. The process data collected from the machines 

could also be used to optimize the machining process in addition to the supervision of the 

process leading to intelligent manufacturing. 
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2.3.2. OPC-UA & other Industrial Automation Communication Protocols 

 OPC- Unified Architecture (UA) [42] is a machine to machine communication protocol 

for industrial automation which was developed by the OPC Foundation. The OPC-UA is a 

platform independent service oriented architecture that integrates all the functionalities of the 

individual OPC, an industrial telecommunications protocol, Classic specifications into one 

extensible framework. This multi-layered approach accomplishes the following set of goals. 

• Functional equivalence. 

• Platform independence: from an embedded micro-controller to cloud-based 

infrastructure. 

• Secure: encryption, authentication, and auditing. 

• Extensible: ability to add new features without affecting existing applications. 

• Comprehensive information modeling: for defining complex information. 

MTConnect-OPC UA [47], an interesting integrated approach, is a set of companion 

specifications to ensure interoperability between MTConnect industrial specifications and the 

OPC Unified Architecture (UA) specifications with the manufacturing technology equipment 

that implement those standards. 

Message Queueing Telemetry Transport (MQTT) [43] is a machine-to-machine data 

transfer protocol that is growing in its use as a messaging protocol for Industrial Internet of 

Things (IIoT). What differentiates MQTT from other messaging protocols as an IIoT protocol 

is its lightweight overhead two-byte header, publish-subscribe model, and bi-directional 

capabilities that requires minimal network bandwidth. MQTT is suited to industrial control 

systems applications that access IIoT data. The newest version is based on an open OASIS 
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standard. OASIS is the Organization for the Advancement of Structured Information 

Standards, an international consortium that promotes the adoption of product-independent 

standards for information formats. 

RabbitMQ [44] is yet another open source message broker software which implements 

the Advanced Message Queuing Protocol (AMQP). The RabbitMQ message broker, in a case 

study done by Google, deployed atop Google Compute Engine where it demonstrated the 

ability to receive and deliver more than one million messages per second. To put this volume 

in context, one million messages per second translates to 86 billion messages per day. U.S. text 

messages reached 6 billion per day in 2012. Apple processes about 40 billion iMessages per 

day, and WhatsApp recently hit a new daily record in December when it sent 20 billion daily 

messages. RabbitMQ is already a player in the ever-growing field of real-time analysis, big 

data and IoT. While it has been extensively used in text-messaging protocols, it is yet to be 

seen how MQTT and RabbitMQ can be utilized in manufacturing factories. 

This section talked about the various machine-to-machine communications protocols. 

Besides MTConnect, there are plenty other protocols which have been discussed. Protocols 

like MTConnect-OPC-UA provide with an interesting idea of integration of such protocols to 

fruit the benefits from each of the constituent protocol. The current literature presents with an 

opportunity as well as a challenge to transcend the bounds of limitations. The next Chapter 3 

and 4 present address the Research Objectives and explain the steps taken to successfully 

achieve them. 
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CHAPTER 3 

STREAMING DATA FROM MANUFACTURING MACHINES 

3.1. Introduction and Problem Background 

 The challenge in dealing with data from legacy manufacturing machines is to figure 

out the interface to extract in-process data from its controllers during part fabrication. Most 

legacy machines are incapable of digitally interacting with the outside world. However, the 

newer machines have an MTConnect adapter which enables them to extract and format the 

data and stream it on to the network as the MTConnect agent. Similarly, a set-up can be created 

to facilitate the streaming of manufacturing data from legacy machines. Once the data is 

streamed to a database or onto the cloud, an ecosystem of third party apps can be built on top 

of it enabling interpretation and analysis of the data. 

 

3.2. Technical Approach 

This section discusses the technical approach involved in addressing the problem 

statement. Section 3.2.1. explains the details of the machine setup at NC State. This involves 

the adapters for extraction of data from new as well as old legacy machines.  Section 3.2.2. 

discusses the middleware architecture setup using a local Red Hat OS with a PostgreSQL 

database. Section 3.2.3. describes the sample part that was machined and for which the 

machine data was analyzed and used to demonstrate various apps.  

3.2.1. Machine Setup and Information Flow Diagram 

 The machine set-up in the NC State laboratory is shown in Figure 3.1 and Figure 3.2. 

Process related machine data from a HAAS VF2 is stored in System Variables or MACROS 
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as defined by HAAS. These MACROS are then read by an MTConnect hardware Adapter. 

Alongside machine data, sensor data is also collected through a Hall sensor measuring spindle 

power consumption and a three-axis accelerometer installed within the workpiece holding 

fixtures within the machine. As seen in the Figure 3.2, a local system or a raspberry-pi can be 

used as the MTConnect Adapter in combination with corresponding machine hardware 

available at the HAAS machine. There are possibly two modes of enabling legacy machines to 

be Ethernet compatible. First, a low cost <$150 computer through the machines’ RS232 port. 

Second, when there is no PLC or any compatible ports to pull data from, a low cost system-

on-chip board such as a Raspberry Pi or a Beagle Bone Black, to directly interface with the 

machine control boards. In both cases, the machine data formatted through MTConnect 

standards was streamed through the university ethernet infrastructure to the local DB 

maintained within the university. The software side of the adaptor is a python script which runs 

a series of multiple queries and extracts relevant machine data as requested by the database. 

The local computer system at the HAAS runs its own agent within the board. The data collected 

by the adapter is filtered and stored in specific tags as defined by MTConnect. Using the 

TCP/IP connection via the NCSU server, the data is collected at the central system where it is 

produced as an MTConnect agent output (XML file format). This agent is then used to extract 

and push data into relevant tables within the database. 
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Figure 3.1: Information Flow from Physical Machine to Client Applications 

 

Many such set-ups can be replicated for different machines across a shop-floor. 

Another implementation is directly connecting a preconfigured MTCONNECT enabled 

MAZAK Integrex i-100ST as shown in Figure 3.2. The MAZAK and HAAS along with any 

other machines will stream data through its respective agent to the local DB. The external 

hardware setups, as demonstrated at the HAAS, allow legacy machines to be interfaced for 

digital communication. Besides which, ‘smarter machines’ i.e. MT-CONNECT enabled, like 

MAZAK Integrex can also stream the data generated during machine operations to the local 

database.  
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Figure 3.2: Detailed information flow from physical machine through hardware and software 
adaptors to third party client, such as Digital Manufacturing Commons (DMC) client. 

 

Figure 3.3 shows the MTConnect adapter interface at the Benchman 4000 machine in 

the ISE lab. The Benchman 4000 is a low level 20-year-old legacy machine incapable of 

interacting with the NC State network. As seen in the Figure 3.3, various sensors; current, IR, 

press and light sensors, had to be installed to extract or sense the data out of the machine. The 

major difference here with the HAAS VF2 or the MAZAK discussed above is that it does not 

have any active ports for communication. This called for installation of sensors. Here, the 

Arduino serves as the MTConnect adapter and streams the Agent onto the NC State network 

from where it is streamed into the local PostgreSQL database. 
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Figure 3.3: MTConnect Adapter Setup for Benchman 4000 

 

3.2.2. Machine Middleware Architecture Enabling 3rd Party Apps 

 A high-level logical structure of the middleware is presented in Figure 3.4. As 

described earlier, each physical machine with its respective controller (such as SIEMENS, 

FANUC, MAZAK) will have a corresponding MTCONNECT Agent, which continuously 

pushes data from the machine to any service that requests them. The underlying streaming data 

from controllers and any sensors associated with the machine is then stored in a structured DB. 

To make this data useful, scripts organize this data in three hierarchical layers. At the bottom 

of the stack is the machine information layer, which contains raw data from all machines on 

the shop-floor. The 2nd layer contains process related information, particularly the processes 

carried out by the machine. If available, this layer obtains input from the other shop-floor ERP 

or MES systems. A summary information layer is computed from the two layers below it and 
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made available through a Generic Access Library. Any 3rd party app then retrieves data 

through the Generic Access Library (GAL). The layers below GAL provides hardware 

abstraction, meaning that any third-party software does not have to directly access any of the 

hardware devices at the shop-floor for proper function. This middleware architecture is quite 

like the hardware abstraction provided by the Android Operating System which allows any 

software developer to build apps without directly accessing any of the specific hardware 

contained in smartphone. 

 

Figure 3.4: A high-level middleware architecture interfacing machines on shop-floor to 3rd 
party ecosystem of apps. 

 

The information from the MTConnect agents is stored in structured tables in the 

database. Each data point is associated with many elements that characterize the capabilities 

of the machine type. A python script reads each of the attributes of the element in the xml tree 
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that the Agent generates and sends it to the database. Some of the key elements of a component 

are its timestamp, type, id, sequence and its value. PostgreSQL was chosen primarily because 

of its capability of writing high frequency time series based data. It uses a multiple row data 

storage strategy called MVCC (Multi Version Concurrency Control) to make PostgreSQL 

extremely responsive in high volume environments. MVCC is the method PostgreSQL uses to 

handle data consistency when multiple processes are accessing the same table. It is particularly 

suited for Big Data type applications. Yahoo, Instagram and Myspace are few of its prominent 

users. 

For the purposes of this study, data is streamed to the PostgreSQL DB at rates of 100ms. 

For example, when the MAZAK machine is performing a cutting operation, the 

MTCONNECT data stream page is refreshed every 100ms or at 10Hz. At each 100ms refresh 

rates, scripts read the XML page and stores relevant data from the file. When data from the 

sensors were generated, we took an alternate approach, where data is first collected into a local 

file first and then at the end of the operation, the file is written to the DB tables. This approach 

is far more superior and efficient than directly writing sensor data to the disk. This allows 

multiple machines to stream data whenever a process operation is complete. Any filtering 

maybe done at the machine level to save on disk space and computation time.      

3.2.3. Sample Part File Machined 

 The entire data collection for one of the apps discussed in the section 3.2.2. is based on 

machining of a simple part. In Figure 3.5, the SolidWorks CAD file of the part model is 

displayed. It also shows the tool path of the operations that are performed on the part. It starts 

with face milling the top surface, followed by outside contour milling to define the dimensions 
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of the part. Pocketing is performed which is followed by inside and outside chamfering of the 

edges. Figure 4C shows the final machined workpiece. The tool path basically defines the 

movement of the bed of the HAAS CNC machine. The data collected then can necessarily be 

mapped to do further analysis. It can be used to make many applications and perform various 

analysis on the front-end. The next section demonstrates applications built by interaction with 

the data streamed from various machines. 

 

Figure 3.5: A) SOLIDWORKS CAD file; B) CAM tool path; C) Machined Workpiece 

 

3.3. Results 

3.3.1. Streaming Machine Data to Digital Manufacturing Commons (DMC) 

 As discussed earlier, DMC is a free and open-source software project to develop a 

collaboration and engineering platform, which enables plug-and-play functionality across the 

entire digital thread from product development to manufacturing and services. The apps 

discussed in this section may not be suitable for enterprise level applications since data is 

directly streamed to a 3rd party open platform. However, this would be perfect for academic 

and government labs to share data among the scientific community. The information flow 
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shown here can be scaled to hundreds of manufacturing machines across the world, all 

streaming data to a cloud platform. Users, such as students and researchers can then download 

process related data files for analysis or process development. These models can be clubbed as 

‘Data-as-a-Service’ Models which allow a repository of shareable manufacturing related 

datasets. 

3.3.1.1. Application 1: Machine Status 

 Figure 3.6 demonstrates the “Machine Status” app. The user defines the inputs as per 

the format in the default html interface. At NC State University, three machines are connected 

to the local database which in turn weekly sends the updated data to an AZURE PostgreSQL 

DB on the DMC end. Once the inputs are defined and the user hits the Run button, the DMC 

does all the calculations at the backend in an Ubuntu Linux environment. Then the html page 

on the front end is refreshed and the user can see all the outputs as seen in the Figure 3.6. This 

app focusses on retrieving data related to machine performance and efficiency along with the 

status updates. Parameters like OEE and part count can be obtained which help the user realize 

the efficiency of the machines on the shop floor. 
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Figure 3.6: DMC App: Machine Status 

 
3.3.1.2. Application 2: Machining Data Plots 

 Figure 3.7 shows the Machining Data app which retrieves sensor data from the database 

and calculates averages of the sensor values. The data is collected from two different sensors, 

Hall sensor and Vibration sensor, presently. This application has a similar input interface as 

that of the previous app. It also gives an option to the user to extract all the relevant data in a 

csv file. The user has the option to either simply collect the data or take a snap view at the 

parameters calculated using the data and the plots between Hall Sensor and Vibration Sensor 

data versus time. This helps in studying the how the behavior of the current and vibration 

fluctuations differs during a cutting cycle when compared to an idle state. 
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Figure 3.7: DMC App: Machining Data Plot 

 
3.3.2. Application 3: Analysis of Machine Data Cloud 

 The main goal of this app is to demonstrate the ability to perform real-time digital 

verification of a part produced on a milling machine. This verification is performed by 

comparing the geometry data of a part with actual position data reported by the machine axis 

systems. Real-time streaming data from the machine is stored in a database instance from 

which client apps can interface with the stored data. Scripts in the database request data from 

the machine through the agent-adaptor framework of MT-CONNECT. The connection to the 

HAAS VF2 is made using an RS 232 cable. The cable is in-turn connected to a very compact 

a local system (or a system on chip Raspberry Pi) which acts as the adaptor. The formatted 

data is then presented by the Agent in an XML file format which can be obtained over the 
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NCSU network through an HTTP link. This data is then extracted and stored in a PostgreSQL 

database schema structure. All this sequence of events happen simultaneously in real-time. 

 

Figure 3.8: From Left to Right: (A) Raw Machine Data Cloud; and (B) Merged STL and 
Data Cloud 

 

The data collected from the machine can be predefined. The linear x, y and z 

coordinates along with the spindle speed, tool number have been collected at the machine 

interface. The app extracts the [x,y,z] coordinates from the database. The data cloud obtained 

from the set of 3-D coordinates are then plotted against the original CAD file. For the ease of 

analysis, the initial CAD file was converted to an STL format. The raw machine data cloud of 

axis movements, as seen in Figure 3.8A, is simply the scatter plot of the xyz coordinates 

obtained from the database. This data cloud corresponds to the actual path followed by the 

center-point of the tool. Figure 3.8B shows the merged plot of the STL file and the data cloud. 

It gives an idea about the real tool path is with respect to the digitally defined part geometry. 
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3.3.3. Application 4: Interfacing the Machine Database with LabView 

 

Figure 3.9: LabView Interface demonstrating remote monitoring feature 

  

This application primarily focusses on two aspects. First, it displays live incoming data 

into a user interface which can be viewed by any student within the NCSU network. This entire 

GUI was built using widgets which allowed programming the interface relatively easy and did 

not involve extensive UI programming skills. Secondly, from specific http links the source 

files of the code can be downloaded and the XML file can be viewed, exclusively on the NCSU 

server. Figure 3.9 is an example of the interface seen through one of the systems at NCSU. 

This aspect represents the classical machine monitoring application. Except here, building the 
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GUI interfaces was done through the LabView toolkit, an example of a professional grade 3rd 

party platform. 

 

3.4. Evaluation of Approach 

 There are several challenges to adopting such an approach on a discrete product focused 

shop-floor. Few of them have been discussed below with potential solutions on possible ways 

in which the community could address them. 

This research highlights ways in which streaming data from sensors and the machine 

control system can be stored in the cloud. However, more effective data management strategies 

must be adopted. Newer database schema architectures must be developed along the lines of 

edge, fog and cloud computing technologies. Not all data needs to be stored in a database. 

Some of the data can be locally filtered based on intelligent algorithms and relevant data can 

be streamed and archived for future use. Examples of fog and pervasive computing can be 

borrowed from mobile computing technologies for effective manufacturing data management. 

While technologies exist to gather tremendous amount of data, there is still a lack of 

effective physical models that can act upon this streaming data. For example, how can 

streaming data from the machines be effective at cutting tool management or enabling 

predictive based maintenance. The community has begun to think of possible solutions through 

– Cyber Physical Architecture and the Digital Twin solutions. Better physical models need to 

be built at the enterprise level where companies can see immediate benefit from streaming data 

from the machines. 
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Many of the manufacturing machines on the shop-floor have been around for more than 

10yrs, some even at 20 to 30yrs of active use. They have been retrofitted with a number of 

controller upgrades over the years. Still the challenge of making them ‘internet’ compatible is 

daunting. While there are solutions of low-cost system-on-chip boards that can help alleviate 

the problem, implementing it may be hard and expensive. If legacy machines can’t be brought 

online to the enterprise level IT-system, then digitalization can’t be achieved. These solutions 

will only be applicable to the newer manufacturing machines. This problem must be addressed 

before digitalization can be truly achieved in shop-floor level manufacturing. 

 

3.5. Chapter Summary 

 In summary, a solution to interface machines on a shop floor towards a digital factory 

solution through a middleware architecture is discussed here. High granular streaming data 

from the machines can now be efficiently stored, archived and retrieved. This pilot solution 

can be replicated for all machines on the shop-floor. Machine monitoring apps are deployed to 

the DMC, opening the possibility of integrating a variety of machines on the shop-floor. A 

prototype application to verify a part’s geometry by comparing original data with the 

coordinates obtained from the actual machine coordinates is also demonstrated. This will help 

to optimize part probing during machining and also provide an initial verification pathway for 

part tested. This research essentially bridges the machine and the digital platform at the back-

end and explores manufacturing intelligence at the front. The ultimate goal is to create a digital 

network which would replicate the above described system for all the machines in the ISE lab 

at NCSU. This would introduce the academic world to digitalization.  
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The proposed middleware solution enables hardware abstraction layer at the bottom 

which reduces software development costs. The apps demonstrate a low-cost solution to 

obtaining data from manufacturing machines on the shop-floor including legacy manufacturing 

machines that may not have sophistical machine controls or PLCs to extract data from. The 

solution discussed here demonstrates how incoming streaming data can be stored into a next 

generation structured SQL database, such as PostgreSQL. This is in contrast to using traditional 

SQL type databases such as Access, ORACLE or MySQL. PostgreSQL, an open source 

database is well suited for fast writing of streaming time-series based data. 
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CHAPTER 4 

Verifying Instructions from Cloud Front-End User with Physical Machine Capabilities 

4.1. Introduction 

The current trend in the manufacturing industry calls for a new generation of production 

system with better interoperability and business models [26]. “Cloud” provides new service 

models and more opportunities for the manufacturing industry. In this Chapter, a Cloud-based 

manufacturing system is developed to support ubiquitous manufacturing, by connecting all the 

machines and manufacturers across the globe.  

Consider a case where product designers have to manufacture parts for which a 

manufacturing process plan is built – say the steps needed to machine a prismatic part. Once 

the CAD/CAM analysis is done, the next step is to find the right manufacturer who can build 

the part. This process of finding manufacturers and figuring out whether the machines on their 

shop-floor can meet the product specifications and thus build the part or not, consumes a lot of 

time. Processes like identifying suppliers through the internet, social media and trade shows 

can be time and resource consuming. It is highly challenging to land the right manufacturer 

who has the right set of machines with the necessary specifications to meet the product 

specifications. It is not feasible for designers to share their design and manufacturing process 

files across the machine shops in the country. Privacy and security of the data is a big worry. 

The cloud-based cyber-manufacturing system discussed in this Chapter demonstrates how it 

can act as the bridge between the product designers, vendors and manufacturers and in turn 

automate the interaction. Since “Cloud” is omnipresent, anyone from anywhere can access this 
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platform to find their right manufacturers. It can serve as a global platform for collaboration 

saving time and resources which would be significantly spent if done manually.  

In the previous Chapter, the cyber-physical setup involved a private computing system 

in a RedHat Linux OS. With such a system flexibility, scalability and global collaboration is 

difficult to achieve. Whereas, a cloud based system not only addresses these factors but also 

supports disaster recovery, capital-expenditure free services and improved security. Cloud-

manufacturing systems with such characteristics have the potential to revolutionize 

collaborative manufacturing to enable supply chain wide collaboration.  

 

4.2. Technical Approach 

 In this section, the technical approach towards a cloud-based manufacturing system is 

discussed. Section 4.2.1 lays out the algorithm behind the entire setup in a flow-chart. It is 

followed by the understanding of the cyber-physical setup in the section 4.2.2. Section 4.2.3 

focusses on comprehending AWS and its various services and their roles. Section 4.2.4 further 

discusses the various tables in the RDS PostgreSQL database which also serves as a Machine 

Data Library. 
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4.2.1. Algorithm 

 

Figure 4.1: Algorithm-Flowchart for data interaction 
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The algorithmic flowchart for the data interaction can be seen in the Figure 4.1. The 

user strictly interacts at the front end and needs to provide the material name and the setup 

sheet file for the part that is to be machined. The file address for the setup sheet is an http link 

which is read and stored in the cloud. The middleware then reads through the setup sheet and 

then runs through the live machine information stored in the Amazon cloud. It then follows it 

up by mapping all the input parameters to the machine parameters based upon the relations 

predefined. Once it is done, it reports back to the user through the front end. The result that the 

user would see includes whether any machine is capable of manufacturing with the 

specifications in the setup sheet.  

 

4.2.2. Cyber-Physical Setup 

 The cyber physical setup can be seen in the Figure 4.2. In this section, the three distinct 

sections of this setup are discussed.  

• Physical Machine Backend 

• Middleware Architecture hosted in the Cloud 

• User Interface Frontend hosted in the Digital Manufacturing Commons 
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Figure 4.2: Cyber-Physical Setup 

 
The machine backend consists of the machines on the shop floor that are digitally 

connected to the network. Presently at NC State, three machines are digitally connected: 1) 

Mazak i-100 ST, 2) HAAS-VF2, and 3) Benchman-4000. As discussed in the previous chapter, 

each of these machines have an MTConnect Adapter-Agent setup either manually installed or 

came pre-installed. The MTConnect agent is then streamed onto the NC State network.  

MTConnect formatted data provides interoperability between different kinds of 

machines and machine equipment. Such a data-driven manufacturing setup allows 

management to a) observe trends in production and labor time, b) make corrections to the 
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maintenance and quality issues, and c) minimize business as well as safety risks throughout 

the operation. In manufacturing, material and human resources are the mainstays of the 

business, manufacturers can now utilize data-driven processes to understand how to make 

better use of employee skills and time. Relying on data means manufacturers can more easily 

assess risks as well as predict the impact of design on product quality and sales. To demonstrate 

the use of such a data-driven environment in manufacturing, this thesis utilizes the cloud 

computing services of the Amazon Web Services in the Middleware Architecture. 

As mentioned earlier, the middleware architecture is built using the Amazon Web 

Services (AWS). As is seen in Figure 4.2, the middleware structure uses three services of AWS: 

1) Amazon Simple Storage Service (Amazon S3), 2) Amazon Relational Database Service 

(Amazon RDS), and 3) Amazon Elastic Compute Cloud (Amazon EC2). Together, the 

middleware is responsible for saving input files from the front end, streaming in the 

MTConnect Agent Data from the machine back end to the hosted DB, and processes the data 

w.r.t the input parameters and reports back the output to the user. The middleware can be better 

understood in the next section where all the services used are discussed at length. The front-

end consists of a similar DMC interface as discussed in the previous chapter for Applications 

1 and 2. DMC users are able to interact with the middleware by providing the input necessary. 

The middleware processes the request and provides the result to the user.  

4.2.3. Middleware Architecture: Amazon Web Services (AWS) 

This section describes the three Amazon Web Services used for this research. Amazon 

Web Services (AWS) offers cloud computing platforms. AWS is marketed as a service to 

provide large computing capacity. AWS has more than 70 services of which 3 are discussed 
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here. As can be seen in Figure 4.3, an overview of the roles of the services is represented. The 

first service in use is the Amazon Simple Storage Service (Amazon S3) [37], which is a storage 

service to store and retrieve any amount of data from anywhere on the web. Customers use S3 

as the primary storage for cloud-native applications and with the purpose of backup & 

recovery. It is very convenient for the user to transfer large chunks of data into or out of 

Amazon S3. For this research, Amazon S3 is defined to store all the input files from the front-

end, like a setup sheet for a part to be machined.  

 

 

Figure 4.3: Amazon Web Services Used 

 
The second service used is the Amazon Elastic Compute Cloud (Amazon EC2) [37]. It 

is a service that provides secure and efficient compute capacity in the cloud. Its major purpose 

Amazon 

EC2

• Secure 

compute 

capacity in 

the cloud

Amazon RDS

• Machine 

Data Library

• Relational 

database

Amazon S3

• Cloud 

storage

• Input files 

stored here



 

60 

is to make cloud computing easier for developers. It provides the developers tools to build 

failure resilient applications. For this research, Amazon EC2 is used to run all the scripts to run 

in a continuous loop. The scripts running on the EC2 has a two-way interaction with the other 

two services. When the user sends in the request, scripts within EC2 receives the input file 

(setup sheet) and stores it in the Amazon S3, where it is stored and can be accessed when 

needed. It then starts mapping all the input information to the machine capabilities which are 

defined in the data library in Amazon RDS. After all the processing, it responds back to the 

cloud front end with the results. 

The third service in use is the Amazon Relational Database Service (Amazon RDS) 

[37] makes it easy to operate and scale a relational database in the cloud. Amazon RDS 

provides resizable capacity while managing time consuming database administration tasks in 

a cost efficient set up. It provides the user with the option of selecting any of the six database 

engines: Amazon Aurora, PostgreSQL, MySQL, MariaDB, Oracle, and Microsoft SQL Server. 

For this research, PostgreSQL database was chosen primarily because of its efficient times 

series capabilities and performance in high volume environments. The Postgres database has 

several tables which store different kinds of machine and process capabilities information. This 

database acts as a Machine Data Library which will be discussed in the next section 4.1.3. 

4.2.4. Machine Data Library (MDL) 

 To capture the data from the machines, it is necessary that we store and separate out 

the data streaming in from the machine. The MDL stores both static and dynamic 

characteristics of the machines, contained within the organization or across multiple 

enterprises spread around the world. Machine Data Library refers to all the tables in the 



 

61 

Amazon RDS PostgreSQL database instance. In this section, all the tables defined for this 

research are discussed. The objective of this library is to store all the updated machines’ 

specifications and process capabilities. It also has a table which keeps track of all the previous 

runs. The following Tables will better help understand the content of each one of them along 

with their purpose. The table structure has been shown with the records from 3 machines. 

However it can be extended to any number of machines provided they are streaming data in 

the MT-CONNECT standard. 

 

Table 4.1: Machine Data Library: Machine Specifications 

machine_name machine_param units value 

MAZAK-

M7303290458 

type None mill/turn 

MAZAK-

M7303290458 

wt kg 1020 

MAZAK-

M7303290458 

travel_x mm 450 

MAZAK-

M7303290458 

travel_y mm 220 

MAZAK-

M7303290458 

rtsspeed rpm 12000 

MAZAK-

M7303290458 

turn_dia mm 500 
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 In Table 4.1, the machine specifications table is seen where each row stores the name 

of the machine followed by the machine parameter, and its value and units. Various parameters 

like machine type, maximum weight of the part, rapid speed and maximum tool diameter 

among others are saved. The values can be updated by the admin who has access to the 

username and password of the database. 

 

Table 4.2: Machine Data Library: Tool Specifications 

machine_name tool_name tool_number tool_grade tool_diameter 

MAZAK-

M7303290458 

END MILL 2 None 12.7 

MAZAK-

M7303290458 

END MILL 3 None 4.826 

MAZAK-

M7303290458 

END MILL 4 None 9.4 

MAZAK-

M7303290458 

END MILL 6 A 12.7 

 

In Table 4.2, the tool specifications table is seen where each entry stores the machine 

name, tool name, tool grade, tool number and the tool diameter. Since certain tools from 

different machines can be used for one another, the user will be intimated if the need be. These 

tools are then checked for their tool diameter and the respective machine name by the EC2 

script to check their validity for the part to be made. 
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Table 4.3: Machine Data Library: machine schedule 

machine_name day time_begin time_end job_description 

MAZAK-

M7303290458 

0 T09:00 T11:00 testing_1 

 

Table 4.3 shows the machine schedule table and where the schedules are inputted in 

advance. These could be updated weekly or daily depending upon the work environment and 

requirements. Table 4.4, on the other hand, shows a live machine availability status in the 

machine availability table. This table tells you the updates for each machine including what 

they are expected to do based upon the advanced scheduling and what their actual status is. 

 

Table 4.4: Machine Data Library: machine availability 

machine_name timestamp sched_status current_status 

MAZAK-

M7303290458 

2017-05-

04T20:47:37Z 

scheduled to be idle Machine is OFF. 

HAAS-VF3 2017-05-

05T16:00:00 

scheduled to be idle Machine is OFF. 

HAAS-VF2 2017-04-

26T13:21:02.293 

scheduled to be idle Machine is ON and 

READY. 

BENCHMAN-4000 2017-05-

05T12:01:023 

scheduled to be idle Machine is OFF. 
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Table 4.5: Machine Data Library: process capability 

process diametric_tol positional_tol 

drill 0.2 0.13 

bore 0.05 0.05 

mill 0.0762 0.0762 

ream 0.06 0.13 

 

Table 4.5 shows the process capability table where the process capabilities are listed. 

Presently the processes for which capabilities are defined are the hole making operations like 

drilling, boring and reaming; and simple rough and finish milling. The tolerances must be 

defined for each feature machined in the setup sheet either manually or while generating the 

setup sheet. Table 4.6 shows the materials table containing the material list and their respective 

densities for mass related calculations in this research. 

 

Table 4.6: Machine Data Library: Materials 

Material density 

stainless steel 7800 

Aluminum 2700 

Titanium 4500 

Iron 7874 

Copper 8950 
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Table 4.7: Machine Data Library: process status log 

timestamp status setup sheet material  machine availability feedback 

2017-02-

18T17:40:20.150

000 

DOME https://s3.amazona

ws.com/ncsudome/

setupsheet3.html 

stainless steel None None None 

2017-02-

18T17:40:25.014

000 

AWS None None MAZAK-

M7303290458, 

HAAS-VF3, can 

machine the part. 

MAZAK-

M73032904

58 is 

available 

now. 

HAAS-VF3 

is available 

now. 

MAZAK-

M73032904

58 will 

provide 

better finish 

in better 

time. 
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Table 4.7 shows the process status log table. The purpose of this table is to keep a log 

of all the runs made from the front end. As seen in the Table 4.7, it updates the status to 

‘DOME’ in the table when the user runs the application from the front end. DOME is the front-

end DMC application. Once the inputs are received the status changes to ‘AWS’ where it is 

processed and sent back to the front end. It also stores the key output feedbacks if any, 

reference to the location of the setup sheet on Amazon S3, material name and timestamp. 

All the tables mentioned above together serve as a reservoir of machine specification 

data. This is used as the basis for comparison when an input setup sheet is received. If the 

machine specifications meet the requirements of the part to be built, the machine is a viable 

option for the user. In the next section, various possible outcomes are discussed at length. 

 

4.3. Result 

4.3.1. DMC App: Identification and Verification of Machine Capabilities for a Given Part 

 The DMC application is quite similar to the applications demonstrated in section 3.3.1. 

Like the previous DMC apps, this app’s front end is also scripted in HTML and CSS. As is 

seen in the Figure 4.4, the inputs require the user to give in the IP Address, username, database 

name, port and password for authentication purpose. The input parameters connect the user to 

a specific Machine Data Library. The second set of inputs require the user to specify the http 

location of the setup sheet file of the part that is to be machined and the material of the 

corresponding part. For the purposes of demonstration, we have used the setup sheet made 

available through Autodesk Fusion CAM.  
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Figure 4.4: DMC App: Machine Capability Check: Default Input Interface 

 

Figure 4.5 on the other hand shows an example of how an Autodesk Fusion setup sheet 

looks like. The setup sheet is basically divided into two sections. First section, ‘Job’, lists out 

the stock dimensions and the part dimensions with an image of the stock/part on the right. This 

gives an idea about the amount of material that would be used if this part is machined. The 

second section has two important sets of information. First, an overview of the CAM 

operations including information like cycle time, no. of operations, maximum spindle speed 

and maximum rapid feed among others. Second, same information but for each feature 

operation along with the tool used and its properties can be extracted out. It is important to 
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note that the tolerance in many cases if undefined might be 0, therefore, one must either define 

it during CAD/CAM process or manually after the setup sheet is generated. 

 

Figure 4.5: Sample Input Setup Sheet File 
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Once the inputs are filled in and the ‘Run’ button is clicked, AWS comes into play. The 

job of Amazon EC2 is to run scripts to perform all the necessary operations to yield results. 

Since the setup sheet is in html file format, the main script ‘final.py’ running on EC2, converts 

the html file to xml file format. This makes it easier to navigate through the file. Second, it 

checks the units defined in the setup sheet so that all the parameters can be mapped 

accordingly. Then it starts with creating and filling a dictionary for the input parameters which 

is used to compare the parameters with the basis parameters in the Machine Data Library. 

Following are the parameters that are compared and validated by the script: 

• Range of stock: To check if the given part falls within the maximum allowable 

dimensions of parts defined by the machines. 

• Maximum rapid feed 

• Maximum spindle speed 

• Estimated cycle time 

• Machine type: Mill/Turn 

• Part diameter and length if turning 

• Weight of the part 

• Material capability 

• Maximum tool diameter 

• Minimum tolerance capability 

• Specific feature tolerance capability 

• Machine Availability 

• If multiple machines available, priority 
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There is another script running simultaneously alongside this script named 

‘machine_avail_update.py’. This script updates the scheduled and actual status of the machines 

in the library. This helps the main script in determining the machine availability and 

prioritizing accordingly. Once all the parameters are verified, the main script writes to the 

‘process status log’ table, mentioned in the previous section, mentioning the result for the given 

set of inputs. These results could vary depending upon the input parameters. In Figure 4.6, a 

successful set of inputs can be seen. It states that machines ‘MAZAK-M7303290458’ and 

‘HAAS-VF3’ are capable of building the part. Also, based upon availability and capability the 

feedback suggestions are given so that the user can make the decision on its own. 

 

Figure 4.6: DMC App: Machine Capability Check: Sample Output 1 
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Figure 4.7 shows another possibility where the input tolerances of specific parts cannot 

be met by any of the machines. It informs the user that no machine can build that tolerance and 

then points out which particular feature is the bottleneck. This helps the user in either checking 

whether the set tolerances were correct or working on the part with a lower tolerance, or 

perhaps move to more sophisticated machines. Similarly, there are possibilities in where if the 

input parameters are not correct or not in the format expected, the app would show the error 

and ask the user to correct itself. 

 

Figure 4.7: DMC App: Machine Capability Check: Sample Output 2 
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4.3.2. Computational Time Study 

 This study was conducted to analyze data transfer, compute speeds and how much time 

does this verification process take. Therefore we ran a time study to analyze which steps in the 

process created a bottleneck in displaying results to the user. Three different setup sheets were 

run through the system. For each setup sheet, run thrice, we calculated the amount of time each 

step in the process takes. In the Figure 4.8, an event vs time 2-D plot is seen. This plot helps 

in figuring out the process within the information flow cycle that takes significantly more time. 

The plot shows three runs for two different setup sheets. The notation ‘SS1-I1’ refers to the 

first run of the first setup sheet. The two setup sheets used are for a turning and milling part in 

that order. Even though no different trend is observed due to different setup sheets, the common 

observations are quite interesting.  

The two processes at the beginning consume considerably high computation time than 

the others. The first event is when the user hits the ‘Run’ button which is given the time value 

of zero seconds. For the second event, connecting to the Amazon RDS Postgres database, it 

takes roughly 1 sec of time. These kinds of connections usually do take a significant amount 

of time. The third event, which takes the most time, is where the input data is validated and 

streamed to the process status log table to update the status of the interaction. From here, AWS 

takes over. It is at this stage that DMC gives a 2-sec lag. Perhaps in the future versions of the 

DMC front-end, this issue will be addressed. The rest of the processes take reasonable amount 

of time. Although, the process of converting the html setup sheet to an xml file format does 

take about 0.4 sec on an average which is avoidable. As mentioned previously, the xml file 

format is chosen as it makes it easier to navigate through the setup sheet data.  
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Figure 4.8: Computation Time Study Plot 

 

4.4. Evaluation of Approach 

 When it comes to designing such a cyber-physical setup, there are many challenges that 

inspire the engineer. This section evaluates the current approach and discusses the issues 

addressed.  

 Today, while there are plenty of ways to validate whether a part can be built on a 

machine, it requires the customer to share a lot of data. This data could be sensitive data 
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because of which such validation is done locally. There is lack of middleware architectures 

with necessary security layers which help the user to keep the data discreet. The app discussed 

in this chapter demonstrates the use of a software middleware - a broker that mediates data 

between the two parties. It presents a possible solution where the user does not have to share 

their CAD files or G-Code files with multiple manufacturers. Only the setup sheet is shared 

with the broker, a neutral third party which can extract relevant information. This setup sheet 

contains an overview of the product which still is safe within the AWS architecture. With this 

kind of data many levels of validation can be performed as mentioned in the previous section 

without exposing any data to either party.  

 Whereas the app helps the user keep the data discreet, it also helps to keep the machine 

specification data of the manufacturers safe and separate from the customers. This way both 

parties get to hide their data and at the same time reap benefits from the app. Therefore, such 

a middleware architecture is key to automate this process of matching making between user 

requirements with that manufacturer’s technical capabilities. Without which, the customer 

must go through layers of interaction before being able to identify the right manufacturers who 

can complete the job. 

 Even though this app serves as a good medium to achieve a two-way secure interaction 

between the front end and the machine end, there is a need to create a more robust and 

comprehensive system in and around the middleware architecture. The time study showed a 

high consumption of time during html to xml conversion of setup sheet. This problem can be 

addressed by optimizing the existing code and maybe also using a more robust OS in EC2 with 

better system specifications. Also, during reporting back the values to the DMC frontend, a lot 
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of time is consumed by DMC. Perhaps a newer version of DMC will help solve this issue and 

try out better messaging protocols that can help speed up the communication between servers. 

The interaction at the machine backend between the machine and the database must be made 

as automated as possible. Presently the tool information is manually entered. This can be 

automated by using sensors for tool detection. These problems must be addressed before a 

comprehensive secure two-way interaction can be established. 

 

4.5. Chapter Summary 

 A solution to verify instructions and perform a two-way interaction across a secure 

middleware from cloud front-end to the physical machine is discussed in this chapter. 

Manufacturers can now save the machine specifications on the cloud platform which 

eliminates the issues of data storage as well as security. Together from the manufacturing 

setups across the world, a large pool of such machine specification data can be envisioned in a 

big Machine Data Library. DMC app demonstrated in this chapter serves as a link between the 

manufacturer and the customer. With the help of the app this interaction can be further made 

completely automated. The DMC app takes in inputs from the user and runs the information 

through the Machine Data Library to find a possible machine match for the part. The user then 

can contact the manufacturer and get the part made without the hassle of going around and 

asking different manufacturers all by itself.  

 The middleware architecture uses three Amazon Web Services: EC2, S3 and RDS 

which act as the brain, body and blood of this system. Amazon EC2 runs all the python scripts 

and is the center of interaction between all the other services as well as the back-end and the 
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front-end. Amazon S3 is a file storage service which stores all the important files and the input 

setup sheet files. Amazon RDS serves as the Machine Data Library where all the machine 

specification data is stored. There are many other cloud computing platforms like that of 

Microsoft Azure, NASA’s Open Nebula, Rackspace’s Cloud Files and IBM Smart Cloud 

among many others. But Amazon Web Services offers very reliable, scalable, and inexpensive 

cloud computing services. 

 The time study suggested high time consumption during html-xml conversion and 

reporting back the outputs. There is a fixed delay at the DMC front-end which perhaps will be 

eliminated from the future versions. The html-xml conversion, even though makes it easier to 

navigate through the setup sheet, should be worked upon in order to achieve optimal response 

time for the app discussed in this chapter. 
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CHAPTER 5 

CONCLUSIONS AND FUTURE WORK 

5.1. Enabling the Digital Thread 

In this thesis, a solution to interface machines on a shop floor towards a digital factory 

solution through a middleware architecture has been discussed. By being able to connect 

manufacturing machines on the shop-floor, a significant step is taken towards realizing the 

digital thread in product lifecycle management. The digital data can be collected to enable the 

digital thread throughout a product lifecycle starting from idea initiation to end of product life. 

The data extracted from the machines provide valuable in-process data that can serve to 

improve upon existing product designs. It can even help in improving future designs. It is also 

shown how streaming data from the machines can also be used to build third-party applications 

to enable the digital factory. 

 The first research objective, discussed in Chapter 3, throws light on how granular 

streaming data from the machines can be efficiently stored, archived and retrieved. The 

solution demonstrates how incoming streaming data can be stored into a next generation 

structured SQL database, such as PostgreSQL. This contrasts with using traditional SQL type 

databases such as Access, ORACLE or MySQL. PostgreSQL, an open source database is well 

suited for fast writing and reading of streaming time-series based data. This pilot solution can 

be replicated for all machines on the shop-floor. Machine monitoring apps discussed here are 

deployed to the DMC, opening the possibility of integrating a variety of machines on the shop-

floor. DMC apps discussed here calculates various parameters like machine utilization and 

overall equipment effectiveness (OEE), and shows various sensor data plots. A prototype 
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application to verify a part’s geometry by comparing original data with the coordinates 

obtained from the actual machine coordinates is also demonstrated. This will help to optimize 

part probing during machining and provide an initial verification pathway for part tested. An 

application to monitor the machine parameters using LabVIEW is also discussed. This is a 

primary approach which shows machine monitoring and axial data visualization. Even though 

most of these apps cannot be used on an industrial scale yet, they are good prototypes 

demonstrating the manner in which machine data can be utilized. The first half of this thesis 

essentially makes a successful attempt to bridge the machine and the digital platform at the 

back-end and explores manufacturing intelligence at the front.  

 The second half of the thesis primarily focusses on the middleware architecture 

involved in a digital-cloud manufacturing setup. It gives details on how the machine back-end 

and the user front-end interact through the middleware with the help of a DMC application. 

The middleware residing in the Amazon Web Services (AWS) consists of three important 

services: EC2 (the brain), RDS (PostgreSQL DB-the machine data library) and S3 (file 

storage). The application demonstrates how a customer can verify part specifications w.r.t the 

machine specifications. AWS EC2 contains the scripts which continuously runs in the cloud 

waiting for user inputs, performs necessary verifications through live data contains in the RDS 

machine data library. Currently, the machine data library consists of a few machines with a 

limited number of specifications which can be expanded upon. The input file used is a setup 

sheet generated through Autodesk Fusion. The specificity of which can be eliminated if there 

is a way to figure out secure extraction of part-data directly from the CAM software. There is 

also a time study analysis which gives us an idea as to which part of the data interaction cycle 
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consumes the most time. Establishing the authentication between the middleware and the DMC 

front end takes the most time which can definitely be improved upon. The overall idea here is 

to define a middleware architecture which provides a safe and efficient platform for interaction 

between the customers and the manufacturers. 

 

5.2. Technical Contributions 

 This thesis has made several technical contributions to the digital manufacturing 

community. The work perform primarily lays down the infrastructure for a digital factory. The 

code for each of the various software adaptors built for the machines are uploaded to the 

GitHub account. The link for the corresponding GitHub repository is listed below: 

https://github.com/ssingh23/shaurabh_thesis. 

The specific technical contribution are as follows: 

1) A low-cost hardware solution to gather machine data from the machine’s hardware 

controllers. Both an Intel NUC and a Raspberry PI has been used as low-cost computing 

solution to gather data from the machines.  

 

2) Data has been formatted to create MT-CONNECT agent platforms for both the benchman 

and the HAAS VF series of machines. Since HAAS machines are widely used in US 

manufacturing, the adaptor and agent can be adopted and extended by the community. 

Specific scripts were written in the Python program language were written and stored in 

the computing hardware which constantly streams its data to the database. 
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3) Demonstrated the use of the next generation of SQL databases that support multi-

concurrency that can handle time series based data - PostgreSQL. This database is currently 

storing data collected from machines in the ISE MFG laboratories. A copy of the database 

also exists in the Azure Cloud and the data made available to the community through the 

Digital Manufacturing Commons. 

 
4) A series of 5 manufacturing apps were demonstrated and made available in the Digital 

Manufacturing Commons marketplace. Each app demonstrated various examples of how 

to interface with machine generated data. The apps are made available to the DMDII 

community at - https://portal.opendmc.org/marketplace.php#/home?product=services. 

 
5) A middleware architecture is demonstrated using AWS infrastructure. The middleware 

allows direct data collection from the machines while interacting with users at the front-

end in a cloud manufacturing marketplace. The middleware acts as the bridge between two-

way interaction between the front end and the back end while being safe and a secure 

neutral third party. Customers must find the right manufacturer to build their parts. To 

achieve this, the customers must find the manufacturer with right set of tools and machines 

with the right specifications, verifying and vetting them before prototype or production 

orders can be sent. Many customers though, are not willing to share detailed part 

specifications before the deal is finalized and at the same time the manufacturers are also 

hesitant to share their machine utilization and capacity information with their clients. The 

middleware architecture discussed here addresses this issue. The middleware stores all the 

machine specifications and machine updates from the manufacturer and the setup-sheet 
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from the customer. It does it without having to share one party’s information with the other. 

This AWS middleware is extremely safe and efficient and the security can be further 

strengthening by using Identity and Access Management (IAM) service of the AWS. 

 

5.3. Future Work 

Cloud manufacturing is still an expanding field with significant advancements in 

hardware and software computing. Two direct future work that can be expanded on based on 

the current work are as follows: 

Connecting Various Types of Machines to an Integrated Network: The biggest 

challenge remains to be the installation of a successful digital factory setup on a shop floor 

predominantly occupied by machines incapable of interacting with the outside world. Most of 

which still are old legacy machines. The immediate future work is digitally connecting as many 

machines as possible in the ISE lab to the NC State network. This would require building 

customized MT-CONNECT adapters for each type of machine. This work can also be extended 

to additive manufacturing machines in the future. Future version of the MTCONNECT 

standard will allow data transfer from 3D printing machines and metrology machines, thereby 

broadening the scope of this work. 

Dynamic Production Scheduling and Instant Pricing Models: If we can achieve the 

above integration of machines, then the work described in the second research objective can 

be extended to include more automated services. Machine schedules stored in a table in the 

machine data library are manually input at present. Perhaps, a forecasting algorithm could be 

developed or an existing one could be used which would assess the scheduling history and 
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build models to predict capacity into the future. Unutilized capacity on job shop floors can be 

sold to allow product prototypes to be built at much lower prices than currently practiced. Such 

streaming data through middleware can even inspire new business models around prototype 

manufacturing. 
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