
  

ABSTRACT 

MANGLANI, HITESH. Future Internet: Application of Internet of Things in Textile Staple 
Spinning Industry. (Under the direction of Dr. George Hodge, and Dr. William Oxenham). 
  

The IT service industry has disrupted the way things work in normal day life by 

connecting billions of people through the internet. An exponential increase in processing power 

and the astounding impact of cloud computing and analytics has led to the evolution of concepts 

such as the Internet of Things (IoT) and Ubiquitous computing. IoT connects objects to 

communicate, exchange information, make decisions, and invoke actions to provide amazing 

services. Thus, the importance of this exploratory study naturally follows.  

 In this study, the definition of the Internet of Things (IoT) available in the literature and 

those proposed by organizations working on IoT standards development were reviewed. To 

completely understand the concepts and the goals of IoT its architecture, elements, standards and 

protocols have been examined. Furthermore, a broad outlook on impediments challenging the 

progress of IoT, especially cybersecurity, and how it relates to the textile industry has been 

studied.   

Ongoing research work in the application of IoT in the textile industry, in particular the 

staple spinning sub-sector was studied and compared with progress in other service and 

manufacturing sectors. This was followed by evaluation of current products (those embodying 

principles of IoT) of spinning machine manufacturers who participated in the International 

Textile Machine Association (ITMA) 2015 exposition. A comparative analysis was performed to 

evaluate these systems based on IoT architecture to identify limitations and future scope of IoT 

for the spinning industry. 

The current state of the staple spinning industry in the USA, obtained through interviews 

and observations of active spinning mills, was used to compare the real needs and IoT services 

being provided by machine manufacturers.
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CHAPTER 1 – INTRODUCTION 

The IT service industry has disrupted the way things work in normal day life by 

connecting billions of people through the internet. An exponential increase in processing power 

and the astounding impact of cloud computing and analytics has led to the evolution of concepts 

such as the Internet of Things (IoT) and Ubiquitous computing. The IoT in simplistic form can 

be defined as embedding some intelligence in internet-connected objects to communicate, 

exchange information, make decisions, invoke actions, and provide amazing services (Khan, R., 

Khan, S. U., Zaheer, R., & Khan, S., 2012). These objects can be final products, intermediary 

components, devices, or machines.  

The profound impact of this ideology has been especially making waves in the 

manufacturing sector. While a lot of research has been carried about the application of IoT in 

manufacturing sectors such as automobiles, healthcare, transport, housing, etc., there appears to 

be a dearth of the same in the textile industry. A peculiar reason for this is that IoT appears to 

revolve around the idea of tracking and tracing products using Radio Frequency Identification 

(RFID) or Universally Unique Identifier (UUID). While most of the products or raw materials in 

the above-mentioned industries are quantifiable and measurable in size and properties, this 

situation is not true for the textiles industry. In textiles, the starting raw materials, which are 

fibers are at a very minute scale (10-5 g/m) compared to say an automotive part, which makes 

their tracking somewhat difficult. Add to this mass, length and productivity scale of textile 

materials vary significantly from fiber to fabric creating sub-sectors within industries which 

creates more incoherence for implementation of IoT (Kemper, M., Gloy, Y., & Gries, T., 2016a). 

 There is a huge untapped potential in IoT based solutions which will have major effects 

on gains in all industry sectors like manufacturing, transportation, utilities, healthcare, process, 

energy & natural resources, retail, and government. Consider, for example, Bain & Company 
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predicted that the combined markets of the Internet of Things will grow to about $520 billion in 

2021, more than double the $235 billion spent in 2017 (Bosche, A. et al., 2018). 

PricewaterhouseCoopers (PwC) predicted that $6T will be spent on IoT solutions between 2015 

and 2020 (PwC, 2017). Forbes pointed out in a survey done by an analytical firm that discrete 

manufacturing, transportation and logistics, and utilities will lead all industries in IoT spending 

by 2020, averaging $40B each (Statista, 2017). Verizon’s annual study of IoT adoption found 

manufacturing to be leading in the growth of IoT network connections in 2017, growing 84% 

compared to 2016 (Verizon, 2017). Accenture estimated that Industrial IoT could add $14.2T to 

the economy by 2030 with the global market for Industrial Internet of Things (IIoT) projected to 

grow at a 7.3% CAGR through 2020 (Accenture, 2015). Although these are forecasts and market 

estimates, the real growth, and potential benefits remain to be seen, it points towards enterprises’ 

high expectations on returns on IoT solutions.   

History has never been kind to industries which do not evolve and adapt to the latest 

technological improvements. Although there appears to be a lot of challenges for IoT in the 

textile industry, the implications of implementation can have huge benefits for major economies 

in the European Union (Germany, Italy, Switzerland, etc.), and the USA with return on 

investment expectations high as stated above. These regions are facing a problem of high wages 

in the labor-intensive field which has seen the shifting of textile industries to the Asian region. It 

is due to this reason one must understand the importance of a review of IoT from a textile 

perspective. The targeted audience of this research will constitute decision makers and 

stakeholders in the textile industry as well as practitioners, researchers, and government 

organizations involved in assessing the impact and implementation of developing technologies in 

the textile industry.   
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Chapter 2 of this paper reviews the definitions of IoT put forth by various researchers and 

invested organizations. This is followed by a review of the architecture of IoT and the elements it 

contains along with standard and protocols currently being worked upon. The architecture helps 

point out the relevant standards to manufacturing industries in a service phenomenon like IoT. 

Nuances between overlapping concepts like Industry 4.0, Cyber Physical Systems (CPS), Smart 

Manufacturing and IoT have been briefly reviewed in order to describe how to approach these 

concepts while implementation in textiles. This is followed by understanding examples of IoT 

based solutions in other manufacturing industry compared to textiles. Finally, challenges 

pertaining to implementation of IoT have been reviewed with a special focus on cybersecurity.  

Chapter 3 discloses the methodology of this research. It explains the goals that were set 

and the methods through which they were attained. The limitations of this particular study are 

also noted.  

Chapter 4 deals with the interpretation of the literature review and how it translates to 

textile terminologies. A case scenario of the textile and apparel industry in the USA has been 

studied with respect to cybersecurity threats.      

Chapter 5 evaluates IoT based solutions from global staple spinning machine 

manufacturers. This will give industry audience an idea regarding what parameters to judge IoT 

based solutions on and what are the current limitations of the existing solution and how to 

improve them.  

Chapter 6 deals with the evaluation of the USA’s textile industry's adoption of Smart 

Manufacturing (Industry 4.0, Industrial Internet of Things, etc.). Interviews and observations 

made on active mills along with the opinions of executives from spinning mills and machine 

manufacturers assist in assessing the gap between the actual need and service being provided 
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currently. This leads to gains in future directions assessment of IoT in the Textile Spinning 

Industry. 

Finally, Chapter 7 discusses the conclusions based on information garnered from 

preceding chapters and puts forth future directions and recommendation for research work in this 

field. 
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CHAPTER 2 – LITERATURE REVIEW 

2.0. Introduction 

Review of IoT technologies and the literature available has been divided into six sections: 

(2.1) Definitions & Origin, (2.2) Architecture, (2.3) Elements, (2.4) Standards & Protocols, (2.5) 

IoT in Manufacturing, and (2.6) Cybersecurity in IoT. Section 2.1 reviews the origin of the term 

“Internet of Things” and definitions given by researchers and organizations like IEEE, ITU, ISO, 

IEFT, etc. This is necessary as a definition usually stipulates the scope of technology. Section 2.2 

reviews the variously proposed architectures of IoT by researchers and focus on the most 

accepted 5-layer architecture. This section is fundamental to the understanding of the basics of 

IoT, making up for unclear existing definitions and to our evaluation of IoT based solutions in 

the textile spinning industry. Section 2.3 reviews elements of IoT such as (1) Identification, (2) 

Sensing, (3) Communication, (4) Computation, (5) Services, and (6) Semantics. Section 2.4 is 

one of the most significant section in order to help businesses in the textile industry understand 

what standards and protocols are being worked upon and relevancy of each to the manufacturing 

industry. Since IoT is a service phenomenon, a number of terminologies used throughout this 

section relate more to information and communication technology (ICT) rather than 

manufacturing. Section 2.5 reviews research work and real-world application of IoT in other 

manufacturing industries which are then compared to work being done in the textile industry. 

Section 2.6 deals with cybersecurity and data privacy challenges in IoT from textile industry’s 

perspective.  

2.1. Definition & Origin  

 IoT as a term was first mentioned by Kevin Ashton, Director of MIT-AutoID Lab as a 

title of a presentation he made at P&G in 1999. Although the concept of IoT was much older, the 

term gained popularity only after a decade. In an article in RFID Journal, Ashton defined IoT as 
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“empowering computers with their own means of gathering information, so they can see, hear 

and smell the world for themselves and respond accordingly” (Ashton, K., 2009).  Huang, Y., & 

Li, G. (2010) defines it as “future evaluation of the Internet that realizes machine-to-machine 

(M2M) learning.” Santucci, G. (2010) called it a “vision of machines that can sense and 

respond.” While Yu, Y., Wang, J., & Zhou, G. (2010) defined it as “a collection of objects, 

sensors, computational infrastructure, and a processing unit that may be placed on the cloud, 

decision making and action invoking system.” There is no generally accepted definition about 

the IoT. This is due to the reason that IoT is still in its embryonic form and various organizations 

are still working to develop its standards. These organizations include (Al-Fuqaha, A., Guizani, 

M., Mohammadi, M., Aledhari, M., & Ayyash, M., 2015; Xu, L. D., He, W., & Li, S., 2014) but 

are not limited to: 

1) International Telecommunications Union (ITU)  

2) International Electro-Technical Commission (IEC) 

3) International Organization for Standardization (ISO) 

4) Institute of Electrical and Electronics Engineers (IEEE) 

5) European Committee for Electro-Technical Standardization (CENELEC) 

6) China Electronics Standardization Institute (CESI) 

7) American National Standards Institute (ANSI) 

8) World Wide Web Consortium (W3C)  

9) Internet Engineering Task Force (IETF) 
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10) Electronic Product Code global (EPCglobal). 

In addition, definitions put forth by some of these organizations were reviewed (ITU, 

2012; ISO/IEC, 2014; IEEE, 2015; CESI, 2014):  

“An IoT is a network that connects uniquely identifiable ‘Things’ to the Internet. The 

‘Things’ have sensing/actuation and potential programmability capabilities. Through the 

exploitation of unique identification and sensing, information about the ‘Thing’ can be collected 

and the state of the ‘Thing’ can be changed from anywhere, anytime, by anything.” – IEEE 

(2015), was the definition for small scenario environment. For large complex scenario, IEEE has 

a different definition. 

 “An infrastructure of interconnected objects, people, systems and information resources 

together with intelligent services to allow them to process information of the physical and the 

virtual world and react.” – ISO/IEC (2014).  

“A global infrastructure for the information society, enabling advanced services by 

interconnecting (physical and virtual) things based on existing and evolving interoperable 

information and communication technologies.” – ITU (2012).   

“The Internet-of-Things (IoT) refers to the exploitation of internet technologies for the 

interconnection of uniquely identifiable objects. Likewise, IoT applications are typically based 

on the coordination of information and services on a variety of internet-connected-objects (ICO), 

which include both physical devices (such as sensors) and virtual/logical entities (such as 

computational processes).” – CESI (2014). 

 These definitions are too broad and comprehensive since they encapsulate the IoT at 

very large scale. Add to this there are variable definitions in other research papers, national 

initiatives white papers, books, and industries. Different from its unclear definition, the 

architecture of IoT is generally accepted (Wu, Lu, Ling, Sun, & Du, 2010).  
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2.2. Architecture  

             An architecture of a system is the building blocks and the way they interact. The 

effectiveness and applicability of such a system directly correlate with the quality of its 

architecture. There are various approaches to IoT architecture such as 3-layer (Wu, M. et al., 

2010), 4-layer (Khan, R. et al., 2012), Middleware based (Chaqfeh, M. A., et al., 2012), Service-

oriented Architecture (Da Xu, L. et al., 2014), and 5-layer etc. But a five-layer based architecture 

(see Figure 2.1) is the most popular and generally accepted (Khan, R. et al., 2012). The other 

architectures lack flexibilities to cover heterogeneous devices and infrastructure (Al-Fuqaha, A. 

et al., 2015). Since IoT should be capable of connecting billions or trillions of heterogeneous 

devices, 5-layer architecture seems apt. This appears to be valid for spinning industries where 

there is a lack of wireless sensors and various machines work on variegated communication 

protocols along with heterogeneous intransient products as the process progress from bales to the 

sliver, sliver to roving, and roving to yarns. Thus, 5-layer architecture would be suitable for 

textile spinning industry and will be used to evaluate current market products in Chapter 5 of this 

study. It is important to understand the roles of different layers in order to apply this architecture 

to the spinning industry: 

(1) Perception Layer: This layer is also called an object layer since it consists of physical 

objects which articulate and sense data for IoT. These consists of sensors and actuators 

which collect data and process information to be transferred through secured means.  

(2)  Network Layer: This layer acts as an object abstraction layer. It performs the task of 

transferring data securely from the perception layer to the central information 

processing system. The transmission can be wired or wireless technologies such as 

RFID, 3G, BLE 4.0, Infrared, Zigbee, WIFI, GSM etc.  
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(3) Middleware Layer: This layer is the central processing system of IoT. It stores the 

information received through the network layer into databases using service 

management which it then processes and analyzes to provide decisions. This layer links 

various heterogonous devices irrespective of their hardware. This layer could be a cloud 

or on-site based.  

Business Layer System Management, Business Models, Flow 
Chart, and Graphs 

 

Application Layer Smart Applications and Management 

 

Middleware Layer Database, Info processing, Decision Unit, 
Ubiquitous Computing, Service Management 

 

Network Layer Secure Transmission, 3G, UTMS, Wi-Fi, BLE, 
Infrared etc. 

 

Perception Layer Physical Objects, RFID, Barcode, Infrared 
Sensors etc. 

        Figure 2.1: 5-layer IoT Architecture (Khan, R. et al., 2012) 

(4) Application Layer: This provides uniquely smart services asked by customers. It 

manages applications based on object information processed in the middleware layer. 

Some highly object-oriented examples in this layer would be smart home, smart health, 

smart agriculture, smart energy usage, intelligent transportations etc.  

(5) Business Layer: Responsibility of this layer is the overall management of IoT. It 

involves building graphs, flowchart, etc. from data received from the application layer. 
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It designs, evaluates, analyses, builds and develops various elements of IoT along with 

continuous improvement. 

2.3. Element  

Each layer of IoT architecture contains certain elements and technologies. It is thus 

essential to understand the applicability of the various elements with respect to the spinning 

industry. Elements of IoT can be divided into 6 broad categories (Al-Fuqaha, A. et al., 2015): 

1) Identification,  

2) Sensing,  

3) Communication, 

4) Computation,  

5) Services, 

6) Semantics.  

Perception layer consists of identification and sensing elements. Identification can be 

further divided into naming (using RFID, ubiquitous code [uCode]) and addressing (using IPv6 

and IPv4). It is vital to understand that the names of two objects can be the same but the address 

for both will help identify object clearly. It is also important to understand the benefits of IPv6 

which provides around 3.4 x 1038 addresses compared to IPv4 which provide 4.3 billion 

addresses. Electronic Product Codes (EPC) and ubiquitous code (uCode) are two of the most 

popular identification methods used in IoT based systems.  

Sensing elements are usually single board computers (SBCs) integrated with sensors and 

built-in TCP/IP (example, Arduino, Raspberry PI, ARM, and Intel etc.) supporting hardware. 

SBCs are now being replaced by system on chips (SoC). Standard Plug n Play (PnP) devices 

have become highly popular in various industries (Weyer, S., Schmitt, M., Ohmer, M., & 
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Gorecky, D., 2015). These devices could be shifted on assembly lines as per their appropriate 

change in the role over the period of time with just firmware being updated for new use.  

Communication elements usually make the Network layer. These connect heterogeneous 

objects using low power in the presence of lossy and noisy environment. For example, WIFI, 

WLAN (IEEE 802.11), Bluetooth (IEEE 802.15.1), Zigbee (IEEE 802.15.4), Z-wave, and LTE-

Advanced, Radio-Frequency Identification RFID (ISO 18000 6c EPC class 1 Gen2), Near Field 

Communications (NFC), Ultrawideband (UWB) etc. In order to determine which protocol should 

be used on the plant floor, various technological parameters need to be compared such as the 

power consumption of devices used in the protocol, range, packet size, the rate of data transfer, 

network congestion etc. For example, RFID can be used from range 10 cm to 200 m depending 

upon its category, NFC works up to 10 cm, Bluetooth works up to 10 m while Wi-Fi works up to 

100 m.  

Middleware layer consists of computation elements. These are processing units (example 

– microcontrollers, microprocessors, SOCs, field-programmable gate arrays (FPGAs)) and 

software applications represent the “brain” and the computational ability of the IoT. The 

application layer consists of service elements (Intelligent transportation, awareness for smart 

homes, smart electricity grids, smart healthcare, etc.) which vary according to each industry. 

Services could be identity-related, information gathering related, collaboratively aware or 

ubiquitous services. Business layer consists of semantics elements which provide analysis and 

invoke actions. “Semantic in the IoT refers to the ability to extract knowledge smartly by 

different machines to provide the required services. Knowledge extraction includes discovering 

and using resources and modeling information. Also, it includes recognizing and analyzing data 

to make sense of the right decision to provide the exact service” (Al-Fuqaha, A. et al., 2015). 
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2.4. Standards & Protocols  

Even though protocols of IoT are still in development phases, efforts for standardization 

have been well researched. Table 2.1 has been developed based on research papers by Al-

Fuqaha, A. et al. (2015), Peres, R. S. et al. (2016), Kieseberg, P. et al. (2018), and ASTM & ISO 

textile related standards reviewed for this paper. In Table 2.1, the standards have been divided 

into four sections: IT related protocols, data exchange format related standards, security-related 

standards, and textile-related data format & communication protocols. While this section deals 

with IT related protocols only, data exchange format related standards have been mentioned in 

section 2.5 under case studies, security-related standards have been mentioned in section 2.6, and 

textile-related data format & communication protocols have been discussed in section 4.3. 

Data exchange format related standards ensure the interoperability in real industrial 

environments, interconnecting heterogeneous legacy hardware devices (example, robots and 

Programmable Logic Controllers (PLCs)), and software applications (example, Supervisory 

Control and Data Acquisition (SCADA), MES and databases) (Peres, R. S. et al., 2016). These 

standards help determine data format in order to allow a seamless flow of data from ERP to MES 

and MES to SCADA and are thus mostly eXtensible Markup Language (XML) – based. XML is 

a file format used to create common information formats and share both the format and the data 

on the World Wide Web, intranets, and elsewhere using standard ASCII text. The emergence of 

data formats for industrial automation similar to WWW is key to the integration of the internet 

and industry together to create IoT. Security-related standards include IEC 62443 which is 

network and system security standard for industrial-process measurement and control, ISO/IEC 

27000 family is the standard related to information security management systems, and VDI/VDE 

2182 is the standard for security in industrial automation by The Association of German 

Engineers.   



 

 
 13 

In IT related protocols, each layer in 5-layer IoT architecture has associated standards and 

protocols. This paper reviewed standards associated with perception layer, network layer, and 

application layer only. The scope of this paper does not include standards associated with the 

middleware layer and business layer due to the middleware layer having well-established 

operating systems and hardware standards while the business layer is “highly end service 

specific.” This paper focuses on upcoming developing standards being built keeping IoT in 

mind. Standards in perception and network layer have been combined under the infrastructure 

heading which includes routing and linking too. Routing is the way of transferring data from 

devices to the server. In cases, where one field device can talk to another, and if the master router 

(say a WIFI hotspot) is busy, the device sends the outgoing data to the next available field device 

which can send data to master router at appropriate time or in case the location of field device is 

far away from the master router, it might send the data to the next field device based on 

topology. This is highly important in a manufacturing facility where the quality of the 

environment leads to data losses in wireless transfers which makes routing topology paramount.  

In addition, service discovery protocols have not been mentioned in this paper but are 

commonly reviewed along with other IT related protocols. Consider for example a Plug and Play 

(PnP) device is transferring data via Zigbee from an engine manufacturing line to routers 

distributed around the assembly. The routers would require protocols to discovery and provide 

services to these field devices. The data packets sent from these routers to the server (PCs) via 

ethernet will require services running in Java, Python etc. in order to discover multiple routing 

points, receive such data packets, convert those packets in suitable formats, transfer these data 

packets to suitable tables in say Microsoft SQL. These tables are then used to provide amazing 

services in the application layer.  
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Table 2.1: Standards related to IT, Industrial data exchange formats, Security and Textile 
related data format & communication protocols. 
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Security Related Standards 
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Textile Related Data Format & Communication Protocols  

D6673-10 D6963−13 D7331−11 ISO 10782-1:1998 
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2.4.1. Infrastructure Protocols  

 Routing Protocol for Low Power and Lossy Network (RPL) are used for low power 

devices and lossy network. It is based upon IPv6 for resource-constrained devices. Since IPv6 

caters to a large number of devices, the header for data packet is quite large i.e. it was built for 

resource-rich devices but compared to that single board computer (SBC) and systems on chips 

(SOC) do not have the capacity to send large data packets and would miss data if the rate of 

transfer is high. For network layer, Low-power Wireless Personal Area Networks (6LowPAN) 

was developed by IETF for IEEE 802.15.4 required to run IPv6 (Keränen, A., & Bormann, C., 

2016). It compresses IPv6 headers in order to reduce network overheads.  

In the perception layer, standards such as IEEE802.15.4, EPCglobal, LTE-A, Z-Wave 

were reviewed. IEEE 802.15.4 is used for low-rate wireless personal area networks (6LowPAN) 

(IEEE Standards Association, 2011). Due to its low power consumption, low data rate, low cost, 

and high message throughput it is highly utilized in IoT, machine to machine (M2M) 

communications, and wireless sensor networks (WSNs). IEEE 802.15.4 is the basis of the Zigbee 

protocol. Standard topologies to form IEEE 802.15.4 networks are the star, peer-to-peer (mesh), 

and cluster-tree. Topology is positioning locations of field devices and routers while 

communicating with each other (For example – on a shop floor). The only disadvantage is it does 

not provide Quality of service (QoS) guarantee. In the field of the computer network and 

telecommunications, QoS means traffic prioritization and resource reservation control 

mechanisms rather than the achieved service quality.  

Bluetooth Low Energy (BLE) is a newer version of Bluetooth whose range coverage 

(about 100 meters) is ten times that of the classic Bluetooth while its latency is 15 times shorter 

(Frank, R., Bronzi, W., Castignani, G., & Engel, T., 2014). BLE can be operated by a 

transmission power between 0.01 mW to 10 mW. Thus, it uses a minimal amount of power to 
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operate for a long time compared to previous versions. BLE allows devices to operate as masters 

or slaves in a star topology. Compared to Zigbee, BLE is more efficient in terms of energy 

consumption and the ratio of transmission energy per transmitted bit.  

EPCglobal is a protocol used for RFID systems and is classified into four types 

depending upon tag type, functionality and number of identifiers. LTE-A is a cellular 

communication protocol where mobiles serve as infrastructure for applications such as the smart 

city. Z-wave is a low-power wireless communication protocol for Home Automation Networks 

(HAN). It has 30 meters point-to-point communication which can be used for smart lights, 

thermostats, HVAC etc. 

2.4.2. Application Layer Protocols:  

Application protocols are compared in Table 2.2. This table was developed based on 

Bormann, C., Shelby, Z., & Hartke, K. (2013), Locke, D. (2010), Saint-Andre, P. (2011), 

Standard, O. (2012). Each of the standards is divided into 4 categories: usage case, how does it 

transport data, mechanism of data request and response, and finally mechanism to broadcast data. 

Before comparison, one needs to understand HTTP REST which has existed for a long time now 

and is quite well-established. The World Wide Web is based on the Hyper Text Transfer 

Protocol (HTTP). HTTP is a way to communicate data and file transfer. It is similar to hypertext 

documents which include hyperlinks to other resources that the user can easily access. In a 

client-server model, HTTP functions as request-response protocol. For example, our web 

browsers are the client and a computer hosting a website acts as a server. When a web browser 

submits an HTTP request to a server, the servers, in turn, respond with HTML files and other 

data. 
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Table 2.2: Comparison of various application layer protocols for M2M communicate 
between 1 to 1, 1 to many, and many to many. 

 Constrained 
Application 
Protocol 
(CoAP) 

Message 
Queue 
Telemetry 
Transport 
(MQTT) 

Extensible 
Messaging 
and Presence 
Protocol 
(XMPP)   

Advanced 
Message 
Queuing 
Protocol 
(AMQP) 

Data 
Distribution 
Service (DDS) 

Usage Used for low 
power, low 
computation, 
and 
communication 
capability 
devices  

Used for 
resources 
constrained 
devices that 
use 
unreliable or 
low 
bandwidth 
links. 

IEFT instant 
messaging 
(IM) standard 
that is used 
for multi-
party chatting, 
voice and 
video calling 
telepresence.  

It is an open 
standard for IoT 
focusing on 
message-
oriented 
environments.  

Used for real time 
M2M 
communications  

Transport Used to 
connect such 
devices to 
REST internet 
via HTTPs. 
Thus, such 
devices have 
low power 
usage.  

MQTT is 
built on top 
of TCP 
protocol, it 
delivers 
messages 
through three 
level of QoS. 

XMPP 
connects a 
client to 
server using a 
stream of 
XML stanzas. 

AMQP requires 
a reliable 
transport 
protocol like 
TCP to 
exchange 
message.  

DDS supports 23 
QoS policies by 
which a variety of 
communication 
criteria like 
security, urgency, 
priority, 
durability, 
reliability, etc. can 
be addressed by 
the developer.  

Publish/Subscr
ibe or 
Request/Respo
nse 

On-demand 
subscriptions 
to monitor 
resources of 
internet using 
publish/subscri
be mechanism.   

It uses 
publisher/sub
scriber and 
broke 
network 
instead of 
client server 
mechanism. 
(Used in 
Facebook 
notification).  

An XML 
stanza 
represents a 
piece of code 
that is divided 
into three 
components: 
message, 
presence, and 
info/query 
(iq) 

Communication
s are handled by 
two main 
components as 
exchanges and 
message queues.  

Relies on a 
broker-less 
architecture and 
uses multicasting 
to bring excellent 
Quality of Service 
(QoS) and highly 
reliable 
applications.   

Broadcasting Flexibility of 
communicating 
with several 
devices with 
reduced 
overhead.  

It is used for 
machine to 
machine 
communicati
ons (1 to 1, 1 
to many, 
many to 
many). 

Runs in 
decentralized 
fashion. 
Allows for 
addition of 
new 
applications 
on the top of 
the core 
protocols. It 
has high 
overhead.  

It supports 
reliable 
communication 
via message 
delivery 
guarantee 
primitive 
including at 
most-once, at-
least-once and 
exactly one 
delivery.  

Multicasting  
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On the other hand, Representational State Transfer (REST) is a set of constraints to be 

used for creating web services which may or may not use HTTP as a protocol for a request-

response mechanism (although it is commonly the case). The standard operations in REST make 

the performances of web services faster, reliable, and interoperable with components being 

managed and updated without affecting the systems as in whole. This makes REST when used 

together with HTTP ideal for building IoT applications and is thus important to understand since 

some of the protocols such as CoAP are based on REST internet via HTTP protocol. 

There are seven potential application protocols for IoT. These are the influential ones and 

the developing protocols are not limited to these seven protocols. Constrained Application 

Protocol (CoAP) is used for low power, low computation, and communication capability devices 

which is usually the case on the shop floor in manufacturing industries. The sensor embedded 

SBCs do not have resources to perform a task similar to say a laptop. Thus, in order to make it 

‘smart’ in order to store, process, exchange information with the internet, protocols are needed to 

make up for their low computation powers. CoAP is based on HTTP REST protocol to transport 

data with an on-demand user request to access data. CoAP can communicate with several 

devices simultaneously with reduced overhead. 

In particular, Message Queue Telemetry Transport (MQTT) protocol has been gaining 

popularity for use in machine to machine (M2M) communication over HTTP due to faster 

throughput (x93), less power usage to keep connected (50%), and less overhead (x8) (Beach, B., 

2017). MQTT is used in Facebook notification system using publisher and subscriber 

mechanism. MQTT is based on Transmission Control Protocol (TCP) with three layers of QoS. 

As discussed, earlier QoS is traffic prioritization and resource reservation control mechanisms 

rather than the achieved service quality. In order to understand QoS in the manufacturing 

industry, consider, for example, multiple machines are talking with each other and to the master 
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router. QoS, come into play where master router might decide the priority of receiving the data 

from a particular machine over another based-on production priority, schedule, etc. Another 

example could be devices distributed on a conveyor belt system sending data to a master router. 

The master router may deny or provide priority to data based on timestamps since data generated 

over a conveyor belt should follow first-in first-out concept in order to provide proper time 

event-based tracking of manufactured products. MQTT adopted for wireless sensor network 

(WSN) is known as MQTT-SN.  

Extensible Messaging and Presence Protocol (XMPP) is an instant messaging (IM) 

standard that is used for multi-party chatting, voice, and video calling telepresence. Advanced 

Message Queuing Protocol (AMQP) is an open standard for IoT focusing on message-oriented 

environments. Data Distribution Service (DDS) is used for a real time machine to machine 

communication is one of the highly popular application protocols. Compared to MQTT which 

has three layers of QoS, DDS supports 23 QoS policies in which variety of communication 

criteria like security, urgency, priority, durability, reliability, etc. can be addressed by the 

developer. Similar to MQTT, DDS supports multicasting where it can be used for M2M 

communicate between 1 to 1, 1 to many, and many to many. 

2.4.3. Influential Protocols 

 Some of the influential protocols as noted by Al-Fuqaha A. et al. (2015) are IEEE 1888.3 

which is Standard for Ubiquitous Green Community Control Network and IEEE 1905.1-2013 - 

IEEE Standard for a Convergent Digital Home Network for Heterogeneous Technologies.  

2.5. Application of IoT in Manufacturing  

2.5.0. Introduction  

It is important to understand the intricate differences between IoT, Industry 4.0, Cyber 

Physical Systems (CPS), and smart manufacturing. Review of definition & origin of IoT has 
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been done in section 2.1., this section reviews the definition of other terminologies first before 

contemplating the distinction. 

Industry 4.0 is a strategic initiative of the German government that was adopted as part of 

the “High-Tech Strategy 2020 Action Plan” in 2011 (Kagermann, H., Helbig, J., Hellinger, A., & 

Wahlster, W, 2013). Weyer, S. et al. (2015) defined Industry 4.0 as “technology initiative that 

comprises of field devices, machines, production modules, and products as CPS that are 

autonomously exchanging information, triggering actions and controlling each other 

independently”. This leads to factories being developed into intelligent environments in which 

the gulf between the real and digital world is becoming smaller. German National Academy of 

Science and Engineering defined Cyber Physical Systems (CPS) as “automated systems that 

enable connection of the operations of the physical reality with computing and communication 

infrastructures. Compared to standard embedded systems which act as stand-alone units, CPS 

focuses on networking several devices CPS provides information and service at every possible 

nodal location (Jazdi, N., 2014).”. In comparison to IoT, Industry 4.0 and CPS, Smart 

Manufacturing refers to a phenomenon which occurs via a combination of these technologies.       

Boston consultant group (BCG) pointed out IoT as one of the nine pillars forming Industry 4.0 

revolution (Rubmann, M. et al., 2015). The nine pillars being: autonomous robots, simulation, 

horizontal and vertical integration, IoT, cybersecurity, cloud, additive manufacturing, augmented 

reality, big data, and analytics. While it could be argued that Industry 4.0 is a result of IoT 

application, but it is clear that CPS serves as building blocks of IoT which in turn help realize 

Industry 4.0 as an application or as one of the pillars. Consider for example how the German 

Federal Ministry of Education and Research defines Industry 4.0, as “the flexibility that exists in 

value-creating networks is increased by the application of cyber-physical production systems 

(CPPS). This enables machines and plants to adapt their behavior to changing orders and 
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operating conditions through self-optimization and reconfiguration. The main focus is on the 

ability of the systems to perceive information, to derive findings from it and to change their 

behavior accordingly, and to store knowledge gained from experience. Intelligent production 

systems and processes, as well as suitable engineering methods and tools, will be a key factor to 

successfully implement distributed and interconnected production facilities in future Smart 

Factories (Bi, Z., Da Xu, L., & Wang, C., 2014).” One can see how boundaries between these 

terminologies, or the concept presented by these terms overlap and it is difficult to define the 

scope of one without mentioning the other. Sometimes the difference arises by geopolitical use 

of these terms in national initiatives by major economies. For example – Germany uses Industry 

4.0, China, and the UK use IoT, USA uses Smart Manufacturing etc. 

 Irrespective of the terminologies used all four concepts IoT, CPS, Smart manufacturing, 

and Industry 4.0 have the same end goal with regards to our manufacturing i.e. making factory 

floors smart. Thus, due to lack of literature in the spinning industry regarding IoT, literature from 

other manufacturing sectors was also studied as references (including topics on CPS and Industry 

4.0) in order to better evaluate the spinning industry based IoT solutions in Chapter 5. This 

section is further divided into two sections: (2.5.1) IoT in other manufacturing industry, and 

(2.5.2) IoT in the textile industry. 

2.5.1. IoT in Other Manufacturing  

 In order to get a more comprehensive view of the implementation of IoT in 

manufacturing, IoT in other manufacturing industry was reviewed in a five-fold way: white 

papers, research papers, case studies, national initiatives, and industrial activities.  

2.5.1.1. White papers 

Baur, C., & Wee, D. (2015) suggested eight basic value drivers (i.e. resources/process, 

asset utilization, labor, inventories, quality, supply/chain demand match, time to market, and 
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service/aftersales) and some practical Industry 4.0 levers in order for companies and particular 

manufacturing sector to invest or focus on. Sniderman, B., Mahto, M., & Cotteleer, M. J. (2016) 

suggested the use of information loop in Industry 4.0 which involves creating, communication, 

aggregating, analyzing and acting on information. Each of these stages makes use of sensors, 

network, standards, augmented intelligence and augmented behavior respectively. TWDI (2017) 

put forth a white paper on how to achieve digital transformation using IoT and Big Data. Some 

of the application of IoT noted in this paper were tracking of passenger luggage to give real-time 

information to passengers by Delta airline. New ‘smart’ helmets in sports which can measure the 

impact of a hit and assess whether it was hard enough to cause a concussion. Utilizing 

information from health wearables from patients to alert doctor about the early indication of 

probability of a health event. Data collected from military devices allowing predictive 

maintenance and placement schedules. It is interesting to note that these examples indicate 

consumer-oriented IoT products in which case there exist multiple wearable textile technologies 

(Hexoskin, OM Signal, Athos, Myontec, Xsens).  

Keysight technologies (2018) put forth multiple papers on challenges with wireless and 

other IoT products used in manufacturing such as battery drain for IoT devices and extending 

their battery life, the importance of analyzing power and signal integrity to minimize data losses 

and overcoming Radio-frequency (RF) challenges. Drath, R., & Horch, A. (2014) observed 

industrial requirements such as investment protection, stability, data privacy, and cybersecurity 

to be essential for Industry 4.0. Due to these challenges and undergoing developments consultant 

companies seem to have released multiple white papers in order to reap the maximum benefits. 

For example – McKinsey has released papers like “What it takes to get an edge in the Internet of 

Things? (Chui, M., May, B., & Narayanan, S., 2018),” “Blockchain beyond the hype: What is 
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the strategic business value? (Carson, B., Romanelli, G., Walsh, P., & Zhumaev, A., 2018),” and 

“IoT: mapping the value beyond the hype (Manyika, J. et al., 2015).”     

2.5.1.2. Research Papers & Case Studies  

Xu, L. D. et al. (2014) studied design consideration of IoT applications such as energy, 

latency, throughput, scalability, topology, and safety. Lee, J., Bagheri, B., & Kao, H. (2015) 

compared today’s factories with Industry 4.0 factory and suggested attributes such as self-aware, 

self-predict, self-compare, self-maintain, and self-organize for future industries. 5-C architecture 

(Connection, Conversion, Cyber, Cognition, and Configuration) for CPS forwarded by Lee et al. 

was also studied; a similar architecture was used by SozioTex research group. Weyer, S. et al., 

(2015) published a paper on SmartFactoryKL, European vendor-independent factory laboratory 

for the industrial application of modern ICT. It was designed for a multi-vendor and highly 

modular production system as a sample reference for Industry 4.0. A big consortium of 50 

companies decided on common electro-mechanical and communication standards in order to 

develop standard Plug and Play (PnP) type module machine for the production of a reference. In 

a session by Brian Beach (2017) from Amazon at North Carolina State University on “How to 

implement Amazon Web Services (AWS), IoT in an industry,” interaction of IoT in 

manufacturing was reviewed. One interesting concept learned from this session was of digital 

twins wherein a virtual counterpart of every machine, component or product exists on a server. 

This could be accessed at anytime from anywhere in the world which gives the sense of real-time 

feedback about the corresponding machine or component at the same time gives the buffer to 

implement direct changes in the working environment to prevent accidents on shop floors. Some 

of the benefits of digital twins noted by Texdata international (2018) were decision making 

process improvement, reduced downtimes, predictive maintenance, help analyze and interpret 

data, design simulations and alternatives in the design phase, virtual performance of product 
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during the process and real world helps corrections in entire life-cycle of the product. Examples 

of digital twins are highly popular in the aerospace industry with a famous example of NASA’s 

Apollo 13 where the problem was resolved using a mirror system back on earth. Another popular 

example is of American car manufacturer Tesla, creating digital twins for each Vehicle 

Identification Number, which exchanges data with its real-life counterpart. 

    Lee, J., Kao, H. A., & Yang, S. (2014) presented a case study of predictive 

manufacturing using Komatsu, heavy-duty equipment vehicle used in mining and construction. 

The remote prognostics and monitoring system focused on assessing and predicting the health of 

the diesel engine component parameters included pressures, fuel flow rate, temperature, and the 

rotational speed of the engine. They mounted System on Chip (SoC) on equipment vehicles, 

remotely collected data and utilized several algorithms from the suite in the Watchdog Agent® 

toolbox to convert the diesel engine data into health information. They used Huber method for 

data processing (outlier removals and missing value indications), Bayesian Belief Network 

classification to build a model using history of an engine and fuzzy logic for remaining life 

prediction of diesel engines. This predictive data helps maintenance technician to know when a 

part is going to fail, what to order in inventory, when to deliver fast and smooth services etc. 

Jammes, F., & Smit, H., (2005) showed how the Service Infrastructure for Real-time Embedded 

Networked Applications (SIRENA) can be applied to a dose – maker machine to provide 

interoperability, scalable service composability, PnP connectivity, seamless integration with 

ERP, etc. SIRENA is an ongoing European R&D project and is part of the Information 

Technology for European Advancement initiative, itself a “cluster” organization within the 

Eureka framework. The SIRENA consortium is made up of 15 partners from three European 

countries.  
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Wang, T., Yu, J., Siegel, D., & Lee, J. (2008) demonstrated how to calculate Remaining 

Useful Life in prognostics especially suitable for situations in which abundant run-to-failure data 

for an engineered system are available. Kortuem, G., Kawsar, F., Sundramoorthy, V., & Fitton, 

D. (2010) presented road patching case study by using pneumatic pavement breaker prototype 

that gathers data about usage patterns and provides context-aware guidance during construction 

work, wearable user interface devices that showed personal health records containing 

information about a worker’s exposure to hazardous equipment vibrations, and RFID technology 

to log in the usage of the tool. This makes the IoT objects used in this system as activity-aware, 

policy-aware and process-aware. Hong, S. et al. (2010) provided Sensor Networks for an All-IP 

World (SNAIL) approach to the IoT. They studied the feasibility of low-power Wi-Fi to enable 

IP connectivity of battery-powered devices with three key practical areas of concern: power 

consumption, impact of interference, and communication range using SNAIL approach. Jazdi, N. 

(2014) showed example of Coffee machine as CPS.  

 One of the most interesting studies was done by Peres, R. S et al. (2016) where their 

group worked on PnP based solutions to overcome heterogeneity between devices and provide 

interoperability. They tested various data formats for intercommunications between devices 

running on different infrastructure protocols indicated in Table 2.1. IEC 61512 BatchML, IEC 

62264 B2MML, ISO 15926 XMplant, IEC 62424 CAEX, IEC 62714 AutomationML, OPC 

UA’s Data Model, and MTConnect were tested against 13 criteria: process data, performance 

analysis, quality monitoring, material resource management, production planning and 

scheduling, supply chain data, recipe management, product description, maintenance, failure and 

alarm management, extendibility, process control, and life-cycle data.  They found no single data 

format to cover all the required criteria however joint solution using B2MML and 
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AutomationML would cover most of them. These formats can be used by third party IoT solution 

provider in textile industry in order to overcome different protocols used by different equipment. 

2.5.1.3. National Initiatives 

 It is important for textile-based industries to know about the ongoing IoT initiatives 

around the world especially in their home countries in order to reap full benefits of the existing 

consortiums like SIRENA, SmartFactoryKL, etc. These consortiums and government initiatives 

help accelerate the growth of IoT based solution in businesses since they overcome challenges to 

IoT using multi-party-based experiences and bring experts together. This paper reviews six 

national initiatives across the globe. 

 UK: IoTUK is a national program designed to accelerate the UK’s Internet of Things 

(IoT) capability, launched as part of the Government’s £32m investment in IoT (IoTUK, 2016). 

It is collaborating with organizations in a wide range of fields including cities, health, and 

industrial applications. The program focuses on enabling IoT capability, specifically in areas 

such as security and trust, data interoperability, investment justification, and design 

development. It provides mentorship programs to help existing and upcoming industries 

implement IoT solutions. Some of the members of IoTUK are CATAPULT Digital, CATAPULT 

Future Cities, The Engineering and Physical Sciences Research Council, Department for Digital, 

Culture, Media and Sport, Department of Health, Innovate UK and Office of Life Sciences. 

Some of the case studies in the manufacturing industry where IoTUK helped vary from new 

services for Rolls-Royce to improve operational efficiency to real-time tracking of 4 million 

medical cylinders in UK circulation and 5000 daily deliveries for Brin's Oxygen Company, Ltd. 

Japan: “Connected Industries” is an initiative by the Ministry of Economy, Trade, and 

Industry, Japan. It aims to achieve “Society 5.0” using IoT, AI, and Big Data derived from the 

fourth industrial revolution (METI – Japan, 2018). Its five-priority fields are Automated Driving 
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and Mobility Service (1), Manufacturing and Robotics (2), Plant/Infrastructure Safety 

Management (3), Biotechnologies and Materials (4) and Smart Life (5). There are some brilliant 

examples being worked upon under this policy – drug discovery using IoT, digital farming, deep 

learning in robotics, fingerprint authentication without image data, advance regenerative 

medicine production using IoT, smart maintenance, RFID technology for metal products, 

cybernetic treatment, etc. (Innovation Japan, 2018). Business Sweden Tokyo (2017) reported a 

survey by McKinsey & Co stating that Japanese companies are highly optimistic about the 

potential for Industry 4.0, but Japanese companies are still lagging behind their American and 

German counterparts, both in terms of preparedness and implementation. Only 16% of 

respondents consider their companies to have made substantial progress regarding Industry 4.0 

related initiatives. Thus, this leaves a huge potential of IoT growth and opportunity for industries 

in Japan.  

China: Some industries and ministries working towards IoT development in China are 

Ministry of Industry and Information Technologies – Telecom + other about 20 industries, 

Cyberspace Administration of China, Office of the Central Leading Group for Cyberspace, 

Standardization Administration of China, Ministry of Science and Technology, and National 

Development and Reform Commission. “Alliance of Industrial Internet, China” is one of the 

biggest industry alliances formed together by the government, research institutes, and industries. 

Some other alliances are Strategy Alliance for M2M Industry Technology Innovation, M2M 

Standardization Group, Smart City Standardization Group etc. While China Communication 

Standard Association (CCSA) has been the major player to bring about upcoming standard for 

the country (CCSA TC10, CCSA TC8, CCSA TC11, CCSA TC260 etc.) with international 

collaborations (Dongyang, F., 2017).    
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USA: United States Commerce Department, leveraging the expertise of the National 

Telecommunications and Information Administration (NTIA), the Patent and Trademark Office 

(PTO), the National Institute of Standards and Technology (NIST), and the International Trade 

Administration (ITA), have created an Internet Policy Task Force  (IPTF) to conduct a 

comprehensive review of the nexus between privacy policy, copyright, global free flow of 

information, cybersecurity, and innovation in the Internet economy (USPTO & NTIA, 2018). 

One of the core tasks of IPTF is conducting a review of the benefits, challenges, and potential 

roles for the government in fostering the advancement of the Internet of Things (IoT). In 2013, 

the Federal Communications Commission held a public forum to get input from industry with 

respect to policies and regulatory barriers for IoT. In 2014, NIST facilitated the convening of the 

Public Working Group on Cyber-Physical Systems (CPS) to foster public-private multi-

stakeholder discussion on CPS. NTIA has worked closely with Congress, the FCC, and other 

government agencies to make significant progress on President Obama’s 2010 commitment to 

make a total of 500 MHz of spectrum available for commercial use by 2020. And most recently, 

in September 2016, the Department of Transportation issued guidelines that pave the way for 

self- driving cars to hit the roads without much red tape (Lee, G., 2016).   

EU: “Digital Single Market Policy” was adopted by EU commission in 2015 after the 

formation of “Alliance for the Internet of Things Innovation.”  Their aim is to strengthen the 

dialogue and interaction among the Internet of Things (IoT) players in Europe and to contribute 

to the creation of a dynamic European IoT ecosystem to speed up the take-up of IoT. They work 

on policy issues, reports on applications, position on cybersecurity etc. There are more than 150 

members in this organization with founding member as Artemisia, Arthur’s Legal, ATOS, 

Bosch, BT, CNH Industrial, Digital Catapult, Engineering LOI, Gradiant, Huawei, IBM, 
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Infineon Technologies, John Deere, Nokia, Signify, Samsung, Schneider Electric, Siemens, 

STMicroelectronics, Telit Communications, and Vodafone. 

Korea: The South Korean government has planned to invest 5 billion dollars through 

2020 in IoT systems ranging from wearables to smart cars and has taken a number of steps to 

foster the growth of IoT since publishing its national master plan in May 2014 (Lee, G., 2016). 

Their plan targets the commercialization of 5G mobile communications by 2020 and aims for 

Gigabit Internet to achieve 90 percent national penetration by 2017. It aims to secure over 1 GHz 

of radio spectrum by 2023 and significantly expand the deployment of IPv6 by 2017. South 

Korean’s six government department came together to create 13 policy initiatives (on Big Data, 

IoT, AI etc.). The government along with other public-private companies came together to create 

Korea IoT association (KIoT). There are total 151 members in KIoT which include device 

industries (49), platform providers (10), network companies (18), service and solution providers 

(63), and government associated organizations & universities (11). Together they provide Korea 

IoT trend information, support finding Korea Partners and oversea expansion of domestic 

companies along with technology, service, resources, and applications building for KIoT. Korea 

along with the Netherlands will become first countries to roll out nation-wide IoT network. 

Samsung and SK Telecom have launched LoRaWAN which stands for “long-range wide-area 

network” (one of the infrastructure protocols reviewed in section 2.4.1) in one of the cities in 

South Korea and is designed for internet-connected, battery-operated objects (Drinkwater, D., 

2016). The network should offer a cheaper and more power-efficient alternative to Wi-Fi, 

cellular networks or Bluetooth, used for the Internet of Things. This will allow smart devices to 

talk to each other although it is still in the testing phase for the city.    

Despite individual initiatives, IoT is a global phenomenon and would need unified efforts 

to overcome certain challenges. For example, in this regard in October 2014, the Ministry of 
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Science, ICT, and Future Planning of South Korea promoted to build a collaborative network 

with the U.S., Japan, and EU to share information, and promptly respond to security incidents or 

new cyber threats. Swetina, J., Lu, G., Jacobs, P., Ennesser, F., & Song, J., (2014) published a 

paper on oneM2M, a global initiative to overcome the problem with multiple standards for the 

machine to machine (M2M) communication. This initiative has been taken by 7 telecom standard 

defining organizations: Association of Radio Industries and Businesses (ARIB) and 

Telecommunication Technology Committee (TTC), Japan; the Alliance for Telecommunications 

Industry Solutions (ATIS) and Telecommunications Industry Association (TIA), United States; 

the China Communications Standards Association (CCSA), China; the European 

Telecommunications Standards Institute (ETSI), Europe; and the Telecommunications 

Technology Association (TTA), Korea. Other than that, 270 more companies are part of this 

initiative. These initiatives are some positive steps towards achieving true IoT based solutions in 

upcoming years. 

2.5.1.4. Industrial Activities 

 Smart service related examples are abundant due to IoT being a service phenomenon 

which benefits companies like SAP, Bosch, HP, Cisco, Oracle, Intel, IBM etc. who provide 

integrated solutions encompassing infrastructure, application and service protocols. Despite IoT 

being service related technology, the top global share of IoT projects was identified in industrial 

settings (22%) followed by smart cities (20%) and smart energy and connected cars each at 13%. 

(Bartje, J., 2016). It should be noted that this analyst firm arrived at this share by excluding any 

consumer IoT projects such as wearable devices or smart home products.  

Cisco’s connected mining operations for Rio Tinto in Western Australia which enabled 

higher-purity mineral extraction from smaller amounts of ore, as well as reduce waste generated 

in the process. This is similar to the earlier studied example of monitoring heavy duty Komatsu 
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vehicles in one of the research papers (Lee, J. et al., 2014). Varroc, an automotive component 

manufacturer, is using digital factory solutions from Altizon to connect industrial machines in 

the manufacturing environment. SK Solutions, Dubai developed Anti-Collision Systems for 

Industrial construction assets Built on SAP HANA. This captures information from sensors 

installed on machinery throughout the customer’s site like machinery’s weight, position, 

movement, and inertia, along with wind speed and temperature. SK Solutions claims that this 

anti-collision system increased worker safety, leads to faster construction times, and reduced 

downtime by as much as 30%. Coca-Cola in Atlanta, Georgia, USA using solutions from 

companies like Cisco, SAP, Datria revitalized their distribution process. They used a VoIP-based 

“picking” system for 3,000 employees in more than 100 facilities that handle more than 7.5 

million orders per year. Coca-Cola replaced much of its manual, keyboard-driven operations 

with voice recognition, including inventory, shipping, and service support. The net result was a 

$2 million savings in capital costs, a 10% improvement in worker productivity, and outbound 

order accuracy of 99.8%, far above the historical number of 90%. RasGas´ LNG equipment 

monitoring in Ras Laffan, Qatar, allowed the LNG producer to perform predictive maintenance 

on its assets. German food producer Seeberger knows exactly where specific goods are at any 

stage of the production process allowing for complete food traceability. These are some of the 

current examples of implementation of IoT based solutions.  

2.5.2. IoT in Textile Manufacturing 

In order to review IoT in manufacturing, in particular, the spinning industry, databases 

such as INSPEC, Compendex, IEEE Xplore, and Textile Technology Index were used. It was 

astounding to find the dearth of literature on IoT in the spinning industry. A small amount of 

literature was found on application of Industry 4.0 (I 4.0) and Cyber Physical Systems (CPS) in 

weaving/knitting industry along with application of IoT in apparel industry (Nayak, R., Singh, 
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A., Padhye, R., & Wang, L., 2015; Perez, J. B., Arrieta, A. G., Hernandez Encinas, A., & 

Queiruga-Dios, A., 2016; Saggiomo, M., Kemper, M., Gloy, Y., & Gries, T., 2016). These 

publications have been found to be from China (IoT), and Europe (Germany and Italy – I 4.0). 

Also, most of the articles/papers published are on the discussion regarding scope and challenges 

of IoT/ I 4.0 in the textile industry (ACIMIT, 2017a, Gloy, Y. S., 2014, Kemper, M. et al., 

2016b). Almost no publications on IoT in spinning mills/yarn manufacturing were found using 

the databases mentioned in this study except for one publication from China (Yu-zhao, S. U. 

2014). 

Kemper, M. et al. (2016a) pointed out towards challenges of implementation of Industry 

4.0 in textile machinery and production due to incoherence created by subsectors (sliver/roving, 

yarn, fabric, apparel, finishing) and the difference in mass, length and production levels in each 

sector. Association of Italian Textile Machinery Manufacturers (ACIMIT) in 2017 conducted a 

survey on the feasibility of Industry 4.0 application in namely three sectors: design, production, 

and machine maintenance (ACIMIT, 2017b). A series of questions were asked from Italian 

textile machine manufacturers who rated the feasibility of application of Industry 4.0 in machine 

maintenance as the highest. An interesting SWOT analysis by Rina consulting group for 

ACIMIT showed lack of skills and training along with interoperable standards to adopt Industry 

4.0. Another important point made was the requirement of policies and funding by government 

to support IoT implementation in textile industry. Perez, J. B. et al. (2016) in his paper also 

discussed challenges and key technologies required to enable a smart textile factory. In addition, 

two of the four key requirements stated by Perez J. B. et al. (2016) were that can, core, and warp 

beam and fabric will become carriers of information. This will lead to autonomic textile process 

chains along with human-machine interaction being the center of the cyber-physical systems 

world.   
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A series of technical papers were published at RWTH Aachen institute regarding a project of 

weaving machine as CPS funded by Federal Ministry of Education and Research, Germany. 

Gloy, Y. S. et al. (2015) created SozioTex research group which developed augmented 

interaction of humans with machine (M2H) communication targeted to assist aging population as 

well as improvement of efficiency new unskilled labor in Germany. This task was done using 

smart glasses, mobile application, and an optimization algorithm. Unskilled labor wearing these 

smart glasses would be able to learn machine parts and operations faster as well as detect broken 

yarn feed in the circular knit machines. Kerpen, D. et al. (2016) explored the implementation of a 

digital environment based on augmented reality in weaving mill. Contrary to what is believed for 

automation, this study was conducted taking human-machine interaction as cornerstone 

involving bidirectional information exchange. As digitalization of production will only 

strengthen the capabilities of the workforce by eliminating monotonous and repetitive tasks as 

well as assisting them. Saggiomo, M. et al. (2016) optimized warp tension, energy consumption 

and quality of fabric based on multi-objective input algorithm to create weaving machine as 

CPS. Saggiomo, M. et al. (2015) and Simonis, K., Gloy, Y. S., & Gries, T. (2016) used smart 

bobbins having integrated RFID which could be read at weaving machine to tell in-

homogeneities and spliced parts, the position of the flaws, and exact running time of bobbin –

material utilization in the creel.  

 A similar approach can be used to create carding/drawing/roving machine as CPS, 

detection of yarn breakage using augmented reality as well as improve labor efficiency, training, 

and flexibility in yarn spinning plants. Although the limitation of earlier cited publications 

should be noted since it is targeted for small batch sized niche technical textile industry of 

Germany. Also, right now all these developments are on the model scale. Thus, implementation 
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and translation into the actual industry will need a lot of effort and economic feasibility for 

machine manufacturers to adopt these systems. 

 Other major development segments of IoT application in the textile industry from the 

process point of view are automated sewing machine and fabric defect detection systems. Neither 

of them has been made autonomous rather are currently assisting manual operators although they 

have the highest potential to harness application of machine learning and artificial intelligence 

and can come out to be excellent IoT based solutions. Lee, J. Y. et al. (2017) published a paper 

on sensing and monitoring of sewing machine parameters for a smart manufacturing process. 

Automated sewing machine faces the challenge of fabric control to achieve constant seam width, 

maintain proper fabric tension and prevent fabric buckling. Winck, R. C., Dickerson, S., Book, 

W. J., & Huggins, J. D. (2009) wrote a paper on a novel approach to fabric control for automated 

sewing which claims to overcome these problems. This is one of the papers on which SoftWear 

Automation Inc. products are based whose research was done at Georgia Tech, the USA where 

this paper was published. Textile World, September 2017 issue reports that this Atlanta based 

SoftWear Automation Inc. will ship sewbots to Tianyuan, China to make 800,000 T-shirts a day 

for Adidas at 22second/T-shirt & 33 cents (Borneman, J., 2017). Although the cost benefits from 

huge initial capital investment in these sewbots still remain to be seen. Due to the similar reasons 

100% developments in fully automated fabric inspection has never been seen since cost 

investment does not warrant replacement of manual labor. Li, Y., Ai, J., & Sun, C. (2013) 

provides an interesting algorithm to detect broken needle lines using smart visual sensors. 

 In the past, Manglani, H. (2018) has worked on two of the similar projects at Yeh Group 

Inc., a Thailand based performance fabric manufacturer for global sports brands. The first project 

was to automate the butt sewing process of two rolled goods fabrics across their width before 

feeding them into a dyeing machine. The feed dog mechanism was not changed like Winck, R. 
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C. et al. (2009) rather no changes to sewing machine were done. A cost-effective available 

option was selected, a “BIRCH TWR rail butt-sewing machine,” since the sewing is temporary 

unlike being done for a garment, here the rolled fabrics need to be joined temporarily so that they 

can be fed in “long” dyeing machines. The fabric feed was automated using 3D gantry system 

using Festo linear drives (providing movements in X, Y and Z directions) and smart placements 

of intelligent sensors for drive position, drive speed, drive feed, machine position and speed etc. 

This project is still in the development phase and in the future, this information will be processed 

using a local PLC and data will be communicated to the central server on company premises 

over ethernet. The project will then be developed into .Net based application web pages for 

operator and manager interaction using open source Microsoft Visual Basic. This represents a 

small example of IoT based solution for manual stage operation in the textile sewing industry.  

The second project was improving the existing automated inspection machine which used 

Omron’s vision sensors (FZ3 Series) to detect fabric defects defined according to Adidas 4-point 

defect system which follows ASTM 3903. Since vision sensors used in the existing project were 

not smart and all the settings had to be changed manually, it was inefficient for 80,000 colour 

recipes at the company. An algorithm was developed to improve auto-shutter speed change via 

CEILAB & sRGB colorimetry techniques. It is interesting to note the challenges faced during 

this project. Challenges encompassed problems like the inability of the sensor to differentiate 

between non-inherent and inherent crease, same algorithm technique for all the defects, all 4 

sensors were at 90 degrees to the fabric. The old algorithm was to compare RGB of each pixel of 

the image taken by the sensor to the actual RGB of the standard fabric’s colors for all the defects. 

This same algorithm technique for all the defects was ineffectual. Keeping all 4 sensors at 90 

degrees to the fabric eliminates the possibility of being able to detect all the defects (example – 

snag, knot etc.). This represents the classic example of insufficiency at the network layer. This 
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could be solved using machine learning where each new defect detected by the sensor could be 

set aside and tackled with new technique until all the generated defect detections are eliminated. 

Texdata International (2018) reviewed digital twins in manufacturing a concept which is 

also used by Amazon Web Services (AWS). They defined digital twins as “a virtual model of, 

for example, a process, product or service which combines the real world with the virtual world.” 

Some of the examples from textile industry included digitalized production of fiber composite 

components by DLR (German Aerospace Center) DLR fully automated process chain using 

resin-transfer-molding at the DLR site in Stade by adding a digital twin to a cyber-physical 

system in order to monitor the real-life production through virtual means. It should be noted that 

the aerospace industry needs highly reliable products with an extremely high factor of safety 

which warrants the cost of digital twins even for associated textile products. Another example 

reviewed was of Adidas. Adidas has collaborated with Siemens to creating a digital twin for the 

Adidas Speedfactory, shortening the time-to-market, increasing flexibility and boosting 

production quality and efficiency. Research for the digital twin of the Adidas Speedfactory is 

also being carried out at the Institute for Factory Automation and Production Systems in 

Erlangen. An important observation was requirement of high-performance software for creating 

digital twins like Siemens MINDSPHERE, SAP S/4 HANA (SAP Leonardo IoT), PTC’s 

THINGWORX, ANSYS TWIN BUILDER etc. along with products offerings from IBM, 

Microsoft, C3 IoT, Software AG, Hitachi, GE Digital, Atos, Oracle, Bosch, AWS and Schneider 

Electric.   

2.6. Cyber Security in IoT 

 There are numerous challenges to extensive implementations of IoT in the field (Suo, H. 

et al., 2012, Granjal, J. et al., 2015, Chen, Y. K., 2012). Brous, P., & Janssen, M. (2015) 

categorized these challenges into three broad categories: strategic, tactical, and operational. Each 
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of this category can be subdivided and further subcategorized into challenges faced by the IoT in 

general as shown in Table 2.3. 

 

 Table 2.3: Challenges faced in IoT on strategic, tactical and operational  
  basis (Brous, Paul et al., 2015). 

Category  Sub-Category Challenges  
Strategic Social 

Responsibility   
Data privacy issues 
Data security issues 
Lack of legal framework 

Productivity  Weak or uncoordinated data policies 
Weak or uncoordinated data 
governance 

Market Standing Conflicting market forces 
Tactical Profitability  Costs 

Physical Resources Interoperability and integration issues 
Lack of a framework of standards 

Worker Attitude  Acceptance of IoT 
Trust related issues 

Operational People  Lack of sufficient capabilities/ 
knowledge 

Technology IT infrastructural limitations  
Processes Data management issues (data quality 

issues) 
 

Our study focuses on the strategic point of view which include social responsibility 

challenges in IoT i.e. cybersecurity. This paper deals with cybersecurity only as challenges noted 

above are not mutually exclusive. For example- weak or uncoordinated policies can result in data 

security issues which might lead to privacy issue and loss in profitability, or lack sufficient 

capabilities/knowledge might aggravate interoperability and integration issues which again leads 

to a loss in profitability. Point in case being the boundaries are exchangeable and challenges 

could be regrouped in multiple ways although broadly they might remain the same. One could 

easily explain cost challenge in IoT while encompassing all the other challenges, but it was 

preferred to explain via cybersecurity since IoT is majorly seen as service phenomenon.   
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 It is important to understand the importance of cybersecurity for the industrial sector 

(Industrial Control Systems, ICS). The number of ICS cyber-attack increased by 110% percent in 

2016 compared to 2015 (Alvarez, M. et al., 2017). A comparative analysis of IBM X-Force 

Cyber Security Intelligence Index from 2014 to 2017 was developed (see Table 2.4), which 

showed that manufacturing was in top 3 most attacked industry in 3 out of past 4 years.  

 

      Table 2.4: Top 5 most frequently targeted industries from 2014 to 2017. 
Rankings 2014 2015 2016 2017 
1 Financial 

Services 
Healthcare IT Financial Services 

2 IT  Manufacturing  Government  IT 
3 Manufacturing  Financial 

Services  
Financial Services Manufacturing 

4 Retail & 
Wholesale 

Government  Media & 
Entertainment 

Retail 

5 Energy & 
Utilities 

Transportation Professional 
Services  

Professional 
Services 

 

Case studies of past industrial attacks have been well recorded and studied (Benias, N., & 

Markopoulos, A. P., 2017). From Denial of Service (DoS) at Davis-Besse Nuclear Power Station 

(USA) in 2002, train delays & cancellation at Railcorp in 2004, delay in treating patients at Asan 

Medical Centre in 2004, data collection along with blueprints in oil industry (Exxon, Shell, BP 

and others) in 2009 to very famous Stuxnet (Destroyed fifth of Iran Nuclear Centrifuges) in 2010 

and Mirai (Deutsche Telekom outage) in 2016. Dvorkin, Y., & Garg, S. (2017) went beyond ICS 

and suggested a hypothetical scenario of smart transmission grid where an attacker can 

potentially be able to modify the power consumption of compromised IoT-controlled loads to 

maliciously cause load shedding, reduce security margins, or even trigger a cascading failure. 

Miller, C., & Valasek, C. (2015) demonstrated a coordinated attack on Jeep’s Uconnect cellular 

connection to control acceleration, braking, steering or even stop the engine mid-way on the road 

over the internet. Their findings lead to the recall of 1.4 million Chrysler, Dodge, Jeep, and Ram 
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vehicles to have vulnerability rectified. Hojjati, A. et al. (2016) demonstrated how using a cell 

phone (without even plugging in rather keeping it beside the machine) acoustic, vibration, 

electromagnetic, and thermal, etc. emissions from the 3D printer can be recorded to reconstruct 

and stealth geometrical design information of the product. It is pertinent to point out that these 

IoT solutions have large surface attack area. These industries seem to be directly affecting day to 

day life and are sometimes of national importance to countries across the globe.   

 One needs to understand what motivates cyber-attacks. Benias, N. et al. (2017) explained 

this using three major reasons geopolitical issues (wars, weakening of global competition, 

stealing trade secrets), monetary reasons (ransom, stealing credit card information, stealing 

identities to leverage financial information), and individual or group behavior (rouge individual). 

Some of the common reasons due to which old Industrial systems get attacked were noted by 

Benias, N. et al. (2017). Some of these include: (1) devices run for months without security 

update or anti-virus tools, (2) designed in era where cybersecurity was not a concern (even high 

volume of correct data may disrupt network), (3) multiple pathways (including carry in laptops 

and USB sticks), and (4) flat network with no physical or virtual isolations between unrelated 

networks. In contrast to this IoT related devices and services were studied by Kieseberg, P., & 

Weippl, E, (2018), He, H. et al. (2016), and Flatt, H. et al. (2016). They noted three challenges to 

Cyber-Physical Production Systems (CPPS) such as (1) centrally accessible data repositories, (2) 

Global collaboration with partially trusted and untrusted parties, and (3) Modern information 

technology in a production system environment. An interesting review was put forth by Chhetri, 

S. R. et al. (2017) where the authors studied challenges across product lifecycle stages for 

Industry 4.0. These stages include design, prototyping, ordering, industrial processing, and 

maintenance integrated across by field devices, PLCs, material flow computers, manufacturing 

execution system (MES), and enterprise resource planning (ERP). One of the main reasons IoT 
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devices get hacked is due to the fact that security is not a priority for manufacturers, lack of 

built-in mechanisms to receive automatic firmware updates, and these devices are often forgotten 

about once installed. It should be noted that almost all the studies noted above saw security 

challenges via a triad of CIA: Confidentiality, Integrity, and Availability.  

 Some of the most common attacks in the industry are Man-in-the-Middle Attack, IP 

Spoofing, and Denial of Service. Man-in-the-middle attack (MITM) is an attack where the 

attacker secretly relays and possibly alters the communication between two parties who believe 

they are directly communicating with each other. IP spoofing is the creation of Internet Protocol 

(IP) packets with a false source IP address, for the purpose of hiding the identity of the sender or 

impersonating another computing system. These two methods are highly popular in breaching 

confidentiality/privacy of victims. Denial of service (DoS) is a cyber-attack that makes a 

machine or network resource unavailable to users by disrupting service of the connected host 

machine to the Internet either temporarily or indefinitely. An attacker would usually flood the 

targeted machine or resource with superfluous requests in an attempt to overload the system. 

DoS is a highly popular cyber-attack method to cause availability security issues. Based on Man-

in-the-middle, IP spoofing and other methods, an attacker might be able to hack interface of a 

machine or hijack company’s employee account to cause integrity issues. Chhetri, S. R. et al. 

(2017) discusses the security trends in the enabling components and concepts of Industry 4.0:   

1. CPS: CPS works on IP/TCP so the most common know threats are IP spoofing & Man-in the 

Middle attack.   

2. IoT: Authentication and access control, confidentiality, privacy, secure middleware, trust.  

3. Big Data: Secure computations in distributed environment, secure data storage and transaction 

logs, cryptographically enforced access control.  
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4. Cloud Computing: Denial of service, data loss, advanced persistent threats, malicious insiders, 

account hijacking, interface hacking, etc. 

5. Additive Manufacturing: Confidentiality, Integrity and Availability 

6. Smart Sensors: Large attack area due to smart factor.  

7. Machine Learning: Attacker may aim for extracting confidential information embedded in the 

model (such as training data) or forcing the model to mis predict often by using adversarial 

samples which in turn, would convince the user to bypass the model because of its poor 

performance. 

8. Robot: Large attack area.   

9. AR: User’s private information or a company’s sensitive data from different sources such as 

the screens of computers or visible and hearable moving parts of machines
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CHAPTER 3 – METHODOLOGY 

3.0. Introduction  

 This chapter will present the methodology used to accomplish this research. First, the 

problem and research goals will be clearly expressed. Next, the methods and procedures being 

employed to accomplish these goals will be explained. 

 With the world moving towards light’s out factories, the Internet of Things is a service-

based phenomenon which will affect the future of how manufacturing is done. Even though the 

IoT based research work in other industries like automobile, transportation, construction, 

healthcare, energy etc. is moving at very fast pace, the textile industry seems to be struggling 

even with the preliminary research work in this field. The ongoing studies on IoT can be divided 

into three broad areas: (1) Planning /Discussion, (2) Pilot Studies/Proof of Concepts (PoC), and 

(3) Extensive implementation. This study lies in the first category, but it also goes beyond just 

reviewing the enablers of IoT, it evaluates the current staple spinning IoT solutions by machine 

manufacturers and evaluates the state of IoT usage in USA’s staple spinning industry. Both of 

which have rarely been done before until now and might be first of their kind in this research 

area.        

3.1. Research Goals 

 The primary goals on which this research was focused are presented in Table 3.1. These 

goals build upon each other, and the achievement of the first is vital to the completion of the 

second, which in turn, helps accomplish the third goal. Table 3.1 lists three goals, the first goal is 

further divided into five different categories which will be analyzed in Chapter 4 while goal 2 

and 3 will be analyzed in Chapter 5 and 6 respectively.  
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Table 3.1: Research Goals 
Objective 
Number  

Research Objectives  

1. Interpretation of IoT from textile spinning industry’s perspective with respect to: 
1.1 Architecture, 
1.2  Elements,  
1.3 Standards & Protocols,  
1.4 Application, and  
1.5 Cybersecurity.      

2. Evaluation of staple spinning industry based IoT solutions from global machine 
manufacturers. 

3. Evaluation of USA’s staple spinning industry’s adoption of IoT solutions in order 
to assess real demands compared to IoT services being provided currently.   

 

3.2. Method 

 To understand how concepts and goals of IoT can be applied to the textile staple spinning 

industry, this study first reviewed the literature available in the form of research papers, white 

papers, industrial case studies, national initiatives from databases like INSPEC, Compendex, 

IEEE Explore, and Textile Technology Index majorly. The literature available for a service-

based phenomenon like IoT is majorly informational and computational technology related, it 

was decided to include a research goal to see how this IT related literature could be interpreted 

form the textile staple spinning industries’ perspective. Once enough literature was collected, the 

parallels between the IoT enablers and components used in staple spinning industries were drawn 

based on past experiences and are discussed in Chapter 4. This was also important to achieve 

research objectives 2 and 3. 

 In order to achieve research objective 2, machine manufacturers were analyzed who 

participated in the International Textile Machine Association (ITMA) 2015 exposition at Milan. 

Product categories across the spinning sector were analyzed and systems which qualify as IoT 

products or modules which could serve as building block for future IoT were listed. Each of 

these products was then analyzed according to the type of data aggregated by the system to 

provide services across various process stages of the spinning industry. This analysis was based 
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on categorizing each product on the 5-layer architecture of IoT, and comparative analysis was 

performed to draw results on the current state of IoT products in the spinning industry. 

 Even though ITMA does not involve all machine manufacturers in the world, this 

symposium does represent the majority of global players in the textile industry. A total of 1691 

manufacturers, academic institutes and service providers participated. Data sourced from ITMA 

2015 Exhibitor List was used to calculate a total of 367 global machine manufactures in the 

spinning industry sector (see Figure 3.1). These machine manufacturers were further segmented 

according to sub-product categories such as cotton, woolen, bast, silk, man-made fiber systems 

along with transport and auto doffing and accessories products for each of the above 11 

categories (see Figure 3.2).  

 An average of 40 exhibitors participated in natural fiber and man-made filament 

preparatory machinery and spinning machines (categories 1 to 4) compared to an average of 123 

participants in accessories manufacturing segment (categories 8 to 10). It should be noted that an 

outlier value of 1 participant in silk segment was filtered to calculate above averages. This paper 

considers spinning preparation, production, transport and winding machine manufacturers 

(categories 1, 5, and 6) for cotton fibers only since it represents the largest % of processed staple 

fibers in the world. A total of 67 companies were studied for this paper from categories 1, 5, and 

6 where overlapping companies in each segment were eliminated and multiple entries from same 

companies such as Rieter (India), Rieter (China) etc. were considered as one company only.  
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Figure 3.1: Number of exhibitors in various textile industry sectors at ITMA 2015, where 
M/C signifies machine manufacturers in a category.   
 
 It was found that only Rieter, Trutzschler, Marzoli, Savio, Uster, and Saurer have 

products or systems which can serve as a basic module or starting points for implementation of 

IoT systems in Spinning. Loepfe and Murata were also considered, but they offered more of Mill 

management software rather than IoT based products. The reason for the low number of 

manufacturers poised (Total: 6) and positioned to utilize IoT is due to a large number of 

manufacturers in the spinning sector providing accessories and auxiliary machines rather than 

full package machines. This trend was confirmed in our distribution too (see Figure 3.2). And 

even of those providing a full machine package solution, only a few provide machines from blow 

room to spinning machines covering whole range, which justifies the development of an 
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application such as IoT in order to have any potential benefits. Since the numbers of products are 

limited, a detailed analysis has been performed by reviewing available white papers in Chapter 5. 

 

 
Figure 3.2: Number of exhibitors under various subcategories of spinning machine 
manufacturers at ITMA 2015. 
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5-10 companies considering the exploratory nature of this research. Based on the discussions in 

the interviews, assessment of the current state of IoT usage, adoption, and future directions in the 

industry was carried out, which ultimately led to the development of a survey for future work in 

this research field (see Appendix J).     

 Even though the sample set of organizations contacted is convenience based, the official 

industrial survey body in the USA, the Bureau of Industry and Security, was referred to in order 

to understand how to develop and conduct the interviews for this research. The primary source of 

data for BIS was from Commerce’s Bureau of Economic Analysis (BEA), Bureau of Census, 

Office of Textiles and Apparel (OTEXA), the Department of Labor’s Bureau of Labor Statistics 

(BLS), the U.S. International Trade Commission, and the U.S. Department of Agriculture. These 

organizations cumulatively follow North American Industrial Classification System (NAICS) 

code. NAICS 313 used for textile mills is our concerned class of industries for this study. NACIS 

313 is defined as “establishments that transform a basic fiber into a product that is usually 

purchased and processed into end-use products by either cutting and sewing or finishing.” 

 The initial approach was to get a fair idea about how many spinning mills exist in the 

USA and who are the market leaders in order to be included in the convenience sample. In order 

to estimate the current number of spinning mills in the USA, data from Economic Census Data 

(2002), Statistics of U.S. Business (2008 & 2012) under NACIS 313 category was used. It 

should be noted that NAICS 313 consists of 12 different subdivisions, and this study is only 

concerned with NAICS 313111 i.e. yarn spinning mills. Figure 3.3 shows the estimated number 

of yarn spinning establishments (or mills) and the number of yarn spinning firms. It should be 

noted that one spinning firm could have multiple mills/establishments and hence forecasted 

separately. The data after 2012 was available but the Statistics of U.S. Business stopped 

reporting data across sub-categories of NACIS 313 rather reported cumulatively. This rendered 
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the data non-useful for the current study. The current state of yarn establishments and firms 

based on available data from 1998-2012 was forecasted. For the number of establishments, 

exponential fit with R2 value of 0.9765 (best-fit with the highest R2 value) predicts 120 

establishments in 2019. For the number of firms, linear fit with R2 value of 0.9262 (best-fit with 

the highest R2 value) predicts 85 firms in 2019. However, it should be kept in mind that 85 firms 

include companies spinning yarn from any fiber and not just staple fibers. Similar graphs for 

NACIS 313112 and 313113 were formed but are not used in this study (see Appendix E).  

 

 
Figure 3.3: Number of yarn firms and number of establishments over the period of 1998 to 
2012. 
 
 To assess the staple spinning firms out of 85 existing yarn mills, members of National 

Council of Textile Organization (NCTO), Southern Textile Association (STA), and NC State 
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which 24 are yarn mills (see Appendix B), and NCSDC has 27 yarn mills listed in their database 

(see Appendix C). It was decided to follow NCSDC database and target yarn mills based in 

North Carolina State due to proximity and funds available for this study. These yarn mills were 

sorted by revenue in order to gain perspective into the biggest players in the market (See Figure 

3.4). The three biggest yarn mills are Parkdale Mills, Frontier Spinning Mills, and National 

Spinning Co. Inc. These constitute 45% of total market share in NC across all categories under 

yarn mills which includes flat yarns, spun yarns, industrial yarns, etc., but constitutes about 90% 

of staple yarn manufacturing in North Carolina. Thus, a primary survey with these three mills 

should give any study a fair idea about the state of the staple industry in the USA. Thus, these 

three companies were included in our contacted sample. In addition, 6 companies were included 

from Chapter 5 to be comprehensive in our contacted sample.   

 Finally, a total of 6 companies were interviewed: 4 equipment manufacturers, 1 spinning 

mill, and 1 consulting firm. The targeted audience was CEOs, CTOs, COOs, Presidents, Vice 

Presidents, Owners, Board Members, etc. This study aimed for people in the executive positions 

since investing in IoT is usually made by top management, and their opinions gives us a fair idea 

about the approach of companies towards IoT and their future directions. The interview was 

usually done on-site, by phone or via written responses, depending upon the organization’s 

geographic location and the executive’s availability. The research team provided the responders 

with a set of questions beforehand in order for responders to avoid revealing any confidential 

information while in the process of interview. The names of the companies and executives have 

not been mentioned due to privacy reasons. A summarized response of each of the six companies 

has been discussed in section 6.1 which would be analyzed in section 6.2.     
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Figure 3.4 Distribution of Yarn Mills under NAICS 313111 category in NC State 
Department of Commerce database according to revenue.    
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developed to guide discussions on the readiness of the spinning industry and future direction of 

IoT in this field. Another primary aim is to move towards a set of questions to survey a larger set 

of audience. This would help in generating the quantitative and qualitative set of data in the 

future which reflects the actual state of the industry and move beyond the exploratory nature of 

this work in the future. To facilitate interviews an open-ended set of questions was developed 

which are given below:  

1. Define the Internet of Things? And how is that different from Industry 4.0, Smart 

Manufacturing, Digital Production? 

2. Is your company thinking about introducing machines as Cyber Physical Systems? 

And how important they are? 

3. What do you think are the main challenges in the implementation of the Internet of 

Things in spinning mills? 

4. Does your company use a Manufacturing Execution System or Enterprise Resource 

Planning System? If Yes, which market product does it use? Can you talk about the importance 

of these systems? 

5. Have you heard about these products: Rieter’s SpiderWeb Mill System, Trutzschler’s 

T- Data, Schlafhorst’s PCS, Marzoli Remote Maintenance, Savio’s Winder 4.0, Uster test 6? Do 

you use any of these systems? 

6. Is your company planning to implement Machine to Machine (M2M) communications 

in spinning production machines? 

7. Biggest Mills in the states often claim that they have too much data, but they do not 

know what to do with the same. Can you talk about Big Data and use of data analytics in 

Spinning Mills? 
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8. A big challenge in IoT is of heterogeneity of various devices and software provided by 

different vendors (like SpiderWeb by Rieter, T-Data by Trutzschler, Uster Statistics, etc.). What 

are your thoughts on it? 

9. What do you think about the feasibility of invoking action directly by machine rather 

than transferring information to line manager? 

10. Concepts of Industry 4.0/IoT tends to revolve around tracking and tracing products 

through their process cycle. This is quite appropriate for the automobile industry where the 

objects are big enough on mass and length scale which is not quite true for the spinning industry. 

Here the mass and length scale vary from carding, drawing, roving to spinning. What do you 

think about the feasibility of tracking fiber, silver, roving or yarn? 

11. Rate (1-5) the importance of data that IoT systems should be targeting in spinning 

mills: Production Data, Machine Data, Quality Data, Environment Data, Energy Consumption 

Data, and Workforce related Data. And explain Why? 

Where rating system means the following: 1: Least important, 2: Less Important, 3: 

Neutral, 4: Important, 5: Very important.  

12. How important is cybersecurity in IoT based systems? And how has security been 

viewed from Confidentiality, Integrity, and Availability triad in your company? 

13. Saurer has demonstrated linking of ring spinning machine to winders using RFID 

technology in Autoconer X6. How important do you think the use of RFID in IoT systems will 

be in the future? And does your company plans to use any such systems? 

14. Out of all the IoT based spinning systems, only Savio Winder 4.0 focuses heavily on 

workforce efficiency using smart Bluetooth bands. Does your company plan on to integrate 

smart systems (like smart bands, smart glasses, HoloLens, etc.) to focus on workforce efficiency 

in their mills? 
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15. Marzoli uses Microsoft Azure Platform and Cortana Analytics. Do you think Cloud-

based storage and analytics will be the way to go in future for spinning industry or site-based 

current systems are enough? 

16. Which yarn manufacturing sub-sector do you think IoT will be easier to implement? 

Rank them from 1 to 7. With 1 being most easy to implement and 7 being the hardest to 

implement: Blowroom, Carding, Drawing, Combing, Roving, Spinning, Winding.  

17. Does your company plan on to use any of the applications or network protocols such 

as DDS, CoAP, AMQP, MQTT, XMPP, HTTP REST, 6LoWPAN, RPL? 

 18. Since the definition, architecture, standards, and protocols for IoT are still in 

embryonic form, why should companies invest in IoT systems with Return on Investment (RoI) 

still unclear to companies?  

3.4. Limitations  

 The scope of this study is limited to staple yarn spinning industry. Although the approach 

and the methodology used to arrive and fulfill current research objectives can be applied for any 

textile sub-sector for such similar aims. 

 The database used to arrive at global spinning machine manufactures i.e. ITMA 2015 

does not include every machine manufactures in the world which might limit the inclusion of a 

smart product from a company not mentioned in the database. Although ITMA does represent 

global players across the world and the chances of the aforementioned limitation is small. Also, 

the average value of 40 across the machine manufactures in natural fiber and man-made filament 

preparatory machinery and spinning machines category was calculated by eliminating outlier 

value of 1 in silk category. This affects the true average but is usually a good practice to 

eliminate such outliers.   
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The data used from Statistics of U.S. Business gets inherently limited after the 2012 year 

since the organization started reporting NAICS 313 data cumulatively instead in each 

subcategory (313111, 313112, 313113, etc.). This necessitated the use of forecasting to place a 

number on existing yarn mills and associated firms for the current year of 2019. As with any 

forecast, this one is not without limitations too. The limitation is dependent on how closely the 

best fit curve represents the data trend and the R2 value. One needs to perform p-test in order to 

validate the R2 value used for these forecasts.  

 Finally, the data used to categorize the yarn mills by revenue in order to find important 

respondents for the interviews is not without limitations. Following are the limitations associated 

with data from NC State Department of Commerce: annual revenue for a number of 

establishments is not mentioned, number of establishments mentioned in the database are 

permanently closed which indicates outdated data, number of establishments were merged into 

parent companies but still are shown as an independent. These limitations were overcome by 

cleaning the data before using it for this study. Also looking at NCSDC database for textile yarn 

mills inhibits the study to claim the current state of IoT usage across USA staple industry. 

Although the mills found from the data are agreed upon by the industry experts to be the top 

mills in staple yarn spinning category throughout the USA. Also, not all establishment 

mentioned in the database are in the NC region, they fairly represent SC, GA, TN, VA regions 

too. Also, the database does not include companies under other NACIS codes which might have 

spinning facilities but do not categorize themselves under NACIS 313111. 

 The conclusions on the current state of staple spinning industry drawn from qualitative 

data of interviews are limited by the number of organizations contacted which depended upon 

the availability of executives, contacts available and funds for this research. Also, the sample set 

for interviews is a convenience based. 
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CHAPTER 4 – INTERPRETATION OF INTERNET OF THINGS FROM STAPLE 

SPINNING INDUSTRY’S PERSPECTIVE 

4.0. Introduction  

 Since the associated literature with service-based phenomenon such as IoT is majorly 

informational and computational technology related, it is important for this study to interpret 

how it translates to the textile industry before achieving research objectives 2 & 3 in chapter 5 

and 6 respectively.  

4.1. Interpretation of 5-Layer Architecture of IoT  

 In the case of the textile spinning industry, perception layer would be constituted by 

sensors measuring fiber, sliver, and yarn properties, fiber waste, neps, spindle speed, 

temperature, vibrations, production data, etc. Sensors used in High Volume Instruments (HVI) 

before or during blowroom, Advanced Fabric Information System (AFIS) used during carding, 

USTER Joshi Vision, USTER rouge spindle detection system used during spinning, etc. would 

also be constituents in this layer.  

 The network layer in textile mills is predominated by wired communications through 

PLCs using Ethernet (TCP/IP), RS232, RS-485, Modbus, and Profibus etc. An expeditious shift 

from wired to wireless technologies for the spinning sector is not only difficult rather 

complicated due to the dusty environment which might affect wireless hardware, vibrations from 

machines might affect electronics of Single Board Computer (SBC) or System on Chip (SoC), 

and electromagnetic waves might lead to data losses over network. Although significant amount 

of improvement has been made with respect to providing a dust free environment due to demand 

for spinning technologies such as open end or vortex, a more discerning direction would be to 

develop Plug and Play (PnP) modules supporting Ethernet in order to transfer information to 

central servers to speed up IoT development in spinning industry. 
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 In the middleware layer, most of the spinning industry’s processing systems are on-site. 

These on-site processing systems consist of field devices, PLCs, and material flow PCs. Lack of 

manufacturing execution systems (MES) and enterprise resource planning (ERP) in the spinning 

mills does not warrant use of cloud for data storage. Even with big spinning mills who have 

MES, their ERP utilization is limited to ordering and inventory management across the plants. 

Input data in ERP is usually manually entered at different plants rather being generated 

automatically.  

 An example of the application layer in the spinning industry would be providing 

comparative sliver quality information of two draw frames to an operation manager across a 

shop, or between two shop floors or between two plant floors located in the same or different 

geographical locations. Another peculiar existing example of this would be Engineered Fiber 

Solution (EFS) used during bale laydown used as a utilization service of data obtained from fiber 

measurement to optimize bale laydown in blowroom. Similar to EFS, singular and multiple 

service points across the spinning mills will make a synergetic application layer.  

 The business layer in the textile industry is mostly limited to using ERP software for 

inventory and planning management which are limited in integrated process management as 

noted in the discussion above. This is due to heterogeneity of devices used across the field like 

using carding machine from Trutzschler, testing machines from USTER, spinning machines 

from Reiter and winding from Leopfe etc. with each of them offering their own management IoT 

solution linking their homogenous devices if used throughout the process chain. However, this is 

common in other manufacturing industries too. The third-party integration solution from 

companies like ‘Datatex Technologies’ exist for textile mills (Datatex Products, 2018). But their 

solutions do not self-build elements of IoT using machine learning and artificial intelligence to 
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predict requirements and provide continuous improvement as one of the factors involved in the 

business layer of an IoT architecture. 

4.2. Interpretation of IoT Elements  

  From the textile industry’s perspective, only the top 3 elements (identification, sensing, 

and communication) were considered for the current discussion. For identification elements, it is 

vital to understand that names of two objects can be same for example - two nep sensors used at 

different cards in different plants of a manufacturer may have the same name due to the same 

third-party manufacturer but the address for both will help identify the object clearly. IPv6, in 

particular, could help in uniquely identify thousands of spindles in spinning frames if each one is 

connected to the internet for storing historical, and current production data along with the quality 

of the product. Sensing elements which are constituted by SCBs are now moving towards SoCs. 

The move towards SoCs has popularized concepts of PnPs. These devices could be shifted on 

assembly lines as per their appropriate change in the role over the period of time with just 

firmware being updated for new use. This particular segment decentralizes the 

computing/sensing which would require a lot of R&D in the spinning industry as the floor 

sensing is still dominated by bulky and stationary PLCs. Under communication elements to 

determine which protocol should be used on the plant floor, various technological parameters 

need to be compared such as the power consumption of devices used in the protocol, range, 

packet size, the rate of data transfer, network congestion etc. For example, RFID can be used 

from ranges of 10 cm to 200 m depending upon its category, NFC works up to 10 cm, Bluetooth 

works up to 10 m, while Wi-Fi works up to 100 m. In addition, the communication elements 

need to withstand the dusty and noisy environment (machine vibrations and electromagnetic 

waves emitted by the surrounding pool of equipment) of a textile spinning mill. Although with 
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stringent requirements of a cleaner environment for rotor and vortex spinning, these challenges 

may not be as difficult.     

4.3. Interpretation of IoT Standards & Protocols  

 Some of the infrastructure protocols that can be used in the textile industry are RPL, 

EPCglobal, IPV6, LoWPAN, LTE-A. On the other hand, Z-wave is used in the home industry 

where the communication distance is significantly small. Although IEEE 802.15.4 (Zigbee) 

protocol can be used in the textile industry, lack of QoS might affect time-based events in 

manufacturing. 

 Out of the seven application protocols, three protocols – Constrained Application 

Protocol (CoAP), Message Queue Telemetry Transport (MQTT), and Data Distribution Service 

(DDS) seem to be the most applicable for the textile industry due to the inherent requirement of 

the machine to machine communication. A probable example of usage of MQTT in the spinning 

industry can be given using carding stage operation. One card machine (publisher) can publish 

information (running status, production data, health etc.) and another card (subscriber) can 

subscribe to it and in turn, ask for producing more output or its share of output due to breakdown 

or maintenance. It should be noted no one protocol can suffice for all situation and selection of 

the same will depend upon end usage of the network. Also, it should be noted that XMPP and 

AQMP could possibly be used in the textile or manufacturing industry in the future too, just like 

MQTT was used in Facebook earlier and has now been adapted for M2M communications. 

In addition to IT related protocols, textile related data and communication protocols 

under the American Society for Testing and Materials (ASTM) and the International 

Organization for Standardization (ISO) were reviewed. There is a total of 332 textile related 

ASTM standards (ASTM Textile Standards, 2018). It should be noted that this paper is 

concerned only with communication, data elements, automation and other such standards for 
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textile’s which could ultimately help build IoT in the textile industry. The only three ASTM 

standards those could qualify this criterion: 

• ASTM D6673-10: Standard Practice for Sewn Products Pattern Data Interchange.  

• ASTM D6963−13: Standard Terminology Relating to Sewn Products Automation. 

• ASTM D7331−11: Standard Practice for Sewn Products Marker Data Interchange.  

This gives us an insight towards the focus of the textile industry which is automation in 

the cut & sew process. In hindsight, this development is substantial with industry looking to 

automate this highly labor-intensive field. But a close look at these standards reveal that they 

deal with drawing interchange file format, transferring data from one CAD system to another, 

etc. which lacks eminence to qualify as a broad standard for IoT. Nonetheless, they are little 

significant steps towards achieving that goal. With regard to the scope of our study, no ASTM 

standard related to spinning machinery, spinning process automation or fiber/yarn testing which 

contribute to IoT in textiles were found.   

Similarly, a total of 423 textile related ISO standards were reviewed. ISO/TC 38 

standards catalog (total: 245) relates to testing and textile materials while ISO/TC 72 (total: 178) 

relates to textile machinery and accessories (see Table 3). Out of 423 standards, only 1 from 

ISO/TC 72/SC 10 subcommittee conforms to the scope of this study i.e. ISO 10782-1:1998. ISO 

10782-1:1998 gives definitions and attributes of the data elements for control and monitoring of 

textile progress whose part 1 deal with spinning, spinning preparatory and related process. It is 

planned that parts 2 and 3 of ISO 10782 will deal with the fabric manufacturing and fabric 

processing sectors of textile machinery respectively; however, no work has been started yet 

except the definition of the titles. These complementary projects are at a preliminary stage and 

not yet included in this work. Part 1 of ISO 10782 defines data elements typically used for 
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linking short or long staple spinning machinery and data processing equipment directly or by 

means of a bus system or communication network. Terms related to data processing only are 

excluded from this part of ISO 10782. The aim is to unify the presentation of the data elements 

and their transmission characteristics without unduly restricting engineering freedom. 

Qualifications are given for the format at the input point to transmission of data retrieved by 

sensors. The formats for proper data transmission and for data presentation after transmission are 

excluded from this part of ISO 10782.  

This standard has not been updated since 1998, and it just defines the communication 

data elements and their formatting over the bus system or similar. Compare this to other 

industries say transportation, which has seen tremendous growth in standard development. For 

example, ISO 11898-1:2015 deals with road vehicles control area network (CAN). It cannot be 

ignored that CAN for road vehicles would ultimately constitute to be a service industry which 

draws heavy investments compared to a textile spinning industry which is manufacturing. But at 

the same time, it would be much easier to develop a standard for inter-communicating stationary 

roving machine working on MQTT compared to area network for moving vehicles. However, 

one could always use well-established standards such as ISA-95.00.01-2010 which deals with 

Enterprise-Control System Integration to reduce the effort associated with implementing new 

product offerings in the textile industry. It is also interesting to note the lack of standards under 

development (Table 4.1) which points out towards mature behavior in textile industries where 

technologies very rarely change. 

Although it has been pointed out that the lack of standards in textile industry could be 

leveraged to progress IoT, but at the same time in service industries, standards like CoAP, 

MQTT, 6LoWPAN, RPL etc. have accelerated tremendously which could be used to reach the 

same development levels. And one of the noteworthy points that can be made is only a few of 
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these technologies and protocols are new, almost all others have been used and are being used 

currently in one form or the other. Thus, it is rather a synergy and interoperability of 

heterogeneous layers which will come together to create IoT than altogether a new technology. 

 

     Table 4.1: Textile related ISO Standards in ISO/TC 38 and 72 subcommittee studied  
     for this paper indicating the lack of standards under developments.      

Standard 
Catalogue 

Subcommittee  Subcommittee Title Published 
Standards  

Standards 
under 
developments  

ISO/TC 38 ISO/TC 38/SC 1 Tests for colored textiles 
and colorants. 

109 0 

ISO/TC 38/SC 2 Cleansing, finishing, 
and water resistance. 

40 4 

ISO/TC 38/SC 20 Fabric description. 9 0 
 ISO/TC 38/SC 23 Fibers and yarns.  47 6 
 ISO/TC 38/SC 24 Conditioning 

atmosphere and physical 
tests for textile fabrics.  

40 9 

ISO/TC 72 ISO/TC 72/SC 1 Spinning preparatory, 
spinning, twisting, and 
winding machine and 
accessories. 

50 0 

ISO/TC 72/SC 10 Common Standards 2 0 
ISO/TC 72/SC 3 Machinery for fabric 

manufacturing 
including preparatory 
machinery and 
accessories. 

62 0 

ISO/TC 72/SC 4 Dyeing and finishing 
machinery and 
accessories. 

8 0 

ISO/TC 72/SC 5 Industry laundry and 
dry-cleaning machinery 
and accessories.  

15 0 

ISO/TC 72/SC 8 Safety requirement for 
textile machinery  

41 2 

 Total 423  
 

4.4. Interpretation of Applications of IoT in Manufacturing    

 A broad conclusion of section 2.5 places the ongoing case studies, white papers, research 

papers, national initiatives, and industrial activities in IoT into three categories: Planning 
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/Discussion, Pilot Studies/Proof of Concepts (PoC), and extensive implementation. Most of the 

discussions were regarding challenges in IoT, requirements to implement IoT, design 

considerations for IoT applications, technical concepts, and terminologies related to IoT and 

peripheral devices need to achieve future IoT based factories (digital twins, PnP, CPS, etc.). 

With regards to the textile spinning industry, there is a lack of available literature, and most of 

the discussions are related to challenges and requirements for IoT implementation in textile 

industry.  Pilot studies were mostly related to testing IoT systems on scalability, heterogeneity, 

interoperability, and seamless integration. Multiple PoCs on upcoming standards which were 

adapted for IoT (CoAP, 6LoWPAN, MQTT, etc.) are being conducted along with testing 

concepts like Plug and Play devices, Cyber physical production systems. Although most of the 

PoCs are being done by public and private companies, bigger challenges are being explored by 

multi-national consortiums (SIRENA, oneM2M, etc.) especially when pilot studies involve 

testing standards and protocol underdevelopment. It is here where national initiatives as 

discussed above play a major role. Individual national initiatives play a big role in providing 

support to regional industries in order to implement IoT based solutions. PoCs in the textiles 

industry have been mostly human-centric involving M2H communications (SozioTex – 

Augmented reality using smart glasses and Weaving machine as CPS) along with testing 

concepts like smart bobbins embedded with RFID, automated garment sewing and vision 

systems using machine learning. This being said, a number of pilot studies in process related IoT 

are very low rather the focus is on consumer products (RFID in garments, smart retail stores, 

etc.). Also, there was no pilot study involving assigning fiber, sliver, roving or yarns any self-

awareness i.e. process product intelligence. The number of extensive implementations is less 

compared to the other two categories but usually involve products from well-established 

automation providers like SAP, Siemens, Bosch, etc. In this regard, the number of IT companies 



 

 
 63 

offering products for manufacturing industries has gone up tremendously with products from 

Microsoft, Oracle, IBM, Amazon etc. As more and more standards and protocols are agreed 

upon with a higher number of pilot studies, expect the number of extensive implementations to 

go up with the number of studies related to planning/discussions to go down in the future. In the 

next section, challenges faced in IoT with a special focus on cybersecurity has been reviewed 

followed by a case study of cybersecurity in the textile and apparel industry in the USA. 

4.5. Interpretation of Cybersecurity in IoT  

In order to understand cybersecurity in IoT from textile industry’s point of view, one 

needs to ask the following question: “who and why will someone attack a textile mill or 

industry?” In order to understand that one needs to understand what motivates cyber-attacks. 

Benias, N. et al. (2017) explained this using three major reasons geopolitical issues (wars, 

weakening of global competition, stealing trade secrets), monetary reasons (ransom, stealing 

credit card information, stealing identities to leverage financial information), and individual or 

group behavior (rouge individual). Taking each of the factors into account, it seems highly 

improbable that a textile mill will be attacked for monetary reasons. Although it should be noted, 

textile retail industry was not included, which do have direct monetary reasons to be the target of 

attack. For example, attack on Target Corp and the Neiman Marcus group in 2014 lead the Retail 

Industry Leader Association to launch a cybersecurity and data privacy initiative (Ellis, K., 

2014). On the other hand, mills might be unintendedly affected by ransom attacks like 

WannaCry due to un-upgraded software versions in many of the field PCs connected to the 

internet. The probability of mills getting affected by rogue individual/group behavior can never 

be eliminated. For example, Maroochy Water Breach where an unsatisfied former employee 

broke into a company’s network and released 1 million liters of untreated sewage into fresh 

water. In this regard, the textile industry generates a huge amount of wet waste which could 
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always be targeted in a similar manner. The last, but most important motivation, is geopolitical 

issues. Although it is unlikely that the textile industry could see a Stuxnet like attack, textile 

mills producing for Department of Defense are more vulnerable than others. 

 Especially in a country like the United States where due to the enactment of the Berry 

Amendment (10 USC, Section 2533a) in 1941, the U.S. Department of Defense has been 

required to purchase U.S. manufactured uniforms, textiles, and footwear, all made with U.S. 

materials. This makes it all the more important to evaluate the risk. Two such studies were done 

by the U.S. Department of Commerce’s Bureau of Industry and Security (BIS) in 2003 & 2017. 

Both these surveys include all three industries: Textile Mills (NAICS 313), Textile Product Mills 

(NAICS 314), and Apparel Manufacturers (NAICS 315). For textile industries supplying to US 

armed forces (material procured by Department of defense), of the surveyed firms which 

indicated that they rely on foreign sources of textile and apparel inputs, 73 percent reported (out 

of 497 in 2003) that they were “dependent” on foreign sources for at least one good or service. 

Similar data was not available for the 2017 survey (total firms 571 firms reviewed). Although 

three primary areas of dependence and respective % for the same was available for both the years 

(see Table 4.2). 

The greatest dependency of U.S. textile and apparel industries appears to be on foreign-

manufactured textile- and apparel-related manufacturing equipment. This is mitigated by the 

facts those countries are US allies (BIS, 2003). While the countries from which other inputs, 

including labor and raw materials, pose more complex security issues for the United States, the 

threat posed by this reliance is mitigated by the fact that these inputs can commonly be obtained 

from more than one source. Having said that it should not be assumed that the textile industry is 

far away from cyberthreat. Two hundred and forty-eight cybersecurity incidents were reported 

by 192 respondents from 2012 to 2017 (BIS, 2017). The leading categories were “User idle time 



 

 
 65 

and lost productivity” and “Ransomware Attack.” Seven percent of reported incidents were 

ranked as having a “Severe” impact level, while 25 percent had “Moderate” impact. The 

remaining 68 percent of reported incidents were either ranked as “Low” or “None.” 

Table 4.2: Primary area of foreign dependency in U.S. textile & apparel industry that 
are critical to the ability of the U.S. Armed Forces and the U.S. economy to function   
in case of cyberattack or national emergency like war (Year: 2003 & 2017). 

S.N. Category Year: 2003 Year: 2017 
Total 

Surveyed: 497 
Total 

Surveyed: 
571 

1. Textile and apparel manufacturing machinery 
and parts – (principally obtained from 

Switzerland, Germany, and Japan); 

38% 37% 

2. Production, labor, assembly, and services – 
(principally obtained from China, Taiwan, 

India, and South Korea); 

26% Not Available 

3. Raw inputs such as fabric, fiber, yarn 
sourcing – (principally obtained from South 

Korea, India, and Mexico). 

28% 33% 

 

Since the textile industry even though with less probability is still vulnerable to cyber-

attacks too, a large number of literature was reviewed to see the common attack points in various 

industries (Kieseberg, P., & Weippl, E., 2018; Chhetri, S. R., Rashid, N., Faezi, S., & Al 

Faruque, M. A., 2017; Flatt, H. et al., 2016; He, H. et al., 2016; Hojjati, A., et al., 2016). One of 

the agreed reasons among literature for lack of cyber-attacks was the presence of “air gaps” in 

old industrial control systems. Where air gaps are synonymous to the absence of any data 

connection to an external network. In contrast to that 81 percent of textile & apparel 

organizations reviewed by BIS (2017) stated that their computer or computer network that hosts 

commercially sensitive information is connected to the Internet, either directly or via an 

intermediary network or server.  

 It should be noted that almost all the studies noted above saw security challenges via a 

triad of CIA: Confidentiality, Integrity, and Availability. In this regard, it is important to note 
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that for the textile industry, the priority would be availability followed by integrity and then 

confidentiality compared to say information and communication industry where confidentiality is 

the priority. This is due to that fact that any disruption in the availability of materials, machine, 

and labor leads to huge productivity loss for an industry which is true for manufacturing in 

general as noted by some authors. BIS (2017) noted the cybersecurity incidents since 2012 in the 

textile and apparel industry with Figure 4.1. showing impacts of various cyber security events 

(total of 192 respondents out of 571).  

 

Figure 4.1: Showing impact of each of the following types of cybersecurity events in USA 
textile and apparel industry since 2012 (Source: BIS 2017).  
 

Despite these attacks, only 5 percent of respondents in BIS (2017) survey had been 

offered or had taken part in Berry Amendment compliance training. Also, only 33% of the textile 

mills were aware of the Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-

7009, Limitation on the Use or Disclosure of Third-Party Contractor Reported Cyber Incident 

Information. This paper discusses the CIA triad for spinning subsector in the textile industry 

(Figure 4.2). Figure 4.2 depicts various probable security scenarios via confidentiality, 
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availability and integrity triad for spinning along with few example methods in each category. 

This is based on our general understanding from various reviews and our knowledge about the 

spinning industry only and remains to be validated. From a confidentiality point of view, various 

scenarios can lead to loss of private and commercially sensitive information. For example, third 

parties could get to know the source and type of raw materials for the mill, third parties might be 

able to access production data, production rate, third parties might access the mill’s customer 

base, pricing strategies and future planning, and access to private information about employees 

using methods like Man-In-Middle, IP Spoofing, etc. From an integrity point of view, a number 

of situations can lead to quality issues in final and intermediary products in a staple spinning 

mill. For example, an attack on Engineering Fiber System, fine particle cleaners, HVI machines 

at blow room stage may lead to poor blending which might lead to trickle down integrity issue 

with final output in later stages. It might even show during weaving or knitting with a poor 

quality of yarn received. Poor quality of sliver with a high amount of neps, roving with too many 

thick and thin places due to attack on auto-levelling, card wire adjustments, chute feed rate, 

advanced fiber information system during carding, combing and roving stages. A huge amount 

of yarn breakage in ring-spun, increased wrapper fibers in rotor spun, reduced yarn strength, 

incorrect twist due to attack on machine settings during the spinning stage. Incorrect twist, weak 

splices and reduced winding speed due to attacks at winding stages. Some of the methods that 

could be used to cause integrity issues are interface hacking and account hijacking. From an 

availability point of view various situation can cause disruption at suppliers, inputs, process, 

outputs, and customer stages. For example, the attack on raw material ordering system may lead 

to non-availability at the input stage like bales, sliver, roving or yarn depending upon the type of 

mill. Machine non-availability due to an attack on a machine micro-controller or even complete 

shut-down of machines while production is in process. User idling and downstream production 
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disruption due to huge downtime. Denial of Service (DoS) is the most common attack method 

for causing availability issues. While the need for data privacy and cybersecurity is unequivocal, 

for the textile industry stability is really important as IoT must not compromise production, 

neither by disturbances nor by a breakdown.   

 A critical question that needs to be answered is that security is expensive and consumes 

resources so why would a textile mill moving towards IoT consider security as important as 

production or information systems? In addition, the textile industry must meet domain specific 

safety, environmental and quality standards which make it an even bigger challenge to invest in 

security in addition to above. One of the ways to do this as noted by Kieseberg, P. et al. (2018) is 

pitching security as a quality issue. Quality theories are well established in textile industries and 

are something which will give them an understanding of security as the essential character 

needed. Although this does not completely solve the above-mentioned problem, one can always 

look for cybersecurity standards (VDI2182, the ISO/IEC 62443 series, and the ISO/IEC 270xx 

series, IC 33, IC 34, IC 37) in order to ease the initial investment and setup. Although it should 

be noted that these standards are not sufficient for IoT based industries (Kieseberg, P. et al., 

2018). 
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Figure 4.2: Cybersecurity CIA triad for spinning subsector in textile industry. 
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CHAPTER 5 – EVALUATION OF SPINNING INDUSTRY BASED IOT SOLUTIONS 

5.0. Introduction  

 This section will review Rieter, Trutzschler, Marzoli, Savio, Uster and Saurer products or 

systems which can serve as a basic module or start points for implementation of IoT systems in 

the spinning industry. An ideal fully-networked future IoT based factory would have following: 

the product being created controls and monitors the processes itself using embedded sensors and 

self-awareness, the order status for manufacturing will be known at all times, raw materials will 

be automatically reordered, wear and maintenance will be planned as integral parts of the 

production process, and error processes are identified, alleviated and self-corrected. In order to 

review current market products in the spinning industry, it was decided to analyze each system 

under 5-layer architecture approach which is broad and also one of the highly accepted. Before 

evaluating one should keep in mind that IoT compared to previous approaches like computer 

integrated manufacturing (CIM) does not gravitate towards a human-less production facility. It is 

due to the fact it is a service-based phenomenon and it intends to develop relations between 

process parameters or machine to machine communication (M2M) or human to machine 

communication (H2M) in order to make production flexible and efficient. These relationships do 

not exist fully presently and are beyond human beings’ capabilities to process such a huge 

amount of data to derive certain analysis. Thus, it is assisting humans rather replacing them. 

 The scope of this paper includes IoT based spinning industry solutions for staple products 

only. Although Oerlikon Manmade Fibers Segment has showcased IoT based solutions at ITMA 

ASIA + CITME 2018, which will be discussed but not compared and analyzed with others since 

the paper deals with staple spinning solutions only. Oerlikon is providing AIM4DTY solutions. 

This solution utilizes machine learning to identify possible error causes in machine texturing to 

help reduce quality risks. In the texturing machine, UNITENS monitoring sensor continually 
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measures the yarn tension at all positions. An error is generated if a measurement value does not 

lie within the prescribed tolerances. The form of graph and trend lines can provide error 

information to AIM4DTY which it collects over the period of time to train itself and become 

better at predicting errors. This data is collected centrally and provided to users using HMI based 

services such as process monitoring via a service online app on smartphones and tablets. This 

along with assistance system based on mixed-reality glasses (Microsoft HoloLens) forms Plant 

Operation Control. The system is claimed to support predictive maintenance concepts and 

enables virtual 360-degree tours through spinning systems. Oerlikon processes most of the data 

on customer’s onsite data center and only permitted data is sent to the central server with 

approval to take data security into account. They also claim to process all data in accordance 

with the new European General Data Protection Regulation, taking all further international data 

protection standards into account. 

5.1. Current IoT based Spinning Industry Solutions 

 Rieter offers SPIDERweb Mill Control System which consists of namely 6 modules-

energy, climate, client, assistant, alert, and cockpit. Energy module displays energy consumption 

per quantity of yarn, time period or machine as the basis of consumption optimization or report 

obligations. Climate module monitors temperature and humidity in the spinning mill to support 

analysis. Client module provides flexible access to SPIDERweb and data access to several 

Windows-based PCs and tablets. The Assistant module supports expert systems in analysis 

phases. It consists of SLIVERprofessional and Spinners' Guide. SLIVERprofessional sets 

recommendation for draw frames and support with fault-finding while Spinners' Guide 

recommends on spinning settings for every textile application of yarn, to shorten design phases. 

Last two modules were added as recently as 2015 which qualifies this product to be studied 

under this paper. Alert Module helps mill management define the threshold values of various 
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parameters such as fiber length variation coefficient, mean deviation of sliver count, spectrogram 

faults, side to side quality comparison between two raw material variants for two air-jet spinning 

machines and fault classification matrix etc. If these parameters transgress from the set limits, the 

user receives a message on a mobile application such as SMS, e-mail, WhatsApp, WeChat, 

Facebook, etc. (see Figure 5.1). These two modules along with other four help user to query the 

database to provide a cross-linking effect of environment parameter to product quality among 

other features. Consider for example using data recording and long-term databases analyses, 

Rieter can tell the running behavior of the machines with varying raw material mixes and blends 

(see Figure 5.2). Although Rieter enables SPIDERweb to be used with retrofitted machines, but 

this system is limited to proprietary machines provided by Reiter along with additional sensors 

which needed to be purchased to fully utilize the functionality of this system.  

 

 

Figure 5.1: Cockpit Module of SPIDERweb showing production efficiency of production 
stages along with generated production report and Alert Module showing fault alert list 
(Reiter Products, 2017). 
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Figure 5.2: SPIDERweb dashboard showing trend diagram of the ring spinning machine 
shows differences in the running behavior of two cotton mixes (Reiter Products, 2017). 
 

 Trutzschler provides T-Data, a web-based platform-based targeting Management, Quality 

and Maintenance (MQM) ideals (see Figure 5.3). It gathers and integrates data from all across 

the processing stages like waste and performance sensor (blowroom), T-CON (card frame), nep 

sensor (card frame), disk levellers (draw frame), disk monitor (draw + comber), count control 

(comber), temperature sensor (card), energy sensor (all machines) (see Figure 5.4). The waste 

sensor in blowroom monitors the waste quality on the cleaners and the data is in turn used for 

automatic setting of the cleaning elements. This is significant as the system automatically 

controls the cleaning elements rather than passively reporting to the management to initiate 

action by alerting. This is claimed to save approximately 320 bales of the cotton/year as a result 

of a yield of good fibers which is typically around 0.4 % improved. This equates to savings of 

US $210,900 with the cotton price of 63 cents/lb. Performance camera in blowroom contains five 

elements: F-Module for colored/dark foreign parts, P-Module for transparent foreign parts, UV-

Module for fluorescent foreign parts, G-Module for shiny foreign parts, and LED-lighting for 
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small/thin foreign parts. Data monitoring from a performance camera allows preventive 

maintenance to be performed and the quality of the raw materials to be assessed. T-CON, a 

contact sensor at card is used to measure the gap between carding elements and compare various 

carding machines or machines as a group to provide alert to the management. Using Nep Sensor 

problem with machine settings or component (multiple teeth bent) or multiple machines 

performance can be compared. Consider for example if all machine data deteriorate 

simultaneously, the problem is with raw material and if only one machine data deteriorate then 

maintenance needed alert is sent. Another sensor used at card is a temperature sensor to avoid 

cold starting of carding machines. At draw frames and comber machines, DISC Leveller 

provides info on carded sliver and fluctuations in the lap’s batt weight while DISK Monitor 

sends the signal to control system to change the draft to produce uniform sliver count. At draw 

frames, the spectrogram is used to define quality limit and shuts down draw frame if it exceeds 

the tolerance limits. All this data is analyzed to produce shift reports and visual graphs to 

indicate variations in data. Data selection is flexible depending upon end users who can define 

the most relevant data to be shown (Same as Rieter). In addition, T-Data provides flexibly of 

data transfer to local ERPs.  

 
Figure 5.3: Trutzschler’s T-Data Architecture (Trutzschler Products, 2017). 
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       Figure 5.4: Extensive T-Data sensor technology across Blowroom, Carding,  
       Combing, Drawing and Roving production stages (Trutzschler Products, 2017). 
 

 
Marzoli has partnered with Microsoft (Azure platform and Cortana analytics suite) to 

provide Marzoli Remote Maintenance (MRM). MRM integrates and transmits data and useful 

information online in order to increase the efficiency of the facilities and to perform predictive 

maintenance avoiding breakdowns and downtime (see Figure 5.5). Some of the data monitored 

by MRM are provided by sensor placed in (1) rotating components, transmission systems and 

electric motors which are constantly under control, (2) integrated devices for power 

consumption, speed, machine status and machine alarms, temperature of drive and electric 

cabinet, and (3) bearing conditions. This help in predicting the life of the machinery in order to 

easily detect any deviation or premature aging of the components using predictive algorithms 

provided by Cortana analytics suite of Microsoft. MRM provides Overall Equipment 

Effectiveness and claims to minimize the Total Cost of Ownership. Moreover, the remote 

maintenance control room has a direct connection with Marzoli’s R&D and customer service & 

support departments, which ensures a fast and reliable technical assistance with the prompt 

delivery of the needed spare parts and immediate technical support. This system is limited to 
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utilizing machine data in the production process such as machines status, pressures/lubrication 

levels, temperatures, wearing level of critical components, alarms, and energy consumption etc. 

only, it does not account for product quality data. Despite this MRM claims to improve 

productivity, low machines unplanned downtimes, prevention from major machine failures, 

longer plant lifespan, higher efficiency, and better maintenance planning.   

 

 
Figure 5.5: Marzoli’s System Architecture (Marzoli Products, 2017). 

 

 Savio offers Winder 4.0 system to customers to control overall equipment productivity, 

maximize quality and working time. In particular, this system is targeted to improve increase 

workforce efficiency by using smart wrist bands which work on BLE protocol following M2H 

communications. Winder 4.0’s system is shown in Figure 5.6. where the central PC is connected 

to Savio winder machine via Ethernet using network switches and collect alarms information. 

This central PC is connected to Bluetooth Access Points (BAPs), each BAP covers an area of the 

mill as shown in the figure. Every BAP can, in turn, connect with smart bracelets worn by 

operators inside that area. Upon receiving an alarm, the central PC detects the nearest smart band 

in a BAP’s coverage area next to the machine which generated a fault. These smart bands vibrate 

to inform operator origin of alarm i.e. machine and spindle number along with the type of alarm, 
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and alarm message. These bands are coupled with smart applications in operator’s mobile phone 

in order to facilitate a deeper understanding of alarm generated. Winder 4.0 provides Savio 

Winder Browser with a dashboard which allows defining which winder machine to be connected 

to the system, registration of new bracelets having a unique ID, and matching machine with 

bracelets in order to direct message to an appropriate operator. 

 

 

 
Figure 5.6: The Savio Winder 4.0 system showing winding machine connected to Central PC, 
Bluetooth Access Points (BAPs), and Smart Bracelets with typical coverage zone by a BAP 
inside the factory floor (Savio Products, 2017).  
 

 Saurer Schlafhorst’s Plant Control System (PCS) is a web-based system accessible from 

the browser at any place and time. PCS is based on E3 philosophy: Energy, Economics, and 

Ergonomics. This system just like all the other four gathers data online and prepares different 
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level reports for the mill, groups of machines or individual machines or spinning positions. 

Saurer in July 2018 presented Autoconer X6 their winding system with Bobbin Cloud material 

flow system based on radio frequency identification (RFID) technology. In addition to claimed 

lower energy consumption (up to 20% lower compared to Autoconer X5) and increased 

production system (up to 6% higher compared to Autoconer X5), it demonstrates linking of ring 

spinning machine to winders using RFID technology. This RFID linkage along with integrated 

online quality monitoring system SPID takes the level of machine networking and process 

automation in PCS to a higher level. Saurer is coming up with their technology center in Arbon, 

Switzerland where the focus will be on formula “E3 + I,” where I stands for intelligence.  The 

old parent company of Saurer was Oerlikon which as recently as ITMA ASIA + CITME 2018, 

showcased IoT based AIM4DYT solution in their man-made fiber segment which has been 

discussed above. 

 USTER® dominates quality & testing instrument segment of the spinning industry. Its 

HVI systems are used to test every bale of cotton in the USA. This puts it in a unique position 

over other machine manufactures since USTER® Tester 6 can be linked to USTER® Quality 

Expert (USTER Products, 2019). USTER® Quality Expert gathers online and offline data from 

the total manufacturing process and is able to display information such as yarn irregularities and 

source of defects in dashboards and comparative reports. USTER® tester 6 can measures sliver, 

roving and yarn uniformity along with atmospheric test conditions. Incorporating additional 

sensors can help determine overall hairiness; hairiness length distribution; yarn diameter, shape, 

density and variation; and yarn trash and dust. Use of the Knowledge-Based System (KBS) 

enables the detection of periodicities and determines the source of these defects. In addition to 

this if this system is connected to a huge data bank of USTER® Statistics it can predict features 

such as weaving performance and fabric appearance. The application USTER® Statistics 2018 
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from android play store was reviewed for this paper (see Figure 5.7). The first image in the 

Figure 5.7 shows selection of material type, spinning type, material state form, and fabric 

application. The subsequent image let’s user select desire characteristics (total around 31 

provided in the app) of yarn quality. The last image shows desired characteristics of thin (-40% 

& -50%) places for USTER equipment. Users can run queries related to quality data from 

USTER instruments of fiber, sliver, roving, and yarns. Only the cotton as a raw material is 

available in the app for fiber, sliver, and roving. On the other hand, for yarns raw materials like 

cotton, polyester, viscose, modal, lyocell, wool, flax, and acrylic are available. For yarn data, 

users can select material state type from ring spun, compact yarn, air jet yarn, piled yarn, and 

worsted yarn depending upon the type of raw material selected. Material state form as in cop or 

package can be selected along with knitting or weaving as the end application. Thereafter, the 

user can select from 30-70 characteristics, shown according to the data entered until now. Some 

examples of characteristics include CVm, CVb C, Thin, Thick, Neps, H, CVb H, sH, CV2D, CVt 

RH, etc. USTER® claims when data on hairiness is incorporated, the system also can make 

predictions about pilling characteristics. Similar to other manufacturers, it is possible to remote 

access the various reports from mobile devices for assessing the overall performance of various 

processes in the manufacturing line. 
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Figure 5.7: Comparison of different characteristics of the same yarn type from 
different instruments using USTER STATISTICS 2018 app available on android 
device. 

 

5.2. Evaluation of IoT Solutions based on 5-Layer Architecture   

 Out of all, only these systems analyze the aggregated data at middleware layer in order to 

provide visual graphs, flow charts, and other services which are accessible from any given 

location at any given time across web platforms or web-based apps to qualify as an IoT system. 

However, they all lack one important aspect of IoT i.e. invoking augmented actions. Even though 

it could be argued that alerting user to take necessary steps to prevent breakdowns or perform 

predictive maintenance invokes human-centric approach (M2H) of IoT but most of these 

monotonous and repetitive tasks are within the competence of current analytical techniques. 

Consider for example-SPIDERweb could in future automatically set threshold limits to various 

parameters by learning from data over the period of time in order to prevent breakdowns. 

Another example of invoked action currently provided by T-Data is where the system uses a 

spectrogram to define quality limit and shuts down draw frame if its parameters exceed the set 
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value. The last example points towards the need for resilience control system similar to one 

suggested by Lee et al., (2015).  This raises an important concern that whether plant management 

will be comfortable with IoT systems to take actions like shutting down machines in a 

production-centric environment. This entails a behavioral change in the top to down management 

along with minimum system error as pointed by (Drath, R. et al., 2014). 

A second observation was most of these systems used wired technologies in network 

layer except Savio which used Bluetooth Low Power (BLE) protocol along with Ethernet. 

Although the use of wireless technologies is not steadfast in IoT architecture a gradual shift from 

wired to wireless is expected in manufacturing industries. This possesses serious challenges for 

the spinning industry as multiple analysis will be required to see the data losses and lifecycle of 

wireless hardware in a mill environment. Infrastructure protocols such as RPL or 6LowPAN will 

be aptly suited in such cases. 

A third observation was middleware layer of all these systems except Marzoli which is 

cloud-based (Microsoft Azure) are on-site servers where most of the analysis is done using 

proprietary software’s which are then connected to LAN switch using Ethernet which in turn 

connects to internet using company’s central servers. A fourth observation was none of the above 

systems used identification elements such as RFID or UUID in perception layer except Saurer 

which as recent as July 2018 released RFID based Bobbin Cloud material management system 

linking ring spinning machines to their latest winders (Autoconer X6) and Savio in their SIS 

winder systems. The fifth observation was none of the systems involves M2M communication or 

smart product concepts (products containing memory) forwarded by IoT.   

Each of these systems was categorized according to the 5-layer architecture of IoT in 

order to evaluate their strength in each layer (see Table 5.1.). Since Application and Business 

layer depends upon the other three layers and is end user’s requirement specific, they were not 
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included in Table 5.1. Also, since USTER® does not provide full-fledged systems it was not 

included in the comparison table. T-data appears to be better poised in perception layer on the 

basis of the architecture of IoT compared to SPIDERweb due to its range of sensors from 

blowroom to spinning while Rieter provides quality data from sensors in the card and draw 

frame only. Moreover, T-data is more flexible in comparison to SPIDERweb as it provides 

customized integration of data into customer’s ERP, customer’s Monitoring system, and 

customer’s Maintenance system. SPIDERweb Mills are more comprehensive in Application and 

Business layers of IoT architecture with the use of Cockpit and Alert Modules. Although T-data 

provides flexibility to include these features using third-party systems and external databases. 

MRM has lesser comprehensive perception layers than compared to T-Data and SPIDERweb due 

to its limitation of machine data usage only. MRM is better poised in Middleware Layer 

compared to T-Data which uses proprietary databases (T-Records). Savio’s Winder 4.0 is much 

better positioned in terms of Network Layer in comparisons to all others since it uses wireless 

technology and is nearest to the sense of using smart bands as Cyber Physical System. 

 

Table 5.1: Comparison of current market products according to IoT architecture. Note: 
NA: Not applicable, Nav: Not Available and check mark represents availability of corresponding 
data in perception layer.  

Layers of IoT 
Architecture 

Companies Rieter Trutzschler Marzoli Savio Saurer 

Products SPIDERwe
b T-Data MRM Winder 

4.0 PCS 

Sub-
category 

Division of 
Subcategory      

Perception 
Layer 

Identi- 
fication     ✓ ✓ 

Production 
Data 

Production 
Status ✓ ✓ ✓ ✓ ✓ 

Production 
Efficiency ✓ ✓ ✓ ✓ ✓ 

Machine 
Data 

Machine 
Status/Health ✓ ✓ ✓ ✓ ✓ 

Machine 
Efficiency ✓ ✓ ✓ ✓ ✓ 

 Stoppages ✓ ✓ ✓ ✓ ✓ 
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Table 5.1 (Continued) 

 

Quality 
Data 

Blowroom ✓ ✓  NA  

Carding ✓ ✓  NA  

Drawing  ✓  NA NA 

Combing  ✓  NA NA 

Roving  ✓  NA  

Spinning    NA ✓ 

Winding    ✓ ✓ 

Environme
nt  ✓ ✓ ✓  ✓ 

Energy  ✓ ✓ ✓ ✓ ✓ 

Workforce     ✓  

Network Layer   Ethernet LC-TMD, 
Ethernet Ethernet 

Ethernet 
& BLE 

4.0 
Ethernet 

Middleware 
Layer 

Hardware  

Intel 
Pentium 

Dual Core 
G850, 2GB 

DDR3 
RAM, 
500GB 
HDD 

Window 
based (1.4 

GHz 
processor, 

4GB RAM, 
10 GB 
HDD) 

Microsof
t Azure Nav Nav 

Software  
Client 

Module on 
Windows 
7/8/Vista 

LC-TD, T-
Records 

running on 
Windows 7 

or above 

Cortana 
Analytic

s 

Savio 
Winder 
Browser 

Nav 
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CHAPTER 6 – EVALUATION OF CURRENT STATE OF STAPLE SPINNING 

INDUSTRY IN USA 

6.0. Introduction  

 A total of 6 companies were interviewed: 4 equipment manufacturers, 1 spun yarn 

manufacturer, and 1 consulting firm. The targeted audience were CEO, CTO, COO, President, 

Vice President, Owner, Board members, etc. This study aimed for people in the executive 

positions since investing in IoT is usually made by the top management, and their feedback gives 

us a fair idea about the approach of companies towards IoT and their future directions. The 

interview was usually done on-site, by phone or via written responses, depending upon the 

organization’s geographic location and executive’s availability. The research team provided the 

responders with a set of questions beforehand in order for responders to avoid revealing any 

confidential information while in the process of interview. The names of the companies and 

executives have not been included due to privacy reasons. A summarized response of each of the 

six companies has been discussed below in section 6.1, which are analyzed in section 6.2. The 

following table serves as a guide to references made throughout this chapter.    

 

 Table 6.1: Companies Interviewed and reference guide for section 6.1 & 6.2.  
Company Company Category Respondent’s Position 

A Machinery Manufacturer Vice President  

B Testing and Monitoring 
Equipment Manufacturer 

Chief Operating Officer 

C Machinery Manufacturer Managing Director 

D Spun Yarn Manufacturer Chief Executive Officer 

E Consultancy Firm President & Chief Executive 
Officer 

F Machinery Manufacturer Managing Director  
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6.1. Interviews  

One should note that all the information given in the remainder of this section are the 

viewpoints of companies and not the authors unless otherwise stated.  

COMPANY A (MACHINERY MANUFACTURER) 

 Vice President of Digital Solutions at Company A was interviewed on 12/10/2018. 

According to Company A, IoT is one big portion of Industry 4.0. It is the cumulation of 

technologies that allow interaction between things which is the fourth industrial revolution. IoT 

is one of the main pillars of Industry 4.0. The 1st, 2nd, and 3rd industrial revolution – they were 

enabling basic building blocks, but smart manufacturing is integrating different technologies to 

create smarter production. The company does not use digital production as terminology in their 

approach towards smart manufacturing. On the scope of Cyber Physical Systems, Company A 

stated that looking at the current trend of the spinning industry, big players are moving towards 

unmanned mills so they would ultimately need CPS. Also, one of the main pillars of Industry 4.0 

is decentralized decision making which in turn furthers the cause for them to build Cyber 

Physical Systems. The first and foremost challenge Company A sees in the implementation of 

IoT and CPS is low labor cost in Asian countries. According to them, the raw material cost in 

textile industry fluctuates and if the process is more complex there are chances that the process 

will be carried out in Vietnam using manual labor. Company A provided an example of the 

packaging industry where the raw material hardly varies compared to the textile spinning 

industry. The raw material in staple spinning industry fluctuates in the sense that each staple 

fiber is different from another which makes quality aspect difficult too. But from their 

perspective, if the labor is available for few hundred dollars in China and India, it’s very 

challenging to introduce machine with decentralized intelligence which requires huge initial 

capital. On the scope of creating a dialogue with mills in the USA to use their IoT based system, 
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Company A pointed out one major problem in USA’s textile industry, which is dealing with the 

lack of resources. Company A opined, “Human resources in the USA would prefer working in 

MacDonald’s rather than spinning mills.” According to them, it kills talents with the know-how 

of spinning mills slowly. This is where technology will play an important role and they feel it is 

a matter of time where the need for a system like IoT will be unavoidable even for the mill on 

older machines with lack of sensors. Initially, digital technology will not have a huge impact on 

the products, but small benefits will lead to a bigger effect, which is already happening in 

Europe.  

 Company A will eventually be moving towards M2M communication in the future. 

Outside of the textile industry, they stated that M2M communication is very important to 

accelerate some major advancements like self-driving cars. Along the same line, is the subject of 

invoking direct action by machine using M2M communication. Company A outlook is that until 

such systems are fully validated even a small miscommunication can cause disaster in a 

production setting. Due to which customer might not buy such systems. This raises the question 

of liability for them. “Who will be liable for consequences in case a miscommunication happens 

between two machines if there is no operator involved?” As per Company A for an IoT system, 

all of the quality, machine, production, energy, environment, and workforce data are important to 

target because one can see trends only when one measures all of these values since they are 

usually interrelated. Only then one can see the big picture. On the subject of cybersecurity, 

Company A stated that the risk of a security is inherently limited in the textile spinning industry 

as there is no human life in danger. Company A noted the exception of textile mills providing 

materials to defense departments around the world, but they said that almost everyone knows the 

recipes of textile products being produced. On the question of future of RFID use in the spinning 

industry, Company A’s stance was clear saying that, “RFID is one of the enabling technologies 
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of Industry 4.0. Thus, they cannot avoid it.” On the subject of increasing workforce efficiency 

using smart bands, smart glasses, HoloLens, etc. Company A believes that the industry is already 

doing this at some level, giving an example of yarn breaks, where a laser sensor detects the 

breakage and a LED light goes on in order to visually inform the operators. So, it’s basically 

improving the efficiency of the worker by catching his attention 20 seconds earlier. Using smart 

bands, it’s the same goal but using different methodology. If one talks about HoloLens/Smart 

glasses, they feel that these technologies are in their beginning phases only and will need time to 

mature to be used in industries directly. 

 One of the first five questions to the customer regarding the implementation of IoT 

system that Company A asks is if the customer wants their data services on the cloud. As per 

Company A, the customer is anxious about their data being on the cloud, so the company still 

operates with onsite server systems. They said that there is a generation shift happening with 

secured cloud computing and in next 5 years, everyone will be offering cloud-based data 

systems. On the question of which sub-sector of the Spinning industry will the IoT be easier to 

implement in, Company A said that they already provide production data across all these stages. 

They also provide quality data across all these stages and could not comment which sub-division 

would be easier to implement until they try to. Also, Company A did not comment on which 

network protocols they are using or going to use in their IoT systems. Lastly, on the subject of 

ROI on IoT investments, Company A agrees that calculating ROI is difficult. The industry is 

moving towards a common understanding of data collection, which Company A calls “digital 

literacy.” According to them, using an IoT system to see if there is a problem in production on 

spinning frame 3 earlier gives no benefit. A breakdown is still a breakdown. Until the IoT 

solutions can regularly predict the breakdowns and apply predictive maintenance not just 

preventive maintenance, calculating ROI will remain difficult.  
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COMPANY B (TESTING AND MONITORING EQUIPMENT MANUFACTURER) 
 
 COO of Company B was interviewed on 03/04/2019. According to Company B, IoT, I 

4.0, smart manufacturing and digital production are all buzz words that mean different things to 

different people. They see the last two as similar. Overall for Company B, it is about having 

connected devices combined with intelligence that enable a higher degree of automation and 

efficient operations. On the subject of CPS, company B is not thinking to implement any such 

systems. The main challenges which company B sees in IoT implementation are clear value 

propositions, cost of the systems, availability of working internet infrastructure, many different 

suppliers and capacity of textile mills to handle these systems besides data security concerns. On 

the subject of creating a dialogue with mills which still utilize old machines with lack of sensors 

to implement one of their IoT based solutions. Company B noted that automating data collection 

and reporting is not necessarily an attractive value proposition although it is also important. Mills 

will pay when the systems can do something that they are unable to see, analyze or manage today 

due to different reasons – lack of transparency, lack of know-how, lack of time, and of course 

technological bottlenecks. On the subject of big data and data analytics usage in spinning mills, 

Company B agreed that big data for mills is a problem, not a solution as mentioned in the 

question. Mills do not have people or managerial time for too much analysis besides the 

challenge of having a range of different systems that one has to look at in order to identify issues 

or opportunities. Therefore, exposing problems and opportunities using experience and know-

how on consolidated big data will help.  

 On the subject of heterogeneity as a challenge to IoT, Company B agreed that the 

spinning business is split between different suppliers without strong links. They noted that it is 

challenging to bring different suppliers together because every company has its own interests and 

the target to exploit data potential. According to Company B, “they are of course positioned and 
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accepted worldwide as one of the most trusted neutral textile instrumentation company.” And 

that company waits to see if it is feasible to be a trusted bridge as well. Company B stated that a 

whole lot of improvements has been achieved with their statistics-based product compared to the 

last release in 2013 in terms of fibers, yarn types, and connections besides making it finally 

available as an app. There are more wishes such as new yarn types, higher update frequency etc. 

in which Company B is already engaged. Company B also stated that they intend to implement 

Machine to Machine (M2M) communications in their testing machines. On the matter of 

invoking direct action from machines, Company B opined that “textile people do not always like 

that, but it may be inevitable.” Company B believes that tracking and tracing of fibers through 

sliver, roving, to the final form of yarn is not impossible anymore but also not ready for prime 

time yet. On the importance of the type of data that IoT should target, company B gave priority 

to production and workforce-related data, followed by quality data, energy data, machine data 

and lastly environment data in the order stated. The reason given for this data importance order 

was even though production data already exists for a long time, they see it as still the most 

important Key Performance Indicator. Regarding workforce-related data, they stated that it has 

existed for the past few years, but it is turning out to be a very important factor in production. 

Quality data partly exists and is the major enabler for automation and hence the 2nd most 

priority. Tracking energy consumption is expensive, and some analytics will certainly help as 

many suppliers are available for the same now. Machine data was rated lower due to its existence 

for a long time and the same goes for environment data such as temperature and humidity. 

Although they stated that even though mill environment data is less critical but of course it is 

growing in importance.  

 Company B believes that security is very important in today’s environment. According to 

the Company B, “they take measures to protect the data in their instruments and for the moment 
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they do not have anything on the cloud which means mills have full control over their data.” On 

the subject of usage of RFID, they expressed that the idea is very old and patented more than a 

decade ago. It is, however, reaching a point to scale and therefore its importance will grow but 

the company does not have plans to introduce an RFID based system. The company said that 

they have ideas regarding the use of smart systems like smart glasses, smart bands, etc. but did 

not disclose any specific plans. On the subject matter of cloud usage, Company B believes a 

hybrid will be needed for the upcoming next years. Textile mills are not yet ready for cloud only 

offerings. They said that they are using some of the mentioned network protocols but cannot 

disclose which. And finally, on the question of ROI on IoT, Company B believes that the main 

reason will be the lack of people and the potential to automate besides being able to reduce 

operating costs. For Company B it is also about being able to do quality optimization at a higher 

level.  

COMPANY C (MACHINERY MANUFACTURER) 

 Company C is a supplier of machines and production lines for handling different kinds of 

fibers. Their range of machines includes handling fiber bales, opening bales, mixing, cleaning, 

blending, metering and feeding of fibers, carding, and web formation as well as optical 

inspection systems. Managing Director of Company C was interviewed on 02/26/2019. 

Company C does not believe in Industry 4.0 or IoT as a phenomenon. According to the 

company, this is just a way of collecting more data, but at the core, they are nothing more than 

buzz words. They believe in making individual products faster and profitable for their customer 

base. Company C opined, “Industry 4.0 is similar to the concept of Industry 2000 launched 20 

years ago.” When Industry 2000 was launched, businesses felt like if they did not participate in 

this they would be out of business. Company C at the time came up with a contingency plan 

which they never used. According to them, Industry 2000 just distracted companies from real 
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business and the more information drive just made it easier for the Chinese firm to access trade 

secrets which led to more competition. Company C doubted the value of efforts led by German 

government on Industry 4.0. Company C reiterated that they believe in building custom products 

faster and more profitably and that if they want, they can provide a load of data which would be 

too much for mills to digest. Company C opined, “we are in an industry which is not highly 

intelligent so we as a company believe in making simple, fast and flexible products.” 

 On the topic of big data usage and analytics, Company C stated that 40 years ago the 

concept of blend optimization was invented but no spinning mill took advantage of the same. 

Upon being followed up with subject of blend optimization usage in the USA, Company C stated 

that there is not much spinning left in the USA. And that not all properties in the fiber can be 

documented and it is a hard learning which they realized over the period of time. On the question 

of evoking action directly by machine, Company C stated that even if a card shuts itself down 

when thick and thin places go above a threshold, ultimately the card shop floor manager has to 

change the wires and the flats. And that this does not change anything dramatically, they believe 

that ultimately shop floor manager knows when to change the card wire and that complicating 

systems requires more resources like electrical engineers over the process and maintenance 

engineers. Company C wants its data to be stored on site and does not relate with recurring 

payments for cloud accounts. Company C believe in a one-time payment to secure servers rather 

than fixed cost every month. On the subject of tracking and tracing, Company C opined that it 

has been tried a long time ago under a product name of “Bale Ident” where a bale plucker would 

stop upon detecting contamination. Since the bales are optimized with the known sequence of 

bales placements in front of bale opener, the machine could point out known location and stack 

where the defective bales came from. Company C stated that this development failed because it 

was too difficult to detect the faulty bale if the plucker stopped near the boundary of two bales. 
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Since cotton varies from lot to lot and the cotton from the same field can be much worse if 

plucked from the side of the field near to roads where contamination is maximum. Thus, even the 

cotton from the same field vary day to day so even pointing out faulty bale to a particular field 

might not be as useful. For company C, an IoT should target quality data as a priority followed 

by production and energy data at the same level, followed by machine, workforce, and 

environment in that order.  

COMPANY D (SPUN YARN MANUFACTURER) 

 CEO of Company D was interviewed on 01/19/2019. The need for IoT systems for them 

lies in 24x7 production requirement with lower freedom of time for workers. Thus, lower labor 

availability pushes the company to automate more and more. Company D sees these different 

concepts of I4.0, IoT, smart manufacturing, etc. as buzz words. The main challenge they see in 

the implementation of IoT is cheap labor in Asia. According to them, the spinning industry can 

talk about making one card communicate with another card intelligently but who would 

automate these if the same work can be done for less cost in Asia. Company D stated that the 

company constantly strives for innovation and works with machine manufacturer like Rieter, 

Uster, etc. to create technologies which did not exist previously in the market. Company D 

currently uses the SpiderWeb Mill (v 2011) system from Rieter without cockpit or alert module. 

Furthermore, the company is soon going to have RFID based systems from Rieter that would tell 

them details such as position number 17 spindle efficiency is low and where did the raw material 

come from in the previous stages. Company D also plans to implement SpiderWeb Mill (v 2019) 

even before it is launched in upcoming June at ITMA 2019. Company D articulated the stark 

contrast between the spinning industry’s operations now and 20 years ago. The aim 20 years ago 

was to optimize production such that the machine settings (speed, rate, efficiency, tool setup etc.) 

remain constant to avoid downtime for setting up for a different batch. Compared to this the 
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spinning industry or at least Company D is moving towards flexible, faster, and quick machine-

setup production based on weekly orders, delivery data, and financial data etc. Comparing other 

major players providing IoT based solution, Company D stated that T-Data provides data in a 

highly specialized form which renders it non-useful for line operators and would require 

engineers. On Uster, Company D asserted that Uster hasn’t integrated operator learning within 

their equipment which should be self-directing them to operate the testing machine efficiently. 

Without training from Uster, their instruments tend to fail if not operated by trained operators. 

They also see potential in the Datatex which is a third party IoT solution provider.  

 Company D sees the trend of data overload where big data has become a problem rather 

than a solution. As a company, too much data wastes valuable time. Thus, for them even as the 

IoT services should deal with a ton of data, the end service should be simple, direct and 

meaningful. The data priority for IoT system according to company D should be safety, 

environment, workforce, quality in the stated order and then production, energy consumption, 

and machine data falls into cost category for the company. There are data in other categories 

which are as important as the ones stated above for company D. For example, the company is 

being driven by their sales data along with sales strategies, ERP system ordering and delivering, 

basic shipment tracking, cash flow, etc. The 0.3% inefficiency in company D’s shipments arises 

from the mislabeled package for which the company has come up with automation by 

Neuenhauser. As stated, they still strive for 99.99% correct shipments compared to current 

99.7%. The stated inefficiency arises in part due to human intervention and in part due to 

machine faults. In a circular reference to Uster and T-Data, company D sees the need for the 

equipment to give operator OEM manufacturing recommendations, when a fault arises and how 

he/she should interact with that system. Company D also sees that the company lacks in energy 

monitoring and that all future machines will be bought with smart energy meters. 
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Regarding Company D’s plan to collaborate with big IT companies like Microsoft or 

Google for their IoT needs. Company D said that it is easier for machine manufacturers like 

Marzoli to partner with Microsoft or Oerlikon can talk to Microsoft to improve their data system, 

it’s not the same effect as a spinning mill talking to these companies. Company D has 

reservations about big IT company at these scales. Company D provided an example, “when 

their system breaks down, global IT companies are not going to be available the next day, but 

textile related IT company will be since they might constitute a very large portion of their US 

sales.” Also, they have seen industry partners go with Microsoft for their data system needs, but 

they had to mold their system according to Microsoft’s architecture, which needs to be validated 

to determine whether it would have a positive or negative impact. Also reiterated on the fact that 

those industries were near to Microsoft’s office with about 20-minute drive. On the subject of 

ERP, Company D will not give 10 to 15 years to develop a new ERP system because according 

to them, “Money does not flow to inefficient places.” The company does not see the ROI on ERP 

and are not willing to take that risk. Company D is moving towards remote maintenance in 

collaboration with a machine manufacturer. They are going to have a cloud-based centralized 

system, working towards observing trends from big data and optimizing the process along with 

predictive maintenance. Although Company D stated that this obviously raises the question of 

“who owns the data now and what would prevent the machine manufacturer to not sell it.” 

Company D believes that “finding the good young managers who are comfortable working in 

spinning mills every day and understand the system and can manage the system” is going to 

become increasingly difficult in the future. It is here the IoT and big data will come into play. 

But according to Company D, this also brings the question of Cybersecurity, as even being an 

unknown player outside the textile industry, “they get attacked five times a day.” And usually, 

the attack is ransom based since there are not many spinning secrets left in the industry. But even 
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so, they feel any disruption in the production process will be big deal because if they are not 

hitting their shipments someone else will, even if the attack is a direct or an indirect one on a 

smart grid for an example. On the subject of sub-area of spinning in which IoT is easier to 

implement, company D stated following order: Winding (7), Spinning (6), Carding (5), Drawing 

(4), Combing (4), and Blowroom (3). Company D stated that the company would also like 

winders communicating with packaging and ultimately winders communicating with warping 

and knitting machines. The ultimate aim for Company D is to monitor their yarn performance at 

their customer’s plant.  

COMPANY E (CONSULTANCY FIRM) 

CEO & President of Company E was interviewed on 02/11/2019. Company E stated that 

“there is a lot of misunderstanding around the concepts of IoT, Industry 4.0, etc.” They have 

spoken to different people in the industry and visited seminars and conferences and they see a lot 

of hype around these terms. They noted that there are many extended industrial partnerships 

which are working on how we define these terms and layout its framework. And Company E 

believes that there is a huge gap between “what people perceive by these terms and how they are 

actually defined.” The main question that Company E raised and reiterated multiple times in the 

interview is “how do we assign a value to IoT?” Company E stated an example of traditional 

chemical process control of filament end of Spandex production and asked: "how to do we turn 

this into an IoT based process?" Their answer to this question was to make the machine smarter 

i.e. using vibration sensors, distributed data collection, invoking machine actions, etc. Another 

question Company E raised was “how to educate the industry that it’s cool to have smart 

products but they need to put a value to it.” They stated that there are executives who have no 

idea about these technologies but are following the hype around them. Raising questions like 

“What’s the ROI on IoT based systems?” “What does it deliver as an end product?”    
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The biggest challenge with IoT that company E sees is the paradigm around the cost. The 

cost to implement these systems. The cost to add sensors, the cost to train and educate the 

operators, etc. The cost will ultimately vary according to what the end goal of the system is. On 

the importance of MES & ERP, the company expressed the view that the intent behind MES, 

which comes under ERP, is basically to relay real-time information of the products, process, 

performances of assets etc. ERP is also important for standardization and customization in the 

industries. On the matter of big data and data analytics usage, Company E thinks that the 

question revolves around the potential use of data. Consider, for example, machine data or 

maintenance data can be either used in predictive maintenance or preventive maintenance. In 

their experience, most people do not know the difference. According to Company E, if a 

company has a CEO who understands this difference, he will put emphasis on sensorial data to 

get predictive maintenance. This also brings us to the circular model of manufacturing which is 

coming into play more and more. On the issue of machine and communication protocol 

heterogeneity as a challenge to IoT, the Company E opined, “they have paid extra money at 

times to override controls of the machine from different vendors in order to exchange and 

communicate data.” In this regard Company E, suggests that machine industry has to come 

together in order to work homogenously because at the end it’s the owner for whom this problem 

becomes a nightmare. The industry needs to see how they can adopt common protocols and 

standards together in order to progress IoT faster.  

As per Company E, about the feasibility of invoking action directly by machine, there are 

two reasons why businesses would want their machine to take control over and shut down the 

machine if the data value from their sensor goes above the threshold: 

1. Safety 

2. If it effects the performance of my machine by running in faulty conditions.  
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They think this is absolutely necessary at least in the chemical industry if not in the 

spinning industry. One of the things that company E is really interested in how the human 

element comes into play in IoT. They believe that the technology is there but what is important is 

the human-machine interface challenge. For example, with workforce data, major global 

companies more than often run into ‘Big Brother’ problem. Company E also thinks that a human 

shield goes up when one hear these buzz words. For example, lean manufacturing principle or 

TPM are some Japanese techniques used in America. The buzz word associated with it are 

kaizens, poka-yoke, etc. But in the end, it boils down to figuring out what the problem is and 

how to solve it using certain tools. On the front of cybersecurity, Company E thinks no one is 

safe in the world of today. Giving an example of IoT based data system at a spinning company. 

Company E stated that a hacker can go into the processing center due to the large surface area of 

attack. They can shut down a machine/system/ even the whole plant and demand a ransom of 

100,000 bitcoins. Thus, every mill is vulnerable in today’s time. On RFID, tracking, Company E 

believes that it really depends upon the cost of implementation. They stated that there are 

methods present already to track most materials like the barcode, QR code, camera detection etc. 

According to the RFID will get more and more important in the future with the introduction of 

circular economy in order to track product throughout the life cycle rather than just production.  

 Company E opined that “world of IT changed 30 years ago with dot com boom.” They 

believe that the future of IT infrastructure is cloud and the spinning industry need to get their 

heads around this fact. Again, they reiterated that education is needed about these infrastructures 

not just to executives but to middle-level managers as well. However, at the same time, one 

needs to ensure cybersecurity related to the cloud too. Company E feels that most companies will 

not invest in IoT in its current form. Most companies would have to take a leap of faith given the 

current state of progress if they want to implement IoT. The approach for future that company E 
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stated was those machine manufacturers need to do two things: first is to demonstrate the 

technology in small to medium size of manufacturing and second how it can be scaled up. 

COMPANY F (MACHINERY MANUFACTURER) 

 Managing Director of Company F was interviewed on 03/19/2019. Company F defined 

the Internet of Things as a cluster of technologies like artificial intelligence, digital 

infrastructure, and robotics. According to the company, at a higher level, these clusters of 

technologies enable applications like Smart Manufacturing, Smart Robotics, and Digital 

Production. Industry 4.0 is a macro-trend and a business based on top of these applications, so 

the main difference for Company F between IoT, Industry 4.0, Smart Manufacturing and Digital 

Production is that they are at different levels on what they call “the technology stack.”  The 

foremost challenge in the implementation of IoT according to Company F is the industrial 

environment. They stated that the devices and the communication infrastructure, wired or 

wireless, must be reliable in such operative conditions. The second challenge is software 

distribution and data collection for them. Company F opined that “mills normally do not have 

specialized IT personnel so automatic updates and remote maintenance are very important.” The 

problems related to unstable and low bandwidth internet connections in spinning mills was also 

expressed as one of the other challenges. Along the same line is the challenge of heterogeneity, 

Company F believes that this problem can be solved using open and well-established standards 

for inter-application communication. They stated that “the machines can be integrated with the 

third-party system using SOAP, REST or MQTT protocols.” According to them, the integration 

can be at the machine level, at the gateway level (the collector for the machines placed in a 

workshop) or at their IoT platform level (cloud collector for the mills). On cybersecurity aspect, 

they are addressing Confidentiality, Integrity, and Availability counting on a partnership with 

one of the leaders of the Industrial IoT market.       
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 On the subject of introducing machines as Cyber Physical Systems. The company stated 

that its initial offering of smart products is a first step to try to connect machines and operators in 

a more efficient way. At the same time, they are pushing an increasingly high level of 

“intelligence” inside the mills. They believe that these two factors will empower the capacity of 

the machines to operate like a Cyber Physical System and quickly address operators to fix 

problems. They are also considering augmented reality to help operators during maintenance 

operations. They articulated that the company is working on data analytics in order to detect 

anomalies inside a big number of spindles. The challenge they are facing is to relate some 

physical problem to a deep learning analysis result. They also affirmed that some experimental 

test is planned to implement Machine to Machine (M2M) communications but did not divulge 

more. On the subject of invoking action directly by machine rather than transferring information 

to the line manager, Company F said, “in their new winding machines, some experimental test is 

possible.” As per Company F, the winding machine is at the end of a long process of 

transformation of the raw material, the fibers. For them, it is a strategic position where a lot of 

tracking and tracing information can be integrated into the final product, the package of yarn. So, 

they think it is possible to track the production of yarn at the winding machine level. On the 

subject of RFID, the company noted that they already use RFID in order to link ring spinning 

machine to winder machine, through which their digital system can track technological defects 

on bobbins. The company will enlarge the offer of this kind of solutions in the future. On the 

matter of cloud usage, the company thinks that this kind of cloud-based solution will be the way 

to go. 

 The importance of data for IoT based system according to Company F should have 

production and quality data as a priority followed by machine, workforce, energy, and lastly 

environmental data in the stated order. Because for the company’s customers the link between 
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ROI and production/quality data is stronger than in the other cases. In rating the ease of 

implementation of IoT in spinning subsectors, the company stated winding is the easiest 

followed by spinning while the rest of the subsectors were clubbed together on the scale of 7 as 

being the hardest. Lastly, on ROI on IoT based solutions, company F stated, “Internet of Things 

will have a significant impact on the development of new products and services. And they think 

that the companies that early adopt the technology will have a competitive advantage over the 

others.”    

6.2. Analysis    

 Out of six organizations interviewed, Company A, B, D, E, and F seems to have common 

consensus up to a certain extent regarding enablers of IoT with an exception of Company C 

which had radically opposite point view on IoT or Industry 4.0. It was interesting to note that the 

Company C does not feel the need to invest in Industry 4.0 technology stating that “the company 

hates cloud and does not believe in complicating simple textile related process using big data or 

analytics as there is no need of the same in spinning mills.” The analysis given below is broadly 

divided into 6 parts with reference to interview described in Section 3.3. Paragraph 2 talks about 

the definition of IoT (Q1), paragraph 3 and 4 talk about challenges to IoT (Q3, Q7, Q8, and 

Q12), paragraph 5 talk about technical enablers of IoT (Q2, Q6, Q13, Q15, and Q17), paragraph 

6 talks about future direction of IoT in the staple spinning industry (Q9, Q10, and Q14), 

paragraph 7 talks about importance of data in IoT systems (Q11), and finally paragraph 8 talks 

about ROI in IoT (Q18). Since only one spinning mill was interviewed Q4 and Q5 have not been 

discussed while there was a little quantitative data on Q16.  

 On the difference between Industry 4.0, IoT, Smart manufacturing, and Digital 

production as concepts and in their definition, four organization interviewed had a similar 

opinion that these are nothing more than “buzz words.” This is in line with the literature review 
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where Wu, M. et al. (2010) noted that there is no accepted definition. And as stated by Company 

B, “these terminologies mean different things to different people depending upon the industry 

and the services they provide.” It can be noted that the concept of IoT is not without hype but 

that being said, the industry agrees about the common goal of giving higher intelligence to 

devices on the shop floor in order to have higher automation and higher interaction to move 

towards smarter production. On the difference between IoT, I 4.0, Smart Manufacturing, and 

Digital production, Company F stated that they all are on the different level of “the technology 

stack.” I 4.0 is the macro-trend encompassing IoT which then enables Smart Manufacturing and 

Digital production. Company A and E highly emphasized on “Digital Literacy” need for textile 

staple spinning industry. With varying perception and understanding of what IoT represents the 

situation will continue to be the same for the time being until a consortium of machine 

manufacturers and mills come together to decide on common standards.  

 Company A and D both stated that they see “low cost of labor in Asian market” as the 

biggest challenge to the progress of IoT systems. In comparison, Company B, C, and E see “clear 

value proposition of IoT” as the biggest challenge. According to challenges stated in Chapter 2, 

section 2.6, as noted by Brous, Paul et al., 2015 both the challenges noted in the surveys can be 

categorized as “Tactical” i.e. the industry feels that main challenges are in area of profitability, 

physical resources, and companies or worker’s attitude towards IoT (See Table 2.3). For 

example, Company F pointed out the need for physical resources like reliable communication 

infrastructure, software distribution, data collection, automatic updates for IT devices and stable 

high bandwidth internet connections. Due to IoT being perceived as IT related phenomenon, our 

study concentrated on “Strategic” category of challenges to IoT which is cybersecurity from a 

social responsibility point of view. This shows the need for an updated study on tactical 

challenges. The responders had a consensus that spinning industry is no less safe than other 
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industry out there and stated “monetary reason” as the primary reason which was pointed by 

Benias, N. et al. (2017) as one of the three. This is in line with 248 cybersecurity incidents 

reported by 192 respondents from 2012 to 2017 (BIS, 2017) were leading causes were “user idle 

time and lost productivity” and “ransomware Attack.”  As 81 % of textile & apparel 

organizations reviewed by BIS (2017) stated that their computer or computer network that hosts 

commercially sensitive information is connected to the Internet, either directly or via an 

intermediary network or server. There is a need to update un-upgraded software in the field PCs 

in order to avoid unintended attacks like WannaCry. The industry experts noted that there is less 

“geopolitical threat” since there are almost no trade secrets in the spinning industry. This opinion 

is similar to the one noted by BIS (2003) even though 73% of the surveyed firms were dependent 

on foreign resources for at least one good or service. It should be noted that BIS survey 

represents firms across all categories of NACIS 313, 314, and 315 and thus the threat of 

“geopolitical issues” seems to be of lesser concern to the textile industry as in whole. But 

Company D noted that the same might not be true across all textile sectors, giving an exception 

of military fabric prints being safeguarded for espionage reasons. An interesting observation was 

none of the responders except Company F spoke on CIA Triad view of cybersecurity which is a 

common practice in available literature (Kieseberg, P., & Weippl, E., 2018, He, H. et al., 2016, 

and Flatt, H. et al., 2016, Chhetri, S. R., 2017) which points towards need of “Digital Literacy” 

as noted by Company A and E. Also, no responder mentioned attacks like DoS, MITM, or IP 

Spoofing which could be lack of knowledge or never having experienced above mentioned 

attacks in the mill. Although the probability of the latter part is less, and the interview question 

should be directed to IT related team of the organization.  

 Among other challenges as noted by all the responders was big data being a problem 

rather than solution i.e. availability of excessive data without the clearly defined path to use the 
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same. According to Company D, “too much data waste companies valuable time.” Company D 

stated the need for simplification of the end services with an example of T-Data from Trutzschler 

being useful for only engineers rather than shop operators. Company D also pointed out for the 

need of machine from OEM to self-train operators to direct them to operate the machines 

efficiently and guide them in case of fault arrival. Company F reiterated the challenge of relating 

physical problems to a deep learning analysis result based on big data collected by detecting 

anomalies inside a large number of spindles. It is interesting to note that there is sufficient 

literature available (Hamilton, B. J. et al., 2015, Majumdar, A. et al., 2005, Beltran, R. et al., 

2004, Özkan, İ. et al., 2014, Yang, S. et al., 2017) showing use of statistical, neural networks and 

neuro-fuzzy systems on fiber properties measured throughout the spinning process to predict 

yarn quality but there is still a lack of the same. This is visible after evaluating current products 

and industry’s opinion which point towards the use of analytics to provide predictive 

maintenance rather than yarn quality. Another challenge which is agreed mutually by the 

responders is heterogeneity among machine vendors and their use of proprietary software and 

communication methods which is in agreement with our evaluation of 6 products offerings from 

different machine manufacturers in Chapter 5. Company F pointed out that this challenge can be 

solved using open and well-established standards for inter-application communication. The 

integration of the same can be at the machine level, at the gateway level (the collector for the 

machines placed in a workshop) or at their IoT platform level (cloud collector for the mills).       

 In the network layer of IoT, Company A, B, and F said they will be implementing M2M 

communications but gave no plans on how they will proceed with the same. The need for the 

same was articulated by Company D. Thus, both mills and machine manufacturers seem to agree 

on the importance of M2M communications. Company A said they have plans to implement 

RFID in the perception layer of IoT Architecture. Company A also stated that they intend to 



 

 
 104 

build CPS on the other hand Company B denied both the plans for any CPS and RFID usage. 

Company F has already taken the first step using their smart solutions towards CPS in order to 

connect machines and operators in a more efficient way to push for higher intelligence inside the 

mills. Company F reaffirmed that they already use RFID in order to link ring spinning machine 

to winder machine and their system can track technological defects on bobbins. On the question 

of usage of DDS, CoAP, AMQP, MQTT, XMPP, HTTP REST, 6LoWPAN, RPL protocols in 

the application layer, both Company A and B accepted that they are working on some of them 

but cannot share more due to confidentiality reasons. On the other hand, Company F stated that 

their machines use or plan to use SOAP, REST and MQTT communication protocols. In the 

middleware layer, all the responders seem to have a common opinion that the textile industry is 

not ready for the cloud. Although they agreed that the cloud will be the future. Company B 

suggested a hybrid model for the next coming years. In this regard as analyzed in chapter 5, 

Marzoli in partnership with Microsoft and Saurer (with Autoconer X6) seem to be the early 

entrants in the cloud space which could give them an edge over competition or might prove to be 

a premature market for the same. These observations might provide valuable insight to upcoming 

ITMA 2019 where could see the use of CoAP, MQTT, REST or DDS in the network layer of IoT 

since machine manufactures and mills have a common understanding on the need of M2M 

communications. 

 The maximum disagreement in the answers of the respondents was related to the future 

direction of IoT. On the subject of invoking action directly via machine, Company A’s opinion is 

on the cautious side where they stated that “until such systems are fully validated even a small 

miscommunication can cause disaster in the production setting.” Company E seems to base their 

opinion to invoke the action on the reasons of safety and machine health. While Company B said 

that “textile people do not always like that, but it may be inevitable.” Company C had a stark 
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opinion that invoking action would not benefit spinning mills in any way as the same task could 

be done by the shop floor manager. Company D is already using Trutzschler cards (C05) with 

the capability to shut down the system overriding the shop floor manager in case the measured 

sensor data goes out of threshold. Company F stated that some experimental tests on invoking 

actions directly are possible in their latest machine offerings. On the subject of tracking and 

tracing raw materials throughout the supply chain, Company D is really interested in tracing the 

source of a fault in their process with special focus on tracking the bobbins from spinning frame 

to packaging pallets as it’s their one number inefficiency. With recent introduction of RFID 

system by few industry leaders, this goal is very much probable. Company A again had a 

conservative view for this topic, raising questions like “What is the value proposition in tracking 

fiber from different bales to the final yarn?” Company B stated that it is “not impossible anymore 

but also not ready for prime time yet.” Company C supported their point of view by giving an 

example of a failed attempt at “BaleIdent” where tracking faulty fibers to particular bales and 

then to the cotton field where they came from served no purpose. Company F being winding 

machine manufacturer stated that winding is a strategic position to integrate tracking and tracing 

information of final yarn package. Company A and D seem to be moving towards Remote 

Monitoring using central cloud system in order to implement predictive maintenance. This 

observation puts Marzoli in the right spot with their MRM service indicating demand in the 

market. On the subject of usage of smart systems like smart bands, smart glasses, etc. Company 

A stated that smart glasses are not fully mature to be used in an industrial setting while use case 

of smart bands to increase workforce efficiency is a similar goal but using different 

methodology. Company B did not disclose their future plan rather stated, “they have some ideas 

in this field.” Company D intends to make their operator carrier vehicles on the shop floor 

smarter by integrating iPads on those cars. This might guide operators to utilize their labor 
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minutes in a particular way in their coming worktime to improve their efficiency. Company E 

stated that they feel the cost of implementation of these smart systems is high compared to their 

value proposition and industry needs some education in “putting a value to the IoT services.” On 

the contrary to other responders, Company F is already using smart bands while considering 

augmented reality to help operators during maintenance operations for the future.    

 

 

 Figure 6.1: Rating of different data categories by responder which bear importance 
 for IoT systems. 
 
 Figure 6.1 shows the importance of various data for an IoT system by different 

responders. Quality was marked as the most important aspect for an IoT system, followed by 

production data and workforce data which is followed by machine data, energy data, and lastly 

environment data. This data response is quite contradictory to observations made in Chapter 5 in 

Table 5.1 since all the machine manufacturer provided maximum data in machine and production 

category rather than quality. Also, the opinion of the responders in the interviews seems to be 

leaning towards the use of machine data for predictive maintenance as one of the main aims of 

IoT. This result could be due to two reasons: (1) Even though quality data is important, but it is 
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not easily extractable compared to machine data for machine manufacturers or (2) the responders 

were thinking about the future direction of IoT where quality will be highly important for an IoT 

system. The former reasons seem to be the same for workforce-related data as all the responders 

marked workforce data as 3rd most important but no one is currently providing the same except 

Company F. Although it should be noted that even though Company F’s IoT solution revolves 

around workforce data heavily they still marked quality higher. There seems to be a trend to 

mark down the importance of data already available or being provided which in this case would 

be machine, energy and environment data. This trend of putting quality data at higher importance 

compared to machine and production data is similar to an industry-wide survey done by 

Oxenham, W., Hodge, G. & Rasmovich, J. in 1999. This also gives us an indication of how 

slowly or little textile industry changes.  

 Lastly, on the subject of ROI on IoT based technology, Company E stated that most 

companies will not invest in IoT in its current form. Company A, B, and D have a common 

understanding for USA’s staple spinning market that lack of human resource available and 

slowly dying technical know-how will make mills to invest in IoT due to the power of big data 

and analytics to help in this region. Company A along with Company E noted that until IoT 

solutions could provide predictive maintenance and provide a value to the IoT service, indicating 

that a breakdown has occurred will have limited usefulness. Company C compared I 4.0 to 

Industry 2000 and stated that there was no ROI in Industry 2000, there will be none in IoT or I 

4.0 too. Company F stated, “Internet of Things will have a significant impact on the development 

of new products and services.” But did not state how early adopter of the technology will have a 

competitive advantage over the others. 
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CHAPTER 7 – CONCLUSIONS & RECCOMDATIONS FOR FUTURE STUDIES 

7.1. Conclusion  

 This research draws some critical observations for the current state of IoT in the spinning 

industry. There appears to be almost no literature in this field for the spinning industry. This is 

due to the fact that IoT appears to revolve around identification using RFID, which makes it 

difficult to track fibers due to their small mass and length scale. This is a narrow view of IoT 

architecture whose perception layer involves both identification as well as sensing elements. In 

addition, there is a lack of commonly agreed upon standards and protocols for IoT which are still 

under development. Thus, it was paramount to set correct research objectives and 

methodologically approach the current topic in order to further the research work in this current 

field. Below are the conclusions for each of the 3 set objectives:     

GOAL 1: Interpretation of IoT Architecture, Elements, Standards & Protocols, 

Application, and Cybersecurity from textile spinning industry’s perspective.    

 GOAL 1.1 Architecture: 5-layer IoT architecture seems to be the most appropriate for the 

textile spinning industry due to its ability to cover heterogeneous devices and infrastructure 

compared to other available architectures in the literature. The spinning industry deals with a 

lack of wireless sensors where various machines work on variegated communication protocols 

along with heterogeneous intransient products as the process progresses from bales to sliver, 

sliver to roving, and roving to yarns. Thus, the flexibility of 5-layer architecture makes it 

pertinent. 

 GOAL 1.2 Elements: The top 3 elements of IoT: identification, sensing, and 

communication were salient for an immediate discussion from textile industry’s perspective. 

IPv6 could help identify and track billions of spindles around the world in spinning since it 

provides 3.4 x 1038 addresses compared to IPv4 which provide 4.3 billion addresses. Single Chip 
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Boards are now moving towards a system on chips which in turn progresses popularity of Plug n 

Play devices. This particular segment decentralizes the computing/sensing which would require a 

lot of R&D in the spinning industry as the floor sensing is still dominated by bulky and 

stationary PLCs. Selection of communication protocols (RFID, BLE 4.0, NFC, LTE-A, IEEE 

802.15.4, Wi-Fi, etc.) for textile spinning shop floor will depend upon power consumption of 

devices used in the protocol, range, packet size, the rate of data transfer, network congestion 

among others. In addition, the communication elements need to withstand the dusty and noisy 

(machine vibrations and electromagnetic waves emitted by the surrounding pool of equipment) 

environment of a textile spinning mill. Although with stringent requirements of a cleaner 

environment for rotor and vortex spinning, these challenges may not be as difficult. Some of the 

infrastructure protocols that can be used in the textile industry to support above communication 

elements are RPL, EPCglobal, IPV6, LoWPAN, LTE-A.     

 GOAL 1.3 Standards & Protocols: Out of the seven application protocols reviewed by 

this research, three protocols – Constrained Application Protocol (CoAP), Message Queue 

Telemetry Transport (MQTT), and Data Distribution Service (DDS) seems to be the most 

applicable for the textile industry due to the inherent requirement of the machine to machine 

communication. Also, it should be noted XMPP and AQMP could possibly be used in the textile 

or manufacturing industry in the future too, just like MQTT was used in Facebook earlier and 

has now been adapted for M2M communications (MQTT-SN). Only one standard (ISO 10782-

1:1998) exist out of 423 textile related ISO standards and 332 textile related ASTM standards, 

which gives definitions and attributes of the data elements for control and monitoring of textile 

progress in the spinning industry. This too has not been updated since 1998, which indicates the 

low importance of automation and data exchange in the spinning industry. Regardless, the 

industry could look towards standards from other fields such as ISO 11898-1:2015, ISA-
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95.00.01-2010, etc. to progress its developments faster in order to come at pace with the 

phenomenon of the Internet of Things. And one of the noteworthy points that can be made is 

only a few of these technologies and protocols are new. Almost all others have been used and are 

being used currently in one form or the other. Thus, it is rather a synergy and interoperability of 

heterogeneous layers which will come together to create IoT than altogether a new technology.  

 GOAL 1.4 Application of IoT in Textile Manufacturing: The progress of IoT in 

manufacturing can be divided into three categories: Planning /Discussion, Pilot Studies/Proof of 

Concepts (PoC), and extensive implementation. This study lies in “Planning/Discussion” 

category with exploratory research objectives 2 and 3. This makes this study unique and one of 

its kind. Most works of literature are discussions related to challenges and requirements for IoT 

implementation in textile industry. PoCs in textiles industry has been mostly human-centric 

involving M2H communications (SozioTex – Augmented reality using smart glasses and 

Weaving machine as CPS) along with testing concepts like smart bobbins embedded with RFID, 

automated garment sewing and vision systems using machine learning. This being said, a 

number of pilot studies in process related IoT are very low, rather the focus is on consumer 

products (RFID in garments, smart retail stores, etc.). Also, there was no pilot study involving 

assigning fiber, sliver, roving or yarns any self-awareness (i.e. process product intelligence). 

Extensive implementation in textile spinning is less compared to the other two categories but are 

concluded in research objective 2 below.      

 GOAL 1.5 Cybersecurity in IoT: Cybersecurity challenge of IoT from the textile 

industry’s perspective has been researched in this study. Two hundred forty-eight cyber-attacks 

were reported from 2012-2017 by 192 respondents surveyed by BIS in 2017. The survey 

included participants from NACIS 313, 314, and 315 which indicates the low threat of 

cybersecurity to the textile industry as in whole. The primary cyberattack reason in the textile 



 

 
 111 

industry indicated by BIS (2017) was “Ransomware Attack.” Despite the spinning industry not 

directly dealing with financial information, mills might be unintendedly affected by ransom 

attacks like WannaCry due to un-upgraded software versions in many of the field PCs connected 

to the internet. 81% of textile & apparel organizations reviewed by BIS (2017) stated that their 

computer or computer network that hosts commercially sensitive information is connected to the 

Internet, either directly or via an intermediary network or server. This indicates the immediate 

need to upgrade old software versions on field PCs in the textile industry. Although it is unlikely 

that the textile spinning industry could see a Stuxnet like attack, but the textile mills producing 

for the Department of Defense (DoD) are more vulnerable than others. The Berry Amendment 

(10 USC, Section 2533a) of 1941 requires the U.S. Department of Defense (DoD) to purchase 

U.S.A manufactured uniforms, textiles, and footwear, all made with U.S. materials. With 73 % 

of textile mills indicating dependence on a foreign source for either machine, raw material, or 

human resources, the textile industry is no safer than any other industry. Thus, the cybersecurity 

of the textile spinning industry has been reviewed from CIA Triad in this research work along 

with the type of attacks such as DoS, MITM, IP Spoofing, etc. In this regard, it is important to 

note that for the textile industry the priority would be availability followed by integrity and then 

confidentiality, compared to say the information and communication industry where 

confidentiality is the priority. Pitching cybersecurity as a quality issue in the spinning industry 

might be an effective way to get it implemented. Besides standards such as VDI2182, the 

ISO/IEC 62443 series, and the ISO/IEC 270xx series, IC 33, IC 34, IC 37, etc. exist in order to 

guide and ease the initial investment and setup in cybersecurity by spinning industry.   
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GOAL 2: Evaluation of staple spinning industry based IoT solutions from global machine 

manufacturers. 

 In comparison to the dearth of literature, the spinning market offers few products which 

embody the principle of IoT. Out of 67 machine manufacturers analyzed for this paper only 6 big 

manufacturers had products which are commercialized as IoT systems. A critical review revealed 

that each system has different strengths in perception, network, middleware, application, and 

business layer of the 5-layer architecture of IoT used as a reference in this paper. These products, 

even though marketed as IoT systems, are far from achieving the end goal of IoT i.e. self-aware, 

self-predict, self-compare, self-maintain, and self-organize attributes of the future factory. None 

of the manufacturers except Saurer use identification elements (RFID or uCode) in perception 

layer which currently consist of sensing elements only. Almost all machine manufacturers use 

wired technologies in network layer except Savio which uses BLE 4.0. In the middleware layer, 

most manufacturers use on-site servers, except Marzoli which utilizes the cloud. Application and 

Business layer functionalities were present in all products although they varied according to end 

use of the product and its users.  

 There are numerous challenges in the implementation of IoT at a full economical scale. 

Add to that most machine manufacturers use proprietary systems in order to gain advantages in 

business which hinders large scaled outspread of IoT. But just like the synergy between small 

development such as auto-doffing, link winding, smaller ring size, longer spinning frames lead to 

higher spindle speed, and in turn, higher production. Similarly, self-optimization algorithms, 

online production and machine quality control, stage information transfer, and augmented reality 

can lead to the Textile Internet of Things. This calls for academic institutions, machine 

manufactures, production mills and government to come together in a similar fashion to 
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SmartFactoryKL in order to agree upon common information protocols, elements, and 

architecture to accelerate Textile Internet of Things. 

GOAL 3: Evaluation of USA’s staple spinning industry’s adoption of IoT solutions in order 

to assess current state of IoT usage, readiness, and future direction.    

 A total 6 organizations were surveyed, out of which there were 4 machine manufacturers, 

1 spinning mill, and one consultant. There is a consensus among responders that the phenomenon 

of IoT, I 4.0, smart manufacturing, etc. are mere “buzz words” and it is hard to define, which is 

in line with the literature review. Except for one machine manufacturer, responders agreed that 

the common goal of IoT is giving higher intelligence to devices on the shop floor in order to 

have higher automation, higher interaction in order to move towards smarter production. One 

machine manufacturer clearly demarcated the difference between Internet of Things, Industry 

4.0, Smart Manufacturing, and Digital Production as being at different levels in “the technology 

stack.” With Industry 4.0 being the macro-trend encompassing IoT which then enables Smart 

Manufacturing and Digital production.    

In contrast to social challenge (cybersecurity) to IoT studied in this research, responders 

believe “tactical” reasons such as profitability, physical resources (reliable communication 

infrastructure, software distribution, data collection, automatic updates for devices, stable 

internet connections, etc.), and companies or worker’s attitude towards IoT are the main 

challenges to IoT. Three responders were in agreement on the subject matter of cybersecurity 

being not as important in the textile spinning industry since there are no trade secrets to steal. 

Nevertheless, every responder agreed that despite stating the obvious, the textile spinning 

industry is no safer than any other manufacturing industry. This is true as the manufacturing 

industry was in the top 3 most attacked industries in 3 out of the past 4 years (2014 to 2017), 

according to IBM X-Force Cyber Security Intelligence Index. None of the responders except on 
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one machine manufacturer talked about security from CIA triad, which is common practice in 

literature. This shows the need for “digital literacy” required for the industry, which was a 

similar opinion re-iterated multiple times by a machine manufacturer and a consultancy firm. 

Another challenge commonly agreed by responders was big data as a problem rather than a 

solution where textiles mills now have too much data but no idea how to deal with the same. 

This points to the requirement of analytics in addition to data collection and reporting IoT 

services. However, one machine manufacturer faced the challenge to relate some physical 

problems with the deep learning analysis result. Although a disparity between available literature 

(which has existed for a long time) pointing to the exploration of analytics to predict quality 

issue and the current state should be noted. In addition, heterogeneity was agreed as mutual 

concern, but no immediate efforts or direction was indicated by 5 responders. This suggests that 

industry will remain divided between major machine manufacturers supplying equipment in their 

area of strength until a bottleneck in IoT services pushes the industry to come together for 

common standards. However, one machine manufacturer pointed towards using open and well-

established standard for inter-application communication to overcome this challenge.       

On the use of infrastructure and application protocols, one of the world’s largest staple 

spinning machine manufacturer and one of the USA’s market leader in staple spinning confirmed 

that they would be moving towards the use of RFID in the near future. Furthermore, one of the 

largest winding equipment providers reaffirmed their existing use of RFID in their current 

offerings. The consultant firm raised the question of cost to implement RFID when other 

methods like the barcode, QR code, cameras, etc. already exist as proven infrastructure. Four of 

the responders agreed about future direction in the usage of M2M communications which 

indicates the usage of CoAP, MQTT-SN, or DDS in the near future in the textile spinning 

industry. Only two machine manufacturers out of 4 surveyed stated that they plan to introduce 
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CPS in the near future. All responders mutually agreed that the industry was not ready for cloud 

in the middleware layer, but its future eminence cannot be ignored. One of the responders 

suggested a hybrid approach of part on-site and part cloud servers for upcoming years.  

With regards to the importance of data field in IoT based systems, quality was marked as 

the most important aspect for an IoT system, followed by production data and workforce data 

which is followed by machine data, energy data, and lastly environment data. This is in direct 

contradiction to the current focus on machine and production data in current IoT solutions as 

studied in chapter 5. One machine manufacturer and one consultancy firm surveyed pointed out 

the requirement of analytics for predictive maintenance in the future, which points towards their 

contradictory response over data importance in quality category. Also, the responders marked 

workforce data as important, while only one machine manufacturer provides the data in this 

category. Interestingly, the same machine manufacturer too rated the importance of workforce 

data lower than quality. There seems to be a trend to mark down the importance of data already 

available or being provided, which in this case would be machine, energy, and environment data.  

The maximum disagreement in the answers of the respondents was related to the future 

direction of IoT i.e. invoking actions directly via machines, tracking and tracing intermediate 

products in the process, use of smart bands, smart glasses. Two future directions observed were 

remote maintenance using centrally located servers and use of augmented reality to train the 

workforce in the future. Finally, on the return on investment on IoT solutions, all responders 

agreed that it is hard to calculate the same. Three responders had the common conclusion that for 

the USA’s staple market that lack of human resource available and slowly dying technical know-

how will make mills to invest in IoT due to the power of Big Data and analytics to help in this 

area. Two responders stated that until a clear value proposition exists, with IoT providing data 

and just indicating breakdowns, it will have limited usefulness.  
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7.2. Recommendations   

 This study points towards a lot of research fields for academicians and industry to work 

upon. In addition to the current review of the current state of literature, market in this field, and 

challenges due cybersecurity, there is clear direction that “tactical” reasons, such as profitability 

of IoT, physical resources needed for IoT, and companies or worker’s attitude towards IoT, 

should be studied with respect to implementation of the Textile Internet of Things. The future 

survey should move towards usage of Industry 4.0 as a main term including questions related to 

its nine pillars: autonomous robots, simulation, horizontal and vertical integration, IoT, 

cybersecurity, cloud, additive manufacturing, augmented reality, big data, and analytics which 

were not included in the current survey in direct form. A future survey suggested in Appendix J 

could be carried out with a bigger set of spinning mills in the USA (under NAICS 313111 

category) as derived from Figure 3.4 and machine manufacturers globally to improve the 

understanding of current state of IoT and its future direction. Due to inherent format of this 

survey, it can be used in online, written, or oral format.  It is recommended that a quantitative 

survey referenced from CMTC (in Appendix I) be used in complement to the above-suggested 

survey to study individual mills in order to go beyond subjective analysis to overcome inherent 

limitations. It is recommended to analyze future ITMA using 5-layer architecture used in the 

current study (Table 5.1). Although Table 5.1 should be updated with last two layers including 

infrastructure and communication protocols for future use case.   

The smart product concept which works in the apparel, weaving or knitting industry 

seemed onerous in the past for spinning industry. But with qualitative data collected in this 

study, it is recommended that feasibility of Augmented Reality, Machine Learning, and Artificial 

Intelligence be conducted, which ultimately would lead to predicative quality and maintenance 

services and workforce development. Also, since the product is still in fiber form or in transition 
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phase of sliver/roving, studies based on assigning product memory to collective instruments such 

as cans or bobbins can be conducted and their feasibility in large scale production level 

evaluated. 5C-Architecture can be used and studied to make building blocks for the Textile 

Internet of Things such as carding machine as CPS which would enable horizontal and vertical 

peer to peer communication between machines (M2M). This warrants the need of collaboration 

between IT companies and spinning industry to test protocols such as CoAP, AMQP, XMPP, 

MQTT-SN, DDS, etc. In addition, infrastructure protocols such as IEC 61512 BatchML, IEC 

62264 B2MML, ISO 15926 XMplant, IEC 62424 CAEX, IEC 62714 AutomationML, OPC 

UA’s Data Model, and MTConnect, should be tested on field level. The working of the same can 

be demonstrated on PoC basis and then on scalable basis.        

Also, studies can be conducted to move from collecting data in textiles to inform 

managers and operators to collecting data and invoking automated actions. Moreover, these 

future scopes were discussed with respect to spinning industry. There is a tremendous amount of 

possibilities in other textile industries, like apparel supply chains where use of 

tracking/identification elements is not very difficult. 
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Appendix A Members of National Council of Textile Organization in staple spinning 

industry reviewed for interviews in Chapter 6 (04/02/2018) 

Total Members= 131 
Total Yarn Mills = 26 
NC based = 18 
 
Members Type Location 

Alice Manufacturing Company Opening to broad cloth weaving  SC 

Buhler Quality Yarns Corp. Fine-count yarns (staple cotton, 
organic cotton, supima cotton, etc.) 

GA 

Cap Yarns LLC Cotton heather, mélange, novelty and 
custom-blended yarns. Ring spun 
equipment is utilized to produce a 
very eclectic line of spun yarns with 
unsurpassed quality. 

SC 

CS Carolina Synthetic nylon and polyester 
filament yarn, 

NC 

FilSpec USA Technical yarns NC 

Frontier Spinning Mills, Inc. Staple yarns NC 

Gildan Activewear Inc. Staple yarns NC 

Greenwood Mills, Inc. From spinning to weaving (supply to 
military)  

SC 

Hamrick Mills, Inc. Spinning to final products SC 

Kentwool Worsted yarns  SC 

McMichael Mills, Inc. Elastic yarns  NC 

Meridian Specialty Yarn Group Specialty yarns  NC 

National Spinning Co., Inc. Staple NC 

Nilit America Inc. Nylon 66 yarns (Israel Based) NC 

O’Mara Inc. Synthetic yarns  NC 

Parkdale Mills, Inc. Staple NC 

Patrick Yarn Mills, Inc. High performance industrial yarns NC 

Pharr Yarns, Inc. Carpet Yarns NC 

PHP Fibers, Inc. Industrial synthetic yarns AL 

Premiere Fibers, Inc. Synthetic yarns  NC 

RSM Company Synthetic yarns  NC 
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Sapona Manufacturing Co. Synthetic yarns  NC 

Shuford Yarns LLC Their current product 
offerings include cotton, generic and 
specialty polyesters, acrylic, rayon, 
lyocell, tencel, recycled polyester and 
a variety of blends 

NC 

Spinrite Services Inc. Craft yarn NC 

Unifi, Inc. Synthetic yarns  NC 

Zagis USA, LLC Natural yarn, synthetic yarn, knitting 
(Mexican Company) 

LA 

 

Machine Manufacturers:  
 

American Suessen Corporation 

American Trutzschler 

Cotton Incorporated 

Marzoli International, Inc. 

Murata Machinery USA, Inc. 

Rieter Corporation 

Saurer Inc. 

Uster Technologies, Inc. 
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Appendix B Members of Southern Textile Association in staple spinning industry reviewed 

for interviews in Chapter 6 (04/02/2018) 

Total Members= 269 
Total Yarn Mills=24 
 

Company         Web Address 

Alessandra Yarns  www.alessandrayarns.com 

Alice Manufacturing Co  www.alicemillsinc.com 

Buhler Quality Yarns Corp.  www.buhleryarns.com 

Carolina Mills  www.carolinamills.com 

Dillon Yarn Corporation  www.dillonyarn.com 

Fiber & Yarn Products  www.fiberandyarn.com 

Frontier Spinning Mills, Inc.  www.frontierspinning.com 

Gildan Yarns www.gildan.com 

Greenwood Mills  www.greenwoodmills.com 

Hamrick Mills  www.hamrickmills.com 

Hill Spinning Mill  www.hillspinning.com 

Inman Mills  www.inmanmills.com 

Matrix Yarns Inc.  www.matrixyarns.com 

McMichael Mills  www.mcmichaelmills.com 

Meridian Specialty Yarn Group  www.msyg.com 

National Spinning Co., Inc. www.natspin.com 

O’Mara Inc  www.omarainc.com 

Parkdale Mills, Inc.  www.parkdalemills.com 

Pharr Yarns, LLC  www.pharryarns.com 

RSM Company  www.rsmcompany.com 

Shuford Yarns LLC  www.shufordyarns.com 

Tuscarora Yarns, Inc.  www.tuscarorayarns.com 

Unifi, Inc.  www.unifi-inc.com 

Zagis USA  www.zagis.com 
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Appendix C Members of NC State Department of Commerce in staple spinning industry 

reviewed for interviews in Chapter 6 (04/02/2018) 

Company Name State Annual Revenue 
(Sorted) 

Unifi Inc NC 934441000 
Parkdale Mills SC 554261000 
Frontier Spinning Mills Inc NC 152211000 
National Spinning Co Inc NC 116474000 
Sans Technical Fibers LLC NC 79150000 
Dillon Yarn Corp SC 59613000 
US Cotton LLC (owned by Parkdale Mills 
Inc) 

NC 56066000 

Williamston Yarns (owned by Parkdale, 
closed in 2017) 

NC 39460000 

Richmond Yarns Inc NC 30574000 
Kentwool Co SC 19983000 
Chesterfield Yarn Mills Inc SC 18770000 
Quantum Textiles LLC GA 17789000 
Fiber & Yarn Products Inc NC 11480000 
Supreme Corp NC 10437000 
Patrick Yarn Mills Inc NC 10268000 
Regitex USA LLC VA 8366000 
Dynayarn USA Admin & Daytime NC 8058000 
Ames Textile Corp VA 6384000 
Clover Yarns Inc VA 5452000 
Wyndmoor Industries Inc NC 3796000 
Michael S Becker Inc NC 3694000 
Spray Cotton Mills NC 2436000 
Flotex SC 2367000 
Ken Smith Yarn Co NC 2351000 
Dawn Processing Co Inc NC 1508000 
Jolly Textile Sales GA 593000 
Pharr Carpet Div. NC  N/A 
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Appendix D Data of yarn establishments and firms from 1998 to 2015 taken from Statistics 

of U.S. Business 

3131- Yarn, Fiber & Thread 
Mills 

313111-Yarn Spinning Mills 313112-Yarn texturizing, throwing, 
and twisting mills 

Year No. 
of 

firm
  

No. of 
establishment

  

No. 
of 

firm  

No. of 
establishment  

No. 
of 

firm  

No. of 
establishment  

No. 
of 

firm  

No. of 
establishm

ent  

1998 359 603 225 412 99 139 46 52 

1999 373 613 228 412 96 134 59 67 

2000 374 607 224 405 97 128 65 74 

2001 387 605 230 395 101 134 68 76 

2002 383 569 210 342 95 131 91 96 

2003 385 569 212 337 101 139 87 93 

2004 362 542 207 323 99 139 74 80 

2005 347 505 200 301 92 130 70 74 

2006 322 468 177 271 94 128 64 69 

2007 302 424 165 242 81 111 68 71 

2008 293 408 161 234 83 111 60 63 

2009 265 362 153 216 71 91 52 55 

2010 253 330 143 193 68 84 50 53 

2011 260 337 150 199 68 83 52 55 

2012 252 324 N/A 188 N/A N/A N/A N/A 

2013 249 317 N/A N/A N/A N/A N/A N/A 

2014 261 325 N/A N/A N/A N/A N/A N/A 

2015 263 324 N/A N/A N/A N/A N/A N/A 
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Appendix E Projection data of thread mills under NACIS 313112 and yarn texturizing, 

throwing, and twisting mills under NACIS 313113 from 1998 to 2012 
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Appendix F Survey questions reviewed from the study, “Data Requirements for Staple 
Spinning Frames” for Chapter 6 (Oxenham, W. et al., 1999) 

 
1.Rate the importance of these four aspects for both current situation and for the future (on the 
scale of 1-10):  

a. Central Monitoring (one-way communication)  
b. Process Control (Bi-Directional ability to invoke action using communication) 
c. Communication standard  
d. Remote access & support  

 
2. Select if the mill has following across Jet, Rotor & Ring spinning:  
 

a. Frames Linked to Mill Management System  
b. Frames Linked to Central Monitoring  
c. Frames with Individual Microprocessor  
d. Frames with No Microprocessor  

 
3. Total Number of Employees  

a. Less than 500 
b. 500-999 
c. More than 1000   

 
4. Rate the importance in current & future usage of the following Data Elements (on the scale of 
1-10):  

a. Machine Monitoring Data  
b. Operator Related Data  
c. Material Handling Data  
d. Machine set-up Information  
e. Production Data   

 
5.What is the use of data in each category mentioned in question 4? 

  
6. At what stage is the data utilized?  

a. Directly from sensor  
b. After processing  
c. Both  

 
7. Which devices are used in the Spinning Mill System?  

a. Work-Station  
b. Proprietary Microprocessor  
c. PLC 
d. Mini-Computer  
e. Data Collection Terminal  
f. PC  

 
8. Who does the software development for the mill?  

a. In-House  
b. Consultant System Integrator  
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c. Textile Machinery Manufacturer  
 
9. Rate the data of highest importance out of 134 elements (Production Efficiency, Down time, 
Running efficiency, etc.) in ISO/WD 10-782 on the scale of 1-10?  
 
 
10. What is the primary use of data by the mill?  

a. Certify/check product quality  
b. Report generation  
c. Check machine quality  
d. Monitoring/observing trends  
e. Investigate possible improvement  
f. Scheduling  
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Appendix G General approach (not used in this study) explored to interview initial 

companies to be contacted for the research work  

 

 

 
 
 
 
 
 
             
             
             
       
  

Have you heard about “Internet of Things (IoT)”? 

Yes No Define “Internet of Things (IoT)” 

How do you see the application of 
IoT in textile industry in general? 

How do you see the application 
of IoT in your plant? 

Have you heard about 
“Industry 4.0”? 

No Yes 

 
Explain intersecting subsets of IoT 

& I 4.0. With IoT being one of 
pillars of I 4.0 OR I 4.0 being one of 

the results of IoT.   
What are some perceived benefits 
of IoT? (In general, and for textile 
industry)   

Do you know any machine 
manufacturer or vendor providing 
IoT solutions? 

Additional Question Set 
to gain knowledge about 
Perception, Network & 
Middleware Layer of the 
company 

Do they use PLCs, or SCADA, or 
ERP, or Mill Management System 
or IoT based Solution like T-Data, 
SpiderWeb Mill, Winder 4.0 etc.?   

In-House System Third Party Based Machine Manufacturer System  

Traditional 
Information 
Systems IoT based Smart Systems 
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Yes No 

What kind of reports do you 
generate from this software?  

Which area does this data help 
you in?  

What improvements did you 
noticed after IoT solution 
installment? 

Do you intend to buy in future? 

Do you feel the need to have this 
technology? 

Do you feel cost will warrant 
benefits? 

Do you have the data before 
and after implementation of 
these solutions? 

What do you think are some 
disadvantages of IoT? 

Would you be willing to share 
the results or data for our 
research purposes? 

NO YES 

Under what clauses? 

IoT based Smart Systems 
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Appendix H 36 Companies/organizations contacted for the interviews to reach research 

objective 3 in Chapter 6 

Companies/Organizations 
American & Efird 

Buhler Quality Yarn Group 
Cap Yarns 
Cotton Inc 

Datatex 
Dillon Yarn Group 

Economic Development 
Partnership of NC 

Frontier Spinning Mills 
Gildan  

Glen Raven 
Henderson Machinery Inc. 

Hergeth 
Keer America 

Leigh Fibers/DNB Consulting 
Marzoli 

Meridian Specialty Yarn Group 
Muratec 

National Spinning/HRMNY 
NC State IES  

NCTO 
NSC USA Inc 

Parkdale 
Pharr Yarn 
PHP Fibers 

Reiter 
Saurer 
Saurer 
Savio 

Schlafhorst 
Service Thread 
Shuford Yarn 
Trutzschler 
Tuscarora 

Unifi 
Uster Technologies 

Zinser 
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Appendix I Smart Manufacturing Assessment & Readiness Questionnaire by California’s 

Manufacturing Technology Consulting (CMTC), 2019. 

The Smart Manufacturing Assessment & Readiness Questionnaire  
contains 24 questions which should take approximately 

10 to 15 minutes to answer. 
   

PLEASE NOTE:  This Questionnaire is currently only open to U.S. Manufacturers.  
If you do not manufacture your products in the United States, STOP HERE! 

  
*   *   *   *   

  
Purpose of this Assessment: 
 
The purpose of this assessment is designed to produce a snapshot of your company’s Smart 
Manufacturing (SM) status. With the introduction of new technologies and the use of 
restructured business processes, SM will be the backbone to improve effectiveness and 
efficiency and spur business growth. Based on your assessment results, a roadmap for 
implementing SM in your company along four dimensions:  Business Processes, Enabling 
Technologies (Sensors, Analytics, Cyber, Wireless Communication), Workforce Development 
(Training, Certifications, Skill Enhancements) and SM Platform (Business Intelligence, Cyber 
Intelligence, Machine Learning) will be proposed. 
 
Structure of the questions: 
 
Questions are on a scale of 1-6.  You must make a selection on the scale for each question 
asked.  A comment box is provided to write notes to supplement your answers. The questions are 
grouped into four sections as indicated below: 
 
Business Practices – This section highlights how much and how well your company focuses on 
policies, processes, methods and rules in meeting company objectives. In addition, this section 
also demonstrates how much your company’s operation is dependent upon people.  
 
Q1: Are your operational procedures people dependent? 
1- Operations are people dependent and not repeatable. 
6- Operations are automated and repeatable. 
 
Q2: Are your business policies/processes well documented? 
1 – Business processes are not documented. 
6 – Business processes are documented & optimized. 
 
Q3: Are project/design/manufacturing plans documented? 
1- Plans are rarely written down and formulated. 
6 – Plans are well documented and implemented.  
 
Q4: Is continuous improvement key to your success? 
1- Continuous improvement programs are not implemented 
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6- Continuous improvement is the DNA of the company 
 
Q5: Is data treated as an asset? 
1- Data collection is manual and ad hoc. 
6- Data collection and analytics are key business drivers. 
 
Enabling Technologies – This section shows how much your company has invested in 
technologies to support the business operations and manage the infrastructure. 
 
Q6: How is process performance measured? 
1- Performance is not monitored by sensors and is reactive. 
6- Sensors are used for proactive and predictive performance monitoring. 
 
Q7: Do you implement quality control/assurance programs? 
1- Quality control is manual and person dependent. 
6- Quality control & analytics drives effectiveness & efficiency. 
 
Q8: Does the manufacturing floor have machines that are smart (i.e., smart meters)? 
1- Machines are stand-alone and need hand holding. 
6- Machines have wireless sensors and can be monitored from anywhere. 
 
Q9: How important is energy usage in managing operating expense costs? 
1- Managing energy usage is manual and not critical. 
6- Energy usage is continuously monitored and optimized. 
 
Q10: Is technology a key enabler to the success of your business? 
1- Technology is not a part of business needs discussions. 
6- Technology is upgraded based upon business needs. 
 
Workforce Development – This section demonstrates how motivated your company is in 
ensuring that the workforce is trained and that their skills are current. 
 
Q11: Do you have employees that participate in professional development programs? 
1- Learning and skill enhancement is not mandatory. 
6- Hands-on learning is provided using technology tools. 
 
Q12: Do employees share knowledge among each other? 
1- Knowledge sharing and lessons learned are shared on an ad hoc basis. 
6- Knowledge sharing is considered a critical asset in the business. 
 
Q13: Is knowledge of data and analytics important to business success? 
1- Stacking, packing, picking and racking are key knowledge areas. 
6- Deep understanding of digital diagnostics and analysis is fundamental. 
 
Q14: Do you have the resources to support self-improvement? 
1- Continuous self-improvement is not encouraged. 
6- New learning approaches are used to ensure that the expertise level is always high. 
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Q15: Do you currently work with local educational institutions? 
1- There is no partnership with local educational institutions 
6- Partnerships are built with local educational institutions. 
 
SM Platform – This section captures how well your company’s operations integrates IT with 
operations technology. 
 
Q16: Do you have IT functions in your business? 
1- IT functions are outsourced. 
6- IT is considered an asset to the company. 
 
Q17: How is information and data captured? 
1- Data and information capture is local and person dependent. 
6- Data and information capture is critical to business and is automated. 
 
Q18: How do you protect your assets? 
1- Security is just focused on the physical aspect. 
6- Robust Cyber-Physical approaches are used. 
 
Q19: Are your production capabilities flexible? 
1- Production capabilities are rigid. 
6- Software controls production capabilities.  
 
Q20: Do people in your business trust technologies? 
1- Technology is not trusted by people. 
6- Trusted technology partners are regularly employed to partner with the business.  
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Appendix J Future Survey to Assess Smart Manufacturing and Readiness of Spinning 

Mills and Machine Manufacturers globally. 

The following survey is divided into two sections: the current state of the spinning mill and 
machine manufacturers and future direction of the organization being surveyed:     
Even though the data is based on our qualitative review, each question has been formed such that 
the quantitative data can derived from it.  
 
Section I: Current State 
 
Q1. Which of the following terminologies does the company use or relates to in its philosophy 
for digital solutions:  

1. Industry 4.0. 
2. Internet of Things 
3. Smart Manufacturing  
4. Digital Production  

What according to the company is difference between these terminologies? Please define the 
terminologies you selected.  
 
Q2. What do you think are main challenges in implementation of IoT/Industry 4.0 in spinning 
Mills? 

1. Technical labor/Domain specific knowledgeable labor 
2. Cybersecurity & Privacy 
3. Lack of government initiative 
4. Availability of single IoT solution to connect across various machines and 
communication protocols. 
5. Unknown cost benefits. 
6. Difficulty in organizational changes. 
7. System too old to adapt. 
8. Not enough investment available. 
9. Lack of standards & protocols. 
10. Cheap labor available in other countries for same end value.  
11. Others. 

Please explain your choices with brief response.  
 
Q3. Which yarn manufacturing sub-sector did you implement IoT/Industry 4.0 in:  

1. Blowroom,  
2. Carding,  
3. Drawing,  
4. Combing,  
5. Roving,  
6. Spinning, and  
7. Winding.  

For future case, rank them from 1 to 7. With 1 being most easy to implement and 7 being the 
hardest to implement and explain why? 
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Q4. Does your company plan use or plan to use any of the applications or network protocols such 
as DDS, CoAP, AMQP, MQTT, XMPP, HTTP REST, 6LoWPAN, RPL, or others?  
 
Q5. Does your company use or plan to use any of the infrastructure protocols such as 
6LoWPAN, RPL, IEEE 802.15.4 (Zigbee), IPv4/IPv6, LTE-A, EPCglobal (RFID), BLE, Z-wave 
or others? 
 
Q6. Does your company use or plan to use any of the industrial data exchange formats such as 
IEC 61512 BatchML, IEC 62264 B2MML, ISO 15926 XMplant, IEC 62424 CAEX, IEC 62714 
AutomationML, OPC UA’s Data Model, MTConnect, or others?  
 
Q7. Does your company use or plan to use any of the cybersecurity standards such as VDI/VDE 
2182, ISO/IEC 62443, ISO/IEC 270xx, etc.?    
 
Q8. Does your company use onsite servers or cloud-based servers?  
 
Q9. Does your company use sensors to collect data? If answered yes, what kind of sensors are 
used in different machines and towards what end application?   

1. Yes 
2. No  

 
Q10. Does your company do preventive or predictive maintenance?  
 

Section II: Future Directions 
 
Q11. Which of following 9 pillars of Industry 4.0 does company intend to implement, if any:  

1. Autonomous robots,  
2. Simulation 
3. Horizontal and vertical integration,  
4. IoT,  
5. Cybersecurity,  
6. Cloud,  
7. Additive manufacturing,  
8. Augmented reality,  
9. Big data and Analytics. 

 
Explain the end-application they will be used in? Explain whether they are in planning, testing, 
or implementation phase? If you are a machine manufacturer till what time can we see them as 
market products? If you are a spinning mill, what industry partners are you collaborating with 
and what’s the intended timeline to implement the same on your shop floors?    
 
Q12. Rate (1-5) the importance of data that Industry 4.0 systems should be targeting in spinning 
mills:  
 

1. Production Data,  
2. Machine Data,  
3. Quality Data,  
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4. Environment Data,  
5. Energy Consumption Data, and 
6. Workforce related Data.  

 
Where rating system means the following: 1: Least important, 2: Less Important, 3: Neutral, 4: 
Important, 5: Very important.  
And Explain Why? 
 
Q13. Do you think it is feasible to invoke action directly by machine rather than transferring 
information to line manager on scalable basis? And briefly explain your answer.  
 

1. Yes 
2. No 

 
Q14. Concepts of Industry 4.0 tends to revolve around tracking and tracing products through 
their process cycle. In spinning industry, the mass and length scale vary from carding, drawing, 
roving to spinning. According to your company is it feasible to tracking fiber, sliver, roving or 
yarn? And do you see a value proposition in the same? If answered yes, do you intend to 
implement or launch such systems?  
 

1. Yes  
2. No 

 
Q15. Do you see the future of M2M communications and machines as Cyber Physical System in 
the spinning industry? Explain your choice with examples. How long do you think before they 
are available at scalable industrial versions?     
 

1. Yes 
2. No 

 
Q16. Do you see future of Machine Learning and Artificial Intelligence in the spinning industry? 
Explain your choice with examples.  
 

1. Yes 
2. No 


