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Abstract
Bunch, Wendell. A review of microgrids ability to enhance readiness for military and first
responders (Under the direction of Dr. Elizabeth Nichols)
Microgrids are a relatively new and promising technology that will benefit the DoD community
and first responders by providing reliable energy in times of disaster. Currently, minimal research
exists highlighting best practices for this technology at both the micro and macro level for these
specific industries. The majority of information on constructed microgrids in either of these
organizations focus heavily on diesel generator based systems and research on additional
microgrid formats exists only in simulations or are theoretical in nature. The most limiting factors
for this research is the inadequate information on military microgrid specifications, military
infrastructure, emergency equipment specification, and cost of the system. The purpose of this
review is to compare microgrid implementation for disaster response forces and the military to
conventional power and identify best practices to gain additional capabilities for these vulnerable
populations. Many new technologies and simulated modeling are able to forecast the impact of
these microgrids and their influence on future disaster response efforts. Design factors such as
focusing on system resiliency will minimize down time during these events and mitigate any
second and third order events from increasing the disaster intensity.
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Introduction
The United States electric grid is the largest manmade system in America. It is a very complex
but fragile system, this is due to the system spanning such large distances and power generation is
created at centralized locations making it vulnerable to natural disasters, physical attacks, and
emerging cyber-attacks.

Current Power Grid
Currently, the United States has more than 9,200 electric generating units generating energy and
distributing over 600,000 miles worth of transmission lines.

These transmission lines are

complicated to maintain due to their vastness in a multitude of terrains throughout varying climates
with an assortment of extreme weather threats. The current structure is large making it susceptible
to failure and impacting large areas of the population despite the event occurring many miles away.
The United States power grid is divided into three major interconnects: the Eastern interconnect
(serves those east of the Rocky Mountains), The Western Interconnect (serves consumers West of
the Rocky Mountains) and Texas. These big interconnects have many smaller power companies.

Figure 1 - (Elect_power_regions.Jpg ), n.d.)
The current electric grid has managed to meet the demands of a growing population but is long
overdue for an upgrade before a catastrophic event renders it incapacitated. The long transmission

lines, aging electric infrastructure, increasing storm severity, and use of non-renewable fuels are
all cause for concern to upgrade the current electric system. This is due in part to the inefficiency
when transmitting energy over long distances with large amounts of energy wasted in the process.
One of the solutions to ensure that emergency responders and military personnel can maintain a
state of readiness is to utilize microgrids to achieve a higher rate of success. The current problem
with the grid is that when one part of the grid goes down it has the potential to impact a large
geographic area. One way to mitigate this looming crisis is by transitioning away from centralized
power generation to a decentralized power generation, i.e. Microgrids.
Microgrid Overview:
The definition of a microgrid according to National Renewable Energy Laboratory (NREL) “is a
group of interconnected loads and distributed energy resources that acts as a single controllable
entity with respect to the grid. It can connect and disconnect from the grid to operate in gridconnected or island mode”(Microgrids, n.d.). The ability to disconnect from the grid and maintain
power is critical to enable the military and emergency responders in performing their jobs as the
main grid is not always readily available or reliable.

Figure 2 -Military Microgrid Overview (MIT)

Microgrids are found at both the macro (military installation or hospital) and micro scale
(deployment or field hospital). The above definition from the DOE is more applicable to
traditional electric utility companies, however, the same principles apply at the micro scale as well.
In the figures below you can see the differences between how power generation is currently
performed and the difference of utilizing microgrids.
In Figure 3 it shows how currently portable generators are utilized by organizations in order to
provide electricity to different nodes. There are generally two different methods, spot generation
and consolidated generation. Spot generation is where each node (a tent in this instance) has a
dedicated generator. Consolidated generation shows how one generator may link to provide power
to multiple tents in a row. A source of inefficiencies comes from generators not being under a
substantial electric load. These generation methods are analogous to the U.S electric grid, if a
generator becomes inoperable then you lose electricity to an individual tent or row of tents as
would a utility company that has a plant become inoperable.

Figure 3-Spot and Consolidated Generation (EGSA)
Figure 4 shows two ways that generators can be connected to form a microgrid. The central
microgrid has all generators connected in order to adapt the load of the generators to the power
demand. This allows for more efficiency as well as redundancy to ensure power needs are met
despite any interruptions. Distributed microgrids exists where the generators are not co-located
and they often have multiple forms of energy input i.e batteries and diesel which allows for a more
resilient network in the event of damage.

Figure 4 Tactical Microgrid Variations 1d(170918TMSCUpdatetoEGSA.Pdf, n.d.)
Microgrids can include both non-renewable and renewable energy sources. The inclusion of diesel
generators, batteries, solar, etc. can be integrated to form a resilient hybrid microgrid.
For the first time the U.S. Army has published an Army Climate Strategy (ACS) which outlines
its plan for the organization to combat climate change. Line of Effort #1.1 within ACS is creating
microgrids to “enhance resilience and sustainability” (2022_army_climate_strategy.Pdf, n.d.).
The urgency to implement microgrids is due to the vulnerability of the electric grid to natural
disasters, electro-magnetic pulse, cyber-attacks, geomagnetic storms, and physical attacks (Weiss
& Weiss, 2019). For the military and disaster response community having power during times of
need is essential to allowing them perform their functions. The purpose of this review is
exploratory in nature to compare microgrid implementations to conventional power generation
systems in order to identify capabilities gained or lost by using a microgrid with respect to military
readiness or disaster responders at both macro (military installations) and micro scale
(field/deployed environment)

Methods
In order to summarize available knowledge of a microgrid’s composition, its disposition, to
identify data gaps, to identify implementation issues, and understand its capabilities, the following
data was gathered and summarized. A search of literature was completed via the North Carolina
State Library system which searched the following databases: ScienceDirect, Web of Science, and
Pub Med. The focus was on the terms ‘military microgrid’ and ‘disaster microgrid’. A total of 42
articles were selected to review. The results were categorized into a table based on Author, Date,
Title, Sector, Type of Research Performed, Technical Factors Analyzed, and Quick Summary of
Results. After results were composed and input into the table, irrelevant articles were removed.
The results were evaluated and the articles summarized and deductions made about capabilities
gained.

Results
This section highlights some observations made with respect to challenges and capabilities that
affect the military. The literature review showcases a broad range of microgrids and various ways
in which they are beneficial. The research articles selected focus on both the military and disaster
response community in order to show capabilities gained by implementing the systems.
1. Increased Fuel Efficiency
The common theme among multiple articles was that microgrids save fuel when implemented
correctly. Smaller military outposts and Disaster Response sites saw efficiency spike between
50%-136% when utilizing a Microgrid. This is due to the unique nature of the microgrid to sense
and adapt power generation to the load needed. At Cooperative Security Location (CSL) Gnarou
located in Africa implemented a microgrid consisting of 2x diesel generators versus the nine that
had been supplying power to the site. The 2x Advanced Medium Mobile Power Source (AMMPS)
generators operated in tandem and could automatically adapt to the power requirements. This
resulted in approximately $315,000 saved per year and a 50% reduction in fuel consumption. The
intangible benefit is that it saved about 32 truckloads (2,500 gallons/truck) of fuel from having to
be transported to the site which reduced risk to soldiers required to transport the fuel (Shay &
Barry, 2018).

Figure 5 (Callaway et al. 2014) Fuel efficiency based on modifications made to the M1G.
The Carolina’s MED-1 Green (M1G) is a public healthcare and private energy sector joint venture
to create a microgrid capable of better serving disaster victims in austere environments. This
project was a multi-year project consisting of an energy audit, efficiency upgrades, photovoltaic
panels, and battery storage. Figure 5 above shows the fuel efficiency based on modifications
made to the M1G. Figure 6 below shows the deployable days extended for every day of operation
using traditional energy systems. The most notable of these statistics was the use of the battery
systems to extend operational days.

Figure 6 (Callaway et al. 2014)
This is significant because as seen in the CSL Gnarou study, generators often do not operate
efficiently when the electric load is under the generators minimum load ratio (MLR). For the M1G
the MLR was 30% so the electric load needed to be consuming 30KW of energy to be wasteful.
The M1G generators operated at 20-24KW leaving 6-10kW lost due to inefficiency. One way
they mitigated the loss of energy was utilizing batteries in order to capture and store the unused
energy. This system allowed both PV and excess generated power to be captured and used to
extend the operational time. Figure 6 shows how a large battery without any PV input was able
to extend the operational time by around 75%, using energy conservation measures coupled with
PV this extends the operational time to 1.3 days for every one day of operation ((Callaway et al.,
2014)
2. Resilient Microgrids Increase Security at Critical Sites
Resiliency was common among many researchers. This is due to a microgrid being vulnerable to
its energy source. The most common source of energy utilized to form microgrids is diesel
generators. Annuat et al. 2022 modeled how an adversary government could target the supply
chain to cripple a military microgrid. The example had a military installation microgrid utilized

to provide power due to a nearby wildfire. The adversary knowing that the microgrid is powered
by diesel systems then targets the supply chain and disrupts the diesel supply via a cyber attack
which ultimately leaves the installation without power for about 110 hours or about 4.5 days. The
researchers advocate for hardening supply lines and moving towards renewable energy in order to
allow the microgrid to operate despite constrained supply lines. The researchers advocated an
“energy resilience impact” be considered by policy makers when implementing microgrids. This
resilience takes into account the potential for supply chain interruptions and showing the impacts
it could have on the electrical supply. This factor may not be as important at training bases but
not factoring this in at installations with contingency response forces (i.e. missile defense, quick
reaction forces, etc) could have detrimental consequences (Anuat et al. 2022).
Resilience was also investigated in terms of mission impact. This approach is different from how
microgrids are currently being implemented at installations. Currently, microgrids are installed in
order to improve efficiency and meet the DoDs goals of being carbon neutral. The modelling of
what factors would impact a specific base and potential cascading effects are necessary to
highlighting vulnerabilities when designing and implementing a microgrid (Peterson et al., 2021).

Figure 7 Microgrid Placement to Increase Resiliency (Aros-Vera et al., 2021)
In Figure 7 the optimal location of microgrids in relation to municipalities shows how Puerto Rico
could be powered by microgrids based on current grid layout. During Hurricane Maria, Puerto

Rico’s electric grid failed after 30% of the electric grid was damaged or destroyed. Had Puerto
Rico utilized microgrids in the above configuration the electric grid would not have experienced a
complete blackout until 80% of the sites were damaged. This is a 50% larger margin to withstand
storms which has significant impacts especially given that this is an island nation.

These

microgrids also help make the grid more resilient and can bounce back quickly since the power
generation sites are dispersed so different areas will not be as impacted as others (Aros-Vera et al.,
2021)
Both the energy resilience impact along with the mission impact should be modeled and considered
by policymakers when implementing microgrids. The mission impact should help with the
prioritization of which installation receives a microgrid and the energy resilience impact factor
should be analyzed during system design to ensure that the system will meet the needed loads at a
location. Microgrids and resilience go hand in hand, however, an improperly sized microgrid or
lack of hardened supply lines will only extend the inevitable failure of a system.
3. Automated Microgrid / Smart Grid
With a microgrid comes the need of a computer aided system to automatically adjust to both the
load and other power generation sources on the local grid. This is crucial in order to maintain
equipment and not require an operator having to manually adjust the system. Currently, most
generators are used independently in a spot generation configuration not at the recommended
minimum load needed. Trying to convert traditional generators to automated microgrid generators
was not feasible by the U.S. Army Power Division. To modify current generators to being
microgrid capable took electricians several hours to configure and were only capable of utilization
within a narrow electric range. The Army C5ISR Center proposes that using machine learning
may be a way in which to convert existing systems to being microgrid capable generators allowing
for retrofitting and removing the skilled labor requirement before implementation (Podlesak et al.,
2019).
One area that the military is lacking is the integration of additional renewable technology into
microgrids. The newest military AMMPS generators are designed to have a dedicated controller
to sense load and adjust the generators and can accept certain forms of renewable energy. This is
a change from the CSL Gnarou case study on the first generation AMMPS generators which was
only capable of PV inputs but not batteries. This ability to accept a wide variety of energy inputs

will allow the systems to be better employed for military personnel or disaster responders in austere
environments.
One of the benefits of integrating batteries into a microgrid is that it helps lengthen fuel supplies
and make more efficient use of diesel generated power. A battery system allows the generator to
operate under the minimum required load to prevent wet stacking. Wet stacking is simply partial
combustion of fuel which increases emissions, lowers efficiency, and increases maintenance
intervals of the system.

Figure 8 -Generator Wet Stacking and Load (Barry and Santoso, 2021)
Figure 8 above shows the main issue that both affect military and disaster response generator
systems, wet stacking. The generators for both organizations are oversized in order to ensure that
they are capable of meeting the power demands, however, this causes the system to run
inefficiently as well as shortens the lifetime of the system. The system shown in Figure 9
illustrates how Barry and Santoso use batteries to keep the generators under the proper load which
in turn allows the energy to be stored and the generator to idle at a fraction of the time it would
previously without the battery backup. Figure 9 demonstrates how batteries enable the generators
to run for a 10 minute period around every 30 mins reducing the run time by 75%. This approach

is not only more fuel efficient but also prevents wet stacking by thus increasing the efficiency of
the system and extending the system life(Barry & Santoso, 2021).

Figure 9 - Generator and Battery System Efficiency (Barry and Santoso, 2021)

4. Mobile Microgrids
The U.S. Military and its ability to move equipment and personnel rapidly helps to maintain an
edge over many adversaries. The mobile nature of the military and disaster workers means the
military should focus on microgrid systems that support this requirement. The U.S. Army has
recently developed a mobile microgrid concept. This system is based on vehicle mounted
generators to supply energy needed to sustain an army on the move.

Figure 10 Vehicle to Grid Concept (Masrur et al. 2017)
The Figure 10 above displays how this concept will work. Vehicles will have a larger generator
(alternator) connected to the engine to produce the necessary power to provide power for command
nodes, housing, dining facilities, etc. in a tactical environment. The vehicle connects to a battery
system and the control module to regulate the energy production. The energy produced is DC and
would be converted by the control module to AC by the inverter. This system has been retrofitted
to work on vehicles that the military already possesses ensuring that it could be scaled up to retrofit
many vehicles. What Masrur et al. noted in their findings was that the vehicle to grid system was
about 30% more efficient. Additional weight and space saving measures can reduce the battery
system and control module by 33%-50%.

Figure 11 (Masrur et al. 2017)
Figure 11 compares the tactical quiet generators (orange) to vehicle to vehicle (blue) and shows
how the V2V concept can produce more power with less fuel. The HMMWV variant ESS is
mounted in the truck bed of the vehicle while the MRAP variant utilizes a trailer (Masrur et al.
2017). The currently used military generators depicted in orange requiring relocation would
require one vehicle per trailer meaning that for six generators there would also need to be six
vehicles to move. When compared to the traditional generators the V2V concept would require
only four vehicles and two trailers. This new concept creates a much smaller footprint enabling
units to more easily conceal themselves. This V2V concept has other implications for a deploying
military such as reduced cargo space, reduced transportation costs, more maneuverability for
systems not requiring trailers, and completely silent operation when relying solely on the battery
system for short periods of time.
Building upon the Masrur et al. researchers Lai and Zhang, 2021 note that utilizing energy storage
systems (batteries) with traditional military generators contributes to a 16% cost reduction by
capturing unused energy for later use. Their research focuses on modeling the correct battery
sizing and configuration to reduce wasted energy. Their modeling suggests that V2G energy
production self regulates and thus ESS systems provide less benefits than when paired with
traditional generator systems (Lai & Zhang, 2021).

The vehicle to grid concept, while still in its infancy, will become more and more integrated into
the military in a tactical environment. This allows for a more mobile, flexible, and maneuverable
force ensuring that energy needs are met in austere environments.
Another concept that is being investigated by the military is the use of electric vehicles as potential
energy storage device for garrison environment. The research focuses on the integration of a
hybrid system coupled with electric vehicles to act as the ESS for form a microgrid. While
experiments have been conducted via modeling, the electric vehicles do have the potential to assist
in regulating a microgrid but require further testing before becoming a viable option(Ersal et al.,
2011).
5. Disaster Response Supply Chain Readiness
Prepositioning Disaster related materials happens at federal and local levels in preparation for a
disaster. These disruption events are captured in Figure 12 below. Many of these effects can be
mitigated taking steps such as: 1) Hardening Supply Lines, 2) Pre-positioning Equipment, 3)
Using Real Time Data in response or using a tool to help identify like the one listed below.

Figure 12 (Anuat et al., 2022)

Figure 13 Planning Aid to Identify Supply Chain Disruption for Military Microgrids (Anuat et
al., 2022)
Figure 13 shows an example planning aid which is useful to many installation managers who may
not have experience with supply chain management and its potential impact on microgrids.
Managers prioritizing the critical loads, mission impact, etc and calculating the resilience impact
can more objectively see how susceptible their microgrid is to supply chain issues (Anuat et al.,
2022).
Governments at all levels play a crucial role in mitigating disaster impacts to the local community.
The local communities in disaster prone areas can prevent a disaster from cascading and escalating
the intensity of the disaster. One simple way to prevent disaster is to plan on having backup power
and supplies needed to support the community for a 5-7 day outage. This includes food, fuel,
water, and medical supplies. Baca et al. notes that most local governments only have supplies on
hand for two days which risks putting lives at risk especially those who are medically vulnerable.
For most locations two days of supplies are sufficient for multiple disasters, however, some
disasters may cause a cascading effect which causes the area to contend with the disaster effects
longer. One example of a cascading effect would be Hurricane Katrina and then subsequent
flooding which caused the levies to fail (Baca et al., 2021).

One key tool that both the federal government (FEMA) and utility companies apply are large truck
mounted Mobile Emergency Generators. Current practice is to wait and see what damage occurs
post disaster and then supplement the damaged electric infrastructure with MEGs forming
microgrids. Lei et al. ran simulations (seen in Fig 14 & 15 below) to show that pre-staging MEGs
in forward areas cuts down the time to implement from days to around 20 minutes to have them
moved to a downed area. The optimal pre planning has expected loads and microgrids that can
form based on the MEGs implementation allowing utility workers to connect the individual
microgrids and restore power to a broader consumer base. The estimated load of the microgrids
initial implementation is expected to be around 65% allowing additional failed grid networks to
be connected and the MEGs share the increased load among multiple nodes (Lei et al., 2018).

Figure 14 Lei et al., 2018 – Pre-Disaster

Figure 15 Lei et al. Post Disaster Microgrid

Staging
The prepositioning of MEGs prior to a disaster can assist utility companies by preventing a
complete blackout of utilities or assisting in restarting the power grid.

Zhang et al, 2020 did

similar analysis which showed that by prepositioning MEGs along with using real time electric
grid data post disaster can further improve upon just prepositioning MEGs. When using real time
electric grid data processed through an algorithm resulted in a reduced computation time by 4865% further increasing the performance of MEGs to form optimal microgrids(G. Zhang et al.,
2020).

6. Cyber Security
As systems become interconnected to monitor and make more efficient systems. more
vulnerabilities present in the military. The internet of things (IOT) has created more efficient
monitoring of equipment at different stages, however, it has also allowed hackers to find many
different entry points to affect the grid. Figure 16 below illustrates only one of several cyberattacks tested on an scaled down microgrid performed by Sridhar et al. This research was
conducted on a small scale generation system (2x 72 kW generators) to test cyber-attack impacts
to the system. This specific attack focused on interrupted power supply to critical loads via
malicious code.

Figure 16 Power Interruption Cyber Attack (Sridhar et al., 2020)
The power supply was interrupted and the generators did not share the load as designed. This
caused generator 1 (G1) to absorb the entirety of the load for a prolonged period without alternating
or sharing the load with generator 2 (G2). This would have resulted in G1 becoming overloaded
and it would eventually malfunction or shut down due to overuse (Sridhar et al., 2020). This
example is just one of many forms of cyber-attacks that can be used to interrupt or destroy a
microgrid.
7. Preventative Maintenance and Training
Preventative maintenance is crucial to ensuring that the microgrid will perform as expected. A
number of factors go into reliability but routine maintenance is the easiest to plan for. The

researchers Baca et al. discovered that without routine maintenance and testing the generator
reliability factor is set at 60%. When monthly routine testing is performed under load the reliability
factor increases to 95%. This monthly testing is often automated where the system operates on a
schedule ensuring system health and increasing reliability. For scheduled maintenance such as
changing fluids, etc., this is performed based on system operating hours. For smaller generators
this is typically after 100 hours, backup generators after 300 hours, and large generators after
10,000 hours of operation. During Hurricane Irma the wastewater pumps in Key West, Florida
were only emergency generators rated for 100 hours of operation before requiring maintenance
and on the fourth day of continuous operation all four generators failed. This failure caused a
cascading effect adding the additional problems for the locals and responding emergency workers.
With proper knowledge and training this event could have been avoided all together. Additionally,
critical systems that have a high likelihood of causing a cascading effect when power supplies fail
should be assessed and if necessary upgraded to a higher performance system to mitigate additional
incidents from occurring (Baca et al., 2021).
8. Data Gathering, Planning and Refinement
Microgrids can be simple or complex in nature. Initially, the data gathering such as energy usage
and defining critical infrastructure are crucial to designing a properly sized system.

The

identification of loads is crucial in designing the system. Under sizing the system could cause
mission failure because it will not handle the load, comparatively, significantly oversizing the
system may cause poor performance and cause the system lifespan to shorten.
Since military bases are spread across the U.S. and other locations around the world there is not a
one size fits all approach. Take example Figure 17 which alludes to some of the complexity that
the DoD community faces when making decisions about microgrids. The approach cannot be a
one size fits all since each military base has a unique mission set, is impacted by different weather
conditions, and have different power utility companies to integrate with. Figure 17 shows how
California alone has 57 utility companies each with their own rules and regulations.

Figure 17 Utility Companies and DoD Facilities in California (Microgrid Study: Energy
Security for DoD Installations, n.d.)
Due to the different variables associated with each military base the implementation process will
likely require much more planning efforts at installation level in order to capture all the unique
requirements of each facility. The complexity can be easily seen in Figure 17 above where the
state of California has 57 utility companies which have different requirements for the different
military bases to negotiate with in order to get civilian sector support for microgrid development.
The government must do its part and alleviate a lot of the bureaucracy associated with government
contracts if it wishes to successfully implement microgrids in accordance with the DoD’s policy.
Some of these factors include: trying to implement a one size fits all approach, to cut costs at the
expense of flexibility, and to not tailor the microgrid to the site. Myers, 2014 concluded that the
following managerial actions from the DoD would assist in its implementation summarized in
Figure 18. The management aspect of microgrid implantation should not be overlooked since
microgrid implementation is more complex than many other DoD projects and requires

cooperation with contractors as well as multiple echelons of government in order to successfully
integrate a microgrid to the larger electric grid.
Managerial Factors to Increase US Microgrid Development
Align Interests of DoD and Contractors

Incentivize contractors to procure supplies
and share cost savings with contractors.

Fund Localized Design

Create and fund local designs in order to
allow regional suppliers to scale up additional
storage capacity and infrastructure to
integrate microgrid to electric grid.

Create Platforms

Microgrids represent opportunity to capture
best practices and innovate the next step in
the electric grid. Flexibility is key to ensuring
that the grid is able to incorporate any new
changes.

Integrate Broadly

Allow designers for specific components
analyze the system to see if they can improve
design and gain efficiencies.

Account Systematically

Finances should not be the only metric. Other
metrics such as security and resiliency are
hard to set prices on.

Figure 18 - Summary of Best Practices (Kent, 2014)
9.

Safety in a Post Disaster Environment

Operating in a post disaster realm is dangerous but adding normal occupational risks associated
with reconstruction efforts makes this endeavor more complicated. Disaster workers are typically
comprised of government officials, contractors, utility workers, and Non-Governmental
Organizations. These personnel all have varying experiences and work functions. The research
by Allen, 2019 showed how morning safety briefs decreased accidents, personnel would receive
detailed analysis on any injury which was analyzed with all parties each morning. This effort led
to a decrease in safety related instances by over 40% while building a microgrid in Puerto Rico

post Hurricane Maria. This is significant because losing a worker due to an injury is more
significant due to the available health care and ability to replace the worker in these conditions.
Correct messaging from the local authorities to civilians should also take priority when messaging
health and safety related data. There is a massive influx of Carbon Monoxide related poisonings
after many different extreme weather events due to the unfamiliarity of normal citizens on proper
use of generators. The vast majority of all injuries come from males under the age of 18 and from
non-English speaking communities. They attribute the males under the age of 18 from being
impacted because of their lack of caution and the non-English speaking households being affected
due a language barrier when understanding written warnings. During the North Carolina 2002 ice
storm 79% of the CO poisonings that were treated were from the Hispanic community which only
made up of 5% of the total population (Iqbal et al., 2012).
Post disaster communication was a focal point of many researchers advocating for microgrids to
maintain communication with the local community and for rescue workers to maintain
communications back to the central command node. Khan et al, 2020 conducted an experiment
where rescue workers were given small repeaters which were dropped on their path while
searching for any survivors. This allowed them to communicate back to the central node as well
as the node to track their movement throughout the damaged infrastructure. Other research
focused on creating information kiosks that were supported by a microgrid so during an emergency
event the response node could disseminate information and receive reports from civilians or
workers passing by (Khan et al., 2020).
Li et al., 2015 modeled that more efficiency could be gained from cellular towers by having most
of the sub-carriers systems powered down until certain demand thresholds where met, once the
demand was high enough then additional systems would boot up to handle the load. This approach
allowed the system to operate more efficiently and allow for more higher data rates to pass through
as opposed to the traditional method of leaving the system running as usual. This approach uses
less energy from the microgrid preserving energy for longer periods of time (Li et al., 2015)

Discussion
The findings from this research suggests that while there is a lot of research available on microgrids
the majority is based on simulation or theoretical models. At the Micro-Scale for military and
disaster response the research shows that generators by the military and disaster response personnel
are often used incorrectly. By utilizing generators under the proper load and ensuring routine
maintenance is conducted once a month this will ensure that the system is able to perform when
needed. Micro scale microgrids can have massive impacts and save money. Using the AMMPS
generator as they are designed can save fuel but also adjust power to match the demand. The CSL
Gnarou study shows how just a few generators were able to save over $315k in fuel costs alone
much less reducing the risk to soldiers and contractors having to transport the fuel to remote
locations (Shay & Barry, 2018). These results were similar to what was discussed in the MED1G mobile field hospital; however, the difference is that the use of renewable energy along with a
energy storage system was able to efficiently use the fuel and extend their operation time by
1.36days for every single day of normal use (Callaway et al., 2014).
The need to automate microgrids is crucial to its implementation. This is applicable at both the
micro and macro scale. Without a “smart grid” function the user error is much higher and may
become damaged in the process. Results from modeling and simulations may differ drastically
when implemented on a real system. Such differences were noted by the Army TARDEC
researchers when converting existing military generators to smart generators for use in a microgrid.
It was possible, however, when put into practice was deemed unfeasible since it had a limited
range and required skilled technicians multiple hours to convert and the system was not a smart
grid by normal definition since it created highly trained technicians to operate in a narrowly
defined operating range (Podlesak et al., 2019).
Much of the research performed about microgrids focuses at the macro level. These larger scale
microgrids are much more flexible in nature than the current electric grid and it allows them to
coexist in a symbiotic relationship. The electric grid and microgrid can mutually benefit each
other post disaster. Microgrids have been shown to be more resilient to disruption events and can
even assist traditional electric grid during extreme events when trying to restart the grid from a
black status (Aros-Vera et al., 2021).

Due microgrids being relatively new concept, there was a lack of system cost associated with
installations that have already implemented or been part of pilot study for microgrids. The lack of
cost information can often be blamed on government bureaucracy and long approval times.
Currently, the military still relies heavily on diesel powered microgrids. It is still unknown if the
DoD’s approach to microgrids is that diesel powered microgrids perform better than renewable or
hybrid systems or if the DoD is trying to create a one size fits all approach for military microgrids.
The refined management criteria listed by Kent Myers is a good basis in which the DoD should
implement and refine in order to keep momentum on the microgrid projects (Myers, 2014).
Continuing to refine and assess new information about microgrids and building in flexibility to
make changes or updates allow the microgrid to incorporate some newer technology that may not
have been available during planning. Incorporating local utility companies to assess and built part
of the infrastructure such as energy storage systems, etc. will help build close relationships
between the military installation and the local utility companies. The utility companies will be
less apt to try and impede microgrid construction if they have a new means in which to make profit
(Myers, 2014).
Cyber-attacks can strike at any time and have a wide range of impact. Foreign adversaries may
coordinate a cyber-attack with a natural disaster event to cause a greater impact. These can be
mitigated by hardening physical infrastructure, ensuring sensitive areas are protected, and by
building a resilient network. Several ways in which to counter these threats are by ensuring
software is up to date along with adding passive and active monitoring. Cyber threats can be
something as simple as interrupting a power supply or sensor in order to put strain on the system
in hopes some part of it will fail. Having trained cyber experts as well as software is crucial to
preventing or stopping an attack. Ensuring that civilian utility companies are taking necessary
precautions is also advised to prevent cyber-attacks from initiating from the local utility company
in order to impact the military facility is also necessary (Mishra et al., 2020).
Preventative maintenance is crucial at scopes and scales of microgrids. levels, however, the lives
affected by poor generators has potential to be catastrophic for large areas. The mission impact if
the generators failed should be a factor when designing a system or purchasing a secondary backup
generator. This is especially true if the failure can cause a cascading effect and increase the
severity of the disasters effect. By performing routine testing under load, it increases the reliability

of the system to 95%. This step can be automated if the generator is a backup generator and
hardwired to protect certain infrastructure (Baca et al., 2021).
Safety while reconstructing a destroyed electric grid is also imperative. By performing something
such as a simple morning meeting decreased injuries by 40%. This safety meeting is imperative
when working with an ad hoc organization which is akin to what most disaster response crews are.
Typically electric workers, medical workers, and construction workers come from many areas and
different organizations to assist which has potential to be disastrous due to long hours and
unfamiliar territory. Reviewing accidents and keeping workers focused helps mitigate safety
related accidents (Allen, 2019).
Some limitations of results include: detailed cost analysis, detailed system overviews, how the
military and local utility company increase security of the system and implementation timelines.
Some if these topics may never be available for public release due to the sensitive nature of the
system. Some other limitations are civilian microgrids and military microgrids by nature are
designed to perform separate functions. The civilian infrastructure is designed to work in unison
and strengthen the electric grid while the military microgrids are to isolate the military from the
grid and enable critical infrastructure to continue to function in order to carry out mission essential
tasks. The differences in goals will cause these microgrids to be designed and constructed
differently. Just because a civilian microgrid developer has built multiple for the civilian side does
not indicate that they are a good match for the military side. The articles aggregated from this
research provide a basis in which military or disaster response personnel to have a starting point
in which to reference in order to focus on being ready for either a field environment or an office
center.
Conclusion
Given that the purpose of this literature review is exploratory in nature to compare the microgrids
to conventional power systems it did manage to accomplish the consolidation of valuable data in
both the disaster response and military community. Through the research best practices such as
the MED-1G project along with developing technology such as the V2G concept for the military
will allow leaders at echelon to anticipate its arrival and begin preparing to incorporate this
technology or provide organizations feedback on what additional technology they should

incorporate to make it function for their line of work as well as have a starting point in which to
assess their organization for energy resiliency.
Future work for the micro level microgrids should seek to identify ways in which small level
microgrids such as the AMMPS generators have scalable potential in an emergency to provide
power for a much larger facility (i.e. hospital, municipal building, etc.), effectiveness of the V2G
concept when employed by the end users. The installation or macro level includes: civilian and
military standards for hardware and software, microgrid development timelines and cost compared
to the planning figures, the environmental impact of transitioning from traditional electric
infrastructure to microgrids.
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40 deaths from hurricane Sandy
were from Carbon Monoxide
Poisoning
(Younesi et al.,

Assessing the

Disaster

2020)

resilience of multi

Response;

microgrid based

Simulation

Monte Carlo

Microgrid integration reduces the

Simulation

amount of lost electric load by
50%

widespread power

Focuses on utility

systems against

resilience

natural disasters using

Case Study of Iceland

Quantifies four metrics Loss of

Monte Carlo

using IEEE 189-bus

Load Probability, expected

Simulation

power

demand not supplied, fragility
index and system restoration
process

Capability Gained
Fragility Index may assist in
prioritizing systems
(Lei et al.,

Mobile Emergency

Disaster

2018)

Generator Pre-

Response;

positioning and Real-

Simulation

Scenario Based Two-

Sent to damaged areas to pick up

Stage stochastic

critical loads during an outage

optimization

Time Allocation for

Cuts down on travel time and

Resilient Response to

1st Stage – Pre-

Natural Disasters

Positioning
Optimization

allows system to match real world

Have to match the Mobile
Emergency Generator to the

2nd Stage -Real Time

Critical load. Typically, MEGs

allocation optimized

are only loaded to 65-75% to
allow for further fluctions

Shortcomings
Doesn’t take into account
disasters impacts on roads….may

not be able to utilize an asset due
to pre-positioning
(Lombardi et

Information and power

Disaster

al., 2017)

terminals: A reliable

Response;

microgrid

Simulation

Monte Carlo

Advocates for meshed networks
with EV vehicles, PV, Batteries to

Reliability of power

infrastructure for use

City

system and

in disaster scenarios

Preparedness

information flow

emergency management HQs

The computed failure rate was
about 6 times in 10 years

Each terminal that feeds into the
main control hub acts as a
dissemination and sensor for
information allowing for rapid
sharing for information from
ground level to the central hub for
shared understanding

Shortcomings:
WLAN – Does not handle failures
of network and has to be
manually configured

Need auto configuring WLAN to
restart and continue information
sharing
Use of Advanced

Disaster

(Baca et al.,

Microgrids to Support

Preparedness;

2021)

Community Resilience

Review of Case Study

Framework for

Analyze what organizations

Planning and

thought they could support with

Analysis of

equipment and what they could

Community

actually support.

Microgrids
Planned: 70-80% load
Generator Reliability

Actual:19% given maintenance of

and Routine

equipment

Maintenance
60% - not routine

Ensuring wastewater generator

tested or operated

are larger than needed

80% - tested monthly

Hurricane Irma on day 3 all

but not under load

backup generators failed

95% when tested

Design recommendation: Plan

under load and

for 7 Days

>15min

Plan for Most severe event
Integrate renewables
Integrate Resilient Upgrades

Enhancing the survival

Connecting

Conceptual Simulation

Modeled using

Having Microgrids formed by

(S. Zhang et al.,

time of multiple

Islanded

MATLAB & GAMS

like usage (residential,

2020)

islanding microgrids

Microgrids to

commercial and industry) allows

through composable

extend their

the life of microgrids to be

modular energy router

maximum life

extended on average by 34.96%

after natural disasters

by using a composable modular
energy router

(Mishra et al.,

Microgrid resilience:

Overview of

Conceptual

Framework for

NREL has compiled a list of

2020)

A holistic approach

multivariable

building resilience for factors that assist in creating

for assessing threats,

threats to

Microgrids

identifying

microgrids

resilience in microgrids prior to,
during, and post disaster

vulnerabilities, and
designing
corresponding
mitigation strategies
(Arghandeh et

On the Definition of

Natural Disaster

al., 2016)

cyber-physical

and Cyber

Conceptual

Outlines framework

Focuses on robustness and

for defining resilience reliability

resilience in power
systems

Proposes framework for systems
absorbing and recovering from
disturbances

(Weir &

Renewable Energy can

Emergency

Kumar, 2020)

enhance resilience of

Response

small islands

Post Disaster Overview

Examples of

Advocates for more renewable

renewable energy on

energy systems since aid

islands post disaster

organizations usually rely on

energy available vicinity disaster
site
(G. Zhang et

Mobile Emergency

Disaster

al., 2020)

Generator Planning in

Response

Simulation

Monte Carlo

The proposed three stage method

Simulation

to plan, preposition, and reroute

Resilient Distribution

mobile generators ensures an

Systems: A Three

increase in the utilization of

Stage Stochastic

mobile generators by over 18%

Model with
Nonanticipativity
Constraints
(Yao et al.,

Transportable Energy

Disaster

2019)

Storage for More

Response

Simulation

MATLAB and

The use of Transportable Energy

Gurobi

Systems is able to rapidly restore

Resilient Distribution

energy

Systems with Multiple
Microgrids

Advocates for stationary ESS in
order to restore critical loads

(Microgrid

Microgrid Study:

Study: Energy

Energy Security for

Security for

DoD Installations

DoD
Installations,
n.d.)

Military

Current Microgrids on
DoD installations

Outlines

Provides overview of current
microgrids and implementation
guidelines along with cost benefit
analysis

(Solar Energy

Solar Energy

Military

Solar Integration at

Overview

Shows prime location and

Development on

Development on DoD

Military Bases in SW

discusses pros and cons of each

DoD

Installations in the

U.S.

area

Installations in

Mojave and Colorado

the Mojave and

Deserts

Colorado
Deserts, n.d.)
(The Value of

The Value of Battery

Military

Assessment for DoD

Report

Shows issues and testing

Battery Storage

Storage in Military

Facilities to integrate

requirements for ESS at DoD

in Military

Microgrids - An

Batteries into current

Facilities

Microgrids - An

Assessment for ESTC

Microgrids

Assessment for
ESTCP, n.d.)
(Obara et al.,

Design methods for

Extreme Cold

Assessment of

2019)

microgrids to address

Weather

Microgrids in Cold

energy along with diesel for form

Weather Environments

a microgrid

seasonal energy

Case Study

Shows integration of renewable

availability – A Case
Study of proposed

Discusses use of hydrogen fuel

Showna Antarctic

cell to store energy

Station Retrofits
(Aros-Vera et

Increasing the

Disaster

al., 2021)

resilience of critical

Response

Modeling

P-Median Model to

With only 5% of microgrid

select microgrids for

implementation there is total

infrastructure

existing critical

blackout at 30% node loss

networks through the

infrastructure

(Juan, 2019)

strategic location of

With Microgrids modeled at 30%

microgrids: A case

of the total power it takes a loss

study of Hurricane

of 80% of the nodes in order to

Maria in Puerto Rico

cause a complete blackout

Puerto Rico’s

Disaster

Homeland Security

Response

Case Study

Factors leading to

Puerto Rico only had 40% of

Puerto Rico’s electric

power restored after 51 days

Readiness:

grid and how

Redesigning the

microgrids could

Having alternative energy would

Island’s Power Grid to

have improved

have allowed Hurricane Maria to

Improve Its Resiliency

conditions

have had 65% of power restored
immediately after passing of
storm

(Myers, 2014)

Managerial

Overview of Current

Focuses on

Bureaucracy and microgrids are

DoD Policies

inefficiencies of

not compatible, one sized all

Microgrid

current

model will not work

Development

implementation

Impediments to US

Military

Microgrids should be assessed
and created for each unique
installation

Focus on Energy Savings
Performance Contract to ensure
both contractors and DoD work to
achieve goals

(McDaniels et

Fostering resilience to

Disaster

Resilience Framework for

al., 2008)

extreme events within

Response

Decision making

Influence Diagram

Advocate for using diagrams to
better prepare organizations to

infrastructure systems:

deal with disasters and use

Characterizing

disasters that impact similar

decision contexts for

sectors (i.e. hospitals) and use this

mitigation and

diagram as means to compare

adaptation

how a specific organization
would have faired despite not
being affected

(Giachetti et

Systems Engineering

al., 2020)

Issues in Microgrids

Military

Military Microgrids

Reviews Military

The Military Microgrids more

Unique Designs

Microgrids from a

focused on energy security versus

for Military

Systems Engineering

civilian infrastructure

Installations

perspective.
Advocates the systems engineer
community to solve DoD
microgrid issues which will
ultimately benefit civilian
infrastructure

(Hussain et al.,

Microgrids as a

Disaster

2019)

resilience resource and

Response

Literature Review

Literature focusing

Resilience of systems post

on building resilience

disaster

strategies used by

in microgrids after

microgrids for

extreme weather

Formation of microgrids for

enhancing resilience

events

resilience

Strategies used by microgrids for
enhancing resilience

Future directions for Resilient
microgrids
(Jiang et al.,

Assymetric

2020)

Information in

Military

Model

Mixed-Integer Linear

Deception should be utilized

Programming Model

when designing microgrids

Military Microgrid
Confrontations –

The most common threat to

Evaluation Metric and

microgrids is in the form of

Influence Analysis

physical attacks

By adding false nodes or branches
it makes a more resilient system
and may prevent the system from
being fully destroyed
(Craparo et al.,

A robust optimization

2017)

approach to hybrid

Military

Modeling

Mixed-Integer Linear

By modeling the weather it helps

Optimization Model

anticipate generated energy and

microgrid operation

manage all the microgrid

using ensemble

generators more effectively

weather forecasts
(Kain &

Investigation of

Military

Modeling

MATLAB

Nanogrids outperformed or

Pollman, 2021)

Nanogrids for

performed equally as Microgrids

Improved Navy

in all modeled scenarios

Installation Energy
Resilience
(Gouveia et al.,

(De Din et al., 2018)

Disaster

2017)

MicroGrid Energy

Response

Laboratory Microgrid

Modeled Different

Testing Algorithm that dispatches

Scenarios for

power

Balance Management

dispatching power to

for Emergency

affected grid

Operation
(De Din et al.,

An Emergency Energy

Disaster

2018)

Management System

Response

Laboratory Microgrid

Real Time Digital

Advocates for Emergency Energy

Simulator

Management System that

for Microgrid

analyzes real time data in order to

Restoration after

increase efficiency of blackout

Blackout

grid restoration

(Khan et al.,

RDSP: Rapidly

Disaster

2020)

Deployable Wireless

Response

Experiment

Used Repeaters to

This experiment used

track responders’

“breadcrumbs” small repeaters in

Ad Hoc System for

movement

order to track movement of

Post Disaster

throughout affected

emergency workers through AO

Management

area
Prestaging these nodes with
balloons will allow for better
communication with the
Command Node and workers on
the ground

(Li et al., 2015)

On the Energy-

Disaster

Modeling – Wireless

Mixed Integer Linear

They modeled a new system in

Efficient of

Response

Mesh Communication

Programming Model

which wireless cellular towers are

Throughput -Based

post disaster

connected to a microgrid to

Scheme using

mitigate down time post disasters

Renewable Energy for
Wireless Mesh

Li. Et al. further increased the

Networks in Disaster

efficiency of the system by

Area.

having subcarriers power down
and only power on when demand
increases thus allowing the
system to operate for longer
periods and allow for increased
network traffic

(Allen, 2019)

Safety Comes First

Disaster

Overview of Response to

Occupational Heath

During the response to Hurricane

During Disaster Relief

Response

PR

and Safety

Maria in PR Safety Professionals

Management

played a crucial role in installing

Overview

microgrids to restore power while
lowering injury instances

(Iqbal et al.,

A Review of Disaster

Disaster

2012)

Related Carbon

Response

Monoxide Poisoning:

Literature Review

Literature of Carbon

The highest risk categories are

Monoxide Poisonings

non-English speaking personnel

Post Disaster

and males under the age of 18

Surveillance,
Epidemiology, and

This is an important factor for
first responders since most of the

Opportunities for

mobile power provided will come

Prevention

from diesel generators

(Gargari et al.,

Preventative

Interdisciplinary

Model

Markov Approach

Advocates for conditions-based

2021)

maintenance

maintenance scheduling, this

scheduling of multi

systematic approach increases

energy microgrid to

resiliency by 30%

enhance the resiliency
of the system
(Smith et al.,

Comparative Life

2015)

Cycle Assessment of

Impact on the various

than 50% of the impact than

Thai Islands

components of the

diesel generators would cause

diesel/PV/wind hybrid

microgrid

microgrid

Interdisciplinary

Environmental Impact

Conducted Life Cycle The hybrid microgrid was less

