SynchronizableTestSequencesofFiniteStateMachines

*

August 14, 1995

K. C. Tai and Y. C. Young

#

Author for correspondence:

Professor K. C. Tai

Department of Computer Science

North Carolina State University

Raleigh, North Carolina 27695-8206, USA

Tel: (919) 515-7146

Fax: (919) 515-7896

e-mail: kct@csc.ncsu.edu

Abstract

Thefinitestatemachine(FSM)modeliscommonlyusedforspecify ing communication protocols

a n d other types of distributed systems. With the use of multiple testers for an FSM, the

synchronizationbetweeninputsfromdifferenttestersbecom es a problem. A synchronizabletest

sequence of an FSM is a test sequence for which the synchronization problem either does not

existorcanbesolvedbycommunic ation between testers. In this paper, we consider two testing

s t rategies for an FSM: port-based testing, which does not allow testers for the FSM to

communicatewitheachother,and group-basedtesting

,which divides the ports of the FSM into

groups and allows the testers for ports in the same group to communicate with each other. For

eachtypeoftesting,wedefinea necessary and sufficient condition under which a test sequence

ofanFSMissynchronizableandshowhowto generate a set of testers according to a given test

sequence.Also,wediscusstheissuesoftestsequencegeneratio n and fault detection, and present

the results of some empirical studies.

Keywords: finite state machines, test sequence generation, synchronizable test sequences

* This work was supported in part by the US National Science Foundation under grant CCR-

9309043.

# The author is also with IBM, Raleigh, North Carolina.

1.Introduction

Thefinitestatemachine(FSM)modeliscommonlyusedforspecifyingcommunica tion protocols.

The problem of generating test sequences based on an FSM has been studied for about two

d e cades (Tarnay, 1991) (Sarikaya, 1993). When an implementation of an FSM is tested for

c o n formance, test sequences are derived from the FSM, and testers (or test drivers) for the

implementationareconstructedaccordingtothesetestsequences.Wit h the use of multiple testers

foraprotocolimplementation,thesynchronizationbetweeninputsfromdif ferent testers becomes

a p roblem. A synchronizable test sequence of an FSM is a test sequence for which the

synchronization problem either does not exist or can be solved by communication between

testers.

I n OSI conformance test [Tar91, Sar93], the lower and upper testers are considered for the

implementationund er test (IUT). The lower (upper) tester represents the lower (upper) layer of

t h e IUT. In the remote test architecture, the lower and upper testers are not allowed to

communicate with each other, and in other test architectures, the lower and upper testers are

e ither coordinated by test coordination procedures or allowed to communicate with each other.

In[SB84]Sarikaya and Bochmann discussed the synchronization problem in the remote testing

ofanFSMwithtwoports(forthelowerandupperte sters) and defined a type of synchronizable

test sequence that does not have the synchronization problem.

Du e to the existence of distributed database systems and communication networks, FSMs with

multipleportsareneededtospecifyprotocols[LDB93].Al so, the use of multi-port FSMs makes

thedesignofcommunicationprotocolsflexible.Protocolspecification languages such as LOTOS,

E s telle, and SDL [Tur93] allow the use of multiple ports. In addition, many concurrent

pr ogramming languages allow a process to have multiple entries or ports to communicate with

other processes [And91].

Totestamulti-portFSM,weassumethata tester is generated for each port of the FSM. In this

paper,weconsidertwotestingstrate gies for an FSM:port-basedtesting, which does not allow

testersoftheFSMtocommunicatewitheachother

, and group-basedtesting, which divides the

portsoftheFSMintogroupsandallows the testers for ports in the same group to communicate

witheachother.Group-based testing is more general than port-based testing since the latter can

beviewedasaspecialcaseofthef ormer with each group containing only one port. One reason

f o r group-based testing is that an FSM may be connected to one component of the FSM’s

environmentviatwoormoreports,whichcanbeconsideredasonegroup.(The use of multi-port

connectionbetweentwocomponentsis often more convenient than that of one-port connection.)

Forexample,amu lti-port FSM may have two groups of testers, one group for representing the

lowerlayerandtheothergroupforrepresentingthe upper layer. Another reason for group-based

testing is to allow flexibility in dealing with various testing architectures. For example, if the

loweranduppertestersforatwo-portFSMareallowedtocommunicate, then testing of the FSM

becomes group-based testing, not port-based testing.

Thi s paper is organized as follows. Section 2 provides basic definitions. Section 3 summarizes

previousworkons ynchronizable test sequences of an FSM. Section 4 gives our motivation for extending the definition of a synchronizable test sequence in [SB84]. Section 5 discusses the

f o llowing issues for port-based testing of an FSM: a necessary and sufficient condition under

which a test sequence is synchronizable, the generation of testers according to a given test

sequence,andtheselectionofsynchronizabletestsequences.Section6addresses the same issues

forgroup-basedtestingofanFSM.Sect ion 7 discusses some issues related to fault detection by

synchronizable test sequences. Section 8 shows the results of our empirical studies on

synchronizable test sequences. Section 9 concludes this paper.

2.Preliminaries

Below we provide a formal definition of a multi-port FSM, which is different from that in

[LDB93].

Definition.A finitestatemachine (FSM) M with multiple ports is defined as a 6-tuple M=(S,

I, O, T, U, s0), where

� S is the set of states of M

� I isthesetofinputsymbol s of M. I includes the empty input symbol, denoted as null. Each

non-emptyinputsymbolisoftheformP:A, where P denotes a port and A an input message.

� O isthesetofoutputsymbolsofM.EachoutputsymbolisoftheformQ:B, where Q denotes

a port and B an output message.

� T i s the transition function of M, which maps from D to S, where D E S � I. (Thus, M is

deterministic.)

� U istheou tput function of M, which maps from D to (O1 � O2 � ... � Ov) B { F }, where

eachOi,1<=i<=v,isanon-emptyoutputsymbol,and F stan ds for the empty output list. (The

output of a transition may contain two or more output symbols with the same port.)

� s0 is the initial state of M.

Intheabovedefinition,eachnon-emptyinputoroutputsymbolcontain s two elements: port name

andmessage.Theseparationofportnameandmessagemakesit easier to discuss synchronizable

t e st sequences. If the transition function of an FSM allows a state to have a transition on an

input,thenthisinputissaidtobe valid forthestate.Theoutputfunctio n of an FSM allows zero,

one,ormoreoutputsymbol s to be associated with a transition. An FSM communicates with its

environmentbyre ceiving input symbols and sending output symbols via ports. Each port of an

FSMhastwounboundedFIFOqueues:theinputqueue,whichkeepsinputmessag es of the FSM,

andtheoutputqueue,whi ch keeps output messages of the FSM. It is assumed that the delivery

ofmessagesfromanFSMtoanyofitsportisFIFO,i.e.,messagessentfromM to the same port

arereceivedintheordersent.ForanFSMwithtwo ports, its two testers are commonly referred

toastheloweranduppertesters.Inthispaper

, the lower and upper testers are referred to as the

L-tester a nd the U-tester, respectively and the two ports connected to the L- and U-testers are

referred to as ports P and P , respectively.

L U

Assume that during an execution of an FSM and its environment, the current state of the FSM

isS.ForatransitionTofS, if the first input message at the input port of S is valid for S, then

T i s said to be eligible for S. If S has two or more eligible transitions, then one of them is

chosenatrandomforexecut ion. If S does not have any eligible transitions, then the FSM waits

until at least one eligible transition for S becomes available.

In some protocols, different timeout signals are used and thus a state may have two or more timeout

1

transitions. In this paper, we consider different timeout signals as different input symbols.

A transition T from state Si to state Sj that has P:A as the input symbol and

(Q1:B1,Q2:B2,...,Qv:Bv) as the list of output symbols is denoted as (Si, Sj,

P:A/(Q1:B1,Q2:B2,...,Qv:Bv). Si is referred to as the headstate of T or head(T), Sj the tail

state ofTor tail(T), P the input port of T, A the input message of T, Qi , 1<=i<=v, an output

portofT,andBianoutputmessageofT.P:A/(Q1:B1,Q2:B2,...,Qv:Bv)isreferred to as the label

of T or label(T). If v = 1, P:A/(Q1:B1) is often referred to as P:A/Q1:B1. If T has no output

symbols,itisdenotedas(Si,Sj,P:A/ F ).Ifatransitionhasnullasthe input symbol, it is referred

toasa timeouttransition

. Aportiss aid to be involved in a transition if this port is either the

1

input port or an output port of the transition.

Fig. 1. FSM M1 with Ports P1, P2, and P3

ForanFSMM,letD =(V ,E )denotethe digraph o f M, where V is a set of vertices, each

M M M M

representingastateofM,andE isas et of directed edges, each representing a transition of M.

M

Fig.1showsthedigraphofFSMM1,whichhasthreeportsP1,P2,and

P3, and three states S1,

S2 and S3, with S1 being the initial state. A, B and C are input messages of ports P1, P2 and

P3, respectively, and X, Y and Z are output messages of ports P1, P2 and P3, respectively. A

tabular representation of M1 is given below, which has inputs as rows and states as columns.

S1 S2 S3

----------------- ----------------- -----------------

P1:A P1:X, S2 (T1) P2:Y, S1 (T4)

P2:B P2:Y, S2 (T2) P1:X, S1 (T5)

P3:C P3:Z, S3 (T3)

Eachnon-emptyentryintheabovetabledefinesatransitionforthecor responding state and input

symbol; it contains the output symbol and tail state of this transition, followed by a pair of

parentheses enclosing the name of this transition.

LetMdenoteanFSM.

A transitionsequence of M is a sequence of consecutive transitions in

M,anda testse quence of M is a transition sequence of M starting from the initial state of M.

In this paper, a transition or test sequence is often denoted as a sequence of transition names

connec ted by ".". For example, T1.T3.T5 and T4.T2.T3 are transition sequences of M1 in Fig.

1, and the former is a test sequence of M1, but the latter is not. For a transition sequence, its

i/o sequence refers to the sequence of labels associated with the transitions in the transition

sequence.SinceatestsequenceofM starts with the initial state of M, it does not need to keep

informationabouttheheadandtailstatesoftransitionsinthetestsequence.Th us, a test sequence

ofMcanbedenotedbyitsi/o-sequence.

For example, T1.T2.T3 of M can be denoted by its i/o

sequence, which is (P1:A/P1:X, P3:C/P3:Z, P2:B/P1:X). Similarly, a transition sequence of M

that starts from a state can be denoted by the start state and the i/o sequence of the transition

s e quence. For a transition sequence E of M, if a transition T occurs (immediately) before a

transition T� in E, then T is said to be a (the immediate) predecessor of T� in E and T� a (the

immediate) successor of T in E.

A digraph D = (V,E) is stronglyconnected if for every pair of vertices Vi and Vj in V, there

existsa path from Vi to Vj. An FSM is said to be strongly connected if its digraph is strongly

connected.AnFSMissaidtobe completelysp ecified if each state of this FSM has a transition

foreverypossi ble input symbol. For a state S of an FSM, let IO(S) be the set of i/o sequences

t h a t start from S. An FSM is said to be minimal if for any two states S and S� of the FSM,

IO(S) c IO(S�). In this paper, we assume that each FSM is deterministic, strongly connected,

minimal, and possibly incompletely specified, unless otherwise specified.

A postmantour (or transitiontour

)ofa digraph D = (V,E) is a path in D that starts and ends

a t the same vertex and covers each edge in E at least once. A postman tour of an FSM is a

postman tour in the digraph of this FSM. A digraph D has a postman tour if and only if D is

strongly connected. The Chinese postman problem, which is to find a minimum-cost postman

tourforadigraph

, can be solved in polynomial time [EJ73]. The T-method for testing an FSM

requires the use of a postman (or transition) tour of the FSM�s digraph [NT81].

Fora state S in an FSM M, a uniqueinput/output (UIO) sequence E is a transition sequence

startingfromSs uch that if the sequence of input symbols of E is applied to a state in M other

than

S, the sequence of corresponding output symbols is different from the sequence of output

symbolsofE.Inotherwor ds, an UIO sequence for S can distinguish S from other states in M.

Th e UIO- or U-method for testing an FSM verifies the tail state of a transition of the FSM by

using an UIO sequence for the tail state [SD88].

3.PreviousWorkonSynchronizableTestSequencesofanFSM

In[SB84]SarikayaandBochmannconsideredthesynchroniz ation problem for an FSM with two

ports (for the L- and U-testers, which do not communicate with each other). Two consecutive

transitions are said to have the synchronization problem if the input port of the second

transition is not involved in the first transition (i.e., the input port of the second transition is

n e i t her the input port nor an output port of the first transition.) A test sequence is said to be

synchroniza ble if no two consecutive transitions of the test sequence have the synchronization

problem.[SB84]alsodiscussedhowtoextendexistingtestsequence generation methods in order

togeneratesynchronizabletestsequenc es. In order to distinguish the type of synchronizable test

sequence defined in [SB84] from other types of synchronizable test sequences, the former is

referred to as a pair-synchronizabletestsequence in the remainder of this paper.

In[CLC90]Che n, et al. defined a tightlysynchronizabletestsequenceof a two-port FSM as

a test sequence such that for any two consecutive transitions, the input port of the second

transit ion is the same as the output port of the first transition. (Each transition was assumed to

have at most one output symbol.) They showed how to construct a graph, called the duplex

d i graph, of a two-port FSM such that a test sequence of the duplex graph is a tightly

synchronizable test sequence of the FSM.

I n [BU91] Boyd and Ural investigated complexity issues related to pair-synchronizable test

sequences of a two-port FSM. They presented a necessary and sufficient condition for the

existenceofapair-synchronizablepostmantourofanFSM,andth is condition can be determined

i n polynomial time. Also, they showed that the problem of finding a minimum-length pair-

synchronizable postman tour of an FSM is NP-complete.

In [UW93] Ural and Wang considered two-port FSMs satisfying a number of conditions,

including the necessary and sufficient condition in [BU91] and the condition that each state in

the FSM possess two UIO sequences, one for the L-tester and the other for the U-tester. By

modifyingt he algorithm in [CLC90] for the construction of a duplex digraph and by providing

addi tional algorithms, they showed how to find a pair-synchronizable UIO-based test sequence

of an FSM in polynomial time. In [GU95] Guyot and Ural extended the work by showing the

constructionofadigraphofanFSMMsuchthatallpaths in the digraph are pair-synchronizable

test sequences of M and by showing that under certain conditions, a pair-synchronizable test

sequence of M can distinguish M from any FSM that is not isomorphic to M.

In[CU95]ChenandUralallowedtheL-andU-testersfor a two-port FSM to communicate with

eachother,andtheyconsideredthecostofsuchcommunicationintestsequen ce generation. They

s h owed how to convert a non-pair-synchronizable test sequence into a synchronizable test

sequencebyaddingcommunicationstatementsbetweentheL-andU-testers.S uch synchronizable

testsequencesarereferredt o as LU-synchronizabletestsequences in this paper. Based on the

duplexU digraph of an FSM, a minimum-cost LU-synchronizable test sequence using multiple

UIOsequencescanbegenerated.Sincethegenerationofsuc h a test sequence is an NP-complete

problem, they proposed a heuristic algorithm that yields an LU-synchronizable UIO-based test

sequence with its cost within a bound of the minimum cost.

I n [LDB93] Luo, et al. discussed the need for FSMs with multiple ports and extended the

definition of a pair-synchronizable test sequence for a multi-port FSM. They also investigated

the issue of fault coverage by pair-synchronizable test sequences.

The use of synchronizable test sequences is necessary for conformance testing of an

i m plementation of an FSM, since the implementation is treated as a black box. When the

implementationistestedbyitsdevelopers,itcanbemodifiedtoperformd eterministic testing and

thusmakeeverytestsequencesynchroniz able. Details on deterministic testing and debugging of

concurrent programs can be found in [TA87, CT91, TCO91, TC95].

4.MotivationsforExtendingtheDefinitionofaPair-SynchronizableTestSequence

I n this section, we show that the definition of a pair-synchronizable test sequence is more

r e strictive than necessary and that some non-pair-synchronizable test sequences are actually

synchronizable. Below we first give a general definition of a synchronizable test sequence.

Definitio n. A test sequence for an FSM M is said to be synchronizable if any execution of M

andthetestersgeneratedac cording to the test sequence is deterministic (i.e., at any time during

anexecut ion of M and these testers, the current state of M has at most one eligible transition).

Notes:

� In thispaper,theissu e of fault detection is not discussed. Therefore, we consider executions

of M and its testers, not executions of an implementation of M and its testers.

� Whether a test sequence of M is synchronizable depends on the test sequence, M, and the

construction of testers for the test sequence.

Accordingto[SB84],twoconsecutivetransit ions are said to have the synchronizationproblem

iftheinpu t port of the second transition is not involved in the first transition. In the remainder

of this paper, this synchronization problem is referred to as the pair-basedsynchronization

problem

.Toillustratethisproblemforatwo-port

FSM, we first show how the L- and U-testers

workfortwoconsecutivetransitionsT1andT2.AssumethattheinputportofT2ispo rt P . The

L

following are three possible relationships between port P and T1:

L

(a) PortP isanoutputportofT1.Inth is case, the L-tester sends the input message of T2 to

L

p o r t P immediately after receiving the output message of T1 from port P . No

L L

synchronization problem exists.

(b) Port P is not an output port of T1, but is the input port of T1. In this case, the L-tester

L

sendsthe input message of T2 to port P immediately after sending the input message of

L

T1toportP .Thus,t he input message of T2 will be received after the completion of T1.

L

No synchronization problem exists.

(c) PortP isneitherth e input port nor an output port of T1 (i.e., only port P is involved in

L U

T1). In this case, the L-tester sends the input message of T2 to port P without any

L

dependency on T1. According to [SB84], this case creates the pair-based synchronization

problem.

N o w we examine the effect of case (c). Let S1 and S2 be the head and tail states of T1,

r e spectively. Assume that S1 is the current state, the input message of T2 is the first input

messageatportP , and the input message of T1 is the first input message at port P . Also, we

L U

assumethatS1containsatransition,sayT3,thathasthesameinputp ort and message as T2 (see

below).

In [Sar93] timeout transitions are allowed in a synchronizable test sequence, but the discussion is

2

incomplete.

Sincethe first input messages at both ports P and P are valid for S1, both transitions T1 and

L U

T 3 are eligible for S1. If the first input message at port P is accepted (i.e., transition T3 is

L

executed),thenasynchron ization problem occurs, since T1, not T3, is expected to be executed.

Topreventthisproblemtooccur,thedefinitionofa pair-synchronizable test sequence in [SB84]

doesnotallowcase(c).Asaresult,atanytimeduringanexecu tion of a two-port FSM by using

a pair-synchronizable test sequence, at most one of ports P and P contains input messages.

L U

Now we assume that transition T3 does not exist (i.e., state S1 does not contain any transition

withthesameinputsymbolasT2).WhenS1isthecurrentstate,thea rrival of the input message

ofT2atport

P does not create the pair-based synchronization problem since the input symbol

L

ofT2isinvalidforS1.Therefore,we can allow both ports P and P to contain input messages

L U

as long as only one eligible transition exists for the current state.

Anothermotivationforextendingthedefinitionofapair-synchro nizable test sequence is to allow

timeout transitions in a synchronizable test sequence. Since a timeout transition does not have

a n input port, a pair-synchronizable test sequence does not contain any timeout transitions.

2

AssumethatwhenanFSMMistested by using a test sequence E, the current state S of M has

atimeouttransitionT.IfTisthe next transition in E and the only eligible transition for S, then

Tdoesnotcreatethesynchronizationproblem.Ontheother hand, if the next transition in E, say

T � ,isanon-timeouttransitionandT � istheonlyeli gible non-timeout transition for S, there is no

guarantee that T� is chosen for execution, since T is also eligible for S.

Following the above discussion, the definition of a pair-synchronizable test sequence is more

restrictive than necessary, and some non-pair-synchronizable test sequences are actually

synchronizable.Notethatthedefinitionofapai r-synchronizable test sequence is based solely on

thetestsequence.Ournewconceptofasynchronizablet est sequence of an FSM is based on not

onlythetest sequence, but also the transitions of the states in the FSM that are passed through

by the test sequence.

S i nce the multi-port FSM model becomes more commonly used and is more general than the

t w o-port FSM model, we define new synchronous test sequences for a multi-port FSM. As

mentionedearlier,weconsidertwotestingstrategiesforanFSM:

port-ba sedtesting, which does

notallowtestersfortheFSMtocommunicatewithe ach other, and group-basedtesting, which

divides the ports of the FSM into groups and allows the testers for ports in the same group to

communicatewitheachother.Sinceeachportcorrespondstoaun ique tester, group-based testing

of an FSM can also be viewed as dividing the testers for the FSM into groups and allowing

t e sters in the same group to synchronize with each other. (One alternative strategy for group-

basedtestingofMistohaveonetesterforeachgroupofportsofM

. In Section 7, we show that

“onetesterforeachportofM”ismore effective than “one tester for each group of ports of M”

forfaultdetection.)Thenexttwosectionsaddressseveralissue s on port and group-based testing,

respectively.

5.Port-BasedTestingofanFSM

Thissectiond iscusses several issues on port-based testing of an FSM, including the generation

of port-based testers according to a given test sequence, the necessary and sufficient condition

underwhichatestsequen ce is port-synchronizable and the selection of port-synchronizable test

sequences.

5.1.Port-BasedTestersandSynchronizationProblem

In this section, we first show the generation of a set of testers from a test sequence, according

toport-basedtesting.Suchtestersarereferredtoas po rt-basedtesters. We then define the port-

based synchronization problem, according to port-based testers..

Theport-basedtes ter for port P of an FSM M according to a test sequence E of M, denoted as

Tester(P,E,M), contains the following two types of statements:

� send A to P;

� receive B from P;

where A is an input message of M, B is an output message of M, a send operation is non-

blocking,andareceiveoperationisblocking.Forthesakeofsimplicity,Tester(P,

E,M) is referred

toasTester(P)ifEandM are either implied or immaterial, and as Tester(P,E) if M is implied.

When“receiveBfromP”isexecutedbyTe ster(P), if the first output message of M at port P is

notB, then Tester(P) has an abnormal termination. It is assumed that the delivery of messages

fromTester(P)toportPisFIFO,i.e.,messagessentfr om Tester(P) to port P are received in the

ordersent.Insection2,theFSMmodelassumesth at each transition is associated with an input

symbolandz ero, one, or more output symbols. Thus, a transition in an FSM can be viewed as

arece ive statement, followed by zero, one, or more send statement. For the sake of simplicity,

atesterisdefinedasasequenceofsendandreceive statements, not as a sequence of transitions.

If necessary, a sequence of send and receive statements can be converted into a sequence of

transitions.

AlgorithmPort_Tester_Gen

Input: a test sequence E of an FSM M

Output: Tester(E), which is {Tester(P,E) | P is a port involved in E}

(1) For each port P involved in E, let Tester(P,E) be empty.

(2) For each transition T in E (starting from the first transition in E),

(a) if the input symbol of T is P:A, then add "send A to P" to the end of Tester(P,E).

(b) if the list of output symbols of T is (Q1:B1,Q2:B2,...,Qv:Bv), then

for each i from 1 to v, add "receive Bi from Qi" to the end of Tester(Qi,E).

end of algorithm.

ConsidertestsequenceR1=T1.T3.T4ofM1,whichisshowninFig.1

. By applying the above

algorithm to T1.T3.T4, Tester(R1) contains the following testers for ports P1, P2, and P3:

Tester(P1,R1) Tester(P2,R1) Tester(P3,R1)

---------------------------- ---------------------------- ----------------------------

(T1) send A to P1 (T4) receive Y from P2 (T3) send C to P3

(T1) receive X from P1 (T3) receive Z from P3

(T4) send A to P1

(Toimprovereadability,eachsend or receive statement in a tester is preceded with the name of

thetransitionfromwhichthestatementisderi ved.) R1 is not pair-synchronizable since the input

portofT3,whichisP3,isnotinvolvedinT1(i.e.,P3isneithertheinp ut port nor an output port

ofT1),andtheinput port of T4, which is P2, is not involved in T3. When an execution of M1

andtheabovetestersstarts,stateS1isthecurrentstate

. When a transition of S1 is to be chosen,

itispossiblethatmessagesAandCareavailableatportsP1andP3,respectivel y. However, only

P 1 : A is valid for S1 and thus only transition T1 is eligible for S1. After the execution of T1,

stateS2becomesthecurrentstateof

M1. When a transition of S2 is to be chosen, it is possible

that messages A and C are available at ports P1 and P3, respectively. However, only P3:C is

valid for S2 and thus only transition T3 is eligible for S2. Although R1 is not pair-

s y nchronizable, it does not have the problem of synchronizing inputs form different testers.

Below we formally define the synchronization problem based on the use of port-based testers.

D e f i nition. Let E be a test sequence of an FSM M and let Tester(E) be the set of testers

generatedbyalgorithmPort_Tester_GenaccordingtoE.DuringanexecutionofM and Tester(E),

the port-basedsynchronizationproblem occurs when a state of M has two or more eligible

transitions.(Asaresultofthisproblem,theexecutionofMandTester(E)is nondeterministic and

may result in an abnormal termination.)

5.2DefinitionofaPort-SynchronizableTestSequenceofanFSM

D e f inition. For a transition T in a transition sequence E of an FSM, its port-predecessor

transition, denoted as PPT(T,E), is defined as follows:

� If T is a timeout transition, then PPT(T,E) is null.

� If

Tisnotatimeouttransition,PPT(T,E)istheclosestpredecessoro f T in E that involves the

input port of T. If such a predecessor of T in E does not exist, then PPT(T,E) is null.

Let T be a non-timeout transition in a test sequence E of an FSM M and let P:A be the input

symbolofT.AccordingtoalgorithmPort_Tester_G en, the statement "send A to port P" appears

in Tester(P,E). Consider the following two cases:

� PPT(T,E) isnull.Inthiscase,"sendAtoport

P" is the first statement in Tester(P,E). During

a n execution of M and Tester(E), the statement "send A to port P" causes the port-based

s y n c hronization problem to occur if and only if P:A is a valid input for one of the states

entered before the head state of T.

� PPT(T,E) isnotnull.Inthiscase,"sendAtoportP"inTester(P

,E) appears immediately after

the statements generated for PPT(T,E). Thus, T�s input symbol arrives at M only after the

completiono f PPT(T,E). During an execution of M and Tester(E), the statement "send A to

portP"causestheport-base d synchronization problem to occur if and only if P:A is a valid

inputforoneofthestatesentered after the head state of PPT(T,E) and before the head state

of T.

D e f inition. For a transition T in a transition sequence E of an FSM, its port-predecessor

interval, denoted as PPI(T,E), is defined as follows:

� If T is a timeout transition, then PPI(T,E) is F, where F denotes the empty sequence..

� If

TisnottimeouttransitionandPPT(T,E)isnull,thenPPI(T,E)isthesequen ce of transitions

in E before T.

� I f T is not timeout transition and PPT(T,E) is not null, then PPI(T,E) is the sequence of

transitions in E after PPT(T,E) and before T.

Notes:

� If T is the first transition in E, then PPT(T,E) = null and PPI(T,E) = F.

� If PPT(T,E) is the immediate predecessor of T, then PPI(T,E) = F.

Definition.LetTbe a transition in a transition sequence E of an FSM M. T is said to be port-

synchronizable for (E,M), if the following two conditions hold:

(a) eitherPPI(T,E)is F ,orPPI(T,E)isnot F andtheinputsymbo l of T is invalid for the head

state of any transition in PPI(T,E).

(b) if T is not a timeout transition, then head(T) does not have a timeout transition.

Notes:

� If

Tisatimeouttransition,th en T is port-synchronizable for (E,M). The reason is that when

head(T)becomesthecurrentstateandtherearenoinputsy mbols available, then T is the only

eligible transition.

� If T is a non-timeout transition and head(T) has a timeout transition, then T is not port-

s y n chronizable for (E,M). The reason is that when head(T) becomes the current state, the

ti meout transition instead of T may be chosen for execution. However, this situation cannot

occurifthetimeouttransitionofastateischosenonl y if the state does not have eligible non-

timeout transitions. This property, referred to as “timeout-last”, holds under the following

assumptions:

� In a single-processor environment, when the current state of an FSM waits on a timeout

transition,theFSMhasacontextswitchandlaterchoosesthe timeout transition only if the

current state does not have eligible non-timeout transitions.

� In anetworkenvironment, the network delay is negligible and thus the current state of an

FSM chooses a timeout transition only if the current state does not have eligible non-

timeout transitions.

� As sume that T is a non-timeout transition and is port-synchronizable for (E,M). The arrival

o f T�s input symbol before head(T) becomes the current state of M does not create an

additional eligible transition for the head state of any transition in PPI(T,E).

Definition. Let E be a transition sequence of an FSM M. E is said to be port-synchronizable

for M if every transition in E is port-synchronizable for (E,M).

ConsiderthetestsequenceR2=T1.T3.T4.T2.T3.T5 of M1. R2 is a postman tour of M1. Below

weshowth e PPT and PPI of each transition in R2. Since T3 has two occurrences in R2, T3_1

and T3_2 denote the first and second occurrences of T3, respectively.

Transition T T1 T3_1 T4 T2 T3_2 T5

PPT(T,R2) null null T1 T4 T3_1 T2

PPI(T,R2) F T1 T3_1 F T4.T2 T3_1

R 2 is not pair-synchronizable, but it is port-synchronizable for M1. (Note that no pair-

sync hronizable postman tours of M1 exist.) By applying algorithm Port_Tester_Gen to R2, we

obtain the following testers for ports P1, P2, and P3:

Tester(P1,R2) Tester(P2,R2) Tester(P3,R2)

----------------------------- ----------------------------- ----------------------------

(T1) send A to P1 (T4) receive Y from P2 (T3_1) send C to P3

(T1) receive X from P1 (T2) send B to P2 (T3_1) receive Z from P3

(T4) send A to P1 (T2) receive Y from P2 (T3_2) send C to P3

(T5) receive X from P1 (T5) send B to P2 (T3_2) receive Z from P3

Consider another test sequence R3 = T1.T3.T5.T2.T3.T4 of M1. R3 is also a postman tour of

M1. Below we show the PPT and PPI of each transition in R3.

Transition T T1 T3_1 T5 T2 T3_2 T4

PPT(T,R3) null null null T5 T3_1 T5

PPI(T,R3) F T1 T1.T3_1 F T5.T2 T2.T3_2

R3 is not port-synchronizable for M1 since

� PPI(T5,R3) = T1.T3_1 and the input symbol of T5 is valid for head(T1).

� PPI(T4,R3) = T2.T3_2 and the input symbol of T4 is valid for head(T2).

Let a timeout-freetestsequence of an FSM refers to a test sequence such that the head state

of each transition in the sequence does not have a timeout transition. Below we show some

properties of pair- and port-synchronizable tests sequences of an FSM.

Theorem5.1. Let E be a timeout-free test sequence for an FSM M.

(a) E is pair-synchronizable if and only if for each transition T in E, PPI(T,E) is F.

(b) If E is pair-synchronizable, then E is port-synchronizable for M. But the converse is not

necessarily true.

(c) I f M is completely specified, then E is port-synchronizable if and only if E is pair-

synchronizable for M.

Proof.Thistheoremfollowsthedefinitionsofpai r- and port-synchronizable test sequences of an

FSM. Q.E.D.

Theorem5

.2. Let E be a port-synchronizable test sequence of an FSM M and let Tester(E) be

the set of testers generated by algorithm Port_Tester_Gen according to E.

(a) A n y execution of M and Tester(E) is deterministic and successful. Thus, the port-based

synchronization problem never occurs during any execution of M and Tester(E).

(b) AtanytimeduringanexecutionofMandTester

(E), two or more ports of M may contain

input messages.

(c) If E is pair-synchronizable, then at any time during an execution of M and Tester(E), at

most one port of M contains input messages.

(d) AssumethatEdoesnotcontaintimeouttransitions.Mdoe s not have a port-synchronizable

test sequence F such that FcE and Tester(F)=Tester(E).

Proof.

(a) Ourproofisbasedoninductionon|E|,whichis the number of transitions in E. First, we

show that (a) is true for |E| = 1. When E contains only one transition, this transition is

t h e only eligible transition for the initial state of M. Thus, any execution of M and

Tester(E)isdeterministicandsuccessful.

Now we assume that (a) is true for |E| = k. Let

EbeE � .T,whereE � isatestsequencewith|E � |=k.Co nsider the following two cases for

T:

� T isatimeouttransition.SinceThasnoinputsymbol,ith as no effect on any execution ofMandTester(E)beforeMreachestheendo f E�. After M has reached the end of E�,

head(T) becomes the current state of M and T is the only eligible transition.

� T isnotatimeouttransition.Letth e input symbol of T be P:A. Consider the following

two cases for PPT(T,E):

� PPT(T,E) isnull.AccordingtoalgorithmPort_Tester_

Gen, “send A to P” is the first

s t a tement in Tester(P,E). Since P:A is invalid for any of the states entered by M

beforetheheadstateofT,messageAatpo rt P has no effect on any execution of M

and Tester(E) before M enters the head state of T. When head(T) becomes the

current state of M, message A at port T is the only valid input for head(T).

� PPT(T,E) isnotnull.Accordi ng to algorithm Port_Tester_Gen, Tester(P,E) contains

“sendAtoP”fo r T, which immediately follows the send and/or receive statements

for PPT(T,E). One of the following two cases holds for PPT(T,E):

� PPT(T,E) has port P as an output port. In this case, “send A to P” for T is

executed after the completion of PPT(T,E).

� PPT(T,E) hasportPastheinputportandnotasanoutputport.Inthisc ase, “send

A to P” is executed after the “send ... to P” for PPT(T,E).

Thus,“sendAtoP” for T has no effect on any execution of M and Tester(E) from

thebeginningofEtoPPT(T,E).Afterthecompl etion of PPT(T,E), input message A

of T becomes the first input message at port P. Since P:A is invalid for any of the

headstatesoftransitionsbetweenPPT(T,E)andT,messageAat port P has no effect

anyexecutionofMandTester(E)beforeMenterstheheadstateo f T. When head(T)

b e c omes the current state of M, message A at port T is the only valid input for

head(T).

Followingtheabovediscussion,anyexecutionofMandTester(E)is deterministic and thus

successful. Therefore, (a) is true for any port-synchronizable test sequence of M.

(b) B e low we describe a situation that causes two or more ports of M to contain input

m e s sages during an execution of M and Tester(E). Let T be a transition in E such that

PPT(T

,E) is not null, PPI(T,E) is not F, and the input symbol of T is P:A. Assume that

duringanexecutionofMand

Tester(E), input message A of T arrives at port P before or

immediatelyafterthecompletionofPPT(T,E).ThentheinputqueueofportP is non-empty

during the completion of transitions in PPI(T,E). The transitions in PPI(T,E) have ports

o t her than P as input ports. Thus, during the execution of transitions in PPI(T,E), the

situation that two or more ports of M contain input messages occurs at least once.

(c) AssumethatEis pair-synchronizable. For any transition T in E, PPI(T,E) is F. Thus, for

any transition T in E that is not the first transition, the immediate predecessor of T is

PPT(T,E). During any execution of M and Tester(E),

� before theexecutionofthefirsttransitioninE,o nly the input port of the first transition

may contain input messages.

� after the execution of a transition T in E and before the execution of T�s immediate

s u c cessor in E, only the input port of T�s immediate successor may contain input

messages.

Thus, at any time during this execution, at most one port of M contains input messages

(d) A s sume that F is a port-synchronizable test sequence of M such that FcE and

Tester(F)=Tester

(E). For i>0, let Ei and Fi be the ith transitions of E and F, respectively.

Assumeth at the initial state of M is s0 and that the input symbols of E1 and F1 are P:A and Q:B, respectively. Consider each of the following two cases:

� P=Q.

Inthiscase,Tester(P,E)=Tester(P,F)a nd thus A=B. Because M is deterministic,

we have E1=F1.

� P c Q. Inthiscase,“sendAtoP”isthefirststatemen t in Tester(P,F) and “send B to Q”

th e first statement in Tester(Q,F). Let Fj, j>1, be the first transition in F with P:A as

the input symbol. Since “send A to P” is the first transition in Tester(P,F), PPT(Fj,F)

is null and state s0 does not contain any transition with P:A as the input symbol.

However,accordingtoE,T1isatransitionofs0an d has P:A as the input symbol. Due

to this contradiction, PcQ can never hold.

Followingtheabovediscussion,wehaveE1=F1.Byapp lying the same argument, we have

Ei=Fi for any i>0, and consequently E=F. However, this is a contradiction to our

assumptionthatF c E.Thus,Mdoesnotcontainaport-synchronizabletest sequence F such

that FcE and Tester(F)=Tester(E). Q.E.D.

Onein teresting question is whether there exists a test sequence E of an FSM M such that E is

notport-synchroniz able for M, but any execution of M and Tester(E) is deterministic (and thus

successful).Thefollowingtheoremsayssucha test sequence of M does not exist. Based on this

t h eorem, the definition of a port-synchronizable test sequence of M provides a necessary and

sufficientconditionunderwhichatestsequenceofMdoesnothavethesynch ronization problem.

Toprovethistheorem,weconsider thedelayedexecution ofManditstesters, which means that

during an execution of M and its testers, the selection of a transition of the current state of M

is delayed until (a) each tester for M either has completed or is blocking on a receive, and (b)

allmessages sent by these testers have arrived at ports of M. Obviously, the delayed execution

o f M and Tester(E) is deterministic if and only if any execution of M and Tester(E) is

deterministic.

Theorem 5.3. Let E be a test sequence of an FSM M and let Tester(E) be the set of testers

genera ted by algorithm Port_Tester_Gen according to E. E is port-synchronizable for M if and

only if any execution of M and Tester(E) is deterministic.

Proof.FollowingTheorem6.2(a),ifEisport-synchronizableforM,thena ny execution of M and

Tester(E)isdeterministic.Assum e that E is not port-synchronizable for M. There exists at least

one transition, say T, in E such that T is not port-synchronizable for (E,M). Thus, PPI(T,E) is

not F and the input symbol of T is valid for the head state of a transition, say U, in PPI(T,E).

During the delayed execution of M and Tester(E), when the current state of M is head(U) and

a transition of head(U) is chosen after the input symbols of both T and U are available. Thus,

the delayed execution of M and Tester(E) is nondeterministic. Q.E.D.

5.3.GenerationofPort-SynchronizableTestSequencesofanFSM

In this section, we briefly discuss possible approaches to extending a test sequence generation

methodforanFSMinorde r to generate port-synchronizable test sequences. One approach is to

a p ply the concept of backtracking. Assume that during the application of a test sequence

generation method to an FSM M, E is the partial test sequence generated so far and transition

Tisallowe d to follow E. We need to determine whether T is port-synchronizable for E.T with

respe ct to M. If the answer is yes, then we append T to the end of E and continue the original

test sequence generation procedure. If the answer is no, then we try to find another transition, sayT’,thatisallowedtofollow

E, and then we determine whether T’ is port-synchronizable for

E.T’ with respect to M. We repeat this process until such a transition is found. If no such

transitionexistsforE,thenwe replace the last transition in E with another transition and repeat

thesameproc ess. Eventually either we find one port-synchronizable test sequence of M, or we

conclude that no port-synchronizable test sequence of M exists, according to the original test

s e q uence generation method. The concept of backtracking was also used in the generation of

pair-synchronizable test sequences [SB84, LDB93].

Some test sequence generation methods involve the generation of two types of transition

sequences for a state S of an FSM M:

� transfer sequences for S, which start from the initial state of M and reach at S.

� state identification or validation sequences for S, which start from S.

Assume that for a transition T of M, a test sequence generation method has been extended to

generate

� a set FS of port-synchronizable transfer sequences for head(T), and

� a set DS of port-synchronizable identification or validation sequences for tail(T).

We need to find one element of FS, say F, and one element of DS, say D, such that F.T.D is

port-synchronizableforM.

To search for such a port-synchronizable test sequence, we have the

following observations:

(a) ForeachelementDofDS,let

Null(D) be the set of transitions in D with their PPT being

null. To determine whether F.T.D is synchronizable for M, we only need to determine

whetherTand transitions in Null(D) are synchronizable for (F.T.D, M). Transitions in D

that are not in Null(D) can be ignored, since they can never create the port-base

synchronization problem for F.T.D.

(b) Let U be the shortest suffix of F that involves the input ports of T and transitions in

Null(D)atleastonce.

To determine whether F.T.D is port-synchronizable for M, we only

needtodeterminewhetherTandtransitionsinNull(D)are port-synchronizable for (U.T.D,

M). The reason is that T and transitions in Null(D) have their PPT in U.

Basedon(b), we have developed algorithms for generating UIO-based port-synchronizable test

sequences of an FSM.

6.Group-BasedTestingofanFSM

Asmentionedearlier,gr oup-based testing of an FSM divides the ports of this FSM into groups

and allows the testers for ports in the same group to communicate with each other in order to

synchronize the inputs from different testers. Using group-based testing can make more test

sequencesofanFSMtobesynchronizable.Belowwefirstdefineagroup-basedte ster. In Section

6.1, we explain how to extend port-based testing to group-based testing and define a group-

synchronizabletestsequenceof an FSM. In Section 6.2, we present an algorithm for generating

group-based testers and define the group-based synchronization problem. In Section 6.3, we

discuss the generation of group-synchronizable test sequences of an FSM.

A group-def foranFSMMdefineshowtheportsofMaredividedinto groups. We assume that

a tester has one port for communication with other ports in the same group. The group-based

tester for port P of M according to a test sequence E of M and a group-def G for M, denoted

as Tester(P,E,M,G), contains the following four types of statements:

� send A to P;

� receive B from P;

� send permit to Tester(Q,E,M,G);

� receive permit to Tester(Q,E,M,G);

whereAisaninputmessageofM,BanoutputmessageofM,"permit"a message used between

testers in the same group, and Q another port in P�s group in G. For the sake of simplicity,

Tester(Q,E,M,G)isreferredto as Tester(Q,E,G) if M is either implied or immaterial. Also, we

u s e “Tester(Q,E,G)” instead of “the port of Tester(Q,E,G)” in the above send and receive

statements involving message permit. Like a port-based tester, a group-based tester contains a

sequence of non-blocking send and blocking receive statements.

6.1DefinitionofaGroup-SynchronizableTestSequenceofanFSM

Wefirstuseanexampletoillu strate our concept of group-based testing. Consider test sequence

R 3 = T1.T3.T5.T2.T3.T4 of M1. As mentioned earlier, R3 is not port-synchronizable for M1

since

� PPI(T5,R3) = T1.T3_1 and the input symbol of T5 is valid for head(T1).

� PPI(T4,R3) = T2.T3_2 and the input symbol of T4 is valid for head(T2).

ByapplyingalgorithmPort_Te ster_Gen to R3, we obtain the following testers for ports P1, P2,

and P3:

Tester(P1,R3) Tester(P2,R3) Tester(P3,R3)

---------------------------- ---------------------------- -------------------------------

(T1) send A to P1 (T5) send B to P2 (T3_1) send C to P3

(T1) receive X from P1 (T2) send B to P2 (T3_1) receive Z from P3

(T5) receive X from P1 (T2) receive Y from P2 (T3_2) send C to P3

(T4) send A to P1 (T4) receive Y from P2 (T3_2) receive Z from P3

Nowweconsidergroup-basedtestingofM1accordingtogroup-defG1 for M1, which is defined

as {(P1,P2}, {P3}). Since P1 and P2 are in the same group, we can insert statements into

Tester(P1,R3) and Tester(P2,R3) to delay the arrivals of inputs of M at ports P1 and P2. The

followingtestersaretheabo ve testers modified by insert statements to delay the delivery of the

input of T5 until after the completion of T1 and to delay the delivery of the input of T4 until

afterthecompletionofT2.Bydoingso,theport-synchronizati on problems due to T5 and T4 are

eliminated.

Tester(P1,R3,G1) Tester(P2,R3,G1) Tester(P3,R3,G1)

----------------------------------------- ------------------------------------------ -------------------------------

(T1) send A to P1 receive permit from Tester(P1,R3,G1) (T3_1) send C to P3

(T1) receive X from P1 (T5) send B to P2 (T3_1) receive Z from P3

send permit to Tester(P2,R3,G1) (T2) send B to P2 (T3_2) send C to P3

(T5) receive X from P1 (T2) receive Y from P2 (T3_2) receive Z from P3

receive permit from Tester(P2,R3,G1) send permit to Tester(P1,R3,G1)

(T4) send A to P1 (T4) receive Y from P2

Now we formalize our concept of group-based testing. Let T be a transition in a test sequence

E of an FSM M. If T is a timeout transition, then T has no synchronization problem with the

inputsymbolsofpred ecessors of T in E. If T is not a timeout transition, then the input symbol

of T may have the synchronization problem with the input symbol of a predecessor of T in E

( i . e ., the two input symbols have a race condition) only if the head state of this predecessor

containsatransi tion that is not the predecessor and has the same input symbol as T. Below we

consider the closest predecessor of T in E that has this property.

Definition.

ForatransitionTin a transition sequence E of an FSM M, Race(T,E,M) is defined

as follows:

� If T is a timeout transition, then Race(T,E,M) is null.

� If

Tisnotatimeouttransition,thenRace(T,E,M

) is the closest predecessor U of T in E such

thathead(U)hasatransition that is not U and has the same input symbol as T. If no such U

exists, Race(T,E,M) is null.

One of the following three cases holds for Race(T,E,M):

(a) Race(T,E,M) is null.

(b) Race(T,E,M) is PPT(T,E) or a predecessor of PPT(T,E).

(c) Race(T,E,M) is a transition in PPI(T,E).

Assumethathead(T

) has no timeout transitions. T is port-synchronizable for (E,M) if and only

ifeitherPPI(T,E)is F orPPI(T,E)isnot F an d the input symbol of T is valid for the head state

ofsometransitioninPPI(T,E).Incase(a)or(b),Tisport-synch ronizable for (E,M), and in case

(c),Tisnotport-synchronizablefor(E,M).Thus,T is port-synchronizable for (E,M) if and only

if Race(T,E,M) is not a transition in PPI(T,E).

L e mma 6.1: Let T be a transition in a transition sequence E of an FSM M. T is not port-

synchronizable for (E,M) if and only if

� Race(T,E,M) is a transition in PPI(T,E), or

� T is not a timeout transition and head(T) has a timeout transition.

Note: If head(T) has no timeout transtision or the timeout-last property holds, then T is port-

synchronizable for (E,M) if and only if Race(T,E,M) is not a transition in PPI(T,E).

Assumethathead(T)hasnotimeouttr ansitions and that T is not port-synchronizable for (E,M).

Based on the above lemma, Race(T,E,M) is a transition in E after PPT(T,E) and before T.

AssumethattheinputportofTisP.Foragivengroup-defGforM,considerthefo llowing three

cases for Race(T,E,M):

(a) Race(T,E,M)hasaport,sayQ,inP � s group in G as an output port. Since Race(T,E,M) is

n o t PPT(T,E), Qc P. In this case, we can insert statements into Tester(P,E,G) and

Tester(Q,E,G) to delay the delivery of the input of T until after the receipt of output

messages of Race(T,E,M) at port Q. This is accomplished by inserting

� “receivepermit from Tester(Q,E,G)” in Tester(P,E,G) immediately before “send ... to

P” for T, and

� “sendpermittoTester(P,E,G)”inTester(Q,E,G)immediatelyafter“r eceive .... from Q”

for Race(T,E,M).

(b) Race

(T,E,M) does not have any port in P�s group in G as an output port and there exists

atransitionUinEafter

Race(T,E,M) and before T that has a port, say Q, in P’s group in

G as an output port. Since U is not PPT(T,E), Qc P. The following diagram shows the

ordering of T, PPT(T,E), Race(T,E,M), and U in E.

PPT(T,E) Race(T,E,M) U T

... ------------> ... --------------> .... ---> ... ---> ...

I n this case, we can insert statements into Tester(P,E,G) and Tester(Q,E,G) to delay the

delivery of the input of T until after the receipt of output messages of U at port Q.

(c) Otherwise(i.e.,neitherRace(T,E,

M) nor any transition in E after Race(T,E,M) and before

ThasaportinP’sgro up in G as an output port). In this case, the race condition between

theinputsymb ols of T and Race(T,E,M) cannot be eliminated by synchronization among

testers for ports in P�s group in G.

Inport-basedtesting,thePPTandPPIofatransitio n T in a transition sequence E of an FSM M

areusedtodeterminewhetherTisport-synchronizablefor(E,M).Basedonth e above discussion,

we extend the concepts of PPT and PPI for group-based testing.

Definition

.LetEbeatrans ition sequence of an FSM M and let G be a group-def for M. For a

transitionTinEwithportPastheinputport,its group-predecessortransition according to G,

denoted as GPT(T,E,G), is defined as follows:

� If T is a timeout transition, then GPT(T,E,G) is null.

� If

Tisnottimeouttransition,thenGPT(T,E,G)istheclo sest predecessor of T in E that either

has P as the input port or has any port in P’s group in G as an output port. If such a

predecessor of T in E does not exist, then GPT(T,E,G) is null.

Notes:

� If GPT(T,E,G) is null, then PPT(T,E) is null. But the converse is not true.

� If PPT(T,E) is not null, then GPT(T,E) is either PPT(T,E) or a successor of PPT(T,E) in E.

� If

GPT(T,E,G) c PPT(T,E),thenGPT(T,E,

G) is not null and has a port Q in P�s group in G,

Q c P, as an output port.

Definition

.LetEbeatrans ition sequence of an FSM M and let G be a group-def for M. For a

t r ansition T in E, its group-predecessorinterval according to G, denoted as GPI(T,E,G), is

defined as follows:

� If T is a timeout transition, then GPI(T,E,G) is F.

� I f T is not timeout transition and GPT(T,E,G) is null, then GPI(T,E,G) is the sequence of

transitions in E before T.

� If T is not timeout transition and GPT(T,E,G) is not null, then GPI(T,E) is the sequence of

transitions in E after GPT(T,E,G) and before T.

Notes:

� If T is the first transition in E, then GPT(T,E,G) = null and GPI(T,E,G) = F.

� If GPT(T,E,G) is the immediately predecessor of T, then GPI(T,E,G) = F.

� GPI(T,E,G) is a suffix of PPI(T,E).

� If PPI(T,E) = F, then GPT(T,E,G) = PPT(T,E).

Definition

.LetTbeatransitionin a transition sequence E of an FSM M and let G be a group-

defforM.Tissaidtobe group-synchronizable for(E,M,G), or G-synchronizable for (E,M),

if the following two conditions hold:

(a) GPI(T,E,G)is F ,orGPI(T,E,G)isnot F andt he input symbol of T is invalid for the head

state of any transition in GPI(T,E,G).

(b) If T is not a timeout transition, then head(T) does not have a timeout transition.

Notes:

� If T is a timeout transition, then T is G-synchronizable for (E,M).

� I f T is a non-timeout transition and head(T) has a timeout transition, then T is not G-

synchronizable for (E,M).

� Assume that either head(T) has no timeout transition or the timeout-last property holds.

� T is G-synchronizable for (E,M) if and only if Race(T,E,M) is not a transition in

GPI(T,E,G).

� If

Gmakesallpo rts of M as elements of the same group, then T is G-synchronizable for

(E,M).

D efinition. Let E be a transition sequence of an FSM M and let G be a group-def for M. E is

saidtobe grou p-synchronizable for (M,G), or G-synchronizable for M, if every transition in

E is G-synchronizable for (E,M).

E arlier we used test sequence R3 = T1.T3.T5.T2.T3.T4 of M1 with group-def G1 = {(P1,P2},

{P3})toillustratetheconceptofgrou p-based testing. Below we show the PPT, PPI, Race, GPT

and GPI of each transition in test sequence R3 of M1 with group-def G1.

Transition T T1 T3_1 T5 T2 T3_2 T4

PPT(T,R3) null null null T5 T3_1 T5

PPI(T,R3) F T1 T1.T3_1 F T5.T2

T2.T3_2 Race(T,R3,M1) null null T1 null null T2

GPT(T,R3,G1) null null T1 T5 T3_1 T2

GPI(T,R3,G1) F T1 T3_1 F T5.T2

T3_2

ForeachtransitionTinR3,Race(T,E,M1)is either null or a transition not in GPI(T,R3,G1). So

R3isG1-synchronizableforM1.Followingtheabovediscussion,wehavethefoll owing theorem.

Theorem6.2

.LetEbeatimeout

-free test sequence of an FSM M and let G be a group-def for

M.

(a) If E is pair-synchronizable or port-synchronizable for M, then E is G-synchronizable for

M. But the converse is not true.

(b) I f G makes each port of M as the only element of a unique group, then E is port-

synchronizable for M if and only if E is G-synchronizable for M.

(c) IfGmakesallpo rts of M as elements of the same group, then E is G-synchronizable for

M and thus the problem of synchronizing inputs from different testers does not exist.

(d) EisG-synchronizablefor

M if and only if for each transition T in E, Race(T,E,M) is not

a transition in GPI(T,E,G).

(e) If M is completely specified, then E is G-synchronizable for M if and only if for each

transition T in E, GPI(T,E,G) is F.

6.2Group-BasedTestersandSynchronizationProblem

As mentioned earlier, a group-based tester for a test sequence of an FSM is a modification of

theport-basedtesterf or the test sequence by inserting statements to delay the arrivals of inputs

fromtesters,ifnecessary, in order to synchronize the inputs from testers in the same group. To

r e duce overhead for synchronization, we keep the inserted synchronization statements to a minimum. (In Section 7, we show that reducing the number of inserted synchronization

statements also provides better fault detection.) Let T be a transition in a timeout-free test

seque nce E of an FSM M and let G be a group-def for M. Assume that the input symbol of T

isP:A.Tode lay the arrival of T�s input symbol, consider the following cases for GPT(T,E,G).

(a) GPT(T,E,G) is null. Inthis case, the delay of “send A to P” for T is impossible. Note

that in this case, PPT(T,E) is also null and thus GPT(T,E,G) = PPT(T,E).

(b) GPT(T,E,G)isnotnullandGPT(T,E,G)=PPT(T,E).

In this case, the delay of “send A to

P”forTis unnecessary, since the input message of T becomes the input message at port

P only after the completion of PPT(T,E).

(c) G

PT(T,E,G) is not null and GPT(T,E,G) c PPT(T,E) (i.e., GPT(T,E,G) is a transition in

PPI(T,E)). In this case, “send A to P” for T can be delayed until after the completion of

GPT(T,E,G).Not e that GPT(T,E,G) c PPT(T,E) implies that GPT(T,E,G) is not null and

has a port Q in P�s group in G, Q c P, as an output port.

Thus,thedelayof“sendAtoP”forTisnecessaryandpossibleonlyifGPT(T,E,G) c PPT(T

,E).

Also,thedelayof“s end A to P” for T is necessary only if T is not port-synchronizable for M,

i.e.,onlyifRace(T,E,M)isatransi tion in PPI(T,E). As an example, consider transition T3_1 in

R3ofM1.GPT(T3_1,E,G1)isT1andPPT(T3_1,E,G1)isnull.SinceRac e(T3_1,R3,M1) is null,

there is no need to delay the input symbol of T3_1.

AssumethatGPT(T,E,G) c PPT(T,E)andRace(T,E,M

) is a transition in PPI(T,E). Consider the

following relationships between Race(T,E,M) and GPT(T,E,G):

� Race(T,E,M) isGPT(T,E,G).Inthiscase,TisG-synchronizable for (E,M) and “send A to P”

for T is delayed until after the completion of GPT(T,E,G).

� Race(T,E,M) isasuccessorofGPT(T,E,G).Inthiscase,Tisnot

G-synchronizable for (E,M).

Weassumethatthisdoesnotstoptheconstr uction of group-based testers for M. Thus, “send

A to P” for T is delayed until after the completion of GPT(T,E,G).

� R a c e(T,E,M) is a predecessor of GPT(T,E,G). In this case, “send A to P” for T could be

d e layed until after the completion of GPT(T,E,G). However, it is possible to allow earlier

arrival of the input symbol of T and still avoid the race condition between the inputs of

Race(T,E,M)andT.(InSection7,weshowthatearlierarrivalsofinputsfro m testers provides

betterfaultdetection

, if the earlier arrivals of inputs do not create race conditions.) Consider

the following cases:

� Race(T,E,M) has an output port in P�s group in G. In this case, “send A to P” for T is

delayeduntilafterth e completion of Race(T,E,M). As an example, consider transition T5

inR3ofM1.GPT(T5,E,G1)isT3_1andRace(T5

,E,G1) is T1, which is a predecessor of

T5.ThedeliveryoftheinputsymbolofT5isdelayedun til after the completion of T1, not

T3_1.

� Race(T,E,M) does not have an output port in P�s group in G. In this case, we search for

the first transition in E after Race(T,E,M) that has a port in P’s group in G as an output

port

. Let this transition be U. U must exist, since GPT(T,E,M,G) has a port in P�s group

inGasanoutputport.(Thus,

U is either GPT(T,E,G) or a predecessor of GPT(T,E,G) in

E.) In this case, “send A to P” for T is delayed until after the completion of U.

Following the above discussion, we have the following definition.

Definition

.LetTbeatransitionin a transition sequence E of an FSM M and let G be a groupdef for M. Assume that the input port of T is P. Delay(T,E,M,G) is defined as follows:

(a) if GPT(T,E,G) c PPT(T,E) and Race(T,E,M) is a transition in PPI(T,E), then

(a.1) ifRace(T,E,M)isGPT(T,E,G)o r a successor of GPT(T,E,G), then Delay(T,E,M,G)

is GPT(T,E),

(a.2) otherwise (i.e., Race(T,E,M) is a predecessor of GPT(T,E,G)),

(a.2.2) ifRace(T,E,M)has an output port in P�s group in G, then Delay(T,E,M,G)

is Race(T,E,M),

(a.2.2) otherwise,Delay(T,E,M,G)isthefirsttransitionin

E after Race(T,E,M) that

has a port in P’s group in G as an output port.

(b) otherwise, Delay(T,E,M,G) is null.

Notes:

� If

Tisatimeouttransition,bothPPT(T,E)andGPT(T,E,G)arenu ll and thus Delay(T,E,M,G)

is null.

� Delay(T,E,M,G) isnotnullifandifGPT(T,E,G) c PPT(T,

E) and Race(T,E,M) is a transition

in PPI(T,E).

� If Delay(T,E,M,G) is not null, then it is either Race(T,E,M,G), GPT(T,E,G), or a transition

in E between them.

� If

Tisport-synchronizablefor(E,M),thenDelay(T,E

,M,G) is null. If Delay(T,E,M,G) is null

and T is G-synchronizable for M, then T is port-synchronizable for (E,M).

� Assume thatT is G-synchronizable for (E,M). Delay(T,E,M,G) is not null if and only if the

delay of the input symbol of T is necessary and possible.

AlgorithmGroup_Tester_Gen

Input: a test sequence E of an FSM M and a group-def G for M.

Output: Tester(E,G), which is {Tester(P,E,G) | P is a port involved in E}

(1) For each port P involved in E, let Tester(P,E,G) be empty.

(2) ForeachtransitionTinE,letSyn(T)be{(R,W)|T=Delay(U,E,M,G)forsome transition

Uin E, W is the input port of U, and R is the first output port of T that is in W�s group

in G}. Initially, Syn(T) is set to be the empty set.

(3) For each transition T in E (starting from the first transition in E),

(a) compute Delay(T,E,M,G).

(b) If Delay(T,E,M,G) is not null,

(b.1) assume that the input port of T is P.

(b.2) let Q be the first output port of Delay(T,E,M,G) that is in P�s group in G.

(b.3) Syn(Delay(T,E,M,G)) := Syn(Delay(T,E,M,G)) B {(Q,P)}.

(3) For each transition T in E (starting from the first transition in E) ,

(a) iftheinputsymbolofTisP:A,thenadd

"send A to P" to the end of Tester(P,E,G).

(b) if the list of output symbols of T is (Q1:B1,,Q2:B2,...,Qv:Bv) then

for each i from 1 to v, add "receive Bi from Qi" to the end of Tester(Qi,E,G).

(c) if Syn(T) is not empty, then for each (R,W) in Syn(T),

(d.1) add "send permit to Tester(W,E,G)" to the end of Tester(R,E,G).

(d.2) add "receive permit from Tester(R,E,G)" to the end of Tester(W,E,G).

end of algorithm.

Earlierwe showed the PPT, PPI, Race, GPT and GPI of each transition in test sequence R3 of

M1 with group-def G1. All transitions in R3 except T5 and T4 have their Delay for G1 being

null. Delay(T5,R3,M1,G1) = T1, and Delay(T4,R3,M1,G1) = T2. Tester(P1,R3,G1),

Tester(P2,

R3,G1), and Tester(P3,R3,G1) shown in Section 6.1 are exactly the testers generated

by algorithm Group_Tester_Gen for M1 according to R3 and G1.

Nowweconsidergroup-basedtestersforR3ofM1withgroup-def

G2 = {(P1,P2,P3)}. Since G2

makesallportsofM1inthesame group, R3 is G2-synchronizable for M1. Below we show the

PPT,PPI,Race,GPT,GPI,andDelayof each transition in test sequence R3 of M1 with group-

def G2.

Transition T T1 T3_1 T5 T2 T3_2 T4

PPT(T,R3) null null null T5 T3_1 T5

PPI(T,R3) F T1 T1.T3_1 F T5.T2 T2.

T3_2

Race(T,R3,M1) null null T1 null null T2

GPT(T,R3,G2) null T1 T3_1 T5 T2 T3_2

GPI(T,R3,G2) F F F F F

F

Delay(T,R3,M1,G2) null null T1 null null T2

Alltransitionsi n R3 except T5 and T4 have their Delay for G2 being null. For each of T5 and

T4,ithasthesameDelayforbothG1andG2.Thus, according to algorithm Group_Tester_Gen,

Tester(P1,R3,G1), Tester(P2,R3,G1), and Tester(P3,R3,G1) are the same as Tester(P1,R3,G2),

Tester(P2,R3,G2), and Tester(P3,R3,G2), respectively.

LetEbeatransitionsequenceofanFSMMandletG and G� be two group-def for M such that

eachgroup in G is a subset of a group in G�. Assume that E is G-synchronizable for M. Let T

beat ransition in E. Since T is G-synchronizable for (E,M), Race(T,E,M) is not a transition in

GPI(T,E,G).AssumethattheinputportofTisi n group R of G and in group R� of G�. Since R�

isasupersetofR,GPI(T,E,G � )isasuffixofGPI(T,E,G)andthusRace(T,E,M)isnot a transition

in GPI(T,E,G�). Hence, T is G�-synchronizable for (E,M). Consider the following cases for

Delay(T,E,M,G):

� D e lay(T,E,M,G) is not null. In this case, GPT(T,E,G) c PPT(T,E) and Race(T,E,M) is a

transitioninPPI(T,E).SinceGPI(T,E,G � )isasuffixofGP

I(T,E,G), GPT(T,E,G�) c PPT(T,E)

and thus Delay(T,E,M,G�) is not null. Furthermore, because Delay(T,E,M,G) is either

Race(T,E,M,G), GPT(T,E,G), or a transition in E between them, Delay(T,E,G) is also

Delay(T,E,G�).

� Delay(T,E,M,G) isnull.SinceTisG-synchronizable for M, then T is port-synchronizable for

(E,M). Therefore, Delay(T,E,M,G�) is null.

Following the above discussion, we have the following theorem.

Theorem6.3. Let E be a transition sequence of an FSM M and let G and G� be two group-def

forMsuchthateachgroupinGisasubsetofagroupinG � .Assu me that E is G-synchronizable

for M. Then

� E is G�-synchronizable for M.

� For each transition T in E, Delay(T,E,M,G) = Delay(T,E,M,G�).

� Tester(E,G) = Tester(E,G�).

Definition. Let E be a test sequence of an FSM M and let G be a group-def for M. Let

Tester(E,G) be the set of testers generated by algorithm Group_Tester_Gen according to E and

G.DuringanexecutionofMandTester(E,G),the group-basedsynchronizationprobl em occurs

when a state of M has two or more eligible transitions. (As a result of this problem, this

executionofMandTester(E,G)isnondete rministic and may result in an abnormal termination.)

Theorem6.4.

LetEbeatestsequenceofanFSMM,Gagro up-def for M, and Tester(E,G) the

set of testers generated by algorithm Group_Tester_Gen according to E and G. Assume that E

is G-synchronizable for M.

(a) I f E is port-synchronizable, then Tester(E,G) = Tester(E), which is the set of testers

generated by algorithm Port_Tester_Gen according to E.

(b) AnyexecutionofMandTester(E,G)isdeterministicandsuccessfu l. Thus, the group-based

synchronization problem never occurs during any execution of M and Tester(E,G).

(c) The number of send and receive statements involving message permit in Tester(E,G) is

minimum.Thatis,theredoesnotexistasetSofgroupbased testers for M with group-def

G such that

� any execution of M and S is deterministic and successful, and

� S contains less number of send and receive messages involving message permit.

(d) At any time during an execution of M and Tester(E,G), two or more ports of M may

contain input messages.

(e) I f G makes all ports of M as elements of the same group, then at any time during an

execution of M and Tester(E,G), at most one port of M contains input messages.

(f) Assume that E does not contain timeout transitions. M does not have a timeout-free

G-synchronizable test sequence such that FcE and Tester(F,G)=Tester(E,G).

Proof.

(a) Assumethat

E is port-synchronizable for M. For each transition T in E, Delay(T,E,M,G)

isnull.Thus,Tester(E,G)doesnotco ntain send and receive statements involving message

permit.

(b) T he proof is similar to as that for Theorem 5.2(a) except that for transition T in E=E�.T,

we consider the following three cases for Delay(T,E,M,G) and PPT(T,E):

� Delay(T,E,M,G) is not null.

� Delay(T,E,M,G) is null and PPT(T,E) is not null.

� Both Delay(T,E,M,G) and PPT(T,E) are null.

In each of the above cases, according to algorithm Group_Tester_Gen, the input symbol

ofThas no effect on any execution of M and Tester(E,G) from the beginning to the end

ofE � .AfterMenterstheheadstateofT,t he input symbol of T is the only valid input for

this state. Thus, any execution of M and Tester(E,G) is deterministic and successful

(c) For each transition T in E, if the insertion of send and receive statements involving

message permit is needed, then “receive permit from ...” for T must be inserted

immediat ely before “send ... to ...” for T, and “send permit to ...” for T must be inserted

immediatelyafter“receive...from...”foreitherRa ce(T,E,M), GPT(T,E,G), or a transition

afterRace(T,E,M)andbeforeGPT

(T,E,M). The inserted synchronization statements for T

cannotbeusedasinsertedsynchronizationstatementsforanothertransit ion in E. According

toalgorithmGroup_Tester_Gen,Delay(T

,E,M,G) is not null if and only if the insertion of

send and receive statements involving message permit for T is necessary. Therefore, the number of send and receive statements involving message permit in Tester(E,G) is

minimum.

(d) It follows Theorem 5.2(b).

(e) The proof is the same as that for Theorem 5.2(c) except that for any transition T in E,

GPT(T,E,G) is F. Thus, for any transition T in E that is not the first transition, the

immediate predecessor of T is either PPT(T,E) or Delay(T,E,M,G).

(f) The proof is similar to that for Theorem 5.2(d) and is omitted. Q.E.D.

Oneinterestingquestioni s that for an FSM M and a group-def G for M, whether there exists a

test sequence E of M such that E is not G-synchronizable for M, but any execution of M and

Tester(E,G)isdeterministic.Thefollowingtheoremanswersthisquestion.Top rove this theorem,

weconsider thedel ayedexecution of M and Tester(E,G). Obviously, the delayed execution of

M and Tester(E,G) is deterministic if and only if any execution of M and Tester(E,G) is

deterministic.

Theorem6.5

.LetEbeatestsequenceofanFSMM,Gagro up-def for M, and Tester(E,G) the

s e t of testers generated by algorithm Group_Tester_Gen according to E and G. E is

G-synchronizable for M if and only if any execution of M and Tester(E,G) is deterministic.

Proof.FollowingTheorem6.3(b), if E is G-synchronizable for M, then any execution of M and

Tester(E,G)isdeterministic.

Assume that E is not G-synchronizable for M. Following Theorem

6.2(d),thereexistsatleastonetransi tion, say T, in E such that Race(T,E,M,G) is a transition in

GPI(T,E,G). Let Race(T,E,M,G) be transition U. During the delayed execution of M and

Tester(E,G),whenthecurrentstateofMi s head(U) and a transition of head(U) is to be chosen,

theinputsymbolsofbothTandUareavailableandvalid.Thus,th e delayed execution of M and

Tester(E,G) is nondeterministic. Q.E.D.

6.3GenerationofGroup-SynchronizableTestsequencesofanFSM

InSection5.3,webrieflydiscussed possible approaches to extending a test sequence generation

method for an FSM in order to generate port-synchronizable test sequences. These approaches

canalsobeappliedtoe xtend a test sequence generation method for an FSM to generate group-

synchronizablet est sequences. For a transition T in a test sequence E of an FSM M, T is port-

synchronizable for (E,M) if and only if (a) Race(T,E,M) is not a transition in PPI(T,E) and (b)

if T is not a timeout transition, then head(T) does not have a timeout transition. For a given

g r o up-def G for M, T is G-synchronizable for (E,M) if and only if (a) Race(T,E,M) is not a

transition in GPI(T,E,G) and (b) if T is not a timeout transition, then head(T) does not have a

timeouttran sition. Since GPI(T,E,G) is a suffix of PPI(T,E). the determination of whether T is

G-synchronizable for (E,M) does not require any information about the transitions in E before

PPI(T,E).Inotherwords,thedeterminationofwhetherTisG-syn chronizable for (E,M) does not

require any information about the transitions in E that are not needed for determination of

whether T is port-synchronizable for (E,M).

7.FaultDetectionbySynchronizableTestSequencesofanFSM

Inearlierd iscussion, we made the following claims regarding fault detection of synchronizable

tests sequences of an FSM M:

(a) “Onetesterforeachportof

M” is more effective than “one tester for all ports of M” for fault detection.

(b) “Onetesterforeachporto f M” is more effective than “one tester for each group of ports

of M” for fault detection.

(c) Reducingthenumberofunnecessarysendandreceivestatements involving message permit

in testers for M provides better fault detection.

(d) Earlier arrivals of inputs from testers for M provides better fault detection, if the earlier

arrivals of inputs do not create race conditions.

Inthissec tion, we give examples to illustrate the above claims. In fact, claims (a), (b), and (c)

a re based on claim (d). Other issues on fault detection of synchronizable tests sequences of an

FSM are not considered in this paper.

AssumethatFSMM1inFig.1hasbeenimplemented incorrectly as the FSM M2 in Fig. 2. M2

isthesameasM1exceptthatM2containsanextratransition

T6, which is from state S2 to state

S3 and has the same

input and output

symbols as T5.

Consider test sequence R4 = T1.T3.T5 of M1. R4 is not port-synchronizable for M1. Consider

the following three sets of testers for R4:

� By using one tester for all ports of M1, the following is Tester(R4) for R4.

(T1) send A to P1

(T1) receive X from P1

(T3) send C to P3

(T3) receive Z from P3

(T5) send B to P2

(T5) receive X from P1

� Tester(R4,G2), according to algorithm Group_Tester_Gen, contains the following testers:

Tester(P1,R4,G2) Tester(P2,R4,G2) Tester(P3,R4,G2)

--------------------------------------- ---------------------------------------------- ---------------------------

(T1) send A to P1 receive permit from Tester(P1,R4,G2) (T3) send C to P3

(T1) receive X from P1 (T5) send B to P2 (T3) receive Z from P3

send permit to Tester(P2,R4,G2)

(T5) receive X from P1

� Tester(R4,G2) � isTester(R4,G2)modif ied by inserting additional send and receive statements

i n v o lving permit so that the input symbol of a transition is sent by a tester only when the

transition is the next that is expected to be executed.

Tester(P1,R4,G2)� Tester(P2,R4,G2)�

--------------------------------------- -----------------------------------------------

(T1) send A to P1 receive permit from Tester(P3,R4,G2)

(T1) receive X from P1 (T5) send B to P2

send permit to Tester(P3,R4,G2)

(T5) receive X from P1

Tester(P3,R4,G2)�

----------------------------------------------

receive permit from Tester(P1,R4,G2)

(T3) send C to P3

(T3) receive Z from P3

send permit to Tester(P2,R4,G2)

Note that both Tester(R4) and Tester(R4,G2)� send the input symbol of a transition in R4 only

whenthetransitionisthenextthat is expected to be executed. Any execution of M2 with either

Tester(R4) or Tester(R4,G2)� is deterministic and successful. Thus, Tester(R4) and

Tester(R4,G2) � canneverdetectthefa ult in M2. During an execution of M2 and Tester(R4,G2),

whenS2isthecurrentstate,assumethatbothP3:C(f or T3 in M1) and P2:B (for T5 in M1) are

available. Thus, both T3 and T6 are eligible for S2 in M2. If T3 is chosen, then the execution

is successful. However if T6 is chosen, then the execution is unsuccessful, since the next state

S3hasnovalidinput.Thereasonforpossible detection of the fault in M2 is that Tester(R4,G2)

allows earlier arrival of the input symbol of T5.

8.ResultsofEmpiricalStudies

Inthissection,wedescribethe results of our empirical studies on pair- and port-synchronizable

test sequences. We used a number of FSM-based protocols in our empirical studies. For each

FSM-based protocol M, we applied the following steps:

(a) used tsg, a test sequence generation tool, to generate a set S of test sequences of M.

(b) for each test sequence E in S, determined whether E is pair-synchronizable, not pair-

synchronizable, but port-synchronizable for M, or not port-synchronizable for M.

Thetsg( t est s equence g ene ration) tool was obtained from the Department of Computer Science

atUnivers ity of British Columbia. For a given FSM, tsg can generate test sequences according

totheD-method[Koh78],UIO-method[SD88],andW

-method [Cho78]. For the input FSM, the

toolinsertsaresettransitionforeachstate.IftheinputFS

M is not completely specified, the tool

insertsaself-looptransitionforeachunspecifiedi nput of a state. Each of the inserted transitions

has no output.

WeappliedtsgtogenerateUIO-basedtests equences for a number of FSM-based protocols. For

e a ch transition T in a given FSM, tsg generated one or more UIO-based test sequences, each startingwitharesettransition,followedbyu.T.v,whereuisatransitionsequen ce from the initial

statetotheheadstateofTandvisaUIOsequencefort he tail state of T. After a set S of UIO-

based test sequences for an FSM was generated by tsg, S was modified as follows:

(a) The test sequences in S for inserted transitions (i.e., reset transitions and the self-loop

transitions for unspecified inputs) were deleted.

(b) ForeachoftheremainingtestsequencesinS,theinse rted transitions in this test sequence,

if they existed, were deleted, and if the resulting test sequence contained zero or one

transition, then this test sequence was deleted.

(c) Afterstep(b),iftwoormoretestsequencesinSwereidentical,thenonly one of them was

kept in S.

Thefollowing algorithm was used to determine whether a test sequence is pair-synchronizable,

and if not, whether it is port-synchronizable for a given FSM M.

let E = E1.E2.....En be a test sequence of M;

pair_flag := true; /* to indicate whether E is pair-synchronizable */

port_flag := true; /* to indicate whether E is port-synchronizable for M */

for i = 2, 3, ..., n until port_flag = false do begin

visit transition Ei;

if Ei is a timeout transition (i.e., the input symbol of Ei is null) then

begin pair_flag := false; port_flag := true; cycle; end;

/* the cycle statement completes the current iteration of the for loop */

if the head state of Ei has a timeout transition then

begin pair_flag := false; port_flag := false; cycle; end;

let the input symbol of Ei is P:A;

if port P is not involved in E(i-1) then begin

pair_flag := false;

ppt_found := false; /* to indicate whether PPT(Ei,E) has been found */

for j = i-1, i-2, ..., 1 until port_flag = false or ppt_found = true do begin

visit transition Ej;

if port P is involved in Ej

then ppt_found := true;

else if P:A is a valid input for head(Ej) then port_flag := false;

end; /* end of the loop for j */

end;

end; /* end of the loop for i */

Afterthe completion of the above algorithm, if pair_flag is true, then E is pair-synchronizable.

Otherwise,ifport_flagistrue,then

E is not pair-synchronizable, but port-synchronizable for M.

I f port_flag is false, then E is not port-synchronizable for M. Note that if the timeout-last

propertyholds,thenthestatement“iftheheadstateo f Ei has a timeout transition then ...” in the

above algorithm is deleted.

The following table shows some of the results of our empirical studies.

protocol name test_seq_# pair_# port_#

non_port_#

------------- ------------- ------------ ------------ --------------

T-class-0 55 45 (82%) 52 (95%) 3 ( 5%)

T-class-4 107 78 (73%) 83 (78%) 24 (22%)

Q931 50 20 (40%) 48 (96%) 2 ( 4%)

T-timeout 25 10 (40%) 12 (48%) 13 (52%)

where

� test_seq_# is the total number of UIO-based test sequences generated by tsg for the

corresponding protocol.

� pair_# is the number of pair-synchronizable test sequences.

� port_# is the number of port-synchronizable test sequences.

� non_port_# is the number of non-port-synchronizable test sequences.

� T - c lass-0 refers to the transport class 0 protocol [SB84]. This protocol has 4 states and 21

transitions.

� T-class-4 refers to the transport class 4 protocol [SL89], which has 15 states and 60

transitions.

� Q931 refers to the ISDN Q931 protocol [ZC94], which has 8 states and 31 transitions.

� Both T-class-4 and Q931 contain multiple types of timeout signals, which were treated as

inputs from a unique port in our empirical studies.

� T - timeout refers to the transport protocol in Fig. 2.9 of [Sar93] modified by deleting one

timeouttransition,sincetheheadstateofthistimeouttransition has another timeout transition.

TheT-timeoutprotocolhas6stat es, 15 non-timeout transitions and one timeout transition. If

the timeout-last property holds, then the number (percentage) of port-synchronizable test

sequences for this protocol increases from 12 (48%) to 23 (92%).

T h e above table show that for the set of UIO-based test sequences generated by tsg for a

protocol,thepercentageofpair-synchron izable test sequences ranges from 40% to 82% and that

thepercentage of port-synchronizable test sequences ranges from 78% to 96%. The increase of

percentage of synchronizable test sequences due to the definition of a port-synchronizable test

sequencerangesfrom5%to56%.These results indicate that the use of port-synchronizable test

sequences may significantly increase the number of synchronizable test sequences of an FSM.

9.Conclusions

Inthispaper,wehavediscussedseveralissueson port- and group-based testing of an FSM with

multiple ports, including the definitions of port- and group-synchronizable test sequence, the

generation of port- and group-based testers, and approaches to generating port- and group-

synchronizable test sequences. Port-synchronizable test sequences of an FSM have fewer

restrictionsthanpair-synchronizabletestsequences.Ourempiricalstu dies show that an FSM may

contai n many port-synchronizable test sequences that are not pair-synchronizable. Group-based

testing is more general than port-based testing and makes more test sequences to become

synchronizable.

AccordingtoTheorem5.3,thesetofport-synchronizabletes t sequences of an FSM M is exactly

thesetoftestsequencesofMthatdonothavethesynchronizationproble m in port-based testing

ofM.Similarly,accordingtoTheorem6.

4, the set of group-synchronizable test sequences of an

F S M M with a group-def G is exactly the set of test sequences of M that do not have the synchronizationproblemingr oup-based testing of M with group-def G. Furthermore, according

toTheorem6.3(c),thenumberofinsertedsendandrec eive statements for synchronization in the

g r oup-based testers for M is minimum. Therefore, we have provided very interesting results

about synchronizable test sequences of FSMs.

Our definitions of port- and group-synchronizable test sequences of an FSM are based on

executi ons of the FSM and its testers, not executions of an implementation of the FSM and its

testers. In this paper, we have briefly addressed some issues related to fault detection by

synchronizabletestsequence s of an FSM. We are investigating additional issues related to fault

detection.Inthispaper,wehavealsodiscussedseveralapproachesto generating port- and group-

s y nchronizable test sequences of an FSM. Currently we are developing algorithms for the

generating synchronizable UIO test sequences.

A c knowledgments: The authors wish to thank Dan Duvarney for his effort in carrying out

empiricalstudies.Also,theauthorsaregratefultoPramodKo ppol for his comments and to Prof.

S. T. Chanson and J. Zhu for providing the tsg tool.

References

[And91] G. Andrews, Concurrent Programming: Principles and Practice, Benjamin

Cummings Pub. Co., Inc., Redwood, CA, 1991.

[BU91] S. Boyd and H. Ural, "The synchronization problem in protocol testing and its

complexity," Information Processing Letters, Vol. 40, Nov. 1991, 131-136.

[CT91] R . Carver and K. C. Tai, "Replay and Testing for Concurrent Programs," IEEE

Software, Vol. 8. No. 2, March 1991, 66-74.

[CLC90] W . H. Chen, C. S. Lu, L. Chen, and J.T . Tang, "Synchronizable protocol test

generation via the duplex technique," Proc. IEEE INFOCOM ’90, 561-563.

[CU95] W . H. Chen and H. Ural, “Synchronizable test sequences based on multiple UIO

sequences,” IEEE/ACM Trans. Network, Vol.3, No. 2, April 1995 152-7.

[CTU93] W.H.Chen,C.Y.Tang,andH.U ral, "Minimum-cost synchronizable test sequence

generation via the duplexU digraph," Proc. IEEE INFOCOM ’93, 128-135.

[EJ73] J. Edmons and E. L. Johnson, “Matching, Euler tours, and the Chinese postman,”

Math. Programming 5 (1973), 88-124.

[GU95] S. Guyot and H. Ural, “Synchronizable checking sequences based on UIO

sequences,” to appear in Proc. Protocol Test Systems VIII, 1995.

[Koh78] Z.Kohavi,SwitchingandFiniteAutoma ta Theory. 2nd edition, McGraw-Hill, 1978.

[LDB93] G.Luo,R.Dssouli,G.v.Bochmann,P.Venkat aram, and A. Ghedamsi, "Generating

synchronizabletestsequ ences based on finite state machine with distributed ports,"

Proc. Protocol Test Systems VI, 1993, 139-153.

[NT81] S.Naito,andM.Tsu noyama, “Fault detection for sequential machines by transition

tours,” Proc. IEEE Fault Tolerant Computing Symp., 1981, 238-243.

[Sar93] B. Sarikaya, Principles of Protocol Engineering and Conformance Testing, Ellis

Horwood Limited, 1993.

[SB84] B. Sarikaya and G. v. Bochmann, "Synchronization and specification issues in

protocol testing," IEEE Trans. on Communications, Vol. 32, No.4, Apr. 1984,

389-395.

[SD88] K. Sabnani and A. Dahbura, "A protocol test generation procedure," Computer

Networks and ISDN Systems, Vol. 15, no. 4, 1988, 285-297.

[SL89] D.P.SidhuandT-KLeung,"FormalMethodsforprotocoltesting:Ade tailed study,"

IEEE Trans. on Software Engineering., Vol. 15, no. 4, April 1989, 413-426.

[TA87] K. C. Tai, and S. Ahuja, "Reproducible testing of communication software", Proc.

IEEEInter.Conf.onComputer

Software and Applications (COMPSAC) ’87, Oct.

1987, 331-337.

[TCO91] K.C.Tai,R.H.Carver

, and E. E. Obaid, "Debugging concurrent Ada programs by

deterministicexecution,"

IEEE Trans. Soft. Eng., Vol. 17, No. 1, Jan., 1991, 45-63.

[TC95] T a i, K. C., and Carver, R. H., "Testing of Distributed Programs", a chapter in

HandbookofP arallel and Distributed Computing, ed. A. Zoyama, to be published

by McGraw-Hill, 1995.

[Tar91] K. Tarnay, Protocol Specification and Testing, Plenum Press, 1991.

[Tur93] KJ.,Turner,ed.,

UsingFormalDescriptionTec hniques: An Introduction to Estelle,

Lotos, and SDL, Wiley, 1993.

[UW93] H. Ural and Z. Wang, "Synchronizable test sequence generation using UIO

sequences," Computer Communications, Vol. 16, No. 10, Oct. 1993, 653-661.

[ZC94] J. Zhu and S. T. Chanson, "Toward evaluating fault coverage of protocol test

sequences," Proc. Protocol Specification, Testing, and Verification, XIV, 1994

130-144.