
ABSTRACT

CRAWFORD, KEN D. Methods for Topology Monitoring on a Distribution System Using State
Estimation. (Under the direction of Dr. Mesut Baran and Dr. Wenyuan Tang.)

With increasing focus moving towards distributed energy resource (DER) deployment to electric

power distribution systems and focus on development of smart grids, effective real-time monitoring

is crucial to enhancing the reliability and efficiency of distribution system operation and control.

This dissertation focuses on real-time monitoring of distribution systems to improve this reliable

operation and control. Such operations that are being deployed by utilities include Smart Grid

applications like Fault Location, Isolation, and Service Restoration (FLISR) and Integrated Volt-VAR

Control (IVVC). These schemes require accurate situational awareness of the system operation

point including system voltages. Accurate real-time monitoring can be accomplished through me-

tering connected through a Supervisory Control and Data Acquisition (SCADA) communication

infrastructure, however can be quite costly to utilities. Thus, a foundational alternative method,

like Distribution System State Estimation (DSSE), is a requirement that allows for the estimation of

system voltages from provided SCADA measurements and system modeling. To this end, DSSE has

been deployed to determine the operating conditions of distributions feeders. However, distribution

systems have unique characteristics that make the application of state estimation more challenging

compared to the transmission system. These challenges include the radial topology, three-phase

unbalanced system, high resistance to reactance (R/X) ratio, limited and sparse real-time measure-

ments, network model uncertainty, and the "always changing" topology. Therefore, modifications

must be made to standard state estimation methods for DSSE. One of the most challenging issues

facing accurate real-time monitoring with DSSE is topology errors because DSSE assumes a correct

system topology and the presence of topology errors creates significant limitations in voltage esti-

mate accuracy. Therefore the development of methods for topology error monitoring to address

these limitations is the focus of this dissertation.

One of the more common and computationally efficient methods of DSSE is the branch current

based distribution system state estimation (C-DSSE), which converts actual measurement to its

equivalent current measurement form. Commonly occurring topology errors that significantly

impact C-DSSE are addressed and the most challenging ones are identified. These most challenging



topology errors are hardly addressed in literature and the performance of C-DSSE and traditional

bad data detection (BDD)-based methods in the presence of such challenging topology errors is

assessed. Through assessment, key limitations are highlighted and used as motivation for further

improvement of topology monitoring methods.

In addressing the limitations on performance of C-DSSE and traditional BDD methods, this

research proposes a new approach of modeling measurement uncertainty. This improvement no-

ticeably enhances the overall quality and accuracy of state estimates from C-DSSE and significantly

strengthens traditional BDD-based methods capability for topology error monitoring. With this

enhanced capability, an effective signature-based analysis is proposed and is unprecedented in

existing literature. A final method is proposed taking advantage of this signature-based analysis

and is aimed at accurately detecting the presence and type of topology error, localizing the error

to a smaller surface area of the system, and finally identifying the source of the detected topology

error. This is a significant advancement in using DSSE and BDD based method for topology error

monitoring for reliable real-time monitoring of distribution systems.

This challenge is quite common in practice, even across the variety of similar real-time moni-

toring method like power flow-based state estimation. By employing effective data analytics tools

and the proposed signature-based analysis, practical application can be extended to these various

real-time monitoring schemes. Extensive analysis is presented utilizing real distribution network

data thereby proving the applicability of the analysis in practice.

Another significant area of this thesis is the extension of such signature-based analysis to in-

clude alternative sources of topology errors. Potential cyber-attacks against power systems pose a

remarkable threat to the system topology and system operation. Recognizing this, a likely attack

model threatening system topology is identified and the signature-based analysis is extended to

consider such a threat. This effort supports the robustness of the proposed approach and defends

its use for topology error monitoring in DSSE.

In conclusion, this thesis provides a detailed evaluation of topology error threats and the impacts

and limitations towards DSSE and BDD accuracy are addressed. As a result this thesis introduces

innovative approaches to enhancing the capability of methods for topology error monitoring in

practical applications, thus offering substantial improvements over traditional techniques and is a

significant contribution to the field of distribution system operation and control.
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CHAPTER

1

INTRODUCTION

The need for real-time monitoring methods has become more crucial over recent years particularly

because of the growing impact of distributed energy resources (DERs) and increased focus on

microgrids. The stochasticity and uncertainty surrounding DER generation creates the need for

a utility’s centralized control center to monitor its many widespread distribution systems that

it provides electricity to more carefully, as an accurate awareness is needed to reliably manage

and control the distribution system. Placing meters throughout the system connected through an

effective communication structure through Supervisory Control and Data Acquisition (SCADA)

infrastructure can accomplish this, however can become quite costly, so it becomes infeasible

to place meters at every point in every distribution network. Instead, common methods for real-

time monitoring in power systems that are utilized are power flow and state estimation (SE), more

precisely weighted least square (WLS) based SE, where utilities only need to place a minimal number

1



of measurements at optimal locations to estimate the operating point [1]. These methods allow for

system operators to have a real-time awareness of the condition of the network without having to

place meters at every point in the system.

Figure 1.1 State Estimation Block Diagram

However, there are challenges associated with the nature and behavior of distribution systems

that arise when applying these methods that must be addressed for accurate real-time monitoring.

As seen in Fig. 1.1, WLS SE takes into consideration the system model, the system topology, and

measurements, which all have unique characteristics in the distribution system.

1.1 Distribution Systems Challenges

Distribution systems, when compared to transmission systems, are more sparsely measured and

radial in nature. Real-time monitoring methods that are applied to the distribution system must

then be modified because of the requirement for some level of measurement redundancy to achieve

an observable system. The loads are used in the method as pseudo-measurements and are derived

through load estimation techniques or load allocation methods using the sparse measurements

and customer information like billing history and connected capacity [2, 3].

Distribution systems are also more unbalanced in nature given loads can be single and two

phase, so traditional WLS SE can experience issues with convergence when applied to these dis-
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tribution systems [4]. Thus, an existing distribution system state estimation (DSSE) method has

been developed based on the use of branch current values to address these challenges, which will

be referred to as C-DSSE [5].

Another key limitation in practice is the accuracy of the estimation is reliant on the accuracy of the

sparsely placed measurements. In distribution systems, there are very few real-time measurements

and over time, meter accuracy can begin to degrade and become more inaccurate. Thus, a method

of bad data detection (BDD) is utilized at completion of DSSE to detect these inaccuracies under the

assumption that typical measurement error is within a Gaussian normal distribution [1]. Certain

statistical tests like chi-squared test and largest normalized residual test are used for detection and

identification of this standard bad data.

Another key challenge of DSSE in practice that impacts the performance of DSSE and BDD

is the behavior of the radial topology of distribution systems. To maintain system reliability, dis-

tribution networks experience an “always changing” topology behavior. Some of these changes

could be conducted with control center intervention, however most often these changes occur

under automation through Distribution Automation Systems (DAS) to allow for efficient operation.

Additionally equipment, such as capacitor banks, can degrade over time and fail, causing the device

to be disconnected and inoperable. These automated changes and equipment failures are not always

monitored or known, which creates issues for the accuracy of the DSSE results. DSSE must assume a

correct model of the network, thus unknown changes in the system topology, called topology errors,

will limit the ability of BDD to detect true measurement errors and ultimately negatively impact the

accuracy of the DSSE results [4].

The focus of this work is on the challenge of topology error detection because keeping track of

topology errors on a large distribution system is one of the most challenging tasks in practice. Some

commonly occurring unmonitored topology errors will be discussed next.
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1.1.1 Potential Topology Error Threats

1. Network Reconfiguration: In response to faults or line outages, switching devices are operated

to reconfigure the network to maintain reliability while isolating the fault or outage. Often

these devices are configured for automated action, but are also often monitored by SCADA [6].

2. Fuse Operation: Fuses are typically placed on laterals off of the main feeder to isolate any

faults on the lateral and protect the overall reliability of the feeder. As a mechanical device,

fuses are not monitored by SCADA, but these events are easily discovered by utilities when

customers call to report an outage [7].

3. Shunt Capacitor Bank Failure: Shunt capacitor banks degrade over time. Typically utilities

have scheduled maintenance when a capacitor bank is predicted to fail. However, some

internal faults and failures can occur, causing the capacitor bank to be disconnected from the

network [8, 9]. Capacitor bank switches are monitored by SCADA, however, if there is a failure,

the switch will still appear closed but the capacitor bank will be essentially disconnected

causing a change that is not modeled in DSSE.

4. Load Phase Switching: Load phase switching is often used for load balancing and is conducted

to eliminate phase imbalance in a distribution system. This assists to eliminate the neutral

current that is created by the imbalance. This is an alternative to redistributing branches

through network reconfiguration [10], and can be done by automatically changing the phase

of a single-phase customer transformer or single phase branch to obtain balance on across

the three phases [11]. If these automatic changes are not monitored then this will create a

topology change that is not represented in the model used in DSSE.

5. Cyber Attacks: We have seen the capability that cyber actors have in impacting a system

topology, the largest coming in 2015 in Ukraine, when malicious actors took control of a utility’s

SCADA and opened breakers within 30 different distribution networks causing more than

200,000 customers to lose power [12]. This event was a more extreme case and was instantly

4



known of its occurrence, however we also see in literature the capability to stealthily impact

SE [13], so there is potential that an adversary is capable of stealthily impacting measurement

data and system topology [14]. For instance, it is possible adversaries can impact operations

like load balancing and voltage regulation control [15, 16].

Ultimately, capacitor bank failures and load balancing are both the most common unmonitored

topology changes that will impact the performance of DSSE and BDD and have not been approached

yet, thus is the primary focus in this work with topology error detection in DSSE. We will also focus

on a specific cyber threat that is meant to cause permanent damage to equipment that targets

malicious modification of voltage regulator control.

1.2 Scope of Dissertation

It is shown that traditional WLS SE and BDD can be used to detect topology errors [1]. Recent

research has also been applied to meter placement methods for improvement of performance in

state estimation [17, 18]. However, focus on the more challenging and commonly occurring topology

errors, such as capacitor failures and load transfers, is not found in literature. Thus, it becomes

critical to assess the capability of using traditional BDD methods to monitor for these challenging

topology errors. As a result, chapter 2 will take us through an assessment of the impact that two of

the most common topology errors have on C-DSSE and will assess the minimum meter placement

from common placement schemes needed for topology error detection. In this chapter we propose

a new approach to using traditional BDD methods for topology monitoring [19]. Test results on a

sample feeder are provided to illustrate the effectiveness of the proposed approach for detection of

topology errors. However, limitations with the proposed approach in identification of the topology

error source are examined and are addressed in the next chapter.

In traditional uses of C-DSSE and BDD, it is common to approximate the measurement variances

that are used to weigh measurement residuals and used to obtain residual variances that are used

for normalized residuals [20–22]. Improving such modeling of measurement variance/uncertainty
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can be shown to improve the overall quality and accuracy in the state estimates and an improved

approach for this modeling is proposed in chapter 3 [23]. As a result, capability of BDD methods for

topology error monitoring will improve. With improved BDD results a method is further proposed in

chapter 3 for accurate topology error detection and identification. The method is broken into three

steps: 1) Detection of presence and type of topology error using machine learning-based method, 2)

Localizing the detected topology error to a smaller section of the system based on signature-based

analysis, and 3) Identification of topology error through a modified search method. Case studies

on test feeders that are based on real system data are provided to illustrate the effectiveness of the

proposed method.

In practice, alternative real-time monitoring methods are used by certain utilities. Thus, it is

important to develop a practical application for these alternative methods. Given the limitations

of topology errors on the performance of state estimation on distribution systems, there are times

when the specific parameters that impact the performance are not easily identifiable in practice. In

this work, we focus on voltage mismatch as the performance metric. Certain data analysis tools can

be employed to determine key differences in system parameters that could correlate to poorly per-

forming cases that experience a large voltage mismatch on a consistent basis. These key differences

can assist in a general suspicion of potential causes of large voltage mismatch, however, further

signature-based analysis developed previous can be adopted to determine more specifically the

cause for such poor performance. Chapter 4 addresses using data analysis tools, like clustering, to

identify possible correlating parameters that could help explain the issues in performance on real

distribution networks. An effort is also made in chapter 4 to adopt the signature-based analysis and

propose guidelines to analyze signatures to help pinpoint the most likely cause for large voltage

mismatches. The proposed analysis is performed using real distribution networks.

As mentioned, DSSE can also be negatively impacted resulting from malicious cyber interaction

through cyber attacks targeting system topology. A malicious actor can stealthily exploit vulnera-

bilities in SCADA and either directly impact system topology or indirectly through misleading of

6



automation control or control operators. One target in distribution systems is voltage regulators.

Voltage regulator tap positions can be maliciously changed to cause overvoltage that can perma-

nently damage equipment and cause outages. As a result, it must be correctly monitored. Chapter 5

will introduce this practical threat and propose an extension strategy to the method discussed in

chapter 3 for analysis to improve the performance of detection of these attacks.

Ultimately, the main objective of this work is to propose methods for better real-time monitoring

of distribution systems by improving topology error processing and address the following challenges:

1. Assessing the limitations of traditional methods of topology error processing using DSSE.

2. Developing methodologies for accurately processing of challenging and commonly occurring

topology errors.

3. Developing a practical application for alternative real-time monitoring methods.

4. Developing a method for accurately processing cyber-attacks that impact system topology.
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CHAPTER

2

ASSESSMENT OF DISTRIBUTION SYSTEM

STATE ESTIMATION PERFORMANCE

WITH PRESENCE OF TOPOLOGY ERRORS

As mentioned, distribution system state estimation (DSSE) performance is severely limited when

the system topology is inaccurate. Previous works have considered topology error processing as part

of the traditional bad data detection (BDD) process [1, 17, 18]. However, these works do not consider

the most challenging common topology errors like capacitor bank failure and load transfers. Thus,

it is critical to assess the capability of these traditional methods of BDD to be used for topology error

processing in the presence of these topology errors.

In this chapter, the performance of BDD in the presence of topology errors is assessed. We
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first look at the development of C-DSSE and traditional BDD. In this chapter, we also propose

an alternative approach to traditional BDD methods that is meant to improve the capability for

topology error monitoring. Then several common measurement placement schemes are introduced

to assess the minimum placement required to improve the topology monitoring scheme.

We evaluate the challenges and limitations of performance of BDD and the ability to detect the

presence of topology errors through test results on a sample test feeder.

2.1 Current-Based Distribution System State Estimation

As previously stated, distribution systems are characterized by sparsely measured, unbalanced

three-phase, radial networks, so basic WLS SE [1]must be extended to capture the unbalanced

nature while remaining computationally efficient. Current-based methods are considered for this

work [5].

In general, the objective of WLS methods seeks to reduce a weighted sum of square residuals

between the m measurements and calculated values derived from the n system states. This objective

function is defined by:

mi n f0 =
m
∑

i=1

Wi i (zi −hi (x))
2 (2.1)

where, Wi i the i t h term of the diagonal weighted matrix, W, zi is the i t h measurement value, and

hi (x) is the calculated measurement function of the i t h measurement given state estimate vector, x,

of size n x 1. Often x contains node voltages and phase angles. The weight matrix, W, is derived from

measurement variances and defined as:
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(2.2)

whereσ2
m is the measurement variance of the m t h measurement.

Thus, the WLS approach is an optimization problem that can be solved using normal equations

and iterative methods by adjusting the terms of x and converges within some pre-determined

tolerance. The normal equation and update equation are defined below:

∆xk =G−1HT W[z−h(xk )] (2.3)

xk+1 = xk +∆xk (2.4)

where H is the measurement Jacobian relating the system states to the measurements and G is the

gain matrix and is defined as, G=HT WH.

To capture the unbalanced behavior of a distribution, the three-phase line impedance model is

used. A diagram of a three phase feeder section is shown in Fig. 2.1 below:

Figure 2.1 Three Phase Line Impedances

From this the 3x3 impedance matrix is defined as:
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where the diagonal terms are the self impedances of each phase and off-diagonal terms are the

mutual impedances between the phases of the line section. Given this impedance matrix, the three-

phase admittance matrix is defined as the inverse of the impedance matrix, Yi j = (Zi j )−1. Then, the

bus admittance matrix, Yb u s , of the three-phase system is modeled by:

• Diagonal Terms: sum of Yi j connected to the node

• Off-Diagonal Terms: −Yi j between the two nodes

Finally, to improve the computational efficiency of this method, the various input measure-

ments are converted into equivalent current measurements creating a current-based approach. For

example, the equivalent current measurement for a power flow measurement is:

I
me a s−e q v
i j = ((P + jQ )me a s

i j /Vk )
∗ (2.6)

where Vk is the complex voltage state estimate at iteration k. This improvement creates a linear

approximation of the system that allows the measurement Jacobian, H, to partition its rectangular

components and remain constant, increasing computational efficiency. Then with partitioned

equivalent current measurement vector, ze q and system state vector, x, the model becomes:


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r e a l

ze q
i ma g
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h

H
i
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 (2.7)

where H is defined now by:

H=
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where G and B are the real and imaginary rectangular components of the Yb u s .

During each iteration of DSSE, the measurement residual needs to be calculated before updating

the state estimates. The measurement residual vector, r, is defined by:

r= ze q −h(x) (2.9)

The following section will look at using these measurement residuals for detection of noisy

measurements and bad data.

2.2 Bad Data Detection Methods

As we’ve seen through derivation, the performance of DSSE relies upon the accuracy of the measure-

ment data it receives. Thus, it is crucial to know when there is inaccurate data present, which can

be done through various methods with the assumption that measurement errors follow a normal

Gaussian distribution with known measurement variance. We adopt common methods of bad data

detection (BDD) and identification for this work [1].

For the detection of the presence of bad data we adopt the Chi-Squared test. While considering

a χ2 distribution with (m −n ) degrees of freedom, the method tests the likelihood that the sum

of squared normalized residuals is larger than a defined tolerance threshold. Explicitly, the test is

shown by:

P {X ≥ xt }=
∫ ∞

xt

χ2(u )d u (2.10)

where X is:

X =
m
∑

i=1

(ri )2

σ2
i

(2.11)

whereσ2 is the measurement variance corresponding to the i t h measurement. If it is determined

that X is larger than xt , which is derived fromχ2
(m−n ),p for a given probability, p, bad data is suspected
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of being present.

The relationship between σ2 and r2 however is not as direct and introduces an approximation

that could cause some approximation error [24]. Thus, an improvement can be made by replacing

the measurement variance with the residual covariance matrix defined by:

Ω= E [rrt ] = SR (2.12)

Here S is the residual sensitivity matrix defined as S = I−H(HT R−1H)−1HT R−1 and R is the mea-

surement error covariance matrix. With this, a new term is calculated for this test and is defined

below:

Ψ =
m
∑

i=1

(ri )2

Ωi i
(2.13)

Once the presence of bad measurement data is detected, identification of the bad measurement

is crucial for correction.

For bad data identification, largest normalized residual (LNR) test is adopted [1]. The measure-

ment residuals found at the conclusion of DSSE are normalized with respect to Ω defined in the

previously. The normalized residuals, r N are calculated using:

r N
i =

|ri |
p

Ωi i

, i = 1, ..., m (2.14)

With the assumption that these r N follow a Normal distribution, N(0,1), it is assumed that normal

measurement noise is within 3σ, so any r N greater than 3 is assumed to be bad data and the largest

value is identified as the source of the bad data

2.2.1 Limitations

BDD is not without flaws however and experiences some limitations. Some limitations include:

1. Reliance on number of measurements: BDD is limited in the presence of critical measure-

ments, which are measurements that upon removal creates portions of the network that are
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unobservable. Thus, it is critical to obtain a level of redundancy, defined by (m − n ). This

can be difficult to obtain in distribution systems without the use of pseudo-measurements

obtained from load estimation or forecasting.

2. Sensitivity to multiple interacting bad data: When multiple bad measurements are present,

the performance of BDD can be hindered [25]. Especially in the presence of what is called

interacting and conforming bad data BDD will not be capable of identifying the source of bad

data. Multiple bad data in measurements i and k are defined as interacting if their correlating

term in the residual sensitivity matrix, S is large. Additionally, these interacting bad data are

determined to be conforming if they are consistent with one another and typically of the same

magnitude [1].

3. Sensitivity to topology errors: It should be noted that the result of BDD is the detection

and identification of measurement data that are erroneous. However, when the network

topology has changed and the model used within DSSE is incorrect, BDD will identify true

measurements as bad data because of the model error. Thus, topology errors pose a significant

challenge to DSSE and BDD. This is challenge is especially difficult in distribution systems

given the "always changing" behavior of the radial network as stated previously.

2.3 Proposed Topology Error Monitoring Scheme

Using the residuals obtained from a DSSE solution limits BDD as it considers only the current

snapshot of the system. To improve the BDD capability, we can extend the approach by including

past DSSE solutions. Hence, we propose a scheme which considers two DSSE solutions: the current

solution and the most previous solution. DSSE is often executed in 15-minute intervals, thus the

measurement normalized residuals is expected to be relatively similar between consecutive itera-

tions. A key advantage of the proposed method is the ability to see a change more dramatically that

can indicate a change in the system topology.
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If there is a topology error present, the change between the normalized residuals of the current

iteration and the normalized residuals of the previous iteration is expected to be more extreme,

so the LNR threshold of 3 can be relaxed to 2 and any normalized residual violating this threshold

can indicate the presence of topology errors. This correlates to the change in normalized residual

between consecutive BDD intervals,∆r N , existing within 2 standard deviations or a confidence of

95% in a normal distribution.

It should be noted that the bad data to be detected by this approach will identify the suspected

measurements, and since the topology is not a measured quantity, the last challenging step involves

using this suspect measurement to identify if and which of the possible topology changes is present.

To distinguish between measurement bad data and a topology error, we must analyze the suspect

∆r N and use observations of the differences in characteristics of∆r N between situations of mea-

surement bad data and topology errors. If we can identify unique characteristics in the BDD results

from topology errors compared to BDD from measurement error, we can identify the presence of

topology errors using these characteristics. This issue will be highlighted in the case study section.

The steps of the proposed scheme can be summarized below [19]:

1. Using the current DSSE, calculate the normalized residuals. If there is a normalized residual,

|r N
i |> 2, then bad data suspected and go to step 2. If not, complete.

2. Calculate∆r N
i using:

∆r N
i =
�

�

�r
N [1]

i − r N [0]
i

�

�

�

where r N [1]
i and r N [0]

i are the i t h normalized residual of the current solution and previous

solution respectively.

3. Bad data is suspected if any∆r N
i exceeds the threshold of 2.

4. Analyze characteristics of∆r N
i . For example, observe both real and reactive measurements

at node i and the other phases at that bus to identify the characteristics of a topology error.
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Distinguishing characteristic is determined, topology error is present.

5. Largest∆r N will be identified as suspected location of topology error using the LNR test.

2.4 Impact of Meter Placement Schemes on Topology Error Processing

The topology detection capability of BDD can be improved by the use of measurement placement

schemes. The amount, type, and placement location of measurements all improve the capability

of BDD to indicate the presence of topology errors. Different measurement schemes have been

proposed in literature for the improvement of DSSE [17, 18]. Those schemes are ordered in terms of

increasing number of measurements and are outlined below:

1. Scheme 1: Basic Measurement Scheme: The basic scheme for DSSE include power flow

measurements at the substation and power injection pseudo-measurements at every node.

Typically, load estimation results are used for these pseudo-measurements. These pseudo-

measurements are defined with less weight in DSSE given less accuracy with estimation

error.

2. Scheme 2: Voltage Measurements at Critical Points: In addition to previous scheme, voltage

measurements are placed at critical points in the system to increase state estimate accuracy.

These critical points are areas of most variability and deviation and include the end of the

main feeder, ends of large laterals, voltage regulators and capacitor banks.

3. Scheme 3: Extended Current/Power Flow Measurements: In addition to the previous two

schemes, current measurements are placed around areas of large load. Doing so delimits

similar amounts of load throughout the system creating load zones. If flow directional and

phase information is necessary as it is in multi-phase models, power flow measurements

replace these current measurements. Current measurements typically lack phase information

in practice, however are used more commonly due to economic factors. We denote scheme
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3.1 as the use of current flow magnitude measurements and scheme 3.2 as the use of real and

reactive power flow measurements.

With these schemes, placement of measurements can be further optimized with a measurement

elimination process to satisfy cost constraints [17]. This process primarily considers cost constraints

with measurement that will vary the estimation accuracy the least upon removal.

It is vital to assess the effectiveness in which DSSE and BDD is capable of detecting topology

errors given these measurement schemes. The next section will look at a few case studies examining

detection of capacitor bank failure and load balancing with these schemes [26].

2.5 Case Study

A case study was performed using DSSE and the proposed topology monitoring scheme was imple-

mented in MATLAB. The IEEE 34 node distribution test feeder and simulated data are used for the

simulations [27]. Line information, bus data, regulator tap position, and capacitor bank rating are

all modeled given the information from [27].

Measurement values were generated using CYME CYMDIST power flow results. Loading values

at every node are taken to simulate load estimates and are used as load pseudo-measurements

and include a ±30% noise. Power flow measurements are taken from CYMDIST results as actual

measurements and have a ±3% noise added. Additionally, voltage magnitude measurements and

current magnitude measurements are taken from CYMDIST solutions as well with a ±3% noise.

To simulate the system at the most previous time interval DSSE execution, the each load is

decreased by 10% to capture a 10% load growth between DSSE intervals, which is a common

distribution system operating condition change within a 15 minute interval. DSSE and BDD is

executed with these conditions and the normalized residuals are recorded.

Bad data detection was done by implementing Chi-squares test and bad data identification was

done using LNR test with a normalized residual threshold of 3. The proposed topology monitoring
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scheme is implemented comparing the normalized residuals of the current DSSE iteration to the

normalized residuals of the previous DSSE solution and a detection threshold of 2 is used.

To evaluate effectiveness of the proposed scheme, we observe first if BDD is capable of detection

of the presence of bad data caused by the topology error, then we observe if the correct node can be

identified by the BDD method. We must also note the characteristics of r N in order to identify the

type of topology error detected.

To determine a proper measurement scheme for this sample feeder, the measurement schemes

can be seen in Fig. 2.2 and are defined below:

1. Add load pseudo measurements at every node and power flow measurement at feeder head.

(Scheme 1)

2. Add voltage measurements areas of large voltage variation, i.e. the end of the main feeder, the

end of laterals with more than 2 nodes, etc. (Scheme 2)

3. Add current measurements around large load areas (Scheme 3.1)

4. Change current measurements to P and Q measurements (Scheme 3.2)

Figure 2.2 IEEE 34 Bus Test Feeder with Measurement Placement
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Topology errors were simulated by changing the measurement values to reflect the system under

these topology changes while keeping the model the same. Note that there are two capacitor banks

(one 3 phase 100kVAR per phase bank at bus 844 and one 3 phase 150kVAR per phase bank at bus

848), so to simulate the first set of topology errors, capacitor failures associated with these CAP

banks are simulated. The second set of topology changes simulate load transfers. Among the loads

in the system, the loads at bus 860 and bus 844 will be used for load transfer scenarios. Thus, a

practical case of a transformer switching phases to conduct load balancing through load transfer is

simulated at these nodes. As a result, five different topology change scenarios are simulated.

• Scenario 1: 100kVAR per phase capacitor bank fails across all three phases and gets discon-

nected from bus 844

• Scenario 2: 100kVAR per phase capacitor bank fails on phase A and gets disconnected from

bus 844

• Scenario 3: 150kVAR per phase capacitor bank fails across all three phases and gets discon-

nected from bus 848

• Scenario 4: 150kVAR per phase capacitor bank fails on phase B and gets disconnected from

bus 848

• Scenario 5: 140kVA distribution transformer at bus 860 switches from phase C to phase A

• Scenario 6: 140kVA distribution transformer at bus 844 switches from phase A to phase C

The results for all five topology change scenarios are shown in tables 2.1-2.6 under all measure-

ment schemes.

2.5.1 Case: Capacitor Failure

Table 2.1 and table 2.2 illustrate the results of the two scenarios involving the 100 kVAR per phase

capacitor bank.

19



Table 2.1 Scenario 1: Three Phase Cap Failure at bus 844

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 χ2-test Detected – –

Scheme 2 Not Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 Q844 ID

Pa = 0.185 Qa = 2.242

Pb = 0.012 Qb = 1.739

Pc = 0.096 Qc = 1.378

Table 2.2 Scenario 2: Phase A Cap Failure at bus 844

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 χ2-test Detected – –

Scheme 2 Not Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 Q844 ID

Pa = 0.132 Qa = 2.097

Pb = 0.032 Qb = 0.037

Pc = 0.058 Qc = 0.018

From both of these tables, measurement scheme 3.2 with the proposed monitoring scheme is

capable of detection and identification of bad data. For these scenarios, traditional BDD is incapable

of identifying bad data as the detection threshold of 3 is not violated from the normalized residuals

of the current iteration, whereas the change in normalized residual is proposed schemes threshold,

showing the advantage of the proposed topology error monitoring scheme.

Figure 2.3 illustrates an example of the details of the method.
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Figure 2.3 Change in normalized residual for scenario 2

From figure 2.3 the∆r N is plotted for each residual corresponding to the given measurement

number. Measurement numbers 1-7 refers to residuals of voltage magnitude measurement, mea-

surement numbers 8-90 refer to the residuals of load pseudo-measurements, and measurement

numbers 91-109 refer to the residuals of power flow measurements, with the blue plot referring to

real power and the red plot referring to reactive power. As seen,∆r N exceeds the threshold of 2 for

the reactive load pseudo-measurement numbers 79 and 85 which refer to the phase A load on bus

844 and 848 respectively with measurement 79 having the largest∆r N . For measurement number 79,

the normalized residual of the previous DSSE solution, r N [0], is 0.0707 and the normalized residual

of the current DSSE solution, r N [1], 2.1677, thus showing a sharp increase in normalized residual.

Table 2.3 and table 2.4 illustrate the results of the two scenarios involving the 150 kVAR per phase

capacitor bank.
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Table 2.3 Scenario 3: Three Phase Cap Failure at bus 848

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 χ2-test Detected – –

Scheme 2 χ2-test Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 Q844 ID

Pa = 0.168 Qa = 3.317

Pb = 0.175 Qb = 2.669

Pc = 0.068 Qc = 2.170

Table 2.4 Scenario 4: Phase B Cap Failure at bus 848

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 χ2-test Detected – –

Scheme 2 Not Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 Q844 ID

Pa = 0.166 Qa = 0.133

Pb = 0.157 Qb = 2.538

Pc = 0.097 Qc = 0.072

From table 2.3 and table 2.4, it can be seen again that using measurement scheme 3.2 with the

proposed monitoring scheme is capable of detection and identification of bad data. For scenario 3,

which is a three phase failure, traditional BDD is able to identify bad data, however in scenario 4,

which is a single phase failure, traditional BDD is unable to identify bad data. Scenario 4 is a more

practical scenario as it is more likely only a single phase of a capacitor bank will fail at a time rather

than all three phases, thus if the proposed monitoring scheme is capable of identifying bad data in
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this more realistic case, this again shows the advantage of the proposed monitoring scheme.

In both scenarios, it should be noted that the reactive load at the incorrect bus is identified. The

change in normalized residual at bus 848 does violate the detection threshold but is not the largest,

thus is not identified. However, this information and the proximity of bus 844 to the correct location

can be used to reduce the network to the general area for further search of the source of the bad

data.

It should also be noted that traditional use of a single snapshot of BDD could miss the detection

of the presence of a capacitor failure. However, taking the change in normalized residual into

consideration using the proposed scheme, the capacitor failure is detected in all scenarios using

measurement scheme 3.2.

For all four capacitor failure scenarios, it should be noted the difference between the change

in normalized residual of real and reactive power. From tables 2.1-2.4 the change in normalized

residual is much larger for reactive power than for real power, especially for the phases impacted

(all three phases for tables 2.1 & 2.3, phase A for table 2.2, and phase B for table 2.4). This indicates

only the reactive power is erroneous and will be used for further analysis.

2.5.2 Case: Load Transfers

The final two scenarios involving load transfers are shown in tables 2.5 & 2.6.
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Table 2.5 Scenario 5: 140 kVA from Phase C to Phase A at bus 860

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 χ2-test Detected – –

Scheme 2 χ2-test Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 P860 ID

Pa = 2.127 Qa = 1.087

Pb = 0.008 Qb = 0.029

Pc = 2.241 Qc = 1.189

Table 2.6 Scenario 6: 140 kVA from Phase A to Phase C at bus 844

Measurement Scheme Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

Scheme 1 P800,802 ID

Pa = 0.982 Qa = 1.097

Pb = 0.000 Qb = 0.093

Pc = 2.515 Qc = 0.000

Scheme 2 χ2-test Detected – –

Scheme 3.1 Not Detected – –

Scheme 3.2 P848 ID

Pa = 2.259 Qa = 1.678

Pb = 0.058 Qb = 0.035

Pc = 2.001 Qc = 1.456

As seen from tables 2.5 and 2.6, scheme 3.2 with the proposed monitoring scheme is capable of

detection and identification of bad data. Note that in this case the large residual corresponds to the

real power. Using the residuals obtained from a DSSE limits BDD as it is shown again traditional

BDD is unable to identify the bad data.
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Figure 2.4 Change in normalized residual for scenario 5

Figure 2.4 shows an example of the details for the load transfer scenarios. As seen,∆r N exceeds

the threshold of 2 for the real load pseudo-measurements. Measurement numbers 53, 56, 88 refer

to the phase A load at bus 860, bus 836 and bus 840 respectively and measurement numbers 55,

58, and 90 refer to the phase C load at bus 860, bus 836, and bus 840 respectively. This shows that

phase A and phase C is impacted within this section of the network delimited by the power flow

measurement from bus 834 to 860. For measurement number 55, which is the largest change in

normalized residual, r N [0] is 0.0834 and r N [1] is 2.3244, again showing a large change in normalized

residual.

Through the proposed monitoring scheme with measurement scheme 3.2, for scenario 5 (table

2.5), the correct location of the load transfer is identified (bus 860) and the change in normalized

residual for phases A and C are comparable and much larger than phase B, indicating these two

phases are impacted. However, in scenario 6 (table 2.6) the location identified (bus 848) is not the
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correct location (bus 844). Similar to scenario 4 (table 2.4), the change in normalized residual at bus

844 does violate the detection threshold, however is not the largest, thus is not identified. Again,

this information along with the proximity of 844 and 848 can allow for further search in a reduced

general area of the network.

As with capacitor failures, the proposed scheme is capable of detection using the change in

normalized residual that would be missed in traditional methods of using a single snapshot, thus

showing the improvement the proposed scheme provides.

With measurement scheme 3.2, the change in normalized residual between the two phases

experiencing the load transfer having similar magnitudes and being much larger than the third

phase indicates that the two phases are experiencing an error in similar manner, which can be used

for further analysis. Additionally, the larger real change in normalized residuals than reactive change

in normalized residuals indicates that the real power is more erroneous than the reactive power.

It is noted that BDD identifies measurements that are suspect of bad data, but not directly indi-

cating the topology change that may have caused the error. Thus to address this issue, a comparison

needs to be made between the results of BDD in these topology scenarios and the results of BDD

with bad measurement data. We must identify the unique characteristics in the BDD results to

distinguish the presence of topology errors instead of measurement bad data.

In practice, a three phase power measurement, real and reactive power are impacted in the same

manner due to how the meter generates this data, meaning if there is a error in the measurement,

both the real and reactive power are impacted. To simulate this, in measurement scheme 3.2, an

error of 5σ is added to P832,842 and Q832,842. The results of BDD are for single phase measurement

error and three phase measurement error are shown in table 2.7 and table 2.8 respectively.

These results indicate that these actual bad measurements impact both real and reactive normal-

ized residuals and make the associated LNRs larger than the threshold value. For the single phase A

measurement error, the real and reactive normalized residuals for only phase A are large, and all

three phases have large normalized residual for the three phase measurement error. Previously in
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Table 2.7 BDD Results Caused by Single Phase Bad Measurement

Scenario Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

S834,842Single phase Error P834,842 ID
Pa = 2.476 Qa = 2.625
Pb = 0.034 Qb = 0.009
Pc = 0.019 Qc = 0.029

Table 2.8 BDD Results Caused by Three Phase Bad Measurement

Scenario Proposed BDD ∆r N
r e a l ∆r N

r e a c t i v e

S834,842Three phase Error P834,842 ID
Pa = 2.497 Qa = 2.614
Pb = 3.507 Qb = 2.001
Pc = 2.883 Qc = 1.831

this section we noted that in the presence of topology errors, either real or reactive power normalized

residuals were large and violated the threshold and not both. Thus, these differences can help us to

distinguish a topology error from an actual bad measurement.

2.6 Conclusions

In this chapter, an assessment conducted of traditional C-DSSE and BDD performance in the

presence of challenging and common topology errors, like capacitor failures and load transfers. A

new approach is proposed to use the traditional BDD methods in order to be used for topology

error detection. A case study is presented on a sample test feeder and test results indicate that there

are overall limitations present in using these traditional methods for topology error monitoring.

These limitations will be used as motivation for new approaches for further enhancement in the

next chapter.

The main contributions of the chapter are:

• A new approach to extending traditional BDD methods to incremental analysis for enhanced

performance needed for topology error monitoring.

• An assessment of the performance of C-DSSE and BDD methods in the presence of com-
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mon and challenging topology errors and the minimum measurement placement scheme to

enhance BDD capabilities is identified from common practical placement schemes.

• Preliminary signatures are observed that will be used for topology error detection.

• Limitations are identified in the identification of these topology errors that will encourage

further development in the next chapter.
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CHAPTER

3

METHODS FOR MONITORING OF

TOPOLOGY ERRORS

In chapter 2, we observed that limitations still exist with standard methods of BDD for topology error

processing in the presence of common topology errors in distribution systems. In the presence of

capacitor bank failures and load phase switching, detection is improved and possible in most cases

with the proposed approach, yet there is still limitations in identifying the source of the respective

topology change. We take two steps to address these limitations and to propose a topology error

monitoring method.

In this chapter, we first focus on improvements that can be made to the capability of traditional

BDD-based methods to be used for topology error processing. This will be our first step in develop-

ment of our proposed method. In the traditional method, the modeling of measurement uncertainty
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is approximated to save computational burden, especially with very large distribution networks.

However, this approximation severely limits BDD and the overall accuracy of the C-DSSE solution.

To address this and enhance BDD’s capability, we propose the adoption of a new approach to model

uncertainties in measurements more accurately in C-DSSE. The improvement in C-DSSE accuracy

is assessed using a comprehensive set of performance metrics on a test feeder that is based on a

real distribution system.

As a result, the capability of using BDD for topology monitoring is enhanced. From this, we

can generalize the specific signatures of these topology errors through a numerical observations of

residual spread-based analysis. This will be our second step and basis for our proposed method.

Ultimately, using these signatures the main contribution is the proposal of a new methodology

to accurately monitor for these challenging topology errors through the signatures in the enhanced

BDD that are provided by the improvements to measurement uncertainty modeling.

3.1 Improving Measurement Uncertainty Modeling

As we have seen, DSSE has multiple components that impact the overall performance including

the system modeling, system topology, and the measurements and measurement model. In an

effort to monitor the system topology for errors, we focus on improving another component which

is the modeling of measurements. It becomes critical to accurately model the limited amount of

measurements that are available in order to improve the capability to monitor for topology errors.

WLS-based state estimation utilizes the modeling of the measurement uncertainty to properly weigh

measurement residuals to prioritize minimization of residuals. The weights are derived from the

inverse of the measurement variances [1], thus measurements with smaller variance will have a

higher weight and its residual will be prioritized to be reduced as close to zero as possible.

In practice, the measurements available are voltage magnitudes, current magnitudes, and com-

plex branch power flow, including real and reactive power. Each type of meter has a constant and

known percentage uncertainty, provided by the manufacturer of the device. For computational
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simplicity, it is common to approximate the measurement uncertainty based upon the known

meter accuracy[5, 20–22]. However, this approximation does not consider the true measurement

uncertainty that is dependent upon the measured value, thus creating an inaccurate uncertainty

modeling and limits the ability to calculate appropriate weights for the measurement residuals,

which can lead to less accurate and lower quality state estimates.

Load modeling is another important issue in DSSE, as the loads are not monitored in real-time.

In DSSE, to increase redundancy of measurements and ensure observability, load estimates are

used as pseudo-measurements [28]. Pseudo-measurement accuracy is reliant on the load estimates,

thus accurate modeling of load estimate uncertainty becomes important as it can limit the quality

of DSSE [2].

Ultimately, the goal of this effort to improve measurement uncertainty modeling is aimed

to improve the overall quality and accuracy of the state estimates and enhance the capability of

developing a topology monitoring method using BDD-based methods.

3.1.1 Accurate Measurement Model

Field measurements received from SCADA contain an inherent noise that is usually modeled with a

normal Gaussian distribution:

z = zt r ue + e (3.1)

where z is the measurement value received through SCADA, zt r ue is the true field value, and e r r o r

is Gaussian measurement noise ∼ N (0,σ) [29]. If σ is the measurement standard deviation, as

mentioned, it is traditional to approximateσ using known meter accuracy, a [5]. This a is typically

given as a ±% and is the maximum expected error, which correlates to 3σ in a normal distribution,

thusσ is given by:

σ=
a

3
(3.2)

In practice however, the true measurement accuracy is dependent on zt r ue as well [30]. Specifi-
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cally, the maximum expected error, 3σ is the±% times zt r ue , creating a normal distribution centered

around zt r ue with sigma:

σ=
zt r ue ∗a

3
(3.3)

Additionally, it is common to model all measurements as independent random variables. Power

measurements of different meters are indeed independent of each other however, a meter calculates

the real and reactive power measurements based on voltage and current measurements. Therefore,

measurements of the same meter should not be modeled independent of each other [31, 32]. In

other words, if a real power measurement experiences % noise, the reactive power measurement of

that PQ pair will experience the same % noise.

The accuracy of these pseudo-measurements is reliant on the estimation method and is much

less accurate than field measurements. Accurate modeling of load estimate uncertainty should then

consider a wider variance that is dependent on factors like values for P and Q, which is typically

gathered by historical load curves [2]. Using this relationship demonstrated in [2], we can extend

the variance modeling into a similar modeling of pseudo-measurement uncertainty as (3.3) as the

variance changes in proportion with the historical load curve value.

It should be noted that these measurement variances are for field measurements and load

pseudo-measurements. However, in C-DSSE, measurements are converted to equivalent current

measurements. Therefore, the variances of the equivalent current measurements must be deter-

mined [33].

To convert R to R e q v for equivalent measurements, the general form of the variance sum law

must be used [34]. For two random variables X and Y, and function Z = a X ± b Y :

σ2
Z = a 2σ2

X + b 2σ2
Y ±2a bσ2

X Y (3.4)

where σ2
Z , σ2

X , and σ2
Y are the variances of Z, X, and Y respectively and σ2

X Y is the covariance

between X and Y. Using the relationship between given power measurements and equivalent
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current measurements given by:

I r e a l =
Vr

V 2
r +V 2

i

P +
Vi

V 2
r +V 2

i

Q (3.5)

I i ma g =
Vi

V 2
r +V 2

i

P −
Vr

V 2
r +V 2

i

Q (3.6)

where Vr and Vi are estimated real and imaginary rectangular components of node voltage at the

current iteration of C-DSSE. If we assume P and Q random variables, we can rearrange in the form

of (3.4) to obtain the equivalent measurement variance.

3.1.2 Performance Metrics

To assess the improvement in quality and accuracy of the state estimates when the more accurate

measurement modeling is used, it is critical to define statistical performance metrics that can

be used to properly assess the performance improvement. We have adopted the following main

statistical performance metrics from [35, 36]:

3.1.2.1 Bias

Bias is the tendency of the expected value of an estimator to be different than what is true. In

other words, for a state estimator to be defined as unbiased, the expected value of error in the state

estimate is zero, meaning the expected state estimate should be equivalent to the true state. We can

mathematically define an unbiased estimator as

E [(xt − x̂ )] = 0 (3.7)

where xt is the true state vector and x̂ is the estimated state vector. This metric provides an under-

standing of the general accuracy of the state estimator.

To estimate this metric and the others introduced below using simulations, we adopted the

33



most commonly used approach -the Monte Carlo method- as it is the most effective process of

estimating sample statistics of state estimation [37]. To obtain the statics, we assume measurement

error follows a normal distribution, and hence, measurement samples are obtained by perturbing

the measurements following the distribution of each measurement and C-DSSE state estimates are

obtained for each measurement sample.

To estimate the bias using Monte Carlo simulations, the state error, (xt − x̂ ), is observed for each

iteration of Monte Carlo and if the state error varies about zero mean, the state estimator is said to be

unbiased. Hypothesis testing can be utilized to further verify more definitively that there is no bias

by testing the following null hypothesis, H0, and alternative hypothesis, Ha , on a 5% significance

level:

• H0: µ(xt−x̂ ) = 0

• Ha : µ(xt−x̂ ) ̸= 0

For a sample that comes from a normal distribution with unknown population mean, a one-

sample, two-sided T-test can be used as the hypothesis test method [38]. The t-statistic is the test

statistic found in t-tests and can be calculated by:

T =
X̄ −µ
s/
p

n
(3.8)

where X̄ is the sample mean, µ is the population mean, which is 0 in the null hypothesis, s is the

sample standard deviation, and n is the sample size. From a t-distribution with n-1 degrees of

freedom, the t-statistic has a corresponding statistical likelihood that it fits the null hypothesis,

called the p-value. If the p-value is smaller than the significance level, then the null hypothesis is

rejected and therefore there is significant evidence that the expected error in the state estimates is

not zero, implying there is bias.
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3.1.2.2 Quality/Accuracy

The quality of an estimate is inversely associated with the variance of the estimated quantity. In

other words an estimate is said to have higher quality if the variance is smaller. For a multivariate

case, such as C-DSSE, the trace of the error covariance matrix, Px , can be used. Thus, quality is

defined by:

Qt r a c e = l o g
�

1

t r a c e (Px )

�

(3.9)

where Px = i n v
�

H T W H
�

. It must be noted that Jacobian and weight matrices in Px must be in

terms of the equivalent current measurements since it is used in C-DSSE.

Qt r a c e will increase with increasing accuracy (lower variance) in the estimation, hence can

be used in comparative analysis to show the improvement in the more accurate measurement

modeling.

3.1.2.3 Error Rate

As C-DSSE is used for real-time monitoring in a distribution management system (DMS), it becomes

critical that C-DSSE accurately monitors for any voltage violations that must be addressed by a

utility’s Volt/VAR control, meaning C-DSSE must estimate potential voltage violations as accurately

as possible, minimizing the number of false negatives and false positives. To illustrate this, error

rate is defined keeping track of the false positives (α risk) and false negatives (β risk) [36]:

Qv i o l a t i o n =
α+β

Ns i m ul a t i o n
(3.10)

where Ns i m ul a t i o n is the number of Monte Carlo simulations. Monte Carlo is then used to estimate

the likelihood of C-DSSE giving a false positive or a false negative. Thus, when comparing, a smaller

Qv i o l a t i o n is desired.
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3.1.3 Distribution System State Estimation Performance Evaluation

Simulations were performed with C-DSSE using MATLAB. Several models of measurement uncer-

tainty are utilized to show the impact of each improvement in the more accurate measurement

modeling approach. The models tested include:

1. Model 1: Constant weights based onσ= a
3 of given measurements [5]

2. Model 2: Constant weights based onσ= z∗a
3 of given measurements [30]

3. Model 3: Weights based onσ= a
3 converted to W e q v [33]

4. Model 4: Weights based onσ= z∗a
3 converted to W e q v (proposed more accurate measurement

model)

It should be noted that when W is converted to W e q v , it needs to be updated every iteration of

C-DSSE because of the dependence on the state estimate of the current C-DSSE iteration as seen in

(3.5) and (3.6). This increases the computational burden, however if the initial state estimates are

based off of a flat start, W e q v will be inaccurate. Thus, in our comparative analysis, W e q v in Model

3 is updated once after the first update of state estimates and held constant for the rest of C-DSSE to

be more accurate than a flat start while providing the computational advantage of an approximated

model.

To illustrate the effectiveness in a practical case, a large sized, realistic distribution network based

on an actual feeder is also used. In this realistic distribution network, system modeling including

line/cable modeling, bus modeling, etc., is based on an actual feeder. Measurement values were

obtained using CYME CYMDIST power flow results for the realistic distribution network as well. The

load values are estimated by the using a load allocation method and are provided at every node.

We used these as load pseudo-measurements and are given a ±30% noise. Power flow and voltage

magnitude values are taken from CYMDIST results as actual measurements and both have a ±3%

noise added. The feeder one-line diagram and placement of measurements are shown in Fig. 3.1

[18, 36, 39, 40].
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Figure 3.1 Realistic System One-Line Diagram with Measurement Placement

Within the system model, there are 1522 nodes for 3038 states that must be estimated in C-

DSSE. Monte Carlo simulations are conducted by adding a random noise to each measurement

that follows a normal distribution specific for each measurement and executing C-DSSE. In Monte

Carlo it is important to have enough simulations to provide an accurate enough sample to estimate

the statistical metrics. For a guide of the minimal number of Monte Carlo simulations need, the

following relationship is defined [41]:

d = s q r t
�

α(1−α)
Ns i m ul a t i o n

�

(3.11)

where d is the acceptable standard deviation for the estimate and α is the target confidence interval.
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It is determined for a .05 α and acceptable d of 0.01, that about 500 simulations is necessary to

assure accurate results.

3.1.3.1 Bias

Figure 3.2 shows the estimation error across Monte Carlo for the all measurement models using the

realistic distribution network.

Figure 3.2 Estimation Error for Each Measurement Model Using Realistic Distribution Network

From these figures, visually it is shown that the estimation error is distributed around a zero

mean for constant weights based on z ∗a (model 2) and the proposed more accurate measurement

model (Model 4). Visually, it is also clear that models based on only considering constant meter

accuracy (Model 1 and Model 3) are not distributed around a mean of zero and are clearly biased.
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The estimation error seems to vary around the sample mean of the estimation error of 1.2609e-03,

7.3943e-06, 8.9435e-04, and 3.5048e-07 for models 1, 2, 3, and 4 respectively. Again here, we see

improvement in average estimation error from Model 1 to Model 2. Model 3 does not improve as

much, however, Model 4 shows the best improvement as it has the lowest average estimation error.

To further check if there is bias, we also conducted hypothesis testing using the sample statistics.

Given that the estimation error is normally distributed, under a 5% significance level with null

hypothesis that the population mean estimation error is zero, the results of the one-sample t-test

are provided in table 3.1.

Table 3.1 One-Sample T-test Results Using Realistic Distribution Network

Measurement Decision
Model P-value (α= 0.05)

Model 1 1.204e-276 Reject H0 (Biased)
Model 2 0.0914 Fail to Reject H0 (Unbiased)
Model 3 4.359e-147 Reject H0 (Biased)
Model 4 0.9212 Fail to Reject H0 (Unbiased)

It is determined that the null hypothesis is rejected with a p-value much smaller than 0.05 for the

traditional approximated measurement model (Model 1) and the equivalent current weights based

on constant meter accuracy (Model 3). This means that the true population mean of estimation

error is not zero, which then indicates that using these models with real implementation on the

realistic distribution network creates a biased estimator. As seen with the average estimation error,

there is improvement for the constant weights based on z ∗a (Model 2) as the t-statistic is 1.6913 and

the p-value of 0.0914 is larger than the significance level, so it is likely that it is unbiased. However,

for the more accurate measurement model (Model 4), the t-statistic is 0.099 and the p-value of

0.9212. The t-statistic is significantly smaller, which means it is much more likely that the estimator

is unbiased.

These results show that as the system model gets larger and more complex as in the realistic
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distribution network, the more accurate measurement models 2 and 4 have greater impact on

reducing the bias in C-DSSE estimates.

3.1.3.2 Quality/Accuracy

The state error covariance matrix is obtained for all measurement models and the quality is calcu-

lated analytically using (3.9) and gathered numerically from the Monte Carlo sample similar to the

IEEE 34 bus case study. Table 3.2 shows the resulting values for quality for the realistic distribution

network analysis.

Table 3.2 C-DSSE Quality Using Realistic Distribution Network

Measurement Trace(Px) Quality Trace(Px) Quality

Model (Analytical) (Analytical) (Numerical) (Numerical)

Model 1 0.03288 3.415 0.00652 5.032

Model 2 0.000112 9.095 0.00013 8.930

Model 3 0.02312 3.767 0.00959 4.647

Model 4 0.000092 9.296 0.000095 9.261

From the table, it is evident that the more accurate measurement model (Model 4) improves

the quality of C-DSSE when using the realistic distribution network. Numerically the state error

variance found from the Monte Carlo simulation is large for Models 1 and 3, which use only constant

meter accuracy for the original given measurement variance, resulting in a small quality value.

For Model 2, which is constant weights based on original given measurement z ∗a the state error

variance decreases, resulting in a better quality value of around 9. However, for the proposed more

accurate measurement model (Model 4), the numerical variance is much smaller than the others,

which results in the largest quality value of 9.296. This is clear indication that the more accurate

measurement model improves the quality of C-DSSE especially in a practical case.
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3.1.3.3 Error Rate

For error rate, a voltage violation is considered if the voltage magnitude is outside of the standard

range of 0.95 p.u.-1.05 p.u. The number of false positives, α, and the number of false negatives, β are

recorded across the Monte Carlo simulation. Table 3.3 presents the amount of false positives and

false negatives and the error rate for the approximated measurement model and the more accurate

measurement model for the realistic distribution network case.

Table 3.3 C-DSSE Error Rate Using Realistic Distribution Network

Measurement False Pos. False Neg.

Model (α) (β ) Error Rate

Model 1 15,843 8,644 48.974

Model 2 1,897 1,887 7.568

Model 3 23,129 10,166 66.590

Model 4 1,652 1,442 6.188

From the table we can see a significant improvement in the error rate for the more accurate

measurement model (Model 4) compared to the traditional approximated measurement model

based on constant weights from original constant meter accuracy (Model 1). For the more accurate

measurement model, in the 500 Monte Carlo iterations, there was a total of 1,652 false positives and

1,442 false negatives for an error rate of 6.188 errors per Monte Carlo iteration. This is an acceptable

rate because there are 1522 nodes with an operating point close to 1.05, so a large amount of the

false positives and false negatives are due to rounding and smaller distance from the true voltage

to the violation threshold. Even given this, for the traditional approximated measurement model

based on constant weights (Model 1), there is a significantly larger amount false positives and false

negatives. Through the Monte Carlo simulation, there were 15,843 false positives and 8,644 false

41



negatives for a error rate of 48.974 errors per Monte Carlo iteration, which is not an acceptable rate.

Thus, 14,191 false positives and 7,202 false negatives are eliminated when implementing the more

accurate measurement model.

In Model 2, which is the use of constant weights based on original given z ∗ a , there is also

good improvement from Model 1. However, in Model 3, which is using equivalent current weights

based on constant meter accuracy, it seems there are more errors. This shows that a most of the

improvement comes from more appropriate given measurement variance coming from z ∗a .

These results show that including both improvements in the proposed approach (Model 4)

provides the best performance in error rate. Model 4 eliminates 245 false positives and 445 false

negatives (error rate of 6.188) as compared to Model 2 (error rate of 7.568).

Considering all performance metrics, there is clear and evident improvement in the qual-

ity/accuracy in C-DSSE with improved measurement models. We see similar results between the

Model 2 and proposed Model 4, but marginal improvement in bias and quality in Model 4. Model 4

however does demonstrate significant improvement in error rate as compared to Model 2, which

is the most significant performance in distribution system state estimation. This shows that both

modeling measurement accuracy and equivalent current variance modeling is critical in improving

performance of C-DSSE. Results from this realistic distribution network test case are especially

significant to show that the improvement is scalable to practical system sizes and the improvement

in quality is more apparent for practical implementation.

3.1.3.4 Computational Requirement

Given the size and complexity of the realistic distribution feeder, it becomes critical to analyze the

computational effort required by the more accurate measurement model. As stated previously, the

advantage of using the approximated model is for computational simplicity as the weight matrix

does not have to be updated every iteration. To verify this computational advantage, several statistics

across the Monte Carlo simulations are recorded including total execution time, average number
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of iterations for C-DSSE to converge and average time taken per C-DSSE iteration. All values are

recorded from running Monte Carlo on a 1.8GHz Intel Core i7-8550U processor personal computer.

The results are provided in table 3.4

Table 3.4 C-DSSE Computational Requirements Using Realistic Distribution Feeder

Measurement Total Time Avg. # of Iter. Avg. Time

Model (sec) to converge per Iter (sec)

Model 1 25194 8.022 6.2811

Model 2 23644 7.378 6.4103

Model 3 32210 10.248 6.2869

Model 4 21072 6.746 6.2486

From table 3.4, it appears that the more accurate measurement model (model 4), where the

weight matrix is updated every iteration, actually has the smallest total time. This appears as there

is overall reduction in the average number of iterations C-DSSE needs to converge. Thus again

showing that the computational burden is not increased significantly using the proposed approach

to modeling measurement uncertainty.

It should be noted that computational effort can be made more efficient with more sophisticated

matrix computational methods. With this, the main limitation of this approach is the recalculation

of the weight matrix at every iteration of C-DSSE, thus if a more sophisticated matrix computational

method is used, this limitation can be addressed.

3.2 Residual Spread-Based Analysis

In the previous chapter, observations are made on specific signatures that are present in BDD results

in the presence of either a capacitor failure or load transfer. For capacitor bank failures, we observe
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that the resulting normalized residuals are largest amongst the reactive power measurements and

pseudo-measurements and contained within the measurement island, which again is a subsection

of the system bounded by a branch power flow meter, that bounds the failed capacitor. For load

transfers coming from load balancing, we observe that the resulting normalized residuals are largest

for real power measurements and pseudo-measurements and slightly smaller for reactive power

measurements and pseudo-measurements also contained within the measurement island that

bounded the load transfer.

To ensure the generality of these observations, we must analyze the technical residual spread

from a WLS-based state estimator especially with the improved more accurate measurement model.

It is considered that these topology errors of capacitor bank failure and load transfer are similar

to a pseudo-measurement error at its respective node because each impact the estimated power

injection at that node. Because of this, we can analyze how WLS-based state estimation spreads

that measurement error to its measurement residuals. It is shown that the relationship between

measurement error, e , and measurement residuals, r , is as follows [1]:

r = S e (3.12)

Where S = I −K = I −
�

H G −1H T R−1
�

is the residual sensitivity matrix, I is an identity matrix, K is

the projection matrix, H is the measurement Jacobian, R is the measurement covariance matrix,

and G =H T R−1H is the gain matrix. If there is a single measurement with error (ei ̸= 0, e j = 0 for all

j ̸= i ), then the i t h column of S will determine the spread of that ei to the r vector.

In literature, areas of the system that confine the spread of a specified ei are called residual spread

areas and can be determined analytically [42]. To show this, authors take advantage of the theorem

that critical measurements, which are measurements that upon removal of creates a portion of

the system that is unobservable, cannot have detectable measurement error residual. As a result, S

can be structured in into block-diagonal form where each diagonal block of S represents a residual

spread area and where an error in the j t h does not affect the residual in the i t h measurement if
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they are not in the same residual spread area (Si j = 0). This is done by partitioning the non-critical

and critical measurement in the measurement Jacobian, H , such that:

H =

















H11

...

Hk k

Hc

















(3.13)

Where k is the number of non-critical measurements and Hc refers to the rows of H relating to the

critical measurements. As a result, H of the non-critical measurements becomes block-diagonal

and the resulting projection matrix, K , also becomes block-diagonal for non-critical measurements:

K =


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(3.14)

Where Kc k refers to the rows of K relating to the critical measurements, Kk c refers to the columns

of K relating to the critical measurements, and Kc c is the diagonal block referring to the critical

measurements.

However, this is not applicable in DSSE because load estimates are used as pseudo-measurements

at every node in the distribution system, including nodes with no load. Though these pseudo-

measurements are not highly accurate, this creates the scenario where removal of any measurement

does not create an unobservable system, meaning there are no critical measurements. Therefore, S

cannot be structured in block-diagonal form and an error in the j t h measurement will have spread

throughout the system.

Though it is more challenging to distinguish the residual spread areas analytically in DSSE, the

residual spread can be shown numerically to localize most of the error to some residuals more
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than others. This refers to a larger sensitivity value for some measurement residuals than others

given a specified measurement error. Again, S = I −H
�

H T R−1H
�−1

H T R−1, so the more appropriate

weights determined by the more accurate measurement uncertainty modeling will be shown to

impact this.

Assume a simple single-phase 4 bus test system as an example for this analysis. This test system

and the measurements are shown in Fig. 3.3

Figure 3.3 Simple 4 Bus Example One-Line Diagram

In this example, node 800 is treated as the reference bus and branch power flow measure-

ments are placed on branches 800-801 and 802-803 creating two measurement islands. Pseudo-

measurements are placed on node 803 for real and reactive power load and on node 802 for reactive

power injection from the shunt capacitor. Zero-injection pseudo-measurements are placed other-

wise. The resulting S matrix is shown in Table 3.5:
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Table 3.5 Simple 4 Bus Example Sensitivity Matrix

P800-801 Q800-801 P801 Q801 P802 Q802 P802-803 Q802-803 P803 Q803 W

P800-801 0.507228 -0.19261 0.504514 -0.19367 0.501606 -0.19459 -0.49629056 0.188801 0.004979 -0.00595 316.218

Q800-801 -0.03867 0.492902 -0.00202 0.507054 0.037245 0.519272 -0.03734914 -0.51347 0.000364 0.006021 1574.966

P801 1.77E-05 -3.5E-07 1.81E-05 -2E-07 1.85E-05 -7.4E-08 -1.8347E-05 -5.3E-08 1.84E-07 -1.3E-07 9000000

Q801 -6.8E-06 8.87E-05 -2E-07 9.13E-05 6.87E-06 9.35E-05 -6.8871E-06 -9.2E-05 6.76E-08 1.1E-06 9000000

P802 1.76E-05 6.52E-06 1.85E-05 6.87E-06 1.95E-05 7.17E-06 -1.9321E-05 -7.2E-06 1.94E-07 -4.3E-08 9000000

Q802 -0.00886 0.117768 -9.6E-05 0.121153 0.009297 0.124076 -0.00931863 -0.12266 9.21E-05 0.001468 6944.444

P802-803 -0.47032 -0.17629 -0.49485 -0.18576 -0.52114 -0.19394 0.526222397 0.188316 0.004754 -0.00578 333.6775

Q802-803 0.024846 -0.33655 -0.0002 -0.34618 -0.02703 -0.35449 0.026150237 0.362248 -0.00027 0.008042 2402.922

P803 0.459152 0.167219 0.483117 0.177442 0.508863 0.186446 0.462541157 -0.19192 0.995359 0.005738 3.429355

Q803 -0.06092 0.307253 -0.0377 0.31932 -0.01261 0.3303 -0.06243683 0.626096 0.000638 0.991837 30.8642

Where the column of the matrix refers to the j t h measurement with error and the row of the

matrix refers to the i t h measurement residual. In the table, the darker red cells within a column

indicate the largest sensitivity value in the column and the lighter red shaded cells refer to the

moderate sized sensitivity values. In the last column labeled "W", the weights of each measurement

residual are shown to illustrate the impact the weight has on the sensitivity value. As seen with the

more accurate measurement uncertainty modeling, measurement variances are dependent on the

measured value, thus a larger measurement or load will result in a larger variance, which will equate

to a smaller weight.

Through numerical analysis, several key observations can be made. Looking first at the columns

of the last measurement island containing node 803, the largest sensitivity values can be seen to

be contained almost exclusively within the rows that refer to measurement residuals in that same

measurement island. This means that any error in P803 or Q803 will spread predominantly to the

residual of P803 or Q803 respectively. It can also be seen that these measurement residuals have the

smallest weights. Thus, the lower weighted residuals with respect to surrounding residual weights

will localize the residual much more as the sensitivity value is much larger.

However, looking at the columns referring to the first measurement island containing nodes
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801 and 802 (P801, Q801, P802, and Q802), any error in real power pseudo-measurements will

mostly spread to the two bounding branch flow measurements (P800-801 and P802-803) as well

as downstream into the downstream measurement island (P803). As seen the weights in P801 and

P802 are much larger (9e6) than P800-801, P802-803, and P803 (316.218, 333.6775, and 3.429355

respectively), again showing that in a WLS-based method, the measurement residuals will be spread

predominantly to the much lower weights. It is emphasize that an error in this beginning measure-

ment island spreads a near majority into the downstream measurement island. This indicates that

because there are not enough lower weighted residuals in that measurement island to absorb most

of the spread, the residual spread will not be localized within a measurement island as seen in our

previous observations of the BDD signatures.

As a result, residual spread itself is not enough to be used as a verification of the localization

of the topology error based signature. If there are not enough large loads (which result in small

weights) in a measurement island, residual spreads between measurement islands and cannot

localize residual spread to a measurement island, which does not verify the signatures observed

with BDD signatures in the presence of capacitor failures and load transfers.

However, the signatures observed in the simulations are in terms of normalized residuals, so it

becomes critical if the spread related to normalized residuals can be used to verify the signatures

that these topology errors can be localized to measurement islands that contain the topology error.

3.2.1 Normalized Residual Spread-Based Analysis

As mentioned, normalized residual can be found using:

r N
i =

|ri |
p

Ωi i

, i = 1, ..., m (3.15)
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Where,Ω= SR is the measurement residual covariance matrix and m is the number of measurements.

Using (3.12), (3.15) can be re-written as:

r N
i =

m
∑

j=1

�

�Si j

�

�

�

�e j

�

�

p

Si i
p

Ri i

, i = 1, ..., m (3.16)

Hence, we can define a normalized sensitivity matrix, S N , where,

S N
i j =

�

�Si j

�

�

p

Si i
p

Ri i

, i = 1, ..., m , & j = 1, ..., m (3.17)

Employing the numerical analysis to S N that was applied to S , we can observe how normalized

residuals are spread and localized based on a given measurement error in the j t h measurement.

Using the same example illustrated in Fig. 3.3, Table 3.6 shows the resulting normalized sensitivity

matrix.

Table 3.6 Simple 4 Bus Example Normalized Sensitivity Matrix

P800-801 Q800-801 P801 Q801 P802 Q802 P802-803 Q802-803 P803 Q803 W

P800-801 12.6647 4.809125 12.59694 4.835666 12.52433 4.858611 12.39160972 4.714079 0.12433 0.14846 316.218

Q800-801 2.185974 27.86223 0.114387 28.66219 2.10536 29.35284 2.111232404 29.02487 0.020582 0.340357 1574.966

P801 12.4937 0.249589 12.76936 0.143518 13.06471 0.051962 12.93108332 0.037351 0.129746 0.091133 9000000

Q801 2.136674 27.86201 0.063937 28.66242 2.157046 29.35347 2.162549514 29.02214 0.02123 0.343849 9000000

P802 11.96891 4.426368 12.58851 4.665277 13.25241 4.87151 13.12160114 4.901292 0.13168 0.029374 9000000

Q802 2.09626 27.86148 0.022604 28.66226 2.199362 29.35363 2.204590855 29.01898 0.021782 0.347298 6944.444

P802-803 11.84335 4.439191 12.46108 4.677683 13.12301 4.883618 13.25098423 4.742061 0.119706 0.145428 333.6775

Q802-803 2.023574 27.41028 0.016166 28.19483 2.201571 28.87162 2.129818314 29.50345 0.022308 0.654973 2402.922

P803 0.852262 0.310386 0.896744 0.329362 0.944534 0.346075 0.858552352 0.356242 1.847549 0.01065 3.429355

Q803 0.339827 1.713969 0.210329 1.781284 0.070358 1.842536 0.34829584 3.492598 0.003556 5.532833 30.8642

In Table 3.6, looking again at the columns relating to the last measurement island that contains

node 803, it is again clear that the rows within the same measurement island are have the largest

normalized sensitivity value within the columns. However, now looking at the columns of P801,

49



Q801, P802, and Q802, it is shown that the largest normalized sensitivity values remain in the rows

of the residuals in that same measurement island containing nodes 801 and 802. This indicates that

a large majority of the normalized residual spread will be localized and confined within the same

measurement island with a large drop-off in normalized sensitivity value in rows that are outside of

that measurement island.

From this numerical analysis, it is clear that in a WLS-based state estimator, such as C-DSSE, the

normalized residual can be localized to within the measurement island that the error exists, even if

the actual residual is shown to spread between measurement islands, which verifies the signatures

observed with topology error simulations. If a capacitor failure is treated as an error in reactive

load pseudo-measurement, it will predominantly spread amongst the reactive power residuals and

remain localized within the measurement island that the capacitor failure occurs. Alternatively, if

load transfers are treated as more real load pseudo-measurement error, it will also predominantly

remain localized within the measurement island that the load transfer occurs.

It should be noted that this is shown on a very simple sample feeder. However, this normalized

residual spread-based numerical analysis can be shown as an effective strategy to be used as a

verification tool of the signature even on larger more complex systems. Application of this strategy

can show that if a topology error is suspected, going to the column of the suspected error in the

normalized sensitivity, the normalized residual spread can be numerically observed and the verifi-

cation can be made if it matches the signature present in the localized normalized residuals from

BDD.

The normalized residual spread-based analysis will be the basis of the proposed topology error

monitoring method that will be described next.

3.3 Proposed Topology Error Monitoring Methodology

The proposed topology error processing method is broken into three steps:

1. Detection of presence and type of topology error using machine learning-based method.
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2. Localizing the detected topology error to a smaller section of the system based on signature-

based analysis.

3. Identification of topology error through a modified search method.

3.3.1 Topology Error Detection

After obtaining the improved normalized residuals, it must be further determined if a topology error

is detected rather than an erroneous measurement because topology is not a measured quantity.

Additionally, if a topology error is detected the type of topology error should be suspected. To do so,

we can utilize Support Vector Machines (SVM) to assist in this detection [43–45]. In SVMs, given a set

of data with different classifiers, a model is trained to find the most optimal separating hyperplane(s)

between data of different classes. An example of a linear based SVM is shown in Fig. 3.4

Figure 3.4 Example Support Vector Machine hyperplane

Where w is a weight vector defining the coefficients of the hyperplane and support vectors, x

is the vector of features, y is the classifier, d+ and d− are the distances of the closest data point of
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each classification to the hyperplane and whose sum determines the margin. To find the optimal

hyperplane, the maximum margin is determined.

In the general case the decision boundary can be determined by:

wT x+w0 =
∑

iεSV

αi yi K (x, xi )+w0 (3.18)

Where α is a Lagrange multiplier and K (·) is a Kernel function meant to map the feature space to a

high dimensional space at no extra cost. A general Kernel function that is commonly used is the

Radial Basis Function (RBF) and is defined as [46]:

K (X , X ′) = e x p



−

�

�

�

�X −X ′
�

�
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2

2σ2


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Whereσ is the variance and
�

�

�

�X −X ′
�

�

�

�

2
is the Euclidean distance between X and X ′. From this the

decision function is then:

f (x) = s i g n

�

∑

iεSV

αi yi K (x, xi )+w0

�

(3.20)

As seen in [19] and in the normalized residual-based analysis, there are distinct characteristics

in the normalized residuals as it relates to the real and reactive power components for capacitor

failure and load transfer topology errors. For capacitor failures, the normalized residuals relating to

reactive power are large and are much larger than its real power counterpart. Alternatively, for load

transfer, both real and reactive power normalized residuals are determined as large, with a larger

normalized residual relating to the real power component because of the typical customer load

power factor that gets transferred between phases.

Given a large enough sample size, we can train the SVM model on cases that include capacitor

failure, load transfer, and no topology error (including only measurement error) so that it can

accurately predict if there is a topology error and specifically if it is a capacitor failure or load transfer

scenario. Ultimately, this step aims at predicting with high certainty a suspected topology error type
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for further investigation.

It should be noted that this model is trained on capacitor failure, load transfer, and no topology

error scenarios that an included fourth case should be considered in the training that includes

unmodeled topology errors, thus if a given case does not fit capacitor failure nor load transfer, it

should be considered either no topology error or a topology error not considered in training.

3.3.2 Localizing Detected Topology Error

In this step, the goal is to localize the detected topology error to a reduced subsection of the system to

create a general idea of where the error could have occurred. To do so, we must utilize the signatures

in the normalized residuals to localize the detected topology error to a specific measurement island.

As seen from the Normalized Residual Spread-Based Analysis, the largest normalized residuals will

be localized within a measurement island that the error occurs and the normalized sensitivity matrix

can be used as a verification.

Additionally, each topology error has specific signatures in addition to its signature of localization.

First, the signatures for capacitor failure are as follows:

1. Largest normalized residuals are observed as reactive power measurements (branch flow &

load pseudo-measurement)

2. Only the phases that the capacitor fails on will experience large normalized residual.

Alternatively, the signatures for load transfer are as follows:

1. Largest normalized residuals are observed for real power measurements.

2. The two phases involved in the load transfer (the original phase and the new phase) will

experience large normalized residual.

Thus, using the detected topology error type and signatures related to localization and topology

error type, the suspected area of topology error can be reduced to the measurement island and the

phases that are suspected of this topology error.

53



This will create an advantage in further pinpointing the exact source of the topology error in the

next step.

3.3.3 Topology Error Identification

Once the type of topology error is detected and the localized subsection of the system is determined,

a search method can be used to further pinpoint the most likely source of the topology error. In

this search, all suspected components within a localized subsection are iteratively modified and

re-evaluated with DSSE. As a metric for comparison, sum of squared normalized residual is used

and determined by:

Ψm (x̂ ) =
m
∑

i=1

(ri )2

Ωi i
(3.21)

The iteration resulting in the smallest Ψ is then identified as the most likely source of the detected

topology error.

In distribution systems, there are a finite number of capacitors placed with further reduced

amount contained within a localized subsection and phase, thus the search area is improved with the

localization step. We have used a similar approach in [47] for the identification of failed capacitors

based on results of traditional normalized residuals rather than the improved normalized residuals.

We extend this to load transfers.

For load transfers, as identified in localizing step II, a signature is observed where only two

phases within a localized subsection experience large normalized residuals. To identify suspected

components for the search method to iterate, any single phase load or branch that is connected to a

three or two phase bus is selected and included within the search.

3.4 Case Study

To assess the performance of the proposed method, case studies are provided to show the effective-

ness. We first assess the performance of the proposed topology error detection step using Support
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Vector Machines. We then provided sample analysis for the localization and identification steps for

capacitor failure cases and load transfer cases on two realistic feeders.

3.4.1 Topology Error Detection

To assess the performance of the detection step of the proposed method, we evaluate the perfor-

mance of the proposed SVM method with RBF kernel prediction accuracy and F1-score compared to

other common kernel function and another supervised machine learning classifier, random forests.

F1-score can be determined by:

F1 =
T P

T P + 1
2 (F P + F N )

(3.22)

Where T P is the number of true positives, F P is the number of false positives, and F N is the number

of false negatives.

To collect a large enough sample of data, we simulate 14 capacitor failure cases and 7 load transfer

cases across the two realistic feeders. For all cases simulated included, 10 Monte Carlo samples

each are collected where the measurement noise is perturbed according to a normal distribution.

Additionally, we include a balanced amount of Monte Carlo samples where there is no topology

error. In total, 250 samples are collected.

Each data point collected includes the resulting averages of the 10 largest normalized residuals

of real power measurements and 10 largest normalized residuals of reactive power measurements.

This is an effort to ensure that this detection method is robust to any measurement placement

scheme with varying numbers of measurements.

Each model is trained on 70% of the data called training data and the performance is tested on

the remaining 30% of the data called the test data.

Table 3.7 provides the test performances for the various models.
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Table 3.7 Detection Model Performance

Detection Model Accuracy F1-Score

SVM w/ Linear Kernel 92.00 92.00

SVM w/ polynomial

Kernel (Degree: 3)
72.00 71.55

SVM w/ RBF Kernel 100.00 100.00

Random Forest 96.00 95.91

As a result, it is shown in Table 3.7 that the proposed method of SVM with RBF kernel has the

best performance amongst other SVM models and another similar supervised machine learning

classifier, random forests. The resulting confusion matrix for the SVM with RBF kernel is shown in

Table 3.8.

Table 3.8 Confusion Matrix of SVM w/ RBF Kernel

Pred. 0 Pred. 1 Pred. 2

Obs. 0 13 0 0

Obs. 1 0 42 0

Obs. 2 0 0 20

Where the classifier 0 refers to no topology error cases/unmodeled topology error, classifier 1

refers to capacitor failure cases, and classifier 2 refers to load transfer cases. Thus, with extensive

data of various examples of capacitor failure cases and load transfer cases across two different large

realistic feeders, the SVM with RBF kernel proves to be an effective model for detecting the presence

and the type of topology error.

As a result, with accurate detection of the topology error type, the next steps are to localize the
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detected topology error and identify the source.

3.4.2 Case: Capacitor Failure

As we have shown an effective detection methodology using SVMs with the RBF kernel, we now

simulate the localization and identification steps first for detected capacitor failure cases. As an

example of the analysis, we provide applications of the method on two realistic feeders that are

based on real feeder data, Feeder AM and Feeder WA.

3.4.2.1 Realistic Feeder AM Capacitor Failure Case

We simulate a single phase capacitor failure first on phase A on realistic Feeder AM and implement

the localization and identification steps of the method. The system diagram with measurement

placement is shown in Fig. 3.5. The simulated failed capacitor is a 400kVAR per phase capacitor

bank and its location is indicated in the figure.
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Figure 3.5 Realistic Feeder AM Capacitor Failure Case

As a result of the BDD normalized residuals, we confirm that the detection step detects the

presence of capacitor failure topology error and begin the localization step. To localize the detected

capacitor failure, we analyze heat maps of the normalized residuals for reactive power across all

three phases. For this case, a signature is identified for reactive power on phase A Fig. 3.6 shows the

heat map of normalized residuals for reactive power for phase A.
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Figure 3.6 Realistic Feeder AM r N
Q Heat Map (Phase A)

Examining the other heat maps for the other phases, the normalized residual remains small, but

normalized residual for phase A gets as large as 200 as seen in the figure. Utilizing the normalized

residual spread-based analysis approach, we see that the large normalized residuals, indicated by

the yellow filled circles, can be localized to the middle measurement island, thus the suspected

localized area is indicated by the red box. It should be clarified that there is a blue diamond that

refers to a power flow measurement in the middle of the section indicated. This is a measurement

on a lateral off of the left side of the main backbone, thus does not create a new measurement island

and the measurement island in the red box is one measurement island.

As a result of localizing the detected failed capacitor to phase A in the middle measurement

island, the identification step can begin with the search method. The search method automatically

investigates the measurement island for available capacitor and only a single capacitor on phase A

in the measurement island, so it is likely the source of the failed capacitor topology error. However,
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to verify this, the search method adjusts the capacitor model and re-executes C-DSSE/BDD and

obtains a new Ψ value as defined by (3.21) and compares it to the original where the topology error

is present. Table 3.9 presents the results.

Table 3.9 Realistic Feeder AM Capacitor Failure Search Results

Case Ψ

W/ Topology Error 9.182e5

Corrected Topology 140.656

As seen in Table 3.9, after localizing the capacitor failure to the middle measurement island,

only a single capacitor on phase A is indicated from the search method. As a result, the capacitor is

disconnected from phase A to correct the topology and using Ψ (the sum of squared normalized

residual) as a metric, the corrected capacitor topology improves Ψ significantly from 9.182e 5 to

140.656.

This shows the effectiveness of both the localization step to reduce the search surface area down

to a single measurement island and the search method to prove the correct identification of the

failed capacitor.

3.4.2.2 Realistic Feeder WA Capacitor Failure Case

As an alternative example to show this methods application across different large feeders, we now

simulate a capacitor failure on realistic Feeder WA and implement the localization and identification

steps of the method. The system diagram with measurement placement is shown in Fig. 3.7. The

simulated capacitor is a single phase, 150kVAR capacitor that is connected to phase B. This capacitor

is indicated in the figure.
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Figure 3.7 Realistic Feeder WA Capacitor Failure Case

We confirm the detection step detects the presence of a topology error and detects a capacitor

failure topology error type. As a result, the localization step begins and the heat maps for reactive

power normalized residuals are analyzed across all three phases. A signature is identified on phase

B and the heat map is shown in Fig. 3.8.
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Figure 3.8 Realistic Feeder WA r N
Q Heat Map (Phase B)

Utilizing the normalized residual spread-based analysis approach, we see that the large normal-

ized residuals, indicated by the yellow filled circles, can be localized to the end measurement island,

thus the suspected localized area is indicated by the red box.

As a result, the search method reduces the search surface area to this measurement island on

phase B. The search method identifies 3 capacitors available and calculates Ψ to identify the most

likely source of the capacitor failure. The results are shown in Table 3.10.
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Table 3.10 Realistic Feeder WA Capacitor Failure Search Results

Case Ψ

W/ Topology Error 6.996e4

Cap 1 2.058e5

Cap 2 6.996e4

Cap 3 (Actual Cap) 72.918

From Table 3.10, it is clear that the actual failed capacitor is identified by the search method

as Ψ is much lower than the other simulated corrections at 72.918, which is also much improved

from the case with topology error of 6.996e 4. This again shows the effectiveness and the advantages

provided by the localization and identification steps to accurately and efficiently identify the correct

topology error across different large realistic feeders.

3.4.3 Case: Load Transfer

We now focus on implementing the method on load transfer cases to illustrate the effectiveness on

this topology error type. As an example of the analysis, we provide applications of the method on

the same two realistic feeders that are based on real feeder data.

3.4.3.1 Realistic Feeder AM Load Transfer Case

In this case, we now simulate a load transfer case on realistic Feeder AM and implement the local-

ization and identification steps of the method. The branch that is simulated as a load transfer is

shown in Fig. 3.9 in the red box and switches the entire branch from phase A to phase C.
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Figure 3.9 Realistic Feeder AM Load Transfer Case

It is confirmed that the detection step detects a topology error and detects the load transfer

topology error type. As a result, the localization and identification steps can begin. Examining the

normalized residuals for real power across the three phases, a signature is identified in phase A and

C. Fig. 3.10 shows the real power normalized residual heat maps for phases A and C.
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Figure 3.10 Realistic Feeder AM r N
P Heat Map (a) Phase A (b) Phase C

From Fig. 3.10, we can observe that normalized residuals are large for phases A and C for real

power measurements and can localize the detected load transfer between phases A and C in the

end measurement island that is indicated by the red box.

As a result, in the identification step, the search method begins searching for branches and

loads where the switch is possible (i.e. is modeled on one of the phases and disconnected on the

other phase). Of the 1136 branches in the system, the localization step and search method reduce

the search surface area to 4 possible branches. Thus, the search method begins attempting each

possible branch and uses Ψ to identify the most likely source of the topology error. The results are

shown in Table 3.11
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Table 3.11 Realistic Feeder AM Load Transfer Search Results

Potential Branch Ψ

W/ Topology Error 4.427e5

871-872 6.223e5

890-891 5.167e5

895-900 5.047e5

906-907 (actual branch) 846.582

From Table 3.11, it can be seen that the search method identifies the correct branch (branch

906-907). Ψ for this simulated correction is 846.582, which is much lower than the other possible

branches and is much lower value than the original Ψ where the topology is present (4.427e5).

These results shows the effectiveness of the localization and identification steps now for the

load transfer case on a large realistic feeder. The reduction of the search area from 1136 branches to

just 4 branches also shows the key advantage of the localization step.

3.4.3.2 Realistic Feeder WA Load Transfer Case

Finally, a load transfer case is simulated on realistic feeder WA and the localization and identification

steps of the method are implemented. Fig. 3.11 displays the simulated load transfer, which switches

the phase of the branch from phase B to phase C.
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Figure 3.11 Realistic Feeder WA Load Transfer Case

It is confirmed that the detection step detects a topology error and detects the load transfer

topology error type. As a result, the localization and identification steps can begin. Examining the

normalized residuals for real power across the three phases, a signature is identified in phase B and

C. Fig. 3.12 shows the real power normalized residual heat maps for phases B and C.

Figure 3.12 Realistic Feeder WA r N
P Heat Map (a) Phase B (b) Phase C
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From Fig. 3.12, we can observe that normalized residuals are large for phases B and C for real

power measurements and can localize the detected load transfer between phases B and C in the

end measurement island that is indicated by the red box.

As a result, the search method begins searching for branches and loads where the switch is

possible. Of the 1005 branches in the system, this localization and search method reduce the search

surface area to 19 possible branches. Thus, the search method begins attempting each possible

branch and uses Ψ to identify the most likely source of the topology error. The results are shown in

Table 3.12

Table 3.12 Realistic Feeder WA Load Transfer Search Results

Potential Branch Ψ Potential Branch Ψ Potential Branch Ψ

W/ Topology Error 8.395e4 412-413 1.076e5 455-456 8.279e4

370-390 4.428e8 419-420 8.089e4 458-459 7.569e4

394-395 1.057e5 419-422 (actual branch) 626.774 463-519 5.567e7

398-399 9.441e4 442-443 8.221e4 804-805 8.267e4

402-403 1.023e5 446-447 8.294e4 806-807 7.904e4

406-407 1.143e5 450-451 8.386e4 811-812 7.777e4

366-367 8.349e4 816-819 8.355e4

From Table 3.10, it can be seen that the search method identifies the correct branch (branch

419-422). Ψ for this simulated correction is 626.774, which is much lower than the other possible

branches and is much lower value than the original Ψ where the topology is present (8.395e5).

These results reiterate the effectiveness of the localization and identification steps for load

transfers across multiple large realistic feeders.
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3.5 Conclusions

In this chapter, we address the limitations of use of traditional BDD methods for topology error

monitoring. Development of our method follows two steps: 1) Improvement of C-DSSE and BDD

through a novel approach to modeling the measurement uncertainties more accurately, and 2)

Improve the detection and localization through signatures from the normalized residual spread-

based approach.

The method proposed is implemented on several example cases of both capacitor failure and

load transfers. Test results on realistic feeders that are based on real feeder data show the effectiveness

of the proposed method and the scalability to large feeder sizes that are expected in practice. Across

the comprehensive set of examples of the localization and identification steps for capacitor failure

cases and load transfer cases, it is clear that the advantage of the localization step is the reduction

of the search surface area and the identification step shows easily identifies the source as there

is improvement in the sum of squared normalized residuals between the topology error case and

identified correction in the order of magnitude of 102 103 in all cases, showing a clear distinction in

the correct system topology.

The main contributions of this chapter are:

• Proposal of a new approach to modeling of measurement uncertainty meant to improve the

overall quality/accuracy of C-DSSE estimates.

• Verification of normalized residual signatures through numerical analysis of the normalized

residual spread.

• Proposal of a three step method that uses the signatures in normalized residuals from BDD to

1) Detect the presence and type of topology error, 2) Localize the detected topology error to a

specific smaller portion of the system called measurement islands, and 3) Identify the specific

source of the detected topology error.
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CHAPTER

4

DATA ANALYSIS METHODS TO IDENTIFY

PARAMETERS THAT IMPACT PRACTICAL

REAL-TIME MONITORING

PERFORMANCE

A Distribution System State Estimator is now being used by many utilities to provide the situational

awareness required for applications like voltage monitoring and control [48]. Power flow-based

distribution system state estimation is one of the techniques used in practice [49]. In this work,

we will also refer to it as near real-time power flow (RTPF). In practice, RTPF is integrated with a
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Distribution Management System (DMS). To operate the distribution system safely and effectively,

accurate RTPF data is essential.

Only a small number of real measurements are available in distribution systems. A method of

load estimating is therefore required [31]. Bus Load Allocation (BLA), a method of load estimation,

utilizes the limited measurements, estimates the allocation of load from these measurements, and

then passes these load estimates to power flow.

A common issue that affects the performance of RTPF is errors in the distribution system model

used in the power flow program. Most commercial RTPF programs use detailed three phase circuit

models. However, any error in the models of lines or other devices will have an impact on the

accuracy of the estimated node voltages. Because of the large amount of data involved it becomes

very challenging to detect and identify factors that contribute to the issues when the performance

of the RTPF is not satisfactory [50, 51]. This is the problem we focused on in this work.

There is no literature directly addressing this issue in practice that we could identify. State

estimation has been used mostly in research and publications to identify and detect bad data

[1, 52, 53]. Given that there are a few real-time measurements, the methods utilized for bad data

identification will not be very effective for this issue [54]. Furthermore, because bad data detection

only considers one picture or sample, it makes it more difficult to spot long-term consequences or

patterns of behavior.

This was work done as part of an industry sponsored project in collaboration with Duke Energy

and the University of North Carolina at Charlotte (UNCC) through the facilitation from the Center for

Advanced Power Engineering Research (CAPER) [55]. From feedback from Duke Energy engineers,

we focused on the performance of RTPF voltage estimation accuracy. Duke Energy engineers have

observed that while some feeders have low voltage mismatches (calculated as measured voltage –

RTPF calculated voltage), there are some feeders which have large voltage mismatch on a consistent

basis. We will call these feeders large voltage mismatch feeders. It is common to assume that the

voltage mismatch on the feeder should be within ±2V on a 120V base and anything outside of this
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range is considered large voltage mismatch. Existing methods of analysis regularly fail to determine

the cause of the inaccuracy due to the size and complexity of the distribution system model, and the

time-consuming nature of circuit-by-circuit analysis. Thus, this chapter focuses on this practical

application of the signature-based methodology for identifying the factors that contribute to poor

voltage estimation accuracy performance and to identify suspect cause(s) on a given feeder.

4.1 RTPF Algorithm

The DMS RTPF algorithm is explained to provide insights on the components that have possible

impact the RTPF solution and ultimately the voltage mismatch. The procedure begins with a load

estimation procedure called bus load allocation (BLA). BLA uses real-time real and reactive power

(kW and kVAR) measurements from SCADA to scale the distribution system loads. To increase the

accuracy of the allocated load, measurement islands can be formed from the real-time kW and kVAR

branch flow measurements, where BLA can then allocate load within the island from the measured

demand of that given measurement island. As a result loads are adjusted within the measurement

island and do not spread to the other measurement islands.

Within each measurement island, BLA initialization begins with the system model and topology

and initial load is selected as either the nominal loads or the loads of the previous RTPF solution.

The load values are then iteratively adjusted by scaling them based on the real-time SCADA mea-

surements. Additionally, the system topology can be adjusted, such as locally controlled voltage

regulator estimated tap position and locally controlled capacitor switch status. In each iteration,

power flow across the entire feeder is executed to estimate the observed power flow along the feeder

given the current iterations adjusted load. The mismatch between such estimated power flow and

the measured power flow is calculated and compared against a tolerance threshold to determine

the acceptability of the load allocation. As a result, if the BLA mismatch is lower than the acceptable

tolerance and the number of iterations has not exceed the max iterations allowed, the solution is

said to be converged. Otherwise, the solution will be determined as suspect as BLA did not converge.
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[56] Figure 4.1 illustrates the RTPF procedure flowchart.

Figure 4.1 RTPF Algorithm Flowchart

4.2 Data Extraction

As seen in the RTPF, there is a significant amount of various inputs and parameters that can impact

the solution and the voltage estimation accuracy. To conduct the proper analysis, a data gathering

method must be used and proper parameters must be selected.

The data gathering process is described in Fig. 4.2. As the figure indicates, the first step involves

performing the near real time power flow on a real substation model using save cases from the utility

partner. The substation model comprises the system components and line connections, while the

save case is a file which contains the system configuration, such as switch statuses, regulator tap

positions, and capacitor statuses and available field measurements at a particular timestamp. To

obtain the data for each save case, a python script has been developed. The python script eliminates
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errors, replaces missing data, removes duplicated data, ensures the data points are in the right

format and calculates a set of additional parameters from the existing data.

Figure 4.2 Data Extraction Process

Table 4.1 shows the initial selected parameters for the analysis in consultation with the engineers

of Duke Energy. The parameters can be classified into model and non-model based. The model-

based parameters, such as total line length, number of transformers and number of capacitors,

are independent of system power flow results, while the non-model-based parameters, such as

capacitor injection and feeder head measurement, are those coming from field measurements or

power flow results.
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Table 4.1 Set of Input Parameters to Clustering Analysis

Model-Based Parameters Non-Model-Base Parameters

1. Number of loads 20. Top of feeder meas. (kW, kVAR)

2. Number of load types

(single phase, two phase, and three phase)
21. Total load (kW, kVAR)

3. Number of customer types

(industrial, commercial, and residential)
22. Total industrial load (kW, kVAR)

4. Number of suspect loads 23. Total commercial load (kW, kVAR)

5. Number of transformers 24. Total residential load (kW, kVAR)

6. Number of unbanked transformers 25. Distribution Xfmr losses (kW, kVAR)

7. Total line length (ft.) 26. Line losses (kW, kVAR)

8. Number of feeder head

voltage regulators(VR)
27. Cable and line capacitance (kVAR)

9. Primary Meter Size (kW, kVAR) 28. Three phase load (kW, kVAR)

10. Number of downstream VR 29. Two phase load (kW, kVAR)

11. Number of VR control type

(local,remote,etc.)
30. Single phase load (kW, kVAR)

12. Number of capacitors 31. Feeder head power flow per feeder length

13. Number of capacitor control type

(local,remote,etc.)

32. Avg. voltage drop between primary

and secondary side

14. Number of measurement islands

at the feeder head
33. Number of ON capacitors

15. Number of partially

energized devices
34. Total capacitor injection (kVAR)

16. Number of looped lines 35. DER injection (kW)

17. Total overhead line length (ft.) 36. Measured voltage imbalance

18. Total underground cable length (ft.) 36. Amp flow imbalance

19. Number of capacitors in various

control schemes (fixed, variable)
37. Number of suspect capacitors

38. Number of suspect regulators

39. Number of downstream meas. islands
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4.3 Proposed Methodology

The proposed method has two parts. In the first part, we focus on identifying the factors that correlate

to the differences in consistently large voltage mismatch feeders and the consistently small voltage

mismatch feeders. To do so, the first part comprises of two steps. In the first step we use a clustering

method to determine if we can separate cases having large voltage mismatch from those that have

small mismatch based on the selected parameters. Another advantage of clustering in this step

allows us to also identify large voltage mismatch feeders that are similar in parameters so that a

common analysis can be applied across these feeders in a given cluster. In the second step, we use a

binary logistic regression method to identify unique features for the clusters having large voltage

mismatch feeders. These features indicate which predictors within the logistic regression model

have a statistically significant impact on the likelihood of a binary outcome, which in other words,

the contribute the most to the separation of large voltage mismatch clusters from the small voltage

mismatch clusters.

In the second part, we focus on signature-based approach for diagnosing suspected cause(s).

In the previous chapter, residual spread based analysis was observed and determined normalized

residual spread was more appropriate in C-DSSE. In this RTPF, because of the use of measurement

islands in BLA, BLA does not spread adjusted load between measurement islands. This ensures that

residual does not spread between measurement islands, thus Residual Spread-Based Analysis is

enough to determine the signatures and diagnose the suspected cause. As a result, we recognize that

the different possible causes for large voltage mismatch have specific signatures in the measurement

residuals that are present within the data and RTPF solution. In this part, we propose a guideline for

analysis to identify these signatures in the measurement residuals which will assist in diagnosing

suspected cause(s) of large voltage mismatch in specific feeders.
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4.4 Part I: Identifying Unique Features Correlating to Large Voltage Mis-

match

4.4.1 Step I: K-Means Clustering

Clustering is adopted in the first step to check whether the feeders with large voltage mismatch

indeed have features that are different from the feeders that do not experience large voltage mis-

match. Researchers have used k-means clustering for similar purposes [57]. K-means clustering is

used. This method is an unsupervised learning algorithm that iteratively groups data points into

the most likely group of data points given a set of features/parameters. It should be noted that a

key advantage of clustering is that we do not use the a priori information on whether a feeder has

large voltage mismatch or not, meaning that these clusters that are formed are not biased by this

information. Thus, this clearly shows that the separation between large voltage mismatch and small

voltage mismatch is impacted by the feature set.

Another advantage of clustering is the ability to group multiple feeders with large voltage mis-

match that are similar together. This allows us to determine the common features these feeders

exhibit, and thus help the engineers to identify other similar feeders. It can be very time consuming

to analyze each feeder at a time and identify the unique features that separate each from those that

have small voltage mismatch, thus this provides an improvement in the computational and time

requirement to complete the analysis.

For K-means clustering, the number of k clusters is a hyper-parameter that must be tuned for

optimal performance. As K-means clustering iteratively groups data points into clusters, it divides

the whole sample into increasing number of clusters and repeats up to the maximum number of k

clusters. Given the different cluster models with different k number of clusters, we must select the

most optimal one. To do so, we have adopted two metrics in order to determine the most optimal k.

These metrics are sum of square error (SSE) and silhouette score:
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1. Sum of Square Error (SSE): SSE finds the sum of the squares of the Euclidean distance of a

data points within a given cluster to that cluster’s center [58]. SSE can be calculated using:

SS E =
k
∑

i=1

∑

x j εSi

||x j −ui ||2 (4.1)

where, x j is the jt h data point within the it h cluster and ui is the center of the it h cluster. SSE

therefore measures how spread out the data points within a given cluster are and therefore a

smaller SSE indicates a well fit cluster. Often, the relation between k and SSE creates an elbow

plot where the optimal k selection is at the elbow point.

2. Silhouette Score: Silhouette score is often referred to as the "goodness of fit score" of clustering.

This metric considers both how well the clusters are grouped within themselves and the

distance between one cluster and the others around it [59]. Fig. 4.3 displays an example of the

silhouette score visually.

Figure 4.3 Illustration of Silhouette Score
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Numerically, silhouette score can be defined by:

Si l ho ue t t e s c o r e =
b −a

ma x (a , b )
(4.2)

Where b is the average inter-cluster distance and a is the average intra-cluster distance, as

shown in Fig. 2. Analytically, this score can range from -1 to 1, with the most optimal perfor-

mance closest to 1. This is because a score of 1 would result from a large inter-cluster distance,

b, and a small intra-cluster distance, a. From these two metrics, an optimal model can be

selected from the conjunction of the two metrics that can be used for further analysis of large

voltage mismatch and small voltage mismatch feeders.

Finally, once the clusters are obtained, we can “label” each cluster as a large voltage mismatch

or small voltage mismatch cluster based on a simple majority rule. I.e. if majority of a cluster is filled

with large voltage mismatch cases, we will call this cluster a large voltage mismatch cluster. These

definitions do not impact the overall performance of the clustering as clustering does not use a

priori information like this, however it will be used in the logistic regression step.

4.4.2 Step II: Logistic Regression

Binary Logistic Regression is a supervised machine learning technique utilized for the purpose of

binary classification. It enables the separation of discrete values, such as Yes/No or Pass/Fail, within

a given set of observations. Logistic regression involves the fitting of a regression curve, represented

as y= f(x), to a sample of observations. In this context, the variable y represents a categorical variable,

such as Yes/No or Pass/Fail. The approach is visually depicted in Fig. 4.4.

Logistic regression is a classification algorithm that predicts a binary outcome based on a series of

independent variables. Another main output of the logistic regression method is that it can pinpoint

which of the parameters used are the so-called significant parameters; these are the parameters

that contribute the most to the estimated outcome. In our case, we used binary logistic regression
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Figure 4.4 Binary Logistic Regression Model

to extract the significant parameters rather than predicting the outcome although it is frequently

used for prediction of binary outcome with given independent input variables.

In the Logistic Regression model, we need to choose a logistic function [60]. The standard logistic

function, for predicting the outcome of an observation given a predictor variable (X), is an s-shaped

curve defined as:

p (X ) =
e y

1+ e y
(4.3)

Where p (X ) is the probability of the event to occur given X , and y =β0+β1X . To fit the model (4.3),

we use a method called maximum likelihood [61].

When we consider the problem of predicting a binary response using multiple predictors, the

logistic function looks like:

l o g
�

p (X )
1−p (X )

�

=β0+β1X1+β2X2+ · · ·+βn Xn (4.4)
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The coefficients β1, β2, ..., βn are are unknown and need to be estimated based on the available

data. The goal is to find estimates for β1, β2, ..., βn such that plugging these estimates into the model

for p(X) yield values close to 1 for individuals having low voltage mismatch, and values close to 0

for individuals having high voltage mismatch. Typically, a probability threshold of 0.5 is chosen.

Based on whether the probability of an element exceeds the threshold or not, it is classified into one

category or the other.

Running a regression model with too many variables, especially with irrelevant ones will lead

to a needlessly complex model. In many cases, several variables used in a multiple logistic regres-

sion model may not actually have any association with the response variable. Incorporating such

irrelevant variables introduces unnecessary complexity into the resulting model. Additionally, an

excessive number of variables can lead to overfitting and high variance in the coefficient estimates

for logistic regression. Hence, step-wise methods offer alternatives to the best subset selection [61],

as they explore a more restricted set of models and facilitate the creation of a more interpretable

model.

The process begins with a regression model which includes all candidate variables. Then, vari-

ables are gradually eliminated from the model until the remaining variables satisfy certain criteria.

At each step, the variable that contributes the least improvement to the model is removed.

One criterion to select the optimal set of features is Akaike Information Criterion (AIC) [62]. The

AIC is:

AI C =−2l o g L +2k (4.5)

Where L is the likelihood of the candidate model given the data when evaluated at the maximum

likelihood estimate, and k is the number of estimated parameters in the model.

This value is calculated for every candidate model after each variable elimination on the logistic

regression model and the best model is the model with the smallest AIC [63]. AIC estimates the

quality of each model relative to the other models and provides a single number score that can be

used to determine which of the models is the best fit to the data.
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As a result, the logistic regression model will identify significant parameters that we will call

"unique features." These unique features identified are the variables that contribute the most

influence on the predicted binary outcome. To do so, the statistical significance is determined

by using the predictors’ p-value. The p-value, which is calculated by comparing the estimated

coefficient of the predictor to its standard error, tests the null hypothesis that a predictor’s has

no effect on the binary outcome. A p-value smaller than a predetermined significance level or

confidence suggest that there is a strong likelihood that this parameter has a significant impact

on the outcome. Thus, these significant parameters are critical in the logistic regression model in

determining the difference between large voltage mismatch and small voltage mismatch, hence

determining the unique features of the large voltage mismatch feeders.

4.5 Part II: Identifying Cause for Large Voltage Mismatch

At this point in the methodology, the goal is to directly pinpoint the suspected cause(s) for a given

feeder to be experiencing a large voltage mismatch. In the previous part, we identify unique features

correlating to the feeders who consistently experience large voltage mismatch. However, these

unique features are not directly the cause for the large voltage mismatch.

Leveraging the unique features identified in the previous part as a guide, further examination

must be conducted. To begin, we identify potential causes within the model, the topology, and the

RTPF algorithm that have the highest impact on the estimated voltage solution. Those potential

causes are as follows:

1. Bus Load Allocation (BLA) Convergence: As a preliminary step in RTPF to distribution power

flow (DPF), a correctly allocated load from BLA is critical for accurate voltage estimates. If BLA

does not converge, then it is clear that load is not allocated properly and can lead to disparities

in the calculated voltages.

2. Feeder Head Voltage Mismatch: In traditional RTPF, it is common to use the feeder head
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as the reference node where the voltage is known and constant. However, in DMS RTPF the

reference node is selected as the high side of the substation transformer at the interconnection

between the transmission system and the substation, which will be called the interface bus.

Fig. 4.5 shows an example of the substation model with the interface bus. It is common for

Figure 4.5 Substation Model with Interface Node

utilities to place meters on the load side of the substation and not on the high side, thus this

interface bus voltage must be calculated through a method called back-calculation [56]. This

back calculation method utilizes the measured power flow and substation model including

transformer impedance and transformer and voltage regulator tap positions to calculate the

interface voltage. Once complete, it is used as the reference voltage and the feeder head voltage

is calculated along with the other system voltages. If there are any disparities in the substation

model or even BLA solution, it will cause the voltage mismatch at the feeder head to be larger

than the acceptable ±2V range. If a feeder converges in BLA but shares a station bus with a

feeder that does not converge, this may also lead to large voltage mismatch at the feeder head.
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This large voltage mismatch at the feeder head will propagate downstream and cause the

other voltage measurements to be large, thus is a significant cause to voltage mismatch on

the feeder.

3. DER Status: It is common for utilities to place DERs like photovoltaics (PVs) in their distri-

bution networks and effort must be made to model them correctly to ensure accurate RTPF

solution. However, it is not always the case where the DER penetration is not modeled correctly

causing a disparity in the estimated demand on the feeder. As a result, voltage drop will be

impacted and voltage estimates will experience a large mismatch.

4. Primary Meter Loading: For utilities, there are some customers that require a large demand

that is easier to monitor by placing a real-time meter. As it is a measured load, BLA does not

adjust it and allocate load here. However, it is possible to incorrectly model this load and if

there is a error in the modeling of the primary meter, it could lead to a disparity in estimated

demand at that point in the system, which can have an impact on voltage calculations.

5. Capacitor Status: In most cases, capacitor switch status is monitored through SCADA. How-

ever, in some control schemes, RTPF must estimate the switch status of locally controlled

capacitor banks. Additionally, there is a case where the capacitor bank fails and the internal

fuse disconnects the capacitor from the feeder but the switch status will still show the capaci-

tor as connected [8, 9]. In these cases, capacitor status can be wrong and cause an incorrect

calculation of reactive power injection from the capacitor bank, which has a significant impact

on voltage calculation.

6. Voltage Regulator Tap Status: In RTPF, voltage regulator tap position is an estimated value if

there is no available tap postion measurement from SCADA. Thus, if this tap position in the

voltage regulator model is incorrect, there will be a disparity between the actual regulated

voltage in the system and the estimated voltage from the RTPF solution.

7. Line Modeling: Line modeling is a critical need for accurate voltage estimation in RTPF. If the
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modeling of line parameters is incorrect, this can lead to incorrect voltage drop calculations

across the lines as the RTPF is a nodal admittance matrix-based power flow, hence leading to

large mismatches in the voltages.

8. Distribution Transformer Losses: Customer distribution transformers losses must be mod-

eled correctly for accurate voltage estimation. If there is a disparity in the no load losses of the

modeled customer transformers, this can lead to a widespread error in the estimated demand

on the system, commonly leading to non-convergence in BLA.

9. Load Modeling: Load modeling can also highly impact voltage estimation. If there are any

disparities in the modeling of the load being constant power, constant impedance, constant

current, or any combination, it can lead to an error in the demand causing a large mismatch

in voltage estimation.

Considering the causes identified above, we focus on the first six as they are most common in

practice. We propose a systematic guideline-based approach designed to expedite the process of

identifying particular causes for large voltage mismatch given any new feeder exhibiting similar

issues. This approach is intended to assist utilities in diagnosing the cause(s) that a feeder is experi-

encing large voltage mismatch so that the utility may be able to resolve any issue to improve the

accuracy of their real-time monitoring. The guidelines utilize specific signatures in the measurement

residuals that exist with each cause to further identify the specific suspected cause. The systematic

guideline steps are as follows:

1. Check BLA convergence: Ensure that BLA converges. Continue to next step if converging,

correct otherwise.

2. Check voltage mismatch at feeder head: Ensure that voltage mismatch at the feeder head is

acceptable. Feeder head voltage mismatch can be caused by:

i) Interface voltage back-calculation method failure.
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ii) Mismatch between calculated and measured power flow (on a station basis if feeders

share a station bus)

iii) Incorrect station regulator tap position

After identifying the cause for feeder head voltage mismatch and correcting, if downstream

voltage mismatch does not resolve, continue to next step to downstream component evalua-

tion.

3. Use BLA convergence results and power flow measurement residuals to: a) determine sus-

pect cause and b) pinpoint suspected cause: Signatures for each of the possible downstream

component causes exists in the mismatches of the feeder power flow measurements. First,

validate all power flow meters that will be used in the analysis by checking: 1) validity status

as determined by SCADA, 2) power factor, 3) polarity, and 4) phasing.

i) If large residual exists in real power: suspect DER or missing load (primary meter or

incorrect tie switch status).

ii) If large residual exists in reactive power: suspect capacitor status issue or missing

reactor problem.

iii) If all voltage measurements downstream of a voltage regulator have large measurement

residual: suspect voltage regulator tap position issue.

In the second part of this step, to pinpoint suspected cause, modify the model of the sus-

pected issue and verify improvement in voltage mismatches. If large voltage mismatches exist

continue to next step

4. Check system modeling: Validate line modeling, distribution transformer loss modeling, and

load modeling.

As a systematic step by step approach, the process of diagnosing and correcting the possible

system topology and modeling issues becomes streamlined and the efficiency to intervene to resolve

these issues improve.

86



4.6 Case Study

Through collaboration with Duke Energy and UNC at Charlotte, work has been conducted to identify

parameters that impact the performance of an established distribution management system (DMS)

within Duke Energy. The cases under consideration are actual distribution networks within the Duke

Energy’s jurisdiction. Again, the criteria used for performance evaluation within DMS is voltage

mismatch and is taken as the difference between measured voltage and the calculated voltage at

measurement points resulting from the load flow analysis. For voltage measurements, it is expected

the mismatch is within 2V. If there are any mismatches outside of these expectations, the case is

determined to have large voltage mismatch and be poorly performing.

Sample data includes 340 RTPF samples (save cases) from the sponsoring utility. The data used

for the analysis consists of near real-time power flow results from DMS (save cases). We have used

consistently large and small voltage mismatch feeders for our analysis. This includes 14 feeders that

have small voltage mismatch and 10 feeders that have large voltage mismatch. For each feeder there

are about 10-15 samples at different days and times

4.6.1 Identifying Unique Features of Large Voltage Mismatch Feeders

4.6.1.1 K-means Clustering to Separate Large Voltage Mismatch Feeders

K-means clustering was performed in the first step using the described sample. Parameter k is

iterated from 2 to 21 and the resulting SSE and silhouette scores are recorded at each iteration. The

resulting plots are displayed in Fig. 4.6 and Fig. 4.7

From the plots of the two metrics, it is decided that the optimal k is the 11 cluster model. We can

see that the elbow point in the SSE curve is around when k is 6 or 7, however the rate of decrease in

SSE is still relatively big until k is 11 when the curve begins to level out. From Fig. 4.7, silhouette score

seems to increase as the number of clusters increases. As mentioned, the most optimal silhouette

score is closest to 1, however, as we split more clusters, the clusters begin to only contain single
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Figure 4.6 k vs SSE Curve

Figure 4.7 k vs Silhouette Score Plot

feeders, which eliminates the secondary advantage of the clustering approach that is previously

discussed. Thus, combining the selection process of the two metrics, 11 clusters is selected as it has

a low SSE and an acceptable silhouette score.

Table 4.2 breaks down the contents of each cluster and its label that is determined by simple
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Table 4.2 Cluster Breakdown

# of Observations
Cluster

Number
Cluster
Label

Large Voltage
Mismatch

Small Voltage
Mismatch

0 Small Mis. 0 24
1 Small Mis. 0 12
2 Large Mis. 40 3
3 Small Mis. 1 56
4 Small Mis. 4 25
5 Large Mis. 15 0
6 Large Mis. 27 3
7 Large Mis. 15 0
8 Small Mis. 16 40
9 Small Mis. 1 14

10 Large Mis. 32 12

majority rule.

The selected clustering model achieves separation between large mismatch and small mismatch

cases as seen in Table 4.2. For a majority of the clusters, they are clearly a small mismatch cluster or

clearly a large mismatch cluster. Cluster 2 contains three different large voltage mismatch feeders,

cluster 6 contains two different large voltage mismatch feeders and clusters 5 and 7 each contain a

single large mismatch feeder. This is significant as it verifies the key advantage of using clustering to

show that indeed feeders with large voltage mismatch have features that are different than feeders

with small voltage mismatch. Also, the clusters with multiple large voltage mismatch feeders show

the secondary advantage where any features identified can be applied to any of the feeders within

the cluster.

It should be noted that though the majority of the clusters are well separated, two clusters appear

to have some mix and might require further analysis. Cluster 8 contains two feeders that have small

voltage mismatch and one feeder that has large voltage mismatch. This will require further analysis

into the reason that this large voltage mismatch feeder is grouped with small mismatch feeders and
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what separates them. Cluster 10 contains one feeder with small voltage mismatch feeders and two

large voltage mismatch feeders thus is determined as a large voltage mismatch cluster.

4.6.1.2 Cluster-Based Logistic Regression to Identify Unique Features

Next, logistic regression is used on a cluster-by-cluster basis to identify the unique features that

correlate to the separation between large mismatch and small mismatch clusters. Hence, we choose

a selected large voltage mismatch cluster and use all of the small voltage mismatch clusters to

identify the unique features associated with this cluster. The set of data is split data into training

and testing data based upon a 70%/30% split respectively. The logistic regression model is trained

on the training data set and the coefficients of the model are analyzed for the unique features.

If the coefficient of a certain feature is reported to have a statistically significant relationship to

the voltage mismatch classification, we determine these as the unique features as it has statistical

significance towards the separation between large voltage mismatch and small voltage mismatch.

For an example of this analysis, we consider two select clusters, cluster 2 and the further analysis

into cluster 8. Table 4.3illustrates the logistic regression model for cluster 2.

From Table 4.3, we can see that of the features selected by the model selection process, four of

them can be determined as statistically significant given a significance level, α= 0.01: distribution

transformer kVAR losses, top of feeder kVAR flow measurement, total kVAR load, and total capacitor

kVAR injection. These four features have a strong statistical relationship to separation between the

large voltage mismatch and small voltage mismatch for the feeders within cluster 2 specifically. For

example, the average value for distribution transformer kVAR losses for small voltage mismatch

clusters is 272.863 kVAR and 162.012 kVAR for large mismatch cluster 2 but for total kVAR load the

average values are 636.347 kVAR and 882.836 kVAR for small and large mismatch respectively. These

values show the difference between the two clusters and can be used further in identifying the cause

of large voltage mismatch.

As mentioned, cluster 8 would require further analysis as a large voltage mismatch feeder is
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Table 4.3 Cluster 2 Logistic Regression Model

Feature Estimate P-Value Significance (α = 0.01)
Distribution Xfmr

Losses (kVAR)
106.1715 4.21e-05 Statistically Significant

Cable & Line
Shunt Cap

Injection (kVAR)
-1.74041 0.039 Not Significant

Top of Feeder
Measurement

(kVAR)
3.8148 0.00355 Statistically Significant

Total Load (kVAR) -36.9240 1.24e-05 Statistically Significant
Capacitor Injection

(kVAR)
-3.9605 0.003366 Statistically Significant

Number of Suspect
Capacitors

16.8011 0.993660 Not Significant

Number of Suspect
Regulators

19.7582 0.992021 Not Significant

Single Phase Load
(kVAR)

-6.1803 0.029685 Not Significant

mixed within a cluster with two small voltage mismatch feeders. For this analysis we isolate the

large mismatch feeder in this cluster and train a logistic regression model on its data with the small

mismatch feeder data of the cluster. The resulting logistic regression model is shown in Table 4.4.

From Table 4.4, we can see that three of the features are identified as having a statistically

significant relationship with the separation between the large voltage mismatch feeder and the

small voltage mismatch feeders of cluster 8. Distribution transformer kVAR losses, cable and line

shunt capacitance injection, and total kVAR load are identified as unique features and can be further

used in identifying the cause of the large mismatch in this feeder in cluster 8. For example, the

average value for total kVAR load for small voltage mismatch cases in this cluster is 376.207 kVAR

and 1789.769 kVAR for the large voltage mismatch feeder. The impact of total kVAR load on the

voltage mismatch can be analyzed further.

The above analysis is done for all 5 large mismatch clusters and cluster 8 further analysis. Table

4.5 provides the various significant parameters that are identified for all clusters and the average
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Table 4.4 Cluster 8 Further Analysis Logistic Regression Model

Feature Estimate P-Value Significance (α = 0.01)
Distribution Xfmr

Losses (kVAR)
3169.663 0.00326 Statistically Significant

Cable & Line
Shunt Cap

Injection (kVAR)
-7.339 0.00278 Statistically Significant

Top of Feeder
Measurement

(kVAR)
5.889 0.01163 Not Significant

Total Load (kVAR) -77.459 0.00159 Statistically Significant
Number of Suspect

Regulators
23.035 0.99228 Not Significant

normalized values for each cluster are shown and compared to the average value of the small

mismatch cases. Cells of the table indicated with "**" refer to the unique feature of the cluster as

determined by the significant parameters.

As seen in the table, each cluster has different significant parameters as determined by training

the logistic regression model for each. This shows that these features are unique to the cluster and

the feeders contained within them. Additionally using these unique features for each cluster and

observing how they relate to the cases of small voltage mismatch feeders (i.e. larger or smaller

average value) does not distinctly pinpoint the cause for the large voltage mismatch feeder. Thus,

further analysis is needed for identifying the cause(s).

4.6.2 Signature-Based Analysis for Identifying Cause

In this step, we use the Signature-Based Analysis to further examine the feeders and determine a

suspected cause. Leveraging the list of possible causes, we search the measurement residuals for

signatures and use the proposed guidelines to determine the suspected cause. For a comprehensive

study, examples of several suspected causes are provided below. We will exclude the step regarding

BLA convergence as a cause and only regard cases where BLA converges, as determining the cause

for BLA convergence requires its own analysis and procedure.
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Table 4.5 Cluster Unique Feature Average Values

Unique Feature
Small Mis.

Avg.
Cluster 2

Avg.
Cluster 5

Avg.
Cluster 6

Avg.
Cluster 7

Avg.
Cluster 10

Avg.
Cluster 8

Avg.(Large Mis. Only)
Distribution Xfmr

Losses (kVAR)
0.0409 0.0396** 0.0402** 0.0384 0.363** 0.0406** 0.0389**

Top of Feeder
Measurement

(kW)
0.4214 0.4038 -0.5752 0.2996 0.2940 0.5032** 0.6054

Top of Feeder
Measurement

(kVAR)
0.0839 -0.1156** 1.1364 -0.1825 -0.2834 -0.1863 0.091

Total Load (kVAR) 0.0951 0.1857** 0.0372 0.0733 0.0617 0.199 0.1599**
Capacitor Injection

(kVAR)
-0.3754 -0.6357** -0.7381 -0.4827 -0.4960 -0.6428** -0.1875

Cable & Line
Shunt Cap

Injection (kVAR)
-0.5591 -0.5798 -0.5054** -0.5608** -0.3445 -0.4098 -0.4139**

Number of Suspect
Capacitor

0.1397 0 1** 0 2** 1.0227** 0

Total UG Cable
Length (ft.)

0.4377 0.5080 0.8515** 1.0257** 0.4884** 0.4184** 0.2605

Total OH Line
Length (ft.)

0.8506 0.8431 3.3323** 1.6299 2.2960** 0.5439 0.6979

4.6.2.1 Feeder VE42

The approach was implemented on this example feeder VE42. We have verified that BLA converges

in all samples and move to the next step examining the voltage mismatch at the feeder head. Table

4.6 provides the voltage mismatch at the feeder head and voltage mismatch downstream for each

sample.
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Table 4.6 Feeder VE42 Voltage Mismatches

Feeder Head Voltage Mismatch Downstream Voltage Mismatch

Sample Time
Phase A

Vmismatch (V)

Phase B

Vmismatch (V)

Phase C

Vmismatch (V)

Phase A

Max Vmismatch(V)

Phase B

Max Vmismatch(V)

Phase C

Max Vmismatch(V)

1.49 4.393168 4.706504 4.943168 4.710035 – –

1.52 4.39984 5.423168 5.80984 4.535465 – –

12.15 3.34984 3.943168 4.106504 3.740936 – –

12.19 5.956504 6.35984 7.066504 6.527744 – –

12.55 5.043168 5.186504 6.153168 5.345738 – –

3.34 5.053168 5.246504 6.32984 5.235485 – –

4.06 6.25984 6.673168 7.223168 6.722753 – –

4.244 4.163168 4.80984 4.796504 4.442423 – –

4.24 3.223168 4.413168 4.493168 3.555876 – –

5 4.633168 5.38984 5.346504 5.031377 – –

8.02 5.406504 6.023168 6.223168 5.894557 – –

8.16 1.98984 3.24984 3.126504 3.555876 – –

8.35 5.623168 6.016504 6.41984 6.066399 – –

9.14 4.536504 5.756504 5.956504 4.995997 – –

9.31 3.2665 3.8065 3.8665 3.60725 – –

From Table 4.6, it is apparent that every sample has both a large voltage mismatch at the feeder

head and downstream on the feeder as every case has voltage mismatch at the feeder head and

downstream outside of the acceptable ±2V. Hence, it is possible that the large voltage mismatch on

the feeder is caused by the voltage mismatch at the feeder head. Further verification is needed.

As a result the substation model is examined and shown in Fig. 4.8.

94



Figure 4.8 VE42 Substation Model

From Fig. 4.8, it can be seen that included the substation model is the substation transformer,

followed by the substation voltage regulators, and a substation bus that is shared by two feeders,

VE41 and VE42. As mentioned previously, the feeder head voltage (voltage at the station bus) can

have mismatch if there is any error in the back-calculation method that obtains the interface bus

voltage (high side of the substation transformer). BLA mismatch is one such cause, but VE42 has

already been confirmed to accomplish convergence for every sample. However, as it shares a station

bus with VE41, the BLA mismatch of VE41 also impacts this shared feeder head voltage. We further

confirm that VE41 has large BLA mismatch for all samples, thus creating the large voltage mismatch

at the feeder head for both feeders.

We can further verify that feeder head voltage mismatch is the primary suspected cause for

large voltage mismatch downstream by forcing the voltage mismatch at the feeder head to be small.

For one sample (sample 4.24) we override the control of the substation voltage regulator and force
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the voltage mismatch to a small magnitude and observe the resulting downstream max voltage

mismatch. The results are shown in Table 4.7 and prove that feeder head voltage mismatch is the

primary cause for large voltage mismatch on the feeder as indicated by the approach.

Table 4.7 Feeder VE42 Correction Voltage Mismatches

Feeder Head Voltage Mismatch Downstream Voltage Mismatch

Case
Phase A

Vmismatch (V)

Phase B

Vmismatch (V)

Phase C

Vmismatch (V)

Phase A

Max Vmismatch(V)

Phase B

Max Vmismatch(V)

Phase C

Max Vmismatch(V)

4.24 Original 3.22 4.41 4.49 3.56 – –

4.24 Corrected 0.07 0.059 0.22 0.30 – –

4.6.2.2 Feeder FI43

This approach was applied to the feeder FI43. Beginning the procedure, we confirm that the BLA

converges and begin by investigating the feeder head voltage mismatch as a potential cause. Table

4.8 provides the voltage mismatches at both the feeder head and downstream on the feeder for all

samples available.
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Table 4.8 Feeder FI43 Voltage Mismatches

Feeder Head Voltage Mismatch Downstream Voltage Mismatch

Sample Time
Phase A

Vmismatch (V)

Phase B

Vmismatch (V)

Phase C

Vmismatch (V)

Phase A

Max Vmismatch(V)

Phase B

Max Vmismatch(V)

Phase C

Max Vmismatch(V)

1.49 -0.86016 0.20984 0.713168 -6.69 -2.37 -2.72

1.52 -0.55016 0.02984 0.87984 -7.31 -2.68 -2.7

12.15 -0.54683 -0.0035 1.003168 -7.33 -2.68 -2.56

12.55 0.376504 1.336504 1.703168 -6.86 -1.37 -1.5

3.34 -0.4835 0.223168 0.726504 -6.54 -1.70 -2.05

4.244 -0.74016 0.083168 0.91984 -6.93 -2.66 -2.88

4.24 -0.6535 -0.0235 1.066504 -6.68 -2.12 -2.47

5 -0.7635 0.116504 0.876504 -6.78 -2.71 -3.37

8.02 -0.57683 0.003168 0.916504 -6.84 -2.1 -2.65

8.16 -0.5135 0.366504 0.556504 -6.54 -2.18 -2.85

8.35 -0.49683 0.013168 0.976504 -6.88 -2.54 -2.59

9.14 -0.43683 0.18984 0.916504 -6.35 -2.12 -2.69

9.31 -0.52683 -0.15683 0.926504 -7.09 -2.99 -2.82

From Table 4.8, feeder FI43 does not exhibit large voltage mismatch at the feeder head for any

sample. However, for every sample there is large voltage mismatch outside of the acceptable ±2V.

This indicates that the voltage mismatch at the feeder head cannot be the cause and we move on in

the procedure to analyzing the signatures in measurement residuals to determine the cause that is

downstream on the feeder.

The one-line diagram and measurements are shown in Fig. 4.9.
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Figure 4.9 FI43 One-Line Diagram and Measurement Placement

In this one-line diagram shown in Fig. 4.9, the large white circle in the top of the figure represents

the substation location. Each branch flow measurement is labeled and direction is indicated by the

red arrows. Table 4.9 provides the measurement residuals of the branch flow measurements.
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Table 4.9 Feeder FI43 Measurement Residuals

Meas. ID Pa Pb Pc Qa Qb Qc

Meas. 660.01 630.01 690.01 -299.99 120.01 -289.99

Calc. 659.3 630.01 687.04 -305.36 121.97 -279.03PQ1

Mismatch 0.71 0 2.97 5.37 -1.96 -10.96

Meas. 579 540 624 -329 99 -322

Calc. 568.96 498.95 605.47 -329.58 6.42 -312.05PQ2

Mismatch 10.04 41.05 18.53 0.58 92.58 -9.95

Meas. 431 417 566 -353 90 -324

Calc. 422.06 388.65 550.85 -344.98 -91.26 -313.94PQ3

Mismatch 8.94 28.35 15.15 -8.02 181.26 -10.06

Meas. 272 384 378 -392 55 -380

Calc. 327.62 347.17 367.26 -360.53 -132.19 -348.93PQ4

Mismatch -55.62 36.83 10.74 -31.47 187.19 -31.07

Meas. 96 – – 20 – –

Calc. 94.44 – – 14.06 – –PQ5

Mismatch 1.56 – – 5.94 – –

Meas. 124 79 131 40 26 38

Calc. 138.31 129.42 95.59 32.39 78.1 26.44PQ6

Mismatch -14.31 -50.42 35.41 7.61 -52.1 11.56

Meas. 58 204 176 -458 22 -424

Calc. 87.3 132.76 188.98 -419.29 -294.67 -392.05PQ7

Mismatch -29.3 71.24 -12.98 -38.71 316.67 -31.95
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Analyzing the residuals in Table 4.9, it can be seen that there is a very large residual in reactive

power measurements on phase B, thus indicating the signature of a capacitor error. With the largest

residual seen at PQ7 and the measured value is more positive than the calculated reactive power,

this indicates that the capacitor is disconnected on this phase downstream in the field, however is

modeled as connected. This exemplifies the practicality of capacitor failures topology error and the

challenging task to monitor, causing inaccuracies in the voltage estimates.

To further verify, we can simulate the capacitor downstream of PQ7 failing on phase B and

observe any improvement in the voltage estimates. Table 4.10 provides the system max voltage

mismatches on each phase in the original case and after the simulated correction.

Table 4.10 Feeder FI43 Correction Voltage Mismatches

Case Va Vb Vc

9.48 Original -6.69 -2.37 -2.72

9.48 Corrected -6.72 -1.51 -2.76

From simulated correction, we see that the voltage mismatch on phase B improves to the

acceptable range. Additionally, it should be noted that the mismatch on PQ7 for reactive power on

phase B improves from 316.67kVAR to 1.05kVAR, thus proving this correction is necessary to resolve

this topology error. However, because the simulated correction was only on phase B, only phase B

voltage mismatch improves. Phases A and C require further analysis as there are no clear signatures

indicated within the measurement residuals.

4.6.2.3 Feeder SA1273

SA1273 was also analyzed using the proposed approach. We confirm that BLA converges and in the

first step of the procedure, begin with investigating the voltage mismatch at the feeder head as a

possible cause. Table 4.11 provides the voltage mismatches at the feeder head and downstream for
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each sample available.

Table 4.11 Feeder SA1273 Voltage Mismatches

Feeder Head Voltage Mismatch Downstream Voltage Mismatch

Sample Time
Phase A

Vmismatch (V)

Phase B

Vmismatch (V)

Phase C

Vmismatch (V)

Phase A

Max Vmismatch(V)

Phase B

Max Vmismatch(V)

Phase C

Max Vmismatch(V)

7.39 -0.39683 0.44984 1.82984 -1.72465 6.20757 4.065674

8.28 0.663168 1.23984 2.1898 1.438998 4.114249 2.610997

8.33 -0.20683 0.473168 2.1465 1.072398 4.694545 2.306067

8.43 -0.56016 0.523168 1.70984 -1.16548 6.502472 1.922469

9.06 -0.33016 0.30984 1.206504 -1.26483 4.312859 1.296009

9.29 0.876504 1.536504 1.763168 1.588581 4.630875 1.837436

9.39 -0.4035 0.593168 1.99984 -1.18306 6.550346 2.950431

9.46 0.713168 1.576504 2.9832 1.679621 5.715047 3.713616

10.05 -0.23016 0.63984 1.746504 -1.7611 5.374512 2.420781

10.07 -0.1635 0.643168 1.873168 -0.58012 6.159505 2.202739

10.53 0.643168 1.343168 2.9498 1.535706 3.447305 2.966234

12.14 -0.4835 0.396504 1.35984 -1.70355 4.993934 1.246663

14.28 -0.30016 0.68984 1.113168 -1.36512 4.821385 1.47498

15.5 0.553168 1.283168 1.236504 -0.70755 4.187304 1.712319

15.51 -0.4935 0.496504 1.20984 -1.23683 4.094553 1.274388

From Table 4.11, we see that there are some samples where the voltage mismatch is large at the

feeder head, however, it is not the case for every sample, yet every sample experiences a large voltage

mismatch downstream. Hence, the voltage mismatch at the feeder head cannot be the primary

cause for the voltage mismatch downstream and we move onto investigating the signatures in the

measurement residuals.

With this feeder, we begin by examining the voltage measurement residuals as we will see another

unique signature from the list of common possible causes. Fig. 4.10 shows the one-line diagram of

SA1273 and the placement of the voltage measurements.
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Figure 4.10 SA1273 One-Line Diagram and Measurement Placement

Again, the large white circle on the left of the figure indicates the location of the substation and

the voltage measurements are indicated in the figure. Also, there is a voltage regulator (indicated by

"VR") present just before voltage measurement V4. Table 4.12 provides the measurement residuals

of the voltage measurements.
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Table 4.12 Feeder SA1273 Voltage Measurement Residuals

Meas. ID Va Vb Vc

Meas. 122.5 122.7 121.5

Calc. 123.42 121.33 121.36V1

Mismatch -0.92 1.37 0.14

Meas. 122.4 121.7 122.9

Calc. 123.76 120.69 121.57V2

Mismatch -1.36 1.01 1.33

Meas. 122.7 121 123.1

Calc. 123.81 120.35 121.63V3

Mismatch -1.11 0.65 1.47

Meas. 123.4 123.7 122.9

Calc. 123.7 119.63 121.79V4

Mismatch -0.3 4.07 1.11

Meas. 123 123.9 122.5

Calc. 123.23 119.08 121.19V5

Mismatch -0.23 4.82 1.31

Meas. 123 123 121.8

Calc. 123.15 118.71 120.66V6

Mismatch -0.15 4.29 1.14

From Table 4.12, there appears to be a large voltage mismatch in voltage measurements V4,

V5, and V6, all on phase B. As all of the voltage measurements that are downstream of the voltage

regulator in the system have large measurement residual, this suggests the signature that there

is a topology error in the voltage regulator. It is also clear that the measured voltage in the field
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is at these measurements are much higher than their estimated counterparts, indicating that the

actual voltage regulator tap position is boosting the voltage much more actually in the field than

what is being modeled. Investigating the model, it is observed that the voltage regulator is set as

inoperable in the model and there is a bypass switch closed in the model, bypassing the voltage

regulator altogether.

We can verify that the large voltage mismatch is caused by the voltage regulator topology error

by adjusting the model and simulating where the voltage regulator is operable. Table 4.13 provides

the results of the original max voltage mismatches and the new voltage mismatches after simulated

correction.

Table 4.13 Feeder SA1273 Correction Voltage Mismatches

Case Va Vb Vc

14.28 Original -1.37 -4.19 1.47

14.28 Corrected -1.37 1.36 1.50

As a result, there are no voltage mismatches outside of the acceptable range of ±2V, thus it is

clear that the voltage regulator was the primary cause for the large voltage mismatch as indicated

by the signature.

4.7 Conclusions

In this chapter, we investigate a practical application of the signature-based analysis approach that

can be applied to measurement residuals of real-time monitoring methods utilities use in practice.

We begin by proposing a data analytics-based tool to provide insights and identify unique features

correlating to feeders that consistently perform poorly with large voltage mismatches. As a result,

a list of common causes for poor performance is identified and used with the signature-based
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approach to further propose guidelines meant to assist utility engineers diagnose specific suspected

causes for large voltage mismatch. This approach is applied to real distribution systems and the

main observations show the effectiveness and applicability of approach in practice.

The main contributions of the chapter are:

• A new approach to help identify unique features that contribute to poor real-time monitoring

performance on distribution systems.

• A new practical application that uses the signature-based analysis in a guideline based pro-

cess to help streamline the process for utility engineers to diagnose the cause(s) for poorly

performing real-time monitoring.
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CHAPTER

5

METHODS FOR MONITORING OF

TOPOLOGY ERRORS RESULTING FROM

CYBER-ATTACKS

In the previous chapters, we have looked at the limitations of existing standard methods of topology

error processing in the presence of the most common unmonitored topology errors: capacitor bank

failures and load phase switching for load balancing. An alternative threat to system topology is as a

result of malicious actions from a cyber-attack. Unfortunately, critical infrastructure like electric

power systems have become a larger target amongst cyber actors. The growing interface between

cyber systems and physical systems to alleviate control and operation of many large and complex

systems has created vulnerabilities in the security of the system that must be addressed [64].
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One of the first types of attacks studied that negatively impacts SE is through the integrity of the

data. From [13], we can see that these cyber actors can execute false data injection attacks (FDIA)

that inject false data into field measurements in a way that can exploit limitations of standard BDD

methods to remain hidden from detection and create a false sense of awareness of the system states.

This can create situations of equipment damage and overloading and ultimately create outages

within the system. This is especially critical in distribution systems given the reliance of DSSE on

the minimal number of meter measurements available.

In this work, we focus on the cyber threat against voltage regulator control. This type of threat

can have a significant impact on the system topology and serious physical impact if not carefully

monitored. The ultimate goal of such an attack is to cause disruption in normal operations by

increasing the voltage to dangerous levels. Consequences of overvoltage in a distribution system

include permanent damage to system devices as device insulation will deteriorate rapidly and

ultimately burn and cause failures or cause arcs and flashovers [65]. Alternatively, overvoltage can

cause failures and damage to customer devices/appliances [66]. The modeling of such an attack

and the vulnerabilities that are exploited are discussed in this chapter.

Additionally, it will be shown that an extension can be made to the signature-based analysis

proposed in chapter 3 that can include the definition of a signature in measurement normalized

residuals as a result of such an attack of system topology through voltage regulator tap error.

5.1 Voltage Regulator Attack Modeling

In the field of cyber-security, the first critical step is developing a well-defined attack model. As it

relates to the threat towards voltage regulator control, there are two possible strategies malicious

cyber actors can utilize to accomplish the goal of raising the regulated voltage to dangerous levels.

Those two strategies include:

1. Direct modification of voltage regulator tap through malicious tap change commands: As

more communication-able devices are added to the system, the number of entry points and
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vulnerabilities which can be exploited to compromise the system are shown to increase [67,

68]. Once the communication system is compromised, cyber actors have the ability to send

malicious tap change commands to voltage regulators to accomplish their goal of raising

the system voltage to dangerous levels, especially if the Human Machine Interface (HMI) is

compromised [69].

2. Indirect modification of voltage regulator tap through data falsification attack: Voltage

regulators are often times equipped with automated control for efficient operation in the field.

Control settings are implemented where the voltage regulator will receive measurements from

a point of interest and will react and change its tap position to either increase the regulated

voltage or decrease the regulated voltage so that this voltage remains within the specified

range determined in the control settings. This creates a closed feedback control loop. This

control loop can be exploited however through data falsification attacks [16, 70]. Fig. 5.1 shows

the voltage regulator closed feedback control loop and the point of data falsification attack.

Figure 5.1 Closed Loop Voltage Regulator Control

In this data falsification attack, cyber actors can exploit the integrity of the data (the measured
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voltage) and manipulate the voltage to appear lower and outside of the control setting range. This

forces the voltage regulator to react and change tap position. Because this automated control is due

to a false measurement, the true system voltages will begin to increase outside of the acceptable

range of operation and can result in permanent damage.

5.2 Signature-Based Detection Methodology

After considering the attack model and the potential topology error threat from wrong voltage

regulator tap modeling, the signature-based analysis proposed in chapter 3 can be extended to

consider such a threat. Topology errors from voltage regulators have distinctly unique signatures

compared to other topology errors and will be addressed here.

Previously, capacitor failures and load transfers were considered and had a significant impact

on the estimated branch flow measurements and injection pseudo-measurements, hence most

of the normalized residual spread involved the power measurements and pseudo-measurements.

However, with incorrect voltage regulator tap modeling, significant impact will be observed in the

estimated voltage downstream of the voltage regulator. This will create significant errors in the

voltage measurements, thus large residuals will result in the voltage measurements. This is the first

insight of the new signature of voltage regulator topology errors and can be verified numerically in

the normalized residual spread analysis.

Additionally, as the voltage regulator will boost or buck the voltage for the entirety of the sys-

tem downstream of it, the voltage measurements in the entire system downstream of the voltage

regulator will have large normalized residuals. Even if there are multiple separate measurement

islands downstream of the voltage regulator, voltage measurements in each will still experience this

large normalized residual. Hence, another critical insight is localization is no longer based upon

measurement island as it was with capacitor failures and load transfers. However, if all of these

voltage measurements downstream of the voltage regulator experience large normalized residual,

it is then localized as part of the downstream portion and the voltage regulator that bounds this
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section will be suspected. It should also be noted that normalized residuals of voltage measurements

upstream of the voltage regulator are not impacted by such a voltage regulator topology error.

Finally, loads that are defined from load estimate pseudo-measurements are modeled as constant

power loads in C-DSSE. As such, estimated power injections from the load estimates will not be

impacted by the incorrect voltage level. However, if devices that are modeled as constant impedance

shunt elements like shunt capacitors, the estimated injection from such a constant impedance

model is voltage dependent and will be impacted by the incorrect voltage level. As a result, a

moderate signature will be observed of capacitor topology error from this and may skew the analysis.

It becomes critical then that the signature of voltage regulator topology error is distinguished apart

from this and verification is needed that the observed capacitor signature is just a symptom of the

voltage regulator topology error. Thus, a comparison is needed that will display this distinction.

Ultimately, the signature-based detection can utilize the following signature for detection of

voltage regulator topology error:

1. Large normalized residuals exist in voltage measurements.

2. The large voltage measurement normalized residuals are localized to the portion of the system

downstream of the voltage regulator and are not confined to measurement islands. Voltage

measurement normalized residuals upstream of the voltage regulator are not impacted.

3. Moderate signatures of capacitor topology error may be observed, but can be distinguished

as a symptom of voltage regulator topology error through further examination.

Case studies illustrating such signatures are provided next.

5.3 Case Study

To validate the signature-based analysis extension in measurement normalized residuals as a result

of voltage regulator topology error caused by cyber attack, case studies are performed on the two

large realistic feeders based on real distribution system data. We first validate the signature in voltage
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regulator topology errors using realistic feeder AM, then distinguish the differences between voltage

regulator topology error and capacitor failure topology error using realistic feeder WA. It should be

noted that for a standard voltage regulator with a max boost of 10% and 32 taps (16 taps in the boost

direction, 16 taps in the buck direction), the minimum tap error to cause disruptions should be 8

taps. For this type of voltage regulator, 8 taps refers to a voltage change of 5%. When it is desired to

utilities to maintain system voltages within 95% to 105% of the nominal voltage, a tap change of 8

can easily raise the voltage level outside of the acceptable range for the cyber adversary and bring

the voltages to dangerous levels. Hence in both cases, the minimum modeled tap error will be 8

taps.

5.3.1 Case: Voltage Regulator Data Falsification Attack

We first validate the signatures in measurement normalized residual present with a voltage regulator

topology error. We utilize realistic feeder AM for this case. In this feeder, there is not a voltage

regulator originally placed, thus one must be placed and we place one at a common location further

downstream on the main feeder closer to the end of the feeder. As a result, any existing capacitor in

this portion of the feeder is removed to simulate the trade-off of placement of voltage regulators

instead of capacitors for Volt-VAR control schemes. Except in extreme cases when the voltages are

extremely low, it is unlikely to operate both capacitor and voltage regulator to control the system

voltages.

Fig. 5.2 shows the one-line diagram of the realistic feeder AM with measurement placement

and location of placed voltage regulator. The placed voltage regulator is a standard 32 tap regulator

with a max boost of 10%. It should be noted that a voltage measurement is usually placed on the

receiving side of the voltage regulator for automatic control, however, in the case of data falsification

attack, this measurement will be falsified, thus we neglect it from the analysis.
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Figure 5.2 Realistic Feeder AM One-Line Diagram

As mentioned we simulate a tap error of 8 taps as the minimum attack model. We simulate this

error on phase A and the resulting voltage measurement normalized residuals are shown in Table

5.1
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Table 5.1 Feeder AM Voltage Measurement Normalized Residual w/ Tap Error 8 on Phase A

Meas. ID r N
a r N

b r N
c

V1 0.066 0.259 0.465

V2 0.686 0.395 0.327

V3 - - 0.254

V4 0.111 - -

V5 0.358 - -

V6 - - 0.800

V7 - - 1.771

V8 4.347 - -

V9 - 0.114 -

V10 4.269 - -

V11 - 0.097 -

V12 4.511 - -

From Table 5.1, it is clear that there are normalized residuals larger than our standard normalized

threshold of 3. The voltage measurements with large normalized residuals are V8, V10, and V12 which

are all phase A measurements and all downstream of the voltage regulator. These 3 measurements

exist in two separate measurement islands formed by PQ6 and PQ7. As a result, the identified

signature shows large normalized residuals in voltage measurements, on phase A, and localized to

the entire portion of the system that is downstream of the voltage regulator. This indicates a voltage

regulator topology error.

For completeness, the normalized residuals for branch flow measurements are also investigated

for signatures. Table 5.2 provides the normalized residual for real and reactive power branch flow

measurements as a result of the simulated voltage regulator topology error.
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Table 5.2 Feeder AM Branch Flow Measurement Normalized Residual w/ Tap Error 8 on Phase A

Real Power Reactive Power

Meas. ID r N
a r N

b r N
c r N

a r N
b r N

c

PQ1 0.159 0.328 0.465 0.053 0.045 0.097

PQ2 0.553 0.429 0.418 0.063 0.187 0.24

PQ3 - - 0.757 - - 0.198

PQ4 0.334 - - 0.567 - -

PQ5 0.0001 0.002 0.449 0.007 0.002 0.262

PQ6 0.267 0.205 0.001 1.283 0.010 0.010

PQ7 0.394 0.689 1.083 0.827 0.158 0.549

From Table 5.2, it is clear that real and reactive power branch flow do not have large normalized

residual as expected. To further prove that real and reactive power normalized residual is small even

in the load pseudo-measurements, Fig. 5.3 and Fig. 5.4 shows the normalized residual heat maps

for real and reactive power on phase A respectively.
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Figure 5.3 Feeder AM Real Power Normalized Residual Heat Map for Voltage Regulator Error

Figure 5.4 Feeder AM Reactive Power Normalized Residual Heat Map for Voltage Regulator Error
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From these figures, it is clear that there are no large normalized residuals for any real and reactive

load pseudo-measurements shown in the heat map as the filled circles.

Ultimately, this case proves that a signature can be identified for voltage regulator topology errors

by identifying large normalized residuals in voltage measurements, observing that all measurements

downstream of the impacted voltage measurement have this large normalized residual, and there is

little impact on the branch flow measurements and load pseudo-measurements, specifically if there

are no voltage dependent loads/capacitors modeled downstream of the impacted voltage regulator.

We will see that this last point will change when there is a capacitor downstream of the impacted

voltage regulator in the next case.

5.3.2 Case: Voltage Regulator Data Falsification Attack with Downstream Capacitor

As mentioned in C-DSSE, the load estimates are all used as pseudo-measurements at every node. In

this case, every load will essentially be modeled as constant power loads and will not be impacted

by the level of the estimated voltage.

Shunt devices, like shunt capacitors, are modeled as a constant impedance and the resulting

injection will be voltage dependent, meaning estimated injection from the shunt device will change

based on the estimated voltage. If there is a data falsification attack that creates a topology error in

a voltage regulator, this creates inaccuracies in the estimated voltage downstream of the voltage

regulator, thus the injection from the shunt device will be erroneous because of its dependency on

the estimated voltage. As a result, there will be a signature present from this indicating a capacitor

error, thus it is critical to distinguish the signature of the voltage regulator topology error. This will

be the focus in this case.

In this case, we use realistic feeder WA, which is shown in Fig. 5.5 with placed voltage measure-

ments and branch flow measurements. The location of the voltage regulator is shown as "VR" in the

figure and is a standard 32 tap voltage regulator with a max boost of 10%. Additionally the presence

of a capacitor downstream of the voltage regulator is indicated in the figure as "cap." Again, it is
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common to place a voltage measurement on the receiving node of the voltage regulator to be used

for automated control, however this will be falsified in the data falsification attack, thus we neglect

it from the analysis.

Figure 5.5 Realistic Feeder WA One-Line Diagram

The topology error in the voltage regulator as a result of a data falsification attack is simulated

on phase A of the voltage regulator with the minimum desired tap change from the cyber adversary

of 8. The resulting normalized residuals for voltage measurements are first shown in Table 5.3
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Table 5.3 Feeder WA Voltage Measurement Normalized Residual w/ Tap Error 8 on Phase A

Meas. ID r N
a r N

b r N
c

V1 0.711 - -

V2 5.590 - -

V3 3.934 0.836 1.061

V4 - - 1.834

V5 5.891 - -

V6 - - 0.349

V7 4.107 0.239 0.969

V8 - - 0.647

V9 - 0.594 -

V10 0.192 0.842 0.285

V11 6.186 - -

V12 - 0.056 -

From Table 5.3, it is clear that there are large normalized residuals (larger than standard threshold

of 3) in voltage measurements, especially on phase A. Also, it is clear that all large voltage measure-

ment normalized residuals can be localized downstream of the voltage regulator and not confined

to a single measurement island. This is indicates the signature of voltage regulator topology error.

For completeness, we investigate the normalized residuals for real and reactive power branch

flow measurements. Table 5.4 provides the normalized residuals for these branch flow measure-

ments.
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Table 5.4 Feeder WA Branch Flow Measurement Normalized Residual w/ Tap Error 8 on Phase A

Real Power Reactive Power

Meas. ID r N
a r N

b r N
c r N

a r N
b r N

c

PQ1 2.247 0.875 1.678 1.391 0.323 0.336

PQ2 0.474 - - 1.175 - -

PQ3 0.650 0.101 0.355 8.604 0.051 0.800

PQ4 0.967 0.062 0.247 0.776 0.560 0.126

From Table 5.4, there is one reactive power branch flow measurement with a large normalized

residual for reactive power on phase A of PQ3. This measurement is the head of a measurement

island that is downstream of the voltage regulator and contained within the measurement island.

This is a indication of a capacitor error. The pseudo-measurement normalized residuals are observed

in the heat map in Fig. 5.7 and Fig. 5.7

Figure 5.6 Feeder WA Real Power Normalized Residual Heat Map for Voltage Regulator Error
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Figure 5.7 Feeder WA Reactive Power Normalized Residual Heat Map for Voltage Regulator Error

From these figures, it is clear that there is large normalized residuals for the load pseudo-

measurements for reactive power. Additionally, the largest are localized within the measurement

island that contains a capacitor. These are all indications that we have seen for capacitor failure

signatures previously. A key distinction however comes with the signatures that are present in voltage

measurements. Previously, in capacitor failure signatures, the voltage measurement normalized

residuals were never indicated as large, whereas here there is clearly large normalized residual in

the voltage measurements and a pattern that they all exist downstream of the voltage regulator.

Another distinction can be made in the magnitude of normalized residuals seen in the reactive

load pseudo-measurements. The largest normalized residual seen for reactive pseudo-measurements

seen in Fig. 5.7 is roughly 10-11. The heat map shown in Fig. 5.8
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Figure 5.8 Feeder WA Reactive Power Normalized Residual Heat Map for Capacitor Failure

From Fig. 5.8, the largest normalized residuals for reactive power are localized in the measure-

ment island and at a magnitude of around 120. This is a huge discrepancy between the 10-11 in

reactive load pseudo-measurement normalized residual when the voltage regulator is simulated

with a topology error. This correlates to the large difference between the capacitor being completely

disconnected and the estimated injection being adjusted slightly by the new estimated voltage level.

This insight will be used as elimination of the signature indicating capacitor failure and verification

that voltage regulator topology error is the main signature identified.

5.4 Conclusions

This chapter shows the robustness of the signature-based approach to be used for topology error

monitoring of new topology errors. In this chapter, the new topology error addressed is as a result of
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action from a malicious cyber actor to cause a topology error in voltage regulator tap position in

order to raise the voltage to dangerous levels that will cause permanent damage to the system. Such

an attack is modeled through the falsification of data that is used in automated Volt-VAR control to

adjust the voltage regulator to maintain a regulated voltage within a desired setting. The signature

for such a topology error is defined and case studies validate the signature of voltage regulator

topology errors.

The main contribution of this chapter is the extension of the signature-based analysis to consider

such a topology error threat of incorrect voltage regulator tap modeling as a result of cyber interaction.

This new insight shows the ability of the proposed approach to consider new topology error threats

that have not been considered in original development
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CHAPTER

6

CONCLUSION AND FUTURE WORK

6.1 Conclusion and Contributions

This dissertation focused on addressing the challenges associated with using real-time monitoring

methods in distribution systems as it relates to challenging and common topology errors. For

effective and reliable distribution system operation and control, accurate real-time monitoring is

critical to provide quality situational awareness. Such real-time monitoring methods are severely

limited in the presence of topology errors because these methods assume a correct system model

and correct system topology.

This work first conducts an assessment of branch current based distribution system state estima-

tion (C-DSSE) and bad data detection (BDD) performance in the presence of common challenging

topology errors in chapter 2. Previous works had considered the use of traditional BDD methods for
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topology error monitoring, however did not consider the most common and challenging topology

errors, capacitor failures and load transfers, thus an assessment of BDD capabilities to be used for

topology error monitoring is needed. The main contributions in chapter 2 are:

• A new approach to extending traditional BDD methods to incremental analysis for enhanced

performance needed for topology error monitoring.

• An assessment of the performance of C-DSSE and BDD methods in the presence of com-

mon and challenging topology errors and the minimum measurement placement scheme to

enhance BDD capabilities is identified from common practical placement schemes.

• Preliminary signatures are observed that will be used for topology error detection.

• Limitations are identified in the identification of these topology errors that will encourage

further development in the next chapter.

In chapter 3, this work then addresses the observations and limitations identified from the

assessment. In this chapter, focus is first made to improve the overall quality and accuracy of C-

DSSE estimates through more accurate modeling of in an effort to improve the overall capability

of BDD for topology error monitoring. Then, residual-spread analysis is used as verification of

normalized residual signatures as a result of the more capable BDD. Finally, a new method using

the signatures is proposed to accurate detect and identify the common challenging topology errors.

The main contributions of chapter 3 are:

• Proposal of a new approach to modeling of measurement uncertainty meant to improve the

overall quality/accuracy of C-DSSE estimates.

• Verification of normalized residual signatures through numerical analysis of the normalized

residual spread.

• Proposal of a three step method that uses the signatures in normalized residuals from BDD to

1) Detect the presence and type of topology error, 2) Localize the detected topology error to a
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specific smaller portion of the system called measurement islands, and 3) Identify the specific

source of the detected topology error.

In practice, utilities will use a variety of different similar real-time monitoring methods. In

chapter 4, a practical application of the signature-based analysis proposed in the previous chapter is

examined on a different, yet highly comparable, practical real-time monitoring method. A method is

introduced to efficiently identify unique features present in distribution systems that have consistent

challenges with large mismatch between voltage estimates and measured voltages. These features are

meant to provide insight into the possible cause, however a more direct signature-based approach

is defined to specifically diagnose and pinpoint suspected cause(s) for the large voltage mismatch.

This work is meant to assist utility engineers efficient diagnose issues in the real-time monitoring to

streamline correction and improve performance. The main contributions of chapter 4 are:

• A new approach to help identify unique features that contribute to poor real-time monitoring

performance on distribution systems.

• A new practical application that uses the signature-based analysis in a guideline based pro-

cess to help streamline the process for utility engineers to diagnose the cause(s) for poorly

performing real-time monitoring.

Challenging topology errors can also come from malicious cyber actor sources. In chapter 5, an

attack model is examined that is aimed at maliciously changing voltage regulator settings that will

raise the system voltages to dangerous levels and cause significant permanent damage. Considering

this attack model, the proposed signature-based analysis is extended to consider this new topology

error of incorrectly modeled voltage regulator tap. Thus, the main contributions of chapter 5 include

the extension of the extension of the signature-based analysis to consider such a topology error

threat of incorrect voltage regulator tap modeling as a result of cyber interaction. This new insight

shows the ability of the proposed approach to consider new topology error threats that have not

been considered in original development
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6.2 Future Work

Potential areas for further development of topology error monitoring in distribution systems are

identified. These potential research topics are as follows:

6.2.1 Computational Cost of Topology Monitoring Method to a New Feeder in Practice

In chapter 3, test results effectively show the scalability of the method to realistically sized distribu-

tion models. This applicability in practice can be more definitively defined. Specifically, future work

should focus on the overall methodology that a utility can use to apply this method to a new feeder

in practice and ultimately quantitatively present the computational effort required.

6.2.2 More Accurate Load Estimation Techniques

In chapter 3, more accurate measurement uncertainty modeling is proposed. This modeling as-

sumes a basic load estimation technique for pseudo-measurements, which is highly varying and

less accurate. In this, certain assumptions are made about the load accuracy, thus future work

should focus on a more accurate depiction of load variation. As a result, focus can be placed on

further improvement by developing more accurate load estimation techniques, especially based on

Advanced Metering Infrastructure (AMI).

6.2.3 Impact of Artificial Intelligence in Topology Monitoring

In this work, methods for topology error monitoring are proposed. The basis of the method is

through a signature-based analysis which requires manual development. Across various similar

fields of research, artificial intelligence is being utilized to enhance such analysis for large complex

systems, thus can be an area of future focus to enhance topology error monitoring in distribution

systems.
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6.2.4 Detection of Cyber-Attacks Against DER Control

In chapter 5, a cyber-attack model is discussed that targets the system topology through malicious

operation of voltage regulators meant to cause dangerous voltage levels and cause permanent

damage. Other threats to system topology should be considered as well, such as cyber threats to

DER control. Attacks can target smart inverters and other DER controllers to create maloperations

that manipulate the output of the DER or even cause the device to incorrectly trip [71]. As seen in

the practical application of the signature based analysis in chapter 4, incorrect modeling of DER

penetration can impact estimation, thus such an attack against DER must be carefully monitored.
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