ABSTRACT

HAMEED, KHUZAIMA. Dynamic Graph Embedding With Applications to Anomaly and
Change Point Detection. (Under the direction of Minh Tang).

Graph or network data is an essential type of data used in areas such as computer
security, biology, and social media. Graphs are often studied in a dynamic sense, using
the structure of graphs to uncover insights about the behavior of real-world phenom-
ena. In this dissertation we are interested in studying dynamic graphs in three contexts:
malign influence campaigns on social media, random dot product graphs, and tensor-
based latent space graphs.

First, we analyze data that comes from election interference campaigns observed
since the 2016 U.S. election cycle. Representing this data as dynamic graphs, we pro-
pose a motif-based approach, which are small subgraphs whose counts can be used
to summarize graphs much like summary statistics like the mean or median. We study
the normalized counts of two motifs types over time to both identify malign influence
campaigns and analyze the relationship between anomalous counts and events related
to each graph. Using our method, we achieve strong classification performance com-
pared to other graph-based features. We also find an association between the abnormal
motif counts and related external news events, giving additional perspective in study-
ing malign influence campaigns.

Second, we study a common type of graph model called the random dot product
graph (RDPG) in the dynamic setting. Many RDPG-based methods model each graph
in a temporal sequence independently, not respecting the temporal relationship be-
tween time-contiguous graphs. Other methods that do respect time are prone to over-
regularization. To this end, we propose an automated regularization approach for dy-
namic RDPGs that uses an auxiliary objective for parameter tuning. Our approach im-

proves the estimation of dynamic RDPGs compared to no regularization and has strong



changepoint detection (CPD) performance, especially for short or abrupt changes.
Lastly, we extend the idea of automated regularization to tensor-based latent space
models for graphs. Low-rank tensor-based models are a useful tool for representing
complex multi-modal data. We present a temporal regularization approach for low-
rank tensor models based on the canonical polyadic and Tucker decompositions. To
tune the multidimensional regularization parameter, we use multi-objective optimiza-
tion (MOO) to iteratively update the parameter. Our approach improves CPD perfor-
mance on dynamic graphs with short-term changes while improving the estimation of

core parameters. Our approach also helps detect important events in three real-world

datasets.
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CHAPTER

INTRODUCTION

1.1 Network Data

Networks or graphs describe a type of data that has two main components: entities and
relationships between entities. In a network, a relationship connects a pair of entities
in some way. For example, in a school, entities can be students and a relationship be-
tween a pair of students could be a friendship. Other examples of where network data
are found include social media, biological systems, and businesses. Figure 1.1 shows a
basic example of network data.

The structure of network data is insightful in several ways. For example, the strength
of friendships on Facebook can be analyzed using a network representation, and can

be used to classify various profile attributes such as political views (Xiang et al. 2010).



Relationship / Edge

Entity / Node

Figure 1.1: Example of network data.

Another example is detecting groups of pages in the Wikipedia network in order to cat-
egorize pages by topic (Yin et al. 2017). Another application is identifying entities that
are crucial to spreading information to the rest of the network, which has applications
in social media and epidemiology (Tulu et al. 2017). In the human brain, entities can
be regions of the brain and relationships are formed when regions are active during a
specific task (Supekar et al. 2008). This data can then be used in identifying which brain
regions are integral for certain biological functions. The benefit of the abstract nature
of networks is that it can be applied in many different scenarios.

Network data can also be dynamic. For example, friend groups in a school can
evolve over time, and one may study if friend groups become more interconnected
or form into tight cliques over time (Felmlee et al. 2018). One also might want to know
when the network changes or shifts in a way that is relevant to the researcher. Going
back to the brain example, understanding when the brain enters a seizure state can
help identify potential interventions for that complication (Yu et al. 2014). In another
example with cybersecurity, it is essential to detect when a computer network has been
intruded and identify associated behavioral changes, in order to trigger an interven-

tion (Hallgren et al. 2024). These two examples are instances of the changepoint de-



tection (CPD) problem, which is an active area of research both inside and outside the
network context. In most implementations of CPD, a model is first estimated from the
data. With the estimated model, changepoint statistics can be calculated for candidate
time points. These statistics intend to measure the level of change in the underlying
model. Lastly, candidate changepoints are identified using some rule, for example if
any changepoint statistic exceeds a threshold. We now briefly discuss the step of esti-

mating dynamic network data in more detail.

1.2 Network Embedding

There are several ways dynamic networks can be estimated. We specifically consider
the domain of network embedding, which describes recovering a numerical represen-
tation of a network or networks that reflects some meaningful attribute. A classic ex-
ample of a network embedding is density, which is defined as the number of observed
relationships divided by the maximum possible number of relationships that can oc-
cur between entities. Density is a useful indicator of how much activity is occurring
between entities in a network.

To define this formally, we introduce some notation. A network G = (V,E) is rep-
resented as a tuple of two objects, the set of entities V (also called nodes or vertices),
and the set of relationships E (also called edges). For the remainder of this work we
will refer to V and E as the node and edge sets respectively. The set of nodes has the
formV =f1,2,...,ng, where n is a positive integer. The use of integers serves as a way
to identify nodes in the network, but other identifiers may be used, such as names or
letters. The set of edges contain pairs of nodesor E V  V, which is to say that any
element in E takes the form of a tuple (i, j), where i, j 2V . In this work we do not care
about the order of the edge tuple, or (i, j) =(j,i) foranyi, j 2V . When the order mat-

ters edges can be thought of as directional, which is applicable if the relationship is
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Figure 1.2: Example of an adjacency matrix and the corresponding graph.

not symmetric, for example with a message sender and receiver. The network density
is defined as

2JE]

Density(G)= ————F——,
Vi (Gvij 1)

where ] jdenotes the number of elements in the set. This definition corresponds to the
earlier definition of density. To summarize, the embedding function is Density, which
anetwork G as input and outputs a number in R, the set of real numbers.

The output can take other forms, with another classic example being the adjacency

matrix. This is a binary matrix A 2 f0,1g" " where the i j -th entry A;; is given by

8

= PR

=1 if(i,j)2G

Aij =

? .

-0 otherwise,
noting in our case that A;; = A;;. Figure 1.2 shows a basic example of an adjacency ma-
trix for a four-node graph. The adjacency matrix is a way to represent the connectivity
of the matrix. Compared to network density, which summarizes the network with a sin-

gle number, the adjacency matrix provides more fine-grained detail. For instance, each

row corresponds to anode i 2V and what a nodes neighbors are, i.e. which nodes it is



directly connected to. In this sense the adjacency matrix can be viewed as a node em-
bedding, and can be used to derive other node embeddings such as degree centrality
(Mendonga et al. 2021). As seen from these examples, embeddings can represent differ-
ent parts of a network, and the application drives what kind of embedding to choose.
In many cases, the underlying model that generates a network can be represented
in simple numerical form. One such model is an edge-independent Bernoulli network.
The model is parameterized by a symmetric matrix P 2 [0,1]" ", which is a matrix of

probabilities. Each entry of A is a Bernoulli random variable with probability P;j, or

8

21 with probability P;;

Aij:Aji_ (11)

=
-0 with probability 1  P;;.

The observed matrix A naturally corresponds to the underlying model and can be used
to estimate P. Also, for our definition of a network, the adjacency matrix can be used
to recover the original network tuple, so it suffices to work with the adjacency matrix.
Moving to dynamic networks, they can be represented by a sequence of adjacency
matrices (A;)io1, Where T = fl,...,Tgis the time index for T 2 N = f1,2,...g. For dy-
namic networks, embeddings can be done in several ways. One way is to obtain embed-
dings at each time point, which, for instance, can be used to track how groups of nodes
evolve over time (Ferreira et al. 2019). Another way is to use a windowed method, which
aggregates information from contiguous time points to produce more coarse tempo-
ral embeddings. This method can better process certain types of data such as those
found in brain networks (Kim et al. 2021). We explore different types of embeddings in
the coming chapters, including node, graph, and graph sequence embeddings. In addi-
tion, we explore the challenges of applying these embeddings in various applications,

including changepoint and anomaly detection.



Table 1.1: Airline example. The changepoint statistic that exceeds the detection
threshold is in bold.

Week | Number of Flights | Absolute Difference | Standard deviations

1 30 - -

2 35 5 0.43
3 43 8 0.31
4 38 5 0.43
5 110 72 2.23
6 107 3 0.51
7 109 2 0.55

1.3 Changepoint and Anomaly Detection

We illustrate the typical process for changepoint detection in a simple example. Say
one is interested in determining in when the tourist season at a travel destination be-
gins. One can first estimate the number of flights arriving into the destination every
week. The second step is to calculate a changepoint statistic, which measures the ex-
tent of change from a pair of contiguous time points. In the example, this could be
the absolute difference in the total number of flights between consecutive weeks. In
the last step a rule or threshold determines which time points are changepoints. For
example, one rule could be if the absolute difference exceeds two standard deviations
from the mean of all differences. Another rule is to take the largest difference as the esti-
mated changepoint. Table 1.1 shows example flight data over a seven-week period and
the relevant calculations, where week 5 would exceed the threshold and be a selected
changepoint.

Changepoint detection has challenges that come from each step in the process. Ef-
fective estimation is essential for detecting when changes in the ground truth occur.
However, this may conflict with the reliability of the changepoint statistic. For exam-
ple, if a changepoint statistic uses a windowing method, then the changepoint signal
might be dampened depending on the size of the window (Gold et al. 2018). In other

words, while a larger window can provide more accurate estimates, this might weaken



changepoint detection performance. Going back to the airline example, suppose we
compute an average over a sliding window. For example, if the window size is two, then
the average number of ights over weeks one and two in Table 1.1 would be 32.5. This
is repeated with weeks two and three, and so on. The changepoint statistic can be cal-
culated the same way but instead using the windowed average. Table 1.2 shows how
different window sizes affect the changepoint statistic, where the changepoint statistic
can be signi cantly dampened.

Another challenge lies in determining the threshold. Depending on the applica-
tion, the threshold might be determined from the data. For instance, if the existence
of changepoints is unknown, one might want to know whether one exists, and if so,
to take further steps in the analysis. This would apply in the computer security exam-
ple, where if a computer network is behaving within normal parameters, no interven-
tion is needed. An intervention would only be applied when there is reasonable con-
dence that the network behaves in a concerning manner, which is determined from
an estimate of typical behavior. There are many ways to determine which time points
are changepoints, examples of which include likelihood ratio statistics (  Dette and Gos-
mann 2020), CUSUM statistics ( Yu and Cheng 2022), and Bayesian methods ( Draayer
et al. 2021). As is often done in working with real data, a threshold may not be used
if CPD is used to facilitate further analyses. Rather changepoint statistics can be used
directly to narrow down time points of interest and to explore the corresponding data
in more detail, as we see in the next chapter.

A related problem is anomaly detection (AD), which which aims to identify individ-
ual time points that deviate from typical behavior of the data ( Ranshous et al. 20153).
The setup is generally the same, in that there are the steps of estimation, calculating
anomaly statistics, and thresholding. The main qualitative difference between AD and
CPD s the duration of the deviation from the main model. In AD, an anomaly describes

a single time point, whereas a changepoint describes a change that may last many time



Table 1.2: Airline example with changepoint statistics calculated using various
window sizes.

Week | Number of Flights | No Window | Window Size: 2 | Window Size: 3
1 30 - - -
2 35 0.43 - -
3 43 0.31 0.5 -
4 38 0.43 0.8 15
5 110 2.23 1.1 0.7
6 107 0.51 1.1 0.3
7 109 0.55 0.9 0.5

points. Another difference is that AD assumes the model stays constant over time, an
assumption that depends on the data and application. We explore the context of using

AD in the next chapter.



CHAPTER

MOTIF-BASED ANALYSIS FOR
STATE-BACKED PLATFORM

MANIPULATION ON TWITTER

2.1 Introduction

Since the 2016 election cycle, state-backed platform manipulation (SBPM) has been a
prominent and increasingly important issue in international affairs—speci cally, how
state actors manipulate social media ( Guo and Vosoughi 2020; Zannettou et al. 2019).
Social media has been used by governments to promote agendas, spread disinforma-

tion, and divert narratives in an effort to in uence or manipulate public opinion do-



mestically and abroad.

As a result of recent nation state behavior, the detection and characterization of
such actions is essential as part of strategic decision making. Since 2016, the social
media platform Twitter has released user, Tweet, image, and video data from various
SBPM campaigns originating in Russia, Iran, Venezuela, and other countries. These
campaigns have demonstrated platform manipulation with varying levels of coordina-
tion. While analysis of individual users is useful, higher levels of coordination suggest
this approach is inadequate. Thus our analysis focuses on network-level analysis to
detect and characterize malign in uence campaigns.

We represent Twitter users as nodes and their replies to each other as edges in a
temporal network, which is used to characterize dynamic groups of users engaging
in SBPM on social media. We characterize temporal networks using motifs, which are
subnetwork patterns that repeatedly occur in a network. Motifs provide a useful way
to calculate the “moments” of a network ( Maugis et al. 2017). Speci cally, motif counts
provide numerical summaries of a network, which can be used as features for classi -
cation or other analyses.

There are two main contributions of this paper. First, we develop a novel feature
that uses motifs to describe the evolution of temporal networks. This feature provides
a framework to study SBPM networks on Twitter. Second, we apply this feature to two
problems: rstto the classi cation of SBPM networks, and second to uncovering news
events through anomaly detection on SBPM networks; nding that SBPM networks
appear to have distinct evolution from authentic networks, and that there is a potential
relationship between our feature and the occurrence of real-world events.

Methods for network level classi cation generally use subgraph embedding(  Cangea
et al. 2018; Hamilton et al. 2018). However, the classi cation of SBPM networks is not
well explored, and the optimal features for classifying SBPM networks are not well un-

derstood. Our analysis has found the use of static features such as nodes, edges, and

10



density to classify SBPM networks to be inadequate. To motivate our approach, we
leverage the idea that the evolution of networks differs when they are used to spread
misinformation ( Juul and Ugander 2021), which is a common tactic of SBPM cam-
paigns (Friggeri et al. 2014; Vosoughi et al. 2018). This difference can manifest in the
structure of the network summarized by network motifs. We speci cally consider mo-
tifs that characterize central network structure, which we hypothesize is a useful per-
spective for SBPM networks. To study this, we summarize temporal motif counts with

a matrix, and then perform classi cation to analyze the difference between SBPM and
non-SBPM datain terms of central network structure. Moreover, temporal motif counts
provide us with a real-time view of dynamic networks. This leads us to perform time
series analysis, namely anomaly detection to detect real-world events.

Looking more broadly, social media networks are also studied in anthropology, eco-
nomics, psychology, and political science. These elds have explored the various mech-
anisms involved in communicative behavior online. From anthropology, the concepts
of identity ( Mach 1993), power (Wolf 1999), and reciprocity ( Mauss 2002) are used to
explain the social behavior of individuals, speci cally the notion that there is intan-
gible value attributed with acts of offering service to others. This is used to help ex-
plain the motivation of behavior of communities online (  Skageby 2010). For exam-
ple, Chakrabarti and Berthon (2012) describe the goal of social media in uencers to
provoke desired responses from individuals by eliciting various emotions. An exam-
ple from their paper was user backlash on Facebook from Nestlé's response to allega-
tions of environmental harm through their use of palm oil. The backlash manifests as
a change in engagement toward Nestlé, which highlights the effect of in uencers on
dynamic social networks. This supports our use of dynamic network features in un-
derstanding the effect of in uence campaigns. This in turn can help attribute tangible
phenomena to the intangible value of reciprocity online.

Behavioral economics often studies irrational behavior in decision making; for ex-

11



ample, individuals act on their biases when exchanging social currency ( Thaler 2016),
such asthe tendency of individuals to organize in like-minded groups (  Knobloch-Westerwick
et al. 2020). This supports the tactic of SBPM users arranging themselves in distinct
groups to target corresponding groups of users ( Linvill and Warren 2020). Linvill and
Warren (2020) also reveal varying behavior across groups, in part demonstrated by their
behavior over time. This suggests dynamic network features support the differentiation
of groups of SBPM users online.

There are also political motivations for the use of social media. For example, Nye
(2002) discusses the notion of soft power and how it helps to explain the motivation
of state-sponsored in uencers associating with or impersonating reliable sources of
information, while  Moghaddam (2005) discusses the impact of radicalization and how
it gradually indoctrinated individuals to commit various offenses. In the online space,
Gill et al. (2017) found groups of extreme-right-wing individuals were over four times
more likely to use the web to prepare for attacks than Jihadist-inspired individuals. This
highlights the increasing utilization of the web by extremists, and the opportunity af-
forded to state-backed actors to target these individuals.  Gill et al. (2017) also suggest
an increased focus of intervention on tools for radicalization, in contrast to the por-
trayal of radicalization itself. The increasing role of the web in the gradual radicaliza-
tion of individuals can bene t from studying temporal SPBM networks that often en-

gage in radical messaging.

2.2 Related Work

2.2.1 Analysis of SBPM Data

There are a wide variety of existing analyses of SBPM data from Twitter. Most analy-
ses focus on user-level analysis, i.e., the analysis of individual users or their content.

Such analyses use user-level information for classi cation( Badawy etal. 2019b; Ferrara
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2017), to classify Russian trolls using text ( Ghanem et al. 2019), to construct behavioral
attributes for Russian troll classi cation ( Luceri et al. 2020; Alhazbi 2020), to study the
changes in platform usage behavior ( Badawy et al. 2019b; Bail et al. 2020; Linvill and
Warren 2020), or to combine different features for classi cation ( Im et al. 2020). Other
methods focus on features such as network structure over time ( Badawy et al. 2019a),
the comparative numerical attributes of a Russian troll network ( Stewart et al. 2018),
or in uence detection through a stochastic process model ( Zannettou et al. 2019).

The analyses mentioned thus far use a limited amount of SBPM data, primarily
from Russia and Iran. Since there have been a variety of countries involved in SBPM
in recent years (e.g., Venezuela and Bangladesh), we believe that there is a need to ex-
pand the data used to characterize SBPM behavior. Indeed, text, behavior, and net-
works vary across campaigns from different countries ( Bradshaw and Howard 2017,
Woolley and Howard 2017, 2018; Beskow and Carley 2020; Vargas et al. 2020; Alizadeh
et al. 2020). Thus, there is a concern that the classication approaches mentioned so
far would have difculty in maintaining their performance with newer data or across
different campaigns.

Badawy et al. (2019b) address this issue directly, discussing how their limited train-
ing data is problematic for classi cation on a wider set of users. One shortcoming they
identify is that liberal users are not studied as thoroughly because the Russian cam-
paigns did not target them. Such examples illuminate the dif culty that comes with
understanding SBPM campaigns. In addition, there is a limitation in identifying users
in comparison to the identi cation of coordinated groups of users engaging in a malign
campaign. Indeed, there are instances where individual-level classi ers are inadequate
in discovering platform abuse ( Grimme et al. 2018).

Badawy et al. (2019b) also study the centrality (or relative importance) of users in
SBPM networks over time, which has similarity to our work in that we study the struc-

tural attributes of SBPM networks as a whole. If SBPM users have unique temporal net-
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work attributes, it supports our hypothesis that SBPM networks have distinct dynamics
with respect to central actors compared to authentic networks.

For exploratory network-level analysis, Linvilland Warren (2020) considered three
different edge types from Internet Research Agency Twitter data, while studying six dif-
ferent manually labeled categories of users based on their political af liation and be-
havior. They show that users tend to communicate more strongly with others from the

same category. However, they provide no classi cation analysis of network data.

Classi cation of SBPM Campaigns

There is little work on the classi cation of SBPM data at the network level.  Vargas et al.
(2020) analyzed 10 strategic information operations (SI0O) campaigns (which we call
SBPM) from Twitter. Instead of focusing on classifying SIO campaigns, they focused
on classifying SIO-like activity, a more narrow target than ours. They calculate network
statistics from six different edge types, then concatenate them together. They split the
data by two different periods to predict future SIO-like activity. They also perform clas-

si cation of campaigns as a whole. However, they have dif culty with the Twitter data
having varied behavior within and across campaigns. In addition, their large feature
set may make their model prone to over- tting.

Alizadeh et al. (2020) look at Tweet-based features to identify campaigns using Rus-
sian, Chinese, and Venezuelan SBPM data, and they use period-splitting similarly to
Vargas et al.(2020). Martino etal. (2020) discuss detecting coordinated, inauthentic ac-
tivity using binary classi cation, and they highlight the issue of using potentially out-
dated data from bots or campaigns (e.g., the work of Crescietal. (2017) with bots). Their
work also notes that recent approaches tend to either explore different classi cation
targets or simply avoid classi cation in favor of unsupervised learning. Pacheco et al.
(2021) studied classifying coordinated behavior from a Hong Kong protest dataset, as

opposed to identifying SBPM directly.

14



Vargas etal.(2020) is most similar to our approach, in terms of the breadth of datasets
used and performing network classi cation. However, their method only studies SBPM
networks from a static perspective. By using time series features, we can study SBPM

campaigns from a dynamic perspective, and in our case perform anomaly detection.

2.2.2 Anomaly Detection in Social Media

There is increasing interest in linking anomalous events in social media data to real-
world events, and anomaly detection is a common method used for this task. Anomaly
detection can be viewed as the problem of nding observations that are outliers with
respect to the generative parameters of a time series. This may include parameters as-
sociated with the mean or covariance function of a time series.

In addition to the algorithms used for anomaly detection, the features constitut-
ing the time series data are also important for this problem. Social media attributes
that have been used include friend groups ( Fire et al. 2012), text topics ( Lauschke and
Ntoutsi 2012), replies and retweets ( Takahashi et al. 2014), keywords, Tweet counts, and
mentions ( Takahashietal. 2014; Hendrickson etal. 2015), and revenue per engagement
(Zhang et al. 2015).

More generally, various attributes of dynamic networks have been used to detect
anomalies. Attributes include anomalous groups within the network ( Milleretal. 2013;
Mongiovietal. 2013; Yu etal. 2015), network scan statistics ( Cheng and Dickinson 2013,
Neil et al. 2013), magnitude of network similarity measures ( Bunke et al. 2007; Rossi
et al. 2013), simple network statistics ( Kendrick et al. 2018), or a probabilistic model
(Heard et al. 2010; Bhamidi et al. 2018). Descriptive surveys of anomaly detection are
provided in ( Savage et al.2014; Akoglu et al. 2015; Ranshous et al. 2015b; Yu et al. 2016).

Motifs have a distinct role in detecting anomalous network activity. Namely, the 3-
path and 4-star motifs that we analyze are related to centrality characteristics within

the network. If counts of these motifs increase, then it suggests increased engagement
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to and from central actors. Thus if an event occurs in the real world, it can coincide

with an increase in 3-path and 4-star motif counts.

2.3 Data

2.3.1 Twitter

For the classi cation problem, our data fall into two classes, which we label inauthen-
tic or SBPM and authentic . For inauthentic data, since 2016 Twitter has collected and
periodically released content from accounts they have associated with SBPM 1. Accord-
ing to Twitter, accounts tagged this way were involved in platform manipulation that
they can reliably attribute to a government or state-backed actor, which violates their
terms of service. Examples of platform manipulation under their policy include inau-
thentic promotion of users or content, in uencing conversations through the use of
coordinated fake or real accounts, or coordination that violates Twitter rules 2. From
the data released by Twitter, we use a purposive sample of nine datasets attributed
to the Internet Research Agency, Russia, Iran, Venezuela, and Bangladesh since 2018.
These data include Tweets, users, photos, and other media, along with their metadata.

In total, 150,046 users are contained in our SBPM data.

We use three sources for the authentic Twitter data. First, we pull a random sam-
ple of Twitter. This data allows us to compare SBPM data with a representative sam-
ple of Twitter conversations. However, since authentic campaigns often exhibit behav-
iors similar to SBPM, such as high levels of coordination, we over-sample data around
highly advertised events. Using BrandWatchs (formerly Crimson Hexagon) proprietary
algorithm, we collected data around the Night of too Many Stars television event and

the 2020 NBA All-Star game. In total, 107,564 users are contained in our authentic data.

https: // blog.twitter.com /en_us/ topics/ company / 2018 enabling-further-research-of-information-
operations-on-twitter
2https: // help.twitter.com /en/ rules-and-policies / platform-manipulation
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We note the possibility that there are SBPM users or SBPM activity contained within the
authentic data. However, we expect this data to be dominated by authentic activity.

We use a developmental tool, Social Sifter ( Johnston et al. 2020), that analyzes coor-
dinated SBPM campaigns using a variety of machine learning models. The tool is used
to query Twitter to retrieve authentic data that match the topics of discussion in the
SBPM data. We perform 40 queries from this source to supplement the authentic data
from other sources. The querying process is described in more detail in the following

section.

Organization by Topic

We aim to control differences between our data that might impact the development
of our classi cation algorithm. One relevant difference arises from differences in the
topics under discussion. To mitigate potential bias from differences in network struc-
ture between dissimilar topics, we pulled authentic data with similar topics to those
contained in the SBPM data.

To construct a topic network, we rst identify the top keywords from each SBPM
dataset, excluding stop words. Each keyword corresponds to a topic. Next, the top top-
ics are used to query the SBPM and authentic data. First, we query the Tweets for the
topic by matching text. Then, the 100 most recent Tweets are pulled from the users con-
tained in the initial query. This two-step process produces the topic network. If a topic
is not present in authentic data from the random sample or BrandWatch, we use Social
Sifter to query the topic on Twitter. Note there may be multiple networks belonging to
a topic.

The training data contains the following topics from both SBPM and authentic sources,
translated here from their original language: Khaleda Zia, @banglanews24com, Colom-
bia, Israel, Obama, Pakistan, police, #releasethememo, @rt_russian, Trump, USA, Ukraine,

Pakistan, Rohingya, election, Russia, @nicolasmaduro, @forocandanga, Chavez, Clin-
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ton, France, Holland, Iran, ISIS, Korea, and Imran Khan. In total, there are 27 authentic
and 25 SBPM training networks.

The testing data contains the following topics for authentic networks, again trans-
lated from their original language: Twitch, QAnon, fortnite_primal, #EGE2021 (stan-
dardized exam in Russia), Atletico_MG (soccer team), Blackrock, data_science, NCSU,
Netanyahu, recipes, a portaccidentin Taiwan, #serverless, #CoronaFromUSA, and @Arm-
sWatch. For SBPM networks we use the following topics: MAGA, Islamic, Trump, Islam,
@ArmsWatch, #impeachmentback re, #CoronaOutbreakinlranisUnderControl, and #Coro-
naFromUSA. In total, there are 12 authentic networks and 13 SBPM networks in the
testing data.

We construct the networks used in Section 2.4 as follows. We rst extract the times-
tamp and text of Tweets, as well as the replied to user(s) if they exist. This yields a
list of edges composed of the author of the Tweet and the users replying to the Tweet.
The edge list is used to construct the temporal network, with duplicate and self edges
dropped. In our early analysis, we found that retweet network data is very limited in

the SBPM data. As such, we do not analyze retweet networks in this paper.

2.3.2 Pre-processing

Once we have topic networks, additional processing is performed to prepare the data
for classi cation and anomaly detection. The format of the data provided by Twitter
and the Twitter APl is tabular. We rst query the ID, username, timestamp, and text of
each Tweet. Any reply users are parsed from the Tweet text. Any Tweets that contain a
missing ID, username, timestamp, or text are excluded from our analysis. We remove

16 Tweets from this step.
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Normalizing Motif Counts

Since there are a variety of sizes and densities of reply networks engaged in state-sponsored
in uence, we normalize motif counts to reduce their dependence on network size and
density using a quantity that depends on both of these factors. Let G be a network with

n nodes and k edges. LetM be a motif with  m nodes and ~ edges, and let C,, denote
the complete network on  m nodes.

De ne the density-based normalization as
n .
DBN(G,M) = m jisoM,Cip , (2.1)

where p = k=7, is the density of G, and jiso(M ,C,,)j is de ned in Equation ( 2.3). This
is the number of motifs that we would observe under the network model of edges ap-
pearing uniformly at random, given the density of the network.

Figure 2.1 plots motif counts against network size in nodes. This shows the effect of
normalization on motif count with respect to network size. Normalized motif counts
grow linearly with the number of nodes, allowing for easier comparison of networks
of varying sizes and densities. Note there still exists a dependence between network
size and motif count after normalization, because networks can deviate from the null
modelin ( 2.1). We also note the fork pattern in both the normalized and non-normalized

data, which is likely due to the different network densities in the training data.

Motif Functional Data Analysis Classi er

For classi cation analysis, we have an additional pre-processing step. For a set of Tweets
belonging to a particular topic and dataset, we split the data by varying time period
lengths to augment the training data and leverage an ensemble method. To allow for a
suf cient number of data points to apply the spline learning algorithm in Section 2.4.2,

we drop periods with fewer than 14 Tweets overall. Due to the computational cost of
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Figure 2.1: Scatterplots comparing node count and motif count for training reply
networks. On the left, no normalization is applied to motif counts. On the right,
density-based normalization is applied.

counting motifs at multiple time points over many networks, we truncate periods to

the rst 1000 Tweets overall.

Anomaly Detection

The CAPA anomaly detection algorithm requires additional processing of our data. One
requirement is that observations are spaced evenly in time. To impute missing values,
we |l days with no Tweets using linear interpolation. Another assumption is that the
data are stationary in mean and variance. To remove the mean trend, we use a Savitzky-
Golay Iter ( Savitzky and Golay 1964). To remove the variance trend, we perform a Box-
Cox transformation, with parameter tting done for each topic dataset ( Box and Cox

1964) using the Python package scipy (Virtanen et al. 2020a).
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Figure 2.2: Visualizations of the two network motifs we consider, the 3-path, and
4-star. High occurrences of these motifs indicate a high amount of interaction around
central actors in a network.

2.4 Methods

2.4.1 Network Motifs

A network motif is a sub-network or pattern. Figure 2.2 shows the two types of motifs
we consider in our analysis, which are the 3-path and 4-star. Motifs represent micro-
network interactions between users on social media, where nodes represent users, and
edges represent some kind of interaction, like a reply or retweet. Figure 2.3 gives an
example of a Twitter thread containing a 3-path motif from Figure ~ 2.2. The user Karen
authors a Tweet, which prompts replies from two other users. Treating their replies as
edges yields the 3-path motif. In general, motifs are not constrained to come from a
single thread.

In our early analysis, we explored using all 3- and 4-node motifs. We found that the
3-path and 4-star motifs had the largest presence in our data. In addition, the other 3-
and 4-node motifs had a considerably low presence (several of them are non-existent
in many of the networks in our data). To allow our method to generalize to a wider
variety of network sizes and densities, we use only the 3-path and 4-star motifs. Also,
we do not consider motifs with ve or more nodes since our training data contains
relatively few in number compared to 3- and 4-node motifs. Since we split the data by
period for some of our analyses, we provide summary statistics on the count of 3-path
and 4-star motifs observed each week. Table 2.1 provides summary statistics for these
data grouped by label. The scale of motif counts appears to differ between SBPM and

authentic networks, which supports the use of normalization in Section 2.3.2.
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