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1 IntroductionThe past several years have seen the for-mulation of numerous analytical models forpredicting reliability and fault content of soft-ware systems. The accuracy of these models,however varies signi�cantly[11] and no singlemodel is known to perform well in all con-texts. A major di�culty in software reliabil-ity practice is to analyze the context in whichreliability measurement is to take place. Asa result, there is no de�nitive model that canbe recommended unreservedly, and potentialusers are left in a dilemma as to which mod-els to choose, which procedures to apply, andwhich predictions to trust, among the variouscompeting options.Accurate predictions of software releasetimes, and estimation of the reliability andavailability of a software product requirequanti�cation of a critical element of the soft-ware testing process: test coverage.In this paper, we present the EnhancedNon-Homogeneous Poisson Process model,which accounts explicitly for test coverageand show that previously reported Non-Homogeneous Poisson Process (NHPP) soft-



ware reliability models, with bounded meanvalue functions, are special cases of theENHPP model. The ENHPP model is capa-ble of handling any general coverage functionand is thus an important step towards theuni�cation of the �nite-failure NHPP mod-els, which rely on speci�c coverage functions.The formulation allows for imperfect test cov-erage and imperfect detection coverage be-sides providing a new decomposition of themean value function. In the next section, auni�ed de�nition of test coverage is provided.2 Background and MotivationProgram testability and test coverage arerelated concepts. The �rst refers to the easewith which one may test a program while thesecond provides a measure of how thoroughlya test has \covered" all potential fault-sitesin a program. A potential fault-site is de-�ned very broadly to mean any structurallyor functionally described program elementwhose integrity may require veri�cation andvalidation via an appropriately designed test.The factors which impact program testabil-ity and test coverage include: (i) programcomplexity, (ii) software development philoso-phy or approach, (iii) software tools employed,(iv) test quality, and (v) test e�ectiveness.
2.1 Existing Notions of CoverageThe importance of test coverage has beenrecognized by several researchers [8, 10],and empirical evidence strongly suggests thattesting which is carried out without someform of test coverage measurement may failto sensitize as much as 45% of the code. Soft-ware designers and testers must develop ef-fective evaluation tools capable of measuringtest coverage and pointing out design de�-ciencies contributing to poor software testa-bility. Such tools should also provide datawhich lead to improvements in the qualityand e�ectiveness of a software test as well asinformation about its adequacy when decid-

ing product-release times.There are two types of coverage de�ni-tions in literature: control-
ow and data-
owcoverage[4, 8, 9, 16]. Each coverage criterionproposed in the literature captures some im-portant aspect of a program's structure. Ingeneral, test coverage is a measure of how wella test covers all the potential fault-sites ina software product under test. It should beobvious that how one de�nes a potential fault-site and how well such fault-sites are sensi-tized in
uence greatly the signi�cance of thismetric. Potential fault-sites are introducedhere to mean program entities representingeither structural or functional program ele-ments whose sensitization is deemed essentialtowards establishing the operational integrityof the software product. Speci�c instancesof potential fault-sites range from source-language and machine-code statements tohigh-level speci�cation language statementsand program blocks with I=O speci�cationand functional description, only.The �rst important step is taken heretowards o�ering a unifying de�nition fortest coverage which accommodates all theproposed specializations of the concept(i.e,statement coverage, block coverage, decisioncoverage, condition=decision coverage, etc.)without the burden of the speci�city theyimpose on the modeling process used to es-timate or predict the reliability of softwareproducts.De�nition 2.1 : (Test Coverage): Given asoftware product and its companion test set,one de�nes test coverage to be the ratio ofthe number of potential fault-sites sensitizedby the test divided by the total number of po-tential fault-sites under consideration.As mentioned earlier, there are several def-initions of test coverage but the one o�eredhere is most general and easily adaptable tosituations which may bene�t from a special-ized application of the concept. The de�ni-



tion allows also for the possibility of defectiveor imperfect test coverage; which is de�ned asthe inability to sensitize all potential fault-sites through an in�nite number of tests.In Section 3, a framework is developedwhich incorporates test coverage into soft-ware reliability modeling.3 Relating Test-Coverageto Software Reliability: TheENHPP ModelThe proposed ENHPP model is based onthe following assumptions:� faults are uniformly distributed over allpotential fault sites,� when a potential fault-site is sensitizedat time t, any fault present at that siteis detected with probability cd(t), and� repairs are e�ected instantly and with-out introduction of new faults.Analytically, the model is based on the ex-pression dm(t)dt = ~acd(t)dc(t)dt : (1)or m(t) = ~a Z t0 cd(� ) � c0(� )d� (2)where ~a is de�ned as the total number offaults which are expected to be detectedgiven in�nite testing time, perfect fault de-tection coverage implying cd(t) = 1, and per-fect test coverage leading to c(1) = 1. Theexpected number of faults detected by time tis m(t). If cd(� ) is assumed to be a constantvalue K, then, we have,m(t) = ~aKc(t): (3)Equation (3) is intuitively simple: it sim-ply states that the expected number of faultsdetected by time t is equal to the total num-ber of faults in the program times the prob-ability of detecting a fault times the fraction

of potential fault sites covered by time t.Substituting a = ~aK, Equation (3) can bewritten as: m(t) = ac(t) (4)This results in a failure intensity function�(t) �(t) = dm(t)dt = ac0(t) (5)The failure intensity function can also berewritten as:�(t) = [a�m(t)] c0(t)1� c(t) (6)Equation (6) shows clearly that failure in-tensity depends not only on the number ofremaining faults, but, also, on the rate atwhich the remaining potential fault sites aresensitized (covered) divided by the current,fractional population of uncovered (unsensi-tized) potential fault sites.The failure occurrence rate per fault, orthe hazard function, h(t), is thus given byh(t) = c0(t)1� c(t) (7)which accounts for product testability andtest e�ectiveness, explicitly.The ENHPP model allows for the fact thatas testing proceeds, the rate at which anindividual fault will surface can vary withtime and thus permits time-dependent fail-ure occurrence rate per fault. Furthermore,it shows that the \distribution" correspond-ing to this hazard function is precisely thecoverage function evaluated at time t.The ENHPP The ENHPP model can ac-commodate the realistic situation of a defec-tive coverage function, that is c(1) < 1, asshown in Figure 1.The resulting reliability expression R(tjs)is as follows:R(tjs) = e� R s+ts �(�)d� = e�a[c(s+t)�c(s)](8)



where s is the time of the last failure and t isthe time measured from the last failure.4 Existing NHPP Models andCoverage FunctionsThe time domainmodels which assume thefailure process to be a NHPP di�er in theapproach they use for determining �(t), andthus the coverage function c(t). The test-coverage function can have several di�erentforms, some of which are discussed below.
4.1 Exponential Coverage FunctionThe popular Goel-Okumoto(GO)model[5]has had a strong in
uence on software relia-bility modeling. It is a very simple modelwhose parameters have a physical interpreta-tion. Speci�cally, the GO model states thatthe failure process is modeled by NHPP, witha mean value function m(t) given bym(t) = a(1� e�gt) (9)where a is the expected number of faultsthat would be observed by the testing pro-cess given in�nite testing time, and g is thefailure occurrence rate per fault.The failure intensity function �(t) is givenas �(t) = age�gt (10)The coverage function and the failure oc-currence rate per fault for the GO modelare given in Equations (11) and (12), respec-tively. c(t) = 1� e�gt (11)h(t) = c0(t)1� c(t) = g (12)Equation (12), shows that the failure oc-currence rate per fault is constant in the caseof an exponential coverage function.

4.2 Weibull Coverage FunctionIn the case of an exponential coveragefunction, the software system exhibits a de-creasing failure intensity pattern during test-ing, i.e., the software quality continues toimprove as testing progresses. However, inmost practical situations, the software fail-ure intensity increases initially and then de-creases. The generalized Goel-Okumoto(GO)model[1, 2] was proposed to capture thisincreasing-decreasing failure intensity func-tion. Its mean value function is given bym(t) = a(1� e�gt
 ) (13)where a is the expected number of faultsthat would be observed by the testing pro-cess given in�nite testing time, and g and 
are parameters re
ecting the quality of test-ing.The failure intensity is given by�(t) = ag
e�gt
 t
�1 (14)The coverage function and the failure oc-currence rate per fault or hazard functionare given by Equations (15) and (16), respec-tively. c(t) = 1� e�gt
 (15)h(t) = c0(t)1� c(t) = g
t
�1 (16)Equation (16) shows that the Weibull cov-erage function gives rise to a time-varyingfailure occurrence rate per fault. The haz-ard function, h(t), is an increasing functionof time for 
 > 1, decreasing for 
 < 1, andreduces to a constant for 
 = 1.
4.3 S-Shaped Coverage FunctionThe s-shaped software reliability growthmodel[14] was proposed to capture the real-ism of is a time delay between the fault de-tection and fault removal. The testing pro-cess in this case can be seen as consisting of



two phases: fault detection and fault isola-tion/removal.The mean value function is given bym(t) = a[1� (1 + gt)e�gt] (17)where a has the same interpretation as be-fore, and g is the fault removal rate parame-ter.The failure intensity function is given by�(t) = g2te�gt (18)The coverage function and the failure oc-currence rate per fault are given by Equations(19) and (20), respectively.c(t) = 1� (1 + gt)e�gt (19)h(t) = c0(t)1� c(t) = g2t1 + gt (20)Figure 2 and 3 show typical coverage func-tions and the corresponding hazard func-tions.5 Model Validation
5.1 Parameter EstimationIn order for a software reliability model tobe of any practical value, its unknown pa-rameters must be estimated using real fail-ure data. Failure data are usually availablein one of two forms:� Time data : The time data consists oftimes between successive software fail-ures. This is the most detailed form ofdata from the estimation point of view.� Group data : The group data is reportedin the form of number of failures ni, ex-perienced in a testing interval i, of dura-tion ti.The estimation of parameters using timedata is important for evaluating the predic-tive capability of a model. It has been dis-cussed in the literature[5] and is used here.

5.2 Predictive Capability of the ModelExisting software reliability models canproduce very di�erent results when calledupon to predict future reliability. The rawdata available to the user is usually in theform of a sequence of times between succes-sive failures, and the user is interested in us-ing the observations of the past to predictthe times of software product failure in thefuture. The focus of this paper is on the sim-plest form of prediction, i.e., use of the datato predict the current reliability of the soft-ware product under consideration, and thenanalyze the predictive capability of the modelusing u-plots[3].
5.3 Software Failure Data and AnalysesParameter estimation and validation tech-niques are discussed in the literature and areused here in conjunction with various soft-ware failure data sets. The NTDS data[5]are from the U.S. Navy Fleet Computer Pro-gramming Center, and is referred to as dataset-1. Analysis of three additional data setsoriginally compiled by Musa[13], and later re-ferred to by Littlewood[3] are provided; thosedata sets are referred to as data sets 2, 3 and4, respectively.
5.3.1 Observed and Estimated Mean

Value FunctionsThe estimated mean value function is com-puted for each of the models(i.e., ENHPPand its precursors) and is plotted along withthe observed mean value function for all fourfailure data sets.Figure 4 gives the mean value functionsfor data set 1 (actual) and those estimatedfor the exponential and s-shaped and Weibullcoverage functions.The error sum of squares between the pre-dicted and observed mean value functions aresummarized in Table 1. It is evident thatthe best approximation of the observed mean



value function is achieved by di�erent cover-age functions for di�erent data sets, in a leasterror sum of squares sense.
5.3.2 u-plotsA u-plot provides a visual method of deter-mining a software reliability growth model'sgoodness of �t. Figure 5 shows the u-plotsfor data set 2. The Kolmogorov distance, anumerical technique for estimating goodnessof �t, is summarized in Table 2.6 Conclusions and Future WorkIn this paper we have presented an En-hanced Non-Homogeneous Poisson Process(ENHPP) software reliabilitymodel which al-lows the explicit incorporation of test cover-age, which can be defective. Furthermore,the model allows for imperfect detection cov-erage and provides a new decomposition forthe mean value function. We have validatedthe ENHPP model for three coverage func-tions by comparing their observed mean valuefunctions with the estimated mean valuefunctions obtained from actual failure data.The predictive capability of ENHPP was alsoassessed and the results obtained clearly in-dicate that the choice of coverage functiondepends on the criteria which best meet theuser's speci�c needs. The utility of exist-ing NHPP models is limited since they pro-vide only for a single coverage function. TheENHPP model, however, allows the use of ageneralized coverage function, which can beselected in a way that best meets the user'srequirements. The ENHPP model is thus akey step towards unifying the NHPP models.7 AcknowledgmentsThe authors wish to thank Dr. BabubhaiV. Shah of Research Triangle Institute, RTP,for his technical assistance. The authors alsothank the anonymous referees for their excel-lent suggestions.
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 � 0:65) - - 841:83� -Weibull (
 � 0:70) - - 939:96 -Weibull (
 � 0:75) - - 1380:1 -Weibull (
 � 0:80) - 296:32 2180:1 -Weibull (
 � 0:85) - 234:17 3457:7 -Weibull (
 � 0:90) 152:38 216:81� 5398:4 2351:4Weibull (
 � 0:95) 140:72 245:15 7392:2 2015:6�Weibull (
 � 1:05) 120:19 440:58 34701 2714:4Weibull (
 � 1:10) 111:49 590:19 - 3798* identi�es best estimates of the mean value function.- indicates an unreasonable �t to the observed interfailure times.
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 � 0:80) 0:1634 0:2220 -Weibull (
 � 0:85) 0:1674 0:2460 -Weibull (
 � 0:90) 0:1248 0:2739 0:2028Weibull (
 � 0:95) 0:1123 0:2991 0:1139Weibull (
 � 1:05) 0:1217 0:2998 0:0866�Weibull (
 � 1:10) 0:1472 - 0:0979* identi�es the coverage function with best predictive capability.- indicates an unreasonable �t to the observed interfailure times.



Intl. Conference on Software Engineer-ing, 1994.[10] R. Jacoby and K. Masuzawa, \TestCoverage Dependant Software Reliabil-ity Estimation by the HGD Model," 3rdIntl. Symposium on Software ReliabilityEngineering, 1992.[11] P.A. Keiller, B. Littlewood, D.R. Millerand A. Sofer, \Comparison of SoftwareReliability Predictions," in Dig. FTCS13 (13th Int. Symp. Fault-TolerantComput., 1983, pp.128-134.[12] J.D. Musa, A. Iannino, and K. Oku-moto, Software Reliability: Measure-ment, Prediction, Application, McGraw-Hill, New York, 1987.[13] J.D. Musa, Software Reliability Data, re-port and database available from Dataand Analysis Center for Software, RomeAir Development Center, Rome, NY.[14] M. Ohba, \Software Reliability AnalysisModels," IBM J. Res Develop, Vol. 28,No. 4, July 1984.[15] K. S. Trivedi, Probability and Statis-tics with Reliability, Queuing and Com-puter Science Applications, PrenticeHall, 1982.[16] E.J. Weyuker and P.G. Frankl, \An Ap-plicable Family of Data
ow Testing Cri-teria," IEEE Trans. Software Engineer-ing, Vol. SE-14, No. 10, Oct. 1988.
0 t

1 - p
       

0

c(t)

Figure 1. A defective coverage func-
tion: c(t) = (1� p)cc(t), where cc(t) is
non-defective
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Figure 2. Typical Coverage Func-
tions
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Figure 3. Typical Hazard Functions
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Figure 4. Mean Value Functions
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Figure 5. u-plot


