ABSTRACT

PAMBUDI, SIGIT ARYO. Modeling and Evaluation of Cyber-Physical Threats in Emerging
Interdependent Networks. (Under the direction of Wenye Wang and Xiaogang Wang.)

The proliferation of computer networking technologies have enabled many emerging paradigms
such as mobile social networking (MSN), smart grid, and Internet-of-things (IoT). In these
paradigms, the computer networks not only support, but also tightly interact with other cy-
ber (i.e., social networks) and/or physical (i.e., power and infrastructure networks) entities,
forming an interdependent cyber and physical networks. Unfortunately, the interdependence
relation in cyber-physical networks poses a major challenge in analyzing the networks’ perfor-
mance. Moreover, various man-made and natural threats may induce faults, which due to the
interdependence can spread to a larger part of the cyber-physical networks, causing a so-called
cascade-of-failures. Since billions of people will depend on cyber-physical networks, performance
degradation—especially under threat-induced cascade-of-failures—will have a profound impact
and remains as an open yet interesting problem.

In this dissertation, we aim to understand the performance of cyber-physical networks and
its robustness against man-made and natural faults. Because it is not practical to provide a
unified framework for all types of cyber-physical networks, which have their own features and
objectives, we adopt a systematic, step-by-step approach to model and evaluate the networks’
performance and robustness. Specifically, we focus on four emerging paradigms: D2D-based
10T, IoT-applied dynamic spectrum access (DSA) network, D2D-based MSN, and smart grid.

In particular, we first consider the intra-network interdependence in the communication
network by studying the delay of reaching a point-of-access in D2D-based IoT applications. We
propose a packet mobility model to capture the progress of data packets toward the point-of-
access, which is used to derive the upper and lower bounds of access delay. Then, we propose
a packet shedding scheme that reduces the total transmit power while guaranteeing that pack-
ets can be delivered within a pre-determined access delay. Second, we study how to quickly
establish a common control channel between a pair of DSA nodes with limited channel hop-
ping capability. We introduce graph-based channel hopping schemes with quick rendezvous and
show that the proposed schemes achieve satisfactory rendezvous rate under an indoor mobile
environment. In addition, we consider the inter-network interdependence between the cyber
and physical networks by analyzing the impact of initial node dropouts to the network-wide
and end-users’ resilience of D2D-based MSNs. Finally, we characterize the spatial and temporal
impacts of edge disconnections in generic cyber-physical networks. The works in this disserta-
tion not only expand our knowledge on the performance of cyber-physical networks, but also

provide instrumental guidelines to the design of robust interdependent networks.
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Chapter 1

Introduction

1.1 Motivation

The everlasting development of computer networking technologies and their adoption into daily
activities have brought tremendous changes to people’s lives. For example, 4G cellular standard,
which has gained billions of subscribers world-wide, provides not only phone call and text
messaging services but also high-speed mobile data access for web surfing, video conference,
navigation, gaming, and virtual reality. On the other hand, WiFi standard have become more
flexible and versatile, providing ubiquitous and high-speed wireless access to the Internet. More
recently, ad-hoc wireless networking standards such as Bluetooth peer-to-peer, WiFi Direct, and
device-to-device (D2D) [9, 55, 150] have provided a low-cost, low-power means for exchanging
data in areas without cellular nor WiFi coverage. Such an ever-expanding versatility provided
by modern computer networks has further enabled many emerging networking paradigms. For
example, wireless and wire-line technologies have been deployed in smart grid [151, 28, 62, 127,
148] to help next-generation power systems fulfill the goal of Energy Internet, which features
efficient and intelligent management of both power and information flows. Moreover, the ability
of modern smart phones and tablets to form short-range wireless ad-hoc networks have been
exploited to enable D2D-based mobile social networking (MSN) services such as FireChat and
Jott [2, 37]. In a much larger scale, various networking technologies have also been used to
connect smart everyday “things” to the Internet, forming an Internet-of-Things (IoT) paradigm
[22, 8, 10]. These emerging paradigms have brought a wide array of economic, educational,
political, accessibility, and health benefits to the society [12].

To provide a multitude of benefits to the society, emerging computer networking paradigms
need to bring together many different but correlated entities, which results in two types of
relations as follows. The first relation stems from the fact that the computer network itself

consists of both physical entities—such as device hardware, packet buffers, node mobility pat-



tern, and/or wired/wireless communication medium—and virtual entities—in form of packet
routing algorithm, resource sharing and contention mechanism, device operating system, and so
on—working in unison to provide networking services. To this end, the operation of one entity
depends on the function provided by others. For example, node mobility pattern may determine
which routing protocol to implement, further impacting the necessary processing power and de-
vice size, which in turn can limit the device’s mobility. Notice that the dependence between
the mobility pattern and routing protocol is reciprocal and occurs within the communication
network itself; thus we refer such a relation as an intra-network interdependence. Due to intra-
network interdependence, the properties and dynamics of even a single entity cannot be studied
in a straightforward manner. As a result, the analysis of emerging networks’ performance, which
consists of the properties of multiple entities, becomes non-trivial.

In emerging networking paradigms, the computer network typically needs to interact with
other cyber and/or physical infrastructure networks, forming a so-called cyber-physical net-
works. For example, wired and/or wireless networks may interact with a physical power dis-
tribution network in smart grid, while the wireless network needs to support MSN service as
the cyber network in a D2D-based MSN. In the former smart grid example, the nodes in the
computer network depends on the electricity supplied by the power grid, while smart power
nodes require the control information from the computer network. This results in the second
type of network relationship: inter-network interdependence.

Inter-network and intra-network interdependencies become an important primitive espe-
cially when the emerging cyber-physical networks are vulnerable to man-made and natural
disasters. For example, in D2D-based networking services, the open nature of D2D wirelss
channels enables malicious adversaries to launch spoofing attack to steal data, spread malicious
software (malware), or bypass security [161, 167] and/or initiate jamming attack to prevent
legitimate users from accessing network resources [103, 161, 132]. On the other hand, natural
phenomena like hurricane and thunderstorm can topple down trees onto active transmission
lines in smart grid, hindering electricity delivery to the customers [160, 138, 28]. In the pres-
ence of interdependence, an initial fault at the first network (i.e., an electrical line failure in
the power grid) may trigger failures at the second network (e.g. a control node disconnection
in the communication network), which further induces additional breakdowns to the first net-
work. This vicious cycle may repeat itself over time, leading to a so-called cascade of failures
[150, 38, 114, 84]. As a result, a small initial threat in interdependent networks may develop
into large-scale failures that will diminish the networks’ availability. Without availability, the
cyber-physical networks are just a collection of separated nodes without being able to provide
networking service.

In order to achieve efficient and reliable networking, it is important to address the problem

of understanding emerging cyber-physical networks’ performance and robustness under threats.



However, such a knowledge is still largely missing in the literature. Therefore, in this disserta-
tion, we are committed to study the performance of emerging cyber-physical systems as well as
their robustness under man-made and natural threats.

Before studying the performance and robustness of emerging cyber-physical networks, we
notice that different applications and services demand inherently distinct features and objec-
tives. For example, service-based paradigms such as smart grid are designed to provide utility
and resources to as many users as possible. In contrast, other paradigms such as IoT for disas-
ter recovery are time-critical and designed to successfully deliver information messages within
a tight deadline. These examples indicate that using a single, unified framework to measure the
performance and robustness of cyber-physical networks is impractical. As a result, we apply
a systematic, step-by-step approach for identifying, modeling, and evaluating the performance
metrics and robustness criteria for emerging cyber-physical networks.

We start our study by excluding the inter-network interdependence and considering the
simplest form of emerging cyber-physical networks: a mobile network with intra-network inter-
dependence. Specifically, we consider and IoT paradigm, which is predicted to gain popularity
very rapidly and have up to 16 billion devices by 2021 [8]. IoT paradigm hinges upon three
main layers [78]: (i) hardware, made up of sensors, actuators, and embedded communication
modules, (ii) middleware, i.e., on-demand storage and computing tools for data analysis, and
(iii) presentation, consisting novel visual and interpretation tools. The seamless operation of
these three layers relies heavily in the critical first stage, in which sensing data obtained by the
“things” must be delivered to and aggregated at the middleware in forms of cloudlets [63]. Un-
fortunately, most cloudlet-based IoT studies assume that the network area is sufficiently covered
by the cloudlets and the device-to-cloudlet links (i.e., the first stage) are stable [122, 63], which
simply does not hold in challenging environments such as wide-area networks. In a challenging
networking environment, IoT devices are mobile and highly power constrained, the cloudlets
are sparsely-located, and/or hilly terrain limits the wireless signal’s range [22, 78, 112, 86]. In
these environments, every “thing” periodically senses their surrounding, encapsulates the sens-
ing data into a packet ¢, and then sends the packet to its neighbors. These neighboring nodes
can further store € to their internal buffers, carry it as they move in the network, forward € to
any nearby nodes, and then repeat this store-carry-forward (SCF) process [174] until € can be
delivered to a cloudlet. Unlike the existing SCF solutions, IoT application differs in the sense
that the destination cloudlet is fixed, instead of mobile as in mobile ad-hoc networks (MANETS)
[67, 72], and the supported application—such as search and rescue in disaster recovery—is time
critical, instead of delay-tolerant [91, 73]. Motivated by the lack of suitable studies, we ask,
“What is the cloudlet access delay for IoT-based applications in challenging environment, and
how to support time-critical applications while minimizing power consumption?”

Upon studying IoT-based networks, we notice that their vast amount of nodes will require a



more efficient way of accessing the wireless spectrum. To this end, software-defined radio (SDR)
technology enables IoT nodes to intelligently adjust their carrier frequency and efficiently access
unoccupied wireless channels, which results in a so-called dynamic spectrum access (DSA)
paradigm [173]. In DSA networks, one of the most challenging problem is for a pair of nodes
to rendezvous [165], that is, to hop to a common channel for initiating a common control
channel establishment process. Many researchers have attempted to achieve fast rendezvous
by letting DSA nodes to perform channel hopping (CH) according to orthogonal sequences
[165, 159, 31, 45, 166, 24]. However, the existing studies simply neglect the fact that practical
DSA nodes have limited CH capability, which can be attributed due to their bounded channel
switching time and restricted channel sensing capability. For example, modern Ettus E310
USRP SDR only has a digital bandwidth of 56 MHz [26] and hopping to an arbitrary channel
spaced more than 56 MHz apart from the existing channel requires more than 30ms of switching
time, which is way beyond the required 10ms CH interval [65]. Motivated by the lack of suitable
schemes, we ask, “How to design a CH scheme with fast rendezvous for DSA nodes with limited
CH capability?”

As the next step of our study, we consider emerging cyber-physical networks, but with inter-
network interdependence. Recently, a new paradigm called D2D-based MSN that uses wireless
mesh networking technologies such as Bluetooth peer-to-peer and WiFi Direct to provide MSN
service to proximate smart phone users has been proposed commercially [2, 37]. In terms of
its core functionality, D2D-based MSN consists of two different networks: a physical computer
network in form of mobile devices and D2D wireless links among them, and a virtual social
network (MSN) that captures the friendship between users. The social links (friendships) pro-
vide the possible endpoints of social contents, which are sent as packets using multi-hop D2D
communications. A social user cannot exchange social contents with his/her friends without
having its mobile device connected to the communication network, while a user who cannot
find any friend will deactivate its mobile device and be dropped out from the communication
network. As a result, D2D-based MSN can be viewed as a collection of cyber-physical networks
with inter-network interdependence. Unfortunately, the open and shared nature of the wire-
less medium exposes the physical nodes to proximity-based malware infection, while the social
users that become inactive may decide to abandon and be dropped out of the MSN. Due to the
inter-network interdependence, a small dropout can develop into a system-wide disconnections
and unavailability. Without availability, D2D-based MSN cannot be used to disseminate infor-
mation, which may range from paid advertisements to disaster alerts [3]. Although there are
studies regarding whether a network-wide cascade-of-failures occur in interdependent networks
[38, 85], little has been known regarding how many nodes remain functional after a cascade.
Moreover, existing researches have not considered the impact of cascades to the users’ quality-

of-experience. Hence we are interested in addressing both problems by analyzing the spatial



and temporal impacts of dropout-induced contractions in D2D-based MSN.

In addition to initial node dropouts, cyber-physical networks with inter-network interde-
pendence may also be susceptible to edge disconnections. For example, edges in smart grid are
installed as overhead power lines that are exposed to the elements and easily toppled down
by disasters like tornadoes and hurricanes. On the other hand, a pair of wireless devices in
D2D-based MSN may be obstructed by many objects in-between that cause severe attenua-
tion and intermittent link disconnections [153]. Although several scientists have attempted to
study the impacts of edge disconnections to network connectivity in stand-alone power grid
[160, 172], the impact of edge disconnections in cyber-physical networks with interdependence
is still an open problem. Therefore, this open problem motivates us to evaluate the impact of
edge disconnections in interdependent cyber-physical networks.

In summary, our systematic, step-by-step study regarding intra-network and inter-network
interdependence in cyber-physical networks not only expands our knowledge on the performance
of cyber-physical networks, but also provides instrumental guidelines to the design of robust

interdependent networks.

1.2 Research Problems and Contribution

Given the four open research problems identified above, we next elaborate on how we investigate

these individual problems and also highlight our contributions in this dissertation.

1.2.1 Fast and Efficient Access of Cloudlet for IoT-Based Applications in

Hostile Environments

To measure the amount of time to access a cloudlet, we follow the progress of packets’ location in
relation to the destination cloudlet, which is captured by a novel packet mobility model. Then,
we divide the packet mobility into three generic regimes: supermartingale, submartingale, and
martingale regimes. These three regimes represent the cases where the packets’s distance-to-
destination tends to decrease, increase, and stay constant, which are similar to the gambling
game scenarios in which the expected gambler’s asset decreases, increases, and remains constant
over time, respectively. Thus, we develop a gambling game-based model to theoretically analyze
the bounds and scaling order of access delay for all the three aforementioned packet mobility
regimes. Furthermore, to take into account IoT-based applications with strict delay requirement,
we introduce and derive the bounds of successful access rate to quantify the likelihood that a
packet can be delivered within a pre-specified access delay constraint. Finally, we design a packet
shedding scheme to deliver packets within the access delay constraint while also conserving the

total transmission power. Our contributions can be summarized as follows.



e We propose a packet mobility model to capture the packet’s delivery progress towards the

destination cloudlet.

e We analyze the upper and lower bounds of the access delay and successful access rate

metrics to show that supermartingale packet mobility achieves the best delay performance.

e We introduce a packet shedding scheme that fulfills an access delay constraint while

minimizing energy consumption, which is suitable for time-critical, low-power IoT devices.

1.2.2 Fast Rendezvous for Spectrum-Agile IoT Devices with Limited Chan-
nel Hopping Capability

To facilitate pairwise rendezvous between DSA nodes via channel hopping (CH), we consider
the nodes’ channel switching time and spectrum sensing capacity limits and capture them
into the so-called spectrum slice graphs. For each DSA node, a spectrum slice graph describes
the set of available channels for the next hop, given the currently-visited channel. Then, the
channel hopping is viewed as a random walk over the spectrum graphs. To achieve a fast
rendezvous, we define a maximum expected time-to-rendezvous (MTTR) metric and formulate
an MTTR minimization problem to assign the optimal transition probabilities of the walks
corresponding to the CH process. The transition probabilities are assigned for two different
network cases, where DSA nodes have and do not have distinct pre-determined roles, which
result in role-based (R-RCH) and symmetric random CH (S-RCH) schemes, respectively. We
show how to leverage partial-band Nyquist sensing (PBNS) to enable rendezvous not only on
the same channel but also on adjacent ones, to achieve an even faster rendezvous. Finally, we
evaluate the rendezvous delay of the PBNS-assisted R-RCH and S-RCH schemes using real-
world indoor mobile network traces [130] and show that they can achieve satisfactory rendezvous

performance. The contributions are summarized as follows.

e We propose spectrum slice graphs to take into account how the limits on frequency switch-

ing time and spectrum sensing capacity may affect the CH process.

e We designed PBNS-assisted R-RCH and S-RCH schemes that achieve fast rendezvous
while taking into account the CH capability limits described by the spectrum slice graphs.

e We show that the proposed schemes achieve satisfactory rendezvous success rate even

under a mobile environment.



1.2.3 Impacts of Dropout-Induced Contractions in D2D-Based Mobile Social
Networks

To analyze the impacts of node dropouts in D2D-based MSN, we start by proposing a prob-
abilistic model to highlight the difference between communication and social-based dropouts
as the root causes of the network contraction process. Specifically, we introduce («, 3,¢) and
(o, B, ¢)-systems to model D2D-based MSNs with

1. Social-to-communication ratio «,

2. Nodes to be dropped out with likelihood proportional to the number of their neighbors

raised to an exponent [, and

3. Social or communication-based dropouts with symbols ¢ and ¢, respectively.
Then, we employ percolation theory [38]—which describes the behavior of connected clusters in
a graph after the removal of edges and nodes—to model the temporal progress of the contraction
process. To quantify the network-wide impact of initial dropouts, we define a minimum utility
ratio metric, which is the portion of functional nodes at the end of a contraction process, and
then analyze its scaling order with respect to various network parameters. Furthermore, as a
user-centric QoE measure, we propose a node resilience to quantify the likelihood that a user
can enjoy a stable network connection during its ongoing social networking session. We derive
the bounds of node resilience as well as its scaling order. These analytical results are verified
numerically using real-world [15] and synthetic D2D-based MSN traces, which further highlight
their usefulness towards the design of countermeasure schemes for alleviating the extent of a

dropout-induced contraction process. Our contributions are outlined as follows.

e By using user activity traces of Facebook users, we found that highly-connected social
nodes are dropped out more often (i.e., has an exponent 5 < 0) in («, 3, ¢)-system. Other-
wise, node dropouts can be random or targeted towards highly-connected communication
nodes (i.e., 5> 0) in (v, 3, ¢)-system.

e Based on the scaling order analysis, we propose a MinUtil that enhances the minimum
utility ratio by rejecting and admitting new users when the initial dropouts are severe

and mild, respectively.
e We show that the node resilience metric can be increased by suppressing the number of
initial dropouts and adding more nodes to the D2D-based MSN.
1.2.4 Characterization of Edge-Induced Cascade-of-Failures in Cyber-Physical
Networks

To study the impact of edge breakdown-induced cascade-of-failures in interdependent cyber-

physical networks, we present an analytical framework to model how edge fault-induced cascade-



of-failures progresses. In particular, we consider two types of faults: when physical edges are
disconnected (i.e., Type-1) and when both edges and cyber nodes break down (i.e., Type-2).
Initial faults, which occur at time ¢t = 0, cause nodes in the physical domain to fail. We model the
set of non-failure physical nodes that remain functional as a time-decreasing process {P; : t > 0}.
Each physical node excluded from {P; : t > 0} triggers another process in the cyber domain
that will eventually be acted back upon the physical domain, thus causing a cascade-of-failures.
We characterize the influence of the cascade by measuring the fraction of physical nodes that
remain functional eventually after the cascade-of-failures, which is referred as node yield. Then,
we use mathematical analysis and numerical evaluation to understand how the node yield is
affected by the cyber-physical networks’ structure and the amount of edges initially at fault.
Further, we define and analyze the critical disconnection ratio, which quantifies the smallest
fraction of edge disconnections that leads to a complete failure and measures the cyber-physical
networks’ robustness against disconnections. Finally, we analyze the scaling order of cascade
length that quantifies the amount of available time until a cascade-of-failures reaches all the

failed nodes. Our contributions are three-fold.

e We find that the node yield under Type-1 fault is higher than than under Type-2 fault,
which indicates guarding against edge disconnections is less important than protecting

nodes against initial breakdowns.

e We show that a higher critical disconnection ratio can be achieved by increasing the

number of physical edges and guarding cyber nodes against initial breakdowns.

e We found that, unlike the monotonically-decreasing node yield, cascade length is an
increasing-then-decreasing function of the amount of disconnected edges. The maximum

cascade length is achieved at the critical disconnection ratio.

1.3 OQOutline and Organization

The rest of this dissertation is organized as follows. Chapter 2 presents how to quickly and effi-
ciently access a cloudlet in IoT-based applications. Chapter 3 presents to achieve fast rendezvous
between DSA nodes with limited channel hopping capability. Chapter 4 presents our research
results on the modeling and evaluation of how dropout-induced network contractions impact
the connectivity of D2D-based MSNs. Chapter 5 investigates the evolution of cascading failures
triggered by edge disconnections in cyber-physical networks. Finally, Chapter 6 concludes our

research results and discusses the possible future directions.



Chapter 2

Fast and Efficient Access of Cloudlet
for IoT-Based Applications in

Hostile Environments

2.1 Background and Motivation

The rapid proliferation of smart everyday objects, (i.e., things)—such as smart phones, wear-
ables, sensors, and radio frequency identification (RFID) tags—have provided enormous assets
for harvesting a massive amount of information around us [7]. These smart objects are equipped
with the ability to communicate and form networks with each other—made possible by recent
advancements in short-range low-power device-to-device (D2D) technologies [9]—which enables
the harvested information to be collected, stored, processed, and presented in a seamless, effi-
cient, and easily-presentable way. Such a new paradigm of collecting, processing, and presenting
data, widely-known as the Internet-of-things (IoT), has attracted many new applications in the
context of home automation, e-healthcare, smart energy system, and smart cities [78]. It is
predicted that among the 28 billion connected devices world-wide in 2021, nearly 16 billion will
be IoT objects [8], contributing to $11 trillion of yearly economic impact by 2025 [10].

IoT paradigm hinges upon three main layers [78] (see Fig. 2.1): (i) hardware, made up of
sensors, actuators, and embedded communication modules, (ii) middleware, i.e., on-demand
storage and computing tools for data analysis, and (iii) presentation, consisting novel visual
and interpretation tools. The seamless operation of these three layers relies on the critical first
stage, in which sensing data obtained by the “things” must be delivered to and aggregated
at the middleware in forms of cloudlets [63]. Here, a cloudlet acts as a proxy of a centralized
processing algorithm residing on a remote cloud and is installed on a wireless network gateway

(i.e., access point) near the “things.” Unfortunately, most cloudlet-based IoT studies assume
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Figure 2.1: Packet delivery in IoT networks under hostile environments.

that the network area is sufficiently covered by the cloudlets and the device-to-cloudlet links
(i.e., the first stage) are stable [63], which simply does not hold in challenging environments
such as disaster areas.

Consider an area after a 9.1-Richter magnitude earthquake. To build an up-to-date post-
disaster map, first responders turn on GigaPan sensing [66], which takes as input the close-
up pictures of disaster scenes uploaded by local residents using off-the-shelf mobile phones.
These mobile phones, whose cellular and WiFi connections had gone out-of-service due to
infrastructure damage, can send the pictures to neighboring devices, which then forward the
images to a cloudlet using multi-hop communication. At the cloudlet, the received pictures are
stitched together to build high-fidelity panoramic images. As new maps of the disaster area are
constructed from the images, rescue efforts speed up and become more effective [157].

In a disaster area, IoT devices are highly power constrained, the cloudlets are sparsely-
located, and hilly terrain limits the wireless signal’s range [78, 112]. Despite the power, coverage,
and shadowing limitations, challenging environments are envisioned to host important applica-
tions such as search-and-rescue mission. To support these missions, every “thing” periodically
senses their surrounding, encapsulates the sensing data into a packet €, and then sends the
packet to its neighbors. These neighboring nodes can further store € to their internal buffers,
carry it as they move in the network, forward e to any nearby nodes, and then repeat this store-
carry-forward (SCF) process [174] until € can be delivered to a cloudlet. As a result, packet
delivery for cloudlet-based IoT in challenging environments shares several resemblances with

existing techniques that use (i) multi-hop communication, similar to mobile ad-hoc networks
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(MANETS) [67], and (ii) SCF, as in delay-tolerant networks (DTNs) [91].

There have been extensive studies that examine the packet delivery performance of MANET
and DTN in terms of delay [174, 76, 119], which by large can be explained by the generic model
depicted in Fig. 2.1. For instance, let a mobile node «; generates a unicast packet € at time g,
with a target destination client of a3. Node ay then carries € while being mobile and, at time
t1, forwards the packet to a nearby as-node at location As. This one-hop delay from ¢y to tq
is called the inter-meeting time [119, 76, 174]. To proceed, packet € is stored at and carried by
ag until it can be sent to the target destination ag located at As. The time from when € is
generated until it is delivered to as, i.e., (to — tg), is called the end-to-end delay and has been
considered as one of the main quality-of-service metrics in MANET and DTN studies [174].

Unlike MANET/DTN with end-to-end delay metric described above, cloudlet-based IoT
in challenging environments have several fundamental differences. Firstly, the data collected
by “things” (a-nodes) must be uploaded to a cloudlet for pre-processing. As a result, the
SCF process must continue until packet e can reach a cloudlet, i.e., the as-node in Fig. 2.1
can eventually deliver € to 83 via carry-and-forwarding. Thus, we are more concerned about
the cloudlet access delay (CAD), i.e., (t3 — tg).! Secondly, there are multiple cloudlets in the
network and packet € is considered to be delivered if it can reach any of the cloudlets, because
each cloudlet is a proxy of the central Cloud and can locally process the sensed data. Instead
of associating packet e generated at A; with the nearest 1-node (see Fig. 2.1), the packet
€ can reach another f3-node faster and should be associated with this cloudlet. Thirdly, the
applications supported by cloudlet-based IoT, such as public services for search-and-rescue [66,
78], are time-critical and non-delay-tolerant. In these applications, the information embedded in
packet e must reach the cloudlet within a certain delay bound and otherwise will be useless. Due
to the aforementioned fundamental differences, existing studies regarding the end-to-end packet
delivery delay with pre-determined source and destination nodes for delay-tolerant networks
[174, 76, 119] cannot be applied directly to our cloudlet-based IoT in hostile environments.

In addition to supporting time-critical applications, IoT networks need to conserve power
consumption thanks to the capacity limits of energy storage device carried by the “things” [78].
Achieving the former time-critical goal, which is equivalent to minimizing delay, can be achieved
via a more complicated routing scheme (i.e., by increasing path redundancy via multiple packet
copies [91]), but contradicts the latter power conservation goal. Thus, two important questions
remain wide-open: “What is the CAD of the cloudlet-based IoT in challenging environment,
and how to support time-critical applications while minimizing power consumption?”

To address the questions above, we start by reviewing the existing literature in Section 2.2.

Notice that the end-to-end delay is much larger than the cloudlet-to-cloud delay via wired internet or pro-
prietary network [91], while the mobile-to-cloudlet delay (CAD) has the same order as the end-to-end delay.
Thus, instead of focusing on the overall mobile-to-cloudlet-to-cloud delay, we are more interested on analyzing
the CAD.
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Then, we propose a packet mobility model to capture the trajectory of packet €’s movement
over time in Section 2.3. In Section 2.4, we outline the similarities of the packet mobility to a
gambling game, and accordingly show that the packet mobility for cloudlet-based IoT can be
divided into three cases: each exhibiting either supermartingale, martingale, or submartingale-
like properties. In Section 2.5 we mathematically derive the bounds as well as the scaling order of
the expected CAD for the three packet mobility cases. Based on the theoretical packet mobility
formulation, we design a packet shedding scheme for minimizing the average per-message power
consumption in Section 2.6. Finally, we conclude in Section 3.6 and defer all major proofs to

the Appendices.

2.2 Related Works

After outlining the motivation behind studying CAD, we state the key differences between our
access delay study to the existing results in the literature.

Delay has been considered as a major performance measure for wireless systems, especially
intermittently-connected mobile networks [174]. As an initial effort towards analyzing delay,
early studies have examined the inter-meeting time [76, 77]. To this end, many researchers
simply assume exponentially-distributed inter-meeting times [77], which is corroborated by
numerical simulations [76] based on random waypoint (RWP) node mobility [42]. However,
newer results via real mobility traces indicate that the tail behavior of the inter-meeting time
is close to a power law [44], instead of exponential.

As suggested by Fig. 2.1, the inter-meeting time is equivalent to the one-hop delay, that
is, the time until a packet sent by a source node can be delivered to a destination node when
multi-hop routing is employed. As a result, the inter-meeting time has been widely used as a
building block for analyzing the end-to-end delay in fully-distributed DTNs without infrastruc-
ture support. For example, Markov chains [76] and ordinary differential equations [174] have
been applied to analyze the end-to-end delay with respect to an independently- and identically-
distributed (i.i.d.) inter-meeting time for networks employing epidemic routing. Moreover, under
a more generalized heterogeneous inter-meeting time, the delay of broadcasting a packet to all
the nodes in MANETSs employing epidemic routing has also been analyzed using Markovian
models [119].

In view of end-to-end delay, however, the endpoints of a packet are mobile nodes [140, 120].
Hence, end-to-end delay is more suitable for evaluating peer-to-peer (mobile-to-mobile) applica-
tions such as file transfer and instant messaging [2, 121]. A more modern and common paradigm
of wireless applications, however, follows a client-server paradigm where mobile nodes as clients
connect to a server-hosted service to access media-rich resources [98]. For example, collecting

data from sensors in the ocean [136], other than building a post-disaster map by stitching pic-
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tures snapped by respondents [66], are some of the services with a client-server paradigm. Since
these services are typically hosted on servers interconnected to the infrastructure nodes through
low-latency interconnections, we are more interested in studying the mobile-to-infrastructure
delay, instead of the end-to-end delay.

In this chapter, we analyze the mobile-to-infrastructure delay of cloudlet-based IoT appli-
cations in challenging environments, which we refer as the cloudlet access delay (CAD). Our
analysis in Section 2.5 takes into account the initial packet-to-cloudlet distance for deriving the
bounds and scaling order of CAD. Thus, our results are more generic than existing access delay
analysis [83], in the sense that the existing analysis can also be obtained by averaging our CAD
results over all the possible initial packet locations (i.e., distances).

In time-critical IoT applications, the mobile a-nodes rely on their battery and/or energy-
harvesting unit and are highly power-constrained [78]. Although many energy-efficient packet
delivery schemes for wireless sensor networks have been proposed (see [113] and the references
therein), they all assume a connected network and are not suitable for IoT networks with inter-
mittent connectivity. Motivated by the lack of delivery schemes for challenging environments,
in Section 2.6.2 we propose a power-efficient prediction-based scheme that discards the pack-
ets which cannot be delivered on-time. Our objective is similar to that of an energy-efficient
probabilistic routing proposed in [101].

The existing probabilistic scheme, however, considers either two-hop or epidemic routings—
which either induces long delay or large overhead, while the proposed packet shedding scheme
uses geographic-based heuristic routing [21, 99] that is less complex than epidemic routing while
also having a delay performance better than two-hop routing. Moreover, the proposed packet

shedding can be extended to accommodate generic routing schemes.

2.3 Models and Problem Formulation

In this section, we outline the network model under hostile environments, and then present
a packet mobility model to capture the movements of data packets from IoT devices to the

cloudlets. Then, we state our main objectives.

2.3.1 Network and Communication Models

We consider a set A = {ay, ..., an_1} of n mobile a-nodes representing the “things” (i.e., smart
IoT devices) located within a rectangular network area of N' = [0, L]?. Each a-node is aware of
its own location, either via GPS reading or low-power inertial navigation system [99]. Moreover,
the ToT devices (a-nodes) are not connected to stable power sources and need to conserve their

energy usage by limiting transmit power. Accordingly, two a-nodes can communicate and are
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Figure 2.2: Packet carriage and forwarding in a D2D-Cloudlet.

said to be in contact if they are within a small transmission range r of each other.

In an IoT paradigm, the a-nodes periodically harvest data from its surroundings (e.g., in
form of crowd-sourced pictures in GigaPan [66]). The collected data are encapsulated as a
packet € and then sent to wireless edge gateways that are connected to a remote cloud via
bakchaul in forms of proprietary links or internet connectivity. Unfortunately, the backhaul can
be overloaded, i.e., when many users try to access Internet through the gateway simultaneously,
and even become fragile due to infrastructure collapse [129]. In this hostile network setting,
the concept of mobile edge computing [115] that leverages cloudlets—proxies of the real cloud
that are capable of pre-processing the collected data locally—can be used to alleviate the
backhaul fragility and overload [128]. The cloudlets are installed as a middleware on portable
edge computing platforms [63], denoted here as S-nodes, which also act as wireless gateways
that replace the damaged WiF1i access points and LTE base stations. We assume these -nodes
are uniformly-located, dividing the wireless network area N into [ x [ cells, where [ < L.

We further assume that the S-nodes adopt the same transmission range r as the a-nodes,
and r is much smaller than the cells’ side length [. As a result, an end-to-end connected path
to deliver packet € to any of the S-node may not exist at any time. However, as the a-nodes
are moving, they can come into contact with other nodes that eventually reach a S-node. To
leverage this mobility-induced opportunity to incrementally deliver packet e, we employ the
following approach. Let the network lifetime be represented as a collection of discrete non-
negative time slots 7 and 1,, (t) indicates whether oy, carries packet € at time ¢ € 7. Consider
an event-driven process, as exemplified in Fig. 2.2a, where € is generated by and stored in g at
time ¢ = 0. Initially, 1,,(0) = 1 while the other entries are equal to zeroes. In the next time slot,

t = 1, the packet is carried by the mobile node into a new location, which is indicated as the
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center point of node g in Fig. 2.2b. At this time slot (and also the subsequent ones), the set of
packet-carrying nodes {ay, : 14, (1) = 1} does not assume any particular packet routing scheme.
However, when packet € is routed in an epidemic fashion [145], it becomes forwarded to all the
contacts of ap, which results in 1,,(1) = 1 for £ € {0,1,...,4}. Such a store-carry-forward
(SCF) process [174] is repeated until packet e is located within the transmission range r of a
(B-node.

2.3.2 Definition of Packet Mobility

To deliver packet € to a -node, the most challenging issue is that the packet can travel through
multiple paths with different directions and speed, since both the node mobility and forwarding
schemes jointly contribute to the journey of a packet. While algorithms for delivering e can be
implemented in various ways [145, 139, 67, 77], how to characterize the travel distance, speed,
and corresponding delivery time of a packet still does not have an obvious answer. Therefore,
we propose a packet mobility model, which results from client mobility as well as carry-and-

forwarding, as follows.

Definition 1. Let X (t) := {Xa, (t) : 1a,(t) = 1} be the locations of the packet-carrying
a-nodes at time t € T. Then, packet mobility is defined as a collection {Xc(t) : t € T}.

Let X EES R? be the location of the S-node closest to the packet, and denote a distance-to-

destination metric as

—

L(t):==  min || X, (t) — X5, (2.1)
Koy (EX ()
where ||-|| denotes the Euclidean distance. Then, by comparing the distance-to-destination be-

tween adjacent time steps, we obtain a simplified, one-dimensional metric for tracking the packet

delivery progress as follows.

Definition 2. Packet propagation speed at time t € T is defined as the distance-to-destination’s

mcrement between two subsequent time slots, that is,
v := Le(t) — Le(t — 1). (2.2)

The relation between packet mobility {Xe(t)}, distance L¢(t), and packet propagation speed
v; on a network employing single-copy routing? [77] is illustrated in Fig. 2.3.

In Fig. 2.3, due to the mobile edge computing paradigm (see Section 2.3.1), the network is
divided into I x [ cell areas, each of them covered by a cloudlet S-node located at the center

of the cell. In some circumstances, packet ¢ may be (i) carried by an a-node across the cell

2We say that a routing scheme is single copy if |)_§ie(t)| =1 for all t € T. A routing is multi-copy if Vi €
T,1Xe(t)] > 1.
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Figure 2.3: Packet mobility {Xe(t)}, distance-to-destination L(t), propagation speed vy, and
boundary effect.

boundary or (ii) forwarded to another a-node in an adjacent cell and eventually be delivered to
a (-node in this cell. Notice that every -node is a cloudlet that can process e locally [128], and
the processing result from the adjacent S-node can be shared with the original S-node on the
left (and vice versa) via the remote cloud. Hence, the exact recipient -node is not important,
and the packet is considered to be delivered upon reaching any of the S-nodes. Moreover, the
packet’s trajectory across the boundary can be mapped back into its original cell, which is
taken into account by boundary reflection mapping (see the dotted arrows in Fig. 2.3). In this
chapter, we refer the impacts of boundary reflection to the packet mobility and its metrics (i.e.,
L (t) and v;) as a boundary effect. We will show in Section 2.5.2 that boundary effect can help

accelerate packet delivery to a cloudlet.

2.3.3 Problem Formulation

In cloudlet-based IoT applications under challenging environments, i.e., disaster areas, the
sensed data generated by smart devices in forms of a packet € must be delivered to the cloudlet

B-node in a timely manner. The time to deliver packet € is rigorously defined as follows.

Definition 3. Cloudlet access delay (CAD) is the time duration from the moment a packet €

1s generated at time t = 0 until it reaches at least one B-node, denoted as

. t
Tocap = t1é17f_{t : Le(0) 4+ Zk:l v < T’} . (2.3)

Unlike the conventional end-to-end delay [174], T ap measures the mobile-to-cloudlet delay

in IoT-based applications (see Fig. 2.1). We are not concerned about the inverse direction since
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in IoT the information processed at cloudlets are presented by the cloud to other entities [78],
not the “things” (mobile devices).

To support emergency IoT applications in disaster areas, the CAD must satisfy a certain
delay requirement of 7 > 1 time steps. For example, first responders need to reach an emergency
location within 5 minutes to save a victim’s life after he/she requested 911 assistance [88], which
can be integrated into future IoT-based services. In this case, the user-generated emergency
request packet must be delivered in much less than 7 = 300, for time steps with one second
resolution, in order to rescue the victim’s life.

In addition to strict delay requirement, cloudlet-based IoT applications in challenging envi-
ronments have stringent power constraint [78] that is mainly limited by the capacity of batteries
powering the mobile a-devices. Since a-devices’ access to stable electricity source is highly re-
stricted, power becomes a vital resource that should be managed carefully.

In terms of the o devices’ power consumption, a significant amount may be attributed to
wireless transmissions for delivering packets [80]. Suppose a packet € is generated at time ¢ = 0.
Depending on the employed routing scheme, there can be multiple copies of € and each copy may
or may not be forwarded to another node at any particular time. Let P (¢, j) > 0 be the transmit
power consumed when the 5 copy of € is forwarded at time ¢ € T from a packet-carrying oy, -
node to (i) another ay,-node or (ii) a f-node. Otherwise, P¢(t,j) = 0 if € is not forwarded but
carried. Recall that there are |X (t)| copies of € at time ¢. Let packet € be delivered at time
Tcoap- We assume that once a copy of € is delivered, the S-node sends a broadcast message so
that any packet-carrying a-node drops ¢ immediately. Then, the per-message transmit power

consumption can be given as
AD [Xe(B)]

1 =1

S

o~
Il

With Toap and P, at hand, we are ready to state our main research question: “How large is
the CAD (Tcap) for IoT-based networks in challenging environment? How to satisfy the delay
constraint T while also minimizing the per-message power drow P, ?” We will first characterize
the CAD in Sections 2.4-2.5, and proceed to optimize P, in Section 2.6.

2.4 Packet Mobility Modeling and Analysis

Before analyzing the CAD, we model the packet mobility as a gambling game, which exhibits
either supermartingale, martingale, or submartingale-like properties. These properties will be

used as a foundation to analyze the bounds and scaling laws of CAD in Section 2.5.
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2.4.1 A Gambling Game Perspective on Packet Mobility

In a cloudlet-based IoT application, a packet € is generated at a mobile a-node with an initial
distance L((0) from a cloudlet S-node. Due to the SCF procedure, € travels according to a
packet mobility {Xe(t) :t € T}, until it is located within the range 7 of a cloudlet. Upon taking

a closer look at such a packet delivery progress, we observe the following properties.

1. The process {X.(t)} has one eventual outcome: the SCF procedure wins. Specif-
ically, the SCF can bring € close enough to the 5 node, in that the distance-to-destination
L(t) becomes less than a threshold r.

2. In order to win, the SCF procedure needs to cumulatively gather reward in form
of L.(t). Whenever the SCF is in effect, a certain amount of packet propagation speed v,
contributes to the overall distance, that is, Lc(t) = Le(0) + Y5 _; vk

By considering the SCF as an anti-gambler (similar to a dealer in Blackjack), an imaginary
entity as a gambler, and L.(t) as as the gambler’s asset, the problem of delivering e from IoT
devices to a cloudlet becomes similar to a gambling game.

Accordingly, we construct a game of gamblers as follows. Let the gambler starts with an
asset of L¢(0), and refer the packet mobility due to the SCF process during one time slot as
a play. Let Lc(t) be the gambler’s asset, which is increased by v; during the #** play. In order
for the SCF to win and ruin the gambler’s fortune, both entities must participate in each play
until L¢(t) is less than the bankruptcy threshold r.

It has been shown that martingale, supermartingale, and submartingale theories [90]—
branches of modern probabilistic measure theory—are effective tools for solving the gambler’s
ruin problem. In order to leverage these theories, the gambler’s asset, {L(¢) : ¢ > 1}, must

satisfy the following properties.

Definition 4 (Martingale). Let a sequence of o-algebras {F;} be called a filtration if F; C Fy—1
for any t € T. Then, a process {L¢(t)} is called a martingale relative to a filtration {F:} if (i)
L(t) is Fi-measurable, (ii) E|Lc(t)] < oo for any t € T, and (iii) E(Le(t)|Fi—1) = Le(t — 1)

almost surely.

Definition 5 (Supermartingale and submartingale). A process {L(t)} is a supermartingale
relative to a filtration {F;} if (i) Le(t) is Fy-measurable, (i) ¥t € T, E|L(t)| < oo, and (iii)
E(Le(t)|Fi—1) < Le(t — 1) almost surely. Otherwise, if (i) and (ii) hold and E(Le(t)|Fi—1) >
Lc(t — 1) almost surely, then {L(t)} is a submartingale.

In the following, we show that the gambler’s asset, which corresponds to the packet mobility,

exhibits either supermartingale, martingale, or submartingale-like properties.
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2.4.2 Analysis of Packet Mobility Properties

According to Definitions 4 and 5, examining the supermartingale, martingale, and submartin-
gale properties boils down to checking three conditions as follows. The first two conditions are

easy to check.

[C1] Le(t) is Fi-measurable: Let (Q, F, P) be a probability space in that Q is a set, F is
a o-algebra, and P is a probability measure on (€2, F) [90]. Consider a natural filtration
Fi := 0(Le(0),...,L(t)), where o(L) is the smallest o-algebra containing set £ C €.
Then, it is obvious from our construction that {L.(¢)} is relative to F;—1 and L(t) is

Fi-measurable.

[C2] E|Lc(t)] < oo for all t € T: We have E|L.(t)| = F|L(0) + 22:1 vg| < E|L(0)| +
tE|vg|. Since L¢(0) is finite, it suffices to show Elvg| < co. Observe that the maximum
distance traversed by packet € at any time slot is equal to the transmission range r plus the

node velocity per time slot vppge. Since r and vypqe are both finite, E|vg| < 7+ vpode < 00.
On the other hand, verifying the third condition, as outlined below, is non-trivial.

[C3] E(Le(t)|Fit—1) versus L.(t — 1): In supermartingale, martingale, and submartingale
cases, E(Lc(t)|F;—1) must be smaller than, equal to, and larger than L.(t—1), respectively.
These criteria are non-trivial to verify due to the two following challenges. Firstly, for
generic packet mobility—consisting an arbitrary combination of node mobility and packet
routing schemes—the closed-form relation between the current distance-to-destination
L(t) to the previous one, L.(t — 1), may not be readily available. Secondly, the relation

may be non-homogeneous and varies depending on the exact value of L¢(t — 1).

To alleviate the two aforementioned challenges, we present mathematical and numerical-
based methods to check the third condition (C3) as follows.

Mathematical model for checking C3

Mathematical analysis can be used when the closed-form relation between L¢(t) and L.(t — 1)
is available. One example is when random walk (RW) node mobility [42], simply referred as T1,
and no packet routing (R1) is employed. In RW mobility (T1), each a-node selects to move to a
new location at every time slot, by randomly choosing a velocity and a direction from uniform
distributions, respectively. The following result holds when T1 is combined with R1.

Let packet € be located at a point with a distance L.(t—1) from the S-node. We can compute
the probability density function (PDF) of €’s location at the next time step, L(t), by dividing
the number of points corresponding to each L.(t) with the union of all possible future locations.
The PDF can then be weighted by L.(¢) to obtain the expected value E(Lc(t)|L¢(t—1)). Finally,
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we can verify that the submartingale property holds by showing that E(L(t)|L(t — 1)) >
Lc(t —1) for all L.(t — 1). The result is given below.

Lemma 1. A network with smart devices moving according to RW mobility (T1) and employing

direct contact routing (R1) has a submartingale packet mobility.

Proof. We want to show E(Lc(t)|Fi—1) > Le(t — 1) geometrically, which is motivated by a
similar approach to analyze the end-to-end delay in mobile ad-hoc networks [83]. Unlike the
existing approach that considers the packet’s distance to sender, however, we focus on the
distance L.(t) between the packet to the destination S-node. Moreover, we are interested in
calculating the expected packet propagation progress E(L¢(t)|Fi—1) > Le(t — 1), instead of the
end-to-end delay [83], as detailed below.

Since direct contact routing is used, the packet mobility is mainly due to the random walk
node mobility. In such a mobility model, a message-carrying «;-node moves from its previous
location X(t — 1) = {Xa,(t — 1)} to a new location by randomly choosing a speed vpoge
(meters/timeslot) and a direction 6 (radians) uniformly at random from ranges [Umin, Umax]
and [0, 27], respectively. Thus, the location of node a; at the next time slot, X(t) = { X4, (£)},
is within a ring area {c§ — c{'} where ¢§ and ¢{ are the arcs centered at X, (t — 1) with radii
79 = Umae and r1 = Unn, respectively, as depicted in Fig. 2.4. Furthermore, let Pr{y.|z.} :=
Pr{Lc(t) = ye|Le(t — 1) = x.} be the progress probability that node a; located at X, (t — 1) with
a distance-to-destination z. moves to a new location X, (t) with a distance-to-destination of .
Then,

Tetr2

B(LAOIFir) = Bt =D =) = [ ycPrlycdocdy. (25)
Te—To
As a result, comparing E(Lc(t)|Fi—1) to Le(t — 1) becomes the problem of calculating the
progress probability Pr{y|z}.
To calculate the progress probability, let cg be an arc with radius y. centered at the -
node’s location Xg. Let y(ze, ye) be the length of the intersection between the arc cg with the
ring area {c§ — c{'}, as shown in Fig. 2.4. Then, the progress probability can be re-stated as

Pr{yc|z.} = =575, where ¢ = @2 — @1, if—ye — x| <711,

7'((7"%—7“%) ’

02,1f11 < |ye — x| < 12; 2 is the angle formed by the the point ﬁe(t — 1), the center of the
cell Xg, and the outermost point of arc v(ze, ye); and ¢; is the angle formed by the two former
points and the innermost point of arc v(z,y.) after removing the area ¢(X(t — 1),71). Here,
“innermost” refers to a point of an arc closest to the line connecting the center point Xg and

X, (t — 1), while ¢(X, r) denotes a solid circle centered at X with radius .

20



Y (xe, Ve)

Figure 2.4: Geometry of a D2D-Cloudlet employing random walk node mobility and direct
contact routing.

Next, we define 7 and 65 as two new angles as depicted in Fig. 2.4 to obtain

(e + 11 % cos(01))? + (r1 x sin(601))* =92, (2.6)
Ze + 11 X cos(01) =ye X cos(pq). (2.7)

2,2 .2
Substituting (2.7) into (2.6) results into a closed-form solution ¢; = arccos %}, while a

similar solution for 9 can be acquired by substituting (-); with another subscript (-)2. Finally,
we obtain E(Lc(t)|Fi—1) > =z, after plugging ¢; and ¢y into (2.4.2) and into the progress
probability Pr{y.|z.} = %, and then solving the integral in (2.5) numerically. Such an
inequality indicates that the resulting packet mobility is submartingale-like. O

Mathematical analysis can also be used for the Infostation model [67]. In this model, a-nodes
are represented as emergency vehicles distributed over a straight road segment. If the Infostation
model is employed in conjunction with randomized routing (R2) [139], which is a single-copy
routing where the packet-carrying a-node forwards the packet to a randomly-selected neighbor

until a S-node is encountered, we obtain the following corollary.

Corollary 1. Consider a network with a-nodes distributed uniformly with homogeneous veloc-
ities on a linear road segment. Let B-nodes be equally-spaced road-side units [67]. If randomized

routing (R2) is employed, then the resulting packet mobility is martingale.

Proof. Recall that the network area is a line segment, the two-way traffic has identical velocities
Unode, and the packet e is forwarded to a randomly-picked contact. As a result, the progress

probability Pr{L¢(t) = ye|L:(t — 1) = =z} is a uniform distribution with range [x. — (r +
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Unode)s Te + (T + Unode)]. Plugging such a progress probability into (2.5) yields E(L¢(t)|Fi—1) =
Te = Le(t —1). ]

Corollary 1 and the aforementioned Lemma 1 exemplify the case when condition C3 is
determinable via mathematical modeling. When the mathematical model is hard to derive, C3

can be verified using numerical analysis, as outlined below.

Numerical analysis for checking C3

General packet mobility cases may employ multi-copy scheme such as epidemic routing (R3)
[145], in which each packet-carrying a-node copies packet € to all other nodes it encounters. As
a result, the current distance-to-destination L¢(¢) not only depends on L(t — 1) (i.e., the past
locations of packet-carrying nodes), but also on the positions of the non-carrier a-nodes. In this
case, the task of mathematically analyzing L(t) and comparing it to L.(t — 1) becomes very
challenging. Thus, instead of using mathematical analysis, we evaluate E(L.(t)|F¢—1) versus
L.(t — 1) via numerical evaluations.

To proceed, we generate a large number of network realizations to calculate the expected
packet propagation speed E(vi|Fi—1) := E(Le(t)—Le(t—1)|Fi—1). According to C3, showing that
a packet mobility is supermartingale, martingale, and submartingale is equivalent to verifying
that E(v¢Fi—1) is smaller than, equal to, or larger than zero, for all possible L(t — 1)’s.
However, this is hard to do in practice since L.(t — 1) can take any positive real value, with
infinite number of possibilities. To relax the infinite domain, we divide the [ x [ cell area into
rings R = {(ao, bo], (a1,b1], ...}, where a; > r and b; > a; are the inner and outer diameters of
the i*" ring (see Fig. 2.5a), which will serve as the “bins” for L(t — 1). At each time step, we
collect L¢(t) and Lc(t—1) to calculate vy = L¢(t) — L (t—1). By assuming that for any particular
index 7 the speeds {v; : Le(t — 1) € (ai, b;]} are independently and identically-distributed (IID),
we can leverage the law of large numbers to calculate the average packet propagation speed for

the it interval as

) = 2T Le(t)elaibi)

E(’Ut(i = )
> tet L(Le(t)e(aibi)

(2.8)

where 1) € {0, 1} indicates the occurrence of event B. The resulting E(v;(7)) is then averaged
over a large number of network realizations. It is easy to verify that as v := b; — a; goes to zero,

E(v(i)) converges to E(v¢|F;—1). Based on this asymptotic property, we present the following.

Definition 6. A packet mobility is supermartingale, martingale, or submartingale-like if Vi, E (v (7))

1s smaller than, equal to, or larger than zero.

With Definition 6 at hand, we are ready to discuss the following results.
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e Synthetic mobility traces: In addition to RW node mobility (T1), we also employ
random way-point (RWP) mobility [42], which we refer as T2. In RWP, every a-node
pauses for a time chosen randomly from range [3,8]s, picks a random destination, and
then moves there with a random velocity within [vmin, Umaz] = [1, 10] m/s. These steps
are repeated until the network lifetime ends. RWP (T2), together with RW (T1), represent

the most prevalent synthetic traces in network analysis.

To evaluate the average packet propagation speed, we divide the network area into cells
with side-length [ = 500m, which is significantly larger than the transmission range of
r = 25bm. We employ n = 100 mobile a-nodes per cell, employ time slots with 1s length,
simulate up to 8.64 x 10° slots, and generate 4 x 10* network realizations using Om-
NeT++’s Inetmanet-2.0 framework. We divide the cell area into rings R = {(a;, b;]} with
v = b — a; = 5m thickness, and plot the average speed for the i** bin, E(v:(4)), in
Fig. 2.5b. Let the overall average speed be denoted as

1 |R|-1
7= ] > E(ui(i). (2.9)
=0

Then, according to the results presented in Table 2.1, we observe the following result:
when the overall speed is © > 0 (resp., v < 0), then the corresponding speed for each
bin—Vi, E(v.(i))—in Fig. 2.5b is also larger (resp., smaller) than zero. For example, RW
with direct contact routing (T1+R1) has v > 0, indicating a submartingale-like packet
mobility that matches the analytical result in Lemma 1. When randomized routing is
used (T1+R2), ¥ decreases but is still larger than zero. On the other hand, v < 0 when
epidemic routing is used (T1+R3), indicating a supermartingale-like mobility in which
packet € tends to move closer to the cloudlet S-node.

According to Table 2.1, similar results as above can be observed when RWP (T2) is

employed. However, it is known that the a-nodes in RWP tend to move towards the

center-located -node [30], which results in a smaller expected propagation speed .

¢ Realistic mobility traces: In addition to synthetic node mobility traces (T1 and T2),
which are mainly based on simplified assumptions, we also consider measurement-based
mobility traces from real-world scenarios. Specifically, we choose the following mobile

traces to represent disaster-response scenarios in public spaces (i.e., amusement parks).

T3) ncsu/statefair [126]: Real-world GPS-based trace from 19 visitors of two North
Carolina State fair events from August 26, 2006 to April 18, 2008.

T4) ncsu/disneyworld [126]: GPS traces of 41 volunteers that visited Disney World,
Florida during Thanksgiving and Christmas holidays in 2006 and 2007, respectively.
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(a) Rings for calculating E'(v¢(1)).

Figure 2.5: Evaluation of supermartingale, martingale, and submartingale-like packet mobility
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(b) Result for random walk mobility.

properties.
Table 2.1: Expected propagation speed v of synthetic traces.
Node Routing Packet Mobility
Mobility Scheme o[m/s] Region
Random Direct contact (R1) 0.10266 Submartingale
Walk (T1) | Randomized (R2) 0.08675
Epidemic (R3) -0.04357 Supermartingale
Random Direct contact (R1) 0.09345 Submartingale
Waypoint Randomized (R2) 0.08892
(T2) Epidemic (R3) -0.04599 Supermartingale

Further, we divide the large network area, which is (1,000 x 1,000)m? in T3 and (18,000 x
18,000)m? in T4, into cells with [ = 500m side-length, while re-using the same network
parameters for generating the results in Table 2.1. The corresponding overall speeds are
presented in Table 2.2. In general, similar results as for the synthetic RW and RWP mo-
bilities are observed: (i) Realistic mobility traces with direct contact (R1) and randomized
(R2) routings result in submartingale-like packet mobilities, while (ii) the ones employing

epidemic routing (R3) exhibit supermartingale-like properties.

The results in and Tables 2.1-2.2, combined with Lemma 1 and Corollary 1, show that the
examined packet mobilities for cloudlet-based IoT in challenging environments exhibit either
supermartingale, martingale, or submartingale-like properties. In the following section, we will
derive the bounds of expected CAD for these three packet mobility cases, by utilizing the
average speed, v, obtained in Tables 2.1 and 2.2.
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Table 2.2: Expected propagation speed v of realistic traces.

Node Routing Packet Mobility
Mobility Scheme o[m/s] Region

ncsu/ Direct contact 0.43387 Submartingale
statefair Randomized 0.41572
(T3) Epidemic -0.46749 Supermartingale
ncsu/ Direct contact 2.00356 Submartingale
disneyworld Randomized 1.97402
(T4) Epidemic -0.40107 Supermartingale

2.5 Analysis of Cloudlet Access Delay

We showed that IoT applications in challenging environments have either a supermartingale,
martingale, or submartingale-like packet mobility. In this section, we analyze the bounds and
scaling order of CAD for these three mobility cases when the network is served by a single
cloudlet with a cell area [ x [ (see Section 2.3.2) with an infinite side length of | — co. Then,

we examine how the CAD will be affected under multiple cloudlets with bounded cell areas.

2.5.1 Cloudlet Access Delay Under Unbounded Cell Coverage

When packet € is generated by an IoT device at a location close to the nearest cloudlet, it is
highly possible that € will reach the nearest S-node before hitting the cell boundary. In this
case, the effect of the finite boundary to the upper bound of L.(t) is insignificant and may be
neglected, which is equivalent to having D2D-Cloudlet with an unrestricted cell area. In this
subsection, we analyze the expected CAD, denoted as E(Tcap), of supermartingale, martingale,
and submartingale-like packet mobility by assuming that the cell area is unbounded. We will show
in Section 2.5.2 that, depending on the initial distance-to-destination L.(0) and the cell side
length [, the analyses also hold when the cell is bounded.

In view of delay analysis, the latency of hitting a target in the middle of a circular network
area with radius a and cloudlet transmission range of b is shown to be @(%) under random
direction forwarding and ©(a) with location-based routing [83]. Unlike the specific combinations
of node mobility and forwarding schemes considered in [83], however, we assume a generic
packet mobility scenario. Moreover, in contrast to [83] in which the latency is an average over
all possible initial locations, our CAD analysis corresponds to an exact initial distance-to-
destination, L¢(0). Thus, the corresponding expected CAD, E(Tcap), presented below is more
general in the sense that the results in [83] is obtainable through averaging F(Tcap) over all
possible L¢(0)’s.

To proceed, we outline the following CAD results for the three distinct packet mobility
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cases.

Supermartingale-like packet mobility

First, we examine the case of packet mobility with supermartingale-like property. Since packet
€ has a long-term tendency to move closer towards (-node, our intuition suggests that the
expected delay E(Tcap) should be smaller than the other packet mobility cases. We justify
this by deriving the lower and upper bounds of F(Tcap) and show that the access delay scales
linearly with respect to the initial distance-to-destination L¢(0), which grows slower than the
other packet mobility cases.

To analyze the bounds of the expected CAD, we will use Doob’s decomposition [90, Thm. 25.3]
to build a new martingale sequence {L.(t)} out of the supermartingale {L.(¢)}, apply the op-
tional stopping theorem (OST) [90, Thm. 24.6] to predict the value of the martingale sequence
at packet delivery (i.e., L.(Tcap)), and then use Wald’s first inequality to obtain the bounds
in (2.10). The main challenge in our analysis is to verify the expected CAD’s boundedness
(E(Tcap) < o) as a necessary condition for using the OST, and showing that {L(¢)} is IID
before applying Wald’s inequality.

Theorem 1. For independently-distributed packet propagation speeds {v;} and a small interval
gap of v = (b; — a;) — 0, the expected cloudlet access delay for supermartingale-like packet

mobility is bounded by
L(0)—r L0
(_)v < E(Tcap) < _(U)

(2.10)

Proof. To prove Theorem 1, we define L.(t) := L(t) — Hy, where H; := >4 _, E(vg|Fr_1).
When v — 0, {L(t) : t € T} becomes a supermartingale and we have

E(Lc(t)|Fi-1) = E(Le(t) — vy — Hy-1|Fi-1) = Le(t — 1) = Hoq = Li(t = 1), (2.11)

which implies that the process {L.(t) : ¢ € T} is a martingale. We will use this property to
derive the lower and upper bounds of the expected cloudlet access delay, E(Tcap).

We notice that Toap is a stopping time [75, 90] since it depends on the packet €’s location
up to the current time step (not the future) and is F;-measurable. In the literature, Doob’s
optional stopping theorem (OST) [90] is a powerful tool for analyzing the stopping time until
a gambler’s fortune is ruined [75] and until a random walker returns to origin or hits an upper
bound [23]. Applying the OST, however, requires the stopping time to be finite, which is not
necessarily true in our IoT-based network since the packet propagation speeds are random.

Thus, we need to check the boundedness of T¢ap prior to adapting the OST.
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Let {v;} be independent random variables. Such an assumption holds when the packet’s
location at the current time t—and the corresponding L. (t)—is independent to the locations
at the previous time slots (captured by {Lc(k)}r<t), e.g., under RW node mobility without
routing. On the other hand, when routing is employed under a more general node mobility
model, packet € is constantly copied or forwarded to the newly-contacted nodes. The positions
of these contacted nodes are known to be uncorrelated to the locations of the packet-carrying
a-nodes from the previous time slots [25, Sec. 2]. Thus, the independent assumption regarding
{vs} is also valid when routing is employed, since there is a high chance of contacting a new
a-node at every time slot, especially as the number of nodes n increases.

To proceed, let T" := inf{t : Lc(0)+ 3} _; v, = 0} be the time until a packet ¢ hits the origin
point, )?5. Clearly, Tcap < T'. Since {v;} are independent and, by assumption, identically-
distributed, then Wald’s first equality states that E(Tcap) < E(T') = #I(O}%A) < o0o. This
inequality, combined with the fact that E(|LL(t)— L.(t—1)||Fi—1) = E(LL(t) = LL(t—1)|Fi—1) =
0, indicate that the two conditions for applying the OST [75] are satisfied. Accordingly,

E(L(Tcap)|Fo) = Le(0) & E((Le(Tcap) — Hroap) — (Le(0) — Ho)) =0 (2.12)
~ E(LG(O) - LG(TCAD)) = _HTCAD'

Upon delivery, packet € is already within the transmission range of a S-node, that is, 0 <

L(Tcap) < r, which can be re-formulated into
L (0)—r < —Hr,,, < L0). (2.13)

Since the packet propagation speed v, for all ¢ € T are independent and identically-
distributed (IID), then v = Ex, | (E(v¢|Fi—1)) and E(Hr, ,,,) = VE(Tcap) according to Wald’s
equation. Plugging this result into the expected value of (2.13) obtains Theorem 1. O

Based on Theorem 1, we can analyze the scaling law of E(Tcap) with respect to the initial
distance-to-cloudlet L¢(0). To do so, we present the following definition according to [52].

Definition 7 (Scaling law). We say: (i) f(z) = O(g(z)) if there exists a constant ¢ > 0 such
that f(z) < cg(x) as x — oo, (ii) f(x) = QUg(x)) if g(x) = O(f(x)), and (iii) f(x) = O(g(x))
if f(x) < cg(x) and f(x) = Qg(z)).

Then, the following corollary can be obtained by applying the definition above to (2.10).

Corollary 2. For a supermartingale-like packet mobility, the expected delay scales with the
order of E(Tcap) = O(L(0)).

Such a result indicates that the expected delay F(Tcap) increases linearly versus the initial

distance-to-destination L(0).
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Submartingale-like packet mobility

For IoT-based applications in challenging environments with submartingale-like mobility, packet
€ have the long-term tendency to move away from S-node. As a result, we expect that the
packet requires a longer delay to be delivered, which results in a higher expected access delay
E(Tcap), compared to the supermartingale-like case. To justify this, we first derive the lower
and upper bounds of E(Tcap) in Theorem 2. In this case, packet € tends to move away from
the cloudlet 8-node and it is hard to check whether T 4p is finitely bounded from above. As
a result, the necessary condition for applying the OST is not satisfied and the steps of proof in
Theorem 1 cannot be re-applied here. Instead we derive the bounds of E(Tcap) via algebraic

manipulations, to get the following theorem.

Theorem 2. Let vpq; be the maximum velocity of the a-nodes and define a2 Et(at ), where
02 = E(w?|Fi—1) — E*(vt|Fi—1). For identically-distributed {v;}, the e:npected access delay of a
D2D-Cloudlet with a submartingale-like packet mobility satisfies

(Le(0) —r)?
72+ 02+ 2(Vmaw +7)

(2.14)

Proof. From Section 2.3.2, we know that L(t) = Lc(0) + >_¢_, v;, which can be restated as
b o _ 2 _ .
Zizl v =(Le(t) = Le(0))" - 2 Zl<i<j<t Vit
= (Lc(t) — -2 ZF v L )+ 2 Z (2.15)

Consider the packet delivery instance of Toap. After plugging Toap into (2.14) and applying

an expectation operator E(-) to both sides of the equation, we obtain

S B@Fi) = B (Le(Toap) — L(0)?) —23" | E(wilFiot) (Leli — 1) — Le(0)(2.16)

When v — 0 in the submartingale-like packet mobility case, E(v¢|Fi—1) > 0 and L.(0) > 0 for
all ¢ € T, such that

T
E ((Le(0) — L(Tcap)) <Z:“‘D [EW?|Fi—1) + 2(vmaz + 7) E(vi| Fiz1)]
=E(Tcap) [E(v; \]:t 1) 4 2(Umae + 1) E(vel Feo1)]  (2.17)
_E TCAD [ 24 2(Vmaz + 7') ]

Moreover, the distance traversed by e during two consecutive time slots is upper bounded by the

maximum speed v,,q; due to packet carriage plus the maximum forwarding distance r. Thus,
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(2.17) can be obtained by implementing another expectation to the line above it, applying the
triangle inequality v; < Vmae+7, and employing Wald’s first equality for IID packet propagation
speeds. Accordingly, the lower bound in (2.14) can be obtained because L¢(Tcap) < r, i.e., the
packet is already within S-node’s transmission range r at delivery.

To prove the right hand of (2.14), we re-state (2.15) as follows.

E ((Le(0) = L(Teap))?) = E(Tcap) x E(f|Fi—1) = E(Tcap) [62 + (0)?] . (2.18)

Finally, the upper bound in (2.14) can be obtained by plugging L.(Tcap) > 0 into (2.18). O
Accordingly, the following corollary can be obtained by applying Definition 7 to Theorem 2.

Corollary 3. In submartingale-like mobility, the expected access delay scales in the order of
E(Toap) = ©(LZ(0)).

We can observe that the expected access delay of a submartingale-like process { L.(t)} grows
with a quadratic factor of the initial distance-to-destination, faster than the linear growth of a

supermartingale-like packet mobility.

Martingale-like packet mobility

In this case, we observe that E(v¢|F;—1) = 0, which serves as the borderline between the
supermartingale-like and the submartingale-like regimes. One open question comes into our
mind: whether martingale-like packet mobility exhibits an access delay that is similar to the
former or the latter. We answer this question through the following theorem, which can be
obtained after following the similar steps as in the proof of Theorem 1. Instead of dealing with
the supermartingale-like case with a packet movement tendency to move towards the cloudlet
over time, however, we consider the setting where € tends to stay at the same distance-to-

destination.

Theorem 3. The expected access delay of a D2D-Cloudlet with a martingale-like packet mobility

satisfies

(Le(0) = 1) _ E(Toap) < (L;(S))Z. (2.19)

Proof. To prove Theorem 3, denote {Y; : t € T} as an auxiliary process, where Y; := (L(0) —
Le(t))? — S; and Sy := Y "j_, 02. Then, we get
E(Yi|Fi—1)=E([(Le(0) = Le(t))” — S| Fi1)
— B(L(0) = Lot = 1)* = i1 — 20(Le(0) — Lolt — 1)) + v — 02| Fr ).

29



For a martingale-like packet mobility when v = b; —a; — 0 (a; < L (t — 1) < b;), we have
E(Le(0) — Le(t — 1)|F;—1) = 0 and 02 = E(v?). As a result, (2.20) can be re-stated as

E(Yy|Fi—1)=E(((Le(0) — Le(t — 1))* = S4—1)|Fi—1) = Y1, (2.20)

which indicates {Y;} is also a martingale. We will use this property to derive the expected
cloudlet access delay, E(Tcap), using Doob’s OST [90]. Similar to the proof of Theorem 1, the
main challenge here is to check the conditions for the OST to hold, namely: (i) E(Tcap) < oo,
and (ii) E(|Y; — Yi—1]|Fi—1) < cfor all t € T and some constant c.

To proceed, we re-employ the time to hit the origin, 7", as in Appendix ?? and apply
Wald’s second equality to get F(Tcap) < E(T') = E(Lc_jigo))z < 00, which satisfies the first
condition mentioned above. To check the second condition, we notice that |Y; —Y; 1| = |L2(t)| —
2|Le(0)(Le(t) — Le(t — 1)) — |L2(t — 1)| — |o?| because Lc(t) and o? are positive for all t € T.
The highest value of E(|Y; — Y;—1||Fi—1) is when the packet ¢ moves from the corner of the cell
towards the cloudlet S-node with a maximum movement propagation distance of r + vpqe- In

this case,
B(Y; = el Fimt) = BILA(8)] = 2L0)(Le(t) — Le(t — 1))| — |L2(t = 1)] — [o2[|Fim1)(2:21)

E(|LZ(t) = LZ(t — 1)||Fi-1) (2.22)
< <\/§l - (7’ + Uma:v))(r + Umaz), (2.23)

IN

which indicates the second condition also holds since the cell area of a cloudlet is much larger
than the maximum packets movement distance (i.e., [ > (r 4+ Vmqz)). Since both conditions (i)

and (ii) are satisfied and {v;} are martingale, we can employ the OST that yields
E((Le(0) = Le(Toap)?) = Stoap- (2.24)

On the other hand, according to our definition in (2.3), the distance-to-destination when a
packet is delivered satisfies 0 < L(Tcap) < r, which can be combined with (2.24) to obtain

(Le(0) = 1)* < St < (Le(0))*. (2.25)

Because the packet propagation speeds {v;} are IID, then E(Sz,,,,,) = E( {gqm 03) =?E(Tcap)-
This equation can be substituted into (2.25) to get Theorem 3. O

Corollary 4. A martingale-like mobility has an expected access delay with a scaling order of
E(Tcap) = ©(LF(0)).

Such a corollary proves that a martingale-like packet mobility has an F(Tcap) that scales
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quadratically versus L¢(0), resembling the result for the submartingale-like process.

Remark 1. Corollaries 2-4 suggest that the best (slowest-growing) expected access delay, E(Tcap),
1s achieved by supermartingale-like packet mobility. In this case, according to Theorem 1, the

lowest E(Tcap) is when the expected packet propagation speed ¥ is minimized.

2.5.2 Effect of Finite Cell Boundary to Cloudlet Access Delay

After deriving the bounds and scaling laws of E(Tcap) for networks with infinite cell area, we
return to a more practical setting by considering multiple cloudlets, each serving a cell area with
bounded side-length, i.e., | < oco. Specifically, we compare the scaling order of E(T¢ap) under
bounded cell area to that with unbounded cell size, which is studied in the previous subsection.

The comparison between bounded and unbounded networks has been done in terms of their
mobile nodes’ inter-meeting time distributions. For instance, the distribution is found to be
exponential when the cell size is finite; otherwise, it follows a power-law [41]. While Markovian
models can evaluate the end-to-end delay by taking as input the exponential inter-meeting
times [174, 76, 119], the analysis for more general distributions (i.e., the power-law case) is still
lacking. Moreover, existing end-to-end delay analyses via inter-meeting times are unsuitable for
IoT-based networks where delay (CAD) is measured from mobile-to-destination and is mainly
a function of the initial distance, L.(0).

Motivated by the lack of study, we examine how the finite cell boundaries will affect the
expected CAD, E(Tcap). To do this, we denote boundary effect as the difference between the
expected CAD of the IoT networks with bounded cell area to that of the unbounded one, under
the same node mobility and forwarding schemes. For example, if the expected delay of the
bounded and unbounded cases are 2s and 4s, respectively, then the boundary effect reduces

E(Tcap) by two seconds. Let the severity of the boundary effect be defined as follows.

Definition 8. For loT-applied networks with finite cell side-length, the boundary effect is non-
stgnificant if the corresponding scaling law analyses in Corollary 2, 3, or 4 still holds. Otherwise,

the boundary effect is said to be significant.

With Definition 8, we are ready to analyze the boundary effect in supermartingale, sub-
martingale, and martingale-like packet mobility cases. To this end, we perform numerical sim-
ulations in OmNeT++, with a simulation update interval of 1s. The network is divided into
cells with [ x | = (103m)? areas, in which there are n = 100 a-nodes per cell. We use the
carrier frequency of 2.4GHz, while the medium access control (MAC)-layer bit rate is set to
2Mbps. The transmission power is 2mW and the signal attenuation threshold is -66dBm, while
the fading model is a path-loss model with a coefficient of 2, which correspond to the node

transmission range of r = 25m.
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Figure 2.6: Expected access delay for supermartingale-like packet mobility.

Supermartingale-like packet mobility

To evaluate the boundary effect, we consider the result in Corollary 2 that describes the scaling
order of E(Tcap) versus the initial distance-to-destination, L(0). Evaluating the scaling order
requires other network parameters, including the overall propagation speed v, to be fixed.
Accordingly, we employ the RWP node mobility and epidemic routing (T2+R3) that has v ~
—4.342 x 1072m/s and fits this requirement.

In such a supermartingale case, recall that packet e tends to move towards the cloudlet
(B-node) over time. Consequently, it is likely that e can arrive at the S-node before hitting
the cell boundary, in which the effect of finite boundary should be negligible. To verify this, we
present the expected access delay E(T¢ap) from numerical simulations as the dotted green plot
in Fig. 2.6a, and then compare it to the analyzed lower and upper bounds (see the solid blue
and red plots). The resulting plots show that the bounds in (2.10) are valid, while the scaling
order in Corollary 2 also holds, as verified by the linear fit [152] in Fig. 2.6a, indicating the
boundary effect is insignificant. Moreover, the observations regarding the bounds and scaling
laws also hold when the cell side length is reduced to [ = 500m (see Fig. 2.6b).

Submartingale-like packet mobility

In this case, the packet tends to move away from the cloudlet towards the finite cell boundary.
Since boundary reflection mapping is assumed (see Section 2.3.2), then every packet movement
across the cell border will be mirrored back into the original cell, which effectively brings e
closer to the S-node and diminishes the access delay. Specifically, an e that begins near the

border is more likely to hit the border, causing a more dramatic reduction in E(T¢cap), versus
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Figure 2.7: Expected access delay for submartingale-like packet mobility.

when e starts near the S-node.

To validate such a conjecture, we plot the expected access delay E(Tcap) of a random walk
mobility with a randomized routing (T1+R2) in Fig. 2.7a. This packet mobility case is selected
since it exhibits a relatively constant expected speed © and variance 2, which according to the
bounds in (2.14) should give a clear indication on how E(Tcap) will grow versus the initial
distance L.(0). From the figure, we observe that the E(Tcap) agrees with its lower and upper
bounds, and exhibits a quadratic scaling law as predicted in Corollary 3.

When the cell side length is reduced to [ = 500m, on the other hand, the expected delay
becomes smaller and the quadratic scaling cannot be observed for all the examined L.(0)’s any-
more (see Fig. 2.7b). Such an observation holds because when the initial distance is large (e.g.,
L.(0) > 80m), the packet starts near the cell boundary and has a non-negligible probability of
hitting the boundary before being delivered. This verifies (i) the boundary effect is insignificant

for large [, and (ii) it becomes significant when [ is small compared to the initial distance L(0).

Martingale-like packet mobility

We employ an Infostation architecture [67] that serves a two-way road, in which every vehicular
a-node has a uniformly-distributed velocity v,qe within the range of [1,9]m/s. Moreover, we
employ randomized routing (R2), which according to Lemma 1 should result in a packet mobility
with martingale properties. Based on the expected access delay plot in Fig. 2.8, we observe that,
despite a very large side length of [ = 10*m, the quadratic scaling in Corollary 4 can only be
observed up to the initial distance of L.(0) = 90m. Beyond this initial distance, the boundary

effect becomes significant and the scaling law cannot be observed anymore.

Remark 2. Figures 2.7 and 2.8 indicate that E(Tcap) becomes lower when the boundary effect
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is significant (such as when Lc(0) > 90m in Figs. 2.7b and 2.8). Thus, the expected delay is

improved under significant boundary effect.

So far, we have analyzed the bounds of CAD as well as how it is affected by finite boundary.
In the following, we will show how to achieve satisfactory CAD while fulfilling our second main

objective: to minimize the per-message power draw P..

2.6 Fast and Efficient Packet Delivery

Many IoT applications in challenging environments are geared toward providing time-critical
emergency services. For example, search-and-rescue (SAR) in disaster areas is a constant battle
against time. The sooner a victim is located and rescued, the more likely his/her death can be
avoided. Motivated by the importance, we first analyze the IoT network’s ability to support
strict delay requirements in Section 2.6.1. Then, we show how to fulfill the time-critical delay

requirement while minimizing the power consumed by IoT devices in Section 2.6.2.

2.6.1 Satisfying Time Critical Requirement

In order to support time-critical applications, a packet ¢ should arrive at a cloudlet within a
finite delay constraint of 7 time slots (recall Section 2.3.3). When the delay constraint 7 is
exceeded, packet € will be useless and need to be discarded. To quantify the network’s ability to
deliver packet within such a constraint, let successful access rate Pr{Tcap < 7} be the likelihood
that the cloudlet can be accessed successfully within the required delay. A large Pr{Tcap < 7}
means packet e is more likely to be delivered in time, and time-critical applications can be

supported better. Thus, our aim is to maximize Pr{Tcap < 7}.
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In the literature, the impacts of the number of nodes and transmission range to Pr{Tcap <
7} for greedy location-based routing in DTN is numerically studied in [134]. On the other hand,
Shirani et al. employed quadratic curve-fitting for studying how Pr{Tcap < 7} is affected by the
number of packet hops [135]. The aforementioned studies, however, assume a specific forwarding
scheme—which may not be extendable to other packet mobility scenarios—and are focused on
the mobile-to-mobile successful access rate, unlike the mobile-to-cloudlet setup considered in
this chapter. Moreover, [134] and [135] neglects the packet propagation speed v in their analysis.

Motivated by the lack of suitable analytical result, we derive a generic relation between
Pr{Tcap < 7} and ©. We start by presenting the bounds of successful access rate in Corol-
lary 5 below. The corollary is obtained by fixing the delay constraint 7, and then calculating
the likelihood that packet e is already within the range of a cloudlet (i.e., L.(7) < r) using

concentration inequalities [50]. We get the following theorem.

Corollary 5. Denote M := r + vjpqz aS the mazimum distance that can be traveled by a packet
at each time step and [z]T := max(0,x). Let the packet propagation speeds, {vi}, be identically-

distributed. Then, the successful rate satisfies

— ex — ([ 6(0) _7-1_]]+)2

1 p{ 2(r(@* + (@) + § [r = L(0) — 70]") }
Pr{TCAD <7}

<exp{ — ([0 + Le(0) — T]+)2

= 2(r(3 + (0)°) + 5 [T+ Le(0) = 1]") |

(2.26)

Proof. To prove the left-hand side of (2.26), we notice that the distance travelled by packet e
at each time slot is upper bounded by |v;| > M where M = r + vyqe. If € has been delivered
within a delay 7, the packet is already within the transmission radius r of a S-node, that is,
L. (7) < r. By applying concentration inequality [50, Thm. 6], the probability that e has not

been delivered at time 7 can be stated as

2
Pr{T > 7} =Pr(Le(1) > r) < exp <_2(52+)\J\14)\1/3)> , (2.27)

where

AL =[r—L0) — E(v|Fi1)]t = [r — L(0) — 70] 7, (2.28)
=1

t
and & =" B} F) = (5% + (9)%), (2.29)

because v = Ey(E(vi|{;-1)) and 6% = E(E(?|Fi_1)) — E/(E(v¢|Fi—1))? when {v;} are IID.

35



The lower bound in (2.26) can then be obtained by taking the complementary probability of
(2.27).
To prove the right-hand side of (2.26), suppose v; > —M for all ¢ € T. Then, the packet

delivery upper bound can be calculated using [50]

)\2
Pr{T > 7} = Pr{Lc(7) <7) < A 2.
N 2 7} = Pr{L(r) < 1) < o (=g ) (2.30)
where Ao := [Y7_; E(v;|Fi—1) + Le(0) — r]t = [70 + Le(0) — 7] ™. Finally, the right-hand side of
(2.26) can be obtained by combining (2.28), (2.29), and A2 into (2.30). O

Corollary 5 is general and does not assume any specific packet mobility setup, as long as
the packet mobility is either supermartingale, martingale, or submartingale-like. The corollary,
however, does not provide a clear relation between Pr{Tcap < 7} and the average packet

propagation speed v. Such a relation is characterized in the following lemma.

Lemma 2. The successful access rate scales according to

Pr{Tcap <7} =O0(e™?). (2.31)

— 12
Proof. From the upper bound in (2.26), we have Pr{Tcap < 7} < exp{ ([THLCW} =

- 2M (754 Le(0)—r] T

exp{—q53; X[T0+ Le(0) —r]*} since the negative exponential exp{—z} is a decreasing function
of z. Omitting the constant factors (e.g., (Le(0) — 1), (r + Vpas), and 21) and applying the
Big-O notation in Defition 7 completes the proof. O

Before proceeding, we evaluate our analysis in Corollary 5 by employing the RWP mobility
(T2) and set the cell side-length, number of nodes per-cell, and transmission range to [ =
1,500m, n = 50, and r = 25m. The simulation tools and remaining network parameters are
identical to that used in Section 2.5.2, while the results are obtained over 1.5 x 10* network
realizations.

We start by considering RWP without routing (T2+R1) to represent the submartingale-like
case. To verify Corollary 5, we set the initial distance to L¢(0) = 50m, plot the numerical result
as a solid green line, and show that the successful access rate matches the bounds in (2.26),
which are depicted as the dotted lines in Fig. 2.9a. Similar results can also be observed as the
initial distance is increased to L.(0) = 90m in Fig. 2.9b.

Next, we employ RWP with epidemic routing (T2+R3) to represent a supermartingale-like
packet mobility. From the Pr{Tc4p < 7} plots in Fig. 2.10a, we observe that in this case the
bounds in Corollary 5 are also valid. Note that the delay spread—the difference between the
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Figure 2.10: Successful access rate for supermartingale-like packet mobility.

minimum and maximum access delay—is very small and the plot resembles a step function at
T = 2s. Moreover, Fig. 2.10b indicates that the bounds in (2.26) become tighter as the initial

distance is increased to L¢(0) = 90m.

Remark 3. Figs. 2.9 and 2.10 indicate that the empirical successful access rate Pr{Toap < 7}
is close to its upper bound, which according to Lemma 2 scales as O(exp{—0}). Since exp{—0}

is a decreasing function, the highest Pr{Tcap < 7} is achievable through minimizing v.

Remark 4. To minimize v, researchers have proposed motion vector (MoVe) [99] and future
prozimity detection [21] schemes. These schemes predicts the future node location within the
measurement accuracy bound of modern GPS devices [21], and constantly forward packet e
to a neighbor with the smallest distance-to-destination. As a result, the instantaneous packet

propagation speed, vy for all t, is minimized and the smallest average speed v can be achieved.
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Algorithm 1 Packet Shedding for Time-Critical Applications

1: for each packet e with delay constraint 7 do

r—Lc ;(0)

ieT m and variance g =

2: calculate average speed v = II\ >

1 Z (Le,i(t)fLe’i(tfl)Fva
|Z| £~i€Zlt<TcapD Tcap

determine the initial distance L.(0).
estimate Pr{Toap < 7} as the lower bound in (2.26).
if Pr{Tcap < 7} < Ps then
deliver packet € using store-carry-forwarding.
else discard e.

2.6.2 Power-Efficient Packet Shedding

After analyzing the successful access rate Pr{Tcap < 7}, we proceed to our second main
objective of efficiently delivering packet € to a cloudlet S-node. In particular, we exploit our
analytical results in Section 2.5.1 to design a packet shedding scheme, and then show that it

can minimize the power consumed during packet delivery.

Algorithm design

Let every IoT a-device generates multiple packets, each requiring a delay constraint of T,
which are delivered to f-node using SCF. There will be two types of packets: (i) those with
satisfactory delay (i.e., Tocap < 7); and (ii) the ones that cannot be delivered within 7 time
steps. Attempting to deliver the former packets is a waste of power, since these packets will
arrive late, be useless, and eventually become discarded by the recipient S-node. The question
is, how to determine whether a packet will belong to the second (wasteful) category.

We assume that the cloudlet S-nodes are aware of their own location, which is determinable
via on-board GPS or triangulating signals from nearby devices [149], and these coordinates can
be made available to nearby IoT devices via an efficient broadcast scheme [93]. After combining
its own location information from in-built sensor(s) and S-nodes’ positions, each a-node can
determine the initial distance-to-destination L(0) for all packets it generates. By substituting
L(0) into (2.26), the a-node can determine the successful access rate of each packet.

Let Ps be a target success rate that needs to be satisfied. When Pr{Tcap < 7} < Ps, the
a-node infers that the desired quality-of-service level cannot be satisfied and the packet will be
discarded immediately to reduce unnecessary wireless transmissions. Such a packet discarding
process is outlined in Algorithm 1 and is referred as a packet shedding scheme. The packet
shedding is performed by every a-node only to the packets it generates, but not to packets
copied /forwarded from nearby a-nodes.

The proposed packet shedding scheme can be described as follows. Let Z be the set indexes

38



5000 0.32

—_ T T T T < 8000 T T T T
> - ! s : : : : : ° , -
Z oM neceing £ B Without Shedding & oo | M Without Shedding
B 4500 | o Packet Shedding = 7000 || HE_Packet Shedding & 0| M Packet Shedding
© @
° 2 D (6
0 o 0 026}
@ 2 6000} 9
3 4000} o o 0241
v 4 -
® S so00| S 022t
© a o
@ , 2 020t
4 3500 L £
8_ 8_ 4000 |- c 0.18}
. o
S o O o016}
3000 = 3000
k=2 k=4 k=6 k=8 k=10 < k=2 k=4 k=6 k=8 k=10 k=2 k=4 k=6 k=8 k=10
(a) Expected access delay. (b) Per-message power consumption. (c) Conditional success rate.

Figure 2.11: Performance of the proposed packet shedding scheme in Algorithm 1.

of the |Z| previous packets delivered from «; to a S-node. Denote L ;(0) and Tcap, as the
initial distance and CAD of the i** packet (i € Z) generated by o, respectively. The packet
shedding starts by calculating the average speed © and variance 2 (see line 2 of Algorithm 1),
which is used to estimate the successful access rate pr{To Ap < 7}. To this end, we employ a
worst-case estimation via the lower bound of Pr{Tcap < 7} (see line 4). When Pr{Tcap < 7}
is able to exceed the required P, then the corresponding packet will be delivered to a S-node
using SCF (see line 6). Otherwise, the packet is discarded to save energy.

After explaining the proposed packet shedding in Algorithm 1, we are ready to evaluate its

performance.

Numerical evaluation

In every network realization, we generate a packet ¢ at an initial location that is selected at
random within the cell area of [ x [ = (750m)? and then apply the MoVe routing [99] with and
without the proposed packet shedding scheme. The network parameters and simulation tools
as outlined in Section 2.6.1 are re-employed. When packet shedding is used, we calculate the
overall average speed v from the CAD of the previous |Z| = 100 delivered packets, while the
packet deadline is set to 7 = 5 minutes, which is about the same order with the time until a
responder team can reach an emergency location [88]. The target success rate is set to Ps = 0.8.
All the presented results are averages over 3 x 10* network realizations.

First of all, we evaluate how the expected CAD will be impacted by the packet shedding,
by plotting it versus the number of packet copies k in Fig. 2.11a. To this end, notice that
the proposed packet shedding will discard packets that are predicted to have large CAD, e.g.,
those with E(Tcap) > 7. This is equivalent to applying lines 5-7 in Algorithm 1. As a result

the expected delay of the remaining packets will effectively be decreased, compared to without
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shedding, which is verified by comparing the red and blue bars in Fig. 2.11a.

Secondly, we evaluate how much transmit power can be conserved by employing the proposed
packet shedding scheme. We start by focusing on the case without shedding (see the blue bars
in Fig. 2.11b). Interestingly, the average per-packet transmit power consumption is almost
constant with a value of E(P,) ~ 5.9 W, irrespective of the number of copies k. The constant
power is due to an existing trade-off: when k is small, the access delay is large; otherwise, the
smaller delay nullifies the increase in k.

On the other hand, the packet shedding scheme discards packets that are predicted to have
delay exceeding 7, thus equalizing the expected access delay across various k (see the red bars
in Fig. 2.11a). Thus, the average power consumption E(P,) of the proposed packet shedding—
which is equivalent to the (almost constant) average delay multiplied by the number of copies—
becomes larger as k increases. In this case, the largest power consumption improvement of up
to 24.35% is achieved with the smallest number of copies, that is, k = 2.

Finally, we evaluate the packet shedding’s performance using a conditional success rate,
which is defined as the number of deliverable packets over the number of non-discarded packets.
To this end, Fig. 2.11c indicates that the conditional success rate corresponding to the case
without shedding is an increasing function of k, due to the better opportunity of quickly reaching
a cloud provided by the multi-paths. When packet shedding is employed, the conditional success
rate is increased—with an average relative value of 8.69%—because the packets that tried to
be delivered via SCF (i.e., satisfying line 5 of Algorithm 1) have a higher likelihood of reaching

the S-node on-time.

2.7 Summary

We studied the problem of delivering a packet from a mobile IoT device to a cloudlet in disaster
environments. To model the trajectory of the packet, caused by a store-carry-forward process,
we introduced the notion of packet mobility that exhibits either supermartingale, martingale, or
submartingale-like properties. We derived the lower and upper bounds of the cloudlet access de-
lay (CAD), to show that it scales quadratically versus the initial packet-to-destination distance
for supermartingale-like mobility. Otherwise, the scaling law increase is linear for martingale
and submartingale-like mobilities. We further defined a successful access rate to quantify the
likelihood that a time-critical application is supportable and analyzed its bounds. Using our
analysis, we designed a scheme for identifying and shedding packets that are not deliverable
within their time-critical delay constraint, which conserves up to 24.35% of transmission power.
The work in this chapter provides not only a fundamental understanding regarding mobile-to-
cloudlet delay, but also a practical method to quickly and efficiently deliver packets for IoT

applications in hostile environments.
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Chapter 3

Fast Rendezvous for Spectrum-Agile
IoT Devices with Limited Channel
Hopping Capability

3.1 Background and Motivation

Internet-of-Things (IoT) is an emerging paradigm in which smart objects (e.g., smartphones,
tablets, wearables, and RFID tags) are equipped with wireless transceiver to make them an
integral part of the Internet, in an attempt to seamlessly collect, efficiently process, and in-
tuitively present information to the users [22]. It is expected that the number of IoT devices
will reach an explosive 35 billion by 2012 [7], with an average of 5 devices around each person.
Such a dense network of IoT devices will require wireless spectrum to be utilized efficiently.
Unfortunately, existing wireless networks are regulated by a fixed spectrum policy that leads
to the problem of inefficient spectrum usage [96]. To this end, dynamic spectrum access (DSA)
[32, 173]—that enables IoT devices as unlicensed users (i.e., secondary users, SUs) to access un-
used licensed spectrum without interfering with primary users (i.e., primary users, PUs)—has
been introduced to improve spectrum efficiency. By employing software-defined radio (SDR),
IoT nodes can intelligently adjust their transmission parameters, such as transmit power, carrier
frequency, and modulation scheme. As a result, the nodes can quickly switch their operation
spectrum to utilize the unused spectrum efficiently.

In a DSA network, each IoT node is associated with a set of channels for communication,
whose availability is determined by the behavior of the neighboring PUs. Depending on their
locations, IoT nodes may have distinct sets of available channels because of the different neigh-
boring PUs. Moreover, the neighboring PUs may change their transmission status, which result

in the available channel sets that vary over time. To this end, the diverseness of available chan-
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nel sets complicates the problem of establishing a common control channel, especially in a fully
distributed network setting.

The most common way of establishing control channel among IoT nodes is by assigning one
or more dedicated control channels for all nodes [173]. However, IoT nodes may be located at
distinct positions and have different sets of available channels. As a result, the likelihood that
every IoT nodes have one or more common control channels can be very low, especially when
the network size is large. On the other hand, even though a global control channel is unoccupied
and can be found, its availability may be varying over time. In particular, a PU may initiate
a transmission over the control channel, and the lower priority IoT nodes must surrender the
control channel. As the control channel becomes unavailable, IoT nodes cannot start any new
data transmission, although there may still be other unoccupied common channels. The blocked
SU transmission is exacerbated by the PUs that tend to occupy a channel for a long period
once they started transmitting [133, 46], thus potentially causing a long channel blocking time.
Finally, allowing multiple IoT nodes to use a few control channels may introduce bottleneck,
especially in a high density environment.

To avoid the control channel bottleneck and long blocking time problems, channel hopping
(CH) schemes are commonly used to find a common control channel in DSA networks [165, 45].
A CH scheme, programmed into every IoT node’s radio, evenly divides the time into slots. Then
the CH scheme generates the sequence of channels that the associated IoT nodes has to hop into
at each time slot, which is referred as CH pattern, while guaranteeing that any pair of IoT nodes
can rendezvous [165], i.e., hop to a common channel for exchanging control information such as
the available channel information and link status. In the literature, there are two major ways
for generating CH pattern: random-based [143, 49] and sequence-based schemes [53, 166, 46].
In the random-based schemes, each node randomly select an available channel according to a
pre-determined distribution and then hop to the selected channel at each time slot, resulting in
an expected time-to-rendezvous (TTR)—the delay from when a pair of IoT nodes start hopping
until they hop into the same unoccupied channel-—that scales with an order of O(N?), where
N is the total number of available channels [143]. In the sequence-based schemes, on the other
hand, each radio employs a fixed-length CH sequence that is repeated indefinitely. These CH
schemes have been applied to networks with heterogeneous channels [159, 165], in which SUs
have different spectrum sensing capabilities and different ranges of observable channels. Early
sequence-based CH schemes had considered the asymmetric case, where one SU identified as a
sender and another SU acting as a receiver respectively employ two different CH patterns (see
ACH [31] and ARCH [47]). More recently, researchers have applied sequence-based CH schemes
to the symmetric case in which the SUs employ identical hopping patterns irrespective of their
roles (see SSCH [24], SYN-MAC [97], QCH [32], and DH-MACJ133]).

Despite the vast progress in the literature, designing a CH pattern for DSA networks with
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IoT nodes remains a challenging problem, especially when the total spectrum is very wide. For
example, the LTE-Unlicensed (LTE-U) standard—which opens the 5,150-5,850MHz unlicensed
national information infrastructure (U-NII) bands for opportunistic access via DSA—provides
up to 700MHz of total bandwidth [65]. Let the total bandwidth be divided into channels with
uniform bandwidth By. In view of the vast spectrum bandwidth and channels, existing CH
schemes simply assume that SUs are able to hop to any of the channels [159, 143, 49, 53,
166, 31, 47, 24, 97|, which is unrealistic for IoT nodes due to the following factors. Firstly,
every IoT node has an on-board SDR with an associated digital bandwidth of BWgpgr that
limits the absolute frequency difference between the current and next-hop channels, given a
pre-determined delay constraint [6]. For example, a state-of-art Ettus E310 USRP SDR can
have up to BWgspr = 56 M Hz [11]. Switching to a new channel spaced BWgppr apart from
the current channel’s frequency requires up to 3ms [6], while hopping to a channel outside this
range takes more than 30ms [26]. Evidently, the latter is not sufficient to fulfill the CH hopping
timeslot length of up to 10 millisecond, as required by existing LTE-U and IEEE 802.22 DSA
standards [65]. Secondly, IoT nodes as the lower-priority users must not transmit on an occupied
channel, while a wideband Nyquist sampling (WBNS) [142] for determining occupancy on all
channels cannot be performed due to the limited BWgpg. Instead, the nodes can only perform
a partial-band Nyquist sampling (PBNS) [142] to a subset of channels, thus restricting the
number of “safe” candidate channels for the next hop. In this paper, we assume that IoT nodes
are restricted by the hopping range and sensing bandwidth limitations, and we refer such nodes
to have limited CH capability.

Unfortunately, existing sequence-based CH schemes [31, 47, 24, 97, 32, 133] are not readily
applicable to IoT nodes with limited CH capability. One of the main reasons is that these
schemes generate a periodic CH sequence vector whose adjacent elements (i.e., channels at
consecutive time slots) can be far-away from each other, thus violating the hopping range
limit imposed by BWspgr. As a result, existing sequence-based schemes must be rearchitected
completely to account for the hopping range limit. Another reason is that sequence-based CH
schemes generally require designing and storing a CH sequence vector with length that scales
as O(N?) [165, 45]. Such a quadratic CH vector storage complexity is particularly imposing
for future DSA networks like LTE-U, which will divide the U-NII bands into By = 100kHz
rasters that result in N = 7,000 total number of channels [65].! As a result, sequence-based
CH schemes are not suitable for many IoT nodes, such as wearables and RFID tags, that are
low-complexity devices with limited memory size.

Motivated by the lack of applicable schemes for IoT-based DSA networks, we design graph-

!Existing LTE-U standard divides the U-NII bands into 20Mhz channels, and reserves the 100kHz channel
raster for future uses. We envision the smaller raster size will enable a fine-grained and efficient channel allocation
for dense IoT-based DSA networks, which could be a norm in the future.
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based CH schemes for rendezvous between IoT nodes. Specifically, we build spectrum slice

graphs to capture the limited CH capability of IoT nodes, and then treat the proposed CH

schemes as random walks over the graphs. Then, the random walks are configured so that the

corresponding CH schemes achieve quick rendezvous irrespective of the choice of the initial

channel hop, by minimizing a mazimum expected TTR (MTTR) metric. To this end, our major

contributions are outlined as follows.

1.

To the best of our knowledge, this study is the first to consider rendezvous between nodes
with limited CH capability, which opens a new research avenue towards the design of

low-complexity spectrum-agile devices.

. We propose spectrum slice graphs to capture the possible CH sequences of a pair of IoT

nodes, SU, and SU,, with limited CH capability. As exemplified by the spectrum slice
graph of SU, in Fig. 3.1a, the vertices (nodes) represent the set of available channels
while their neighbors are the possible channels for the next hop. Moreover, we assume a
heterogeneous model [159, 165] where the other node, SUy,, may have a different spectrum
graph (see Fig. 3.1b).

We design a role-based random CH (R-RCH) scheme where node SU, is set as a receiver
that passively wait on a certain channel, while SU;, act as a sender that actively perform
CH over its spectrum graph. By modeling SUp’s CH sequence as a random walk over the
spectrum graph, we derive the upper bound of the corresponding MTTR, which is further
minimized by assigning optimal transition probabilities to the walk. Then, we improve
the performance of R-RCH by allowing the SU nodes to detect rendezvous on different

but neighboring channels (vertices) of the spectrum slice graph.

. We propose a symmetric random CH (S-RCH) scheme where both SU, and SUj, actively

walks over their respective spectrum slice graph. Using mathematical analysis, we derive
the optimal transition probabilities for building the CH patterns of both IoT nodes. Unlike
existing sequence-based schemes that require designing and storing long CH sequences
[31, 47, 24, 97, 32], our random walk-based scheme provides a low-complexity, memoryless

way of generating CH sequences on-the-fly.

. We perform numerical evaluations and show that the proposed S-RCH scheme has a lower

average TTR than the R-RCH scheme, which can outperform the state-of-art [143] when
rendezvous is assisted by PBNS. We also show that the proposed schemes provide at least
80% successful rendezvous under realistic node mobility based on traces [130]. Finally,
we employ experimental test bed based on USRP X310 SDRs to measure the energy
consumption of the proposed scheme, and describe a practical scenario when R-RCH

consumes less power and becomes more attractive than the S-RCH scheme.
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Figure 3.1: TIllustration of spectrum slice graphs.

The rest of this paper is organized as follows. Section 3.2 describes the network model and
problem formulation. Sections 3.3 and 3.4 present the proposed R-RCH and S-RCH schemes,
respectively, while their performance is analyzed in Section 3.5. Finally, Section 3.6 concludes

this paper.

3.2 Models and Problem Formulation

In this section, we present the network model, channel hopping (CH) process for control channel
establishment, and CH capability limits of practical IoT nodes. Then, we formulate the main

problem of achieving quick rendezvous between nodes with limited CH capability.

3.2.1 Network Model

We consider a DSA network operating over an (N x By) Hz frequency spectrum that is divided
into a set C = {cy,...,cn—1} of non-overlapping channels, where ¢; denotes the i-th channel,
By is the bandwidth of each channel, and N is the total number of channels. The DSA network
consists of multiple PUs as the high-priority users and IoT nodes as the lower-priority SUs. Each
SU is equipped with half-duplex SDR that can be tuned to any of the N channels. The SUs are
also capable of performing spectrum sensing, to obtain their sets of available channels that are
temporally unoccupied by co-located PUs. In view of the PUs’ activity, the channel occupation

status is assumed to be slowly-dynamic so that the DSA network is mildly time-varying.
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We focus on the pairwise rendezvous problem, in which two IoT nodes—respectively denoted
as SU, and SU,—want to establish a mutual control channel before data transmission. In
essence, each of the IoT nodes try to rendezvous by scanning for unoccupied (available) channels,
hop to one of these channels, and repeat these steps until a common control channel can be
established. This process of finding a mutual control channel, referred as channel hopping (CH),

is defined formally in the following subsection.

3.2.2 Channel Hopping for Control Channel Establishment

We consider a time-slotted DSA network where each slot—denoted as a non-negative integer t—
has a uniform span of 6, which is the duration necessary for handshake and link establishment.?
Let available channels C, C C and C, C C be the sets of unoccupied channels available to
nodes SU, and SUy, respectively. The sets C, and C, are not necessarily identical to each other
since SU, and SU, may be placed at different locations and surrounded by distinct sets of PU
neighbors, which have independent channel occupation status. Although the sets of available
channels are heterogeneous [159, 165], we assume that their intersection is non-empty (that is,
Co NCp # 0) to ensure that nodes SU, and SU, can still find a common channel for control
channel establishment.

Let X,(t) € C, be the channel that the IoT node SU, hops into at time slot ¢, while the
collection {X,(t) : t € Ny} denotes the CH sequence of SU,. Similar denotations exist for the
other IoT node SU;, by exchanging (-), with subscript (+)p. Then, two SU nodes achieve ren-
dezvous when they both hop to the same channel at the same time slot (i.e., X,(t) = Xp(2)).
Rendezvous enables a pair of IoT nodes to perform handshake and to exchange control infor-
mation. The control information can further be used to initiate and regulate data transmission
in the same channel (e.g., using in-band control) or a different frequency slice using out-of-band

control.

3.2.3 Channel Hopping Involving Practical IoT Nodes

Future IoT-based DSA networks are envisioned to operate over a very wide frequency spectrum.
For example, TV white space in the state of Kansas, USA provides DSA with up to 34 channels
and 204 MHz of bandwidth [5], while LTE-U standard uses the U-NII spectrum that covers
a total of 7T00MHz bandwidth [65]. In contrast to the massively available spectrum for DSA,
however, realistic IoT nodes are restricted by their on-board SDR hardware that is designed to
be portable, cheap to produce, and consume low power for maximizing battery lifetime. These

practical considerations may prevent IoT nodes from leveraging the full available spectrum

?BEach radio frame has a length of § = 10ms, according to LTE-U standard [65]. Similarly, IEEE 802.22 states
that each frame has a length of § = 10ms.
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Figure 3.2: Illustration of frequency shifting limit.
during the CH process. As a result, IoT nodes have the following limitations.

Large frequency tuning time

Consider a CH process performed by SU, (the following limitation also applies to SU,’s CH
process). Let a channel X, (t) = ¢; visited at time ¢ has a center frequency of f; Hz. To hop to ¢;,
the onboard SDR will tune its local oscillator’s (LO’s) frequency to f; and then perform digital
signal processing (DSP) to transmit and/or receive the corresponding signals for rendezvous.
When SU, wants to hop to a new channel X,(t + 1) = ¢; with a center frequency of f;, the

onboard SDR needs to perform one of the following tuning steps.

(a) The SDR has an associated digital bandwidth of BWspgr?® and it can perform a one-stage
tuning [6] by shifting the signal’s frequency digitally to a new channel within its digital
bandwidth (e.g., to f;, in Fig. 3.2 that is located within (% — By) away from f;). The
latency for such a one-stage tuning is up to 3ms [11], which easily fits within a 6 = 10ms

time slot duration.?

(b) When SU, decides to hop to a channel outside of the SDR’s digital bandwidth (e.g., to
fj» in Fig. 3.2), then the SDR needs to perform a two-stage tuning [6]. The SDR first sets
the LO’s frequency close to fo and then perform a digital frequency shift to account for
the error in tuning, between the target f;, and the actual LO’s frequency. This two-stage
tuning involves re-setting and waiting for the LO’s frequency to stabilize, which takes

longer than the aforementioned one-stage tuning.

To understand the severity of the two-stage frequency tuning, we implement an experiment
using a USRP X310 SDR equipped with an SBX-120 daughterboard. The USRP is connected

3For example, and X310 USRP SDR can have up to BWspr = 160M Hz if equipped with an UBX-160
daughterboard.
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Figure 3.3: Average tuning time of USRP X310 test bed.

via 1000Base-T Ethernet to a Dell E5570 laptop running Ubuntu 16.04.2 LTS and a low-latency
kernel on top of an Intel i7-6820HQ processor and a 16GB of DDR4 memory. The initial center
frequency is set to f; = 500M Hz and the two-stage tuning delay is measured as the time
between a new center frequency f; is requested until the lo_locked flag, which indicates the
LO’s frequency has stabilized, changes from 0 to 1. The plot of the average two-stage tuning
delay over 10% experiments is depicted in Fig. 3.3.

Although there are irregularities in Fig. 3.3—possibly caused by the Linux operating sys-
tem’s scheduling algorithm and random internal states of the USRP when frequency change
is requested, the overall trend indicates the tuning delay increases logarithmically versus the
center frequency difference (e.g., |f; — f;| Hz), verifying the existing result in [71]. From our
measurements, the tuning delay is very small and lies somewhere between 1.2ms to 2.2ms.
However, since the employed USRP X310 is one of the most advanced state-of-art SDR, the
absolute tuning delay in Fig. 3.3 is lower than that of practical IoT nodes using generic SDR
hardware. In fact, the tuning delay for generic SDRs typically reaches 48ms [11], which is way
beyond the 10ms time slot period.? Thus, it is desirable to avoid the high-latency two-stage
tuning.

To avoid two-stage tuning, we limit the frequency hopping range by keeping the distance
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Figure 3.4: Tllustration of channel sensing limit.
between channels at subsequent hops to be small, for ensuring a fast one-stage tuning. Let

R:= LBWSDR_BOJ (3.1)

2B,

be the mazimum CH range. The numerator is subtracted with By to ensure that the next hop’s
center frequency and the signal bandwidth By can both fit into the SDR’s bandwidth, BWgpg.
The factor 2 in the denominator is to ensure that the node can hop to the left and right sides
of the current frequency f;, with an equal distance (see Fig. 3.2). Then, an IoT node SU, that
currently visits channel X,(¢) = ¢; may hop to another channel X,(t+1) = ¢; only if |i—j| < R.
Note that similar limitation applies to the other node SUj, by replacing X, with X3, e.g., the
channel hopped by SUsp.

Limited channel sensing capability

Before hopping to a new channel ¢;, an IoT node (i.e., SU,) must ensure that channel ¢; is
unoccupied to avoid interference to an ongoing PU transmission. In addition, the occupation
status of all channels in the spectrum must also be checked to enable the identification of
channels vacated by idle PUs. The vacated channels can then be added to the set of available
channels, C,, to increase the possible number of common channels, |C, N Cp|, and improve
rendezvous opportunities.

Under the lack of spectrum database [5], especially when the DSA network is operating over
an unlicensed band [65], the occupancy status must be checked via channel sensing. To this end,
wideband Nyquist sampling (WBNS) [142] can be employed to sense the entire (B x Np) Hz
spectrum all at once, but imposes a high sampling rate requirement that is hard to be satisfied.

For example, the LTE-U standard that covers a B x Ny = 7T00M H z spectrum requires a Nyquist
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sampling rate of 1.4 GHz, but state-of-art USRP SDR may only provide less that 200MHz of
bandwidth.?> On the other hand, sequential narrowband Nyquist sampling (SNNS) [142, 81]—
that divides the spectrum into several parts (collection of channels), each with a bandwidth
of BWgppr, and then senses every part—involves multiple two-stage frequency tunings and
requires a long time to complete, exceeding the time slot length of § = 10ms.2 These restricted
SDR bandwidth and tuning delay prevents WBNS and SNNS from being employed in practical
DSA networks. Instead, real IoT nodes may only be able to perform a limited, one-time partial-
band Nyquist sampling (PBNS) [142] that senses a part of the entire spectrum and ignores the
remaining parts.

To model the impact of PBNS-induced sensing capability limit, we consider a CH process
at node SU, (a similar model also holds for SU,). When SU, hops to the current channel
Xo(t) = ¢, it will set the on-board SDR’s LO frequency to f;, which also becomes the PBNS’s

center frequency. Let
BWspr
Li=|————— 3.2
B (32)

be the number of channels that can be sensed by PBNS. The factor 2 in the denominator is
because according to Nyquist theorem, a perfect reconstruction of a signal with bandwidth By

needs to be sampled at a rate of at least 2By. Then, PBNS is capable of sensing channels ¢,
L—1
T2
bounds of the sensible channel indexes. For example, a PBNS scheme with a center frequency

to ¢y, where z := max(0,i — 251 ]) and y := min(i + [Z51], N — 1) are the lower and upper
of f = fs and L = 7 in Fig. 3.4 can sense channels ¢, = ¢z to ¢, = cg, and then determines
that {cy4, ¢5, cs} are unoccupied. These unoccupied channels then serve as the candidates for the

next hop.

3.2.4 Rendezvous for IoT Nodes With Limited CH Capability

In practical DSA networks, the frequency tuning delay and channel sensing capability limits

not only co-exist, but also impose a combined CH range of

Ren := min <R, LL;D . (3.3)

To be specific, an IoT node that currently visits channel ¢; may hop to another channel c; if
and only if the CH range restriction |i — j| < Ry, is satisfied. In this paper, all IoT nodes are
assumed to have identical CH ranges, and we refer the nodes with such a restriction to have
a limited CH capability. The limited CH capability will reduce the set of available channels for
the next hop, which is a key ingredient that determines when and where rendezvous between

SU, and SUy occurs. To describe the reduced set of next-hop channels, we define the following.
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Definition 9 (Spectrum slice graph). Consider an IoT node SU,, where x € {a,b} denotes
an index, and a maximum channel hopping range of R.p. Let vertices C, represent the set of
channels available to node SU,. Denote &, as the set of edges, where an edge e(c;, c;j) is in &y
if ci,cj € Cp and |i — j| < Rep,. Then, the spectrum slice graph of node SU, is defined as a tuple
Gz = (Ca, &n)-

An example of a spectrum slice graph for node SU, that corresponds to the channel sensing
limit in Fig. 3.4 is depicted in Fig. 3.1a. The vertices in Fig. 3.1a are the set of available
channels while edges represent the connections to the set of available channels for the next hop,
which is restricted according to (3.3). For example, SU, that is currently at channel (vertex) cs
may only choose the neighbors ¢4, cs, cg, or cg for the next time slot.* This is because SU, is
unable to sense the occupancy of other channels outside this range (i.e., cg — ¢11). Attempting
a rendezvous on these outside channels may cause strong interference to co-located PUs and
should be avoided.

Recall that according to Section 3.2.2, we assume a heterogeneous available channel assump-
tion. As a result, the other node, SU,, may have a spectrum slice graph G, that is different than
SU,’s graph (see Fig. 3.1Db).

The spectrum slice graphs are then used by their respective SU nodes to determine the

sequence of channels they need to visit at each time slot, which is rigorously defined below.

Definition 10 (CH sequence under limited capability). Let ¢;, := XS"(t) € C, be the channel
visited by node SU,, (x € {a,b}) at time t and Ny(c;,) := {c: e(c;,,c) € E,} be the neighbors of
vertex c; in the spectrum slice graph G,. Given ¢;, and the CH capability limit of SU,, the next-
hop channel ¢;,,, == X"(t + 1) must be selected among Ny(c;,) U {c;,}, that is, the neighbors
of and ¢;, itself. Then, the CH sequence of SU, is defined as a collection

W, = {X(t) : t € Np}. (3.4)

An illustration of a CH sequence corresponding to node SU, that starts by visiting channel
X"(0) = cg is depicted in Fig. 3.5. A similar CH sequence also exists for node SU, but
is omitted for conciseness. In Fig. 3.5, channel (vertex) cg is connected via edges to vertices
Np(cs) = {cs, c9, c10} and the next-hop channel must be selected among Nj(cg) U {cs}. In this
example, SU;, decides to hop to Xgh(l) = ¢g at the next time slot, ¢ = 1. By repeating the
aforementioned process, we obtain a CH sequence of W}, = {cg, cg, c10, ¢s, - - .}, as depicted by the
red arrows in Fig. 3.5. To this end, the path formed by the CH sequence in Fig. 3.5 is essentially

a walk on graph G;. We assume that the next-hop channel is selected randomly according to

4Without loss of generality, we allow the node to re-choose the existing channel ¢s for the next hop.
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Figure 3.5: CH sequence of SU, illustrated as a walk over the spectrum slice graph G, in
Fig. 3.1b.

a pre-determined probability distribution, such that the CH sequence becomes a random walk
[100] over a spectrum slice graph. The problem of assigning the optimal probability distribution,
on the other hand, will be detailed in Sections 3.3.3 and 3.4.2 below.

Based on the CH sequence in Definition 10, the rendezvous problem between nodes with

CH capability limits can be formulated as follows.

Definition 11 (Rendezvous). A rendezvous between nodes SU, and SUy is achieved if there
exists ¢* € Cq NCp and t* € Ny such that XS(t) = X¢h(t) = c*.

In other words, rendezvous occurs when the (random) walks performed by SU, and SUj

over their respective spectrum slice graphs both visit the same channel (vertex).

3.2.5 Problem Formulation

The primary goal behind the rendezvous problem is to quickly establish a common control
channel between two IoT nodes in a distributive manner. Therefore, delay performance is of
critical importance, and we focus on minimizing the delay until rendezvous can be achieved. To

achieve our minimization goal, we employ the notion of time-to-rendezvous
TTR:=min{t > 0: X"(t) = X{'(t) = ¢*,¢* =C, NGy} (3.5)

from [165], and then use TTR to define the following metric.
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Definition 12. Mazimum expected time-to-rendezvous (MTTR) is the largest average TTR
among all possible initial channel hops, XS"(0) and X{"(0), and is defined as

TT Rz = sup E(TTR). (3.6)
Xgh(0),X¢"(0)

When MTTR is minimized, nodes can establish a control channel and start data transmis-
sion immediately, which leads to quick medium access delay and high user satisfaction. The
problem of designing CH sequences for quick MTTR in idealized DSA networks without CH
capability limit has been studied extensively [143, 49, 31, 47, 24, 97, 32, 133]. However, minimiz-
ing MTTR between two IoT nodes with limited CH capability remains a wide-open problem.
Hence, we ask: How to design the CH sequences of IoT nodes with limited CH capability for
achieving a fast MTTR?

3.3 Role-Based Random Channel Hopping (R-RCH)

According to the literature, an IoT-based network comprises two types of nodes: (i) distributed
sensors and actuators, which harvest data from the environment, and (ii) a point-of-access
device (AP) that collects data from the distributed nodes [78]. Several IoT examples of such
a master (AP)-slave (sensor/actuator) architecture includes the collection of consumer-side
electrical energy usage via advanced metering infrastructure in smart grid [148], and air quality
monitoring via geographically-distributed sensors in smart cities [171]. In these scenarios, the
DSA network needs to facilitate the establishment of control channel between an AP (master)
and a distributed sensor/actuator (slave) node via rendezvous. To this end, a rendezvous scheme
can leverage the distinct properties of these two nodes by assigning them with two different
roles.

Role-based rendezvous, also known as asymmetric method [165], has long been achieved
by letting the IoT nodes to apply periodic CH sequences [31, 47]. Unfortunately, the existing
asymmetric schemes are based on the assumption that IoT nodes can hop to any arbitrary
channel, neglecting the CH capability limit of practical SDRs. Moreover, these schemes require
the design and storage of CH sequence with length O(N?), which is prohibitive in future DSA
networks that may have up to N = 7000 channels.! Asymmetric CH scheme based on random
sequences, on the other hand, provides a low-complexity alternative without the hassle of a long
CH sequence [143]. However, like their sequence-based counterparts [31, 47], existing role-based
random CH schemes are unsuitable and need to be re-designed to account for IoT nodes’ CH
capability limit. Motivated by the lack of solution that accounts for the nodes’ CH capability

limit, we design a role-based random channel hopping (R-RCH) scheme that also achieves our
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Algorithm 2 Child-role channel hopping
1: Set the initial time: ¢ < 0.
2: Apply PBNS to select an unoccupied channel X,(0) = ¢;.
3: Hop to ¢; and attempt to rendezvous.
4: while rendezvous not achieved do

5: Increment the time: ¢ <+t + 1.

6: if (¢ mod My == 0) then

7: Perform PBNS centered at f; to find Ny(c;).

8: Select ¢; uniformly at random from N, (c;) U {c;}.
9: Hop to ¢; by assigning X, (t) = ¢; < ¢;.

10: Attempt to rendezvous on c¢;.

main objective of minimizing the MTTR.

3.3.1 Preliminaries on R-RCH Scheme

R-RCH is inspired by the “wait-for-mommy” (WFM) scheme from wildlife [20]. In WFM, a
child node stays in its location when being lost, while a mommy node exhaustively explores all
possible locations, thus guaranteeing rendezvous. We adopt the bio-inspired WFM approach by
considering a sensor/actuator as SU, and an AP as SUj, then assign each node with different
role. This is a valid assumption since most control channel establishment requests are between
the sensor/actuator and AP nodes, for enabling the information harvested by the former to be
collected by the latter. Inter-sensor /actuator control channel establishment, on the other hand,
is unnecessary since data exchange among these nodes can be facilitated by the AP. To focus
on the rendezvous between a sensor/actuator (SU,) and an AP (SUy), we assign them with the

following policies and call the resulting scheme as R-RCH.

Child-role CH process for SU,

In the context of IoT network, SU, is a sensor/actuator node that have low hardware complexity
and limited energy source, thus preferring a simple operation. Thus, we assign node SU, with
a simpler role, similar to a child in WFM, which is outlined as follows.

Node SU, starts by selecting one of the vertices in its spectrum slice graph G,, to hop to
an available channel. Technically, this can be done by initially applying PBNS sensing centered
at an arbitrary frequency and then selecting an unoccupied channel X¢*(0) = ¢; at the first
hop. Conventional WFM algorithm [143] requires SU, to stay and wait indefinitely for its
counterpart, node SUp, in channel ¢;. The drawback of the conventional approach is SU, may
wait on a channel (vertex) that does not exist in SU,’s spectrum graph, Gy,. For example, SU,

with a spectrum slice graph in Fig. 3.1a may select ¢; that is not in the spectrum slice graph of
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Algorithm 3 Mommy-role channel hopping

: Set the initial time: ¢ < 0.
: Apply PBNS, select an unoccupied channel X;(0) = ¢;.
: Hop to ¢; and attempt to rendezvous.
while rendezvous not achieved do
Increment the time: ¢t < ¢ + 1.
Perform PBNS centered at f; to find Ny(c¢;).
Select ¢; from Np(¢;) according to P(c;, ¢j).
Hop to ¢; by assigning X;(t) = ¢; < ¢; and attempt rendezvous.

I S AN e

SUp (see Fig. 3.1b). As a result, rendezvous will never occur since SU,, cannot hop into channel
1.

To alleviate the aforementioned non-rendezvous issue, we allow the “child” node SU, to
hop to the current channel’s neighbor every M, > 0 time slots.® To this end, the resulting CH
sequence can be viewed as a walk over G, where a new step happens every M; time slots, as

outlined in Algorithm 2.

Mommy-role CH process for SU,

Node SUp, on the other hand, represents an AP device that typically has a more advanced
hardware specification. Thus, SUj is able to implement a more active and complex role as a
mommy.

As a mommy, SU, initially hops to one of its available channels by randomly selecting a
vertex in graph Gp. Then, SU, searches for the (relatively) static child node SU, by applying
the CH scheme in Definition 10. Specifically, SUj, selects the next-hop channel from either the
current-hop channel ¢; or its neighbors, Ap(c;), as outlined in Definition 10. The question is,
how to select the next channel that achieves our main objective of minimizing the MTTR? To
answer the question, let transition probabilities of SUy, be denoted as {Py(c;, cj) : ¢i,¢cj € Cp},
where

Pb(ci,Cj) = Pr{Xb(t + 1) = Cj‘Xb(t) = Ci} (37)

is the likelihood that SU; will select a next-hop channel ¢; given an existing channel ¢;. Together,
the CH sequence and transition probabilities form a random walk over the spectrum slice graph
Gy (see Fig. 3.5 for an example of such a walk). It is known that a random walk is fully
determined by its transition probabilities [100]. Hence, the performance of SU,’s CH sequence,

which is essentially a random walk over graph G, can be optimized by carefully assigning

SIn practice, the neighbors of the current channel ¢; can be determined on-the-fly by applying a PBNS centered
at ¢; prior to the next hop.
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(a) Channel hopping (CH) sequence of SU, over the spectrum
slice graph G, in Fig. 3.1a.
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(b) CH sequences of SU, and SUs until rendezvous.

Figure 3.6: Illustration of role-based random channel hopping (R-RCH) scheme.

the transition probabilities. In Section 3.3.3, we show how to derive the optimal transition

probabilities so that SU,’s CH sequence results in a minimized MTTR.

3.3.2 An Ilustration of R-RCH

To better understand how R-RCH works, we consider an example in which the child node SU,
hops to a new channel every Mg = 4 time slots, as depicted in Fig. 3.6a. When SU, does not
hop to a new channel (e.g., at times ¢ € (5,7) and ¢ € (8,11)), it attempts rendezvous on the
current channel. The resulting CH sequence, W, = {X¢"(t)}, is depicted in the top part of
Fig. 3.6b. On the other hand, the counterpart node, SUy,, applies the mommy-role CH process
in Algorithm 3 that produces a random walk as depicted in Fig. 3.5. The resulting CH sequence,
Wy = {Xgh(t)}, is illustrated in the bottom part of Fig. 3.6b. Notice how SU, as the mommy
hops at every time slot, faster than that of the child node, SU,. By examining the CH sequences
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in Fig. 3.6b, we find that SU, and SU, visits a common channel c; and achieve rendezvous at
time t = 10.

3.3.3 R-RCH with Quick Rendezvous

We have outlined how an R-RCH scheme consists of a relatively static child node SU, and a
mommy node SUj, that actively searches the child by performing random walk. In this subsec-
tion, we discuss how to design the transition probabilities of SU’s random walk for minimizing
MTTR. According to Definition 12, our design objective will ensure a quick rendezvous delay,
regardless of the initial channels (vertices) selected by the child and mommy nodes.

To proceed, let the degree of vertex (channel) ¢; in the spectrum slice graph G, denoted as
dp(c;) := |Np(ci)|, be the number of edges connected to ¢;. For example, there are three edges

connected to vertex cg in Fig. 3.6a. Then, we have the following theorem.

Theorem 4. The transition probabilities that achieve the smallest MTTR satisfy, Vc;, cj € Cy,

1 ; Lo L
EESE if e(ci, cj) € & or ¢ = ¢,

Pycivey) — (3.8)
0, otherwise.

Before proving Theorem 4, we introduce a few notations and lemmas. Let n; := |Cy| and
Py :={By(ci, ¢j) Yes e, (3.9)

be the ny| X ny| transition probability matriz that satisfies the stochastic property, i.e., every row
sums to one. Denote Pf(c;, ¢j) as the conditional likelihood that a random walk currently located
at ¢; becomes located at c¢; after ¢ time slots, which is the (i, j)-th element of P} = Pi_le

with P} = Pj. Moreover, let
™= {Trci}ciecb (3'10)

be a stationary distribution vector that satisfies wP, = w and 7wl = 1, where 7., € (0, 1) is the
unconditional likelihood that SU, will be at channel ¢; when it has hopped a sufficiently large

number of steps. Then, we have the following definition.

Definition 13. [100] Given € > 0, the mizing time of a random walk with a transition proba-

bility matriz Py, is defined as

Tmiz(€) := inf {t : max ‘Pg(ci, )= w(.)| < 6} . (3.11)

Ciecb
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The mixing time is the amount of steps necessary until the transition probability of the
walk over graph Gy, is close enough (with a factor €) to its stationary distribution. The mixing
time will play a key role in the derivation of Theorem 4.

Besides the mixing time, another essential ingredient towards proving Theorem 4 is to derive
the MTTR, for R-RCH. However, analyzing the exact expression of MTTR is hard so that we
derive the following upper bound, instead. Denote ¢, := |C“’C:C|b|

of common channels to the number of available channels at the receiver SU,. Moreover, let 7, (¢)

as the ratio between the number

be the mixing time of a lazy walk, that is, a random walk over G, with transition probability

Pr = %(Pb +I). Then, we have the following lemma.

Lemma 3. Let ¢, be a positive constant. Then, the MTTR of the R-RCH scheme is upper-

bounded by
1 g 1
TTR, . < ( q > X M+ 57 (1/4). (3.12)

qa (e

Proof. According to Definition 11, rendezvous may only occur if the child node SU, and the
mommy node SUp hops to one of the common channels, C, N Cp. To leverage this necessary
condition and determine the TTR, we first focus on the child node SU,, which hops to one
of its available channels uniformly at random every M, time slots and results in a probability
qq of selecting a common channel. As a result, the number of attempts until SU, selects a
common channel, denoted as k, is Binomial-distributed with probability density function P(k) =
(1 — q4)¥'qq. According to the above-mentioned CH selection process, node SU, will hop to a
common channel ¢* € C, N Cp at time ¢’ = (k — 1) M, + 1. We assume that the time until SU,
hops to a new channel, Mg, is sufficiently large such that there is enough time to ensure SU,
and SUj, can rendezvous in the selected common channel.

To proceed, we denote 7p := min{t — ' : t > 0, X},(t) = ¢*} as the time starting at when
SU, hops to a common channel ¢* until it can rendezvous with the mommy node SUy. Then,
the TTR can be re-stated as

TTR = (k—1)Mg + 7.~. (3.13)
By applying a maximization and expectation operator to (3.13), we can obtain the following
inequality.
max E[TTR] = max {M;x (E[K]|—1)+ E,[1+]}
c*,c; €Cy c*,c; €Cy

1 1
< Mg ——1)+—71(1/4). (3.14)

a ca
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To prove the last inequality, let

tr(a) = E..[rc], 3.15
() L, el (3.15)
for a < %, be the expected hitting time of a large set C' € Cp [117]. Then, the inequality holds
since maxer ¢ ec, Fe;[Ter] < tu() and ty () is upper-bounded by 2-77(1/4) [117, Thm. 1.1].
Finally, Lemma 3 can be obtained by plugging the the definition of MTTR in (3.6) to left
hand-side of (3.14). O

Lemma 3 states that the upper bound of MTTR in (3.6) is proportional to the mixing time
of a lazy walk, 71,(1/4). Notice that P} = (P + I)* and the norm [3(Py, + I)!(c;,-) — m(y| in
71,(1/4) are increasing functions of the transition probability matrix Py. Moreover, 77,(1.4) is
an increasing function of 7, (€), since Tpiz(€) in (3.32) is also monotonically-growing with
respect to Pj. As a result, achieving a fast MTTR via reducing 77,(1.4) in (3.12) is equivalent
to minimizing 7, (€).

To leverage the proportionality between MTTR and the mixing time 7, (€) for designing
the transition probabilities {Py(c;, ¢;)}, we further study the relation between 7,,,;;(€) and the
eigenvalues of the transition probability matrix Py. Let A be an eigenvalue of matrix Py if there
exists a non-zero vector v that satisfies Pyv = Av. In general, the transition probability matrix

has nj eigenvalues denoted as A\; > Ag > ... > A, , where ); is the ith largest eigenvalue. Let
A* = max{|Az2|, | An, |} (3.16)

be the second largest eigenvalue magnitude (SLEM) of Pj. Then, we have the following lemma.

Lemma 4. [100] Let Ty := ming,cc, T¢,. The mizing time of a random walk with transition

probability matriz Py, is bounded by

(1 _1Xk - 1) log (21) < Trnia (€) (3.17)
< (1 _1A> log (ﬂr;i) .

The lower and upper bounds of Tpz(€) in (3.17) contain a common term -, where
(1 — A\¥) is called the spectral gap [34], such that finding the smallest SLEM \* is equivalent

to minimizing 7,z (€). On the other hand, Lemma 3 states that minimizing 7,,;,(€) translates

to minimizing MTTR. As a result, Lemma 3 and 4 jointly indicates that our main objective of
reducing MTTR can be achieved by minimizing A*. In the following, we leverage such a finding

to prove Theorem 4.
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Proof of Theorem 4. Recall that Py is a stochastic matrix. Thus, P}, has a largest eigenvalue
of A\ =1 [100, Sec. 12.2], implying that the other eigenvalues are smaller or equal to one, so
that the SLEM becomes A* < 1. Let I be an identity matrix. When Py, is projected to the null

space of 1, that is, by using a projection function
L7 L7
(I-——11")P,(I——11"), (3.18)

the largest eigenvalue magnitude is equal to the SLEM [35]. Moreover, since the spectral norm
A
[|A ]2 := supjx|;>0 %

(T — nibllT)Pb(I - nibllT)Hg = ||Py — nibllTHQ becomes equal to the SLEM A*. As a result,

the problem of minimizing the mixing time 7,,;,(€), which is equivalent to minimizing \*, can

is equal to the largest eigenvalue magnitude of A, then the projection

be re-stated as

1
P,— —117

min
P ny

b

st. Ppl=1, P, >0, (319)

2
and Py(c;,¢j) = 0,V¢;, ¢ e(c, ¢j) ¢ & and ¢; # ¢;.

The inequality P, > 0 indicates that the transition probability matrix has non-negative ele-
ments, while the last constraint ensures that the random walk is only performed over the edges
of the spectrum slice graph G.

Solving (3.19) requires the full knowledge regarding the set of edges &, for assigning the
elements of Pj all at once [35], which is not available to node SU, due to the limited sensing
capability of the employed PBNS algorithm. When SU, is at channel ¢;, however, it knows the
immediate set of edges connected to ¢;, which can be used for determining the i*” row of Py,. Let
p(c;) be the it" row of matrix Py,. Further, we notice that the spectral norm is upper-bounded
by the Frobenius norm ||Al|F :== (3, ; A?J)%, where A; ; denotes the (i, j)-th element of matrix
A. As a result, (3.19) can be restated into the problem of assigning the u** row of Py, as follows.
Let p; := Py(ci, ¢j) and py(c;) := {pj};ec, for notation simplicity.

min

s.t. pp(ci)1l =1, (3.20)
F

1
py(ci) — 771;1

=0, ife(g,ci) ¢ & and ¢; # c;.
and Pb(Ci,Cj) (1 ])¢ b i # J
> 0, otherwise,

The optimal solution to (3.20) can be found as follows. Due to the constraint Ve; €
Cp \ Np(ci),p; = 0, the Lagrangian of (3.20) becomes L(pp,7y) = cher(cl_)(pj - %)2 +

ZC]'EC\Nb(Ci)(O - %)2 - ’Y(cher(ci)pj — 1), where v is called the Lagrange multiplier [36].
To proceed, we take the partial derivatives of the Lagrangian with respect to v and p; for all
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¢j € My(ci), as

Ly(pp,y)= Y pj—1=0, and (3.21)
c; ENy(cq)
1
Ly (on7) =2 (= o) =7 =0, ey € i), (322
By plugging (3.22) into (3.21), we get 3 + nib = m. Substituting this back to (3.22) obtains
Theorem 4. ]

A naive random-based approach using Algorithm 3 can simply select the next-hop channel
c¢; uniformly at random among the neighbors of the current channel ¢; in the spectrum slice
graph. Theorem 1, on the other hand, suggests that the current channel ¢; must also be able to
be re-selected as the next-hop channel, for optimal MTTR. Specifically, SU, must select both
the neighbors of ¢; and ¢; itself with a uniform probability. For example, SU; with a spectrum
slice graph Gy depicted in Fig. 3.6a that is currently located at cg has to hop to either cs, cg,
c10 or cg itself, each with probability m = %. We will show in Section 3.5 that the optimal
solution in Theorem 4 will result in a smaller rendezvous delay than the aforementioned naive

approach.

3.3.4 PBNS-Assisted R-RCH for Quicker Rendezvous

According to Definition 11, rendezvous may only occur if the walks (CH sequences) performed
by nodes SU, and SUj, visit the same vertex (channel). In this subsection, we show that the
nodes can still achieve rendezvous even if they hop to two different, but neighboring vertices.

Consider an R-RCH scheme in which the CH sequences in Fig. 3.6b are re-drawn into
Fig. 3.7a. We consider time slot t = 5 and focus on the child node SU,, which visits the vertex
¢4 in its spectrum slice graph. Instead of checking the mother node’s (SU,’s) arrival at vertex
¢4 only, SU, can also “query” the neighbors, Ny(cs) = {c1,¢5,¢6} (see the yellow area with
dotted boundary), to check whether they are visited by SU,. Since at the same time SU}, hops
to cs, then the corresponding vertex reports to the child node and the node concludes there is
a rendezvous.

The question is, how to query the neighboring vertices? To answer this question, we assume
that every time the mommy node visits to a new channel, it transmits a pilot signal through
the channel to indicate visitation. To listen for mommy, the child node SU, can apply PBNS
sensing [142]. The main benefit of using PBNS lies on its capability to probe pilot signals on
SU,’s current channel, as well as the other ones within % index away from the current channel
(see Fig. 3.7b). Thus, applying PBNS becomes equivalent to checking the current channel as

well as querying the neighboring channels.
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(a) CH sequences of SU, and SUj up to time ¢t = 5.
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(b) PBNS sensing’s capability to query neighboring channels.

Figure 3.7: An illustration of PBNS-assisted R-RCH scheme at time ¢ = 5.

After being informed by the mommy node’s presence, SU, can quickly switch to mommy’s
channel, send acknowledgment signals, and proceed to control channel establishment. We refer
the aforementioned scheme as a PBNS-assisted R-RCH. In the PBNS-assisted R-RCH scheme,
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rendezvous can be achieved at time t* if
Xty = ¢, XEM(t*) = ¢, and ¢, € Ny(ciy). (3.23)

In Section 3.2.4, we assumed all IoT nodes have identical CH capability limit. Hence, the last
constraint in (3.23) is equivalent to requiring ¢;, = Ny(c;, ), i.e., the current-hop channels of
SU, and SU, are neighbors in spectrum graph of node SU,,.

Compared to the example in Fig. 3.6b, the PBNS-assisted scheme in Fig. 3.7a achieves
rendezvous earlier at time t = 5. We will show in Section 3.5 that, in general, PBNS-assisted
R-RCH can improve the TTR performance of R-RCH without PBNS assistance.

3.4 Symmetric Random Channel Hopping (S-RCH)

We have discussed how to achieve a quick rendezvous in DSA networks with pre-determined
“child” (client) and “mother” (server) roles. Unlike the aforementioned hierarchical client-server
setup, however, future loT networks may have a flat peer-to-peer architecture, instead. For ex-
ample, mesh-based online messaging apps, such as FireChat [2] and Jott [37], have enabled
millions of proximate mobile devices to build a short-range wireless ad-hoc network for ex-
changing multimedia contents without requiring connection to a centralized server. Another ex-
ample is vehicle-to-vehicle communications without infrastructure support [69], which enables
the exchange of safety messages among nearby vehicles to promote safe driving and reduce
traffic accidents. In these peer-to-peer-like IoT applications, the nodes do not have distinct
pre-determined roles prior to rendezvous, so that a scheme where nodes have symmetric roles is
desirable. In this section, we outline how to achieve such a rendezvous objective by proposing
a symmetric random CH (S-RCH) scheme.

3.4.1 Preliminaries on S-RCH Scheme

Our main objective is to design a symmetric CH sequence where two IoT nodes, SU, and SUy,
are assigned with identical CH processes. According to the WFM-based approach in Section 3.3,
there are two possible alternatives: child-like or mommy-like CH process. When child-like CH
is applied to both SU, and SUy, the resulting CH sequence will be almost static, thus inducing
a very long rendezvous delay or even no rendezvous at all. To avoid long rendezvous, which
contradicts our main goal of minimizing MTTR, we apply mommy-like CH process to both of
the ToT nodes. The resulting scheme is what we refer as S-RCH.

In S-RCH, the CH sequences performed by SU, and SU, are modeled as random walks over
their respective spectrum graphs. According to Definition 10, the walks are denoted as W, and

Wy, respectively. Denote n, := |C,| and let P, be the n, X n, transition probability matrix of
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(a) Walk W, on G,. (b) Walk W, on Gy.
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(c) CH sequence versus time.

Figure 3.8: Illustration of symmetric random channel hopping (S-RCH) scheme.

walk W,, where the (7, j)-th element of P, is equal to the transition probability
Pa(Ci, Cj) = Pr{Xa(t + 1) = Cj|Xa(t) = Ci}- (324)

The transition probability matrix Py of walk Wy, on the other hand, follows the definition in
(3.9).

We illustrate in Fig. 3.8 an S-RCH corresponding to the spectrum slice graphs in Fig. 3.1.
In the examined S-RCH, walk W, is illustrated as the dotted blue arrows in Fig. 3.8a, while
the solid red lines in Fig. 3.8b belong to walk Wj. By plotting the CH sequence versus time in
Fig. 3.8¢c, we observe that the rendezvous in S-RCH occurs on channel cg at time ¢ = 4, which
is earlier than ¢ = 10 for the R-RCH in Fig. 3.6b.

Notice that S-RCH can be viewed as a special case of R-RCH where the child node, SU,,
hops every M = 1 time slot. Due to the singular M, the first term of the MTTR bound in
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(3.12) will disappear so that a lower (better) MTTR can be expected. In the following, we will
show how to minimize the MTTR of the S-RCH scheme by designing the transition probability
matrices, P, and Py, and then show that S-RCH achieves a lower MTTR than the R-RCH
(without PBNS assist) when M is large.

3.4.2 S-RCH with Quick Rendezvous

We have discussed that S-RCH can be viewed as two random walks, denoted as W, and W},
over the spectrum slice graphs. In this section, we design the transition probability matrices of
the random walks to achieve our main goal of minimizing MTTR. We have the following main

result.

Theorem 5. The transition probabilities of walks W, and Wy, that achieve the smallest MTTR
satisfy

1

if e(ci,cj) € Eq or ¢; = ¢j,

Paleiye)={ BETFT (3.25)
0, otherwise,
1 fe(d )

Pb(cg,c;-): dp(c))+17 if e(ci, ) € Eq or ¢ = C, (3.26)
0, otherwise,

Vei,¢j € Cq and V¢, ¢

i1 Cj € Cyp.

Before proving Theorem 5, we present the following general definition regarding random

walks.

Definition 14. A random walk W over graph G = (C, &) with transition probability matriz P

and stationary distribution vector m is

1. reversible if ., P(ci, cj) = me, P(cj, ¢i),Vei, ¢j € C,

2. irreducible if 3t < oo such that P*(c;,cj) > 0 for any ¢;,cj € C, and

3. aperiodic if AN < oo such that Ve; € C, P™(¢i,¢;) > 0 for alln > N.

Definition 14 can be applied to our walks-of-interest, W, and W;, by adding subscripts (),
and (), respectively. Typically, the second and third conditions in Definition 14 are satisfied by

W, and W} since their spectrum slice graphs, G, and Gy, are connected and non-bipartite. On

the other hand, many variants of random walk over graph [70] can be designed to satisfy the

SA graph is bipartite if the vertices can be divided into two disjoint sets and no two vertices in the same set
are adjacent.
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first condition in Definition 14. In fact, we can show that W, and W} employing the transition
probabilities in (3.25)-(3.26) have the stationary distributions of

da(ci) +1
e = ali = =—=————— and 2
e, [14] AR an (3.27)
dy(c)) +1
b b\G
wb = ) = G T 3.28
“ ™ 2|&| + [Col (3.28)

which satisfy the reversibility (first) condition. Thus, it is reasonable to assume that W, and
W, satisfy all the three conditions in Definition 14.

By considering W, and W} as two independent walks performed in parallel by nodes SU,
and SUy, the current locations of the walks can be described by a two-variate state (¢;,c;) :=
(X (t) = ci, XM(t) = ). Furthermore, by denoting (c;, ;) = (X (t+1) = ¢j, X (t+1) = ;)
as the state at the next time slot, the transition probabilities of the individual walks can be
combined into a two-variate transition probability

Pup((ciy &), (cj,¢5)) = Palciycj) x Pb(c;,cg-), (3.29)
where subscript ()4 indicates that P, corresponds to the “parallel” walks consisting both W,
and Wj. Let ny, := |Cp| be the number of channels available to node SU,. Then, we can state

the (nqnp) X (ngny) transition probability matrix of the parallel walks as

Pu(ciy,ciy)Py ... Pu(ciy,ci,, )Ps
Pa = : : (3.30)
Pu(cip,,ciy)Py ... Pulci,,ci,, )Py
=P, ® Py,

where ® denotes the Kronecker matrix operator.

To proceed, we study several properties regarding the parallel walks, which for simplicity is
denoted as Wy;,. Let 7, and 73, be the stationary distribution vectors of P, and Py, respectively.
Denote 74, as the (ngnp) x 1 stationary distribution vector corresponding to the transition
probability matrix P, which satisfies w.,Pa = Pap. Moreover, let the mixing time of the
parallel walks W, be denoted as

728 () (3.31)

::iixnf{t: max \(Pt({ci,cg},{-})—w{.})\ge}.

¢i€Ca,c;ECy

Then, we have the following lemma.
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Lemma 5. The MTTR of the S-RCH scheme is bounded by

1 1
TTRyae > iTab (1/4) - . (332)

mix 9

Proof. We start by adopting the notion of maximum hitting time

thi = max = B [T ] (3.33)

ci,cJ-ECa,c;,c;ECb
from [100], where the first hitting time

Tlejd)) = min{t > 0: Xo(t) = ¢;, Xp(t) = ¢} (3.34)
denotes the first time state {Xq(t), Xp(t)} = {c;,c}} is visited by the walk. Moreover, we know
that the maximum hitting time is bounded by [100, Theorem 10.14]

1 1
trit > 5T (1/4) = 5 (3.35)

max
(Cj 703')

Let the largest first hitting time be denoted as T
that

= MAX e, o eC, Tlej e} We observe

TTRyae > T(Tncﬁ%) > tHit, (336)

where the first inequality on the left side holds because the MTTR (7T Rynq.) requires an
additional condition X,(t) = X3(t) = ¢* to be satisfied (see (3.5)-(3.6)) and is more restricted
that the largest first hitting time. The second inequality in (3.36), on the other hand, holds by
the relation between the maximum and expected values. Finally, combining (3.36) with (3.35)

completes the proof of Lemma. 5. O

Lemma 5 reveals that MTTR, is lower-bounded by a factor proportional to the mixing time
Tmiz(€). So, minimizing the best-case MTTR is equivalent to minimizing 7, (¢), and we will
optimize 7., (€) to design the transition probability matrix P, that minimizes the MTTR.

Before designing P, we outline several useful properties as follows.

Lemma 6. The parallel walks with transition probability matriz Py, = PoQPy have a stationary

distribution vector of ™oy = 7o Q Tp-
Lemma 7. The parallel walks are reversible, irreducible, and aperiodic.

With Lemmas 7 and 6 at hand, we show the uniqueness of the stationary distribution vector

T as follows.
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Lemma 8. The parallel walks have a unique stationary distribution vector mwqy, > 0.
Proof. Since the parallel walks are reversible, irreducible, and aperiodic, it have a unique tran-

sition probability 7., with [Wab](ci,c;) > 0 for all ¢; € C, and ¢ € C, [146, Proposition 4]. O

Now we are ready to derive the mixing time upper and lower bounds that will be used for
minimizing the MTTR in Lemma 5. Let A} := max{\}, =A%} be the SLEM associated with
walk W,, where A{ is the i-th largest eigenvalues of P,. Moreover, let 7; := mingec, T¢, be
the smallest element of the stationary distribution vector 7r,. Similar definition also applies for

walk W} by substituting a with symbol b.

Proposition 1. The mizing time of the parallel walks Wy, is lower and upper bounded by

1 1
1)1 — ) < s
(=g 1) 1om () = vkt

1 1
< 1 . .
T 1= 8 (e X 7rj;7r;;> (3.37)

Proof. From Lemma 7, we know that the walk W, with transition probability matrix P
is reversible, irreducible, and periodic. Thus, according to (3.17), W, has the mixing time
bounded by (ﬁa)ab) - 1) xlog(£) < 1% (e) < m x log (m), where \*(Pyp)
and 7pin (Pper) are respectively the SLEM and the smallest entry of mq,. First, we focus on
the common term, ﬁ(Pab)' According to [82, Theorem 4.2.12], we know that A x )\3’- for any
1 < ng and j < my is also an eigenvalue of P, such that the spectral gap can be re-stated as

1— X (Pap) = infacicn, 2<j<n, 1 — [AL][AS].
1

EXTqTh

Next, we consider the term in the upper bound. According to Lemma 6, 7g, x ﬂlc’,_ for
any ¢; € C, and ¢, € Cp is also a stationary distribution corresponding to Py, and my, = 7, @7,
is unique by Lemma 8. Thus, the logarithm term in the upper bound can be obtained by taking

the minimum over all possible ¢; € C, and ¢, € Cp, completing the proof. O
With Proposition 1 and Lemma 5 at hand, we are now ready to prove Theorem 5 as follows.

Proof of Theorem 5. Lemma 5 reveals that minimizing MTTR is equivalent to minimizing the
mixing time 798

A, and Ap are the SLEMs contributed by walks W, and W, respectively, while the walks are

operated independently to each other. As a result, minimizing A} X A\; can be done by separately

(1/4), which according to Proposition 1 is proportional to A} x A;. Note that

minimizing A} and A7. To this end, Thoerem 4 indicates that a walk that minimizes its SLEM
A* must satisfy the transition probabilities in (3.8). As a result, to minimize \}; and A} as well
as the MTTR, we leverage the result in (3.8) and add the appropriate subscripts for W, and
Wy to obtain Theorem 5. ]
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3.4.3 Comparison Between R-RCH and S-RCH Schemes

The main difference between the symmetric (S-RCH) and role-based (R-RCH) schemes is that
the node SU, needs to select and hop to a new channel more often in the former. In this
subsection, we will leverage our mathematical analysis to show that the increased complexity
imposed by S-RCH is traded off with lower (better) MTTR.

To highlight the performance advantage of the S-RCH scheme, we consider a homogeneous
DSA network where IoT nodes SU, and SU, observe the same available channels, C, = Cp.
When the network is homogeneous, the analysis for parallel walks (S-RCH) can also be applied
to analyze an R-RCH scheme with My — oo, that is, when node SU, stays at a channel
indefinitely. In this case, the transition probability matrix of walk W, by SU, is equal to P, =1
while the SLEM is now given as A} = 1. From the parallel walk’s perspective, the combined
SLEM of the role-based (R-RCH) scheme becomes A x A\j = ;. The SLEM of the symmetric
(S-RCH) scheme, on the other hand, is equal to A} x A} with A} < 1. Since A > A¥ x A} and the
combined SLEM is proportional to the MTTR, (see Proposition 1 and Lemma 5), we conclude
that in homogeneous networks with My — oo, the R-RCH scheme has a larger (worse) MTTR
than the SSRCH scheme. In Section 3.5.3, we will show that a similar result can be observed in

heterogeneous networks with finite M.

3.4.4 PBNS-Assisted S-RCH Scheme

Similar to the role-based (R-RCH) scheme in Section 3.3.4, the rendezvous delay of S-RCH can
also be shortened by allowing the SU nodes to rendezvous on two different but neighboring
vertices (channels) in the spectrum slice graph. The approach in Section 3.3.4 that asymmetri-
cally assigns the PBNS task to node SU, only, however, cannot be applied to S-RCH in which
every node must be assigned a symmetric (identical) role. To this end, we leverage the prac-
tical assumption that SU, and SU, may start the CH process at different times due to their
unsynchronized local clocks, and apply the following listen-before-transmit (LBT) strategy.

1. Listen phase: Firstly, the node SU, performs a PBNS with range L centered at its current
channel X¢"(¢). If there is a pilot signal detected, e.g., the blue tone transmitted by SUj, at
¢5 (see Fig. 3.7b), then SU, decodes the signal, waits until the signal ends, and transmits
an acknowledgment (ACK) to indicate a successful rendezvous. Otherwise, proceed to the

phase below.

2. Transmit phase: Secondly, SU, hops to a new channel X¢"(t) selected according to The-
orem 5, transmits a pilot signal, and wait for and ACK from SU,. If an ACK is received,
then stop because rendezvous had occurred. Otherwise, increment time ¢t and go to the

listen phase to attempt another rendezvous.
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(a) Listen when clock is late. (b) Transmit when clock is early.

Figure 3.9: Node SU,’s action depending on its local clock’s position.

The listen phase is for the case that SU,’s local clock is later than SU, (see Fig. 3.9a), to
make sure that SU, can hear the rendezvous signal transmitted by SU,. On the other hand,
the transmit phase is for accounting when SU, has an early local clock and has to initiate
rendezvous (see Fig. 3.9b). In this paper, we refer an S-RCH applying the aforementioned LBT
phases as a PBNS-assisted S-RCH scheme.

3.5 Performance Evaluation

After outlining and discussing how to achieve quick rendezvous via role-based (R-RCH) and
symmetric (S-RCH) channel hopping schemes, we evaluate their performance via numerical and
experimental evaluations. In our evaluations, we consider the following network parameters to
build the spectrum slice graphs G, and G, for rendezvous, according to the method outlined in
Sections 3.2.3 and 3.2.4.

3.5.1 Parameter Setup

We consider LTE-U [65], which is a recent standard that enables opportunistic wireless access
via DSA over the following channels: U-NII-1 (over the 5.25-5.33 GHz frequencies), U-NII-2C
(on the 5.49-5.73 GHz spectrum), and U-NII-3 (covering the 5.735-5.835 GHz bands). Thus,
the considered DSA network covers a 500MHz spectrum in total. We focus on future LTE-U
networks with SUs having By = 100 kHz channel raster® [65] for efficient spectrum usage under
dense IoT-based deployment, which results in N = 5000 non-overlapping channels. To ensure
consistency with the LTE frames used in LTE-U standard, each IoT node applies a uniform
time slot period of § = 10 ms.? Moreover, each IoT node is assumed to carry an on-board
SDR with similar specifications to USRP E310, which is a commercial of-the-shelf SDR with

embedded ARM processor, resembling those found in modern smartphones and tablets. As a
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result, we assume that the SDR has a digital bandwidth of BWgpr = 56 M H z and the resulting
CH range becomes limited to R, = 139 (see eqgs. (3.1)-(3.3) for the relation between R, and
BWspr).

In the considered LTE-U network, there are two types of PUs: 1) 56GHz IEEE 802.11 WiFi
devices, which reserves the U-NII-1 and U-NII-3 bands, as well as 2) weather and military
radars in the U-NII-2C bands. There are a total of 25 U-NII channels that can be occupied by
PU devices, each with a bandwidth of BW,,, = 20 MHz. Note that since the SUs’ bandwidth
of By = 100 kHz is much smaller than BW),, each unoccupied U-NII (PU) channel consists

f %0”“ = 200 SU channels for the IoT nodes. We assume a network with moderate PU
activities, where the number of unoccupied U-NII channels is determined as follows. Let an

overlap ratio pyp = % be the fraction of channels available to IoT nodes SU, and SU,.

_ (CMCOC gy p, = NGOG

Unless specified otherwise, pyp is set to 0.2. Moreover, let p, :
be the fraction of non-overlap U-NII channels available to nodes SU, and SUy, respectively, that
have a default value of p, = pp = 0.2. According to these fractions, the sets of unoccupied U-NII
channels are chosen randomly from all the 25 U-NII channels and remain fixed throughout each
network realization. Then, the number of unoccupied U-NII channels around SU, is given as
25 X (pq + pap), while that of node SUy is 25 X (py + Pap)-

In our evaluation, we compare the proposed R-RCH scheme employing the optimal transition
probabilities in Theorem 4 (denoted as R-RCH (opt)) to the same scheme applying a simple
random walk [100] (R-RCH (SRW) ), which represent a naive random-based scheme. Moreover, we
evaluate the proposed S-RCH scheme (S-RCH (opt)) and compare it to the Modular Modified
Clock scheme [143] (MMC), which is a state-of-the-art randomized scheme. The results for PBNS-
assisted schemes in Sections 3.3.4 and 3.4.4 are also included for comparison. All the data points

in our results are averaged over 10* measurement runs.

Bo=100kHz BWpyu=20MHz Occupied by PUs
0 ~ ——

SU,: 6 A |r | > f{Hz)

fa Ren Rep fa fe fr fq fr

By,=100kHz

SUp: — Je {\:ff > f(Hz)

fa fb fc fd R Rch fg fh

Figure 3.10: Local optima problem due large PU bandwidth and small CH range.
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3.5.2 Avoiding Local Optima

The wide U-NII channel bandwidth of 20MHz—each providing N = 200 SU channels—combined
with the narrow CH range limit (e.g., R., = 139 when USRP E310 SDR is used) may prevent
SU, and SU, from achieving rendezvous. To this end, multiple PUs may occupy consecutive
spectrum bands (i.e., at frequencies [f., fq] and [f4, fe] near SU,), as illustrated in Fig. 3.10.
Consider the node SU,. The limited CH range R.; prevents SU, from hopping beyond the
400 occupied SU channels on frequencies [f., fe] and traps SU,’s CH sequence within a local
optima” (in this case, frequencies f, to f.). The CH sequence of SU, trapped in a local optima
is equivalent to having a random walk over a disconnected spectrum slice graph G,, where the
walk is confined to a locally connected component. As a result, SU, may not be able to hop
to the frequency of SU, (i.e., between |[fe, f4] in Fig. 3.10) and rendezvous will never happen.
In order to prevent the IoT-based SU nodes from being trapped in a local optima, we let the
nodes to select an arbitrary channel every T;es: = 1000 time slots. When the selected channel
is occupied by PU, the corresponding node will repeat the selection until a vacant channel is

picked.

3.5.3 Time-to-Rendezvous

We select the expected TTR—the average delay until nodes SU, and SUj can achieve rendezvous—

as the main metric-of-interest. Then, the following scenarios are evaluated.

Effect of the fraction of overlap channels (pg)

We consider the effect of increasing p,; to the expected TTR by presenting the corresponding
plots in Fig. 3.11a. As pg becomes higher, rendezvous is more likely to occur early since
there will be more commonly-available channels to both SU, and SU,, and is verified by the
decreasing expected TTR of the role-based R-RCH (SRW) scheme (see the upper-most dotted
line in blue). The proposed R-RCH (opt) scheme, on the other hand, achieves an improved
expected TTR since it attempts to minimize the MTTR bound in Lemma 3, by applying the
transition probabilities in Theorem 4 to the “mother” node, SU,. When the symmetric (S-RCH)
scheme is employed, both SU, and SU, actively attempt to rendezvous by hopping to a newly-
selected channel at each time slot. Such a two-way effort provides a lower (better) expected
TTR than the role-based (R-RCH) schemes, which essentially involve a one-sided effort by node
SUy only.

Fig. 3.11a also shows that the PBNS-assisted R-RCH and S-RCH schemes, which allows

the IoT SU nodes to detect rendezvous signals outside their current channels as long as the

"The local optima term, borrowed from convex optimization [36], refers to a solution to an optimization
problem over a limited neighborhood (range) that is not necessarily a globally-optimum solution.
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Figure 3.11: Expected TTR performance with respect to various network parameters.

condition in (3.23) is satisfied, can reduce the expected TTR (see the cyan and yellow plots on
the bottom). These results indicate that although the PBNS sensing causes the CH range limit
Ry in (3.2)-(3.3), it can actually be leveraged to improve the rendezvous delay performance.
We additionally compare the performance of the proposed schemes to that of the existing
MMC scheme [143]. Since MMC has a CH sequence that is designed without accounting for CH
capability limits, it requires the SDR to be able to hop to any arbitrary channel, irrespective of
the frequency difference to the current channel. As a result, the SDR needs to do a two-stage
tuning at each hop (recall Section 3.2.3 for details), which takes at least 30ms for practical IoT-
based embedded application [26]. To provide additional time for transmitting and/or decoding

rendezvous signals, we set the MMC scheme’s time slot to 40 = 40ms. The corresponding result
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for MMC (see the solid black plot in Fig. 3.11a) indicates that MMC outperforms the proposed
schemes without PBNS-assist when pg;, is low. As pgp is increased to 0.5, the performance of
MMC worsens and converges to the role-based (R-RCH) scheme. The PBNS-assisted R-RCH and
S-RCH schemes, on the other hand, generally outperforms the MMC scheme with up to 70.2%

expected TTR improvement.

Effect of the fraction of non-overlap channels (p, and py)

We consider the effect of the fraction of non-overlap channels by setting p, = p, and increasing
their values from 0.1 to 0.3 in Fig. 3.11b. As p, and p; increases, the random walks performed
by SU, (in S-RCH and MMC schemes) and SU, (in all schemes) effectively spend more time
in the non-overlap channels than in the common channels, C, N Cp. Since rendezvous in these
schemes only happen in C, NCy, the likelihood of rendezvous at each time slot is diminished and
the expected TTR becomes larger. Then, the expected TTR becomes an increasing function of

pe and pp, as indicated by the plots in Fig. 3.11b.

Effect of SDR’s bandwidth (BWspr)

Next, we increase the SDR’s bandwidth, BWgpg, from 20MHz up to 160MHz> and plot the
resulting expected TTR in Fig. 3.11c. According to (3.1)-(3.3), BWgppr is proportional to the
CH capability limit R, while higher R, is helpful when the IoT SU nodes start in two channels
with vastly different indexes (e.g., X4(0) = ¢p and X3(0) = c¢ny_1). Specifically, by assuming an
imaginary best-case policy under the role-based CH scenario, node SU, can stay put while SU,
constantly hops from ¢; to ¢;—g_, at each step, thus resulting in a TTR of [Rlch] Additionally,
SUp can follow the same deterministic policy, which results in a combined TTR of [ﬁ} in
the best-case symmetric CH scenario. We found that these inversely-proportional scaling of
TTR versus R, (and BWgppg) can also be observed in the average-case, as demonstrated
by the expected TTR plots in Fig. 3.11c. As a result, the expected TTR decreases and the
performance of the proposed R-RCH and S-RCH schemes approach that of the MMC as BWgspr
becomes larger. The expected delay of MMC scheme that does not account for the limited CH
capability, on the other hand, remains constant versus BWgpg.

When PBNS-assisted schemes are employed and BWgpg is increased, the range of sensible
channels, L, grows larger. As a result, the maximum number of neighbors (i.e., the upper bounds
of N, and N;) increase and the rendezvous condition in (3.23) becomes looser. In other words,
rendezvous occurs more easily and not only does the PBNS-assisted schemes offer improved
expected TTR performance, but also their absolute performance gaps—with respect to R-RCH
and S-RCH without PBNS assistance—becomes larger, as indicated by the cyan and yellow
plots in Fig. 3.11c.
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Figure 3.12: Expected TTR versus SU’s bandwidth, By.

Remark 5. Fig. 3.11b shows that the expected TTR is an increasing function of the por-
tion of non-overlap channels, p, and py, while Figs. 3.11a and 3.11c indicate that the TTR
is inversely-proportional to the fraction of overlaps, papy, and the SDR’s bandwidth, BWspR.
From a hardware designer’s perspective, it is desirable to increase BWgpr, since the remaining
variables (pa, Py, and pay) are intrinsic to the DSA network’s operating environment. Increas-
ing BWspr, however, trades improved TTR performance with greater device complexity and

manufacturing cost.

Effect of SU channel’s bandwidth (B)

Some ToT applications such as environment monitoring involves a large number of sensor net-
works with small throughput requirement, thus ideally served with a small channel bandwidth
By. On the other hand, large By may be needed to support the exchange of large contents,
such as 4K video recording, between users of mesh-based messaging apps. To understand how
different values of By affect rendezvous delay, we fix the overlap and non-overlap channel ratios
(Pas Pb, and pgp), increase the SU’s bandwidth from 0.5MHz to 5.0MHz, and then evaluate the
corresponding expected TTR in Fig. 3.12. To this end, the total number of available SU chan-
nels, [Cq UCy| = LTOM’SP egimm’BWJ (pa + Py + Pap), Will decrease with respect to By. Since the

CH schemes need to operate over a larger search space before rendezvous, the expected TTR

will increase with respect to |C, UCy| (equivalently, as By becomes smaller), which is verified in
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Fig. 3.12 for R-RCH and S-RCH schemes without PBNS assistance.

On the other hand, the expected TTR of the PBNS-assisted schemes are relatively constant
versus Bp. The main reason is that the PBNS’s capability of sensing pilot signals on other
channels, L%J (see the first condition in (3.23)), also decreases with respect to By. The
resulting decline of the expected TTR then counter-balances the improvement provided by the
reduced search space, thus resulting in a zero net improvement. Moreover, according to (3.2),
the number of sensible channels L is inversely proportional to By. As a result, the expected TTR
of PBNS-assisted R-RCH and S-RCH schemes converge to those without PBNS assistance since
the rendezvous criterion in (3.23) becomes equivalent to that in Definition 11, as By becomes

very large.

3.5.4 Time-to-Rendezvous Versus IoT Nodes’ Mobility

Modern ToT-based DSA networks, including mesh-based online messaging applications like
FireChat and Jott, consist of mobile nodes with momentary inter-node contacts as their SUs.
One major concern is whether the time delay for achieving pairwise rendezvous is sufficiently
small and can exploit the opportunities provided by the momentary contacts. To examine the ca-
pability of the proposed CH schemes to facilitate rendezvous, we employ the cambridge/haggle
data set [130] that records the pairwise Bluetooth sightings (contacts) by groups of nodes car-
rying small devices (iMotes) in indoor environments. Specifically, we consider the Exp6 trace
that collects the time and duration of contacts between iMotes distributed to 78 students at-
tending the Infocom’06 conference between April 23 to 26, 2017 in the Princesa Sofia Gran
Hotel, Barcelona. The Exp6 trace is employed to portray future conference settings, in which
there are many international participants carrying 5G handsets with SDR capability but not
equipped with data roaming access, due to expensive roaming fee. In this case, the participants
can use the SDR to access unused spectrum via DSA for communications.

We assume that the Bluetooth sightings provided by the Exp6 data trace captures all the
possible short-range physical contacts between mobile SUs. The contact times, which are de-
noted as {C'T'} and quantify the duration from when a pair of nodes come into contact until they
move out of each others’ contacts, are collected. For practicality, we discard the results when the
contact time is zero. The corresponding cumulative distribution function (CDF), Pr{CT < z},
is plotted in Fig. 3.13a. Note that there are irregularities (step-like profiles) about every 120s
since the scanning intervals are chosen randomly from the (120 £ 12)s range [130].

To proceed, we present Fig. 3.13b that plots the rendezvous delay (TTR) corresponding to
the schemes evaluated in Section 3.5.3, and then relate the TTR plots to the CDF of contact
times in Fig. 3.13a. To be successful, a rendezvous must occur within a contact period, i.e.,
when TTR < CT. Consider the CDF of the contact times in Fig. 3.13a when most (80%) of the
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Figure 3.13: Performance evaluation of the proposed CH schemes in mobile indoor environment

[130).

contact times have not ended, that is, CT > 112 (see the red plot in the inset of Fig. 3.13a).
Then, Fig. 3.13b indicates that the proposed R-RCH (opt), S-RCH, PBNS-assisted R-RCH, and
PBNS-assisted S-RCH schemes achieve successful rendezvous with probabilities 0.665, 0.706,

0.885, and 0.927, respectively.

Although possible, comparing Figs. 3.13a and 3.13b for each possible contact time and
TTR—as in the example above—is cumbersome. To provide a more concise way for evaluating

a rendezvous scheme’s ability to overcome the node mobility, we denote a successful rendezvous
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probability metric as follows.

0o

P,=Pr(TTR<CT) =Y Pr(ITR < z) x Pr(CT = ). (3.38)

=0

Metric Ps quantifies the likelihood that a successful rendezvous can be achieved, over all the
possible contact times, C'T". From the resulting P; plots in Fig. 3.13c, we observe that the optimal
transition probabilities applied by the proposed R-RCH (opt) scheme provide 0.64% higher
success rate than the naive R-RCH (SRW) scheme and a 7.59% lower Py than the existing MMC
schemes. The performance of the proposed S-RCH scheme, on the other, is in-between the R-RCH
(opt) and MMC schemes. Moreover, the proposed PBNS-assisted R-RCH and S-RCH schemes
improve the successful rendezvous probability of the MMC by 5.35% and 7.95%, respectively. As
a result, the aforementioned schemes provide at least 83.8% of successful rendezvous under an

indoor conference setting captured by the Exp6 trace.

Remark 6. The results in Fig. 3.13c indicates that the proposed PBNS-assisted schemes provide

satisfactory rendezvous performance with a success rate of 80% or above.

3.5.5 Energy Consumption

In many IoT-based DSA networks, such as for smart air quality monitoring via sensor networks
[171] and mesh-based online social messaging using smart phones [2, 37], the SUs are low-
complexity devices with limited power consumption. Thus, it is important to have CH schemes
with low power consumption, so that the SUs can enjoy extended lifetime. In this section, we
present USRP-based experiments for measuring the amount of power consumed by the proposed
CH schemes.

Two X310 USRP SDRs with SBX-120 daughterboards, which provide up to BWgspgr = 120
MHz of bandwidth, are employed in our experimental test bed. Each USRP is connected to
a Dell E5570 laptop running Ubuntu 16.04.2 LTS on an Intel i7-6820HQ CPU and 16GB of
DDR4 memory. One USRP is used for emulating the signals transmitted from SU, as well as
the PU activities at SUp, and the emulated signals are received by the other USRP acting as
SUyp. Equivalently, the other USRP transmits SUy’s pilot signals and emulates PU activities
at SU,. Since the employed SBX-120s do not support the 5GHz U-NII bands used by LTE-U,
we perform our measurements on the 3.15-3.85 GHz bands, instead. To prevent interference
to the radionavigation, earth-to-satellite, and mobile activities in the 3GHz bands, we perform
closed-loop simulation by connecting the USRPs via coaxial cables. Two 30dB attenuators are
installed between the transmit (Tx) and receive (Rx) ports of SU, and SU,, as depicted in
Fig. 3.14, to simulate the path loss of wireless channels. Finally, the transmit power of the SUs

are set to 30dBm, while the remaining network parameters are set according to those outlined
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Figure 3.14: Architecture of USRP X310-based experimental test bed.

in the beginning of Section 3.5.

To proceed, we denote transmission time Ty, as the total number of times spent by nodes
SU, and SU, for transmitting pilot signals, before rendezvous is achieved. Then, we plot the
resulting transmission times of the proposed schemes in Fig. 3.15a. We observe that in the role-
based (R-RCH) scheme SU, only listens to SU, without transmitting; thus, the transmission
time of R-RCH is about half of the symmetric (S-RCH) scheme (see the red and green bars on
the left). On the other hand, the PBNS-assisted schemes offer smaller expected TTRs (see the
results in Fig. 3.11), while the TTR is the time spent before rendezvous and is proportional to
Tix. As a result, the PBNS-assisted R-RCH and S-RCH provide lower transmission times (see
the cyan and yellow bars on the right).

After presenting the transmission times, we discuss how to measure SUs’ power consumption,
which will be used to determine the energy usage. Because signal transmission requires energy
for driving the transmit amplifiers of the USRPs, a higher transmission time will cause a larger
energy consumption. On the other hand, receiving signals and performing PBNS sensing also
impose a non-trivial energy demand for operating the receive-side demodulation, filtering, and
analog-to-digital conversion. To take into account the energy consumed by both the transmit and
receive activities performed by SU nodes, we measure the power consumed by the respective
USRPs using a Kill-A-Watt P4460 power monitor (see Fig. 3.14). According to the power
monitors, the instantaneous power draw of SU, (in both the R-RCH and S-RCH schemes) is
equal to 32.6 Watts while that of SU, in R-RCH is 32.2 Watts.®

8In the S-RCH scheme, SU, consumes the same power as SUp.
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Figure 3.15: Complexity and power consumption of the proposed schemes.

Notice that the instantaneous measured power represents the amount of energy (in Joules)
in every second. Thus, to determine the energy consumption from measured power, we let the
USRPs (SUs) to run until rendezvous, measure the expected TTR, and multiply it with the
total power consumed by SU, and SU,. The total energy consumption is depicted in Fig. 3.15b.
From the energy consumption plots, we observe that the lower transmission time of the R-RCH
scheme (see the red bar) is not sufficient to reduce the total energy consumption beyond that
of the S-RCH scheme (the green bar). The main reason is because the decrease in power due
to the receive process (e.g., 32.6 — 32.2 = 0.4 Watts) is not enough to overcome the increased
time spent by SU, in the receive mode, when R-RCH is employed. Such an observation also
holds for the PBNS-assisted R-RCH and S-RCH schemes (see the cyan and yellow bars).

Remark 7. The employed USRP X310 SDRs are designed for delivering high performance
without trying to achieve low power consumption. As a result, a bulk of the measured power
comes from the high-performance on-board digital signal processors, peripherals (Gigabit Ether-
net, general purpose 1/0, and JTAG programmer), and AC-to-DC electricity conversion losses.
Specifically, our measurement indicates that each X310 can consume up to 31.6 Watts dur-
ing tdle. In mobile IoT devices, on the other hand, the idle power consumption will need to

be minimized for battery lifetime maximization. As a result, most of the power (equivalently,
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energy) consumption will come from the signal transmission power, and R-RCH that has lower

transmission time (see Fig. 3.15a) will consume less energy and become more beneficial.

3.6 Summary

In this chapter, we proposed a role-based (R-RCH) and symmetric (S-RCH) channel hopping
schemes for rendezvous between secondary users in IoT-based dynamic spectrum access net-
works. Specifically, we consider the case where users have limited channel hopping (CH) range,
due to their large frequency tuning time and restricted channel sensing capability. The limited
CH range is taken into account by viewing the CH schemes as random walks over spectrum
slice graphs, whose nodes and edges determine the set of possible channels visited at the next
hop. By concentrating on the random walks, we derived the optimal transition probabilities
that minimize the bounds of the maximum expected time-to-rendezvous (TTR) for both the
R-RCH and S-RCH schemes. In addition to employing the optimal transition probabilities for
generating CH sequences, the proposed schemes also employ partial-band Nyquist sampling
(PBNS) to increase rendezvous opportunity and accelerate the TTR.

Numerical results show that the proposed PBNS-assisted R-RCH and S-RCH schemes out-
perform state-of-art random walk-based scheme, and achieve rendezvous with at least 80%
success rate in indoor networks with realistic node mobility. Moreover, we find that the R-RCH
scheme, which assigns each user with different roles prior to hopping, is more suitable for low-
power loT networks with disparate device capabilities. The S-RCH scheme, on the other hand,
does not have such a requirement and may consume less energy when the users employ high-
performance software-defined radios. Finally, the rendezvous opportunity—supplied by R-RCH
and S-RCH—can be used to form a common channel, which is necessary for exchanging con-
trol commands prior to inter-SU communications. Since the proposed schemes account for the
CH capability limits, they provide guidelines for designing communication protocols between

low-complexity IoT nodes, which will be more prevalent in the future.
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Chapter 4

Impacts of Dropout-Induced
Contractions in D2D-Based Mobile

Social Networks

4.1 Background and Motivation

Mobile social networks (MSNs) has become the most popular, go-to means of contacting rela-
tives as well as accessing news and information, with more than one billion daily active users
in 2016 alone [61]. The majority of social contents in online-based MSNs—such as Facebook,
Twitter, and LinkedIn—have been exchanged using mobile device-to-cloud via cellular LTE
or WiFi access points. However, the recent progress in short-range device-to-device (D2D)
communications—enabled by Apple’s Multipeer connectivity [9] and Android’s WiFi Peer-to-
Peer [13] frameworks—have motivated a decentralized way of providing MSN service on-the-go
via D2D [121, 51, 8], briefed as D2D-based MSN. This new paradigm’s ability to support social
content exchange is predominantly built upon the premise that users can enjoy stable commu-
nication and networking service. In reality, however, the service provided by D2D-based MSN is
far from stable thanks to hardware failure, battery depletion [170], harsh wireless medium [104],
malware attack [108], and users’ (in)activity [147]. These impairments render one or more users
to be dropped out and vanish from the network without being able to send and/or receive social
contents. The absence of dropped out nodes, which act as intermediary nodes to relay contents
from source to destination, may diminish the D2D-based MSN’s ability to provide satisfactory
networking experience.

Studying the impact of user dropouts is an important primitive, especially in the current
early stage of D2D-based MSN’s development. At present, the prospect towards high-speed,

low-power, and low-cost data transmission without being impeded by government censorship
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[89] has helped real-world D2D-based MSN applications such as FireChat [89] and Jott [§]
to gain popularity among millions of teenagers and students [51, 8]. It is projected that the
total number of D2D-based MSN users will grow to more than 200 million by the end of 2017
[87, 116]. To be successful, D2D-based MSN must provide satisfactory networking experience
to such a massive user base, which depends upon D2D-based MSN’s ability to withstand initial
dropouts. Understanding the impact of dropouts will not only enable predicting the success of
D2D-based MSN in the future, but also shed light on the design of effective countermeasures
for guaranteed networking experience.

Studying the impact of initial dropouts to the networking experience is a challenging prob-
lem due to the D2D-based MSN’s structure that consists of both the communication (D2D)
and social (MSN) graphs, as depicted in Fig. 4.1. In this figure, each user belonging to the
social network (see the bottom graph) has a corresponding mobile device in the communica-
tion network (the upper graph). Note that there may be some D2D nodes (i.e., v4) that act
as relays with no corresponding social user. When device vs is dropped out from the D2D
graph, the corresponding user is unable to exchange any social content and be dropped out of
the MSN graph, inducing a communication-to-social (C—S) dependence. As a result, user v7
that is isolated in the MSN graph may become selfish and refuse to participate in D2D com-
munications, which causes a social-to-communication (S—C) dependence. Together, S—C and
C—S dependencies form an interdependence relation, which is captured by the vertical links
in Fig. 4.1. Consequently, a sequence of node isolations—due to the jointly unsuccessful com-
munication and social contacts—continues to develop, causing a contracting (decreasing) set of
residual (non-dropout) nodes referred as a network contraction process. If proven to scale to
large, network contraction will undermine the D2D-based MSN'’s ability to provide satisfactory
quality-of-experience (QoE), beyond that caused by the smaller initial dropouts (i.e., at node
vs only).

Despite its potentially detrimental impact on QoE, which may invalidate D2D-based MSN
as a robust alternative to conventional device-to-cloud MSN access via cellular and WiFi, little
is known regarding the dropout-induced contraction process. In the social network portion of the
D2D-based MSN, dropouts can be driven by users’ social behavior: depending on the strength
ties with their neighbors—or lack thereof—users may become inactive [147] and leave the MSN.
On the other hand, the impacts of initial dropouts due to malicious software (malware) [108],
random hardware breakdown [170], and jamming attacks [104] to the D2D network’s reliability
and connectivity [163, 29] have been widely researched. However, these researches consider initial
dropouts in either MSN or D2D network only, while neglecting the inherent interdependence
relation of the D2D-based MSN.

To this end, there are studies regarding networks with interdependence in the avenue of

cyber-physical systems, which are mainly concerned on whether a contraction process will
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Figure 4.1: A D2D-based mobile social network (MSN).

completely disconnect the interdependent networks [38, 85]. However, even under the absence
of a total disconnection, there is no guarantee that a large portion of the network will remain
functional. The portion of functional nodes is proportional to how many users whose social
content exchange still can be served after network contractions and is a major metric-of interest.
Moreover, besides the potential impact of node dropouts to the network-wide connectivity, little
is known regarding whether D2D-based MSN can provide satisfactory networking experience to
its users. Thus, we are interested in analyzing the extent of the contraction process, from both
the network-wide and user-centric perspectives.

To address such an open issue, we start by proposing a probabilistic model to highlight
the difference between communication and social-based dropouts as the root causes of the
network contraction process. Then, we employ percolation theory [38]—which describes the
behavior of connected clusters in a graph after the removal of edges and nodes—to describe the
temporal progress of the contraction process. To quantify the network-wide impact of initial
dropouts, we define a minimum utility ratio, denoted as pmin, that quantifies the portion of
functional nodes at the end of a contraction process, and then analyze its scaling order with
respect to the (i) initial portion of residues pg, (ii) mean number of D2D and MSN neighbors,
(k) and (k)s, (iii) ratio between the number of social-to-communication nodes, «, and (iv)
network size N.. Furthermore, as a user-centric QoE measure, we propose a node resilience W,
for the likelihood that a user can enjoy a stable network connection during its ongoing social
networking session. We derive the bounds of ¥, as well as its scaling order versus pg and ..
These analytical results are verified numerically using real-world [15] and synthetic D2D-based

MSN traces, which further highlight their usefulness towards the design of countermeasure
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schemes for alleviating the extent of a dropout-induced contraction process.

Our contributions can be summarized as follows.

e We introduce (a, 3, ¢) and («, 3, ¢)-systems to model D2D-based MSNs with (i) social-to-
communication ratio «, (ii) nodes to be dropped out with likelihood proportional to the
number of their neighbors raised to an exponent 3, and (iii) social or communication-based
dropouts with symbols ¢ and ¢, respectively. Using social activity trace [147], we show
that § = —0.132 and highly-connected users are less likely to drop out in («, 3, ¢)-system;
otherwise, 8 > 0.

e We present a minimum utility ratio pp;, and analyze its scaling order. We show that
Pmin increases with a complementary negative exponential (CNE)! factor and decreases
linearly with respect to « in (o, 3,¢) and («, 3, ¢)-systems, respectively. Then, the root

cause of initial dropouts is determinable by checking whether p,,;, increases versus a.

e We further leverage the scaling order analysis that shows p,;, may decrease or increase
versus network size N, depending on the fraction of initial residues (non-dropout nodes)
po- Specifically, we propose a MinUtil admission control scheme to improve pmi, by

rejecting or admitting new users depending on the value of pg.

e We propose a node resilience metric ¥,, and analyze its bounds to show that D2D-based
MSNs with Pareto (heavy tail)-distributed content exchange session times have lower QoE
than those with exponential-distributed session times. Moreover, we show via scaling order

analysis that W, increases with respect to pp and the network size V..

The rest of this chapter is organized as follows: Section 4.2 outlines the related studies in the
literature. Section 4.3 describes the models of D2D-based MSN and initial dropouts. Section 4.4
formulates the network contraction process and the minimum utility ratio pmin, whose scaling
order is analyzed in Section 4.5. An admission control scheme for improving p,;, in Section 4.6.

Section 4.7 analyzes the node resilience metric ¥,,, while Section 4.8 concludes this chapter.

4.2 Related Works

In the literature, node dropouts in wireless communication networks have been studied exten-
sively. For instance, battery power depletion is one of the most fundamental cause of dropouts,
and many researches had focused on energy harvesting and minimization to alleviate depletion
[170, 175]. Moreover, the devastating impacts of bot-nets—which may exploit privilege escala-

tion to launch various attacks, including disabling the wireless interface [54]—have been studied

! We say that f(z) scales with a complementary negative exponential factor of z if f(z) = ©(— exp{—x}).
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in [108]. To this end, stochastic modeling have been used to study the evolution of bot-net size
[102], which can grow rapidly up to a quadratic factor over time. Besides communication-based
impairments, node dropouts may instead be caused by social (MSN)-based attacks such as
malware [169]-[144]—which potentially has a similar damaging impacts as bot-nets. By char-
acterizing Sybil attacks in Renren social network, Yang et al. showed that existing defense
mechanisms against Sybil are ineffective for MSNs [169]. The propagation of Koobface zombie
in Facebook and Twitter was studied in [144], while differential equations have been proposed
for modeling malware propagation in generalized social networks [48]. More recently, Viswanath
et al. found that the rate of interaction among Facebook users may decline over time [147], thus
potentially inducing dropouts. Although the aforementioned studies exemplify the vast litera-
ture regarding the causes and effects of node dropouts, most of the existing works consider either
MSN or D2D network only, while neglecting the coexistence of both networks in a D2D-based
MSN.

A D2D-based MSN consists of co-existing and interdependent communication and social
networks. To this end, a percolation-based framework for understanding the robustness of two
interdependent networks subject to uniformly-distributed initial dropouts was studied in [38]. A
similar framework has been applied to cyber-physical networks in which each physical-resource
node depends on multiple cyber-resource nodes [85]. Moreover, the percolation framework has
been extended to include dropouts targeted toward high-degree nodes [84] and the networks
with partial interdependence [57]. Note that unlike the above-mentioned studies that focus on
the percolation threshold—the critical initial dropout ratio in which a giant connected active
component starts to emerge [38, 85, 84], we are interested in the size of the largest connected
component after the network contractions end, referred here as the minimum utility ratio, pmin.
Specifically, we study the scaling order of py,;, with respect to various network parameters in
Section 4.5, to distinguish the network-wide impact of communication and social-induced initial
dropouts.

In Section 4.6, we attempt to maximize p;,;, by proposing a MinUtil scheme that is largely
motivated by existing admission control algorithms. The classical goal of admission control is
to limit the amount of requests admitted into a particular service so that the quality-of-service
of the existing users will not be degraded, while at the same time maximizing resource utiliza-
tion [124]-[158]. For example, optimal schemes for admitting call requests to minimize blocking
probability in cellular networks was studied in [124], while a more comprehensive survey is
outlined in [19]. The admission control concept has also been adapted to IEEE 802.11 networks
for maximizing throughput while maintaining fair traffic allocations [60, 68]. This concept was
extended to mobile ad-hoc networks by taking into account the interference generated to neigh-
boring nodes within the carrier-sensing range [168], for guaranteeing the service rate of primary

cognitive radio users [106]. Recently, admission control is used to minimize the operating cost of
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Software-as-a-Service (SaaS) cloud provider while maximizing customer satisfaction [158]. These
existing studies, however, leverage admission control for solving resource allocation problems.
To the best of our knowledge, little is known regarding how admission control can be used to
improve the network-wide resilience and connectivity under dropouts, which is quantified in
this chapter by the minimum utility ratio pmin.-

The resilience of D2D network, which is an essential part of a D2D-based MSN, has been
studied extensively in the literature. Given a pre-determined node density, the minimum trans-
mission range ro that creates an almost surely k-connected network was derived in [29]. A fault
tolerance measure to quantify the resilience of ad-hoc network’s links with respect to random
failures was introduced in [56]. A Semi-Markov model to characterize the stochastic impacts
of node misbehavior on mobile ad-hoc network’s connectivity was proposed in [162]. Moreover,
the resilience of geometric random graph and the expected connection time until end-users are
disconnected under lifetime-based node failures was studied in [163]. We notice that these exist-
ing studies are mainly concerned about the network-wide resilience. The resilience of end-users
against initial node dropouts, however, remains a wide open problem.

In this chapter, we attempt to probe into the aforementioned open problems that are left
unanswered by the existing studies. To the best of our knowledge, this chapter is the first
to study D2D-based MSN by considering the communication and social networks jointly, for
studying how dropout-induced network contractions impair the network-wide resilience—which
is quantified by the minimum utility ratio ppni, and improved with the proposed MinUtil

admission control scheme—as well as the end-users’ quality-of-experience.

4.3 Network Model and Initial Dropouts

In this section, we describe the D2D-based MSN model. Then, we examine communication and
social-based initial dropouts in D2D-based MSN.

4.3.1 Network Model
Communication Graph

We study a network with a set of nodes (communication devices) denoted by V = {v1, ..., vn.},
where v; denotes the it" node and N, is the number of nodes. Define communication edge as
a relation that indicates two nodes can communicate directly via short-range D2D technology
[9, 55]. Such an inter-node relation takes place over a discrete time span 7 C N called network
lifetime, where N is the set of integers. We employ a physical model [79], in which data can
successfully be transmitted and there is a communication edge between two nodes if the signal-
to-interference ratio (SIR) exceeds a threshold [79, eq. (2)], while the SIR depends on the
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Figure 4.2: Snapshot of a D2D-based MSN.

inter-node distance that is time-varying due to node mobility. Thanks to these threshold and
mobility, edges may appear and disappear over time.

To proceed, we divide the lifetime 7 into disjoint time intervals {7;}, where T; := [t;, tit+1)
denotes the i'" interval, t; € T is the starting time of 7;, and U;7; = 7. Similar to [105], we
select the length of each interval, t; 1 — ¢;, to be short so that the set of edges remain constant
within this interval. In other words, there is no edge that appears nor disappears within interval
T:. As a result, by denoting &.(t;) as the set of communication edges during the i** interval,
we can describe the snapshot of the D2D connection between nodes as a communication graph
Ge(Ti) == (V, Ec(ti)).-

A snapshot of the communication graph, G.(7;), is exemplified in Fig. 4.2a. In this figure,
nodes can have edges and communicate directly only with its immediate neighbors. To enable

communication between far-away nodes, multi-hop communication via store-and-forward [123],
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in which data can traverse through multiple edges and nodes in order to reach their destina-
tion, is employed. For example, vs can send data to vs via a path {e.(ve, v3), v2, ec(v1,v2),v1,
ec(v1,v4)}. Finally, to ensure that a transmitted data can physically reach any (communication)
node, we assume that G.(T;) is connected, i.e., there is at least one path between any pair of

nodes.

Social Graph

Consider the case where Ny < N, users utilize the nodes (i.e., smart phones and/or tablets) for
exchanging social content in forms of plain text and/or multimedia files. Denote social nodes
Vs, where |Vs| = N, as a subset of (communication) nodes V associated with these physical
users. Moreover, let social edge be a relation that indicates two social nodes have a common
interest and may exchange social contents with each other. By re-employing the same small
time interval T; = [t;,t;11) as before and denoting Es(¢;) as the set of social edges within this
interval, we can define a social graph as a tuple Gs(7;) := (Vs, Es(t;)). This graph describes the
set of users that form a network of social connections via mobile nodes, which is referred as a
mobile social network (MSN).

A social (MSN) graph snapshot, G4(7;), that corresponds to the communication graph in
Fig. 4.2a is depicted in Fig. 4.2b. In this example, social edges are depicted as the dotted blue
lines, while larger gray circles represent the set of social nodes V. Note that although Vs, C V,
the social edges are not necessarily a subset of the communication edges in Fig. 4.2a, implying
that the MSN graph snapshot Gs(7;) is not a sub-graph of G.(7;). Since every newly-joining
social node tends to add edges that form connected paths to existing nodes, we assume G4(7;)

is a connected graph.

D2D-based MSN Graph

The collection of communication edges in G.(7;) can provide the necessary physical paths to
deliver the social contents, whose potential endpoints are described by G4(7;). For example,
users v3,vq4 € Vs are a pair of endpoints and the social contents transmitted from vs to vy
(see Fig. 4.2b) can physically traverse through path {e.(v2,v3),v2, ec(v1,v2),v1,ec(v1,v4)} (see
Fig. 4.2a). As a result, the combination of G.(7;) and Gs(7;) forms an MSN service over a
physical D2D communication network, whose structure is jointly captured by a D2D-based
MSN graph G(T;) := (G.(T:). G5(T0))-

A snapshot of G(7;) corresponding to the communication and social graphs in Figs. 4.2a
and 4.2b, respectively, is depicted in Fig. 4.2c. Note that V \ Vs = {v7} is a node that can help
relay data to/from v, and vg via D2D, but cannot be an endpoint for social content exchanges.

For notation simplicity in the subsequent sections, we further shift the i** interval’s starting
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time to zero and express the shifted time interval as T>’ = [0,T;], where T :=t;11 —t; — 1. As
a result, by omitting the index ¢ for simplicity, the D2D-based MSN graph can be re-stated as
G=6(T).

4.3.2 Initial Dropout in D2D-based MSN

After modeling the D2D-based MSN, we describe how dropouts—the disconnection of some
nodes from all their neighbors—may occur in such a network. In this subsection, we outline two

types of dropouts as follows.

Communication-based initial dropout

In a D2D-based MSN, information is exchanged via an open wireless medium. This openness
may be exploited by a vicious node to spread malware [108]. If multiple nodes are infected by the
same malware, they can form a set of compromised nodes under the same control called bot-net
[108]. The bot-net then attempts to expand the contagion by performing prozimity infection
[102] via communication edges. In the presence of multiple compromised nodes (bot-net), a

susceptible node v € V is infected with a likelihood proportional to the communication degree
dc(v) = [{ec(u,v) : ec(u,v) € E(t;),u € V}, (4.1)

and the malware infection becomes degree-weighted. Further, the malware can launch a time-
coordinated attack on the infected nodes. For example, it may execute any program using root
permission [54], such as to disable D2D communication via the WiFiManager or BluetoothAdapter
APIs [1]. As a result, compromised nodes may be dropped out due to their inability to commu-
nicate.

Alternatively, communication nodes are susceptible to faults due to hardware failure and
battery power depletion [170]. These faults occur uniformly at random and cause nodes to
become dropped out from the communication graph.

To capture these uniform and degree weighted initial node dropouts, we define the following

model.

Definition 15 ((«, 3, c)-system). Let initial dropout set Ty C V be the nodes that have their
communication and social edges removed at time t = 0. Denote uniform initial dropout as the
case where node v € V s included into Lo with uniform probability, while v belongs to Ly with
a likelthood proportional to v’s communication degree in degree-weighted initial dropout. Then,
(a, B, c)-system is defined as a D2D-based MSN in which nodes suffer a uniform or degree-
weighted initial dropouts when 8 =0 or g = 1, respectively.
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Figure 4.3: Analysis of New Orleans regional Facebook network [147].

Social-based initial dropout

In a D2D-based MSN, the mobile social network (MSN) serves as a medium for users with social
relation (friendship) to exchange information. The performance of such an exchange is mainly
driven by the users as the agents and, in particular, their social activity. To better understand
users’ activity, we examine the Facebook online social network, in which a friend can post
comments to a user’s wall, and then these comments can then be seen by others visiting the
user’s profile. Wall posts represent a broadcast-type messaging service and is one of the most
popular methods of user interaction [155].

We employ the New Orleans regional data set [147] that collects the wall post history
between 90,269 Facebook users from September 2006 to January 2009. We use the time stamps
of wall posts to examine each user’s level of activity. In particular, we assume that a user is
active if it generates at least one wall post in that month; otherwise, it is non-active. Fig. 4.3a
shows the CDF of the average monthly wall posts. Observe that less than 17.5% of users (see
the inset) are highly-active (i.e., have more than one average posts per month). Although a
minority of the total population, these users generate the majority of social networking traffic
and will mostly enjoy the reduced data roaming fee [4] and lower energy consumption benefits
offered by D2D-based MSN. Thus, we consider these highly-active users as the social nodes V.

From the availability perspective, each of the social nodes may become non-active and
unreachable during certain months, thus resembling a dropout node. Let the dropout likelihood

of a user v € V, be the number of month it becomes non-active over the total number of months
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(i.e., 28 in the New Orleans data set), and the social degree
ds(v) == {es(u,v) : es(u,v) € E(t:),u € Vs}| (4.2)

be the number of social neighbors connected to v. We are interested in the relation between the
average dropout likelihood versus the social degree, as depicted in Fig. 4.3b. After applying a
least-square (LS) fit to the scatter plot, we observe that user v drops out with a likelihood of
0.807 x ds(v) %132 which means users with fewer social neighbors are dropped out more often.

Accordingly, we present the following definition.

Definition 16 ((«,f,¢)-system). Let o := % be a social-to-communication ratio. Denote
inatial dropout set Iy C Vs as the social nodes whose edges are removed at time t = 0. Node
v € Vs s included into Ly with probability proportional to ds(v)ﬁ, with B = —0.132. Then,
(a, B, ¢)-system represents a D2D-based MSN with social-based initial node dropouts.

According to Definition 16, there are more communication nodes that also act as social nodes
as « increases. Moreover, symbol ¢ is used to emphasize that the initial dropout is social-based

(not communication-induced).

Remark 8. Definitions 15 and 16 indicates a clear distinction between social and communication-
based initial dropouts. In the former, 8 > 0 and the nodes are dropped out uniformly at random
or with probability proportional to the communication degree. In the latter, 5 = —0.132 (i.e.,

B < 0) and nodes with higher social degrees are dropped out less often.

4.4 Network Contraction Process and Problem Formulation

Next, we study how the dissimilar (o, 3,¢) and (a, 3, ¢)-systems will trigger different network
contraction processes. Then, we define a minimum utility ratio metric and state our objective

of analyzing the scaling order of this metric.

4.4.1 Network Contraction Process

Due to the disconnection of the initial dropout nodes’ edges at time t = 0, several residual nodes
may become isolated from others and become non-active. This “isolate-and-deactivate” process
can be repeated by more and more nodes. Therefore, a cascade of node dropouts that rapidly
contracts (shrinks) the number of active nodes in the network may develop from scratch, given
sufficient time. Such an initial dropout-induced network contraction could be very detrimental

to mobile nodes as well as the network’s operation.
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In order to understand the potential worst-case impact of initial dropouts, we need to

investigate how network contraction evolves over time. This is studied via a process defined as

follows.

Definition 17 (Network contraction process). Let R.(t) C V and Rs(t) C Vs be the set of
residual communication and social nodes at time t > 1, with initial values R.(1) =V \ Zy and
Rs(1) = Vs \ Zo. Let Ac(t) C Re(t) and Ag(t) C Rs(t) be the set of active communication and

social nodes at time t, respectively. Then, a network contraction process is defined as a decreasing

sequence of the sets of active nodes, which is denoted as a bi-variate process {Ac(t), As(t) bi>1-

In Definition 17, residual nodes are the set of non-dropouts, while active nodes are the

subsets of the residues that can still function properly in the D2D-based MSN. To give a more

detailed illustration regarding the residual and active nodes, consider the network contraction

processes for the («, 8,¢) and («, 3, ¢)-systems as follows.
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Figure 4.4: Illustration of a communication dropout-induced network contraction process.
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Communication-based initial dropout

We examine an (o, 3, ¢)-system where § = 1 and node Zyp = {v;} that has the largest commu-
nication degree is dropped out at time ¢ = 0. At the next step, the residual communication
nodes R.(1) (see Fig. 4.4 at ¢t = 1) is divided into two connected components, so that only
|Ac(1)] = |{va4,...,v7}| = 4 nodes belong to the largest connected component (LCC) and
remain active.

To proceed, we outline how social node dropouts will occur at time ¢t = 2. Based on our D2D-
based MSN model in Section 4.3.1, in order to exchange social contents with its social neighbors,
a node must be connected to (i.e., be active in) the communication graph. Conversely, the social
users {ve, v3} corresponding to the previously non-active communication nodes cannot exchange
social contents and must be dropped out of the social graph. We refer such a relationship as
a communication-to-social (C—S) dependence. This dependence leaves R4(2) = {v4,vs,v6} as
the set of residual social nodes, which are divided into two connected components (see the
area with dotted red boundary at time ¢t = 2), and node v, that does not belong to the largest
component becomes non-active. Consequently, only |As(2)| = |{vs,v6}| = 2 social nodes remain
active. The number of active communication nodes, on the other hand, remains equal to its
previous value, that is, |A.(2)] = | Ac(1)].

Next, we explain how the set of non-active social nodes can induce communication node
dropouts at time ¢ = 3. To this end, users tend to share more contents if they see more contribu-
tions from their friends (social neighbors) [40], while the amount of contents is proportional to
their social degrees [27, Fig. 9],[147, Fig. 2]. Conversely, non-active users that are isolated and
cannot see any contribution from their friends will use the MSN less often and eventually close
the D2D-based MSN app on their devices. To conserve battery life, the devices corresponding
to these users will have their D2D communication features disabled and be dropped out. We
refer such a communication dropout due to social non-activity as a social-to-communication
(S—C) dependence.

Owing to the S—C dependence, node vy becomes dropped out at time ¢ = 3. This results in
the set of R.(3) = {vs, ve, v7} residues, while only |A.(3)| = |{ve, v7}| = 2 communication nodes
remain active. The number of active social nodes remain unchanged (e.g., |A5(3)] = [As(2)])-

By advancing one step further and re-invoking the C—S dependence, observe that the
contraction process finally ends at step t = 4.2 Here, the number of active social nodes is
| As(4)| = 0 because the set of residual social nodes is completely divided into singletons, with
no connected component. For simplicity, we assume that the time until a network contraction
process ends (i.e., t = 4 in this example) is smaller than the D2D-based MSN graph’s stationary
interval T; = t;41 — t; — 1 (see Section 4.3.1).

*We say a network contraction process has ended at time ¢ if [Ac(t)] = |Ac(t + 1)] and |As(t)] = |As(t + 1)].
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Figure 4.5: Illustration of a social dropout-induced contraction process.

Social-based initial dropout

We consider an («, 3, ¢)-system where user Zy = {v2} is initially dropped out and has its social
edges removed (see Fig. 4.5 for t = 0). In the next step, t = 1, the set of residual social nodes
Rs(1), which is indicated as the area with red-dotted boundary in Fig. 4.5, is divided into two
connected components. To examine the worst-case scenario, only nodes Ag(1) = {v1,vs5,v6}
belonging to the LCC of G¢ remain active.

Thanks to the S—C dependence, nodes {vy,v3,v4} corresponding to the previously non-
active users are also dropped out from G.. The residual nodes R.(2), indicated as the region
with dotted boundary in Fig. 4.5 for ¢ = 2, now all belong to the LCC and the network

contraction process stops with |A.(2)| = [{v1, vs, vs, v7}| = 4 active nodes.

4.4.2 Problem Formulation

By comparing Figs. 4.4 and 4.5, we notice that the social and communication-based initial
dropouts may produce different amounts of active nodes. We will leverage this difference to
distinguish these two dropouts, by analyzing their worst-case impact to the network contraction.

For (a, B3, ¢)-system, the number of active social and communication nodes are changed only
at odd and even steps, respectively. To simplify analysis for large N; and N., the number of
active nodes are converted to their fractions, respectively denoted as ps(t) := % € [0,1] and
pe(t) == Mﬁi(f)' € [0,1]. The contraction process can now be represented as {p(t)}tél, where p(t)
is the wutility ratio at time ¢, which is equal to p.(t) if ¢ is odd and to ps(t) for even t. Note that
the term “utility” is used since p(t) represents the fraction of nodes/users that can still utilize
(i.e., communicate using) the D2D-based MSN.

On the other hand, the network contraction process for (a, 3, c)-system can be defined

similarly, but with p(t) = p.(t) for odd t and p(t) = ps(t), otherwise.
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Since network contraction results from both the S—C and C—S dependencies, our interest
is on the even time steps when both dependencies have taken place. Notice that p(t) is a
random variable that depends on the set of initial dropouts Zy, an outcome of a probabilistic
selection process. Moreover, p(t) is a decreasing sequence. Thus, we define the following metric

to quantify the worst-case yet random impact of initial dropouts.

Definition 18. Let p(t) := E(p(t)) be the mean utility ratio at time t. Then, minimum utility
ratio is defined as
Pmin = Inf{p(t) : t is even} = lim p(2k). (4.3)
t k—ro00

Before using this ratio for problem formulation, let x represent each of the following param-

eters.

1. Average social and communication degrees, (k); and (k)., quantifying how con-
nected the D2D-based MSN is.

2. Mean fraction of initial residues, denoted respectively as pp :=1— F [%] and pg :=

1-— E[%] for (e, B, ¢) and (a, B, ¢)-systems, indicating severity of initial dropouts.

3. Social-to-communication ratio a = %, measuring how many communication nodes
c

have S—C dependence.
To proceed, we define the following concept of scaling order.

Definition 19 (Scaling order). Let ppin(x) be the mazimum isolation time as a function of x.
Then, (i) pmin(x) = O(f(x)) if there exist constants c,xg > 0 such that pmin(x) < cf(x) for
all x > x, (i) pmin(z) = Q(f(x)) means f(x) = O(pmin(x)), while (iii) pmin(x) = O(f(x)) if
pmin() = O(f(2)) and pmin(x) = Q(f(2)).

Given Definitions 18 and 19, our main objective is to analyze the scaling order of the
minimum utility ratio for (a,,¢) and (a, 8, c)-systems. Specifically, we ask, “what are the

distinguishing scaling order characteristics of pmin between (av, B,¢) and («, B, c)-systems?”

4.5 Scaling Order Analysis

We have defined our main objective of studying the distinct properties of («, 3, ¢) and («, 53, ¢)-
systems via scaling order analysis. In this section, we reach this objective by describing p(t) as
a time-recursive sequence to derive the self-consistent equations of the minimum utility ratio,
pmin- Then, we leverage such equations to analyze the scaling order of p,;, with respect to

various network parameters.
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4.5.1 Time-Recursive Mean Utility Ratio

Before analyzing the minimum utility ratio, we describe the temporal progress of the mean
utility ratio p(t). To do this, we first consider an («, §, ¢)-system and start from the odd steps.
Let x.(t) := E[‘Rj"vi(:)'] be the mean fraction of social residues and 1s(x.(t)) = 2 he the

Xe(t)
portion of active residues at odd t¢. For the even steps, let ys(t) := E[W] be the mean
fraction of social residues, while ¥s(xs(t)) := Xi(—z) is the portion of active residues. Then, we

have the result outlined in Lemma 9.

Note that analyzing the progress of p(t) boils down to the problem of finding the portion
of residual nodes in each time step via percolation—the process of removing edges and nodes
from the network. However, unlike existing results for general interdependent and smart grid
networks [38, 85], we assume not all communication nodes have one-to-one interdependence
to social nodes, which is captured by the social-to-communication ratio of @ < 1. Thus, the
existing results [38, 85] cannot be used here directly and we employ the step-by-step derivation

below, instead.

Lemma 9. Let pg := E'V},ifo‘ be the mean fraction of initial residues. In («, 3, c)-systems, the

mean utility ratio for even t is equal to p(t) = Xs(t) X ¥s(Xs(t)), where Xs(t) satisfies

Xs(t) = po X Ye(Xc(t — 1)),
Xc(t) ﬁ()[l - a[l - 7vDs(Xs(t - 1))“

(4.4)

Proof. The progress of mean utility ratio, {p(t) : ¢t > 1}, is traced by employing the following
step-by-step approach.

Step 1 (¢t = 1): Initially, the mean fraction of communication residues is equal to x.(1) =
po- Then, the mean utility ratio is given as p(1) = xc(1)e(Xc(1)) = pote(po)-

Step 2 (t = 2): Every social user has a reciprocal communication node (see Fig.4.2c).
Consequently, users corresponding to the non-active nodes are dropped out due to C—S depen-
dence. The fraction of social residues becomes equal to the mean utility ratio at the previous

time step, i.e.,
28(2) = ﬁ(l) = ﬁollfc(ﬁo), (45)

while the mean utility ratio is given as p(2) = xs(2)1s(xs(2)).
Step 3 (t = 3): The communication nodes corresponding to the previously non-active
social users are also dropped out due to S—C dependence. This represents an additional o[l —

¥s(xs(2))] fraction of dropped out communication nodes, since only an « fraction of nodes also
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act as social users. The fraction of residual communication nodes becomes

Xc(?’) = Xc(l)[l - a[l - %(%(2))“: (46)

while the mean utility ratio is equal to p(3) = X¢(3)¥e(Xc(3)).
Step 4 (t = 4): Owing to C—S dependence, a fraction 1 — ).fc(—(?) of communication nodes
had become non-functional at the previous step. Similarly, among the subset of communication

p(3)

nodes that have one-to-one interdependence with the social users, a 1 — %0 fraction of them

will become dropped out, causing the same amount of non-functional social users. As a result,

the fraction of residual (non-dropout) social nodes becomes

w) = o) - (1- 253 o) (4.1

and we can show that ys(4) = wc(xc( ) p(2) by following the procedure in [85, eq. (13)]. This

ve(xeM) P
means, from p(2) to xs(4), an additional fraction of 1— %gcg’;; social nodes have to be dropped

out. Thus, the total fraction of dropouts from ¢ = 0 to ¢ = 4 becomes

P A o) A A N
=)+ %00 (1- PR =1 )
=1- pOd’c( C( ))7 (4'8)

where the second line holds because x;(2) satisfies (4.5). As a result, the fraction of social

residues becomes equal to
>_Cs(4) = ﬁo?ﬂc(ic(?’))’ (4'9)
and the mean utility ratio is given as p(2) = xs(2)¥s(xs(2)).
General time steps: By expanding to larger time steps, we find that the mean utility

ratio p(t) and the fraction of residual nodes, x.(t) and x(t), satisfy Lemma 9. O

For (a, 8, ¢)-system, .(t) and ¥.(x.(t))) are defined only for even time steps, while the social
parameters, Ys(t) and 14(s(t)), are for odd steps. Then, the result below can be obtained by

following the proof of Lemma 9.

Lemma 10. For («, 3,¢)-system, let py := E% Then, the mean utility ratio equals p(t) =
Xe(t) X Ye(Xe(t)) for even t, where X (t) satisfies

)Zc(t) =1- a[l - ﬁO@bs(Xs(t - 1))]5
Xs(t) = po X Ye(Xe(t — 1)).

(4.10)
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Next, we analyze the mean portions of active residues, 1. and ¥s. To do this, let P.(k) :=
Pr{d.(u) = k : w € V} and Ps(k) := Pr{ds(v) = k : v € Vs} be the communication and social

degree distributions, respectively.

Lemma 11. The portion of active social and communication residues are respectively given as

¢s(>zs(t)) =1- Gs,O(1 - (1 - fs)Xs(t))v (4'11)
¢C(X0(t)) =1- Gc,O(l - (1 - fc)Xc(t))v (4'12)

where fs and G are both functions of the social degree distribution Ps(k) and the initial
dropout exponent 3. On the other hand, f. and G.o are functions of B and the communication
degree distribution P.(k).

Proof. See [38, pp. 1027] for the proof of the (a,0, c)-system, and [84] for the («,1,c¢)- and
(o, B, €)-systems. O

4.5.2 Minimum Utility Ratio in Traces

The minimum utility ratio is a function of the mean utility ratio p(¢), which according to
Lemmas 9-11 depends on the communication and social degree distributions that can be studied
using mobile network traces. Hence, we use mobile network traces to analyze the minimum
utility ratio.

Mobile network traces collect users’ access to base stations or access points (e.g., infrastructure-
based traces), locations (e.g., GPS-based traces), or Bluetooth contacts over time (e.g., direct
contact-based traces). Because D2D-based MSN exploits short-range D2D contacts for social
content delivery, we choose the direct contact-based traces. Moreover, since D2D-based MSN is
useful for users sharing a common social interest, mobile network traces with social groups are
preferred. Therefore, we select sigcomm2009 [15], realitymining [14], and socialblueconn
[16] data sets that include the traces of Bluetooth sightings and friendship relation between
nodes in classroom and conference settings.

In sigcomm2009 trace, 100 smart phones are distributed to participants of the ACM SIG-
COMM 2009 conference from August 17th to 19th, 2009. Numbers of contacts, contact times,
and Facebook friendship among nodes are collected. Data from 76 smart phones are used in
analysis, while that from others are discarded due to inactivity. On the other hand, 100 Nokia
6600 phones are handed out to the faculty and students of MIT’s Media Laboratory and Sloan
School of Business from July 2004 to May 2005 in the realitymining trace. In this trace, the
number of contacts and contact times between nodes are recorded. Finally, the socialblueconn
trace collects the Facebook friendship of 15 students at the University of Calabria, Italy from
January 21 to February 2nd, 2014.

99



L 0 T 0

a) 10 L .......................... —— e a) 10

O v | =0 Commun. degree [ O

- = = Binomial, p=0.023[| =

£ —_s | =z

O 107 by Q

- c e

o I TN ] o [| ®=® Commun. degree |

E & { = = Binomial, p=0.059 |

o _ o _ S —

O 107 L : i O 102 —————————a x|
10 10 10

Physical degree Physical degree

(a) sigcomm?2009, t; = 1,500 min. (b) realitymining, ¢t; = 100 hours.

Figure 4.6: Communication degree distribution of real traces.

We proceed by examining the communication and social degrees of the aforementioned
traces, which according to Lemma 9-11 are needed to analyze the minimum utility ratio. We
start by selecting an arbitrary time ¢;, collecting the number of neighbors from the communica-
tion graph snapshot at time ¢;, and calculating the empirical communication degree distribution,
P.(k), of the sigcomm2009 and socialblueconn traces. From the log of the empirical comple-
mentary cumulative distribution function (CCDF') versus the log of communication degree plots
in Figs. 4.6a and 4.6b that are non-linear, we find that the degree distribution P.(k) does not
follow a power law. In contrast, the Binomial CCDF fits the resulting empirical P.(k) very well,
as indicated by the small mean-squared errors (MSEs) of 7.14% and 6.67%, respectively. Thus,
we capture the communication graph G, using an Erdos-Rényi (ER) model [59] that is known
to have a Binomial degree distribution.

We also examine the empirical social degree distribution, Ps(k), of the sigcomm2009 and
socialblueconn traces in Figs. 4.7a and 4.7b. As before, we assume that the social graph
Gs can be represented using ER model, since the least-square (LS) fit using Binomial CCDF
produces small MSEs of 5.5% and 7.8%, respectively.

Finally, we concentrate on the Binomial degree fittings for the sigcomm2009 trace in Figs. 4.6a
and 4.7a. We observe that the mean communication degree, (k). = > kP.(k) ~ 1.725, is smaller
than the mean social degree, (k)s = > kPs(k) ~ 6.825, which indicates one-hop, direct trans-
mission is not sufficient to support social content exchange. This supports our assumption in
Section 4.3.1 that multi-hop communication is needed for data transmission.

After knowing that communication and social degrees are Binomial-distributed, we are

ready to analyze the minimum utility ratio, pmn, which is equivalent to finding the solution
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Figure 4.7: Social degree distribution of real traces.

to the self-consistent equation when the time recursive equation in (4.4) or (4.10) converges.
This has been solved in [85, eq. (21)] for interdependent networks with symmetric graphs
((k)e = (k)s) and a perfect one-to-one interdependence (a = 1). However, we assume a less
connected communication graph snapshot ((k). < (k)s) and a more generic a € (0, 1], such
that the one-step analysis for obtaining [85, eq. (21)] from the time-recursive equation cannot
be adopted directly to our case. Instead, we consider a substitution-based approach, which leads
to the self-consistent equations® in Proposition 2 below.

To obtain the results in Proposition 2, we assume that the number of nodes is arbitrarily

large (i.e., N. 1 00). The case of finite N,, on the other hand, will be considered in Section 4.6.

Proposition 2. In D2D-based MSNs with arbitrarily large number of nodes, the minimum
utility ratio satisfy
ﬁO(l - exp{_<k>cwgapmin})(1 - eXp{—<k>stm})a fOT‘ (Oé, B? C)'sy3t€m7
pmin =\ (1 = a(1 = po) — apo exp(—(k)sw3 (pmin + o = 1))) (1 — exp(—(k)cpmin)) ,
for («, B, ¢)-system,

where wys = G3(po) for (a, B,¢)-system is a solution to Gs(z) = Y7o, Py(k)z* "™ while

We = % +1 and w. =1 for (o, 1,¢) and («, 0, ¢)-systems, respectively.

Proof. To analyze the minimum utility ratio, we consider the following disjoint cases.

Minimum utility ratio for (a,1,c)-system. According to Definition 18, py, is the

3An equation of the minimum partition ratio is self-consistent if it is in form of pmin = f(pmin), where
f: R — R is a real function.
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smallest possible p(t) for even ¢, a function of a time-decreasing Xs(t). Thus, the minimum
utility is equal to pmin = Xs®¥(Xs), after setting the fractions of social residues in (4.4) to
Xs(t) = Xs(t +2) = Xs

To proceed, consider the portion of active residues, 1., as a function of the communica-
tion degree distribution P.(k). Recall that according to the sigcomm2009 trace [15], P.(k) is
Binomially-distributed, which converges to a Poisson random variable for large network. By
denoting X, := X.(t), setting 8. = 1, and plugging P.(k) into [84, eqs. (6)-(11)], we obtain
Gepo(Xe) = exp{(k)cw?(Xc — 1)} and

fo = exp{—(k)ew?xc(1 — fo)}, (4.13)

where w. = G, 1(po) = % + 1. This can further be substituted into (4.11) to get

wc(j(c) =1- fc~ (4‘14)

The social degree can also be approximated into a Poisson distribution. Plugging this into
[84, egs. (6)-(11)] obtains

Gs0(Xs) = Gs1(Xs) = exp{(k)s(Xs — 1)}, (4.15)
fs = eXP{—<k>s>Zs(1 - fs)}’ and (4'16)
1/)3()23) =1-/fs (4'17)

Finally, by combining (4.14), (4.17), and Lemma 9, the minimum utility ratio can be ana-

lyzed as follows.

Pmin= ( 0(1 - fc))(l - fs) (4'18)
= 7o (1 e cwzxc(l—fc)> <1 _ €—<k>s>zs<1—fs)) (4.19)
~ % (1 e cwzxcwcozc)) <1 _ e—(k>sﬁo(1—fc)(1—fs)> (4.20)
= o (1 _ ek )m?apmm) (1 _ 67<k>spmin> _ (4.21)

The right side of (4.18) is obtained by plugging the first line of (4.4) and (4.17) into Xsts(Xs)-
Eq. (4.19) holds by plugging (4.13) and (4.16) to the line above it, while (4.20) can be obtained
because xs = pot(Xce) = po(1 — f¢), according to (4.14) and the first line of (4.4). To get (4.21),
notice that Y.1.(Xc) is proportional to the cardinality of set A/ (c0), the communication nodes
that also act as social nodes and remain active after all nodes have been dropped out, over
N,.. Since a = % and the ratio N%|.A’c(oo)| is equal tO Pin, we obtain Y.¥e(Xe) = APmin-
Combining this and (4.18) into (4.20) results in the second line of (4.13) for § = 1.

102



Minimum utility ratio for («, 0, c)-system. According to [84], this is the case when
we = 1. Plugging this to the steps above obtains the second line of (4.13) for 5 = 0.

Minimum utility ratio for («, 3, ¢)-system. In this case, we find the smallest frac-
tion of communication residues by setting Y.(t) = Xc(t +2) = X By employing Poisson-
distributed P.(k) and Ps(k) into [84, egs. (6)-(11)] and setting 5 = —0.132, we obtain G o(x.) =
exp{(k)c(Xc = D)}, fo = exp{=(k)eXe(l = fo)} Gso(Xs) = exp{(k)swi(¥s — 1)}, and f; =
exp{—(k)sw2xs(1 — fs)}, where ws = G;1(po) and Gs(z) = Y30, Py(k)zF"" while the frac-
tions of active residues are equal to (4.14) and (4.17). With these variables, we can solve
Pmin = Xe X Ye(Xe) according to Lemma 10 by following the steps in (4.18)-(4.20), to get the
first line of (4.13). O

The minimum utility ratio p,;, can be calculated from (4.13) by performing a binary search

over a continuous interval [0, 1], as outlined in [39]. By letting
Per = min{po : Pmin > €} (4.22)

be a critical initial dropout ratio [84] and € > 0 be a small constant, there are two possible
solutions: (i) pmin < € (i.e., near zero) in the subcritical regime (py < per), while (ii) pmin > €
when pg > per (ie., po is supercritical). We can show that € = 0 for («, S, c)-system and
€ < (1 —a) for (a,B,¢)-system by numerically solving (4.13). In both cases, no user can
exchange social contents via the D2D-based MSN.# Thus, we are interested in the supercritical

case in which there are users that still can access the network.

4.5.3 Scaling Order of Minimum Utility Ratio

After outlining that our main interest is on the supercritical case (p > p.r), we are now ready
to analyze the scaling orders of minimum utility ratio. We start by examining the scaling order

with respect to the average communication degree (k). as follows.

Theorem 6. For py > per, the scaling order of pmin with respect to the average communication

degree (k). satisfies

bl W+ ), for (e Bepsstem

9(—eXp(—<k>cmen))7 fOT (aaﬁaé)'sy5t6m7

where by = apy .. s a constant and py .. is the smallest pmin such that the left and right sides

of (4.13) intersect non-trivially.

n (o, 8, ¢)-system, although pmsn > 0 when po < per (i.e., initial dropouts are subcritical), all the remaining
nodes are relays only.
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Figure 4.8: Illustration for proof of Theorem 6.

Proof. Unlike similar scaling order problems where the variable-of-interest (i.e., py in our case)
can be expressed in closed-form [79], we only have the self-consistent equation (4.13) at hand.
Since conventional approaches cannot be applied, we combine Definition 19 with a graphical
analysis, which is detailed as follows.

Scaling order of (a, 3, c)-system. The solution of (4.13) is the largest crossing point

between plots y = pmin and
Yy = ﬁ[)(]- — €7<k>cw2apmin)(1 _ 67<k>5pmin)’ (424)

where © = pmin and y represents the horizontal and vertical axes of the plots. Consider the
case where the average communication degree (k). increases, while variables pg, «, and (k) are
fixed, as depicted in Fig. 4.8. Let (k)* be the smallest (k). such that the minimum utility ratio is
non-trivial (ppmin > €), and pJ, .. be the minimum utility ratio corresponding to (k)’. Moreover,
denote f((k).) as the right side of (4.24) and let g((k)c) 1= (1—e~Flewiariin)x gy (1—e~k)sPmin),
where the last terms are constant since p; ;. is fixed. We want to prove the scaling order in the
first line of (4.23) by employing Definition 19 and showing that f((k).) = ©(g((k).)). To this

end, we observe the followings.

1. By comparing points yo and y3 in Fig. 4.8, it is easy to see that f((k).) > g({k).) for any
(k)e = (k)z.

C

104



2. Let g := m. By comparing points y; and y2 in Fig. 4.8, observe that g((k).) > g((k)})

for all (k). > (k)% such that cag((k).) > cag({k)%) = 1. On the other hand, by the definition
of minimum utility ratio, f((k)c) = pmin < 1. Based on these observations, we conclude

Jeg > 0 such that V(k). > (k)% f((k)e) < cag((k)e).

c?

After combining these results and by the fact that ppi, = f((k)s), we can show that pp,, scales
with the same order as g((k)c). In other words, pmin = O(g({(k)e)) = O(po(1—e~ Fewiariin) (1 —
e~ FlsPinin)). Recall that po, a, (k)s, and p?, ;. are fixed such that the term po(1—exp{—(k)spX,.,})
is constant. Dropping this term obtains the second line of (4.23).

Scaling order of («, 3, ¢)-system. By employing the second line of (4.13), re-applying
the graphical approach in Fig. 4.8, and following the steps above, we can show that ppi, =
O( (1 — exp{—(k)eplin}) x (1 — a(l — po) — apo exp(—(k)sw2(pmin + o — 1))). After dropping
the second multiplication term, we finally obtain the first line of (4.23). O

By increasing the mean social degree (k)s, fixing other variables (po, a, and (k).), and
following the proof of Theorem 6, we get the following scaling order versus (k)5 in Corollary 6.
Note that the result for (a, f,¢)-system is missing because the first line of (4.13) is a function
of ws = G;1(po), which requires solving G4(z) = > 5, P,(k)z* "™ To this end, G4(z) is a

diverging sequence due to the exponent k~%132 and is hard to be analyzed in closed-form.

Corollary 6. For («a, 3, c)-system with py > per, the scaling order of the minimum utility ratio

versus the average social degree (k)s satisfies

pmin = O(= exp(—=(k)sPimin))- (4.25)

On the other hand, the scaling order versus the fraction of initial residues, pg, satisfies the

following corollary.

Corollary 7. Let by = exp(—b1(k).). When po > per, the scaling order of pmin with respect to

the fraction of initial residues po for (a, B, c)-system satisfies

pmin = © (po (1 — baexp {~bu[(log(po))* (k) ' + 2log(po)]})) -

Proof. The scaling order for («, 3, c)-system can be proved by varying «, fixing po, (k)., and
(k)s, and then re-applying the steps in the proof of Theorem 6. The proof for («, 3, ¢)-system,
on the other hand, is outlined below.

Let f(«) be the right-hand side of the self-consistent equation. As illustrated in Fig. 4.9,

f(a) becomes lower as « is increased. Denote p} . as the minimum utility ratio corresponding
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Figure 4.9: Illustration for proof of Corollary 8.

to a =1 and let g(a) = f(a)|p,,.:=p7 . such that g(1) = f(1). Firstly, we compare y2 = g(a)
to y3 = f(a) in Fig. 4.9 and observe that Yo € [0, 1], f(a) > g(«). Secondly, after re-visiting the
figure and comparing ys to y1 = g(1), we notice Vo € [0,1], g(a) > g(1) such that cag(a) > 1
holds by setting c; = ﬁ. Combining this and the definition of minimum utility ratio (i.e.,
Pmin = f(a) < 1) obtains f(a) <1 < cog(a) forall 0 < a < 1.

Put together, these two results indicate that pmin = f(a) = O((1 —e‘<k>°"mi") (1 -
a(l — po) — ab4e*a<k>sw§)), where by := pgexp{—(1 — p},.,)(k)sw?}. Notice that the constants
“1” and “1 — exp{—(k)cp;,in}’ are insignificant and can be removed. Finally, by dropping

“—aby exp{—a(k)sw?}” that grows slower than the dominant linear term “a(1 — py),” we ob-
tain the first line of (4.26). O

As before, the scaling order analysis versus pg for (a, 3, ¢)-system is missing because w, =
G 1(po) is hard to derive. In the following subsection, we will numerically show that the scaling
orders in (4.25)-(4.26) also hold for («, 3, ¢)-system.

Finally, the scaling order of pp, versus the social-to-communication ratio « follows the

corollary below.

Corollary 8. For pg > per, the scaling order of pmin with respect to the social-to-communication
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ratio o satisfies
O(—a), for (a, B, ¢)-system,

O(— exp(—abs)), for (o, B, c)-system,

where by = (k).w? is a constant.

Proof. The scaling order for («, 3, c)-system can be proved by varying «, fixing po, (k)., and
(k)s, and then re-applying the steps in the proof of Theorem 6. The proof for («, 3, ¢)-system,
on the other hand, is outlined below.

Let f(«) be the right-hand side of the self-consistent equation. As illustrated in Fig. 4.9,
f(a) becomes lower as « is increased. Denote p} . as the minimum utility ratio corresponding
to a =1 and let g(a) = f(a)|p,.;n:=pr,. such that g(1) = f(1). Firstly, we compare y2 = g(a)
to ys = f(«) in Fig. 4.9 and observe that Ya € [0, 1], f(a) > g(«). Secondly, after re-visiting the
figure and comparing y2 to y1 = g(1), we notice Vo € [0,1], g(a) > g(1) such that cag(a) > 1
holds by setting c; = ﬁl). Combining this and the definition of minimum utility ratio (i.e.,
Pmin = f(a) < 1) obtains f(a) <1< cag(a) forall 0 < a < 1.

Put together, these two results indicate that pmim = f(a) = O((1 —e‘<k>cpmi") (1-—
a(l —po) — ab4e_o‘<k>sw§)), where by := pgexp{—(1 — pZ,;,) (k)sw?}. Notice that the constants
“1” and “1 — exp{—(k)cp},;n}’ are insignificant and can be removed. Finally, by dropping

b

“—aby exp{—a(k)sw?}” that grows slower than the dominant linear term “a(1 — pg),” we ob-

tain the first line of (4.26). O

Theorem 6 indicates that the minimum utility ratio grows with a CNE factor? of the mean
communication degree (k).. Corollary 8, on the other hand, suggests a dichotomy: (i) pmin
decreases linearly versus « in (a, 3,¢)-system, while (i) it increases with a CNE factor? of
the social-to-communication ratio « in (a, 3, ¢)-system. This means, the scaling order of pp,in
versus « is a distinguishing characteristic between social and communication-induced network

partition processes.

4.5.4 Numerical Evaluation

In this section, we validate our analytical findings via numerical experiments. Unless stated
otherwise, we employ a social-to-communication ratio of a = 0.8, generate 50 D2D-based MSN
graph realizations, and select 100 different initial dropouts in each realization. All experiments

are performed using NetworkX framework in Python.

Validity of Erdés-Rényi Graph Modeling

We start by verifying our assumption that the structure of real-world D2D-based MSN can well
be represented as synthetic ER graphs. Specifically, we want to show that realistic and synthetic
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networks exhibit comparable minimum utility ratios. To do this, we employ the sigcomm2009
trace [15] and take the snapshots of G. and G at a measurement time t¢,, = 1,500 minutes to
represent the realistic network. For the synthetic network, we employ two ER graphs with mean
communication and social degrees of (k). = 1.725 and (k)5 = 6.825 to match the sigcomm2009
trace’s snapshots. The minimum utility ratio pp, of (o, 1,¢) and («, 3, ¢)-systems employing
the realistic and synthetic networks are plotted versus the fraction of initial dropouts py in
Fig. 4.10. Although there exist small gaps for intermediate values of py (see the plots with
same colors in Fig. 4.10), both the realistic and synthetic traces produce similar curve shapes,

indicating an identical scaling order.

Validity of Proposition 2

Next, we verify the self-consistent equations of pp,i, in (4.13), which is derived by assuming
a large network size. To do so, we need to apply an increasing number of nodes, N., which
cannot be done with fized measurement-based trace [15]. Thus, we employ synthetic ER graphs
for the social and communication graphs, G5 and G.. We vary N,, while the number of social
nodes follows Ns = alN.. Moreover, we employ the mean degrees of (k). = 6 and (k)s =
10 to ensure connected G. and G,.> The resulting pmn for the («,0,c)-system is plotted in
Fig. 4.11a. As N, increases, the numerical results converge to the theoretical solution of (4.13),
thus validating Proposition 2. Although not presented here, similar result holds for («, 3, ¢) and

(a, 1, ¢)-systems.

Remark 9. The gap between the theoretical and numerical results for the subcritical regime
(po < per = 0.33) in Fig. 4.11 suggests that the result in Proposition 4.11a may not be exact
when N, is small. We will analyze the impact of such a small and finite N, to the minimum

utility ratio in Section 4.6 below.

Several distinguishing properties between the (o, 3, ¢), (a, 0, ¢), and (a, 1, ¢)-systems can be
observed by setting the number of communication nodes to N, = 100 and plotting the resulting
Pmin in Fig. 4.11b. Firstly, these three systems have distinct critical initial dropout ratios of
per 0f 0.20, 0.33, and 0.41, respectively. Secondly, the (a1, ¢)-system has the lowest pp,in, while
the («, 3, ¢)-system exhibits the best (highest) performance. This is because initial dropouts in
the former are concentrated on highly-connected nodes, which are important hubs for content
exchange. In the latter, initial dropouts only occur on the social users, which is a subset of the

total nodes and have a more limited impact.

Remark 10. According to Fig. 4.11b, Proposition 2 can be used to distinguish network contrac-

tions due to communication-induced ((a,0,¢) and (c,1,c)-systems) and social-based dropouts

®An ER graph with N nodes is almost surely connected if the mean degree (k) satisfies (k) > (1—e) =L In(N)
for a small € > 0.
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Figure 4.10: Minimum utility ratio of real-life [15] and synthetic traces.
(e, B, €)-system). To do this, we estimate py and let P%LR@ be the minimum utility ratio of the
(e, 0, ¢)-system calculated from (4.13). Then, we determine the D2D-based MSN is an (o, B, ¢),
(a,0,¢), or (a, 1, c)-system if the measured ppmin is larger than, equal to, or smaller than p%”%
Remark 11. To get py and ppmin in practical D2D-based MSNs like FireChat [89] and Jott [37],
the developer and/or operator can poll a subset of nodes called sensors. Then, py and pmin can
be estimated from the portions of active sensors at origin (t = 0) and at the end of network

contractions (i.e., after the number stabilizes), respectively.

Scaling Order of Minimum Utility Ratio

In this subsection, we first examine the scaling order of p,,;, versus the mean communication
degree, (k).. To do this, we re-use the network parameters in Fig. 4.11 and set pyg = 0.85, which
ensures a supercritical regime (pp > per) and a non-trivial py,. Fig. 4.12a plots the minimum
utility ratio pmin as (k). is increased. We observe that for the (o, 1,¢), (o, 0,¢), and («, 3, ¢)-
systems, pmin increase with a CNE factor? of (k)., thus verifying the analysis in Theorem 6.
Such an increase is possible because when (k). is high, there are more alternative paths to
maintain a large connected component and many functional nodes after a dropout.

A similar CNE increase with respect to (k)s can also be observed for both the («,1,c¢)
and (a, 0, ¢)-systems in Fig. 4.12b, verifying our analysis in Corollary 6. From this figure, we

find that the minimum utility ratio for («, (3, ¢)-system follows the same CNE scaling order.
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Figure 4.12: Scaling order of minimum utility ratio versus mean degrees.

This is because § = —0.132 is near zero so that the scaling order becomes close to that of the
(c, 0, ¢)-system, which can be shown to be equal to (4.25).

Next, we verify the scaling order of (a, 1, ¢) and (¢, 0, ¢)-systems versus the fraction of initial
residues, po, by re-visiting Fig. 4.11b. By focusing on the supercritical regime (pg > per), We
observe that py,i, quickly grows (with a CNE 0rder2) to a linear factor of pg. The result validates
Corollary 7, in which p,;, is shown to scale with respect to po multiplied by a sub-CNE? factor
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Figure 4.13: Minimum utility ratio versus social-to-communication ratio.

h(po) = (1 — baexp {—b1[(log(po))*(k); ' + 21log(po)] }).% On the other hand, due to the same
aforementioned reason (i.e., § = —0.132 is near zero), a similar scaling order can be observed
for the («a, 8, ¢)-system.

Finally, we validate the scaling order in Corollary 8 by plotting ppni, versus the social-to-
communication ratio a in Fig. 4.13. We observe that (i) pmin increases with a CNE factor? of
ain (o, 1,¢) and (a, 0, ¢)-systems (refer to the dotted black and solid blue plots, respectively),
while (ii) it decreases linearly versus « in (o, 3, ¢)-system (see the solid red line). The latter
holds because less and less number of nodes (relative to the total, N.) depend on the social
users and are disconnected initially due to S—C dependence as « increases, thus diminishing
the early and subsequent stages of the network contraction process. On the other hand, the
number of social users that depend on the communication nodes in («, 3, ¢)-systems decreases
with respect to a. As a result, the portion of residual and active users at the even time steps—
after taking C—S into account—also increases, thus improving the minimum utility ratio. These

observations corroborate the analysis in Proposition 2.

Remark 12. Fig. 4.13 suggests a means for identifying the root cause of network contrac-
tion, when « is increased (i.e., there are new social users joining the network). If the mini-
mum utility ratio becomes higher, then the initial dropouts are social-based. Otherwise, they are

communication-based.

4.6 Improving the Minimum Utility Ratio

We have analyzed the minimum utility ratio pp,;, for networks with infinite number of nodes
that, however, may not hold for practical D2D-based MSNs with finite number of nodes. For
example, there is a gap between the theoretical and numerical results when the number of
nodes, N, is small (see the subcritical region of Fig. 4.11). Motivated by the gap, which varies
as N, increases, we analyze how pp;, will be affected by the finite N, and then leverage the

analysis to propose an admission control scheme for improving ppmn.-

4.6.1 Scaling Order versus Number of Nodes

To understand the minimum utility ratio in finite networks, i.e., D2D-based MSNs with finite
number of nodes, we analyze the scaling order of py,;, with respect to the number of communi-
cation nodes in Theorem 7 below. Notice that analyzing the scaling order of py,;, with respect

to the number of communication nodes N, boils down to finding the expectation of the portion

SNote that h(po) is sub-CNE because the factors (log(po))? and log(po) grow slower than o.
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of active node, weighted by the likelihood that a connected component exists after a network

contraction process, E[1..(Zy)]. The authors in [38, SI Sec. G| simply states that the derivative

of this likelihood is a Gaussian PDF with a standard deviation proportional to \/% Instead

of using this result directly, we provide a more elaborate derivation using Lindeberg’s theorem
[33] to show the exact PDF of E[1..(Zy)]. Consequently, we obtain a clear scaling order versus

N, which is stated as follows.

Theorem 7. The scaling order of minimum utility ratio versus the number of communication

nodes N, satisfies

© (_\/1 - eXp{_b4Nc}> ) fO?" ﬁO < Per,
@(—exp{—b5Nc}), fO?“ ﬁO > Pers

(4.27)

Pmin =

where by = 0?(pg — per)? and by = %(ﬁo — per)? for (a, B, c)-system, with 0% := Var[l(y¢z,)]

denotes the variance of a (0/1)-process that indicates whether a node v is dropped out initially.
On the other hand, these constants are equal to by = ao?(py — per)? and bs = %(ﬁo — per)? for
(o, B, €)-system

Proof. (a, B, c)-system in the subcritical regime. For this regime, we are interested in
how a finite N, will induce a non-zero p.,;,. Consider one realization of initial node dropouts,
Ty C V, and denote p, := % as the actual fraction of initial dropouts. For this particular Zy,
Pmin can be re-defined as the smallest utility ratio averaged over many D2D-based MSN graph
snapshots, which is equal to the theoretical result in Fig. 4.11 after re-labeling the horizontal
axis to pg. In this figure, one or more active nodes will always exist and pmi, is non-zero if
Pa > per- Thus, we are interested in finding the likelihood Pr{p, > pcr}-

We start by analyzing the probability density function (PDF) of p, as follows. Let 1(v) :=
1(ygz,) be a (0/1)-function indicating node v € V is not dropped out initially, which has
an expected value and a variance of py and o? := Var[l(v)], respectively. Denote S :=
{1(v1),...,1(vn,)} as a sequence that has a sample mean of p, := Niczvevl(v). In gen-
eral, the elements of S are not identically-distributed, especially under degree-weighted initial
dropouts (when 8 = 1) where 1(v) depends on the communication degree of node v. However,
since the elements are bounded above by one, Lindeberg’s triangular array theorem [33, ex. 27.4]
states that the sample mean converges to p, ~ N (po, j'v—i), which is a Gaussian distribution with

mean pg and variance proportional to NL
c
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We proceed by calculating the likelihood

[e.e]

1 Po — Per
Pr > = / r)d(z) == |[1+ef| ——— | |,
{pa > per} p(z)d(z) = 3 (UW)]
T=pPcr

(4.28)
where p(x) is the PDF of p, and erf(-) is a Gaussian error function. Denote z := w,
which is smaller than 0 because py < per, and apply the approximation [17] erf(z) ~ sgn(z)(1 —
exp{—zg%})lﬂ, where a := 3%&_—3;2) and sgn(z) is equal to -1 when z is negative and +1,

otherwise. By noticing that 4{7:;222 ® ~ 1, the likelihood in (4.28) can be re-stated as
1 — po)2N,
Pr{pa > per}ay [1 _ \/1 —exp {—W}] . (4.29)

With (4.29) at hand, we are now ready to analyze the scaling order of p,;, with respect
to N.. Let 1..(Zp) indicates whether a connected component exists at the end of a network
contraction process triggered by Zy. In other words, 1..(Zp) = 1 if ppmin is non-zero. Denote
Pmin(Zo) as the minimum utility ratio corresponding to Zy, while E[pnin(Zo)|1ce(Zo)] is the
average over all possible Zy’s corresponding to a mean fraction of initial residues pg, given that

Pmin 18 non-zero. Then, the minimum utility ratio as a function of IV, is given as

Pmm(Nc) = E{Pmin(IO)HCC(IO)] X E[ICC(ZO)] (4'30)
= Elpmin(Zo)[1ec(Zo)] (4.31)

1 (pcr _ﬁ0)2

where E[1..(Zp)] is equal to (4.29) by definition and E[pmin(Zo)|1cc(Zo)] is a constant with
respect to N.. After applying Definition 19; dropping the constant terms before the square-root

)

term in (4.31); and setting by := %(f)g — per)?, we finally obtain the first line of (4.27).

(ay B, €)-system in the supercritical regime. The steps of proof are mainly similar

to that for the subcritical regime. The main difference is that now z = % Ve

To proceed, we apply the Gaussian error function approximation erf(z) ~ 1 — (% exp(—22) +

is larger.
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Figure 4.14: Minimum utility ratio versus number of communication nodes.

2 exp(32?)) [17]. Then, the minimum utility ratio becomes

= Elpmin(Zo)|1cc(Zo)] x E[1ee(Zo)] (4.32)
— 5n)2 =2
— Elpmin(To) [ Lee(To)] % [1 _ <112 exp {_W} N iexp {_W}ﬂ ,

where E[pmin(Zo)|1ce(Zo)] corresponds to ppin as the solution of (4.13), which is constant with
respect to V.. After applying Definition 19, dropping the constant terms, and noticing that the
first exponential term grows slower than the second one, we get ppin = @(% exp {—%NC}),
which can easily be reduced to the second line of (4.27).

(a, B, €)-system in the sub- and super-critical regimes. The scaling order for (o, 3, ¢)-
system can be analyzed by following the exact same steps as in the proofs above, but with
applying a social-based initial dropouts (Zy C V) and replacing N, with the number of social

nodes Ny = aN,. ]

4.6.2 Numerical Validation

Next, we validate the scaling order in Theorem 7 via numerical simulations. In our simulations,
we vary the number of communication nodes N, from 100 to 1,000, set o = 0.8, and assign the
number of social nodes to Ny = aN.. To maintain consistency with Section 4.5.4, we re-employ
the ER graph model with the average degrees of (k). = 6 and (k)s = 10.

We consider the subcritical case (pg < per = 0.411) by setting the mean fraction of initial
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dropouts to pg = 0.15. According to Theorem 7, the minimum utility ratio should decrease

according to pmin ~ —\/ 1 — exp{—b4N.}, which can be reduced to pmin ~ exp{—bsN.} since
the curve shape of 1 — exp{—bsN.} will not be changed by a square-root operator [156]. This
reduced scaling order fits the numerical result in Fig. 4.14a well, indicating the first line of
(4.27) is valid. We also consider the supercritical regime by setting the mean fraction of initial
dropouts to pp = 0.85. According to the resulting plots for this regime in Fig. 4.14b, pmin
increases with a negative exponential factor of N., matching the second line of (4.27) and

completing our validation.

4.6.3 Maximizing the Minimum Utility Ratio

After validating our analysis, we discuss how the scaling order of minimum utility ratio pmin
in Theorem 7 can be used to maintain the performance of D2D-based MSNs. It is desirable
to have a large pmin so that many users can still utilize the network for exchanging social
contents. Let there be new users that want to join the D2D-based MSN for benefits such as
social networking with the existing users and/or saving cellular data access fee [4]. In this case,
we can apply admission control [94], which is a validation process applied before a new user
can join the network. Such a control can be enforced by allowing/preventing new downloads
of app for accessing the D2D-based MSN, or by dedicating one or more nodes for validating
new users. The main question is, while trying to maximize p,,i,, how to decide whether new
users should be allowed to join the D2D-based MSN? To answer this question, we propose a

minimum utility ratio-based (MinUtil) admission scheme, which is detailed as follows.

Minimum Utility Ratio-based Admission Control

The proposed MinUtil scheme first estimates the critical fraction of initial residues p.. by
solving (4.13), and then determines the mean fraction of initial residues py (e.g., by taking a
sample mean of the number of initial dropouts reported by a subset of nodes called detectors
[94]). Then, MinUtil leverages the analytical result in Theorem 7 to maximize the minimum

utility ratio. Specifically,

1. the proposed scheme will not admit new users under severe initial dropouts (i.e., when

Po < pcr)?

2. otherwise, MinUtil allows all new users to join the D2D-based MSN when pg > per.

Performance Evaluation

To evaluate the proposed MinUtil scheme, we generate 103 realizations of a D2D-based MSN
graph G = (&, &s)—called the base graph—with N, = 100 communication nodes and the
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Figure 4.15: Performance evaluation of the proposed MinUtil scheme.

average degrees of (k). = 6 and (k); = 10. We consider the case where a set of new nodes
View (VN Vypew = 0), which all act as both communication nodes and social users, want to join

the D2D-based MSN. Upon being admitted, each node in V¢, forms a communication and a

% and %, respectively, to ensure that

the resulting evolved graph G' = (VU Vpew, &L, EL) still consists of ER communication and social

social link to each existing node with probabilities

graphs. We set the fraction of newly-joining nodes to V]’(,—ecw = 10%, while the initial dropout ratio
is selected uniformly at random from the range pp € [0.01,0.5] to emulate mild to moderate
dropout severity. We generate 10 different combinations of (Vyew, po) for each realization of G
(correspondingly, G'), and further select 100 different sets of initial dropouts, {Zy}, for each
(Vnews Po)-

We compare the proposed MinUtil admission to the schemes where new users Ve, are
always admitted (AlwaysAdmit) and never admitted (NeverAdmit). In AlwaysAdmit (resp.,
NeverAdmit), the minimum utility ratio, ppin, is computed by applying a network contraction
process to the evolved graph G’ (resp., base graph G). On the other hand, the MinUtil scheme
can either use G or G’, depending on whether new users are admitted according to criteria 1)
and 2) above.

The average minimum utility ratio E(ppin) of the aforementioned schemes are depicted in
Fig. 4.15. Recall that the NeverAdmit scheme tries to keep N, low and benefits from the sub-
critical regime (p, < per), which unfortunately contributes to only a small portion of E(pmin)-
Recall that according to our results in Section 4.5.4 the critical initial dropout ratio pe. is equal
to 0.2, 0.3, and 0.411 for (v, 8,¢), (,0,c¢), and (a, 1, ¢)-systems, respectively. In contrast, the

AlwaysAdmit scheme is more beneficial when py > p.r, which generates a higher pp,, (see

116



Fig. 4.14b) and contributes more towards E(pmin), thus producing a higher (better) E(pmin) in
Fig. 4.15. The proposed MinUt%1l scheme, on the other hand, exhibits the largest the largest aver-
age minimum utility ratio since it can leverage the opportunity to increase p,,i, by minimizing
(resp., maximizing) the number of nodes in the subcritical (resp., supercritical) regime.

With respect to the cause of initial dropouts, («, 3, ¢)-system has the largest E(ppmin) among
other systems in Fig. 4.15, matching the results in Figs 4.10-4.14. This is because the supercrit-
ical case that produces high p, is more likely to occur in the (a, 3, ¢)-system, that is, about
60.2% of the time. Finally, we also observe that the («, 1, c)-system offers the largest relative
E(pmin) improvement of up to 36.74% when the MinUtil scheme is employed.

4.7 Node Resilience in D2D-based M SN

We have discussed that D2D-based MSN users may become non-active due to either (i) the
initial dropouts at time ¢ = 0, or (ii) a dropout-induced network contraction process at ¢t > 1.
On the other hand, these users may require a non-negative session time, which denotes the
time until they respectively finish a social content exchange through the D2D-based MSN. It is
desirable that each user can enjoy a stable network connection during his/her session time, in
that the D2D-based MSN is said to be able to provide a resilient networking service.

The network-wide resilience of wireless systems against node failure [56, 29] and misbehavior
[162, 163] has been widely studied in the literature. However, little is known about how wireless
network can provide resilient service from end-users’ perspective, a quality-of-experience metric
that is vital to the success of D2D-based MSN’s deployment. Therefore, we are interested in

analyzing the D2D-based MSN'’s resilience, viewed from users’ perspective.

4.7.1 Definition of Node Resilience

Before studying the resilience from users’ perspective, we define a deactivation time metric as

follows.

Definition 20. Deactivation time of user v € Vs is the smallest even time step in which v
becomes non-active in the D2D-based MSN, i.e.,

T, = inf{t : v € Fs(t —1),v ¢ Fs(t)}. (4.33)

We choose even (two) time steps as the time granularity to make sure that 7, captures the
impacts of both the C—S and S—C dependencies, which occur alternatively in two consecutive
steps. Moreover, we say that a node is affected if it becomes isolated after a cascade-of-failures.

An immediate question is how to relate the discrete time steps of 7,4, to the real time (in

milliseconds). To answer this, we first consider the S—C dependence at step t = 3 in Fig. 4.4,
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where node v, is previously dropped out. In this case, nodes vs and vg will wait for a periodic
status update from vy as their communication neighbor. When the neighbor does not respond
within a preset time interval 7., then vs and vg conclude that v4 has been dropped out,” and
vs immediately becomes non-active due to isolation.

Next, we consider a C—S dependence at step ¢t = 4 in Fig. 4.4. In this case, vg is already
aware that the physical path to reach its social neighbor vs is unavailable and immediately
becomes non-active in the social graph. This indicates the C—S dependence occurs instanta-
neously. As a result, two consecutive time steps in 7, is equal to T due to the S—C dependence
only. For simplicity, we assume that one discrete step is effectively equal to % milliseconds.

To proceed, let a session denote an exchange of social contents between between two D2D-
based MSN users, and a session time ST, € (0,00) be the amount of time needed to complete
a session initiated by node v € V. This metric is normalized to the length of one time step, %,
and can either be heavy-tailed or exponentially-distributed [163]. We consider the worst-case
session time requirement by assuming all the sessions under consideration starts at time ¢t = 0,
that is, right when the initial dropouts occur. Moreover, we assume that a node will not start
a new session if it has detected any failure in the network.

With the aforementioned assumptions and definitions, we are ready to define a node re-

silience metric as follows.

Definition 21. Node resilience is the likelihood that a randomly-chosen node v € V does not

become non-active during its ongoing session, denoted as
U, :=Pr{ST, < 7}. (4.34)

Node resilience metric ¥,, quantifies the D2D-based MSN’s ability to support an ongoing

session and provides a satisfaction measure from end-users’ perspective.

4.7.2 Bounds of Node Resilience Metric

The node resilience ¥,, in (4.34) depends on the deactivation time 7, that, unfortunately, is
hard to derive in closed-form. Thus, instead of examining 7, directly, we focus on the affected

nodes and the upper bound of their deactivation times as follows.

Definition 22. Mazimum deactivation time is the expected largest number of time steps until

an affected node becomes deactivated, that is,

Tmax ‘= E[Sup{Tv ‘v ¢ tllglo }—s(t)}] (4'35)

"For example, T, is equal to (hello_interval*allowed hello _loss) milliseconds when AODV routing pro-
tocol [118] is employed.
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In other words, the maximum deactivation time 7,4, quantifies the smallest number of
time steps until no more node (equivalently, less than one node) becomes non-active, and can

be re-stated as )
Tmaz = inf {t >1 ‘ﬁ(t) —p(t—2) < N } , (4.36)

with N equals N, and N, for (o, 3, ¢) and («, 3, ¢)-systems, respectively.

According to (4.36), the maximum deactivation time for (o, /3, ¢)-system can be determined
by setting \.(1) = po, calculating p(t) = xs(t)¥s(Xs(t)), and finding the smallest ¢ such that
pt)—p(t—2) < N% For (a, 3, ¢)-system, we can set xs(1) = po, compute p(t) using Lemma 10,
and find 70, = argmax{p(t) — p(t — 2) < N%} The corresponding p(t) when Ty,q, is achieved
is equal to the minimum utility ratio, that is, pmin = p(Tmaz)-

With 7phee and pmin at hand, we can calculate the lower and upper bounds of ¥,, using the

following theorem.

Theorem 8. For Pareto-distributed ST, with PDF Pr{ST, = z} = ;’fz’;, shape parameter

v >0, and scale xy, > 0, the node resilience is lower and upper-bounded by

Pmin + (Po — pmin)(1 — 27,) < Wy < (1= po + pmin) (Tm/Tmaz)” — (1 — po).  (4.37)

Proof. Finding the lower and upper bounds of ¥,, is equivalent to the problem of analyzing the
CDF of session time ST, outlined as follows. Let Cper := V \ (limy—00 Fs(t) UZy) be the set of
users that become non-active due to the network contraction process at time ¢ > 1. Then, we

have

Pr{ST, > 7,} = Pr{ST, > m,|v € Zp} Pr{v € Iy}
+ Pr{ST, > 7y|v € Cpet } Pr{v € Cpet}
+ Pr{ST, > 71|v & Cnet UZo} Pr{v & Cpet ULy} (4.38)

When node u is not affected by the initial dropouts nor the network contraction process (i.e.,
v & ToUCpet ), then its session time ST, is always lower than the isolation time 7, which is equal

to oo by definition. Thus, the last summation term becomes zero and (4.38) can be re-stated as

Pr{ST, > r,Jv € Ty} Pr{v € Iy}
+ Pr{ST, > 1y|v € Cpet } Pr{v € Cpet} (4.39)
< (1= po) + (Po = pmin) Pr{STy > Tinaz }, (4.40)

where (4.40) holds because 7, = 0 when node u belongs to the set of initial dropouts (i.e.,
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v € Iy) such that Pr{ST, > 7,Jv € Zp} = 1, and Pr{ST, > Ty|v € Chet} < Pr{STy, > Tmaxz}
because the node deactivation due to network contractions always happen before the maximum
deactivation time 7y,4,. By the fact that ¥,, = 1 — Pr(ST, > 7,) and after plugging in the
CCDF of the Pareto-distributed ST, we obtain the upper bound in (4.43).

For the lower bound, we re-state the node resilience as

U, =Pr{ST, < 7.}
= Pr{ST, < 1pJv € Ly} Pr{v € To} + Pr{ST, < 7y|v € Cpet} Pr{v € Cpet}  (4.41)
+Pr{ST, < Tp|v & Cnet UZo} Pr{v ¢ Cpet UZp}.

When v € 7y, the isolation time is always equal to 7,4, = 0 by definition, such that the first

summation term disappears and the node resilience ¥,, can be re-stated as

Pr{ST, < 7y|v € Cpet } Pr{v € Cpet} + Pr{ST, < Ty|v & Cnet UZo} Pr{v ¢ Cpet ULy}
> Pmin + (/50 - pmzn)Pr{STv < 1}7 (442)

where (4.42) applies because Pr{ST, < T,|v € Cpet} < Pr{ST, < 1}, that is, the node dropouts

due to network contractions always happen at ¢t > 1. O

By following the steps in the proof of Theorem 8 and employing the CCDF of the exponential

distribution [43], we obtain the following corollary.

Corollary 9. For exponentially-distributed node session times with PDF Pr{ST, = x} = \e™*

and mean % > 0, the node resilience is bounded by

Pmin + (ﬁO - Pmm)(l - 6_/\) <v, < (1 - ﬁO) + (ﬁO - prnz’n)e_)\TMM-

Remark 13. The results in Theorem 8 and Corollary 9 can easily be extended to the more
general cases by substituting 1 — Pr{ST, < 1} and Pr{ST, > Tmaz} with the CCDFs of the

session time ST, under examination.

4.7.3 Scaling Order of Node Resilience Metric

Next, we will analyze the impacts of networks parameters (i.e., pp and N.) to the node resilience
U,,, which is hard to do using the bounds in (4.43) and (4.37) that depend on the numerical
calculations of T, and ppin. Instead, we study the impacts of pg and N, through the scaling

order of WU,,.
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Figure 4.16: Illustration for the proof of Lemma 12 when py > pcr.

Since according to (4.43) and (4.37) U, is a function of 7,4z, then we present the following

scaling order result for 7p,qz-

Lemma 12. For the supercritical region (py > per), the scaling order of maximum deactivation

time satisfies

0 (BB for (o, 0)-sustem.
— (1—a)(po—per) (4.43)
fe) _log(aNe) ,  for («, B,¢)-system,

while for the subcritical region (po < per),

e = © ([(1 = ) (per — )] /2). (4.44)

Proof. (a, B, c)-system in the supercritical regime. The maximum deactivation time 7,44
is equivalent to the instance when p(t) converges to ppin. According to (4.4), such a convergence

occurs when the following equation holds.

po (1 = a[l =t (po x the(Xe(t —1)))]) - (4.45)

Xe(t)

Thus, we plot the right side of (4.45) with X.(t — 2) = z as the blue curve in Fig. 4.16 and the
left side with y.(t) = x as the black diagonal plot. The former intersects with the latter plot
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at two non-trivial points, since we are considering the supercritical regime (pyp > per). To find
Tmaz, We start by setting y.(0) = pp (see point xy in Fig. 4.16). Let an iteration be a one-step
calculation of x.(t+2) from x.(t) by using (4.45), which is represented as a horizontal red arrow
from the blue to the black curve in Fig. 4.16). Then, 7,4, which is the number of iterations
until x.(t —2) and X.(¢) in (4.45) converges to each other, is proportional to the number of
arrows from x( until the blue and black plots meets at z.

To proceed, we assume that pp is near p. such that the right side of (4.45), f(x) :=
po(1 — afl = s (potbe(Xe(t — 1)))])|x.(t—2)=2> can be approximated into the quadratic form

F(2) ~ a(o)a® + b(7o)a + c(po)- (4.46)

Let for(x) := f(x)|py=p., be the right side of (4.45) that corresponds to the critical point when
Pmin Starts to be non-zero, and is plotted as a purple curve in Fig. 4.16. Now, the vertical
distance between the quadratic function (4.46) and the left side of (4.45) is approximately
equal to the vertical distance between (4.46) and f.,(x), which amounts to (1 — «)(po — per)-

This implies the horizontal distance between the starting point z¢ and the destination (conver-

gence) point 2 is proportional to /(1 — @)(po — per), as indicated by the inset in Fig. 4.16.

Moreover, since f(x) is convex, its derivative is proportional to —/(1 — a)(po — per). Accord-
ing to Lemma 11, v, and 15 are functions of the degree distributions, which have exponential

forms (see Figs. 4.7 and 4.6). Consequently, the iterations converge to the solution of

as f/ = exp {—Tmax\/(l —a)(po — pCT)}, where 7,4, i the number of stair treads (steps).
These iterations will stop when there is less than one dropped out nodes, that is, when
Xe(t —2) — xe(t) < N% As a result, the stopping condition can be stated as f’ ~ N% and

. log(N.
we obtain Tyaz ~ __los(Ne)

(1—=a)(Po—per)
(at, B, €)-system in the supercritical regime. Finding 7,4, is equivalent to counting
the number of iterations until (4.10) converges. Notice that (4.10) can be re-stated as (4.45),
but with x.(t), x.(t — 2), and X.(0) replaced by xs(t), Xs(t — 2), and x4(0) = po, respectively.

Thus, we can re-apply the same steps as above and find that the iterations converge to the

solution zo = ¥s(t) as f/ = exp {—Tmaz\/(l —a)(po — pcr)}, with a stopping condition of
fh~ N% = %NC We finally obtain 7,4, ~ %, which according to Definition 19 can
be re-stated as the second line of (4.43).

(o, B, ¢)-system in the subcritical regime. In this regime, the left and right sides of (4.4)
intersect each other at a trivial point x = 0. Similar to Fig. 4.16, one iteration of calculating
Xc(t) from x.(t — 2) using (4.45) can be represented as a horizontal red arrow in Fig. 4.17,
but now the arrow points to the left and the convergence point x, is at zero. Our objective
is now to find 7,4, by counting the number of iterations (arrows) from z¢g = x.(0) = po to

ZToo = Xe(00) = 0.
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Figure 4.17: Tlustration for the proof of Lemma 12 when py < per-

We proceed by re-employing the quadratic approximation in (4.46) to the right side of (4.45),
and examining the vertical distance between the black plot and the starting point x¢o = po.
According to Fig. 4.17, this is equal to a small vertical distance proportional to (pe. —z0)?, plus
the gap between f(x) as the right side of (4.45) and fe.(x) := f()|5,=p.,- This gap is equal to
(1 — a)(per — po). Since the black plot representing the left side of (4.45) has a unity gradient,

then its horizontal distance to xg is proportional to

(1= a)(per — p0)* + (1 = @)(per — 0)- (4.47)

For every small horizontal distance of dz, the number of steps to be taken is proportional to

9% Notice that the total horizontal distance to be traveled by all iterations
(per—z0)?+(per PO)(1 a)

(arrows) is equal to pg, so that the total number of required steps becomes

Po dxo
Tz /m:o (rer — 20 1 (per — o)1 — o) (4.48)
- /2 (4.49)

\/(1 - O‘)(ﬁo - pcr)7

where (4.49) can be acquired after applying [176, Sec. 2.103] to (4.48) and assuming that po
is near p.,. Finally, (4.44) is obtained by using Definition 19 and dropping constant 7/2 from
(4.49).

(ay B, €)-system in the subcritical regime. Recall that finding 7,4, is equivalent to
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counting the number of iterations until (4.10) converges, while (4.10) can be re-stated as (4.45),
but with x.(¢), Xc(t — 2), and x.(0) replaced by xs(t), Xs(t — 2), and x(0) = po, respectively.
Thus, we can follow the steps in the proof for («,f3,c)-system under the subcritical regime

above, and finally obtain the scaling order in (4.44). O
With Lemma 12 at hand, we are ready to analyze the scaling order of ¥, as follows.

Theorem 9. For a D2D-based MSN with Pareto-distributed session times, the scaling order of

the node resilience W,, versus the initial survival probability po satisfies

O__ 00 — cr’Y/Z, _> Cr»
o = (=po(Po — per)?’?),  for po > p (4.50)

O (_ﬁO(pcr - ﬁ0)7/2) ) fOT Po < Pers

while the scaling order of W,, versus the number of communication nodes N, for the supercritical

regime (po > per) satisfies
U,, = O (log(N,)) . (4.51)

Proof. To prove (4.50), we vary po and fix the remaining network parameters as follows. Firstly,
we consider the subcritical regime (pg < per) in which ppp, is constant, according to (4.22). On
the other hand, Lemma 12 says that, for both («, 8, ¢) and («, 3, ¢)-systems, there exists ¢; > 0
such that T)e < c1(po — pcr)_'Y/ 2 for any large po. Plugging this inequality to the right side of

(4.37) obtains
v, < (]- + Pmin — ﬁO)leE%(l - O‘)W/2(Pcr - 50)7/2 - (1 - [_)0)7

which can be reduced to the second line of (4.50) by discarding the constant factors (1 + pmin)
and ¢127,(1 — a)?/?, and then applying Definition 19.
Secondly, we consider the supercritical regime (pg > per) for (o, 8, ¢)-system. According to
: _ . log(N _ _ .
Lemma 12, there exist c2,p03 > 0 in that 7,4, < c;:,% for any pp > po3. This can be

substituted into the upper bound of (4.37) to get
v, < 02377;1 ((1 - a)/log(Nc))’Y/z (1 + Pmin — /70)(/70 - pcr)7/2 - (1 - 50) (452)

After dropping the constant terms and noticing that (1— 7o) grows slower than —zo (7o — per)?’/?,

we obtain the first line of (4.50). On the other hand, we can also get ¥,, < coxy, ((1 — a)/log(aNc))'Y/2 (1+
Pmin — P0)(Po — pc,a)'Y/2 — (1 = po) for (a, B, ¢)-system, which can be reduced to the first line of

(4.50).
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Finally, to prove (4.51), we vary N, and re-use the inequality in (4.52). Then, (4.51) can be
obtained by noticing that oz, (1 — a)Y2(1+ pmin — o) (o — per)?’? and (1 — pg) are constants
with respect to N.. ]

Corollary 10. In D2D-based MSN with exponential-distributed session times, the scaling order

of the node resilience V,, versus the initial survival probability py satisfies

O (pgexp{—ki(pg — cr_l/Q ,  for po > per,
v _ (Po exp{—Fk1(po — per)~/?}),  for po > p (4.53)

O (,50 exp{_kQ(pcr - ﬁO)_l/Q}) y fOT Po < Per,

where ky = ciA(1 — a)~'/2 and ki = kolog(N,). On the other hand, the scaling order of ¥,

versus the number of communication nodes N, for the supercritical regime (po > per) satisfies
v, =0 (—Nc_k?’ exp{—b5Nc}) , (4.54)

where ks = ka(po — pc,,)l/2 s a constant.

Proof. Firstly, we consider the subcritical regime (pg < per) in which ppp is constant, according
to (4.22). On the other hand, Lemma 12 says that, for both («, 3, ¢) and («, 3, ¢)-systems, there
exists ¢; > 0 such that Thae < ¢1(po — per) /2 for any large po. Plugging this inequality to the
right side of (4.44) obtains

Ay
W, < (1= o) + (o — pmin) €xp § — ,
e e e i)
which can be reduced to the second line of (4.53) by applying Definition 19.
Secondly, we consider the supercritical regime (pg > per) for (o, 8, ¢)-system. According to
Lemma 12, there exist ca,pp3 > 0 in that 7,4, < 03% for any pp > po,3. This can be

substituted into the upper bound of (4.37) to get

Acq log(N.) }

Uy, < (1= po) + (Po — Prmin) €Xp { (1— ) /2(py — per) /2

After dropping the constant terms and noticing that (1— o) grows slower than — g (7o — per)?’/?,
we obtain the first line of (4.50). We can get a similar inequality, also reducible to the first line
of (4.50), for (a, B, ¢)-system.

Finally, to prove (4.51), we vary N., employ the second line of (4.27), and re-use the in-
equality in (4.52) to get

W, < (1= po + ca(— exp{—bsN})) N *, (4.55)
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Figure 4.18: Scaling order of 7,4, versus initial survival probability and number of nodes.
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Figure 4.19: Maximum deactivation time for various types of initial dropouts.

which can be simplified into (4.54) by dropping the constant 1 — py. O

Note that the “Big-O” O(-) results in (4.50)-(4.51) and (4.53)-(4.54) only indicate the scaling
order upper bound of W,. In the following, we will show that such an upper bound is tight.
4.7.4 Numerical Evaluation

After analyzing the bounds and scaling order of the node resilience metric, we validate our
findings by using numerical simulations. Unless specified otherwise, the simulation parameters

are identical to that in Sections 4.5.4 and 4.6.2. The results are presented as follows.

Evaluation of Maximum Deactivation Time

We start by examining the maximum deactivation time 7,44, Which according to Theorem 8
and Corollary 9 is an important metric for analyzing the node resilience W,,. To do this, we

consider the (a,0,c)-system and plot 7,4, versus the fraction of initial residues, py, for the
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Figure 4.20: Node resilience metric for (¢, 0, ¢)-system.

subcritical and supercritical regimes in Figs. 4.18a and 4.18b. We observe that the numerical
results (the red solid plots) matches the scaling order analysis in Lemma 12 (see the black
dotted lines for the least-square fit). More importantly, 7,4, iS a convex increasing function of
po in the subcritical regime (pg < per) and a convex decreasing function when pg > pe. This can
also be observed for the (a, f,¢) and (a, 1, ¢)-systems with various numbers of communication
nodes, N, in Figs. 4.19a-4.19¢. Thus, determining the critical fraction of initial residues (i.e.,
per ~ {0.2,0.3,0.35} for («, f3,¢), (a,0,c¢), and (a1, c)-systems, respectively) is equivalent to
finding pg that corresponds to the highest T7,4,-

Remark 14. The fraction per is known as a critical point, below which the network contraction
process will disconnect the network completely [84]. Figures 4.18a, 4.18b, and 4.19 suggest
that, in addition to solving (4.13), per can be found as the py that leads to the highest Tmay .
By comparing Figs. 4.11b and 4.19, we find an agreement between the resulting p. from both

methods.

Next, we consider the supercritical regime and verify the scaling order of 7,4, versus N..
To do this, we set pg = 0.65 and plot exp(7yqaz) versus N, in Fig. 4.18c. The nearly-strait
resulting plot suggests that the scaling order of O(log(N.)) in Lemma 12 is valid. This means
Tmaz iNCreases sub-linearly with respect to N, and the network contraction process propagates

faster in large networks.

Bounds of Node Resilience Metric

To evaluate the bounds of node resilience ¥,, in (4.43) and (4.37), we set the mean session time to
E[ST,] = 2 time steps. For exponentially-distributed session times, we set A = 1/E[ST,]. On the
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Figure 4.21: Node resilience metric for various systems.

other hand, we fix 7 = 2 to ensure that the mean is finite and assign z,, = 7T_lE[STu] =1 to get
the desired mean of E[ST,] = 2 for Pareto-distributed session times. We plot the node resilience
of the (a, 0, ¢)-system with exponential and Pareto session time distributions in Figs. 4.20a and
4.20b, respectively. We observe that the numerical result (see the solid red plot) matches the
lower and upper bounds (e.g., the dotted plots), thus validating Theorem 9 and Corollary 10.
Moreover, unlike 7,4, that exhibits a double scaling (i.e., T4, increases and decreases below
and above p.,), the node resilience ¥,, in Fig. 4.20 is strictly increasing with respect to py, akin
to the minimum utility ratio pps, in Fig. 4.11b. This indicates ¥,, is dominated by pmin, as
evidenced by its bounds in (4.43) and (4.37), which are linear functions of ppr.

Based on such a tightly-increasing relation between W, and pn,i,, we compare the node
resilience of (a, 3, ¢), (,0,c), and (a, 1, ¢)-systems. According to the results in Figs. 4.10-4.14,
we observe that (a, 3, ¢)-system generally achieves the highest pi,. This will translate to a

large W, that is verified in Figs. 4.21, in which the («, 3, ¢)-system outperform the others.

Remark 15. The results in Fig. 4.21 indicate that end users’ satisfaction, captured by W, is
most vulnerable to malware-induced initial dropouts (i.e., (a, 1, c)-system). Thus, it is desirable
to neutralize this threat by employing anti-malware schemes [125, 92/, especially when social-
induced, degree-weighted, and random communication-based initial dropouts are equally likely to

occur.

Scaling Order of Node Resilience Metric

We proceed by validating the scaling order of the node resilience ¥,, in Theorem 9. We first

focus on the result in (4.51) by considering an («, 0, ¢)-system with Pareto-distributed session
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Figure 4.22: Scaling order of W,, for Pareto-distributed session times.

times in the supercritical regime. To do this, we set pg = 0.85 and plot ¥,, versus the number of
communication nodes, N, in Fig. 4.22a. Observe that the least-square fit of the scaling order
in (4.51) matches with the numerical result, indicating that W,, increases logarithmically with
respect to V. Such an increase is because, according to Fig. 4.18c, the network contraction
process will reach the last user at a later step when N, is large, thus giving him/her more time
to finish a session.

Next, we verify the scaling order of W,, versus the fraction of initial residues pg in (4.50). From
the plots for both the subcritical and supercritical regimes of the («, 0, ¢)-system in Figs. 4.22b
and 4.22b, we observe that the numerical and analytical results agree with each other, thus
verifying Theorem 9. Moreover, unlike 7,4, in Fig. 4.19 that exhibits a double scaling, ¥,, is
shown to monotonically-increase with respect to py. As discussed in Section 4.7.4 above, this
is because V¥,, is dominated by pg. Specifically, users are less likely to be disconnected and can
enjoy stable network connection when pg is high.

Finally, by considering an (a0, ¢)-system with exponential-distributed session times and
then plotting the node resilience ¥,, versus N, and pg in Figs. 4.23a-4.23c, we can also validate

the scaling order in Corollary 10.

Remark 16. The matching numerical and analytical results Figs. 4.22 and 4.28 indicate that
the scaling order upper bound in Theorem 9 and Corollary 10 are tight, and ¥,, can be enhanced
by raising po (i.e., by installing anti-malware and/or using reliable hardware). In the supercrit-

ical regime, higher ¥, can be achieved by increasing N, (i.e., allowing new nodes to join the
D2D-based MSN).
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Figure 4.23: Scaling order of ¥,, for exponential-distributed session times.

4.8 Summary

We studied how communication and social-based initial dropouts in D2D-based MSN may
trigger a network contraction process, resulting in what we refer as («, 3, ¢) and («a, 3, ¢)-systems,
respectively. To quantify the network-wide impact of initial dropouts, we proposed and derived
a minimum utility ratio pp, in form of self-consistent equations, which gives an approximate
solution to the numerical results using realistic D2D-based MSN trace. We show that the
(a, B, ¢)-system exhibits the best pp,in, with up to 38% gap versus that of the («, 3, ¢)-system.
Furthermore, we derived the scaling order of py,;, with respect to the initial fraction of dropout
nodes, average node degrees, social-to-communication dependency ratio, and number of nodes,
and then present a simple method for detecting the root cause of initial dropouts. Based on the
scaling order analysis, we proposed a MinUtil admission control and showed that it provides
up to 36.74% improved average minimum utility ratio, than without admission. Finally, we
derived the bounds and scaling order of a node resilience metric ¥,, that quantifies the quality-
of-experience from users’ perspective. Through numerical evaluations, we verified that ¥, can

be increased by suppressing the likelihood of initial dropouts and expanding the network size.
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Chapter 5

Characterization of Edge-Induced
Cascade-of-Failures in
Cyber-Physical Networks

5.1 Background and Motivation

Cyber-physical system (CPS) refers to a collection of tightly-interacting and deeply-intertwined
computational and physical nodes [164, 85], which has recently become an essential part of
people’s lives. Examples of CPS include communication-assisted power grid (i.e., smart grid),
inter-vehicle communications, smart city monitoring, and Internet-of-Things [110]. In Fig. 5.1,
we illustrate smart grid as a classic example of CPS, which consists of a power (physical)
and a communication (cyber) networks. The power nodes provide electricity as the physical
resource that the communication nodes depend upon. On the other hand, the communication
nodes supply control signals that are critical to the power nodes’ operation. As a result, CPS
is usually modeled as two interdependent networks, i.e., cyber and physical networks.

In interdependent cyber-physical networks, reliability against faults is of a great concern. For
example, it is critical to guarantee the correct operation of smart grid that provides energy to
millions of its customers, especially under the current uprising of cyber attacks targeting power
grids [95]. A small fault in cyber-physical systems can trigger the failure of successive parts,
which is referred as a cascade-of-failures [107]. For instance, when node by in Fig. 5.1 is faulty, its
dependent nodes (e.g., ¢4, ¢, ¢7) are deactivated, which further causes the isolated nodes, ¢; to
c3, to also become deactivated. Thanks to the cyber-physical interdependence, the deactivations
can rapidly spread, thus causing a network-wide cascade-of-failures. A cascade-of-failures will
undermine the cyber-physical network’s ability to supply resources to its customers. Not only

the customers’ experience will deteriorate, but also the operator’s revenue will be diminished.
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Figure 5.1: Smart grid as a collection of cyber and physical graphs.

Driven by the need to better understand how a cascade develops, many researchers have
examined the behavior of cyber-physical networks under various types of faults. To this end,
Buldyrev et al. [38] considered a simple interdependence model and proposed a percolation-
based framework to quantify the occurrence likelihood of a giant component after a cascade.
Yagan et al. [164] examined how regular allocation of interdependence links impacts the vul-
nerability of networks against failures. In [109], the most critical nodes that potentially cause
large-scale cascades are identified using a greedy heuristic algorithm. Huang et al. examined
the cyber-physical networks’ connectivity under targeted attack rather than random faults [84].
Unfortunately, the existing researches are mainly focused on initial faults occurring at nodes,
instead of edges.

Unlike nodes in cyber-physical networks that are highly-protected, the edges are typically
unguarded and easier to break down. For example, power lines are open and exposed to the
elements, in contrast to power stations that are protected by 24-hour surveillance. Hence, several
scientists have attempted to study the impacts of edge disconnections to network connectivity.

Specifically, Xiao and Yeh [160] had characterized the impact of cascading link failures by
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modeling the power grid as a random geometric graph. Zhang et al. [172] had studied cascading
failures due to power flow redistribution triggered by faulty power lines. These studies, however,
only consider the power (physical) network while neglecting the cyber-physical interdependence.
As a result, the impact of edge breakdown-induced cascade-of-failures in interdependent cyber-
physical networks is still a wide open problem.

To study the aforementioned open problem, we present an analytical framework to model
how edge fault-induced cascade-of-failures progresses. In particular, we consider two types of
faults: when physical edges are disconnected (i.e., Type-1) and when both edges and cyber nodes
break down (i.e., Type-2). Initial faults, which occur at time ¢ = 0, cause nodes in the physical
domain to fail. We model the set of non-failure physical nodes that remain functional as a time-
decreasing process {P; : t > 0}. Each physical node excluded from {P; : ¢ > 0} triggers another
process in the cyber domain that will eventually be acted back upon the physical domain, thus
causing a cascade-of-failures. We characterize the influence of the cascade by measuring the
fraction of physical nodes that remain functional eventually after the cascade-of-failures, which
is referred as node yield Y,. Then, we use mathematical analysis and numerical evaluation to
understand how Y, is affected by the cyber-physical networks’ structure and the amount of

edges initially at fault. Our findings and contributions can be summarized as follows.

1. We present a two-step framework: We first apply a mapping-based approach for trans-
forming Type-1 and Type-2 faults in the original cyber-physical networks into a simpler
node breakdown problem in equivalent networks. Then, percolation theory [38] is lever-
aged to characterize the interaction between the cyber and physical domains during a

cascade-of-failures.

2. Using the proposed framework, we derive Y,, as a function of node degree distributions
in the cyber and physical networks. By comparing our results to the existing results
[38, 164, 109, 84], we show that Y,, under Type-1 and Type-2 faults is higher than a
similar metric under node breakdowns. Hence, guarding against edge faults becomes less

important than protecting nodes against initial breakdowns.

3. We further analyze the fraction of initial faults that will result in total network failure
(e.g., Y, = 0), referred as the critical disconnection ratio DR,,. Under the special case of
cyber-physical networks with Poisson-distributed degrees, we show that DR, increases
sublinearly with the mean degree of the physical graph. Moreover, DR, can be increased

by guarding cyber nodes against faults.

4. Finally, we propose a cascade length metric Tor to quantify the amount of available time

until a cascade-of-failures reaches all the failed nodes. Using scaling order analysis, we show
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than Top is a non-monotone, increasing-then-decreasing function of the disconnection

ratio and the maximum 7o p is achieved at the critical disconnection ratio DR,,.

The remainder of this paper is organized as follows. In Section 5.2, we formalize the cyber-
physical networks and node yield Y;, as our metric-of-interest. In Section 5.3, we analyze Y, via
mathematical and numerical evaluations. In Section 5.4, the critical disconnection ratio DR,

is studied. Finally, the paper is concluded in Section 5.6.

5.2 Models and Problem Formulation

In this section, we define the models of cyber-physical networks, initial faults, and cascade-of-
failures. Then, we state our main research problem.

5.2.1 Model of Interdependent Cyber-Physical Networks

We first study the cyber and physical graphs, and then explain how their interdependence can
be modeled.

Cyber and Physical Graphs

We consider a collection of co-existing networks, which is abstracted as a pair of cyber and
physical graphs defined as follows. Note that the collections of nodes and edges in a graph also

forms a network; thus, we use the terms “graph” and “network” interchangeably.
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Definition 23. Let P = {b1,...,bn,} be the set of physical nodes, and &, be the edges be-
tween the physical nodes. Then, physical graph is defined as G, = (P,&,). On the other hand,
G. = (C,&.) is the cyber graph, where C = {c1,... ¢y, } and E. are the cyber nodes and edges,

respectively.

We present in Fig. 5.2 an example of the physical and cyber graphs. In Fig. 5.2, physical
edges (the red links) enable physical resources—such as electricity, water, oil, and gas—to be
exchanged between the physical nodes (see the circles on the left). There are two types of
physical nodes. The first one is the so-called smart nodes (i.e., by, bs-bs, and b7) that can
autonomously cooperate with each other, to support a robust and efficient network operation.
The remaining nodes (i.e., by and bg), on the other hand, are legacy (dumb) nodes that must
be controlled manually. The number of the former smart nodes is proportional to the following

ratio.

Definition 24 (Adoption ratio). Let Ps C P be the set of smart physical nodes. Then, adoption

ratio is defined as o := ||77)’S||'

The adoption ratio captures the progressive adaptation phase of smart physical nodes, from
the beginning of their implementation (when a ~ 0) until they are fully adopted (o = 1).

In addition to the physical nodes and edges, Fig. 5.1 also consists of a cyber graph G, (see
the blue highlighted area). To this end, nodes in G. indicate the logical endpoints of information,
whose interconnection is described by the cyber edges (see the blue lines). Together, the cyber
nodes and edges are capable of providing information, or even regulate the operation of the

physical graph [148].

Interdependence Between Cyber and Physical Graphs

We assume that the aforementioned cyber and physical graphs are coupled by a two-way rela-

tionship as follows.

Definition 25 (Interdependence). Graphs G, and Gy, are said to be interdependent if they have

the following relationships:

e Cyber-to-physical dependence E.—,p := {e(u — v) : u € P,v € C}, where edge e(u — v)
indicates that node u provides physical resource to a cyber node v, which will cease to

function without the resource provided by .

e Physical-to-cyber dependence E.p = {e(u < v) : u € P,v € C}, where e(u < v)
indicates that v provides cyber resource to a physical node u and u cannot function without

the resource provided by v.
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The cyber-to-physical dependence &.,, is motivated by practical cyber nodes, such as
routers and smart controllers, that depend on the physical resources (e.g., electricity) provided
by the physical nodes. To this end, we assume a many-to-one dependence: each cyber node
requires resource from exactly one physical node u € P, while a node u can provide resources to
multiple cyber nodes (see the solid horizontal arrows in Fig. 5.2). The many-to-one dependence
can be modeled using a balls-and-bins problem [43, Sec. 3.2] as follows: every ball (e.g., cyber
node) is assigned randomly to the available bins (buses). Denote n, = |P| and n. = |C| as the
number of physical and cyber nodes, respectively. Let D(u) C C be the set of communication
(cyber) nodes that depend on the resource from node u, and dep(u) := |D(u)| be the number
of dependent nodes. Then, the likelihood that node w provides resources to k cyber nodes is

given as

P(k) = Pr{dep(u) = k} (7;) nh (1 - 1>nc_k, (5.1)

Tp

which is a Binomial distribution with parameters (n., n—lp) [43].

The physical-to-cyber dependence &, ., on the other hand, is motivated by the fact that
the cyber network must provide the information and control signals to support the smart nodes’
operation. We assume a one-to-one physical-to-cyber dependence as follows: each smart node
u € Ps depends on one cyber node, which is selected uniformly at random from the set of
dependent nodes, D(u). From the cyber graph’s perspective, the probability that node v € C
has a physical-to-cyber edge e(u < v) € £, is equal to

‘P€| Ne

ko1 ;
> Pridepy =k} — x + = Ly (5.2)
i=1 k=1 ne k e

As illustrated in Fig. 5.2, edges &£, becomes a subset of the cyber-to-physical edges. We
refer the cyber nodes with both types of edges, such as {ci,¢c3,c5,¢s,c9} in Fig 5.1, to have
a bi-directional dependence. Together with the cyber and physical graphs (G, and G.), the

dependence edges &, and &, form a set of interdependent cyber-physical networks.

5.2.2 Initial Faults in Interdependent Cyber-Physical Networks

Let the lifetime of the interdependent cyber-physical networks be divided into discrete and
non-negative time steps {t > 0}. We assume that at the initial time ¢ = 0, the interdependent

networks are impaired by the following faults.
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Type-1 (Initial faults at physical edges)

Physical edges such as power and oil lines can be damaged by man-made sabotages and natural

disasters. To model such a physical edge disconnection, we define the following metrics.

Definition 26 (Edge ratios). Let Efqur C &, be the initial set of disconnected physical edges.
The edge disconnection ratio is defined as DR := E [%} , while edge survival ratio is the
fraction ¢ =1 — DR.

Under the so-called Type-1 initial fault, every physical edge becomes disconnected with
probability DR =1 — ¢.

Type-2 (Initial faults at physical edges and cyber nodes)

In addition to the initial edge faults, the cyber nodes may also be brought down by denial-of-
service (DoS) attacks [148] and malicious software infection [108]. Although node break down
in cyber-physical networks has been widely studied [38, 109, 84], the damage of its occurrence
together with edge disconnections remains an open problem. To model such a joint edge and

node break downs, we further present the following metrics.

Definition 27 (Node ratios). Let Cyque C C be the initial set of faulty cyber nodes. Given a

ICfaultl

& ltd , the node disconnection ratio is defined as DRy, := k X DR.

node-to-line ratio Kk := F {

Under what is referred as a Type-2 scenario, we assume that initial faults occur uniformly
at random on both: (i) the physical edges, with probability DR, and (ii) the cyber nodes, with
likelihood DR,,.

5.2.3 Fault-Induced Cascade-of-Failures

After discussing about Type-1 and Type-2 faults at time origin (¢ = 0), we describe how they
could trigger failures, that is, the deactivations of more nodes at subsequent time steps (¢ > 1).
Specifically, we focus on cascading failures, i.e., the set of failed nodes that grows larger over
time.
To study how cascading failures are formed, we employ the example in Fig. 5.3 where we
focus on the Type-2 initial faults.! Then, we consider the following steps.
Step 1: In our example, cyber node Cyqr = {c3} and physical edges € ¢qur = {€(b1,ba), e(b3, bs), e(bs, bs)}
are initially at fault (see Fig. 5.3a). We first deal with the faulty edges, while the contribution
of Ctauit Will be accounted for in Step 2 below. To capture how edge disconnection affects the

physical graph, we define the following ratio.

!Note that Type-1 is a special case of Type-2 fault with no initial fault at the cyber nodes (i-e., Craur = 0).
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Figure 5.3: Step-by-step illustration of cascading failures in cyber-physical networks.

Definition 28 (Physical utility ratio). Let P; C P be the set of residual physical nodes at time
t. Denote Py C P} as the set of residual physical nodes that stay functional. Then, physical
utility ratio is defined as x; := %

According to our example in Fig. 5.3a, after the faulty edges £;qy; have been removed,
by becomes disconnected from the rest of the physical nodes. As a result, the set of remaining
nodes in the first step is given as P} = P\ {b4}. To account for the worst-case impact, we assume
that only physical nodes belonging to the largest connected component (LCC) of G,(P}) remain
functional, where G(V) is a vertex-induced subgraph of G [154]. Such an LCC-based assumption
simplifies analysis and has been widely used in network theory [38, 85, 164]. Since in our example

all the nodes still belong to the LCC, we have P; = P] and a physical utility ratio of 21 = %
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To this end, physical utility ratio captures the fraction of physical nodes that remain functional
and can still be utilized up to time ¢t = 1.

Step 2: Next, we consider the cyber-to-physical dependence &,_,. and examine its impact to
the connectivity of the cyber graph. To this end, in addition to the initial fault at Cfqu = {c3},

cyber nodes {cy4, c5,c7} are also deactivated due to the cyber-to-physical dependence.

Definition 29 (Cyber utility ratio). Let C; C C be the set of residual cyber nodes, and Cy C C;
be the set of functional cyber nodes. Then, cyber utility ratio is defined as y; := %

After the deactivation of nodes C g U {c4, c5, c7}, the set of residual cyber nodes becomes
Ci ={c1,¢2,¢6,¢s, ..., c10}. According to Fig. 5.3b, the residual nodes are further separated into
two components: an LCC containing C{ \ {c1,c2} and a smaller one containing the remaining
nodes. Similar to the previous step for physical graph, we assume only cyber nodes belonging
to the LCC remain functional. As a result, nodes ¢; and ¢y are isolated and deactivated, the set
of functional nodes becomes C; = Cf \ {¢1, c2}, and the cyber utility ratio is given as y; = 0.5.

Step 3: We increment the time to ¢ = 2, take into account the physical-to-cyber dependence
Epc, and re-examine the physical graph’s structure. To this end, physical nodes b; and b3,
which depend on the non-functional cyber nodes ¢; and c3, also become deactivated. Among
the residual physical nodes P5 = Py \ {b1, b3}, node by is isolated from the rest and becomes
non-functional. As a result, the set of functional nodes becomes Py = P4\ {b7} and the physical
utility ratio is now given as x5 = %

Steps 4 and beyond: By continuing the steps above and incrementing time ¢ at every odd
step, we find that all the cyber nodes will eventually be disconnected completely (i.e., C; = ()
and y; = 0 for any ¢t > 3), while only the legacy physical nodes (be and bg) remain functional.
This step-by-step example illustrates how small initial faults at nodes and edges (Cfqui+ and
Etquir) may trigger a network-wide cascade-of-failures, with only x; = % physical utility ratio

after the cascade ends.

5.2.4 Problem Formulation

In cyber-physical networks, the physical utility ratio z; is proportional to the amount of func-
tional nodes that still can supply physical resources, even after a cascade-of-failures. The phys-
ical resources are vital not only to the cyber nodes, but also for customers supported by the
networks. For example, in smart grid systems, higher x; means a larger electricity demand
can be served by the networks, which translates into better customer satisfaction and larger
operator revenue. Thus, it is of high interest to quantify x;.

Since the functional nodes P; is a decreasing set (e.g., Py C Py for all t), then the cor-

_ [P

responding physical utility ratio x; = P is also declining over time. Moreover, x; is random
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variable since it depends on the set of initial faults, £¢4ur and Cyrauie, which result from ran-
dom selection processes. Therefore, z; is a random yet decreasing number, and we define the

following metric to quantify x;.

Definition 30 (Node yield). Let E(-) be an expectation operator. Then, node yield is defined
as

Y, = rtnlglE[a:t] = tlggo Elz4]. (5.3)

A higher node yield means that under fault-induced cascade-of failures, the cyber-physical
networks are more likely to provide sufficient resources to their customers. Otherwise, lower Y,
indicates a more extensive damage.

In this paper, we quantify the extensive impact brought by the cascade-of-failures to the
cyber-physical networks. Specifically, we ask, what is the node yield of interdependent cyber-
physical networks with Type-1 or 2 initial faults?

5.2.5 Use Case Examples

In previous subsections, we have presented generic definitions and formulations regarding cascade-
of-failures in cyber-physical networks. Before proceeding to analysis, we outline several practical

cases that will benefit from our formulation.

Case 1: Smart grid

One of the most popular examples of cyber-physical networks is communication-assisted power
grid—also known as a smart grid [137, 151], which is depicted in Fig. 5.1. In our illustration,
the physical graph G, of a smart grid comprises a collection of nodes, which represent the points
where electricity is generated (b2, bg, and bg), distributed (b1, bs, and bs), or consumed (by).
The physical graph G, also consists of edges (see the red lines) that serve as a medium for
transferring electricity between buses.

On the other hand, the cyber graph G. consists of computation stations, smart controller,
and data router as the nodes. With the aid of communication edges (see the blue lines in
Fig. 5.1), the cyber nodes not only generate, forward, and/or consume data, but also provide
necessary signals to regulate the power grid’s (physical network’s) operation.

In smart grid, faults may occur due to the following reasons.

1. Type-1 - Initial faults at physical edges: Physical edges are typically installed as
overhead high-voltage lines, which are readily exposed to the elements of nature. Thus,

natural disasters like tornadoes, hurricanes, and earthquakes can topple down the exposed
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Figure 5.4: D2D-based MSN as a collection of cyber and physical graphs.

power lines. In fact, disasters are among the major causes of electricity blackouts, as

exemplified by the massive blizzard that hits millions of Americans in January 2016 [18].

2. Type-2 - Initial faults at physical edges and cyber nodes: A coronal mass ejection
(CME) is a natural release of the sun’s plasma, which further sends a solar storm to
earth’s surface [64]. Solar storm causes magnetic field variations that may increase the
electrical current flowing through smart grid’s power lines. As a result, the overloaded
line heats up and sags onto the ground, triggering a short circuit that disconnects the
lines. In addition, the geomagnetic fluctuations caused by CME may shut down sensitive

communication equipment, causing faults at the cyber nodes.

Remark 17. In a smart grid, node yield Y,, is different but related to demand yield Y [28],
which represents the amount of serviceable electricity demand after cascades, divided by the
original demand. Larger Y, indicates a higher likelihood to find additional generator nodes for

serving demands. Thus, node yield Y, becomes proportional to the demand yield.

Case 2: D2D-based MSN

Device-to-device (D2D)-based mobile social networking (MSN) is a new paradigm that enable
proximate users to form ad-hoc networks for exchanging multimedia contents. Some popular
D2D-based MSNs, including FireChat and Jott, have attracted attention from million of users
[51, 8]. As indicated in Fig. 5.4, a D2D-based MSN consists of wireless devices, such as smart
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phones and tablets, as well as short range D2D links between the devices. Together, the devices
and links create a physical graph G, (see the red shaded area).

A D2D-based MSN also has a cyber graph G, (see the blue shaded area on the bottom) that
consists of MSN users and their social links. To this end, the social links indicate whether two
users share a common interest (e.g., belonging to the same chat room), while MSN users are
the endpoints of social contents. For instance, a content may have ¢y and c5 as its source and
destination, respectively. The content, on the other hand, is delivered as packets through the
physical graph (i.e., from nodes by to bg via links (edges) e(b1, b3), e(bs, bs), e(bs, bs), e(bs, bs),
and e(bg, b7)).

In a D2D-based MSN, the cyber-to-physical dependence comes from the social users that
require D2D (physical) connectivity for exchanging social contents. On the other hand, the
D2D wireless devices also rely on the social users that may disable their devices when becoming
socially inactive. As a result, D2D-based MSN can be modeled as a special case of interdependent
networks (see Definition 25) when |C| = |Ps|, all the physical resources are provided by the smart
nodes P, and each of the dependence edge is bi-directional.

Among the initial faults that may occur in D2D-based MSN, we consider the following two
types.

1. Type-1 - Initial faults at physical edges: Two wireless nodes may be separated by
human bodies and other objects, which causes severe attenuation to D2D communications
with frequency 1GHz and beyond [153]. As a result, wireless links (edges) may experience
disconnections, especially under dynamic environments such as road-side setting and live

concert.

2. Type-2 - Initial faults at physical edges and cyber nodes: In addition to intermit-
tent edge connectivity due to environment-induced attenuation, social users (cyber nodes)
may tend to become inactive over time [147]. From the cyber network’s perspective, in-

active nodes can be viewed to be dropped out, thus causing a Type-2 fault.

5.3 Analysis of Node Yield

In this section, we mathematically analyze the node yield under Type-1 and Type-2 initial
faults. Our analysis not only serves as a tool for predicting the coverage of fault-induced
cascade-of-failures, but also provides guidelines on how to defend cyber-physical networks

against threats.
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5.3.1 Node Yield Under Type-1 Initial Faults

In this subsection, we will show how to analyze the node yield Y,,, given the edge disconnection
ratio DR and the statistical structure of the cyber and physical graphs, G. and G,. Unlike the
existing researches that mainly consider the impact of cascading failures triggered by initial
faults at nodes [38, 84, 85|, we focus on characterizing the impacts of initial faults at edges
(Type-1), which remains an open yet challenging problem. To tackle our research problem,
we adapt the mapping-based approach, which was first applied to transform a targeted node
attack problem? in interdependent networks into a random node attack® in a transformed pair
of interdependent networks [84]. By adapting the mapping-based framework, our problem can

be re-stated as follows.
e Find an auxiliary physical graph ,C’;p, so that

e a Type-1 fault in interdependent networks (G,,G.) can be viewed as a “random node
attack” in (Qp,gc).

In the following, we first deal with the latter, that is, to analyze node yield in the transformed
networks (g},, G.) under a random node attack scenario. Then, we proceed by tackling the former
part, i.e., to transform the statistical property of the original graph G, to that of an auxiliary

graph Qp.

Node Yield in Transformed Interdependent Networks

We consider an auxiliary physical graph QNP and a cyber graph G. with initial faults occurring
randomly at the physical nodes with probability (1—p,), which we simply refer as Type-0 fault.
Note that p, is an auxiliary variable and its relation to the edge disconnection ratio DR will
be derived in Section 5.3.1 below. Under Type-0 fault, the considered networks looks similar
to the cyber-physical networks with one-to-multiple dependence in [85]. Compared to [85], our
networks (_C’;p and G;) are differs in that only an a € (0,1] fraction of the physical nodes are
smart and depend on the cyber nodes. Hence, the existing result for networks with entirely
smart physical nodes (o = 1) [85] cannot be applied directly to our problem.
To proceed, we focus on the auxiliary physical graph QNP = (75,5~p) and denote the degree
distribution of G, as
By(k) = Pr{iNy(w)| = &}, (5.4)
where Np(u) := {e(u,v) € &, : u € P} is the set of node u’s neighbors. When a (1 —p,) fraction

of physical nodes are removed from Gp, the residual nodes may become fragmented into several

2 Random node attack refers to the case when initial faults occur at nodes, with uniform likelihood. Targeted
node attack, on the other hand, concentrates the faults on popular nodes with many neighbors.
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components. Among the residues, the fraction of nodes that still belong to the LCC of Q~p is

given as

Ip(pp) =1 = Gpa(1 = pp(1 = fp)), (5.5)

G . LA ~
20 oy supplementary function, G, 5(z) := %Gp,ﬂ () denotes a first-order

where G1(2) 1= G o

derivative, and
o0
Gpo(z) =Y Py(k)z* (5.6)
k=0
is the probability generating function of the degree distribution. Moreover, f, is a variable that

satisfies a transcendental (self-consistent) equation

fp=Gpa1(1 = pp(1 = fp)). (5.7)

Similar denotations also exist for the cyber network G., by substituting the subscript (), with
(). and omitting the tilde sign from G and P. Note that the fractions gp and g will be useful

in analyzing the expected cyber and physical utility ratios in the following lemma.

Lemma 13 (Expected utility ratios). Denote z; := E|xy| and 3y, := Ely] as the expected
physical and cyber utility ratios at time t. Then, under Type-1 initial fault,

T = T x gp(z}), and (5.8)
Ue = Ut X 9e(Wr), (5.9)
where T} = E[%] and g, = E['%ll] are the mean fraction of physical and cyber residues,

respectively, that satisfy

7 o= py[l—a(l- g )], (5.10)
Ui = pp X Gp(TY).

Proof. The sequence of node failures of the first four time steps are outlined below. In our
analysis, the numbers of nodes refer to their expected value; we omit the term “expected” for

simplicity.

e Step 1 at time ¢ = 1: After initially disconnecting (1 — p,) fraction of physical nodes

from Gp at random, the number of residual physical nodes becomes?

E[P1| = 1 [P| = ppl|P|. (5.11)

3We assume the numbers of physical and cyber edges are static, e.g., E|P| = |P| and E|C| = |C|.
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Then, the number of residual nodes that belong to the LCC of QNP and remain functional
becomes
E[P1| = E[P1|gp(x}) = ppgp(x1)|P| = 21|P]. (5.12)

Step 2 at time ¢ = 1: Next, we take into account the social-to-physical dependence &,
and focus on the number of residual social nodes. From the previous step, there are E|P;|
of functional physical nodes and the residual nodes must have their physical resources

supplied by (e.g., be connected with &,_,. edges to) nodes P;. Since each of the physical

nodes in P; has an average number of E(K) = > ¢, kP(k) = % social-to-physical

dependence edges, then the number of residual cyber nodes becomes

C
EICi| = B(K) x E|Py| = E“’”\’P’\ — el (5.13)

Among the residual cyber nodes, the number of functional nodes that still belong to the

LCC is given as
E|Ci| = E| x Cilge(y1) = w1 x ge(y1)IC] = w1lC|. (5.14)

Step 3 at time ¢ = 2: We return to the structure of the physical graph G,. In G,,, only an

a portion of functional nodes P; are smart nodes that have physical-to-cyber dependence
E|C]
ElC|
fraction of cyber nodes that do not belong to the LCC, in Step 2 above, will result in
E|Cy|
E|c]
dependence. To this end, the number of remaining physical nodes can be expressed as

Epc and depend on the cyber nodes. As a result, the removal of an additional 1 —

an additional failure to o x (1 — ) fraction of physical nodes with physical-to-cyber

o _ _ E‘Cly
E|P| = E/Pi| - a <1 men ) EIP
= (a x ge(y)) + (1 —a)) E|P4], (5.15)

that is, from P; to P4 there are 1—(ax g.(y;]) —(1—«)) additional number of failed physical
nodes. We assume that the effect of removing 1 — (ag.(y]) — (1 — «)) fraction of nodes in
P1 has the same effect as removing the same amount of nodes from Pj. As a result, the
total number of nodes that needs to be removed is (1 —p,)+pp(1—(a X go(y]) — (1 — @))),

such that the number of residual physical nodes is
E|Cy| = ppary x gp(a3)[C| = x5]C], (5.16)
Accordingly, the total number of functional physical nodes can be evaluated as

E|Ca| = y5 x Gp(y5)|C| = 32[C]. (5.17)
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e Step 4 at time t = 2: With respect to the number of functional nodes at Step 3, the
expected number of cyber nodes that has social-to-physical dependence to P is given as

E|Cs| = S kP (k) x E|Py| x B = 220 pley | = ©22) picy|, which means that from

C1 to C] there are 1 — %1(%) node failures. Again, we consider the effect of removing

1 — zHgp(3)

fraction of nodes in C; has the same effect as removing the same amount of
nodes from Cj. As a result, the total number of failed nodes becomes (1 — y;) + v} (1 —

z5Gp(x5) )

7 —2) =1 —x5g,(73) and the number of residual cyber nodes becomes

E|Cy| = pph x gp(a)|C| = a5[C]. (5.18)
The total number of functional cyber nodes can then be calculated as

E|Ca| =y x Gp(y5)IC| = 12[C]. (5.19)

By continuing the steps above, we can collect the number of remaining and functional nodes
at each time step. Finally, by normalizing E|P;| and E|P| to |P| as well as E|C;| and E|C;| to
IC|, we obtain (5.10)-(5.9). O

The expected physical utility ratio Z; in Lemma 13 has a decreasing value over time, and its
supremum is equal to the node yield Y,,. In other words, the steady-state value of Z; amounts
to Y,. As a result, Y,, can be solved by finding the mean fraction of physical residues in (5.10)
that satisfies 7, = Z;_;, and then plugging the result into (5.8).

From Original Physical Graph Into Auxiliary Graph

Lemma 13 provides a way for analyzing the node yield as a function of g,, which according to
(5.5)-(5.7) requires the probability generating function (PGF) G o(x) of the auxiliary graph
ép. The PGF, however, is unknown and we propose the following mapping-based approach to
find it. First of all, we use the degree distribution of the original physical graph G, to find its
PGF after Type-1 faults. In order to use Lemma 13, this must be equal to the PGF of the
auxiliary graph after random node attack (Type-0) fault. Then, we apply an inverse mapping
to find the PGF of the auxiliary graph prior to Type-0 fault. Such a mapping-based approach
is detailed (in reverse order) as follows.

In cyber-physical networks, the initial faults at a DR = 1 — ¢ fraction of physical edges may
cause some nodes to be disconnected. To this end, a node b; € P with a physical degree d,(b;) is
disconnected when all of its edges are removed, which happens with probability (1—¢)% (). By

applying an expectation with respect to the probability and taking its complement, the initial

146



fraction of residual nodes is given as

=130 B)1-0) (5.20)

On the other hand, because edge faults occur randomly with probability DR = 1 — ¢, the
node degree distribution right after Type-1 the initial fault becomes

Pyp(k) = Z; P,(j)DRI*(1 — DR)*. (5.21)

This is equal to the degree distribution of auxiliary graph Qp after Type-0 (random node) faults.
Accordingly, the probability generating function of (jp right after the initial fault is given as
Gop(x) = 3720 Psp(k)xk. It is known that if the PGF of the auxiliary graph before fault is
Gpo(z), then the PGF after Type-0 fault is given as [84]

G@p(l‘) = Gpo(1 — pp + ppx). (5.22)

After performing an inversion to (5.22), we finally obtain

Gpo(z) = Gy <; + (1 - 1)) . (5.23)

P Pp

Equations (5.20)-(5.23) describe the mapping of a Type-1 initial faults in the original
graph to a Type-0 (random node) faults in the auxiliary graph. By plugging (5.20)-(5.23)
into Lemma 13 and finding the steady-state solution of (5.8)-(5.10) as ¢ — oo, we can obtain
our main metric-of-interest, i.e., the node yield Y,,. Together, Lemma 13 and egs. (5.20)-(5.23)
provide a framework for analyzing the node yield as a function of the PGF's of the physical and
cyber graphs, (Gp, Gc).

One example of cyber-physical graphs (networks) is the device-to-device (D2D)-based mobile
social network (MSN), which enables proximate smart phone users to form ad-hoc networks for
exchanging multimedia contents [111]. In D2D-based MSN, the ad-hoc network acts as G,, the
MSN-based social connectivity is the G., while the wireless devices and MSN users depend on
each other’s availability to function. When D2D-based MSN is deployed in a conference, (G, G.)
can be modeled as Erdés-Rényi graphs with Poisson-distributed node degrees [111]. Under a

Poisson distribution assumption, the node yield satisfies the following closed-form expression.

Theorem 10. Let the node degrees of graphs G, and G. be Poisson-distributed with mean degrees
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Ep and k., respectively. Under Type-1 initial faults, the node yield Y, satisfies

v, — (1 B efzzpcﬁ) (1 —aexp{—kYn})

« (1 ~ exp {_%Y”D | (5.24)

Proof. The physical graph G, has a Poisson degree distribution of P,(k) = %7{5. After plug-
ging P,(k) into (5.21), we obtain the degree distribution after initial faults of

e_EP — k& _ .
Pop(k) = — <1DgR) ;M(kaR)ﬂ (5.25)
e_EP(b _ i
= g (ko). (5.26)

Consequently, the probability generating function of node degree after the initial fault is given

as
Gy p(x) = oD, (5.27)

According to (5.20), the fraction of non-disconnected nodes is p, = 1 — e~F¢ . After com-
bining py, (5.27), and (5.23), the PGF of the auxiliary graph before the initial faults becomes

Gp(x) = 1= Gpo(l—z(1=fp)) =1~ fp, (5.28)

NG 1—exp(—kpo)
The cyber graph G., on the other hand, has a degree distribution of P.(k) = —!e_kc and a
PGF of G.o(x) = e*(==1) . Hence, we obtain

since G 1 () = Op0® nd fa=Gpi(1—2(1—f)) = exp(ix(l — fp)) by definition.
k

ge(y) = 1 - GC,O(1 —y(L=fo))=1—fe, (5.29)

with f, satisfying f. = Ge1(1 —y(1 — fo)) = e key(1—fe) |
At steady state, denote ¥’ := 7}, = z;,_; and ¥ := y; = y,_; to indicate that the expected

utility ratios remain constant. Moreover, we plug (5.28)-(5.29) into Lemma 13 to re-state Y;, as

Yo

7'gp(7") = pp(1 — (1 = ge(y')) x gp(2')
pp(1 — afexp{—k.y7' (1 — fo)}])

X (1 — exp {— T eX];”{‘b_l_{p(ﬁ} 2'(1— fp)}> : (5.30)
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Finally, the main result in (5.24) can be obtained by approximating Y, ~ p,(1 — f,)(1 — f¢)
when « is large and plugging p, = 1 — e~ **¢ into (5.30). O

In (5.24), node yield Y, is stated as a function of Y,, itself (see the right-hand side), and we
refer such a function to be self-consistent. A self-consistent equation can be solved graphically
[85, Fig. 2] or via bisection method [36, Alg. 4.1].

5.3.2 Node Yield Under Type-2 Initial Faults

After analyzing the node yield under Type-1 fault, in this section we focus on analyzing the
node yield Y;, corresponding to networks with Type-2 fault, that is, when initial faults occur
at both the physical edges and cyber nodes. Specifically, we find the equivalent cyber-physical
networks (G, Ge) such that the initial faults at (1 — p,) and (1 — p.) fractions of nodes in G,

and G, respectively, have the same effect as
1. disconnecting (1 — ¢) fraction of nodes from the original physical graph G,, and
2. removing DR, = k(1 — ¢) fraction of nodes form the cyber graph G..

Our result is presented as follows.

Corollary 11. Under Type-2 fault, the expected utility ratios are given in (5.8)-(5.9), while

the mean fraction of residues satisfy

z, = pppex [1—a(1—g.(5,_1))], (5.31)

Yy = Pppe X Gp(T7).

Proof. We start by considering the initial faults in the equivalent networks. After removing
(1 —pp) and (1 — p.) fractions of nodes from Qp and G, the respective graphs have p, and p.
fractions of residual nodes. The fraction of nodes that are residues in both g}, and G. becomes
equal to p, X pe. As a result, discarding (1 — p,) and (1 — p.) fractions of nodes separately is
equivalent to removing (1 — p, x p.) fraction of nodes from either graph QNP or graph G, only.
To be consistent with Section 5.3.1, we assume that the removals occur in Qp.

To proceed, we focus on finding the equivalent networks (Qp, G.) in relation to the initial
faults. Since we have transferred all faults to the physical graph g},, then the problem is equiv-
alent to finding the PGF of Qp as discussed in the proof of Lemma 13. Thus, we can re-use the
results in (5.8)-(5.10), but with the fraction of initial residues p, substituted with p, x p., to
obtain Corollary 11. O
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With Corollary 11 at hand, we can analyze Y, under Type-2 fault. When the node degrees
of the cyber-physical graphs are Poisson-distributed, Y;, satisfies the following property.

Lemma 14. Let graphs G, and G. have Poisson-distributed node degrees. Under Type-2 fault,
the cyber-physical networks (G, Ge) has a node yield satisfying

Vo= (1—r(1-¢)(1—e ™) (1—aexp{—kYn})

(enfo ) 1)

Proof. From the analysis for Case 1 above, the node degree distribution’s PGF of the auxiliary
network before fault is given in (5.28), with g,(x) stated in (5.28). The PGF of the cyber
network, on the other hand, is given as G.o(z) = eFe(@=1) with g.(z) in (5.29). We can plug 9p
and g. into Corollary 11, focus on the steady-state condition by assigning ¥ = 7} = z,_,, and

then employ eq. (5.8) to obtain a self-consistent equation of node yield as follows.

Yo = pppe x (1 = afl = ge(y)])gp(2"). (5.33)

After re-applying the final step in the proof of Theorem 10 to (5.33) and substituting p. =
1—DR,, =1— k(1 — ¢) into the result, we finally obtain eq. (5.32). O

Remark 18. Compared to (5.24), the node yield of Type-2 fault in (5.32) has an additional
factor of 1 — k(1 — ¢@). Since k and ¢ are non-negatives, the additional factor is smaller than
one, and Type-2 fault has a node yield that is lower than that of Type-1 fault in (5.24).

5.3.3 Numerical Evaluation

After analyzing the node yield, we validate our results and show how they can provide guidelines

for designing cyber-physical networks that are robust against initial faults.

Validation of Analysis

First, we validate our mathematical analysis in Theorem 10. To do this, we employ cyber and
physical graphs modeled as Erdos-Rényi (ER) graphs with Binomial degree distributions [58]. Tt
is known that Binomial degree distribution converges to a Poisson for large number of vertices
[43]. Unless specified otherwise, we generate ER networks with n, = ny, = 5000 nodes, set the
mean physical and cyber degrees to Ep = k. = 10, and employ the adoption rate of & = 1. Each

of the presented numerical result is executed in Python over 5 x 103 network realizations.
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Figure 5.5: Node yield of cyber-physical networks under Type-1 fault.
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Figure 5.6: Node yield of cyber-physical networks under Type-2 fault.

We plot in Fig. 5.5a the node yield Y, versus edge survival ratio ¢ under Type-1 initial
fault. The dotted black line represents numerical result, while the red triangles is the solution
to the analytical result in (5.24), which is obtained by using bisection method [36, Alg. 4.1].
We observe that the former result agree with the latter, indicating that Theorem 10 is valid.
The validity is preserved for general «, as indicated by the matching plots in Fig. 5.5b even
when « is reduced to 0.2. Moreover, the highly similar plots in Figs. 5.5a and 5.5b reveals that
regardless of the adoption phase, o, node yield under Type-1 fault will be identical.

Next, we evaluate Lemma 14 by considering Y;, under Type-2 fault. We employ two different
node-to-line ratios in Figs. 5.6a and 5.6b: k = 1 and k = 0.4. We observe an agreement between
the analytical and numerical solutions, which validates Lemma 14. Moreover, the figures reveal
that as k decreases, the result for Type-2 fault converges to the node yield of Type-1 fault in

Fig. 5.5a. The convergence is because the latter is a special case of the former with x = 0.
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Figure 5.7: Node yield under faulty edges (Type-1) versus cyber node fault.

Practical guideline

Fig. 5.6a indicate that Type-2 fault, which consists of initial fault at physical edges and cyber
nodes, triggers a Y, that is smaller than that in Fig. 5.5a. When Y, is smaller, more nodes
will eventually fail, which means the networks are more vulnerable. We ask, which fault is the
network more vulnerable to: edge or node? To answer the question, we examine cyber-physical
networks with initial fault at a (1 — ¢) fraction of cyber nodes only [38]. By comparing such a
“node fault” scenario to Type-1 (physical edge) fault in Fig. 5.7a, we observe that Y, is smaller
and the network is more vulnerable against node fault. A closer look at the physical graph’s
degree distribution after the initial fault (see Fig. 5.7b) reveals that the node fault [38] causes
a lower overall degree, making the networks easier to disintegrate. Thus, it is more important

to guard the cyber nodes against initial fault.

5.4 Resilience of Cyber-Physical Networks

The node yield analysis in Section 5.3 provides a method for quantifying the portion of functional
nodes after a cascade. Before evaluating the portion of functioning nodes, however, it is necessary
to know whether any portion of the cyber-physical networks is still functional, and the required
condition for this to happen. In this section, we adopt the notion of network resilience to analyze

the minimum amount of initial faults that will lead to a non-zero amount of functional nodes.
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5.4.1 Preliminaries on Network Resilience

Resilience is a measure of how a network is able to maintain normal operation under faults
and attacks. From a graph theoretical perspective, resilience of a network is quantified using
connectivity [131], that is, the minimum number of edges that has to be removed before the
network becomes disconnected. In this paper, we expand the existing notion of connectivity-
based resilience for single network to cyber-physical networks with interdependence. Specifically,
we focus on the minimum amount of edge faults that leads to a complete system failure, which
is indicated by a node yield of Y,, = 0. To maintain consistency with previous sections and
account for arbitrarily number of edges, we capture the amount of initial faults using the edge

disconnection ratio. As a result, our metric-of-interest can be stated as follows.

Definition 31. Let Y, (DR) denote the value of node yield as a function of the edge disconnec-

tion ratio DR. Then, the critical disconnection ratio is defined as

DR, :=min{DR : Y,,(DR) > 0}. (5.34)

For example, the node yield in Fig. 5.6a for x = 1 remains zero up to ¢ = 0.421, which
corresponds to a critical disconnection ratio of DR, = 1—0.421 = 0.579. A higher DR, means
more edge removals are needed to totally damage the cyber-physical networks. Thus, DR, is

proportional to the networks’ resilience against faults.

5.4.2 Main Results

According to Definition 31, DR, can be found by searching the point where the node resilience
Y,, first transitions from positive to zero. Each point of the search requires solving Y, using
Lemma 13 or Corollary 11. For the special case of cyber-physical networks with Binomial

degree distributions, DR, has the following closed-form expression.

Theorem 11. Consider cyber-physical networks with Binomial degree distributions and a fully-

adapted smart physical nodes (i.e., « = 1). Then, the critical disconnection ratio is given as

1 — 139362 ynder Type-1 fault,
DRey =~ ko v (5.35)

1-— :j]—clp, under Type-2 fault.

Proof. We start by considering Type-1 initial fault. Under Type-1 fault, solving DR, is equiv-
alent to finding the smallest edge survival ratio ¢, = 1 — DR, that results in a non-zero Y,

where Y, satisfies (5.24). To this end, we apply the following two-step approach.
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Figure 5.8: A critical condition leading to the critical disconnection ratio DR, .

(Step 1) By assuming that ¢ is fixed, we find Y;, such that the left-hand side of (5.24) has

the same gradient as the right-hand side. In this so called gradient condition,

= i (1) (- ()

y <1 ~ exp {—%Yn}ﬂ . (5.36)

To proceed, a first-order Taylor series approximation e /() ~ 1 — f(V;,) [141] is applied to
(5.36) such that the gradient condition becomes

1— e )k, k,
(1= em)kpkcd | oy, (5.37)

1= - -
1 —exp{—kpo}

The solution to (5.37) can be found as
Y, = (2kckpo) L. (5.38)

(Step 2) Next, given Y,, in (5.38) above, we find a critical edge survival ratio ¢., to get
DR, = ¢¢r. To illustrate how this is done, we present Fig. 5.8 in which the curve is plot-
ted for different initial survival ratios, ¢1 < ¢o < ¢o2. Note that there can be several initial

survival ratios ¢’s with their corresponding Y,,’s that satisfy the gradient condition. However,
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there is only one, ¢.., that satisfies the critical condition, in which the line and curve inter-
sects non-trivially (i.e. other than at origin) only once. This critical solution can be obtained

by plugging (5.38) into (5.24) and re-applying the Taylor series approximation. We obtain

_ Fopdor . . o
m = kpoer 2Ef]§p¢) X (1—exp?¢—sfcp¢cr} X QECEI;n(ﬁcr). After re-arranging and variable elimi-
nations,

kpGer = 2(1 — exp{—kpder }). (5.39)

Numerical evaluations [156] show that (5.39) has two solutions: k¢ = 0 and kpde = 1.59362.
Taking the non-trivial solution (i.e. the latter) and plugging the obtained ¢, into DR¢, = 1— e
completes the proof for Type-1 fault.

For cyber-physical networks under Type-2 fault, we re-employ the Steps 1 and 2 above to
the self-consistent equation (5.32). We obtain

(1 — exp{—Fkpder}) = kpder(1 — K(1 — der)). (5.40)

By applying a second-order Taylor approximation e /(%) ~ 1 — f (Ger) + (_f(é#))? to the
left-hand side of (5.40),

_ k202 _
2 <k:p¢m« - p2 ) = Fpder(1 — (1 — der)). (5.41)

Finally, the second line of (5.35) can be acquired after re-arranging (5.41) and plugging the
obtained ¢, into DR, = 1 — ¢ L]

Theorem 11 provides a closed-form expression of DR, as a function of ];;p and k. In the
following, we will use numerical simulation to validate Theorem 11 and show how it provides

guideline for building resilient cyber-physical networks.

5.4.3 Numerical Validation

To evaluate our analytical DR, in the first line of (5.35), we consider Type-1 fault and re-use
the simulation parameters in Section 5.3.3. In Fig. 5.9a, the analytical DR, is compared to the
numerical solution that searches DR, in (5.34) over all its possible values. Notice that there
is a slight gap between the analytical and numerical results because eq. (5.37) in the proof of
Theorem 11 employs the first-order approximation e 7(») ~ 1 — f (Yy), whose error diminishes
as Y, becomes smaller. To this end, Y,, is small near DR, (see the point in Fig. 5.6a where
Y,, abruptly increases from zero) so that the approximation and the resulting expression in the
first line of (5.35) are accurate.

Next, we evaluate the analyzed DR,, in the second line of (5.35) by employing Type-2 fault,
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Figure 5.9: TIllustration and results for critical disconnection ratio analysis.

setting the node-to-line ratio to k = 0.8, and plotting the numerical and analytical DR, versus
Ep in Fig. 5.9b. We observe a non-trivial gap between the results, which is due to the first and
second-order approximations used to obtain (5.35). Although the gap is larger than that for
Type-1 fault in Fig. 5.9a, it becomes smaller as k, increases. When « is decreased to 0.2, as
depicted in Fig. 5.9¢, the gap is minimized even further. Despite the analytical-numerical gap,
(5.35) provides a useful indication of DR,,’s trend: it increases sublinearly with k, and, under

Type-2 fault, decreases at least linearly versus k.

Remark 19. Figs. 5.9a-5.9c indicate that cyber-physical networks become more resilient as the
physical graphs becomes more connected. On the other hand, eq. (5.35) re-iterates the importance
of guarding the cyber nodes. This can be observed from the increase in DR., when k, which is

proportional to the number of faulty nodes, becomes smaller.

5.5 Cascade Length

5.5.1 Preliminaries on Cascade Length

The critical disconnection ratio DR, and node yield Y,, described whether and what portion of
the cyber-physical networks remain functional, respectively. In addition to these spatial metrics,
it is also desirable to know when the cascade-of-failures ends, i.e., the temporal metric, which

will be useful in the following scenarios.

e Smart grid: Researchers have proposed load shedding algorithms that let power nodes
automatically discard some of their loads, to stop a cascade-of-failures [151]. Under an
optimized load shedding strategy that minimizes the amount of shedded demands, it is
known that the highest yield is achievable when shedding is applied halfway between the
start and the end of a cascade [28]. Knowing when a cascade stops will provide guideline

for designing effective load shedding scheme.
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e D2D-based MSN: Users’ quality-of-experience (QoE) can be measured using the likeli-
hood that they do not become disconnected by the cascade-of-failures before their ongoing
social networking session is finished [111]. To this end, knowing when a cascade stops not
only provides a way to measure QoE, but may also help in the design of QoE-improving

schemes.
To quantify the time until a cascade-of-failures ends, we define the following metric.

Definition 32. Cascade length is defined as

Top :=min{t > 0: x; = T441}. (5.42)

In other words, the cascade length is 7o is the amount of time until no more physical node
fails. Since the physical utility ratios, z; and x441, are random variables (see Section 5.2.4), then

Tor is also random. As a result, we are interested in the ezpected cascade length Top = ElrcoF].

5.5.2 Main Result

By applying expectation operator to Definition 32, the expected cascade length can be re-stated

as the time until there is less than one physical node failures, that is,

Ty — Tyyq < T;lp (5.43)

Thus, 7cr can be calculated by i) setting the initial time to ¢ = 0, ii) solving (5.10) and
advancing the time to ¢ = ¢ + 1, iii) repeating steps i)-ii) until the condition (5.43) is satisfied.
Instead of using numerical calculations, it is desirable to have an analytical solution of 7o .
The closed-form analytical solution, however, is hard to obtain due to the non-trivial problem
of solving gp, gc, fp, and f. that satisfy their self-consistent equations in (5.5)-(5.7). On the
other hand, analysis via scaling order, as defined below, is a powerful tool for describing how
fast Top increases with respect to other network parameters (i.e., mean physical degree Ep and

edge survival ratio ¢).

Definition 33 (Scaling order). Let Top(x) be the value of Tcp corresponding to a network
parameter x, and g(xz) be a convex function of x. Then, Top(x) scales with the same order as

g(x), denoted as
Tor(z) = O(g(x)), (5.44)

if there exist c1,ca > 0 such that 0 < ¢; X g(x) < Top(x) < g x g(z) for all x > xp.

157



In other words, Top(x) = ©(g(x)) if they both have the same rate of increase. With Defini-

tion 33 at hand, we can state the following result.

Theorem 12. The expected cascade length cyber-physical networks with Poisson-distributed

degrees and Type-1 initial fault scales as

O (e exp(B2)), Jor o> 0
_ P \amayz e ) e
) . (5.45)

E[ch]_ @((1—0&)73/26)(])( kp

)) , otherwise

Proof. The main difficulty in analyzing the scaling order of 7o lies in the fact that its closed-
form solution is not readily available. Instead, Top is defined as the number of iterations until
(5.10), which can be re-stated as

Tre1 = pp(1 — [l = ge(ppgp(T}))]), (5.46)

satisfies (5.43). To find 7cr, we omit the time index from 7} and Z} ; and graphically plot the
left-hand side (LHS) and right-hand side (RHS) of (5.46) in Fig. 5.10. Then, we will count the
number of steps until both the LHS and RHS converges (i.e., has a distance less than % as
suggested in (5.43)).

To proceed, let pp o =1 — exp(—l_ﬂp¢m) be the fraction of non-faulted nodes corresponding
to ¢er, and assume that the actual fraction p, := 1 — exp(—kp¢) is near p, .. We observe
that near the critical point py .. (i.e., the point in Fig. 5.10 where the line (LHS) and curves
(RHS) starts to intersect non-trivially), the RHS of (5.46) can be approximated into a quadratic

function with the form
a(pp)ja + b(pp)i"/ + c(pp), (5.47)

where a, b, and ¢ are some constants. Then, our proof can be divided into two parts as follows.

(Supercritical region with ¢ > ¢.r) After applying the quadratic approximation in
(5.47), the LHS and RHS of (5.46) for the case of ¢ > ¢, is depicted in Fig. 5.11. The
expected cascade length E[7.¢] can be restated as: given an initial fraction of surviving nodes
Ty = pp > Pp,cr, we want to find the number of steps (horizontal red lines in Fig. 5.11) until the
curve (RHS of (5.46)) and the line (LHS) intersects (see point 2 in Fig. 5.11).

When p,, is near the critical point pj .-, we find from (5.46) that the vertical distance between
the curve (RHS) and the line (LHS) is proportional to (p, — pp.er)(1 — ). Next, we subtract the

line from the curve to obtain a tilted curve (see the green plot in the inset of Fig. 5.11), which

indicates that the curve-to-line horizontal distance scales as f ~ /(1 — a)(pp — pp.er) and the

derivative of the tilted plot is f' ~ ,u\/ (1 —)(pp — Pp,cr), where p > 0 is a constant. According

to Fig. 5.11, one step of (5.46) from time ¢ to ¢t + 1 consists of a horizontal arrow and a vertical
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arrow. We are interested in 7o that is equal to the number of horizontal arrows. The a hori-
zontal arrow is equal to the number of node failures at each step and has a length proportional
to exp(uTery/(1 — a)(pp — Pp.er)). Moreover, the stopping condition is when exactly one node

fails, that is,

1

expu % 7er /(1= )(pp — pper)) ~ - (5.48)

After employing ¢ = —]—% In(1 — p,) and Definition 33 into (5.48), the expected cascade length
P

can be shown to scale as the first line of (5.45).

y
2 y= pp,cr[1 - a{l -
y=ppll—afl
¢ (Ppp (@)}
/( \|, }~(pp,cr - pp)(l - (X)
T"'(f(,) - pp,cr)z
4
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H
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Trer § - — >’
i< Pp

Figure 5.12: Number of steps until cascade for ¢ < ¢

(Subcritical region with ¢ < ¢.r) According to Fig. 5.12, the shortest vertical distance
between the curve (RHS of (5.46)) and the line (LHS) is proportional to (Z{ — pp.er)? + (1 —
a)(pp,er —Pp)- The shortest horizontal distance is also proportional to the same factor since the
diagonal line (LHS) has unity gradient. For a horizontal distance of dz, the number of steps

to be taken is proportional to dz{/[(Zf — pp.er)? + (1 — @) (Pp.er — Pp)]. For the cascade to stop,
the iteration must traverse the horizontal path from #’ = p, to #’ = 0, such that the number of

required steps is proportional to [74, Sec. 2.103]
Elraf] /P dz,
Tefl ~ -
/ #/=0 (To — Pp,er)? + (1 — @) (Pp.er — Pp)
= 7/\/(1— P (Dper — py)- (5.49)
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Finally, by substituting ¢ = —]—% In(1—p,) into (5.49), we can get the second line of (5.45). O
P

In Theorem 12, we presented the scaling law of cascade length under a special assumption
of cyber-physical networks with Poisson degree distributions and Type-1 fault. In the following,
we show that Theorem 12 also holds under Type-2 fault and for networks with power law degree

distributions.

5.5.3 Numerical Evaluation
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Figure 5.13: Mean cascade length 7o versus initial survival ratios ¢ for Poisson-distributed
cyber-physical networks.

Theorem 12 is evaluated by re-employing the simulation parameters in Section 5.3.3 under
Type-1 fault. In this case, the critical survival ratio ¢, (i.e., the smallest ¢ so that the node
yield Y,, in Fig. 5.5a first becomes non-zero) is very small. Thus, according to Theorem 12, 7op
should completely scale according to the second line of (5.45). From the resulting cascade length
versus edge survival ratio ¢ plot in Fig. 5.13a, we can observe that 7o decrease according to
a scaling order of exp(é), thus validating the second part of Theorem 12. Note that similar
observation also holds when « is increased from 0 to 1.

We proceed by re-applying the cyber-physical networks in Fig. 5.13a but with Type-2 initial
fault and k = 1. In this case, the critical survival ratio is equal to ¢.. = 0.421 (see Fig. 5.6a).
From the 7 plot in Fig. 5.13b, we observe that up to ¢., the cascade length increases according

to a factor of exp(k x ¢), where k is a constant, thus validating the result in the first row of
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(5.45). Otherwise (i.e., when ¢ > ¢), Tor decreases according to exp(é), which is similar to
that in Fig. 5.13a. The aforementioned scaling laws indicate that Theorem 12 holds not only

under Type-1, but also Type-2 initial fault. As « increases, similar results still hold.

Remark 20. According to Figs. 5.13a and 5.13b, the largest Tor occurs at the critical point
¢ = 1 — DR... However, the node yield Y, decreases dramatically when ¢ becomes smaller
around the critical point (see Figs. 5.6a and 5.6b). As a result, there is a trade-off near ¢.r:
there is ample time to mitigate the cascade (i.e., Top is high), but the spatial impact is much

more severe (i.e., Yy, is low).

| |
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(a) Type-1 fault. (b) Type-2 fault.

Figure 5.14: Mean cascade length 7o versus initial survival ratios ¢ for power law-distributed
cyber-physical networks.

Finally, we employ Barabasi-Albert (BA) graphs with power law exponents A\, = A, = 3
to represent power law degree-distributed cyber-physical networks. The results for Type-1 and
Type-2 faults are depicted in Figs. 5.14a and 5.14b, respectively. Compared to the results for
Binomial-distributed graphs in Figs. 5.13a and 5.13b, BA graphs have a larger number of high-
connected nodes. However, the BA graphs’ average degrees (i.e., ]_fp = k. = 5.96) are smaller
than Ep = k. = 10 in Figs. 5.13a and 5.13b such that the networks are less robust and the peak
of Tor (i.e., the critical points) occur later. However, we notice that the same scaling order of
Tor as in Figs. 5.13a and 5.13b can be observed, indicating that Theorem 12 also holds for

networks with power law degree distributions.
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5.6 Summary

We studied how initial fault at physical edges, possibly combined with initial node break downs,
can trigger a cascade-of-failures in cyber-physical systems. To model how the cascade progresses,
we map the original edge-induced cascades into a well-known node-based cascade problem,
which is further analyzed using percolation theory. By introducing and analyzing a node yield
metric, which quantifies the portion of functioning nodes after cascades, we show that guarding
the physical edges against fault is less important than preventing break down on cyber devices.
Moreover, we show that the minimum amount of edge disconnections to completely destroy the
systems can be maximized by adding physical edges and protecting cyber devices against break
downs. Finally, we found that cascade length is an increasing-then-decreasing function of the
amount of disconnected edges, and its maximum value is achieved at the critical disconnection
ratio. Our findings provide guidelines for designing cyber-physical systems that are robust

against initial faults and break downs.
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Chapter 6

Conclusion and Future Directions

In this dissertation, we have presented our research regarding the performance and robustness
of interdependent cyber-physical networks against threats. In this chapter, we summarize our

main results and discuss the possible future extensions.

6.1 Conclusion

This disseration has been focused on analyzing the performance and robustness of interde-
pendent cyber-physical networks. In Chapter 2, we modeled the access delay performance of
cloudlet-based IoT applications in hostile environments. In Chapter 3, we presented how to
quickly establish a common control channel between IoT nodes with limited channel hopping
capabilities. Chapter 4 detailed the impacts of social and communication-based node dropouts
to the connectivity of D2D-based MSNs. In Chapter 5, we investigated how initial edge discon-
nections can trigger a cascade-of-failures in cyber-physical networks. Next, we summarize and
highlight our major findings.

In Chapter 2, we provided an in-depth study regarding the delay in D2D-based IoT ap-
plications via analytical modeling and numerical simulations. We proposed a generic packet
mobility model to capture the progression of data packets toward a fixed point-of-access as
the destination, and define access delay as the time until the destination is reached. Then,
we divide the packet mobility into supermartingale, submartingale, and martingale regimes in
which the packets tend to move closer to, away from, and stay at a constant distance to the
destination, respectively. We showed that in the supermartingale regime the access delay scales
linearly versus the packet’s initial distance-to-destination; for the other regimes, access delay
increases quadratically (i.e., faster) with respect to the initial distance. Furthermore, we pro-
posed a packet shedding algorithm that discards the generated packets that are predicted to

exceed a pre-determined delivery deadline, and show that the shedding scheme can reduce the
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total transmission power by up to 24.35%.

In Chapter 3, we studied how to quickly establish a common channel between a pair of
ToT-based DSA nodes via channel hopping. To take into account the nodes’ limited channel
switching time and sensing capacity, we introduced novel spectrum slice graphs to describe the
set of available channels for the next hop. By viewing the nodes’ channel hopping processes as
random walks over the spectrum slice graphs and optimizing the walks’ transition probabilities,
we propose R-RCH and S-RCH schemes that are suitable for IoT nodes with and without dis-
tinct pre-determined roles, respectively. Based on numerical evaluation using real-world mobile
network traces, we showed that R-RCH and S-RCH outperform the existing MMC scheme and
achieve at least 80% successful rendezvous in mobile indoor environment.

In Chapter 4, we considered D2D-based MSNs and investigated the impacts of node dropouts
to the quality-of-service, from both the network-wide and end-users’ perspective. Using real-
world activity traces of Facebook users, we showed that highly-connected MSN nodes are less
likely to be dropped out due to their high social activity, unlike in the D2D network where high-
degree nodes can be dropped out more often due to malware infections. We analyzed a minimum
utility ratio metric, which describes the smallest (worst-case) portion of functional nodes after a
dropout-induced network contraction process, and showed how to improve the minimum utility
ratio by selectively accepting or rejecting new users from joining the D2D-based MSN. Finally,
we proposed node resilience, which quantifies the likelihood that a user will be disconnected
before being able to finish its ongoing MSN session, as a novel quality-of-experience metric. We
showed via scaling order analysis that the node resilience can be increased by suppressing the
number of of initial dropouts and expanding the networks’ size.

In Chapter 5, we studied how edge disconnections in interdependent cyber-physical networks
can trigger a cascade-of-failures. We proposed a mnode yield metric to quantify the portion of
physical nodes that remain functional after a cascade. By comparing the networks under initial
edge disconnections to that with initial node breakdown, we found that the node yield is less
sensitive to initial edge disconnections. In other words, guarding edge against disconnections is
less important than protecting nodes against initial breakdowns. Additionally, we defined and
derived the analytical closed-form solution of the critical disconnection ratio to measure the
fraction of initial disconnections that will result in a network-wide cascade-of-failures. Finally,
we showed via analysis that the cascade length, i.e., the time until a cascade stops, is a non-
monotonic exponential function of the edge disconnection ratio and achieves a maximum at a

critical disconnection ratio.
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6.2 Future Directions

The works presented in this dissertation are focused on improving the performance and under-
standing how threats can impact cyber-physical networks. In terms of performance improve-
ment, our work in Chapter 3 on the design of fast rendezvous schemes for the lower-priority loT
nodes assumes that the spectrum slice graphs are static. In practice, the spectrum graphs consist
of channels that are occupied by PUs, and the occupation can vary along with the PUs’ activi-
ties. Further study is needed to adapt the proposed R-RCH and S-RCH schemes, or even design
a completely new algorithm, for the case of time-varying spectrum slice graphs. Additionally,
rendezvous on time-varying graph will benefit from experimental evaluation on real-world test-
bed that accounts for channel attenuation, traffic load, false positives and negatives in channel
sensing, and erroneous rendezvous signal decoding. A successful test-bed implementation will
provide a better guideline for deploying rendezvous schemes in the real world.

In terms of cyber-physical networks’ reliability, our current works for quantifying the impacts
of node dropouts and edge disconnections in Chapters 4 and 5 are mainly based on an analysis.
A joint study from the analysis as well as the design perspectives can offer a more comprehensive
understanding towards the performance limits of reliable cyber-physical networks. In particular,
we have found in the context of D2D-based MSN that achieving excellent quality-of-service from
both the network-wide and end-users’ perspectives are desirable. However, the two goals can be
paradoxical in practice. For instance, in Chapter 4 we showed that node yield, which quantifies
the network-wide connectivity of D2D-based MSN, can be increased by preventing new nodes
from joining the networks under severe initial dropouts. The rejected nodes who cannot enjoy
any networking service will have a low satisfaction, which further degrades the overall quality-
of-experience. To this end, it is desirable to assess the trade-off between the network-wide and
end-users’ quality-of-service, in order to select the appropriate reliability-enhancing schemes
for cyber-physical networks. The trade-off serves as an interesting yet vital piece towards the

design of highly-reliable cyber-physical networks.
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