ABSTRACT

70U, RUI. Modeling, Prediction, and Multi-RAT Access of High Resolution Spectrum Based on
Decoding Enabled Measurement. (Under the direction of Wenye Wang.)

Driven by the technology development and the demands from the customers, wireless data rates have
experience tens of times increase per generation of mobile technologies. To sustain the capacity increase,
recent years have witnessed the trend of opening up extra radio spectrum bands for non-exclusive access.
For example, LTE and 5G have been standardize to operate on unlicensed bands in TV white space, 2.4
and sub 6 GHz ranges. The newly available spectrum bands lead to complicated wireless access scenarios
where heterogeneous Radio Access Technologies (RATSs) coexist on overlapping frequency channels.
The convoluted spectrum access is growing even more challenging as various RATs are dynamically
switching among accessible frequency channels to achieve the diversity gains. To fully unleash the
potentials of the growing volume of radio spectrum earned by upgraded antenna and circuit designs,
innovative radio spectrum access schemes need to be designed to efficiently utilize the frequency channels
without collisions. To achieve this goal, we need to have an accurate sense of how the spectrum is being
used, a way to predict the spectrum behaviors of other networks, and a fair spectrum sharing scheme.

Thereupon, we first investigate the measurement of spectrum usage in high resolutions in this
dissertation. Then, a model for characterizing the fine grained spectrum tenancy is proposed. Based on the
accurate understanding of spectrum tenancy in their scheduling resolutions, we design an accurate online
prediction of spectrum usage to alleviate spectrum sensing and mitigate collisions. Lastly, algorithms to
fairly share the channel access time among coexisting heterogeneous RAT's are developed.

Specifically, we design and implement a decoding based tool to measure the spectrum tenancy of
LTE systems in the scheduling resolutions. The high resolution spectrum tenancy lays the foundation
for modeling and prediction of the spectrum usage at the same resolution with scheduling, which is the
granularity desired especially by the channel access purposes. Armed with the high resolution spectrum
tenancy data with decoded physical layer user identities, we continue to model the spectrum mobility,
which is a spectrum usage model that characterizes both the aggregate and individual spectrum usage
from the perspective of the movement of occupied spectrum slices in the two dimensional time-frequency
grids of spectrum resources. To gain channel access in multi-RAT spectrum agile scenarios, accurate and
online predictions of spectrum usage provides valuable spectrum access guidelines. Hence, we propose
an accurate high resolution prediction algorithm with new prediction features achieved by the decoding
based measurement. In the last work, we propose a system model for channel access in multi-RAT
spectrum agile networks, and three key performance metrics that distinguish the access time allocation
from classical scheduling. Based on the system model and performance metrics, access time allocation
problems are formulated and solved by efficient heuristic algorithms. The research endeavors in this
dissertation provide valuable insights into spectrum access in complicated multi-RAT spectrum agile

scenarios prevalent in modern wireless networks.
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CHAPTER

1
INTRODUCTION

1.1 Motivation

Wireless networks aim to achieve sustained growth of data rates, and one way to achieve this is to
deploy networks on freely available radio frequency bands. TV white space becoming open for wireless
communication and mobile networks like LTE and 5G NR standardizing to work on unlicensed bands
have resulted in regulatory support for this approach [1, 2]. To leverage the additional spectrum bands,
wireless networks strategically hop onto different frequency channels to obtain a throughput gain from
frequency diversity [3]. WiFi and LTE have proposed dynamic frequency channel selections to choose
the best channel to hop onto [4, 5]. However, collisions between frequency-agile wireless networks are
likely due to uncoordinated channel hops and accesses, and various proposals have been made to mitigate
collisions between heterogeneous wireless networks [6, 7].

As the spectrum environment is complicated by the dynamic and open accesses, it is increasingly
challenging to achieve ef cient and fair spectrum access in multi-RAT spectrum agile networks. Achieving
this target entails the answers to the following fundamental questions. The rst is how to measure
the spectrum usage in the same resolutions with the scheduling of spectrum resources. Next comes
the question of how to model the high resolutions spectrum tenancy. The advanced knowledge of
spectrum usage is key to spectrum access in non-exclusive channels, so the third question is how to
prediction spectrum tenancy online in ne granularities. Lastly, how to allocate channel access times to
heterogeneous wireless networks coexisting on overlapping frequency channels.



1.1.1 Fine-resolution Spectrum Tenancy Measurement

In order to improve spectrum ef ciency in Multi-RAT spectrum agile networks, accurate knowledge of
spectrum usage is crucial. However, classical spectrum measurement methods lack suf cient resolution
and user information to develop accurate spectrum tenancy and mobility models.

Current spectrum occupancy measurements suffer from limitations in both frequency resolution and
revisit time. The arti cial choice of frequency resolution and long revisit time do not accurately re ect
actual spectrum occupancy. The most widely adopted measurement method, energy detection, has been
shown to be highly dependent on the choice of detection threshold.

U-CIMAN, a deciphering-based spectrum measurement technique, offers several advantages over
energy detection method, including:

» No need for energy threshold: U-CIMAN does not require an arti cial choice of energy threshold
to estimate the occupancy of a channel.

» Right frequency resolution: The frequency resolution of U-CIMAN is decided based on the radio
technology of the spectrum band being measured, rather than an arti cial choice of measurement
frequency granularity.

» Result time advance: U-CIMAN overhears the spectrum usage decision for the near future, so the
measurement is done at the same time or before the actual usage of the spectrum happens.

* Reduced measurement workload: The transmission of control messages conveying the spectrum
usage takes shorter time and narrower bandwidth than the corresponding data transmissions, so the
measurement is achieved by monitoring a smaller spectrum span in less time.

» Accurate measurement for controlled nodes: U-CIMAN accurately measures the spectrum usage
of centrally controlled radio networks, such as cellular access networks, by decoding the spectrum
assignment in the downlink control message sent by the controlling node, the base station.

By utilizing as much knowledge of the radio technology as possible, U-CIMAN achieves ne-
resolution spectrum tenancy measurement, which also gains crucial information, such as user identities
in the physical layer and key scheduling parameters, through decoding.

1.1.2 Spectrum Mobility Model in Aggregate and Differential Perspectives

Given high-resolution spectrum tenancy data, our research focuses on the next topic of spectrum tenancy
modeling. This is motivated by the crucial role of spectrum tenancy modeling for non-exclusive spectrum
access. To avoid interfering with a wireless network and access its unused spectrum holes, Secondary
Users (SUs) must be capable of detecting them. Spectrum usage models are highly useful in designing
DSA spectrum access schemes by generating authentic Primary User (PU) spectrum usage activities for
DSA algorithm performance veri cation.



As tenancy modeling heavily relies on measurement data, we rst investigate whether existing
models are capable of characterizing high-resolution spectrum tenancy. We apply the widely-adopted
on/off model to our ne-grained measurement data obtained from U-CIMAN and nd that the model is
incapable of synthesizing spectrum tenancy similar to the measurement data. As the classical on/off model
is incapable of capturing the distributions of busy and idle time periods in ne-grained spectrum tenancy,
we aim to explore the root cause of this failure and provide a solution to model the high-resolution
tenancy characteristics.

Our research distinguishes itself from previous studies on spectrum mobility by utilizing high-
resolution spectrum usage data to develop a mobility model that considers the spectrum usage of
individual users. In contrast, current models rely on coarse measurements of spectrum activities in broad
spectrum bands, leading to data sets that do not accurately capture the dynamic changes of spectrum
activities in most wireless communication systems. For example, one study had a revisit time of 75
seconds [8], while the median duration of mobile phone calls is only 51 seconds [9], indicating that
many calls that do not use spectrum resources could be erroneously included. Moreover, existing models
only analyze spectrum mobility from an aggregate perspective and fail to account for the mobility of
individual users.

1.1.3 Accurate Online Prediction of Spectrum Tenancy in High Resolutions

The important of LTE spectrum prediction due to its vast applications and the lack of high resolution
predictions motivate us to work on the high resolution prediction of LTE spectrum usage.

Spectrum usage of LTE networks is of fundamental importance as it enables a wide range of
applications to be substantially facilitated [7, 10-14]. For example, LTE has been standardized to coexist
with WiFi networks on overlapping unlicensed spectrum bands, such as License Assisted Access (LAA)
and MulteFire [7, 10]. WiFi devices in such coexistence scenarios need knowledge of the spectrum usage
of LTE cells to avoid transmission collisions. The widely uctuating available data rate has been a proven
challenge for mobile video streaming, and many solutions have resorted to predicting the spectrum
usage in the cell [11, 12]. Additionally, predicting LTE spectrum usage in advance has been shown to be
highly desirable in mobility management and device discoveries in Device-to-Device communication [13,
14]. The signi cance of predicting LTE RB usage also stems from the dominant penetration rate of the
technology (oveb60%in more than 90 countries [15]), and its smooth evolution to the next generation
5G New Radio (NR) [16].

Numerous research has been conducted to predict spectrum tenancy, given the key functions in
wireless networks that rely on spectrum usage inference [17—-19]. However, a major issue in applying
existing spectrum predictions to the inference of spectrum usage in an LTE cell is that current predictions
are based on spectrum usage in much lower resolutions than LTE scheduling.

In the LTE access network, radio spectrum resources are scheduled every millisecond in the bandwidth
of 180 kHz, or two LTE Resource Blocks (RBs) in tandem in the time domain [20]. In comparison,
existing prediction algorithms have relied on spectrum usage data with the time resolution on the order
of seconds (s), due to the measurement method of energy detection and post processing. This practice



is typical in existing predictions [21-24]. As an example, we explain one of them in detail [24]. The
spectrum tenancy data is rst collected by measuring the Power Spectral Density (PSD) levels using
a spectrum analyzer with a revisit time of 1.8 s. Then, 100 samples are averaged in post-processing to
obtain smoother PSDs, which reduces the time resolution further down to 180 s. The averaged samples
are then supplied to the prediction algorithm that infers the next PSD value. However, if LTE spectrum
usage is predicted with such time resolution of 180 s during which the spectrum resources have been
rescheduled fot:8 10° times, the predicted single tenancy is unlikely to be universally meaningful for

all the LTE RBs.

1.1.4 Access Time Allocation for Multi-RAT Coexistence

The ever-increasing growth of data rates has been one of the most signi cant goals of wireless networks.
To achieve this goal in a cost-effective manner, operators are deploying networks on freely available radio
frequency bands, which has gained regulatory support. For instance, the TV white space has become
open for wireless communication and mobile networks like LTE and 5G NR have been standardized to
work on unlicensed bands [1, 2]. Wireless networks strategically hop onto different frequency channels
to utilize the additional spectrum bands and achieve throughput gain through frequency diversity [3].
Dynamic frequency channel selection has been proposed for WiFi and LTE to choose the best channel
to hop onto [4, 5]. However, the coexistence of frequency agile wireless networks is nontrivial because
uncoordinated channel hops and accesses can lead to collisions. There have been numerous proposals to
mitigate collisions between two different wireless networks [6, 7].

Despite extensive research on the coexistence of spectrum agile wireless networks on overlapping
spectrum bands, existing solutions suffer from several drawbacks. First, most current coexistence ap-
proaches are intended for only two speci ¢ radio access technologies, disregarding the fact that some
busy channels often serve three or four RATS, such as LTE, WiFi, Bluetooth, and LoRa, at the same time
[6, 7, 25]. Another unaddressed challenge is how to fairly assign the spectrum resources among multiple
networks [26]. Fairness is especially dif cult to achieve for distributed spectrum sharing schemes. For
instance, the listen-before-talk scheme functions fairly when each participant observes a similar number
of contenders for spectrum resources. However, the overlapping relationships of the frequency channels
of the networks may not always be symmetrical due to the heterogeneity of the networks. Wireless
networks with wide system bandwidths are more likely to starve for access opportunities because they
need to listen to more contending peers than those with narrow bandwidths before a chance to talk
appears. Lastly, many centralized approaches assume the existence of a controller outside the wireless
access network to conduct the online assignment of spectrum resources in real-time [27]. The centralized
control outside access networks causes extra transmission latency for real-time assignment of spectrum
resources and trust issues among different networks, which requires nontrivial justi cations that are
missing in such coexistence schemes.



1.2 Research Questions and Contributions

Motivated by the potentials of the four areas discussed previously, we address the following research
guestions, and the corresponding contributions are summarized.

1.2.1 How to Measure Spectrum Tenancy in Scheduling Granularity?

As the largest mobile system, LTE has become the target of emerging DSA technologies where knowledge
of the spectrum tenancy of Primary Users is crucial [28, 29]. Therefore, we investigate how to accurately
measure the spectrum tenancy of an LTE cell with ne granularity, including user locations and traf ¢
types. Our proposed approach is to measure the spectrum tenancy by decoding the unencrypted resource
assignment messages transmitted by the base station.

* We have designed and implemented U-CIMAN, a system that decodes LTE downlink control
messages and user data bytes. We have validated the performance of U-CIMAN in two setups. In
one setup, we have realized a working LTE system in our lab with Amarisoft and accessible logs
[30]. In the other scenario, we have applied U-CIMAN to decode data elds in a commercial LTE
cell with realistic user mobility.

» Through a substantial amount of performance validations, we have demonstrated that the infor-
mation decoded by U-CIMAN is capable of supporting diverse applications, including accurate
measurement of spectrum tenancy, analysis of wireless traf ¢ types, and localization of user
devices.

1.2.2 How to Characterize Aggregate and Differential Spectrum Tenancy?

In this research topic, we aim to model spectrum mobility in wireless communication systems using
high-resolution measurement data from multiple perspectives. Existing spectrum mobility models are
based on coarse measurement of spectrum activities in wide spectrum bands, and they do not capture
the volatile changes of the spectrum activities in most wireless communication systems. Therefore, we
propose to use high-resolution measurement data to develop spectrum mobility models that consider the
mobility of individual users and different types of spectrum activities.

To achieve this goal, we collect high-resolution spectrum usage data using U-CIMAN, which is
capable of capturing detailed information on spectrum usage by individual users. We then analyze the
data to identify patterns and characteristics of spectrum mobility, such as user mobility, frequency usage
patterns, and temporal variations. Based on these observations, we propose the spectrum mobility model
that accurately captures the dynamic behavior of spectrum usage in wireless communication systems.

The proposed spectrum mobility models can be used for various applications, including optimizing
spectrum allocation, predicting future spectrum usage, and designing ef cient dynamic spectrum access
algorithms. Additionally, the models can facilitate the development of advanced wireless communi-
cation systems that can adapt to changing spectrum usage patterns and provide reliable and ef cient
communication services. Our contributions can be summarized as follows.



» We develop the Frame-Level spectrum Model (FLuMe) which includes four parameters: camping
time, inter-access time, hopping distance, and tenancy width. FLuMe is able to monitor spectrum
tenancy in the same time-frequency resolution as scheduling. We study the model parameters under
low, medium, and high wireless traf c conditions, and provide details of the model de nitions and
data collections. The high resolution model characterizes spectrum activities of individual wireless
devices, and can serve the emerging design goals of spectrum models, such as spectrum prediction
and access algorithm design.

» We study the distributions and correlations among the model parameters based on large amounts of
spectrum data obtained through real-world measurements and post-processing. Contrary to the
results in previous studies, we observe a counter-intuitive phenomenon that busy time lengths are
distributed more towards the lower end when wireless traf c is high. Idle times or inter-access
times concentrate on small values under 10 ms, even in low traf ¢ scenarios.

» The proposed spectrum mobility model is able to generate synthetic spectrum tenancy traces
with identical FLuMe variable distributions to our large-scale measurements. By tuning the
parameters, the spectrum mobility model can also synthesize spectrum usage patterns reported in
other measurements [31-33].

» We apply the spectrum model to spectrum predictions and access designs. When the spectrum
tenancy is predicted based on spectrum mobility parameters, the accuracy rangg%ftodv%
higher than those achieved by parameters in the on/off model. When the spectrum access activities
are modeled by the spectrum mobility, spectrum accesses suffer from higher collision rates than
ARMA or Markov model-based spectrum access under the same wireless traf ¢ levels, which
advocates that ARMA and Markov-based spectrum accesses underestimate the channel collisions.

1.2.3 How to Predict Spectrum Tenancy in High Resolutions?

In the third work of this dissertation, we answer the research question of how to predict spectrum tenancy
in high resolutions. The question is addressed by collecting ne granularity spectrum tenancy with
decoding data elds relevant to spectrum usage, extracting new features, and designing an improved
DQN algorithm. Our contributions in this topic is summarized as follows.

* In light of the urgent need to predict LTE spectrum usage at the resolution of Resource Blocks
(RBs) and the lack of ne-grained datasets pertaining to LTE spectrum usage, we established an
SDR-based measurement tool to decode the LTE spectrum usage in RB resolutions. Our analysis of
the high-resolution data revealed that classical prediction models, such as MLP and on/off model,
suffer a signi cant decrease in accuracy, dropping fl@®doto 80%when adapted to the inference
of high-resolution LTE spectrum.

» To achieve accurate and online prediction of LTE spectrum usage at the RB granularity, we chose
Rainbow DQN as our baseline scheme and achieved a prediction accug$adfurthermore,



we identi ed relevant decoded LTE data elds that are indicative of spectrum usage, including the
MCS values, the numbers of OFDM symbols consumed by DCls, and the number of DCls, and
selected them as new prediction features based on their FS and |G values. By adopting these new
prediction features, we improved the prediction accuracy to 93%.

 Since low training time, as determined by the sample complexity, is desirable in LTE spectrum
usage prediction, we derived the upper bound of the sample complexity of DQNs with binary
prediction outcomes. Based on this analysis, we proposed a new experience replay scheme that
prioritizes buffered samples similar to the emerging one during DQN experience replay. This new
scheme signi cantly reduced the DQN sample complexity8By%, thereby ensuring that the
proposed DQN achieves both high accuracy and low sample complexity.

» We conducted thorough performance comparisons and evaluations under diverse conditions. Our
proposed DQN algorithm achieved as muchlL&%o accuracy improvement over the classical
on/off model and MLP predictions. Compared with the baseline Rainbow DQN, the proposed new
experience replay and the new prediction features achieBe@#saccuracy increase and 88:9%
reduction in sample complexity. We also veri ed that the proposed DQN algorithm is capable of
predicting the usage of various LTE RBs under different wireless traf c levels.

1.2.4 How to Allocate Channel Access times among Coexisting Multi-RATs

To address how to allocate channel access times among coexisting multi-RATSs, we present a fair and
comprehensive solution. The key contributions of our work are as follows.

» We propose a general system model to address the access time allocation (ATA) problem for
Multi-RAT coexistence, including key assumptions about the placement of network functions,
models for overlapping frequency channels, the time structure, traf ¢ arrival, and processing rates.

» Based on the proposed system model, we identify and de ne three key performance metrics:
deferred data, latency, and utilization. These metrics distinguish the access time allocation in
classical schedulers from that in the ATA agent.

» We formulate optimization problems to determine the quota of scheduling intervals for each RAT
and their starting times, which ensures proportional allocation of access opportunities based on
traf ¢ loads while mitigating collisions.

* Since ef cient solutions are not available for the optimization problems due to the discrete solution
space and the varying form based on the topology of the collision graph, we propose heuristic
algorithms validated to achieve the fair ATA solutions of the original problem through thorough
performance evaluations.



1.3 Organization of this Dissertation

The rest of this dissertation is organized as the follows. Chapter 2 presents the high resolution measure-
ment of LTE spectrum tenancy. Armed with the measurement tool and the collected data, we propose the
spectrum mobility model to characterize the spectrum usage dynamics in both aggregate and individual
user perspectives in Chapter 3. Chapter 4 covers the prediction work, where an accurate online prediction
is enabled by new prediction features and the upgraded experience replay in DQN. The access time
allocation algorithms are proposed in Chapter 5, to achieve fair and ef cient spectrum usage among
coexisting Multi-RATs. Chapter 6 concludes this dissertation, and points out potential future directions.



CHAPTER

2

DOWNLINK DECODING BASED
ACCURATE MEASUREMENT OF LTE
SPECTRUM TENANCY

Mobile networks are embracing Dynamic Spectrum Access (DSA) to unleash data capacities of spectrum
holes caused by tidal traf c. Being the largest mobile system, LTE has been standardized to operate in
the DSA mode where the knowledge on the spectrum tenancy of LTE systems is required. Although
there exists rich literature on spectrum sensing, measurement and modeling, they cannot satisfy the
needs of accurately acquiring the spectrum tenancy of LTE systems. This is because most traditional
measurements only provide inaccurate tenancy in coarse granularities, and therefore models built upon
them are defective. To enable the precise discovery of spectrum assignments of an LTE cell from an
outsider perspective, we build U-CIMAN tdnCover spectrum occupancy and useformation in

Mobile AccesdNetworks. The LTE protocol elds parsed by U-CIMAN not only accurately reveal the
spectrum occupancy at the same granularity with LTE scheduling, but also provide important details
associated with spectrum usage, i.e., rough user locations and traf c types. Besides insightful observations
based on measurements enabled by U-CIMAN, we propose to characterize LTE spectrum occupancy
using Vector Autoregression that captures the statistical distributions of spectrum tenancy intervals in
multiple channels and the correlations among them.



2.1 Introduction

Due to the low utilization of spectrum resources caused by exclusive spectrum assignment [34], Dynamic
Spectrum Access (DSA) has been proposed as the new paradigm for 5G/6G systems and beyond [35]. It
is foreseeable that a potpourri of various radio access technologies (RATs) which are either originally
developed for exclusive or shared spectrum usage, are expected to collocate on the same spectrum bands
with equal usage rights. This trend in standardization activities has been pioneered by efforts, such as
MulteFire, Licensed Assisted Access (LAA), and LTE-U [10, 28, 29], to enable the most advanced
mobile system in production deployment, namely the 4G LTE system, to work in shared spectrum bands,
for instance the ISM 2.4 GHz and 5 GHz bands. These standards have already been supported by leading
commercial cell phone modems, such as Snapdragon X55. In this setting, LTE systems need to sense the
spectrum usage of other systems which in turn desire the spectrum tenancy knowledge of LTE cells, so
the collocated wireless systems with various RATs are able to function properly without interfering with
one another.

To avoid interference and improve spectrum utilization, the ideal spectrum sensing accuracy should
reach the time and frequency granularity of the radio resource unit of the RATs' scheduling schemes.
This requirement on spectrum sensing accuracy is a direct outcome of the scheduling schemes. For
example, if two Frequency Division Duplex (FDD) LTE cells are sharing the spectrum resources, then
they should sense the spectrum usage of the other party in the basic unit of LTE scheduling, also known
as Resource Blocks (RBs) that are spectrum slices of 1 millisecond (ms) by 180 kHz. In this way, the two
cognizant LTE cells are able to learn the spectrum holes left by each other, and make use of them without
hampering other's transmissions. Because LTE systems reassign the occupancy of RBs every 1 ms, the
tenancy and the vacancy of spectrum slices also changes at the same pace, entailing the spectrum sensing
at the same time-frequency granularity if all the spectrum holes are to be identi ed correctly.

Although the importance of sensing spectrum occupancy has long been identi ed in the existing DSA
literature [31, 36—39], prior spectrum sensing endeavors cannot achieve the desired accuracy. According
to Table VI in [23], the results of existing measurement campaigns fail to achieve the time and frequency
granularities of LTE scheduling since the sweep time is mostly tens of seconds. The low measurement
resolutions are determined by their spectrum tenancy detection methods. One of the most widely adopted
methods is the energy detection which is achieved by deploying a spectrum analyzer to measure the power
levels within the spectrum bins of certain sizes. This method is only appropriate if the spectrum tenancy
remains the same within the sweep time, which is not true for LTE bands. For a 10 MHz LTE system,
the sweep time is the total bandwidth divided by the square of the bin size, usually chosen between
10 kHz and 30 kHz according to application manuals of spectrum analyzer manufacturers and detailed
measurement reports on LTE systems [40]. The sweep time under such con gurations ranges from 11.1
ms to 100 ms, which is much longer than the 1 ms LTE scheduling interval after which the spectrum
usage changes. Other spectrum tenancy measurement methods, such as the matched lter detection and
the cyclostationary feature detection [41], cannot reach the ne time-frequency granularity required for
the studies on LTE spectrum tenancy as well. This is because they are based on the similar procedure
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with the energy detection method, i.e., scanning through the entire spectrum bands to search for certain
signal patterns, resulting in overly long measurement time.

Since the existing measurement methods and datasets cannot show the true characteristics of LTE
spectrum usage, the models developed based on those measurement cannot be re ective of the actual
spectrum tenancy patterns. For example, the time domain samples are collectedresjaydt 1 MHz
in [42], which is much lower than the minimum sampling rate of 15.36 MHz required for processing
signals in an LTE cell with 10 MHz bandwidth. Thus, the data collected in this campaign is useful for
examining the existence of low bandwidth signals, but is not able to reveal the spectrum usage of LTE
systems. Another well known dataset collected by the energy detection method with 1.8 seconds sweep
time is adopted in [43]. Since LTE spectrum tenancy may have changed as many as 1800 times in this
time interval, the dataset cannot serve the purpose of building spectrum tenancy models for LTE systems.
As we will show in the measurement results, most of the occupancy times of LTE channels do not last
longer than 1 second, so the 1.8 seconds sweep time will hugely mislead the results if such dataset is
adopted for LTE spectrum tenancy studies. Since there is nho accurate spectrum usage measurement
method, data, or models to facilitate the participation of LTE systems in the DSA regime, we identify and
answer two research questions in this papehaly to accurately measure spectrum tenancy of an LTE
cell in ne granularity, and 2)what model characterizes the spectrum tenancy of an LTE cell

To answer the rst research question, we propose to measure the spectrum tenancy of an LTE cell by
parsing downlink control messages and decoding raw bytes of user data. Inspired by the LTE snif ng
technologies and equipped with the emerging Software De ned Radio (SDR) hardware and software
libraries [44—49], we develop U-CIMAN tonCover spectrum and usémnformation inMobile Access
Networks. It decodes the downlink control messages and raw bytes of user data transmitted from an LTE
base station, or an eNB (Evolved Node B). In this way, the cell-wide spectrum occupancy can be parsed
from the messages carrying spectrum resource assignments aired by the eNB. Thus, U-CIMAN achieves
accurate spectrum tenancy at the same granularities with LTE scheduling, i.e., the frequency resolution
of 180 kHz and the time granularity of 1 ms. The protocol elds decoded by U-CIMAN also facilitates
the inference of important facts related to spectrum tenancy, i.e., the rough user locations and the traf ¢
types. Compared with pioneering LTE deciphering works which target downlink control messages only
[44, 45], U-CIMAN further decodes the raw user data bytes, and exploits the Time Advance (TA) and
packet size headers for spectrum tenancy studies. TA values and packet sizes are highly indicative of
the locations and traf c types of LTE devices, respectively, which have appeared as key assumptions in
many DSA proposals [50, 51]. How the TA and packet sizes in bytes relate to user locations and traf ¢
types are explained and validated in Section 2.2 and 2.3. It is worth noting that the payload of user data
is protected by LTE encryption, so snif ng raw bytes in enciphered form causes no security or privacy
issues.

With the accurate LTE spectrum usage measured by U-CIMAN, we characterize LTE spectrum
tenancy with both on/off model and Vector Autoregression (VAR) [52]. VAR outperforms on/off model
according to our analysis where the performance is evaluated from three aspects, goodness of tto the
distributions of measured on-time, off-time, and interval lengths, correlations among adjacent channels,
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and correlations between adjacent idle and busy periods.

As mobile access networks are embracing the DSA paradigm, this paper timely enables the under-
standing of LTE spectrum tenancy from an outsider point of view. Equipped with U-CIMAN, we measure
the spectrum occupancy of a commercial LTE cell for four months, and make insightful observations.
For example, spectrum tenancy is upper bounded to arbdhihs, which is consistent with practical
systems, but in contrast to analytic results of heavy-tailed distributions [53, 54]; the Modulation and Cod-
ing Scheme (MCS) of the spectrum slices are highly indicative of the occupancy status in the next time
slot. We compare the performance of VAR and on/off model in characterizing LTE spectrum occupancy,
and the proposed VAR model outperforms the widely used on/off model. The main contributions are
summarized as below.

1. We design and implement U-CIMAN to decode LTE downlink control messages and user data
bytes. The performance of U-CIMAN is validated in two setups. One is our lab environment where
a working LTE system is realized with Amarisoft with accessible logs [30], while in the other
scenario U-CIMAN is applied to decode data elds in a commercial LTE cell with realistic user
mobility.

2. Utilizing protocol elds decoded by U-CIMAN, we conduct accurate and detailed spectrum
occupancy studies on a commercial LTE cell. We show that the observed LTE spectrum usage
characteristics are substantially impacted by the measurement granularity, and the accurate results
enabled by U-CIMAN are key to analyzing LTE spectrum tenancy.

3. We nd that VAR outperforms the widely used on/off model in characterizing LTE spectrum
occupancy, due to its superior capabilities to capture the distributions of busy and idle time lengths,
and occupancy correlations among adjacent channels.

The rest of this paper is organized as follows. The design and implementation details of U-CIMAN
are described in Section 2. In Section 3, thorough performance validations of U-CIMAN are presented,
as well as its potential applications. Then, we explain the measurement results that are characterized by
the on/off and VAR models, and the observations in Section 4. Related work is discussed in Section 5.
Lastly, the paper is concluded in Section 6.

2.2 U-CIMAN Design and Implementation

This section introduces the LTE preliminaries, and proposes the design and the implementation of
U-CIMAN, the new tool that measures LTE spectrum tenancy more accurately than the classical energy
detection method with enhanced time-frequency granularity at the same resolution with the scheduling of
spectrum resources in LTE.
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Figure 2.1 The structures of LTE spectrum resources and the steps of the data transmissions.

2.2.1 LTE Preliminaries

Since U-CIMAN measures LTE spectrum tenancy by decoding downlink information, we introduce

relevant LTE domain knowledge before the system design. We explain why some messages aired by
eNBs are susceptible to eavesdropping without causing privacy or security concerns, and the three LTE
protocol elds selected for spectrum tenancy measurement together with the reasons behind the choices.

2.2.1.1 Two types of unencrypted elds

Though LTE provides an integral encryption mechanism for both the control and the data planes, two
types of LTE data cannot be encryptdgpe lunencrypted data is left in clear text because they are
transmitted before the encryption setup. There are several steps for an LTE User Equipment (UE) to
undergo before setting up ciphered data exchanges with the network, so the downlink information
transmitted before the completion of encryption setup has to be in cleaiypet.ll unencrypted data is

found in the messages or headers generated in the protocol layers under the Packet Data Convergence
Protocol (PDCP) layer that is responsible for encryption [55], so the information in those data elds
generated below the PDCP layer cannot be protected.

Due to the existence of the two types of unprotected data elds, the messages in those elds can be
understood byany devicesollowing LTE speci cations once the corresponding raw data are decoded.
Since both types of unprotected messages either carry information for initial access of an LTE cell
or pertain only to operations below PDCP layer, their leakage can hardly be related to speci c users
whose identi ers in the two types of unencrypted information are represented as rapidly changing Radio
Network Temporary Identi ers (RNTIs). Though the unencrypted messages cannot be linked to speci c
users, the information contained therein can still be of vital importance. For example, other DSA systems
only need to know the spectrum usage of collocated LTE devices, but not the identities of LTE users.

The three types of data elds decoded by U-CIMAN to reveal LTE spectrum tenancy are the Downlink
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Control Information (DCI), TA, and packet sizes, all of which agge Il unencrypted data. How they
are related to spectrum tenancy and how to decode them will be explained in the rest of this section.

2.2.1.2 Structure of LTE spectrum tenancy

Since the goal of U-CIMAN is to measure spectrum tenancy, the structure of LTE spectrum usage is
brie y explained. In the time domain, an LT&ubframes 1 ms, which is the time interval for an eNB

to schedule the spectrum resources. Thus, a subframe is also known as a Transmission Time Interval
(TTI). In each subframe, the spectrum resources in two dimensional frequency-time grids are divided into
RBs that are the smallest unit of eNB resource assignment [56]. As shown in the left part of Fig. 2.1, an
RB is 180 kHz by 0.5 ms, and it comprises 12 subcarriers each of which typically carries 7 Orthogonal
Frequency-Division Multiplexing (OFDM) symbols. The smallest spectrum resource is called Resource
Element (RE) that carries one OFDM symbol on one subcarrier [20].

The right part of Fig. 2.1 illustrates the resource structures of two typical LTE downlink subframes.
For all downlink subframes, the rst one to three REs are for various control channels in the downlink,
and the rest carry user data. Downlink synchronization signals and physical broadcast channel are
transmitted by REs in xed positions in the center of a subframe at regular intervals. Different from
downlink subframes, the data and the control regions in the uplink are split by the frequency, as shown in
the left of Fig. 2.1. The RBs in the middle of the uplink frequency range carry data, while the RBs on the
two ends bear control messages. Since the control messages and broadcasts happen at xed positions
in the time-frequency grid, the key to measure LTE spectrum tenancy is locating the RBs dynamically
scheduled every TTI for user data transmission.

2.2.1.3 Transmission steps of LTE user data

Central to the dynamic scheduling of LTE data RBs is the DCI carried in the downlink control region, or
Physical Downlink Control CHannel (PDCCH), in the rst one to three REs in a subframe. The exact
number of OFDM symbols consumed by the PDCCH is encoded in Control Format Indicator (CFI). The
roles played by unencrypted DCls in LTE spectrum resource allocations are illustrated in Fig. 2.1 where
the time grows vertically downwards and the frequency increases to the right horizontally. The uplink
data transmission steps for an actively connected UE are numbered by light blue circles. First, a UE that
intends to transmit uplink data sends its request for spectrum resources. The request is carried by uplink
control channels that do not require dynamic allocations per TTI. After receiving the request, the eNB
schedules the uplink spectrum resources and puts the decision in a DCI to inform the UE. DCls indicate
the spectrum resources and MCS for transmissions. Finally, the UE nds its DCI, and then transmits in
accordance with the information in the DCI.

For downlink transmissions, only one step is needed. As shown by the circled green number in Fig.
2.1, the eNB puts the DCI in control channel region and the corresponding data in the data RBs. Similar
to DCls for uplink transmission, DClIs for downlink data inform UEs where data is and the MCSs for
demodulation. To receive downlink data, a UE blindly searches for its DCIs in the small downlink control
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Figure 2.2 Locations of the unencrypted packet sizes and the TA commands.

Figure 2.3 Overall data processing steps of U-CIMAN.

region. If DCIs pointing to downlink data are found, UEs locate and decode the RBs according to the
resource assignment and MCS values in the DCls.

2.2.1.4 The packet size and the TA commands

In addition to the DCls that specify which LTE RBs are occupied, there are another two data elds that
show essential details associated with the used spectrum resources, how much data is carried by the
spectrum slices and TA of the UEs. As shown in Fig. 2.2, the length of Media Access Control (MAC)
Service Data Unit (SDU) in bytes is contained in the MAC header, and the TA commands are in the
control element eld. Though they are part of the user data, they are generated below the PDCP layer for
LTE encryption, so they are in clear texts. As we will show later in the paper, packet sizes are indicative
of user applications, the knowledge of which can serve as the enabling function for many DSA proposals
that are dependent on traf ¢ patterns or application types [51, 57, 58]. On the other hand, TA values are
related to user locations that are able to satisfy the needs of many location based DSA algorithms [50,
59].
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2.2.2 The design of U-CIMAN

From the previous subsection, we have identi ed the three data elds that accurately specify the LTE
spectrum usage with associated details, DCIs, TA values, and packet sizes. Achieving these data elds as
a user inside the LTE cell is straightforward, since each UE has all the input data required for decoding
its own control and user data. However, decoding the DCls, TA values, and packet sizes of all the UEs as
an outsider faces the challenge of missing important inputs in the decoding procedures. In this subsection,
we rst introduce the overall steps of U-CIMAN decoding, and highlight the key inputs that are unknown

to outsiders. Then, the designs to uncover those inputs are explained.

2.2.2.1 Overall work ow

Fig. 2.3 depicts the high level work ow of U-CIMAN, from analog radio signals to decoded raw bytes

of user data. First, the SDR front end Universal Software Radio Peripheral (USRP) X310 converts analog
radio signals to complex samples, and sends them to the host computer. U-CIMAN in the host computer
utilizes LTE downlink synchronization signals to update sampling time and frequency range of the SDR.
After achieving time and frequency synchronized with the eNB, U-CIMAN decodes main broadcast
messages to discover system time, bandwidth, and the structure of downlink control channel which is then
employed to locate REs carrying downlink control data. Because the Transmission Modes (TMs), i.e., the
multiple antenna schemes of control channels are known from decoding main broadcast messages, and
the modulation scheme of control channels is xed as Quadrature Phase Shift Keying (QPSK), U-CIMAN

is able to decode the complex samples of DCIs into raw bytes after detecting the positions of the control
channel REs. So far, these steps pose no challenges to outsiders to the cell, because synchronization and
main broadcast messages are designed to be decodable for any devices executing the corresponding LTE
routines.

Challenges show up in later steps which require two user speci ¢ con gurations, RNTI and TM, to
validate DCI messages and decode raw bytes of downlink user data. For a normal UE, the eNB assigns
an RNTI to the UE during the random access, and the RNTI is used for the validation of DCI decoding
and the generation of scrambling sequences for user data protection against burst errors. Different from
downlink control messages transmitted in narrow range of spots in the RB grid, RNTI assignments are
irregular and not always adopted by UEs, making the direct decoding inef cient. Another challenge
is inferring TMs, because they are con gured by the network side and transmitted to UEs through
encrypted messages. With unknown multiple antenna con gurations, i.e., the TMs, user data bytes cannot
be decoded even if the corresponding DCI is attained. The last three steps in the second row of Fig. 2.3
and Fig. 2.4 demonstrate how U-CIMAN infers RNTIs and TMs to decode control messages and user
data bytes, which will be explained later in this subsection.

2.2.2.2 Reliable decoding of RNTI and DCI

Though there are some prior works on RNTI and DCI decoding [44, 45], U-CIMAN has two major
distinctions from them. First, U-CIMAN ensures the validity of the decoded RNTIs. Moreover, U-CIMAN
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Figure 2.4U-CIMAN design to decode raw bytes of user data.

further decodes the raw bytes of user data in addition to RNTI, which is proposed for the rsttime. In
[44], the DCI-based RNTI-derivation method is proposed, where the trailing bits after DCI payload are
exploited. Because the last two bytes of DCIs are the XOR of the RNTI and the CRC checksum of DCI
payload, as shown in Fig. 2.3, RNTI can be deduced by computing the checksum and then XORing it with
the last two bytes, assuming that the entire DCI is correctly decoded. This method has been veri ed to
suffer from low reliability, because the internal LTE error detection mechanism for DCI is forfeited [60].
Another decoding method is proposed in [45], where the RNTIs are decoded in the random access stage
when they are initially assigned and transmitted to users in Random Access Response (RAR) messages.
However, the RNTIs contained in RARs are temporary, and may not necessarily be adopted by UEs [61].
To improve the existing RNTI decoding schemes, U-CIMAN rst collects a pool of RNTIs using
both the methods, decoding DCls from RARs and reverse engineering the checksum elds of DClIs.
Since these results contain invalid RNTIs due to the reasons discussed in the previous paragraph, we
further lter the collected pool of RNTIs by applying the them to the decoding of corresponding downlink
user data. For an RNTI decoded from RAR messages or DCIs, if there is no decodable user data that
corresponds to the RNTI in the next 10 ms, the RNTI is considered invalid. This is because RNTI is used
as an input for descrambling user data as shown in Fig. 2.4, which cannot output correct codewords if
the RNTIs are erroneous. This screening process validates RNTIs derived from RAR messages or DCIs,
eliminating the invalid ones. As shown in Fig. 2.3, the RNTI Look-Up Table (LUT) stores initial results
of decoded RNTIs and the ones that have been validated. When U-CIMAN decodes DCls and user data
bytes, it rst tries the stored RNTIs before deducing them. If the RNTIs stored in the LUT do not yield
successful decoding of DCIs or user data for 10 consecutive TTIs, the RNTIs are removed from the LUT;
otherwise, the 10 ms timer is refreshed.
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2.2.2.3 Decoding raw bytes of user data

The design to decode raw bytes of user data is illustrated in Fig. 2.4. According to the gure, the decoding
of LTE downlink data channel can be achieved by standard procedures shown in black, but U-CIMAN
needs to acquire the inputs to data decoding in ways different from normal UEs. First, U-CIMAN locates
REs for a codeword in MAC layer according to decoded DCls. Then, the corresponding TM is required to
undo precoding and layer mapping. U-CIMAN utilizes MCS parsed from DCI to conduct demodulation
whose output is then descrambled with a sequence based on cell ID, subframe number, and RNTI. Among
the inputs to the processing chain, how the decoding of RNTIs and DCls are improved by U-CIMAN
over existing methods has been explained, so the ones awaiting expositions are cell ID, subframe number,
and TM.

As shown in Fig. 2.4, cell ID and subframe number are achieved by decoding unencrypted downlink
synchronization signals, so the key is how to achieve TM. Unlike RNTIs or DClIs, TMs are con gured in
an enciphered downlink control message by eNB, decoding it over the air interface is impossible without
breaking LTE encryption. To uncover the TMs, we utilize two LTE mechanisms to deduce TMs more
ef ciently than the brute-force method of trying all possible TM values every time. One is the mapping
between TMs and the formats of DCI as summarized in Table 9.2 in [56]. Since many DCI formats map
to a very limited set of possible TMs, we rst use the DCI type to reduce the size of TM search space.
The other LTE mechanism which helps TM inference is that TMs are recon gured at a much lower rate
than that of RNTIs, so we store the TMs corresponding to RNTIs in the LUT as well for later lookup. In
this way, U-CIMAN deduces the TMs ef ciently.

Having achieved the RNTIs, DCIs, and TMs, U-CIMAN decodes user data bytes from the complex
samples in the same way as a hormal UE. Though most decoded user data bytes are encrypted, headers
added below the PDCP layer are in clear texts and can be parsed by U-CIMAN. Thus, this design realizes
our goal of accurately detecting the spectrum usage of all users in an LTE cell while decoding packet
sizes and TA data, without breaking LTE encryption.

2.2.2.4 Timeliness of U-CIMAN decoding

Since U-CIMAN decodes all the DCIs and user data bytes in an LTE cell in real time, the timeliness
of the decoding is worth discussions. Based on the estimation in section 9.3.5.5 of the LTE canon [56],
the data rate requirements for decoding all the DCls is proportional to the system bandwidth. For an
LTE system withK MHz bandwidth, the processing time for blindly searching and decoding all possible
DCls is equivalent to receiving a data stream at the rate of ar@ikdMbps. This is a small overhead
compared to the maximum LTE data rate in the hundreds of Mbps, since the LTE system bardigidth

no more than 20 MHz without carrier aggregations.

In terms of data decoding, the U-CIMAN design adds no extra requirements to the existing UE
processing chain, because a normal UE may also use up to the total amount of RBs. Thus, the U-CIMAN
design does not require a data processing chain capable of receiving at a much higher rate than a
normal UE, in order to accurately measure LTE spectrum tenancy. As long as the design is implemented
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on hardware that provides the similar processing capability of the receiver chain in an ordinary UE,
U-CIMAN is able to measure in real time.

2.2.3 The implementation of U-CIMAN

We implement the overall data ow as described in the previous subsection, as well as the solutions for
ef ciently nding the two key inputs, RNTI and TM. The implementation of U-CIMAN is facilitated

by the open source LTE library srsLTE [49], and the functions for DCI decoding from OWL [45],
because standard processing routines can be safely reused, as shown in Fig. 2.4 by the black arrows and
boxes. Besides implementing the main U-CIMAN design, we parse data elds relevant to LTE spectrum
occupancy, and record them in les. Three types of data elds are recorded, resource assignments, TA
values, and packet sizes. Resource assignment elds provide the ne granularity of spectrum measurement.
TA elds indicate rough locations of users, and the size of the physical layer packets, or codewords,
re ects user traf c types.

Table 2.1Descriptions for recorded data elds.

SEN System frame number, f0; ;1023
Subframe| Index of LTE subframe, ifi0; ;99
RNTI Useridentier, infO; ;65535
Direction | Resource assignment directionfig; 1g
MCS Modulation, coding scheme, ff0; ;319
Total Total number of RBs, im1; ;100y

RA type | Resource assignment typesfidy1;2g
RAl The rst eld indicating RB assignment
RA2 The second eld indicating RB assignment
RA3 The third eld indicating RB assignment
CFlI Size of PDCCH, irf 1;2; 3g

RAR TA | TAvaluesin RAR,Iinf0O; ;128%

TA TA updates, irf0; ;63g

Length Packet size in byte$0Q; ;65535

2.2.3.1 Data elds in U-CIMAN records

U-CIMAN generates one data record per DCI, and all data elds in a record are listed in Table 2.1. The
rst 11 elds for spectrum tenancy are decoded from DClIs or other physical layer control channels.
Most of them have been explained, except the four whose names include "RA. These elds describe the
assigned RBs in the same way as DCls do. Because there are three types of spectrum resource allocation
in LTE, and each type adopts different data structures to indicate the assigned RBs, we use four 'RA
elds to record RB assignments. The eld for resource allocation type, 'RA type', shows the type of LTE
resource allocation, taking values from 0, 1, or 2. For RA type 0, '/RA 1' eld is a bitmap indicating the
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allocated RBs, and 'RA 2'and "'RA 3' elds are left unused. For RAtype 1, '/RA 1' eld is a different
type of bitmap that requires additional information called “subset' and “shift' that are stored in elds "RA
2'and 'RA 3' to describe RB assignments. For RA Type 2, U-CIMAN stores the starting RB position in
eld "RA 1' and the number of assigned RBs in "RA 2'. Since these three types of spectrum resource
assignments are standardized by LTE speci cations, interested readers can nd them in [62], to acquire
the details on how to determine the exact index of occupied RBs in each allocation type.

Within the TA category, there are two types of data elds, the 'RAR TA and the "TA. 'RAR TA'is
the initial TA value obtained from RAR messages. The "TA' eld is the TA update value parsed from the
unencrypted headers in downlink user data. The payload size is the number of bytes in decoded downlink
user packets at the physical layer. The top 11 elds in Table 2.1 are present for every record, while the
others may not be. 'RAR TA'is only for RAR messages. TA updates are conducted by eNB at regular
time intervals, so they are in the headers of downlink packets near the TA update time. The “length' eld
is nonempty when the DCI points to a downlink data packet whose raw bytes are decoded successfully.

Figure 2.5Implementation and experiment setups.

2.2.3.2 Hardware and software environment

U-CIMAN is implemented in the user space of a Linux computer, as depicted in Fig. 2.5(a). The four main
function blocks of U-CIMAN are decoding the raw bytes of DCI, parsing DCI messages, decoding raw
bytes of user data, and parsing the unencrypted headers of user data. U-CIMAN calls the srsLTE library
for existing LTE functions, including DCI decoding routines provided by OWL. The measurement results
of U-CIMAN are written into les that are fed to post-processing scripts for performance validation
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and result analysis. Through the SDR driver API, U-CIMAN calls USRP Hardware Driver (UHD) [48]
version 3.9.7 to communicate with the SDR front end. The SDR system includes a USRP X310 mother
board [47] and two SBX-120 wide-band daughter-boards [63]. The SDR boards contain function blocks
to convert analog signals to complex samples. The host computer has a quad-core CPU and 16 GB
memory, running Ubuntu 16.04. The host computer is connected to the USRP with a Gigabit Ethernet
cable.

2.3 Validations and applications

To validate the performance of U-CIMAN, comprehensive experiments are conducted to evaluate the
decoding accuracy and the potential applications. Based on decoded data, the application of U-CIMAN
to spectrum tenancy measurement achieves accurate spectrum measurement at the frequency-time
granularity of 180 kHz by 1 ms. Besides spectrum tenancy, packet sizes and TA values associated with
occupied RBs are also revealed through decoding headers of user data. We also show that the distributions
of packet sizes are highly indicative of traf ¢ types and TA values re ect user mobility.

Two setups, shown in Fig. 2.5(b) and (c), are used in the experiments. The rst one involves a
Commercial Off-The-Shelf (COTS) UE, and a commercial grade LTE network realized by Amarisoft
OTS 100 that functions as the eNB and the core network [30]. This setup allows access to log les of the
LTE network, so the U-CIMAN decoding accuracy can be validated. Though Amarisoft system is close
to real LTE networks, it comes with one COTS UE and has limited radio coverage, which cannot re ect
statistical characteristics of spectrum tenancy in an actual LTE cell with many real users. To overcome
these limitations, U-CIMAN is also validated by decoding the downlink of a nearby commercial eNB,
which is experiment setup Il. The following performance validations are conducted in setup | or Il based
on which one better supports the experiment goals.

2.3.1 Decoding and measurement accuracy

Setup | is used to validate decoding accuracy. We run three different applications on the commercial UE
multiple times, and compare the downlink control messages and user data bytes decoded by U-CIMAN
with those recorded in system log les of Amarisoft OTS. The three applications each generate Voice
over Internet Protocol (VolP), Hypertext Transfer Protocol (HTTP), and video streaming traf c. Every
time the three applications run individually around 25 seconds, and we ensure that no applications other
than the one under test generate wireless traf ¢c. Ten rounds of experiments are conducted in total. The
accuracy for control messages is the ratio between the number of correctly decoded DCls and the total
number of DCIs. The accuracy for user data bytes is the ratio between the number of correctly decoded
codewords and the total number of codewords. The results are shown in Fig. 2.6, where the center dots
show the arithmetic mean and the caps on the two ends are the extreme values. The black plot shows
the accuracy for control messages, while the yellow plot depicts the performance of user data decoding.
U-CIMAN achieves oveB5%accuracy for control messages, and d®@%accuracy for user data. The
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Figure 2.6 Accuracy of U-CIMAN decoding.

Figure 2.7 Time granularity comparison.

Figure 2.8 Distributions of packet lengths.
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results show that U-CIMAN is capable of decoding downlink control messages and user data bytes with
high accuracy for different traf ¢ types.

To demonstrate the bene ts of ne measurement granularity, we compare the distributions of time
length when an RB is not occupied, the off-time, since it is the LTE channel usage statistics closest to RB
frequency granularity reported in other studies to our best knowledge. In [31], LTE spectrum occupancy
is measured by the energy detection method with the same frequency resolution as the LTE RB bandwidth
of 180kHz and the time resolution of 100 ms. In comparison, U-CIMAN measures spectrum tenancy at
time resolution of an LTE subframe, or 1 ms. Shown in Fig. 2.7 are the off-time distributions of RB 5
according to the results in [31], and that measured by U-CIMAN in setup Il. The system bandwidth in the
two measurements are both 10 MHz. Off-times over one second are omitted due to their small percentage.
Though the 100 ms time resolution is good compared to most measurements in [23], the majority of
the off-time falls in only ten bins of 100 ms. In comparison, the off-time distribution achieved by our
measurements is much more ne grained. Our off-time distribution shows that off-times are mostly under
30 ms, which cannot be observed with 100 ms time resolution.

Thus, we claim that U-CIMAN provides an accessible way to achieve the highly accurate spectrum
tenancy measurement which has long been desired to reveal the spectrum tenancy in the scheduling
resolutions [64].

2.3.2 Traf c types indicated by codeword size

Detecting spectrum occupancy and the traf c types at the same time is a desirable feature for many DSA
proposals that are dependent on traf ¢ patterns or application types [51, 57, 58]. Thus, we showcase how
the decoded data elds of U-CIMAN are capable of inferring traf c types.

Based on the accurate decoding of both control and user data, the spectrum tenancy measurements
achieved by U-CIMAN provide insights on mobile application types. Since codeword sizes are parsed
from decoded user data, traf c types can be inferred from the distribution of the codeword sizes. We
use setup |, and run three applications generating VolP, HTTP, and video streaming traf c one at a time
for around 25 seconds on a COTS UE. In the rst scenario, there is no background traf ¢, so the only
mobile traf ¢ in the cell is generated by the COTS UE. We plot the length of codewords in bytes versus
time in seconds for a single run of the three applications in Fig. 2.9. For the VoIP traf ¢, there are a
few large packets in the beginning, and the packets become smaller afterwards. The codeword sizes of
HTTP traf ¢ have a wide range. For video streaming, the packet sizes are mostly very large. We redo the
same experiment in another scenario with heavy background traf ¢ realized by adding one set of USRP
and PC that emulates large amount of user traf ¢ by running Amarisoft UE 100 [65]. According to Fig.
2.10, the codeword size versus time plots show similar trends to those in Fig. 2.9, so cell traf c load has
little impacts on codeword size characteristics of different applications. This observation implies that
codeword sizes can be employed to reliably distinguish application types regardless of the cell traf ¢
load.

In addition to distinctive trends of codeword sizes along the time horizon, distributions of packet
sizes of different traf c demonstrate clear separations as shown in Fig. 2.8. The plot on the left shows
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Figure 2.9 Packet length versus time under low traf c.

Figure 2.10Packet length versus time under high traf c.

Figure 2.11Distributions of TA upates.
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the distribution of codeword sizes under light traf c, and the one on the right shows the distribution in
heavy traf c. Though the increased traf ¢ load slightly shifts packet sizes of HTTP and video traf ¢ to
the low end, packet size distributions of various applications still show clear separations in both scenarios
with diverse traf ¢ loads. Hence, the distributions of decoded packet sizes in the physical layer are highly
indicative of user application types, regardless of varying cell traf ¢ volume.

2.3.3 TA updates indicate UE mobility

Besides spectrum tenancy and mobile traf ¢ types, DSA systems may also require the mobility and the
location information of mobile devices to provide location based services [50, 59]. Next, we will explain
how these critical user information can be provided by the decoded TA data elds of U-CIMAN as an
outsider of LTE systems.

The correctness of TA data elds decoded by U-CIMAN is validated in setup Il, where user mobility
is generated by real users. Due to the lack of actual UE coordinates, our experiments focus on the
validation of TA updates which correspond to the speed of user movement. In mobile networks, downlink
synchronizations can be achieved by mobile devices individually; on the uplink, however, a base station
needs to adjust the timing of user transmissions such that the uplink packets arrive almost at the same
time, making it possible for the base station to synchronize with all the uplink transmissions at the same
time.

In LTE, TA is realized by commanding UEs far from eNB to transmit with larger time advance than
the nearby UEs, so TA values reveal the distance of a UE to the eNB. The maximum LTE cell radius is
100 km and the corresponding largest TA is 1282, so the UE-eNB distance of around 78 meters maps to
one in TA value. When a UE attempts random access, the eNB determines the TA value and puts it in the
RAR. When the eNB nds that the TA needs to be adjusted due to UE mobility, TA update commands are
placed in MAC headers. The TA update is a six-bit value, and the updated TA is the sum of the original
value, TA update, and 31. Thus, a TA update of 31 means that the UE remains its previous distance
from the eNB. The farther the TA update values are from 31, the quicker the UE moves towards or away
from the eNB.

To demonstrate TA update elds decoded by U-CIMAN, we use U-CIMAN to decode TA update
values of a commercial cell where the mobility is generated by real users. Fig. 2.11 shows two distributions
of TA updates. The upper gure shows how TA updates in the 11th hour of a day distribute across all 64
values, 0 to 63. The observation is that most TA updates are static or near static. Since TA update value
31 takes the largest portion, we plot how the percentage of TA update value 31 varies across different
hours. The result illustrated in the lower part of Fig. 2.11 agrees with life experience, since the portion
of static users are small during commute hours 8, 12, 13, 17, and 23. Thus, U-CIMAN single-handedly
succeeds in measuring the spectrum tenancy of all users in a cell together with their rough location and
mobility as shown by TA values and TA updates, which requires less equipment than triangulation [44].

Based on the above performance validations and applications of U-CIMAN to spectrum tenancy
measurement, application inference based on packet sizes, and user mobility detection enabled by TA
values, the capabilities of U-CIMAN to measure LTE spectrum tenancy with packet sizes and user
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mobility have been validated.

2.4 Measurement Result Analysis

To achieve accurate measurement of LTE spectrum occupancy in ne granularity, we apply U-CIMAN
to the spectrum tenancy measurement of a commercial LTE cell. We rst search the LTE bands in
commercial operations in our area. Then, a spectrum analyzer is employed to verify their existence, and
to nd the nearby cell with the best signal to noise ratio. The downlink system bandwidth of the cell

is 10 MHz which accommodates 50 LTE RBs. We collect LTE spectrum tenancy data of the nearby
commercial LTE cell in band 17 with U-CIMAN for four months, and conduct the post-processing to
present the measurement results. Due to the space limitation, only the downlink measurement results are
presented. As far as we know, this is the rst long time LTE spectrum occupancy measurement at RB
granularity with packet sizes and TA values. Due to the ne granularity, the tenancy data in a single day
is overl GB when zipped. Thus, we randomly choose the tenancy data from ve days, based on which
we present the following results.

2.4.1 Tenancy characteristics of a single channel

In this subsection, we rst introduce the on/off model, and then t our measurement data to this model. To
highlight the importance of time granularity, we study how coarse measurement data affects the tenancy
characteristics.

To investigate the spectrum tenancy of a single LTE channel, we choose the on/off model among
the many single-channel occupancy models surveyed in [66], due to its wide usage. Our occupancy
data comprise8 and1 to indicate whether an LTE channel is idle or occupied. Assume that the time
lengths of idle or busy periods of one LTE RB are independent and identically distributed (i.i.d.). De ne
the vectorgYy;Zn);n 2 N* whereY, andz, are i.i.d. random variables representing time lengths of
thenth idle and busy periods, respectively. We t ve widely used distributions, exponential, Weibull,
Lognormal, Generalized Pareto, and Gamma distributions to the observed samples, and the parameters
are estimated using Maximum Likelihood Estimation (MLE). The goodness-of-t is quanti ed by
conducting Kolmogorov—Smirnov (K-S) test, also used in [33][67] for the same purpose. K-S test is a tool
for comparing the closeness of two distributions. It is adopted to differentiate the distributions resulted
from the on/off model tting with the empirical distributions of the time statistics of measurement data.
The empirical cumulative distribution function (CDF)(X) of a random variablX that has observed
samplesy is )

FiX) = P(X < X) = iiéllfwgz (2.1)

The difference between the empirical CBEXx) and the tting model CDH-(X) is upper bounded by a
random variablé®,
D= sugke(X) Fo(X)j: (2.2)
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Figure 2.120n-time tting rates achieved by on/off models with different distributions.

Figure 2.130ff-time tting rates achieved by on/off models with different distributions.

Figure 2.14Interval length tting rates achieved by on/off models with different distributions.
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If the empirical distributiorF; and the tting model distributiori are identical, we denote the random
variableD in this case aB , and the distribution ob is independent of the tting distribution. L&

be the CDF oD , and thepvalueisde nedagpp= 1 G(D). Thus, the larger the value is, the more
likely D obeys the distribution dD , meaning thaF.(x) andF(x) are more likely to be the same. We
choose a canonical threshgddralue of0:05, so the null hypothesis that the samples follow the tting
model distribution, is accepted whep  0:05.

2.4.1.1 Fitting results based on U-CIMAN measurement

To identify the distributions for the time lengths of on-times and off-times, we t the ve distributions to

100 groups of randomly chosen off-times and on-times. Each group contains 100 samples of off-times
and on-times. We calculate the tting rate as the number of groups for which a certain distribution ts

the samples according to K-S test at the signi cance leved of0:05 over 100, the total number of

groups. We investigate the tting rates under three spectrum usage levels where the average numbers
of occupied LTE RBs per scheduling interval are around 5, 25, and 45 out of the total number of 50.
The three spectrum usage scenarios are referred to as low, medium, and high spectrum usage levels,
respectively.

As shown in Fig. 2.12, the tting rates of on-times synthesized by the ve distributions are mostly
over80%in all the three spectrum tenancy levels, and generalized Pareto distribution (GPD) achieves the
best performance with the tting rate of ovB0%under all spectrum usage levels. The off-times cannot
be well tted by any of the ve distributions during high spectrum usage as shown in Fig. 2.13, so we
further study the tting of the interval length which is the summation of adjacent off-time and on-time.
Fitting results for interval lengths are illustrated in Fig. 2.14, showing that good tting rates are achieved
in high spectrum tenancy, which complements the poor tting rate of off-time when the spectrum usage
is high.

Based on the tting rate study, the spectrum usage model for a single LTE channel is summarized in
Table 2.2, where the parameters are the medians of the values obtained from tting to the 100 groups of
data samples. The location parameters of all the GPDs are zero, so they are not shown in the table. The
time unit of the values in the table is one millisecond, the scheduling interval of the LTE system. The
best tting scheme is to t the off-time and the following on-time with GPDs during low and medium
spectrum usage, and apply GPD to the on-time and the interval lengths during high spectrum usage, as
suggested by the tting rates study in Figs. 2.12 to 2.14.

2.4.1.2 Fitting results based on coarse data

To highlight the impacts of measurement granularity on the spectrum tenancy models built on measure-
ment results, we t the on/off model with the same ve distributions to LTE spectrum tenancy data
with coarse time resolution. The coarse time resolution is chosen to be 1.8 seconds, the same as the
well-known data set in [43, 68].

To obtain the coarse spectrum usage with time resolution of 1.8 seconds, we evenly pick one data
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Table 2.2A summary of the tting models in different traf ¢ conditions.

Usage| Schemes| Shape | Scale Mean | Variance
Low On,GPD| 0:4166 | 1:4385 | 2:8840 | 45:8264
Off, GPD | 0:4969 | 13:3262| 23:1905 | 9138778
Med. On,GPD| 0:5620 | 2:3151 | 4:8323 | 79:2201
Off, GPD | 0:4809 | 4:3246 | 7:6043 | 1897997
High On,GPD| 0:0209 | 21:6998 | 22:0619 | 507:8245
Int., GPD| 0:0238| 23:7513| 231243 | 507:6929

point from every 1800 samples in U-CIMAN measurement results. The tting results are summarized
in Table 2.3, where the data are all in the unit of 1.8 seconds. For low and medium spectrum usage, the
time lengths of the coarse spectrum usage data cannot be tted by any of the ve distributions according
to K-S test. However, the closest GPD parameters, the mean, and the variance are still presented in the
table. The GPD ttings of on-times and interval lengths during high spectrum usage are able to pass
K-S test with signi cancep = 0.05. As we can see, the average time lengths are hugely different, as
well as the shape of the distributions. For example, the average on-time according to U-CIMAN data in
low spectrum usage condition2s884ms, but it is1:2683 1800= 228294 ms according to the coarse
version. The shape parameters of the GPDs in Table 2.2 and 2.3 are clearly disparate, as they are either
several times of their counterpart in the other table or take different signs.

Thus, the measurement granularity is of utmost importance in the study of spectrum tenancy, because
it fundamentally affects the tenancy characteristics. U-CIMAN and its measurement results are an
essential base for an accurate study of LTE spectrum usage.

Table 2.3A summary of tting models to measurement data with the time resolution of 1.8 seconds.

Usage| Schemes| Shape | Scale Mean | Variance
Low On, N/A 0:2894 | 1:5575 | 1:2683 | 0:4037
Off, N/A | 0:1311 | 2:8375 | 3:3073 | 21:9053
Med. On, N/A | 0:2007 | 2:7366 | 3:4755 | 26:4225
Off, N/A | 0:0594 | 2:4375 | 2:5982 | 9:1273
High On,GPD| 0:1922 | 21:8622 | 26:8592 | 9625513
Int., GPD | 0:1295 | 24:3510| 27:9014 | 9626330

2.4.2 Tenancy characteristics of multiple channels

For the modeling of spectrum tenancy in multiple channels, we propose to adopt the VAR model, which
is the rst time as far as we know. We regard the occupancy of multiple channels at each time slot as
a sample of a multivariate normal random variable which is the sum of a constant, white noise, and
multivariate normal random variables representing the tenancy in previous time slots. The channel usage
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at time instanh is a random vector, denoted gs

k
Yn= a+ ‘él iYn it "n (2.3)
i=

The constant vector & and" , is the noise term. The channel usage in a previous time slot no earlier
than the time lagk is denoted ag, ;, wherel i Kk, is, andits linear relations wity}, are described by

the matrix ;. We t VAR models to the measurement data with different time lags, and the parameters
are estimated using MLE.

To decide on the time laky we compare the performance of VAR models with different time lags.

The performance is compared by employing the Akaike Information Criterion (AIC) which is de ned as

AIC=2n 2log(L); (2.4)

whereL is the optimized scalar value of the log-likelihood objective function, migdthe number of
parameters that need to be estimated in the model. AIC measures the relative qualities of statistical
models tted to a data set, and the model with smallest AIC value is preferred, because it captures the
statistical features of the data the best using the fewest parameters.

We t VAR models with differentk values of 1, 2, 3, 4, 8, and 12, to our measurement data, and
the AIC values are calculated for the models with different time lags for comparisons. Because the
differences among the six AIC values of different models are negligible, the time lag is choseh to be
which has the fewest parameters to estimate.

Now that we have discovered the on/off model tting strategy and the time lag of VAR, we compare
the performance of on/off and VAR models from the aspects of D values in (2.2) of K-S tests, correlations
among adjacent channels, and correlations between adjacent off-times and on-times. Speci cally, we
extract the spectrum occupancylié® time slots of 10 LTE RBs during different spectrum usage levels,
and then t both the single-channel and the multi-channel models to the data. For the VAR model, tting
multiple channels requires only adjusting the number of elements in the vggtars , and the matrices

in (2.3). For the on/off model, we 1.0 on/off models to each of the 10 channels independently, which
results in10sets of parameters. Using the two types of models, we produce synthetic spectrum occupancy
of the same size with the measurement data for the performance comparisons in the three perspectives.

2.4.2.1 Compare the similarity of tenancy time distributions

To study the extent to which the two sets of synthetic data resemble the measurement results, we calculate
the D values between the measurement and the two sets of synthetic data using (2.1) and (2.2), where
Fo(X) is the empirical distribution of the data generated by the two models.

The D values between the distributions of measurement and synthetic spectrum occupancy are
presented in Table 2.4. In all the three spectrum usage levels, synthetic data generated by VAR model
achieves on-time distributions with smaller D values. In terms of the similarity comparison of off-time
distributions, VAR model has signi cantly lower D values during low and high spectrum usage, meaning
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Figure 2.15Spectrum tenancy correlations among adjacent channels.

Figure 2.16Correlations between on-time and the following off-time.

Figure 2.17MCS distributions conditioned on next subframe occupancy.
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Table 2.4D value comparisons of the two models in different traf c.

Time | Model | Low | Medium | High
on on/off | 0:4891| 0:3150 | 0:8654
VAR | 0:0723| 0:1621 | 0:0803
Off on/off | 0:4088| 0:2561 | 0:9226
VAR | 0:1811| 0:2714 | 0:0154
Interval on/off | 0:1157| 0:1012 | 0:0524
VAR | 0:2991| 0:1160 | 0:0421

that the on-times of synthetic occupancy generated by VAR models resemble those in measurements
much closer than the on/off model in those cases. Though the on/off model outperforms VAR in terms of
the similarity of interval length distributions in low and medium spectrum usage, the advantages in these
cases are not pronounced.

Overall, VAR achieves better resemblance of the distributions of channel usage times to those of the
measurement data than the on/off model.

2.4.2.2 Compare tenancy correlations in adjacent channels

As indicated in previous studies, spectrum occupancy of the same radio access technology are correlated
[69], we study how the different channels in the same cell are correlated and whether the correlations can
be captured by our models, and we adopt the Pearson correlation coef cient.

We compare how closely the two sets of synthetic data resemble the measurement results in terms of
correlations among adjacent channels. Fig. 2.15 presents the pairwise correlation coef cients between
the spectrum tenancy of the rst channel and all the ten channels. The black line shows the channel
tenancy correlations between the rst channel and the other channel whose index is shown in the x-axis.
The measured spectrum tenancy in the rst channel shows very high correlations with those of the three
nearest channels, and the correlations decrease gradually as the frequency distance grows. This trend is
captured very well by the data generated by the VAR model, though the correlations in blue are lower
than those of measurements. Since on/off model is a single-channel model, its synthetic tenancy has zero
correlations among adjacent channels, as shown by the red line.

Thus, the tenancy correlations of adjacent channels are better captured by VAR than the on/off model.

2.4.2.3 Compare correlations between on/off times

Since the negative correlations between adjacent off-times and on-times are suggested in previous studies
[31], we investigate this correlation in both the measurement and the synthetic data sets.

It has been suggested in previous studies that off-times and the following on-times are negatively
correlated [31]. However, LTE spectrum tenancy does not show this phenomenon as illustrated in Fig.
2.16. The correlations between idle periods and the following busy periods are studied for measurements
and synthetic data. The correlations among adjacent idle and busy periods in the three groups of data
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are close to zero, as they are bounded wifhifi:2; 0:1] in all three spectrum usage levels, meaning that
off-times and the following on-times are weakly correlated. The phenomenon is due to the fact that LTE
systems schedule spectrum resources every 1 ms, so the off-times are independent of the next on-times
many scheduling intervals away.

Among the three aspects considered in the performance comparisons, VAR outperforms on/off model
in LTE spectrum tenancy modeling due to superior capabilities to capture the statistical features of busy
and idle time lengths, and occupancy correlations among adjacent channels. It is also worth noting
that VAR requires much more parameters than the on/off model to achieve the superior performance in
spectrum tenancy modeling.

2.4.3 Other observations on spectrum tenancy

Besides characterizing the LTE spectrum tenancy with on/off and VAR models, the spectrum usage data
measured by U-CIMAN enables other observations. In this subsection, we present the observations on
the off-time characteristics, and the factors affecting the spectrum tenancy.

2.4.3.1 Characteristics of off-times

The off-time of an RB, de ned as the time period from the subframe when the RB becomes idle to the
subframe right before it turns to be occupied, is a key parameter in spectrum usage studies. Denote the
off-time of all the 50 RBs as a group of random variabd&s;;(c), wherec2f 1; ;50g. Xo¢i(C) isa

random variable on the sample spadewhere each element is an off-time of RBc. The probability

mass function (PMF) oKo¢(C) is

. T o
P(Xot1(c) = x) = w2 ijpf%c)(w) X (2.5)

wherex 2 N*. The distribution function oKo¢¢(c) is
Frori(9(0 = & P(Xor(0) = y); (2.6)
y X

wherex 0. Fig. 2.17 presents the rough off-time distributions of 50 RBs during low and high spectrum
tenancy. The red dot in the middle is the mean value, and the red caps show the 20th and the 80th
percentiles of off-times. The blue caps are the extreme values.

Remark 1. We make three observations on the off-time from Fig. 2.17. One observation is that the
off-time distributions of different RBs under the same spectrum usage level are similar. According to the
gure, the key percentiles and mean values of the off-times in different channels are close to one anther
under the same spectrum usage level, which is especially true for the channels in the center when the
usage is low and all the channels when usage is high. The similar off-time among different RBs stems
from the scheduling that treats the spectrum resources in different frequency equally and the similar
channel conditions in various RBs when examined over long time periods. The second observation is that

33



Figure 2.18TA distributions conditioned on RB index.

Figure 2.19Packet size distributions conditioned on RB index.

Figure 2.20MCS distributions conditioned on next subframe occupancy.
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the off-time exhibits a common upper bound regardless of the spectrum usage levels and RBs. Fig. 2.17
shows that the off-time is capped arout® ms. The last observation is that there is always a substantial
percentage of off-times und&d ms. During low traf ¢ time, aroundB0% off-times are undet0 ms, and

the percentage increases to well 088f6when the traf c load is high. This observations highlights the

need for high resolution data in spectrum tenancy research, because a large portion of the spectrum holes
will be omitted if the time resolution of the measurement is larger than 10 ms.

2.4.3.2 Factors affecting channel tenancy

As we have observed that the distributions of off-times are similar across different channels, next we study
whether the usage of different RBs depend on user locations or traf ¢ types. We consider the sample
space RPof RBs allocated for 2000 randomly chosen packets each of which may require multiple RBs.
De ne the random variablXr to be the TA value of a UE receiving packets carried by the RBs in the
sample space. The PMF ¥ a is

ffw2 RPXra(w)= xgj
| RP ’

P(XTA: X) = (27)

wherex2f 0; ;1282). The bars in the bottom right of Fig. 2.18 show the distributiodgf before
normalized by the size of sample spacé. The heights of the bars are

fw2 RPiXraw) = xgj=j FFP(Xra= X): (2.8)

The other three plots depict the distributions®f, conditioned on another random variable, the index of
the RBs Xirg. The probability of TA values conditioned on RB indexta = XjXirg = V) IS

jfw2 Rpj XrA(W) = X; Xire(W) = y0j .

P(xjy) = : : . ; 2.9
(4y) ffw2 RPXirg(W) = ygj (29)

wherey 2 f 1; ;50g. The conditional probability mas®(XtajXirs = Yo) is similar toP(X7a), and
three examples are given in Fig. 2.18 whgg@ f 20; 30; 40g, showing that TA values are independent
of RB indexes, i.e XtaXirs. This result indicates that spectrum resources in different frequencies are
assigned in similar distributions regardless of the distances of mobile devices to the eNB, as the TA
values linearly correspond to the distances between users and the base station.

After studying the relationship between RB usage and UE-eNB distance, we investigate the impact of
packet size on the frequency of assigned spectrum resources. De ne the random Yeddbigpacket
sizes of RBs in the sample spacB”. The packet size of an RB is the number of codeword bytes carried
by the RB. For packets carried by multiple RBs, we regard all the RBs correspond to the same size. The

PMF of Xpsis Rp

wherex 2 N*. Bars in the bottom right of Fig. 2.19 show the distributiorXe§ before normalized by
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the size of sample spacé&P, which is
fw2 RFiXesw)= xgj=j "P(Xps= X): (2.11)

The other three plots in the gure illustrate distributionSX%is conditioned on various RB indexesrag.
The probability of packet sizes conditioned on RB indeR€sps= XjXirg = Y) iS

ifw2 RPXegw) = X; Xira(W) = yoj
ifw2 RPiXirp(W) = ygj , (212

P(xjy) =

wherey2f 1; ;50g. The conditional probability masB(XpgXirs = Yo) is similar to that ofXps, and

three examples are given in Fig. 2.19 whgg f 20; 30; 40g, showing that packet sizes are independent

of RB indexesXpsXirs. Thus, we observe that the data in different packet sizes potentially generated by
different mobile applications, are assigned to LTE RBs according to the same scheduling scheme.

Thus, the RB occupancy does not depend on its frequencies, UE-eNB distances, and packet sizes.
However, MCS values strongly affect RB occupancy. As we have introduced previously, MCS is speci ed
along with spectrum resource assignments in DCIs. MCS is ve-bit long, taking values from 0 to 31.
De ne Xy as the random variable for MCS values of RBs. The sample space is the set of all occupied
RBs in a day, M. De ne another random variabMyo for RB occupancy in the next TTI on the same
sample space. The PMF fiy, is,

ifw2 MjXu(w)= xgj
POM=X) = j‘Xh“A”j( )= X9, (2.13)
wherex2f 0; ;31g, shown by yellow bars in Fig. 2.20 in percentage. The blue and the orange bars
show the probability oKy, conditioned onXyo being 0 for unoccupied, or 1 for occupied in percentage.

The conditional PMFP(Xy = XjXno = V), IS

fw2 MiXu(w)= x;Xno(w) = ygj:
ffw2 MjXyo(w) = ygj

P(xjy) = (2.14)

Fig. 2.20 illustrates that MCS values of an occupied RB have different distributions conditioning on
whether the RBs are occupied next TTI, and the differences are quite obvious at some MCS values. For
example, the MCS values of 1 and 29 are much more likely to appear when RBs will be idle next TTI
than in RBs continuing to be occupied. Hence, MCS values of currently occupied RBs strongly correlates
with their tenancy in the next TTI, i.&yv 62 Xyo.

Remark 2: It is observed that spectrum resources on different frequency are treated similarly,
irrespective of UE-eNB distance and packet sizes. Hence, they provide little information on the frequency
of occupied spectrum. However, MCS values are highly indicative of channel occupancy in the next time
slot. These observations enhance our understanding on how different factors affect the distributions of
assigned LTE RBs, and MCS values have the potential to serve as powerful features in spectrum tenancy
prediction, a key enabler for DSA systems [70].
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2.5 Related work

In the existing literature, there are two categories of researches closely related to the measurement enabled
by U-CIMAN, the spectrum usage measurement based on traditional methods, and LTE signal decoding
by outsiders.

The fundamental importance of spectrum tenancy studies has long been recognized and there exist
many spectrum tenancy measurement campaigns. A recent survey study [23] on those campaigns provides
in depth summaries from various aspects. According to the survey, these previous spectrum measurements
typically adopt the energy detection method, because they measure the spectrum occupancy spanning a
range of several gigahertz where the signals are too diverse for other measurement methods, such as the
matched lter detection. This causes the results to be of coarse time and frequency resolutions, and the
detection threshold has to be chosen empirically, introducing another source of errors [71]. Spectrum
tenancy data in coarse granularity is useful for studies on radio activities that remain steady for long
periods of time, such as television broadcast. However, scheduling of spectrum resources in modern
cellular systems happen at millisecond time scale, far exceeding the granularity provided by existing
measurement data. It is worth mentioning that sampling at one millisecond time scale in the LTE spectrum
bands using USRPs is not enough to detect LTE spectrum usage, as in [42], since the minimum sampling
rate of 15.36 MHz is required to study the tenancy of an LTE system with 10 MHz bandwidth with out
aliasing.

Existing works that decode LTE protocol elds as an outsider have targeted only the control plane
in the physical layer, since DCIs contain many useful data elds that are able to satisfy the needs of
diverse applications as pointed out in [44]. While decoding DCls, the main challenge is how to deduce
the RNTIs. Both of the two existing solutions proposed in [44, 45] suffer from the shortcoming of being
unable to validate the decoded RNTIs [60]. U-CIMAN overcomes this issue by applying the RNTIs to
decoding user data bytes, so the RNTIs can be validated if the user data bytes are correctly decoded. In
this way, U-CIMAN not only veri es the correctness of RNTIs acquired from DCIs and RARs, but also
decodes the raw bytes of user data which contains more information on spectrum tenancy, such as the TA
values and packet sizes.

2.6 Conclusion

To accurately measure LTE spectrum tenancy, we design and implement a new snif ng tool U-CIMAN
that decodes both downlink control messages and raw data bytes without breaking LTE encryption. We
apply U-CIMAN to the four-month measurement of spectrum tenancy of a commercial LTE cell. Com-
pared with existing measurements, our results are more accurate in terms of time-frequency granularities,
and provide important details of spectrum users, such as the inferred traf c types and rough locations.
The accurate measurement enables new observations, such as the 10 seconds upper bound of idle times
and the predictive power of MCS on spectrum tenancy. Based on the ne measurement, we characterize
LTE spectrum tenancy measurements with both on/off and the proposed VAR models. The accurate
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spectrum tenancy data provided by U-CIMAN enables analysis and new understanding of LTE spectrum
tenancy that used to be shadowed by coarse measurement data.
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CHAPTER

3

FLUME: UNDERSTANDING
DIFFERENTIAL SPECTRUM MOBILITY
FEATURES IN HIGH RESOLUTION

The development of spectrum usage models has been crucial in capturing the radio spectrum occupancy,
providing regulators with a general idea of usage levels. This has led to the development of coexistence
of wireless networks in overlapping bands to address under-utilization, such as MulteFire and Licensed
Assisted Access for cellular networks. To manage these coexistence environments effectively, spectrum
tenancy models need to take on new responsibilities to predict and manage spectrum usage. This requires
accurate modeling of individual spectrum usage in ne detail. To address this challenge, we propose
the FrameLevel spectum Model (FLUMe), a data-driven model that characterizes both individual and
aggregate spectrum usage based on high-resolution spectrum data. Our model is lightweight and easy
to use, with a few variables that follow simple distributions and have close to zero correlations, yet
closely resembles actual spectrum usage statistically. We discover counter-intuitive phenomena during
our research, such as decreased busy channel times as traf c increases, and low idle times (under 10 ms)
during light traf c. FLUMe outperforms classical spectrum usage models, such as on/off, Markov, and
auto-regressive-moving-average models, when applied to spectrum prediction and management.
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3.1 Introduction

Radio spectrum is the fundamental resource for wireless networks, so the spectrum usage has been
measured and characterized in numerous studies [72—74]. These measurements quantify the spectrum
usage in coarse time-frequency resolutions of hundreds of seconds by several megahertz, as the goal of
such campaigns is to provide regulators with the overall spectrum usage levels in radio spectrum bands.
Such measurements also lay the foundation for the proposals and the establishment of various standards
that allow operations of mobile systems in underutilized and unlicensed spectrum bands. For example,
MulteFire [28] and Licensed Assisted Access (LAA) [29] support Long-Term Evolution (LTE) and 5G
new radio (NR) deployment in TV White Space (TVWS), 2.4 GHz and 5 GHz Industrial, Scienti ¢, and
Medical (ISM) spectrum bands, to coexist with other wireless networks, such as WiFi and Low-Power
Wide Area Networks (LPWANS) [75-77].

Granting mobile systems additional spectrum bands improves spectrum ef ciency by allowing
opportunistic and open access of underutilized spectrum channels [76, 78]. Meanwhile, it adds the
new requirementsf supporting the spectrum prediction and the channel access algorithm design to
spectrum tenancy modéisr collision avoidance in coexistence spectrum bands [31, 79]. Model based
spectrum predictions require the inputs of spectrum usage data, and then the model parameters are
tted to the measurement results. Hence, theolutionof the input spectrum data plays a decisive
role in building spectrum models, and spectrum models for prediction purposes are being developed
based on increasingly ne spectrum granularities. For example, one early spectrum measurement that
predicts tenancy based on a pattern matching model achieved a resolutidsaafonds by):2 MHz
[22]. Recently, the measurement resolutions for spectrum models are further improved to hundreds of
milliseconds, such as00 and200 ms in [31, 80], because the prediction targets are LTE and WiFi
networks whose tenancy varies at millisecond or even ner time scales. However, it should be noted
that even the most ne-grained models are not based on scheduling-level spectrum measurement. For
example, the highest time resolution for LTE spectrum usage modeblims in [31] as far as we know,
whereas the actual spectrum usage can change every millisecond, i.e., the LTE scheduling interval. Thus,
the prediction based on the proposed model is restricted to the time resolufié@ s, which cannot
re ect the true tenancy changing every millisecond. To satisfy the demands of high resolution predictions
based on spectrum tenancy models, one research questiow t® model spectrum tenancy based on
data in the same resolution as the scheduling of the spectrum resources

Besides the high resolution requirement on spectrum models due to the new application to spectrum
prediction, spectrum tenancy models also exert substantial impacts on the design of spectrum access
algorithms, which requires the modeling for the spectrum usagedafidual wireless devices [81-84].

For example, the spectrum usage behavior of Primary Users (PUs) is modeled as a preemptive M/G/1
queue in [81, 82]. A non-preemptive M/G/1 queue is adopted to model the spectrum tenancy of Secondary
Users (SUs) in [81-83]. In another spectrum access design [84], the spectrum tenancy of individual PU
devices is characterized by an on/off model. However, it has not been veri ed by measurement data that
the spectrum usage of individual devices follow any of the aforementioned models, which harms the
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soundness of the research based on those unveri ed spectrum models. The lack of spectrum model for
individual end devices is because existing data-driven spectrum models rely on measurements that cannot
differentiate the spectrum activities of individual wireless devices. Hence, another ques$tion tic
measure and model the spectrum usage of individual wireless end devices.

To address the above two questions arising from new applications of spectrum tenancy modeling, we
propose a new model called the “spectrum mobility'. It is important to note that “spectrum mobility' in
this context refers to the new spectrum tenancy model presented in this paper, and should not be confused
with other concepts such as the spectrum handoff in cognitive radio networks, where users move from
one frequency channel to another [85]. The spectrum usage traces are regarded as a movement of the
occupied spectrum slices within the two dimensional time-frequency grids by our proposed spectrum
mobility model. It characterizes the spectrum usage of individual mobile devices using four parameters:
camping times, access intervals, channel hops, and tenancy widths. The camping time and the access
interval represent busy and idle periods of spectrum usage, respectively. The channel hops describe the
movement of the carrier frequency across different frequency channels, and the tenancy width is the
number of unit spectrum slices allocated in a scheduling interval, as depicted in Fig. 3.1.

Figure 3.1 Classical tenancy vs. spectrum mobility.

Compared with classical models that study spectrum usage in different channels independently
without differentiating individual users, such as the on/off model for the tenancy in channel 3 in Fig.
3.1 [54], the spectrum mobility not only characterizes the spectrum dynamics of individual users, such
as the tenancy of two users marked as "Busy-ID1' and "Busy-ID2', but also considers spectrum usage
spanning multiple channels. This is a highly relevant feature for modeling spectrum usage of Orthogonal
Frequency-Division Multiplexing (OFDM) systems that assign spectrum resources in different frequency
channels to various users, such as LTE and 5G NR.

Due to the current dominance of LTE systems, their smooth transition to future 5G, and the emerging
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coexistence with other wireless systems as supported by LAA and MulteFire, we adopt a data-driven
approach to address the two questions based on the spectrum tenancy of a commercial LTE cell under
diverse wireless traf ¢ conditions. The high resolution is achieved by decoding the downlink control
messages that contain the spectrum assignment decisions from the LTE base station. Hence, the spectrum
tenancy resolutions are as ne as the LTE scheduling, i.e., in the unit of 1 ms by 180 kHz. To extract
samples of the variables de ned in the spectrum mobility, the measurement data is further processed,
including but not limited to identifying the users for the spectrum usage, and deleting the spectrum
tenancy not for user data transmissions, such as the spectrum slices carrying periodic cell broadcast.

After the measurement and the post-processing, we study the distributions of the variables de ned
in the spectrum mobility model, and their correlations. Based on the distribution studies, we obtain
counter-intuitive observations contrary to the results reported in earlier spectrum modeling works, such
as the decreased busy times in high wireless traf ¢, and the short idle times even in low traf c. Since the
spectrum mobility model is proposed to ful Il the new design goals of supporting spectrum prediction
and access algorithm design for the coexistence of different wireless networks, we apply the spectrum
mobility model to both these applications. Compared with the on/off model, the spectrum mobility model
achieves higher prediction accuracy. It is compared in a fair setting where both models are trained by
the same high resolution data of spectrum tenancy. To investigate the impacts of spectrum models on
spectrum access algorithms, thorough simulations are conducted to study the collision rates and delays
of two spectrum access algorithms that coordinate the access requests characterized by three different
spectrum models. When the spectrum usage follows the spectrum mobility model, the collision rates are
higher than the Markov and the auto-regressive-moving-average (ARMA) spectrum models.

Our contributions are summarized as the follows. First, we developrdraet evel spectum Model
(FLuMe), which includes theamping timetheinter-access timahehopping distanceand thetenancy
width, by monitoring spectrum tenancy in the same time-frequency resolutions as scheduling. The model
parameters are studied under low, medium, and high wireless traf ¢ condltimms the details of the
model de nitions and the data collections are elaborated in Sec. 3.2 and 3.3. The high resolution model
that characterizes spectrum activities of individual wireless devices is proposed to serve the emerging
design goals of spectrum models, i.e., spectrum prediction and access algorithm design. Second, we study
the distributions and the correlations among the model parameters, based on large amounts of spectrum
data achieved through the real world measurement and the post-processing. Contrary to the results in
previous studies, we observe a counter-intuitive phenomenon that the busy time lengths are distributed
more towards the lower end when wireless traf ¢ is high. The idle times, or the inter-access times,
concentrate on small values und€rms, even in low traf ¢ scenarios. Third, the proposed spectrum
mobility model is able to generate synthetic spectrum tenancy traces with iddfitigile variable
distributions with our large scale measurement. By tuning the parameters, the spectrum mobility model
is also able to synthesize spectrum usage patterns reported in other measurements [31-33]. Lastly, We
apply the spectrum model to spectrum predictions and access designs. When the spectrum tenancy is
predicted based on spectrum mobility parameters, the accuracy rangedrtori4% higher than those

IThe dataset will be made available to the publidgitHub upon the acceptance of the manuscript with an agreement of use.
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(a) Individual-access spectrum strides.

(b) Spectrum access sessions.

(c) Aggregatedspectrum strides.

Figure 3.2 An example ofFLuMe parameters.

achieved by parameters in the on/off model. When the spectrum access activities are modeled by the
spectrum mobility, spectrum accesses suffer from higher collision rates than ARMA or Markov model
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based spectrum access under the same wireless traf ¢ levels, which advocates that ARMA and Markov
based spectrum accesses underestimate the amount of channel collisions.

3.2 TheFLuMe Framework

Since modeling the spectrum usage of individual wireless devices is missing yet crucial for improving
spectrum ef ciency, we propose titd.uMe framework, which characterizes both individual and aggregate
spectrum mobility.

3.2.1 Individual Spectrum Mobility

Inspired by application traf c models that categorize user data arrivals into sessions to capture both
intra-session and inter-session features [86, 87]FthéVie framework assumes that individual spectrum
mobility, or the spectrum slices assigned to carry user data, also occurs in sessions. As a result, the
framework introduces individual-access and session variables to characterize individual spectrum mobility
in these two levels accordingly.

Individual-access variable®Ve assume that spectrum resources are assigned in orthogonal frequency
slices and discrete time intervals, which is reasonable in most wireless systems that use OFDM or
OFDMA techniques, e.g. LTE/5G. In the example illustrated in Fig. 3.2(a), the number of orthogonal
frequency channelm = 4 is shown by the vertical axis, and the horizontal axis records spectrum
mobility in discrete time intervals. The differential spectrum mobility strides are denotéd;fy=
(Cjijshyisagisdia)s i = 4,20 ;305 = 12, ;1j9, where the four elements;;; ;h;;i;;a;i;;dj;,, are
instances of the random variablésH; A; D for camping time, hopping distance, inter-access time, and
tenancy width. The session indg¢xanges froni to J, andi; is the index for individual-access variable
samples in the sessignstarting froml to |j. Speci cally, the camping tim€ is the amount of time
when a frequency channel is continuously occupied, starting from the beginning of the rst time slot to
the end of the last one. For example, the rst camping time in sedsstrown in blue in Fig. 3.2(a) is
c1.1 = 2, and the second sampleds; = 1. The hopping distance is the difference between the index of
the starting frequency channel and that of the ending channel. For instance, the second hopping distance
ishi.o=3 2= 1, as the destination channel index is 3 and the source channel index of the center
frequency is 2; the rst hopping distance of the blue usdnis= 2 4+ m= 2, where the number
of channelsn= 4 is added to bring the negative hopping distance to a positive value. The inter-access
time is the number of time slots between two spectrum accesses, and it is measured from the end of
the previous channel usage to the beginning of the next, e.g., the rst inter-access time of the blue user
isas:1 = 2, and its second one &, = 1. The tenancy widttD is the number of occupied frequency
channels in one spectrum access in a session. In Fig. 3.2(a), the second access in session one has a tenancy
width of three, i.e.gd1.» = 3. The individual-access variables describe the spectrum usage of individual
end devices, and better captures the spectrum tenancy correlations of multiple adjacent channels than the
models that assume no tenancy dependency among different channels [22].

Session variabledVe characterize the spectrum mobility sessions by a sequence of session variables,
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fsj=(bj;wj;n));j= 12, g. Theb;is a sample of the random variatBethe index of the frequency
channel on which a session starts. The number of time slots between the starting time of consecutive
sessiong landj is denoted byv;, an instance of the random variable The number of discontinuous
spectrum accesses in sessjda nj, an instance of the random variaiNeIn Fig. 3.2(c), we illustrate

two sessions for different users, shown in blue and green. Since the blue session starts from the rsttime
slot, its inter-session time is deemed to be zero,we= 0, andw, = 3. The index of starting frequency
channels and the numbers of discontinuous spectrum accesses of the two ses$ipnsdarg = 3,

andb, = 1, np = 2. The session variables are a complement to individual-access variables to specify the
numbers of user strides, the starting frequency channel, and the time between sessions. By grouping
spectrum accesses into sessions, there are fewer outliers in the samples of the individual-access variables,
so their distributions can be captured by functions with a small number of parameters.

3.2.2 Aggregated Spectrum Mobility

The FLuMe framework is a versatile spectrum model, since it not only characterizes the spectrum
activities of individual devices, but also models the aggregate usage, which is similar to the classical
spectrum usage models that do not differentiate the spectrum users [88].

We de ne aggregate spectrum mobility by a sequence of strides similar to the individual mobility in
Sec 3.2.1. Aggregate strides are denoteitias ( &; F\k; ay; ofk);k= 1;2; ;Kg, whereé is a sample of
the random variabl€, the number of time slots for a continuous camping on a same channdi, and
is an instance of the random variatble the differences between the frequency index of two adjacent
spectrum access. The random variablgenotes the aggregate inter-access time, the number of time slots
between two adjacent spectrum usage on different spectrum bands, and the san@pleBraraggregate
tenancy width is a random variaii anddy denotes an instance of it. The index for aggregate spectrum
stride is denoted ds ranging froml to K. In the example in Fig. 3.2(c), we have two users in green and
blue, and the 2-slot occupancy during 4;5 is composed of 1-slot camping time of the green user, and
one of the blue, and they further switch to channel 2 and 3. Therefore, the spectrum activity includes
the camping time on channel 4 for two slofs € €, = 2), while & = 1 duringt = 3, which gives an
aggregate view of spectrum strides without specifying individual users. The distributions of these random
variables under different traf c conditions are investigated in Sec. 4.

3.3 Data Collection and Processing

Here we present the details of how we collect spectrum usageeigranularity and how they are
processed for extracting features for the propdseaMe framework.

3.3.1 Data Collection

In order to collect the desirable features of spectrum usage, we consider the following three conditions.
First, spectrum usage must be captured in the same time-frequency resolution as they are occupied by
the users, which is 1 ms by 180 kHz in LTE systems. Second, spectrum usage must be associated with
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individual devices and their traf ¢ sessions such that the mapping between traf ¢ sessions, spectrum usage,
and individual spectrum access can be established. Second, spectrum usage data must be suf ciently large
to incorporate spectrum tenancy patterns under various wireless traf ¢ conditions, so tRatifie
framework generally applies to different traf c levels. Based on the summary of spectrum measurement
studies in Table VI in [23] and the examination of online data sets, we nd that existing spectrum
tenancy measurements fail to meet our requirements [89]. In other words, we need to set up a spectrum
measurement system and collect spectrum usage tdvandle modeling.

Figure 3.3 The setup of the measurement FtuMe variables.

The measurement setup is illustrated in Fig. 3.3. Our measurement system is composed of a Software
De ned Radio (SDR) system and a host personal computer (PC). The SDR system includes a Universal
Software Radio Peripheral (USRP) X310 motherboard [47], and two SBX-120 wide-band daughter-
boards [63]. The host computer has a quad-core CPU and 16 GB memory, running Ubuntu 16.04 operating
system. The radio front end realized by the SDR communicates with the host PC using USRP Hardware
Driver (UHD) [48] version 3.9.7. To scan the spectrum usage data of a commercial LTE cell, we rst
search the LTE bands in commercial operations near our lab. We adopt a spectrum analyzer to verify the
existence of LTE control channels, and nd the nearby cell with the best Signal to Noise Ratio (SNR).
The downlink system bandwidth of the cell is 10 MHz that accommodzi¢3 E Resource Blocks (RB),
which is equivalent to the number of frequency channeRLlinMe, i.e.,m= 50. We collect spectrum
usage data of the nearby LTE cell in different time periods of the day, obtad@a@million binary
tenancy in total. Each spectrum usage is either marked as unused by zero, or occupied by the user RNTI,
that is, the running time user ID without leaking user information.

The key steps to achieve the decoding based high resolution measurement for user spectrum activities
are depicted in Fig. 4.3. First, the SDR radio front tunes onto the LTE band veri ed by the spectrum
analyzer, and turns the analog carrier frequency signals to baseband complex samples. Through an
Ethernet cable, the complex samples are passed to the PC for further processing.

Within the host PC, the rst step in decoding spectrum usage is to achieve time and frequency
synchronization based on the periodical LTE main broadcast and synchronization signals in the center of
the time-frequency spectrum resources in LTE subframes. Since we choose a high SNR cell, the LTE
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Figure 3.4Key steps in the measurement.

physical layer user identity, the Radio Network Temporary ldenti er (RNTI), is decoded in the process
of Downlink Control Information (DCI) blind decoding, as discussed in [44]. To improve the reliability

of decoded RNTIs, we further apply the RNTIs to user data decoding so that the RNTIs can be validated
[74].

After the DCI and RNTI decoding, the spectrum tenancy of the LTE cell is parsed from DCls and
measured exactly as the scheduling. However, part of the spectrum usage in an LTE cell is not the results
of user data transmissions. For example, some LTE RBs are occupied regularly to carry LTE System
Information Blocks (SIBs) to announce physical layer information related to cell access and selection,
even if there is no user traf ¢ at all. Such transmissions consume spectrum resources, but they do not
re ect spectrum activities due to user data transmissions. As the goal of the spectrum mobility model is to
link spectrum tenancy to data transmission activities rather than study the static spectrum usage of Media
Access Control (MAC) and physical (PHY) layer signaling, we need to nd a way to identify the spectrum
tenancy independent of user data transmissions. According to Table 7.1-1 in [61], the range of RNTIs that
correspond to user data transmissions are 2401 to 65523. Hence, we further identify the spectrum tenancy
for user data transmissions based on RNTI values in the last step of the measurement, by marking RBs as
occupied by RNTIs in the range of 2401 to 65523 or unused by 0. Compared with classical spectrum
modeling data sets [23], our data achieves high resolutions and links directly to spectrum tenancy due to
user data transmissions with the spectrum usage of MAC and PHY layers ltered out.

3.3.2 Data Processing

Though we have achieve the spectrum tenancy of user data transmissions in the same resolution as
scheduling, further data processing is still required to extract data samples Firule variables. Two
important practical issues addressed in post-processing are elaborated as the following.

Trace the user IDs: The rst challenge is how to trace individual spectrum usage given that the
recorded tenancy is marked by RNTIs, a temporary ID, rather than a user ID with traf ¢ information.
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This challenge stems from the RNTI design, which is supposed to hide user identities in the physical
layer by frequent updates of RNTI values. According to LTE speci cations, RNTIs need to be updated
whenever a user goes from an idle to a connected state [90], which occurs around tens of seconds [91].
In practical systems, RNTI update intervals can be as long as several hours in the US [92]. Recall that
the FLUMe variables described in Sec. 3.2, camping tilGefmter-access time4, and inter-session
timesW, are much shorter than the RNTI update intervals in practical systems. This is because these
variables re ect the dynamic changes in spectrum usage. In fact, they aranldmly to be larger than
200ms, asP(C> 200 = 0, P(A> 100 = 0:0537 P(W > 100) = 0:0631according to our analysis,
whereP() measures the probability. Hence, the RNTI update intervals are ableétistes larger than the
differential camping times, inter-access times and inter-session times. Thus, the RNTI updates only affect
a small portion of the samples 6f A andW by splitting them into different spectrum mobility sessions.

Find the session end:The second challenge is how to determine the end of a spectrum mobility session.
Because RNTIs are updated at long intervals ranging from tens of seconds to hours, the spectrum usage
with the same RNTI may span over multiple user traf ¢ sessions. For example, user traf c sessions,
such as HTTP sessions, typically time out under 600 seconds [93]. Thus, we need to determine the
end of spectrum mobility sessions to split a long sequence of spectrum usage with the same RNTI into
multiple sessions so that the spectrum mobility model better re ects the spectrum usage due to user
data transmissions. To separate long spectrum strides with the same RNTI into shorter sessions, we rst
analyze the individual inter-access times without session boundaries, dendtedragn, we deem

that samples larger than tBéth percentile oA are formed by the spectrum accesses on the ends of
two adjacent spectrum mobility sessions with the same RNTI. From our statistical analysis, we nd
P(A 116 = 0:9, and we thus split the spectrum usage with the same RNTI at the accesses after which
the immediate next one is 116 ms or longer away.

Now that the two challenges in post-processing have been addressed, we introduce the three steps
in our top-down approach to process the more tBiaB million aggregate spectrum mobility strides
§:k2f1, ;KgK 378 10°. Asillustrated in Fig. 3.5, the three steps to extract the desirable
features fol-LuMe are as the follows. First, we extract the aggregate spectrum mobility strides, that is,
the overall usage of all LTE RBs. Then we locate the center frequency channels and extract the aggregate
camping times, hopping distances, inter-access times, and the tenancy width, as shown in gray blocks
in step 1 in Fig. 3.5 without differentiating individual users, such as User 1 and User 2 in the example.
Second, we extract the individual-access variabjgswithout cutting the sessions with the same RNTIs.
The individual-access samples are processed before session variables because we cut sessions with
the same RNTI between tenancy with long inter-access times as previously explained in the practical
challenges. In the example in Fig. 3.5, the ve inter-access times in the two sessions are 0,0,1,2, and 3. In
the last step, we split the spectrum accesses of the same RNTI based on the inter-access time samples,
aj;i;- For instance, if we choose tl8éth percentile of inter-access time samples as the cutting length,
then the user 2 session in step 2 is separated into two sessions at the point in step 3 shown in the gure,
becausening(P(A a) 0:8)= 3. As aresult, three sessions are identi ed in the example in Fig. 3.5.

For the spectrum mobility of individuals, we obtain over one million samples of session variables
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Figure 3.5An example of the three-step data processing.

S;j2f1  ;Jg;J 10°gin which there are nearl®00million samples of individual-access variables
siinij2f1 ;1jg&l; 200 10°.! The size of the data 8 GB when zipped. Given the data size

and the fact that they are collected in carefully chosen hours with diverse traf c levels, our data set
exhibits substantial statistical signi cance even when compared with large scale measurements, such as
the 2GB of 14900 8058 readings in [22]. Next, we present data analytics foFthéMe variables.
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3.4 Observations withFLuMe Model

In this section, we analyze the data traces of the spectrum mobility and investigate the statistical
characteristics of thELuMe variables. We evaluate the measurement data analytics using four types of
functions: exponential, power, quadratic, and power over logarithm.

3.4.1 Preliminaries

Our objective is to discover new observations of dynamics in spectrum usage, with a focus on new
features oFLuMe spectrum mobility. To achieve this, we are considering the following issues.

Traf ¢ loads: We analyze the distributions &lL.uMe variables based on different levels of spectrum
usage. The usage level, denotedJass de ned as the ratio of occupied RBs to the total number of RBs
during a camping time in one stride or session. The distributions are studied under three usage levels:
U 2 [0;0:3] for low traf ¢, U 2 (0:3;0:7] for medium traf ¢, andJ 2 (0:7;1] for high traf c.

Fitting functions.The goal of the data-driven modeling approach is to identify tting functions that
can be used for proactive system design and performance evaluation, both with and without runtime
measurements. To achieve this, we consider six functions and select the best three for summarizing our
observations, that is,

f(x) = 1 1€ 2 (3.1)
f(X) = | 1€ 2+ | 3 (3.2)
f(x)=1x2 (3.3)
f()= 11X 2+1 3 (3.4)
f(X)= | @+ | ox+ | 3; (3.5)
f(x) = | 1X 2=log(x+ | 3); (3.6)

wherel 1;1 2;1 3;1 4 are constant parameters estimated by Maximum Likelihood Estimation (MLE). These
rudimentary functions have few tting parameters and have been proved to capture the network traf ¢
models characteristics [94]. As we will show later, these functions accommaodate well to the spectrum
mobility variables with limited tting constants, rendering the FLuMe framework practical and easily
applicable.

Quality of statistical modeldVe adopt the Akaike information criterion (AIC) that takes both the
number of parameters in the function and the goodness of t into consideration for tting performance.
The AIC measures the relative qualities of statistical models, and small AIC values are preferred because
such models capture the distributions and have few parameters to estimate. Since the absolute AIC values
are greatly affected by the sample size and they only serve the comparison purpose, we use the more
intuitive and meaningful AIC weights for performance comparisons [95]. The AIC weight oftthe
tting function is calculated asw = e v2=3).,e 2, whereV is the total number of candidates,
and = AIC, AICy is the difference with the smallest AIC value. AIC weights range fbim 1,

50



and the best one among tetting functions achieves an AIC weight that is closestitoThe AIC value
is

AlIC=2r 2log(L); (3.7)
wherelL is the optimized scalar value of log-likelihood objective function, arid the number of

parameters that are estimated for the model. The likelihood functiQuofiiservations;; ;Xg of a
random variablé& with the parameteq in its probability mass functiori(xjq) is

L@)= O fxja): (3.8)
g=1
The proposedLuMe framework offers botlindividualandaggregatespectrum mobility as explained
in Sec. Il. The former captures the spectrum usage of each individual device, and more importantly, it
reveals docal view of spectrum utilization in non-centralized systems. On the other hand, the latter
describes the total spectrum usage, and tedilwbal view of spectrum usage, which is best suited for
centralized resource management and scheduling in cellular systems, and is consistent with existing works
on spectrum database and spectrum activity maps [38, 96]. Next, we present new features of the aggregate
spectrum mobility rst, followed by that of individual spectrum mobility since data measurements are
processed in a top-down fashion as explained in Sec. Ill.B.

3.4.2 Observations of Aggregate Spectrum Tenancy

Here we present our ndings on camping time, inter-access time, hopping distance, and the tenancy
width of aggregate spectrum mobility.

3.4.2.1 Aggregate camping time

We nd that the three best tting functions for the distributions of aggregate camping time are power
law, exponential (Expl) and two-term exponential (Exp2), which are compared with low, medium, and
high traf c loads in Fig. 3.6 with y-axis being the probability in log scale. Speci cally, Fig. 3.6(a) plots
the distributions of all camping times (ms) without conditioning on spectrum usage, and the probability
of camping for one millisecond takes the major share close to one. The two-term exponential function
achieves the best tting performance with the AIC weighof 1 in most traf ¢ conditions, as shown

in the last column of Table 3.1. We observe that the two-term exponential function captures both the
initial components when the probabilities decrease sharply and the later components when the declining
trend dies down. For example, the exponential decay factoris 3:543for the fast decrease in the
beginning, and then turnstq =  0:1845in the two-term exponential function for the medium traf ¢
case folP(C = x0:3< U < 0:7).

By taking a close look at the camping time distributions, regardless of traf ¢ loads, they become more
weighted towards the rst few components, that is, short camping times of several milliseconds. This is
different from previous studies using two-state Markov chain [97], where the camping time increases with
the traf c load. We believe this is due to the frequency granularity, because the ner-grained spectrum
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(a) Combined traf c. (b) Low traf c.

(c) Medium traf c. (d) High traf c.

Figure 3.6 Distributions of theaggregateamping time: low, medium, and high traf c loads.

usage may yield shorter camping time on each RB. Multiple RBs are used to meet the traf c demands,
instead of occupying the same RB for a longer time. That also explains that in case of high traf c, slicing
spectrum resources into narrow frequency channels is exible in providing higher data rate on-demand,
which is consistent with the intuition of spectrum division and multiplexing. In addition, this result
suggests that spectrum sensing may be more often for cognizant users under high traf c, in that LTE RBs
are scheduled more often at larger quantities such that the center frequency changes more often than that
under lower traf c.

3.4.2.2 Aggregate inter-access time

We plot the distribution of inter-access time with both x and y axes in the log scale, and based on the
AIC weights, the best regression functions are the power function, the power function with a constant
term, and the power over logarithm function, which are marked by "Powerl', "Power2', and "POL,
respectively in Fig. 6. Recall the inter-access time is the time interval between using spectrum bands,
which conceptually, should be heavily dependent on the traf c loads; nonetheless, we do not observe a
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Table 3.1Fitting parameters and AIC weights of different functionsdggregateamping time in various
traf c.

Tra. Dist. |1 |2 |3 |4 W
Power| 0:9314| 4:007 n/a n/a 0
All Expl | 444 2:741 n/a n/a 0
Exp2 | 16:86 2:945 | 0:1499 1:213 | 1
Power| 0:9172 374 n/a n/a 0
Low | Expl | 1168 2:545 n/a n/a 0
Exp2 | 1343 2:738 | 0:1531 1:147 | 1
Power| 0:9691| 5:108 n/a n/a 1
Med. | Expl | 3293 3:526 n/a n/a 0
Exp2 | 3347 3543 | 7.61% * 0:1845| 0
Power| 0:9693| 5:103 n/a n/a 0
High | Expl | 3284 3:523 n/a n/a 0
Exp2 | 3546 | 3:605| 1:166e 2| 0:8059| 1

dramatic difference with the trends of the negative exponents growing smaller to steepen the decrease
of possibilities as the inter-access times increase. The major difference is the probability of the most
likely component, i.e.P(a= 0), which is0:4622 0:6293 0:7207in the three different traf ¢ conditions,
respectively. The more wireless traf ¢ there exists, the inter-access time is more likely to be small, which

is in line with the intuition that idle time is shorter during high traf c. The importance of measurement
resolution can be appreciated from the fact that most inter-access times ard @nugwhich cannot be
observed in coarse resolutions. Therefore, both camping time and inter-access time distributions reveal
high probability of small values und&0 ms, advocating that the dynamics of spectrum mobility favor
spectrum measurements in ne granularity.

Table 3.2Fitting parameters and AIC weights of different functionsdggregaténter-access time in various
traf c.

Trafc Dist. ] ) [ 3
Powerl| 0:6727 2:11 n/a
All Power2| 0:6727 2:108 8:97% °

POL 1:073 1:948 3:925
Powerl| 0:4695 1:504 n/a
Low | Power2| 0:4695| 1:493| 4:047e *
POL | 0:8093 1:351 4.602
Powerl| 0:631 1:981 n/a
Medium | Power2| 0:6311 1:.979 9:93 °
POL 1:007 1:829 3:922
Powerl| 0:7216 2:268 n/a
High | Power2| 0:7217| 2:266| 1:05% 4
POL 1:156 2:135 3:952

oOoroor|locooroorls
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(a) Combined traf c. (b) Low traf c.

(c) Medium traf c. (d) High traf c.

Figure 3.7 Distributions ofaggregaténter-access time.

3.4.2.3 Aggregate hopping distance

We observe the distribution of aggregate hopping distance and discover that the probability of hopping
distance zero is a singular point that stands out from the rest of the probabilities. Moreover, the dis-
tributions of hopping distances other than zero are symmetric with respect to the hopping distance of
k=2 = 25. Based on these observations, we t the functions to the hopping distance distributions when
the distance is in the range [df, 25|, and then ip the curve with respect to the linexof 25.

The three functions that best t the distributions of aggregate hopping distances are the exponential
function, the power law function with a constant term, and the quadratic function. As shown in Table 3.3,
the tting performance of the three functions varies in different spectrum usage conditions. When the
traf c level is low, the power law function with a constant achieves the best tting result; the quadratic
function best ts the aggregate hopping distances when the traf ¢ load is medium; the distribution is best
tted by the exponential function in the high traf ¢ case.

When the traf ¢ load is low, the spectrum mobility tends to be idle, i.e., staying on the current center
frequency. If a frequency hop happens in this case, its next center frequency channel is similar to an RB
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