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Abstract

Understanding the strategies of attacks is crucial for sgcapplications such as computer and
network forensics, intrusion response, and preventiontfré attacks. This paper presents techniques
to automatically learn attack strategies from intrusioeral Central to these techniques is a model
that represents an attack strategy as a graph of attackswittraints on the attack attributes and the
temporal order among these attacks. To learn the intrugiategy is then to extract such a graph
from a sequences of intrusion alerts. To further facilitdte analysis of attack strategies, which is
essential to many security applications such as computenatwork forensics and incident handling,
this paper presents techniques to measure the similarityeles attack strategies. The basic idea is to
reduces the similarity measurement of attack strategiesaimor-tolerant graph isomorphism problem,
and measures the similarity between attack strategiesrimstef the cost to transform one strategy into
another. Finally, this paper presents some experimergaltss which demonstrate the potential of the
aforementioned techniques.

1 Introduction

It has become a well-known problem that current intrusioieckion systems (IDSs) produce large volumes
of alerts, including both actual and false alerts. As thevodt performance improves and more network-
based applications are being introduced, the IDSs are g&mgrincreasingly overwhelming alerts. This

problem makes it extremely challenging to understand anuage the intrusion alerts, let alone respond to
intrusions timely.

It is often desirable, and sometimes necessary, to understiack strategies in security applications
such as computer forensics and intrusion responses. Forpeait is easier to predict an attacker’'s next
move, and decrease the damage caused by intrusions, iftdol atrategy is known during intrusion re-
sponse. However, in practice, it usually requires that hunmgers analyze the intrusion data manually to
understand the attack strategy. This process is not ong~tiomsuming, but also error-prone. An alternative
is to enumerate and reason about attack strategies threatihnailnerability analysisg.g, [1, 21, 35, 37]).
However, these techniques usually require predefined ibequoperties so that they can identify possible
attack sequences that may lead to violation of these piiepe/lthough it is easy to specify certain security
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properties such as compromise of root privilege, it is nmonal to enumerate all possible ones. Moreover,
analyzing strategies from intrusion alerts allows insjpecactual executions of attack strategies with differ-
ent levels of details, providing additional informationtravailable in static vulnerability analysis. Thus, it
is desirable to have complementary techniques that carigatfack strategies from intrusion alerts.

In this paper, we present techniques to automatically latieck strategies from intrusion alerts reported
by IDSs. Our approach is based on the recent advances isionralert correlation [11, 32]. By examining
correlated intrusion alerts, our method extracts the caimgs intrinsic to the attack strategy automatically.
Specifically, an attack strategy is represented as a ditextgclic graph (DAG), which we call aattack
strategy graphwith nodes representing attacks, edges representingp#éntal) temporal order of attacks,
and constraints on the nodes and edges. These constrgirgsant the conditions that any attack instance
must satisfy in order to use the strategy. To cope with vianatin attacks, we use generalization techniques
to hide the differences not intrinsic to the attack stratdgjy controlling the degree of generalization, users
may inspect attack strategies at different levels of detail

To facilitate intrusion analysis in applications such asipater and network forensics, we further develop
techniques to measure the similarity between sequencedrosion alerts based on their attack strategies.
Similarity measurement of alert sequences is a fundam@ntdllem in many security applications such
as profiling hackers or hacking tools, identification of uedted attacks, attack prediction, and so on. To
achieve this goal, we harness the results on error tolenaghgsubgraph isomorphism detection in the
pattern recognition field. By analyzing the semantics anastraints in similarity measurement of alert
sequences, we transform this problem into error toleraaplyisubgraph isomorphism detection.

Our contribution in this paper is three-fold. First, we deyea model to represent attack strategies as
well as algorithms to extract attack strategies from catesl alerts. Second, we develop techniques to
measure the similarity between sequences of alerts on tis bhathe attack strategy model. Third, we
perform a number of experiments to validate the proposelthigaes. Our experimental results show that
our techniques can successfully extract invariant attéickegjies from sequences of alerts, measure the
similarity between alert sequences conforming to humauitioh, and identify attacks possibly missed by
IDSs.

The remainder of this paper is organized as follows. The segtion presents a model to represent and
extract attack strategies from a sequence of correlatedsion alerts. Section 3 discusses the methods to
measure the similarity between sequences of related &lastsd on their strategies. Section 4 presents the
experiments we perform to validate the proposed methodsgidBeb discusses the related work, and Section
6 concludes this paper. The appendices give details of papallysis, and experimental results.

2 Modeling Attack Strategies

In this section, we present a method to represent and autaiatearn attack strategies from a sequence of
related intrusion alerts. Our techniques are developedebasis of our previous work on alert correlation
[32], which we refer to as the correlation model in this papethe following, we first give a brief overview
of the correlation model, and then discuss our new techsique

2.1 An Overview of the Correlation Model

The correlation model was developed to reconstruct attaekarios from alerts reported by IDSs. It is
based on the observation that “most intrusions are nottesmldut related as different stages of attacks, with
the early stages preparing for the later ones” [32]. The rhiedpiires the prerequisites and consequences of
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Figure 1. An example of hyper-alert correlation graph

intrusions. The prerequisite of an intrusion is the neagssandition for the intrusion to be successful. For
example, the existence of a vulnerable ftp service is theepgrasite of a ftp buffer overflow attack against
this service. The consequence of an intrusion is the p@ssiliticome of the intrusion. For example, gaining
local access as root from a remote machine may be the comsmxjoé a ftp buffer overflow attack. This
method then correlates two alerts if the consequence ofatlieealert prepares for the prerequisites of the
later one.

The correlation method uses logical formulas, which arécllgcombinations of predicates, to represent
the prerequisites and consequences of intrusions. Formgam scanning attack may discover UDP ser-
vices vulnerable to certain buffer overflow attacks. Thes piredicatedUDPVulnerableToBOR VictimIP,
VictimPor) may be used to represent this discovery.

The correlation model formally represents the preregesstnd consequences of known attacks as hyper-
alert types. Ahyper-alert typas atriple fact, prerequisite, consequenceherefactis a set of alert attribute
names,prerequisiteis a logical formula whose free variables are allfatt, andconsequencés a set of
logical formulas such that all the free variablescionsequencare infact Intuitively, a hyper-alert type
encodes the knowledge about the corresponding attacken@ihyper-alert typ@ = (fact, prerequisite,
consequengeatype T hyper-alert his a finite set of tuples ofact, where each tuple is associated with an
interval-based timestamfpé¢gintime, endtime]. The hyper-alert: implies thatprerequisitemust evaluate
to True and all the logical formulas tonsequenceight evaluate to True for each of the tuples.

The correlation process is to identify tipeepare-forrelations between hyper-alerts. Intuitively, it is
to check if an earlier hyper-aletontributesto the prerequisite of a later one. In the formal model, this
is performed through the notions of prerequisite and comsece sets. Consider a hyper-alert tylpe
(fact, prerequisite, consequencerhe prerequisite set (or consequence setYpfdenotedPrereq(T") (or
Conseq(T)), is the set of all predicates that appeampierequisite(or consequenge Moreover, theex-
panded consequence s#t7’, denotedExpConseq(T), is the set of all predicates that are implied by
Conseq(T). Thus,Conseq(T) C ExpConseq(T). This is computed using the implication relationships
between predicates [32]. Given a tyjpehyper-alerth, the prerequisite set, consequence, setdexpanded
consequence set 6f denotedPrereq(h), Conseq(h), and ExpConseq(h)), respectively, are the predi-
cates inPrereq(T'), Conseq(T), and ExpConseq(T) whose arguments are replaced with the correspond-
ing attribute values of each tuple in Each element i®Prereq(h), Conseq(h), or ExpConseq(h) is asso-
ciated with the timestamp of the corresponding tuplé.imThen hyper-alert,; prepares forhyper-alerths
if there existp € Prereq(hse) andc € ExpConseq(hy) such thap = c andc.end_time < p.begin_time.

We use a hyper-alert correlation graph to represent a setroélated alerts. Aiyper-alert correlation
graphCG = (N, E) is a connected directed acyclic graph (DAG), whatés a set of hyper-alerts, and for
each paimi,no € N, there is a directed edge from to no in E if and only if n, prepares forns. Figure
1 shows a hyper-alert correlation graph adapted from [3BE Aumbers inside the nodes represent the alert
IDs, and the types of alerts are marked below the correspgnubdes.



Limitations of the correlation model. The correlation model can be used to construct attack siosnar
(represented as hyper-alert correlation graphs) fronugiin alerts. Although such attack scenariefect
attack strategies, they do not capture the essence of tegiers. Indeed, even with the same attack strategy,
if an attacker changes certain details during attacks,dhelation model will generate different hyper-alert
correlation graphs. For example, an attacker may repeaie@essarily) one step in a sequence of attacks
many times, and the correlation model will generate a muchensomplex attack scenario. As another
example, if an attacker uses equivalent, but differenthkstathe correlation model will generate different
hyper-alert correlation graphs as well. It is then up to teeruo figure out manually the common strategy
used in two sequences of attacks. This certainly incre&sesvierhead in intrusion alert analysis.

2.2 Attack Strategy Graph

In the following, we present a model to represent and auticaibt extract attack strategies from correlated
alerts. The goal of this model is to capture the invariantsittack strategies that do not change across
multiple instances of attacks.

The strategy behind a sequence of attacks is indeed aboutchamwange earlier attacks to prepare for
the later ones so that the attacker can reach his/her final gbas, the prepare for relations between the
intrusion alerts i(e., detected attacks) is intrinsic to attack strategies. Hewen the correlation model,
the prepare for relations are between specific intrusiorntsaléhey do not directly capture the conditions
that have to be met by related attacks. To facilitate theessgrtation of the invariant attack strategy, we
transform the prepare for relation into some common comatithat have to be satisfied kit possible
instances of the same strategy. In the following, we forynedbresent such a conditions as eguality
constraint

Definition 1 Given a pair of hyper-alert typgd, 7 ), anequality constraint fol(77, T») is a conjunction
of equalities in the form ofiy = v1 A -+ A u, = v,, Whereuq,---,u, are attribute names ifi; and

vy, -+, v, are attribute names i, such that there exist(us, - - -, u,) andp(vy,- - -, v,), which are the
same predicate with possibly different argumentsZirpConseq(T1) and Prereq(T3), respectively. Given
a typeT’ hyper-alerth; and a typ€l, hyper-alerths, hy andh, satisfy the equality constraititthere exist
t1 € hy andig € hy such that;.uy = t9.01 A - -+ A t1.u, = t9.v,, evaluates to True.

There may be several equality constraints for a pair of hgbent types. However, if a tyg, hyper-alert
hy prepares for a typ&; hyper-alerths, thenh; andhs must satisfy at least one of the equality constraints.
Indeed,h; preparing forh, is equivalent to the conjunction @f; andh, satisfying at least one equivalent
constraint andh; occurring beforeh,. Assume that; occurs beforews. If hy andhy satisfy an equality
constraint for(73,T5), then by Definition 1, there must be a predicafe, - - -, u,) in ExpConseq(T})
such that the same predicate with possibly different argusag (v, - - -, vy, ), IS in Prereq(T5). Sincehy
andhs satisfy the equality constraint(uy, - - - , u,,) andp(vy, - - -, v,,) will be instantiated to the same predi-
cate inExpConseq(hy) andPrereq(hg). This implies that; prepares fohs. Similarly, if »; prepares for
he, there must be an instantiated predicate that appedis:irConseq(h1) and Prereq(hs). This implies
that there must be a predicate with possibly different amguis in ExpConseq(T1) and Prereq(T,) and
that this predicate leads to an equality constraint{fqr, 75 ) satisfied byr; andhs.

Example 1 Let us use an example from [32] to illustrate the notion ofadiy constraint. Consider the fol-
lowing hyper-alert typesSadmindPing ({ VictimIP, VictimPort, ExistsHogivictimIP), { VulnerableSadmind
(VictimIP)}), and SadmindBufferOverflow ({VictimIP, VictimPor}, ExistHost(VictimIP) A Vulnerable-
Sadmind(VictimIP), {GainRootAcceséVictimIP)}). The first hyper-alert type indicates taadmindPing
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Figure 2: An example of attack strategy graph

is a type of attacks that requires the existence of a hosteaVittimIP to succeed, and as a result, the
attacker may find out that this host has a vulnergkéeimindservice. The second hyper-alert type indi-
cates that this type of attacks requires a vulner&aemindservice at thevictimlP, and as a result, the
attack may gain root access. It is easy to see that there imenoa predicatd ulnerableSadmind in
both Prereq(SadmindBuf ferOver flow) and ExpConseq(SadmindPing). Thus, we have an equality
constraintVictimI P = VictimI P for (SadmindPing, SadmindBufferOverflpwhere the firsi/ictimIP
comes fromSadmindPingand the secon¥lictimIP comes fromSadmindBufferOverflaw

We observe in many occasions that one step in a sequencacksathay trigger multiple intrusion alerts,
and the number of alerts may vary in different situationsisThpartially due to the existing vulnerabilities
and the hacking tools. For exampleni code_shel | [33], which is a hacking tool against Microsoft
IIS web server, checks about 20 vulnerabilities at the sognstage and usually triggers the same number
of alerts. As another example, in the attack scenario redart [32], the attacker tried 3 different stack
pointers and 2 commands BadmindAmslverifyOverflowattacks for each victim host until one attempt
succeeded. Even if not necessary, an attacker may stibataliely repeat the same step multiple times
to confuse IDSs and/or system administrators. Howeveh sadations do not change the corresponding
attack strategy. Indeed, these variations make the attalagos unnecessarily complex, and may hinder
manual or automatic analysis of the attack strategy. Thesdecide to disallow such situations in our
representation of attack strategies.

In the following, an attack strategy is formally represendés an attack strategy graph.

Definition 2 Given a setS of hyper-alert types, aattack strategy graptoversS is a quadruplé N, £, T, C),
where (1)(N, E) is a connected DAG (directed acyclic graph); {2 a mapping that maps eaghe N to

a hyper-alert type i5; (3) C is a mapping that maps each edgg, n2) € F to a set of equality constraints
for (T'(n1),T(n2)); (4) For anyny,ny € N, T'(n1) = T'(ne2) implies that there exista; € N such that
T(n3) # T(n1) andng is in a path between; andn,.

In an attack strategy graph, each node represents a stepeiquarse of related attacks. Each edge
(n1,n2) represents that a tygg(n;) attack is needed to prepare for a successful #jpe,) attack. Each
edge may also be associated with a set of equality constrsattisfied by the intrusion alerts. These equality
constraints indicate how one attack prepares for anothiealli, as represented by condition 4 in Definition
2, same type of attacks should be considered as one stepsuhiy depend on each other through other
types of attacks.

Now let us see an example of an attack strategy graph.

Example 2 Figure 2 is the attack strategy graph extracted from the hgjest correlation graph in Figure
1. The hyper-alert types are marked above the correspomdidgs, and the equality constraints are labeled
near the corresponding edges. This attack strategy gragahllshows the component attacks and the
constraints that the component attacks must satisfy.



2.2.1 Learning Attack Strategies from Correlated Intrusion Alerts

As discussed earlier, our goal is to learn attack stratemjig@matically from correlated intrusion alerts. This
requires that we extract the constraints intrinsic to &ttstcategy from alerts so that the same constraints
apply to all the other instances of the same strategy.

Our strategy to achieve this goal is to process the corelattrusion alerts in two steps. First, we
aggregate intrusion alerts that belong to the same step ef@esce of attacks into one hyper-alert. For
example, in Figure 1, alerts 67432, 67434, 67436, and 674thdeed attempts of the same attack with
different parameters, and thus they should be aggregatedeastep in the attack sequence. Second, we
extract the constraints between the attack steps and egpiem as an attack strategy graph. For example,
after we aggregate the hyper-alerts in the first step, we @gat the attack strategy graph shown in Figure
2.

The challenge lies in the first step. Because of the variatidrattacks as well as the signatures that IDSs
use to recognize attacks, there is no clear way to identtiyision alerts that belong to the same step in
a sequence of attacks. In the following, we first attempt ®the attack type information to do so. The
notion ofaggregatablehyper-alerts is introduced formally to clarify when the satype of hyper-alerts can
be aggregated.

Definition 3 Given a hyper-alert correlation graghG = (N, E), a subsefN’ C N is aggregatableif (1)
all nodes inN’ are the same type of hyper-alerts, andy@), no € N’, if there is a path fromm; to no, then
all nodes in this path must be iN’.

Intuitively, in a hyper-alert correlation graph, whererirgion alerts have been correlated together, the
same type of hyper-alerts can be aggregated as long as theytused in different stages in the attack
sequence. Condition 1 in Definition 3 is quite straightfamdyebut condition 2 deserves more explanation.
Consider the same type of hyper-aletts and h,. If hy prepares for a different type of hyper-alédrt
(directly or indirectly), andh’ further prepares foh, (directly or indirectly),h; andhs obviously belong to
different steps in the same sequence of attacks. Thus, wedstioallow them to be aggregated together.
Although we have never observed such situations, we cant@but such possibilities.

Based on the notion of aggregatable hyper-alerts, the faptia learning attack strategy from a hyper-
alert correlation graph is quite straightforward. We onged to identify and merge all aggregatable hyper-
alerts. To proceed to the second step in strategy learniaqyegd a hyper-alert correlation graph in which
each hyper-alert represents a separate step in the attqukrsee. Formally, we call such a hyper-alert
correlation graph an irreducible hyper-alert correlatipaph.

Definition 4 A hyper-alert correlation grapf'G = (N, E) is irreducibleif for all N’ C N, where|N'| >
1, N’ is not aggregatable.

Figure 3 shows the algorithm to extract attack strategy liggdpom hyper-alert correlation graphs. The
subroutineGraphReductions used to generate an irreducible hyper-alert correlagi@ph, and the rest of
the algorithm extracts the components of the output attaekegly graph. The steps in this algorithm are
self-explanatory; we do not repeat them in the text. Lemmasuees that the output of algorithm 1 indeed
satisfies the constraints of an attack strategy graph.

Lemma 1 The output of Algorithm 1 is an attack strategy graph.

PROOF. We first prove the output of the subrouti&raphReductionis an irreducible hyper-alert cor-
relation graph by contradiction. Consider the outpl® = (N’, E’) of GraphReduction Suppose there
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Algorithm 1. ExtractStrategy
Input: A hyper-alert correlation grapfi'G.
Output: An attack strategy grapASG.
Method:
1. LetCG = GraphReduction{G).
2. LetASG = (N, E, T, C) be an empty attack strategy graph.
3. for each hyper-alert in CG’
4. Add a new node, denoteq,, into NV and sefl’(n;,) be the type of.
5. for each edgéh, h') in CG’
6. Add (nh,nh/) into E.
7. for eachp. € ExpConseq(h) andp, € Prereq(h’)
8. if p. = pp then
9. Add intoC(ny,, np) the equality constrain(u, = vi) A -+ A (un = vy),
whereu; andv; are theith variable ofp. andp, before instantiation, respectively.
10.return ASG(N,E, T, C).

Subroutine GraphReduction
Input: A hyper-alert correlation grapf'G = (N, E).
Output: An irreducible hyper-alert correlation graghz’ = (N', E).
Method:
1. Partition the hyper-alerts iV into groups such that the same type of hyper-alerts are all
in the same group.
2. for each group=
3. ifthereisapatly, ny,---,nk, ¢ in CG such that only andg’ in this path are irG then
4. Divide G into G1, G4, andGj such that all hyper-alerts i@, occur beforen,
all hyper-alerts inGs occur aftemy, and all the other hyper-alerts aredi.
5. Repeat steps 2 to 4 until no group can be divided.
6. Aggregate the hyper-alerts in each group into one hyfest-a
7. Let N’ be the set of aggregated hyper-alerts.
8.for allny,ny € N’
9. if there existghy, ho) € FE andh; andh, are aggregated inte; andns, respectively
10. add(ni,ns) into E’.
11.return CG' = (N, E’).

Figure 3: An algorithm to extract attack strategy graph fratmyper-alert correlation graph

existsNy; C N’, where|N;| > 1, such thatN is aggregatable. Thus, all nodeshi are the same type of
hyper-alerts, and for any two different nodes n, € Ny, if there is a path fromm; to ns, then all nodes

in the path are inV,. SinceC'G’ is aggregated from the input hyper-alert correlation grdphall pairs of
nodesn) andn), wheren| andn/, are aggregated inte; andn,, respectively, if there exists a path from
n} to nh in the input graph, all the nodes in the path must be in themafunodes aggregated into the
nodes inN,. According to steps 3 and 4 f@raphReductionthey should have been kept in the same group
and aggregated into one nodeGity’. This leads to a contradiction to the assumption tHaandn’ are
aggregated inta; andns, respectively.

Now we prove the output of Algorithm 1 is an attack strateggpdr. Consider the output of Algorithm
1 ASG = (N,E,T,C). ltis easy to see thal is a mapping that maps eaehc N to a hyper-alert type,
andC' is a mapping that maps each edge E to a set of equality constraints. In addition, because the
input hyper-alert correlation graph is a DA@Y, £) must be a directed graph. Suppose there is a cycle

ni,ng,---,ni in (N, E). There must exist two nodes ;, n12, andns; in the input hyper-alert correlation
graph such that,; andni, are aggregated inte, no; is aggregated intao, and there exists a path
nii, - +,No1, -+, N12. However, according to the subrouti&raphReductionny; andni» should have



been put into two separate groups. Thus, £) cannot have any cycle. Finally, for amy, ne € N, since
the output ofGraphReductions irreducible, ifT(n1) = T'(ns3), then there must exists € N in a path
betweenn; andny such thatl'(ns) # T'(nq). O

2.3 Dealing with Variations of Attacks

Algorithm 1 in Figure 3 has ignored equivalent but differaftacks in sequences of attacks. For example,
an attacker may use eithpmapdumpor SadmindPingto find a vulnerable Sadmind service. As another
example, an attacker may use eitlfadmindBufferOverflowr TooltalkBufferOverflovattack gain remote
access to a host. Obviously, at the same stage of two sequehattacks, if an attacker uses equivalent but
different attacks, Algorithm 1 will return two differenttack strategy graphs, though the strategies behind
them are the same.

We propose to generalize hyper-alert types so that the &ymtdifference between equivalent hyper-alert
types is hidden. For example, we may generalize BatimindBufferOverflowndTooltalkBufferOverflow
attacks intdRPCBufferOverflow

A generalized hyper-alert type is created to hide the ursszng difference between specific hyper-alert
types. Thus, an occurrence of any of the specific hypersagrould imply an occurrence of the generalized
one. This is to say that satisfaction of the prerequisite specific hyper-alert implies the satisfaction of
the prerequisite of the generalized hyper-alert. Moreot@cover all possible impact of all the specific
hyper-alerts, the consequences of all the specific hyper-lpes should be included in the consequence
of the generalized hyper-alert type. It is easy to see thatgneralization may cause loss of information.
Thus, generalization of hyper-alert types must be cargfudindled so that information essential to attack
strategy is not lost.

In the following, we formally clarify the relationship bet&n specific and generalized hyper-alert types.

Definition 5 Given two hyper-alert type§,, and T, whereT, = (fact,,prereqq, conseqy) andTy =
(facts, preregs, conseqs), we sayTy is more general tharff’s (or, equivalently,T; is more specific thaff,)
if there exists an injective mappingfrom fact, to facts such that the following conditions are satisfied:

e If we replace all variables in prereg, with f(z), preregs impliesprereq,, and

e If we replace all variables: in conseq, with f(x), then all formulas inconseq, are implied by
conseqg.

The mappingf is called thegeneralization mappingom 7 to T,.

Example 3 Suppose the hyper-alert typ&admindBufferOverflovand TooltalkBufferOverflonare spec-
ified as follows: SadmindBufferOverflow ({VictimIP, VictimPor}, ExistHost(VictimIP) A Vulnerable-
SadmindVictimIP), {GainRootAccesgVictimIP)}), andTooltalkBufferOverflows ({VictimIP, VictimPort,
ExistHost(VictimIP) A VulnerableTooltalk VictimIP), { GainRootAccesgVictimIP) }). Assume tha¥/ulner-
ableSadmindVictimIP) imply VulnerableRPQVictimIP). Intuitively, this represents that if there is a vulner-
able Sadmind service &fictimIP, then there must be a vulnerable RPC serviae, the Sadmind service)
at VictimIP. Similarly, we assumé&ulnerableTooltalk(VictimIP) also impliesVulnerableRPQVictimIP).
Then we can generalize boBadmindBufferOverfloand TooltalkBufferOverflownto RPCBufferOverflow
= ({VictimIP}, ExistHost(VictimIP) A VulnerableRPQVictimIP), {GainRootAcces§VictimIP)}), where
the generalization mapping g VictimIP) = VictimIP.



By identifying a generalization mapping, we can specify reapecific hyper-alert can be generalized
into a more general hyper-alert. Following the generatiramapping, we can find out what attribute values
of a specific hyper-alert should be assigned to the attgbofethe generalized hyper-alert. The attack
strategy learning algorithm can be easily modified: We fiestagalize the hyper-alerts in the input hyper-
alert correlation graph into generalized hyper-alert$of@ing the generalization mapping, and then apply
Algorithm 1 to extract the attack strategy graph.

Although a hyper-alert can be generalized in different glarties, it is not an arbitrary process. In
particular, if one hyper-alert prepares for another hygert before generalization, the generalized hyper-
alerts should maintain the same relationship. Otherwise dependency between different attack stages,
which is intrinsic in an attack strategy, will be lost.

The remaining challenge is how to get the “right” generalibgper-alert types and generalization map-
pings. The simplest way is to manually specify them. For gdamApache2, Backand Crashiisare all
Denial of Service attacks. We may simply generalize all ehthinto oneVebServiceDOS3However, there
are often different ways to generalize. To continue the al@mampleApachezandBackattacks are against
the apache web servers, whilzashiisis against the Microsoft IIS web server. To keep more infdiama
about the attacks, we may want to generalpacheandBackinto ApacheDOSwhile generalizeCrashiis
and possibly other DOS attacks against the 1IS web serveriBDOS Nevertheless, this doesn't affect
the attack strategy graphs extracted from correlatedsidrualerts as long as the constraints on the related
alerts are satisfied.

Automatic Generalization of Hyper-Alert Types It is time-consuming and error-prone to manually gener-
alize hyper-alert types. One way to partially automate pnesess is to use clustering techniques to identify
the hyper-alert types that should be generalized into a cmmwone. In our experiments, we use the bottom-
up hierarchical clustering [20] to group hyper-alert typesrarchically on the basis of the similarity between
them, which is derived from the similarity between the pgerisites and consequences of hyper-alert types.
The method used to compute the similarity is described below

To facilitate the computation of similarity between prarsites of hyper-alert types, we convert each
prerequisite into amxpanded prerequisite sethich includes all the predicates that appear or are irdplie
by the prerequisite. Similarly, we can get the expanded equmsnce set. Consider two sets of predicates,
denotedS; andSs, respectively. We adopt the Jaccard similarity coeffic{@®] to compute the similarity
betweenS; and S,, denotedSim(S1,S2). That is, Sim(S1,S2) = ﬁ wherea is the number of
predicates in botlb; and.Ss, b is the number of predicates only #y, andc is the number of predicates
only in Ss.

Given two hyper-alert type®; andTs, the similarity betweerl; andT;, denotedSim(T},T5), is then
computed as'im (11, T) = Sim(X Py, X Py) x wy,+Sim(X Cy, X Cy) x w,, whereX P; andX P, are the
expanded prerequisite setsigfandTs,, X C; andX C,, are the expanded consequence sef§ aeihdT5, and
w, andw, = 1 — w, are the weights for prerequisite and consequence, regplyct(In our experiments,
we usew, = w. = 0.5 to give equal weight to both prerequisite and consequendw/ér-alert types.)
We may then set a threshotdso that two hyper-alert types are grouped into the sameetlostly if their
similarity measure is greater than or equaktoAppendix A includes some generalization hierarchies we
encountered in our experiments.

Remark Generalization of hyper-alert types is intended to hideawessary differences between different
types of attacks. However, at the same time when it simplifiesattack strategies, it may also hide critical

details of attacks. Thus, generalization of hyper-algses/must be used with caution. A plausible way is
to consider attack strategies learned at multiple gereatidin levels. It is also interesting to take advantage
of the relationships between attack strategies at diffegeneralization levels. However, this is out of the

scope of this paper. We will consider this problem in our fatwork.



A limitation of this method is that the attack strategies&stied from intrusion alerts heavily depend on
the underlying IDSs and alert correlation system. In paldi;; if the IDSs miss a critical attack, or the alert
correlation system leaves a critical step out of the coordmg attack scenario, the attack strategy may
be split into multiple ones. Moreover, if the alert corr@at system incorrectly places a false alert into an
attack scenario, the quality of attack strategy will alsgrdde. Nevertheless, these problems exist even for
manual intrusion analysis, and they have to be addresseéttsr intrusion detection and alert correlation
techniques.

3 Measuring the Similarity between Attack Strategies

In this section, we present techniques to measure the sityitetween attack strategy graphs based on error
tolerant graph/subgraph isomorphism detection, whichidess studied extensively in pattern recognition
[4,24-27]. Since the attack strategy graphs are extracted $equences of correlated alerts, the similarity
between two attack strategy graphs are indeed the sinjilagitveen the original alert sequences in terms of
their strategies. Such similarity measurement is a funadaah@roblem in intrusion analysis; it has potential
applications in incident handling, computer and networlefgics, and other security management areas.

We are particularly interested in two problems. First, hawikar are two attack strategies? Second, how
likely is one attack strategy a part of another attack sisgreThese two problems can be mapped naturally
to error tolerant graph isomorphism and error tolerant sajply isomorphism problems, respectively.

To facilitate the later discussion, we give a brief overvigherror tolerant graph/subgraph isomorphism.
Further details can be found in the rich literature on grapbgraph isomorphism [4, 24-27].

3.1 Error Tolerant Graph/Subgraph Isomorphism

In graph/subgraph isomorphism, a graph is a quadrGpte (N, E, T, C), whereN is the set of nodesy

is the set of edgeq; is a mapping that assigns labels to the nodes(amsla mapping that assigns labels to
the edges. Given two graplis, = (N1, E1,T1,C1) andGy = (Na, Es, T, C3), a bijective functionf is a
graph isomorphisnrom G; to Gs if

e foralln; € Ny, T1(ny) = To(f(n1));

e forall e; = (ny,n)) € E1, there existes = (f(n1), f(n})) € Es such thatC(e;) = C(eq), and for
all ea = (ng,nb) € Ey, there existe = (f~1(ng), f~1(n})) € E; such thatC(ez) = C(ey).

Given a graphG = (N, E,T,C), asubgraphof G is a graphGs; = (Ns, Es, Ts, C) such that (1)
Ny € N, (2 Es = EN (Ns x Ny), (3) for all nys € Ng, Ts(ns) = T(ns), and (4) for alle; € E;,
C’s(es) = C’(es). Given two graphill = (Nl,El,Tl,Cl) and Gy = (NQ,EQ,TQ,CQ), an injective
function f is asubgraph isomorphisrfiom G to Go, if there exists a subgraphss of GG, such thatf is a
graph isomorphism froni/; to Go,.

As a further step beyond graph/subgraph isomorphism, emrant graph/subgraph isomorphism (which
is also known as error correcting graph/subgraph isomerphis introduced to cope with noises or distor-
tion in the input graphs. There are two approaches for eoterdant graph/subgraph isomorphism: graph edit
distance and maximal common graph. In this paper, we focuagawh edit distance to study the application
of error tolerant graph/subgraph isomorphism in intrusietection.

The edit distance method assumes a set of edit opera@gsdeletion, insertion and substitution of
nodes and edges) as well as the costs of these operationdefimels the similarity of two graphs in terms
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of the least cost sequence of edit operations that transforme graph into the other. We denote the edited
graph after a sequence of edit operatiahsas A(G). Consider two graphgs/; and Go. The distance
D(G4,G3) from G, to G, w.r.t. graph isomorphisnis the minimumsum of edit costs associated with a
sequence of edit operations on G; that leads to a graph isomorphism frafx(G) to G. Similarly,

the distance D4(G1, G2) from G; to G2 w.r.t. subgraph isomorphisris the minimumsum of edit costs
associated with a sequence of edit operatiiren (G; that leads to aubgraphisomorphism fromA(G1) to

G-. An error tolerant graph/subgraph isomorphisitom G to G is a pair A, f), whereA is a sequence

of edit operations oK7, andf is a graph/subgraph isomorphism fral{G) to Gs.

It is well known that subgraph isomorphism detection is arddRplete problem [17]. Error tolerant sub-
graph isomorphism detection, which involves subgraph @mimsm detection, is also in NP and generally
harder than exact subgraph isomorphism detection [25]eNlegless, error tolerant subgraph isomorphism
has been widely applied in image processing and patterrgnéian [4, 24—27]. In our application, all
the attack strategy graphs we have encountered are smphgywith less than 10 nodes. We argue that
it is very unlikely to have very large attack strategy grapmsgpractice. Thus, we believe error tolerant
graph/subgraph isomorphism can be applied to measurerthiusiy between attack strategy graphs with
reasonable response time. Indeed, we did not observe aicgalote delay in our experiments.

3.2 Working with Attack Strategy Graphs

To successfully use error tolerant graph/subgraph isohiemp detection technigues, we need to answer at
least the following three questions. What are the edit dfmera on an attack strategy graph? What are
reasonable edit costs of these edit operations? What isghegimilarity measurement between attack

strategy graphs?

All the edit operations on a labeled graph are applicablettxh strategy graphs. Specifically, adit
operationon an attack strategy graphSG = (N, E, T, C) is one of the following:

1. Inserting a node: $ — n. This represents adding a stage into an attack strategy.€Hiti operation
is only needed for error-tolerant graph isomorphism.

2. Deleting a noder: n — $. This represents removing a stage from an attack strategte tat this
implies deleting all edges adjacent with

3. Substituting the hyper-alert type of a nodel’(n) — ¢, wheret is a hyper-alert type. This represents
changing the attack at one stage of the attack strategy.

4. Inserting an edge = (n1,n2): $ — e, whereny,ny € N. This represents adding dependeniog.,(
prepare for relation) between two attack stages.

5. Deleting an edge = (n1,n92): e — $. This represents removing dependencg.(prepare for
relation) between two attack stages.

6. Substituting the label of an edge= (n;1,n2): C(e) — ¢, wherec is a set of equality constraints.
This represents changing the way in which two attack stagesstated to each other. (Note thais
not necessarily a set of equality constraints(fbfny ), T'(ns)).)

These edit operations do not necessarily transform onekastaategy graph into another attack strategy
graph. Indeed, a labeled graph must satisfy some congtrairte an attack strategy graph. For exam-
ple, all the equality constraints in the label associatetth {1, n2) must be valid equality constraints for
(T'(n1),T(n2)). Itis easy to see that the edit operations may violate sortteese constraints.
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One may suggest these constraints be enforced througletrathsformation of attack strategy graphs.
As an additional benefit, this can be used to reduce the sspade required for graph/subgraph isomor-
phism. However, this approach may not find the least expersgagquence of edit operations, and may even
fail to find a transformation from one attack strategy graplithe subgraph of) another. Indeed, editing
distance is one way to measure the difference between ateatkegy graphs; it is not necessary to require
that all the intermediate edited graphs are attack stragegyh. As long as the final edited graph is isomor-
phic to an attack strategy graph, it is guaranteed to be ankagtrategy graph. Thus, we do not require the
intermediate graphs during graph transformation be atstreltegy graphs.

Assignment of edit costs to the edit operations is a critit@p in error tolerant graph/subgraph isomor-
phism. The actual costs are highly dependent on the domaiiich these techniques are applied. In our
application, there are multiple reasonable ways to assigrdlit costs. In the following, we attempt to give
some constraints that the cost assignment must satisfy.

In an attack strategy graph, a node represents a stage iteak atrategy, while an edge represents the
causal relationship between two steps in the strategy. dbdbly, changing the stages in an attack strategy
affects the attack strategy significantly more than modithe causal relationships between stages. Thus,
the edit costs of node related operations should be significenore expensive than those of the edge related
operations.

Inserting or deleting a node implies having one more or festep in the strategy, while substituting
a node type implies to replace the attack in one step in tladegly. Thus, inserting or deleting a node
has at least the same impact on the strategy as substithngote type. Moreover, deleting a node and
inserting a node are both manipulations of a stage; there igason to say one operation has more impact
than the other. Therefore, they should have the same coth.iBserting and deleting an edge changes the
causal relationship between two attack stages, and theydshave the same impact on the attack strategy.
However, substituting the label of an edge is just to chahgeaay in which two attack stages are related.
Thus, it should have less cost than edge insertion and odeleth summary, we can derive the following
constraint in edit cost assignments.

Constraint1 Cost,_g = Costg_., > Costr(y)— >> Costg_,, = Cost,_g > Costo(e)—e-

The labels in an attack strategy graph is indeed a set of igoahstraints. As a result, labels are not
entirely independent of each other. This further impliest #dit costs for edge label substitution should not
be uniformly assigned. For example, substituting an edgel lpA, B} for { A, C'} should have less cost
than substitutingd A, B} for {C, D}. This observation leads to another constraint.

Constraint 2 Assume that the edit operatigii(e) — c replacesC(e) = cyq With cpe. The edit cost
Costg(e)—. should be smaller whety,; and c,,e., have more equality constraints in common.

Intuitively, Constraint 2 says the more equality constiimvo labels have in common, the less cost the
replacement operation should have. Here we give a simpletevagcommodate Constraint 2. We assume
there is a maximum edit cost for label substitution operatienoted ad/axzCostc.)—... The edit cost of

a label substitution is the@ostc(e)—.. = MazCosto(e)—e X W wherec,;q andc,,,, are the labels

(i.e. sets of equality constraints) before and after the opmrati

Error tolerant graph/subgraph isomorphism detectionrigghes can conveniently give a distance be-
tween two labeled graphs, which is measured in terms of edit cAs we discussed earlier, we use these
techniques to help answer two questions: (1) How similataeesequences of attacks in terms of their at-
tack strategy? (2) How likely does one sequence of attacks ygrt of attack strategy in another sequence
of attacks? In the following, we transform the edit distamoeasures into more direct similarity measures.
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Consider an attack strategy graglyG. We refer to the distance frod.SG to an empty graph as the
reductive weight oASG, denoted a$V,.(ASG). Similarly, we refer to the distance from an empty graph to
ASG as theconstructive weight aLSG, denotedV.(ASG).

Definition 6 Consider two attack strategy grapAsSG; and ASG,. The similarity betweendSG; and

ASGs w.rt. (attack) strategys Sim(ASGy, ASGy) = StmASCL1oASCr) +5im(ASC, = ASCY) \whereSim(ASG, —

3
B D(ASG.,ASG,)
ASGy) = 1 — wrase . asay

Definition 7 Consider two attack strategy grapAsSG,; and ASG,. The similarity betweendSG, and

ASGy w.rt. (attack) sub-strategip Simg,,(ASGr, ASGa) = 1 — e PG .

3.3 Influence of the Edit Cost on Similarity Measurement

Suppose we have two gragh, and Gy, which haven, andn,; nodes, an@, ande, edges, respectively.
Suppose we perform an error tolerant graph isomorphism fégnto GG, the node operations have the
same costy, and edge operations have the same ¢gst whereCy > Cg. In the sequence of edit
operations, suppose there avg; node operations, ani¥z edge operations. Then the similarity measure
can be simplified as follows:

D(Ga,Gb) Cny x Ny +Cg x Ng

Sim(Ga, Gy) = 1 — -
Zm( b) Wr(Ga) + Wc(Gb) ON X (na + nb) + CE' X (ea + eb)

Further lete, + e, = k X (ng + np), andNg = s x Ny. Then we have

Sim(Ga,Gy) =1 — Cn X Ny +Cg X s X Ny 1 Ny x (Cy + CEg x s)
G T T O X (e + 1) + Cp X kX (Ra+mp)  (ng +mp) x (Cn + Cpg x k)

Whenk ands are not large, sinc€'y > Cg, the formula can be further simplified below:

Ny
Ng + Ny

Sim(Ga,Gb) =1-

Thus, under the above assumptions, the similarity is apmabely determined by the proportion of the
number of edited nodes to the total number of nodes.

In summary, when the number of edges are not substantiallg than the number of nodes, and the
number of edge operations are not substantially more thamtimber of node operations, the similarity
measure is mainly determined by the number of nodes and ruetatmns rather than the edit costs.

4 Experiments

We have performed a series of experiments to study the tgabsiproposed in this paper. In our exper-
iments, we used the implementation of the correlation maitiel NCSU Intrusion Alert Correlator [31],
to correlate intrusion alerts. Following their example, aleo used GraphViz [2] to visualize graphs. In
addition, we used>UB [24], A Toolkit for Graph Matching, to perform error toleragraph/subgraph iso-
morphism detection and compute distances between attatkgt graphs. We used Snort [36] as our IDS
Sensor.

Our test data sets include the 2000 DARPA intrusion detecenario specific data sets [28]. The data
sets contain two scenarios: LLDOS 1.0 and LLDOS 2.0.2. In O41.0, the sequence of attacks includes
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IPsweep, probes of sadmind services, breakins throughisddmploits, installations of DDoS programs,
and finally the DDoS attack. LLDOS 2.0.2 is similar to LLDO®;lhowever, the attacks in LLDOS 2.0.2
are more stealthy than those in LLDOS 1.0. In addition to t#dRPA data sets, we also performed three
sequences of attacks in an isolated network. In all thesthttack sequences, the attacker started with
nmap [16] scans of the victim. Then, in the first sequence,attecker sent malformed urls [8] to the
victim’s Internet Information Services (lIS) to get a cmdkeshell. In the second sequence, the attacker took
advantage of the flaws of IP fragment reassembly on Windows8 £1 to launch a DoS attack. In the third
sequence, the attacker launched a buffer overflow attadkstghe Internet Printing Protocol accessed via
I1S 5.0 [5,9]. Further details of these attack sequencesaheded in Appendix B. We also used the alert
sets provided along with the Intrusion Alert Correlator [3These alerts were generated by RealSecure
Network Sensor [18] on the 2000 DARPA data sets, too. We ldimt alert sets wittRealSecurewhile
label ours withSnortto distinguish between them.

4.1 Learning Attack Strategies from Correlated Intrusion Alerts

Ouir first goal is to evaluate the effectiveness of our apgraat extracting the attack strategies. Figure 4
shows all of the attack strategy graphs extracted from thiedata sets. The label inside each node is the
node ID followed by the hyper-alert type of the node. The lalfeeach edge describes the set of equality
constraints for the hyper-alert types associated withwteend nodes.

The attack strategy graphs we extracted from LLDOS 1.0dmpart) are shown in Figure 4(a) and 4(b).
(Note that Figure 4(a) has 7 nodes, which is much simplifiedmared with 44 nodes in the corresponding
attack scenario reported in [32].) Based on the descrigifaihe data set [28], we know that both Figures
4(a) and 4(b) have captured most of the attack strategy. Tibging parts are due to the attacks missed
by the IDSs. In this part of experiments, we did not geneealiariations of hyper-alert types. Thus,
these graphs still have syntactic differences despite toenmon strategy. (Note that the “RPC sadmind
UDP PING” alert reported by Snort is indeed the “Sadmixmisiverify_Overflow” alert by RealSecure,
and the “RPC portmap sadmind request UDP” alert by Snorteés'8admindPing” alert by RealSecure.)
Moreover, false alerts are also reflected in the attackegyagraphs. For example, the hyper-alert types
“Email_Almail_Overflow” and “FTRSyst” in Figure 4(a) do not belong to the attack strategy,they are
included because of the false detection.

The attack strategies extracted from LLDOS 2.0.2 are shovirigures 4(c) and 4(d). Compared with the
five phases of attack scenarios [28], it is easy to see thaté&#(c) reveals most of the adversary’s strategy.
However, Figure 4(d) reveals two steps fewer than Figure €ar further investigation indicates that this is
because one critical attack step, the buffer overflow agtagjainst sadmind service, was completely missed
by Snort. Figures 4(e), 4(f), and 4(g) show the attack giateextracted from the three sequences of attacks
we performed. By comparing with the attacks, which are dbedrin Appendix B, we can see that the stages
as well as the constraints intrinsic to these attack stiedesye mostly captured by these graphs.

Though showing some potential, these experimental realdtsreveal a limitation of the attack strategy
learning method: That is, our method depends on the undgrlipSs as well as the alert correlation method.
If the hyper-alert correlation graphs do not reveal thererditack strategy, or include false alerts, the attack
strategy graphs generated by our method will not be perfBigvertheless, our technique is intended to
automate the analysis process typically performed by huamatysts, who may make the same mistake if
no other information is used. More research is clearly ndg¢demitigate the impact of imperfect IDS and
correlation.

Another observation is that alerts from heterogeneous IE#ashelp complete the attack strategies. For
example, combining Figures 4(c) and 4(d), we know that aackér may launch buffer overflow attacks
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{n1.DestIP=n2.DestIP}

n2: Sadmind_Ping

{n2.DestIP=n3.DestIP}

n3: Sadmind_Amslverify_Overflow.

{n3.DestIP=n5.SrcIP}

n1l: RPC portmap request sadmin

{n1.DestIP=n3.DestIP}
{n1.DestiP=n2.DestIP}

n4: Email_Almail_Overflow

{n4.DestIP=n5.SrcIP}

n2: RPC sadmind UDP PING

{n2.DestIP=n3.SrcIP’

{n2.DestIP=n4.SrcIP}

{n4.DestIP=n6.SrcIP}

{n3.DestIP=n6.SrcIP}

{n3.SrcIP=n4.SrcIP}

n4: RSERVICES rsh root
{ n4.SrcIP=n5.SrcIP }
n5: DDOS shaft client to handler

(b) LLDOS1.0 inside dataset (Snort)

{n5.SrclP=n6.SrcIP}

n6: Mstream_Zombie
n7: Stream_DoS|

(a) LLDOS1.0 inside dataset (RealSecure)

n2: Email_Almail_Overflow

{n2.DestIP=n3.DestlIP]

n1: Sadmind_Amsliverify_Overflow

{n1.DestlP=n2.DestIP}

{n2.DestIP=n4.SrcIP}

{n1.DestIP=n2.SrclP}

{n3.DestlP=n2.SrcIP}

nl: TELNET access

{ n1.SrcIP=n2.SrclP}

n5: Stream_DoS n2: DDOS shaft client to handler

(d) LLDOS2.0.2 inside dataset (Snhort)

na: Mstream_Zombie

(c) LLDOS2.0.2 inside dataset (RealSecure)

nl: ICMP PING NMAP

{n1.DestIP=n3.DestIP}

[} {n1.DestiP=n4.DestIP}

n3: SCAN namp TCP.

{n3.DestIP=n6.DestIP}

{nl.DestIP=n2.DestIH

n2: SCAN namp fingerprint attempt

{n2.DestIP=n5.DestIP}

n4: SCAN namp XMAS

{n3.DestIP=n5.DestIP}

{n4.DestIP=n5.DestIP}

{n4.DestIP=n6.DestIP’

{n2.DestIP=n6.DestIP|

n5: WEB-IIS unicode directory traversal attempt

n6: WEB-IIS cmd.exe access

{n5.DestIP=n7.SrcIP}

{n6.DestIP=n7.SrclP}

n7: ATTACK RESPONSES http dir listing

(e) WEB-IIS unicode exploits (Snort)

nl: ICMP PING NMAP nl: ICMP PING NMAP

{n1.DestIP=n2.DestIP}

n2: SCAN namp fingerprint attempt

{n2.DestIP=n3.DestIP}

n3: (spp_frag2) Oversized fragment, probable Dos

{n1.DestIP=n4.DestIP}

{n1.DestiP=n3.DestlP}

n4: SCAN namp XMAS

{n4.DestlP=n5.DestlP}

{n1.DestIP=n2.DestIH]

n2: SCAN namp fingerprint attempt

{n2.DestlP=ns.DestlP}

n3: SCAN namp TCP

{n3.DestIP=n5.DestIP}

n5: WEB-IIS ISAPI .printer access

(f) jolt2 DoS attack (Snort) (g) WEB-IIS ISAPI .printer access (Snort)

Figure 4: Attack Strategy Graphs Extracted from Our Experits
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Table 1: The similarity w.r.t. attack strategy betweencMtstrategy graphs in Figure 4

Gaa) | Gaw) | Gage) | Gaga) | Gage) | Gagp) | Gagg)
Guay | ! | 072 073]021] 029 031 0.25
Guw | 072 1 | 0.66 | 055 | 0.25 | 0.25 | 0.29
Gueo | 073|066 | J | 040 | 0.34 | 0.38 | 0.30
Guia) | 021 055 | 040 | / | 0.21 | 0.40 | 0.38
Gy | 029 | 025 | 034 | 021 | [ | 048 | 0.74
Guis | 031 025 | 038 | 040 | 048 | / 0.61
Giy | 025 029 030 | 038 | 0.74 | 0.61 | [

Table 2: The similarity w.r.t. attack sub-strategy betwa#ack strategy graphs in Figure 4

Gaa) | Gaw) | Gage) | Gaga) | Gage) | Gagp) | Gag)
Guay| | | 072 066 | 0.31 | 0.53 | 0.31 | 0.43
Gun | 089 7 | 067 | 055 | 0.61 | 0.38 | 051
G | 090 | 068 | J | 040 | 0.61 | 0.38 | 0.52
Gia | 089 | 1.00 | 086 | / | 0.79 | 0.60 | 0.73
Gy | 051 | 058 | 058 | 021 | / | 048 | 0.26
Guiyp | 072 0.65 | 0.65 | 0.40 | 091 | |/ 0.89
G | 059 | 051 | 048] 027 | 093 | 0.61 | /

against sadmind service and then use telnet to access the machine.

Note that we do not give a quantitative performance evalnaif attack strategy extractiond., the false
positive and false negative of the extracted attack stieggg This is because such measures are indeed
determined by the underlying intrusion alert correlatidgosithm. As long as correlation is performed
correctly, our method can always extract the strategy refteby the correlated alerts.

4.2 Measuring the Similarity between Alert Sequences

We performed some experiments to measure the similaritwd®s the previously extracted seven attack
strategy graphs. To hide the unnecessary differences batalert types, we generalized similar alert types.
Due to space reasons, we do not redraw the attack stratepgiigra’he generalization details are given

in Appendix B. We assume the edit costs for node operatioasalhrl0, and the edit costs for the edge
operations are all 1.

Tables 1 and 2 show the similarity measurements betweenpaaichf attack strategy graphs w.r.t. attack
strategy and attack sub-strategy, respectively. Eachcapb#n the tables denotes the graph it represents.
We notice thatSimg,;(G;, G;) may not necessarily be equal$6mg,,(G;, G;).

Table 1 indicates that Figure 4(a) is more similar to Figdi@s, and 4(c) to the other graphs. In addition,
Figure 4(g) is more similar to Figures 4(e) and 4(f) than ttleographs. Based on the description of these
attack sequences, we can see these similarity measuresrodiofhuman perceptions.

Table 2 shows the similarity between attack strategy graphg attack sub-strategy. We can see that
Figures 4(b), 4(c), and 4(d) are very similar to a sub-sgpatef Figure 4(a). In addition, Figure 4(d) is
exactly a sub-strategies of Figure 4(b). Similarly, Figudég) and 4(f) are both similar to sub-strategies of
Figure 4(e), and Figure 4(f) is also similar to a sub-strateigF-igure 4(g). Comparing these measure values
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with these attack sequences, we can see these measuresrdsonco human perceptions.

The experiments also reveal some remaining problems thantiebeen addressed by our techniques.
First, the similarity measures make sense in terms of tiedative values. However, we still do not under-
stand what a specific similarity measure represents. Sedtalsd alerts generated by IDSs have a negative
impact on the measurement. It certainly requires furtheeaech to address these issues.

4.3 |dentification of Missed Detections

Our last set of experiments is intended to study the pogsgild apply the similarity measurement method
to identify attacks missed by IDSs. For the sake of presemtaive first introduce two terms: precedent set
and successive set. Intuitively, thbeecedent sedf a noden in an attack strategy graph is the set of nodes
from which there are paths to, while thesuccessive seff n is the set of nodes to which has a path. In
the following, we show two examples we encountered in ouegRrpenNts.

Example 4 The attack strategy graph in Figure 4(c) has no network ppblase, but Figure 4(a) does. The
similarity measurementimg,,(Ga(c), Ga@y) = 0.90 and Sim(Gy(c), G4q)) = 0.73 indicate that these
two strategies are very similar and it is very likely that fig 4(c) is a sub-strategy of Figure 4(a). Thus, it
is possible that some probe attacks are missed by the IDS thkdDS detected the attacks corresponding
to Figure 4(c). Indeed, this is exactly what happened in LISY®20.2. The adversary uses some stealthy
attacks i.e., HINFO query to the DNS server) to get the information abbet\ictim host.

Example 5 Consider Figures 4(d) and 4(b). We ha¥8n.5.,(G4q), Gap)) = 1.0. Thus,G g is exactly

a sub-strategy of7,;). By checking the LLDOS2.0.2 alerts reported by Snort, wevktitat there are also
“RPC portmap sadmind request UDP” alerts as in Figure 4(loywéVer, since Snort did not detect the later
buffer overflow attack, these “RPC portmap sadmind requé3®’Ualerts aren’t correlated with the later
alerts.

We then perform the following steps, trying to identify alta possibly missed in LLDOS 2.0.2. We pick
nodenl in Figure 4(d), and find its corresponding noe& in Figure 4(b), which is mapped tol by the
subgraph isomorphism. It is easy to see that in Figure 4fk)ptecedent set of3 is {n1 n2}, andnl has
the type “RPC portmap sadmind request UDP”. We then go ba¢k @OS 2.0.2 alerts, and find “RPC
portmap sadmind request UDP” alerts before “TELNET ACCESS' comparing the precedent setrof
in Figure 4(d) and the precedent set«3fin Figure 4(b), we suspect that “RPC sadmind UDP PING” (which
corresponds to node2 in Figure 4(b)) has been missed in LLDOS 2.0.2. If we add suchlart, we may
correlate it with “RPC portmap sadmind request UDP” andhartwith “TELNET access” in Figure 4(d).
Indeed, “RPC sadmind UDP PING” is the buffer overflow attadksed by Snort in LLDOS 2.0.2.

The later part of example 5 is very similar to the abductiveredation proposed in [11]. The additional
feature provided by the similarity measurement is the dinde about what attacks may be missed. In this
sense, the similarity measurement is complementary tolitiective correlation. Moreover, these examples
are provided to demonstrate the potential of identifyingsed attacks through measuring similarity of
attack sequences. It is also possible that the attackett dégdmch those attacks. Additional research is
necessary to improve the performance and reduce falsdfidatibn rate.

5 Related Work

Our work in this paper is closely related to the recent rasulintrusion alert correlation. In particular, our
attack strategy model can be considered as an extensiodjtaftl [32]. In addition to correlating alerts
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together based on their relationships, we further exttatttack strategy used in the attacks, and use them
to measure the similarity between sequences of alerts.

There are other alert correlation techniques. The teclesiqo [10, 13, 38, 41] correlate alerts on the
basis of the similarities between the alert attributes. Th®li approach correlates alerts based on the
observation that some alerts usually occur in sequence M2D2 correlates alerts by fusing information
from multiple sources besides intrusion alerts, such ashieacteristics of the monitored systems and the
vulnerability information [29], thus having a potentialresult in better results than those simply looking at
intrusion alerts. The mission-impact-based approachetaisgs alerts raised by INFOSEC devices such as
IDS and firewalls with the importance of system assets [3#i dlert clustering techniques in [22, 23] use
conceptual clustering and generalization hierarchy taeggie alerts into clusters. Alert correlation may
also be performed by matching attack scenarios specifiettdgkdanguages. Examples of such languages
include STATL [15], LAMBDA [12], and JIGSAW [39]. We consid¢hese techniques as complementary
to ours.

Our approach is also closely related to techniques forcstatinerability analysisd.g, [1, 21, 35, 37]).
In particular, the methods in [1, 37] also use a model of axplfpossible attacks) in terms of their pre-
conditions (prerequisites) and post-conditions (consages). Our approach complements static vulnera-
bility analysis methods by providing the capability of examg the actual execution of attack strategies in
different details (e.g., an attacker tries different vaoias of the same attack), and thus gives human users
more information to respond to attacks.

Our approach to similarity measurement of attack strategiebased on error-tolerant graph/subgraph
isomorphism techniques [3, 6, 24, 25, 40]. The early workualgoaph/subgraph isomorphism was presented
in [3,6,40]. The traditional methods are A* based approadB8]. The more efficient algorithms proposed
recently include decomposition-based approaches [24as&bHecision tree-based approaches [24, 27].

6 Conclusion and Future Work

In this paper, we developed techniques to extract attaekesfies from correlated intrusion alerts based on
the recent advances in intrusion alert correlation [11, 32§ir contributions include a model to represent
and algorithms to extract attack strategies from intrusiterts. Moreover, to accommodate variations in
attacks that are not intrinsic to attack strategies, we ggefo generalize different types of intrusion alerts
to hide the unnecessary difference between them. Finadlydeveloped techniques to measure the similar-
ity between sequences of attacks based on their strateQ@sexperimental results have shown that our
techniques can successfully extract invariant attackegfi@s from sequences of alerts, measure the similar-
ity between alert sequences in a way conforming to humaitioriy and has a potential to identify attacks
missed by IDSs.

Several future research directions are worth investigatifirst, we would like to study how to take
advantage of relationships between attack strategieaaett at different generalization levels. Second, we
plan to develop techniques that can hypothesize and redman attacks possibly missed IDSs. Finally,
system support for learning and using attack strategielsasaadesirable issue to look into.
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A Automatic Generalization of Hyper-Alert Types

This appendix shows some examples for automatic gendiahzaf hyper-alert types. Figure 5 shows the
results we obtained for the hyper-alert types in the 2000 BARata sets. Here the string inside the non-
leaf node mean&eneralization Typéollowed by an ID. From Figure 5(b), we know thaT P_PutandRsh
can be generalized to the same type. These results wererused later experiments when we computed
the similarity measures between attack strategy graphs.

21



Sadmind Buffer Overflow DDoS Master_Zombie_Comm

Sadmind_Amslverify_Overflow RPC sadmind UDP PING Rsh RSERVICES rsh root Mstream_Zombie DDOS shaft client to handler

(a) Hierarchy 1 (b) Hierarchy 2 (c) Hierarchy 3

Figure 6: Additional generalizations of hyper-alert type®ur experiments

B Further Details of The Experiments

Attack Sequences in Our Experiments. Here we describe the three sequences of attacks performed in
our experiments. Since the descriptions of the attacksarDWRPA datasets are available on-line [28], we
don't repeat them in this paper.

In the first sequence of attacks (Figure 4(e)), the attacksnfses nmap [16] to scan the victim machine.
(Nmap supports ping sweeps, port scans, and operatingrsgstiction.) After knowing that the OS of the
victim may be windows 2000 and port 80 is open, the attackes euPerl script which includes 20 different
malformed urls [8] against the victim machine’s Interndbimation Services (11S). The output of the Perl
script is a list of malformed urls to which the victim IS isimgrable. The attacker then selects one of the
vulnerabilities to perform the actual attack and gets a em&shell on the victim machine. The attacker
then uses interactive commands to list and delete someditedjnally exit the command shell. Figure 4(e)
reveals this strategy.

In the second sequence of attacks (Figure 4(f)), the attackes nmap to scan the victim machine.
However, after knowing that the OS of the victim may be winda@@00, the attacker ran a “jolt2” Perl
script, which would create a DoS attack to the victim machiriéolt2 is a DoS attack which can take
advantage of the flaws of IP fragment reassembly on WindoW$ 21].) Figure 4(f) reveals this strategy,
and because of the limitation of the Snort’s signaturesantanly tell administrators “(spfrag2) Oversized
fragment, probable DoS".

In the third sequence of attacks (Figure 4(g)), the attaokes nmap to scan the victim machine. After
knowing the OS of the victim may be windows 2000 and the poris8fpen, the attacker sets up a netcat
listening port on his machine, and runs a program “iisShdmkffer overflow attack, which may result in a
buffer overflow on the Internet Printing Protocol accessiedIMs 5.0 [5, 9]. Following a successful iishack
attack, the attaker's machine would get a reverse cmd.ele@ithe netcat listening port, and the attacker
can do whatever he/she wants on the victim machine, suctagyliand deleting files. In Figure 4(g), the
netcat command shell attack is missing, because Snort tdatert such attacks.

Generalization of Hyper-alert Types. The generalizations of hyper-alert types in our experimémtiude
those in Figure 5 as well as additional ones in Figure 6.
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