ABSTRACT

FANG, XTAOZHOU. Neighbor Graph Based Proactive Caching for Seamless Handover in
Content-Centric Network. (Under the direction of Dr. Wenye Wang.)

Content-Centric Network (CCN) have recently been considered as a promising architecture
for the next-generation Internet. In CCN, by replacing server IP addresses with content names
in the requests, all nodes are allowed to understand and process the requests via in-network
caching, which is expected to avoid network bandwidth wasting and reduce the delay of service
response simultaneously. In addition, routed-by-name feature in CCN solves the mobility prob-
lem in current IP network because content delivery is performed in a connectionless manner.
However, the caching performance in CCN has not been well investigated in the literature,
especially from the perspective of caching efficiency. Moreover, the problem of handover latency
generated by retransmission has not been addressed in CCN. Handover latency needs to be
minimized since it might introduce serious QoS degradation to time-sensitive applications.

In this thesis, we aim at understanding and improving the in-network caching performance
in both static and mobile CCN scenarios. Because the performance measurement in static and
mobile CCN scenarios are different, we adopt an application-specific methodology to model
and evaluate the caching performance in CCN. In static CCN scenario, we focus on the caching
efficiency improvement for on-demand contents whose requests traffic follows Zipf-like distribu-
tion; while in mobile CCN scenario, we focus on reducing the handover latency for real-time
contents which are more time-sensitive.

In particular, we first conduct a comprehensive study in our mobile CCN simulation platform
MCSim in various CCN scenarios which are thoroughly discussed in our CCN parameter setting
survey. We identify the issues in existing caching policies and offers instrumental guidance
into efficient caching policy design in CCN. Second, we propose the CachePop, a popularity-
oriented caching decision policy, based on the observation in our simulation study to enhance
the caching efficiency for on-demand contents. We verify the performance of CachePop through
MC'sim and the results show that Clache Pop solves the caching efficiency problem and avoids
caching pollution. Finally, to address the handover latency problem, we optimize C'achePop by
adding neighbor graph and proactive caching routing mechanisms and propose NG-CachePop
policy. Evaluation results show that NG-CachePop achieves seamless handover for over 93.3%
of retransmission requests in a general mobile scenario.

The work in this thesis advances our understanding of caching performance associated with
emerging Content-Centric Network. Our NG-CachePop policy significantly improves the in-

network caching efficiency and solve the handover latency problem in mobile CCN scenarios.
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Chapter 1

Introduction

Since the first day of the Internet that been built, the main concern of its designers was to
connect resources and to disseminate information [1]. It was considered as a medium for collab-
oration and interaction between individuals and their computers without regard for geographic
location. After decades of revolution, the dominant communication protocol TCP/IP in the In-
ternet has been widely deployed for facilitating ubiquitous inter-connectivity. However, work [2]
observes that the network paradigm, which used to be user-to-user decades ago, has been shifted
to user-to-content. This is because the major use of Internet today is popular content retrieval
rather than conversation between endpoints. Still, most of Internet mechanisms are optimized
for addressing end points rather than catering for the location-independent content.

In order to handle the Internet traffic change, the research community proposed the concept
of Information-Centric Networking (ICN). The goal of ICN is to provide a network infrastruc-
ture service that is able to accommodate todays Internet use, in particular popular content
dissemination and mobility support, and more resilient to disruptions and failures [3]. ICN
approach becomes a mainstream research topic, and in response to this, researchers proposed
several projects such as Content-Centric Networking (CCN) [4], Data-Oriented Network Archi-
tecture (DONA) [5], Network of Information (NetInf) [6], Publish-Subscribe Internet Routing
Paradigm (PSIRP) [7], Content-Aware Networks (COMET) [8] etc., that make the Internet
more data or content-centric.

Among these projects, Content-Centric Networking [4] is one the most promising design
and it is considered as the next generation of Internet. The Internet in CCN is moved away
from its current reliance on purely end-to-end connection on to the accessing of contents that
users are really care about. In CCN, the communication is based on user-driven model: user can
directly send the request for content with content name without building the connection with
server using location information. By moving the Internet paradigm from location-dependent

to content-dependent, CCN provides lots of beneficial properties to improve the content dis-



semination. First of all, CCN targets general infrastructure that provides in-network caching so
that content is distributed in a scalable and cost-efficient manner. As current Internet traffic are
mostly used for high volume contents (e.g., music, photos and HD movies) dissemination [2],
in-network caching is expected to reduce redundant transmissions over the same path, decrease
the delay of service requests, therefore enhance user-perceived quality of experience. Second-
ly, CCN supports mobility and intermittent connectivity since the content delivery process is
performed in a connectionless manner. Therefore, users can easily send and receive content
from multiple locations, mobile devices, and diverse networks. Thirdly, CCN provides better
security for content since it is built into content itself, so that integrity and trust are properties
of the content rather than being properties of the connection over which the content travels. In
addition, CCN uses multi-path routing and Pending Interest Table (PIT) that allow multiple
sources for contents and avoid routing loops respectively.

Recognizing the great performance and robustness of CCN, numerous researches have start-
ed to work on this area. Bengt et al., in [3] provide a detailed comparison between CCN with
other proposed ICN architectures (e.g., DONA, PSIRP, NetInf) with respect to their properties
and design choices. Choi et al., in [9] offer an overview of CCN on naming, routing and caching
perspectives. Also there are other works focusing on specific research areas of CCN such as
in-network caching [9-17], mobility support [18-26], security and privacy problem [27-29] and
more [30-32].

1.1 Background of Content-Centric Network (CCN)

CCN has three main data structures: the Forwarding Information Base(FIB), Content Store
(CS) and Pending Interest Table (PIT). There are two types of CCN packet, Interest and Data.
These packets carry the name of the content instead of the addresses of source and destination.
Fig. 1.1 shows the entire packet forwarding process. At the beginning, requester will initiate the
Interest packet and sent it to CCN node (e.g., router). When the CCN node receives Interest
packet, it first attempts to satisfy it with contents by checking the Content Store (CS). If
suitable content is found (Interest Hit), CCN node will copy the content and send it back to
requester using a Data packet. Otherwise (Interest Miss), CCN node will forward the Interest
packet via its outgoing interfaces by look up the Forward Interest Base (FIB).

FIB, similar to IP routing table, is used to find the outgoing interfaces that are connected
to potential source(s) of matching Data. FIB may contains not only the physical interfaces but
also the routes to the applications running on the local machine. Different with IP routing table
which only allow one outgoing face, CCN FIB supports a list of faces. This means that CCN
supports multiple sources with parallel routes to the Data.

After the Interest packets are forwarded upstream toward content source(s), they will be
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Figure 1.1: Forwarding Process at CCN node.

added into Pending Interest Table (PIT), which is used to route the returned Data packets to
downstream to the requester(s). PIT can avoid the identical Interest packets to be forwarded
multiple times. This Interests aggregation is one of the CCN features that improves the efficiency
and avoid loop in CCN. When the Data packets arrive (Data Return), PIT will be used to route
these Data packets back to requester(s). And CS will cache these Data packets if they are valid
(fresh and non-duplicated).

The main difference between CCN and IP networks is that CCN is a receiver-driven model
in which receiver uses the name of the content rather than the location for request. CCN deliver
packets based on the name of the content in hop by hop manner, which is contrast to TCP/IP’s
connection-oriented end to end control. In another word, nodes in CCN are more interested in
what contents you want instead of where are the contents. And this concept of CCN perfectly
matches the user’s goal of finding the content itself, while IP network maps this goal with

addresses of content in a more complicated way.

1.2 Motivation and Open Questions

Among all these promising properties in CCN, in-network caching and mobility support play the

most important roles in content delivery improvement. By adopting in-network caching, CCN



reduces the traffic redundancy since the contents that used to be stored at servers in IP network
can be accessed at edge routers that are much closer to end users. In contrast to end-to-end
location-dependent control in IP network, CCN is operated in connectionless manner, allowing
users to re-sent the Interest packets for contents without complex connection establishment

process.

1.2.1 Caching Efficiency Problem

Over the last few decades, caching has been extensively studied in World-Wide-Web (web
caching) [33-35], Delay Tolerant Networks (DTNs) [36-38], Content Distribution Networks
(CDNs) [39-42] and other networks [43-47]. Replacement policies obtain most of the attentions
in caching study [48]. Several light-weighted replacement policies such as Least Recently Use
(LRU), Least Frequently Used (LFU) are widely implemented in existing web caching and P2P
network because of their effectiveness on keeping the important (popular or fresh) contents in
the cache. As far as decision policies, most of the approaches are considered in some forms of
collaborative or structured fashion. For example, [36,38,39,44] proposed their efficient caching
scheme in the cooperative manner so that cached data are shared and coordinated among mul-
tiple nodes; [49,50] deployed the caching system with hierarchical structure to optimize tradeoff
between data accessibility and accessing delay. However, these decision policies cannot satisfy
line speed requirement in CCN simply because they require complex computation for informa-
tion exchanges executed by multiple collaborative entities. Besides, the CCN architecture where
named content caching and distributions are performed by every node makes caching in CCN
a more challenged issue.

Although universal caching (CacheAll) decision policy and Least Recent Used (LRU) re-
placement policy are defined in CCN [4], some authors have already argued that they are
impractical to be adopted in large network scenario [51,52], with the reason that the rela-
tive small cache size (compared with total number of contents can be cached) will introduce
high cache replacement error. Therefore, some researches have been conducted on CCN in-
network caching with respect to cache decision policies (CDP) (e.g.,ProbCache [12], Betw [11])
and cache replacement policies (CRP) (e.g., LRU [9,11,29], MRU ,MFU [53], UNIF [17],
LRFU [13], Least Benefit (LB) [14]). For instance, ProbCache [12] approximates the caching
capability of a path and cache value contents probabilistically; Betw [11] improves the caching
gain by exploiting the betweeness centrality of network topology and cache content in a subset
of nodes; LRFU [13] assigns a Combined Recency and Frequency value to each object aiming
to characterizing the likelihood that the object will be accessed in the future.

These studies greatly promote our understanding of caching performance in CCN and also

propose innovative designs that further improve the content delivery efficiency in CCN. However,



most of these studies devoted their effort in the CRP rather than CDP. We argue the CDP
should obtain more attention with three reasons. Firstly, CDP can avoid frequent cache eviction:
due to the cache size restriction, the decision of caching one content means that one content will
be evicted. A proper CDP can keep the Content Store more stable and robust as only important
contents are cached. Secondly, CDP can minimize the control overhead from frequent FIB
update among the network. With stable cache, less control messages are required to announce
the cached content change. Thirdly, a well tuned CDP can prevent the content pollution caused
by numerous unpopular contents requests [29].

Cache decision policies such as ProbCache [12] and Betw [11] are proposed for improving the
caching efficiency. Both of their performance heavily rely on the network topology or available
cache size. However, these topology-assistant or cache size based decision policies cannot fully
utilize the cache capability in the network because they require network topology examination
in advance. In addition, the work in [15] points out that the impact of topology on caching is
limited and concludes that catalog and content popularity play the most crucial role in CCN.
Since CCN has shifted the network paradigm from location to content, caching scheme should
focus on content as well. And as proved in [54,55], Internet traffic follow Zipf-like distribution,
indicating that content popularity is the most important factor in cache policy design. Clearly,
no agreement for CCN caching efficiency has been reached yet. Intuitively, if a cache policy can
identify the content popularity and cache those most popular ones, the CCN caching perfor-
mance will be significantly improved. So far, no such popularity-oriented decision policy has
been designed to improve the caching efficiency of CCN, leaving it as an huge unexplored area.

Thus, there is an open question:

Question: Can we design a cache policy to optimize the caching efficiency in CCN?

1.2.2 Handover Latency Problem

Popularity-oriented caching policies are effective for on-demand contents accessed by large num-
ber of user. However, they may suffer serious problem when we take the reactive mobility support
in CCN into consideration. As shown in Fig. 5.1, mobile user will re-send the Interests that have
not been received during the handoff (move away from one attachment point and connect to a
new one). The delay of handoff could still be tolerable for non real-time applications such as
email, message and web page browsing, but it can be significant and introduces serious degra-
dation on the user-perceived quality of experience on delay-sensitive and real-time applications
such as multimedia streaming, stock trading and online gaming. And the delay will be further

exacerbated by popularity-oriented caching scheme: real-time contents will not be cached since
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Figure 1.2: Mobility problem for real-time application in CCN.

most of them are unique (unpopular) and only be requested for individual users. We can expect
that, by using popularity-based caching in mobile CCN scenario, the delay of real-time appli-
cations will be maximized and it is unable to satisfy the QoS requirement. To minimize the
handover latency, we should let that retransmitted Interest packet to reach the content directly
at newly connected router after handover. We define this one-hop-delay scenario as seamless
handover.

Some studies have started working on reducing handover latency in CCN. For instance, [19]
uses cost function to select appropriate neighbors and pre-cache the content. However it didn’t
provides clear details describing how contents are forwarded to these selected neighbors. Work
in [18] proposes the mobility support schemes for CCN by adding the control panel in archi-
tectures of both mobile user and CCN node. However, there is no clear simulation results show
how these control overheads and additional processing delay affect the performance. And since
these schemes are at high level, leaving many designs and implementations issues unanswered.
For instance, the architecture modifications on both mobile nodes and CCN nodes, makes it
not backward compatible with current devices. Another primitive prototype application VoC-
CN [30] has been design on CCN to enable real-time voice service. However, it is a mapping

of VoIP in IP network on CCN that cannot be applied to handle other generic traffic types.



Also, related works such as [20-23] are diving in the analysis and design of handover support
for real-time applications in CCN or ICN architecture. However, they are either cannot achieve
seamless handover or they require extra topology examination in advance. Thus, a fundamental

question remains unsolved:

Question: How to design a cache policy to support seamless handover proactively without

topology examinations?

1.3 Research Problem and Contributions

With the strong motivations and open questions identified in Sec. 1.2, we summarize our re-

search problem in this work:

Research Problem: Can we design a CCN cache policy to (1) improve caching efficiency

and (2) support seamless handover ?

Undoubtedly, this killing two birds with one stone design will bring huge benefits to CCN.
First of all, the performance of popular contents dissemination, as the basic objective of CCN, is
improved since the caching efficiency is optimized. Secondly, the mobility support capability of
CCN is enhanced as the access delay for both on-demand and real-time contents are minimized.
In addition, using in-network caching property for handover support can keep the CCN simple
and more scalable because it is consistent with the concept of CCN that replacing where with
what. Most importantly, this design is required for CCN to accommodate future mobile traffic
demand. According to the statistics report from [56], the global mobile traffic, which was measly
1% and 4% at 2010 and 2011 respectively, hit 13% in November 2012. Cisco also released the
Global Mobile Data Traffic Forecast report [57], and it predicts that mobile data traffic will
grow at a compound annual growth rate (CAGR) of 66 percent from 2012 to 2017, reaching
11.2 exabytes per month by 2017.

As our goal in this research is to design a CCN caching policy to improve the caching

efficiency and solve the handover latency problem, we take the following approaches:

1. Extensive simulation studies on in-network caching efficiency in CCN
As existing efforts tend to optimize caching in different perspectives, we want to identify
the fundamental factor or aspect that can significantly affect the caching efficiency in
CCN. Therefore, we develop a scalable mobile CCN caching simulator M Csim for the in-

network caching simulation study. We thoroughly discuss the network and system settings



with a survey and define the caching simulation scenarios in our work.

2. Efficient cache policy design to solve the caching efficiency problem
Study result shows that content popularity plays the most critical in caching efficiency.
In addition, it explains the problems of existing caching policies and shed the light on
our CachePop, a popularity-oriented cache policy design. In particular, we add a Request
Table in CCN architecture for recording the arrival requests information. We specify the
design details of CachePop algorithm and Request Table control method and validate our
CachePop cache policy through MCsim.

3. Proposed cache policy optimization to solve handover latency problem
In order to achieve seamless mobility support in CCN, we optimize CachePop with the
neighbor graph generation and design the proactive caching routing mechanisms in mobile
CCN scenario and propose NG-CachePop policy. In particular, we define two types of
contents: on-demand and real-time, and apply different decision policies accordingly in
NG-CachePop. We evaluate our NG-CachePop through M Csim in various mobile CCN

scenarios.
Our contributions are summarized as follows.

e We develop a scalable Mobile CCN Caching Simulator (M Csim) which supports multi-

parameters configurability in the mobile Content-Centric Network (CCN) scenarios.

e We conduct a thorough simulations study in CCN and the simulation results provide us

a quantitative results for understanding the in-network caching performance in CCNs.

o We design the CachePop, a novel popularity-oriented decision policy in CCNs. CachePop
differentiates the content popularity and cache non-duplicated contents along the delivery

path to avoid caching pollution and therefore improve caching efficiency.

e We optimize the CachePop design with neighbor graph and proactive caching routing
mechanism and propose Neighbor Graph Based CachePop (NG-CachePop) for achieving

seamless handover in mobile CCN scenario.

1.4 Outline and Organization

The rest of this thesis is organized as follows. Chapter 2 introduces the existing researches on
in-network caching and mobility management in various network architectures. In particular,
we review several proposed designs and approaches for CCN by analysing their shortcomings in

addressing the caching efficiency and handover latency problems. In Chapter 3, we conduct a



thorough simulation study via our M C'sim with multiple network ingredients in both static and
mobile CCN scenarios, aiming to identify the primary factor that impacts in-network caching
efficiency in CCN. Chapter 4 presents the design details and simulation results of the popularity-
oriented cache policy: CachePop. In Chapter 5, we optimize C'ache Pop with proactively caching
feature and propose the neighbor graph based caching policy: NG-CachePop. We validate our
design in M C'sim platform with convincing results. Finally, Chapter 6 concludes what we have

achieved in this thesis and discusses the future works.



Chapter 2

Related Works

In-network caching is not a new concept as it has already been studied and implemented in many
networks. Moreover, the handover latency problems in wireless networks have been discussed
and a large amount of designs are proposed to address these issues. In this chapter, we provide
a detailed review on the caching relevant researches with respect to caching architectures,
cache decision and replacement policy among different networks in Sec. 2.1. In addition, we
analyze the handover latency problems in traditional IP network and CCN scenarios in Sec. 2.2.
Although the concepts of caching and handover in CCN and other networks are similar, due
to the fundamental architecture change in CCN, most of the existent works cannot be directly

implemented to CCN, making caching and handover latency in CCN a huge unexplored area.

2.1 Caching Schemes in Multiple Networks

Many studies have been done on cache policies in various network areas(e.g., Web caching [33,
35], CDN [39-42], DTN [36-38] and Ad-hoc network [43-45]). As a new network architecture,
CCN also obtains lots of attention. Many existing caching replacement policies have been ful-
ly evaluated in CCN but much less studies work on decision policy. In this section, we first
introduce the cache policy in World Wide Web(WWW) and Content Distribution Netork (CD-

N)area. Later on, we introduce the latest caching studies for CCN.

2.1.1 Caching Architectures

The performance of caching network dependents on the size of cache and the user community.
The larger cache or user community size, the higher probability the contents that stored in the
cache can be accessed again by other users. Therefore, caching system rapidly extended from
a local cache within a single node(router, browser) to a shared cache system assisting users

in certain area. Such lager scale caching system requires the caches to be organized and work
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cooperatively to increase the cache gain. According to [58,59], caching architectures are mainly

divided into two types: hierarchical caching architecture and distributed caching architecture.

Hierarchical Caching Architecture

Hierarchical caching architecture coordinates caches located in the same system to establish
a caching hierarchy with institutional, regional, and national caches [60]. With hierarchical
caching, client caches are located at the bottom level of the hierarchy. When a request is not
satisfied by client cache, it is forwarded to institutional level caches. If the content is still not
found, the request will be further redirected to higher level (regional and national). If request
is not satisfied in the caching system, national level cache will forward the request directly to
the origin content server. Once the content is found, it is forwarded down the hierarchy and
leaves a copy in the intermediate caches. Therefore, latter request for the same content can be
satisfied at intermediate caches rather than travelling to the original server.

Hierarchical caching architecture was first proposed in the Harvest project [60] and it is
widely adopted in web caching researches (e.g., [49,50,61]). In [49], the cache is viewed con-
ceptually as a low-pass filter with a cutoff frequency upper bounded with characteristic time
and researchers proposed a cooperative hierarchical caching architecture which better improve
the caching performance. [61] proposed adaptive web caching which equipped with the URL
routing table and neighbor cache contents to forward all missing queries quickly and efficiently.
With hierarchical caching structure, popular contents can be efficiently disseminated in the
system, providing the advantages such as high efficient bandwidth utilization and low content
access delay. However, hierarchical caching may introduce other problems: (i)the higher level
caches could become bottlenecks, as all the missing requests are forwarded to high level caches,
leading to longer queuing delays (ii) same copies of the content are stored redundantly at dif-
ferent level of caches and (iii) significant coordination effort for placing the participating caches

to set up the caching hierarchy.

Distributed Caching Architecture

Contrary to the hierarchical architecture, distributed web caching allocates the caches at the
edge of the network without intermediate caches. Low level caches work in cooperative manner
and if the request is not satisfied at one cache, it will be redirected to another edge cache
based on the meta-data information about the content of every other cache. Compared with
hierarchical caching, distributed caching allows most of the traffic remains at low network level,
which has much large amount of contents and less traffic congestion. In addition, distributed
caching allows better load sharing and are more fault tolerant.

Distributed caching architectures are also implemented in Content Distribution Network
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(CDN). CDN [40,62,63] are designed to improve performance and scalability of content dissem-
ination in WWW by replicating content from the original server to distributed nodes, so-called
surrogates. In order to keep the correct mete-data for request redirection, different techniques
are proposed such as query-based approach [64], digest-based approach [65,66] and directory-
based approach [67]. Query-based approach [64] allows the cache to broadcast a query after the
cache miss. Digest-based approach [65,66] avoids the inefficient queries process by containing a
digest or summary of content held by other cooperating caches. Directory-based appraoch [67]
implements a centralized server to keep the content information of all cooperating caches. Actu-
ally, many other networks utilize distributed caching architectures as well. For example, [36-38]
proposed cooperative caching designs in Delay Tolerant Network (DTN) based on popularity
and social community. Similar to DTN, several works [43-45] introduce caching schemes for ad
hoc network in cooperative manner. Because lower level nodes are the majority in these two net-
works, distributed caching architecture is particularly suitable as it doesn’t require intermediate
caches. Although the concept of content replication in CDN is similar with in-network caching
in CCN, the operation complexity introduced by the cooperative manner makes most of the
existing caching approaches inapplicable to CCN. In addition, existing caching schemes for CD-
N highly rely on the location-dependent redirection, which is in conflict with the fundamental

design architecture of CCN.

2.1.2 Cache Replacement Policy

Caching replacement refers to the process that takes place when the cache becomes full and old
content must be removed to make space for new ones. For most the cache replacement policy
(CRP) studies, the main goal is to cache more important contents and evict the less important
ones. Importance mostly refers to the number of request, request interval or cost. CRP can be

classified into the following three categories as suggested in [48].

Recency-Based Strategies

Least Recently Used (LRU)is the most widely adopted CRP for caching system. LRU evicts
the content which was requested the least recently. Many caching schemes and strategies are
proposed for various network and most of them are more or less the extensions of LRU. For
example, LRU-Threshold [68]is the same as LRU but content size larger than a pre-defined
threshold size is not cached. SIZE [69] evicts the largest content, Otherwise LRU is applied to
contents that with the same size. LRU has been applied successfully in many different areas.
And now it is commonly used in CCN studies [11,12,15,29,70] and CCN proposal [4] because
of its simplicity in allocating cache for more popular contents based on the request pattern,

thus increasing the cache hit ratio. Some CCN studies used or proposed more intelligent and
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adaptive schemes such as Most Recently Use (MRU) [53] and Least Recently/Frequently Used
(LRFU) [13]. LRFU considers the tradeoff between recency and frequency and it performs
differently based on the topology location of the cache.

Frequency-Based Strategies

Frequency-based strategies use frequency as the criteria for content replacement. Least Fre-
quently Used (LFU)is another traditional replacement policy and most of the frequency-based
schemes are based on it. The concept of frequency-based strategies consider the fact the different
contents with different popularity values which result in different frequency values. By tracking
these frequency values, LFU can determine which content can be evicted. Prefect LFU counts
all requests to every content in the past for completeness, but suffer severe overhead problem.
In-Cache LFU decreases the overhead by counting the contents that stored in the cache only.
Due to the space constriction, most of the frequency-based schemes are based on In-Cache LFU.
LFU-Aging and LFU-DA [71] improve the LFU by adding the aging effect to avoid outdate
contents remain in the cache. swLFU [72] applies weighted frequency counter provided by the
server to influence normal LFU schemes. In CCN, [53] uses Most Frequently Used (MFU) in

the network to avoid duplicated contents in the system.

Key-Based Strategies

Besides recency and frequency factors, many other key factors are used and evaluated in caching
studies. Based upon these factors, replacement policies determine which content should be
evicted. For instant, Hyper-G [69] combines LRU, LFU and SIZE and breaks ties by using
the recency of last use and size. UVA [73] analyzes the user visiting action to keep contents
that clients are more likely to access in the future. [74] calculates the individual cache profit of
certain versions of a video object by considering the popularity, trascoding and average access
duration, and removes less profits content. In the context to CCN studies, LB [14] takes into
account the distance factor and forwarding process when replacing the contents. Work in [53]
proposes a ICN architecture named MultiCache which based on two primitives: multicast and
caching. Age-based caching [75] use the content popularity and location to guide the age factor

for each content. The content is removed from the cache when the age expires.

Randomized Strategies

Randomized strategies randomly find a content and remove it for new one. [35] selects a set of
contents randomly and evicts the least useful one in the sample. The usefulness of a content can
be determined by any utility function, making this approach more adaptive. In [15], authors

consider that CRP in CCN must happen at line-speed and therefore they evaluate Uniform
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Random Replacement (UNIF), First in First out (FIFO) and BIAS(randomly select two ob-
jects and most popular one is replaced) in their work. Surprisingly, the results show that the

performance difference across replacement policies is minimal.

2.1.3 Cache Decision Policy

Compared with extensive cache replacement studies in different networks, cache decision policy
has not been well studied yet. Most of the caching designs simply cache every arrival content and
lets cache replacement policy to determine whether the content should stay in the cache or not.
Meanwhile, many caching systems work cooperatively in order to increase the content diversity
in the subnetwork. [76] evaluates the ad-hoc network caching and introduces Distributed Greedy
Algorithm (GDA) in which cache decision is based on benefit of the content. The benefit is
computed by taking local traffic, access frequency into account and most beneficial content is
cached. QIRMA [77] for CDN classifies contents into two classes and caches most frequently
accessed contents that from class I in cluster with high weight value, while caches least frequently
accessed contents that from class II in cluster with low weight value. Weight vector includes
available capacity , CPU speed and access latency. QIRMA improves the system scalability
by distributing the load across multiple caches and avoid the hot cache becomes a bottleneck.
Other works such as DSR [78]and DAWCD [79] replicate demanded pattern content and popular
content respectively so that to reduce the bandwidth and access cost.

Among the caching studies in CCN, much attention has been devoted to cache replacement
aspect. There are still a lot of unexplored areas in cache decision policies and therefore more
research efforts are required. An efficient CDP can significant improve the cache robustness as it
filtrates contents when they arrive and avoid valued contents to be evicted (replacement error),
which is likely happen in relative smaller cache size case. Because of the line speed requirement
in CCN, most of existing caching decision works cannot be applied directly to CCN as they
require high computation complexity. Hence, current works for cache decision policy in CCN
are relatively simply and they can be mainly divided into three categories: universal caching,

random caching and topology-assistant caching.

Universal Caching

The general assumption in decision policy is that any new contents should be cached. And this
universal caching is used in CCN proposal [4]. Universal caching is perfect in design perspective
because it is simple and can be applied to all content from all users in all CCN nodes. However,
some works already argued that such indiscriminate universal caching strategy is costly and
sub-optimal, indicating that it is hard to be implemented in large CCN [11,51]. Recalling that

Internet requests follow Zips’like distribution [54,55] , we know there is a reasonable sized set of
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popular contents, and a very long tail of contents that are requested by small population. And
today’s use of CDN has showed that moderately sized edge caches are sufficient to handle the
popular contents. Considering the very long tail of contents in the Internet, we can expect that
the effectiveness of universal caching barely increases with the cache size which is extremely

smaller compared with contents that can be cached.

Random Caching

In [17], authors used random fractional caching, where each packet has a pre-set probability of
getting indexed and cached. Similar ideas are used in [46] and [80]. Actually, universal caching
is a extreme case of this approach as the probability P € (0, 1] in random caching is fixed to 1 in
universal case. [17] uses fixed probability P € 0.75,09 in their simulation process. However, [15]
uses the same probability value in a thorough simulation and shows that there is no significant
performance improvement compared with university policy and LCD. The reason is obvious
and easy to understand as all these cache policies treat every content individually without

considering their interconnecting properties in a time interval.

Topology assistant Caching

Realizing that caching indiscriminately does not necessarily guarantee the highest cache hit
ratio, some researches have moved onto network topology assistant caching design. A recent
work in [11] proposes a caching scheme that allow contents to be cached only at ”important”
nodes, which is determined by the betweenness centrality of nodes that lie on the delivery path
in a network. This caching approach can keep the contents to be cached at a node where a cache
hit is most probable to happen and meanwhile reduce the cache replacement rate. The author
claim that their caching schemes can be applied to any topology since the caching decision is
solely based on the node itself. And the simulation results show that by using this scheme,
the Interest packets can be satisfied with less hop comparing with CacheAll decision policy.
However, we doubt that this caching scheme cannot satisfy the mainstream traffic pattern for
three reason. First of all, the design idea behind these approaches is still location-oriented,
from which CCN architecture shifted. One potential problem is that more nodes in network
will prefer to route their Interest packet to these ”important” nodes since they provide higher
hit ratio, leading to significant traffic load and congestion on this area. Secondly, based on the
algorithm of this topology assistant caching, nodes which have higher betweeness centrality will
located at upper level of the network topology, leading to more contents to be cached far away
from users. This result is opposite to our current understanding that putting the contents close
to users [citation of CDN]. Thirdly, such scheme will decrease the content diversity among the

entire network as less content can be cached.

15



Another similar design is introduced in [12]. The authors propose ProbCache to fairly al-
locate cache space for multiplex contents of different flows in caches along a shared path, by
probabilistically approximating caching capability of a path and caches contents. Based on this
scheme, node which receives the content will take remaining caches and hops into account when
making cache decision. In contrary to [11], [12] makes node that located closer to the end user
have higher probability to cache the content. However, this scheme requires additional network
information such as cache size on the path and link speed which are hard to estimate in larger
scale network topology as they are not stable all the time. While the common problem of these
two schemes is that both of them only consider where to cache rather than what to cache. Ac-
tually, the latter one is more fundamental problem needs to be considered since small amount

of popular contents attract the majority of the requests.

2.2 Mobility Management in Wireless Networks

With the increasing demand of large volume data and real-time services, wireless networks
should be able to support the traffic consistency with different Quality of Service (QoS) guar-
antees. In IP based wireless networks, Mobile IP (MIPv4) [81] is the most well-known mobility
schemes that improves the node mobility by redirecting the data packets to its current loca-
tion through a tunnel. Besides MIPv4, there are many other works on mobility and handover
management such as regional registration [82], SIP [83] and S-MIP [84]. However, due to the
IP address blinding, these approaches suffer from problems such as handover delay, control
overhead and triangular routing when handling the content delivery between initial point of
attachment (PoA) and current connected point. CCN architecture splits the address with i-
dentity, as all entities are uniquely named so that contents are routed by names rather than
addresses. Because of these fundamental architecture change, many studies [18,19, 21, 22, 25]

work on mobility and handover support in CCN.

2.2.1 Mobility and Handover Support in IP networks

MIPv4 [81] defines a home network where Mobile Node(MN) is initially connected and assigned
a permanent IP address that used to identify the MN; it also defines foreign networks that MIN
visits. Two entities namely Home Agent (HA) and Foreign Agent (FA) are located in these
two networks respectively. When MN moves to foreign networks, it will be assigned a Care of
Address (CoA) through DHCP. And HA and FA are responsible to forward the data generated
by Correspondent Node (CN) that routed based on home IP address to CoA. Although MIPv4
solves the IP address registration problem by introducing HA and FA, the registration delay

between these two entities can be very long if the distance between visited network and home
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network is large. Mobile IP Regional Registration (MIP-RR) [82] attempts to minimize the
signaling delay by performing registration locally in a regional network. MIP-RR introduces
a new entity called Gateway Foreign Agent (GFA) which is similar with FA. The address of
GFA is advertised by the FAs that are located in the same visit domain. If MN is moving
between different FAs within this visit domain, it only needs to make a regional registration to
GFA instead of HA. For the data forwarding, HA first intercepts the packet and forwards it to
registered GFA. And GFA will further redirect the packet to corresponding FA that located in
its domain. MIP-RR reduces the frequent registration overhead and signaling delay by putting
the registration locally.

SIP [83] is an application layer multimedia signaling protocol that developed by IETF. MN
uses a INVITE message to initiate a session with the CN and it sends RE-INVITE message to
maintain the same Call-ID when MN accesses to a new network and obtains a new IP address.
After that, location information stored in home SIP server can be updated. In order to further
reduce the delay during the handoff process, [84] developed a seamless handoff architecture for
Mobile IP called S-MIP. In S-MIP, the network uses location and movement patterns of MN
to ’instruct’ the MN when and how handoff should be carried out. By using signal strength
and storing the history of the locations, Decision Engine (DE) is able to obtain the movement
pattern of associated MNs and the information of access routers. Therefore, DE can make the

smart’ handoff decision for the MNs to reduce the handoff delay and improve the QoS.

2.2.2 Mobility and Handover Support in Content-Centric Network

Unlike IP network, CCN doesn’t worry about the reestablishment between two end users since
COCN is connectionless. So most researchers are mainly focus on the connection consistency
during the movement. Even though mobility support is the inherent benefit that come with
CCN, it cannot satisfy the delay requirements of real-time contents if pure popularity-oriented
replacement policies are used. Topology-assistant decision policies that allowing more contents
to be cached at core rather than edge of the network seem to perform better because users
have higher probability to re-access the contents. However, they will suffer the side effects as
the congestion and processing delay at these ”"important” nodes can counter such advantage
or make it even worse. To this end, the problem of seamless handover in CCN still remains
unsolved. Several handover support designs for CCN or ICN architecture have been proposed
to address this problem. These solutions can be classified into three types: reactive approaches,
vertical handover approaches and proactive approaches based upon where requested contents

are cached.
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Reactive Approach

In reactive approach, mobile user will inform its point of attachment (PoA) before moving to
another area. When the PoA receives this notification, it will cache the contents that requested
by the mobile user after the disconnection. As long as mobile user reconnects with a new PoA, it
provides the previous PoA identity to current PoA so that current PoA can obtain the contents
cached during user’s disconnection period without re-sending the request to the network. One of
reactive approaches is proposed in [22], in which nodes use Request() and Respond() messages to
disconnect the old broker and forward cached contents to new broker respectively. The brokers
use the Subscription Table to handle these connection activities. Particularly, [25] handles the
source mobility problem by redirecting incoming Interest packets via the tunneling between
previous PoA and the new one. This redirection avoids the Interest packets missing due to the
location change of source nodes. Another similar work [21] uses the indirection point to record
the location change and re-deliver contents to new PoA. These reactive approaches allow new
PoA to get the contents from previous PoA directly rather than resend the Interest packet
to the content servers. However, they have the disadvantage as the delay will be increased in
communication period between two PoAs. The mobile user cannot receive contents immediately
because the contents have not arrived at current PoA yet. Obviously, reactive approaches still
suffer multi-hop handover delay and therefore cannot achieve seamless handover requirement

to avoid significant QoS degradation for real-time contents.

Vertical Handover Approach

Similar to soft handover in cellular network, vertical handover approach establishes the con-
nection with new PoA before the connection to the old PoA is broken. This approach can
better maintain the communication consistency since mobile user is receiving contents during
its movement. One example of this design is [24]. The authors design a content delivery scheme
that requires CCN nodes to use multiple interfaces for communications in overlap area of PoAs.
And a Flow Mapping Agent (FMA) is proposed to manage the connection information. Au-
thors argue that this approach can enhance content delivery efficiency as several interfaces are
receiving contents simultaneously. However, this approach is hard to be achieved as it requires
CCN nodes to carry multiple interfaces for the same network. In addition, the author only
evaluate their design performance in a simple line shape network topology, in which two PoAs
are directly connected. This design may has problem when two PoAs are not in the same subnet

area and therefore it cannot solve the multi-hop handover latency problem in CCN.
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Proactive Approach

Compared with reactive and vertical handover approaches, proactive approaches are more fea-
sible: contents are delivered to new PoA that mobile user will connect to in proactive manner.
So mobile user can receive the contents that requested in the previous PoA immediately after
the handover. Many researchers have devoted their effort on proactive approaches and proposed
several handover support schemes [18,19].

In our work, we focus more on the user mobility. [19] proposes Selective Neighbor Caching
(SNC) to enhance the user mobility in ICN architecture. The key idea of SNC is to select an
optimum subset of neighbor proxies to cache the mobile user’s subscriptions (requested contents)
via the target cost function. This approach reduces the delay for real-time contents delivery
but it also requires many extra information (e.g., user mobility, delay, cache cost) in decision
process. Another work in [18] proposes three schemes to deal with the mobility problem. This
work fully explore the potential network properties of CCN and provides a comprehensive view
for addressing handover support problem. However, among these three schemes, both point
of attachment and Rendezvous point based approaches involve additional control panels and
complicated naming systems in packet routing process. While the Multicast based approach
that using multi-path interest forwarding feature in CCN is not cost-efficient. It may result in
significant congestion problem when large number of mobile users are exist. More importantly,
no work so far has ever considered how their handover support scheme are compatible with

in-network cache policy.

2.3 Summary

In Fig. 2.1 and Table 2.1, we summarize aforementioned related works in CCN with respect
to cache policies and mobility support. From the discussion above we can know that most of
current researches focus on either the in-network caching performance (especially on CRP) or
mobility support. No work so far has ever considered how the mobility support designs are
compatible with in-network caching scheme. And none the them has ever considered to solve
handover latency problem through the cache policy aspect. Note that our work fills this void

in CCN by taking these two issues into consideration.
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Table 2.1: Comparison of Related Works on Caching Policy and Handover Support in CCN.

LRU [4,11,12,15,29,70], LFU [70],
CRP LRFU [13], LB [14]
Most Used | MRU, MFU [53]
Cache Policies Other UNIF, FIFO, BIAS [15]
Universal | CacheAll [11,15,30]
CDP | Random FIX(P) [15,17]
Topology | Betw [11], ProbCache [12]

Least Used

Reactive [21,22,25]
Mobility Support | Vertical Handoff [24]
Proactive [18,19]
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Chapter 3

Understanding of Caching
Performance in Content-Centric
Network

Considering that our objective of this research is to design a cache policy to enhance the caching
efficiency in Content-Centric Network (CCN), we believe that it is important to investigate and
understand how in-network caching perform in CCN in advance. Therefore, in this chapter,
we conduct extensive simulations and measurements for evaluating the affects of environment
factors (e.g., a value in request traffic, catalog size, network topology) and system parameters
(e.g., cache size, cache policy) on caching performance in CCN. We attempt to address several
essential questions as the first step to comprehensively evaluate the performance of CCN: 1)
Why existing policies are not efficient in CCN? 2) What is the primary factor that affects the
caching efficiency in CCN? In order to answer these questions, we develop a simulator: Mobile
CCN Caching Simulator (M C'sim) that can be utilized in both static and mobile CCN scenarios
with configurable parameter as aforementioned. Based on the simulation results, we identify
the primary factor that impacts the cache efficiency and summarize four design principles that
guide our future cache policy design in next chapter.

The organization of this chapter is as follows. Sec. 3.1 introduces the motivation of this
simulation study on CCN caching performance. Sec. 3.2 describes the design details of Mobile
CCN Caching Simulator (M C'sim) development. In Sec. 3.3, we discuss and define the simu-
lation scenarios in our caching study. Finally, we present and discuss the simulation results in
Sec. 3.4.
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3.1 Motivation and Related Works

As introduced in Chapter. 2, caching has already been extensively studied in a variety of network
areas such as Web caching, Content Delivery Network, Delay Tolerant Network and Ad-hoc
Network. However, the CCN architecture where named content caching and distribution are
performed by every nodes make caching in CCN a huge unexplored area. The potential impacts
of caching in CCN have not been thoroughly assessed yet. So far, there is no consistent or
clear picture showing us how in-network caching performs in CCN and what is the primary
factor(s) that affects the efficiency of content retrieval. These uncertainties greatly hinder our
understanding on in-network caching performance in CCN.

The reason that lack of comprehensive caching performance evaluation in CCN is partly due
to the large scale of Internet catalog sizes, to the complex router deployment and to the user
behavior. For instance, in contrast with limiting the contents to be cached at some particular
routers, CCN applies universal caching, through which each router can cache any contents so
that to offload the traffic among the network. In addition, different with sufficient understanding
on Web caching or in existing networks, the scientific community has not reached the consensus
on the evaluation scenario for CCN, making caching performance evaluation in CCN a more
challenging issue. In fact, a thorough study on CCN caching performance can be of great help
to further optimize the cache policies and therefore enhance the overall CCN performance.

Some researches such as [11,12,14] have been done on the cache policy design in CCN with
the goal to improve the efficiency of content caching. Another works [19,21] aim to reduce
the handover latency in CCN via either proactive or reactive caching algorithms. Among these
researches, various simulations under different scenarios are conducted for performance evalu-
ation. However, none of them provide an comprehensive evaluation results demonstrating the
caching performance in CCN under multiple system or environment parameters. We list several
evaluated parameters utilized in related works in Tab. 3.1. As we can see, most of the works
evaluate the cache size factor since it is the most intuitive factors for enhancing the content
performance. We also observe that only a few works evaluate the CCN caching performance by
using different « value, content types or considering mobility. For instance, [12] simply evaluates
the cache size effect on CCN caching performance in static scenario with binary tree topology
and fixed o value equals 0.8. Work [15] presents a simulation study of CCN by considering sev-
eral aspects including, « value of request traffic, cache catalog size, topology and cache policies
but without content type and mobility scenario. We argue that such limited evaluations are
not sufficient to analyze and target the primary factor that cache policy design should focus
on. To this end, an comprehensive evaluation on CCN in-network caching is urgently needed
before we start our cache policy design for improving caching efficiency and reducing handover

latency in mobile CCN.

23



Table 3.1: Parameters of CCN caching evaluation in related works.

Related Evaluated parameters
works « value | Content type | Cache size | Topology | Caching policy | Mobility
[10,12,13] X X v X v X
[11] X X X v v X
[14] v v v v v X
[15] v X v v v X
[19] X X X X X v
[21] X v X X X v
our work v v v v v v

In our work, we take all six parameters listed in Tab. 3.1 into consideration during the
caching evaluation. Our goal is to conduct a very thorough simulation study of CCN caching
performance aiming to provide a clearer view for understanding how those parameters impact
in-network caching in CCN. Yet, no CCN simulator has been developed for caching evaluation
with multiple parameters in mobile environment so far. For example, CCN simulator provided
in [15] is good for caching evaluation but only in static scenario. Hence, we advocate the need to

design a mobile CCN simulator for both the caching study and design performance evaluation.

3.2 Mobile CCN Caching Simulator (MC'sim)

In this section, we describe the development of our customize CCN simulator. As we focus on the
evaluation of caching performance and seamless handover support in CCN, our simulator should
be able to fulfill these requirements. We develop Mobile CCN Caching Simulator (M Csim)
based on Java platform and MySQL through JDBC. The key feature of M Csim is the mobility
support for CCN users who are sending requests (Interest) for contents during their movement.
Also, M Csim enables multiple configurable parameters including content popularity, request
traffic type, cache size, topology and cache policy. ClacheAll decision policy and Least Recently
Used (LRU) replacement policy are used by default.

MC'sim has three modules and they are User module, Router module and Server module.
All modules have Receiver (Rx), Transmitter (Tx) and Traffic Manager (TM). Rx forwards the
packets to Traffic Manager (TM) when it receives packets from the network. Tx is responsible
to send the packets received from TM to the network. Traffic Manager is the main component
for processing data (Interest, Content and simulation results). In different modules, TM has

particular functions and schedules. We will introduce these three modules with details below.
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Figure 3.1: Structure and traffic operation in user module.

3.2.1 MCsim User Module

CCN user is located at the bottom level of the network for Interest generation and Data
collection. In user’s perspective, the delay of receiving the Data is the most important factor
that concerned. Fig. 3.1 depicts the general architecture of user module in M C'sim. In this user
module, Traffic Manger (TM) determines how to handle the data, including Interest generation
and received content checking. At the beginning, Interest Generator in TM generates new
Interest packets following particular distributions. Through Tx, Interest is sent to the connected
CCN router and the Interest 1D is added into the Waiting List. Meanwhile, Rx will listen the
incoming traffic; once the Data is routed back, Rx will collect and forward it to Content Receiver
to check the user ID of received Data. If the user ID matches the node ID, Content Receiver
will notify the Interest Generator to delete the corresponding Interest ID in the waiting list.
In our simulation, we do not consider the packet loss as we are more interested in the caching
performance.

In order to evaluate the caching performance in mobile CCN, we implement Mobility Man-
ager (MM) at the top of Traffic Manager. MM generates mobile traces and detect the handover
during the movement. In the handover process, MM disconnects the previous router and con-
nects to a new router that located the closest to its current location. Also, Traffic Manager will

handle the handover case by re-sending the Interests in the waiting list.

3.2.2 MUsim Router Module

CCN router plays the most vital role in CCN because it reduces the content delivery delay and
network bandwidth usage by storing contents in the cache to satisfy the request traffic. Fig. 3.2

depicts the architecture of M C'sim router module. Traffic Separator collects the data from Rx
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and check its type(Interest or Data). If received content is Interest, it is delivered to Interest
Handler. Otherwise, it is delivered to Content Handler in Traffic Manager (TM).

When an Interest packet arrives at TM, TM will check the PIT first to see whether it has a
duplicate Interest that been sent before. If yes, TM will update the PIT by adding the incoming
interface to the existing Interest item. And the Interest will not be forwarded to the network
for bandwidth saving. If no duplicate Interest is found in the PIT, Interest handler will look
up the Content Store (CS) to see whether it has stored content that can satisfy this Interest. If
content is found in CS, this content will be delivered back to user. Otherwise, TM will forward
this Interest to another router heading to the content server. Also, TM adds this Interest into
the PIT to indicate that future Interest for the same content should wait here. Before sending
out the Interest packet, this router module uses FIB to determine which outgoing interface
should be used.

When a Data packet arrives at TM, TM will update the PIT and deliver the Data to other
routers or users based on the PIT information. Also, TM applies Cache Decision Policy to
determine whether to cache arrived Data or not. If it decides to cache the Data but the cache is
full, TM will use Cache Replacement Policy to remove old Data in cache. After this procedure,
the Data will sent out.

Outgoing packets from TM will go through Forwarding Information Base (FIB) which ap-
plies routing protocol to guide the packets to correct interfaces. In this simulator, we assume
routers know the route to all content servers. Without loss of generality, we use the shortest
path as the content delivery path in this work. And the contents will be delivered to users based
on the path of Interest in reversed direction.

Caching performance in routers is the most essential factor that affects the overall CCN

performance. The more Interest can be satisfied at lower layer network, the more bandwidth
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saved. Hence, our main simulation results are collected at M Csim router module.

3.2.3 MCUsim Content Server Module

In CCN, content server is the final node that Interest is forwarded to when it cannot be satisfied
along the forwarding path in the network. Once the content server receives the Interest, it replies
it with the corresponding Data. Fig. 3.3 demonstrates the architecture of M C'sim content server.
The major task for TM in this module is to generate contents so that to satisfy the received
Interest and send the Data back to the routers based on FIB.

3.2.4 Simulation Results Collection

In MC'sim, simulation result collection is embedded in different modules. In user module, the
result collections between two versions are slightly different. In the general version user module,
MC'sim do not collect result data as we assume that the connections between users and routers
are perfect for simplicity. While in the mobile version M C'sim user module, M C'sim collects the
result about re-transmitted Interests especially for real-time traffic. Our goal is to demonstrate
the hop distance ratio of contents whose Interest are re-transmitted after the handover. The
main result collection effort is devoted onto router module, in which the in-network caching
schemes are deployed.

Table 3.2 shows the details of collected results during the simulation among three modules
in MC'sim. Besides common cache hit and miss results, we also collect the contents diversity
in the cache during the simulation. This is because content diversity is a more straightforward
metric for us to analyze content distribution in the cache. Content diversity is classified into

four categories. First category refers to the top popular contents with the rank matches to the
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Table 3.2: MCCsim result collection table.

Module \ Collected result \ Meaning ‘

OD _Interest number of retransmitted Interest for on-demand traffic
User RT _Interest number of retransmitted Interest for real-time traffic

OD_AccHops | hops of Interest packets to reach the on-demand contents

RT_AccHops | hops of Interest packets to reach the real-time contents

Cache Hit number of arrival Interests that hit the requested contents

Cache Miss number of arrival Interests that miss the requested contents
Router .

AccHops accumulated hops of all arrival contents

Diversity 1-4 | realtime content popularity distribution in local cache
Server OD _Interest total number of arrival on-demand Interest packets

RT _Interest total number of arrival real-time Interest packets

current cache size ¢: [1,¢|. Second and third categories refers to the same amount of contents
rank from [c+1, 2¢] and [2¢+1, 3¢] respectively. The last category refers to all the rest relatively
unpopular contents. Accumulate Hops (AccHops) is obtained from each arrived packet which
record the hops that it has travelled.

3.2.5 Header format of packet

The header of packet is shown in Table 3.3.

Table 3.3: Header of packet.

1. Type ‘ 2. ContentName ‘ 3. ServerID | 4. UserID 5. Hops

1. Type: The first header field indicates the type of this packet.
0 represents Interest and 1 represents Data.

2. Content Name: This field shows unique name for this content.
3. Server ID: If no router caches the content whose name
matches field two, the Interest will be routed to the content server
with this server ID.

4. User ID: This field is used by routers to forward the

content back to user.

5. Hops: This field is used for recording the one way hop count.
It is 0 by default when Interest is generated. Every time the
Interest is received by a node, Hops will increase by one.

When this Interest is satisfied by the content or server, Hops
value will be copied to content packet.
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3.3 System and Scenario Description

In this section, we discuss the potential parameters that might affect the caching performance
in CCN. We conduct a survey on caching parameter settings in related works and classify the
values of these parameters in Table 3.4. In addition, we summarize the system environment and

parameters values defined in our simulation in Table 3.6.

Table 3.4: System parameters setting in related studies.

Parameters Values

o 0.68 [12], 0.9 [29], 1.0 [9,11,13], 1.5 [15], 2 [85], 0.64-0.83 [55],
0.5-0.9 [14], 0.5-2.5 [16], 1-2.5 [86], 0.7-2.4 [70]

Chunk Size 4KB [70], 10KB [15, 86]

Content Size 1KB [87], 80KB,1.6MB [70], 6.9MB [86], 10MB [10, 15, 16],
1 Second Traffic [12], 1 [11,13,14,29]

Cache Size 100KB-6.4MB [87], 40MB [70], 100MB [75], 10GB(10?) [15,

16], 1GB-16GB [86], 100 [11], 500 [14], 32-1024 [10], 102-
103 [13], 10% [29]

Catalog Size 800 [70], 10% [11], 10% [10,14], 2 x 10* [86], 4.5 x 10% [13],
109 [29], 108(1PB) [15,16]

Cache Catalog Ratio | 107° [15,16], 1% [29], 5% [14], 10% [11], 0.22%-2.22% [13],
0.32%-10.24% [10], 0.74%-11.9% [86]

Topology Cascade Line [17,24,25,29,85,86], Tree [10-12,15,22,70,85—
87], Mesh [21,29], ISP [14-16], Ebone [13], GT-ITM [53],
CERNET?2 [75], Two-tier [9]

3.3.1 Request Traffic: On-demand vs. Real-time

CCN is designed to better handle and satisfy the Internet traffic generated by end users through
the in-network caching property. Therefore, the request traffic is extremely critical in determin-
ing the caching performance. Works [54, 55] have confirmed that the Internet web content
requests follow Zipf-like distribution, which distribution asserts that the probability of request-
ing the i** most popular content is inversely proportional to its popularity ranking which is
defined as

Pr{C;} oci™® (3.1)

The parameter « is the slope of the log /log representation of the number of requests to

the contents as a function of its popularity rank i. Zipf-like distribution describes the web
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requests are significantly affected by the content popularity. It indicates the phenomenon that
the majority of requests in the network are sent for most popular contents whose amount is
very small compared with the total contents in the network.

In our research, we divide the request traffic into two types: on-demand and real-time.
On-demand requests are sent for on-demand contents (e.g., email, web page, documents and
installation files) that are accessed frequently by large amount of users. On the contrary, real-
time requests merely used for requesting time sensitive contents (e.g., online gaming, multimedia
streaming and stock trading) that are accessed individually by each user. During the handover
process, real-time contents are more vulnerable to QoS degradation and therefore need to be
carefully considered. According to the fact the Internet traffic following Zipf’s like distribution,
we assume the on-demand requests follow Zipf’s like distribution while real-time requests are
non-duplicated continuous sequence.

Many CCN caching studies [11-16,29] consider the Zipf-like request traffic with different
a range from 0.5 [14] to 2.5 [16], as shown in Table 3.4. Also, [14,15,53] use Mandelbrot-Zipf
distribution in which the plateau parameter ¢ is used. However, no consensus has been reached
on exact traffic model yet. In our work, we use Zipf-like distribution as our traffic request model
to match most of the studies. While there is no conclusion on the actual « setting in Zipf-like
distribution either. [55] investigates several request traces and shows that these traces follow
Zipf-like distribution with different « values range from 0.64 to 0.83 as shown in Table 3.4. But
the v value can beyond this range (o > 2)for those extremely popular contents such as Youtube
videos [88].

Clearly, the range of o parameter is an important factor we need to carefully consider as it
will shape the request traffic pattern. Hence, we evaluate the requests probability (from 60%
to 99%) for popular contents with « value € [0.5,2.5] and catalog size = 10000 in Fig. 3.4. The
rank of contents represents the number of objects that satisfy the 60% to 99% user requests.
We can see that the rank of contents decreases significantly as « value increases. For instance,
when o = 0.5, it requires more than 8000 contents to be cached to satisfy 90% requests, while
only 3 contents are enough to satisfy the same amount of requests when o = 2.5. For this
figure, we can expect that the caching performance of CCN is dramatically determined by the
popularity parameter «. In our simulation, we first explore a wide range of a € [0.6,1.4] and
evaluate the effects of « setting on overall CCN performance. After that, we use o = 0.8 in our
later simulation since it matches the « setting in most of studies and it also corresponds to the

phase transition shown in Fig. 3.4.

30



- . . -
:5 To-e —+-B0% |
8.5 3 B 70% ]

Sa ]
& O \0\ a0% |

3 . \ —& —90%
0k . &\ 99% |

0 ) Y ]

5 \ \

s xa

S v \ i

i

= R N

\

[
o ¥ 0O \’\& ]
'} \*\‘ﬂ'- Y y
- g ]
w00, ¢

Se——H 0003
1 ' ' et —t—E—@
05 1 15 2 25
Zipf e value

Figure 3.4: Effect of o value on content ranking.

3.3.2 Cache and Catalog Size

From Sec. 3.3.1 we know that « value in Zipf-like distribution drastically control the request
pattern. And Fig. 3.4 shows that when a < 1, the number of contents satisfying 60% request
(or more) is still very large by comparing with the total number of contents (catalog size). This
result implies that cache size and catalog size are also critical factors that determine the caching
performance in CCN. On one hand, small cache size may limit the CCN content dissemination
performance because only a few requested can be satisfied within the network. On the other
hand, large cache size will increase the complexity between cache and outgoing interfaces, which
is not acceptable under the line speed caching requirement of CCN. In addition, the catalog
size should be much larger comparing with cache size as it is the case in current Internet
traffic. Hence, reasonable parameter setting about cache and catalog sizes should be seriously
considered. Many related work have discussed this issue and used particular cache and catalog
size in their evaluation process. We summarize their system parameters in Table 3.4 with Chunk
Size, Content Size, Cache Size and Catalog Size respectively (unless otherwise specified, the unit
is content).

From the table we can see that most of studies do not consider the packets in chunk level.
They argue that the performance of cache policies at content level can directly reflect chunk level
case since the goal of cache policies is to improve the hit ratio at CCN nodes. Therefore, it is
straightforward that content-level cache policies can be extended to handle the chunk level case,
as long as efficient routing protocols and assembling process are used. As most of the studies

focus on content level performance, the size of contents varies from 1KB [87] to 10MB [10,15,16]
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which is used for YouTube video contents. Some other work simply use content as unit instead
of physical storage capacity by assuming the processing delay for content caching and eviction
is negligible. This assumption holds as (i)the line speed requirement and (ii) the relatively small
packet size in CCN . In our work, we use packet at content level and select the content size to
be 1 as most of the studies [11,13,14,29].

As mentioned above, cache size at CCN nodes and catalog size are two important factors
that can significantly affect the performance of cache policies. The size of cache in related
work starts from 100KB [87] to 16GB [86] or 100 [11] to 10* [29] at content unit. On the
other hand, the catalog size is set at the range from 800 [70] in a small scale simulation to
108 [15,16] for the largest YouTube video diffusion system. Although we know that, comparing
with catalog size, the cache size should be much smaller, there is no consensus on the exact
value of cache size and catalog size so far. To this end, we use Cache-to-Catalog Ratio (CCR)as
a new parameter to explore and investigate the system setting. We expect that this CCR is
more intuitive to determine the overall caching performance by matching it to the «a effect in
Fig. 3.4. For example, at the case that & = 1 and perfect popularity-oriented cache policy is
used, the CCR equals to 2% can satisfy around 60% requests while the ratio has to increase to
6% to satisfy 70% requests. We also summarize the CCR of related work as shown in Table 3.4.
The ratio used in these studies varies between 0.001% [15,16] to 11.9% [86]. In our work, we
will evaluate the effect of cache size to the cache policies and therefore we use CCR at the range
between 0.5% to 8%. As far as the catalog size is concerned, we select the size to be 10* which

is the same magnitude used in most studies [10,13,14,86].

3.3.3 Network Topology

Although many CCN studies have conducted simulations to analyze the CCN performance or
evaluate their designs, most of them are limited to either cascade line or binary trees network
topologies. We summarize the network topologies used in these works in Table 3.4. Simple
network topologies used in simulations can minimize the uncertainty of CCN caching process.
But it can be a problem as some designs will take the advantage of pre-defined simple topology.
For instance, [12] proposed its path capacity based caching scheme under the assumption of
simple tree topology and proved that their scheme performs well to eliminate redundant traffic
and improves caching performance in CCN. However, we cannot tell whether this scheme can
bring the same benefits in mesh network topology which is not distributed in hierarchical
manner. Studies such as [24,25] proposed mobility support schemes based on the cascade line
topologies in which pre-requested contents can be cached in the same path. But this assumption
cannot hold in tree topology if user moves from one leaf node to another and there is no common

path between these two. Meanwhile, complicated topology such as different ISP scenarios [14—
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Figure 3.5: Three layers hybrid network topology.

16] might blur the effectiveness of cache policies since they are evaluated in average level.
In order to fully utilize the in-network caching property, it is important to target different
topologies with specific caching schemes.

In our work, we design a three layers hybrid network topology (shown in Fig.3.5) combining
cascade line, mesh and tree topologies. At the top layer, one gateway router is deployed to
connect the Internet (content servers). If content cannot be found within this network, the
Interest packets will be forwarded to this gateway router. At the second layer, three regional
routers are placed to connect the top level and bottom level. And at bottom layer, nine edge
routers are uniformly distributed in 3km x 3km area and they are directly connected with
aggregated end users. We also assume that these edge routers support wireless connectivity so
that this topology can be used in mobile scenario as well. All types of routers have in-network
caching capability with the same cache size in default. By using this hybrid network topology, we
are able to evaluate the performance of cache policies under four scenarios (line, tree, mesh and

hybrid) and we believe the results came from this network topology are more comprehensive.
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Table 3.5: CDP and CRP used in simulation

CacheAll: cache every arrived content

Rdm(P): cache content randomly with the fixed
probability P = 0.5,0.75

Betw: cache content at nodes that have higher be-
tweenness centrality

ProbCache: caching decision based on the path
Cache Replacement Policy | LRU': least recently used content will be replaced

Cache Decision Policy

3.3.4 Cache Decision and Replacement Policy

As discussed in Sec. 2.1, caching decision policy (CDP) in CCN is an area that has not been
fully studied yet. Current CCN simply uses universal caching (CacheAll) policy via which
every arrived content needs to be stored in the cache. However, some researchers argue that
such indiscriminate cache policy is inadequate to handle current Internet traffic which mainly
follow Zipf-like distribution. Hence, [11,12] proposed more intelligent, adaptive caching decision
policies for CCN. In our evaluation process, we use the performance of default caching decision
policy (CacheAll) as the baseline. Random cache (Rdm(P)) is used in our simulation as it
shows good performance in [11,15]. We also implement Betw [11] and ProbCache [12] for the
caching performance comparison. Through the simulation in our hybrid network topology, we
can get a better understanding of how topology-assistant caching decision policies work. As far
as the cache replacement policy, we only use LRU in our simulation because (i) it is the default
caching replacement policies in CCN prototype [4], (ii) it is widely used in related works for
CCN caching performance evaluation and (iil) it is simply but effective for handling the Zipf-like
request traffic. We list all CDP and CRP used in our simulation in Table 3.5.

3.3.5 System Parameters

Table 3.6 lists all the system parameter notation and values used in our simulation. In the
simulation, we assign one aggregated user for each router. During the simulation process, ag-
gregated user generates request traffic following Ry and the total request for each aggregated
user is R;. R, denotes the real-time requests over total requests ratio. When R, = 0, request

traffic is pure on-demand traffic.
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Table 3.6: System parameters notation.

Parameter | Meaning Values

Ry Request traffic distribution Zipf-like distribution

e Zipf exponent [0.6, 1.4]

T Network topology line, tree, mesh, hybrid

R, Request from aggregated users | 10°

R, Request rate 25Hz

P Packet size 1

c Cache size [50, 800]

C Catalog size 104

& Cache-to-Catalog ratio [0.5%, 8%]

. . CacheAll, Rdm(P)

CDP Cache decision policy Betw, ProbCache
CRP Cache replacement policy LRU

3.4 Simulation Results and Discussion

3.4.1 Performance Metrics

Caching performance are mostly evaluated by Cache Hit Ratio, which demonstrates the proba-
bility of one request can be satisfied at the cache node. However, Cache Hit Ratio at individual
node only shows the caching performance locally. It cannot directly provide a higher view of
overall cache performance in CCN network. CCN implements in-network caching in network
level for improving the content delivery performance. Therefore, additional performance met-
rics are needed to interpret the overall cache performance at network-wide perspective. More
importantly, at the users perspective, the latency of contents retrieval is one of the most con-
cerning factors. With the assumption that perfect link condition, we measure the hop count
that packet travels to demonstrate content delivery latency.

In our simulation, we provide the usual Cache Hit Ratio as the common metric for single
cache performance evaluation. Besides, we define new metric: Cache Diversity and Hop Distance

Ratio for node level and network level metrics respectively.

I. Cache Hit Ratio

Cache Hit Ratio is the most commonly used metric in caching performance evaluation as it
directly reflects the percentage of requests that can be satisfied at the cache. The general Cache
Hit Ratio is obtained from Eq.(3.2), which can vary in the interval [0,1], with the lower bound
achieved in the worst case that no request is satisfied at the cache. N} represents the number

of cache hit and N represents the total number of requests.
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N,
Cache Hit Ratio = Wh (3.2)

I1I. Content Diversity

The Content Diversity, defined in Eq. (3.3), investigates the content popularity distribution
within the cache. We classify the top popularity range € [1, Cy;..|, the second popularity range
€ [Csize +1,2C4iz¢], and so on (Cg;,e denotes the cache size). For example, a content with
popularity rank at No.55 belongs to first range if Cy;,e = 100 or second range if Cg;.. = 50.
Only first three popularity ranges are monitored in our simulation. |C;| in Eq. (3.3) denotes the
number of contents fall in i;;, popularity range. Content Diversity results are collected in every

1000 arrival requests during the simulation.

Cache Diversity(i) = i=1,2,3. (3.3)

ITI. Hop Distance Ratio

In user’s perspective, the latency of content retrieval is the most important factor that impact
the QoS experience. In order to lower the content delivery latency, contents should be cached
close to the end users so that they can be fetched faster than from the content server. We define
user-centric metric Hop Distance Ratio in Eq.(3.4) which is the average ratio of actual hop

count h; that packet travels over the total hop count H; from user to content server.

, . 1 h;
Hop Distance Ratio = N(Z —) (3.4)
where h; is the hop count of Interest for it content from user to the first router that content
hit occurs. H; is the hop count from the user to the original content server for i** content. N is
the total number of requests. Notice the Hop Distance Ratio is normalized metric that varies
from 0 to 1, with the lower bound as the best case that user can reach the content at direct
connected router. In addition, lower Hop Distance Ratio value means more bandwidth saving.
In non-caching network, as all the requests has to be forwarded to the content server, the Hop

Distance Ratio = 1.

3.4.2 Impact of a Value in Request Traffic

We first evaluate the impact of a value in request traffic with C'acheAll decision policy and
LRU replacement policy in hybrid topology scenario. We vary the « value from 0.6 to 1.4 with
Cache-to-Catalog Ratio (CCR)=1%. Fig.3.6 plots the Cache Hit Ratio and Content Diversity
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Figure 3.6: Hit ratio and content diversity results with varying a (CCR= 1%).

of routers distributed in three layers. Cache Hit Ratio values are the average values of router(s)
in each layer.

As expected, hit ratio performance is improved with increasing « value. However, the rising
rates among three layers are very different. Hit ratio at edge routers which are directly connected
with end users rises dramatically from 0.02 to 0.8 as « increases, especially after a > 0.8
(as shown in Fig. 3.6¢). On the contrary, in both regional and gateway routers, the hit ratio

performance increase steadily from 0.01 to 0.1 as « varies from 0.6 to 1.4. Due to this significant
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hit ratio performance difference within three layers, the overall hit ratio for entire network is
neutralized.

To further explore how « value affects the category of contents stored in the caches, we
demonstrate the average Content Diversity in all three types of routers as shown in Fig. 3.6.
We observe that, with increasing «, the percentage of cached contents in top three popularity
ranges increases accordingly, leading to higher hit ratio results. For instance, over 50% of cached
contents in edge router belong to top popularity range in o = 1.4 scenario, with hit ratio result
up to 0.8. However, regional and gateway routers are not the same case. Although 33% cached
contents belong to top popularity ranges in regional router at o =1.4 scenario, the hit ratio
barely reaches 0.1. This is because duplicated contents are cached along the routing path due
to CacheAll policy. By adopting CacheAll policy, every content routed back from upper level
(e.g., content server ) is stored repeatedly in all caches along the delivery path. These duplicated
contents, to some extend, are cache pollution in upper layers since they occupy the cache space
but cannot satisfy most of the forwarded requests came from lower layers, leading to poor
caching performance. Ideally, in hybrid topology, regional and gateway routers should cache
contents belong to second (or third) popularity range so that to satisfy most of the arrival
requests forwarded from lower layer routers.

From the results demonstrated in Fig. 3.6, we find that the « value has significant impact
on the in-network caching performance in CCN. The « value in request traffic determines
the request frequency among contents and popular contents are accessed more frequently as
«a value becomes larger. This implies that in a large o value scenario, caching one popular
content can be much more efficient than caching hundreds of unpopular contents in both caching
performance and cost efficiency perspectives. However, we also observe that caching the most
popular contents is not always the best strategy for every routers. Simulation results show
that the gateway and regional routers provides very limited contribution on content retrieve
though they have the same cache size as edge routers, leading to low caching performance in
network level. This cache pollution introduced by C'acheAll should be avoided in routers whose
request traffic is modified by downstream routers. In another word, content popularity at each
router is evaluated by relative content popularity based on the arrival request traffic instead of
absolute content popularity for the entire catalog. We summarize our findings in this simulation

as follows:

Remark 1 Content popularity (o value of request traffic) has direct effect on in-network caching
efficiency in CCN. Keeping popular contents in the cache improves the caching performance in
CCN. However, caching the most popular contents is not always the best strategy. Instead,

caching decision making should depend on arrival requests.
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Figure 3.7: Hit ratio and content diversity results with varying CCR (a = 0.8).

3.4.3 Impact of Cache Size

Besides « value, CCR is another important factor that affects the in-network caching efficiency
in CCN. With the same environment settings as previous simulation, We assess the Cache Hit
Ratio and content diversity respectively for varying settings of CCR from 0.5% to 8% with fixed
a = 0.8 as it is close to the average a value obtained from real Internet traffic trace [55]. Notice

that cache size under CCR=8% is extremely large considering the huge amount of Internet
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traffic.

The simulation result is demonstrated in Fig. 3.7. Clearly, we can observe that larger CCR
introduces higher hit ratio for router(s) in all three layers. Again we find that the increasing
rates among three layers are different. To our surprise, the effect of cache size expansion on
caching efficiency improvement is not as considerable as what we expect. And by comparing
with Fig. 3.6, we can easily tell that the effect of CCR on caching efficiency is not as significant
as « value. For instance, for routers in layer three, even though we doubly expand the cache
size from CCR=0.5% to 8%, the hit ratio results increase slowly from 0.02 to 0.35. The overall
hit ratio performance at CCR=8% is around 0.15.

Also in Fig. 3.7, we can inspect the content popularity distribution in different layers. The
same as previous a value simulation, the compositions in each layer are similar: the unpopular
contents are the majority in the cache followed by first range contents, leading to low caching
efficiency, especially for routers in layer one and layer two. This result again confirms that
CacheAll policy is not effective to target and cache the correct contents for improving the in-
network caching efficiency in CCN. For example, in layer three, most of the caches are used for
caching unpopular contents which barely contribute to hit ratio performance. From the results,
we realize that simply increasing the cache size is not efficient for improving caching efficiency
in CCN. In addition, large cache size results in higher expense, processing delay and computing
complexity which are not feasible in CCN. To avoid such problems, routers should be able
to intelligently cache the most valuable contents under limited cache size. We summarize our

findings in this simulation as follows:

Remark 2 The impact of cache size is limited. The results imply that simply expanding the
cache size is not cost efficient to enhance the caching efficiency in CCN. Moveover, considering
the rapidly increased information volume in the Internet, expanding the cache size in router is

not practical.

3.4.4 Impact of Network Topology

Previous o and CCR simulations are conducted in hybrid topology scenario, in which we realize
that location and connection among routers are also critical factors that affect the caching
performance in CCN. To understand the effect that router location and organization bring
about, we conduct another group of simulations with four topologies and they are (a) line
topology (b) tree topology (c) mesh topology and (d) hybrid topology. In each topology, there
are one gateway router, one or more regional router(s) and multiple edge routers. Only the
edge routers directly receive request traffic from aggregated end users. And all the unsatisfied
requests will be forwarded to gateway router which connects to the content servers out of the

subnetwork. In this group of simulations, we evaluate the hit ratio at edge routers with full
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Figure 3.8: Hit ratio results in line topology with full range of o and CCR value.

range of o value from 0.6 to 1.4 and CCR from 0.5% to 8%. We believe that such wide range
settings can provide comprehensive results for us to analyze the impact of topologies on caching

efficiency. The same as previous simulation, we consider CacheAll as cache decision policy and
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LRU as cache replacement policy and shortest path routing.

I. Line Topology Scenario

The first topology is the cascade line topology in which routers are connected one by one as
shown in Fig. 3.8a. Node 1 is the gateway router and node 2 is the regional router. Both node
8 and node 11 are edge routers with end users connected directly. As the results demonstrated
in Fig. 3.8b, we can observe that node 1 and node 2 provides very poor hit ratio performance.
Even in the case that a is 1.4 and CCR is 8%, the hit ratios of these two routers remain below
0.06. On the contrary, the hit ratio in node 8 and 11 are much higher compared with node 1
and node 2 that a few hops away. As the same result shown in previous « and CCR evaluation,
increasing either o value or CCR can improve the caching performance. We can also confirm
the findings that caching performance is more sensitive to « value change. Although node 2 and
node 8 are one hop away from each other, the caching performance are dramatically different.
The reason of this phenomenon is that , as a edge router, node 8 receives request directly from
end users while node 2, as a regional router, only handles the forwarded requests that cannot
be satisfied at edge routers. The edge router acts like a filter that blocks (satisfies) most of the
user requests for popular contents that are stored in its cache. For those unsatisfied requests,
edge router passes (forwards) them to non-edge router which is located at the higher layers
of the network and can not receive user requests directly. With limited cache size, non-edge
routers are less likely to store the content to satisfy most of the forwarded requests after the
filter since the majority of this requests are looking for less popular contents, leading to low
caching performance in node 1 and node 2.

In fact, CacheAll policy in single line topology aggravates the performance on node 1 and
node 2. The algorithm of CacheAll policy adopted in routers along the routing path cache
every arrival content indiscriminately. And single line topology means that only one routing
path existed in the network. Therefore, contents forwarded by upper level nodes (e.g., content
server) are cached duplicately in the intermediate routers along the path. Duplicated contents
cached in non-edge routers have less chance to be accessed as the requests for these contents
are satisfied by edge routers. More importantly, most of the contents that travel through non-
edge routers belong to the tail of the request, which means that they have lower probability
to be accessed again. Thus, contents cached in non-edge router (node 1 and node 2) cannot
improve the caching performance in this line topology case. In addition, by carefully inspecting
the results in Fig.3.8b, we can find that hit ratio performances decreases along the routing path
from edge router endpoint (node 11) to the gateway router endpoint (node 1). Although both
node 8 and node 11 are edge routers, the hit ratio in node 11 outperforms that in node 8. The

reason of such difference is that node 8 caches contents not only requested by its end users but
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Figure 3.9: Hit ratio results in tree topology with full range of a and CCR value.
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also contents requested by lower level router (node 11). These passing contents, to some extend,
pollute the cache in node 8 since they are less popular ones, resulting to the degradation of

caching performance in node 8.

I1. Tree Topology Scenario

The second topology we evaluate is binary tree topology. The router organizations in tree
topology is shown in Fig. 3.9a. Node 1 is the gateway routers and both node 3 and 4 are its leaves
which act as regional routers. Node 5, 6, 7 and 13 are leaves of node 3 and 4 respectively. All
of them are edge routers that directly connect with end users. Since tree topology is symmetric
and for simplicity purpose, we only demonstrate the results of left branch (Node 1,3,5 and
6). Hit ratio result of these four routers are plotted in Fig.3.9b. From this figure, we can see
that , as all the edge routers are located in the endpoint of the routing path, their overall
performances under different o and CCR settings are optimized because they don’t suffer the
cache pollution problem that we mentioned before. The most significant differences of the results
between line and tree topology are the caching performance improvement in node 1 and node
3. By comparing with the routers at the same location in line topology (node 1 and node 2),
we can see a significant caching performance boost in node 1 and node 3 under full range of
« and CCR values. In tree topology. both node 1 and node 3 have more than one connection
at their downstream path. Such connections imply that contents cached at these two routers
have multiple end destinations, making less duplicated contents are cached along the path. For
example, as node 3 connects with both node 5 and node 6, the cached contents that requested
by node 5 can be accessed by node 6 later. This also explains the performance improvement in
node 1 which located on four different routing pathes.

However, the caching performance at node 1 and node 3 are still relative low comparing
with node 5 and 6 that located at the endpoint of the routing path. As the intermediate routers
in tree topology, the caches in node 1 and node 3 are polluted by their leaves. In summary, the
caching performances of non-edge routers in tree topology scenario are improved, implying that
nodes laid on multiple pathes can avoid duplicated contents to be cached along each path. The
same as line topology, caching pollution problem still remains unsolved as CacheAll policy is

used, leading to serious caching efficiency problem.

ITI. Mesh Topology Scenario

Mesh topology is the third topology we used in our simulation. As shown in Fig. 3.10a, node
1 and node 3 are gateway router and regional router respectively. The rest routers are all edge
routers, among which node 9, 10, 12 and 13 are connected with each other and router 9 and 12

receive forwarded requests from node 10 and 13 with the same probability. Different with tree
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Figure 3.10: Hit ratio results in mesh topology with full range of & and CCR value.

topology scenario, in which all edge routers are located at the endpoint of the routing path,

node 6, 9 and 12 are intermediate edge routers at two layers in mesh topology scenario. Except
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for the topology change, all other settings remain the same as previous simulations. Due to the
symmetry of mesh topology, node 9 and 10 perform the same as node 12 and 13. Meanwhile,
edge routers node 10 and 13 only receive request from their own end users which are exactly the
same as previous simulations. Hence, we only plot the hit ratio results of four routers as shown
in Fig. 3.10b. For performance comparison between endpoint edge routers and other routers,
please use the result of node 5 in Fig. 3.9b or node 11 in Fig. 3.8b.

First of all, we can see the hit ratio results of different routers are similar with the perfor-
mance in line topology case. The overall hit ratio decreases from edge routers end of the routing
path to the gateway router. Again, we observe poor performance in node 1 and 3 as they form
the single line topology with node 6. Because of duplicated content stored in node 1 and 3, less
forwarded request from node 6 and its leaves can be satisfied. This result implies that router
organization at the lower end of the routing path doesn’t affect the caching performance of
routers located in the middle of line section of the path. Surprisingly, we see that node 6 has
serious degradation in hit ratio though it is edge router with multiple leaves connected in its
downstream. This is because the negative effect of caching pollution outweigh the positive that
multi-sources connections bring about. As all the requests that cannot be satisfied at lower level
routers are forwarded to node 6, the cache of node 6 is updated faster. CacheAll policy adopted
in node 6 replaces popular contents with less popular contents that are requested by lower level
routers. Finally, by inspecting the hit ratio at node 12, we can also see the performance degra-
dation comparing with edge routers which are not located at the middle of the routing path.
From this simulation, we can conclude that reducing the connections between edge routers can

minimized the cache pollution problem when CacheAll policy is used.

IV. Hybrid Topology Scenario

After evaluating line, tree and mesh topology individually, we combine these three topologies
together and form the hybrid topology as shown in Fig. 3.11a. In hybrid topology, we place one
gateway router, three regional routers and nine edge routers. The purpose of hybrid topology
simulation is to examine whether our findings in previous individually simulations still hold. In
hybrid topology, node 5, 7, 10, 11, 13 are all endpoint edge routers and thus we only plot the
result of node 13. We don’t show the results of node 2 and 8 since they are similar with their
performance in line topology simulation conducted before. Node 12 acts the same as node 9
since both of them are intermediate routers receiving requests from node 10. And the hit ratios
of the rest routers are demonstrated in Fig. 3.11b.

By inspecting the hit ratio, we can see that the caching performance of node 1 in hy-
brid topology is better than the result in line and mesh topology scenarios while close to the

performance in tree topology. This is because node 1 has three downstream connections and
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Figure 3.11: Hit ratio results in hybrid topology with full range of a and CCR, value.

therefore less duplicated contents on the single path. When a request forwarded by regional
routers arrives, it has higher probability to find the contents that are requested by other re-

gional routers before. The same behavior can be found at node 3 which connects one more edge

router comparing with the mesh topology scenario.
As expected, by comparing hit ratios between node 3 and 4, we can see that node 3 with
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more downstream connections has lower hit ratio. The reason of this result is the same in mesh
topology as more unpopular contents are cached due to the CacheAll policy algorithm. At
this situation, LRU replacement policy cannot work properly to keep the right contents in the
cache. And the performance is even worse at small a and CCR case, with which contents in
the cache are flushed more frequently. As for node 6, 9 and 13, we can still observe the same

behavior that they suffer less cache pollution as they locate close to the end of the routing path.

V. Discussion

In order to provide a more clear view on the impact of network topology and routers intercon-
nection on CCN, we collect the Cache Hit Ratio results of all routers in four different topologies
with @ = 1 and CCR=1% and present them in Fig. 3.12. First of all, in all topologies, we
can observe that non-edge routers (R1 - R4) provides very poor hit ratio performance. On the
contrary, the hit ratio in edge routers are much higher especially for endpoint edge routers that
are located at the end of the path such as R11 at line, R5 in tree and R13 in mesh topology.
This can be explained by analysing the filter effect: edge router acts like a filter that blocks
(satisfies) most of the user requests for popular contents that are stored in its cache. For those
unsatisfied requests, edge router passes (forwards) them to non-edge router which is located at
the higher layers of the network and can not receive user requests directly. Due to limited cache
size and the long tail in Zipf-like request pattern, these forwarded requests are less likely to be
satisfied in non-edge routers.

In addition, we also observe that edge routers perform differently due to their interconnec-
tions. Endpoint routers located at the end of the routing path (e.g., R5, R11 and R13 in hybrid)
reach the highest hit ratio, while intermediate routers (e.g., R6 and R8 in hybrid) located on
multiple routing paths suffer serious hit ratio degradation. For instance, R6 in hybrid topology
provides much lower hit ratio comparing with R5. This is because the arrival request pattern
at R6 is changed by combining the direct requests from end users and forwarded request from
lower level router (R9, R10 and R12). By adopting CacheAll policy, those passing contents,
to some extend, pollute the cache in R6 since they are less popular, resulting to the cache
performance degradation in R6. This pollution effect is more obvious in line topology scenario
as duplicated contents are cached along the single routing path. Based on the results and the

analysis above, we summarize our findings as below.

Remark 3 FEdge routers that receive direct user requests are more caching-efficient than non-
edge routers in CCN, which again emphasizes the importance of arrival requests. By applying
universal caching (CacheAll), routers located on multiple routing path suffer serious cache
pollution from downstream. In addition, among four different topologies, line topology performs

the worst as it suffers the most serious caching pollution problem.
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Figure 3.12: Hit ratio and content diversity results with varying CCR (a = 0.8).

3.4.5 Impact of Cache Decision Policy

In previous simulations, we apply CacheAll and LRU for cache decision and replacement policy
in each router respectively . The results from previous simulation show that CacheAll policy
provides poor performance especially in low a or CCR value scenarios. In addition, the same
contents are cached duplicately in the path, leading to low cache utilization efficiency at line

topology scenario. In this section, we conduct a set of simulations for evaluating different cache
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policies as introduced in Sec3.3.4.

Besides Cache All, Rdm(P) is another light-weight decision policy since the caching decision
is simply based on a pre-defined probability value. We evaluate the Rdm(P) policy with P = 0.5
and P = 0.75. Actually, CacheAll policy can be considered as a special case of Rdm/(P) with
P = 1. Betw is a new policy proposed in [11] for improving the caching performance in CCN.
Instead of cache contents at each router, Betw utilizes the betweenness centrality of routers
located on the routing path and only cache the content at the router which has the highest
betweenness centrality value. According to Betw algorithm, only node 1, 2, 3, 4, 6, 8 are
allowed to cache contents in hybrid topology. We also evaluate another decision policy named
ProbCache which is introduced in [12]. The idea of ProbCache is to fairly allocate cache space
for multiplex contents of different flows in caches along a shared path. ProbCache makes the
caching decision based on caching capability of a path and distance to the destination.

For simulation settings, we utilize hybrid topology as it combines line, tree and mesh topolo-
gies. The « value of traffic request is 0.8 and the CCR value is 1%. For results analysis, we
apply three performance metrics: Hit Ratio, Content Diversity and Hop Distance Ratio. Hit
Ratio and Content Diversity metrics are used to demonstrate the performance at node level
while Hop Distance Ratio is used for network level evaluation.

Fig.3.13 shows the result of Hit Ratio and Content Diversity for different cache decision
policies among three different router types. First of all, we can see that CacheAll policy is
the worst decision policy as it provides almost the lowest hit ratio in every router type. By
comparing CacheAll and Rdm(p), we observe that the Hit Ratio increases as the probability
value p decreases (CacheAll can be viewed as Rdm(1)). This interesting result implies that
caching less is a simple way to improve the Hit Ratio at routers. The reason is that by reducing
the probability (frequency) of content caching, less popular contents are evicted accidently due
to the full cache size. Among all these decision policies, Betw is the one that only cache contents
at particular routers. The result shows that Betw performs the best at regional routers area
and the second at edge router. Notice that in Betw decision policy, only node 6 and 8 are
evaluated in edge router area. Although routers with highest betweenness centrality simply use
CacheAll policy, Betw allow routers to collect more forwarded requests from the other nodes
and therefore re-shapes the request traffic distribution, leading to a relative high Hit Ratio
performance. When come to ProbCache decision policy, we can see that it provides higher Hit
Ratio at gateway and edge routers comparing with the others. From user’s perspective, higher
Hit Ratio at edge router means more contents can be accessed directly or in a shorter distance.
To this end, we consider ProbCache is slightly better than Betw and it is the best decision
policies so far.

By inspecting the Content Diversity, we find that at gateway router, the proportions of

content in three ranges are similar and total of them occupy about 10-15% of cache space.
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Figure 3.13: Hit ratio and Content Diversity results under various cache decision policies.

As for regional router, we can observe that the amount of first range contents becomes larger

especially in Betw and ProbCache, in which the sum of three ranges contents climb to around

20% of the cache space. The number of first range contents increase significantly for every

decision policy in edge router, in which contents in top three popularity ranges occupy over

20% of content space. ProbCache outperforms the others in edge router as the popular contents

it cached over 30%. Interestingly, by mapping the hit ratio and Content Diversity results, we

find that the proportion of popular contents in the cache is positively related to the Hit Ratio for
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each decision policy among three types of routers. This result confirms that content popularity
plays the most vital role to determine caching efficiency of hit ratio. In addition, we realize that
the unpopular contents (contents that not included in top three ranges) are the majority in the
caches. Even in the best case of ProbCache in edge router, the proportion of unpopular contents
is up to 70%. This phenomenon implies the inefficiency of these cache policies in caching the
most popular contents.

Although Hit Ratio and Content Diversity metrics offer a view of caching performance at
router level, there is no clear sign of how the decision policy behaves at entire network level.
And for most of the users, they only concern how long they need to wait before they can
reach the contents. To this end, we collect the hop number of contents that travel from content
server (or intermediate router if request is satisfied) to the routers that end users connected.
We plot the average Hit Distance Ratio for overall and miss contents respectively in Fig.3.14.
Hit Distance Ratio equals 0 means all the requests are satisfied at connected router, while 1
means that all the requests are forwarded to content server. Firstly, we inspect the hop reductio
ratio for overall requests as labeled in red dash line in Fig.3.14. As we can see, over 10% of
traffic are saved by applying in-network caching. In particular, ProbCache policy shows its
effectiveness of hops saving as it drops the hop distance ratio to around 0.82. On the contrary,
hop distance ratio of CacheAll and Betw is around 0.9, which is much higher than the other
three decision policies. Rather surprisingly, the trend of hop distance ratio for miss requests is

similar to overall requests except the ProbCache policy. The hop distance ratio of ProbCache
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for miss contents reaches 0.93, which is close to Rdm but higher than Betw. Different with the
other cache policies, Betw provides better performance for miss requests than overall requests.
This is because Betw only enable the cache capability in a subset of routers which are located
at higher layer of the network. For most of the requests, they have to be forwarded to cache
enabled router to find the contents. Again, CacheAll provides the worst caching performance
for miss requests as its Hit Distance Ratio is close to 1, indicating that most requests that
cannot be satisfied locally are also difficult to find the contents in the intermediate routers
along the routing path. Due to the fact that contents are cached in every router along the path,
CuacheAll introduces significant pollution problem to the network. From results of three metrics

we discussed above, we summarize our findings as below.

Remark 4 Indiscriminately caching strateqy of CacheAll policy results in high replacement
error when LFU is applied and cache pollution in nodes along the delivery path in both single
router and entire network level. Caching on a subset of nodes cannot fully exploit the in-network
caching in CCN. More importantly, cache decision policy should focus on what contents to be

cached rather than where to cache.

3.5 Principles for Cache Policy Design in Content-Centric Net-

work

Through extensive simulations conducted in our Mobile CCN Caching Simulator (M Csim), we
evaluate the in-network caching efficiency with multiple parameters in Content-Centric Network
(CCN). The results obtained in the simulations provide a higher level view on inspecting the
caching issue in CCN. Also, the findings in the simulations can be used for guiding our cache
policy design as they provide starting point that we need to deal with. Summarizing our main
results, we gather the interesting findings and corresponding design principles as below.

First of all, we find out that the parameter « in Zipf-like distribution is the most significant
factor that affects the caching performance in CCN. « parameter can be viewed as the content
popularity since it determines how frequently one content is requested. In other words, caching
one of the most popular contents is much more efficient than caching hundreds of unpopular
contents in both caching performance and cost perspectives. Considering that current Internet
traffic follows Zipf-like distribution, cache policy should be able to cache the highly demand

contents so that to satisfy the majority of requests. Hence, we give the first design principle:

Design Principle 1 Cache decision should wutilize the property of « parameter in Zipf-like

distribution to cache popular contents.
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Secondly, by reviewing Content Diversity results, we realize that the contents we should
cached are not always refer to the most popular contents among the entire catalog space. Cache
decision making also dependents on where and how the cache routers are organized and located.
Thus, hierarchical caching is a more efficient way for improving caching performance for entire
network. Interestingly, we find out that cache size is not as important as what we expect. As
we can see in the Hit Ratio results, doubling the cache size only provide limited improvement

on caching performance.

Design Principle 2 Cache decision making should dependent on the incoming request traffic

pattern rather than arrival contents.

Thirdly, results of multiple topologies show that routers located at the same routing path
suffer serious caching pollution when CacheAll policy is applied. In addition, the edge router
with direct end users contact outperforms router that only handle forwarded requests. Again,
the results confirm that hierarchical caching in the network is necessary as it can avoid the

duplicated contents in the same routing path.

Design Principle 3 Cache decision should achieves hierarchical caching among the network

to avoid cache pollution problem.

Finally, by inspecting the caching performance under existing caching policies, we find that
the caching performance improvements provided by existing policies are very limited, espe-
cially at low « value situation. Neither topology-assistant (Betw) or cache capability based
(ProbCache) policy can fully exploit in-network caching. Instead, topology-assistant policy
might result in traffic congestion and QoS degradation because requests have to travel through
the network. Since CCNs enable the automatic caching for every nodes, targeting the contents
which can satisfy most requests is more critical than finding the caching location that cache
decision policy should consider. In fact, stabilizing the cache is essential for keeping popular
contents in the router when LFU replacement policy is applied: caching fewer contents avoids
popular contents to be evicted and therefore the access frequency record can remain intact.

Meanwhile,

Design Principle 4 Maintain the cache stability can reduce the replacement error. More im-
portantly, cache decision policy should focus on what contents to be cached rather than where

to cache.
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Chapter 4

CachePop: A Popularity Oriented
Cache Policy in Content-Centric
Network

In this chapter, we design a popularity oriented caching design policy by following the design
rules summarized in Chap. 3. Through the simulation results obtained in Chap. 3, we realize
that content popularity is the primary factor that affects the in-network caching performance
in CCN;, especially for today’s Internet in which request traffics follow Zipf’s like distribution.
However, there is no popularity-oriented caching decision policy designed for CCN environment
so far. Thus, we propose an efficient popularity oriented caching decision policy: CachePop for
handling the on-demand contents in CCN.

The organization of this chapter is as follows. Sec. 4.1 briefly introduces several related works
on cache policy design in CCN and the problems of these existing decision policies. Sec. 4.2
describes the details of CachePop algorithm and how it is implemented in CCN. We discuss the
result table control and X, value selection in Sec. 4.3. Simulation results is demonstrated in

Sec. 4.4 and Sec. 4.5 summarizes this chapter.

4.1 Caching Efficiency Problems of Existing Policies

By evaluating the results obtained in the simulation based study in Chap. 3, we realize that
cache decision policy plays an critical role in CCN. This is because decision policy works as a
filter to control the content composition in the cache. More importantly, the results show that
CacheAll policy of CCN is not efficient for caching performance since it cannot differentiate the
most valuable (popular) contents. This results in i) the popular contents are easily to be replaced

(in low CCR) by unpopular contents (low a value); ii) duplicated contents are cached on the
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same route to the server which decrease the overall network caching performance. Although
some decision policies such as Betw and ProbCache are proposed to make the caching decision
more intelligent. The improvements provided by these policies are very limited because all these
decision policies violate the Design Principles; their decisions are made based on router location

or topology information instead of the properties of the requests traffic.

4.2 Popularity-oriented Cache Policy: CachePop

In this paper, we design a content popularity-oriented cache decision policy CachePop for CCN
by following the design principles we summarized in Chapter 3. Different with previous decision
policies, CachePop makes the caching decision based on the incoming requests rather than
the contents or the network topology. The advantage of such request-oriented design is that it
only targets the highly demanded contents. As we can see in previous simulation results. the
request traffics vary according to the network layer that routers located. For instance, regional
routers receive more unpopular content requests comparing with edger routers. By moving the
decision making to the incoming requests, CachePop can intelligently differentiate and cache
the contents that can satisfy most of the incoming request. In another word, CachePop can
achieve hierarchical content caching among the network without addition network topology
information. Therefore, it can be directly applied on any network topology and still remain the
high caching performance.

In order to collect the incoming requests information, we add a Request Table (RT) in CCN
architecture. Every time the arrival request cannot find the contents in the router cache, it
updates the RT in that router to record accumulated number of requests for the content. When
the content is routed back, router checks the RT to determine whether to cache this content or
not. We apply a probabilistic function which computes a caching probability for the requested
content object and only the content with higher request rate will be cached. The probabilistic
function:

1

P(X) = T 28 =15, X=1,2,3,4.. (4'1)

1+ B2

where X is the accumulated number of request for the content recorded in the RT. X, is
the parameter that can be tuned according to traffic condition. Since the catalog size in the
network is extremely large, the size of RT will increase rapidly, leading to significant processing
delay for searching the RT. Thus, RT must remain small and efficient to store the contents that
are more likely to be cached later. We apply two methods to control the RT size. Firstly, if
one content is cached according to C'lachePop in the router, the RT will be sorted based on the

accumulated number of requests and all the items with the rank larger than cache size will be
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Algorithm 1 Pseudo-code of C'achePop decision policy

Input: Arrival Interest (I) for Data (D)

1: if D is cached in CS then

2:  copy and deliver D to output

3: else

4:  forward I to content server
5. search (add) the name and update request number (X) of D in RT
6: if RT size > five times of cache size then
7
8
9

sort, items according to X in RT
remove items with the smallest X
. end if
10:  wait for D
11:  while D arrives do

12: get the request number X of D in RT and apply probabilistic function P(X)
13: if cache decision is true then

14: cache D in content store(apply replacement policy if necessary)

15: sort items according to X in RT

16: remove items with the rank larger than cache size

17: end if

18: copy and deliver D to output

19:  end while

20: end if

Output: forward D to end user

deleted. With this mechanism, we keep the RT size slightly larger than the cache size. Secondly,
if the size of RT increases to over 5 times of cache size before one content is cached, the RT
will be updated and the all the items with the smallest accumulated number of request are
removed.

The Algorithm 1 describes how CachePop work in CCN router. When an Interest (I) for
Data (D) arrives at router, the router will check its Content Store (CS) to see whether it caches
the D that can satisfy I. Lines 1 to 3 is conducted in the cache hit scenario. If D doesn’t exist in
CS, router forwards I to its neighbors heading to the content server. Meanwhile, it updates the
request number for D in Request Table(RT) as shown in line 6. Lines 7 to 10 are used to control
the RT size at most 5 times of cache size. And lines after 11 demonstrate the action when D
is routed back. After receiving D, the router applies probabilistic function P(X) to determine
whether to cache the arrival Data D or not rather than cache all the Data indiscriminately. If
cache decision is true, router will add the D into its CS and evict Data if necessary (line 14 to
15). Lines 16 to 17 describe another mechanism for RT size control which limits the RT size to

the same order as cache size. At the end, the D will be forwarded to the end user.
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Figure 4.1: Hit ratio under Xm setting

4.3 Request Table Control and X, Selection

In our CachePop algorithm, we add the mechanism to control the size of Request Table (RT).
By applying this mechanism, RT will remove items with the smallest accumulated request
number when its size reaches the threshold, keeping the RT size as the same order as cache size.
This mechanism is necessary for two reasons. First of all, the size of RT is expanded rapidly
as all the requests are recorded in RT, leading to significant processing delay for CachePop
decision policy. To avoid violating the line-of-speed requirement in CCN, the size of RT must
keep in small scale. In addition, we know that the request traffic follows Zips like distribution,
which means that most of the contents are requested infrequently. Therefore, recording the
request information of less accessed contents is not necessary since P(X) function only allow
contents with high request number to be cached.

Now we consider the selection of parameter X, in probabilistic function P(X). In fact, X,
controls the tightness of CachePop decision policy. Small X, increases the probability that
contents with small request number can be cached. On the contrary, only contents with high
access frequency are likely to be cached when X, is large. In order to find the optimal X, for
achieving the best caching performance, we conduct the simulations in line topology applying
CachePop decision policy. The settings of simulation are the same as before with « value =0.8
and CCR=1%. We increase the X,,, value from 1 to 30 and the result is shown in Fig. 4.1. From
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the result we can observe that for both edge and non-edge router, the hit ratio increases rapidly
at the beginning where X,,, € [1,5]. The increasing rate of hit ratio slows down at X,, € [5,10],
and after X,, > 10, the hit ratio reaches maximum values at 0.23 and 0.06 for edge and non-
edge router respectively. In P(X) function, X,, works like a valve to controls the difficulty that
one content to be cached. After reaching the threshold value (10 in our simulation), the caching
performance is close to the best under the o and CCR setting. Therefore, the improvement of
hit ratio after X,, larger than 10 is negligible.

Notice that though larger X,, can optimize the hit ratio performance, it also slows the
adaptation of CachePop for handling the a (content popularity)change in request traffic. In
addition, the pending table in CCN actually distorts the request traffic pattern since only one
request is forwarded for the content. Thus, we select X,, to be 10 which is the optimal value

when considering caching performance and adaptivity.

4.4 Simulation Results and Discussion

4.4.1 System and Scenario Description

Table 4.1: System parameters notation.

Parameter | Meaning Values
Ry Request traffic distribution Zipf
Q Zipf exponent 0.8
R, Total request from aggregated users | 10°
R, Request rate 25Hz
P Packet size 1
c Cache size 100
C Catalog size 104
& Cache/Catalog ratio 1%
.. . CacheAll, Rdm(0.5), Rdm(0.75
CDP Cache decision policy Betw, Prob Cacée, )Cache P(op )
CRP Cache replacement policy LRU
T Network topology Hybrid

According to the results shown in Chap. 3, CCN caching performance suffers serious cache
pollution and replacement errors at low o and CCR environment. In addition, the effects of
cache policies on caching performance are minimized when « value becomes large because large
« value is the dominate factor that controls the popularity of contents in request traffic. In

order to better evaluate our proposed cache policies, the simulation environment should be set
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in the case which similar with the real world. Thus, we use the default settings with o =0.8

and CCR=1% as we analyze in Table. 3.4. We assume that there is no packet loss.

4.4.2 Performance Metrics

For caching performance evaluation of on-demand contents, we use the same performance met-

rics as in Chap. 3 and they are Cache Hit Ratio, Content Diversity and Hop Distance Ratio.

I. Cache Hit Ratio

Cache Hit Ratio describes the percentage of requested contents can be found in the cache. The
definition of Cache Hit Ratio is shown in Eq. (3.2), which varies between the interval [0,1] with
the lower bound achieved in the worst case that no request is satisfied at the cache. Cache Hit

Ratio is simple but useful as it straightforwardly reflect the utilization of cached contents

II. Content Diversity

Content Diversity defined in Eq. 3.3 demonstrates the composition of cache in routers. As
a popularity-oriented cache policy, CachePop should have the ability to differentiate arrival
contents based on their popularity and cache the most popular ones. And as we discussed
in Sec. 3.4.2 and Sec.3.4.4, hierarchical content caching is a more efficient way for improving
the caching performance of the entire network. Thus, Content Diversity is the suitable and

necessary metrics for our caching performance evaluation.

ITI. Hop Distance Ratio

In users perspective, the latency of content retrieval is the most important factor that impact
the QoS experience. In our simulation, we evaluate the content retrieval latency by hop counts.
Intuitively, requested contents should be cached close to the end users so that they can be
fetched faster than from the content server. Lower hop distance ratio means less bandwidth
consumption and lower content delivery latency that are desired by network operator and
individual user respectively. We define user-centric metric Hop Distance Ratio in Eq. (3.4),

which describes the average hop distance that one request can reach its content.

4.4.3 Results of CachePop Decision Policy

We apply CachePop decision policy in all 13 routers via M C'sim . This simulation in conducted
in hybrid topology with the same environment settings used in our simulation study in Sec.3.4.5.
We compare the caching performance of CachePop against existing cache decision policies that

evaluated in Sec.3.4.5.
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Figure 4.2: Performance results of C'achePop for on-demand content.

Fig. 4.2 shows the comparison of Cache Hit Ratio and Content Diversity results among 6
different decision policies. We collect the average results at three types of routers accordingly.
As we observe that, the hit ratio values of CachePop performs the best among all three types
of routers. Especially at edge router (shown in Fig. 4.2c), the hit ratio of CachePop reaches
0.24, which is around 71% improvement comparing with the second best hit ratio result from
ProbCache. And it is over 240% improvement comparing with widely adopted CacheAll policy.

According to Zipf-like distribution, the maximum hit ratio at edge router can be achieved only
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if 1) all the first range contents are cached and never be replaced in the router 2) requests
are sent directly from end users. And the theoretical maximum hit ratio under our simulation
setting is 0.3. However, avoiding intermediate routers among the network is costly and also
inefficient for content delivery. Thus, this theoretical maximum hit ratio cannot be achieved
in reality and we argue that the 6% performance difference is relatively small in small o and
CCR value environment when intermediate requests and cache replacement error are taken in
consideration. Similar trend can be observed in both regional router (Fig. 4.2b) and gateway
router (Fig. 4.2a) as popularity-oriented C'ache Pop outperforms the other decision policies. Due
to the special caching design, Betw performs close to Cache Pop at regional routers as they have
highest betweenness value. Notice that at routers located at higher level in the network, the
Cache Hit Ratio are more difficult to be improved.

By investigating content diversity in Fig. 4.2, we can see the dramatically difference of
content composition in cache between CachePop and the rest decision policies evaluated in the
simulation. For example, in edge router results shown in Fig. 4.2¢, over 60% cache space are used
to cache first range (top 100 most popular) contents. However, in regional router case (shown
in Fig. 4.2b), we can see that second range contents are the majority (34%) in the cache instead
of first range contents. This is because that most of the first range contents can be reached at
the edge routers and therefore, more requests for less popular content are forwarded to regional
routers. The similar result can be found in gateway router; by making the cache decision based

on the arrival requests, Cache Pop cache more contents(25%) from third range . Notice that it is
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more harder to cache high popular contents at upper layers since the arrival request is modified
by lower layer routers and also the PIT effect which avoids same requests to be forwarded. Thus,
CachePop is extremely effective to improve the caching performance for on-demand contents
as it successfully identify the most valuable contents and achieve hierarchical caching among
the network.

Hop Distance Ratio results are shown in Fig. 4.3. As we can observe that, for overall requests,
the average hop distance ratio of CachePop drops down below 0.7 which is about 15% smaller
comparing with the performance of ProbCache (0.83) and the rest decision policies with the
Hop Distance Ratio vary between 0.85 to 0.90. This result confirms that by applying CachePop,
requested contents can be accessed in a shorter distance and over 30% of bandwidth are saved
in CCN compared to the network architecture without using in-network caching. We also find
that the Hop Distance Ratio of overall requests in Betw is higher than any other policies except
CacheAll. This is because Betw only allows router with high betweenness value (regional routers
in hybrid topology) to cache the contents, leading to traffic congestion on higher level of the
network. In network operator’s view, Betw is more efficient since it aggregate the requests traffic
from the lower level of the network. However, as shown in the figure, it is not suitable for end
users because it increase the overall delay. We also plot the Hop Distance Ratio for miss requests
that cannot be satisfied at edge routers. The hop distance ratio for miss request in C'ache Pop is
around 0.9 which is close to Betw and smaller than the rest. Considering that the short distance
from edger to the gateway router (only 2 in hybrid topology) and less cache space in non-edge
routers(4 non-edge routers vs. 9 edge routers), we argue that any small improvement in hop
distance ratio for miss requests is considerable as it demonstrates more efficient utilization of
CachePop to achieve hierarchical content caching in the network.

So far, the simulations we conducted use fixed @ = 0.8. However, the content popularity
in real Internet request is changing over time. Different with other existing decision policies,
ClachePop makes the caching decision based on the request number recorded in the Request
Table (RT). Therefore, we want to examine whether such mechanism introduces decision latency
that impacts the caching performance. We conduct the simulation with CCR=1% and « varies
from 0.6 to 1.2. Each router receives 10* requests from end users at every a value. In order to
warm up the cache at the very beginning, each router receives additional 10* requests with the
content popularity factor a =0.6. Thus, the total requests received by each router is 5 x 10%.
Cache Hit Ratio is collected every 100 request at each edge router and we get the average value
of all edge routers as shown in Fig. 4.4.

The result starts from the 10*th requests after the cache warm up and the Cache Hit Ratio
is stable in the first 10* requests for all decision policies. The Cache Hit Ratio of CachePop
reaches 0.11 at a =0.6, which is much higher than the other policies. After the request number
goes beyond 2 x 10%, the « is increased to 0.8 and fixed at 1.2 at the end. Clearly, the Cache
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Hit Ratio of different decision policies increase with various increasing rate after the « value
changes. For CacheAll and Rdm(0.75), the increasing speed is slower against the others at
a =0.8. While we can observe that increasing rate of hit ratio for CachePop and ProbCache
changed immediately each time after the « value changed and their increasing speed are the
fastest among all the decision policies. This result demonstrates the fact the Cache Pop not only
significantly improves the caching performance but also quickly responds to content popularity

change.

4.5 Summary

In this chapter, we follow the Design Principles summarized in Chap. 3 and propose the
popularity-oriented caching decision policy (CachePop). In particular, we add a Request Table
in CCN architecture for recording the arrival requests information. We specify the optimal Xm
valued used in decision making process and Request Table control method. We validate our
CachePop cache policy through M Csim with respect to Cache Hit Ratio, Content Diversity
and Hop Distance Ratio. The simulation results show that CachePop significantly improves
the caching performance in both the node and network level compared to the other policies.
By inspecting the content diversity results, we can observe that CachePop successfully identi-
fies and cache the most popular contents in arrival requests and achieves hierarchical caching.
In addition, simulation result demonstrates that ClachePop can quickly responds to content

popularity change in request traffic.
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Chapter 5

NG-CachePop: A Neighbor Graph
Based CachePop in Mobile

Content-Centric Network

In this chapter, we propose the mobility supported popularity oriented cache policy by optimiz-
ing CachePop designed in Chap. 4. In order to achieve our goal of improving both on-demand
content and real-time content delivery, we break our cache policy design into two steps in this
research. The first step is to design an efficient cache policy to improve the caching efficiency
for on-demand contents which are the majority of current request traffic. We complete step
one in Chap. 4, in which a popularity-based cache policy CachePop is proposed to meet the
requirement. However, popularity-oriented caching scheme will exacerbate the handover latency
(retransmission delay) of real-time contents which will not be cached since most of them are
unique (unpopular) and only be requested for individual users. Therefore, the second step of
our design is to modify the CachePop cache policy so that it can reduce the retransmission
delay for real-time contents after the handover. We propose our final cache policy design called
NG-CachePop by applying an innovative neighbor graphs and proactively caching feature on
CachePop. As a mobility supported popularity oriented cache policy, NG-CachePop guaran-
tees the caching performance for on-demand content but also achieve the seamless handover for
real-time contents simultaneously.

The organization of this chapter is as follows. Sec. 5.1 reviews and analyzes the handover
latency problems introduced by existing caching decision policy. Sec. 5.2 to Sec. 5.4 describe the
implementation of neighbor graph, proactive caching routing mechanism and operations details
respectively. At the end, we evaluate the performance of NG-CachePop in our simulation
platform MC'sim in Sec. 5.5.

65



5.1 Handover Latency Problem in CCN

Mobility support is one of the beneficial properties introduced by CCN as we discussed in Sec.
1.2. In contrast to TCP/IP’s connection-oriented end to end control, CCN deliver packets based
on the name of the content in hop by hop manner. With this location/identity split principle in
CCN architecture, mobile user can directly re-send the Interest packet for contents that have
not been received before the handover process. Such mobility support scheme is more robust as
it doesn’t require the connection re-establishments that relevant to the locations of two ends.
Therefore, CCN doesn’t involve the triangular routing problem and large control overhead issue
that existed in current Mobile IP network.

Despite the robustness and efficiency of mobility support in CCN, the increasing handover
latency is unavoidable when mobile user sends an Interest packet for content and moves to a
new attachment point before the content is received. In such scenario, the delay for receiving
the content can up to two times of RTT plus attachment points connection delay. This delay
may still meet the requirement of on-demand contents, but it would impact the user-experience
for real-time applications with strict delay requirement such as multimedia streaming, stock
trading and online gaming. In addition, different caching schemes utilized in CCN can affects
the delay for real-time application as well. For example, the performance of CacheAll policy
is not as good as CachePop policy in our simulation result in Chap. 3 when only on-demand
contents are requested in the network, while it may not be the case when real-time contents are
involved since 'unique’ real-time contents will not be cached by C'achePop in the cache on the
route.

In order to evaluate the how caching schemes affect the handover latency, we conduct a sim-
ulation via our M C'sim in mobile CCN scenario in which a mobile user sends requests (request
rate = 5Hz) for real-time contents during the movement. When the Interest packet is sent by
the user, it will be inserted into the pending list and only the arrival contents can consume
items in the list. If handover happens, mobile user will re-send all the Interests that have not
been satisfied in pending list after connecting to the new point of attachment(router). The goal
of this simulation is to evaluate the performance of existing caching schemes (CachePop includ-
ed) at mobile scenario especially the period right after the handover process. For simulation
settings, we apply hybrid topology in a 3km * 3km area. All nine edge routers are uniformly
located in this area. The o value of on-demand traffic request is 0.8 and the CCR value is 1%.
We assume that real-time contents are unique and the real-time traffic request follows poisson
distribution. In this simulation, mobile user moves according to random waypoint model. We
apply LRU as the cache replacement policy and evaluate CacheAll, Rdm(0.5), ProbCache and
CachePop decision policies in such mobile scenario.

In normal case when mobile user is moving within the area of the same routers, the caching
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Figure 5.1: Number of hops for retransmitted Interest to reach requested content

performance is the same as static user when signal strength and landscape is not considered.
Therefore, for results analysis, we only consider the retransmitted contents since our point of
this simulation is to evaluate the delay for contents that received right after handover. We collect
the number of hop that retransmitted contents travel through the network. Minimum number
of hop for retransmitted content is 1 which means that content can be accessed immediately as
it is cached at the connected edge router after the handover. Maximum hop number is recorded
when the re-transmitted Interest cannot be satisfied until reaching the content server. In hybrid
topology, the maximum hop number is 4 at edge router 5,6,7,8 and 13, while it is 5 at edge
router 9,11,12 and 6 at edge router 10. Intuitively, larger hop number indicates higher delay,
which is not acceptable for most of the real time applications.

Fig.5.1 shows the cumulative probability of hop count for retransmitted Interests. First of
all, we can find that most of the (over 82%) of retransmitted Interests cannot be satisfied
within 3 hops distance, indicating that these Interests are forwarded along the path to the
content server. Among all cache decision policies, CacheAll performs slightly better than the
others as 18% of contents can be accessed within 3 hop distance and about 3% of the contents
can be reached immediately after handover. The performance of Rdm(0.5) and ProbCache
are similar; about 10% of contents can be found within 3 hop distance. We also observe that,
different with CacheAll, no retransmitted contents can be accessed in 1 hop distance when

Rdm(0.5), ProbCache or CachePop decision policies is used. In fact, CachePop introduces
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significant delay for content retrieval right after the handover since no retransmitted Interests
can be satisfied within 3 hops. This is because that C'achePop does not cache any real-time
contents as they are considered unpopular for the other end users. Although CacheAll policy
caches every arrival real-time contents, it is difficult to keep them in the router since these
real-time contents are replaced by later arrival contents in a short time interval.

By analysing previous simulation result, we realize that the handover latency for real-time
contents are significant since most of these contents cannot be found within the network. This
reactive mobility support provided by CCN cannot meet the delay requirement for most of the
real-time applications. In addition, popularity-based CachePop decision policy that designed
for handling on-demand contents deteriorates the contents retrieve performance when real-time
contents are involved. Based on the observations in the result, we summary two aspects that
need to be considered to improve the CachePop decision policy for both on-demand and real-

time applications in mobile scenario.

e Different cache decision schemes should be applied based on the type of the contents.
As proved in Fig. 5.1, popularity-based caching scheme greatly improves the caching
performance for on-demand contents delivery. However, CacheAll policy is more suitable
for real-time contents since they can be cached within the network and more likely to be

found after mobile’s handover.

e Proactive caching is required to decrease the hop distance for retransmitted Interests. In
order to minimize the delay, the hop count for retransmitted Interests should be nar-
rowed down to 1 (seamless handover) so that the retransmitted Interests can be satisfied

immediately at the connected edge router after handover.

5.2 Neighbor Graphs

In previous section, we already demonstrated that real-time contents suffer significant handover
latency when mobile user moves from old PoA to new PoA. The results confirm that reactive
mobility support of CCN architecture is not sufficient to satisfy real-time applications which
have strict time requirement especially when popularity-based caching schemes are utilized.
Hence, a proactive caching solution is necessary to improve the handover latency for real-time
applications. This idea can be achieved when the requested contents can be proactively cached
in the "neighbor” routers within one hop distance. Notice that "neighbor” routers here do not
refer to physically connected routers but routers that mobile user connected to after handover
phase. According to the routers deployment and network organization, neighbor routers can be

located far away from each other or even in different sub-networks.
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In all, we are looking for a method that can provide an appropriate candidate set of router,
in which requested contents are cached before the retransmitted Interest packets arrive. We
apply Neighbor Graph (NG) as it can identify such candidate router set in a light-weight
manner without knowing mobile’s movement. NG has been proposed for fast handoffs in IEEE
802.11 (Wi-Fi) network [89,90] and WLAN [91]. The motivation of applying NG is that, by
receiving topological information, the router generates neighbor graph which contains set of
one-hop-distance routers that mobile user is heading to after the disconnection. It is likely
that the concept of NG can be directly applied to CCN architecture since the mobile user is
moving to one of the one-hop-distance routers which contain the contents that have not been
received before the handover phase. However, the application of such an idea in CCN is quiet
different compared with traditional TCP/IP networks. In [89-91], the goal of applying NG is to
proactively send the contents to neighboring routers according to the address, whereas in CCN
the objective of applying NG is to forward the content to satisfied the Interest inserted in the
pending list of routers along the path. Due to the nature architecture difference, more specific
issues about Interest packets forwarding should be taken into consideration. We introduce the
details of applying NG in CCN later.

5.2.1 Definition of Neighbor Graphs

Before introducing our proposed NG based mobile caching scheme, we briefly review the con-
cept of NG and how it is generated. NG is an undirected graph which captures the one-hop-
distance relationship between point of attachments (PoA). We consider routers as the PoA in
our research. As mentioned earlier, one-hop-distance relationship refers to the case that mobile
user reaches the coverage limits of current router R; and connects to new router R; after the
handover procedure. one-hop-distance relationship dependents on many factors such as router
deployment, landscape and signal strength. In most of the cases, one-hop-distance relationship
is directly related to the physical distance or mobility path between two routers.

Fig.5.2 shows an example of neighbor graph with 5 routers. Routers R1-R5 are located
in the area and the dashed line represents the possible movement traces of mobile user. At
the beginning, we assume that the mobile user is moving away from R1. As we can see, there
are only two potential pathes with the destinations to be either R2 or R4. This means that
if mobile user keeps moving, handover procedure will occur and the mobile user will connect
to either R2 or R4. Notice that R1 and R5 is not considered for one-hop-distance relationship
because mobile user has to connect to either R2 or R4 before reaching R5. The same result
applied to R3 where no router has one-hop-distance relationship with it except for R4. After
going through all possible paths existed in physical topology, we can the convert the topology
information into the neighbor graph as shown on the right side of Fig. 5.2. Notice that although
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Figure 5.2: Example of neighbor graph with 5 routers

R3 and R4 are located with the same distance to R1 in physical topology, there is no direct
edge between R1 and R3, indicating that short physical distance cannot guarantee the one-hop-
distance relationship.

We define a undirected graph as

G=(V,E)
V =Ri,Rs,...R, (5.1)
E= (Riij) '

N(Rz) = {Rk R eV, (RZ,Rk) S E}

where G is the data structure of neighbor graph; V is the set for all routers; e is the edge
between R; and R; if they have one-hop-distance relationship and N(R;) is the set for all the

neighbor routers of R;.

Generation of Neighbor Graphs

In order to apply neighbor graph, one of the most essential tasks is to convert the physical
topology into corresponding neighbor graph as shown in Fig.5.2. In our research, we implement
neighbor graph in a distributed manner, through which each router updates and stores its
set of neighbors automatically. In CCN scenario, before the handover, mobile user records the
name of the old router Ryq (e.g. /* /NCSU.edu/maincamp/Roq). After connecting to the new
router R,e,, mobile user generates a special Reconnection Request carrying the name of the
Ryq and sends it to newly connected router Ryey. Rpew checks its neighbor graph set N (Ryew)
after receiving Reconnection Request. If the R,y already existed in N(Rpew), the packet will
be discarded. Otherwise, Ryey adds Ryq into its neighbor graph set N(Rjey) and forwards

this Reconnection Request to Ryq routed by the name of R,y. After receiving Reconnection

70



Algorithm 2 Pseudo-code of neighbor graph generation at router R;

1: if receive Reconnection Request from user then
2 if R, existed in the list of neighbors then

3 update timestamp of R,q

4 else

5 delete outdate router in neighbor list in LRU fashion if necessary
6: add Ryq as a neighbor

7 send Move-Notify to Ry

8 end if

9: end if

10: if receive Move-Notify from R, then

11:  if Ryey existed in the list of neighbors then

12: update timestamp of Req

13:  else

14: delete outdate router in neighbor list in LRU fashion if necessary
15: add Rpew as a neighbor

16: end if

17: end if

Request, R,q realizes that R,.e,, is its neighboring router and adds R, in the neighbor graph
set N(Roq). Roig will send a Move-Notify back to Ry to notify that the edge has been added.

The Algorithm 2 describes how neighbor graph is generated at each router. In order to make
sure all the routers in neighbor graph set are alive, each router maintains its neighbor graph
set in a LRU manner. This means that the size of N(R;) is fixed and it is set to be 3 or 4
depending on the routers density. N(R;) control is necessary as it guarantees the freshness of
the neighbor graph and avoids overheads due to too much duplicated contents forwarded in the
network. In addition, edge that is incorrectly added can be eliminated in a short time as LRU
can detect and remove it. According to the Algorithm 2, we can see that the neighbor graph
of each router is constructed independently and only the first a few users suffer high handoff

delay when neighbor graph is not fully constructed.

5.3 Proactive Caching Scheme Design in CCN

As we discussed earlier, the motivations of using neighbor graph for improving the handover
latency are likely the same among different network. However, the implementation of neighbor
graph based proactive caching in CCN is not trivial as the routing process in CCN is fun-
damentally different. By implementing neighbor graph, router R; in CCN carries a candidate
neighboring router set N(R;) that mobile user may move to. Intuitively, proactive caching al-

lows contents that have not been received by mobile user during the handover procedure to
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Figure 5.3: Operation of NG-based proactive caching in CCN

be forwarded to neighboring routers. Hence, mobile user can reach the contents directly at the
connected router after the handover rather than waiting for the contents delivered from content
server. This concept can be easily achieved in traditional IP network via IP multicast as long
as IP addresses of the neighboring routers are known. However, it is not the case in CCN.
As a receiver-driven model, the conversation between two ends in CCN starts with an Interest
packet sent by the receiver. Router forwards the Interest packet based on the name of requested
content and inserts the Interest into pending list. After content is found, it is routed back to the

user following the reverse path of Interest packet. In other word, Interest packets in pending
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list work like road signs to help content find the path back to end user. In order to redirect the
contents to the routers in the neighboring graph set before the arrival of retransmitted Interest,
we propose the proactive caching method for CCN. The operation of proactive caching method
is largely made of three steps with detailed procedures described as follows. An example is
shown in Fig.5.3.

Step I. Handover notification: When mobile user (MU) approaching the edge of con-
nected router coverage, it sends an proactive caching required Interest packet (Interest(PC)) to
its old router. Interest(PC) (shown in Fig.5.3) has two more fields, Handover and NGRouter,
compared with original Interest packet.The purpose of Interest(PC) is to notify receivers that
this requested content needs to be proactively cached at routers listed in NG Router. MC sets
the Handover flag and leaves NG Router blank. In Fig. 5.3, MU detects the handover and
therefore it sends an Interest(PC) to notify router R5 that this requested content should be
redirected to its possible next connected router.

Step II. Neighbor graph assistance: Only the router that receiving Interest(PC) directly
from MU inserts its neighbor graph set (one-hop-distance neighbors) into NG Router field of
Interest(PC). Every router receiving Interest(PC) forwards this packet to Content Server (CS)
based on FIB reference and adds the Interest(PC) into PIT as dealing with original Interest
packet. After that, router checks its FIB to see whether it has interface(s) that can reach
candidate routers recorded in NG Router field. If such interface is found and it is different with
the in/outgoing interfaces of Interest(PC) , router generates PathSetup message (shown in
Fig.5.3) and sends it to that candidate router. In Fig.5.3, R5 receives Interest(PC) from MU
directly. Thus, R5 inserts its neighbor graphs set (R4 and R6 in our example) into NG Router
and forward the Interest(PC) to R2. R2 receiving Interest(PC) checks its FIB to find the
interface for R4 or R6 and only the interface to R4 is qualified. Thus, R2 generates a PathSetup
message by adding the R4’s prefix on original Interest and sends it via the qualified interface.
The same as R2, R1 generates PathSetup message heading to R6 because the interface to R6
is different with in/outging interfaces of received Interest(PC).

Step III. Forwarding path setup: When router receives PathSetup message, it checks
the Neighbor Router field and determines whether it is the router in that field. If so, relevant
PIT entry is created based on the information stored in PathSetup message. The requesting
interface is left blank since the Interest packet has not arrived yet. If router notices that it
is the intermediate router, it forwards the PathSetup message to end router based on the
FIB information. After that, it creates the PIT entry in which the requesting interface is the
outgoing interface for forwarding the PathSetup rather than ingoing interface as in normal
Interest forwarding process. This is because that the goal of PathSetup message is to find a
path that retransmitted Interest may go through but in reversed direction. With this message,

on-the-fly contents can be redirected to all the neighbor graph routers that MU may connected
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to after handover without breaking the routing in CCN architecture. As shown in Fig.5.3, after
receiving PathSetup message, R3 creates relevant entry in PIT and forwards the PathSetup
message to R6 since it is not the neighbor graph routers of R5. Both R4 and R6 just add the
entry in their PIT as they are the destinations of requested content.

Step I'V. Content delivery: In our design, content forwarding is exactly the same as orig-
inal CCN architecture design. Arrival contents are forwarded based on the requesting interfaces
list in PIT entry. As one of the most promising feature in CCN, PIT allows multiple interfaces
data transmission. To this end, content is forwarded to the destinations based on the route set
up by both Interest(PC) and PathSetup messages. As we can see in Fig.5.3, Data packet is
forwarded to and cached at R4, R5 and R6 simultaneously. When MU reconnects to R6, it can

reach the content that requested before handover with one hop delay only.

5.4 Operation of NG-based CachePop Policy

By applying neighbor graph discussed above, CCN now achieves proactive caching during
the handover process as the requested contents can be successfully forwarded to the neighbor
routers. However, these requested contents will not be cached when CachePop is used. Thus,
mobile user with slow mobility will miss the contents if they arrive after the contents being
removed. Keep in mind that our goal of cache policy design is to handle caching efficiency and
handover latency at the same time. Therefore, we let NG-based C'ache Pop makes cache decision
based on the type of arrival contents.

Considering that on-demand content follows Zipf-like distribution, NG-based C'achePop ap-
plies original C'achePop for arrival on-demand contents. On the contrary, NG-based CachePop
simply applies CacheAll for caching real-time content which requires proactive caching for
seamless handover. As we discussed in Chap. 3, CacheAll decision policy may decreases the
caching performance because of cache pollution. If on-demand and real-time content share the
same cache space, real-time contents will dominate the cache since the replacement rate of
CachePop policy is relatively small compared to CacheAll policy. In order to avoid the cache
pollution result from CacheAll policy, NG-based C'achePop policy splits the router’s cache into
two parts: regular cache and mobile cache which are responsible for CachePop and CacheAll
respectively. In order to improve both the cache performance and handover latency, the ratio

of regular over mobile cache must be carefully controlled.
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5.5 Simulation Results and Discussion

5.5.1 System and Scenario Description

Table 5.1: System parameters notation.

Parameter | Meaning Values
Ry Request traffic distribution Zipf, non-duplicated random
Q Zipf exponent 0.8
Ry Total request from aggregated users | 10°
R, Request rate 5Hz, 25Hz
Ny, Number of mobile users 25, 50, 100
P Packet size 1
c Cache size 100
C Catalog size 104
& Cache/Catalog ratio 1%
.. . CacheAll, Rdm/(0.5
CDP Cache decision policy CachePop. Prol() Ca)che
CRP Cache replacement policy LRU
M Mobility trace NCSU main campus traces
T Network topology Hybrid

In mobile scenario, we map hybrid topology onto NCSU campus (3000m x 2400m) with nine
edge routers are deployed uniformly in this area. We use four real GPS traces [92], which reflect
the human movements in NCSU campus. The mobile traces are shown in Fig. 5.4, in which
we can find that there are some overlapping sessions among four traces. For instance, R9, R10
and R12 have heavy traffic since most of the traces go through these three areas. These trace
plots correspond to the human movement preference or road directions in NCSU main campus.
During the simulation, each mobile user randomly selects one of the mobile traces and repeats
the movement. Different with non-mobile aggregated user with request rate of 25Hz, the request
rate for individual mobile user is 5Hz. To simply the simulation results collection, we assume
that mobile users only request real-time contents during their movement. This assumption holds
as caching performance of on-demand contents is independently related with user mobility since
the decision making is based on the popularity of contents. More details of simulation parameter

setting can be found in Table 5.1.
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Figure 5.4: Mobility trace in NCSU campus

5.5.2 Performance Metrics
I. One-Hop Cache Hit

One-Hop Cache Hit, as defined in Eq. (5.2), evaluates the hit ratio performance of proactive
caching required contents at newly connected routers after handover process. According to the
location/identity split feature of CCN architecture, seamless handover in CCN refers to the
case that retransmitted requests are satisfied immediately after mobile user switch to newly
connected router. Thus, in this metric. only retransmitted requests reach contents in one hop
(directly from mobile user) can be considered as a cache hit event. This means that, even the
retransmitted requests find the contents in the router located two (or more) hops away, they
will not be considered as cache hit. IV}, represents the number of cache hit at new connected
router and NV, represents the number of retransmitted requests.

One Hop Cache Hit = % (5.2)

T
I1. Retransmission Hop Distance

Retransmission Hop Distance is the average number of hops that retransmitted requests have
to travel to reach the requested contents after handover process. We apply this metric because
we are interested in what factors can improve the proactive caching performance as the Re-
transmission Hop Distance converge to 1. Retransmission Hop Distance equals to 1 is the best

case (seamless handover) as requested content can be accessed directly at connected router
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after handover. Retransmission Hop Distance is defined in Eq. (5.3), where N, is the number
of retransmitted requests and h; is the hop distance of retransmitted request.
21 " hy

Retransmission Hop Distance = =N (5.3)
s

5.5.3 Results of NG-CachePop Decision Policy in Mobile Scenario

In this subsection, we conduct some other simulations in mobile scenario with the purpose for
evaluating the fast handover performance of NG-CachPop. In our decision policy design, we
only proactive caching is only available for requests for real-time content. So in our simulations,
we only collect he results from real-time contents, or more specifically, real-time contents during
the handover. Intuitively, the caching performance for on-demand contents remains the same if
a value of request traffic unchanged. We will first inspect the construction of neighbor graph,
which is the fundamental requirement for proactive caching in our design. After that, we analyze
the performance of NG-CachePop with One-Hop Cache Hit and Retransmission Hop Distance

metrics.

Table 5.2: Neighbor Graph Generation Based on Real Traces.

Router ID | Trace 1 | Trace 2 | Trace 3 | Trace 4 | Combine
5 8 N/A N/A 6 6,8
6 N/A 7,9 7,9 5,9 5,7,9
7 10 6 6,9,10 N/A 6,9,10
8 5,9 N/A N/A 9, 5,9
9 8,10, 6,10, 6,7, 6,8, 6,7,8,

12,13 12 10,12 10,12 10,12,13

10 7,9,13 9,13 7,9 9,13 7,9,13
11 12 9,12 9,12 N/A 9,12
12 9,11,13 | 9,11 ,13 | 9,11 9,13 9,11,13
13 9,10,12 | 10,12 N/A 10,12 9,10,12

Neighbor Graph Generation

Neighbor graph generation is the key for proactive caching in NG-CachePop policy. Due to the
difference of router locations and mobile traces, the neighbor graph generated at each router
might not be exactly the same as physical deployment in real world. Tab. 5.2 provide the
neighbor graphes generated at edge routers by applying four different mobile trace individually.

Notice that the traces of human movement (as shown in Fig. 5.4) have preference depending
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on the road directions or movement preference. Thus, the number of neighbors at each router
generated by these traces might be different. For example, router 5 only has one neighbor router
8 and 6 in Trace 1 and 4 respectively, while router 9 has three or more neighbor router at each
trace. Although router 6 is located one-hop away from router 5, it is not considered as neighbor
for router 5 in trace 1, 2 and 3. Instead of generating a completed pair-wised neighbor graph,
NG-CachPop generates a more simply and robust neighbor graph to predict the next potential
connection of mobile users.

After fully warm up, we obtain final neighbor graph which is the combination of neighbor
graph generated from four different traces. Clearly, we can see that the combined neighbor
graphs at each routers are more accurate to reflect the real world routers deployment. This result
implies that with more traffic traces (mobile users), the neighbor graph construction can be
more accurate. It also confirms that neighbor graph approach is feasible for providing potential
routers map for proactive caching. In order to reduce the duplicated contents forwarded to
neighbor routers, the neighbor graph size should be limited. In Tab. 5.2, neighbor graph size at
3 is enough for most of the routers except router 9. Thus, we set the neighbor graph size to be
3 in the simulation.

The warmup process of neighbor graph generation in Fig. 5.5. We show the hop distance of
the first 500 retransmitted requests at edge routers. We define One-hop Cache Hit when retrans-

mitted requests access the content at the connected edge routers after handover. Otherwise, it is
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considered as One-hop Cache Miss when the hop distance is larger than 1. At the beginning of
simulation, most of the retransmitted requests get cache misses with hop distance up to 4 hop.
This is because that neighbor graphes of each routers have not been fully generated yet. After
over 80 retransmitted Interest packets are send for neighbor graph establishment, the number
of cache miss decreases rapidly. As we observe in the graph, most of the retransmitted Interest
packets get the proactive caching hit except for the very beginning warmup process and some
outliers. In fact, the latency introduced by neighbor graph warmup is negligible because it only

occurs when routers are added in or removed from the network.

Hit Ratio and Hop Distance Results

We collect the One-Hop Cache Hit and Retransmission Hop Distance results after neighbor
graph is fully warmed up. We evaluate the performance of NG-CachePop under different mo-
bile user number and mobile cache size. As expected, Fig. 5.6 shows that One-Hop Hit Ratio
increases with the increasing mobile cache size since more real-time contents stored in the cache.
In addition, large number of mobile users increases the content refreshing rate in mobile cache,
which decreases hit ratio performance because proactive caching required contents are replaced
by new arrival contents. The One-Hop Hit Ratio in 25 mobile users case is approaching to 1
at mobile cache size larger than 40, indicating that almost all the retransmitted requests are
satisfied immediately after handover.

Fig. 5.7 shows the Retransmission Hop Distance results. The minimum hop distance for pre-
fect proactive cache policy is 1, which means the mobile user can access the contents requested
before handover directly after connecting to the new PoA. By inspecting the results in Fig. 5.7,
we observe that when mobile cache size larger than 20, the average hop distance in 25 mobile
users case is very close to 1. Even in 100 mobile user number case, the average hop distance
can be decreased to less than 1.5 when mobile cache size larger than 35.

We also compare the NG-CachePop with existing caching decision policies (includes Cache Pop)
in 50 mobile user mobile scenario. We provide the CDF of hop distance results in Fig.5.8. In
hybrid topology, the hop distance from edge router to content server varies from 4 to 6. For
policies without proactive caching (e.g., CacheAll, CacheRdm, ProbCache, CachePop), prob-
ability of hop distance equals or less than 3 is less than 0.2. As a pure popularity-oriented cache
policy, CachePop suffers the worst case in which handover latency is double RTT since no hop
distance is less than 4. In contrast to these CDPs, NG-CachePop performs much better for
reducing the handover latency of real-time content. Even with very small mobile cache size 10,
the probability that retransmitted requests being satisfied at directly connected edge router
(hop distance = 1) is about 55%. Over 70% of retransmitted requests can reach contents within

the network (hop distance < 4). By increasing the mobile cache size to 20 and 30, the proba-
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bility that retransmitted requests access the content in 1 hop distance climbs to over 80% and

90% respectively.
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To avoid content pollution on the router cache, NG-CachePop applies two caches for two

types content individually. For better result demonstration, we increase the « value from 0.8 to
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1.0 in this simulation. The number of mobile user = 0 refers to non-mobile scenario in which
the entire cache (CCR=1%) is used for caching on-demand contents. When mobile users are
introduced, we set the mobile cache catalog ratio (MCCR)=0.2% and regular cache catalog ratio
(RCCR)=0.8% for NG-CachePop (the overall CCR still remains to 1%). Simulation results are
demonstrated in Fig.5.9. First of all, we can see that NG-CachePop outperforms other three
cache policies in non-mobile scenario with the hit ratio at 0.45. It is 28% improvement compared
with ProbCache and 61% improvement compared with CacheAll policy. After mobile users
are added, the hit ratio performance of all cache policies decrease to some extent. However,
the results validate the robustness of NG-CachePop as hit ratio of on-demand content remains
stable in mobile scenario when number of mobile user increases. On the contrary, as the number
of mobile uses increases, the hit ratio performance of all other CDPs decreases accordingly. For
instance, when the number of mobile users larger than 100, the hit ratio of ProbCache drops
below 0.2, which is over 100% smaller than the result (0.43) that NG-CachePop brings about.
These results show that NG-CachePop can guarantee the performance of on-demand contents

in both non-mobile and mobile scenarios.

5.6 Summary

In this chapter, we define the neighbor graph generation in CCNs and design the proac-
tive caching scheme in mobile CCN. We propose NG-CachePop policy by adding neighbor
graph and proactive caching features on CachePop policy. In particular, we define two type-
s of contents: on-demand and real-time, and apply different decision policies accordingly in
NG-CachePop. NG-CachePop aims to remain the caching efficiency for on-demand contents
and achieve seamless handover for real-time contents. We evaluate our NG-CachePop through
MC'sim in various mobile CCN scenarios with real mobility trace obtained in NCSU campus.
The neighbor graph generation result confirms that neighbor graph correctly identify the po-
tential next-hop routers based on user mobility. The proactive caching hit ratio result shows
that NG-CachePop can reach 0.8 in general scenario (50 mobile users, 20% mobile cache size),
implying that over 93.3% of retransmission requests can assess the content immediately after

handover process.
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Chapter 6

Conclusion and Future Works

In this thesis, we have presented our research results regarding the simulation study on CC-
N caching performance and the cache policy design for improving the caching efficiency and
handover latency. Next, we summarize what we have achieved in this research and discuss the

future works.

6.1 Conclusion

This thesis research has focused on the in-network caching study and cache policy design in
emerging Content Centric Network (CCN). We studied the improvements of CCN on content
dissemination and mobility support and identified the inefficiency problem of existing cache
policy. Motivated by improving caching efficiency and solve the handover latency problem, we
designed a neighbor graph based popularity-oriented cache decision policy NG-CachePop in
this research. Evaluation results confirm that NG-CachePop achieves seamless handover for
real-time content in general mobile CCN scenario and improves the hit ratio results for on-
demand contents as well. Next, we recapitulate and highlight our major contributions.

In Chapter 2, we provided a detailed review on the caching relevant researches with respect
to caching architectures, cache decision and replacement policy among different networks. In
addition, we analyzed the related researches on the mobility management in traditional TP
network and CCN scenarios. After reviewing the relevant researches on CCN. we find that most
of works focus on either the in-network caching performance (especially on cache replacement
policy) or mobility support perspective. No work has ever considered how the mobility support
designs are compatible with in-network caching schemes. And none of them has ever considered
to solve handover latency problem in cache policy aspect. Therefore, our work fills this void in
CCN by taking these two issues into consideration.

In Chapter 3, we developed a scalable caching simulator (M C'sim) which supports multi-
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parameters configurability in both static and mobile CCN scenarios for the purpose to provide
a comprehensive caching study and evaluate the performance of cache policies in CCN. We
thoroughly discussed the network and system settings and define the caching simulation sce-
narios in our work by making a CCN parameter settings survey on related works in CCN. With
our thorough simulation study, we found that the inefficiency of universal caching strategy
(CacheAll) is due to high replacement error and cache pollution in upstream nodes. We identi-
fied that content popularity plays the most critical role in the caching performance. In addition,
we showed that cache decision should be made based on arrival requests popularity rather than
pure content popularity to avoid cache pollution problem. These observations greatly help for
guiding the cache policy design and optimization in CCN.

In Chapter 4, we proposed the popularity-oriented caching decision policy CachePop by
following the guidelines summarized in our simulation study. In particular, we added a Request
Table in CCN architecture for recording the arrival requests information. We specified the
optimal X'm valued used in decision making process and Request Table control method. After
that, we validated our C'ache Pop cache policy through M C'sim with respect to Cache Hit Ratio,
Content Diversity and Hop Distance Ratio. The simulation results showed that CachePop
significantly improves the caching efficiency in both the node and network level compared
to other policies. By inspecting the Content Diversity results, we observed that CachePop
successfully identifies and caches the most popular contents in arrival requests and achieves
hierarchical caching. In addition, simulation result demonstrated that C'achePop can quickly
responds to content popularity change in request traffic.

In Chapter 5, we defined the neighbor graph generation in CCN and design the proactive
caching scheme in mobile CCN. We improved the CachePop policy by adding these two features
to solve mobile latency problem for real-time content and propose NG-CachePop to achieve
seamless handover and improve content delivery efficiency at the same time. In particular, we
defined two types of contents: on-demand and real-time, and applied different decision policies
accordingly in NG-CachePop. We evaluated our NG-CachePop through M Csim in various
mobile CCN scenarios with real mobility trace obtained in NCSU campus. The neighbor graph
generation result confirmed that neighbor graph correctly identify the potential next-hop routers
based on user mobility. The One-Hop Cache Hit result showed that NG-CachePop can reach
0.8 in general scenario (50 mobile users, 20% mobile cache size), implying that over 93.3% of

retransmission requests can assess the content immediately after handover process.

6.2 Future Works

The work presented in this thesis focuses efforts on fast proactive caching to achieve seamless

handover. To this end, we forward handover-required contents to a subset of routers which are
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considered as next stops that mobile user will connect to. However, this strategy might introduce
the security problem such as flooding attack especially when neighbor size is large. Thus, this
exposed security issue should be considered in the future research. Possible approaches include
neighbor graph size control, handover device registration and limiting the number of handover-
required request by users.

In addition, as contents are forwarded to every router in the neighbor graph set, mobile
cache in the routers which are not the next stop for mobile user will be occupied inefficiently.
Such cache error can degrade the performance of NG-CachePop. One possible improvement is
to enable invalid cache notification so that router can delete contents in mobile cache if the con-
tents have been delivered to users at another router. Applying the control messages might result
in extra bandwidth consumption, but also enhances the mobile cache utilization. Therefore, it
is highly desirable to assess the tradeoff between network bandwidth consumption and perfor-
mance of mobility support in NG-CachePop. In order to further evaluate the NG-CachePop,

we can utilize the real request traffic traces and more mobility traces in the evaluation process.
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