ABSTRACT

VAIL, MATTHEW WILLIAM. Towards the Preservation of Privacy and Legal

Compliance in Healthcare Systems. (Under the direction of Dr. Ana |. Antén).

Given the introduction of United States legislation that governs the collection, use,
and disclosure of sensitive patient information, there is a need for mechanisms to preserve
the privacy of sensitive information in software systems and to ensure these systems comply
with law. One such piece of legislation is the Health and Human Services’ (HHS) Health
Insurance Portability and Accountability Act (HIPAA) Privacy Rule. The introduction of
such legislation poses many challenges to organizations seeking to comply with the law, and
thereby avoid severe penalties.

A study was conduct by Antén et. al, prior to the enactment of HIPAA (pre-HIPAA),
to examine the content of online privacy policies. This thesis expounds upon this work by
replicating the analysis, after the enactment of HIPAA (post-HIPAA), in order to evaluate the
evolution of privacy policies in the presence of legislation. We discovered that since the
introduction of HIPAA, the privacy policies of healthcare organizations have evolved
significantly. One of the most noteworthy discoveries made during this post-HIPAA study
was the lack of clarity and readability of healthcare enterprise privacy policies.

To address the need for more clear and concise privacy policies, we conducted an
experiment using an empirical survey instrument that we developed to investigate user
perception and comprehension of alternatives to natural language privacy policies. Some of
the more compelling observations we made include:

= Users felt more secure and protected by natural language privacy policies.

= Users comprehend alternatives to natural language policies better than the
original natural language privacy policies.

= User perception and comprehension of privacy policies are not in alignment
with one another.

= Human Computer Interaction (HCI) factors play a significant role in the

perception and comprehension of privacy policies.



In addition to evaluating how privacy policies evolve with the introduction of
legislation, we attempted to explore whether organizations were actually in compliance with
legislation. We developed a methodology for extracting rights and obligations from
regulatory texts in order to determine stakeholder obligations. This information can be used
to perform a comparative analysis by the organization to ensure compliance, or by external

parties to detect potential non-compliance.
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Chapter 1

“Relying on the government to protect your privacy is like asking a peeping Tom to install
your window blinds.”
- John Perry Barlow

INTRODUCTION

The objective of this thesis is to advance the privacy preservation and legal
compliance in software-based healthcare systems. To this end, we employ analytical and
empirical research methods to support our investigations.

Recent United States legislation has been passed that governs the collection, use, and
disclosure of sensitive patient information. This thesis explores the evolution of
organizational policies that govern such information. We use the results of these findings to
substantiate the need to develop and validate an empirical survey instrument that investigates
user perception and comprehension of these various policies within the context of web-based
healthcare systems. The results of these two efforts are presented in this thesis.

We present heuristics that we have developed for analyzing legislative text artifacts.
These heuristics aid in identifying and classifying the requirements that healthcare systems
must abide by in order to be compliant with law. We compare these requirements with the
findings from our policy analysis to investigate the level of compliance in various healthcare
domains. The results of this analysis may be helpful for forecasting how future legislation
will affect the state of online privacy in other domains, as well as aiding healthcare

organizations to ensure they are in compliance with such legislation.



1.1 Research Context

The Internet has enabled novel innovations such as e-commerce, online bill payment,
online healthcare and prescription drug transactions, scientific collaboration, and distance
education. The most notable reason behind the Internet’s success and rapid evolution is the
wealth and availability of information it provides. On February 18, 2004, Google announced
that its breadth spanned over 4.3 billion web pages [CNNO04]. Additionally, initiatives are in
place to digitize entire libraries of information [WHIRO05] and make them searchable via the
Internet. This presents Internet users with a virtually boundless pool of information at their
fingertips.

The Internet’s increase in size, however, has also resulted in the proliferation of
sensitive and personally identifiable information (PIl). Internet users are increasingly
concerned with the electronic transmission and dissemination of their PIl [Jup02, WWO05],
which prevents users from fully enjoying the benefits that these services provide [PMO04].
The current state of personal information management is poor. In fact, there are only a few
safeguards against misuse and disclosure of sensitive information, all of which are
inadequate.

As Internet users continue seeking out more and different services online, they are
being asked to yield their personal information in exchange for these services. Studies have
shown that users are concerned about their privacy on the Internet [Westin, ACR99]. In fact,
one study [Romney04, PMO04], revealed that 80 percent of Internet shoppers abandon their
shopping carts upon encountering the pre-purchase demand of personal information, while
another study [Jup02] confirms that nearly 70 percent of Internet shoppers are worried that
their privacy is at risk. This fear is not unfounded, since a recent study found that 91 percent
of U.S. websites collect personal information and 90 percent collect PIl. However, studies
have also shown that, despite their concerns for privacy, users are still utilizing online
services and e-commerce is thriving [EStats05].

There are two primary ways for the confidentiality of users’ PIl to be compromised
by an online organization: inadvertent and intentional. Inadvertent disclosures can occur due
to various reasons such as employee negligence, insufficient safeguards, and poor business
procedures. For example, in 2005, CitiGroup lost the data of nearly 3.9 million customers



when they lost computer tapes being sent via United Parcel Service (UPS) [CNNO5], while
ChoicePoint, a data brokerage company, was duped into disclosing PIl of over 140,000
consumers [CP06]. Furthermore, according to a survey by the Federal Trade Commission
(FTC), in 2003, almost 10 million Americans had fallen victim to identity theft, resulting in
costs of over $5 billion for consumers and $48 billion for businesses [FTCO03]

Not all disclosures to a third party are inadvertent. Intentional disclosures are
initiated by an organization in possession of PIl with the intent to transfer the PII to a third
party. In 2003, JetBlue Airways publicly acknowledged that it provided the travel records of
five million JetBlue customers to Torch Concepts, a Department of Defense contractor. This
disclosure was intentional and in violation of JetBlue’s privacy policy [AHBO04].

Intentional disclosures are not always in violation of the privacy policies of an
organization. In fact, organizations’ often benefit monetarily from the disclosure of PII.
Sensitive data has value [PMO04], as evidenced by companies such as Choicepoint and
Axciom who thrive fiscally on the collection and aggregation of consumer information
[AHBO04]; and as such, companies that collect consumer information often sell it to interested
third parties. Often times, consumers are unaware that their information is being collected
for transfer. According to a recent survey at the University of Pennsylvania [TFMO05],
approximately two-thirds of Americans are unaware that supermarkets are allowed to sell
purchase decision information to other companies.

In response to consumer concerns, companies began to self-regulate to prevent
consumers’ privacy from being compromised. However, in June 1998, the FTC concluded
that “the Commission has not seen an effective self-regulatory system emerge,” and it urged
“that Congress develop legislation to require commercial Web sites that collect personal
identifying information from children 12 years of age and under to provide actual notice to
the parent and obtain parental consent” [Clarke99]. Legislation in the form of the Children’s
Online Privacy Protection Act (COPPA)! was passed in 1998. While certainly a valiant step
towards protecting consumer, this legislation was limited to the domain of protecting the

privacy of individuals under the age of 13, which excludes a large portion of the Internet

! Children’s Online Privacy Protection Act of 1998, 15 U.S.C. §§ 6501- 6506.



community. In addition to COPPA, Congress has also passed the Gramm-Leach-Bliley Act?,
which governs the protection of financial data, and the Health Insurance Portability and
Accountability Act (HIPPA)®, which governs the protection of healthcare data.

HIPAA was passed in 1996 to improve efficiency in healthcare delivery by
standardizing electronic data interchange, and to protect the confidentiality and security of
healthcare information by setting forth guidelines and standards to be followed. HIPAA is
comprised of various rules that address specific compliance standards for various domains
[HIPAAO5]. One of these rules, the HIPAA Privacy Rule, was published on December 28,
2000, with a compliance deadline of April 14, 2003. With the compliance date being so
recent, little is known about how well companies have adhered to the standards outlined in

the Privacy Rule.

1.2 Thesis Outline

This thesis explores the impacts of legislation on sensitive data from three vantage
points: organizational policy, consumer comprehension, and legal requirements. We begin
by analyzing the evolution of organizational privacy policies within the healthcare domain
since the enactment of the HIPAA Privacy Rule. We use these results as the foundation for
the rest of the thesis.

Subsequently, we investigate the requirement that healthcare organizations must
provide consumers with a plainly written notification of uses and disclosures. To do this, we
created an empirical survey instrument that will help aid our investigations of privacy policy
expression and user comprehension thereof. The instrument measures how well users
perceive policies that are expressed using alternatives to natural language policies.
Additionally, the instrument gauges the ease with which users are able to read and
comprehend the policies they are presented with and compare these results with the natural

language policies.

2 Gramm-Leach-Bliley Act of 1999, 15 U.S.C. §§ 6801- 6809 (2000).
% Health Insurance Portability and Accountability Act of 1996, 42 U.S.C.A.1320d to d-8 (West Supp. 1998).



Lastly, we developed heuristics to analyze the HIPAA Privacy Rule to extract and
classify the rights and obligations of the various entities governed by the Privacy Rule. We
utilize these heuristics to identify the constraints imposed on these rights and obligations by
the Privacy Rule, resolve any anomalies that exist, distill the constraints into parameterized
statements for classification and conflict resolution, and, finally, extract organizational and
system requirements. We then compare these requirements to the previously analyzed
privacy policies to investigate the extent to which organizations are compliant with HIPAA.

The remainder of this thesis is organized as follows. Chapter 2 presents our analysis
of the evolution of healthcare privacy policies in the presence of legislation. Chapter 3
presents the results of our empirical survey that investigated user comprehension and
perception of alternatives to natural language privacy policies. Chapter 4 presents a
methodology we developed for extracting rights and obligations from regulatory texts in
order to evaluate regulatory compliance. Chapter 5 provides a conclusion to this thesis, as

well as summarizes its content.



Chapter 2

“This isn't just a legal compliance issue for us. We consider the privacy issue to be an
opportunity to reinforce our brand image.”
- Tom Warga

ANALYSIS OF PRIVACY POLICY EVOLUTION

This chapter discusses a unique longitudinal study that examines the effects of
HIPAA’s enactment on a collection of privacy policy documents for a fixed set of
organizations over the course of four years. Specifically, we present our analysis of 24
healthcare privacy policy documents from nine healthcare Web sites, analyzed using a
content analysis technique called goal-mining. Goal-mining is an analysis method that
supports extraction of useful information about institutions’ privacy practices from
documents. We compare our results (post-HIPAA) to a prior (pre-HIPAA) study [AER02] of
these same institutions’ online privacy practices and evaluate their evolution in the presence
of privacy laws.

For this study, we analyzed 24 online privacy documents from nine healthcare
institutions using goal-driven requirements engineering and text readability metrics [AER02].
Our sample consisted of Web sites from three pharmaceutical companies (GlaxoSmithKline,
Novartis and Pfizer Inc.), three health insurance companies (Aetna, AFLAC and CIGNA)
and three online pharmacies (DestinationRx, Drugstore.com and HealthCentral). Each of
these healthcare institution’s privacy statements had been previously analyzed using the same
goal-driven approach during the summer of 2000 prior to HIPAA’s enactment [AER02]. The

24 privacy policy documents examined for this study were in force on September 4, 2003.



2.1 Privacy Policies

The Federal Trade Commission (FTC) states that a privacy policy is a comprehensive
description of a domain’s information practices, which is located in one place on a website,
and may be reached by clicking on an icon or hyperlink [FTC98]. A privacy policy acts as a
website’s official statement as to how the website will collect, use, and disclose the personal
information of consumers that utilize their site. Though not necessarily true in practice,
privacy policies are supposed to reflect a website’s actual privacy practices and serve as an
understanding between the website and the consumer.

In the 1990’s, only 14% of highly visited websites posted any notice regarding
information privacy practices [FTC98]. The Progress for Freedom Foundation (PFF) reports
that this increased to 83% in 2001. This seems to be due to an increase in an organization’s
perceived trustworthiness when the privacy policies are prominently displayed and clearly
stated [EASS05]. However, privacy policies for web-based systems are developed as an
afterthought [AEO1], which may lead to less than adequate privacy policies that may not be
compliant with legislation it is subject to.

Recent studies have shown that an encouraging number of people that first visit a
website choose to read the website’s privacy policy. However, during an analysis of
financial privacy policies, Anton et. al discovered that many of the privacy policies were less
than clear and conspicuous [AEBO04]. Their results show that it took an average of 14.1 years
of education, the equivalent of two years of college, to understand the privacy policies of
those institutions. This leaves approximately 28 percent of the Internet population unable to
comprehend the policies, and thus unable to understand how their sensitive data may be used,
and possibly compromised, within the organization.

Unfortunately, simply posting a privacy policy has not proven sufficient for
protecting consumer privacy. With the current lack of legislation, outside of specific
domains such as healthcare, to govern the content and enforcement of privacy policies,
organizations resolve to self-regulation. Many argue that this is simply not sufficient for
protecting consumer P11 [PM04, Romney04].

This thesis is concerned with policies, opinions, and legislation related to the

healthcare domain. Approximately eighty percent of adult Internet users consult online



healthcare services for health information, making healthcare research the third most popular
online activity behind email and researching a product before buying it [Fox03]. The Pew
Project surveyed 2,038 adults in 2002 to examine the kinds of information Internet users seek
online; this survey revealed that people searching for health information use the Internet to
become informed, share information, seek and provide support, as well as schedule
appointments [Fox03]. The evolving trend toward Internet supported healthcare services has
resulted in increased information sharing among providers, pharmacies and insurers.
However, according to recent studies [AER02, GHSO00], inconsistencies exist between
privacy policies and the actual privacy practices of healthcare-related Web sites.

This chapter of the thesis examines the privacy practices of three categories of
healthcare websites — health insurance companies, pharmaceuticals, and online drugstores —
by analyzing 24 online privacy documents from nine institutions, three from each category.
We present a unique, longitudinal study that examines the effects of HIPAA’s enactment on
a collection of privacy policy documents for a fixed set of organizations over the course of
four years. Specifically, we present our analysis of 24 healthcare privacy policy documents
from nine healthcare Web sites, analyzed using a content analysis technique called goal-
mining. We then compare our results to a pre-HIPAA study [AERO02] of these same
institutions” online privacy practices and evaluate their evolution in the presence of privacy

laws.

2.2 Goal-mining

Goal mining is an approach that can be applied to identify strategic and tactical goals
as well as requirements. This approach has been successfully applied to identify and refine
goals for software systems so they may be converted into software requirements. Goal
mining extracts goals from data sources by applying goal-based requirements analysis
methods [AEBO4]. In this study, we employ goal mining to extract pre-requirements from
post-requirements text artifacts. = We then use these goals to reconstruct the implicit
requirements met by the privacy policies.

The goal-mining process begins by analyzing a policy document to gain an in-depth

understanding. We first extract goals by analyzing each statement within the policy and



asking, “What goal(s) does this statement exemplify?” and “What goal(s) does this statement
obstruct or thwart?” Any statement that contains an action word (verb) is a goal candidate.

Consider the following excerpt from the Drugstore.com privacy policy:

“We may enter into an agreement with other companies or include
individuals to perform functions on our behalf. These functions may include
sending promotional e-mails on our behalf to such companies customers’;
serving advertisements on our behalf; providing marketing assistance;
processing credit card payments; and have access to information necessary to
perform their functions.” [Drug03]

When analyzing this statement, we identify action words. The first action word in
this example is “enter.” We then identify actors (person performing the action), targets (who
the action is being performed on), instruments (how the action will be performed), and
purpose (why the action is being performed). By asking the goal identification questions, we

extracted the following goals from the above example.

Gge7- USE customer email address for marketing and
promotional purposes

Geaz: SHARE Cl with subsidiaries to recommend
services to customer

Gie6- SHARE CI with 3rd parties to perform
marketing services on our behalf

Gi167- SHARE CI with 3rd parties to provide valuable
financial services we do not offer (e.g. credit
card)

After identifying the goal components, we classify each goal statement according to
keywords and express it in structured natural language [AEBO4]. Each action word maps to a

keyword in the Anton goal mining taxonomy [AEBO4]. A list of common privacy keywords
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is presented in Table 2.1.
keyword “SHARE”.

In the above example, the action word “sending” maps to the

Table 2.1 Common privacy keywords [AEB04]

ACCESS CONTACT EXCHANGE OBLIGATE RESERVE
AGGREGATE CONTRACT HELP OPT-IN REVIEW
ALLOW CUSTOMIZE HONOR OPT-OUT SHARE
APPLY DENY IMPLY INVESTIGATE SPECIFY
AVOID DESTROY INFORM POST STORE
BLOCK DISALLOW LIMIT PREVENT UPDATE
CHANGE DISCIPLINE MAINTAIN PROHIBIT URGE
CHOOSE DISCLAIM MAKE PROTECT USE
COLLECT DISCLOSE MAXIMIZE PROVIDE VERIFY
COMPLY DISPLAY MINIMIZE RECOMMEND

CONNECT ENFORCE MONITOR REQUEST
CONSOLIDATE ENSURE NOTIFY REQUIRE

Identified goals are classified as either protection goals or vulnerabilities. Privacy
protection goals express ways in which sensitive information is protected. Privacy
vulnerabilities reflect ways in which sensitive information may be susceptible to privacy
invasions. Goals not relevant to privacy or privacy-related functionality are marked as
unclassified for purposes of this research because they are outside of the scope of privacy and
security requirements.

Once goals have been classified, they are further categorized by type [AEO4]. There
are five types of privacy protection goals: notice and awareness, choice and consent, access
and participation, integrity and security, and enforcement and redress [AER02]. Notice and
awareness goals reflect ways in which customers are notified and/or made aware of an
organization’s information practices before any information is actually collected from them
(e.g. Gi1270- INFORM customer that cookies are not required to browse our site). Choice
and consent goals reflect ways in which a Web site ensures that consumers are given options
as to what personal information is collected, how it may be used and by whom (e.g. G-
CHOOSE not to receive product info by mail/email/phone). Access and participation

goals reflect ways in which consumers access, correct and challenge any data about
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themselves; for example, by providing a means for consumers to ensure their data is accurate
and complete (e.9. G,z ALLOW customers to modify/remove their PI1). Integrity and
security goals reflect ways in which a Web site ensures that data is both accurate and secure
(688: GUARD data during transmission using SSL encryption technology). Finally,
enforcement and redress goals reflect ways in which a Web site enforces its policies (e.g.
Gas: DISCIPLINE employees who violate PP).

There are seven types of vulnerabilities: information collection, monitoring,
personalization, storage, transfer, aggregation and contact [AER02]. Information collection
addresses how and what information is being collected from the consumer by an institution,
either by directly requesting information or by collecting information without consent (e.g.
Gess: COLLECT CI to facilitate transaction). Information monitoring reflects ways in
which organizations may track when consumers use their site (e.g., via cookies) often times
with the expressed intent of providing benefits to the consumer, such as a customized online
experience (e.0. Gsps: USE session cookies to facilitate online transactions).
Information personalization reflects Web site customization and tailoring of the functionality
and content offered to individual users (e.g. Gio: CUSTOMIZE website using PII).
Information storage refers to what and how information is maintained in an institution’s
database (e.g. Gse4: STORE PII long enough to meet legal or regulatory requirements).
Information transfer concerns any transfer of information from one entity to another (e.g.
Gioo: SHARE PIl w/ affiliates to provide marketing support). Information aggregation
concerns the combination of previously gathered PIl with data acquired from other sources
(e.9. Gooo: AGGREGATE statistical info about frequency of visits). Contact concerns
how, and for what purposes, an organization contacts a consumer (€.g. Ggss: CONTACT cust
for marketing purpose).

Since many policies convey similar privacy practices, many goals are repetitive
across different organizations as well as within a given organization’s policy document. To
abate the occurrence of goal repetition, we employed the Privacy Goal Management Tool
(PGMT) to support our goal mining efforts. The PGMT maintains a goal repository
containing goals from over 100 Internet privacy policy documents. Each goal in the

repository is associated with a goal ID, a description, an actor, its sources, and a taxonomy
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classification [AEB04]. When a statement has been analyzed and a goal has been identified,
the PGMT can be searched to determine whether the goal already exists. This saves the
researcher valuable time, as well as ensure consistency within the goal set.

Once goals are classified in the PGMT, they must be further refined. Goal refinement
entails removing synonymous and redundant goals and resolving any inconsistencies that

exist within the goal set. Consider the following two goals:

Gi1g7: AVOID disclosing names, address, email to 3"
party without consent

Gi1s3- AVOID sharing sensitive Pll with 3rd parties
without customer consent

These goals are synonymous and thus redundant because names, addresses and email
addresses are all considered forms of PIl. Thus, these goals were merged by eliminating goal
Gi1s7 and replacing it with goal Gi1g3. The objective here is to enable goal reuse by capturing
the high level intent of the goal. The goal refinement process helps create a standardized,
non-redundant goal set in the PGMT repository and aids in conducting a comparative
analysis of different organizations’ policy documents.

As part of the goal refinement process, we distinguish between various types of
information. By doing so, we can improve the granularity of our goal classification. For
example, PII is distinguished from customer information (CI) because PIl contains
information that can lead to the identification of an individual, while CI may or may not
contain PII. Since PII is a subset of CI, PII is finer in granularity and can be distinguished
from CI in a goal. Such classifications aid the analysis of policies when performing goal
mining, ensuring that the goals representing a policy accurately preserve the original policy

content.

2.3 Evaluating Privacy Documents for Readability
As previous research has illustrated [AEBO04], natural language privacy policies are

difficult for the average Internet user to comprehend. These findings were validated during
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our analysis of the online healthcare privacy documents. Several of the documents proved to
be difficult to comprehend.

To quantify the readability of these documents, we employed the Flesch Reading
Ease Score (FRES) and Flesch-Kincaid Grade Level (FGL) score methods [Fle49]. The
FRES and FGL methods provide a standardized and statistical metric to objectively analyze
the text contained in documents. The Flesch metrics give an approximate measure of a text’s
difficulty. The FRES is often used to evaluate legal documents and is used to regulate the
complexity of insurance policies in more than 16 states [AEB04]. The FGL is a number that
estimates the number of years of schooling required for an individual to be able to read and
understand a document; for example, a score of 9.0 means that a ninth grader would be able
to understand a document. These two readability metrics (see Table 2.2) are based on a
formula that considers the sentence length and word choice (based upon number of syllables)
to determine the overall readability of a document. The FRES is a scale from 0 to 100, with 0
representing a difficult document to read, and 100 representing an easy document to read.
Average sentence length for a score of 0 is 37 words and for a score of 100 is 12 words or
less [Gno04].

The FRES and FGL scores for each analyzed privacy document are shown in Table
2.3. The FGL reading difficulty scores were calculated using Microsoft Word*, which
returns correct grade levels for values less than 12. For values greater than 12, the average
syllables per word were extracted from the Flesh Reading Ease score returned by Word, and
then used in the Flesch-Kincaid grade level formula; 206.835 — (1.015 x average sentence

length) — (84.6 x average syllables per word).

Table 2.2 Flesch Metrics Formulas [Flesch49]

Flesch Reading Ease Score:
206.835 — 84.6 * (total syllables / total words) — 1.015 * (total words / total sentences)

Flesch-Kincaid Grade Level:
(0.39 * average sentence length (in words)) + (11.8 * average number of syllables per word) — 15.59

* http:/iwww.microsoft.com/office/word/
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The pre-HIPAA scores were calculated for privacy policy documents that were in
effect during the summer of 2000 before HIPAA went into effect. Table 2.3 also provides an
average score for all the post-HIPAA privacy documents for a given site, including Legal

Disclaimers and Terms of Use.

2.4 Findings
In this section, we present and discuss the results of our analysis of the HIPAA

Privacy Rule.

2.4.1 Privacy Practice Transparency

As part of our study, we examined the various categories of vulnerabilities and
protection goals and compared them with the pre-HIPAA analysis findings. We found that
both the number of protection goals and vulnerabilities increased within the nine companies’
policy documents. The number of vulnerabilities increased by 6 times in contrast to an
increase in the number of protection goals of 3.5 times (see Figure 2.2). This differs from the
pre-HIPAA study in which we identified more protection goals than vulnerabilities.

This might suggest that consumers’ sensitive information is more susceptible to
privacy breaches now than prior to HIPAA’s enactment. However, the more likely
explanation for such a substantial increase in vulnerabilities is a greater level of transparency.
Pre-HIPAA, there were no regulations requiring the disclosure of an institution’s privacy
practices in their privacy policy, nor were there regulations requiring that the privacy policies
align with the privacy practices of the institution.

These findings suggest that HIPAA may have resulted in privacy policies that better
represent the actual privacy practices of the institution. While HIPAA also likely influenced
the privacy practices and business processes of these institutions, the verification of this

claim is outside the scope of this thesis.
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2.4.2 Categorical Observations

Vulnerability Categories

As previously mentioned, vulnerabilities reflect ways in which sensitive information
may be susceptible to privacy invasions. As such, this study intended to evaluate the
differences, if any, in the number and types of vulnerabilities found in the pre-HIPAA and
post-HIPAA studies.

We found that the category with the greatest number of occurrences is the
vulnerability category of Information Transfer. This increase in information transfer may
suggest that the analyzed healthcare companies have begun disclosing information at an
alarming rate. However, as mentioned previously, the increase can most likely be attributed
to greater levels of transparency due to HIPAA.

Despite policies being more forthright, the number of occurrences is still alarming, as
it illustrates that healthcare companies are disclosing personal healthcare information (PHI),
a category of information the includes both PII and healthcare information, at a staggering
rate.

The practice of disclosing information was also consistent across all organizations,
with all but one of the organizations including at least one information transfer statement in
their policies. The practice of disclosing information was also consistent across all three
observed healthcare domains — health insurance, online drugstores, and pharmaceuticals.
However, the health insurance companies and online drugstores policies observed the bulk of
the information transfer occurrences, with pharmaceuticals observing only two information
transfer occurrences.

The vulnerability categories of Information Collection and Information Monitoring
approximately tripled (see Figure 2.1) from the pre-HIPAA study to the post-HIPAA study.
Once again, this increase can most likely be attributed to greater levels of transparency due to
HIPAA. However, in conjunction with the findings of the information transfer category, one
can easily discern that companies are collecting consumer data, monitoring consumer

activities, and then transferring this information to third parties.
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Figure 2.1 Comparison of the number of privacy vulnerabilities identified in privacy
policy documents pre-HIPAA and post-HIPAA.

Protection Goal Categories

As previously mentioned, protection goals express ways in which sensitive
information is protected. This study intended to evaluate the differences, if any, in the
number and types of protection goals found in the pre-HIPAA and post-HIPAA studies.

We discovered that the category with the greatest overall increase from pre-HIPAA to
post-HIPAA was the protection goals category of Notice/Awareness. The occurrences in the
notice/awareness category increased from 7 (pre-HIPAA) to 59 (post-HIPAA) — an increase
of over 800 percent (see Figure 2.2). This is due in no small part to the portion of the HIPAA
Privacy Rule mandating that healthcare organizations notify individuals’ about various
procedures, including use and disclosure policies, procedures to access PHI, and procedures
to amend one’s own PHI [HIPAA].
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The post-HIPAA occurrences in the protection goals categories of Security/Integrity
and Enforcement/Redress approximately doubled (see Figure 2.2) the occurrences of the pre-
HIPAA study. This notable increase can be attributed, at least in part, to the increased
awareness of consumers. With the media increasing visibility of identity theft and data
disclosures, consumers are taking steps towards safeguarding their PIl. For example, a Pew
Research Study [Fox05] found that 48 percent of online consumers are avoiding some Web
sites because of a fear of spyware, and Entrust has just found that nearly 20 percent of those
consumers who bank online are now doing so less [Entrust05].

The post-HIPAA occurrences of the Choice/Consent category did not increase as
much as we initially anticipated. The total number of choice/consent occurrences is 33
compared to 59 in the notice/awareness category. This suggests that consumers are 1.79
more times likely to be told how their data will be used than asked for permission to use their

data. There is an average of 1.27 choice/consent goals per privacy document.
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Figure 2.2 Comparison of the number of privacy protection goals identified in privacy
policy documents pre-HIPAA and post-HIPAA.

Unclassified Goals

The post-HIPAA privacy documents have also evolved to include legal and liability
disclaimers. Since these types of disclaimers do not directly affect the privacy of consumers’
information, the taxonomy we used in this study did not account for them. This resulted in a
large number of unclassified goals. Another way we distinguished unclassified goals from
the rest of the goals in the privacy documents is by asking whether the goal is within the
scope of what would be implemented as a security or privacy requirement.

It is also interesting to note that unclassified goals account for 36% of the total post-
HIPAA vulnerabilities. This illustrates the vast variety of information consumers must

navigate in order to understand the institutional privacy policies. This finding also indicates
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that the privacy taxonomy we used may need to be augmented to account for these new types

of vulnerabilities.

2.4.3 Organizational Self-Regulation

Romney [Romney04] states that “many privacy policies are often offensively
paternalistic and one-sided,” meaning that privacy policies often contain vernacular that
seems ensuring, yet suspect. For example, a website policy might say that they are
“compiling information for your benefit to improve the quality of services we provide.”
Markel and Perkins [PMO04] argue that the consumer, not the organization, can make the most
appropriate decision as to what is in the best interest of the consumer. Given that most
websites are not subject to privacy legislation, consumers must trust that self-regulation will
be sufficient to protect the privacy of their PII.

This notion of self-regulation may explain the great number of ambiguous statements
found in many privacy policies today. Consider this following excerpt taken from a General
Motors privacy policy [PMO04]:

“When other information is collected from you, such as your name and e-mail
address, we generally let you know at the time of collection how we will use
the personal information. Usually, we use the personal information you
provide only to respond to your inquiry or to process your request companies
privacy policy we found in the privacy documents we examined post-HIPAA.”

The terms *“generally” and “usually” are underlined to call attention to the variety of
ambiguous vernacular that can be found in privacy policies. “Generally” and “usually”
imply that sometimes, but not always, these actions are taken. The question one asks is:
Where are the other disclosures, and why are we not told what they are?

Similar ambiguities were observed during our analysis of the post-HIPAA privacy
documents. HIPAA requires organization to “make reasonable efforts to use, disclose, and
request only the minimum amount of protected health information needed to accomplish the
intended purpose of the use, disclosure, or request” [HHS03]. Unfortunately, as we observed

in our study, many of the self-governed business transactions that result in the sharing of
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sensitive data seem questionable. For example, Drugstore.com’s Terms of Use document
states that they “may disclose any content, records, or electronic communication of any kind
... if such disclosure is necessary or appropriate to operate the site.” Because HIPAA allows
organizations to self-govern what a reasonable effort is to protect data, a consumer would
find it difficult, if not impossible, to discern what constitutes an “appropriate” disclosure
[Drug03].

2.4.4 Policy Composition

Not only has the number of policy documents increased from nine (pre-HIPAA) to 24
(post-HIPAA), but their readability has also decreased. The documents in the post-HIPAA
study were lengthier and contained more information about the privacy practices of the
institutions than the pre-HIPAA documents. Thus, consumers are now burdened with having
to read lengthier documents that are more difficult to comprehend in order to properly
evaluate how an institution’s privacy practices may affect him or her.

On average, an institution’s main privacy policy document is now approximately two
times the length of the same pre-HIPAA privacy document. For instance, Health Central’s
privacy policy contains 1,278 words compared to its pre-HIPAA version, which contained
only 683 words. The total number of policy documents for the nine analyzed institutions also
increased from nine (pre-HIPAA) to 24 (post-HIPAA). The addition of 15 new documents
yielded a significant increase in goal occurrences from 153 goals (pre-HIPAA) to 609 goals
(post-HIPAA). This increase suggests that the introduction of HIPAA has caused online
healthcare organizations to be more comprehensive in describing their online privacy
practices.

Another interesting metric to examine is the extent to which we were able to reuse
goals from the pre-HIPAA study in this study. The ability to reuse goals indicates some
stability in the way some privacy practices are expressed. In a sense, these goals survived the
introduction of HIPAA. In contrast, when few goals are reused it suggests that the
introduction of HIPAA required a fundamental change in the way privacy practices are now

expressed or the need for organizations to express a broader range of privacy practices.
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In this study, although the total number of goals increased, the percentage of goal
reuse dropped from 69% (pre-HIPAA) to 43% (post-HIPAA) and the total number of
unique/new goals increased from 133 (pre-HIPAA) to 366 (post-HIPAA). We observed that
prior to HIPAA, healthcare privacy documents were strikingly similar, and in some cases
several privacy policy sections were even identical across different organizations. Given that
HIPAA now requires more detailed notices about an organization’s privacy practices, it is
reasonable to see more detailed, company-specific information expressed in these policy
documents. To the benefit of consumers, this has resulted in more complete and unique
privacy documents. At the same time, this increase in uniqueness makes it more difficult for
consumers to compare the practices of different organizations as is the case with financial
privacy documents [AEBO4].

The types of vulnerabilities that appear to have survived HIPAA'’s introduction are
those that reflect information transfer and general information collection (such as cookies).
The types of protection goals that appear to have survived HIPAA’s introduction are the
inform goals (e.g., INFORM customer of intended use of PI1) and the security goals (e.g.,
MAINTAIN procedural safeguards to protect PII).

The privacy documents have also evolved to include legal and liability disclaimers.
Because these types of disclaimers do not directly affect the privacy of consumers’
information, the taxonomy we used in this study did not account for them. This resulted in a
large number of unclassified goals. It is also interesting to note that unclassified goals
account for 36% of the total post-HIPAA vulnerabilities. This illustrates the vast variety of

information consumers must navigate in order to understand the institutional privacy policies.

2.4.5 Policy Readability and Comprehension

The introduction of HIPAA has made healthcare privacy policy documents more
difficult to comprehend. The readability of the all the privacy documents within the
examined organizations decreased as shown in Table 2.3. The average FGL for all privacy
documents increased from 13.3 (pre-HIPAA) to 14.2 (post-HIPAA), and the average FRES
decreased from 39.6 (pre-HIPAA) to 34.9 (post-HIPAA). The increase in the FGL is the

equivalent of almost an entire grade level of education, making the already difficult to
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understand documents less comprehensible to a large percentage of the general population.
An FGL score of 14.2 is the equivalent of 2 years of college education or an associate’s
degree. Studies have shown that only 52.1% of the general population has obtained this level
of education [NTI02].

The average FGL score for an organization’s main “privacy policy” document
increased from 13.3 (pre-HIPAA) to 13.87 (post-HIPAA) and the FRES also increased from
36.86 (pre-HIPAA) to 38.3 (post-HIPAA). However, the newly added privacy related
documents (e.g. Terms of Use, Legal Disclaimers, Privacy Facts, etc.) received significantly
higher FGL scores (see Table 2.3: Novartis’s terms of use yields a FGL of 16.7 compared to
a FGL of 13.8 for its privacy policy) and lower FRES scores (Novartis’ Terms of Use FRES
score is 27.2, whereas the Privacy Policy FRES score is 38.2), making them the most
difficult to understand.

Interestingly, these documents also generally contain a higher ratio of vulnerabilities
to protection goals. This is alarming because consumers should not be burdened with having
to read complex documents to uncover these possible compromises to their sensitive
information. Moreover, these documents seem to convey a misleading sense of protection to
consumers with promising statements at the beginning of the document. For example,
HealthCentral.com [HCO3] stated, “HealthCentral is deeply committed to preserving your
privacy” in the first paragraph of their Privacy Policy. However, their legal disclaimer
contains only six protection goals and 18 vulnerabilities. Additionally, HealthCentral’s
Privacy Policy yielded a FGL score of 14.2, implying that only less than 30% of the general
population can comprehend its content [NTI02]. This, combined with the fact that there are
three vulnerabilities to each protection goal in this document, seems to contradict the
organization’s expressed commitment to their customers.

It is also important to note that the increase in the total number of privacy documents
within these institutions, along with the increased difficulty of comprehension, may lead to
information overload where consumers are presented with so much information that it will be

difficult, if not impossible, to retain it in its entirety.



Table 2.3 Pre-HIPAA vs. Post-HIPAA Analysis of Privacy Policies: Goal Classification and Flesch

Readability. Grey cells indicate cases in which there was no Pre-HIPAA data because the documents
were introduced Post-HIPAA or cases in which the Pre-HIPAA document were replaced with newly-

titled documents. Blank cells indicate null data.

23

Policy
Document

Protection
Goals

Vulner-
abilities

Unclass-
ified

Total
Goals

FRES

FGL

Pre / Post HIPAA

AETNA Privacy Policy 10
Legal Statemnt 0 9 0 9 28.4 18
Health 16 32 0 48 14.8
Student 16 35 0 51 39.8 13.6
Long Term 4 26 0 30 34.5 10.2
Large Pension 5 11 1 0 17 28.7 14.8
Life Disability 14 25 0 39 35.1 10.6
Subtotal 5 63 5) 150 0 1 10 214 | 428 | 343 | 134 | 137
AFLAC Privacy Policy 1 1 2 0 30.4 15
Terms/Cond. 8 20 0 28 32.3 14.7
Privacy Practic 6 0 0 6 42 13.4
Privacy Notice 15 27 2 0 44 35.1 13.7
Subtotal 1 29 1 47 0 2 2 78 304 | 36.5 15 13.9
CIGNA Privacy Policy 6 18 5 11 11 29 439 | 436 | 109 | 114
Legl Disclaim 6 0 6 27.8 16.6
Subtotal 6 18 5) 17 0 0 11 35) 439 | 35.7 | 10.9 14
DestinationRX | Privacy Policy 16 20 18 16 2 34 38 40 39 12.9 | 139
Terms of Use 7 11 3 0 21 31.8 15.5
Subtotal 16 27 18 27 0 5 34 59 40 354 | 129 | 147
Drugstore.com Privacy Policy 15 19 14 36 29 55 39.1 | 409 | 13.6 | 13.7
Terms of Use 8 18 3 0 29 35.8 15.1
Subtotal 15 27 14 54 0 3 29 84 39.1 | 384 | 136 | 144
HealthCentral Privacy Policy 13 12 12 12 25 24 39.5 41 12.5 13
Terms of Use 6 15 0 21 24.9 16.3
Subtotal
Glaxo Privacy Policy
Legal Statemnt 5 0 5 28.8 16
Subtotal 5) 9 7 11 0 2 12 22 395 | 354 | 125 | 144
Novartis Privacy Policy 18 23 5 9 4 23 36 274 | 41.4 | 16.7 | 13.1
Legal Statemnt 3 11 0 14 27.4 16.7
Subtotal 18 26 5 20 0 4 23 50 274 | 344 | 16.7 | 14.9
Pfizer Privacy Policy 4 7 3 6 7 13 418 | 414 | 118 | 118
Terms of Use 0 9 0 9 37.8 12.9
Subtotal 4 7 3 15 0 0 7 22 418 | 396 | 118 | 124
Totals 83 224 70 368 0 17 153 | 609
Averages 383 | 358 | 133 | 14.1
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2.5 Chapter Summary

The intent of this research was to analyze the evolution of privacy documents in the
presence of HIPAA legislation. What we discovered is that the privacy documents of
healthcare organizations evolved to incorporate more information about their privacy
practices. This study also shed light on the kinds of privacy practices that are most prevalent
in online healthcare organizations. This decomposition of the privacy practices of each
organization assists in comparing these practices to legislation to ensure compliance. This
information can be of value to researchers, policy makers, as well as the healthcare
organizations.

In addition to the privacy documents being lengthier and more numerous, we
discovered that the documents were also more difficult to comprehend, and they contained a
number of ambiguities that could potentially be exploited to the detriment of consumer
privacy. The benefit of the privacy documents being more expressive and detailed with
regards to the use of privacy-related information is offset by the lack of clarity and
readability of the documents. The wealth of information contained in these documents has
little meaning if consumers cannot comprehend the policies.

One variable this study did not investigate was the compliance of organizational
business processes with the privacy practices outlined in their privacy policies. Given that
these privacy documents are required by HIPAA to represent the privacy practices of the
organization, for the purposes of this study, we assumed all privacy documents to be fully
representative of each organization’s actual privacy practices. And while HIPAA also likely
influenced the privacy practices and business processes of these institutions, the verification
of this claim is outside the scope of this thesis.

We believe the results of this analysis may be helpful for forecasting how future
legislation will affect the state of online privacy in other domains. Law makers can utilize
the findings of this study to substantiate the need for future privacy legislation. They can
also use this study to identify key shortcomings in existing privacy law, such as readability
concerns, to better protect consumer privacy in future privacy legislation. Moreover, the
United States needs additional non-domain-specific legislation that broadly regulates online

privacy and which better protects the consumer rather than institutions, and our findings
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serve as validation that privacy law creates greater transparency and encourages better
privacy practices within the governed domains.

The increase in the number and length of privacy documents post-HIPAA, along with
the increase in difficulty of comprehending the content of the documents places added
burden upon consumers. If a consumer attempted to read each privacy document of
organizations they share their information with, their online experience would most likely
prove to be difficult and unpleasant. If consumers are to make informed decisions regarding
their online privacy, steps must be taken to alleviate this burden. The next chapter of this

thesis makes an attempt towards this very goal.
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Chapter 3

“I have not failed. I've just found 10,000 ways that won't work.”
- Thomas Edison

EMPIRICAL SURVEY

Although Internet users are becoming increasingly concerned about their privacy on
the Internet [ACR99, Westin], they still have few avenues to obtain information about the
privacy practices of a given organization. Often times, privacy policies provide the only
insight they have into the privacy practices of an organization. For this reason, it is
imperative that privacy policies are easily accessible, clear and concise, and users are able to
fully comprehend the their content.

Unfortunately, previous research has shown that privacy policies are neither clear nor
concise [JP04, AEBO4]. Moreover, the results of the HIPAA analysis in Chapter 1 of this
thesis further demonstrate the need for clear, concise, yet comprehensive privacy policies.

The need for better privacy policy representations is more pressing than ever. If
Internet users cannot understand the content of a privacy policy, they will not be equipped to
make an informed decision about whether to share their personally identifiable information
(PI) with an organization. This may lead to users sharing their information with
organizations seeking to capitalize on user PII; and as a result, users may end up having their
privacy compromised. Furthermore, usability has been identified as one of the grand
challenges for security and privacy research [CRAO03].

In an attempt to address the need for more comprehensible privacy policies, we
conducted an experiment to gauge user perception and comprehension of various
representation alternatives to natural language privacy policies. By comparing these results
to the natural language policies, we were able to identify shortcomings in the design of
existing privacy policies, as well as make several observations that may improve the

perception and readability of privacy policies.
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HIPAA specifically requires entities to provide a notice to consumers that is “plainly
written.” Despite given this requirement, the readability results from Chapter 2 of this thesis
illustrate that healthcare privacy policies are anything but plainly written. We chose to
analyze a subset of the privacy policies that were analyzed in Chapter 2 of this thesis in order
to aid healthcare organizations with the requirement of providing a plainly written notice to
consumers. The privacy policies used in this experiment were the original healthcare policies
of the organizations we investigated in Chapter 2.

This chapter presents the results of our experiment and is organized as follows.
Section 3.1 outlines the design of the experiment. Section 3.2 discusses our approach for
data collection. Section 3.3 presents the results of the experiment. Section 3.4 discusses the
observations we made based on the results. Section 3.5 outlines the limitations of this study

and presents plans for future work.

3.1 Experimental Design

The objectives of this experiment were the following: (1) to gauge user perception of
various alternatives to natural language privacy policies; (2) to measure user comprehension
of the alternatives; and (3) to compare user perception with user comprehension in order to
determine whether they are in alignment with one another.

To this end, we conducted an experiment in the form of an empirical survey
instrument. The type of experimental design employed was a randomized complete block
design. The study consisted of four ways to represent privacy policies; we refer to these as
variants (treatments):

e Policy. This variant is the original natural language privacy policy, This is
the most common approach to privacy policy representation. Figure 3.1
shows an example of this type of variant. This is a portion of a natural

language privacy policy found on a legitimate healthcare website.
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Privacy Policy

Last Revision Date: January 23, 2005
Dear Friends,

First and foremost, BrandX is deeply committed to preserving your privacy. We have established
stringent rules of privacy and responsibility in order to protect the rights of BrandX users,

o &l| of the information you choose to provide us is absolutely confidential and voluntary. We will
never give, sell, rent or reveal vour name or address (including e-mail) to any outside party
without your express consent,

We understand that many companies make similar promises, but it may reassure you to know that
Brandx rigorously guards consumer health data.

Any personal information you provide will be used only to deliver health news and advertising
tailored to your personal interests, to draw large composite pictures that reflect the opinions or
behavior of a group, or to help us understand whether you like and use the health information we
provide, The only exception is if, in certain situations, you give us explicit permission to release it
to a third party.

Figure 3.1 Policy Variant lllustration

e Goals. In the goal variant, we expressed the policy as a list of privacy goals
and vulnerabilities [AEO4]. To create the list of privacy goals and
vulnerability statements, we used a goal-mining approach (see Section 2.2)
to distill natural language goals and warnings from stated (natural language)
policies. This methodology uses a list of common words frequently used in
policies. The purpose of doing this is to eliminate unnecessary text that can
either mask the true meaning of a policy or cause the policy to be too
complex for the general public to understand.  Figure 3.2 presents an
example of a goals variant. Note: the goals in this example were mined from

the natural language example in Figure 3.1.

MAINTAIN confidentiality of PII

AVOID collecting PIT unless voluntarily provided

AVOID sharing sensitive PII with 3rd parties without customer consent
GUARD PHI

USE PII collected from customer to deliver customized/personalized products and/or services
USE PII for research and/or development
AVOID disclosing PII without consent

Figure 3.2 Goals Variant Illustration
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Categories. In the categories variant, we expressed the policy as a list of
goals that have been categorized. The goals were extracted from the original
natural language policy, using goal-mining (see Section 2.2), and organized
into categories based on the taxonomy [AEQO4] used to categorize extracted
goals during the goal-mining process (e.g. information collection,
notice/awareness, etc.). In this variant, subjects are first presented with a list
of the 12 taxonomy categories. Subjects can then click on a category
heading hypertext link to view a list of goals, presented in bulleted form, that
are relevant to the given category of interest. Figure 3.3 illustrates how the
categories are displayed to subjects (users), whereas Figure 3.4 illustrates
what subjects would subsequently see when they click on one of the category

headings.

Privacy Policy

Access/Participation

This category co
provide their PII,

Choice/Consent

ntains policies relevant to denying access to pages or services if customers do not

This category outlines ways Users have control over how what information is collected from them and

whether the info

Contact

rmation can be transferred to others,

This category outlines how and for what purpose organizations use customers FII to contact them.

Enforcemented/Redress

Figure 3.

3 Categories Variant (list of categories)
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Information Collection

Definitions:
Cookies - Small files that a website stores on your computer that holds information on

behalf of that website {e.q., times and dates you have visited the website, usernames,
passwords, preferences, etc.)

BrandX's Information Collection policies:

o We use cookies to gather data about the usage of our sites
s We use website usage information (collected with cookies) to improve our website

Back to the Categortes

Figure 3.4 Categories Variant lllustration (goals within a category)

e Goals in Policy. In this variant, subjects are presented with the original
natural language privacy policy, but the format differs from the policy
variant.  Within the policy, statements that contain goals relevant to
consumer privacy are bolded and highlighted. When a subject hovers their
mouse over a statement, a popup window appears that contains the goal
extracted from the statement. In this way, subjects are presented with both
the natural language text, as well as its corresponding goal representation.
Figure 3.5 illustrates what subjects see in the goals in policy variant. Notice
the goal statements bolded and italicized within the policy, as well as the
blue popup window containing the corresponding goal that appears when the

subject hovers their mouse over a given statement.
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Privacy Policy
TRUSTe Licensee
Last Eewision Date: Jatuary 23, 2005

Dear Friends,

First and foremost, BrandZ 15 deeply committed to preserving vour privacy. We have established stringent rules of privacy and responsibility in
order to protect the rights of Brand® users.

o Al of the information you choose to pravide us is abselutely confidential and voluntary. We will never give, sell, rent or
revedal yaur name or address (including e-mail) to any outside party without your express consent.

s "We understand that many companies make sunlar promizes, but it may reassure you to lnow that BrandX rigerously guards
consumer health data.

s Any personal infarmation you provide will be used anly ta deL‘ ’::g:nfiscmsmg PIL uithaut Fg tailored to your personal

interests, to draw large composite pictures that reflect the opinions or behawvior of a group, er te help us undersiand whether you
like and use the kealth information we provide. The only exception is if, in certain situations, you give us explicit permission to
release if to a thind party.

Figure 3.5 Goals in Policy Variant Illustration

In order to account for lurking variables and to incorporate replication, the
experiment included three blocking factors. Each factor was a policy containing a different
ratio of vulnerabilities to protection goals — Novartis.com (good policy), Drugstore.com
(bad policy), and HealthCentral.com (control) — where good, bad and control reflects the
number of privacy projection goals and vulnerabilities expressed in each policy. The
Novartis.com policy contained more protection goals (23) than vulnerabilities (9), whereas
the Drugstore.com policy contained more vulnerabilities (36) than protection goals (19). The
HealthCentral.com policy served as the control factor because it contained the same number
of vulnerabilities (12) as protection goals (12). The resulting experimental matrix is

presented in Table 3.1.

Table 3.1 Experimental Treatments and Blocking Factors

Policy / Variant Policy Goals Categories Goals in Policy
Druastore.com Vulnerable / Vulnerable / Vulnerable / Vulnerable /
9 ' NL Policy Goals Categories NL Policy & Goals
HealthCentral.com Control / Control / Control / Control /
’ NL Policy Goals Categories NL Policy & Goals
Protective / Protective / Protective / Protective /

Novartis

NL Policy Goals Categories NL Policy & Goals
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When we refer to a policy in this experiment as good or bad, we mean only that the
good policy reflects an organization that appears to be more trustworthy [than one with a bad
policy] in that it contains more protection goals than vulnerabilities. In contrast, the bad
policy contains more vulnerabilities than protection goals, and therefore reflects an enterprise
that is inferior to the good policy in its articulated privacy practices from the general public’s
viewpoint. This classification does not take into consideration the reading difficulty (e.g.
Flesch reading ease score [Flesch49]) or content organization, and it is possible that the
organization with the bad policy is simply more forthright about their privacy practices than
the organization with the good policy.

Each un-shaded cell in Table 3.1 represents one of the 12 possible policies
(expressions) that could have been presented to subjects. Each column represents a different
treatment, while each row represents a different blocking factor.

To prevent name-brand recognition bias from influencing the results of the
experiment, all references to the names of the original policy authors were removed and
replaced with “BrandX”. To further prevent bias, subjects were randomly assigned to one of
the 12 policy expressions. However, to maintain approximately the same number of
responses for each of the 12 expressions, there was an attempt to balance the number of
responses once they became unbalanced. This was accomplished by randomly assigning
subjects to one of the 12 expressions until there were more responses for some expressions
than others. For example, if the Vulnerable/Goals expression had several responses less than
the other expressions, the next few subjects were assigned to the Vulnerable/Goals
expression until the Vulnerable/Goals expression had an equivalent number of responses to
the other expressions. Subsequently, subjects were again randomly assigned to one of the 12

expressions.
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Before each policy expression, the following scenario was presented to the subjects:

Imagine you are in need of a medical service such as purchasing medications
from an online pharmacy or retrieving medical information from a physician
via the Internet. In this scenario, you are visiting BrandX's website on the
Internet to obtain the healthcare related service you desire. However, in order
to obtain this service, the website requires that you provide BrandX with some
form of personally identifiable information (e.g., credit card number, address,
phone number).

In order to find out how your personally identifiable information (PI1) will be
collected, used, and transferred, you would need to read BrandX's privacy
policy. A privacy policy is a document that contains the privacy practices of
an institution, such as how the company collects and uses information, to
whom they transfer information, how and when they may contact you, etc.

We have provided you with BrandX's privacy policy below should you wish to
consult it before deciding whether you wish to share your information with
BrandX to obtain the service. Once you feel you have enough information to
decide whether or not to share your P1I with BrandX, you may proceed to the
next step by clicking on the Proceed to Next Step link found at the bottom the

page.

Accompanying the scenario, before the expression of the privacy policy, subjects
were presented with the necessary acronym definitions (e.g., PIl, PHI, CI), keyword
definitions (e.g., collect, guard, notify), and additional instructions for navigating the survey
instrument.

Once subjects finished reading the policy, they were presented with a questionnaire
based on the content of the policy. The question types can be classified into three categories:
perception, comprehension, and demographic. The perception questions gauged how
subjects felt about what they read and were presented in a 5-point Likert-scale form (i.e.,
Strongly Disagree to Strongly Agree). The comprehension questions measured how well
subjects comprehended the content of the policy and were presented in the form of multiple
choice quiz questions. The demographic questions measured the demographic makeup of the
subject pool and were presented in the form of drop-down, multiple choice questions. A full
list of the questions that were asked in the questionnaire is presented in Appendix A.
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The same perception and demographic questions were asked of all subjects,
regardless of which of the 12 policy expressions they received. The comprehension
questions presented to subjects were determined by the policy, variant, and random chance as
follows: For each policy, a single question was derived from each taxonomy category
[AEO4] if the policy contained a statement in this category. For example, if the
Drugstore.com policy contained a statement that is categorized as an information transfer
statement according to the privacy taxonomy, a question about the information transfer
practices of Drugstore.com was included; otherwise, if no such policy statement existed, no
guestion about the information transfer practices of Drugstore.com appeared. Each of these
questions was accompanied by five possible answers, only one of which was correct. Each
taxonomy category question was worded the same way for each policy. For example, the
question “Which statement is TRUE regarding BrandX's information collection practices?”
would be associated with the information collection category for each possible policy
expression.  However, since each policy (i.e., Drugstore.com, HealthCentral.com,
Novartis.com) contained different content, the correct answer was different for each policy.

Asking subjects to answer a comprehension question for each category, in addition to
the perception and demographic questions, would have placed too large a burden on the
subjects. Instead, for each policy, the survey instrument randomly selected three questions
from the set of all possible comprehension questions for that policy. Then for each variant
within that policy, the instrument presented subjects with the same three questions. Once
subjects in each variant responded to the three questions, the instrument randomly selected
another three questions to present for each variant. For example, given the
HealthCentral.com policy, the instrument randomly selected three questions from the set of
HealthCentral.com comprehension questions. Let us assume that the instrument randomly
chose information transfer, notice/awareness, and information monitoring as our categories.
A single question would then be presented for each of these categories about the content of
the HealthCentral.com policy. The instrument would present the same three questions to the
next set of subjects who receive the policy, goals, categories, and goals in policy variants of
the Healthcentral.com policy. Subsequently, the instrument would randomly select another

three questions to be asked of each variant within the HealthCentral.com policy.
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In addition to these three questions, subjects who receive the categories variant are
also presented with a comprehension question based on the first and last category they chose
to view, if these categories differed from the taxonomy categories of the original three

questions that were selected.

3.2 Data Collection

Prior to distributing the survey, it was pilot tested using an online format. Based on
some preliminary analysis and comments from the respondents, some items were deleted and
others were reworded. The resulting instrument had seven scale items, eleven demographic
items and between three and five others, depending on the variant being applied.

The final survey was linked from an NSF-sponsored website and was advertised to a
variety of Internet users worldwide. Respondents were solicited through a variety of outlets,
including links to the survey from various university web pages, general news sites, alumni
mailing lists, professional mailing lists, email, electronic social networks, and word of
mouth. To increase the variability in the data and generality of the survey, a marketing
campaign was designed and launched to target all demographic audiences. Survey
participants were offered an opportunity to enter into a prize drawing, to take place at the
conclusion of the survey. The survey was available online from October 25, 2005 to
December 10, 2005 via the Web at an NSF-sponsored project site.

The survey drew 1,215 total responses, but used some built-in mechanisms to
distinguish between valid and invalid responses. Based on the pilot study, it was relatively
certain that subjects could not read the directions, as well as the policy, in less than 30
seconds. Therefore, respondents who spent a combined total of 30 seconds or less reading
the instructions and policy were eliminated, resulting in a reduction of 212 responses.

Additionally, 10 more responses were eliminated by analyzing answers to the
perception questions: “I believe BrandX will protect my personal information more than most
other companies” and “I believe BrandX will protect my personal information less than most
other companies”. These questions are binary opposites of one another and their answers
should never be the same. If subjects gave the same answer to these two questions, the
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subjects were assumed to not have carefully read the questions, and these responses were
also eliminated from the dataset. This resulted in a total of 993 usable responses.

3.3 Results

This subsection presents the results of our experimental survey instrument. We
conducted statistical analysis, including ANOVA, Tukey and Scheffe tests, to verify the
statistical significance of all claims and observations made herein.

The remainder of this section is organized as follows. Section 3.3.1 presents the
results related to the user perception questions. Section 3.3.2 presents the results related to
the comprehension questions. Section 3.3.3 presents the results of other data collected during

this experiment.

3.3.1 User Perception

The user perception questions were presented to the subjects in a 5-point Likert-scale
form. Each answer was assigned a numeric value: strongly disagree = 1, disagree = 2,
unsure = 3, agree = 4, and strongly agree = 5. Formulating the answers in this manner allows
the average response for each question to be calculated. Comparisons using these values
permitted us to make important observations about the ways in which the independent
variables (e.g., policy, variant, and demographic variables) affected the dependent variables

(e.g., comprehension and perception variables).

Users feel more secure with natural language policies.

When asked whether they feel secure sharing personal information with BrandX, after
viewing their privacy policy, users tend to feel more secure with the natural language privacy
policies than the privacy policies expressed using goal statements (Fgggos = 7.69; p < 0.0001).
The average scores for each expression, including the average values for each variant are

presented in Table 3.2 below.
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Table 3.2 Average response to “I feel secure sharing my personal information
with BrandX after viewing their privacy practices” for each policy
representation. The table also includes the average values by
policy (last column) and by variant (bottom row).

Variant
Policy
Policy Policy Goals Categories | Goals/Policy | Averages
Drugstore.com (bad) 2.59 2.13 2.48 2.83 251
Novartis (good) 2.75 2.72 2.64 2.79 2.72
HealthCentral (neutral) 2.8 2.48 2.62 2.93 2.71
Variant Averages 2.72 2.44 2.58 2.85 2.65

The scores listed in Table 3.2 illustrate how users associate the same degree of
security between the policies that contain goals, as well as between the policies that are
expressed in natural language.

Users feel less secure with the privacy policy that contains the most vulnerabilities.

A noteworthy observation in the experiment results (Fggges = 4.56; p < 0.01) is that
users felt less secure with the Drugstore.com privacy policy than the other two policies (see
Table 3.3). This is encouraging because the Drugstore.com privacy policy contained the
largest number of vulnerabilities, and also had a higher ratio of vulnerabilities to protection
goals than the other two policies. This may indicate that users are, indeed, aware of how to
distinguish between policies that protect their privacy and which ones may cause their

privacy to become vulnerable to invasion or exploitation.

Different expressions had no affect on whether users felt the policy would protect
their information more than other websites..
In this experiment, two questions that were expected to have binary opposite results

were asked: “I believe BrandX will protect my personal information more than most other
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companies” and “I believe BrandX will protect my personal information less than most other
companies”. The results) illustrate that neither the variant nor the policy had an affect on
whether users felt more secure sharing information with the BrandX website than other
websites (see Table 3.3). Users seem to feel equally uncertain about each variant (Fgggos =
2.75; p < 0.04), as well as each different policy (Fggges = 3.63; p < 0.03). This seems to
indicate that users may lack the tools and/or confidence necessary to make informed

comparisons between different organizational privacy policies.

Table 3.3 Average response to “l believe BrandX will protect my personal
information more than other companies” for each policy
representation. The table also includes the average values by policy
(last column) and by variant (bottom row).

Variant
Policy
Policy Policy Goals | Categories | Goals/Policy Averages
Drugstore.com (bad) 2.62 2.38 2.57 2.7 2.57
Novartis (good) 2.66 291 2.55 2.83 2.74
HealthCentral (neutral) 2.83 2.51 2.68 2.88 2.73
Variant Averages 2.71 2.6 2.6 2.8 2.68

Users feel that natural language privacy policies are explained more thoroughly
than alternative expressions.

The results (see Table 3.4) illustrate that users feel natural language privacy policies
are explained more thoroughly than goal-based privacy policies (Feggos = 19.41; p < 0.0001).
This result was to be expected because natural language privacy policies are generally more
verbose than goal-based policies. For example, Drugstore.com’s natural language privacy
policy contained 2,099 words compared to the 671 words of Drugstore.com’s goal-based
privacy policy. This seems to be further illustrated by the fact that users feel
Drugstore.com’s privacy policy (2,099 words) is explained more thoroughly than
Novartis.com’s privacy policy (1,350 words). Users seem to associate the length of the
policy with its thoroughness, possibly to their own detriment. Associating policy length with
thoroughness could be dangerous. Organizations may exploit this result by creating wordy
privacy policies that contain unnecessary or irrelevant text that has nothing to do with the

privacy practices of the institution. Users may be mislead into believing the organization is
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thorough in its explanation of their privacy practices, thereby creating false trust in an

otherwise deceptive organization.

Table 3.4 Average response to “I feel that BrandX's privacy practices are
explained thoroughly in the policy | read” for each policy
representation. The table also includes the average values by policy
(last column) and by variant (bottom row).

Variant
Policy
Policy Policy Goals | Categories | Goals/Policy Averages
Drugstore.com (bad) 3.34 2.74 3.39 3.49 3.24
Novartis (good) 3.23 2.96 2.59 3.05 2.96
HealthCentral (neutral) 3.16 2.63 2.7 3.44 2.99
Variant Averages 3.24 2.77 2.88 3.33 3.06

Users feel confident in their understanding of categorized policies.

Despite not feeling secure sharing their information with companies that utilize goal-
based policies (i.e., categories and goals), the results (Fggges = 6.47; p < 0.0002; see Table
3.5) illustrate that users feel as confident in their understanding of the category policies as
they do with either of the natural language policies (i.e., policies and goals in policy). It is
interesting to note that although users felt less secure and protected with category policies,
they felt as confident in what they read in the category policies than either of the natural
language-based policies. This may indicate that users do, in fact, comprehend the policies
better when they have been categorized a priori, and they notice that the policies of the
organizations are not as secure as they would like.

Users did not feel as confident in what they read when presented the goals variant.
We suspect that this is due to users being intimidated by a privacy policy presentation that
they are unfamiliar with and is less than user-friendly. HCI issues may be to blame for this
statistical observation.
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Table 3.5 Average response to “I feel confident in my understanding of what | read
of BrandX’s privacy policy” for each policy representation. The table
also includes the average values by policy (last column) and by variant
(bottom row).

Variant
Policy

Policy Policy Goals | Categories | Goals/Policy Averages
Drugstore.com (bad) 3 2.71 3.31 3.17 3.05
Novartis (good) 3.34 3.01 3.38 3.22 3.23
HealthCentral

(neutral) 3.44 3.11 2.97 3.55 3.27
Variant Averages 3.26 2.95 3.22 3.3 3.19

Users also felt the least confident with what they read in the Drugstore.com policy
(Fosgos = 4.81; p < 0.008). This may be due to Drugstore.com having the longest policy,
which may have intimidated users into believing they could not comprehend the policy in its

entirety.

3.3.2 User Comprehension

The user comprehension questions were presented to subjects in a multiple choice
format. For each user response, a score was calculated based on the number of questions the
user answered correctly. The formula for the score was as follows: score = (questions
correct / total questions asked) * 100. This yielded a numeric value between 0 and 100. This
score was then used to calculate the average score by variant and policy.

The results (Fios 834 = 12.60; p < 0.0001) clearly illustrate that the policy variant is the
worst privacy policy variant for comprehension (see Table 3.6). In contrast, the categories
variant was the easiest to comprehend. The difference between the policy and goals in policy
variants is that, in the goals in policy variant, pop-ups are provided that contain the goals
associated with each privacy-related statement in the policy. This simple addition of goal
pop-ups resulted in a significant increase in comprehension scores (see Table 3.6). These
results illustrate that goal-based policies are easier to comprehend than natural language
policies. Furthermore, goal-based policies are easier to comprehend when they are presented

in a categorized, easy to understand format.
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Table 3.6 Comprehension Score by Variant (all responses)

Variant Score
Policy 35.70
Goals 43.82
Categories 52.14
Goals in Policy 43.27
Overall Average 43.74

One of the questions presented to users within the questionnaire was: “Why didn't
you read the entire privacy policies of the website?” One of the responses to this question
was: “l read the entire privacy policies of the website”. By eliminating all users who did not
read the entire set of privacy policies, we could further analyze the readability of the policy
variants.

The average score by variant for users who read the entire policy is presented in
Table 3.7. Based on these scores, we made three important observations (F11501 = 18.27; p <
0.0001). First, based solely on the quiz questions, it did not matter whether users read the
entire policy or not — the categories variant was always the easiest to comprehend and the
policy variant was always the most difficult to understand. Second, we observed a greater
increase in comprehension in the goal-based policies (13.5% for categories, 11.6% increase
for goals) than the increase in comprehension of the natural language based policies (4.3%
for policy, 6.1% for goals in policy). Lastly, even among users who read the entire privacy

policy, they answered only about half of the comprehension questions correctly.

Table 3.7 Comprehension Score by Variant (responses of subjects who read
the entire policy)

Variant Average
Policy 40.00
Goals 55.46
Categories 65.67
Goals in Policy 49.38
Average Overall 52.88
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As mentioned in Section 3.3.2, we asked users, “Why didn’t you read the entire

privacy policies of the website?”.

are presented in Table 3.8 below.

The possible answers, along with the respondent results

Table 3.8 Why Users Did Not Read The Policy (percentage by variant)

By Variant

Policy | Goals | Categories | Goals/Policy | Average
The policies were too hard to
understand 1.69 5.69 4.64 2.34 3.59
Uiz polizes ueie foe [ 35.86 | 34.15 |  26.16 42.97 34.23
The policies were not organized well

4.66 13.01 5.49 3.13 6.39

I have no interest in the privacy
policies of institutions | share my
personal information with 0.42 2.85 2.11 1.95 1.8
| read the entire set of privacy policies
of the website 56.36 | 44.31 61.6 49.61 53.49

Each cell in Table 3.12 contains the percentage of users who gave the answer of its
row when presented with a policy expressed in the variant of its column. In each variant, the
majority of users read the entire set of privacy policies. The most common reason why users
did not read the entire set of privacy policies was that the given policy was too long.

One important observation is that users most often read the entire set of privacy
policies when given the categories variant. As a result, there was a smaller percentage of
users who felt that the categories policies were too long.

The survey instrument kept track of the number of hits received on each page. Of the
2,608 visits to the policy pages, only 1,791 of these users proceeded to the survey page. Of
the users that left the policy page, 15.08 percent were viewing the policy variant, 23.55
percent were viewing the goals variant, 30.17 percent were viewing the categories variant,
and 31.2 percent were viewing the goals in policy variant. Based on these results, we may
conclude that HCI factors may deter users from attempting to read privacy policy formats
that they are unfamiliar with.
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3.4 Discussion

The objective of this study was to glean valuable information about the user
perception and comprehension of alternatives to natural language privacy policies. What we
discovered was that there is a significant disparity between the user perceptions of the
various policy expressions, as well as the user comprehension of the various policy

expressions.

Users feel most secure and protected by natural language privacy policies.

The results presented in Section 3.3 illuminate several issues worthy of discussion.
One of the more compelling observations is that users tend to feel more secure and protected
by policies that are expressed using natural language than with goal-based policies. This
may be due, at least in part, to the level of familiarity associated with natural language. It is
unlikely that many of the subjects were familiar with goal-based policies, yet it is very likely
that the majority, if not all, of the subjects were familiar with policies expressed using natural
language. Subjects may have been wary of a policy format that they had not previously had
any experience with, which would be reflected in the results. It may also be that it is not the
format, but rather the unfamiliarity with the taxonomy of categories and the impersonal and
harsh nature of the goals. This is supported by noting that even within a policy containing
the same privacy statements (blocking factor), subjects were always more comfortable the
natural language policies than with the goal-based policies.

The previous observation may be further supported by analyzing which policies were
abandoned most often by users that did not proceed to the subsequent gquestionnaire. The
results show that of the users who left the policy page, the policy variant was abandoned the
least often. The implication is that there was less of a learning curve and a greater sense of
familiarity with the natural language policy.

Users also felt more secure and protected by the good and control policies than they
did with Drugstore.com’s bad policy. From a consumer point of view, this is encouraging
because it implies that users are able to identify which policies are most likely to violate their

privacy. However, these results may discourage companies who would otherwise be
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forthright about their privacy practices in their privacy policy. Since there is little legislation
that govern privacy policy content outside of the healthcare and financial domains,
companies may use these results to justify a lack of transparency in their privacy policies for
fear users will identify their policy as a bad policy when they are simply trying to be honest

about their practices.

Users comprehend the goal-based policies better than the natural language-based policies.

This study investigated how well users would comprehend alternative expressions to
natural language privacy policies. What we discovered is that a simple natural language
expression of a privacy policy was the most difficult to comprehend. In fact, users only
answered a third of the privacy related questions correctly when given the policy variant.

The comprehension of the natural language privacy policy increased when privacy
statements were highlighted within the policy and accompanied by goal statements, as in the
goals in policy variant. This illustrates that the natural language policy alone may not be
sufficient for conveying policy information to the average Internet user.

The comprehension scores increased when users were presented with the policy
expressed as a list of goal statements, as in the goals and categories variants. This is fairly
intuitive, given that goal statements are uniform and eliminate extraneous and unnecessary
information. For example, in the Drugstore.com policy, the goals variant contained one
fourth of the number of words contained in the policy variant. With less information to read
and try to retain, users do not experience information overload and can retain essential
information regarding the uses and disclosures of their PII.

The comprehension scores were the highest for the categories variant. This policy
variant organizes the goal statements found in the goals variant into the privacy taxonomy
category it belongs to. This variant presents users with a list of the different categories and
allows them to choose which category of policies they wish to view.

Since this variant is comprised of the same goals that are found in the goals variant,
we expected to see similar comprehension results. Instead we found that the comprehension

of the policies actually increased when they were categorized. This may suggest that users
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will retain information better when it is presented to them in an organized manner and within

categories that they may associate with the policies.

Demographics had little influence on the results of the study.

The results of the study also verify a common stereotype — that older generations are
not as technologically savvy as younger generations. All age groups scored the same on the
comprehension quiz questions, with the exception of users ages 57 and higher (Fiosgss = 2.5;
p < 0.008). This group received lower comprehension scores than the other age groups.

After analyzing the data, we conclude that demographics made no difference in the
user perception of the various variants and policies with which they were presented.
Furthermore, with the exception of a single age group, demographics had no affect on the
comprehension scores of the various variants and policies.

The analysis of the demographic data provided additional insight into the makeup of
the subject pool. The subject pool did not precisely represent the Internet population in that
75.38 percent of the subjects had at least a bachelor’s degree or higher, yet we know that
only 26.9 percent of the general population over 25 years old has obtained this level of
education [NTI02]. This means that our subject pool was more educated than the average
Internet community. Moreover, 24.82 percent of the subjects listed their occupation as
Information Technology.

Given these observations, one might expect this subject pool to be familiar with
online privacy policies and their esoteric language and terminology. As a result, we might
also reasonably anticipate this subject pool to receive higher comprehension scores than the
average Internet user. Following this logic, the low comprehension scores observed in this
study are even more disconcerting because they demonstrate just how difficult these policies
would be for the average user to comprehend.

A complete list of demographic frequencies is included in Appendix B.

User perception was not in alignment with user comprehension.
Though users felt secure with and protected by the natural language privacy policies,

their comprehension of the content was poor. Even among users who read the entire policy,
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users who read the policy variant only answered a little over a third of the questions
correctly. However, despite not feeling as secure or protected by the goal-based policies,
user comprehension scores were much greater when given goal-based policies.

This misalignment of user perception with user comprehension is disconcerting
because users may be more inclined to trust a company with a policy that lacks clarity and
readability. This leads to less informed decisions that could result in the increase of
unanticipated and unwanted uses and disclosures. Deceitful organizations could even exploit
these results to garner user confidence and then proceed to violate their privacy.

It is worth noting that even though users perceived Novartis.com’s good policy to be
less secure and provide less protection than Drugstore.com’s bad policy, based on the results
of this study, the good policy was the easiest to comprehend. This is most likely due to its
length being much less than the bad policy, preventing information overload and allowing
users to absorb more of the policy at once.

Users seem to prefer longer policies. This seems to suggest that they equate quantity
with quality. However, as our results show, this equivalence does not exist and this
assumption by users may, once again, lead them to trust an organization without being fully

aware of how their information will be used and disclosed.

Users are inclined to read content in the order in which it is presented.

Given a simple natural-language privacy policy, it is difficult to determine which
portions of the policy users are most interested in reading. However, we were able to track
this information when subjects were given the categories variant. Since goals were
designated into their appropriate privacy taxonomy page, we tracked when a subject chose to
view a categories’ goals. By doing so, we were able to observe the order in which users
prioritize the information they are interested in.

The subjects were presented with a list of the privacy taxonomy categories for which
goals existed for that particular policy. For example, if there existed a goal in the policy
related to information monitoring, we would present the subject with the opportunity to click
on the Information Monitoring category to view a list of goals classified by this category. If

no information monitoring goals existed in the policy, the subject was not given the
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opportunity to choose this category. Since each policy contained different goals, the list
presented to each user was different and depended on which policy they were given. The list
of categories was presented to subjects in alphabetical order (e.g., contact before information
transfer). Each category was also accompanied by a description of the types of goals it
included.

We found that, despite given the opportunity, the majority of subjects did not
prioritize the information they are interested in. Table 3.10 below outlines the order with
which subjects chose to read the policy. Each row represents the frequency in which subjects
chose that particular category. For example, 79.61 percent of the time, the first category
subjects chose to click on was the first category in the list the they were presented with; 81.5
percent of the time, the second category subjects clicked on was the second category in the
list they were presented with; and 83.7 percent of the time, the seventh category subjects

clicked on was the seventh category in the list that they were presented with.

Table 3.9 Category Viewing Frequencies: The percentage of users who clicked
on the category presented in the order that they were presented.

Order Percentage of Users
1 79.61
81.5
78.9
80.3
81.9
82
83.7
90.9
88.24
96.77
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These results illustrate that, despite the option to view information relevant to specific
categories of policies, users chose, instead, to view the policy in the order it was presented to
them. While this may seem intuitive and to be expected, this study confirms that users will
generally read a policy from top to bottom.

The implications of this confirmation can be to the detriment of consumers who do
not read an organization’s privacy policy in its entirety. As this study has also shown, even

when users do read privacy policies, a great many of them do not read it in its entirety. If
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organizations choose to exploit this fact, they may concentrate the most important and
privacy-relevant information towards the end of their privacy policy. This would impair
users’ ability to make informed decisions about sharing information with the organization.
The increase in percentage correlating with the order is due to the fact that there are
more users that chose to view only one category than there are users who chose to view two
categories, more users that chose to view two than three, and so on. These percentages
demonstrate that the users who chose to view upwards of ten categories are, in all likelihood,
the same users who chose to view the categories in the order with which they appear. So,
while they may be viewing the categories in order, they are at least viewing an increasing
amount of policy. This indicates that the users who do not read the entire policy are viewing
the policy out of order, thus they are the users that are likely to prioritize the information they
read when given the option. This also indicates that if these same users were presented with
a regular natural language privacy policy, they most likely would try and scan the document
for the privacy-relevant information they are interested in rather than read the entire
document. However, due to the difficulty of parsing natural language privacy policies, it is
unlikely the user would find all of the information relevant to the categories of interest. As a

result, they may not have all the information necessary to make an informed decision.

Users spent less time reading goal-based policies than natural language policies.

Users spent less time reading the goals variant than either the policy or goals in policy
variants, despite comprehending the goals variant better (F11.974 = 4.69; p<0.003). Users
spent, on average, 210 seconds reading the goals variant, while they spent 269 seconds
reading the policy variant and 288 seconds reading the goals in policy variant. This result
substantiates the claim that goal-based policies are easier to read and comprehend than the
existing natural language policies.

Users spend 241 seconds, on average, reading the categories variant. There is no
statistically significant difference between the categories variant and any of the other
variants. This may be because users are presented with a description of each taxonomy

category, in addition to the list of goals to read.
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The results of this study can pave the way for machine readable privacy policies that users
can also comprehend.

There has been significant research into the development of machine-readable privacy
policies that can be parsed at runtime and checked against user specified privacy preferences
[SDPO5, CLMO02, EPALO06]. Such technology would allow users to specify how they wish
their information to be used and disclosed. Then, while browsing the web, users could be
notified when they visit a web site where the privacy practices do not align with their
specified privacy preferences.

From an information assurance perspective, this technology would allow users to
make informed decisions about who they share their information with, and also ensure that
they do not disclose their PIl to organizations that do not comply with the user’s privacy
preferences.

Unfortunately, implementations of this technology, such as P3P, have not been
widely accepted by the web community at large. One reason for this is the ambiguous nature
of P3P. In fact, a quote from CitiGroup’s position paper [Citi02] states, “the same P3P
policy could be represented to users in ways that may be counter to each other as well as to
the intent of the site . . . This results in legal and media risk for companies implementing
P3P that needs to be addressed and resolved if P3P is to fulfill a very important need.”
Furthermore, one report stated that P3P does not adequately address user privacy [Epic00].
No P3P successor will be satisfactory unless it is unambiguous, indisputable, and accepted by
both online entities and Internet users.

It is essential that any machine-readable policy implementation be free of ambiguity.
The mere existence of ambiguities would allow organizations to exploit the ambiguities in
their policies in order to avoid legal action or other penalties when they violate their policy.
Users require an indisputable policy in order to protect their privacy. Moreover, it would be
in an organization’s best interest to use an implementation that is free of ambiguities to avoid
misinterpretation and resulting legal action.

Another reason that current implementations of machine-readable privacy policies are
insufficient is because they need to better account for the purposes and instruments of

privacy statements. For example, a user may not mind their information being disclosed for
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the purpose of treatment, but they may not want their information disclosed for the purpose
of marketing. Since there are an infinite number of possible purposes for which actions may
be taken, users could not enumerate them all in their privacy preferences.

So, what happens when a user is faced with a machine-readable privacy policy that
contains a purpose that they have not specified in their privacy preferences? And how could
they agree to the policy if it is only machine readable? The results of our study answer this
question. We have proven that users not only understand goal-based policies as well as
natural language policies, in the proper context, they comprehend them better.

The goals we used are structured in a form called a restricted natural language
statement (RNLS). Prior research [BAO5a, BAO05b, BA05c] has illustrated how RNLS(s) can
be parameterized and modeled using the Knowledge Transformation Language (KTL)
[BAO5Sb]. After an RNLS has been parameterized and modeled in KTL using a process
called Semantic Parameterization [BAO5a, BAO5b], it becomes machine-readable. At this
point, comparisons can be made between RNLS(s), ambiguities can be identified, and queries
can be utilized to identify information within statements [BVA06]. Semantic models are also
able to identify and classify purposes and instruments.

If policies were expressed using these parameterized models, exceptions can be
identified and presented to the user in a way that they can comprehend. For example, if an
exception occurred because there exists a purpose that the user had not previously accounted
for, the original policy RNLS can be reconstructed from the model and presented to the user.
This should prove effective since, as a result of this study, we now know that users would be
able to comprehend the RNLS, since the goals used in our study are in RNLS form, well
enough to make an informed decision about whether this policy meets their privacy

preferences.

3.5 Limitations and Future Work

In this study, we sought to understand how average Internet users perceive and
comprehend various alternatives to natural language privacy policies. Despite our best
efforts to target a subject pool that precisely represents the Internet community, the subject

pool was more educated and technologically savvy than the average Internet user. This was
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reflected in the data collected during the experiment. However, we were still able to draw
very important conclusions as to the perception and comprehension of alternatives to natural
language privacy policies.

As with any survey, there was concern that subjects would not be completely honest
in their responses. Several measures were taken to avoid incorporating these user’s
responses into the respondent dataset, including: preventing users from revisiting the policy
to look up answers to comprehension questions; requiring that the questionnaires be
completed before submission; ensuring the anonymity of subjects would be preserved; and
identifying and removing responses from the dataset that were identified as being invalid.

As a result of this study, we discovered that there is a serious disparity between user
perception of the various privacy policy expressions and how well they comprehend each of
the various policies. Even though users felt more secure with, protected by, and comfortable
with the natural language privacy policies, they did not comprehend them as well as the goal-
based privacy policies. Now that we know that users comprehend goal-based policies better
than natural language policies, researchers need to find ways to facilitate users feeling
comfortable with them.

The disparity between user perception and comprehension may be due to Human
Computer Interaction (HCI) factors, in which the users are simply not comfortable with the
manner in which the goal-based policies are presented to them. To support this claim, one
need only note the marked improvement in comprehension scores between the goals variant
and the categories variant. The categories variant does nothing more than present the goal
statements to the user in an organized fashion. If research efforts were invested in addressing
the HCI issues surrounding these policies, the misalignment between user perception and
user comprehension may be rectified.

There are many implications for the development of machine-readable policies that
are associated with the results of this study. As previously discussed in Section 3.4, the goals
in the goal-based policies are a relaxed form of restricted natural language statements
(RNLS). RNLS(s) can be parameterized and modeled in such a way that they become
machine-readable. If research were invested in the reconstruction of RNLS(s) from models,

as well as the specification of user preferences and the runtime interpretation of these



52

semantic models, we might very well accomplish machine-readable, user-comprehendible
policies.

One of the discoveries of this study was that users tend to read policies in the order in
which they are presented. Given that this study also illustrates that many users, when
presented with a privacy policy, do not read it in its entirety, we suggest that research be
conducted to discover whether organizations are already exploiting this fact. If the most
important and privacy-relevant information is being discussed near the end of privacy
policies, users may be at a serious disadvantage when trying to make an informed decision

about whether to share their information with a given organization.
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Chapter 4

“All sorts of computer errors are now turning up. You'd be surprised to know the number of
doctors who claim they are treating pregnant men.”
- Isaac Asimov

ANALYSIS OF HIPAA COMPLIANCE

In the United States, federal and state regulations prescribe stakeholder rights and
obligations that must be satisfied in order for organizations to be compliant with legislation.
Failing to be in compliance with such legislation can result in severe, and costly, penalties.
For example, violating the HIPAA by obtaining and disclosing personal health information
(PHI) for commercial advantage, personal gain, or harm carries a potential $250,000 in fines
and a ten year prison term [FAQ03]. Even simple non-compliance with the HIPAA can cost
an organization $25,000 annually.

Legislation governing privacy is being increasingly introduced at both the federal and
state levels. In addition to the HIPAA, Children’s Online Privacy Protection Act (COPPA),
and Gramm-Leach-Bliley Act (GLBA), the Controlling the Assault of Non-Solicited
Pornography and Marketing Act (CAN-SPAM), the Fair Credit Reporting Act, the national
Do Not Call Registry, and the Freedom of Information Act (FOIA) are all examples of recent
federal efforts to protect the rights and privacy of American citizens. Furthermore, many
states have enacted their own privacy protection laws in response to the increase in consumer
concern.

Unfortunately for organizations governed by newly introduced legislation, new
legislation creates additional requirements. In order to ensure that an organization is
compliant, one must be able to parse both the legislative texts, as well as the policies of the

organizations subject to the legislation. By doing so, a comparative analysis can be
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conducted, either by the organization or compliance and government officials, to ensure that
the organization is in compliance with legislation.

In Chapter 2 of this thesis, we explored how the privacy policies of healthcare
organizations evolved with the introduction of the Health Insurance Portability and
Accountability Act (HIPAA). What Chapter 2 did not address was whether or not the
policies expressed in these privacy documents were compliant with the HIPAA. In this
chapter, we present a methodology for extracting rights and obligations from legislative text,
our results from applying the methodology to the HIPAA Privacy Rule, and a preliminary
comparative analysis of the set of rights and obligations that were obtained from the Rule to
goals that were extracted during our prior analysis, discussed in Chapter 2 of this thesis.

This chapter presents the results of our analysis as follows. Section 4.1 presents a list
of keys terms that we use throughout this chapter. Section 4.2 outlines the methodology we
used to extract rights and obligations from regulatory text. Section 4.3 presents the results of
applying this methodology to the HIPAA Privacy Rule. Section 4.4 illustrates how the
results of applying the methodology can be used to analyze regulatory compliance. Section

4.5 discussions the limitations of our work and discusses future work.

4.1 Terminology

We define the following key terms:

= A stakeholder is an entity afforded rights and/or obligations by the HIPAA Privacy
Rule.

= Avrright is an action that a stakeholder is conditionally permitted to perform.

= An obligation is an action that a stakeholder is conditionally required to perform.

= A rule statement is the regulation text that includes the right or obligation and any
constraints.

= A constraint phrase is the part of a rule statement that describes a single precondition.

= A normative phrase contains words that indicate what “ought to be” as rights or
obligations.
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4.2 Methodology for Analyzing Regulations

In this study, we adopt a process called Semantic Parameterization, in which rights
and obligations from regulation texts are restated into restricted natural language statements
(RNLYS), to describe discrete activities [4]. RNLS(s) can be mapped into semantic models
that are amenable to formal analysis [3, 4] for several purposes, including reasoning about
conditional relationships. Semantic Parameterization was developed using Grounded Theory,
in which theory that is systematically obtained from a dataset is valid for that dataset [11].

Our methodology begins by extracting rule statements using a relaxed form of
Semantic Parameterization. The relaxed form uses only two RNLS patterns to separate the
right or obligation phrase(s) from relevant constraint phrase(s). Constraint phrase(s) restrict
the scope of actors and objects that already appear in the right or obligation phrase. Separated
constraint phrase(s) are used to construct pre-conditions in the form of logical expressions.

The relaxed form of Semantic Parameterization uses only two RNLS patterns: (1)
activities that distinguish subjects and objects [3, 4]; and 2) activities following condition
keywords (if, unless, except) identified in an earlier pilot study [5].

In order to extract rights and obligations, we first identify the normative phrase of a
statement. The normative phrase indicates what a stakeholder is required or permitted to do.
Extracting rights and obligations based solely on the normative phrase helps us to distinguish
between expressed and implied rights and obligations.

Implied rights and obligations are those that are not explicitly delegated by the Rule.

For example, consider unrestricted natural language:

UNLS;: A covered entity must permit an individual to request access to their
protected health information.

We first identify that UNLS; contains an expressed obligation, indicated by the
normative phrase “must permit.” Notice, however, that UNLS; implies that the individual
has a right to request access to their protected health information.

To say that a party has a right is a way of talking about the counterparty’s implied
obligation. For example, if a healthcare patient has a right to access their health records, then

their physician’s office has an obligation to provide access. It is necessary to identify
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implied rights and obligations to increase requirements coverage, since implied obligations
derived from rights may be operationalized as requirements. Reformulating rights in terms
of the implied rights and obligations of counterparties will enable stakeholders and
compliance officers to ensure full compliance with regulation requirements. However, for
the purposes of study, we forego the identification of implied rights and obligations until we
perform the comparative analysis.

Consider the unrestricted natural language statement UNLS; summarized from
8164.522(a)(1)(iii) in the HIPAA Privacy Rule and parameterized as RNLS(s):

UNLS,: A covered entity that agrees to a restriction may not use OR
disclose protected health information, except if the individual
who requested the restriction is in need of emergency treatment.

UNLS3: A covered entity that agrees to a restriction may not use AND
disclose protected health information, except if the individual
who requested the restriction is in need of emergency treatment

RNLS:: The covered entity who (RNLS,) may not disclose protected
health information, except if (RNLS3).

RNLS,: The covered entity agrees to a restriction.

RNLS3: The individual who (RNLS,) needs emergency treatment.

RNLS,: The individual requests the restriction.

RNLS(s) are restricted to expressing one discrete activity. However, UNLS;
describes two separate activities, use and disclose; the analyst must identify that, though
there is a single normative phrase (may not), the disjunction (or) indicates two separate
activities: may not use and may not disclose. The English conjunctions (and, or) are not
necessarily equivalent to logical-and and logical-or. For example, UNLS; is identical to
UNLS,, except that UNLS; uses the English conjunction “and” instead of “or.” The analyst
would need to decide whether, in the context of the text, to interpret this statement as a single
obligation (may not use and disclose) or as two separate, discrete obligations (may not use
and may not disclose). The burden is on the analyst to determine whether or not the English
conjunction is dependent (logical-and) or independent (logical-or).

Constraints on obligations are rights are identified by observing condition keywords
(e.g. if, unless, when). RNLS(s) are separate constraints on a right or obligation if they
distinguish subjects and objects (e.g., RNLS, and RNLS,) or follow condition keywords
(e.g., RNLS3). Consider RNLS;, where RNLS; distinguishes the covered entity as one who
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agrees to a restriction, whereas RNLS; distinguishes the individual as one who requests a
restricting by using the nested RNLS,. We do not classify other RNLS(S) such as transitive
verbs followed by verb phrases, instruments or purposes [BA05a, BAO5b] as separate
constraints. Rather, these phrases remain nested in the right, obligation or constraint
statement for the purpose of this study.

Regulation texts are often highly segregated and indexed by stakeholder and process,
and the text is loaded with references to subsections within the text or external references to
other legislation. In order to maintain traceability, the rights, obligations, and constraints
extracted from the text are indexed by their corresponding subsection in the original text.
Constraints are then organized into a logical expression based on their dependence. If
constraints are independent of one another when invoking the right or obligation, they are in
a disjunction; otherwise, they are dependent and are in a conjunction. The RNLS(s) from the

example above are indexed and organized as follows:

Constraints:
A. The covered entity agrees to a restriction. 164.522 (a)(1)(iii)
B. The individual needs emergency medical treatment. 164.522 (a)(1)(iii)
C. The individual requests a restriction. 164.522 (a)(1)(iii)

Obligation:
1. The covered entity may not disclose protected health information.
164.522 (a)(1)(iii)) [A A =B A C]

The constraints A, B, and C were derived from RNLS; RNLS; and RNLS,,
respectively. The obligation and each constraint are indexed by and labeled with their
original subsection in the original regulation text. The obligation is labeled with the logical
expression, in this case a conjunction, in square brackets. The keywords “except if,” in the
original text from which this constraint was extracted indicates that this constraint is an
exception. The exception is handled by negating the constraint in the conjunction.

Regulation texts tend to be laden with cross-references to different sections within the
given regulation. Analysts must follow each cross-reference to evaluate the impact of the
referenced content on each right or obligation statement. Organizations can use the indices to
help maintain traceability as constraints are incorporated from different sections.
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4.3 Analyzing Healthcare Regulations

Privacy is primarily concerned with preserving the confidentiality of information, but
users are also concerned with the integrity and availability of their information. In the
context of the Rule, we strove to investigate the various aspects of privacy, such as uses and
disclosures, notice and awareness, and access to information. For this reason, we focused on
the following nine sections in the Rule:

8164.506: Consent for uses or disclosures to carry out treatment, payment, and
health care operations.

8164.508: Uses and disclosures for which an authorization is required.

8164.510: Uses and disclosures requiring an opportunity for the individual to
agree or to object.

8164.512: Uses and disclosures for which consent, an authorization, or
opportunity to agree or object is not required.

8164.514: Other requirements relating to uses and disclosures of protected health
information.

8164.520: Notice of privacy practices for protected health information.

8164.522: Rights to request privacy protection for protected health information.

8164.524: Access of individuals to protected health information.
8164.526: Amendment of protected health information.

The Rule is comprised of two parts, numbered 160 and 164, and contains a total of
33,500 words. The nine sections we analyzed contain a total of 17,728 words or 52.9% of
the Rule. Each part is sub-divided into subparts and each subpart is divided into sections.
Sections §160.103 and 8164.503 contain definitions necessary to distinguish the entities
governed by the Rule. From the definitions, stakeholders can be organized into a class
hierarchy. The class hierarchy in Figure 4.1 shows the stakeholders from the nine Rule
sections we analyzed. The arrows in the hierarchy represent sub-class relationships; for
example, group health plans (GHP) and health maintenance organizations (HMO) are both

types of health plans (HP), and an HP is a type of covered entity (CE).
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Individual Correctional | | Covered Entity Personal Inmate Public Health
Institution (CE) Representative Authority
|
Health Care Health Care Licensed Health Care

Health Plan (HP)
l

Group Health Plan | | Health Insurance Health Maintenance
(GHP) Issuer (HII) Organization (HMO)

Clearinghouse Provider (HCP) Professional (LHP)

Figure 4.1 Stakeholder Class Hierarchy

In addition to 8160.500 on Applicability, the definitions and corresponding class
hierarchy are important when deciding which sections of the Rule apply to which
stakeholders.

Each Rule section is divided into sub-sections that contain standards and
implementation specifications, often with a separate emphasis on unique stakeholders. All of
the sub-sections we analyzed were deemed to contain potential compliance requirements.
The sub-sections are also sub-divided in ways that balance between conciseness and
readability. Below, we summarize text from §164.520(c)(2) and (c)(3) as a model standard
we simply index as (a) to illustrate the effect of applying the methodology to the regulation
text. The normative phrase (must) and condition words (if, unless) are bold, the constraint

phrases are underlined and the obligation phrases are italicized.

(1) A covered entity who has a direct treatment relationship with an individual
must ...
(A) Provide notice no later than the first service delivery;
(B) If the covered entity maintains a physical delivery site:
i. Have the notice available for individuals to take.
ii. Post the notice in a clear and prominent location.
(2) For the purposes of paragraph (a)(1), a covered entity who delivers service
electronically must provide electronic notice unless the individual requests to
receive a paper notice.
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Applying our methodology, we derive constraints A—E and obligations 1-4, below.
The italicized phrases in obligations 2, 4, and 5 are ambiguities resolved using the regulation

text.

Constraints:
A. The CE has a direct treatment relationship with the individual. (a)(1)
B. The notice is provided no later than the first service delivery. (a)(1)(A)
C. The CE maintains a physical delivery site. (a)(1)(B)
D. The CE delivers service electronically. (a)(2)
E. The individual requests to receive a paper notice. (a)(2)

Obligations:
1. The CE must provide notice to the individual (a).
2. The CE must provide notice to the individual. (2)(1)(A) [A A B]
3. The CE must have the notice available for individuals to take. (a)(1)(B)(i) [A A
Cl

4. The CE must post the notice in a clear and prominent location for the
individual to read. (a)(1)(B)(ii) [A A C]

5. The CE must provide electronic notice to the individual. (a)(2) [A A B A D A
—E]

Right, obligation and constraint statements are often distributed across several sub-
sections in the Rule. For example, the subject CE is specified in sub-section (a)(1); however,
the obligation phrases provide notice, have notice available, and post the notice each appear
separately in sub-sections (a)(1)(A), (a)(1)(B)(i), and (a)(1)(B)(ii), respectively. The
constraint A appearing in sub-section (a)(1) is applied across each of these obligations as well
as the obligation in sub-section (a)(2) due to a cross-reference back to (a)(1). Cross-
references to other sections in the Rule pose the greatest challenge to analysts, since each
section is written from a different viewpoint; this makes the relevance of constraints from

other sections subtle and uncertain.

4.3.1 Analysis Results from HIPAA

We identified 193 rights and 145 obligations in §164.506-8164.516 and §164.520—
8164.526. Table 1 summarizes the total number of rights (R), obligations (O), constraints (C)
and cross-references (CR) identified per section. From a compliance perspective, each
constraint within a system introduces complexity that makes compliance checking more
difficult.
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Table 4.1 Number of Rights, Obligations, and Constraints in HIPAA §164.506—

§164.526

Section R @) C CR
164.506 24 12 25 13
164.508 6 5 15 42
164.510 44 8 12 16
164.512 67 10 154 59
164.514 7 35 48 21
164.520 9 17 54 37
164.522 7 19 24 9
164.524 20 26 69 29
164.526 10 18 36 23

Table 2 summarizes the total number of unique normative phrases (N) we identified
as well as the modality. In the table, anti-rights refer to activities the regulation explicitly
exempts from stakeholder rights, but does not require the stakeholder to avoid (e.g., does not
have a right to). Similarly, anti-obligations are activities that the regulation explicitly
exempts from stakeholder obligations, but does not require the stakeholder to avoid (e.g., is
not required to). We distinguish both anti-rights and anti-obligations from activities that are
disallowed, such as obligations using the phrase “may not.” Also in Table 2, normative
phrases with an asterisk (*) indicate rights and obligations assigned through delegation. In
delegation, a stakeholder is permitted or required to assign other stakeholders specific rights

and obligations.
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Table 4.2 Normative Phrases in HIPAA Sections §164.506-8164.526

Phrase N Modality
does not have a right to 1 Anti-Right
has a right to 9 Right

is permitted to 1 Right

is not required to 5 Anti-Obligation
may 173 Right

may deny* 3 Right

may not 26 Obligation
may not require* 1 Obligation
may require* 6 Right
must 100 Obligation
must deny* 1 Obligation
must permit* 16 Obligation
must request* 1 Obligation
retains the right to 1 Right

4.4 Comparative Analysis

Once rights and obligations have been extracted from regulatory texts, a comparative
analysis can be performed by the organization to determine whether or not an organization is
in compliance with regulations. Organizations can identify and resolve ambiguities, as well
as balance expressed rights and obligations to obtain implied obligations [BVAOG].

Unfortunately, a comparative analysis performed by external stakeholders (e.g.,
compliance officers and government officials) would not be feasible to ensure compliance by
organizations. This is due to the large number of the constraints governing the rights and
obligations. Since a stakeholder is not obligated until the constraints the of that obligation
have been satisfied, it would be difficult, if not impossible, for external parties to determine
which constraints have been satisfied, and therefore, which obligations an organization must
fulfill. Furthermore, in the case of implied obligations, an organization is only obligated
when an expressed right has been exercised. Since rights are also subject to having
constraints placed on them, an organization would not be assigned an implied obligation until
the constraints of the expressed right had been satisfied, and subsequently the right had been
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assigned to a stakeholder. For example, consider the following right extracted from the
Privacy Rule, along with its constraints, as well as a goal extracted from an AETNA policy:

Constraints:
A. The CE has an indirect treatment relationship with the individual. (a)(2)(i)
B. The individual is an inmate. (a)(2)(ii)
C. The HCP created or received the PHI in the course of providing health care to
the individual (a)(2)(ii)

Re.1: The HCP may use or disclose PHI to carry out treatment, payment, or health
care operations (without consent). [A A B] or [A A C]

G1383: DISCLOSE PII to business associates of covered entities for payment.

Goal Gizgs states that AETNA will disclose PII (a subset of PHI) to their business
associates for the purpose of performing payment services. Right Rg; extracted from the
Privacy Rule states that PHI can be disclosed to carry out payment services. However, the
constraints [A A B] or [A A C] must be satisfied in order for right Re1 to be assigned to the
HCP. Only AETNA would be able to determine whether constraints A or C have been
satisfied, so an external party would not be able to determine whether AETNA had been
assigned right R 1.

Though external entities cannot ensure full compliance with regulations, a
comparative analysis can be conducted by entities outside of the organization to detect
potential non-compliance. In the context of this study, one could determine the potential
obligations of an organization by observing the rights and obligations extracted from the
Rule and comparing them to the privacy policies of the institution.

Since we already analyzed the policies of various healthcare organizations in Chapter
2 of this thesis, we compare these results to the rights and obligations extracted from
applying our methodology to the HIPAA Privacy Rule. Consider right Re1 and goal Giss;
from the previous example. Notice that the right is only assigned to a health care provider
(HCP); However, AETNA is a not a HCP, but rather a health plan (HP). This indicates a
potential conflict. Upon further evaluation of the rights and obligations extracted, we notice

the following relevant right, along with its constraints.



64

Constraints:
A. The individual is informed in advance of the use or disclosure. (510)
B. The individual has the opportunity to agree to or prohibit or restrict the
disclosure. (510)

R10.1: The CE may use or disclose PHI without the written consent or authorization of
the individual. [A A B]

In this example, since a HP is a type of CE, this right would be assigned to AETNA
upon satisfaction of constraints A and B. The challenge, as an external party, is to determine
whether or not the constraints have been satisfied. In this case, upon evaluating the rest of
the goals in the policy, it appears the individual has not been provided an opportunity to
restrict or prohibit the disclosure intended for payment services in goal Gisgi. This may be

identified as a potential conflict.

4.5 Discussion and Future Work

The objective of this research was to develop a methodology for extracting rights and
obligations from regulatory texts in order to investigate compliance with legislation. We
conducted a case study, using the HIPAA Privacy Rule, to extract rights and obligations of
healthcare stakeholders. Additionally, we illustrate how a comparative analysis can be
conducted, using the extracted rights and obligations, to check for compliance by
organizations and for potential non-compliance by external parties.

For the purposes of this study, the comparative analysis proved sufficient for
analyzing simple rules. However, we foresee this process becoming more cumbersome for
anything larger than a simple compliance check. Given that there were total of 193 rights,
145 obligations, and 437 constraints, determining which constraints have been satisfied to
assign rights and obligations may prove to be a difficult task, even for such a small portion of
legislation. For larger legislative texts, the task may prove impossibly daunting. For these
reasons, we propose further investigations into the automation of the compliance checking
and compliance monitoring tasks, in order to extend our methodology to be able to handle
large regulatory texts.

We observed that the legislative text often contained ambiguous language that

requires further refinement. For example, there were 16 mentions of “professional
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judgment” and 17 uses of the term “reasonably,” yet no definition for either of these terms
was provided. The inherent ambiguities in these terms create difficulty in the task of
compliance checking. How can a system measure or implement “reasonably”? If you make
any decision in the capacity of your profession, is it considered “professional judgment”?
And is there a distinction between good and bad professional judgment? These are questions
that are introduced when using such ambiguous vernacular. They are difficult to answer
because, from the point of view of the stakeholder, answering them incorrectly can result in
non-compliance. Legislators need to begin using unambiguous terminology or methods to
formalize their meaning are needed to avoid non-compliance.

It is reasonable to expect that our methodology can be generally applied to legislation,
other than HIPAA, to ensure compliance. However, the methodology is also expected to
continue expanding. Though we only identified 14 separate phrase heuristics, we expect that
this list will evolve to incorporate new phrases as additional legislative texts are analyzed.

In summary, we have formalized a methodology for extracting the rights and
obligations of various stakeholders from regulatory texts and law. These rights and
obligations can be used to reason about conditional relationships, clarify ambiguities, as well
as performing a comparative analysis to determine compliance. However, further research
needs to be conducted to automate the process of compliance checking and compliance

monitoring for large-scale systems.
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Chapter 5

“A conclusion is the place where you got tired of thinking.”
- Arthur Bloch

CONCLUSION

The objective of this thesis is to advance privacy preservation and legal compliance in
software-based healthcare systems. To this end, we conducted three separate studies: (1)
evaluation of the evolution of privacy policies in the presence of the HIPAA; (2) an
experiment, using an empirical survey instrument, to gauge user perception and
comprehension of alternatives to natural language privacy policies; and (3) the development
of a methodology for analyzing regulatory texts to extract stakeholder rights and obligations,
which can be used to verify compliance with regulation and laws.

During our first study, we found that the privacy policies of healthcare organizations
evolved significantly with the introduction of the HIPAA Privacy Rule. As a result, privacy
policies seem to provide more insight into the actual privacy practices of the healthcare
organizations. The policies are more descriptive, and contain much more privacy-related
information than they did prior to the enactment of the HIPAA Privacy Rule. However, the
total number of privacy related policies increased, as well as the average length of each
individual policy. Moreover, the readability of each document decreased, placing undo
burden on the consumer to parse these longer, more complex privacy policies [AEV06].

Based on the results of the first study, we acknowledge the need to provide
consumers with more clear and concise privacy policies so that they can make informed
decisions with regard to with whom they share their sensitive information. To address this
need, we conducted an experiment to gauge user perception and comprehension of
alternatives to natural language privacy policies. We expect that legislators will be able to

utilize the results of our first study to substantiate the need for future legislation governing
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the protection of privacy in domains other than healthcare. We found that users tend to
perceive natural language privacy policies as being the more secure and protective of their
personal information than the other alternatives with which they were presented, even when
the natural language policies are the ones that are most likely to exploit or disclose their
information. We also found that users do not comprehend natural language privacy policies
as well as the other alternatives presented to them. Given these results, it is obvious that
there are several alternatives to natural language privacy policies available to organizations
that are interested in providing the consumer with the most comprehensive, readable policy.
We also expect that HCI experts will be able to employ the results of our empirical survey as
a basis for research into more effective alternatives to natural language privacy policies that
could further increase the readability and user-friendliness of website privacy policies
[EV06].

In the last study, we developed a methodology for analyzing regulatory texts to
extract stakeholder rights and obligations, along with the constraints that must be satisfied
before rights and obligations are designated to a stakeholder. Using this methodology,
organizations would be able to perform a comparative analysis to determine whether or not
they are compliant with regulations. External parties could also use this method to identify
potential non-compliance issues [BVAOQ6].

Significant research challenges remain to be addressed in this particular area. The
comparative analysis process is sufficient for minor compliance checks, but we foresee the
need to automate the processes of compliance checking and compliance monitoring when
implementing systems based on such regulatory texts.

The results of these studies offer an insightful foundation for future research. Though
many challenges still remain if we are to make further progress towards preserving privacy
and ensuring legislative compliance in healthcare systems. The results of these studies can

aid researchers, legislators, compliance officers, and organizations.
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APPENDIX A

User Perception Questions:

Why didn't you read the entire privacy policies of the website?

0

O O0d

The policies were too hard to understand

The policies were too long

The policies were not organized well

| have no interest in the privacy policies of institutions | share my personal
information with

| read the entire set of privacy policies of the website

| feel secure sharing my personal information with BrandX after viewing their
privacy practices.

OOooOoogd

Strongly Disagree
Disagree

Unsure

Agree

Strongly Agree

| believe BrandX will protect my personal information more than most other
companies.

0

OO0ogdg

Strongly Disagree
Disagree

Unsure

Agree

Strongly Agree

| believe BrandX will protect my personal information less than most other
companies.

U

I I o R

Strongly Disagree
Disagree

Unsure

Agree

Strongly Agree



| feel that BrandX's privacy practices are explained thoroughly in the policy |
read.
[l Strongly Disagree
Disagree
Unsure
Agree
Strongly Agree

OO0ogdg

| feel confident in my understanding of what | read of BrandX's privacy
policies.
(] Strongly Disagree
Disagree
Unsure
Agree
Strongly Agree

I I o R

| generally read the privacy policies of websites that | share my personal
information with.
(] Strongly Disagree
Disagree
Unsure
Agree
Strongly Agree

I I o

Demographic Questions:

How old are you?
[ less than 18
18-21
22-28
29-35
36-42
43-49
50-57
57+
Rather Not Say

Oooogogogd

What is your gender?
1 Female
1 Male



] Rather Not Say

What is your level of education?
[J  Some High School
High School Graduate
Some College
College Graduate
Some Graduate School
Master's Degree (or equivalent)
Doctorate Professional Degree (MD/JD)
Other
Rather Not Say

Oooogogogd

What is your occupation?
71 Accounting
Consulting
Education
Finance
Government
Health
Information Technology
Manufacturing
Marketing
Nonprofit
Research and Development
Retalil
Student
Other
Rather Not Say

N e

What is your ethnic background?
[l African

African American

Asian or Pacific

Hispanic

Native American

White/Caucasian

Other

Rather Not Say

OOoogogogogod



What is your nationality?

0

OOooogogogod

United States
African

Asian
Canadian
European
Mexican

Other

Rather Not Say

What is your web usage per week on average?

0

OOooOggdg

0-4 hours

5-9 hours
10-19 hours
20-29 hours
30+ hours
Rather Not Say

How frequently do you make purchases online?

0

OOoogogogogod

When

O]

OOoOgoogogdg

Less than once each month
About once each month
Several times each month
About once each week
More than once each week
At least once each day
Never

Rather Not Say

was the last time you made a purchase online?
Within the past 30 days

2-3 months ago

3-6 months ago

6 months to a year ago

Longer than a year ago

Not Applicable

Rather Not Say

7
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How often do you purchase healthcare related products online?

0

OOooogogogod

Less than once each month
About once each month
Several times each month
About once each week
More than once each week
At least once each day
Never

Rather Not Say

How often do you research health related topics online?

0

I o

Less than once each month
About once each month
Several times each month
About once each week
More than once each week
At least once each day
Never

Rather Not Say

Comprehension Questions:

DRUGSTORE.COM

Which statement is TRUE regarding BrandX allowing or restricting the ability
to access/modify Personally Identifiable Information (PII)?

U

I I o R

Users are allowed to access their PII, but not modify it
Users must submit a request in writing to access their PlII
Users cannot access or modify their Pl

Users are allowed to access and modify their PlI

The policy does not address access and participation

Which statement is TRUE regarding BrandX ensuring that users are given the
option to decide what Personally Identifiable Information is collected about
them and how it can be used?

0

I I o

BrandX does not give users this option

BrandX allows consumers to opt-out of sharing information with 3rd parties
BrandX does not share any information except at the consumer's request
BrandX allows only one change to a user's Pll usage preferences per year
The policy does not address choices and consent
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Which statement is TRUE about the mechanisms BrandX has in place to
enforce privacy?

] BrandX limits employee access to your PII
BrandX obligates subsidiaries to comply with their institution's privacy policy
BrandX maintains secure financial services
BrandX obligates 3rd parties to agree not to connect aggregate info with PII to
identify customers
[J The policy does not address enforcement mechanisms

OO0d

Which statement is TRUE regarding BrandX's information aggregation
practices?

[l BrandX aggregates information by zip code

'] BrandX aggregates information about average visit length

(] BrandX aggregates information about user browsing patterns

[J BrandX aggregates information about advertising effectiveness on their

websites
[J The policy does not address aggregation practices

Which statement is TRUE regarding BrandX's information collection
practices?

[1 BrandX collects Personal Health Information (PHI) in order to fill a
prescription
BrandX collects information about your browser type
BrandX collects information from customer emails sent to their institution
BrandX collects information from forms filled out on their site
The policy does not address how information is collected

I I o

Which statement is TRUE regarding BrandX's information monitoring
practices?

[J  BrandX monitors statistics about visits to their website
BrandX uses session cookies to help users navigate their website efficiently
BrandX allows 3rd parties to use Web bugs
BrandX monitors customer activities relating to their online promotions
The policy does not address how information is monitored

I I o R

Which statement is TRUE regarding BrandX using information collected to
customize users' experiences?
] The policy does not address how information is used to customize my
experience
[ BrandX uses Personally Identifiable Information (PIl) to improve their site
] BrandX uses information collected from aggregation services to provide
targeted advice to help you achieve your health goals
[J BrandX uses session cookies to provide personalized service
(] BrandX uses cookies to store customer preferences for marketing offers
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Which statement is TRUE regarding BrandX storing information?

0

0

U
0

0

BrandX stores all information collected from international users according to
UsS law

BrandX stores credit card information securely in a separate, encrypted
database

BrandX stores customer email responses to meet legal requirements
BrandX stores IP addresses to track a connection to point of origin for
security reasons

The policy does not address how or what information will be stored

Which statement is TRUE regarding BrandX transferring information?

U

I I o R

BrandX only shares information internally

BrandX shares information with 3rd parties

BrandX has a strict policy of not sharing or transferring any information
BrandX will only share information after receiving consent from the consumer
The policy does not address how or what information will be
transferred/shared

Which statement is TRUE regarding BrandX's efforts to ensure the integrity
and/or security of information?

0

I I o

BrandX prevents anyone from accessing customer access codes
BrandX avoids selling customer lists

BrandX prevents unauthorized access by using a firewall

BrandX protects computer systems by detecting computer viruses
The policy does not address any efforts to ensure integrity/security

Which statement is TRUE regarding BrandX notifying consumers and making
them aware of how and what information is collected and/or used?

0
U

0

BrandX helps customers understand how they protect Customer Information
BrandX informs customers how to limit the amount of marketing the customer
receives

BrandX will notify customers of changes to our Privacy Policy

BrandX informs customers of contact info for their privacy office

The policy does not address any efforts towards notification/awareness



NOVARTIS.COM

Which statement is TRUE regarding BrandX allowing or restricting the ability

to access/modify Personally Identifiable Information (PII)?
[l Users are allowed to access their PII, but not modify it

Users must submit a request in writing to access their PlII

Users cannot access or modify their PII

Users are allowed to access and modify their PII

The policy does not address access and participation

OO0ogdg
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Which statement is TRUE regarding BrandX ensuring that users are given the

option to decide what Personally Identifiable Information is collected about

them and how it can be used?
] BrandX does not give users this option
BrandX allows parents opt out of the collection of their child's PII

I I o R

The policy does not address choices and consent

Which statement is TRUE regarding BrandX using Personally Identifiable

Information to contact you?
[J BrandX contacts customers via email
BrandX uses your PII for marketing & promotions
BrandX contacts customers only to resolve problems
BrandX uses regular mailings to update customers
BrandX will contact customers when cards have been lost or stolen

OO0ogad

Which statement is TRUE about the mechanisms BrandX has in place to
enforce privacy?

[1 The BrandX obligates subsidiaries to comply with their institution's privacy

policy
(] BrandX limits employee access to your PII
[1 BrandX maintains secure financial services

BrandX does not share any information except at the consumer's request
BrandX allows only one change to a user's Pll usage preferences per year

[1 BrandX obligates 3rd parties to agree not to connect aggregate info with Pl to

identify customers
] The policy does not address enforcement mechanisms

Which statement is TRUE regarding BrandX's information collection
practices?

(] BrandX uses cookies to collect information about site usage

T1 BrandX collects information about your browser type

[1 BrandX collects information from customer emails sent to their institution



0
U

82

BrandX collects information from forms filled out on their site
The policy does not address how information is collected

Which statement is TRUE regarding BrandX storing information?

U
0
0
U

0

BrandX stores all information collected from international users according to
UsS law

BrandX stores PIl long enough to meet legal requirements

BrandX stores customer email responses

BrandX stores IP addresses to track a connection to point of origin for
security reasons

The policy does not address how or what information will be stored

Which statement is TRUE regarding BrandX transferring information?

0

I I I

BrandX only shares information internally

BrandX shares information with 3rd parties to perform services on their behalf
BrandX has a strict policy of not sharing or transferring any information
BrandX will only share information after receiving consent from the consumer
The policy does not address how or what information will be
transferred/shared

Which statement is TRUE regarding BrandX notifying consumers and making
them aware of how and what information is collected and/or used?

U
U

U
U
U

BrandX helps customers understand how they protect Customer Information
BrandX informs customers how to limit the amount of marketing the customer
receives

BrandX will notify parents of information collected from a child

BrandX informs customers of contact info for their privacy office

The policy does not address any efforts towards notification/awareness

HEALTHCENTRAL.COM

Which statement is TRUE regarding BrandX allowing or restricting the ability
to access/modify Personally Identifiable Information (PII)?

0

OO0ogad

Users are allowed to access their PII, but not modify it
Users must submit a request in writing to access their PII
Users cannot access or modify their PlII

BrandX limits licensing of content to 3rd parties

The policy does not address access and participation
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Which statement is TRUE regarding BrandX ensuring that users are given the
option to decide what Personally Identifiable Information is collected about
them and how it can be used?

0

OO0ogdg

BrandX does not give users this option

BrandX avoids collecting PII without the customer's consent

BrandX does not share any information except at the consumer's request
BrandX allows only one change to a user's Pll usage preferences per year
The policy does not address choices and consent

Which statement is TRUE regarding BrandX's information collection
practices?

0

OO0ogdg

BrandX collects responses to promotional emails

BrandX collects information about your browser type
BrandX collects information about children that visit the site
BrandX collects information from forms filled out on their site
The policy does not address how information is collected

Which statement is TRUE regarding BrandX's information monitoring
practices?

0
0
U

0
0

BrandX monitors statistics about visits to their website

BrandX uses session cookies to help users navigate their website efficiently
BrandX collects PII to provide customers with a personalized/customized
experience

BrandX monitors customer activities relating to their online promotions

The policy does not address how information is monitored

Which statement is TRUE regarding BrandX using information collected to
customize users' experiences?

0

U
0

0

0

The policy does not address how information is used to customize my
experience

BrandX uses session cookies to provide personalized service

BrandX uses information collected from aggregation services to provide
targeted advice to help you achieve your health goals

BrandX uses Personally Identifiable Information (PII) collected from
customers deliver customized services

BrandX uses cookies to store customer preferences for marketing offers

Which statement is TRUE regarding BrandX transferring information?

0
0

0

BrandX only shares information internally

BrandX shares information with 3rd parties to perform marketing services on
our behalf

BrandX has a strict policy of not sharing or transferring any information
BrandX will only share information after receiving consent from the consumer
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The policy does not address how or what information will be
transferred/shared

Which statement is TRUE regarding BrandX's efforts to ensure the integrity
and/or security of information?

U

I I o R

BrandX prevents anyone from accessing customer access codes
BrandX prevents unauthorized 3rd party access to customer PII
BrandX protects PIl by encrypting it

BrandX protects computer systems by detecting computer viruses
The policy does not address any efforts to ensure integrity/security

Which statement is TRUE regarding BrandX notifying consumers and making
them aware of how and what information is collected and/or used?

U
0

0

BrandX helps customers understand how they protect Customer Information
BrandX informs customers how to limit the amount of marketing the customer
receives

BrandX informs customers they cannot protect Pll posted in chat rooms
BrandX informs customers of contact info for their privacy office

The policy does not address any efforts towards notification/awareness



APPENDIX B

Demographic Data

Age Percentage
Less Than 18 0.92
18-21 12.41
22-28 21.13
29-35 16.31
36-42 14.15
43-49 11.59
50-57 11.79
57+ 9.85
Rather Not Say 1.44
No Response 0.41
Gender Percentage
Female 29.74
Male 66.87
Rather Not Say 2.67
No Response 0.72
Nationality Percentage
United States 72.72
African 0.31
Asian 4.41
Canadian 4.10
European 4.31
Mexican 0.41
Other 11.18
Rather Not Say 1.95
No Response 0.62
Ethnicity Percentage
African 0.10
African American 2.77
Asian or Pacific 7.59
Hispanic 4.82
Native American 1.13
White/Caucasian 71.28
Other 3.28
Rather Not Say 8.10
No Response 0.92
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Occupation Percentage
Accounting 0.92
Consulting 5.44
Education 13.95
Finance 1.03
Government 3.90
Health 2.26
Information Technology 24.00
Manufacturing 0.92
Marketing 1.44
Nonprofit 1.44
Research and Development 7.90
Retalil 0.72
Student 24.82
Other 8.10
Rather Not Say 2.77
No Response 0.41
Education Percentage
Some High School 1.64
High School Graduate 1.95
Some College 19.69
College Graduate 20.82
Some Graduate School 10.87
Master's Degree (or equivlaent) 24.62
Doctorate 14.67
Professional Degree (MD/JD) 3.79
Other 0.62
Rather Not Say 0.92
No Response 0.62
Web Usage (per week) Percentage
0-4 hours 5.03
5-9 hours 15.49
10-19 hours 25.95
20-29 hours 19.18
30+ hours 32.51
Rather Not Say 1.44
No Response 0.41

86



Online Purchases Percentage
Less than one each month 27.79
About one each month 30.05
Several times each month 25.54
About once each week 6.36
More than once each week 2.87
At least once each day 0.21
Never 4.82
Rather Not Say 1.64
No Response 0.72
Last Online Purchase Percentage
Within the past 30 days 69.44
2-3 months ago 14.97
3-6 months ago 451
6 months to a year ago 3.38
Longer than a year ago 1.74
Not Applicable 3.90
Rather Not Say 1.54
No Response 0.51
Healthcare Product Purchases | Percentage
Less than one each month 27.08
About one each month 3.59
Several times each month 0.62
About once each week 0.10
More than once each week 0.10
At least once each day 0.21
Never 66.77
Rather Not Say 1.13
No Response 0.41
Healthcare Research Percentage
Less than one each month 45,33
About one each month 22.77
Several times each month 10.46
About once each week 3.59
More than once each week 3.38
At least once each day 1.13
Never 11.59
Rather Not Say 1.33
No Response 0.41
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