
ABSTRACT

MAENG, SUNG JOON. Energy Efficient and Secure Communication in UAV Networks. (Under
the direction of Dr. Ismail Guvenc and Dr. Huaiyu Dai).

Hybrid beamforming is key to achieving energy-efficient 5G wireless networks equipped
with massive amount of antennas. Low-resolution data converters bring yet another degree of
freedom to energy efficiency for the state-of-the-art 5G transceivers. In this work, we consider
the design of hybrid precoders for massive multiple-input multiple-output (MIMO) channels in
millimeter-wave (mmWave) spectrum along with one-bit digital-to-analog converters (DACs)
and finite-quantized phase shifters. In particular, we propose an alternating-optimization-based
precoder design which recursively computes the covariance of the quantization distortion, and
updates the precoders accordingly. Numerical results verify that the achievable rate improves
quickly through iterations that involve updates to the weight matrix, distortion covariance of
the quantization, and the respective precoders.

Due to dense deployments of Internet of things (IoT) networks, interference management
becomes a critical challenge. With the proliferation of aerial IoT devices, such as unmanned
aerial vehicles (UAVs), interference characteristics in 3D environments will be different than
those in the existing terrestrial IoT networks. In this paper, we consider 3D topology IoT net-
works with a mixture of aerial and terrestrial links, with low-cost cross-dipole antennas at
ground nodes and both omni-directional and cross-dipole antennas at aerial nodes. Consider-
ing a massive-access communication scenario, we first derive the statistics of the channel gain
at IoT receivers in closed form while taking into account the radiation patterns of both ground
and aerial nodes. These are then used to calculate the ergodic achievable rate as a function of
the height of the aerial receiver and the cumulative interference. We propose a low-complexity
interference mitigation scheme that utilizes 3D antenna radiation pattern with different dipole
antenna settings. Our results show that using the proposed scheme, the ergodic achievable rate
improves as the height of the aerial receivers increases. In addition, we also show that the ratio
between the ground and aerial receivers that maximizes the peak rate increases with the height
of the aerial IoT receiver.

Supporting reliable and seamless wireless connectivity for unmanned aerial vehicles (UAVs)
has recently become a critical requirement to enable various different use cases of UAVs. Due
to their widespread deployment footprint, cellular networks can support beyond visual line of
sight (BVLOS) communications for UAVs. In this paper, we consider cellular connected UAVs



(C-UAVs) that are served by massive multiple-input-multiple-output (MIMO) links to extend
coverage range, while also improving physical layer security and authentication. We consider
Rician channel and propose a novel linear precoder design for transmitting data and artificial
noise (AN). We derive the closed-form expression of the ergodic secrecy rate of C-UAVs for
both conventional and proposed precoder designs. In addition, we obtain the optimal power
splitting factor that divides the power between data and AN by asymptotic analysis. Then, we
apply the proposed precoder design in the fingerprint embedding authentication framework,
where the goal is to minimize the probability of detection of the authentication tag at an eaves-
dropper. In simulation results, we show the superiority of the proposed precoder in both secrecy
rate and the authentication probability considering moderate and large number of antenna mas-
sive MIMO scenarios.

Reliable wireless coverage in drone corridors is critical to enable a connected, safe, and
secure airspace. To support beyond visual line of sight (BVLOS) operations of aerial vehicles
in a drone corridor, cellular base stations (BSs) can serve as a convenient infrastructure as
they are widely deployed to provide seamless wireless coverage. However, antennas in the
existing cellular networks are down-tilted to optimally serve their ground users, which results
in coverage holes at higher altitudes when they are used to serve drones. In this paper, we
consider the use of additional uptilted antennas at each cellular BS and optimize the uptilt
angle to maximize the wireless coverage probability across a given drone corridor. Through
numerical results, we characterize the optimal value of the antenna uptilt angle for a given
antenna pattern as well as the minimum/maximum altitudes of the drone corridor.

Since millimeter wave (mmWave) and sub-terahertz bands are highly vulnerable to block-
age and penetration loss effects, wireless coverage enhancement is one of the critical challenges
in indoor mmWave deployments. In particular, when the line-of-sight (LoS) link is blocked, a
strong non-LoS (NLoS) path can provide a stable link quality. One of the efficient ways to
improve the NLoS link is the use of strategically placed passive reflectors. In this letter, we
study the indoor coverage improvement by using a transparent passive reflector attached on a
wall. We consider an indoor open-door scenario, where the LoS link is blocked by the walls for
receivers inside the room, and the coverage can only be achieved via an NLoS link through a
passive reflector. We analytically derive closed-form equations of the reflection visibility prob-
ability and the coverage probability. By simulation and analytical results, we show the coverage
dependency on the location and size of the reflector.
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Chapter 1

Introduction

Unmanned aerial vehicles (UAVs), also known as a drone, has been emerged as a potential
future application for advanced wireless communications. The mobility and the accessibility
of the UAVs in the sky give rise to a bunch of usages not only the military missions but also
in public safety and commercial applications such as surveillance, search and rescue, and de-
livery service. Currently, most of the drone flight and operation are limited to the short range
of distance, since the connection between a controller and a UAV is operated by short-range
wireless communication standards such as Bluetooth, and Wi-Fi. In this sense, a beyond visual
line-of-sight (BVLOS) communication for the UAV has been recently studied.

This thesis studies precoder designs of the base station (BS) on the cellular-connected
UAV communications with respect to the energy efficiency and physical layer security, es-
pecially on millimeter-wave (mmWave) communication and massive multiple-input-multiple-
output (MIMO) system. Especially, we design energy efficient precoder by the hybrid structure
with a one-bit digital-to-analog converter (DAC). We also propose a secure precoder design
that optimizes the secrecy rate and evaluates performance in the physical layer authentication
framework. Furthermore, the optimal antenna uptilt angle that covers the drone corridor is in-
vestigated. In addition, the coverage probability is also analyzed in the indoor environment
with a passive reflector in this thesis. To the end, this thesis explores the radio dynamic zones
(RDZs) concept which improves the spectrum usage. The signal leakage sensing algorithm in
3D space is proposed and it is verified by a BS to a UAV measurement campaign.
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1.1 One-bit DAC Hybrid Precoder Design

The vastly unoccupied mmWave frequency band has been envisioned as a promising solution
to spectrum scarcity over the conventional sub-6GHz communications [1]. The high path loss
in mmWave frequencies should be compensated by effective beamforming strategies. Thanks
to the form factors getting smaller in mmWave spectrum, it becomes possible to squeeze large
antenna arrays even in mobile devices, and obtain sufficiently large beamforming gains. The
energy efficiency, however, emerges as a concern when employing large antenna arrays, since
conventional implementation (i.e, full-digital) requires a dedicated data converter (i.e., analog-
to-digital converter (ADC), DAC) and radio-frequency (RF) chain (e.g., mixer, oscillator) for
each antenna element. The hybrid beamforming, on the other hand, splits the overall precod-
ing into the baseband and RF stages, which in turn cuts down the required number of data
converters and RF chains, and, hence, improves energy efficiency [2].

The data converters with large bandwidth than ever before, which are particularly critical
in mmWave communications, require exponentially increasing power consumption for integer
number of resolution bits [3]. At the transmitter side with relatively larger antenna arrays, it is
even more challenging to achieve desired beamforming gains at moderate power budgets. In
this work, we therefore consider the hybrid precoder design for mmWave transmitters assuming
one-bit DAC and massive MIMO.

1.1.1 Literature Review

There are limited number of works in the literature considering hybrid precoding along with
low-resolution data converters, which generally assume low-resolution data converters at the
receiver side (i.e., few-bit ADCs, infinite-resolution DACs). In particular, [4] considers two
different hybrid precoder designs, which are based on channel inversion and singular value de-
composition (SVD), for mmWave channels with few-bit ADCs. A hybrid precoder is proposed
in [5] for point-to-point MIMO downlink assuming spatially uncorrelated channel and one-bit
ADCs. In a recent study of [6], a hybrid precoder design based solely on SVD is proposed for
spatially correlated MIMO channels with few-bit DACs.

1.1.2 Contributions

In this work, we propose a novel hybrid precoder for spatially correlated mmWave channels
with one-bit DAC and finite-quantized phase shifters. In particular, contribution of the quanti-
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zation distortion is carefully taken into account through recursive computation of the respective
covariance matrix (instead of assuming a zero covariance [6]), which produces more reliable
achievable rates. As a complete precoder design, we develop a novel alternating-maximization
strategy where the baseband and RF precoders are updated iteratively relying on the Buss-
gang theorem [7], which is superior to additive quantization noise model (AQNM) [8] adopted
by [4–6]. The numerical results verify the effectiveness of the proposed precoder design.

1.2 Interference Mitigation in 3D Topology Aerial IoT Net-
works

With the emerging of 5G wireless systems, network densification becomes crucial to improve
data throughput [9]. In the prospective networks, various types of Internet of things (IoT) de-
vices, such as sensors, mobile phones, vehicles, are pervasively present and connected together.
Massive access IoT is thereby the growing concept where ubiquitous devices communicate
and interact with each other [10–12]. In order to satisfy the growing demand for IoT devices,
various different technologies have been developed and standardized. In particular, 3GPP de-
veloped the narrowband IoT (NB-IoT) specifications [13, 14], while LoRa and Sigfox are in-
troduced as alternative low-power wide-area network (LPWAN) technologies [15].

1.2.1 Literature Review

Future IoT deployments are expected to involve various different kinds of devices and applica-
tions. Among them, communication with aerial devices, such as cellular-connected unmanned
aerial vehicles (UAVs), has recently received major attention [16,17]. UAVs have been consid-
ered as part of a 3D IoT network in [18] for crowd surveillance purposes, while 3D scenarios
for IoT deployments have been considered in [19, 20] for RFID-based localization, and [21]
provides a broader overview with 3D IoT deployments. With massive deployments of IoT net-
works, interference management becomes a critical challenge [22, 23], which especially has
not been explored in detail in the 3D space.

The effect of 3D radiation pattern has been studied for massive MIMO beamforming in the
literature, where angle dependent antenna gain incorporated with beamforming gain is stud-
ied [24–28]. 3D beamforming with UAVs have been explored in [29, 30], which consider the
effect of the 3D antenna radiation pattern combined with the 3D spatial beamforming. How-
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ever, these approaches, and associated interference mitigation schemes such as zero-forcing
precoding, interference cancellation, and interference alignment may not be suitable for tack-
ling with interference problems in 3D space for low-cost and low-complexity IoT devices. Such
IoT devices typically operate below 1 GHz, and may employ only a single (or few) dipole an-
tennas, and have limited computational capabilities. While dipole antenna radiation pattern
with different configurations in the 3D space have been studied in [31–34], there is no detailed
analysis of interference characteristics and mitigation schemes with aerial equipment to our
best knowledge.

1.2.2 Contributions

In this work, considering both aerial and ground IoT nodes, we propose a new interference mit-
igation scheme in uncoordinated IoT networks that utilizes the 3D radiation pattern of dipole
antenna. The main concept of our proposed interference mitigation scheme is that if we utilize
the different antenna radiation pattern at the transmitter side depending on the 3D location of
the receiver, we can suppress interference signal and enhance the desired signal. In general, in
a 2D space topology we assume that the dipole antenna is aligned with z-axis, which generates
omni-directional radiation pattern with respect to azimuth angle. However, this dipole setting,
which may be common in typical low-cost IoT devices, cannot have onmi-directional radiation
pattern in 3D topology (as in networks including aerial nodes) due to power that varies with the
elevation angle. On the other hand, by aligning dipole antenna with different direction, such as
y-axis, we can obtain a different directivity of the radiation pattern.

The contributions of the present work can be listed as follows.

– We propose a 3D topology channel model based on the antenna patterns and the loca-
tion of the devices by using uniformly random variable azimuth angle (�) and distance
in the 2D plane (r). In addition, we derive the PDF of the elevation angle (�) and 3D
distance (R) in order to calculate the distribution of the distance between transmitters
and receivers.

– Based on the PDF of the distance and angles, we derive the closed-form equations of the
expectation of the channel gains, which incorporates pathloss, small-scale fading, and
antenna gain.

– We derive the ergodic achievable rate of the aerial receivers with different dipole antenna
setting, and propose the cross-dipole antenna scheme that improves the rate compared
with the conventional single dipole scheme.
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– By numerical results, we show that the proposed cross-dipole scheme outperforms the
single dipole scheme, and the ergodic achievable rate grows as the height of the aerial
receiver increases. In addition, we show the best ratio between the ground receiver and
aerial receiver with the different height of the aerial receivers.

1.3 Precoder Design for Physical Layer Security in UAV Net-
works

In recent years, unmanned aerial vehicles (UAVs) received considerable attention as a promis-
ing future technology for various different use cases. Applications of UAVs include monitoring
and surveillance for military missions, search and rescue, package delivery, and broadcasting
of live video for commercial uses [35]. Furthermore, a UAV can be deployed in the sky as a fly-
ing mobile base station (BS) for improving reliability and flexibility in cellular networks [36].
To support such diverse potential applications, high-throughput, low-latency, and long-range
connectivity are essential. Massive multiple-input-multiple-output (MIMO) communications is
one of the key technologies that can support high and stable throughput by using large number
of antennas on the BS [37]. Security is a highly critical aspect of wireless communications. Tra-
ditionally, security in communications is established by cryptographic encryption techniques at
the application layer, which relies on computing power limitation for the decryption. Physical-
layer security concepts have received more attention since the wire-tap channel is introduced
in [38]. In that work, information-theoretic secrecy, known as a secrecy capacity, is defined by
the maximum rate that the legitimate user can achieve while the eavesdropper is not able to
decode the message. Secret communication by generating artificial noise (AN) in the MIMO
system is first studied in [39], and is followed up with several follow up works over the past
decades such as [40], [41].

1.3.1 Literature Review

The achievable secrecy rate was evaluated in [42, 43] considering various precoder design
schemes. Data precoder is designed by the multi-user linear precoding such as matched-filter
(MF), zero-forcing (ZF), and regularized channel inversion (RCI), while AN is precoded by
either null-space precoding or Gaussian random vector generation. The allocated power be-
tween message and AN is also optimized by the maximum secrecy rate. In [44], directional
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jamming in the Rician channel is proposed and its performance is compared with that of the
uniform jamming. In [45], the RCI precoding is optimized for the secrecy in massive MIMO
systems without AN transmission. Hybrid structure precoding, which splits analog and digital
parts in precoder design for secure transmission is studied in order to reduce the hardware com-
plexity with secrecy performance loss [46]. In [47], design of secure transmission in cognitive
satellite-terrestrial networks is investigated.

The existing literature on secure communications for UAV networks is mostly focused on
the UAV trajectory design and power control. In [48,49], the trajectory and the transmit power
are jointly optimized by the secrecy rate. A jamming UAV is considered in [50], and user
scheduling is jointly optimized in [51]. In [52], physical-layer security in UAV-BS network
and the UAV-relay network are explored. However, the precoder design for the UAV massive
MIMO system is rarely studied. In the above papers, the location information of the passive
eavesdropper, whether it is perfect or imperfect, is utilized in designing the trajectory and
optimizing the transmit power. In this sense, we adopt the similar assumption of the passive
UAV eavesdropper (UAV-Eve) and assume that the ground station (GS) is able to obtain the
imperfect location information of the UAV-Eve in designing precoders.

In addition to maintaining secure communications with UAVs, accurate authentication of
the UAVs carries critical importance to establish the communication link in the first place, and
we will tackle this problem jointly with secure communications. Fingerprint embedding au-
thentication framework is a physical layer authentication that distinguishes the identity of a
message while denying the impersonation attacks from the eavesdropper [53]. In this frame-
work, the transmitter superimposes the low-power authentication tag on the data, and the tag
is encrypted by the secret key. The intended receiver authenticates the tag by using an al-
ready shared key, while the attacker tries to guess the correct key by the received signal. The
probability that the attacker successfully guesses the secret key is a typical performance met-
ric to characterizes the vulnerability of the authentication framework. To our best knowledge,
the fingerprinting authentication is introduced and applied in a MIMO system in [54], while
in [55], the fingerprint embedding framework is validated by single-antenna software defined
radio (SDR) experiments. In [56], the AN is introduced in the authentication framework in the
multiple-input single-output (MISO) system. In [57], the imperfect channel state information
(CSI) is considered with AN in a MIMO system. However, to our best knowledge, fingerprint-
ing authentication on a multi-user MIMO system as well as with UAVs have not been studied
yet.
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1.3.2 Contributions

The contributions of our work can be listed as follows.

– We propose the data and AN precoder based on ZF precoding with the imperfect loca-
tion information of UAV-Eve. We compare it with the conventional approach where the
data precoder is designed by ZF precoding and AN precoder is designed by null-space
precoding [43].

– We model calibration error of the elevation angle of the line-of-sight (LoS) by the real-
valued Gaussian random variable and derive the mean square error (MSE) of LoS com-
ponent channel by an approximation to show the dependency of the parameters.

– We consider the Rician channel model and express the closed-form expression of the
ergodic secrecy rate for both the conventional and the proposed precoder designs. We
also show the large antennas and high Rician K-factor limit on the ergodic secrecy rate.
Many analytical derivations refers to [42, 58].

– We find the optimal power splitting factor that maximizes the ergodic secrecy rate by the
large antennas analysis.

– We adopt the fingerprint embedding authentication framework and optimize the tag power
factor. We show that the proposed precoder design outperforms the conventional precoder
design in the authentication framework.

1.4 Base Station Antenna Uptilt Optimization for Cellular-
Connected Drone Corridors

Drones, also known as an unmanned aerial vehicles (UAVs), are rapidly gaining attention due
to a wide range of promising applications. Common use cases of drones include search and
rescue, commercial delivery, infrastructure inspection, and surveillance, among others [35].
According to the Federal Aviation Administration (FAA) forecast, the number of active UAVs
is expected to reach 2 to 3 million by 2023 [59]. The framework for UAV traffic management
(UTM) in the airspace has recently been developed by the FAA and the National Aeronautics
and Space Administration (NASA). In this context, the concept of drone corridors has been
gaining more attention, which serve as sky lanes that the UAVs are required to pass through for
safe and secure flow of UAV traffic [60].
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1.4.1 Literature Review

In cellular wireless networks, studies of drone applications typically fall under two categories:
1) base station mounted UAVs (UAV-BSs) that serve other ground and aerial users [61], and 2)
cellular connected UAVs (C-UAVs) that are users from the perspective of ground BSs [62]. The
success of future C-UAV operations (and in some cases, UAV-BS operations) relies critically
on beyond visual line of sight (BVLOS) connectivity in drone corridors [63]. For example,
the United Nations Children’s Fund (UNICEF) launched a drone testing corridor that monitors
natural disasters, provides Wi-Fi signals, and delivers medical supplies for humanitarian pur-
poses [64]. In addition, the drone taxi service operating in aerial corridors has been tested by
several companies [65].

There has been several recent works in the literature on analyzing wireless coverage in
drone corridors and proposing approaches to improve it. The overall design and the concept
of a multi-layer linear drone corridor is explored in [66], while the optimal placement of the
BSs and the number of antennas to support a drone corridor are studied in [67]. The way-
points and UAV motion planning algorithms that maximize quality-of-experience are proposed
in [68]. In [69], the effect of antenna directivity and hovering fluctuations on UAV-to-UAV
(U2U), Ground-to-UAV (G2U) links are studied and the optimal antenna directivity gain that
minimizes the outage probability is derived, while [70] considers 3D blockage and antenna up-
tilt on G2U link and derives closed-form expressions of the coverage probability. In [71], the
optimal antenna uptilt angle that maximizes signal-to-interference ratio (SIR) is investigated in
C-UAVs networks. However, this work does not specifically consider drone corridors, evaluate
the coverage across the 3D area, and rely solely on computer simulations. In [72, 73], intelli-
gent reflective surfaces (IRSs) are deployed on buildings, which improve the coverage in the
airspace while using a downtilted BS antenna. However, it is practically cumbersome to deploy
additional towers to install IRSs to serve drone corridors in the air and achieve theoretical gain
due to the complex channel estimation and calibration errors. In [74], massive multiple-input-
multiple-output (MIMO) between a ground station and a swarm of drones is investigated. The
precoder design for physical-layer-security in Massive MIMO UAV networks are proposed
in [75].
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1.4.2 Contributions

Despite these recent studies related to drone corridors, to our best knowledge, there is no work
that explicitly explores maximizing the coverage across a drone corridor served by cellular
BSs. In this paper, we consider an additional set of uptilted cellular BS antennas to serve
drones, develop an analytical model under certain assumptions to study the wireless coverage
in the drone corridor, and explore the optimal uptilt angles to provide a reliable coverage across
the corridor. Since each corridor segment follows a straight line between two waypoints, we
focus on maximizing the coverage within that linear segment while also taking into account
the minimum and maximum altitudes of the corridor. By considering two of the adjacent BSs
positioned across the drone corridor, their specific antenna patterns, and the interference rela-
tions between them, we derive the outage probability in the corridor for a given uptilt angle of
the BS antenna.

The contributions of our work can be summarized as follows: 1) We identify five unique
cases for aerial coverage across a drone corridor that are dependent on the uptilt angles and
beamwidths of the ground BS antennas; 2) We derive closed-form expressions for the signal-
to-interference plus noise ratio (SINR) outage probability and the average SINR over a drone
corridor; 3) We find the optimal antenna uptilt angle that minimizes the SINR outage proba-
bility; 4) We show that the average SINR is maximized for an uptilt antenna angle in case 5
(see Fig. 3.1); 5) We characterize the effect of the beamwidth and the maximum drone corridor
height on the SINR outage probability.

1.5 Coverage Probability Analysis of Passive Reflectors in
Indoor Environments

Beyond 5G (B5G) and 6G communications will be resorting to sub-terahertz (THz) bands, in
conjunction with millimeter (mmWave) bands, to support applications such as augmented/virtual
reality, high-resolution positioning, and joint-sensing / communication systems [76]. A critical
challenge with these THz/mmWave networks is the necessity of a line of sight (LoS) path,
or at least one strong-directional first-order reflected non-line-of-sight (NLoS) path to form
a stable radio link. One of the simple yet economical ways to enhance these NLoS links is
the utilization of passive reflectors [77], while alternative solutions include the utilization of
relays, active repeaters [78], and re-configurable intelligent surfaces (RISs) [79,80]. While the
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IRS is available to steer the direction of a reflected signal, the passive reflector is cost-effective
and easy to install, has a longer-life span, and has a flexible structure [81]. Earlier studies have
shown that metal acts as a perfect passive reflector (high penetration loss), enabling strong
reflections for directional NLoS communication in indoor and outdoor scenarios. However, it
can also drastically influence the appearance, spoiling the landscape. For example, attaching
metals to windows blocks sunlight and exterior view.

1.5.1 Literature Review

Recently, passive transparent reflectors are substantiated to be a viable replacement for metal
reflectors. Measurements results at the popular mmWave and sub-THz bands suggest that apart
from an obvious advantage of transparency, they provide reflection performance similar to
metal reflectors [81]. It also has higher penetration loss than common indoor materials such
as ceiling tile, clear glass, drywall, plywood and aids in preserving the radio waves within the
environment. However, unlike RISs, these passive reflectors suffer from the obvious disadvan-
tage of being incapable of steering beams in different directions. Most of the prior studies on
passive reflectors are experimental [81]. There also exists theoretical end-to-end modeling [80],
however, with no coverage analysis.

1.5.2 Contributions

In this letter, we study the impact of the passive reflectors (metal/transparent reflectors) for a
realistic indoor setup in terms of the coverage/outage probability. Specifically, we study the
coverage of the indoor open-door environment. In particular, we assume that the LoS link
between the transmitter/receiver (Tx/Rx) is blocked, and there exists an NLoS link through a
passive reflector in an open-door indoor setup. The visibility area and in turn the coverage area
through a reflector, as obvious, depends on the location and the size of the passive reflector. To
analyze these dependencies, we derive the closed-form expressions for various scenarios. By
simulations and theoretic expressions, we observe the optimal location of the reflector and the
reflector size dependency on the coverage improvement. Further, we also show the signal-to-
noise ratio (SNR) heat-map and the cumulative distribution function (CDF) based on the user’s
location in the room.
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1.6 3-D Space Signal Leakage Sensing for Radio Dynamic
Zones Using Aerial Spectrum Sensors

As the demand for supporting advanced wireless communications rises, the improvement of
spectrum usage is becoming more critical for future wireless technologies. This necessitates de-
velopment and testing of effective mechanisms that improve spectrum efficiency and spectrum
sharing. While there exist extensive work in the literature that study and analyze spectrum shar-
ing through theoretical models and simulations, there is a need for evaluating such approaches
in their typical deployment environments considering realistic propagation conditions.

In this context, radio dynamic zones (RDZs) are geographical areas where the spectrum
resources are efficiently managed and controlled in a real-time fashion by sensing the signals
that escape and come into the zone [82]. RDZs can be used to test new spectrum sharing con-
cepts and novel technologies that can improve spectrum efficiency in their intended deployment
spectrum, while ensuring limited or no interference to nearby incumbent users of the spectrum.
To realize the RDZ concept, signal leakage to the passive receivers outside of the zone is re-
quired to be monitored. Therefore, it is necessary to install and deploy a number of sensors
at the boundary and inside of the RDZs. Furthermore, the areas to be monitored can include
airspace as well as terrestrial areas, which is the main scenario that we consider in this paper.
For such scenarios, monitoring and modeling the interference to passive receivers in airspace
such as unmanned aerial vehicles (UAVs) and satellites can help in efficient spectrum sharing
with passive receivers.

1.6.1 Literature Review

Use of radio environment maps (REMs) [83] can be an effective approach to construct a dy-
namic interference map for each location and frequency of interest in an RDZ. The radio map
of signal power can be generated by the collected signal power from deployed sensors and their
location information. However, it is not possible to position sensors across the whole area of
an RDZ. Instead, the signal power at the unknown locations can be predicted by the measure-
ments from the nearby sparsely deployed sensors using signal processing techniques such as
Kriging [84]. In particular, Kriging utilizes the spatial correlation between different locations to
optimally predict the signal power. Using Kriging, we can efficiently interpolate and generate
a radio map of signal power by sparsely measured datasets from the sensors.

In [85, 86], the spatial correlation for the shadowing of the received signal is modeled, and
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the correlation is experimentally measured in [87, 88]. The radio map of the signal power is
generated by Kriging and it is verified by a simulated and a real dataset in [89]. In [90], the
method of spectrum monitoring and interference management by Kriging is explored. In [91],
Kriging interpolation is extended to the spectrum interpolation and analyzed by the measure-
ment datasets. The path loss and shadowing for ground-to-UAV communications in suburban
environment are modeled by the measurement dataset in [92, 93]. The spatial correlation fol-
lowing the linear trajectory of a UAV is investigated in [94]. In our recent works, we introduce
the RDZ concept and describe features and requirements in [95], and [96] propose a leakage
sensing algorithm by Kriging in the 2D plane of the RDZ. To our best knowledge, use of Krig-
ing for obtaining a 3D aerial radio map based on measurements obtained at unmanned aerial
vehicles (UAVs) has not been addressed in the literature.

1.6.2 Contributions

In this paper, we propose a 3D radio map to sense the signal leakage from an RDZ. We consider
a UAV as a mobile aerial sensor and interpolate the collected signal power across a trajectory
that sweeps the experiment site by the Kriging technique. We analyze and verify the proposed
method by measurement campaign. The contribution of this paper can be summarized in the
following:

• Considering the measurements from a 3D spectrum sensing scenario, we model the radio
propagation using the two-ray path loss model and spatially correlated shadowing.

• Using the measurement data, we analyze the effect of elevation-dependent antenna radi-
ation pattern on radio propagation, and develop a model to characterize such behavior.

• We propose a semi-variogram based method for Kriging interpolation for 3D spectrum
monitoring.

• We compare the accuracy of 3D propagation models with the measurement data collected
with software defined radios (SDRs) for various different UAV altitudes.

1.7 Publications

The presented work has been published in four journals [75, 97–99], five conference proceed-
ings [34, 95, 96, 100, 101]. One work has been submitted to peer-reviewed journal and it is
currently under review [102]. The author has also co-authored additional papers [60,103–108]
with his peers.
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Chapter 2

Hybrid Precoding for mmWave Massive
MIMO with One-Bit DAC

2.1 System Model

We consider a point-to-point massive MIMO downlink in mmWave spectrum, as illustrated
in Fig. 2.1, where a transmitter equipped with Nt antennas and NRF RF chains sends Ns data
streams to a receiver with Nr antennas. Considering Nt being typically large, we assume a
hybrid precoder at the transmitter with one-bit DACs to relieve the complexity and improve the
energy efficiency, and infinite-resolution ADCs at the receiver, thanks to relatively smaller Nr.

Assuming FRF 2CNt�NRF , FBB 2CNRF�Ns , and s2CNs�1 are the analog RF precoder, digi-
tal baseband precoder, and transmitted data, respectively, the received signal is

y =
p
�HFRFQ(FBBs) + n; (2.1)

where � is the power-control parameter, Q(�) is one-bit quantization, and n is the observation
noise composed of independent complex Gaussian entries with zero-mean and variance �2

n.
We also assume that E[ssH] = Ps

Ns
INs where Ps is the total power of the unprecoded data, and

INs 2RNs�Ns is the identity matrix. In (2.1), H2CNr�Nt represents the spatially correlated

The work in this chapter has been published in [97, 103]
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Figure 2.1: System model for the point-to-point mmWave MIMO downlink with hybrid pre-
coding and one-bit DAC.

mmWave channel, which is given as [1]

H =

s
NtNr

NcNp

NcX
l=1

NpX
r=1

�lraNr(�lr)aH
Nt

(�lr); (2.2)

where Nc and Np are the number of clusters and rays (in each cluster), respectively, �lr is
the small-scale fading coefficient being standard complex Gaussian, �lr and �lr are angle of
arrival (AoA) and departure (AoD), respectively. In (2.2), aNr(�lr) and aNt(�lr) are the array
steering vectors, which are given jointly for the uniform linear array (ULA) assumption with
the half-wavelength antenna element spacing as follows

aN(’) =
1p
N

�
1 e�j� sin’ : : : e�j�(Nt�1) sin’

�H
; (2.3)

where N and ’ are the arbitrary array size and angle.

2.2 Linear Quantization Models

We consider two linearization schemes for the non-linear quantization operator Q(�) while
deriving the desired precoders. The first scheme is AQNM [8], which is widely adopted—
thanks to its simplicity—although it is known to overestimate the achievable rate performance
especially for the small number of quantization bits [4, 109]. The respective linearization is
expressed as follows

Q(FBBs) � AQFBBs + qQ; (2.4)
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where AQ is the weight matrix given as

AQ =
p

1� �bINs ; (2.5)

with �b being the distortion factor, which is generally approximated by �b� �
p

3
2

2�2b for b-bit
quantization with sufficiently large b, while its more accurate value for one-bit quantization is
�b� 0:3634 [110]. In (2.4), qQ stands for the quantization distortion with the covariance

CqQqQ
= E[qQqH

Q] =
Ps
Ns
�bdiag

�
FBBFH

BB

�
; (2.6)

which seemingly ignores the correlation between the entries of qQ (i.e., CqQqQ
is diagonal) that

is the basic reason behind its not-sufficiently-accurate rates.
The second model we consider is based on the Bussgang theorem [7], which suggest the

following decomposition

Q(FBBs) � ABFBBs + qB; (2.7)

where AB is the weight matrix given as

AB =

r
2

�
[diag (Cxx)]

� 1
2 =

r
2Ns

�Ps

�
diag

�
FBBFH

BB

��� 1
2 ; (2.8)

with Cxx = EfxxHg being the covariance of x = FBBs. In (2.7), qB is the quantization noise with
the covariance

CqBqB
= Cxqxq � ABCxxAB; (2.9)

where Cxqxq is the covariance of xq being the output of the quantizer, and is obtained through
arcsin law as [103]

Cxqxq =
2

�

�
arcsin

�
D�

1
2

xx Re fCxxgD�
1
2

xx

�
+ j arcsin

�
D�

1
2

xx Im fCxxgD�
1
2

xx

��
; (2.10)

with Dxx = diag (Cxx). Note that (2.9) does not ignore any correlation in qB, and hence achieves
a superior performance as compared to (2.6).
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2.3 Hybrid Beamforming for One-Bit DACs

In order to derive the desired precoders FRF and FBB, we first incorporate the linear models
(2.4) and (2.7) into the observation model (2.1), which can be jointly represented as

y =
p
�HeFBBs + ~n; (2.11)

where He = HFRFAc is the effective channel seen by the baseband precoder, and ~n =
p
�HFRFqc

+ n is the aggregate noise composed of observation noise and scaled quantization noise, with
the subscript c2fQ;Bg. In the rest of the paper, we drop the subscript of Ac and Cqcqc

when-
ever the expressions are common to AQNM and the Bussgang schemes.

Although ~n is not necessarily Gaussian, a lower bound on the achievable rate—considering
the fact that the mutual information is the worst for Gaussian noise [111]—is given as

Rach = log2

����INr + �
Ps
Ns

C�1
~n~n HeFBBFH

BBHH
e

���� ; (2.12)

where C~n~n is the covariance of ~n given by

C~n~n = �HFRFCqqFH
RFHH + �2

nINr : (2.13)

The optimization problem to obtain FRF and FBB can then be formulated to maximize the
achievable rate in (2.12) as follows

max
FRF;FBB

Rach; (2.14)

s.t. kFRFQ (FBBs) k2
F � Pmax=�; (2.14a)

j[FRF]m;nj =
1p
Nt

;8m;n; (2.14b)

where (2.14a) is the power constraint taking into account (2.1) and the maximum transmit sig-
nal power Pmax, and (2.14b) is due to the assumption that the RF precoder is composed of
finite-quantized phase shifters. Incorporating (2.4) and (2.7), and the fact that data and quanti-
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zation noise is independent of the transmitted data, we have

kFRFQ (FBBs) k2
F =

Ps
Ns
kFRFAFBBk2

F + tr
�
FRFCqqFH

RF

�
; (2.15)

=
Ps
Ns
kAFBBk2

F + tr (Cqq) ; (2.16)

which follows from the assumption of semi-unitary FRF. Note that the RF precoder FRF can be
approximated as semi-unitary when Nt becomes sufficiently large [4].

2.4 Iterative Precoder Design

We adopt alternating-optimization strategy to optimize FRF and FBB separately, rather than
solving (2.14) for these two precoders jointly which is computationally far too expensive.

2.4.1 RF Precoder Design

We compute the initial FRF using SVD of the channel matrix, i.e., H = U�VH. In particular, we
form the candidate RF precoder F̂RF by usingNRF columns of V which correspond to the largest
NRF singular values of H (i.e., diagonals of �). Although the columns of the unitary matrix V
satisfy constant-norm constraint of (2.14b), we employ the well-known alternating projection
algorithm (APA) to meet semi-unitary constraint [4], as well. This algorithm iteratively projects
the RF precoder onto the vector space composed of constant-norm matrices, and projects it
back to the semi-unitary matrix space until a convergence criterion is met.

The SVD-based RF precoder design is suitable for the initial iteration of the alternating-
optimization precoder design where the baseband precoder FBB, covariance of the quantization
distortion CqBqB

, and weight matrix AB are all yet to be computed. Once FBB is obtained in the
baseband precoder design phase, AB and CqBqB

(of the Bussgang theorem) can be computed
by (2.8) and (2.9), respectively. Then, we propose a new RF precoder that is redesigned so as
to maximize the achievable rate directly (instead of relying on SVD of the channel as in the
initial iteration) as follows

max
’mn2 S’; 8m;n

Rach; (2.17)

s.t.
Ps
Ns
kABFBBk2

F + tr
�
CqBqB

�
� Pmax=�; (2.17a)
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where ’mn is the finite-quantized phase of the (m;n)-th entry of the RF precoder (i.e., [FRF]m;n

= 1p
Nt

ej’mn), and S’ = f��;��+�; : : : ; �g with � being the resolution of the phase shifters.
Once the candidate RF precoder is found by (2.17), we carry out APA to satisfy the semi-
unitary condition, as in the initial iteration.

Note that although there are various methods to solve the optimization problem in (2.17) for
the optimal RF precoder, we adopt a greedy based approach seeking for the best phase values
for each entry separately [5]. The respective number of searches is d2�

�
e�Nt�NRF, which is

not prohibitive for moderate array size and �. Note also that we employ the weight matrix
AB and the covariance CqBqB

, which are both based on the Bussgang theorem, in (2.17) after
the initial iteration of the alternating-optimization precoder design. By this way, the proposed
design procedure gets rid of the shortcoming of AQNM, which ignores the correlation between
entries of the quantization distortion, as discussed in Section 2.2.

2.4.2 Baseband Precoder Design

We adopt an SVD-based strategy to find the optimal baseband precoder FBB. Different from
the initial SVD-based RF precoder design, the effective channel seen by the baseband precoder
is now represented by He in (2.11), which is composed of not only the channel H but also the
RF precoder FRF and the weight matrix Ac, with c2fQ;Bg. We therefore take into account He

while designing the baseband precoder, which is different from [6] where any contribution of
FRF and Ac are ignored. In particular, we compute He = Ue�eVH

e , and use the first Ns columns
of Ve to obtain a candidate baseband precoder F̂BB assuming the diagonals �e are sorted in
descending order.

Note that since AB of the Bussgang theorem given in (2.8) is a direct function of FBB,
which is yet to be designed for the initial iteration, we employ AQ of AQNM given in (2.5)
while obtaining He since it is readily available. Once FBB becomes available from the previous
iterations, we use AB in He to seek a better performance. Note also that the final baseband
precoder FBB should satisfy the power constraint in (2.17a). We therefore normalize the power
of candidate precoder F̂BB as

FBB =

"
Pmax=�� tr

�
Cqmathsfcqc

�
Ps
Ns
kAcF̂BBk2

F

# 1
2

F̂BB; (2.18)

where c = Q (c = B) for the first (subsequent) iteration(s).
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As discussed in Section 2.2, the covariance in (2.9) is superior to (2.6) as it takes into
account the correlation over the quantization distortion. This covariance matrix is, however, a
function of not only FBB, for which no estimate is available for the initial iteration, but also
AB, which depends on FBB too through (2.8). In order to facilitate the derivation, we therefore
employ the AQNM-based covariance CqQqQ

given by (2.6), which is a direct function of FBB,
while performing the power normalization in (2.18) for the initial iteration. Unfortunately,
obtaining CqQqQ

is still cumbersome as it should be computed along with FBB because of the
mutual dependency of these two matrices given by (2.6).

In [6], the baseband precoder is derived assuming a sufficiently high-resolution DAC, and,
hence, the covariance is simply assumed to be a zero matrix in power constraint computations.
In our case, resolution of DAC is 1-bit, and the zero-covariance assumption (i.e., CqQqQ

= 0NRF
),

hence, does not hold. We therefore propose a fixed-point iterative solution to find optimal FBB

and CqQqQ
jointly [103]. As described in Algorithm 1, we start by assuming CqQqQ

= 0NRF
, and

recursively update FBB by (2.18) and CqQqQ
by (2.6) in sequence until a convergence condition

(line 6 of Algorithm 1) is achieved for the covariance matrix. In Section 2.5, we numerically
verify a satisfactory convergence behavior for CqQqQ

.

2.4.3 Complexity

In this section, we provide a brief sketch for the complexity of Algorithm 1. Before the discus-
sion, we note that the computational complexity of (truncated) SVD for a matrix of sizem�n is
O(mnmin(m;n)), where APA can also be implemented with the same complexity [112]. In the
flow of Algorithm 1, the complexity for the initial computation of the RF precoder FRF using
Nr�Nt channel matrix H (i.e., line 3 of Algorithm 1) and corresponding APA step (i.e., line 4)
are O(N2

r Nt) and O(NtN
2
RF), respectively, assuming NRF�Nr <Nt. The baseband precoder

FBB can be computed using Nr�NRF effective channel matrix He (i.e., line 5) with a complex-
ity of O(NrN

2
RF), where the matrix multiplication to obtain He is performed with O(NrNtNRF).

For the fixed-point iterations (i.e., lines 6–10), updating FBB (i.e., line 7) and CqQqQ
(i.e., line

8) can be completed with a complexity of O(NsN
2
RF) and O(NsNRF), respectively. As a re-

sult, complexity of the initial iteration can be approximated by O(N2
r Nt) except the fixed-point

iterations, each of which comes with an additional complexity of O(NsN
2
RF).

In the subsequent iterations, updating AB and CqBqB
(i.e., line 13) are approximated by

O(NsNRF) and O(NsN
2
RF), respectively. Note that computing FBB through SVD (i.e., line 14)

and updating FBB by CqBqB
(i.e., line 15) can be performed with the same of complexity of the
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Algorithm 1 Alternating-Optimization Algorithm for Hybrid Precoder Design for 1-Bit DAC
1: Initialize: AQ by (2.5), C(‘)

qQqQ
 0NRF

, ‘ 2 f�1; 0g, k  1, error tolerance �, number of
iterations K

2: Initial Iteration:
3: Compute F̂RF by SVD of H
4: Compute FRF by applying APA [4] to F̂RF

5: Compute F̂BB by SVD of He = HFRFAQ

6: while kC(k�1)
qQqQ

� C(k�2)
qQqQ
kF=NRF > � do

7: Update FBB by (2.18) using C(k�1)
qQqQ

8: Compute C(k)
qQqQ

by (2.6)
9: k  k + 1

10: end while
11: Subsequent Iterations:
12: for i = 2; : : : ; K do
13: Update AB and CqBqB

by (2.8) and (2.9)
14: Update F̂BB by SVD of He = HFRFAB

15: Update FBB by (2.18) using CqBqB

16: Compute F̂RF by (2.17)
17: Compute FRF by applying APA [4] to F̂RF

18: end for

corresponding steps of the initial iteration (i.e., lines 5 and 7), and therefore have the complexity
of O(NrNtNRF) and O(N2

RFNs), respectively. In addition, redesign of FRF (i.e., line 16) is
O(d2�

�
e�Nt�NRF), and corresponding APA step (i.e., line 17) is O(NtN

2
RF). As a result each

of the subsequent iterations has a complexity of max(O(d2�
�
e�Nt�NRF);O(NrNtNRF)), which

scales linearly with the number of antennas. Note that complexity of the subsequent iterations
is dominated by RF precoder design for high phase-shifter resolution (i.e., small �), and by
baseband precoder design for large Nr.

2.5 Numerical Results

In this section, we present the numerical results based on extensive Monte Carlo simulations
to evaluate the performance of proposed hybrid precoder design assuming one-bit DAC. In the
simulations, we consider the parameters listed in Table 2.1 with the choice �= 1. Note that the
resolution of the phase shifters � is taken to be 5� unless otherwise stated.

In Fig. 2.2, we depict the convergence behavior of the covariance matrix CqQqQ
by lines

6–10 of Algorithm 1. We observe that the normalized distance (i.e., line 6 of Algorithm 1)
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Table 2.1: Simulation Parameters

Parameter Value
Number of Tx antennas (N t ) 32
Number of Rx antennas (Nr) 8
Number of RF chains (NRF) f 4; 8g
Number of streams (Ns) NRF

Unprecoded data power (Ps) 1
Noise variance (� 2

n) 1
Number of clusters (Nc) 1
Number of rays (Np) 5
Angular distribution of clusters Uniform
Angular distribution of rays Laplace
Angular spread of rays 10�

Resolution of the phase shifters (� ) f 5� ; 90� g

Figure 2.2: Convergence ofCqQqQ
for NRF 2 f 2; 4; 8g.

converges (i.e., hits the precision limit of the computer in use) after a �nite number of itera-

tions for any choice ofNRF. We therefore verify that it is possible to obtain a non-zeroCqQqQ

through �xed-point iterations which produces more accurate rates since it does not ignore the

quantization distortion.
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(a)NRF = 4

(b) NRF = 8

Figure 2.3: The achievable rate against varying SNR forNRF 2 f 4; 8g, number of iterations
K 2 f 1; 2; 3g, with �xed and redesigned RF precoder.

In Fig. 2.3, we present the achievable rate results against varying signal-to-noise ratio

(SNR), which is de�ned asPmax=� 2
n, for NRF 2 f 4; 8g. For comparison purposes, we also
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include the performance of the SVD-based full-digital precoderFFD with in�nite-resolution

DACs. To this end,Ns dominant right-singular vectors ofH are used to constructFFD, and

power normalization is applied to ensuretr
�

FFDFH
FD

�
� Pmax=� . We observe that the rate per-

formance of the proposed algorithm is in general better inNRF = 4 thanNRF = 8, since spatially

correlated mmWave channel is not decomposed into full dimensional orthogonal sub-channels

in the latter.

In Fig. 2.3(a) and Fig. 2.3(b), which assumeNRF = 4 andNRF = 8, respectively, we observe

that the achievable rates improve after the initial iteration of the overall alternating-optimization

algorithm, even whenFRF is kept the same (i.e., without implementing the lines 16-17 of Algo-

rithm 1). Since the initial iteration employs the AQNM-based weight and covariance matrices,

this performance improvement (without redesigning the RF precoder) is basically due to the

use of the Bussgang theorem instead of AQNM while computingAB andCqBqB
(i.e., line 13 of

Algorithm 1). We would like to remind that the rate performance of even the initial iteration

of the proposed algorithm is associated with a realistic computation of the covarianceCqQqQ

in a recursive fashion instead of assuming simply a zero covariance matrix (as in [6]), which

would ignore the quantization distortion. In addition, our proposed algorithm converges just af-

ter two overall iterations for bothNRF = 4 andNRF = 8, which indicates a very fast convergence

behavior.

We also observe that redesigningFRF (i.e., lines 16-17 of Algorithm 1) improves the per-

formance even further. SinceFRF redesign aims at directly maximizing the achievable rate by

(2.17), the respective performance is superior to that of the full-digital precoder at low SNR,

which solely relies on SVD of the channel. In addition, we also include the results for the

RF precoder redesign with a very low-resolution phase shifter of� = 90 � , which shows no

signi�cant change in the rate performance. Note that the phase-shifter resolution� can be im-

plemented by a digital phase shifter withlog2 (360� =�) bits resolution, and� = 90 � therefore

corresponds to a digital phase shifter with as few as 2 bits of resolution.
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Chapter 3

Interference Analysis and Mitigation for

Massive Access Aerial IoT Considering 3D

Antenna Patterns

3.1 System Model

In this study, we consider uncoordinated network with IoT devices as shown in Fig. 3.1. Trans-

mitter and receiver pairs are distributed in 3D space without resource management from a cen-

tral base station. Thus, time and frequency resources are shared by transmitter/receiver (Tx/Rx)

pairs. IoT devices are divided into ground and aerial devices depending on the typical altitude

of the device. For example, the sensor is regarded as a ground device, and the UAV is con-

sidered as an aerial device. We consider the case that all IoT Txs are ground devices, while

IoT Rxs are either ground or aerial devices. Thus, there are links between ground to ground

(G-to-G), ground to air (G-to-A) in the networks.

3.1.1 3D Topology Based Channel Model

The channel between a transmitter and a receiver is modeled by pathloss, small-scale fad-

ing, and antenna gain. The distance between transmitter and receiver is easily derived by

The work in this chapter has been published in [34,98]
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Figure 3.1: Illustration of the 3D topology of the IoT network with both ground and aerial
nodes.

the 3D Cartesian coordination of two devices. Let(xTx
i ; yTx

i ; zTx
i ), (xRx

i ; yRx
i ; zRx

i ) denote the

positions of Tx and Rx ofi th pair. Then, the distance between Tx and Rx is calculated as

di;i =
p

(xTx
i � xRx

i )2 + ( yTx
i � yRx

i )2 +
p

(zTx
i � zRx

i )2. Then, the free-space pathloss can be

expressed as

� i;i =
�

�
4�d i;i

� 2

; (3.1)

where� is the wave length of the signal. We denote� as the small scale fading coef�cient,

and GTx
i , GRx

i are antenna gain of transmitter and receiver sides, respectively. The channel

coef�cient gi;i can be written by

gi;i =
q

PGTx
i � i;i GRx

i � i;i ; (3.2)

whereP is signal power from transmitter. The magnitude of small scale fading coef�cient

follows Rayleigh distribution,� � CN(0; 1). Although we consider NLoS small scale fading

model due to long-distance IoT link, air-to-ground channels can be also modeled by Rician
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fading that LoS component is dominant depending on the channel environment, as:

gi;i =
q

PGTx
i � i;i GRx

i

( r
�

� + 1
+

r
1

� + 1
� i;i

)

; (3.3)

where� is the power ratio between the LoS and NLoS components. We consider Rician fading

channel model by simulation results in Section 3.4.6. The antenna gainGTx
i , GRx

i is the function

of the angle of departure (AoD) and the angle of arrival (AoA). The angle can be represented

by the azimuth angle (� ) and the elevation angle (� ), and the functionGTx
i , GRx

i is changed

depending on the antenna model.

3.1.2 Pathloss with LoS / NLoS Probability

The LoS probability for G-to-A links can be modeled by taking into account the blockages due

to buildings. The International Telecommunication Union (ITU) suggests a probabilistic G-

to-A LOS model for various different standard environments [113]. In particular, a simpli�ed

probabilistic LoS model is provided in [114] for UAVs, given by:

PLoS =
1

1 + a1 exp
�

� a2[90� 180�
� � a1]

� ; (3.4)

where parametersa1, a2 are determined by the environment, and� represents the elevation

angle. The NLoS probability isPNLoS = 1 � PLoS. Then, the average pathloss in a given

environment is calculated as

� avg = PLoS(� LoS� ) + PNLoS(� NLoS � ) ; (3.5)

where� LoS and� NLoS denote the excessive pathloss of the LoS and the NLoS links, respectively,

and� is the free-space pathloss as in (3.1). Note that(� LoS; � NLoS) [dB] for the 700 MHz carrier

frequency is(0:6; 17) for urban and(1; 20) for dense urban environments, respectively [115].

Different pathloss models are compared in Fig. 3.2 as a function of aerial receiver height,

considering the free-space path loss model in (3.1), as well as the mixture LoS/NLoS path

loss model in (3.5) for urban and dense-urban environments. We observe that the free-space

pathloss keeps increasing as the height of the device increases due to the larger link distance.

However, for the mixture LoS/NLoS pathloss models, the pathloss decreases for the low-height

regime while it increases after a critical height. This is due to the fact that the NLoS probability
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Figure 3.2: Pathloss versus aerial receiver height for different pathloss models.

is high at the low height regime, and it keeps decreasing as the aerial receiver height increases.

For larger receiver heights, the NLoS probability converges to zero, and hence the mixture

LoS/NLoS pathloss becomes similar to the free-space model.

3.1.3 The Ergodic Achievable Rate

The ergodic achievable rate of the aerial receiver can be represented by the channel gain from

the connected transmitter, interference from other transmitters, and additive noise, as:

Si = E

(

log2

 

1 +
jgi;i j2P

j 6= i jgi;j j2 + � 2
n

!)

; (3.6)

whereSi is the ergodic achievable rate of the aerial receiver (i th receiver), and� 2
n is the noise

variance. We can approximate the ergodic achievable rate in (3.6) as

Si
(a)
� E

(

log2

 

1 +
jgi;i j2P
j 6= i jgi;j j2

!)

(b)
� log2

 

1 +
Efj gi;i j2g

P
j 6= i Efj gi;j j2g

!

; (3.7)
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Figure 3.3: The 3D topology of IoT network in stand-alone scenario.

where(a) comes from the assumption that the effect of noise is trivial in the interference

dominant network, and(b) comes from the approximation related with Jensen's inequality

[58], [116]. Note that the approximation(b) holds if jgi;i j2, jgi;j j2 are non-negative, and it is

more accurate as the number of random variables increase.

3.2 The Effect of Antenna Radiation Pattern on 3D Topology

Networks

In this section, we study the effect of 3D antenna radiation pattern in channel gainjgi;i j2 and

achievable rateS. We assume that ground transmitters utilize cross-dipole antenna, and aerial

receivers have onmi-directional radiation pattern antenna. The two dipole antennas are placed

onz-axis andy-axis of Cartesian coordinate. Thus, the ground transmitters are able to transmit

signal eitherz-axis dipole antenna ory-axis dipole antenna. At �rst, we consider stand-alone

case, which means that only one Tx/Rx pair is located at a given space. Then, we expand it to

multiple Tx/Rx scenario.
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Figure 3.4: The PDF of random variable� on stand-alone scenario in (3.9).m0 = 10, mmax =
100, h = 100.

3.2.1 Analysis of Stand-alone Scenario

1) PDF of random variables related with the location of devices:Let consider one Tx/Rx pair.

The location of ground transmitter is decided by 2D circle radius (r ) and azimuth angle (� ),

and the location of aerial receiver is �xed at(0; 0; h) Cartesian coordinate. The illustration

of the 3D topology of the IoT network is shown in Fig. 3.3. The random variablesr , � are

independently uniformly distributed as

f r (r ) =
1

mmax � m0
; [m0 < r < m max ];

f � (� ) =
1

2�
; [0 < � < 2� ]; (3.8)

wheref r (r ), f � (� ) are the probability density function (PDF) ofr and� , while m0, mmax are

the minimum and the maximum radius of the circle, respectively. The elevation angle (� ) can
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be represented as� = tan � 1( r
h ). Then, the PDF of random variable� can be derived by

d� =
h

r 2 + h2
dr;

f � (� )
(a)
=

X
f r (h tan � )

�
�
�
�
dr
d�

�
�
�
�

=
X

f r (h tan � )

�
�
�
�
h2 tan2 � + h2

h

�
�
�
�

=
X

f r (h tan � )(h tan2 � + h)

=
h

(mmax � m0)
tan2 � +

h
(mmax � m0)

;
h
tan� 1

� m0

h

�
< � < tan� 1

� mmax

h

�i
; (3.9)

where(a) comes from the PDF transformation function. The distance between Tx and Rx is

easily obtained asR = h
cos� . The PDF of� in (3.9) is shown in Fig. 3.4, which is con�rmed by

Monte-Carlo simulation.

2) Antenna radiation pattern of cross-dipole antenna:The radiation pattern of dipole an-

tenna is interpreted by normalized antenna �eld patternF . If we place the dipole antenna on

z-axis, the radiation pattern is onmi-directional to azimuth angle (� ). The normalized antenna

�eld pattern ofz-axis dipole antenna is written as [117], [37]:

Fz(� ) =
cos

� �f 0dlen
c cos�

�
� cos

� �f 0dlen
c

�

sin�
; (3.10)

wheredlen, c, f 0 denote the length of dipole antenna, the speed of light, and carrier frequency,

respectively. If we assume half-wave length dipole antenna (dlen = �
2 ), �f 0dlen

c = �
2 holds. Then,

(3.10) can be rewritten as

Fz(� ) =
cos

�
�
2 cos�

�

sin�
: (3.11)

Let dipole antenna be placed ony-axis. The angle between the dipole antenna direction and

the signal propagation direction iscos� 1(ŝ � ŷ) = cos� 1(sin(� ) sin(� )) , wherês, ŷ are the unit

vector of the signal andy-axis. Then, the normalized antenna �eld pattern ofy-axis dipole
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Figure 3.5: The �eld pattern of dipole antenna on Cartesian coordinate (normalized magni-
tude).

antenna is given by

Fy(�; � ) =
cos

�
�
2 cos (cos� 1(sin(� ) sin(� )))

�

sin (cos� 1(sin(� ) sin(� )))
: (3.12)

Note that the antenna �eld pattern ofy-axis is the function of both the azimuth angle (� ) and

the elevation angle (� ). It means that the antenna gain can be changed by varying the azimuth

angle as well as the elevation angle. The �eld patterns ofz-axis,y-axis dipole antenna from

(3.11), (3.12) on Cartesian coordinate are shown in Fig. 3.5.

3) The expectation of the channel gain:The statistical knowledge of the channel gain is

important in order to obtain the achievable rate of the user or system. We hence derive the ex-

pectation value of the channel gainEfj gi;i j2g here, to calculate the ergodic achievable rate later

on. If we considerz-axis dipole antenna on ground transmitter and omni-directional antenna

on aerial receiver, we can express the expectation of the channel gain from (3.1), (3.2) as

Efj gi;i j2gz = Ef PF 2
z �� 2g

(a)
=

P � 2

16� 2
E

�
� 2

	
E

�
(Fz)2

R2

�

(b)
= k1E

�
(Fz)2

R2

�
: (3.13)

Since� is independent of the positions of devices,(a) holds, and(b) comes fromk1 = P � 2

16� 2 ,
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E f � 2g = 1. By using (3.11), (3.13) can be rewritten as

Efj gi;i j2gz

= k1E

8
<

:

 
cos

�
�
2 cos�

�

sin�

! 2
cos2 �

h2

9
=

;

(a)
= k1

Z  
cos

�
�
2 cos�

�

h sin�

! 2

cos2 � f � (� )d�

(b)
=

k1

(mmax � m0)h

Z tan � 1( m max
h )

tan � 1( m 0
h )

 
cos

�
�
2 cos�

�

sin�

! 2

� cos2 � (1 + tan 2(� ))d�

(c)
=

k1

(mmax � m0)h

Z tan � 1( m max
h )

tan � 1( m 0
h )

 
cos

�
�
2 cos�

�

sin�

! 2

d�; (3.14)

where(a) comes from the de�nition of the expectation,(b) comes from (3.9), and(c) comes

from 1 + tan 2(� ) = sec2(� ). Since there is no closed-form equation for (3.14), we utilize

asymptotic behavior to approximate the equation. If the height of the aerial receiver (h) goes

to in�nity, the interval of the integral with respect to� go to0; tan� 1( mmax
h ) ! 0; ash ! 1 .

Then, we can apply Taylor series approximation at� = 0,

Efj gi;i j2gz

�
k1

(mmax � m0)h

Z tan � 1( m max
h )

tan � 1( m 0
h )

�
� 2� 2

16

�
d�;

=
� 2k1

h�
tan� 1

�
mmax

h

�	 3
�

�
tan� 1

�
m0
h

�	 3
i

48(mmax � m0)h
; (3.15)

where
�

� 2 � 2

16

�
is the �rst term of Taylor series.

Now, if we considery-axis dipole antenna for the ground transmitter, we can derive the
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channel gain by similar way.

Efj gi;i j2gy

= k1E
�

(Fy)2

R2

�

(a)
= k1

Z Z  
cos

�
�
2 cos(cos� 1(sin(� ) sin(� )))

�

h sin (cos� 1(sin(� ) sin(� )))

! 2

� cos2 � f � (� )f � (� )d� d�

(b)
=

k1

2�h (mmax � m0)

Z 2�

0

Z tan � 1( m max
h )

tan � 1( m 0
h )

�

 
cos

�
�
2 cos(cos� 1(sin(� ) sin(� )))

�

sin (cos� 1(sin(� ) sin(� )))

! 2

d� d�; (3.16)

where(a) comes from the de�nition of the expectation and (3.12), and(b) comes from the PDF

functions in (3.8). In the similar manner, since there is no closed-form equation for (3.16), if

the height (h) goes to in�nity, we can apply Taylor series approximation at� = 0, to obtain

Efj gi;i j2gy

�
k1

2�h (mmax � m0)

Z 2�

0

Z tan � 1( m max
h )

tan � 1( m 0
h )

�
1 �

1
4

(� 2 � 4) sin2(� )� 2

�
d�d�

=
k1

2�h (mmax � m0)

Z 2�

0

 
(4 � � 2) sin2(� )

�
f tan� 1

�
mmax

h

�
g3 � f tan� 1

�
m0
h

�
g3

�

12

+ tan � 1
� mmax

h

�
� tan� 1

� m0

h

��
d�

=
k1

2�h (mmax � m0)

 
(4� � � 3)

�
f tan� 1

�
mmax

h

�
g3 � f tan� 1

�
m0
h

�
g3

�

12

+2� tan� 1
� mmax

h

�
� 2� tan� 1

� m0

h

��
; (3.17)

where
�
1 � 1

4(� 2 � 4) sin2(� )� 2
�

is the �rst and the second terms of Taylor series at� = 0

with �xed � . The tightness of the approximated close-form equations (3.15), (3.17) is shown

by simulation in Fig. 3.6. It is observed that (3.15) is really close to the exact value even if

the height (h) is low, and (3.17) becomes close to the exact value ash increases. Note that the

approximations should be more accurate at higher height, since we useh ! 1 .

33



Figure 3.6: The expectation of the channel gain verse height (h) with different dipole antenna
placement on stand-alone scenario in (3.15), (3.17), andm0 = 10, mmax = 100.

3.2.2 Analysis of Multiple Tx Scenario

Let us consider multiple transmitters on the ground, and an aerial receiver is �xed at(0; 0; h)

Cartesian coordinate. Let us assume that one ground transmitter which is connected with the

aerial receiver utilizes eitherz-axis dipole antenna ory-axis dipole antenna, and all other

ground transmitters selectz-axis dipole antenna. We compare the achievable rateS of the

aerial receiver depending on the dipole antenna selection from the connected ground transmit-

ter. As mentioned before, ground transmitters have cross-dipole antenna and they are capable

of selecting eitherz-axis ory-axis dipole antenna. Intuitively, we can observe from the antenna

�eld patterns thatz-axis dipole achieves higher antenna gain to ground receivers, andy-axis

dipole antenna obtains better performance to aerial receivers.

Let consider the case that the ground transmitter connected with the aerial receiever utilizes

z-dipole antenna. Then,Efj gi;i j2g is equal toEfj gi;i j2gz in (3.15). Since other transmitters

utilize z-dipole antenna,Efj gi;j j2g is also equal toEfj gi;i j2gz. If we assume that the number of

pairs of Tx/Rx isK and substituteEfj gi;i j2gz in (3.15) for� z, the ergodic achievable rate of the

aerial receiver from (3.7) can be written as

f Si gz � log2

�
1 +

� z

(K � 1)� z

�
= log2

�
1 +

1
(K � 1)

�
: (3.18)
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Figure 3.7: The 3D topology design in IoT network on multiple Tx/Rx pairs scenario.

Note that the ergodic achievable rate with z-dipole antenna is only depending on the number of

pairs (K ) in the network. The reason for this is that either desired signal or interference signal

has the same statistical values.

Next, let us consider the case that the ground transmitter utilizes y-dipole antenna. At this

time, the channel gain from the desired signalEfj gi;i j2g is equal toEfj gj2gy in (3.17). Then,

after we substituteEfj gj2gy for � y , the ergodic achievable rate of the aerial receiver can be

expressed as

f Si gy � log2

�
1 +

� y(h)
(K � 1)� z(h)

�
; (3.19)

where channel gains� y(h); � z(h) are the function of the height (h). We interestingly observe

that the ergodic achievable rate from (3.19) improves as the height increases, while the ergodic

achievable rate from (3.18) keeps constant as a function of the height, which is shown by

simulations in Section 3.4. It means that we can improve the performance of the achievable

rate by utilizing different antenna radiation pattern depending on the type of the devices. For

example, we can set the ground transmitters which are connected with the ground receiver to

choosez-axis dipole antenna, and transmitters which are connected with the aerial receiver to
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(a) The PDF of̂� (b) The PDF of̂r

(c) The PDF of�

Figure 3.8: The PDF of random variables on multiple Tx/Rx scenario in (3.22), (3.23), (3.24),
wherem0 = 10, mmax = 100, h = 100.

selecty-axis dipole antenna. Besides, we can obtain better performance, as the height of the

aerial receiver is higher.

3.3 Analysis on Multiple Tx/Rx Pairs Scenario

In this section, we extend the scenario to multiple Tx/Rx pairs without the limitation of the

receivers' positions. It means that the receivers are not �xed at(0; 0; h) Cartesian coordinate,

but decided by random variables. Moreover, receivers could be either ground receiver or aerial

receiver. We assume that the height of all aerial receivers is �xed toh. Fig. 3.7 shows the new
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illustration of 3D topology design in IoT network with multiple Tx/Rx pairs scenario.

3.3.1 PDF of Random Variables Related with the Location of Devices

At �rst, the location of the individual transmitters and receivers are decided by independently

generated random variables. The PDF of uniformly distributed random variables that indicates

the position of the devices are given by

f r Tx (r Tx ) =
1

mmax � m0
; [m0 < r Tx < m max ];

f r Rx (r Rx ) =
1

mmax � m0
; [m0 < r Rx < m max ];

f � Tx (� Tx ) =
1

2�
; [0 < � Tx < 2� ];

f � Rx (� Rx ) =
1

2�
; [0 < � Rx < 2� ]; (3.20)

wherer Tx , r Rx are the 2D circle radius of transmitters and receivers, and� Tx , � Rx are azimuth

angle of transmitters and receivers. Since the location of both transmitters and receivers are

determined by random variables, we need to calculate the relative difference of the Tx/Rx

random variables in order to derive the distance between transmitters and receivers (R):

�̂ = j� Rx � � Tx j;

r̂ =
q

(r Tx )2 + ( r Rx )2 � 2r Tx r Rx cos�̂; (3.21)

where�̂ is relative difference of azimuth angle between Tx and Rx,r̂ is distance between Tx

and Rx at 2D ground plane. The equation ofr̂ comes from the law of cosines in trigonometry.

The PDF of�̂ can be expressed as

f �̂ (�̂ ) =
1

2� 2
(2� � �̂ ); [0 < �̂ < 2� ]; (3.22)

where (3.22) is derived from the property that the PDF of the sum of the two independent

random variables is the convolution of the PDF of two random variables. The closed-form

equation of the PDF of̂r is hard to obtain. Alternatively, we obtain the approximated form of

the PDF by using the PDF �tting tool in MATALAB. By simulation results, we observe that
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the PDF ofr̂ �ts closely to the Rayleigh distribution:

f r̂ (r̂ ) �
r̂
b2

e
� r̂ 2

2b2 ; (3.23)

where the coef�cientb = 60:7994in the �tted PDF, whenm0 = 10, mmax = 100. Then, we

can derive the PDF of� from the equation̂r = h tan(� ) as follows:

f � (� ) =
X

f r̂ (h tan � )

�
�
�
�
dr̂
d�

�
�
�
�

=
X

f r̂ (h tan � )

�
�
�
�
h2 tan2 � + h2

h

�
�
�
�

=
h2 tan �

b2
e� h 2 tan 2 �

2b2 sec2 �; [0 < � < tan� 1(
2mmax

h
)] : (3.24)

The closed-form equations of PDF of�̂ , r̂ , � are simulated in Fig. 3.8, which are compared

with Monte-Carlo simulations. In Fig. 3.8(b), it is observed that �tted PDF ofr̂ to Rayleigh

distribution (red solid line) closely matches to the exact distribution (blue histogram).

3.3.2 The Expectation of the Channel Gain

The expectation of channel gains can be calculated by the new PDF of random variables. By the

similar analysis to the stand-alone scenario, we can obtain the expectation of the channel gain

in case of both the ground transmitter withz-axis dipole antenna and the ground transmitter

with y-axis dipole antenna, as follows:

Efj gi;i j2gz �

� 3� 2k1e� (3k2 )=8

512b2k2

� p
6�k 2er�

� p
k2(4� 2 + 3)

2
p

6

�
� 4e

1
24 k2 (4� 2+3) 2

� �
�
�
�

tan � 1( 2m
h )

0

= � z;

(3.25)
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Efj gi;i j2gy �
�

� 3k1e� (3k2 )=8

64� 2b2k2

� �
5� 2

3
�

� 4

4

� � p
6�k 2

� er�
� p

k2(4� 2 + 3)

2
p

6

�
� 4e

1
24 k2 (4� 2+3) 2

� �
�
�
�

tan � 1( 2m max
h )

0

+
�

k1e� (3k2 )=8

4b2
p

k2

�  r
3�
2

er�
� p

k2(4� 2 + 3)

2
p

6

� ! �
�
�
�
�

tan � 1( 2m max
h )

0

= � y ; (3.26)

where er�() is the imaginary error function. For the proofs of (3.25) and (3.26), see Appendix

A.

The accuracy of the approximations (3.25) and (3.26) are shown in Fig. 3.9. We observe

the similar tendency with stand-alone scenario in Fig. 3.6. The closed-form equations are close

to the exact values and they are closer to the exact values ash grows.

In above analysis, we assume onmi-directional Rx antenna,GRx
i = 1. However, we can

also consider the case that IoT receiver equips cross-dipole antenna as well. To achieve the

receiver antenna gain, we can adopt our �ndings from the cross-dipole antenna transmitter

setting in a similar way. The ground IoT receiver utilizes thez-axis dipole, while the aerial

IoT receiver selects they-axis dipole antenna by considering the directivity of each antenna

con�guration. In those cases, the receiver utilizes the same orientation dipole antenna with

transmitter dipole antenna (e.g.z-axis dipole antenna andy-axis dipole antenna in both Tx and

Rx). Then, the expectation of channel gains of the same orientation dipole antennas can be

expressed as follows:

Efj gi;i j2gz;z = k1E
�

(Fz)4

R2

�
; (3.27)

Efj gi;i j2gy;y = k1E
�

(Fy)4

R2

�
: (3.28)

We show the expected gain from the cross-dipole receiver antennas by numerical simulation in

Fig. 3.14.

3.3.3 Effect of LoS / NLoS Probability

In the previous section, we considered free-space pathloss model to derive the close-form equa-

tions about the expectation of the channel gain. In this section, we apply the mixture pathloss

model in (3.5) to observe the effect of LoS probability. The expectation of the channel gain
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Figure 3.9: The expectation of the channel gain verse height (h) with different dipole antenna
placement on multiple Tx/Rx pairs scenario in (3.25), (3.26).m0 = 10, mmax = 100.

including the effect of LoS probability can be expressed as follows for the ground transmitter

with z-axis dipole antenna:

Efj gi;i j2gz = Ef PF 2
z =(� avg)� 2g

=
k1

� NLoS
E

(
(Fz)2

R2
�

 
1 + a1 exp(� a2[90� 180�

� � a1])
� LoS

� NLoS
+ a1 exp(� a2[90� 180�

� � a1])

!)

(3.29)

while for the ground transmitter withy-axis dipole antenna, the expectation of teh channel gain

is calculated as:

Efj gi;i j2gy =
k1

� NLoS
E

(
(Fy)2

R2

 
1 + a1 exp(� a2[90� 180�

� � a1])
� LoS

� NLoS
+ a1 exp(� a2[90� 180�

� � a1])

!)

: (3.30)

Fig. 3.10 shows that LoS probability in the pathloss model has positive effect on the reducing

interference by the different dipole antenna settings at the low height range. It is observed that

the power level gap betweenz-axis andy-axis dipole antennas is larger at the low height in the

dense urban model compared with free-space model, which would reduce interference from

z-axis dipole antenna transmitters.
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Figure 3.10: The expectation of the channel gain versus height (h) with different pathloss
models.

3.3.4 The Proposed Scheme

We propose an antenna selection strategy where the ground transmitters which are connected

with the ground receivers utilizez-axis dipole antenna, and the ground transmitters which are

connected with the aerial receivers utilizey-axis dipole antenna. In practice, transmitters need

to decode messages or receive preambles from receivers in order to know whether the type

of receiver is ground or aerial ones. One feasible way to decide the antenna is by measuring

received signal power of preambles. Received signals power from the ground receiver will be

higher by selectingz-axis dipole antenna, while received signals power from the aerial receiver

will be higher by selectingy-axis dipole antenna. LetG = f F 2
z ; F 2

y g be the candidate antenna

selection. Then, cardinalityjGj = 2 for cross-dipole setting, either selectingz-axis dipole

antenna ory-axis dipole antenna. The decision made by the highest received preamble signal

power:

f GTx
i g? = arg max

8GTx
i 2 G

PGTx
i � i;i � 2

i;i �
2
s ; (3.31)

where� 2
s is the signal power of the preamble. We verify in Section 3.4.4 that this antenna

selection approach obtains a very similar performance when compared with the case that the
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transmitters perfectly know whether the receiver is an aerial or ground receiver.

The ergodic achievable rate of the aerial receiver (i th receiver) can be expressed from (3.7)

as

Si � log2

 

1 +
Efj gi;i j2g

P
j 6= i Efj gi;j j2g

!

= log2

�
1 +

� y

(K grd )� z + ( K arl � 1)� y

�
; (3.32)

where � z, � y come from (3.25) and (3.26), andK grd , K arl are the number of the grounds

transmitters which are connected with the ground receiver and the aerial receiver respectively;

K grd + K arl = K .

3.4 Numerical Results

In this section, we present simulation results for the performance of the ergodic achievable rate

and the sum rate in the proposed schemes. The simulation settings are listed in Table 3.1. We

assume that transmitters perfectly know the type of receivers (ground or aerial devices).

Table 3.1: Simulation settings

Parameter Value

Minimum radius of circle
in ground plane (m0) 10 m
Maximum radius of circle
in ground plane (mmax ) 100 m
The number of Tx/Rx pairs (K) 5, 10
Transmit power (P) 23 dBm
Carrier frequency (f 0) 800 MHz
Bandwidth (B) 200 kHz
Additive noise power � 174 + 10 log10(B ) dBm
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(a) Ergodic achievable rate

(b) Desired and interference signal power

Figure 3.11: Ergodic achievable rate and signal power verse the height of the aerial receiver
on the scenario in Section 3.2.2 withK = 5.

3.4.1 Ergodic Achievable Rate of the Aerial Receiver on the Single Rx

Scenario

In Fig. 3.11, we show the ergodic achievable rate, and desired and interference signal power

of the aerial receiver on the scenario in Section 3.2.2. In the scenario, the single aerial receiver
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is �xed at (0; 0; h) m. In Fig. 3.11(a), the closed-form equation ofz-axis dipole antenna (the

red dashed line) comes from (3.18), and the closed-form equation ofy-axis dipole antenna (the

blue dashed line) comes from (3.19). The Monte-Carlo results are directly simulated by the

exact ergodic achievable rate in (3.6). Thus, the gap between closed-form and Monte-Carlo

results comes from the approximation procedure in (3.7). It is observed that the rate gradually

increases as the height of the aerial receiver grows iny-axis dipole setting from the ground

transmitter (blue curve), while the rate is static inz-axis dipole setting from the ground trans-

mitter (red curve). The simulation result in Fig. 3.11(b) shows the consistency with Fig. 3.11(a)

that the gap between desired signal power ofy-axis dipole (blue curve) and interference signal

power (green curve) keeps increasing, while the gap between desired signal power ofz-axis

dipole (red curve) and interference signal power (green curve) is constant. Note that we include

only the result of interference signal power ofz-axis dipole antenna setting, since both the in-

terference signal power ofz-axis dipole andy-axis dipole is the same. From the simulation

result, we conclude that the performance can be improved by the different antenna radiation

pattern depending on the type (ground / aerial) of the receiver. In addition, we show that as the

height of the aerial receiver increases, the performance becomes better.

3.4.2 Ergodic Achievable Rate of the Aerial Receiver on the Multiple

Tx/Rx Pair Scenario

The ergodic achievable rate of the scenario in Section 3.3 is shown in Fig. 3.12. In the sce-

nario, all the ground / aerial devices are randomly located at the given space. The transmitters

which are connected with the ground receiver utilizez-axis dipole antenna, and the transmit-

ters which are connected with the aerial receiver utilizey-axis dipole antenna. The number

of Tx/Rx pairs (K ) is 10. The simulation results of closed-form equation come from (3.32)

with the different number of aerial receivers (K arl ). We observe that the performance of the

achievable rate increases as the height of the aerial receiver increases, while the performance

decreases as the number of the aerial receivers increases. It means that as the number of aerial

receivers increases, the number of transmitters which utilizey-axis dipole antenna proportion-

ally increases. Then, the power of interference signal toward individual aerial receivers also

increases, which degrades the performance. As a reference, we include the simulation results

that all transmitters utilizez-axis dipole antenna (red curve), which achieves worse perfor-

mance with the �at curve.
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Figure 3.12: Ergodic achievable rate verse the height of the aerial receivers on the scenario in
Section 3.3 with the different number of aerial receivers (K arl ), K = 10.

Figure 3.13: Ergodic sum rate verse the height of the aerial receivers on the scenario in Section
3.3 with the different number of aerial receivers (K arl ), K = 10.

3.4.3 Ergodic Sum Rate of the Aerial Receiver on the Multiple Tx/Rx

Pair Scenario

In Fig. 3.13, we depict the ergodic sum rate on scenario in Section 3.3 by Monte-Carlo sim-

ulations. The number of Tx/Rx pairs is 10 (K = 10). the ergodic sum rate is given by

Ssum =
P K

i =1 Si . If we increase the number of the aerial receivers (K arl ), the percentage of
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Figure 3.14: Ergodic sum rate verse the percentage of the aerial receivers in the network with
the different height of the aerial receivers,K = 10.

the aerial receivers in the network proportionally increases. For example,K arl = 1 means that

10% of the overall network are the aerial receivers, whileK arl = 5 means that 50% of the

network are the aerial receivers. It is observed that depending on the height of aerial receivers,

the best ratio between the number of ground and aerial receivers varies. In the case of the low

height (h = 50 m), 50% of the aerial receivers (K arl = 5) in the network achieves the best rate

(black circle line) and the 10% of the aerial receivers (K arl = 1) in the network achieves the

worst rate (blue square line). On the other hand, in case of the medium height (h = 150 m),

30% of the aerial receivers in the network achieves the best rate (cyan diamond line) and 70%

of the aerial receivers in the network achieves the worst rate (purple plus line). Furthermore, in

the case of the high height (h = 400 m), 10% of the aerial receivers in the network achieves the

best rate (blue square line) and 70% of the aerial receivers in the network achieves the worst

rate (purple plus line). Note that they-axis dipole antenna to the aerial receiver improves the

achievable rate of not only the aerial receivers but also the ground receivers, which reduces the

interference in both case.

The ergodic sum rate verse the percentage of the aerial receivers in the network with dif-

ferent height is shown in Fig. 3.14. We can observe that the point of the peak rate on the

percentage of the aerial receivers is different depending on the height. The 50 % / 30% / 10%

of the aerial receivers is the peak in low / medium / high height of the aerial receivers. Note
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Figure 3.15: Ergodic sum rate verse the height of aerial receivers with antenna selections
based on perfect knowledge and power measurement,K = 10.

that this observation coincides with the result discussed in Fig. 3.13. We conclude that the best

ratio of the ground / aerial receivers in the network is changed by the height of the aerial re-

ceivers. In low height, 50% aerial nodes can be the best, but the single aerial receivers can be

the best in the high height of the aerial receivers. Also, we compare the proposed cross-dipole

antenna scheme (blue curves) with the scheme that transmitters use onlyz-axis dipole antenna

(red curves). We observe that our proposed scheme achieves better performance in all heights.

In Fig. 3.14, we also compare the performance difference between omni-directional (blue

curves) and cross-dipole (black curves) receiver antenna model. Note that in general, we as-

sume an omni-directional receiver antenna in this paper in order to observe the effect of dif-

ferent dipole antenna pattern in the transmitter side. Just for Fig. 3.14, we also adopt a similar

antenna selection approach for cross-dipole antenna receiver, usingz-axis dipole antenna for

ground receivers andy-axis dipole antenna for aerial receivers. We observe the additional an-

tenna gain from the directivity of receiver antenna especially in low height.

3.4.4 Antenna Selection with Received Power Measurements

In previous simulation results, we assume that the transmitters know the type of receivers (i.e.,

aerial or ground), and choosez-axis ory-axis dipole antenna directly. In this section, we apply

the strategy in (3.31) that selects the antenna by measuring the signal power. In Fig. 3.15, we
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(a) Urban

(b) Dense urban

Figure 3.16: Ergodic sum rate with pathloss models based on LoS / NLoS probability,K =
10.

compare the ergodic sum rate of antenna selection strategies based on perfect knowledge and

measurement. It is observed that the performance between two strategies is close to each other,

which means that the performance loss is negligible for the antenna selection based on signal

power, when compared with the results for perfectly known receiver.
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Figure 3.17: Ergodic sum rate verse the percentage of the aerial receivers in the network by
Rician fading channel in (3.3), where K-factor= 10 dB.

3.4.5 Performance with Mixture LoS/NLoS Pathloss Model

Fig. 3.16 shows the ergodic sum rate with the mixture LoS/NLoS pathloss model in (3.5) for

different aerial receiver heights. The ergodic sum rate is calculated based on (3.29), (3.30). It

is observed that the performance is improved at the low height case in both urban and dense

urban environments compared with the result from the free-space pathloss model (Fig. 3.14).

The observation is coherent with the result in Fig. 3.10, where the channel gain fromz-axis

dipole antenna is signi�cantly reduced at the low height.

3.4.6 The Performance on Rician fading Channel Model

In Fig. 3.17, we show the performance in Rician fading channel model in (3.3) by the ergodic

sum rate. We observe that a tendency for the ergodic sum rate is similar to Rayleigh fading

channel model in (3.2). Note that since the expectation value of the small scale fading coef-

�cient is the same for both Rayleigh and Rician fading model, the analytical approximation

result of ergodic achievable rate is the same;E f � 2g = E
�

�
� +1 + 1

� +1 � 2
	

= 1.
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Chapter 4

Precoder Design for UAV

Communications with Physical Layer

Security

4.1 System Model

In this section, we present the system design of the UAV cellular networks as shown in Fig. 3.1.

We consider a single GS with multiple UAV users (UAV-UEs) and single UAV-Eve in scenario,

and the multiple-input single-output single-antenna-eavesdropper (MISOSE) type of wiretap

channels [118]. The GS equipped withN t antennas transmits zero-mean unit variance complex

data symbols (sk) towardK single antenna equipped UAV-UEs through the designed multi-

user MIMO (MU-MIMO) precoder (W). On the other hand, a UAV-Eve attempts to monitor

the data and illegally pretends to be the GS. To protect the data, the GS transmits zero-mean

unit variance complex Gaussian distributed AN (zi ) with NAN dimensions AN precoder design

(V) as well. Furthermore, the low power authentication tag (tk) is superimposed on the data

and simultaneously transmitted for the purpose of security.

The work in this chapter has been published in [75,100,101]
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Then, we can formulate the received signal of the UAV-UEs as follows:

yH
u =

KX

k=1

p
PTxp
PLu

hH
u

p
� wk(

p
(1 � � )sk +

p
� tk)H

+
NANX

i =1

p
PTxp
PLu

hH
u

p
1 � � vi zH

i + nH
u ; (4.1)

whereyu indicates the received signal of theuth UAV-UE, PTx is transmit power,PLu denotes

path-loss of theuth UAV-UE, hu is small-scale fading channel of theuth UAV-UE, zi is zero-

mean unit variance complex Gaussian AN symbols, andnu is additive complex Gaussian noise

of theuth UAV-UE whose entries followCN(0; � 2
n ). In addition, the power of precodersW, V

are spilt by the power splitting factor (0 � � � 1), and the power oftk is allocated by the tag

power factor (0 � � � 1).

Similarly, the received signal of the UAV-Eve is given by

yH
e =

KX

k=1

p
PTxp
PLe

hH
e

p
� wk(

p
(1 � � )sk +

p
� tk)H

+
NANX

i =1

p
PTxp
PLe

hH
e

p
1 � � vi zH

i + nH
e ; (4.2)

where the subscript of `e' indicates the component of UAV-Eve; e.g.he denotes the small-scale

fading channel that corresponds to the UAV-Eve. In Fig. 4.1, we show the �ows of different

steams of signals to a UAV-UE and the UAV-Eve respectively.

4.1.1 Channel Model and the Location of UAVs in the Network

We adopt Rician fading channel for the ground-to-air channel between the GS and UAV-UEs,

and between the GS and the UAV-Eve. It is well-known that the LoS is easily secured in ground-

to-air propagation due to the height of the aerial objects [119, 120]. The deterministic LoS

component (hLoS;k ) and the scattered random component (hNLoS;k ) are mixed by Rician K-

factor (� ) as [44]

hk =
r

�
� + 1

hLoS;k +

r
1

� + 1
hNLoS;k ; (4.3)
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Figure 4.1: Illustration of �ows of different streams of signals to the UAV-UE and the UAV-
Eve. The power splitting factor (for AN) and the tag power factor (for authentication tag) are
denoted by� and� , respectively.

where the entries ofhNLoS;k is independent and identically distributed (i.i.d.) complex Gaussian

random variable� CN(0; 1). The LOS component,hLoS;k can be represented by the steering

vector as follows:

hLoS;k = aN t (� k;LoS); (4.4)

where� k;LoS indicates the elevation angle of the LoS of thekth UAV-UE as shown in Fig. 3.1.

We consider that the vertical oriented uniform linear array (ULA) antenna and the steering

vector are given by

aN (� ) =
h
1 e� j 2�d s

� sin � : : : e� j 2�d s
� (N � 1) sin �

i T
; (4.5)

whereds, � denote antenna spacing and wave-length. The dB scale path-loss is calculated by

3GPP urban micro (UMi) environment given as [28]

PLk = 32:4 + 21 log10 (dk;LoS) + 20 log10 (f c) ; (4.6)

wheredk;LoS is the LoS distance of thekth UAV-UE, which can be calculated by the horizontal

distance (dk) and the UAV height (hUAV ) asdk;LoS =
p

d2
k + h2

UAV , andf c denotes the nor-

malized carrier frequency by 1 GHz. By the same way, we can express the small-scale fading
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channel of the UAV-Eve as

he =
r

�
� + 1

hLoS;e +

r
1

� + 1
hNLoS;e: (4.7)

We assume that all UAVs' heights are �xed at the same altitude without loss of gener-

ality and the horizontal distance from the GS to UAV-UE (dk) follows uniform distribution

� U[dmin; dmax]. Note that the UAVs' heights affect path-loss and the elevation angle of the

LoS. In addition, the horizontal distance from the GS to the UAV-Eve (de) is �xed at dmin,

which is a securely the vulnerable case that the GS is nearer to the UAV-Eve than UAV-UEs.

4.1.2 Channel Knowledge Assumption of Ground Station

In this subsection, we discuss the channel assumption in designing the precoders by the GS. We

assume that the CSI of the UAV-UEs is perfectly known by the GS, while the imperfect LoS

elevation angle information of the UAV-Eve is known by the GS. A GS obtains the channel

information of UAV-Eve by the LoS elevation angle. Using the estimated LOS component

channel, we are able to improve the precoder design in Section 4.2. We assume that the GS is

capable of detecting the location of the UAV-Eve; this may be possible through techniques such

as RF sensing, cameras, or radar, as was recently studied in the literature [121–124]. The GS

may also detect the UAV-Eve by monitoring the power leakage from the eavesdropper [125].

With these assumptions, the LoS elevation angle of the UAV-Eve can be expressed as

� e;LoS = arctan
�

hUAV

de

�
: (4.8)

Then, the imperfect LoS elevation angle of the UAV-Eve can be written as

�̂ e;LoS = � e;LoS + �; (4.9)

where� indicates the angular calibration error (the unit is degree) following zero-mean Gaus-

sian distributed real-valued random variableN(0; � 2
� ).
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4.1.3 Secrecy Rate for UAV-UE

We can express signal-to-interference-plus-noise ratio (SINR) of the UAV-UE using (4.1) as

follows

SINRu =
� (1 � � )wH

u huhH
u wu

P K
k6= u � wH

k huhH
u wk +

P NAN
i =1 (1 � � )vH

i huhH
u vi + � � 1

u

; (4.10)

where� u = PTx
PLu � 2

n
. Similarly, the SINR of the UAV-Eve can be written by (4.2) as follow

SINRe =
� (1 � � )wH

u hehH
e wu

P NAN
i =1 (1 � � )vH

i hehH
e vi + � � 1

e

; (4.11)

where� e = PTx
PLe� 2

n
. We consider the worst case assumption for the SINR formulation of the

UAV-Eve that the UAV-Eve is able to fully decode and eliminate contributions from the other

UAV-UEs [42]. Then, the ergodic secrecy rate can be written by the above SINR expressions

as [42]

Rsec
u = [ E [log2(1 + SINRu)] � E [log2(1 + SINRe)]]

+ (4.12)

= [ Ru � Re]
+ ; (4.13)

where[x]+ = max(0; x).

4.2 Precoder Design

In this section, we design the MU-MIMO precoder (W) for the data, as well as the precoder for

the AN (V). We �rst introduce already established conventional precoder design that utilizes

only UAV-UEs CSI. Then, we propose a precoder design that takes into account the limited

CSI of UAV-Eve as well as the CSIs of the UAV-UEs. Our proposed precoder design uses

the location information of the UAV-Eve, which brings the degree of freedom to improve the

secrecy performance.

4.2.1 Conventional Precoder Design without UAV-Eve CSI

The secure precoder design for the massive MIMO system is initially studied in [42]. The au-

thors design the MF precoder for the data, and the random matrix and the null-space precoding
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are designed for the AN precoder. In another work, [43] extends the study of the linear data

precoders to the ZF and the RCI precoders. In this paper, we consider the ZF precoder for the

MU-MIMO data precoder and the null-space precoding for AN precoder. This is the smart way

to design the precoders without the eavesdropper information for secure transmission. One can

choose other well-known linear precoder designs such as water-�lling or generalized ZF pre-

coder that could achieve better performance in general MIMO scheme [126]. However, these

precoder designs may not guarantee the optimality in secure communication scheme. The ZF

precoder eliminates the interference from the other users' data, while the AN precoder trans-

mits noise that is orthogonal to the users' channel such that it is canceled out at the users. In

this manner, the AN does not degrade UAV-UEs' channel, while it degrades the UAV-Eve's

channel.

The ZF design for the MU-MIMO precoder is given by

~W = H(HHH)� 1; (4.14)

whereH = [ h1; : : : ; hK ] is the aggregate channel matrix ofK UAV-UEs. The power of each

column vector of precoder~W = [ ~w1; : : : ; ~wK ] is uniformly allocated by making it satisfy the

power constraintkWk2 = 1 as

wk =
1

p
K k~wkk

~wk : (4.15)

The null-space AN precoder can be expressed as

~V = null(HH); (4.16)

where each column vector of~V = [ ~v1; : : : ; ~vNAN ] is orthogonal to the users channel matrix, and

the maximum number ofNAN satis�esNAN = N t � K . Similarly, the uniform power allocation

of precoder is applied with the power constraintkVk2 = 1 as

vi =
1

p
NANk~vi k

~vi : (4.17)

The above MU-MIMO precoder and AN precoder design are used as a reference in order

to compare it with the proposed precoder design that is described in the next subsection.

55



4.2.2 Proposed Precoder Design with Limited UAV-Eve CSI

We propose the MU-MIMO data precoder and AN precoder with the elevation angle informa-

tion of the UAV-Eve (̂� e;LoS) that the GS obtains. The location information of the eavesdropper

with the potential error is already used in the UAV trajectory design for secure communica-

tions in several papers [48, 49]. Unlike the conventional AN precoder design that broadcasts

the jamming noise to the multiple dimensional spaces, we design the precoder such that the

energy is focused on the direction of the UAV-Eve. Furthermore, the data precoder is designed

such that it is null to the direction of the UAV-Eve. By doing so, we can considerably suppress

the quality of the signal on the UAV-Eve. The bene�t of directional jamming compared with

uniform jamming is studied in [44]. However, the paper designs the directional jamming based

on the null space precoding and selecting a few good column vectors out of the total, but not

based on the actual direction of the eavesdropper.

Our proposed precoder designs is described as follows. We can express the directional

vector of the UAV-Eve as

ge = aN t (�̂ e;LoS): (4.18)

Treatingge as if it is a regular user, the ZF precoder is given as follows:

F = G(GHG)� 1; (4.19)

whereG = [ H ge] is a virtual channel matrix which aggregates the UAV-UEs channel and the

UAV-Eve's directional vector. By this manner, the columns vectorsf1; : : : ; fK nullify not only

other users but also the direction of UAV-Eve. Besides, the columns vectorfK +1 is orthogonal

to K UAV-UEs while it correlates with the direction of the UAV-Eve.

Then, we design the proposed MU-MIMO precoder for UAV-UEs as follows:

~W = [ f1; : : : ; fK ] : (4.20)

We apply the uniform power allocation by (4.15) to obtainW. Moreover, the proposed AN

precoder is given by

~v = fK +1 : (4.21)
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Similarly, v is obtained by the uniform power allocation using (4.17). Note thatNAN = 1 in the

proposed design since it is the single direction.

4.3 Analysis of Achievable Secrecy Rate

In this section, we derive the closed-form equation of the ergodic secrecy rate in (4.12) for

both the conventional and the proposed precoders designs. We compare the performance of the

two precoder designs by the obtained results. In addition, we discuss the effect of the angular

calibration error (� ) on the ergodic secrecy rate.

4.3.1 Ergodic Achievable Rate of the UAV-UE

The ergodic achievable rate of the UAV-UE is expressed from (4.10), (4.12) as

Ru = E f log2 (1 + SINRu)g

= E
�

log2

�
1 +

� (1 � � )jhH
u wu j2

� � 1
u

��

(a)
� log2

 

1 +
� (1 � � )E

�
jhH

u wu j2
	

� � 1
u

!

; (4.22)

where the approximation(a) comes from the [58, Lemma 1]. Since interference from other

users and AN is cancelled out by precoder designs in both the conventional and the proposed

designs, the �rst and the second terms of denominator inSINRu in (4.10) is removed in (4.22).

We denote the conventional MU-MIMO precoder and AN precoder asWcv, Vcv, and the pro-

posed precoders asWpp, Vpp for convenience.

Conventional precoder design

The closed-form expression of the ergodic achievable of UAV-UE for the conventional precoder

design is derived in the following theorem.

Theorem 1. The ergodic achievable rate of UAV-UE in(4.22) for the conventional precoder

design can be written as

Rcv
u = log2

�
1 +

(N t � K )� (1 � � )
K [� � 1

H ]uu � � 1
u

�
: (4.23)
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Proof: See Appendix B.1.

Proposed precoder design

The closed-form expression of the ergodic achievable of UAV-UE for the proposed precoder

design is derived in the following theorem.

Theorem 2. The ergodic achievable rate of UAV-UE for the proposed precoder design can be

expressed as

Rpp
u = log2

 

1 +
(N t � K � 1)� (1 � � )
K

�
[� � 1

H ]uu + �
�

� � 1
u

!

: (4.24)

Proof: See Appendix B.2.

Corollary 1. From the closed-form expression of Theorem 1 and Theorem 2, we can conclude

that the ergodic achievable rate of UAV-UE for the conventional precoder design is always

greater than the proposed precoder design as follow

Rcv
u > Rpp

u : (4.25)

Proof: Comparing (4.23), (4.24), we can observe only two different terms between the

equations and we can compare them as

N t � K > N t � K � 1; (4.26)

[� � 1
H ]uu � [� � 1

H ]uu + � : (4.27)

From above observations, we can easily obtain (4.25).

Note that the performance degradation of the proposed precoder design results from adding

a UAV-Eve directional vector in the ZF precoding such that the precoder needs to make an addi-

tional dimension to be orthogonal. However, adding on a single dimension in the ZF precoding

does not have much effect, especially whenN t is suf�ciently large. Thus, the performance loss

in the proposed precoder design is minimal in the largeN t . Furthermore, two ergodic achiev-

able rates inCorollary 1 asymptotically become the same asN t goes in�nity by the following

Corollary 2.

Corollary 2. The ergodic achievable rate of the UAV-UE for the proposed precoder design
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converges to the conventional precoder design as

Rcv
u � Rpp

u ! 0; asN t ! 1 : (4.28)

Proof: We prove it by showing that expressions on the two sides of the inequalities in

(4.26), (4.27) converge to the same value asN t grows without bound. Firstly, we can easily get

N t � K ! N t � K � 1; asN t ! 1 : (4.29)

From (B.3) and [58, Corollary 5], we can also get

� � 1
H ! I ; asN t ! 1 : (4.30)

By using [58, Corollary 5], we can have

1
N t

HH
LoSge ! 0; asN t ! 1 : (4.31)

From (4.31), we can also get

b ! 0; c ! 0; asN t ! 1 : (4.32)

Then, we can plug (4.30), (4.32) in (B.9) to show

� ! 0; asN t ! 1 : (4.33)

Finally, using (4.33) we can obtain

[� � 1
H ]uu + � ! [� � 1

H ]uu ; asN t ! 1 : (4.34)
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4.3.2 Ergodic Achievable Rate of UAV-Eve

The ergodic achievable rate of the UAV-Eve is written from (4.11), (4.12) as follows:

Re = E

(

log2

 

1 +
� (1 � � )jhH

e wu j2
P NAN

i =1 (1 � � )jhH
e vi j2 + � � 1

e

!)

� log2

 

1 +
� (1 � � )E

�
jhH

e wu j2
	

P NAN
i =1 (1 � � )E

�
jhH

e vi j2
	

+ � � 1
e

!

; (4.35)

where the approximation comes from [58, Lemma 1]. We derive the closed-form expressions

for both the conventional and the proposed precoder designs from above equation.

Conventional precoder design

Theorem 3. The closed-form expression of the ergodic achievable rate of UAV-Eve for the

conventional precoder design is given by

Rcv
e = log2

0

@1 +
� (1 � � )

�
1

K (� +1) + �
� +1 Tr

�
hLoS;eh

H
LoS;e� w

� �

(1 � � )
�

�
� +1 Tr

�
hLoS;eh

H
LoS;e� V

�
+ 1

� +1

�
+ � � 1

e

1

A : (4.36)

Proof: See Appendix B.3.

Proposed precoder design

In this part, we derive the closed-form expression of the ergodic achievable rate of UAV-Eve

with the assumption of that̂� e;LoS = � e;LoS, which means that the GS knows the exact angle

direction of the UAV-Eve. Instead, we discuss the effect of the angular calibration error in the

later subsection separately.

Theorem 4. The closed-form expression of the ergodic achievable rate of UAV-Eve for the

proposed precoder design is expressed as

Rpp
e = log2

0

@1 +
� (1 � � )

�
1

K (� +1)

�

(1 � � )
�

�
� +1

N t � K � 1
[� � 1

G ]ee
+ 1

� +1

�
+ � � 1

e

1

A : (4.37)

Proof: See Appendix B.4.
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Since the ZF precoding in the proposed precoder cancels out data signal from the LoS chan-

nel but focuses AN power to the LoS channel, we can make sure that the ergodic achievable

rate of the UAV-Eve for the proposed precoder design is lower than the conventional precoder

design as

Rcv
e > Rpp

e : (4.38)

However, it is not tractable to show it directly by the derived expressions inTheorem 3and

Theorem 4. Instead, we show that (4.38) asymptotically holds asN t goes in�nity.

Corollary 3. If N t ! 1 , Rcv
e > Rpp

e :

Proof: We �rst obtain

� V = E
n

Vcv (Vcv)H
o

(a)
= E

�
1

NAN

�
I � H

�
HHH

� � 1
HH

� �

=
1

N t � K

�
I � E

n
H

�
HHH

� � 1
HH

�o
(4.39)

where (a) comes from [43]. Then, by applying the property,1
N t

HHH ! I asN t goes in�nity

[58, Lemma 2], we can rewrite

Tr
�
hLoS;ehH

LoS;e� V
�

!
1

N t � K
Tr

�
hLoS;ehH

LoS;e

�
I � E

�
1

N t
HHH

���

=
1

N t � K
Tr

�
hLoS;ehH

LoS;e

�
I �

1
N t

�
K

� + 1
I +

�
� + 1

HLoSHH
LoS

���

!
1

N t � K
Tr

�
hLoS;ehH

LoS;e

�
=

N t

N t � K
! 1: (4.40)

By plugging it in (4.36), ifN t ! 1 , we can get

Rcv
e

! log2

0

@1 +
� (1 � � )

�
1

K (� +1) + �
� +1 Tr

�
hLoS;ehH

LoS;e� w
� �

(1 � � ) + � � 1
e

1

A : (4.41)
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We can also easily get

N t � K � 1
[� � 1

G ]ee
> 1; asN t ! 1 : (4.42)

By applying it to (4.37) and compare it with (4.41), we can obtain the result.

Now, we can obtain one of the key results by combining results fromCorollary 2 and

Corollary 3.

Corollary 4. The ergodic secrecy rate for the proposed precoder design is always greater than

the conventional precoder design asN t grows without bound as follow

Rsec;cv
u < Rsec;pp

u ; asN t ! 1 ; (4.43)

whereRsec;cv
u , Rsec;pp

u is the ergodic secrecy rate for the conventional precoder and the proposed

precoder design, respectively.

We can also observe another interesting asymptotic behavior of the ergodic achievable rate

of the UAV-Eve when Rician K-factor� grows without bound. As� ! 1 , the result inTheo-

rem 3tends to

Rcv
e ! log2

 

1 +
� (1 � � )

�
Tr

�
hLoS;ehH

LoS;e� w
��

(1 � � )
�
Tr

�
hLoS;ehH

LoS;e� V
��

+ � � 1
e

!

: (4.44)

On the other hand, the result inTheorem 4converges to

Rpp
e = log2

0

B
@1 +

� (1 � � )

K (1 � � )
�

� (N t � K � 1)

[�̂
� 1
G ]ee

+ 1
�

+ K (� + 1) � � 1
e

1

C
A ! 0: (4.45)

Note that this behavior holds regardless of� (e.g.� = 1). From the above observation, we can

also have the following corollary.

Corollary 5. The ergodic achievable rate of the UAV-Eve for the proposed precoder design

goes to zero as� ! 1 , which means that we can completely protect the data from the UAV-

Eve and achieve the perfect security.

It is worth noticing that we only take into account one-side massive MIMO (N t ! 1 )

in our analysis. However, we are able to extend the massive MIMO system to the case that
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N t ! 1 andK ! 1 andN t =K ! � , which is called double-sided massive MIMO [127].

In general, this condition is far more challenging than one-sided massive MIMO.

4.3.3 Power Splitting Factor (� ) Allocation Strategy for the Proposed

Precoder Design

In this subsection, we optimize the power splitting factor (� ) for the proposed precoder design

by the observation of the asymptotic behavior of the ergodic achievable rate. The power split-

ting factor decides the balance between the transmitted power of data and AN. If we allocate

more power to the AN, we can enhance the protection of the data from the UAV-Eve but the

data rate of UAV-UEs decreases. Thus, it is meaningful to �nd the optimal value. We �rst re-

place� with 1 � 1
N �

t
. Note that0 � � � 1 holds if � is non-negative real-value. Then, we

present the following theorem from the result ofTheorem 4.

Theorem 5. If we allocate the0 � � < 1 in � = 1 � 1
N �

t
, we have

Rpp
e ! 0; asN t ! 1 : (4.46)

Proof: Substituting� = 1 � 1
N �

t
into (4.37), we get

Rpp
e = log2

0

@1 +

�
1 � 1

N �
t

�
(1 � � )

�
1

K (� +1)

�

1
N �
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�
�

� +1
N t � K � 1
[� � 1

G ]ee
+ 1

� +1

�
+ � � 1

e

1

A : (4.47)

When,0 � � < 1, we can easily obtain (4.46).

Note that when� = 1, Theorem 4converges to

Rpp
e ! log2

0

@1 +
(1 � � )

�
1

K (� +1)

�

�
�

� +1

�
+ � � 1

e

1

A ; asN t ! 1 : (4.48)

When� > 1, we can get

Rpp
e ! log2

0

@1 +
(1 � � )

�
1

K (� +1)

�

� � 1
e

1

A ; asN t ! 1 : (4.49)

Theorem 5shows that if we allocate0 � � < 1. it means that we already put too much
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power on AN since the ergodic achievable rate of UAV-Eve is zero. On the other hand, if we

allocate� > 1, it means that we need to reduce AN power since the ergodic achievable rate of

UAV-Eve already reaches the maximum point. As a result, we have the following Corollary.

Corollary 6. For the proposed precoder design, whenN t grows without bound and if the

maximum value exists0 � � < 1, the optimal value that maximizes the secrecy rate is� = 1,

which indicates� = 1 � 1
N t

.

Note that if the maximum ergodic achievable rate of UAV-Eve in (4.49) is not suf�ciently

high so that the secrecy rate becomes the increasing function, then we do not have to allocate

any power to the AN and the secrecy rate is maximized at� = 1.

4.3.4 Effect of Angular Calibration Error �

In this subsection, we discuss the effect of angular calibration error (� ) on the proposed precoder

design. In previous sections, we assume that the GS utilizes the perfect elevation angle of the

UAV-Eve for the proposed precoder design and derives the ergodic achievable rates. However,

imperfect angle information leads to leakage in the ZF precoding.

From (4.9), we can express the LoS component of the small-scale fading channel of the

UAV-Eve as

hLoS;e = aN t (�̂ e;LoS � � ): (4.50)

By (4.5), we can rewrite the entry of the vector as

[hLoS;e]n = e� j 2�d s
� (n� 1) sin( �̂ e;LoS� � ) (4.51)

where[x]n indicatesnth entry of the vector. By using1st order Taylor expansion at� = 0, we

can approximate it as

[hLoS;e]n � e� j 2�d s
� (n� 1) sin( �̂ e;LoS)

+ � cos(̂� e;LoS)
2�d s

�
(n � 1)e� j ( 2�d s

� (n� 1) sin( �̂ e;LoS)� �
2 )

=
h
ĥLoS;e

i

n
+ � cos(̂� e;LoS)

2�d s

�
(n � 1)e� j ( 2�d s

� (n� 1) sin( �̂ e;LoS)� �
2 ) : (4.52)

64



Then, we can obtain the MSE of the estimated LoS component channel as

E
n

khLoS;e � ĥLoS;ek2
o

= � 2
� cos2(�̂ e;LoS)

N tX

n=1

4� 2(ds)2

� 2
(n � 1)2

= � 2
� cos2(�̂ e;LoS)

4� 2(ds)2N t (N t � 1)(2N t � 1)
6� 2

(4.53)

From (4.53), we can conclude that the performance degradation by the angular calibration error

depends on the variance of error (� 2
� ), the number of GS antennas (N t ), and the elevation angle

(� e;LoS). The degradation increases when� 2
� , N t increase and� e;LoS decrease, which correspond

to UAV-Eve being far from the GS if the height of UAV-Eve is �xed. In addition, whenN t

goes to in�nity, the MSE diverges to in�nity as well, which means that the estimated angle

asymptotically cannot carry the correct angle information of UAV-Eve due to angular calibra-

tion error, and the small-angle error is able to greatly degrade the performance for large number

of antennas. However, it is observed in our simulations in Section 4.5 that the proposed pre-

coder design still outperforms the conventional precoder in the presence of angular calibration

error with a largeN t .

4.4 Fingerprint Embedding Authentication

In this section, we introduce the �ngerprint embedding authentication framework. Authentica-

tion is a different aspect of the physical layer security than the secrecy rate that we discuss in

the previous section. However, the analysis of secrecy rate and authentication at the physical

layer are related closely [128]. The secrecy rate is the maximum possible rate that data can

be securely and reliably sent to the trusted parties while the eavesdropper not being able to

successfully decode them. On the other hand, the authentication focuses on protecting shared

secret key from the impersonation attack of the eavesdropper while considering authentication

pass from the trusted parties. In this paper, we consider both aspects of physical layer secu-

rity in evaluating the performance. Note that we are able to evaluate both approaches using a

uni�ed system model, which ensures a fair comparison of both aspects. The �ngerprint embed-

ding authentication framework has been studied in point-to-point communications [54,57], but

it is not extended to the multi-user MIMO scenario and the performance comparison between

different precoder designs is not focused on. In this paper, we apply the �ngerprint embed-
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ding framework in our scenario described in Section 4.1, along with the conventional and the

proposed precoder designs.

The authentication tag is generated from the GS by a one-way collision-resistant function

(e.g. cryptographic hash function) as follows:

tk = f (sk ; � k); (4.54)

where� k is a secret key that is shared between the GS and thekth UAV-UE. The GS super-

imposes the authentication tags on the data symbols (sk) with a fraction of the total power

using the tag power factor (� ) such that the data rate is not affected, and it transmits them to

the UAV-UEs. It is worth noting that data symbols and tags are precoded byW before being

transmitted.

4.4.1 Authentication Procedure of the UAV-UE

The UAV-UE estimates authentication tag from the received signal in (4.1) as follows

rH
u = yH

u �

p
PTxp
PLu

hH
u

p
� wk(

p
(1 � � )sk)H (4.55)

whereru denotes residual signal. Then, the estimated authentication tag can be expressed as

t̂
H
u =

p
PLurH

up
PTx �� hH

u wu

= tH
u +

X

k6= u

hH
u wkp

� hH
u wu

(
p

1 � � sk +
p

� tk)H

| {z }
multiuser interference

+
NANX

i =1

p
1 � � hH

u vip
�� hH

u wu
zH

i

| {z }
arti�cial noise

+

p
PLup

PTx �� hH
u wu

nH
u

| {z }
additive noise

: (4.56)

We assume that the UAV-UE successfully decodes data symbols without errors and substrates

the corresponding contributions from the received signal, and then equalizes it. Since both the

conventional precoders and the proposed precoders are designed such that they eliminate the

multi-user interference and the arti�cial noise, we can rewrite the estimated authentication tag
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as

t̂
H
u = tH

u +

p
PLup

PTx �� hH
u wu

nH
u : (4.57)

Next, the UAV-UE generates the expected tag by using already known shared key and decoded

data symbols, as

~tu = f (ŝu; � u); (4.58)

wheref (�) indicates tag-generation function which is commonly implemented by a crypto-

graphic hash function. Then, a binary hypothesis test is carried out to authenticate the message.

The test statistic is given by the correlation between the expected tag and the estimated tag, as

� b = < (t̂
H
u
~tu); (4.59)

where< (�) refers to a function return the real part of the complex argument. The threshold

hypotheses test is designed by

H0 : not authentic, � b � � thr ;

H1 : authentic, � b > � thr ;

where� thr is the test threshold. If the channel matrix is regarded as a deterministic matrix, the

mean and the variance of� b under each hypotheses is given by

Ef � bjH0g = � u;0 = 0; (4.60)

Varf � bjH0g = � 2
u;0 =

L t

2

�
1 +

� � 1
u

�� jhH
u wu j2

�
; (4.61)

Ef � bjH1g = � u;1 = L t ; (4.62)

Varf � bjH1g = � 2
u;1 = Var(ktuk2) +

L t

2

�
� � 1

u

�� jhH
u wu j2

�
; (4.63)

whereL t is the length of the authentication tag and we assume that the tag and data are un-

correlated. If we consider complex-valued Gaussian distribution for the tag, Var(ktuk2) = L t .

With suf�ciently largeL t , we can approximate the distribution of� b as Gaussian by the central

limit theorem, and we can obtain the threshold that limits the probability that the authentication
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accepts the wrong tag as follows

� thr = � � 1(1 � pfa)� u;0; (4.64)

where�( �) is the CDF of the Gaussian distribution, andpfa denotes a false alarm probability

that admits the wrong authentication tag. To the end, the authentication probability that the true

tag is accepted can be expressed as

PA = 1 � �
�

� thr � � u;1

� u;1

�
: (4.65)

4.4.2 Impersonation Procedure of the UAV-Eve

The UAV-Eve estimates the authentication tag from the received signal in (4.2) as

t̂
H
e = tH

u +
NANX

i =1

p
1 � � hH

e vip
�� hH

e wu
zH

i

| {z }
arti�cial noise

+

p
PLep

PTx �� hH
e wu

nH
e

| {z }
additive noise

: (4.66)

We would like to remark that the worst-case assumption is considered in the above equation,

in which the UAV-Eve is able to fully eliminate the contributions from messages and the tags

of the other UAV-UEs. Next, the UAV-Eve generates the expected authentication tag by the

decoded messages. Since the UAV-Eve does not know the secret key, it generates all possible

tags by iterative keys selection from the keyspacejK j, and �nd the best key that maximizes the

correlation with the estimated tag. In other words, UAV-Eve facesjK j hypotheses tests. The

test statistic is given by

� e = < (t̂
H
e
~t i ): (4.67)

The best key is decided by the maximum likelihood (ML) estimation as

� i = arg max
� 2 K

� e(� ): (4.68)

Note that we do not take into account the computation complexity of the ML estimator in

searching all possible keys. The mean and the variance of� e under theH0, H1 hypotheses are

68



expressed as

Ef � ejH0g = � e;0 = 0; (4.69)

Varf � ejH0g = � 2
e;0 =

L t

2

 

1 +
NANX

i =1

(1 � � )jhH
e vi j2

�� jhH
e wu j2

+
� � 1

e

�� jhH
e wu j2

!

; (4.70)

Ef � ejH1g = � e;1 = L t ; (4.71)

Varf � ejH1g = � 2
e;1 = Var(ktuk2) +

L t

2

 
NANX

i =1

(1 � � )jhH
e vi j2

�� jhH
e wu j2

+
� � 1

e

�� jhH
e wu j2

!

: (4.72)

Then, we can derive the probability that the UAV-Eve successfully recovers the secret key in a

single observation by the ML estimator [57], as

PK =
Z 1

�1
�

�
� � � e;0

� e;0

� jK j� 1

'
�

� � � e;1

� e;1

�
d�; (4.73)

where' (�) is the probability density function (PDF) of Gaussian distribution.

Algorithm 2 Iterative algorithm for �nding the optimal�

1: Initialize: k  1, P (k� 1)
A  0,  (k� 1)  0

2: while P (k� 1)
A < p thr do

3: Compute (k)   (k� 1) +  �

4: ComputeP (k)
A by (4.62), (4.64), (4.65), (4.76), (4.77)

5: k  k + 1
6: end while
7: � opt =  ( k � 1)

�

4.4.3 Tag Power Factor (� ) Allocation Strategy

In this subsection, we design an algorithm to optimize� . The GS needs to prevent the UAV-Eve

from recovering the secret key, while the UAV-UE surely authenticates the messages with high
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probability. In this sense, the problem of interest is given by

min
�

PK ; (4.74)

s.t. PA � pthr ; (4.74a)

wherepthr is the threshold of the authentication probability. From the variances of the hy-

pothesis test statistics in (4.61), (4.63), (4.70), (4.72), we can easily observe that all variances

are decreasing functions of� , which means that bothPA andPK are increasing function of� .

Therefore, it is concluded that� reaches the optimized point whenPA(� opt) = pthr . By using

the fact thatPA(� ) is an increasing function starting from 0 to 1, we can �nd� opt by an iterative

algorithm as illustrated in Algorithm 2.

Furthermore, we also consider the dependency of the power splitting factor (� ) on the

authentication probability in the algorithm. It is worth noting that the power splitting factor di-

vides power between data plus tag and arti�cial noise, and high� leads to high power allocation

of the authentication tag. We de�ne a new constant, as

 = ��; (4.75)

where decides the joint contribution of two power factors in the authentciation probability.

Then, we can rewrite the variances of the test statistic in (4.61), (4.63) as

� 2
u;0 =

L t

2

�
1 +

� � 1
u

 jhH
u wu j2

�
; (4.76)

� 2
u;1 = Var(ktuk2) +

L t

2

�
� � 1

u

 jhH
u wu j2

�
: (4.77)

Then, we can �nd the optimal that satis�esPA( ) = pthr . By �nding the optimal �rst, we

can easily �nd the� opt even if we vary� .

4.5 Numerical Results

In this section, we present simulation results for the performance of the proposed precoder

design by comparing it with the conventional precoder design. We consider a scenario that is

an extension of Fig. 3.1, and the speci�c simulation settings/parameters are listed in Table 4.1.
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Table 4.1: Simulation settings

Parameter Value

Transmit power (PTx ) [25; 30; 35]dBm
Number of antennas at UAV-BS (N t ) [16; 128]
Number of users (K ) 4
Number of UAV-Eve 1
K-factor of Rician channel (� ) [10; 30]dB
UAV-UEs horizontal distance to GS distribution (du) U[10; 100]m
UAV-Eve horizontal distance to GS (de) 10m
UAVs height (hUAV ) 100m
Angular calibration error (� � ) [0; 5; 10] �

Length of authentication tag (L t ) 1024
Number of key bits 64
False alarm probability (pfa) 0:001
Threshold authentication probability (pthr ) 0:999
Thermal noise � 174dBm/Hz
Noise �gure 9 dB

4.5.1 Ergodic Sum Secrecy Rate versus Transmit Power

Fig. 4.2 shows the ergodic sum secrecy rate depending on the transmit power (PTx ), where the

transmit power is controlled by changing� as described in (4.1). We consider the results with

the moderate number of antennas (N t = 16) and the large number of antennas (N t = 128) in

Fig. 4.2a and Fig. 4.2b, respectively. To compare the performance in various kinds of linear

precoder designs, we plug in the RCI and the MF precoding [43] for the conventional MU-

MIMO precoder in (4.14) and plug in the RCI precoding for the proposed MU-MIMO precoder

in (4.19). The RCI precoder is slightly better than the ZF precoder in both conventional and

proposed ones with a moderate number of antennas, while the RCI precoder performs the same

as the ZF precoder with a large number of antennas. We also observe that the MF precoder is

way worse than the ZF precoder. It is observed that the performance of the proposed precoder

design is superior to the conventional precoder design in all the transmit power settings, which

indicates that even if varying the transmit power, our proposed precoder design outperforms

the conventional precoder design.

Secondly, for the moderate number of the antennas case, we can observe that the conven-

tional precoder design is slightly better than the proposed one in the low� range, but with
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(a)N t = 16

(b) N t = 128

Figure 4.2: Ergodic sum secrecy rate depending on the transmit power when� = 10 dB,
� � = 0 � .

a large number of antennas, the proposed precoder always outperforms the conventional pre-

coder for the whole� range. We can explain it as follows. When� is low, the BS transmits

a relatively higher power of AN and the the AN reduces the achievable rate of the UAV-Eve

for the low data rate regime. As a result, the ergodic secrecy rate (Rsec
u = [ Ru � Re]

+ ) is dom-

inantly affected by the achievable rate of the UAV-UE. For the conventional precoder design,
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this achievable rate of the UAV-UE is greater than that of the proposed precoder design (Corol-

lary 1). However, the performance gap disappears asN t grows without bound (Corollary 2)

and the ergodic secrecy rate for the proposed precoder design becomes always better than the

conventional precoder design (Corollary 4).

Thirdly, it is observed that the optimal point that maximizes the ergodic sum secrecy rate

is � = 1 � 1
N t

in both the moderate and large number of antennas, which means that the

asymptotic analysis inCorollary 6 holds quite well even the moderate number of antennas.

Note that the curve of the ergodic sum secrecy rate can be an increasing function of� , if the

ergodic achievable rate of the UAV-Eve is too small to make it concave, which is shown for the

case ofPTx = 25 dB with a moderate number of antennas.

4.5.2 Ergodic Sum Secrecy Rate Depending on Rician K-factor

In Fig. 4.3, we show the ergodic sum secrecy rate depending on the K-factor (� ). From this

simulation results, we only consider ZF precoding for MU-MIMO precoder. We consider K-

factor = 10 dB and30 dB as the moderate and the high K-factor values, respectively. It is

observed that the proposed precoder design achieves better performance compared with the

conventional one for both K-factors. In addition, we also observe that when� = 30 dB, the

ergodic sum secrecy rate keeps increasing until� reaches1 in the proposed precoder design.

This is due toCorollary 5 that the achievable rate of the UAV-Eve asymptotically goes to zero

as� grows without bound and the ergodic sum secrecy rate becomes an increasing function of

� .

4.5.3 The Effect of Angular Calibration Error and Tag Power Factor on

the Ergodic Sum Secrecy Rate

Fig. 4.4 shows the effect of angular calibration error (� ) on the ergodic sum secrecy rate. The

performance degradation is clearly observed as the variance of the error increases. Moreover,

the degradation is bigger for a large number of antennas when compared with the case for

moderate number of antennas. These observations are expected from (4.53), which explains

the dependency of these parameters on the amount of the MSE.

In Fig. 4.5, we show the effect of a tag power factor on the ergodic secrecy rate. Although

we optimize the tag power factor (� ) in (4.74), we need to ensure that the amount of� that

we obtain does not degrade the secrecy rate much. It is observed that the small amount of the
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(a)N t = 16

(b) N t = 128

Figure 4.3: Ergodic sum secrecy rate depending on the Rician K-factor whenPTx = 35 dB,
� � = 0 � .

power on the authentication tag by� slightly degrades the performance. However, it shows that

the effect on ergodic sum secrecy rate is trivial even at� = 0:05.
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(a)N t = 16

(b) N t = 128

Figure 4.4: Ergodic sum secrecy rate depending on the standard variance of angular calibra-
tion error (� � ) whenPTx = 35 dB, � = 10 dB.

4.5.4 Ergodic Sum Secrecy Rate versus the Number of Users

Fig. 4.6 shows the change of the ergodic sum secrecy rate when the number of users (K)

increases. With the moderate number of antennas (N t = 16), it is observed that the secrecy rate
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Figure 4.5: Ergodic sum secrecy rate depending on the tag power factor (� ) when PTx =
35dB, N t = 16, � = 10 dB, � � = 0 � .

is the highest whenK = 6 and the proposed precoder design outperforms the conventional

approach untilK = 12. On the other hand, with a large number of antennas (N t = 128), we

observe that the secrecy rate peaks at aroundK = 55 and the proposed precoder design always

outperforms the conventional precoder design for the considered number of users.

4.5.5 Effect of UAV-UE Mobility on the Ergodic Sum Secrecy Rate

In this subsection, we study the scenario when UAV-UEs move along a rectangular UAV trajec-

tory around the GS. The initial setting of the trajectory is shown in Fig. 4.7a. We �x UAV-Eve

nearby the GS. The initial locations of UAV-UEs are randomly chosen on the trajectory. In

Fig. 4.7b, it is observed that the performance of the proposed precoder design is superior to the

conventional one in both the moderate and the large number of antenna cases.

4.5.6 Secret Key Recovery Probability of UAV-Eve

Fig. 4.8 shows the optimal tag power (� opt) that is obtained using Algorithm 2. It is observed

that the optimized value of� for both the moderate and large number of antennas cases are

below 0.015. Since we already observe from Fig. 4.5 that� = 0:025is not enough to degrade
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(a)N t = 16

(b) N t = 128

Figure 4.6: Ergodic sum secrecy rate depending on the number of users (K) whenPTx =
35dB, � = 10 dB, � = 1 � 1=Nt .

secrecy rate,� opt will not degrade the ergodic sum secrecy rate as well. We also observe that

the optimal� is the rational function of� , which can be expected from line 7 of Algorithm 2.

In Fig. 4.9, we show the secret key recovery probability of the UAV-Eve in (4.73). We

compare the performance with the false alarm probability (pfa) of the authentication probability

in (4.65) which is the same as the probability of success of the random tag attack from the UAV-
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(a) The UAV trajectory and the initial location settings

(b) Ergodic sum secrecy rate

Figure 4.7: Ergodic sum secrecy rate as UAV-UEs move along the trajectory whenPTx =
35dB, � = 10 dB, � = 1 � 1=Nt , K = 4, UAV-UE speed =10m/s.

Eve. If PK is higher thanpfa, we can no longer guarantee the security level that the random tag

attack can achieve. Note that UAV-Eve is able to randomly generate a tag from the keyspace

and transmit it to a user to impersonate GS. The probability that the secret key is recovered at

the UAV-Eve for the conventional precoder design is fairly higher than that for the proposed

precoder design in both the moderate and the large number of antennas cases. Moreover, the

probability for the conventional precoder design is higher than the false alarm probability,
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Figure 4.8: The optimized tag power factor (� ) by Algorithm 2 whenPTx = 35 dB, � = 10 dB,
� � = 0 � .

which means that the probability that UAV-Eve guesses the correct secret key is higher than

UAV-Eve can guess it by a random tag attack. On the other hand, the proposed precoder design

protects well from the attack from the UAV-Eve.
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Figure 4.9: The secret key recovery probability whenPTx = 35 dB, � = 10 dB, � � = 0 � .
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Chapter 5

Base Station Antenna Uptilt Optimization

for Cellular-Connected Drone Corridors

5.1 System Model

We consider a linear drone corridor model as shown in Fig. 5.1a where the base stations (BSs)

are positioned along the drone corridor. Since cellular BS antennas are optimized and down-

tilted to best serve their ground users, such antenna setup is not suitable to serve the drone

corridor in the airspace, and hence we consider additional up-tilted antennas at each BS. As il-

lustrated in Fig. 5.1b, a drone �ies from one waypoint to another waypoint following a straight

line in a drone corridor segment [66]. In the present work, the coverage at the drone corri-

dor intersections is not explicitly studied, and we focus on optimizing the coverage across an

individual corridor segment between two waypoints. The number of BSs serving such a corri-

dor segment will increase as a function of the length of the corridor segment. We assume that

interference from different drone corridor lanes are negligible due to the physical separation

between the corridor lanes.

Since the drones strictly follow the linear corridor and do not go sideways into the third

dimension, it becomes important to maintain a reliable coverage exclusively across the 2D

corridor segment (rather than the whole airspace, c.f. [71]). In this context, we consider a 2D

coordinate system for simplicity where the drone corridor is covered by two BS as shown in

The work in this chapter has been published in [102]
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(a) The cross-section view of a linear drone corridor segment, with the
BSs deployed along the corridor to serve drones.

(b) The top view of an area where the linear drone
corridors are operated.

Figure 5.1: Illustration of the considered drone corridor concept.

Fig. 5.2. This is a reasonable approximation to model the realistic corridor deployments due

to linear motion of the drones along the corridor. Since the antennas are up-tilted towards the

drones, the line-of-sight path will dominate any other multipath components that may arrive in

a 3D environment, which justi�es the use of the considered 2D drone corridor model.

The horizontal distance between the two BSs in Fig. 5.2 isd1, and the lowest and the highest

altitudes of the drone corridor areh1 andh2, respectively. The center angle of the directional

beam in each BS is controlled by the uptilt angle� and the beamwidth of the antenna pattern

is given by� . The height of the BSs is assumed to be zero without loss of generality. If there

are more than two BSs within a corridor segment, we consider that they all use the same uptilt

angles. We consider the interference from only the immediate neighboring BS, hence focus

on the coverage analysis of the portion of the segment bounded by those two BSs. We will

show through numerical results in Section 5.4 that the interference from the distant BSs in the

corridor segment will be negligible.
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(a) Case 1(h1 > h 3 & h1 > h 4). (b) Case 2(h3 < h 1 < h 4).

(c) Case 3(h1 < h 3 < h 2 & h2 > h 4). (d) Case 4(h1 < h 3 < h 2 & h2 < h 4).

(e) Case 5(h3 > h 2).

Figure 5.2: The �ve different corridor coverage scenarios as a function of the uptilt angle
� . The 2D coordinate drone corridor is bounded byh1 andh2. The variables S, I, O indicate
the 'beam served region without interference', the 'interference region', and the 'beam outage
region' respectively, andh3, h4 denote the heights of the crossing points of the beams from the
two BSs.

5.1.1 Probability Density Functions of the Location of UAVs

We assume that C-UAVs are uniformly distributed in the drone corridor area and each C-UAV

is served by the nearest BS. Then, the probability density function (PDF) of the horizontal

distance (dx) and the vertical distance (hx) of the UAVs to their serving BSs are given by

f dx (dx) =
2
d1

; [0 < d x < d 1=2]; (5.1)

f hx (hx) =
1

h2 � h1
; [h1 < h x < h 2]: (5.2)
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Figure 5.3: The normalized beampatterns of the rectangular and the cosine types with the
steering angle� = 45� .

The elevation angles from the serving BS and the neighboring BS can be expressed as

� 1 = tan � 1

�
hx

dx

�
; � 2 = tan � 1

�
hx

d1 � dx

�
: (5.3)

Then, the PDF of random variable� 1 given hx can be derived by the PDF transformation

function as

f � 1 (� 1jhx)
(a)
=

X

� 1=tan � 1( h x
dx )

f dx

�
hx

tan � 1

� �
�
�
�
@dx
@�1

�
�
�
�

(b)
= f dx

�
hx

tan � 1

�
jhx cot2 � 1 + hx j

=
2hx

d1
csc2 � 1;

�
tan� 1

�
2hx

d1

�
< � 1 <

�
2

�
; (5.4)

where (a) comes fromdx = hx
tan � 1

and (b) comes from the fact that there is only onedx satisfying

� 1 = tan � 1
�

hx
dx

�
.
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5.1.2 Beampattern Models

For analytical tractability, we adopt a rectangular beam model for the directional antennas,

given by [70,129]

gy(� y) =

8
<

:
G if � < � y < � + �

0 otherwise
; (5.5)

� > 0; � + � <
�
2

; (5.6)

wheregy(� y) and G denote the antenna pattern of the BS and the maximum antenna gain,

respectively, and (5.6) indicates that the main beam is not steered downward and does not go

beyond 90 degrees. In addition,y 2 f 1; 2g, andy = 1 , y = 2 indicate the serving BS and the

neighboring BS, respectively. We assume that the two BSs use the same uptilt angle (� ) and

beamwidth� . This model is simple but mathematically tractable, and re�ects adequately the

effect of the directional beams on the coverage probability within the drone corridor.

Instead of the �at rectangular beampattern, the cosine antenna pattern can be considered in

directional antenna arrays in practical deployments, which is given by [130]

gy(� y) =

8
<

:
N t cos2

�
�N t

2 x
�

jxj � 1
N t

0 otherwise
; (5.7)

wherex = (cos(� y) � cos(� + �= 2)) =2 when we consider half-wavelength antenna spacing,

andN t denotes the number of antenna elements. The cosine antenna pattern provides a roll-

off characteristic of the actual antenna pattern and the variation of the half power beam width

(HPBW). Fig. 5.3 compares two different types of beampatterns with changing the beamwidth

and the number of antenna elements. While we will use (5.5) as the antenna pattern for analyti-

cal tractability of our derivations, we will compare the coverage in the drone corridor with (5.7)

in Section 5.4.

5.1.3 Coverage, Interference, and Outage Regions

We divide the drone corridor area into three regions depending on which beams cover portions

of the drone corridor. As shown in Fig. 5.2, the area servedonly by the green or red beam of

the serving BS is the `beam served region without interference' (S), the overlapping area of
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two beams is the `interference region' (I), and the rest of the area (including area served by

the beam of the neighboring BS) is the 'beam outage region' (O). As shown in Fig. 5.2c, we

denote the heights of the crossing points of the beams from the two BSs ash3 (center) andh4

(side), which can be calculated as a function of inter-BS distance, beamwidth, and uptilt angle

as:

h3 =
d1

2
tan(� ); h4 =

d1

cot(� ) + cot( � + � )
: (5.8)

The 3D distances between a UAV and the serving BS are denoted byR1, while the distance

between a UAV and the neighboring BS is given byR2:

R1 =
hx

sin(� 1)
; R2 =

hx

sin(� 2)
: (5.9)

We consider free-space path loss model, which is expressed asPLFS =
�

4�R 1
�

� 2
. Then, signal-

to-interference-plus-noise ratio (SINR) at a drone located at(dx; hx) can be written as

SINR=
kg1(� 1)=(R1)2

kg2(� 2)=(R2)2 + N0
; k =

PTx � 2

16� 2
; (5.10)

where PTx , � , N0 denote transmit power, wave-length, and noise power, respectively, and

g1(� 1), g2(� 2) indicate antenna gain of the serving and the neighboring BSs.

Based on these de�nitions, and the relative values ofh1; h2; h3; h4 for a given antenna uptilt

angle, there are �ve distinct coverage cases that should be studied individually, as summarized

in Fig. 5.2. For example, the whole drone corridor area can be divided into the `beam outage

region' (O) and the `interference region' (I) in case 1, while the `beam served region without

interference' (S) appears fromh1 to h4 in case 2. Then, the `beam outage region' (O) on cell

edge area (in between the two BSs) appears fromh1 to h3 in case 3. Meanwhile, the `interfer-

ence region' (I) becomes smaller and the beam crossing point of the side in the drone corridor

area disappears in case 4. To the end, the `interference region' (I) totally disappears in case 5.

5.1.4 Multiple Neighboring BSs Scenario

Although we primarily focus on a system model with two BSs in this paper, we can extend it to

multiple neighboring BSs scenario. In this case, additional interference comes from the second

and the third BSs as well. However, due to the large path loss to the serving area and the beam
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direction mismatch, the additional interference effect would be limited. For such a scenario,

the distances and the elevation angles between the drone and second/third closest neighboring

BS can be expressed as

� 3 = tan � 1

�
hx

dx + d1

�
; � 4 = tan � 1

�
hx

2d1 � dx

�
; (5.11)

R3 =
hx

sin(� 1)
; R4 =

hx

sin(� 2)
; (5.12)

respectively. By simulation result in Fig. 5.7b of Section 5.4, it is observed that the impact

of the second and the third neighboring BSs on the interference in the drone corridor is very

limited when compared with a single neighboring BS scenario.

5.1.5 Ground-to-Air Path Loss Model

In (5.10), we assume free-space path loss model for analysis. However, a realistic path loss

model for ground-to-air (G2A) links should also take into account elevation angle dependent

LoS probability due to the blockage by the ground objects. For such scenarios, the International

Telecommunication Union (ITU) suggests a probabilistic model for various different standard

environments [113]. In particular, a simpli�ed probabilistic LoS model is provided in [114] for

low altitude aerial platforms, given by:

PLoS =
1

1 + a1 exp
�

� a2[180�
� � a1]

� ; (5.13)

where parametersa1, a2 are determined by the environment. The NLoS probability is hence

given byPNLoS = 1 � PLoS. Then, the average path loss in a given environment is calculated as

PLG2A = PLoS(� LoSPLFS) + PNLoS(� NLoSPLFS) ; (5.14)

where� LoS and� NLoS denote the excessive path loss of the LoS and the NLoS links, respec-

tively. Note that the parameters(� LoS; � NLoS) for the 2 GHz carrier frequency are(1:2589; 100)

in linear scale for the urban environment. Although we assume the free-space path loss model

in performance analysis, we also evaluate the performance considering the practical G2A path

loss model in (5.14) using Monte Carlo simulations in Section 5.4.
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5.2 SINR Outage Probability Analysis

In this section, we derive the closed-form expression of SINR outage probability in the drone

corridor as a function of the uptilt angle (� ). We can �nd the optimal uptilt angle that minimizes

the outage probability from the obtained results. The SINR outage probability can be de�ned

as follows

Prout = 1 � Prin = Pr(SINR< � ) ; (5.15)

where� is the SINR threshold. We derive the SINR outage probability by obtaining the prob-

ability that a UAV is located at the beam outage region. Since the analytical expression can be

different depending on the uptilt angle as shown in Fig. 5.2, we derive the analytical expres-

sions separately considering three distinct cases: i) case 1 and case 2; ii) case 3 and case 4; and

iii) case 5.

5.2.1 Case 1& 2 (h1 > h 3)

In case 1 (Fig. 5.2a) and 2 (Fig. 5.2b), the green and red beams covers cell-edge drones

(dx = d1
2 ) for all heights fromh1 to h2. In these cases, the beam served region with or without

interference starts from the UAV at the center
�

dx = d1
2 ; � 1 = tan � 1

�
2hx
d1

��
and ends to the

UAV at the left main beam edge (� 1 = � + � ) for all heights. We assume that the threshold

level of SINR (� ) is designed to a moderate level, so that UAVs in the interference region are

satis�ed with SINR criteria. The probability that a UAV is located at the beam served region

can be expressed as

Prin =
Z h2

h1

Z � + �

tan � 1
�

2h x
d1

� f � 1 (� 1jhx)f hx (hx)@�1@hx

=
� (h1 + h2)

d1
cot(� + � ) + 1 : (5.16)

Then, SINR outage probability can be written as

Prout = 1 � Prin =
(h1 + h2)

d1
cot(� + � ): (5.17)
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We can also obtain the �rst-order partial derivative with respect to� as follows

@Prout (� )
@�

=
� (h1 + h2)

d1
csc2(� + � ): (5.18)

5.2.2 Case 3& 4 (h1 < h 3 < h 2)

In case 3 and 4, the elevation angle range of the beam served region can be divided into two

parts; fromh1 to h3 and fromh3 to h2. The SINR outage probability can be expressed as

Prout = 1 �
Z h3

h1

Z � + �

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

�
Z h2

h3

Z � + �

tan � 1
�

2h x
d1

� f � 1 (� 1jhx)f hx (hx)@�1@hx

= 1 +
(h1 + h2)

d1
cot(� + � )

�
d2

1
4 tan2(� ) � h2

1

d1(h2 � h1)
cot(� ) �

h2 � d1
2 tan(� )

h2 � h1
: (5.19)

We can also obtain the �rst-order partial derivative with respect to� as follows

@Prout (� )
@�

= �
(h1 + h2)

d1
csc2(� + � )

+
d1

4(h2 � h1)
sec2(� ) �

(h1)2

d1(h2 � h1)
csc2(� ) : (5.20)

5.2.3 Case 5(h3 > h 2)

In case 5, the elevation angle range of the beam served area is from� to � + � for all heights.

The SINR outage probability can be written as

Prout = 1 �
Z h2

h1

Z � + �

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

= 1 +
(h1 + h2)

d1
(cot(� + � ) � cot(� )) : (5.21)
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The �rst-order partial derivative is given by

@Prout (� )
@�

= �
(h1 + h2)

d1

�
csc2(� + � ) � csc2(� )

�
: (5.22)

Now that we obtain the SINR outage probability (Prout ) and the �rst-order partial deriva-

tive, we can �nd the optimal uptilt angle (� ) by using an optimization method like gradient

descent if the function is convex.

5.3 Average SINR Analysis

In this section, we calculate the average SINR of UAVs in the drone corridor. We separately

derive the expressions depending on the cases in Fig. 5.2 as the uptilt angle increases. From

(5.10), the de�nition of the average SINR of drones in the whole drone corridor area is given

by

SINRavg = E [SINR] (5.23)

=
Z h2

h1

Z �
2

tan � 1
�

2h x
d1

�

�
kg1(� 1)=(R1)2

kg2(� 2)=(R2)2 + N0

�

� f � 1 (� 1jhx)f hx (hx)@�1@hx: (5.24)

5.3.1 Case 1(h1 > h 3 & h1 > h 4)

The whole beam served area is 'interference region' in case 1. The average SINR can be written

as

SINRavg

=
Z h2

h1

Z � + �

tan � 1
�

2h x
d1

�

�
(R2)2

(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

=
Z h2

h1

�
2d1

hx(h2 � h1)

� �
� + � � tan� 1

�
2hx

d1

��
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�
�

4
h2 � h1

�

�
�

log (sin(� + � )) � log
�

sin
�

tan� 1

�
2hx

d1

����

�
�

2hx

d1(h2 � h1)

� �
cot(� + � ) �

d1

2hx

�
@hx: (5.25)

Note that we assume the interference dominant condition so that we neglect the noise term.

We neglect the `beam outage region' where� 1 is from � + � to �
2 in the calculation, since

SINR� 0.

5.3.2 Case 2(h3 < h 1 < h 4)

From case 2 to case 5, we only consider `beam served region without interference' (green

region) since the average SINR is dominant by that region. Then, the average SINR can be

expressed as

SINRavg =
Z h4

h1

Z � + �




�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

=
Z h4

h1

�
2kG

d1N0(h2 � h1)hx

�

�
�

� + � � cot� 1

�
d1

hx
� cot(� )

��
@hx; (5.26)

where
 = cot � 1
�

d1
hx

� cot(� )
�

indicates the elevation angle at the right end point of green

region. The relation between� 1 and� 2 is written from (5.3) as follow:

cot(� 2) =
d1

hx
� cot(� 1): (5.27)

Then, we can derive
 by plugging in� 1 = 
 , � 2 = � and arrange the equation with respect to


 .
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5.3.3 Case 3(h1 < h 3 < h 2 & h2 > h 4)

The elevation angle range that we are concerned is different fromh1 to h3 and fromh3 to h4.

Then, the average SINR can be written as

SINRavg =
Z h3

h1

Z � + �

�

�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

+
Z h4

h3

Z � + �




�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

=
Z h3

h1

�
2kG�

d1N0(h2 � h1)hx

�
@hx +

Z h4

h3

�
2kG

d1N0(h2 � h1)hx

�

�
�

� + � � cot� 1

�
d1

hx
� cot(� )

��
@hx: (5.28)

5.3.4 Case 4(h1 < h 3 < h 2 & h2 < h 4)

The average SINR can be written as

SINRavg =
Z h3

h1

Z � + �

�

�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

+
Z h2

h3

Z � + �




�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

=
Z h3

h1

�
2kG�

d1N0(h2 � h1)hx

�
@hx +

Z h2

h3

�
2kG

d1N0(h2 � h1)hx

�

�
� + � � cot� 1

�
d1

hx
� cot(� )

��
@hx: (5.29)

5.3.5 Case 5(h3 > h 2)

The average SINR can be written as

SINRavg =
Z h2

h1

Z � + �

�

�
kG

N0(R1)2

�
f � 1 (� 1jhx)f hx (hx)@�1@hx

=
Z h2

h1

�
2kG�

d1N0(h2 � h1)hx

�
@hx: (5.30)
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Figure 5.4: The illustration of the drone corrior served by the downtilted antenna.

5.3.6 Antenna Downtilt Scenario

To compare with our uptilt angle analysis, we can consider the antenna downtilt scenario to

serve the drone corridor as shown in Fig. 5.4. In this scenario, the drone corridor can be served

only by the signal from the ground re�ection without the direct LoS path due to the downtilted

directional beam. In the downtilt, the SINR expression in (5.10) is modi�ed as

SINR=
kg1(� 0

1)�( � 0
1)2=(R0

1)2

kg2(� 0
2)�( � 0

2)2=(R0
2)2 + N0

; (5.31)

where� 0
1, � 0

2 denote the incident angle of the ground re�ection,R0
1, R0

2 indicates the travel

distance of the ground re�ection path, and�( � 0
1), �( � 0

2) are the re�ection coef�cients [71]. If

we assume that the height of the BS can be neglected since the height of the drone corridor is

relatively large, and the ground re�ection follows Snell's Law (the incident angle equals the

re�ection angle), we can obtain

� 0
1 = � 1; � 0

2 = � 2; R0
1 = R1; R0

2 = R2: (5.32)

Furthermore, when we consider the vertical polarization, the�( � 0) can be expressed as

�( � 0) =
� 0 sin� 0 �

p
� 0 � cos2 � 0

� 0 sin� 0+
p

� 0 � cos2 � 0
; (5.33)

where� 0 is the relative permittivity of the ground and we adopt the average ground type in [131,

Chapter 2.1.2] for calculating� 0. We can use the rectangular beampattern for the downtilt angle

by replacing� with � 0 in (5.5), (5.6) and indicating� as the downtilt angle.
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Table 5.1: Simulation settings for drone corridor coverage analysis.

Parameter Value

Transmit power (PTx ) 30dBm
Horizontal distance between BSs (d1) 1000m
Minimum drone corridor height (h1) 100m
Maximum drone corridor height (h2) [200, 300, 400, 500] m
Threshold level of SINR (� ) � 3 dB
Maximum antenna gain (G) 297:6/� dB [132]
Carrier frequency 2 GHz
Bandwidth (BW) 20MHz
Thermal noise (TN) � 174dBm/Hz
Noise �gure (NF) 9 dB

5.4 Numerical Results

In this section, we present simulation results to verify above analysis and evaluate the per-

formance depending on the uptilt angle. The key parameters are listed in Table I. In gen-

eral, the maximum antenna gain (G) is inversely proportional to the beamwidth (� ). In other

words, as the beam becomes sharper, the maximum beam gain is higher. We adopt the re-

sult in [132, Table II] to calculate the antenna gain. Noise power is calculated byN0 =

(TN) + 10 log10(BW) + ( NF) [dBm].

First, Fig. 5.5 shows the dependency of the �ve different coverage cases studied in Sec-

tion 5.1 on the uptilt angle (� ), the lower drone corridor height (h1), and sector width (� ). It is

observed that the portion of case 1 and 2 each becomes larger ash1 increases, while the portion

of case 3 and 4 becomes smaller. Case 5, on the other hand, does not depend onh1. The rest

of this section will use the speci�c expressions derived for each case for a given set of drone

corridor parameters� , h1, h2, and� .

Fig. 5.6 shows the SINR outage probability with respect to the uptilt angle. We use (5.15) to

obtain Monte Carlo results and use (5.17), (5.19), (5.21) to get analytical results. We also adopt

a realistic cosine beampattern in (5.7) and G2A path loss model in (5.14) as well as free-space

(FL) path loss model in Monte Carlo results. Note that as the number of antenna elements

N t increases, the beam becomes sharper and the beam gain is larger. It is observed that the

SINR outage probability is a convex function with respect to� , and one can easily obtain the

global minimum based on our analytical framework by the �rst-order partial derivative. The

optimal point that minimizes the outage probability is different depending on beamwidth (� )
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(a)h2 = 300 m, � = 30 � .

(b) h2 = 300 m, � = 50 � .

Figure 5.5: Dependency of �ve different coverage cases in Fig. 5.2 as a function of different
corridor parameters.

and the maximum drone corridor height (h2). We also observe that the performance with the

optimal uptilt angle (� ) improves as the beamwidth increases and the maximum drone corridor

height decreases, which provide useful design insights while deploying wireless infrastructure

to serve drone corridors.

In Fig. 5.7, the average SINR increases as the uptilt angle grows and converges to the
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(a) SINR outage probability withh2 = 300 m.

(b) SINR outage probability with� = 50 � .

Figure 5.6: SINR outage probability depending on the uptilt angle (� ).

maximum value. The Monte Carlo results are obtained by (5.23) and the analytical results are

obtained by (5.25)-(5.30). Intuitively, the best average SINR is achieved as Case 5 emerges,

where the whole beamwidth (from� 1 = � to � 1 = � + � ) is inside of the drone corridor

without interference for all heights fromh1 to h2. Note however that this results in a higher

outage probability, as studied in Fig. 5.6. In the cosine beampattern case, as the number of
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(a) Average SINR withh2 = 300 m.

(b) Average SINR with� = 50 � .

Figure 5.7: Average of SINR depending on the angle� .

antenna elementsN t increases, the average SINR is maximized at the lower uptilt angle� .

When we apply G2A path loss model instead of FS path loss model, average SINR grows

smoother as the uptilt angle increases. In downtilt scenario where the drone is served by the

ground re�ections, the angle� indicates the downtilt angle instead of the uptilt angle. As we

expect, the maximum average SINR in the uptilt scenario is higher than that in the downtilt
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scenario. It is observed that the maximum average SINR increases as beamwidth (� ) and the

maximum height of the drone corridor (h2) decreases. In Fig. 5.7b, when we consider the

second (3 BSs) and the third (4 BSs) neighboring BSs, the additional interference signals do

not seriously degrade the average SINR, especially when the uptilt angle� is greater than 10

degrees.

98



Chapter 6

Coverage Probability Analysis of Passive

Re�ectors in Indoor Environments

6.1 System Model

6.1.1 Indoor Environment Assumptions

We consider a 2D indoor open-door scenario as shown in Fig. 6.1, where the Tx is outside

the room, and the users being served inside the room. We assume that the directional antenna

properly steers the transmitted signal to the re�ector and that transmitted beam fully covers

the whole area of the re�ector. The directional antenna setup can be either based on a mul-

tiple antenna array with beamforming capability or a horn antenna. The LoS signal between

the Tx/Rx is blocked/obstructed by the wall, and the NLoS link is formed through the passive

re�ector installed on another wall. An example of the indoor design studied in this paper is

shown in Fig. 6.1. The length and the position of the walls are given byR, x2, andy1, respec-

tively. The Tx position is described byx1, the length of the open-door isy2, and the location

of the re�ector is indicated bylr . The thickness of the walls is neglected. The distance between

Tx-re�ector and the re�ector-user in the room is given byr1 andr2, respectively. The size of

the re�ector isa � b, a being the height and the width of the re�ector to the y-axis isb. The

angle of incidence and the angle of re�ection to the target user are denoted by� i and� r , respec-

The work in this chapter has been published in [99]
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Figure 6.1: Considered indoor coverage scenario with a passive re�ector.

tively. The angles from the re�ector to the two edges of the open-door are given by� 1 and� 2.

The re�ection visible area (visibility area through the re�ector) is colored green. The distance

from the edge of the re�ection visible area to the bounded wall is given byx3. We assume

that the users in the room are uniformly distributed, which can be expressed asxd � U(0; x2),

yd � U(0; R � y1). By the described indoor geometry, we can obtainx3 = R� lr
tan � 2

� R+ x2 and

the following expressions:

r1 = ( R � x1) sec(� i); r2 = ( R � x2 + xd) sec(� r); (6.1)

� i = tan � 1

�
lr

R� x1

�
; � r = tan � 1

�
y1 + yd � lr
R� x2 + xd

�
; (6.2)

� 1 = tan � 1

�
y1 � lr
R� x2

�
; � 2 = tan � 1

�
y1 + y2 � lr

R� x2

�
; (6.3)
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Figure 6.2: Comparison of the scattering pattern when specular angle (� i) = 30� .

6.1.2 Probability Density Function of� r

The probability density function (PDF) of the� r givenxd can be calculated by the PDF trans-

form fromyd to � r as:

f � r (� r jxd) = f yd

�
g� 1(� r)

�
�
�
�
�
@yd
@�r

�
�
�
�

(a)
=

1
R � y1

�
�
�
�
@yd
@�r

�
�
�
� (6.4)

=
(R � x2 + xd) sec2 � r

R� y1
; (6.5)

�
tan� 1

�
y1 � lr

R� x2 + xd

�
< � r < tan� 1

�
R � lr

R� x2 + xd

��
;

where� r = g(yd) in (6.2) is a monotonic function, and (a) comes from the PDF of the uniform

distribution of theyd.

6.1.3 Signal-to-Noise-Ratio (SNR) and Scattering Pattern

We adopt the model in [80] for the far-�eld received power from the metallic re�ector, which

we consider to be applicable for the passive transparent re�ector. By the far-�eld assumption,

which means that the distance between the Tx and the re�ector is suf�ciently long relative to the
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re�ector's size (a � b), we can represent the propagation of the incident wave by the direction

from the Tx to the center of the re�ector [81]. When the scattered wave is not blocked by the

wall, the SNR is:

Gt PTxa2b2

(4� )2r 2
1r 2

2N0
cos2(� i)

 
sin

�
�b
� (sin(� r) � sin(� i))

�

�b
� (sin(� r) � sin(� i))

! 2

| {z }
W

; (6.6)

whereGt , PTx , N0, and� denote Tx antenna gain, transmit power, the noise power, and the

wavelength, respectively. The last(�)2 term (W) represents scattering pattern that attenuates as

the difference between� r and� i gets larger, which is maximized at the specular re�ection (� r =

� i). The SNR expression in (6.6) neglects the effect of small-scale fading, since we assume that

the multipath from walls except the re�ector can be neglected in mmWave frequency. Note that

this scattered wave pattern behaves in a similar manner to the beampattern. The sinc scattering

pattern can be approximated as a cosine pattern [130] as follows:

W �

8
><

>:

cos2
�

�b
2�

cos(� i)( � r � � i)
�

; j� r � � i j < �
bcos(� i )

0; otherwise.
(6.7)

Fig. 6.2 shows the comparison of the exact sinc pattern and the approximated cosine pattern.

The cosine approximation accurately characterizes the main lobe pattern while neglecting the

side lobes. We approximate the scattering pattern to obtain the range of the re�ection angle

within the main lobe.

The range of the re�ection angle� r within the main beam of scattering pattern can be

derived from (6.7) as follows:

� � <
�b
2�

cos(� i)( � r � � i) < � !
� 2� �

�b cos(� i)
+ � i < � r

<
2� �

�b cos(� i)
+ � i ! � 3 < � r < � 4; (6.8)

where � = cos� 1( bref
2b ) considering 6-dB beamwidth withb = bref . Note that by using a

beamwitdh that is dependent on the size of the re�ectorb, we can compensate the SNR change

depending onb2 term in (6.6). From (6.8) and Fig. 6.2, it is observed that the beamwidth is

inversely proportional to the width of the re�ectorb.
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(a) Case A1 (0 < � 1 < � a) (b) Case A2 (� 1 < 0 & � 2 > � b ) (c) Case A3 (� c < � 2 < � b )

Figure 6.3: Change of the re�ection visible area aslr increases.

6.2 Re�ection Visibility Probability Analysis

In this section, we derive closed-form equations of probabilities that users in the room are

located in the re�ection visible area depending on the location of the passive re�ector. The

users in the area are in the LoS of the passive re�ector. Note that since the magnitude of

the scattered wave in this area varies depending on the scattering pattern, the re�ected signal

cannot cover all users in the re�ection visible area with suf�cient signal strength. Based on

the relative visible area that changes withlr , we identify three distinct cases that should be

studied individually as shown in Fig. 6.3. The right part of the �gure (after the wall on where

the re�ector is installed) shows the �ip image after re�ection to intuitively illustrate the signal's

travel path. Therefore, the signal looks like passing through the wall after re�ection. Although

there are two additional cases whenlr is small and large, we only consider three cases in the

analysis where the re�ection visible area is larger than the other two cases.
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6.2.1 Case A1 (0 < � 1 < � a)

The re�ection visible area reaches the segment of the right wall and the top wall of the room

in case A1. We can express the re�ection visibility (r.v.) probability in case A1 as follows:

Prr:v: =
Z x3

0

Z � 2

� 1

f � r (� r jxd)f xd (xd)@�r@xd

+
Z x2

x3

Z tan � 1
�

R� lr
R� x 2+ x d

�

� 1

f � r (� r jxd)f xd (xd)@�r@xd

=

�
x3(R � x2) + (x3 )2

2

�
(tan � 2 � tan � 1)

(R � y1)x2

+
(x2 � x3)

�
R � lr � tan � 1(R � x2 � x3

2 )
�

(R � y1)x2
; (6.9)

wheref xd (xd) = 1
x2

by the uniform distribution. We de�ne the angle from the bottom left edge

to the top right edge� a = tan � 1
�

R� y1
x2

�
to calculate the angle interval of the case A1.

6.2.2 Case A2 (� 1 < 0 & � 2 > � b)

In case A2, the re�ection visible area covers the entire bottom and the right walls and the

segment of the top wall. The re�ection visibility probability in case A2 is given by

Prr:v: =
Z x3

0

Z � 2

tan � 1
�

y1 � lr
R� x 2+ x d

� f � r (� r jxd)f xd (xd)@�r@xd

+
Z x2

x3

Z tan � 1
�

R� l r
R� x 2+ x d

�

tan � 1
�

y1 � l r
R� x 2+ x d

� f � r (� r jxd)f xd (xd)@�r@xd (6.10)

=

�
x3(R � x2) + (x3 )2

2

�
tan � 2 � x3(y1 � lr)

(R � y1)x2
+

x2 � x3

x2
:

We calculate the angle from the top edge of the open-door to the top right edge� b = tan � 1
�

R� y1 � y2
x2

�

to obtain the feasible angle range of the case A2.
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6.2.3 Case A3 (� c < � 2 < � b)

In case A3, the scattered wave reaches the entire bottom and the segment of the right walls.

The re�ection visibility probability in case A3 can be derived as

Prr:v: =
Z x2

0

Z � 2

tan � 1
�

y1 � lr
R� x 2+ x d

� f � r (� r jxd)f xd (xd)@�r@xd

=
(R � x2

2 ) tan � 2 � (y1 � lr)
R � y1

: (6.11)

We de�ne the angle from the top edge of the open-door to the bottom right corner of the room

as� c = tan � 1
�

� y2
x2

�
, which is used to calculate the angle interval of the case A3.

6.3 Coverage Probability Analysis

In this section, we obtain closed-form equations of the coverage probability within the room.

The coverage area can be de�ned asL i.c. = f ` m jSNR(` m ) > SNR0; 8m 2 [M ]g where

` 1; : : : ; ` M are the coordinates of spatial locations inside of the room. We rede�ne a user to

be covered if the user is located in the visibility region from the re�ector and in conjunction,

the scattered signal strength is suf�ciently high. Thus, the coverage area can be de�ned by the

overlapping area between the re�ection visible area and the main beam of the scattered wave.

Note that we de�ne the threshold of the signal strength in the coverage as the signal strength at

the edge of the 6-dB beamwidth with the size of re�ectorbref in (6.8). We specify four cases that

can capture the relative change of the coverage area as shown in Fig. 6.4. In those illustrations,

we only show the �ip image of indoor after re�ection, red area indicates the coverage area,

while the green + red area represents the re�ection visible area. Iflr is too small or too large,

the specular re�ection and most of the scattered signal strength are blocked by the wall, and

the re�ector visible area and the main beam of the scattered wave are not overlapped. Thus, the

coverage probability becomes zero. We neglect those cases in the analysis.
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6.3.1 Case B1 (� 3 < � 1 & � 4 < � d)

In case B1, the coverage area contains the segment of the right wall in the room. The indoor

coverage (i.c.) probability can be derived as

Pri:c: =
Z x2

0

Z � 4

� 1

f � r (� r jxd)f xd (xd)@�r@xd;

=
(R � x2

2 ) (tan � 4 � tan � 1)
R � y1

: (6.12)

We de�ne the angle from the re�ector to top right edge� d = tan � 1
�

R� lr
R

�
to calculate the angle

interval of case B1.

6.3.2 Case B2 (� 3 < � 1 & � 4 > � d)

In case B2, the main beam of the scattered wave reaches the right wall that the re�ection visible

area covers and the segment of the top wall, and the i.c. probability is given by:

Pri:c: =
Z x4

0

Z � 4

� 1

f � r (� r jxd)f xd (xd)@�r@xd

+
Z x2

x4

Z tan � 1
�

R� lr
R� x 2+ x d

�

� 1

f � r (� r jxd)f xd (xd)@�r@xd

=

�
x4(R � x2) + (x4 )2

2

�
(tan � 4 � tan � 1)

(R � y1)x2

+
(x2 � x4)

�
R � lr � tan � 1

�
R � x2 + x2+ x4

2

��

(R � y1)x2
; (6.13)

wherex4 = R� lr
tan � 4

� R+ x2.
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6.3.3 Case B3 (� 3 > � 1 & � 4 < � 2)

The main beam of the scattered wave is inside the re�ection visible area, and the indoor cover-

age probability is given by:

Pri:c: =
Z x4

0

Z � 4

� 3

f � r (� r jxd)f xd (xd)@�r@xd

+
Z x2

x4

Z tan � 1
�

R� lr
R� x 2+ x d

�

� 3

f � r (� r jxd)f xd (xd)@�r@xd;

=

�
x4(R � x2) + (x4 )2

2

�
(tan � 4 � tan � 3)

(R � y1)x2

+
(x2 � x4)

�
R � lr � tan � 3

�
R � x2 + x2+ x4

2

��

(R � y1)x2
: (6.14)

6.3.4 Case B4 (� 1 < � 3 < � 2 & � 4 > � 2)

The coverage area contains the top wall of the re�ector visible area and the part of the right

wall. The indoor coverage probability in case B4 can be derived as follows:

Pri:c: =
Z x3

0

Z � 2

� 3

f � r (� r jxd)f xd (xd)@�r@xd

+
Z x2

x3

Z tan � 1
�

R� lr
R� x 2+ x d

�

� 3

f � r (� r jxd)f xd (xd)@�r@xd

=

�
x3(R � x2) + (x3 )2

2

�
(tan � 2 � tan � 3)

(R � y1)x2

+
(x2 � x3)

�
R � lr � tan � 3

�
R � x2 + x2+ x3

2

��

(R � y1)x2
: (6.15)

Note that the beamwidth and the angle range of the main lobe of the scattered wave[� 3, � 4]

depend on the size of the re�ectorb by (6.8). Moreover, ifb gets larger to make the main

beam sharper, the visibility region contains a small portion of the coverage area and the cover-

age probability becomes weekly dependent on the re�ection visibility probability. In general,

a single re�ector can only cover a single room due to the directivity of the scattered wave.

Therefore, the problem of placing a single re�ector to cover a single room can be extended to

placing multiple re�ectors to serve multiple rooms by interpreting it as multiplesingle-re�ector

single-roomproblems.
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(a) Case B1 (� 3 < � 1 & � 4 < � d ) (b) Case B2 (� 3 < � 1 & � 4 > � d )

(c) Case B3 (� 3 > � 1 & � 4 < � 2) (d) Case B4 (� 1 < � 3 < � 2 & � 4 > � 2)

Figure 6.4: Change of the coverage area as we bring the re�ector up high.

6.4 Simulation Results

In this section, we present simulation results to evaluate the performance and verify the analy-

sis. We consider an indoor environment as in Fig. 6.1 with(x2; y1; y2; R) = (6 ; 5; 2:5; 10)

m, and place the Tx atx1 = 3 m. Although we �x the indoor design and Tx location in simu-

lations, our approach is broadly applicable to different con�gurations. For the size of re�ector

(a � b), a is set0:1 m while b is varied. We consider 6-dB beamwidth scattering pattern at the

re�ector sizebref = 0:05 m, 28 GHz carrier frequency, 100 MHz bandwidth (BW) transmis-

sion with30dBm transmit power (PTx ), and 17 dBi Tx antenna gain (Gt ). Noise power (N0) is
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Figure 6.5: Re�ection visibility and indoor coverage probability versusbandl r .

calculated by(TN) + 10 log10(BW) + ( NF) [dBm] where thermal noise (TN) and noise �gure

(NF) are� 174dBm/Hz,9 dB respectively.

In Fig. 6.5, we show the re�ection visibility probability and the indoor coverage probability

depending on the width and the location of the re�ector. The analytical results from the case

studies follow clearly the Monte Carlo results. We indicate the starting points of each case

in Fig. 6.3 and Fig. 6.4 by the markers on the curves. We also mark the intuitive placement

when the re�ector is located such that the re�ection from the specular angle passes through the

center of the open-door as shown in Fig. 6.6b. By the intuitive placement of re�ector, we can

maximize neither the re�ection visibility probability nor the indoor coverage probability. In

addition, we observe that the re�ection visibility probability is maximized at the starting point

of case A2, which is illustrated in Fig. 6.6d. The indoor coverage probability is maximized

at case B2, but the maximized locations in the range of case B2 are varied depending onb.

Moreover, the coverage probability is the largest at the re�ector sizeb = 0:05 m, while the

probability becomes lower asbincreases or decreases. This is due to the fact that when the size

of re�ector increases, the beamwidth of the scattered wave becomes narrow and the coverage

area is reduced. On the other hand, when the re�ector size is too small, the signal strength of

the scattered wave in the main beam is lower than coverage SNR threshold.

Fig. 6.6 shows the change of the re�ection visible area (green + red) and the coverage
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(a) Starting point of case B3 (b) Intuitive placement

(c) Starting point of case B4 (d) Starting point of case A2

Figure 6.6: Change of the re�ection visible area and the coverage depending on the location
of the re�ector whenb= 0:05m.

area (red) depending on the location of the re�ector whenb = 0:05 m. The green straight

line indicates the angle line of the incident and specular re�ection (� i ; � r), the red straight lines

shows the re�ection visibility angle lines (� 1; � 2), and the blue straight lines represent the angle

lines of the main beam of the scattered wave (� 3; � 4). The heat-maps of SNR with different

widths and locations of the re�ector are shown in Fig. 6.7. Whenb = 0:02 m, the SNR is

mostly low within the visibility area and the coverage area becomes zero, while as the re�ector

size increases from0:05 m to 0:1 m, the coverage area becomes narrower but the SNR in the

coverage area becomes higher. Fig. 6.8 shows the CDF of the SNR for different re�ector sizes.
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(a)b = 0 :02m, lr = 4 m. (b) b = 0 :02m, lr = 5 m. (c) b = 0 :05m, lr = 4 m.

(d) b = 0 :05m, lr = 5 m. (e)b = 0 :1 m, lr = 4 m. (f) b = 0 :1 m, lr = 5 m.

Figure 6.7: The SNR heat-map with different re�ector width/locations.

The probability that SNR is greater than threshold SNR is the highest forb = 0:05 m, when

the threshold is between about -13.5 dB and -6 dB. Note that the CDF curve inb= 0:02below

around 0.28 does not appear due to the blockage area.
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Figure 6.8: The CDF of the SNR depending on the re�ector size.
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Chapter 7

3-D Space Signal Leakage Sensing for

Radio Dynamic Zones Using Aerial

Spectrum Sensors

7.1 System Model

In this section, we will provide models for an RDZ spectrum sensing. A scenario that an aerial

spectrum sensor �ies across the area and collects received signals from a base station (BS) is

considered. Radio propagation, correlation models, and an antenna radiation pattern are mod-

eled.

7.1.1 3-D Spectrum Sensing Using an Aerial Mobile Sensor Node in Ra-

dio Dynamic Zones

RDZs require to protect incumbent users outside of the zones by controling and managing

interference signals from the inside of the zone. The incumbent users can be not only smart

devices and aerial vehicles but also sensitive scienti�c passive receivers such as satellites and

receivers in the radio quiet zones (RQZs) [133]. The concept of the RDZs is illustrated in

Fig. 7.1. The real-time spectrum sensing within the boundary of the RDZs is conducted by

deployed �xed / mobile ground and aerial sensor nodes, which is an essential technique to

manage dynamic spectrum usage.

Our works in this paper mainly focuses on the study of real-time signal sensing on the
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Figure 7.1: Illustration of an RDZ with aerial and ground sensors and users.

volume of space to monitor the signal leakage of RDZ. UAVs as mobile aerial nodes collect

signal power following the prede�ned trajectories. After that, the RDZ system generates the

radio map of signal power surrounding the RDZ space by interpolating the collected dataset

from the aerial nodes. A system model of collecting the signal transmitted from a single BS at

the aerial node is described in Fig. 7.2. The UAV sweeps across the RDZ space following the

multi-altitude trajectory.

7.1.2 Radio Propagation Model

The location of a BS and a UAV can be represented by

lbs = (  bs; ! bs; hbs); luav(t) = (  uav ; ! uav ; huav); (7.1)

where , ! , andh denote the latitude, longitude, and altitude of the location. Note that although

the location can be generally represented byx, y, z3D Cartesian coordinates, we express it

by latitude, longitude, and altitude to use the information given by GPS sensors. The time-

varying location of a UAV indicates byluav(t). The horizontal distance and the vertical distance
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Figure 7.2: Illustration of signal sensing by an aerial mobile sensor node.

Figure 7.3: The illustration of the two-ray ground re�ection model.

between a BS and a UAV can be expressed as [134]

dh(lbs; luav) = arccos
�
sin uav sin bs + cos uav cos bs cos(! bs � ! uav)

�
� A; (7.2)

dv(lbs; luav) = jhbs � huav j; (7.3)

whereA is the radius of the earth (� 6378137m). Then, the 3D distance between a BS and a

UAV is given by

d3D(lbs; luav) =
p

dh(lbs; luav)2 + dv(lbs; luav)2: (7.4)
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Next, the elevation angle between a BS and a UAV can be expressed as

� l = tan � 1

�
dv

dh

�
: (7.5)

As a �rst order approximation to develop a propagation model, and considering the rural

environment where we collect the measurements, we use the two-ray ground re�ection model

for the path loss between a BS and a UAV where a line-of-sight (LoS) path and a strong ground

re�ection path are captured in the received signal. The path loss modeled by the two-ray ground

re�ection can be written as [131, Chapter 2]

PLtwm =
�

�
4�

� 2

�

�
�
�
�
�

p
Gbs(� l )Guav(� l )

d3D
+

�( � r )
p

Gbs(� r )Guav(� r )e� j � �

r1 + r2

�
�
�
�
�

2

; (7.6)

whereGbs(� ), Guav(� ), � denote the antenna gain of a BS and a UAV and wave-length,� r =

tan� 1
�

hbs + huav

dh

�
represents ground re�ection angle, and� � = 2� (r 1+ r 2 � d3D )

� indicates the

phase difference between two paths. The distance and the angle parameters in the two-ray

ground re�ection model are illustrated in Fig. 7.3. The ground re�ection coef�cient with the

vertically polarized signal is given by

�( � r ) =
"0 sin� r �

p
"0 � cos2 � r

"0 sin� r +
p

"0 � cos2 � r
; (7.7)

where"0 is the relative permittivity of the ground and the value depends on the type of the

ground. The �rst term inj�j 2 of (7.6) indicates the LoS signal and the second term expresses the

ground re�ected signal. Two components are received and combined with a phase difference.

If we only consider the �rst LoS term in the path loss, we can obtain the free-space path loss

model, given as

PLfs =
�

�
4�

� 2
�
�
�
�
�

p
Gbs(� l )Guav(� l )

d3D

�
�
�
�
�

2

: (7.8)

Then, the received signal power of a UAV in dB scale can be expressed as

r = PTx � PLtwm + w; (7.9)

wherePTx , w denote transmit power and shadowing component. Note that the path loss term in
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(7.9) is converted to dB scale. The shadowing generally follows the lognormal distribution and

is modeled by a zero-mean Gaussian process with a spatial covariance [85]. The correlation

between received signals with two different locations is generally designed by the function of

the distance. Note that we do not take into account small-scale fading in the received signal

since we assume that the effect is eliminated by averaging the samples within the proper time

interval [87].

7.1.3 Spatial Correlation Model of Received Signal

In this section, we describe the correlation function between the received signals from the

different locations of a UAV. Since we know that the spatial correlation only depends on the

shadowing component in the received signal in (7.9), we can switch the correlation between

received signals (r ) to the correlation between the shadowing component (w) without loss of

generality. It is well-known that the correlation between two different locations is characterized

by the function of a physical distance, and the correlation is exponentially attenuated as the

physical distance becomes far away [87]. However, most of the related works focus on the

terrestrial networks and do not consider the 3-D topology. Therefore, the spatial correlation

between two locations with different vertical locations (height) has not been fully studied.

In our work, we separately model the spatial correlation by the function of the vertical

distance (dv) as well as the horizontal distance (dh). Then, �nd the joint correlation function.

The spatial correlation between two different locations of a UAV, i.e., betweenluav
i andluav

j ,

can be expressed as

R(luav
i ; luav

j ) = R(dv ; dh) =
E

�
w(luav

i )w(luav
j )

�

� 2
w

; (7.10)

where� 2
w is the variance of shadowing. Once again, the proposed correlation is the function of

both the vertical distance and the horizontal distance.

7.1.4 Antenna Radiation Pattern Model

The antenna gain effect of a transmitter and a receiver in the received signal is captured in

the path loss model in (7.6),Gbs(� ), Guav(� ). In typical terrestrial communications, the antenna

gain is simply modeled by a constant gain. This is due to the fact that a dipole antenna is usually

characterized as an omni-directional antenna radiation pattern in the azimuth angle domain, or
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sectored directional antennas make the antenna pattern uniform in the azimuth angle domain.

However, air-to-ground communications require considering the variation of the antenna gain

in the elevation angle domain. The antenna pattern in the elevation angle domain is not uniform

and therefore we should consider the elevation angle-dependent antenna radiation pattern in

modeling the antenna gain.

7.2 Radio Map Interpolation using Kriging

In this section, we present an ef�cient radio map interpolation using Kriging, which operates on

the measurement data from sparsely deployed spectrum sensors in an RDZ. We �rst introduce

how to calculate a semi-variogram, and subsequently, introduce our Kriging based interpolation

approach for 3D RDZ scenarios.

7.2.1 Semi-variogram

In geostatistics, the semi-variogram represents the degree of spatial dependency on different

locations which is utilized in Kriging interpolation. The semi-variogram between a UAV's

locationsluav
i , luav

j is de�ned as


 (luav
i ; luav

j ) =
1
2

var
�
r (luav

i ) � r (luav
j )

�
: (7.11)

If the covariance function of a stationary process exists, we can obtain the semi-variogram from

the spatial correlation in (7.10) as follows for our considered 3D RDZ scenario [135]:


 (luav
i ; luav

j ) =
� 2

w

2

�
R(luav

i ; luav
i ) + R(luav

j ; luav
j ) � 2R(luav

i ; luav
j )

�

= � 2
w

�
1 � R(luav

i ; luav
j )

�
= � 2

w (1 � R(dv ; dh)) : (7.12)

We assume that the variance of the shadowing (� 2
w) is constant at given locations while deriving

(7.12).

7.2.2 Kriging Interpolation

The ordinary Kriging is the optimal prediction method where the error of the spatial prediction

of an unknown location is minimized. The ordinary Kriging solution optimally interpolates the
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signal strength of the arbitrary locations by using the linear combination of the signal strength

of the nearby locations. The ordinary Kriging problem can be formulated as follow [90]:

min
� 1 ;:::;� M

E
�
(r̂ (luav

0 ) � r (luav
0 ))2�

; (7.13)

s.t. r̂ (luav
0 ) =

MX

i =1

� i r (luav
i ); (7.14)

MX

i =1

� i = 1; (7.14a)

whereluav
0 is a location to predict (unknown location) andM indicates the number of nearby

measured samples to use.

The above problem can be solved by following steps [90]. First, we convert the original

problem to an equivalent Lagrange expression:

min
� 1 ;:::;� M

E

2

4

 

r (luav
0 ) �

MX

i =1

� i r (luav
i )

! 2
3

5 � �

 
MX

i =1

� i � 1

!

; (7.15)

where� denotes the Lagrange multiplier. After a few mathematical steps, the objective function

in (7.15) can be reformulated as

� 2
w + 2

MX

i =1

� i 
 (luav
0 ; luav

i ) �
MX

i =1

MX

j =1

� i � j 
 (luav
i ; luav

j ) � �

 
MX

i =1

� i � 1

!

: (7.16)

Finally, we can �nd the optimal solution that minimizes the objective function by the �rst

derivative of (7.16) with respect to� 1; : : : ; � M , which is given by

MX

j =1

� j 
 (luav
i ; luav

j ) � 
 (luav
0 ; luav

i ) + � 0 = 0: (7.17)
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Figure 7.4: The area where air-to-ground propagation data has been collected in AERPAW.

We can also express (7.17) as a linear matrix equation as:
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: (7.18)

Then, we can obtain optimal� ?
1; : : : ; � ?

M and interpolate the received signal powers of unknown

locationluav
0 by

r̂ (luav
0 ) =

MX

i =1

� ?
i r (luav

i ): (7.19)

7.3 Measurement Campaign Overview

In this section, we describe the detail of the conducted radio propagation measurement, which

is analyzed by the proposed 3D radio map interpolation of signal power.
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(a) BS tower (b) Drone

Figure 7.5: (a) The �xed node tower (30 feet high) that includes the SDR serving as the LTE
eNB and (b) the drone that carries the receiver SDR.

7.3.1 Measurement Setup

The measurement campaign is conducted at the NSF aerial experimentation and research plat-

form for advanced wireless (AERPAW) Lake Wheeler Road Field Labs (LWRFL) site in

Raleigh NC, USA. The experiment site is shown in Fig. 7.4. The experimental area can be

classi�ed as an open rural area where LoS is secured during all the experiment period. In

Fig. 7.5, photos of the BS tower and the drone used in the measurement campaign are shown.

The height of the BS tower is 10 m with a single dipole transmit antenna, and the drone is

equipped with a vertically oriented single dipole receiver antenna and a GPS receiver. The

srsRAN open source SDR software is used to realize an LTE eNB at the tower in Fig. 7.5a that

continuously transmits common reference symbols (CRSs). The drone collects raw I/Q data

samples using the SDR that is attached to it. For the SDR, USRP B205mini from NI is used

at both the tower and the UAV. For post-processing the raw I/Q data, we use Matlab's LTE

toolbox, and we calculate the reference signal received power (RSRP) for each UAV location.

We collect 20 ms segments of data out of every 100 ms, and extract 10 ms out of that 20 ms for

post-processing.Throughout this paper, the received signal and RSRP are used interchangeably.

The major speci�cations of the transmitter and the receiver are listed in Table I.

7.3.2 UAV Trajectory Setup

We conduct the experiments multiple times by changing the altitude (height) of the UAV from

30 m to 110 m at increments of 20 m. In each �ight, the UAV �ies the identical prede�ned
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