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Abstract

This report examines potential stability problems associated with a model
based apporach to TCP-friendly flow control for non-TCP traffic. In specific,
such an approach involves using a TCP-friendly formula that estimates the
throughput of a TCP session with the same end-to-end traffic characteristics as
the non-TCP connection under consideration. The inputs to this formula in-
clude the round trip time, the timeout value, and the packet loss fraction of the
connection. This paper shows that estimating the loss fraction per transmitted
packet highly depends on the current transmission rate of the connection as
well as the actual loss fraction of the path. Thus the estimated loss fraction
can contain errors which result in inaccurate estimation of the corresponding
TCP throughput. This inaccuracy can push the transmission rate of the non-
TCP connection away from the fair share of the bottleneck bandwidth on the
end-to-end path, so that under steady state, the connection ends up receiving
either over-allocation or under-allocation of bandwidth.

1 Introduction

Congestion control is an integral part of any best-effort Internet data transport pro-
tocol. It is widely accepted that the congestion avoidance mechanisms employed in
TCP [1] have been one of the key contributors to the success of the Internet. A
conforming TCP flow is expected to respond to congestion indication (e.g., packet
loss) by drastically reducing its transmission rate and by slowly increasing its rate
during steady state. This congestion control mechanism encourages the fair sharing
of a congested link among multiple competing TCP flows. A data flow is said to be
TCP-friendly if at steady state, it uses no more bandwidth than a conforming TCP

connection running under comparable conditions.



Recently we have seen several efforts to develop a stochastic model of TCP con-
gestion control that gives a simple analytical formula for the throughput of a TCP
sender as a function of packet loss and round trip time (RTT) [2, 7, 3]. These efforts
are propelled by the interests in using the formula for TCP-friendly flow control of a
non-TCP flow such as UDP traffic [6, 8] and reliable multicast [5]. Typically, these
flow control schemes work as follows. A receiver monitors packet loss rates and round
trip delays, and using a TCP friendly formula, it estimates the throughput of a TCP
connection running under the same operating conditions. The estimated throughput
is sent as feedback to the sender. If the feedback throughput is less than or equal to
the current transmission rate of the non-TCP flow, then the sender sets its rate to

the feedback throughput. Otherwise, it increases its rate.

The stochastic model used by Padhye et al. [3] makes the TCP throughput esti-

mation based on the following assumptions:

e When a packet is lost, all subsequent packets in the same RTT round are lost.

e The probability that a packet is lost in an RTT round, given that no previous
packet in the same round is lost is independent of packet loss in earlier rounds.

Call this probability [,..

To measure [, of a TCP flow under observation, Padhye et al.[3] counts the
number of TCP loss indictions (triple duplicate acknowledgements, and timeouts) over
a certain period, and divides the result by the total number of packets transmitted by
TCP over that duration. This is an approximation. Let [,,, be the expected value of
the resulting value. [,,, is used as input to their formula to estimate the throughput

of a TCP connection under observation.

When a non-TCP flow is regulated using the formula, it is not possible to compute
lapp since the flow may use a different window size. Instead, Handley et al. [5] and
Padhye et al.[4] estimate l,; on the non-TCP flow by dividing the number of loss
events by the total number of packets transmitted. Loss events are registered as
follows. The first packet loss is counted as a loss event. Following this, there is a

back-off for the duration of an RTT during which no packet loss is counted. The next



packet loss after this back-off is counted as a loss event, followed by another RTT

back-off, and so forth. Let the expected value of this be [,.

Let B be the total bandwidth shared among n TCP sessions, and one non-TCP
flow running on the same end to end path. The objective of TCP-friendly algorithms
is to ensure that the rate p of the non-TCP flow is maintained at the fair share

given by By, = in steady-state. The known TCP-friendly algorithms achieve

B
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this by a feedback mechanism. Specifically, an estimate of the throughput on each
of the n TCP sessions is fed back to the sender which then uses this to regulate its
transmitting rate . Assuming that the TCP sessions share the residual bandwidth
equally, the steady-state throughput of each TCP session is ?. Ideally, this is the

parameter which must be fed back to the sender. It can be seen that when p > By,
B

—L < Bygir, and when p < Bjgir, % > Bigir-

n

However, as discussed earlier, the TCP throughput estimate is calculated based on
the loss fraction of packets on the non-TCP flow. This obviously means that errors
in estimating the loss fraction could lead to errors in estimating TCP throughput.
In the following sections, we show that this indeed happens, and could even result in
unfair allocation of bandwidth. In particular, we show that:

1. When p > ﬁ (i.e., one packet per RTT), losy < loer. As a result, by substi-

tuting l.s for l,; in any formula which estimates TCP throughput based on
loet, we obtain an erroneous estimate. This results in over-estimation of the

throughput.

2. When p1 < Bjair, lest > lopp- Thus, substituting [, for l,,, in a formula estimat-
ing TCP throughput based on [,,, gives us an erroneous estimate. This results

in over-estimation of the throughput.

3. When p > Byg, we could have ., < l,,, under certain conditions. Thus,
substituting l.s for ly,, in a formula estimating TCP throughput based on [y,

gives us an erroneous estimate and under-estimation of TCP throughput.

4. The formula used to estimate TCP throughput, such as the one provided in [3],

may itself have some inaccuracy.



5. Depending on the starting rate of y, these errors introduced in TCP throughput
estimation push p further away from the fair share, rather than forcing it to
converge to the fair share. Thus, at steady state, the non-TCP flow may end

up receiving either over-allocation or under-allocation of bandwidth.

In Section 2, we briefly outline the TCP-friendly flow control algorithm proposed
in [5], and the formula used in TCP throughput estimation. In Section 3, we describe
the sources of error in TCP throughput estimation, and show how these errors result
in unfair allocation of bandwidth by the flow control algorithm. Section 4 contains

numerical examples which substantiate these findings.

2 Model-based flow control

The first TCP throughput estimation model was proposed by Floyd [2] and Ott et

al.[7]. Their model gives the following formula:

1.22s

- tRTT\/El)

where [ is the loss fraction of the TCP packets, and ¢y is the round trip delay of

B(l) (2.1)

an end-to-end path where TCP runs.

[ is defined as the probability that a packet is lost given that no previous packet in
the same round is lost (we use [, and [ interchangeably). [ is estimated by counting
the number of loss events over a certain period and dividing the result by the number

of packets sent.
Padhye et al. [3] proposed annother model which gives a better approximation
than the earlier one. The model uses the following equation’:

S
- trrr\/ 2 + tomin (1, 3 %bl) I(1+ 32(%)

B(l) (2.2)

where t; is the timeout value.

1This is only an approximation formula. The complete formula can be found in [3]



Let ¢ be the bit rate of transmission of packets over the non-TCP connection. Let
B be the total bandwidth available between the source and a given destination. If
there are n active TCP sessions between the source and the destination, the through-

put of each, in steady state, is given by ?.

A typical model-based flow control works as follows. Using one of the above for-
mulae, and estimated values of [, tzyp, and ty, the receiver of the non-TCP flow
computes a value of B([) which is fed back to its sender. If B(l) < pu, the sender sets
its transmission rate to B(l). Otherwise, it increases its rate by some amount. The
receiver continues to report a new value of B(l), and the sender makes the adjustment
of its rate accordingly. The idea is that if the feedback throughput value is accurate

enough, the transmission rate eventually converges to the fair share of bandwidth

(i.e., n—il)

3 Errorsin TCP Throughput Estimation and their
Impact on Resource Allocation

In this section, we look at the different sources that cause errors in estimating the
equivalent TCP throughput and show that their potential consequence is unfair allo-

cation of resources to the non-TCP flow.

3.1 Error in Loss Fraction Estimation

Let [, be the actual loss fraction, and let [, be the expected value of the estimate
measured on the non-TCP connection. Let [,,, be the expected value of an estimate

measured on one of the TCP connections. Then, we have
THEOREM 1

B—p

logt > lopy I p<
t pp M n

For proof, we compare the packets sent over the non-TCP stream over the measure-

ment period 7', to that sent over a TCP session. Let 7" be equal to N round trip



times. Let W;, i = 1,2, ..., N, be the number of packets sent in the i*" round over the
TCP connection under observation. Therefore, the number of packets sent over the

TCP session is given by S~ , W;. The expected number of loss events is given by :

N W;

Losspop = Z 2(1 —laet)? Mt

i=1j=1
Therefore, we have:

l o ?;1 Z;/szl(]- - lact)jillact
app — N W

i=1

(3.3)

In the same duration, uT" packets are transmitted over the non-TCP session. The

expected number of loss events observed here is given by:

N Tu/N

LoSS ) cast = Z Z (1-— lact)jillact

i=1 j=1
Thus, we have:

Tu/N P Tu/N P
l _ ?;1 Z]gl/ (]- * lact)] 1lact _ NZ]E{ (1 * lact)] 1lact 3 4
est T/L T,u ( . )

Since p < %, and TCP is in steady state (congestion avoidance mode), there are

more packets transmitted on any TCP connection, than on the non-TCP connection.

Hence, Zi]\il W; > Tpu.

LEMMA 1 For any q such that 0 < g < 1, F,,(q) = Lbqtgit. g™ e g monotonically

m
decreasing function m.
. _ 14g+¢’+..4g™ g™
PROOF : Fj,41(q) = = — g< 1.
Hence, ¢™ < ¢™ ' < ¢™ 2 < ... <¢’<q<1
m m 2 m m—1 m—1
F,ui1(g) can be rewritten as “r-/mtata™/miq ;il/m”"ﬂ tq fm

Thus, we have:

_ l+1/m+q+qg/m+..+¢" ' +¢" " /m 1+q+...+q¢""

y 3
+1(Q) m+1 m

N
LEMMA 2 IfG,(q) = Fu(q) xm=1+q+¢*+ ... +¢™ ', and M = #, then

S Gula) £ N x Gaglo)



PROOF : Consider the sequence {¢™',¢™,...... ,q™~}. Tts arithmetic mean is given

by AM(q) = Zi="—_ Tts geometric mean is GM(q) = ¢, where M = il

N
AM(q) > GM(q). Also, 0 < g < 1,50 (1 —g) > 0. Therefore, ~=21(0) < N-EMl),
But 240 = 28, G, (g), and 22D = N x Gy (g).
We have:
l o ?;l Z;/Vzll(l * lact)jillact o Zz]il C;WZ(1 - lact) X lact
W YW YW
Therefore, from Lemma 2, it is seen that:
N X GE'W(]- - lact) X lact l]\i Wz
Lapp < N B where EW = Tl (3.5)
But N x EW = YN, W; > uT. Hence, from Lemma 1, we have:
N G 1-— lac lac NxG Tu (1 - lact) X lact
X EW( t) X t < (N) (36)

N x EW Th
Recognize that the RHS in (3.6) is l.s. Thus, combining (3.6) and (3.5) gives us the
proof of Theorem 1.

THEOREM 2

B — T
lest <lopp it p> M, and WM>Wi, for 1<i1<N
n

GT;fQ) < G’“k(Q), for k < m. Therefore, k x G,,(q) <

From Lemma 1, it follows that

m x Gg(q). Observe that [, may be rewritten as :

N ot X G 1— 1l G 1 — lye
L= S et X G ( t) L %N x (/) ( t)
Tu Tu

Therefore, logy X 2 = l40 X G(zg)(1 = laer)- But T8> W, for 1 <i<N.

LK
N

Hence, for 1 <7 < N, we have:

T
G(%)(l — lact) x W; < GWZ(I — lact) X Wu
Taking the summation over 1 < < N, we get:
ZG(&)(l — lact) X Wl X lact < ZGwl(l — lact) X W X lact (37)
-1 " i—1



Simplifying both sides, we get:
T N T N
wxﬁxzm<Wx%xzm

=1 =1

Or, l65t < lapp-
THEOREM 3 When > w7, lest < lact-

For proof, we revisit Lemma 1. Observe that:

Zi]\il lact X G(Tu/N)(]- * lact) —1 5 G(Tu/N)(]- * lact)
T,u act T/L/N

= lger X F(T;L/N)(l - lact)

lest =
But % = RTT, and % > 1. Therefore, from Lemma 1, it follows that
F’(Tu/N)(1 - lact) < Fl(]- - lact) =1

Hence, l.o < lget.

3.2 Impact of Errors in Loss Fraction on TCP Throughput
Estimation

First, consider the case where TCP throughput is estimated as a function of [,., such
as (2.2). From (2.2), it can be seen that the estimate B(l) is a decreasing function
of [. Thus, when l.g < l,e, the estimate B(l.s) is likely to be larger than the actual
value of % which is the correct feedback parameter. In the extreme case, we may

have the following situation:

Bfair <pu< Bfeed - B(lest)

Consider the case where the non-TCP transmission rate y is given by n—il +nAB,

for some AB > 0. Now, suppose we are given a function B(l) which correctly
estimates the throughput on a TCP connection given the value of the loss fraction

of packets, . Let g(l) = —% > 0, for all [ such that 0 < I < 1. For the value of p

considered, B(l) = %, since we have assumed that B(l) correctly estimates TCP

throughput. Hence,
B
B(l) = — AB
n+1




Thus, when the value of y is greater than the fair share, the feedback parameter

+17
is less than the fair share. This facilitates reduction of the transmission rate on the

non-TCP connection to preserve bandwidth fairness.

However, when the feedback parameter is calculated based on [.g, the estimate of
[ rather than the actual value [,., there is no such guarantee. As shown earlier,

Zilil Zjﬁ{N(l - lact)jillact
lest - T
1%

where T is the period of observation and N is the number of round trip times in 7.
Therefore, log = lyer — Al < lye- The feedback parameter B(ley) = B(lger — Al) &

n+1 —~ AB + ((laet) AL If AB < b l““)Al , then we have:

B B
Blest) ~ DTl AB + B(laet) Al > a1t nAB = p

Next, we consider the case where TCP throughput is calculated using a formula
based on l,,,. Assuming we are provided a formula B(.) that accurately estimates
TCP throughput, we should have:

B—p

n

B(lapp) =

Let p = n%l + nAB. But since we use [y instead of [,,,, the feedback parameter is
given by:

B
Blest) = i AB + B(lapp) (lapp — lest)

Thus, the following problems could be encountered:

1. When p < %, lest > lapp- There could be a situation where B(l.y) < p <
Bfair-

2. When p > %, and les < lopp, there could be a situation where B(lys) > pu >

Bfair-

3.3 Errors in TCP Throughput Model

In the earlier section, we considered the error due to inaccurate estimation of the loss

fraction, assuming that the throughput model to be perfect. However, it is seen that

9



the throughput estimation based on (2.2) also introduces some error (see [3]). From
the tables provided in [3], it was observed that the relative error approached 100% in
certain extreme cases. In this section, we show that this error can add on to the error

in loss fraction estimation to result in erroneous feedback to the non-TCP sender.

Suppose the model estimates TCP’s throughput to be Bypa(l) = Baet + Be, where
By is the actual TCP throughput.

Consider a link between two nodes with a minimum round trip time of 7} seconds.

Let Ny = [Boet X Th]. Let Iy =1 — Al =1 X # It is easily seen that Al > 0

if Ny > 1. Let the bandwidth of the link under consideration be B;,; — nBg; +
Bmod(l)+Bmo(i(lfAl) Bmo(i(l)+Bmo(i(lfAl)
2 2

. Now, suppose we have a flow of rate p = , sharing

this link with n , n > 1, TCP connections. The throughput of each TCP session is
Bttt — B ,. Using (2.2) however, we get different results. If [ is estimated correctly,

n

the TCP bandwidth is estimated as:
Bmod(l) = Baet + Be

Since Al > 0, and By,04(1) is a decreasing function of 1, B,q(l — Al) > Bpea(l). So,

Bmod(l - Al) - Bmod(l)

>0
2

= Bimoa(l) =

In other words, p > Bye + Be.

But [ is not correctly estimated. The estimate of [ is given by:

1 — (1 _ l)uXRTT
1 x RTT

lest -

where RTT is the mean round-trip time. Obviously, RTT > T;. Besides, u >
B, + B.. Hence, from Lemma 1, it can be seen that I, < [y < [. We can write

lest = | — DI where DI > Al.
The estimate of the TCP bandwidth, using (2.2), is given by:
Brod(lest) = Bmoa(l — DI)
As mentioned earlier, B,,q(l) is a decreasing function. Therefore,
Biod(lest) = Bmoa(l — DU) > Bioq(l — Al)

10



Also,
Bmo l - Al Bmo l
Bunoa(lust) — 1> Bungal — Al) — = Dot 2) + B _

The fair share is given by:

By, Binoa(l — Al) — Byoall Binoa(l — Al) — Byoall
ot _ gy Brmod ) ) . g g, 4 Bmoal ) a(l)

Ba'r:
fair = 1 o + 2 9

=

Thus, we have a situation where B,,4(lest) > 1t > Boa(l) > Bjair, 1.€., one where the
error in estimating [, coupled with the error introduced by the formula (2.2) results
in erroneous throughput estimation. In the next section, we show how this may even

result in unfair allocation of resources.

3.4 Non-Convergence to Fair-Share

In the earlier sections, we have shown that the errors in estimating the loss fraction

and errors in the TCP throughput formula could result in the following situations:
(Z) Bfeed > u > Bfair OR (ZZ) Bfeed < pu< Bfair

where 4 is the rate of the non-TCP flow, By, is the fair share, and Bjeeq = B(les:)

is the feedback parameter.

In this section, we show that when Bj..q > (resp <)u > (resp <)Byqy, the non-
TCP rate never converges to the fair share in steady state. In addition, the long-term

average throughput of the non-TCP flow does not converge to the fair share either.

We prove this for the case where Bf..q > pt > Bjair, and the proof for the case
Bieea < pt < Bygir is similar. We first observe that Bjfeeq = B(lest), where leg is
itself a function of yu. Therefore, we can write Bjeeq = B?(p1). Assuming B(les) is a
continuous function, and I, is a continuous function of u, B®(u) is also continuous.

We know that B®(u) > p. Hence, we have either:
B%(v) =v for some v > pu (3.8)

Or:
B%(v) > v for all v>pu (3.9)

11



If (3.8) is true, then the feedback parameter when the initial rate of the non-TCP
flow is v is given by B%(v) = v. Therefore, the rate as determined by the non-TCP
flow control protocol converges to v > 1 > Bjya,. The long-term average of the flow

is also v.

If (3.9) is true, when the initial rate v is greater than p, it can be seen that the
feedback parameter B®(v) is greater than v,. Writing v; = B%(14), and in general,

vis1 = B%(y;) for i > 0, we have:
BQ(Vi) >y >y
In practice, v;1 1 = min (BQ(Vi), Bmaw), but since v; < B,,q., we can still write:
Viy1 2 Vi 2 g

This means v; > 1t > Bjgy, for all ¢ > 0. The long-term average of the flow is given

by:

N-1 N-1
Voo = lim M> lim ¥:M>Bﬁm

N—o00 N—o00

4 Numerical Examples

We consider some numerical examples of cases where the flow control algorithm using

formula based feedback results in unfair allocation of resources.

In the first example, the formula is assumed to accurately compute the TCP
throughput when the loss rate is correctly estimated, and the error in TCP through-
put estimation is due to erroneous estimation of the loss fraction. There are two TCP
sessions sharing the bottleneck link which has a bandwidth B of 500 KB/s. The fair
share is therefore 166.7 KB/s. We assume that the non-TCP flow has an initial rate
p of 190 KB/s. An ns simulation was accordingly set-up, with two TCP connections
sharing a 4 Mb/s link with a constant bit-rate source sending packets at 190 KB/s.
The observed loss fraction in the simulation is 0.0156. However, the loss fraction
as estimated by dividing the number of loss events by the total number of packets
transmitted is 0.0125. Using the same simulation set-up, it was determined that a

loss fraction of .0125 corresponds to an actual transmitting rate p of 120 KB/s by

12



the constant bit-rate source. Therefore, any correct formula estimates the TCP rate

as B=# —

500—120
n 2

= 190. In other words, the feedback parameter By..4 is equal to
i though g is significantly larger than the fair share. Since p = 190, this leaves less
than 155 KB/s for either of the TCP connections. Thus, the bandwidth allocation
to p is at least 23% greater than that for each TCP connection.

In the second example, we illustrate the effects of estimating the TCP throughput
based on the formula given in (2.2). There could be an error introduced by the
formula, compounded by an error due to inaccurate estimation of the loss fraction.
Among the measurements provided in [3], we consider the case where 100 serially
initiated TCP connections were established for 100 second intervals between two
hosts. An average throughput of 17.13 KB/s was observed per connection, with a loss
fraction of 0.0078, mean RTT of 0.2501 seconds and time out period of 2.5127. The
throughput estimation, as given by (2.2) was 33.4 KB/s. Now, suppose the bottleneck
is a 496 KB/s (= 4 Mbps) link shared with 27 TCP sessions. The fair share is 17.75
KB/s, but when u = 33.5 KB/s, the TCP throughput is 17.13 KB/s. Assuming the
TO and RTT parameters are the same as in the measurement described above, the
approximate loss fraction l,,, is .0078, and the formula in (2.2) estimates the TCP
throughput as 33.4 KB/s. Assuming l,; = l,,,, and applying the transformation
for l.s given in (3.4), the estimate of the loss fraction on the non-TCP connection
is .0076. Substituting this value for [ in equation (2.2), Bye.q = B(l) is 34.01 KB/s
which is higher than p although p itself is higher than the fair share. Thus, the

resource allocation to p is atleast about 89% higher than the fair share.
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