
ABSTRACT

SHUKLA, PRATISHTHA. Game-Theoretic Investment Planning for Cyber-Security of
Networked Control Systems. (Under the direction of Aranya Chakrabortty and Alexandra
Duel-Hallen).

This dissertation work focuses on game-theoretic investment planning for cyber-

security of networked control systems (NCSs). First, we formulate a resource-planning

game between an attacker and a defender of an NCS. We consider the network to be oper-

ating in a closed-loop with a linear quadratic regulator (LQR). An attacker may attempt to

destroy physical equipment causing a hardware attack or hack into the software platform

in the equipment and create persistent distributed denial-of-service (DDoS) attacks that

may disable all communication in an NCS for an extended period of time. Defender, on

the other hand, invests in tamper-resistant devices, intrusion monitoring, threat manage-

ment systems that combine firewalls and anti-spam techniques, devices or software that

ensure authorized and authenticated access via increased surveillance, etc. to prevent

future attacks. We construct a general-sum, two-player, mixed-strategy (MS) game, where

the attacker attempts to destroy communication equipment of some nodes, and thereby

render the LQR feedback gain matrix to be sparse, leading to degradation of closed-loop

performance. The defender, on the other hand, aims to prevent this loss. Both players

trade their control performance objectives for the cost of their actions. A mixed strategy

Nash equilibrium (MSNE) of the game represents the allocation of the players’ respective

resources for attacking or protecting the important network nodes. The proposed algo-

rithms are validated using examples of wide-area control (WAC) of electric power systems.

Numerical results for the IEEE 39-bus system demonstrate that reliable defense is feasible

unless the cost of attack is much smaller than the cost of protection per generator.

Since the MS game above is not suitable for long-term, fixed investment, we also develop

a zero-sum, two-player Stackelberg game (SG) between an attacker and a defender. The

standard backward induction method is modified to determine a cost-based Stackelberg

equilibrium (CBSE) that provides the optimal performance payoffs to both players while

saving their individual costs. We analyze the dependency of a CBSE on the relative budgets

of the players as well as on the “important” network nodes, which must be preserved to

achieve a reliableH2-performance.

In addition, to address the scalability issue of the proposed game for large networked

systems, we enhance the bidirectional parallel evolutionary genetic algorithm (BPEGA) to



save the players’ costs without degrading the payoffs. The cost-based BPEGA provides a

computationally efficient approach to finding a CBSE. Moreover, a robust-defense method

is developed for the realistic case when the defender is not informed about the attacker’s re-

sources. It is demonstrated that reliable and robust defense is feasible unless the defender’s

resources are severely limited relative to the attacker’s resources. We show that the proposed

methods are robust to time-variant model uncertainty and thus are suitable for long-term

security investment in realistic NCSs. Furthermore, to demonstrate the applicability of

the proposed games to large-scale networks we present a case study for the IEEE 68-bus

system.

Finally, we adapt the SG game above to design a security investment game for opti-

mal damping performance and fuel cost in power systems. The dynamic performance is

quantified by theH2-norm of the transfer matrix from any disturbance input to a set of

performance outputs. TheH2 power flow modification (H2-PFM) problem is carried in two

steps. First, regular optimal power flow (OPF) is solved. Second, load setpoints are retuned

to minimize the aforementionedH2-norm. The attacker attempts to alter the load setpoints

of the power system covertly and intelligently, so that theH2-norm of the damping metric

of the power system is increased, degrading the performance of the system. The defender,

or the system operator, aims to compensate for this degradation by investing in the active

power setpoints of the generators while trading off the OPF cost. A modified Backward

Induction method is employed to find a Stackelberg equilibrium (SE) of the game, which

saves the players’ costs. An SE represents optimal load and generator setpoints of the power

system under the covertness and cost constraints, and the trade-off between the damping

performance and the fuel cost. We analyze the proposed game for selected set of important

loads and generators of the IEEE 68-bus system. It is demonstrated that the defender is able

to maintain acceptableH2-norm and the fuel cost unless it is much more resource-limited

than the attacker.
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CHAPTER

1

INTRODUCTION

1.1 Motivation and Literature Review

Networked control systems (NCSs) are spatially distributed systems in which the commu-

nication between sensors, actuators, and controllers occurs through a shared band-limited

digital communication network. Networked control is the current trend for industrial au-

tomation and has ever-increasing applications in a wide range of areas, such as smart grids,

manufacturing systems, process control, automobiles, automated highway systems, and

unmanned aerial vehicles [2]. The modelling, analysis, and control of NCSs have received

considerable attention in the last two decades. The integration of control systems with

modern information technologies has posed potential security threats for critical infras-

tructures. NCSs are considered as a special form of cyber-physical systems (CPS) where

the cyber-layer is coupled with the physical system through a wired or wireless network. In

NCSs, both the communication links and the physical system are vulnerable to a variety of

attacks, and hence, it is of utmost importance to detect them and mitigate their effect on

the system [3].

Malicious attackers can easily launch an attack since the amount of knowledge needed to
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successfully execute an attack is decreasing [4–7]. As a consequence, many incidents related

to damages of cyber attacks on NCSs have already been reported in [8]. For example, it is

reported that the Siemens Supervisory Control And Data Acquisition (SCADA) systems have

been attacked by computer worm, Stuxnet [9]. Researchers have attempted to mitigate,

detect, and address malicious attempts at compromising security of networks [10, 11]

and enhance infrastructure security in NCSs [12]. In [13] a mathematical framework for

designing centralized and distributed attack detection and identi�cation monitors for

cyber-physical systems is proposed. To improve detection capabilities of detection and

identi�cation monitors, [14] formulates conditions on the feasibility of the replay attack on

a control system and proposing a countermeasure that guarantees a desired probability

of detection. In [15] a coupled design framework is established, which incorporates the

cyber con�guration policy of Intrusion Detection Systems (IDSs) and the robust control of

dynamical system for DoS attacks.

As mentioned above, cyber-physical security of network control systems (NCSs) is

a critical challenge for the modern society [16–19]. While research on NCS security has

focused on false data injection and intermittent denial-of-service (DoS) attacks [17–24]

malicious destruction of communication hardware (e.g. circuit boards, memory units, and

communication ports) [16] or persistent distributed DoS (DDoS) attacks (where selected

targets are �ooded with messages and are unable to perform their services) [25] have

received relatively less attention. In reality, these attacks can cause more severe damage

to the communication network of an NCS compared to data tampering and intermittent

jamming as they tend to disable communication, and thus prevent feedback control, for

an extended period of time, requiring expensive repairs or recovery efforts [16,25].

A legitimate question, therefore, is how can network operators invest money for securing

the important assets in an NCS against attacks that disable communication permanently

under a limited budget? The same question applies to attackers in terms of targeting the

best set of devices whose failure to communicate will maximize damage. These types of

questions are best answered using game theory, which has been used as a common tool for

modeling and analyzing cyber-security problems as it effectively captures con�icting goals

of attackers and defenders [21,22,26–29].

A natural framework for capturing the con�ict of goals between an attacker who seeks

to maximize the damage and a defender who aims to minimize it is studied in [30] along

with a structured and comprehensive overview of research on security and privacy in

computer and communication networks that use game-theoretic approaches. A game-

theoretic framework to compute optimal and strategic security investments by multiple
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defenders is introduced in [31]. A game-theoretic optimization model is developed in [32]

to measure and identify vulnerability of the power grids. A dynamic multi-player non-

zero sum game with asymmetric information game is developed in [33] to obtain security

solution for a CPS against DoS attacks.

In the security setting, a strategic game is played between an attacker and defender

with opposing goals [34–38]. In [39], a strategic one-shot investment game with perfect

information between an attacker and defender is proposed for a multi-node network, where

the loss in the network graph is proportional to the number of nodes under successful

attack. A game-theoretic framework to compute optimal and strategic security investments

by multiple defenders is introduced in [40] using inter-dependency graphs. Neither of these

two papers, however, consider any control-theoretic objective. In [35] the gap between the

individual and socially-optimal security investment is investigated for a network of identical

control systems. While a Linear Quadratic Gaussian (LQG) control objective is used within

each subsystem, the security inter-dependency model is not directly related to the physical

system model. However, game-theoretic research for security investments in NCS is often

unrelated to the physical system model [35] and usually employs dynamic games where

the players repeatedly update their investment strategies in response to the actions of their

opponents in real time [20,21]. The latter approach, however, might not be practical when

long-term, �xed security investment is desired. Recently a mixed-strategy (MS) investment

game for mitigation of hardware attacks on an NCS was presented in [41]. However, MS

games [21,22,42] are also unsuitable for realistic, long-term security investment since they

have randomized strategies and must be played many times to realize the expected payoffs.

A long-term security investment game has been proposed in [43] recently, but this game

does not address NCS performance objectives.

One of the most safety-critical examples of an NCS is the Wide-area Control (WAC)

of electric power systems [44, 45]. The primary idea behind wide-area control of power

systems is to develop control designs, either in a centralized or in a distributed architec-

ture, over wide areas across the grid, so that the closed-loop stability and performance of

the grid can be assured from a higher level of system integration [46]. Rapid integration

of communication and cloud technologies with physical processes, not only introduces

stability threats but also provides an easy passage for cyber attacks that can cause severe

performance degradation. Sparse controllers have also gained importance over the years to

trade-off with the high communication cost due to full state availability for state-feedback-

based WAC[47–49] and the control performance in WAC of power grids [50–52]. The need

for sparse communication is often exploited by malicious entities to degrade the control
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performance of the system and guides the integration of game-theoretic methods in the

WAC application.

When considering dynamic performance objectives, malicious attempts to cause damp-

ing performance and overall fuel cost degradation in the power grid is also a critical security

concern. The security assessment of a power system addresses the issue of how a power

grid operating point can withstand some possible and valid contingencies [53,54]. Optimal

power �ow (OPF) seeks to optimize the operating point of a power system by minimizing

fuel cost [55] while satisfying power �ow constraints and equipment operating limits. In

recent years, OPF has been combined with additional system-level constraints such as

transient security [56,57] and risk-aware chance constraints [58]. The OPF problem is be-

coming increasingly important with the recent initiatives on renewable penetration using

distributed energy resources (DERs) such as wind, solar and energy storage, all of which

contribute to increased generation cost, network losses, uncertainties and security issues.

One adverse impact of DERs, however, is degradation of power system stability. As recently

shown in [59], when wind and solar power penetrations exceed certain limits, OPF can result

in equilibrium points that are not only poorly damped but sometimes even small-signal

unstable. Moreover, malicious intent of corrupting operating points can further worsen the

dynamic performance of a system. A dynamics-aware OPF is proposed that results in an

operating point that guarantees better small-signal damping performance in [60], but does

not consider security issue of an hacker covertly and intelligently corrupting operating

points.

In addition to DDoS and hardware attacks, the power systems are also susceptible to

several other types of cyber attacks attacks. One important type of attacks in power systems

is called load-altering attack (LAA) [61], in which the strategic hackers attempt to alter a

group of remotely accessible but unsecured controllable loads in order to negatively impact

the voltage pro�le as well as the dynamic performance of a power system. Though the effect

of covert attacks on NCSs was discussed in [62, 63], modeling covert attacks on loads to

worsen the small-signal damping performance of a power grid was not investigated. In

power systems, game theory has been used mostly in the context of intrusion detection

and DoS attacks [64]. While cooperative and non-cooperative games have been proposed

for problems related to load balancing and voltage stability [65–67], they do not address

load manipulation attacks. A Stackelberg security game against load altering attacks in a

power system to maintain voltage stability has been proposed in [43], but this game, as

mentioned above, does not consider the dynamics of a power system.

Motivated by the challenges of vulnerabilities in networked control systems, this thesis
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�rst aims to develop optimal resource investment strategies over a set of system's critical

assets under a limited budget to protect against hardware attacks and persistent DDoS

attacks that can cause permanent damage and / or require expensive repairs. Moreover,

we intend to establish a relationship between the “importance" ranking of nodes of an

NCS and the protection and hacking resources. This thesis also aims to study the relative

importance of intra-node communication links to the system's control performance. Next,

our objective is to �nd long-term, �xed investment strategies for proactive security solutions

over the assets of an NCS and to analyze the impact of model uncertainty on the investment

pro�les. Thus, our goal is to develop robust methods to tackle these issues. In addition,

we also aim to develop defense methods for a realistic security scenario where the system

operator does not have information on the attacker's budget. These approaches will be

applied to cyber-security investment in wide-area control (WAC) systems. Furthermore,

we aim to adapt the proposed defense methods against malicious load-altering attacks

for successfully maintaining the dynamic performance of power grids. Finally, we seek

computationally-ef�cient algorithms for proposed security investment methods to ensure

their applicability to large-scale NCSs.

1.2 Contributions and Organization of the Thesis

First, in Chapter 2, we develop a strategic game between an attacker and a defender of an

NCS with LQR-based state-feedback based wide-area control (WAC) [47,49,68]. The need

for feedback control in our model guides the level of attack and security investment. We

consider hardware-level attacks that disable all communication associated with a subset of

network nodes, including links for self-feedback, and thereby induce sparsity in the feed-

back gain matrix. The attacker invests her resources to promote the sparse communication

patterns as to increase the LQR objective function sharply while the defender invests to

maintain the optimal control performance. A resulting Mixed Strategy Nash equilibrium

(MSNE) describes the resource allocation of the two players over a range of cost parameters,

re�ecting their relative budgets. As the cost of defense per node increases, MSNE reveals

the identity of the important physical nodes [50] that need to be protected. We validate our

results using the IEEE 39-bus system (New England power system model) and determine

the defender's budget requirements to ensure successful protection of closed-loop LQR

performance.

In Chapter 3, we develop a Stackelberg game (SG) for persistent malicious attacks on
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NCSs, where �xed, non-randomized investment strategies are determined for both players.

The NCS is assumed to be operating in closed-loop using a state-feedback H 2 controller.

The actions of the players are modeled as discrete investment levels into the network nodes.

These levels indicate the chances of success for attack or protection at a given node. The

attacker aims to disable communication to / from a set of selected nodes, which makes

the feedback gain matrix sparse, thereby degrading the closed-loop H 2-performance. The

defender, on the other hand, invests in tamper-resistant devices [18], intrusion monitoring,

threat management systems that combine �rewalls and anti-spam techniques [19], devices

or software that ensure authorized and authenticated access via increased surveillance

[69], etc. to prevent the attacks and maintain the optimal H 2-performance. A Stackelberg

Equilibrium (SE) of this game describes an optimal resource allocation of the two players

given their respective budgets. Moreover, we modify the traditional Backward Induction

algorithm for computing a cost-basedSE (CBSE), which saves the players' costs without

compromising their payoffs, and analyze the dependency of the players' payoffs at CBSE

on the budgets and numbers of investment levels. The proposed games are validated using

an example of wide-area oscillation damping control for the IEEE 39-bus model, which

represents the New England power system.

In Chapter 4, we develop robust defense investment approaches for NCSs with model

uncertainties. The model parameters of an NCS usually vary over time due to changes in

operating conditions, thereby making the NCS model uncertain [70]. Modifying the security

investment as these changes occur can be time-consuming, expensive and infeasible if the

model is unknown for the upcoming time interval. Thus, unlike in repeated dynamic games

[21], we seek�xed , long-term investment that provides robustnessto model uncertainty.

Moreover, for a realistic setting where the defender does not know the attacker's capabilities,

we develop a robust-defense sequential algorithm where the defender protects against

the most powerful hypothetical attacker. In addition, to address the scalability issue of

the proposed games for large networked systems, we adopt the bidirectional, parallel,

evolutionary, genetic algorithm (BPEGA) [71] that provides a computationally-ef�cient

approach to �nding a CBSE in the robust settings. The proposed games are validated using

an example of wide-area control for the IEEE 39-bus model, which represents the New

England power system. First, we demonstrate feasibility of robust, long-term protection

for power systems with model uncertainty as well as the defender's uncertainty about the

attacker's resources. Second, we enhance the BPEGA method to save players' costs and

demonstrate its ef�ciency for computing the solutions of the proposed methods. Finally,

to show the applicability of the proposed techniques to large scale networks, we extend
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our simulation study to the IEEE 68-bus system, which has more than twice the number of

states than the 39-bus model.

In Chapter 5, we develop a Stackelberg game between an attacker and a defender of

a power system against LAAs. An attacker attempts to alter the reactive load setpoints of

the power system covertly and intelligently while the defender, or the system operator,

aims to compensate for this degradation by computing the generator setpoints and / or

other generator parameters. The goal of the attacker is to degrade the small-signal damping

performance of a power system, quanti�ed by the H 2-norm of the transfer matrix from any

disturbance input to a set of performance outputs, which in this case are chosen as the

frequencies of the generators. On the other hand, the defender trades-off two objectives,

minimizing the performance loss as well as minimizing the increase in fuel cost due to

its own actions of retuning the active power setpoints of the generators. We modify the

standard backward induction for SG to choose a Stackelberg equilibrium (SE) [72] that

reduces the players' costs while retaining their payoffs. The proposed game is validated

using a PV-integrated model of the IEEE 68-bus system.

In Chapter 6, we present a succinct summary of this thesis, and a few relevant practical

and future applications for our designs.
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CHAPTER

2

A CYBER-SECURITY INVESTMENT GAME

FOR NETWORKED CONTROL SYSTEMS

In this chapter, we develop a strategic game between an attacker and a defender of a NCS

with LQR-based state-feedback control u (t ) = � Kx (t ). The need for feedback control in our

model guides the level of attack and security investment. We consider hardware-level attacks

that disable all communication associated with a subset of network nodes, including links

for self-feedback, and thereby induce sparsity in the feedback gain matrix K. The actions of

the players are given by a set of possible sparsity patterns [73] in K. The attacker invests

her resources to promote these patterns as to increase the LQR objective function sharply

while the defender invests in tamper-resistant devices [18], intrusion monitoring, devices

or software that ensure authorized and authenticated access via increased surveillance [69],

etc. A resulting MSNE describes the resource allocation of the two players over a range of

cost parameters, re�ecting their relative budgets. As the cost of defense per node increases,

MSNE reveals the identity of the important physical nodes [50] that need to be protected.

We validate our results using the IEEE New England power system model and determine

the defender's budget requirements to ensure successful protection of closed-loop LQR

performance.
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2.1 System Model

We consider a NCS with n nodes, where each node may contain multiple states and control

inputs, as shown in Fig. 2.1. The state vector x i 2 Rm i measured at the i t h node, i = 1, . . . , n

is communicated to the node itself as well as to other nodes for taking control actions [48].

We refer to the self-communication links as local or intra-node links, and to those between

the nodes as inter-node links. The state-space model of the network is written as

_x (t ) = Ax (t ) + Bu (t ) + D w (t ), x (0) = x 0. (2.1)

where x (t ) = (x T
1 (t ), ...,x T

n (t ))T 2 Rm � 1 is the vector of states, x j 2 Rm j � 1 is the vector of

states for node j 2 f 1, ...,n g, u (t ) = (u T
1 (t ), ...,u T

n (t ))T 2 Rr � 1 is the vector of control inputs,

u j 2 Rr j � 1 is the vector of control inputs of node j , w (t ) is a scalar impulse disturbance,

A 2 Rm � m , B 2 Rm � r , D 2 Rm � 1 are the state matrix, input matrix, and disturbance matrix,

respectively. The control input u (t ) is obtained using linear state-feedback control of the

form

u (t ) = � Kx (t ), (2.2)

where K 2 Rr � m is the feedback gain matrix is given by

K =

2

6
6
6
6
4

K11 K12 � � � K1n

K21 K22 � � � K2n
...

... � � �
...

Kn 1 Kn 2 � � � Knn

3

7
7
7
7
5

. (2.3)

Here, the block Ki j represents the feedback gains from the states of node j and the controller

of node i . The control objective is to minimize the quadratic function

J(K) =

Z 1

t =0

[x (t )T Qx (t ) + u (t )T Ru (t )]d t , (2.4)

where Q = QT � 0 2 Rm � m and R = RT � 0 2 Rr � r are given positive semi-de�nite and

positive de�nite design matrices, respectively.
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Figure 2.1: System topology

2.2 Mixed Strategy Investment Game

We consider hardware-level attacks that aim to disable or persistently jam the communi-

cation within and to / from a subset of nodes of a NCS, thus preventing feedback of states

from and reception of control inputs into these nodes, degrading the system-wide control

performance. To model the interaction between the attacker and a defender, we employ a

strategic, two-player, MS [74] investment game. In the proposed game, the attacker invests

into disabling the communication equipment while the defender invests into protecting

it. The players have opposite control performance goals —the attacker aims to increase

the expected system wide energy (2.4) while the defender tries to keep it as low as possi-

ble. Moreover, the players aim to reduce their costs of attack / protection, resulting in the

payoffs that re�ect control performance / cost trade-off. The MSNE of the game represents

stochastic investment strategies of both players at game equilibrium.

2.2.1 Player's Actions and the Energy Loss

The action spaces of both players are given by the set X of all possible binary N-tuples

X =
�
xm = (x 1

m , ...,x n
m) j x p

m 2 f 0,1g, p = 1, ...,n , m = 0, ...,N � 1, N = 2n g. (2.5)

We refer to the N elements xm of X assparsity patterns. Possible actions of the attacker are

the “attack" sparsity patterns a i 2 X , where a k
i = 0 implies the k t h node is attacked (i.e.,

the attacker attempts to disable all communication / feedback within and to / from node k ),

and a k
i = 1 means the communication of node k remains intact. Similarly, the actions of

the defender are all “protection" patterns p j 2 X , where p k
j = 1 if the defender protects

node k and 0 if the node is unprotected. We assume that the communication for the node

that is both attacked and protected remains intact. Note that the actual sparsity pattern of
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Figure 2.2: Disabled communication for the sparsity pattern si , j = (110) and the sparsity-
constrained feedback matrix resulting from attacking nodes 1 and 3 and defending node 1
only. All communication and local links associated with node 3 are removed.

the system-wide feedback matrix depends on the actions of both players. Thus, we de�ne

the 2-dimensional N � N array S with elements given by vectors of length n :

si , j = a i _ p j , i , j = 0, ...,N � 1 (2.6)

where _ is a bit-wise binary OR operator, which for each element k of si , j produces the

output 0 only if both inputs are 0, i.e. when the node k is attacked, but not protected. The

elements of si , j determine the structural sparsity constraint [73] on the resulting feedback

matrix K, with the sub-blocks Kmn in (2.3) set to zero if sl
i , j = 0 for l = m and/ or l = n . For

example, consider the 3-node network in Fig. 2.2. The set X contains N = 8 elements

X = f 000,001,010,011,100,101,110,111g. (2.7)

Suppose the i = 2 action of the attacker corresponds to attack on nodes 1 and 3 (a i = (010))

and the j = 4 action of the defender is to protect only node 1 (p j = (100)). Thus si , j = (110),

i.e. for this combination of the attacker's and the defender's actions, communication is

disabled within and to / from node 3, resulting in the sparsity constraint on the feedback

matrix K, as illustrated in Fig. 2.2. Note that other combinations of attack and defense

actions could also result in the sparsity pattern shown in the �gure.

Next, we de�ne, the energy loss matrix � with the elements

� s i , j
= J(K�

s i , j
) � J(K�

l q r ), i , j = 0, ...,N � 1 (2.8)

where K�
l q r and K�

s i , j
optimize the LQR objective function (2.4) without and with the struc-

tural sparsity constraint imposed by si , j , respectively. The second term in (2.8) indicates

the optimal LQR system performance. The �rst term is the smallest energy achieved when
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the structural sparsity speci�ed by the pattern si , j is imposed on the feedback matrix,

computed using the structural sparsity optimization algorithm in [73]. The loss (2.8) is the

system-wide energy increase caused by the sparsity constraint si , j (i.e the unprotected

attacks in the pair a i ,p j ).

2.2.2 The Payoffs and Mixed Strategies

Given the attacker's and defender's actions a i and p j and the corresponding sparsity pattern

si , j (2.6), the N � N payoff matrices Ua of the attacker and Ud of the defender have the

elements:

Ua i j
= � s i , j

� 
 a (na i
),

Ud i j
= � � s i , j

� 
 d (np j
),

i , j = 0, ...,N � 1

(2.9)

where � s i , j
is the performance loss (2.8), na i

is the number of zero (attacked nodes) in the

pattern a i , np j
is the number of ones (protected nodes) in p j , and 
 a , 
 d is the player's cost

per attacked or defended node, respectively.

A mixed strategy of the attacker is given by the vector

r = (r0, r1, ...,rN � 1),
N � 1X

i =0

r i = 1, (2.10)

where r i � 0 is the probability the attacker chooses to take action a i . Similarly, a mixed

strategy of the defender is

d = (d0,d1, ...,dN � 1),
N � 1X

j =0

d j = 1, (2.11)

where d j � 0 is the probability that defender's action is p j . Finally, given the mixed strategies

r and d, the expected payoffs of the attacker and defender are given by

Ea (r ,d) = rU a dT = E(� ) � E(Ca ), (2.12a)

Ed (r ,d) = rU d dT = � E(� ) � E(Cd ), (2.12b)

where

E(� ) = r � dT (2.13)
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is the expected control performance loss, where � is speci�ed by (2.8), and

E(Ca ) = 
 a E(na i
), (2.14a)

E(Cd ) = 
 d E(np j
) (2.14b)

are the expected costs of the attacker and the defender, respectively. From (2.12b),

Ed (r � ,d � ) � 0. The proposed MS game must be played many times to realize the attacker's

and defender's expected utilities, and it is a one-shot game, i.e., the players do not have

information on how each player has acted in the past. In each game realization, the attacker

(or defender) aims to maximize its individual payoff Ea (r ,d) (or Ed (r ,d)) by controlling its

mixed strategy r (or d), respectively [74]. To achieve their optimal objectives, the players

must balance the costs and control performance terms in (2.13)-(2.14).

2.2.3 Computing MSNE

Since the action spaces of the players are �nite (2.5), the proposed game has at least one

MSNE [74] (r � ,d � ) given by

Ea (r � ,d � ) = r � Ua d � T � rU a d � T = Ea (r ,d � ) : 8r (2.15a)

Ed (r � ,d � ) = r � Ud d � T � r � Ud dT = Ed (r � ,d) : 8d (2.15b)

The MSNE (2.15) determines the probabilities the players use to choose their strategies

in each game implementation. Note that at MSNE, Ea (r � ,d � ) � 0, satis�ed with equality

when the attacker chooses not to act. To compute an MSNE, we employ nonlinear program-

ming (NLP) as follows. The vector (r � ,d � ) is an MSNE if and only if it satis�es, along with

scalars f � , g � , the following nonlinear program, [74], Theorem 3.4.1:

max
r ,d ,f ,g

N � 1X

i =0

N � 1X

j =0

r i Ua i j
d j +

N � 1X

i =0

N � 1X

j =0

r i Ud i j
d j � f � g (2.16a)

s.t.
N � 1X

j =0

Ua i j
d j � f : 8i = 0,1, ...,N � 1 (2.16b)

N � 1X

i =0

r i Ud i j
� g : 8 j = 0,1, ...,N � 1 (2.16c)

r i � 0,d j � 0,
N � 1X

i =0

r i = 1,
N � 1X

j =0

d j = 1. (2.16d)
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where f � = Ea (r � ,d � ) and g � = Ed (r � ,d � ). The details of the NLP formulation as presented

in [74] can be found in Appendix A. We solve (2.16) using MATLAB solver fmincon .

In summary, an MSNE (r � ,d � ), computed using (2.16), determines the players' optimal

mixed strategies and their expected utilities (2.12). These utilities balance the control

performance loss (2.8) and the players' costs. Moreover, the optimization (2.16) guides

allocation of security resources by establishing the regions where a desirable level of control

performance protection is possible for a given NCS.

2.3 Numerical Results

2.3.1 Power System Model

Next, we show that the proposed MS game can be useful for combating security threats

on wide-area control (WAC) loops of power system networks. Consider a power system

network with n synchronous generators. Each generator is modeled by its �ux-decay model,

which is a common choice for designing wide-area damping controllers using excitation

control. The model for the i t h generator can be written as

�� i =! i (2.17)

M i �! i =Pmi � d i ! i �
jVi jEi

x 0

d i

sin(� i � ÜVi )+
jVi j2

2

€ 1

x 0

d i

�
1

xq i

Š
sin(2� i � 2ÜVi ) (2.18)

� d o i
�Ei = �

xd i

x 0

d i

Ei +
€xd i

x 0

d i

� 1
Š
jVi j cos(� i � ÜVi )+ Vf d i , (2.19)

followed by algebraic power �ow equations (for details, please see [75]).

Equations (2.17)-(2.18) represent the electro-mechanical swing dynamics, and (2.19)

represents the electro-magnetic dynamics of the i t h generator. � i is the rotor phase angle,

! i is the rotor speed, Ei is the internal voltage of the i t h generator, while Vi is the voltage

phasor at the generator bus, Pi and Qi are the active and reactive power outputs of the

generator, and Vf d i is the exciter voltage. De�nitions of the various model parameters are

standard in the literature [75]. The generator model is coupled with the model of an exciter

consisting of an automatic voltage regulator (AVR) and a power system stabilizer (PSS)
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whose combined dynamics can be written as

� ei
�Vf d i = � Vf d i + V Æ

f d i + Ka i (jVi j � j Vi j
Æ � � i + 
 i ) (2.20)

�� i =A p s s� i + B p s s! i , � i = Cp s s� i + Dp s s! i (2.21)

where superscript Æ means set-point. The signal 
 i serves as a control input representing

an additional voltage reference signal to the AVR that can be designed to add damping to

the slow or inter-area oscillation modes using state feedback from all generators spread

across the grid. These controllers are referred to as wide-area controllers (WAC).

In general, we assume the i t h generator to consist of m i states � i = [ � i , ! i , x i ,r e m ] 2 Rm i

where x i ,r e m is the vector of all non-electromechanical states, and one scalar control input


 i as in (2.20), which is the �eld excitation voltage, and
P n

i =1 m i = m (total number of

states). Let the pre-disturbance equilibrium of the i t h generator be � �
i = [ � �

i , ! �
i , x �

i ,r e m ].

The differential-algebraic model of the generators and the power �ow is converted to a

state-space model using Kron reduction [75], and linearized about � �
i , i = 1,2, ...,n . The

small-signal model of the system with the i t h state de�ned as x i = � i � � �
i , can then be

written as (2.1). Note that the state vector x i includes the AVR and PSS states from (2.20)-

(2.21) linearized around their respective equilibria. The small-signal control input is given

by u i = � 
 i , and the disturbance w in (2.1) is modeled as an impulse input entering through

the acceleration equation of the generator.

The matrix R is chosen as the identity matrix, while Q is chosen such that all the genera-

tors arrive at a consensus in their small-signal changes in phase angle and frequencies, as

dictated by the physical topology of the network [76]. The objective function is chosen as

Es t a t e s = � � T ¯L � � + � ! T I � ! + � x T
r e m I � x r e m (2.22)

where ¯L is constructed as
¯L = m I � 1m .1T

m (2.23)

where m is the total number of states.

2.3.2 Attack Model

The attack model is assumed to be as follows. Each generator is assumed to be equipped

with a decentralized Kalman �lter that estimates the generator states xi from PMU data

available from an observable set of buses. These states are then communicated to the

15



local control center, from where they are transferred to a designated virtual computer or

virtual machine (VM) in a local cloud. The VMs in the local clouds thereafter communicate

with each other through an internet of clouds to exchange xi and compute u i using (2.2).

For details of this cloud-based WAC design please see [17]. An attacker can hack into any

set of these VMs, and deactivate them either temporarily by software damage, or even

permanently by causing hardware failure. In either case, if any VM becomes inactive, then

it can neither share its xi with other VMs, not compute u i and transmit it back to the i t h

generator. Starting from this attack model, we apply our proposed methods in (2.9)-(2.16)

on the IEEE 39-bus power system model following the WAC characterization of (2.17)-(2.23),

and observe the following results.

2.3.3 Game Results for the New England Power System

The IEEE 39-bus power model consists of 10 synchronous generators spread among 39

buses. Generator 1 is modeled by 7 states, generators 2 to 9 are modeled by 8 states each,

and generator 10 by 4 states. Table 2.1 illustrates the fractional control performance losses

given by � s i , j
(%) (see (2.8)) for the sparsity patterns S (2.6) with J(K�

l q r ). Note that when

generators 9,4,6,2are disabled jointly, high loss occurs. However attacking or protecting this

set also incurs high cost for the players. Note that for patterns where only single unprotected

generator is attacked, the highest loss is observed for the disabled generator 9, followed by

generators 4,6,2,3,1,5,7,8, imposing the importance order of the nodes.

Table 2.1: Disabled generator subsets for sparsity patterns si , j (2.6) with dominant frac-

tional losses
� s i , j

J(K�
l q r )(%)

Disabled generator subset
Fract. loss % (local links

disabled)
Fract. loss % (local links

intact)

2 4.91 0.03

4 5.32 0.06

6 5.01 0.05

8 2.57 0.02

1,7,8 10.23 0.10

9 6.37 0.09

2,4,6,9 34.31 0.23

1,2,3,4,5, 6,7,8,9 2.9� 105 (open-loop) 0.5
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From Table 2.1, we observe that when only the inter-node communication links are dis-

abled while the self-links are intact (see Fig. 2.1), the losses are greatly reduced, con�rming

that the self-links are critical to the system's control performance. Thus, it is important

to protect against the attacks on VMs, which target the self-links. Note that the papers on

structural sparsity [73], sparsity promotion [50] and sparsity-constrained [76] algorithms

did not include examples where the self-links were disabled. However, these algorithms can

be extended to the latter case. For example, when in the sparsity-promotion Alternating

Direction Method of Multipliers (ADMM) method in [50], the parameter 
 is increased

beyond the range studied in that paper, the self-links are removed in the order that cor-

responds to the order of the losses illustrated in Table 2.1. Finally, note that when WAC

communication between and within all generators is disabled, huge loss results since the

system is in open-loop operation (see last entry of Table 2.1). In the rest of the chapter,

we assume that when unprotected nodes are attacked, the self-links are disabled, thus

re�ecting the losses associated with VM attacks shown in the second column of Table 2.1.

In Fig. 2.3a-2.3b, we illustrate the expected payoffs of the players (2.12) the expected

fractional loss, and the expected fractional costs E(C a )
J(K�

l q r )(%), and E(C d )
J(K�

l q r )(%) (2.14), at MSNE

(2.15) vs.
 d when 
 a = 0.01. Moreover, the attacked / protected node subsets with dominant

probabilities at MSNE are shown in Fig. 2.3c for some 
 d values. Note that as 
 d increases,

the number of protected nodes decreases, thus reducing and increasing the payoffs of

the defender and the attacker, respectively. The expected control performance loss (2.13)

also grows as defense investment decreases for higher values of 
 d since attacks become

more successful. Note that the expected cost of the defender (2.14b) also grows with 
 d ,

demonstrating the control performance / cost trade-off. On the other hand, the expected

cost of the attacker (2.14a) saturates at a low value (14.19 %). Since 
 a is small, the attacker

can afford to attack all nodes with high probability as shown in Fig. 2.3c. However, as 
 a

grows, the attacker's ability to cause signi�cant damage quickly reduces as will be illustrated

below.

In Fig. 2.3c, when 
 d = 0, a pure-strategy NE occurs since the defender protects all

nodes, and the attacker saves money by not acting at all. (Note that other MSNEs are also

possible, but the payoff is zero for both players for all these NEs, implying that the control

performance is preserved.) As 
 d increases, the defender invests in the more important

subsets of nodes. The transitions in the curves in Fig. 2.3a-2.3b correspond to the reduction

in the numbers of protected nodes as 
 d grows, which is illustrated by node subsets in Fig.

2.3c. As
 d approaches 0.3, the defender mostly protects the important nodes 9 and 4, and

for 0.5 � 
 d < 1840, the most important generator 9 is protected with very high probability
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(a) (b)

(c)

Figure 2.3: Performance at MSNE vs. 
 d ; 
 a = 0.01; (a) Expected payoffs of the players
(2.12); (b) Fractional expected energy loss E(� )

J(K�
l q r ) and costs E(C a )

J(K�
l q r ) and E(C d )

J(K�
l q r ) (%); (c) At-

tacked/ protected subsets of nodes with two highest probabilities (all other probabilities
are below 0.03) and expected fractional loss E(� )

J(K�
l q r )(%)

due to high cost of defense per node. Finally, for very high 
 d � 1840, we obtain a pure NE

where the defender chooses not to protect any nodes and, since 
 a is very low, the attacker

successfully disables all communication in the system, resulting in the open-loop operation

(see Table 2.1).

In Fig. 2.4a, we illustrate the expected payoffs of the players at MSNE vs. 
 a for 
 d = 0.1.

Fig. 2.4b shows the attacked/ protected node subsets with the dominant probabilities at

MSNE for some values of 
 a . We observe that the defender protects the important nodes

while the attacker starts allocating resources to the unprotected nodes as 
 a increases. Note

that for 
 a � 0.03, the attacker's payoff is zero. Thus, it is not advantageous for the attacker
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(a) (b)

Figure 2.4: Performance at MSNE vs. 
 a ; 
 d = 0.1; (a) Expected payoffs of the players (12);
(b) Attacked / protected subsets of nodes with highest probabilities (all other probabilities
are below 0.03) and the attacker's expected utility Ea (r � ,d � )

to act in this region, resulting in successful system protection.

(a) (b)

Figure 2.5: Game performance at MSNE vs. 
 a and 
 d ; The expected players' payoffs (2.12);
(a) Attacker; (b) Defender

Fig. 2.5 illustrates the dependency of the expected payoffs of the players on the costs 
 a

and 
 d , with values in the interval (0,0.1). First, we consider the special case when 
 a = 
 d = 0

in (2.9), i.e., both players have unlimited resources. On solving the zero-sum game, we

obtain a pure NE with all nodes attacked and protected with probability 1, respectively,

which results in zero expected payoffs of both players and thus effective system protection,
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as shown by point Z1. As 
 d increases, the defender's payoff diminishes, consistent with

Fig. 2.3 results. We also observe that unless 
 d >> 
 a , the attacker's payoff at MSNE (2.15) is

Ea (r � ,d � ) = 0. Since the attacker can obtain this payoff by not acting, it loses its incentive

to attack the system, resulting in successful protection for most of the region shown in

Fig. 2.5. (Note that the game can have multiple MSNEs (2.15) [74], but an MSNE where the

attacker does not act with probability 1 is guaranteed to exist for all (
 a , 
 d ) points where

Ea (r � ,d � ) = 0 in Fig. 2.4 and 2.5).

Finally, the routine for �nding an MSNE for a given set of (
 a , 
 d ) values runs in under

900 seconds1. The computational load of the structural sparsity optimization [73] for each

sparsity pattern si , j (2.6) dominates the overall runtime of the game implementation, but

this computation can be shared for all (
 a , 
 d ) points. We can limit the total time of the latter

optimization by limiting the action space (2.5) to sets of important nodes (which can be

found using [50] or [76]). The NLP algorithm (2.16) is also computationally intensive due to

the large size of the system matrices. Since the proposed game solves a resource-planning

problem and is implemented of�ine, the computation complexity does not signi�cantly

impact its implementation.

2.4 Summary

In this Chapter, we developed a mixed-strategy investment game between an attacker

and a defender of a NCS. The proposed game allows to allocate the players' resources

strategically to save costs and optimize their control performance objectives. We found that

the defender can successfully protect the network from hardware-level attacks that disable

communication and thus compromise the control performance unless the cost of attack is

very low or is signi�cantly exceeded by the cost of protection per system node. Moreover, as

the cost of defense per node increases, an MSNE of the game reveals the important nodes

that must be protected to avoid large control performance loss.

1The experiments are run using MATLAB on Windows 10 with 64-bit operating system, 3.4 GHz Intel core
i7 processor, and 8GB memory
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CHAPTER

3

A COST-BASED STACKELBERG GAME

FOR CYBER-SECURITY INVESTMENT IN

NETWORKED CONTROL SYSTEMS

The strategic game proposed in the previous chapter uses randomization of strategies that

is not suitable for long-term, �xed security investment. In this chapter, we develop a Stack-

elberg game [77] for persistent malicious attacks on NCSs, where �xed, non-randomized

investment strategies are determined for both players. The NCS is assumed to be operating

in closed-loop using a state-feedback H 2 controller. The actions of the players are modeled

as discrete investment levels into the network nodes. These levels indicate the chances

of success for attack or protection at a given node. The need for feedback control in the

model guides the selection of the levels of attack and security investment at each node.

The attacker aims to disable communication to / from a set of selected nodes, which makes

the feedback gain matrix sparse, thereby degrading the closed-loop H 2-performance. The

defender, on the other hand, invests in tamper-resistant devices [18], intrusion monitoring,

threat management systems that combine �rewalls and anti-spam techniques [19], devices
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or software that ensure authorized and authenticated access via increased surveillance [69],

etc. to prevent the attacks and maintain the optimal H 2-performance. A Stackelberg Equilib-

rium (SE)[77] of this game describes an optimal resource allocation of the two players given

their respective budgets. Moreover, we develop an algorithm for computing a cost-basedSE

(CBSE), which saves the players' costs without compromising their payoffs, and analyze

the dependency of the players' payoffs at CBSE on the budgets and numbers of investment

levels.

The proposed game is validated using an example of wide-area control for the IEEE

39-bus model, which represents the New England power system. we show that as the cost

of defense per node increases, CBSEs of the proposed cost-based Stackelberg game (CBSG)

reveal the “ important " physical nodes [41, 51], which are prioritized for protection and

attack due to their impact on the control performance. We also show that reliable control

performance can be maintained unless the defender's resources are much more limited

than the attacker's.

3.1 Problem Formulation

3.1.1 Networked Control System Model and Controller

We �rst describe the system model. Consider an NCS with n nodes. Each node may be

characterized by multiple states and control inputs, as shown in Fig. 3.1. Let the state vector

at the i t h node be denoted as x i 2 Rm i , with the total number of states m =
P n

i =1 m i and

control inputs u i 2 Rr i , i = 1, . . . , n , with the total number of control inputs r =
P n

i =1 r i . The

state-space model of the network is written as

_x (t ) = Ax (t ) + Bu (t ) + Dw (t ), (3.1)

where x (t ) = (x T
1 (t ), ...,x T

n (t ))T 2 Rm � 1, u (t ) = (u T
1 (t ), ...,u T

n (t ))T 2 Rr � 1, w (t ) 2 Rq � 1 is a

disturbance input modeled as white noise and A 2 Rm � m , B 2 Rm � r , D 2 Rm � q are the

state, input, and the disturbance matrices, respectively. Assuming all states are measured,

the control input u (t ) is designed using linear state-feedback

u (t ) = � Kx (t ) (3.2)

where K 2 Rr � m is the feedback gain matrix:
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Figure 3.1: Schematic of a Networked Control System (NCS)
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...

... � � �
...

K n 1 K n 2 � � � K nn

3

7
7
7
7
5

. (3.3)

From (3.3) it follows that

u j (t ) = � K j i x i (3.4)

i.e. the r i � m j block matrix K i j represents the topology of the communication network

needed to transmit the state of node i to the controller at node j . The diagonal blocks K i i

correspond to the local or self-links, while the off-diagonal blocks K i , j , i 6= j indicate the

inter-node communication links, respectively as shown in Fig. 3.1.

The objective is to minimize the H 2-norm function

minimize J(K ) = t r a c e (D T P D ) (3.5)

s. t (A � BK )T P + P (A � DK ) = � (Q + K T RK )

where P is the closed-loop observability Gramian, Q = QT � 0 2 Rm � m and R = R T �

0 2 Rr � r are design matrices that denote the state and control weights, respectively. With

standard assumptions, (A ,B ) is stabilizable, and (A ,Q1=2) is detectable.
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3.1.2 Attack and Defense Model

The attack model is as follows. Every node i in the NCS is assumed to be equipped with a

communication equipment that enables both transmission of state xi (t ) from this node

to other designated nodes and reception of state vectors from other nodes to this node.

An attacker may intrude into this communication equipment and attempt to destroy the

physical device of node i permanently or hack into the software platform in the equipment

and create persistent DDoS that may disable all outgoing and incoming communication for

node i for an extended time period. In either case, a successful attack on node i will zero out

the entire i t h block row and block column of K in (3.3), thereby degrading the closed-loop

H 2-performance (i.e. resulting in a suboptimal value of J in (3.5)). The attacker invests as

per its budget into selected nodes to increase the value of J while the defender aims to

protect the system performance from such degradation against attacks by installing tamper-

resistant devices and / or intrusion monitoring software (for details of the mechanisms

please see[18,19,69]). Note that the defender does not know when and where an attack

might happen, so it acts proactively by selecting a set of nodes and the protection levels

to maintain J as low as possible within the defense budget in case of a future attack. Our

objective is to formulate a Stackelberg game for optimal resource allocation from the

defender of an NCS versus a malicious attacker. We formulate a single game for hardware

and persistent DDoS attacks, as described in the following section.

3.2 Stackelberg Investment Game

First, we present the Stackelberg[77] investment game where the attacker and defender

invest into disabling and protecting the communication capabilities of selected system

nodes, respectively. The attacker's actions a and the defender's actions d indicate the levels

of investment into the system nodes, which measure the chances of successful attack and

protection at these nodes, respectively. Both players have budget constraints and also aim

to reduce their costs of attack or protection. The attacker and the defender have opposite

control performance goals. The attacker aims to increase the H 2-performance cost in (3.5)

while the defender tries to keep it as close to the optimal value as possible. The payoffs of

the attacker and defender are denoted as U a (a,d) and U d (a,d), respectively. Given a pair

of investment strategies (a,d), U d (a,d) = � U a (a,d), resulting in a zero-sum game [72].

As in many SG for security [20, 26, 43], the defender is considered to be the leader,

[72, 78–80] who chooses its investment pro�le d �rst. The attacker follows by choosing
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its investment strategy a. Thus, the attacker's action a = g(d) = argmax
a

U a (a,d) is a best

response to d, which maximizes the attacker's utility given the defender's strategy d. On the

other hand, the defender chooses a strategy d that maximizes its utility given the attacker's

best responses to all its actions. A resulting Stackelberg Equilibrium (SE)[72,77,81] speci�es

a pair of strategies a � and d � , where a � = g(d � ), optimizes the utility of each player in an SG.

Finally, we augment the standard SG described above by selecting an SE that reduces the

players' costs [43]. The resulting game is termed cost-based Stackelberg game(CBSG).

In this Chapter, we assume that the opponent's budget and the number of investment

levels are known to each player. Moreover, we assume that the system model is �xed and

known to the players. These idealistic assumptions result in a baseline game performance

characterization. Extensions to the uncertainty about the system model and the opponent's

action set will be addressed in Chapter 4.

3.2.1 Player's Actions and Cost Constraints

The actions of the players are given by n-dimensional investment vectors into system nodes,

denoted as

a = (a1,a2, ...,an ), d = (d1,d2, ...,dn ) (3.6)

for the attacker and the defender, respectively. A higher value of a i (or d i ) corresponds to a

larger attack (or protection) investment level, thus level of effort, at node i . The levels a i in

(3.6) are chosen from the set
�
0, 1

La
, 2

La
, ...,1

	
where La + 1 is the total number of attacker's

investment levels. Similarly, d i 2
�
0, 1

Ld
, 2

Ld
, ...,1

	
where Ld + 1 is the number of defender's

investment levels. The values of ak or dk represent the attacker's or defender's resources

allocated to node k . Given the actions a and d, the probability of successful attack at node

k is given by

Pk (a,d) = ak (1 � dk ). (3.7)

The set of possible attack outcomes at all nodes is represented by a set of 2n sparsity

patterns or binary n- tuples

sm = (s1
m , ...,sn

m ) (3.8)

where sk
m = 0 indicates an attack is successful at node k while sk

m = 1 means that either

protection is successful at node k or node k is not attacked. From (3.7), the probability that
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the sparsity pattern sm occurs given the strategy pair (a,d) is

Psm
(a,d) =

Y

k , sk
m =0

Pk (a,d)
Y

k , sk
m =1

(1 � Pk (a,d)), (3.9)

Finally, the attacker and defender's budgets are as follows. Let 
 a i
and 
 d i

denote the

cost of attack and protection of node i at full effort (i.e., when a i (o r d i ) = 1). Scaling

this cost by the level of effort and summing over all nodes, the actions of the players are

cost-constrained as
nX

i =1


 a i
a i � 1,

nX

i =1


 d i
d i � 1. (3.10)

Remark 3.1. In (3.10), we have assumed without loss of generality that the total cost of each

player is bounded by 1. Thus, 
 a i
and 
 d i

are scaled costs per nodei for the attacker and the

defender, respectively.

3.2.2 Structural Sparsity and Players' Payoffs

When the sparsity pattern sm given by (3.8) occurs, all communication to / from each node

k for which sk
m = 0 is disabled. Thus, the corresponding feedback matrix K in (3.3) has the

sub-blocks K kp = 0 and K qk = 0 for all p = 1,2, ...,n , q = 1,2, ...,n , imposing the structural

sparsity constraint [50] on the matrix K . For example, Fig. 3.2 shows the scenario where

communication is disabled within and to / from node 3 and the resulting structural sparsity

of the feedback matrix K .

Next, we de�ne the H 2-performance loss vector � = (� s0
, ..,� sm

, ...,� s2n � 1
) with the m t h

element given by

� sm
= J(K�

sm
) � J(K�

H 2
), i = 0, ...,2n � 1 (3.11)

where K�
H 2

and K�
sm

optimize the H 2-norm objective function in (3.5) without and with the

structural sparsity constraint imposed by sm , respectively, where the latter can be computed

using the structured H 2 optimization algorithm in [50]. The loss corresponding to sparsity

pattern s0 represents the open-loop loss given by

� O L = JO L � J(K �
H 2

) (3.12)

where JO L is control energy of the open-loop system.
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Figure 3.2: Disabled communication for node 3 of Fig. 3.1 corresponding to the sparsity
pattern s6 = (110). All communication and self-feedback links associated with node 3 are
disabled.

Given a and d, the attacker's payoffs is

U a (a,d) =
2n � 1X

m =0

Psm
(a,d)� sm

(3.13)

and the defender's payoff is

U d (a,d) = � U a (a,d), (3.14)

where Psm
(a,d) is given by (3.9). Thus, the attacker and the defender aim to maximize and

minimize, respectively, the expected system loss in (3.13) under the constraints (3.10).

3.2.3 Cost-Based Stackelberg Equilibrium (CBSE)

The Backward Induction (BI) algorithm [72] is usually employed to �nd an SE. Since multiple

SEs are possible in an SG, we modify the BI method to select an SE that saves both players'

investment costs [43,71]. The resulting Cost-Based Backward Induction (CBBI) method is

summarized below where the steps 1(a) and 2(b) are included to save the attacker's and the

defender's costs without reducing their payoffs.

Cost-Based Backward Induction (CBBI)-

Step 1: For each action d by the defender that satis�es (3.10);
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(a) the attacker chooses its best response g(d) under its cost constraint in (3.10):

g(d) = argmax
a

U a (a,d), (3.15)

s.t
nX

i =1


 a i
a i � 1.

(b) If there are multiple best responses g(d) in Step 1(a), the attacker chooses the best

response with the smallest cost:

go (d) = argmin
g(d)

(
nX

i =1


 a i
g(d)i ). (3.16)

Step 2: (a) Assuming the attacker uses a response (3.16) for each defender's action d, the

defender chooses an investment strategy that maximizes its payoff under the constraint in

(3.10):

d � = argmax
d

U d (go (d),d), (3.17)

s.t
nX

i =1


 d i
d i � 1.

(b) If (3.17) has multiple solutions, then a defender's strategy with the smallest costis

chosen:

d �
o = argmin

d �

(
nX

i =1


 d i
d �

i ). (3.18)

Denote

a �
o = go (d �

o ). (3.19)

De�nition 3.1. The strategy pair (a �
o ,d �

o ) in (3.18) and (3.19) is a Cost-based Stackelberg

Equilibrium (CBSE) of the proposed cost-based Stackelberg game (CBSG).

Remark 3.2. Note that in Steps 1(b) and 2(b) ties are resolved arbitrarily. Moreover, at CBSE,

U a (a �
o ,d �

o ) � 0 since a CBSE cannot have a lower attacker's payoff than in the “no attack"

case when Ua (0,d) = 0. Since the game is zero-sum, Ud (a �
o ,d �

o ) � 0.

Remark 3.3. The complexity of computing m t h element of the loss vector(3.11) using struc-

tural optimization [50] is O(2n � nnz (K sm
)) where nnz (.) represents the number of non-zero

elements in the structured matrix K sm
. In the rest of the Chapter, we refer to “complexity" as
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the computational complexity of the actual game or algorithm steps, after the loss vector is

computed.

Since, the number of possible payoffs of each player (3.13),(3.14) of the proposed CBSG is

bounded by (La + 1)n � (Ld + 1)n , i.e. the worst-case game complexity is O((La + 1)n � (Ld + 1)n ).

The actual number of payoffs can be signi�cantly lower due to the cost constraints in (3.10),

which limit the sets of player's actions.

Following [43], we summarize some properties of the proposed game (3.13)-(3.14) in

Theorem 3.1.

Theorem 3.1. (a) Since the number of possible actions is �nite, the CBBI Algorithm has at

least one solution (a CBSE).

(b) The control performance loss (3.11) is the same for all solutions of the game (all CBSEs).

(c) Given La and Ld , the payoff of the attacker (3.13) or defender (3.14) does not increase with

its cost per node when the opponent's cost per node(3.10) is �xed.

(d) Given La and Ld , there exist � > 0 and � > 0 such that when 
 a < � while 
 d > � , the

attacker's payoff at CBSEU a (a � ,d � ) = � O L (the open-loop loss (3.12)). Moreover, there exists

an � > 0 such that when 
 d < � , the attacker's payoff at CBSEU a (a � ,d � ) = 0 (i.e. the optimal

H 2-performance is achieved).

(e) When Ld (or La ) is increased to L 0
d (or L 0

a ) that satis�es L 0
d = � (Ld ) (or L 0

a = � (La )), where

� is a positive integer, the defender's (3.14) (or attacker's (3.13)) payoff does not decrease if the

costs per node of both players and the opponent's number of investment levels La (or Ld ) are

�xed.

Proof. The proof is similar to the proof of Theorem 4.1 in [71].

The properties of the CBSG summarized in Theorem 3.1 will be illustrated in Section 3.4.

3.3 Individual Optimization (IO)

Instead of playing the proposed SG, the attacker and the defender can choose to optimize

their investment pro�les individually. Moreover, when the players do not have information

about their opponent, they can still optimize their utilities under given constraints. In

Individual Optimization (IO), both players act independently assuming that the opponent

is inactive.
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The attacker assumes that there is no defense or the defender is inactive. Given d = 0,

the probability of successful attack resulting in a sparsity pattern i is given as:

Psm
(a,0) =

Y

k , sk
m =0

ak

Y

k , sk
m =1

(1 � ak ), k = 1, ...,n , (3.20)

and the utility function of the attacker is given by

U a
ind (a,0) =

2n � 1X

m =0

Psm
(a,0)� sm

(3.21)

where � sm
is the loss (3.11) value for sparsity pattern sm (3.8).

The attacker's individual optimization problem is to �nd the investment pro�le a �
i nd

that satis�es

a �
i nd = argmax

a
U a

ind (a,0), (3.22)

s.t
nX

i =1


 a i
a i � 1.

Similarly, the defender assumes that the attacker has unlimited resources, and thus all

nodes are attacked with maximum effort, i.e., a = 1. The probability of successful attack is

then given by

Psm
(1,d) =

Y

k , sk
m =0

(1 � dk )
Y

k , sk
m =1

dk , k = 1, ...,n , (3.23)

and the defender's utility function is

U d
ind (1,d) = �

2n � 1X

m =0

Psm
(1,d)� sm

(3.24)

The defender's individual optimization problem is to determine the individual pro�le

d �
i nd that satis�es:

d �
i nd = argmax

d
U d

ind (1,d), (3.25)

s.t
nX

i =1


 d i
d i � 1.

Given a �
i nd and d �

i nd in (3.22) and (3.25), the actual probability of successful attack for
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the sparsity pattern sm then becomes

Psm
(a �

i nd ,d �
i nd ) =

Y

k , sk
m =0

a �
i nd ,k (1 � d �

i nd ,k )
Y

k , sk
m =1

(1 � a �
i nd ,k (1 � d �

i nd ,k )), k = 1, ...,n , (3.26)

resulting in the �nal payoff of the attacker

U a
I O (a �

i nd ,d �
i nd ) =

2n � 1X

m =0

Psm
(a �

i nd ,d �
i nd )� sm

(3.27)

and that of the defender U d
I O (a �

i nd ,d �
i nd ) = � U a

I O (a �
i nd ,d �

i nd ). Both players maximize their

payoffs in IO by assuming trivial action taken by the opponent, so cannot guarantee the

individual strategies are the best responses. Thus, either of the player might lose with IO.

3.4 Numerical Results for Wide-Area Control of Power sys-

tems

3.4.1 Power System Model

To demonstrate the performance of the proposed investment games, we consider one

of the most important and safety-critical examples of an NCS, namely, an electric power

system. The linear static state-feedback controller to be designed is referred to as wide-area

control [46], which helps in damping system-wide oscillations of power �ows by minimizing

the H 2-performance function in (3.5). Before discussing the game, we �rst brie�y overview

the dynamic model of the system.

Consider a power system network with n synchronous generators and ` loads. We

assume that the state of the i t h generator is denoted as � i = [ � i , ! i , x i ,r e m ] 2 Rm i where

� i is the generator phase, ! i is the generator frequency, and x i ,r e m is the vector of all

non-electromechanical states. The control input is considered as the excitation voltage

and is denoted as � i 2 R. All the loads in the system are considered as constant power

loads without any dynamics. Let the pre-disturbance equilibrium of the i t h generator

be � 0
i . The differential-algebraic model of the entire system, consisting of the generator

models and the load models together with the power balance in the transmission lines, is

converted to a state-space model using Kron reduction (for details, please see [75]) and

linearized about � 0
i , i = 1,2, ...,n . The small-signal state of generator i (or node i ) is de�ned

asx i (t ) = � i (t ) � � 0
i . The small-signal model of the entire power system is thereafter written
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in the form of (3.1).

For the wide-area control design, R is chosen as the identity matrix while

Q = diag( ¯L , I n , I m � 2n ) where m =
P n

i m i , so that all generators arrive at a consensus

in their small-signal changes in the phase angles. Here, ¯L = n I n � 1n � 1T
n [76] where

1n 2 Rn � 1 is the column vector of all ones, I n is the n � n identity matrix, and I m � 2m is the

(m � 2n ) � (m � 2n ) identity matrix.

3.4.2 Simulation Results for the IEEE 39-bus system

We employ the IEEE 39-bus power model, which consists of 10 synchronous generators

and 19 loads, to evaluate the performance of the proposed SGs. Generator 1 is modeled by

7 states, generators 2 through 9 are modeled by 8 states each while generator 10 is modeled

by 4 states. Therefore, in this case n = 9. The dimension of the state vector in (3.1) is m = 75,

i.e. A 2 R75� 75, with the total number of control inputs r = 9, resulting in B 2 R75� 9 and

K 2 R9� 75. We assume that D 2 R75� 9 in (3.1) is a matrix with all elements zero except for

the ones corresponding to the acceleration equation of all generators. The data set for the

IEEE 39-bus system can be found in [1].

In this section, the game is evaluated for the nominal model available in [1]. Table 3.1

illustrates the fractional control performance losses
� s m

J(K�
H 2

)(%) (see (3.11)) for the sparsity

patterns where only one element of sm in (3.8) is zero, i.e. only one generator is successfully

attacked. The highest loss is observed for the disabled generator 9, followed by the genera-

tors 8,4,7,5,3,2,6,1, imposing the “importance" ranking of the generators, or nodes. From

Table 3.1, we observe that when only the inter-node communication links are disabled

while the self-links are intact (see Fig. 3.1), the losses are greatly reduced, con�rming that

retaining the self-links is critical for a well-damped closed-loop performance. In other

words, it is important to protect the system against the attacks that target the self-links [41].

The last row of Table 3.1 shows the open-loop scenario with the loss � O L (3.12). We observe

very large loss in the latter case, especially when the local links are disabled. For the rest of

this section, we will make a practical assumption that a successful hardware or persistent

DoS attack on a given node disables both the self-links and the communication links to and

from that node (see Fig. 3.2), re�ecting the losses shown in the third column of Table 3.1.

Fig. 3.3 shows the attacker's payoff given by (3.13) (relative to J(K �
H 2

)) versus the players'

costs while Fig. 3.4 illustrates the players' strategies and payoffs at CBSE assuming all nodes

of each player have the same cost per node in (3.10), i.e., 
 a i
= 
 a , 
 d i

= 
 d for all i = 1, ...,n .

We observe the performance trends are consistent with Theorem 3.1(a) � (d).
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Table 3.1: Ranking of node “importance" according to the fractional loss
� s m

J(K�
H 2

)(%) of the i t h

node sparsity pattern sm (3.8) where only the node i is attacked successfully; the open-loop
fractional loss is also shown.

Node Rank
Disabled
generator

Fract. loss % (local
links disabled)

Fract. loss % (local
links intact)

1 9 40.7 0.07

2 8 17.96 0.06

3 4 17.67 0.06

4 7 16.29 0.057

5 5 16.26 0.05

6 3 14.63 0.045

7 2 13.47 0.04

8 6 13.41 0.04

9 1 3.79 0.01

Open-loop 1,2,3,4,5,6,7,8,9 181.92 0.4

In general, multiple SEs are possible for any choice of SG settings. In this example, they

occur in the outlined regions of Fig. 3.3. The cost pair boundaries of these regions depend

on the parameters n = 9 and La = Ld = 3. First, multiple SEs exist when 
 d � 1
9 , i.e., the

defender is capable of protecting all nodes, resulting in U a (a � ,d � ) = 0 (no loss) while CBSE

re�ects the players' cost-saving strategy choices corresponding to this payoff. In this case,

the attacker chooses not to act since it cannot change the payoff as shown in the �rst row

of Fig. 3.4. The second region of multiple SEs corresponds to 
 a > 3 where the expected

loss is zero since the attacker does not have resources to attack in this region. In this case,

a CBSE occurs when the defender also chooses not to act (see the third row of Fig. 3.4).

Finally, multiple SEs exist when 
 a � 1
9 while 1

9 < 
 d � 3 where the attacker is able to attack

all nodes fully but both players choose cost-saving strategies as shown in the fourth row of

Fig. 3.4. In this case, a CBSE occurs when the attacker saves its cost by not investing into

node 9 since the defender fully protects this most “important" node.

Moreover, when 
 a � 1
9 while 
 d > 3, the defender is very resource-limited and thus does

not act while the attacker attacks all nodes, resulting in the open-loop system (Fig. 3.3 and

second row of Fig. 3.4). The last three rows of Fig. 3.4 illustrate the scenarios where one or

both players are resource-limited, and thus choose from the “important" nodes (Table 3.1)

to optimize their payoffs strategically. In the �fth row, the defender invests into the most
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Figure 3.3: Attacker's fractional payoff at CBSE vs. costs per node 
 a of the attacker and 
 d

of the defender ; La = Ld = 3

“important" node 9 at the level d9 = 1
3 while the attacker has suf�cient resources to invest

fully into both “important" nodes 9 and 8, thus raising the expected system loss above 50%.

When 
 a = 2, 
 d = 1 (sixth row), the defender can invest in to the “important" nodes 9 and

8 while the attacker chooses the unprotected, but still “important", node 4 since it has low

chance of affecting the outcome for the more “important" nodes. The resulting attacker's

payoff is low in this case. Finally, in the last row, the defender is more resource-limited than

the attacker, and both players target node 9 at the levels dictated by their cost constraints

in (3.10), with the resulting payoff increasing relative to the sixth row.

While we assumed that all nodes have the same costs 
 a or 
 d for the attacker and

defender, respectively, in some systems, the cost of attacking or protecting a certain node

(e.g. an “important" node) might be higher than that for other nodes. For example, we

found that when a player's cost of the most “important" node 9 increases signi�cantly

relative to the costs of the other nodes, that player avoids investing into node 9, and thus

it's payoff decreases. Details can be found in Appendix A.1.

Next, we investigate the dependency of the players' payoffs on the number of investment

levelsLa ,Ld for 
 a = 
 d = 1.5, which characterize moderate resources of both players. In
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Figure 3.4: Players' strategies and the attacker's fractional payoff at CBSE for several ( 
 a , 
 d )
pairs; La = Ld = 3

Fig. 3.5, we illustrate a player's fractional payoff (in %) at CBSE as its number of investment

levels varies while the opponents' number of investment levels is �xed. Similar simulations

were performed for other cost pairs, and the results are consistent with Theorem 3.1(e). We

(a) (b)

Figure 3.5: Players' payoffs at CBSE (a) Defender's fractional payoff vs. La for several Ld

values (b) Attacker's fractional payoff vs. Ld for several La values; 
 a = 
 d = 1.5

observe that setting the player's number of levels to three provides a near-optimal payoff
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for that player for any �xed opponent's number of levels. Thus, La = Ld = 3 is used in the

numerical results throughout this and the following chapter.

Next, we compare the proposed game with individual optimization (IO) de�ned in

Section 3.3, where the attacker aims to degrade the system performance by increasing

the closed-loop energy function J in (3.5) while the defender aims to decrease it. Both

players act under their individual budget constraint and without taking into account the

opponent's possible actions. While each player always targets its “important" nodes in IO,

in the game the players' strategies affect each other as the attacker often prefers to avoid the

nodes protected by the defender as illustrated in Fig. 3.4. Either the attacker or the defender

Figure 3.6: Difference between attacker's utility U a (a �
o ,d �

o ) of CBSG at CBSE and utility of
IO U a

I O (a �
i nd ,d �

i nd ); La = Ld = 3.

loses if they optimize individually independent of each other. Fig. 3.6 shows the utility

difference in percentage ( %) for the attacker between IO and the proposed CBSG over all

cost pairs. The positive value means that the attacker can get more utility in IO, hence the

defender loses that much utility with IO, since the game is zero-sum. The negative values

mean that the attacker loses utility with IO, and thus the defender gains. We found that

each player's payoff can be up to 50%lower when using IO relative to playing the game for
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some cost pairs (
 a , 
 d ).

Figure 3.7: Players' strategies payoff difference, and cost difference at CBSE and IO, for
several (
 a , 
 d ) pairs; La = Ld = 3

Moreover, the players' costs can be signi�cantly lower when playing the proposed CBSG

than in IO, as shown in Fig. 3.7, since the CBBI algorithm in Section 3.3.3 selects an SE

with the lowest cost while in IO each player invests fully up to its budget constraint. When


 a = 
 d = 0.1, both the attacker and defender invest in attack and defense of all nodes,

respectively, leading to a zero utility for both (as successful protection occurs) when using

IO (Section 3.3). Whereas, when CBSG is played, the utility is again obtained as zero, but

here the attacker does not waste her resources to attack as she is aware of her opponent's

strategies of protecting all nodes, hence saving her cost by a very large margin. Similarly,

when 
 a = 3.5, 
 d = 2, in IO, since cost of attack is very high, the attacker doesn't spend in

investing on nodes, and the defender independently invests in the most important node,

leading to zero utilities of the attacker and the defender. Whereas while playing the game,

the defender takes into account the attacker's strategy and saves his cost by not protecting
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at all, still resulting in 0 payoffs (as no attack occurs), but reducing expenditure as compared

to IO. When 
 a = 0.5, 
 d = 1.5, the attacker loses utility by 15.84%while using IO, as she is

not aware of defender's choice to protect the most important node with high investment.

This means that the attacker would bene�t from playing the game instead. When 
 a = 0.5,


 d = 2, the attacker gains utility while using IO by 11.24%, and the defender loses this much

in IO.

Finally, we summarize the computational requirements of the CBSG analyzed in section

3.3.2. First, the CBBI method requires the computation of the loss vector corresponding to all

sparsity patterns in (3.8) (see Remark 3.3). This computation is dominated by the structured

H 2 optimization algorithm in [50], which is completed in under 900 seconds1. Note that

this computation is the same for all cost pairs and thus can be shared if investment for

more than one cost pair is of interest. Second, the payoff matrix (3.13) must be computed

for all actions that satisfy (3.10). This computation scales with the number of feasible

actions, which is bounded by 418 for the SG designed for the IEEE 39 bus system model

with La = Ld = 3. Finally, for each cost pair, the CBBI algorithm in Section 3.2.3 needs

to be executed to �nd a CBSE. The running time of this depends on the cost pair. For

example, when 
 a = 
 d = 0.5, the action space of the players is not restricted signi�cantly,

corresponding to a high computation load. In this case, the computation time of CBSE is

about 1120 seconds while for moderate costs 
 a = 
 d = 1 the running time is under 450

seconds. The overall complexity of the game can be high for large systems, so numerical

approaches to reduce the computational complexity of the proposed game will be explored

in the next chapter.

3.5 Summary

In this Chapter, we developed a Stackelberg security investment game between an attacker

and a defender of an NCS for a hardware or persistent DDoS attack. The game allocates

the players' resources strategically in a cost-ef�cient manner is proposed. Cost-based

Stackelberg Equilibria of the game reveal the identity of the “important" nodes of the

system, whose communication is critical for maintaining satisfactory control performance.

Using an example of wide-area control of power systems applied to the IEEE 39-bus test

model, we demonstrated that successful defense is feasible unless the defender is much

more resource-limited than the attacker.

1The experiments are run using MATLAB on Windows 10 with 64-bit operating system, 3.4 GHz Intel core
i7 processor, and 16GB memory
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CHAPTER

4

ROBUST METHODS FOR SECURITY

INVESTMENT IN NETWORKED

CONTROL SYSTEMS

In the previous chapter, we presented a Stackelberg game with idealistic assumptions.

In this chapter, for a realistic setting where the defender does not know the attacker's

capabilities, we develop a robust-defense sequential algorithm where the defender protects

against the most powerful hypothetical attacker. In addition, to address the scalability issues

of the Stackelberg game (Chapter 3), we adopt the bidirectional, parallel, evolutionary,

genetic algorithm (BPEGA) [71] for a computationally-ef�cient approach to �nding a CBSE

of the proposed game for large networked systems. Moreover, we analyze the proposed

investment game for NCSs with model uncertainties. The model parameters of an NCS

vary over time due to changes in operating conditions, thereby making the NCS model

uncertain [70]. Modifying the security investment as these changes occur can be time-

consuming and expensive. Thus, unlike in repeated dynamic games [21], we seek �xed ,

long-term investment that provides robustnessto model uncertainty.
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The proposed games are validated using an example of wide-area oscillation damping

control for the IEEE 39-bus model, which represents the New England power system. First,

we demonstrate feasibility of robust, long-term protection for power systems with model

uncertainty as well as the defender's uncertainty about the attacker's resources. Second, we

enhance the BPEGA[71] method to save players' costs and demonstrate its ef�ciency for

computing the solutions of the proposed methods. Finally, to show the applicability of the

proposed techniques to large-scale networks, we extend our simulation study to the IEEE

68-bus system, which has more than twice the number of states than the 39-bus model.

4.1 Cost-based Stackelberg Game

In this section, we recall the Cost-Based Stackelberg Game(CBSG) presented in Chapter 3.

4.1.1 Recall: System Metric and CBSG

We consider an NCS with n nodes. Each node may be characterized by multiple states and

control inputs, as shown in Fig. 3.1. At the i t h node, the state vector is denoted as x i 2 Rm i ,

with the total number of states m =
P n

i =1 m i , and the control input is denoted as u i 2 Rr i ,

i = 1, . . . , n , with the total number of control inputs r =
P n

i =1 r i . The state-space model of

the network is written as

_x (t ) = Ax (t ) + Bu (t ) + Dw (t ), (4.1)

where x (t ) = (x T
1 (t ), ...,x T

n (t ))T 2 Rm � 1, u (t ) = (u T
1 (t ), ...,u T

n (t ))T 2 Rr � 1, w (t ) 2 Rq � 1 is the

disturbance modeled as white noise and A 2 Rm � m , B 2 Rm � r , D 2 Rm � q are the state,

input, and the disturbance matrices, respectively. The control input u (t ) is designed using

linear state-feedback

u (t ) = � Kx (t ) (4.2)

where K 2 Rr � m is the feedback gain matrix. For details please refer to Chapter 3. The

objective is to �nd the feedback matrix K that minimizes the H 2-performance cost function

J(K ) = t r a c e (D T P D ) (4.3)

subject to (A � BK )T P + P (A � BK )

= � (Q + K T RK )
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where P is the closed-loop observability Gramian, Q = QT � 0 2 Rm � m and R = R T �

0 2 Rr � r are design matrices that denote the state and control weights, respectively. With

standard assumptions, (A ,B ) is stabilizable, and (A ,Q1=2) is detectable [51]. The attack

and defense model is same as described in Section 3.1.

Next, we brie�y describe the proposed CBSG (Chapter 3). The actions of the players are

given by n-dimensional investment vectors into the system nodes, denoted as

a = (a1,a2, ...,an ), d = (d1,d2, ...,dn ) (4.4)

for the attacker and the defender, respectively. The levels ak in (4.4) are chosen from the set
�
0, 1

La
, 2

La
, ...,1

	
where La + 1 is the total number of attacker's investment levels. Similarly,

dk 2
�
0, 1

Ld
, 2

Ld
, ...,1

	
where Ld + 1 is the number of defender's investment levels. Given the

actions a and d, the probability of successful attack at node k is given by

Pk (a,d) = ak (1 � dk ). (4.5)

The set of possible attack outcomes at all nodes is represented by a set of 2n sparsity

patterns, or binary n- tuples,

sm = (s1
m , ...,sn

m ) (4.6)

where sk
m = 0 indicates an attack is successful at node k while sk

m = 1 means that either

protection is successful at node k or node k is not attacked. From (4.5), the probability that

the sparsity pattern sm occurs given the strategy pair (a,d) is

Psm
(a,d) =

Y

k , sk
m =0

Pk (a,d)
Y

k , sk
m =1

(1 � Pk (a,d)). (4.7)

Finally, the players' budgets are as follows. Let 
 a i
and 
 d i

denote the cost of attack and

protection of node i at full effort, i.e., when a i (o r d i ) = 1, respectively. Scaling this cost by the

level of effort and summing over all nodes, the actions of the players are cost-constrained

as
nX

i =1


 a i
a i � 1,

nX

i =1


 d i
d i � 1. (4.8)

Remark 4.1. In (4.8), we have assumed without loss of generality that the total cost of each

player is bounded by 1. Thus, 
 a i
and 
 d i

are scaled costs per nodei for the attacker and the

defender, respectively.

When a sparsity pattern sm (4.6) occurs, all communication to / from each node k for
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which sk
m = 0 is disabled. Thus, the corresponding feedback matrix K has the sub-blocks

K kp = 0 and K qk = 0 for all p = 1,2, ...,n , q = 1,2, ...,n , imposing the structural sparsity

constraint [50] on the matrix K .

Next, we de�ne the H 2-performance loss vector � = (� s0
, ..,� sm

, ...,� s2n � 1
) with the m t h

element given by

� sm
= J(K�

sm
) � J(K�

H 2
), i = 0, ...,2n � 1 (4.9)

where K�
H 2

and K�
sm

optimize the H 2-performance objective function in (4.3) without and

with the structural sparsity constraint imposed by sm , respectively. The latter can be com-

puted using the structured H 2 optimization algorithm in [50]. The loss corresponding to

the sparsity pattern s0 = (0, ...,0) represents the open-loop loss given by

� O L = JO L � J(K �
H 2

) (4.10)

where JO L is H 2-performance of the open-loop system.

Given a and d, the attacker's payoff is

U a (a,d) =
2n � 1X

m =0

Psm
(a,d)� sm

(4.11)

and the defender's payoff is

U d (a,d) = � U a (a,d), (4.12)

where Psm
(a,d) is given by (4.7). Thus, the attacker and the defender aim to maximize and

minimize, respectively, the expected system loss in (4.11) under the constraints (4.8).

A Stackelberg Equilibrium (SE)[77] speci�es a pair of strategies (a � ,d � ), which optimizes

the payoffs of the players in an SG. For the proposed CBSG, we augment an SE to select

the most cost ef�cient strategy for both the players termed as a Cost-based Stackelberg

equilibrium (CBSE). To compute a CBSE we employ the CBBI method summarized in

Algorithm 4.1. Please see Chapter 3 for details.

Recall that the strategy pair (a �
o ,d �

o ) in (4.16) and (4.17) is a Cost-based Stackelberg

Equilibrium (CBSE) of the proposed cost-based Stackelberg game (CBSG). Please refer to

Remark 3.3 for the computational requirements of the CBBI method in Algorithm 4.1. In the

next section, we present a numerical approach for computing a CBSE where we enhance

the BPEGA[71] method to select strategies that saves player's costs without degrading their

respective payoffs.
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Algorithm 4.1: Cost-Based Backward Induction Algorithm

Step 1:For each action d by the defender that satis�es (4.8);
(a) the attacker chooses its best response g(d) under its cost constraint in (4.8):

g(d) = argmax
a

U a (a,d), (4.13)

s.t
nX

i =1


 a i
a i � 1.

(b) If there are multiple best responses g(d) in Step 1(a), the attacker chooses the
best response with the smallest cost:

go (d) = argmin
g(d)

(
nX

i =1


 a i
g(d)i ). (4.14)

Step 2: For defender-;
(a) Assuming the attacker uses a response (4.14) for each defender's action d, the
defender chooses an investment strategy that maximizes its payoff under the
constraint in (4.8):

d � = argmax
d

U d (go (d),d), (4.15)

s.t
nX

i =1


 d i
d i � 1.

(b) If (4.15) has multiple solutions, then a defender's strategy with the smallest cost
is chosen:

d �
o = argmin

d �

(
nX

i =1


 d i
d �

i ). (4.16)

Denote
a �

o = go (d �
o ). (4.17)

4.1.2 Cost-based Bidirectional Evolutionary Method for Computing a

CBSE

The traditional BI algorithm and thus the CBBI method (4.13)-(4.17) in Algorithm 4.1 are

referred to as traversal searching methods. According to Remark 3.2 (Chapter 3), the CBBI

Algorithm 4.1 has O((La + 1)n (Ld + 1)n ) computational complexity, which rapidly increases

as the system size (n ) and the players' numbers of investment levels ( La and Ld ) grow.

To reduce the computational complexity of �nding an SE, genetic algorithms (GA) have
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been developed for SGs in [82,83]. However, in these papers, the evolutionary process was

employed only by the defender. To overcome this limitation, we proposed a bidirectional

parallel evolutionary GA (BPEGA) method in [71].

In this Chapter, we extend the BPEGA algorithm to �nd a CBSE of the proposed CBSG.

The resulting method is termed cost-based BPEGA and is summarized in Algorithm 4.2.

The changes from the BPEGA Algorithm 5.2 of [71] are as follows. First, the elitist step (step

6) is modi�ed to reorder the individuals with the same �tness value, which guarantees the

selection of the least-cost SE strategy. Furthermore, once the termination criteria described

in Section 5.4.3 in [71] are met, the CBBI Algorithm 4.1 is applied on the �nal generation of

populations of the players in step 7 to �nd an optimal strategy pair (a � ,d � ).

From Proposition 5.1 in [71], it follows that Algorithm 4.2 converges to a CBSE as the

number of iterations tends to in�nity.

Finally, we compare the computational complexity of the traversal CBBI Algorithm 4.1

(4.13-4.17) and the proposed CB-BPEGA. Given a �xed maximum number of generations T

and the population sizes Sa and Sd of the attacker and defender, respectively, Algorithm 4.2

has O((T + 1)SaSd ) computational complexity (Section 5.4.4 in [71]), which is signi�cantly

lower than the computational complexity of CBBI Algorithm 4.1 (see Remark 3.2) when

the system size is large and T SaSd � (La + 1)n (Ld + 1)n [71]. In practice, NCSs with different

system sizes might require different T values to achieve convergence as demonstrated in

Section 4.3.

4.2 Long-term, Robust Security Investment Methods for

NCSs

4.2.1 Robust CBSG for Systems with Model Uncertainty

The CBSG developed above assumes a �xed system model in (4.1), which we refer to as

a nominal model M nom . In practice, the model varies with time. We refer to upcoming

models as “uncertain models" and denote the i t h uncertain model as M i = fA i , B i gwhere

A i and B i are the state and input matrices (4.1) of this model. We set M 1 = M nom .

If a CBSE (a �
nom ,d �

nom ) of the SG designed for M nom is employed as an investment

strategy for a future system realization M i , we refer to this game as the “ nominal-model "

SG. Note that the CBSE of the latter game is in general a suboptimal investment strategy for

model M i . The fractional difference between the payoffs of the model M i and the nominal
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Algorithm 4.2: Cost-Based Bidirectional Parallel Evolutionary Genetic Algorithm
Result: One strategy pair (a � ,d � )
Parameter initialization: Population sizes Sa and Sd , Crossover probability Pc ,
Mutation rate Pm , Maximum number of generations T ; Current generation t = 0
Step 1. Population Initialization: Randomly selected feasible initial population for
both players P OP0

a =
�
a1, . . . ,aSa

	
and P OP0

d =
�
d1, . . . ,dSd

	
, where 8a 2 P OP0

a and
8d 2 P OP0

d satisfy (4.8) ;
while the termination criteria are not satis�ed, do

Step 2. Evaluation: The defender and attacker compute U d (a,d) and U a (a,d)
8a 2 P OP0

a and 8d 2 P OP0
d and evaluate them to compute their �tness values-

fd (d) = U d (gt (d),d), 8d 2 P OPt
d (4.18)

where a best response gt (d) = argmax
a2P OPt

a

U a (a,d) and

fa (a) = U a (a,d0), 8a 2 P OPt
a (4.19)

where d0= argmax
d2P OPt

d

fd (d);

for Attacker and Defender do
Step 3. Selection: SelectSa =2 (or Sd =2) pairs of parents t mp a

p (or t mp d
p )

using the Roulette Wheel selection method [82]
Step 4. Reproduction: Apply crossover with Pc and mutation operation with
Pm to generate Sa (or Sd ) children t mp a

c (or t mp d
c ) [84]

Step 5. Check feasibility: For each individual in t mp a
c (or t mp d

c ), check if it
is a feasible solution to (4.8). Include all feasible children in the set t mp a

c,f

(or t mp d
c,f )

Step 6. Combine, Sort and Reorder: Combine P OPt
a (or P OPt

d ) with the
set of feasible children t mp a

c,f (or t mp d
c,f ), sort by the �tness value in the

descending order. For all individuals with same �tness value, reorder them in
ascending order of their costs using (4.8). Individuals with same �tness value
and cost are sorted according to their seniority of being selected, with the
individuals who were present in an earlier generation placed ahead of those
selected later. Sa (or Sd ) individuals with the highest rank are selected as
P OPt +1

a (or P OPt +1
d )

end
t  t + 1

end
Step 7. Apply the CBBI Algorithm 4.1 (4.13)-(4.17) to the �nal generation P OPT

a and
P OPT

d to determine (a � ,d � ).
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model M 1 = M nom at the CBSE(a �
nom ,d �

nom ) is de�ned as

� i ,nom %=

�
�
�
�
U a

M i
(a �

nom ,d �
nom ) � U a

M nom
(a �

nom ,d �
nom )

U a
M nom

(a �
nom ,d �

nom )

�
�
�
� � 100 % (4.20)

where U a
M i

(a,d) is the attacker's payoff (4.11) when the actual model is M i . This payoff is

obtained as follows. First, de�ne the loss vector � M i which is found as in (4.9) with K �
sm

and K �
H 2

computed for model M i . Then U a
M i

(a,d) and U d
M i

(a,d) are given by (4.11), (4.12),

respectively, with � replaced by � M i . Note that � 1,nom = 0. A similar game can be designed

based on an initial model M i , i 6= 1, instead of M nom .

4.2.2 Robust-Defense Security Method

In the above game, the attacker and defender have complete information about each other.

In this subsection, we consider a realistic scenario where the defender does not know

the attacker's resources and thus prepares to protect against the most powerful attacker.

The approach presented below can be formulated as a trivial Bayesian Stackelberg game

(BSG)[85], but it is more intuitive to describe it as the following robust-defense, sequential

algorithm. First, we assume the nominal model M 1 = M nom and drop the model index as in

Chapter 3. The utility of the defender is independent of a and is de�ned as:

U d (d) = � U a (1n ,d), (4.21)

where U a (a,d) is given by (4.11), and 1n = (1, � � � ,1)n , i.e. the defender assumes full attack on

all nodes. Once the defender identi�es its optimal action d �
RD that maximizes (4.21) while

saving the cost, the attacker �nds its cost-based best response using its utility (4.11). The

proposed robust-defense (RD) method shown in Algorithm 4.3 does not require backward

induction since the players' optimal strategies are found sequentially. We denote a solution

computed by Algorithm 4.3 as (a �
RD ,d �

RD ).

The GA implementation of the RD algorithm is a modi�ed version of Algorithm 4.2,

which is presented in Algorithm 4.4 below. Using a similar argument to the proof of Propo-

sition 5.1 in [71], it can be easily shown that the payoffs of this sequential GA converges to

the payoffs at a solution of the RD method as the number of iterations tends to in�nity.

The attacker's payoff at the output of Algorithm 4.3 is U a (a �
RD ,d �

RD ) (4.11). However, the

actual payoff of the defender is not given by its optimized utility (4.21) at d �
RD since the
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Algorithm 4.3: Cost-Based Robust Defense Method
A. Leader Optimization Subproblem:
Step 1(a)- The defender chooses an investment by solving:

d � = argmax
d

U d (1n ,d), (4.22)

s.t
nX

i =1


 d i
d i � 1.

1(b)- A smallest cost defender's strategy is then chosen:

d �
RD = argmin

d �

(
nX

i =1


 d i
d �

i ). (4.23)

B. Follower Optimization Subproblem:
Step 1(a)- For given defender's strategy d �

RD , the attacker chooses its best response
a � solving:

a � = argmax
a

U a (a,d �
RD ), (4.24)

s.t
nX

i =1


 a i
a i � 1.

1(b)- A smallest cost attacker's strategy is chosen:

a �
RD = argmin

a �
(

nX

i =1


 a i
a �

i ). (4.25)

actual attacker's action is not a = 1, but is a �
RD . Thus, the actual defender's payoff is

U d (a �
RD ,d �

RD ) = � U a (a �
RD ,d �

RD ), (4.28)

which is suoptimal due to the defender's uncertainty as shown in Theorem 4.1.

Theorem 4.1. The defender's actual payoff U d (a �
RD ,d �

RD ) of the RD method (4.28) does not

exceed its payoff at a CBSE of the CBSG(4.11), i.e.

U d (a � ,d � ) � U d (a �
RD ,d �

RD ) (4.29)

while the attacker's expected payoff is at least as large at the solution of the RD method as at
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Algorithm 4.4: Cost-Based Sequential Algorithm for �nding RDSE
Result: One strategy pair (a �

RDSG,d �
RDSG)

Parameter initialization: Population sizes Sa and Sd , Pc , Pm , T ; Current generation
t = 0
A. Leader EGA:
Step 1. Population Initialization: Feasible initial population for the defender
P OP0

d =
�
d1, . . . ,dSd

	
, where 8d 2 P OP0

d satisfy (4.8)
while the termination criteria are not satis�ed, do

Step 2. Evaluation: Compute U d
a v g (1n ,d) 8d 2 P OP0

d and evaluate all
individuals in the current generation to compute their �tness values using

fd (d) = U d
a v g (1n ,d), 8d 2 P OPt

d (4.26)

Steps 3-6 of Algorithm 4.2 are run for the defender
t  t + 1

end
Step 7. Apply step A of Algorithm 4.3 to the �nal generation P OPT

d to determine
d �

RDSG.
B. Follower EGA:
Step 1. Population Initialization: Feasible initial population for the defender
P OP0

a =
�
a1, . . . ,aSa

	
, where 8a 2 P OP0

a satisfy (4.8)
while the termination criteria are not satis�ed, do

Step 2. Evaluation: Computes U a
a v g (a,d �

RDSG) 8a 2 P OP0
a and evaluate all

individuals in the current generation to compute their �tness values using

fa (a) = U a (a,d �
RDSG), 8a 2 P OPt

a (4.27)

Steps 3-6 of Algorithm 4.2 are run for the attacker
t  t + 1

end
Step 7. Apply step B of Algorithm 4.3 to the �nal generation P OPT

a to determine
a �

RDSG.

the CBSE of the ideal SG

U a (a � ,d � ) � U a (a �
RD ,d �

RD ). (4.30)

Proof. The proof can be found in Appendix B.

To evaluate the defender's payoff loss due to its lack of information about the attacker's

budget, we compute the mismatch (loss) of actual defender's utility (4.28) of the RD method
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relative to that of CBSG (4.12) at its CBSE when the actual cost is 
 a :

� 
 a
(%) =

U d (a �
RD ,d �

RD ) � U d (a � ,d � )

U d (a � ,d � )
� 100 % (4.31)

Moreover, when the system realization is given by model M i 6= M nom , the proposed RD

method developed for the nominal model can still be used, and the difference of the utilities

obtained for the nominal model M nom and M i can be computed by (4.20) with (a �
RD ,d �

RD )

replacing (a �
o ,d �

o ).

Finally, we note that the traversal method to compute the RD solution has at most

ma x (O((La + 1)n ), O((Ld + 1)n )) computational complexity while the GA method to �nd

this solution has ma x (O((T + 1)Sa ),O((T + 1)Sd )) complexity. Thus, due to the sequential

nature of the RD algorithm, it is signi�cantly simpler to implement than the ideal CBSG

(see Section 4.1.2).

4.3 Numerical Results for Wide-Area Control of Power Sys-

tems

4.3.1 Power System Model

To demonstrate the performance of the proposed methods, we consider an electric power

system as described in Chapter 3. The linear static state-feedback controller to be designed

is referred to as wide-area control [46], which helps in damping system-wide oscillations of

power �ows by minimizing the H 2-performance function in (4.3).

Consider a power system network with n synchronous generators and ` loads. We

assume that the state of the i t h generator is denoted as � i = [ � i , ! i , x i ,r e m ] 2 Rm i where

� i is the generator phase, ! i is the generator frequency, and x i ,r e m is the vector of all

non-electromechanical states. The control input is considered as the excitation voltage

and is denoted as � i 2 R. All the loads in the system are considered as constant power

loads without any dynamics. Let the pre-disturbance equilibrium of the i t h generator

be � 0
i . The differential-algebraic model of the entire system, consisting of the generator

models and the load models together with the power balance in the transmission lines, is

converted to a state-space model using Kron reduction (for details, please see [75]) and

linearized about � 0
i , i = 1,2, ...,n . The small-signal state of generator i (or node i ) is de�ned

asx i (t ) = � i (t ) � � 0
i . The small-signal model of the entire power system is thereafter written
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in the form of (4.1).

For the wide-area control design, R is chosen as the identity matrix while

Q = diag( ¯L , I n , I m � 2n ) where m =
P n

i m i , so that all generators arrive at a consensus

in their small-signal changes in the phase angles. Here, ¯L = n I n � 1n � 1T
n [76] where

1n 2 Rn � 1 is the column vector of all ones, I n is the n � n identity matrix, and I m � 2m is the

(m � 2n ) � (m � 2n ) identity matrix.

4.3.2 Case Study: IEEE 39-bus system

We employ the IEEE 39-bus power model. Recall that this model consists of 10 synchronous

generators and 19 loads, to evaluate the performance of the proposed SGs. Generator 1 is

modeled by 7 states, generators 2 through 9 are modeled by 8 states each while generator

10 is modeled by 4 states. Therefore, n = 9. The dimension of the state vector in (4.1) is

m = 75, i.e. A 2 R75� 75, with the total number of control inputs r = 9, resulting in B 2 R75� 9

and K 2 R9� 75. We assume that D 2 R75� 9 in (4.1) is a matrix with all elements zero except

for the ones corresponding to the acceleration equation of all generators. The IEEE 39-bus

system is referred to below as the nominal model . The data set for the IEEE 39-bus system

along with the randomly generated uncertain-model set M can be found in [1].

CB-BPEGA validation

In this subsection, we validate convergence of the CB-BPEGA Algorithm 4.2 for the nominal

model of the IEEE 39-bus system. We set the attacker's population size Sa = 30 and the

defender's population size Sd = 30. The crossover probability Pc = 0.85 and the mutation

rate Pm = 0.10. The maximum number of generations is set to T = 20. These initialization pa-

rameters are selected experimentally and re�ect the trade-off between the convergence and

computational complexity for the IEEE 39-bus system. The CB-BPEGA method described

in Algorithm 4.2 is applied to �nd a CBSE for the proposed CBSG.

Fig. 4.1 shows the comparison of the players' payoffs at a CBSE of the CBBI Algorithm 4.1

and of the CB-BPEGA Algorithm 4.2 at convergence for varying costs of attack and defense


 a , 
 d for �xed levels of investment La = Ld = 3. We observe that the CB-BPEGA method

converges to a CBSE found by the CBBI Algorithm 4.1, con�rming Proposition 5.1 in [71].

Moreover, Fig. 4.2 demonstrates that Algorithm 4.2 converges to a CBSE obtained by the

traversal CBBI method in fewer than 15 iterations. Similar results were obtained for other

cost pairs, demonstrating fast convergence of the CB-BPEGA Algorithm 4.2.
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(a) (b)

Figure 4.1: Players' payoffs at the CBSE found by the CBBI Algorithm 4.1 and the CB-
BPEGA Algorithm 4.2 at convergence: (a) Attacker's payoff vs. 
 a ; (b) Defender's payoff vs.

 d ; La = Ld = 3; the IEEE 39-bus system nominal model [1].

For the nominal model [1] of the IEEE 39-bus system, given parameter values above,

CBBI Algorithm 4.1 has at most as O(49 � 49) complexity from Remark 3.2 while the compu-

tational complexity of the CB-BPEGA Algorithm 4.2 is O(20� 30� 30) = O(18000) for any

cost pair.

Figure 4.2: Convergence of the defender's payoff in the CB-BPEGA Algorithm 4.2 with
La = Ld = 3; the IEEE 39-bus system [1].
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Performance of the nominal-model CBSG for uncertain systems

In this subsection, to evaluate the robustness performance of the proposed CBSG (Chapter

3) against model uncertainties, we generate a set of uncertain models of the IEEE 39-

bus system. This is done by perturbing the reactive power setpoints of all loads and the

inertias of all generators by adding independent and identically distributed (iid) Gaussian

random variables [86] with zeromeans (� = 0) and unity standard deviations ( � = 1). The

probability of the change in the load reactive power is considered to be twice that of the

change in inertia [75]. For each combination of the perturbations in these parameters,

power �ow is run on the nonlinear power system model to determine the corresponding

equilibrium, followed by small-signal linearization around this equilibrium. The model

set is represented as M =
�
M 1, ...,M j , ...,M M

	
where M j =

�
A j ,B

	
. As the matrices B and

D in (4.1) are independent of the chosen uncertainties, we assume them to be �xed at

the nominal values for all models in M . Note that the number of models ( M ) in the set

M satis�es the criteria for the sample size given the margin of error (MOE) of 0.05, the

standard deviation of 1, and the con�dence interval (CI) of 95%. The sample size or the

number of models in the set M is computed as M � ((z � � )=M O E )2 = 1536.64 where

z = 1.96. Thus, we set M = 1550. This sample size takes into account uncertainties in both

loads and generator inertia [87,88].

Figure 4.3: Fractional Open-loop performance JO L
J(K �

H 2
)% for randomly chosen 22 models

from the randomly generated uncertain-model set M with 1550models; the IEEE 39-bus
system [1]
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In Fig. 4.3, we compare the fractional open-loop performance with respect to the optimal

performance JO L
J(K �

H 2
)% of randomly chosen 22 models from this uncertain model set M .

We observe that due to large variance ( � = 1), the model set is diverse, thus representing

extreme uncertainty cases that might be present in future power systems due to renewable

integration and electric vehicles. In Appendix B, we also designed “extreme" uncertain

model set by pushing the load values to their failing points. We found that this model set

has similar performance to the model set M analyzed below.

(a) (b)

(c) (d)

Figure 4.4: Boxplot of the utility difference � i ,nom % (4.20) over a randomly generated set
M of 1550models and 4 cost pairs (
 a , 
 d ): (a) (1.5,1.5), (b) (0.5,1.5), (c) (1.5,0.5) and (d)
(2.5,2.5); La = Ld = 3; IEEE 39-bus system[1].
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Fig. 4.4 represents the utility difference (4.20) statistics for the nominal-model SG em-

ployed over the set M for certain cost pairs. Since the nominal-payoff model M 1 is included

in M , � 1,nom = min
i

� i ,nom = 0. We found that for individual cost pairs in Fig. 4.4, these

statistics were similar. For example, the mean mismatch values for cost pairs (1.5,1.5),

(0.5,1.5), (1.5,0.5), and (2.5,2.5) are 9.55, 10.17, 11.67 and 12.78, i.e. within close proximity

of each other. Fig. 4.4 demonstrates modest payoff difference for uncertain models relative

to the nominal model payoff shown in Fig. 3.3. Thus, nominal-model CBSG is a robust

solution to security investment in NCS.

Performance of Robust-Defense SG

In this subsection, we compare the performance of the RD Algorithm 4.3 (Section 4.2.2)

and the ideal SG Algorithm 4.1 when the system model is �xed as the nominal model. Fig.

4.5 shows the fractional payoffs of the players for both methods for selected costs of attack

and defense. These results are consistent with Theorem 4.1. Moreover, we note that the

players' payoffs for the realistic RD method are close to those of the ideal SG, which assumes

complete knowledge of the attacker's resources by the defender.

(a) (b)

Figure 4.5: Players' actual fractional payoffs at CBSE of the nominal-model SG (Section
3.2) and the RD solution (Section 4.2); (a) Attacker's fractional expected payoff vs. 
 a for

 d = 1,2.5; (b) Defender's actual fractional payoff vs. 
 d for 
 a = 1,2.5; La = Ld = 3; the IEEE
39-bus system [1].

Fig. 4.6 shows the mismatch (loss) of the defender's payoff in the RD method � 
 a
(%)

(4.31) due to its lack of knowledge of the attacker's budget for the cost pair values in Fig.
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4.5. We observe that the mismatch can be as high as 24.9% (for 
 a = 2.5, 
 d = 0.3) due to

overprotection, but tends to decrease as 
 d grows and 
 a decreases. The former trend is

due to limited protection options for a resource-constrained defender while the latter is

caused by a better match between the actual 
 a value and the defender's estimate of zero

attacker's cost.

Figure 4.6: Mismatch � 
 a
(%) (4.31) of the RD method due to uncertain attacker's resources

for the defender when the actual attacker's cost is 
 a ; the IEEE 39-bus system [1].

Furthermore, due to the assumption of the most powerful attacker, the defender always

invests fully up to the given budget constraints (4.8) and thus is likely to overinvest (incur

a higher cost) relative to the ideal SG where the defender knows the attacker's resources.

On the other hand, the attacker's investment cost is the same in both methods. Fig. 4.7

shows the players' strategies and the defender's excess cost of the RD method relative to

the ideal CBSG for several pairs of the actual costs of attack / defense per node. The �gure

also shows the payoff mismatch (4.31) for these cost pairs. Note that when the cost of

attack per node is high (e.g., 
 a = 3.5), the defender's cost is much higher in the RD method

than in the ideal SG since in the former the defender overestimates the attacker's resources

and thus commits more resources than necessary for protection. We note that the actual

payoffs of both methods are zero in this case due to the weak attacker. When the attacker is

stronger ( 
 a � 3), the defender's costs are the same in both approaches but the defender is

able to commit its resources more strategically in the ideal SG since it knows the attacker's

resources. For example, in the fourth row of Fig. 4.7, the defender invests fully in the two

most important nodes in the RD method but distributes its resources over 5 nodes in the
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