
ABSTRACT

CHATTOPADHYAY, SRINJOY. Optimizing and Controlling Spreading Processes in Multilayer Networks.
(Under the direction of Dr. Huaiyu Dai and Dr. Do Young Eun.)

Networks have received considerable attention as a mathematical tool for modeling both cyber

and physical systems. The diverse application domains range from classical fields such as evolu-

tionary dynamics and infectious disease spreading to recent topics such as online social networks,

infrastructure networks and neuroscience. Technological progress in recent years has brought the

perhaps intuitive fact to the attention of researchers that networks are rarely (if ever) isolated in

nature. A deeper look into many application areas have revealed that more sophisticated models,

comprising distinct network layers interacting with each other, provide a much better abstrac-

tion for analysis of practical systems. Researchers have revisited many classical problems from

a multi-layered perspective, leading to interesting theoretical results and practical engineering

strategies.

In this dissertation, we study the propagation of diverse spreading processes through multi-layer

networks and devise network design strategies to control the spread of these processes. We consider

several distinct types of multi-layer spreading processes, namely, failure of network components

cascading through the inter-connected networks, redistribution of load in multi-layer infrastructure

networks, and the propagation of infectious diseases through multi-layer contact networks. The

fundamental theme in these different problems is that the topologies of the network layers and

the propagation parameters of the processes are assumed to be known to us. Under this setting,

we explore the possibility of manipulating the inter-layer network structure between the different

network layers to optimize the spreading of these diverse processes through the multi-layer network.

In the initial part of this dissertation, we focus on scenarios where the topology of the network

layers follow various theoretical graph generation models. For such theoretical models, we develop

network design strategies to optimize the spreading of these processes, subject to certain constraints

limiting the total number of inter-layer connections that can be added to the multi-layer network. In

later parts of our dissertation, we move to the more realistic setting of arbitrary network topologies,

where the constituent network layers are not guaranteed to follow well-behaved theoretical models.

In addition to facilitating the spreading of the processes, we also study some more sophisticated

problems, wherein our objective is to devise strategies to control the process spreading to a desired

amount.

We believe that the study of spreading processes on multi-layer networks is important from

a practical perspective as well, on top of being vital towards developing a deeper theoretical un-

derstanding. We present various real-world scenarios, where the problems discussed herein are

relevant and the proposed strategies can provide crucial network design guidelines. We hope that our

dissertation can motivate further development in the area of network science, from the perspectives

of both academic research and real-world innovations.
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CHAPTER

1

INTRODUCTION

Multi-layer networks constitute the class of networks comprising multiple network layers intercon-

nected to each other in some way. Across the domain of cyber and physical systems, we can observe

a steadfast transition from modeling systems as isolated networks to a multi-layer interdependent

modeling. Examples of such interdependent networks can arise in diverse areas, e.g. smart grid

for power distribution comprising interdependent power and communication networks [Bul10],

multi-modal transportation systems comprising networks of airports and train stations for a partic-

ular geographic region, financial modeling comprising networks of banks and their assets [Hua13a],

etc. Due to the inherent inter-connectivity among different systems observed in the physical world,

multilayer modeling has become a vital element in many areas. The Italy blackout of 2003 [Bul10],

which happened due to recursive cascade of failures between the power and communication net-

work, spreading out from the failure of a single power station, triggered research interest in this

area. Multi-layer modeling of networks exhibit many interesting properties which are not observed

in single layer networks. This makes their study appealing from both an engineering as well as a

theoretical perspective.

1.1 Objectives

The goal of our dissertation is to develop a mathematical understanding of the propagation of

spreading processes in interdependent multilayer networks. Although there exist many different

propagation models in different multilayer applications, the recurrent theme among them is that a

phenomenon in one layer of the network can propagate to the inter-connected components in other

layers, promoting the propagation. It is important to note that due to the diversity of areas where
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multilayer modeling can be applied, the specifics of spreading processes for different applications

tend to vary significantly.

In the first part of our dissertation, we focus our attention on a particular spreading process,

named connected component based cascading failure, which is the most widely studied process in

interdependent networks. In the later part of this study, we extend our focus to other processes, i.e.,

load redistribution in multi-layer networks and the spreading of infectious diseases in multi-layer

contact networks. In the initial parts of this thesis, our aim will be to optimize the design of the

interlinking structure among the network layers so as to maximize (or minimize) the robustness of

the multi-layer network to the failure of components. Later on, we shift our focus to more sophisti-

cated problems, where instead of optimizing the propagation, our basic objective is to control this

propagation via intelligent design of the interlinking structure between the interdependent network

layers of the multi-layer network.

1.2 Problems Studied

With these objectives in mind, we give a brief description of the specific problems studied in this

dissertation. We also introduce the structure of the dissertation along the way.

In our first problem, we estimate the robustness of multi-layer interdependent networks against

the failure of network components, where the propagation of failures among the interdependent

layers is modeled by the cascading failure process [Bul10]. Given the topology of different network

layers and assuming the interlinking between them to be random in nature, we want to estimate the

robustness of the corresponding interdependent network. Under certain constraints, mathematical

equations modeling the cascading failure process have been developed by researchers. We introduce

these equations in Chapter 2 and utilize them to characterize the robustness of the interdependent

network in the steady state.

In our second problem, discussed in Chapter 3, we endeavor to design the interlink structure to

optimize the steady state robustness of the multi-layer network. Given the isolated network layers,

we want to design the interlinking structure between these network layers so that the robustness of

the resulting interdependent network is maximized or minimized. The underlying mathematical

framework of these two problems is the generating function based approach, which considers the

degree distribution of the network components. This is applicable for random graphs having a

locally tree-like structure implying that the local neighborhood of nodes do not contain any loops.

Random graphs can be effective models to study many physical problems and we have also provided

instances in the study of the first two problems, where algorithms developed for random graphs

also worked well for real graphs in both estimation of robustness and optimization of the interlinks

to maximize the robustness.

However, it has been established in many studies that the topology of networks encountered in

practice can vary dramatically from that of random graphs. For networks with arbitrary topology,

the generating function based framework is not applicable. Within this purview, we pose our third
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problem in Chapter 4, where we aim to design interlinks for networks with arbitrary topology

to optimize their robustness against various models of phenomena propagation. In the first two

problems, there was no notion of cost of construction of the interlink or any constraint on which

interlinks can (not) be constructed. However as we begin to apply theoretical ideas to practical

problems various factors constraining the design of interlinks emerge. We endeavor to address the

cost based constraint in this problem, where we want to optimize the interlink structure subject to

different interlinks having different costs of construction.

The fundamental objective in the problems studied in the above chapters is to optimize the

propagation of spreading processes in multi-layer networks. Extending our attention to more so-

phisticated problems, in Chapter 5 we explore the possibility of controlling the spread of infectious

diseases in multi-layer networks by manipulation of the interlinking structure between the network

layers. This controlled spreading of propagation, instead of a maximization or minimization, signifi-

cantly complicates the problem in relationship to the others considered in this dissertation. However,

we are able to show that an intelligent design of the inter-layer links can achieve the controlled

propagation of infection, albeit under certain constraints. Finally we conclude our dissertation

presented in this dissertation in Chapter 6.
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CHAPTER

2

ESTIMATION OF ROBUSTNESS

In this chapter we develop mathematical equations to track the cascading failure process in in-

terdependent networks. We adhere to the generating function approach utilizing the intra-layer

degree distribution of the nodes comprising the network. Our aim in this chapter is to set up a math-

ematical framework to estimate the network robustness and to examine whether we can develop

mathematical formulas to characterize robustness of networks so that we can estimate robustness

without running computationally expensive simulations.

2.1 System Model and Problem Statement

We consider a general system of partially interdependent network comprising two layers A and

B with M and N nodes respectively. The two layers are constructed as random graphs with small

average degrees λA and λB respectively (λA �M ,λB �N ). This construction ensures the locally

tree-like property [Bra07] of the network layers which would be utilized in the formulation of the

system equations. The degree distribution of the nodes are taken to be general in nature. The nature

of interdependency among the two layers of the network has been taken to be one-to-one and

bidirectional. Thus all interdependency links correspond to an interdependent pair of nodes (a , b )

with a ∈ A and b ∈ B such that these two nodes in the two layers of the interdependent network

depend on each other for their survival. The construction of the interdependency links has been

taken to be uncorrelated with respect to the intra-layer degrees of the nodes, i.e. inter-links are

constructed without the knowledge of the intra-layer graph structure. We are considering the case of

partially interdependent networks where the network comprises two types of nodes: autonomous

nodes, which do not require support from nodes of other layer for their survival; and interdependent
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node, which are dependent on nodes of other layer. Let the number of interdependent node pairs in

the network be K . Imposing the condition K ≤mi n (M , N ), our network model yields the general

partially interdependent network. We also assume that the selection of nodes of the constituent

layers of the network to be interdependent or autonomous is random, i.e. all nodes have the same

probability of being either an autonomous or an interdependent node. Thus the probability of a node

in layer A to be interdependent is K /M , since layer A has M nodes of which K are interdependent.

Interdependent  
nodes (Y) 

Autonom
ous 

N
odes (X) 

Layer A Layer B 

1 
 
2 
 
3 

K 
 
 
 
   M 
 
      

1 
 
2 
 
3 

K 
 
 
 
N 
 
      

Figure 2.1 System model for partially interdependent network.

In this model of partially interdependent network, we are interested in studying the effect of

failure of a fraction of nodes. Let a fraction (1−η) of the nodes in both layers of the network be

attacked. In this dissertation, we consider both the randomized attack case: where the attacker

targets all nodes of the interdependent network with equal probability, and also the more realistic

case of targeted attack: where the attacker targets nodes based on their intra-layer degrees.

We introduce two important notations which will form the basis of our formulation of the

system equations to estimate the fractional size of the mutually connected component of the

interdependent network which survives the cascade of failures. LetψA andψB denote the probability

that a randomly chosen node, in layer A and B respectively, belongs to the mutually connected

component which survives the cascading failure in the steady state. ThusψA andψB are the metrics

of robustness of the interdependent network as they measure the probabilistic size of the component

of the interdependent network which survives the cascading failure. Our aim in this dissertation

is to estimate ψA and ψB based on the architectural parameters of the constituent layers of the
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interdependent network.

2.2 System Equations

We would be formulating our system equations on the basis of the steady state probability of a

randomly selected edge to be percolated. Here percolated denotes the event that the edge connects

to the surviving component in the steady state after the cascading failure phenomenon. Let pA (or

pB ) define the probability such that a randomly chosen edge in layer A (or B ) of the interdependent

network on traversal in any arbitrary direction leads to a node in the mutually connected surviving

component of the network. We would be relating the network robustness measured byψA andψB

to this pA and pB . Furthermore, we would be defining pA and pB are interdependent self-referencing

expressions.

2.2.1 Factors for survival

The survival of any node in the network depends on three conditions, on the basis of which we

would be formulating the system equations:

• The node survives the initial attack.

• The node belongs to surviving connected component in its own layer, i.e. only nodes belonging

to the largest connected component in each layer survive.

• If the node is interdependent in nature, its support node in the other layer should also satisfy

the above two conditions.

2.2.2 Interdependent Self-referencing Equations

The first set of system equations expresses pA and pB by a self-consistent equation. We derive

the expression for layer A of the network which can be symmetrically interchanged to obtain the

expression for layer B . Let a randomly chosen edge in layer A upon traversal in any arbitrary direction

connects to some node a ∈ A. The probability that the node a is interdependent is K /M . If a is

interdependent, let its supporting node in the other layer be denoted by b ∈ B . Thus the three

conditions can be quantified as:

• In this section, we assume that the node attack model is random in nature, i.e. the probability

of a node to survive the initial attack is constant for all nodes and is equal to η, where (1−η)
is the fraction of nodes initially attacked. We would also be considering the case of targeted

attack.

C 1¬η. (2.1)

• As we are choosing the edge in layer A randomly, the probability that the node it connects to

(a ∈ A) has a degree of kA is given by P [kA]kA/λA , where P [kA] denotes the degree distribution
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of the nodes, i.e. P [kA] is the probability that a node a ∈ A has degree kA . Now according to

the definition of pA , for the node a ∈ A to belong to the surviving component, at least one of

its remaining (k −1) edges should connect to the surviving component. Thus this condition

can be quantified as :

C 2¬
∑

kA

P [kA]kA

λA
[1− (1−p kA−1

A )]. (2.2)

• For the third condition, we can observe that the node b ∈ B is a randomly chosen node due

to the randomized construction of the interdependency links. Thus the probability that the

node b ∈ B has a degree of kB is P [kB ]. If b ∈ B is not attacked initially, the condition for it to

survive is that at least one of its edges should connect to the surviving component. Thus this

condition can be quantified as:

C 3¬
∑

kB

ηP [kB ][1− (1−p kB
B )]. (2.3)

Now if a is an autonomous node, its survival is dependent only on the first two conditions,

whereas interdependent nodes would require all three conditions to be simultaneously fulfilled to

ensure its survival. Due to the randomized selection of nodes as autonomous and interdependent,

we can write the self-consistent equation for pA as :

pA =
M −K

M

∑

kA

ηP [kA]
kA

λA
[1− (1−pA)

kA−1]+

K

M

∑

kA

η
kAP [kA]
λA

[1− (1−pA)
kA−1] ·

∑

kB

ηP [kB ][1− (1−pB )
kB ]. (2.4)

Similarly for layer B we can write:

pB =
N −K

N

∑

kB

ηP [kB ]
kB

λB
[1− (1−pB )

kB−1]+

K

N

∑

kB

η
kB P [kB ]
λB

[1− (1−pB )
kB−1] ·

∑

kA

ηP [kA][1− (1−pA)
kA ]. (2.5)

Thus it can be seen that at the heart of our system equations lies the interdependence whose

study is the ultimate aim of this dissertation. It can clearly be observed that the self-consistent

equation described above always has the trivial solution of pA = pB = 0, which corresponds to the

case where the entire interdependent network breaks down and the fractional size of the mutually

connected component is 0. However our main point of interest is the existence of a non-trivial

solution for pA and pB .
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2.2.3 Robustness in terms of edge percolation probability

In the next set of equations, we would expressψA andψB as a function of pA , pB and the degree

distribution of the nodes in each layer. Similar to the previous case, we only describe the formulation

of the equation for layer A and the corresponding equation for layer B can be symmetrically obtained.

Let us consider a randomly selected node a ∈ A which can either be autonomous or interdependent.

If a is interdependent, its corresponding support node is denoted by b ∈ B as before. For this case,

the only difference lies in the second condition due to the inherent difference between the definition

ofψ and p . In the previous case, we randomly selected an edge and obtained the probability of

the node connected to this edge to belong to the connected component through the remaining

edges. Asψ is defined as the probability of a node to belong to the surviving component after the

cascading failure, the second condition is defined as the probability that any one of its kA edges

traverses to the connected component. Thus we can write:

C 2¬
∑

kA

ηP [kA][1− (1−p kA
A )]. (2.6)

Thus the expression forψA can be written as:

ψA =
M −K

M

∑

kA

ηP [kA][1− (1−pA)
kA ]+

K

M

∑

kA

ηP [kA][1− (1−pA)
kA ] ·

∑

kB

ηP [kB ][1− (1−pB )
kB ]. (2.7)

Similarly for layer B we can write:

ψB =
N −K

N

∑

kB

ηP [kB ][1− (1−pB )
kB ]+

K

N

∑

kA

ηP [kA][1− (1−pA)
kA ] ·

∑

kB

ηP [kB ][1− (1−pB )
kB ]. (2.8)

These four set of equations (2.10)-(2.5) and (2.9)-(2.8) are the system equations which form the basis

of our dissertation. Similar equations have also been described in works like [Val13] and used to

explain various other phenomena in interdependent networks.

2.3 Analysis

Here we will analyze the system equations derived in the previous chapter to obtain theoretical

estimations for the robustness of interdependent networks. As discussed previously, our aim is to

obtain a better understanding of cascading failure and derive mathematical relationships between

network robustness and network structural parameters. Such relationships would be obtained by

assuming specific random network generators like Erdos-Renyi (ER) model, Scale-Free (SF) model,

etc., and simplifying the system equations by taking the node degree distributions of these network
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generators. We would also we presenting simulation results for these different random networks in

this chapter. We re-iterate the system equation for layer A here under the assumption that the sizes

of both layers of the network is the same. We impose this condition on the interdependent system

to simplify our analysis. The fraction K /N , where K is the number of interdependent nodes pairs in

the network and N is the size of each layer of the network, is denoted by q , i.e. q ¬ K /N . We would

however be providing simulation results for both scenarios: networks of same and different sizes. It

should be remembered that equations for layer B can be obtained just by mirroring the symbols A

and B .

ψA =(1−q )
∑

kA

ηP [kA][1− (1−pA)
kA ]+

q
∑

kA

ηP [kA][1− (1−pA)
kA ] ·

∑

kB

ηP [kB ][1− (1−pB )
kB ]. (2.9)

pA =(1−q )
∑

kA

ηP [kA]
kA

λA
[1− (1−pA)

kA−1]+

q
∑

kA

η
kAP [kA]
λA

[1− (1−pA)
kA−1] ·

∑

kB

ηP [kB ][1− (1−pB )
kB ]. (2.10)

We analyze the system equations in parts by grouping the individual summation terms. We

define F1 as:

F1 ¬
∑

kA

ηP [kA]
kA

λA
[1− (1−pA)

kA−1]

= η
∑

kA

�

P [kA]
λA

[kA +
∂

∂ pA
(1−pA)

kA ]
�

= η

�

1+
1

λA

∂

∂ pA

∑

kA

P [kA](1−pA)
kA

�

,

since λA =
∑

kA
kAP [kA] and partial derivative is a linear operator. Similarly:

F2 ¬
∑

kA

ηP [kA][1− (1−pA)
kA ]

= η

�

1−
∑

kA

P [kA](1−pA)
kA

�

.

It should be noted here that both (2.9) and (2.10) can be described by combinations of F1 and

F2. It can also be seen that the term of interest here is the expression: F3 ¬ (
∑

k P [k ](1−p )k ). We

would be obtaining our analytical results under the assumption that the network layers have been
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constructed as Erdos-Renyi (ER) graphs. Application of our method of analysis to random networks

with arbitrary degree distributions has also been discussed in Section 3.2.

2.4 Erdos-Renyi (ER) Graph Models

The intra-layer degree distribution of the nodes in an ER graph are Poisson distributed, i.e. P [k ] =

e −λ/λk k !, where P [k ] denotes the probability of a node to have an intra-layer degree of k and λ

denotes the mean intra-layer node degree. Thus, we can write F3 as:

F3(λ, p ) =
∑

k

e −λλk

k !
(1−p )k = e −λp . (2.11)

Remark: It can be observed that ∂ F3(λ, p )/∂ p =−λe λp , which implies F1(λ, p ) = F2(λ, p ). Thusψ= p

for ER graphs, which is a very interesting result that provesψ and p can be used interchangeably

as a metric for network robustness. This phenomenon is usually not observed for arbitrary degree

distributions.

The system equations can thus be written as:

ψA = η(1−q )
�

1− e −λA pA
�

+η2q
�

1− e −λA pA
��

1− e −λB pB
�

= pA . (2.12)

Since both layers of the network are subjected to the initial attack, the system equations for layer

B are symmetrical to the above equation and have been omitted for brevity. We present the analysis

of two scenarios.

2.4.1 Completely Interdependent Networks

We consider the case where q = 0, all nodes are interdependent. The system equations for this case

can be written as:

ψ=η2
�

1− e −λA p
��

1− e −λB p
�

= p . (2.13)

We are interested in obtaining the critical threshold ηc which denotes the minimum value of η

that results in a non-trivial solution ofψ and p in (2.13). At the critical point, the slopes of the two

sides of (2.13) should be equal. Thus:

η2
c=
�

λAe −λA pc (1−e −λB pc )+λB e −λB pc (1−e −λA pc )
�−1

. (2.14)

Defining fA ¬ e −λA pc , fB ¬ e −λB pc and substituting η2 in (2.13), we get:
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fA log fA

fA −1
+

fB log fB

fB −1
= 1 (2.15)

We can obtain another relationship between fA and fB using the ratio of the two mean degrees (λA

and λB ). Thus by defining r ¬λB /λA , we get fB = f r
A . Although a closed form solution for the two

sets of equations do not exist, numerical methods can be used to estimate the value of ηc and pc .

The comparison of these theoretical results with simulation has been presented in Section 3.5.

Remark: For identically distributed network layers (λA =λB ), (2.15) simplifies to f = e x p [( f −
1)/2 f ]which can be solved by numerically. Using the value of f we can obtain closed form expres-

sions for ηc andψc : η2
c = 2.4554/λ,ψc = 1.2864/λ. These results have been obtained previously

in [Bul10], where a generating function based technique was used. Thus this result establishes the

equivalence of our method of analysis with existing ones in literature.

2.4.2 Partially Interdependent Networks: Identically Distributed Layers

The analysis for partially interdependent networks is significantly more complicated due to the

quadratic nature of the system equations. Thus we focus on the case λA = λB , i.e. identically dis-

tributed layers. Under these conditions the system equations can be written as :

ψ= (1−q )η(1− e −λp ) +qη2(1− e −λp )2 = p . (2.16)

Similar to the previous case, our aim is to obtain expressions for ηc andψc . It has been shown

in [change] that partially interdependent exhibit a phase transition from first order to second order

as the coupling fraction (q ) decreases. Thus for lower values of q ,ψc and pc tend to zero. We will

use this fact to derive the relationship between ηc , q and λ when the phase transition is second

order. Let us re-write the system equation for the critical condition, η=ηc , p = pc , as:

lim
pc→0

�

(1−q )η
1− e −λpc

pc
+qη2 (1− e −λpc )2

pc

�

= 1. (2.17)

Evaluating the above limit, we can obtain the following equation relating ηc , q and λ:

ηc = [λ(1−q )]−1. (2.18)

The above expression can further be utilized to estimate the phase transition point (q = qc ).

Substituting the value of ηc in (2.16), we get:

p =
1− e −λp

λ
+

q

(1−q )2

�

1− e −λp

λ

�2

. (2.19)

The above equation cannot be solved in a closed form due to the mixture of linear and exponential

terms. We have used numerical methods to obtain the minimum value of q (q = qc ) which leads to

a non-zero solution of p which is not arbitrarily close to 0. The solution for (2.19) is very close to 0
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for upto q ≤ qc . The value of q at which the solution to (2.19) jumps to a non-zero value is defined

as the percolation phase transition point (qc ). The comparison between the theoretical estimate

and the simulation results have been presented in Section 3.5.

The system equations (2.16) can also be used to obtain a general expression for ηc . Equating the

slopes of the two sides of (2.16) at the critical point (η=ηc , p = pc ), we get:

(1−q )ηcλe −λpc +2qη2
c (1− e −λpc )λe −λpc = 1. (2.20)

Only one of the roots of the equation has physical meaning; which under the substitution of

f ¬ e −λpc can be written as:

ηc =
−(1−q )λ f +

p

(1−q )2λ2 f 2+8qλ f (1− f )
4qλ f (1− f )

. (2.21)

Writing the numerator of the above expression as Φ(q ,λ, f ) and substituting in (2.16) we can obtain

the following equation

log f =
f −1

2 f
−Φ(q ,λ, f )

(1−q )2

8 f q
. (2.22)

Due to the combination of exponential and linear terms in the above equation we have not

been able to obtain closed form solutions for f . As done in the previous sections, we have used

numerical methods to obtain solutions for f , which can be substituted in (2.21) to yield ηc . We

would be comparing the accuracy of the estimate with simulations in Section 3.5.

2.5 Scale Free (SF) Graph Models

As shown in the previous section of analysis, the Erdos-Renyi Model of graph generation yields

closed form equations which relate the metrics of robustness (ψ, p ) in interdependent networks

to the network generation parameters (λ). However an overwhelming volume of research works

indicate that real world networks are modeled much more accurately by Scale-Free (SF) networks

where the intra-layer degree distribution of the nodes follows the power law, i.e. P [k ]∼ k−γ, where γ

is the parameter defining the distribution.

The derivation of closed form equations in the previous section were possible due to the simpli-

fication of the summation term F3(γ, p ) =
∑

k P [k ](1−p )k when the intra-layer degrees are Poisson

distributed resulting from the ER model. Unfortunately most degree distributions prevent such

simplifications. Thus we resort to obtain mathematical inequalities for F3 which can be utilized to

obtain approximations forψ and p .

2.5.1 Completely Interdependent Networks: Identically Distributed Layers

With respect to the definitions of F1, F2 and F3, the system equations can be written as:

ψ=η2(1− F3(γ, p ))2, (2.23)
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p =η2(1+
1

λ

∂ F3(γ, p )
∂ p

)(1− F3(γ, p )), (2.24)

where λ is the mean degree of the SF network. Applying Cauchy-Schwarz inequality on F3 we get,

F3(γ, p ) ¬
∑

k

P [k ](1−p )k (2.25)

≤
�

∑

k

P [k ]2
�1/2

·
�

∑

k

(1−p )2k
�1/2

. (2.26)

Simple simulation tests (excluded for brevity) show that the incurred error due to the above

inequality is very low except for small values of p below p = 0.5. Almost all research results regarding

Scale-Free networks indicate that they are very sensitive to node removal and critical node fraction

for such networks is almost always greater than 0.5. Thus we can say that the approximation by the

Cauchy-Schwarz inequality is quite accurate in our region of interest. Simulation results in later

sections will corroborate this. The advantage of this approximation is that this inequality separates

F3 into two sequences whose summation can be readily obtained.

• For SF networks: P [k ] =C k−γ, where γ is a network parameter and C is the proportionality

constant. This summation is similar to the Riemann zeta functions [Edw01]: ζ(s ) =
∑∞

n=1 1/n s ,

where s is a complex number whose real part is greater than 1. For real positive values of s , the

values of this function are available. However a few adjustments are required as the Riemann

function sums in the range [1,∞} whereas in our case the range is [kmi n , kma x ]. The right

hand side discrepancy (kma x ,∞) would result in very little error for large networks due to the

polynomial decay of the function. The left hand side discrepancy can be removed by simple

arithmetic operations.

• The second summation term is the geometric series:

kma x
∑

i=kmi n

r i = r kmi n
1− r kma x−kmi n+1

(1− r )
. (2.27)

Thus we can obtain an approximation for F3(γ, p )which as discussed is tight as long as p ≮ 0.5.

The approximation is also a explicit function of p and thus we can obtain partial derivative of F3

with respect to p . From (2.23) and (2.24) we can clearly observe that once F3(γ, p ) is known as an

explicit function of γ and p , we can obtain approximation forψ and p . As the approximation is an

upper bound for F3(λ, p ), we can conclude from (2.23) and (2.24) that the obtained solution to the

system equations would be a lower bound to the actual system performance.

Let us represent the solution of the self-consistent equation obtained from the right hand side

of (2.24) by p ?. Thus p ≥ p ?. Since approximations and bounds are involved, we should resort to

simulations to justify.
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2.5.2 Completely Interdependent Networks: Non-Identically Distributed Layers

In a manner similar to the case of ER graphs, we can extend the concepts used in the previous

section to networks with non-identically distributed layers. The inequalities governing the system

robustness parametersψ and p can be written as:

ψA =η
2(1− F3(γA , p ))(1− F3(γB , p )) =ψB , (2.28)

pA =η
2(1+

1

λA

∂ F3(γA , p )
∂ p

)(1− F3(γB , p )), (2.29)

pB =η
2(1+

1

λB

∂ F3(γB , p )
∂ p

)(1− F3(γA , p )). (2.30)

In the above equations λA , λB respectively denote the two mean degrees of layers A and B , and

γA , γB denote the exponents for the power law degree distribution of the two layers.

2.5.3 Partially Interdependent Networks: Identically Distributed Layers

Extension to partially interdependent networks, where q fraction of the nodes are interdependent,

is also straightforward:

ψA = (1−q )η2(1− F3(γA , p ))+

qη2(1− F3(γA , p ))(1− F3(γB , p )), (2.31)

pA = (1−q )η2(1+
1

λA

∂ F3(γA , p )
∂ p

+

qη2(1+
1

λA

∂ F3(γA , p )
∂ p

)(1− F3(γB , p )). (2.32)

System equations for layer B can be symmetrically obtained.

The verification of the system equations derived for the case of Scale-Free networks has been

presented in Section 3.5.

2.6 Targeted Attack Scenario

The underlying assumption in the analysis presented above is that the attacker randomly attack the

nodes in the interdependent network. However, attacks on the nodes of the network with high intra-

layer connectivity would undoubtedly be a much more effective strategy from the view of disrupting

the functioning of the network. In the previous sections, we have considered the case where the

attacker has no knowledge about the node degrees of the constituent layers of the network and thus

attacks nodes randomly. In this section we analyze the other extreme situation, where the attacker

has complete degree information about the nodes and attacks nodes in the strict descending order
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of their intra-layer degrees.

2.6.1 Completely Interdependent Networks: Identically Distributed Layers

We present the analysis of the case of perfect targeted attack on completely interdependent networks

with identically distributed constituent layers. This method of analysis can also be applied to more

general structures of interdependent networks which has been presented later. For a particular

instance of network generation, we index the nodes in both layers A and B of the interdependent

network in the increasing order of their intra-layer degrees. Let this index be represented by i :

1 ≤ i ≤ N , where N is the number of nodes in each layer of the network. Let kA,i (or kB ,i ) be the

intra-layer degrees of the i t h node in the layer A ( or B ) of the network. Let sequence {ρ} be a

permutation of the number set {1, 2, · · · , N } and ρi represent the i t h term of the sequence {ρ}. We

design the sequence {ρ} such that it captures the interdependency structure for this particular

instance of network generation, i.e. {ρ} is designed in such a way that the i t h node in layer A is

connected via an interdependency link to the ρt h
i node in layer B . As previously, the initial attack

leads to the failure of a fraction (1−η) of the nodes in the network. Due to the perfectly targeted

attack model, all nodes represented by the top (1−η) ·N indices fail due to the initial attack. It

should be noted at this point that the metrics of network robustnessψ and p are defined in a mean

sense over all instances of network generation with specified intra-layer degree distribution of the

nodes. Thus for the purpose of obtaining system equations forψ and p with respect to indexed

nodes, we need to take an expectation over all instances of network generation. Due to the identical

distribution of the two layers of the network and the simultaneous attack on both layers of the

network,ψ and p would be the same for both layers of the network. Thus the system equations for

the interdependent network in this scenario can be written as:

ψ= E
�

1

N

N
∑

i=1

�

η[1− (1−p )kA,i ]Iη

��

η[1− (1−p )kB ,ρi ]
��

, (2.33)

p = E
�

1

N

ηN
∑

i=1

�

ηkA,i

λ
[1− (1−p )kA,i−1]Iη

�

�

η[1− (1−p )kB ,ρi ]
��

. (2.34)

Here E [·] represents the expectation over all instances of network generation and Iη is an indi-

cator function representing the targeted removal of the top (1−η)N fraction of the indices i , i.e.

Iη = 1 if i ∈ (1,ηN ). The factor η appears in the summation term for layer B as the attack model

removes (1−η) fraction of nodes from both layers. As the interdependency has been assumed to

be random, from the point of view of any particular node a ∈ A, the probability that its supporting

node in the other layer (b ∈ B ) survives the initial attack is independent of the attack model. Thus

the probability of survival of the supporting node b ∈ B is η. We now present the analysis of the

expression for p :
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p =
1

N

ηN
∑

i=1

E
�

ηkA,i

λ
[1−(1−p )kA,i−1]Iη

�

E
�

[1−(1−p )kB ,ρi ]
�

=
η

Nλ

ηN
∑

i=1

E
�

(kA,i −
∂ (1−p )kA,i

∂ p
)Iη

�

E
�

[1−(1−p )kB ,ρi ]
�

.

This follows from the fact that the two layers of the network have been generated independently

of each other and thus the expectation of the product of the expressions corresponding to the two

layers of the network can be written as the product of the individual expectations. Now the function

f (x ) = 1− (1−p )x is concave in x and thus invoking the Jensen’s inequality we have:

E [1− (1−p )k ]≥ [1− (1−p )E [k ]]. (2.35)

Similarly convexity of the function f (x ) = (1−p )x , yields

E
�

∂ (1−p )k

∂ p

�

=
∂

∂ p
E
�

(1−p )k
�

≤
∂

∂ p

�

(1−p )E [k ]
�

. (2.36)

Using (2.35) and (2.36), we can write (2.34) as:

p ≥ [1− (1−p )λ]
η

Nλ

N
∑

i=1

�

E
�

kA,i

�

−
∂

∂ p
E
�

(1−p )kA,i Iη
�

�

(2.37)

Let us define Λi ¬ E [ki ]. Thus Λi represents the order statistics of the degrees of the i t h node in

the layer of the interdependent network. Thus we can rewrite the above equation as

p ≥ [1− (1−p )λ]
η

N

N
∑

i=1

1

λ

�

Λi −
∂

∂ p
(1−p )Λi

�

Iη

= [1− (1−p )λ]
η

N

N
∑

i=1

1

λ

�

Λi −Λi (1−p )Λi−1
�

Iη

= [1− (1−p )λ]
η

N

N
∑

i=1

Λi

λ

�

1− (1−p )Λi−1
�

Iη

We can think of the terms (1− (1−p )Λi−1)Iη as weights of the Λi /λ terms. Now by the Rearrange-

ment Inequality [Har52] have, for two increasing sequences {a } and {b } of length l and any random

permutation ρ of the l indices:
l
∑

i=1

ai bi ≥
l
∑

i=1

ai bρi
, (2.38)

where ρi is the i t h term of the permutation ρ. Taking the expectation of the above equation over all
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possible permutations ρ, we have:

l
∑

i=1

ai bi ≥ E [b ]
l
∑

i=1

ai . (2.39)

Now as Λi and (1− (1−p )Λi−1) are increasing sequences in i , we can use the above inequality in

(2.38). Thus we have:

p ≥ [1− (1−p )λ]E [Iη(1− (1−p )Λi−1)]
η

N

ηN
∑

i=1

Λi

λ
, (2.40)

where E [·] is the expectation over all instances of network generation. Invoking the Jensen’s Inequality

for the convex function (1− (1−p )Λi−1)we get,

p ≥ [1− (1−p )λ][1− (1−p )λη−1]
η

N

ηN
∑

i=1

Λi

λ
, (2.41)

where λη ¬ E [Λi Iη]. We can simplify the expression forψ (2.33) is a similar way.

ψ =
1

N

N
∑

i=1

ηE
�

(1− (1−p )kA,i )Iη

�

E
�

1− (1−p )kB ,ρi ]
�

≥
η

N

N
∑

i=1

�

(1− (1−p )E [kA,i ])Iη

��

1− (1−p )E [kB ,ρi
]
�

=
η

N
[1− (1−p )λ]

N
∑

i=1

[1− (1−p )Λi ]Iη

= [1− (1−p )λ]E [(1− (1−p )Λi )Iη]
η

N

ηN
∑

i=1

1.

Thus the inequality forψ can be written as:

ψ≥η2[1− (1−p )λ][1− (1−p )λη ] (2.42)

We have used (2.41,2.42) to design a numerical method based algorithm to estimate the value of

ψ and p for particular η and λ.

2.7 Results and Discussion

We have designed a test bench to simulate the mechanism of cascading failure in interdependent

networks. The algorithm obtains the largest connected component in each layer of the interdepen-

dent network in each stage of the cascading failure. The steady state size of the mutually connected
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Figure 2.2 Convergence of robustness vs attack strength for completely Interdependent i.i.d. networks.

In the above figure the solid blue curve without markers represents the theoretical estimate. The sizes of the
network used to generate the above curves are: 5000, 10000, 20000, 30000, 4000, 50000. As the network size

increases the robustness vs attack strength curve approaches the theoretical estimate.
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Figure 2.3 Simulation vs analytical results for interdependent networks under randomized attack model
with layers generated by the ER model.

The three sets of plots represent the three cases of 1) ‘o’ markers: completely interdependent networks with
identical layers (λ= 4), 2) ‘�’ markers: completely interdependent networks with non-identical layers

(λA = 4,λB = 6), and 3) ’�’ markers: partially interdependent networks with identical layers (λ= 4) and 50%
interdependent nodes. The dotted line with markers give the simulation performance whereas the solid lines

give the analytical performance.
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Figure 2.4 Comparison of simulation results to analytical approximations for critical node fraction (ηc ) for
completely interdependent generated by the ER model.

Here x-axis denotes the variation in the mean degree and the y-axis denotes the critical fraction of nodes (ηc ).
The solid line with markers represent the theoretical predictions whereas the solid line without the markers

represent the simulation values. The left plot gives the result for the case of completely interdependent
network with identically distributed degrees, where the mean degrees of both layers of the network is

denoted by the x-axis; whereas the right plot gives the result for the case of completely interdependent
networks with non-identically distributed layers, where the mean degree of layer A is 6 and the mean degree

of layer B is represented by the x-axis.

component is our metric (ψ) to quantify the robustness of the network against failure of nodes.

For the validation of all other results presented here, we have generated synthetic networks

based on the Erdos-Renyi and the Barabasi-Albert model [Alb02]. The sizes of both layers of the

network has been taken as N = 50, 000 unless otherwise mentioned.

• Our first result is to test the validity of the expressions of robustness derived for the case

of Erdos-Renyi (ER) networks. Fig. 2.2 clearly shows that the theoretical predictions are in

agreement with the simulation result. Furthermore, it can be observed that as the size of the

simulated network increases, the simulation results tend to become closer to the theoretical

predictions. This is an expected result as the theoretical predictions are valid for networks of

infinite size and thus as we increase size of our simulated network we expect to get results closer

to the theoretical predictions. The point of intersection of the robustness vs attack strength

curves gives us the critical size of the mutually connected component. The corresponding η

is nothing but the critical node fraction ηc which is the minimum fraction of nodes which

should survive the initial attack so as to result in a non-zero network component in the steady

state.

• It can be easily verified from Fig. 2.3 that the analytical expressions very closely fit the simula-

tion results for all the different scenarios of network construction when the constituent layers

of the network are generated by the ER model.

• In Fig. 2.4, we show a comparative result of the theoretically predicted critical fraction with

that obtained by simulation. It can be clearly observed that the theoretical and the simulated

19



results are in agreement with each other. It can be noted at this point, that each point in these

curves represents the intersection point of the robustness vs strength of attack curves for for

corresponding scenarios.

• Fig. 2.5 gives the comparative results for the network performance approximations in case

of interdependent networks where the layers are generated as Scale-Free graphs. We have

used the Barabasi-Albert model [Alb02] for the generation of the networks. As discussed in

Section 3.4 the analytical results are derived as a lower bound to the actual performance. This

phenomena is clearly observed in all the plots. It was also discussed that our bounds are

tight as long as the fractional size of the surviving component is greater than 0.5; our analysis

was tight for p > 0.5. However for the case of partially interdependent networks (� and 4
markers), we can see that as the fraction of autonomous nodes increases the tightness of the

bounds diminish. This loosening of the bound is a predictable result since as the fraction of

autonomous nodes increases the system becomes more robust and thus operates in region of

small fractional sizes of surviving components.

• For the targeted attack approximations we can refer to Fig. 2.6. This gives the comparative

results for two different cases of completely interdependent networks with identically dis-

tributed layers having mean degrees of λ = 5,8. The figure shows that our approximations

lower bound the simulation results for regions with high η: the fraction of nodes surviving the

attack. However, the approximations become loose for near-critical regions of η.
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Figure 2.5 Comparison of simulation results to analytical approximations for random attack on
interdependent Scale Free (SF) networks generated by the Barabasi-Albert model.

The dotted curve with markers gives the simulation results whereas the solid curve gives the analytical
approximations. The different scenarios plotted here are: 1) ‘�’ markers for completely interdependent

networks with identically distributed layers with exponent m = 4, 2) ‘+’ markers for completely
interdependent networks with exponents mA = 3, mB = 5 for the two layers respectively, 3) ‘�’ markers for

partially interdependent networks with identically distributed layers of exponent m = 3 with 10%
autonomous nodes, and 4)‘4’ markers for partially interdependent network as the previous case but with

50% autonomous nodes.
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Figure 2.6 Comparison of simulation results to analytical approximations for targeted attack

We consider completely interdependent ER networks with mean degrees of λ= 8(‘�′ma r k e r s ) and λ= 5(‘o’
markers) respectively. The dotted curve with markers gives the simulation results whereas the solid curve

gives the analytical approximations.
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CHAPTER

3

OPTIMAL INTERLINK DESIGN

In the previous chapter, we develop the mathematical framework for estimating the robustness of

interdependent networks. An important aspect of interdependent networks which was ignored in

the previous chapter is the structure of the interlinks connecting the different network layers. The

network layers were assumed to be randomly interlinked in order to estimate the robustness. In this

chapter we study the impact of interlink structures on the robustness of interdependent networks.

Our ultimate aim is to optimize the structure of interlinks so as to maximize network robustness.

3.1 State of the Art

Most existing works are devoted towards a better understanding of cascading failure in interdepen-

dent networks. One widely adopted model in this field is the randomized attack on the one-to-one

system with complete bidirectional interdependence, where every node in a layer is coupled to one

node in the other layer and nodes are attacked randomly without any knowledge of the network

topology [Bul10]. Recently, this basic model has been extended to consider targeted attacks, where

nodes are attacked on the basis of their intra-layer degree [Hua11]; partial interdependence, where

some nodes are autonomous meaning they can survive without being coupled to the other layer

[Ran11]; and multiple interdependence, where a node may have multiple supporting nodes in the

other layer [Yağ12; Sha10]. These works have focused on the modeling and analysis towards a better

understanding of existing phenomena in interdependent networks. One exception is [Yağ12], which

explores the optimal allocation of interlinks, maximizing the network robustness against random

attacks, in the absence of intra-layer topology information. However, to the best of our knowledge,

utilization of the topological properties of the constituent layers to design the structure of interlinks
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is largely missing from the current literature. A few recent works such as [Min14a] have shown that

particular interlink designs, like positive correlation of degrees of interdependent nodes, perform

best under certain circumstances. However these works have supported their results mainly through

simulations. In [Ran11] the authors have used the Kirchoff’s index (a metric reflecting structural

centrality) to show that partially interdependent networks are more robust when nodes of lowest

centrality from two layers are coupled. Similar results have been indicated in [Sch13] as well.

The main focus of our dissertation 1 is to theoretically obtain the optimal interdependence

structure between network layers so as to maximize the robustness against failure of nodes. In

essence, we are interested in obtaining design principles on the basis of which interdependence

between network layers are to be constructed such that the resulting network is most resilient to

node failures. Our dissertation advances the current art in the following aspects. Firstly, we explicitly

exploit the topological information; in particular, the intra-layer node degrees, to design more robust

interdependent networks. Secondly, our mathematical model directly addresses the target metric -

the fractional size of the surviving component of the interdependent network, rather than indirect

metrics such as structural centrality. Finally, we provide rigorous mathematical proofs for all our

results. To the best of our knowledge, this is one of the first works that utilizes topological information

of constituent layers of interdependent networks to obtain the optimal interdependence structure.

We believe that the design principles put forward in this dissertation would enable the design of

more robust interdependent networks under various settings.

The remainder of this chapter is organized as follows. Section 3.2 presents the basic system model

and the derivation of the system equations, which will be analyzed for different scenarios in the

remainder of the chapter. Section 3.3 summarizes the main contributions of this dissertation. Section

3.4 and Section 3.5 contain the analysis for networks with complete and partial interdependence,

respectively, under a randomized attack model. Targeted attack on interdependent networks is

considered in Section 3.6. Finally, we present the simulation results supporting the theoretical

analysis in Section 3.7, and conclude and indicate possible future works in Section 4.9.

3.2 System Model

We consider an interdependent system consisting of two layers A and B , as shown in Fig. 3.1. In

this section, we will derive the system equations modeling the cascading failure for a simplistic

network model of complete one-to-one interdependence, where each node in layer A is coupled

to one node in layer B and vice versa. In later sections, we will generalize the network model from

different perspectives, such as the type of interdependence (complete or partial), the structure of

interdependence (one-to-one or one-to-many) and the nature of attack (random and targeted). We

assume that the two network layers have small average degrees λA ,λB �N , where N is the number

of nodes in each layer. The average degree constraint is necessary to ensure the locally tree-like

property of the network layers, which is required for the formulation of the system equations. This

1A subset of the work presented here was published in IEEE Globecom 2015 [gc15].
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Figure 3.1 Interdependent system model with one-to-one structure. Solid lines give intra-layer topology
and dotted arrows showing inter-layer topology.

constraint is also consistent with the observation from a wide range of cyber-physical networks

[netsci]. We consider a general probabilistic model of the interdependence structure, where the

probability of inter-coupling a node a in layer A to a node b in layer B is given by P [k {A}a , k {B }b ],

where k {A}a and k {B }b are the intra-layer degrees of a and b , respectively. These couplings define the

interlinks between the network layers, i.e. if nodes a ∈ A and b ∈ B are coupled, failure of a will

cause b to fail and vice versa. Here we have abused the notation A and B to represent the names

of the two network layers and also the set of nodes in the respective layers. At each stage of the

iterative cascading failure, a node will survive if [Bul10; Val13]: i) it has one supporting node, and

ii) it belongs to the largest connected component in its layer. The cascade stops when a double-

layer mutually connected component (MCC) is obtained, where every node belongs to the largest

connected component in its own layer and has a surviving supporting node. Thus any failure of

nodes initiates a recursive cascade of failures among the two layers, which ultimately gives rise

to a mutually connected network component in the steady state. The fractional size of the MCC

with respect to (w.r.t.) the network layers, i.e. the ratio of the number of layer A (or layer B ) nodes

belonging to the MCC to the total number of nodes in layer A (or layer B ), is taken to be the metric

for robustness as is common in literature [Bul10; Hua11; Val13]. The aim of this dissertation is to

optimally design the interdependence structure to jointly maximize this robustness metric for both

layers of the interdependent network.

For ease of discussion, let us index the nodes in both layers in the decreasing order of their intra-

layer degrees, i.e. the i th node in each layer has the i th highest intra-layer degree. The probability

that the i th highest intra-layer degree node in layer A is coupled to the j th highest intra-later degree

node in layer B is P [k {A}i , k {B }j ], where k {l }i is the intra-layer degree of the i th node in layer l . Thus

the interdependence structure can be represented by the N ×N matrix, P= [P [k {A}i , k {B }j ]]where
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(i , j ) ∈ [1, N ]. The one-to-one interdependence structure, where every node is coupled to one node

in the other layer, imposes the following restriction on P:

N
∑

i=1

P [k {A}i , k {B }j ] = 1 ∀ j ∈ [1, N ],
N
∑

j=1

P [k {A}i , k {B }j ] = 1 ∀ i ∈ [1, N ], (3.1)

where i and j denote the index of nodes in layers A and B , respectively. In other words, matrix P is

doubly stochastic.

Our aim is to design the optimal interdependence structure (P?) which maximizes the robust-

ness of the network against node failures. In later sections of this dissertation, we will relax the

constraints on P to generalize to networks with one-to-many interdependence, where a node in

a given layer can support multiple nodes in the other layer, i.e. row sums of P can exceed 1, and

partial interdependence, where only a fraction of nodes from both layers are interdependent; while

the rest are autonomous which do not require any supporting node to survive. As is common in

research on complex networks [Bul10; Hua11; Val13], we characterize nodes on the basis of their

intra-layer degrees. Although the qualitative features of the results proved in this dissertation are

valid for other centrality measures as shown in Section 3.7, all theoretical results presented here are

derived under the assumption that only degree based information is available to us.

Next, we will focus on the derivation of the system equations relating the steady state size of the

MCC (metric for robustness) to the network topology. Similar system equations have been presented

in works such as [Val13] for explaining other phenomenon on interdependent networks. We want

to study the steady state effect of the removal of (1−η) fraction of nodes from the network and

thereby design P so as to maximize the steady state size of the MCC. We have considered both cases

of double-layer attack, where nodes are attacked in both layers, and single-layer attack, where only

one layer is attacked. Throughout this dissertation, we will be analyzing the case of double-layer

attack unless mentioned otherwise. Initially, we assume that the attacker (or mother nature) fails

nodes randomly, i.e. all nodes of the network have the same probability of failure. Thereafter in

Section 3.6, we also consider the case of targeted attack, where the attacker fails nodes on the basis

of their intra-layer degrees.

Let the node percolation probability for the two layers be represented byψA andψB , denoting

the probability of a randomly chosen node (from layer A or B ) to belong to the MCC in the steady

state. ψA and ψB can also be thought of as the fraction of nodes from each layer which survive

the cascading failure. ThusψA andψB are nothing but the metrics of robustness that we intend

to maximize in this dissertation. For the derivation of the system equations, we need to further

define the edge percolation probabilities (pA and pB ) to denote the probability that a randomly

selected edge from layer A or B , on traversal in an arbitrary direction, connects to a node in the

MCC. For the first set of system equations, we will express robustness (ψ) as a function of attack

strength (η), intra-layer topology (degree sequence of nodes), interdependence structure (P) and
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edge percolation probability (pA and pB ). The system equations forψA andψB can be written as:

ψA =
aT

1 Pb1

N
=ψB , (3.2)

where a1 and b1 are the column vectors of a1i ’s and b1i ’s, with a1i ¬ η[1− (1− pA)k
{A}
i ] and b1i ¬

η[1− (1−pB )k
{B }
i ]. Note thatψA andψB are equal in this case because of the particular construction

of P as a doubly stochastic matrix due to the one-to-one nature of the interdependence. This

equality will not be valid in later sections, where we generalize the network structure to one-to-

many interdependence. Our aim is to optimally design P such that ψA and ψB are maximized.

Note that ψ (ψA = ψB = ψ) is also dependent on pA and pB , which are themselves intertwined

with the network model. Thus for the purpose of obtaining the robustness (ψ) for a particular

network topology (degree sequence andP ) and attack strength (η), we need to define another set

of equations describing pA and pB .

pA =
aT

2 Pb1

N
, pB =

aT
1 Pb2

N
, (3.3)

where a2 and b2 are column vectors of a2i ’s and b2i ’s, where a2i ¬ηk {A}i [1− (1−pA)k
{A}
i −1]/λA and

b1i ¬ηk {B }i [1−(1−pB )k
{B }
i −1]/λB . Thus for a particular network topology,ψ is obtained by solving the

self-consistent equations (3.3) and substituting the solution into (3.2). We are interested in finding

the optimal P ? ∈ P that maximizes the robustness ψ, where P is the set of all doubly stochastic

matrices. Furthermore, (3.3) defines a set of self-consistent equations since the elements of the

vectors ai and bi , where i = (1, 2), are themselves dependent on pA and pB . The method of solving

such self-consistent equations is explained in Section 3.4.

3.3 Summary of Results

The main contributions of this dissertation are summarized as follows:

• For the one-to-one structure with complete interdependence, we show that the interlinking

of nodes by their intra-layer degrees in the monotonic order (i th highest degree nodes in

layer A coupled to i th highest degree node in layer B , ∀ i ∈ [1, N ]) leads to maximal network

robustness against a randomized attack model, i.e.P ? = I , where I denotes the N ×N identity

matrix. This result holds true for both single-layer and double-layer randomized attacks. To

the best of our knowledge, this is one of the first general results in this field that has been

theoretically verified, although similar experimental results have been shown in [Min14a] and

some other relevant works. Furthermore, the anti-monotonic matching (i th highest degree

node coupled to i th lowest degree node) leads to the minimal network robustness.

• For one-to-many structure, we impose the restriction of regular interlink allocation (all nodes

in a layer have the same number of inter-layer links) and obtain the optimal interdependence
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structure which is valid for both single-layer and double-layer randomized attacks. This

optimal structure can be mathematically represented as:P ? = [I | · · · |I]M×N , where M = c N is

the size of the larger layer, c is an integer denoting the ratio of the sizes of the two layers, and

I is repeated c times inP ?.

• For one-to-one structure with partial interdependenceψA andψB cannot be simultaneously

maximized, and thus we focus on the problem of obtaining a pareto-optimal interdependence

structure w.r.t. the two network layers. We show that for both single-layer and double-layer

randomized attacks, decoupling highest degree nodes from both layers, i.e. allocating nodes

of highest intra-layer degrees to the set of autonomous nodes, is pareto-optimal. This result

conforms to the finding in [Ran11]which explored the problem from the network geometry

perspective.

• For the case of preferential targeted attack on lower degree nodes, all results described above

hold true. For preferential targeted attack on higher degree nodes, we have shown that the

monotonic arrangement of nodes is the optimal strategy for a perfect targeted double-layer

attack, where nodes are attacked in the descending order of their intra-layer degrees. For

a perfect single-layer attack, we have shown that the optimal interdependence structure

is dependent on the strength of attack and thus universally optimal structures cannot be

obtained by the tools used herein.

• We have presented the simulation results corroborating these theoretical findings. We have

also tested the applicability of our results when the inter-links are designed on the basis of

other centrality measures like betweenness and closeness. The simulation results show that

even for these cases the monotonic arrangement is better than anti-monotonic and random

arrangements. This gives some indication as to whether relationships between interdepen-

dence structure and robustness, which have been theoretically obtained in this work assuming

knowledge of degree-based topological information, hold true for other measures of centrality.

3.4 Analysis: Complete Interdependence

3.4.1 One-to-one structure

In this section, we analyze the system equations for completely interdependent networks with

one-to-one interdependence. It can be observed that the relationship between network robustness

(ψ) and interdependence structure (P ) is complicated due to the fact thatψ depends on the values

of pA and pB by (3.2) which themselves are dependent onP by (3.3). Furthermore, (3.3) is defined

as self-consistent equations whose solution is not straightforward. It is known from [Bra07; Cal00]

that such self-consistent equations typically have no closed form solutions and they are solved
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iteratively as follows:

pAn+1
= fA(pAn

, pBn
), pBn+1

= fB (pAn
, pBn
), (3.4)

where pln
denotes the value of pl in the nth iteration. Starting from pA0

= pB0
= 1, the final solution

is obtained when the iterations converge, i.e. pA = limn→∞pAn
, pB = limn→∞pBn

. It is also known

from [Bra07] that such iterations always converge to fixed points between 0 and 1.

Lemma 3.4.1 If there exists an interdependence matrixP ? ∈ P , where P is the set of doubly stochastic

matrices, such thatP ? individually maximizes all of the following:

• pAn+1
for fixed pAn

and pBn
, ∀ n, i.e.P ? =P∈P

aT
2 Pb1

N

• pBn+1
for fixed pAn

and pBn
, ∀ n, i.e.P ? =P∈P

aT
1 Pb2

N

• ψ for fixed pA and pB , i.e.P ? =P∈P
aT

1 Pb1
N ,

such aP ? maximizes the network robustnessψ.

We will prove the above Lemma in two steps. Firstly, we will show that simultaneous satisfaction

of the first two conditions implies maximization of both pA and pB . Thereafter, we will couple the

third condition with the (verifiable) fact thatψ is increasing w.r.t. pA and pB .

Firstly, denote δA
n ¬ pAn

− pAn+1
and δB

n ¬ pBn
− pBn+1

as the difference between the nth and

(n +1)th iterations. Note thatP ?, satisfying the conditions listed in the Lemma, minimizes δAn
and

δBn
in each iteration step (for all n) and pA0

= pB0
= 1. Thus we can write:

P ? =P∈P (
∑

n

δA
n ) =P∈P (1−

∑

n

δA
n ) =P∈P pA , (3.5)

where the last step follows from the fact that pA0
= 1 and the changes in pA for each iteration n is

denoted by δA
n . Similar argument holds for pB . Thus we can observe that P ? maximizes both pA

and pB . Secondly, it can be easily verified that ψ is increasing w.r.t. pA and pB . Furthermore, P ?

maximizesψ for any fixed pA and pB . Combining these, it can be concluded thatP ? maximizesψ.

Remark: The above discussion indicates that the maximization of robustness of a network can

be achieved theoretically if we can find an interdependence structure P ? satisfying the (strong)

conditions in Lemma 3.4.1. For networks where such an optimal ordering cannot be found, the

tools described in this dissertation are insufficient for obtaining the optimal interdependence

structures. However, it will be shown below that for several cases, including the complete one-to-

one interdependence, such an optimalP ? can be found.

To prove the main result in this section, we need the following technical result:

Lemma 3.4.2 For any two sequences of real numbers, {x1, x2, · · · , xn} and {y1, y2, · · · , yn}which are

monotonic in the same sense and any permutation ρ of {1, 2, · · · , n}

xn y1+ · · ·+ x1 yn ≤ xρ1
y1+ · · ·+ xρn

yn ≤ x1 y1+ · · ·+ xn yn , (3.6)
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where ρi is the i th element of ρ.

This is referred to in literature as the Rearrangement Inequality. A proof can be found in [Har52].

Theorem 3.4.3 For the one-to-one structure with complete interdependence, the optimal interdepen-

dence structure, for both single-layer and double-layer randomized attack, is the matching of nodes

by their intra-layer degrees in the monotonic order. Furthermore, the anti-monotonic arrangement of

nodes is the worst possible interdependence structure.

Note that the system equations given by (3.2) and (3.3) were derived for the double-layer attack.

Thus we focus on this case initially. Lemma 3.4.1 indicates that if we can find aP ? which satisfies all

the maximization criteria presented therein, such aP ? would also maximize the network robustness

measured byψ. Here we would prove that for a general mixed quadratic form aTPb, where a and b

are decreasingly sorted column vectors andP is a doubly stochastic matrix:

I =P∈P a
TPb. (3.7)

It can also be observed that proving the above equation is equivalent to proving each of the criteria

described in Lemma 3.4.1 since both ai ’s and bi ’s, where i = (1, 2), are decreasingly sorted column

vectors. Although the value of pA and pB influences the magnitude of the terms in the column vectors

ai ’s and bi ’s, the decreasing nature of the vectors is always guaranteed. Denoting a permutation

matrix by P j , i.e. doubly stochastic matrices of 0’s and 1’s, and α j as the corresponding scalar

weights, according to Birkhoff’s Theorem [birkhoff]:P =
∑N !

j=1α jP j , where α j ’s are non-negative,
∑

j α j = 1, and N ! is the number of possible permutation matrices. Thus we can write:

P ? =P∈P a
TPb=P∈P a

T
� N !
∑

j=1

α jP j

�

b=P∈P
N !
∑

j=1

α ja
TP jb. (3.8)

Let ρ j denote the ordering corresponding to the permutation matrix Pj , and ai and bi denote the

i th elements of a and b, respectively. It can be verified that the terms aTP jb are nothing but the

various possible sequence pairings as considered in the Rearrangement Inequality in Lemma 5.4.4,

i.e. aTP jb=
∑N

i=1 aρ j (i )bi , where ρ j (i ) is the i th element of the ordering ρ j . Thus we can write:

N !
∑

j=1

α ja
TP jb=

N !
∑

j=1

α j

� N
∑

i=1

ai bρ j (i )

�

. (3.9)

Since
∑

j α j = 1, invoking Lemma 5.4.4 we can write the following inequality:

aT I†b≤
N !
∑

j=1

α ja
TP jb≤aT Ib, (3.10)

where I† is the ordering corresponding to the anti-monotonic arrangement, i.e. i th highest degree

node in layer A coupled to i th lowest degree node in layer B , and I is the N ×N identity matrix
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corresponding to the monotonic arrangement. This proves that P ? = I maximizes and P ? = I†

minimizes the mixed scalar terms aTP ?bmeasuring the network robustness.

For the case of single-layer attack, let us assume without loss of generality that layer A is subject

to the initial attack. This implies that the probability of a node in layer B to survive the initial attack

is 1. Thus the system equations can be written in the same form as:

ψA =
aT

1 Pb
′
1

N
=ψB , pA =

aT
2 Pb

′
1

N
, pB =

aT
1 Pb

′
2

N
, (3.11)

wherea1 anda2 are defined in Eqn.s (3.2) and (3.3), while b′1 = [b
′
11 · · ·b

′
1N ]

T with b ′1i ¬ (1−(1−pB )k
{B }
i )

and b′2 = [b
′
21 · · ·b

′
2N ]

T with b ′2i ¬ k {B }i [1− (1−pB )k
{B }
i −1]/λB . It can be verified that both ai ’s and b′i ’s

(i = (1, 2)) are still decreasingly sorted column vectors and thus the arguments presented above for

the double-layer attack case hold true for this case as well. Thus the monotonic and anti-monotonic

ordering of interdependent nodes are still the best and worst structures, respectively.

Next we will state and prove another result which will be used in further analysis for obtaining

the optimal interdependence structures for other system models.

Lemma 3.4.4 Leta¬
�

a1 a2 · · · aN

�T
andb¬

�

b1 b2 · · · bN

�T
be decreasingly sorted column

vectors and Φ= [φi j ] is a matrix with the following properties:

• 0≤ |φi j | ≤ 1

• Row-sums and column-sums of Φ are 0

• Diagonal elements of Φ are non-negative, i.e.φi j ≥ 0 if i = j

• Off-diagonal elements of Φ are non-positive, i.e.φi j ≤ 0 if i 6= j .

The mixed quadratic forms are always positive, i.e. aTΦb≥ 0.

Let us assume that for some Φ satisfying the properties mentioned above, aTΦb< 0. Adding aT Ib

to the negative of this gives us: aT (I −Φ)b>aT Ib. Furthermore, since row and column sums of Φ is

0, (I −Φ) is a doubly stochastic matrix. However, we proved in Theorem 3.4.3 that I =P∈P a
TPb,

which is in contradiction with the above inequality. This shows that there cannot exist any Φwith

the properties defined above where aTΦb< 0. Thus the lemma follows.

3.4.2 One-to-Many Structure

In this section we extend our study to one-to-many interdependence, where the two layers of the

network have different sizes, |A|=N and |B |=M = c N , with |l | denoting the number of nodes in

layer l , and c is an integral constant. Due to the difference in the size of the two network layers, our

previous assumption that every node is coupled to one node in the other layer will not hold. Thus

the interdependence matrixP = [pi j ] is neither a square matrix nor is it doubly stochastic. However

utilizing the completely interdependent network structure, we can obtain certain conditions which
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P needs to satisfy. As we are dealing with the complete one-to-many interdependence, every node in

layer B (the larger layer) should be coupled to one node in layer A. Thus the column sums ofP is still

1, i.e.
∑

j pi j = 1. For simplicity of analysis, we impose the additional constraint that the row-sums

of P are all equal to c , the ratio of the sizes of the two network layers. This assumption imposes

the regularity in the structure of the interdependence as it implies that all nodes a ∈ A are coupled

to the same number of nodes (= c ) in layer B . As done previously, defining a1i ¬η(1− (1−pA)k
{A}
i ),

b1i ¬η(1− (1−pB )k
{B }
i ), a2i ¬ηk {A}i [1− (1−pA)k

{A}
i −1]/λA , and b2i ¬ηk {B }i [1− (1−pB )k

{B }
i −1]/λB , the

system equations can be written as:

ψA =
aT

1 Pb1

N
, ψB =

bT
1 P

Ta1

M
, (3.12)

pA =
aT

2 Pb1

N
, pB =

bT
2 P

Ta1

M
. (3.13)

Thus the system equations essentially are of the same form as that in the case of one-to-one interde-

pendence with the only difference thatP is an N ×M matrix whose row-sums are c .

Theorem 3.4.5 For an interdependent network with one-to-many interdependence and a proba-

bilistic interdependence structure P characterized by equal row-sums (= an arbitrary constant c )

and equal column-sums (= 1), the optimal interdependence, for both single-layer and double-layer

randomized attacks, is given by:P ? = [I |I | · · · |I], where I is the identity matrix of size N ×N andP ?

is of size N ×M , where M = c N .

As done in the case of one-to-one interdependence, we will start with the double-layer randomized

attack and extend the arguments to the single-layer case. We will prove this theorem by contradiction.

Let us assume there exists aP † 6=P ?, s.t.aTP †b≥aTPb∀P ∈ PN×M , whereaandbare decreasingly

sorted column vectors, and PN×M is the set of all matrices of non-negative elements whose row-sums

are c and column-sums are 1. ThusP † is the optimal interdependence structure. SinceP † 6=P ?,
we have that at least one of the N ×N sub-matrices ofP † is not IN×N . Let this N ×N sub-matrix

be denoted by R and let us represent P † as: P = [P1|P2| · · · |R| · · · |Pc ], where Pi ’s are all N ×N

sub-matrices. Let us consider a transformation inR involving a movement towards the diagonal

elements, i.e. we want to transformR into R̃ such that the diagonal elements in R̃ are greater than

or equal to the diagonal elements ofR. This can be mathematically represented as:

R̃i j =

¨

Ri j +X i if i = j

Ri j −φi j if i 6= j
(3.14)

where X i ’s are the non-negative increments (0≤ X i ≤ 1) of the diagonal elements andφi j ’s are the

non-negative decrements (0≤φi j ≤ 1) of the off-diagonal elements following the relationship:

X i =
N
∑

j=1
j 6=i

φi j =
N
∑

j=1
j 6=i

φ j i . (3.15)
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Thus the robustness for this transformed interdependence structure is given by:

ψ̃=aT P̃ b=aT [P1|P2| · · · |R̃| · · · |Pc ]b (3.16)

=aT [P1|P2| · · · |R| · · · |Pc ]b+a
T [0|0| · · · |(R̃−R)| · · · |0]b (3.17)

=aTPb+aT













[c c c c ]X1 −φ12 . . . −φ1N

−φ21 X2 . . . −φ2N
...

...
...

...

−φN 1 −φN 2 . . . XN













b† =ψ+aTXb†, (3.18)

where b† is the N ×1 component of b corresponding to the sub-matrix (R̃−R),ψ is the network

robustness for the interdependence structureP , andX = R̃−R. It can be observed thatX satisfies

the conditions of Lemma 3.4.4 and thus aTXb† ≥ 0, since a and b† are decreasingly sorted column

vectors. Thus we have ψ̃≥ψ. This indicates thatP † is not the optimal interdependence structure

as aT P̃ b≥aTP †b.

The above discussion shows that as long asP † 6=P ?,P † will always have an N ×N sub-matrix

which can be transformed to obtain a P̃ , which has a higher robustness than P †. Thus we can

conclude that:

P ? =P a
TPb= [I |I | · · · |I], (3.19)

where I is the identity matrix of size N ×N , which is repeated c times.

Similar to the case of completely interdependent networks with one-to-one interdependence

structure, it can be verified that under a single-layer attack (assuming layer A is attacked without

loss of generality) the system equations are in the same form as those for the case of the double-layer

attack, with the only difference being in the elements of the column vectors b1 and b2. It can be

verified for this case that a change from a double-layer attack to a single-layer attack does not alter

the nature of the system equation w.r.t. the interdependence structure because it essentially only

influences the scaling. Thus all results derived above hold true under the single-layer attack.

3.5 Analysis: Partial Interdependence

In this section, we will generalize our system model to analyze partially interdependent networks

where the N nodes in each layer of the network can be divided into two sets: a) autonomous nodes,

which do not require support from the other layer, and b) interdependent nodes, which require

support from nodes of the other layer. The nature of interdependence between the two layers is still

taken to be one-to-one as is shown in Fig. 3.2. Let us defineQA andQB as the allocation strategy

for the two layers, i.e. QA and QB are diagonal matrices whose diagonal elements are given by

column vectors of the form [q1q2 · · ·qN ]T with:

qi =

¨

1 if ai or bi is autonomous

0 if ai or bi is interdependent,
(3.20)
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Figure 3.2 Interdependent system model: one-to-one structure with partial interdependence. Hexagonal
nodes are autonomous, while the rest are interdependent.

where ai and bi are the nodes with the i th highest intra-layer degree in layers A and B , respectively.

Thus the system equations for this case can be written as:

ψA =
(QAa1)T 1

N
+
(Q̄Aa1)TP (Q̄Bb1)

N
, ψB =

1T (QBb1)
N

+
(Q̄Aa1)TP (Q̄Bb1)

N
, (3.21)

pA =
(QAa2)T 1

N
+
(Q̄Aa2)TP (Q̄Bb1)

N
, pB =

1T (QBb2)
N

+
(Q̄Aa1)TP (Q̄Bb2)

N
, (3.22)

where 1 is the column vector of all ones of length N (size of network layers), andai ’s and bi ’s (i = 1, 2)

are column vectors defined previously in Section 3.2. Q̄l is the complementary allocation strategy

denoting the interdependent nodes in layer l , which can be obtained by interchanging 0’s and 1’s

in the diagonal ofQl. Note that the two components in the system equations correspond to the

contribution of autonomous and interdependent nodes towards network robustness.

The problem of obtaining the optimal interdependence structure in this case is considerably

more complicated than the complete interdependence case because we have to consider the joint

optimization of the allocation of nodes (QA andQB) and the interdependence structure (P ). In

this case, as will be evidenced below, it is usually not feasible to optimize the MCC for both layers

(ψA and ψB ) simultaneously. Instead, we will endeavor to achieve a pareto-optimal robustness

which cannot be strictly dominated by any other interdependence structure.

Theorem 3.5.1 Given anyQA andQB , the optimal interdependence structure isP ? = I .

It can be observed from the system equations (3.21)-(3.22), that the interdependence structureP

only influences the contribution of the interdependent nodes in the network. Focusing on the case

of maximization ofψA , we can write:

P ? =P∈PψA =P∈P
(Q̄Aa1)TP (Q̄Bb1)

N
. (3.23)
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It can be concluded from the above equation that any element pi j ∈ P would contribute to ψ

only if both ai ∈ A and b j ∈ B are allocated to the interdependent set of nodes. Let ã1 and b̃1
denote the non-zero components of the column vectors Q̄Aa1 and Q̄Bb1. Similarly, we define

P̃ to be the reshaped interdependence matrix obtained by removing rows and columns from P

corresponding to zero elements in Q̄Aa1 and Q̄Bb1. Thus we can write: Due to our indexing of

nodes in the decreasing order of their intra-layer degrees, it can be concluded that the elements of

the column vectors ã1 and b̃1 are still decreasingly sorted. Thus by using the technique used for

proving Theorem 3.4.3, we can show that I =P∈P ã1P̃ b̃1. Furthermore, it can be verified that the

above analysis can be applied to all cases (ψA ,ψB , pA , pB ) given by (3.21) and (3.22) and thusP ? = I

maximizes the robustness of partially interdependent networks for any given allocation strategy.

Theorem 3.5.1 essentially allows us to decouple the joint maximization problem which was

discussed previously. This is due to the fact that since the optimal ordering of nodes in Y is inde-

pendent of the allocation strategy, we can look at these two optimization problems individually.

Thus the problem of identifying the optimal interdependence structure reduces to the problem of

identifying the optimal allocation strategyQ?A andQ?B , asP ? = I for anyQA andQB . Since the

optimal interdependence structure (P ? = I) maximizes the network robustness for any allocation

strategyQA andQB , we can write the system equations as:

ψA =
1

N

� N
∑

i=1

q {A}i a1i +
N
∑

i=1

q̄ {A}i a1i q̄ {B }i b1i

�

, ψB =
1

N

� N
∑

i=1

q {B }i b1i +
N
∑

i=1

q̄ {A}i a1i q̄ {B }i b1i

�

, (3.24)

pA =
1

N

� N
∑

i=1

q {A}i a2i +
N
∑

i=1

q̄ {A}i a2i q̄ {B }i b1i

�

, pB =
1

N

� N
∑

i=1

q {B }i b2i +
N
∑

i=1

q̄ {A}i a1i q̄ {B }i b2i

�

, (3.25)

where a1/2i ’s and b1/2i ’s are the elements of the column vectors a1/2 and b1/2 defined earlier in

Section 3.2, while q {l }i and q̄ {l }i denotes the i th diagonal element of the allocation matricesQl and

Q̄l, respectively. Focusing on the objective function for pA in (3.25) and noticing that the first term

is independent ofQB , we observe that the allocation strategy maximizing the first component of

pA would be to allocate the highest degree nodes a ∈ A to X as a2i > a2i · b1i due to the fact that

b1i ≤ 1. For maximization of the interdependent (second) component, the highest degree nodes

b ∈ B should be allocated to Y . On the contrary, individual maximization of pB in (3.25) leads to the

opposite allocation strategy: putting the highest degree nodes a ∈ A to Y and the highest degree

nodes b ∈ B to X . This argument also holds for the case of ψA and ψB given by (3.24). It can be

clearly observed here that there exists a conflict of interest between the maximization strategies for

layers A and B , which is why we cannot obtain a joint maximization, in contrast to the previously

analyzed cases. Instead we have looked at the problem of obtaining a pareto-optimal allocation

strategy w.r.t. the two layers, where we are interested in obtaining an allocation strategyQ?A and

Q?B such that no other strategy can lead to an increase in the robustness of both layers. We have

used the Nash Bargaining framework to solve this problem.
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3.5.1 Description of Nash Bargaining Problem

We provide a brief description of the Nash Bargaining Problem here. LetP = {1, 2, · · · , P } be the set of

players involved in the bargaining game. Let S be a closed convex subset of RP representing the set

of all possible pay-offs which can be received by the different players participating in the bargaining

game. Letd= {d1, d2, · · · , dP } denote the set of dis-agreement pay-offs for the P players, representing

the pay-offs that the various players will receive if they do not reach a mutual agreement through

the bargaining game. The pair (S,d) is called a P -person bargaining problem. Multiple kinds of co-

operative game solutions to the bargaining problem exist in literature [Owe]. One of the most popular

ones among them is the Nash Bargaining Solution (NBS) as it provides a unique and fair pareto-

optimal solution to the bargaining problem. Next, we will formally define the Nash-Bargaining

Solution.

Lemma 3.5.2 s? = φ(S,d) is said to be a NBS for the bargaining problem (S,d), if it satisfies the

following axioms:

1. Feasibility: s? ∈S.

2. Individual Rationality: s ?i ≥ di ∀ i , where s ?i is the pay-off received by the i th player.

3. Pareto Optimality: There does not exist any s ∈ S such that s � s?, i.e. no other solution can

strictly dominate the NBS thus leading to a better pay-off for all players. Therefore the solution

s? should be such that s ?i cannot be increased without decreasing s ?j for some j 6= i , i.e. there is

no alternative allocation which can result in a higher pay-off for all players.

4. Independence of Irrelevant Alternatives: Let the solution to the bargaining problem (S,d) be

denoted byφ(S,d). If s? =φ(S,d) and s? ∈S′ ⊂S, then s? =φ(S′,d).

5. Independence of Linear Transformation: For any linear scale transformation τ, τ(φ(S,d)) =

φ(τ(S),τ(d)).

6. Symmetry: If the players of the game are indistinguishable, s ?i = s ?j ∀ i , j ∈P .

Furthermore, the solution point satisfying the above axioms is unique and can be obtained by solving

the following maximization problem:

s? =φ(S,d) =s∈S,si≥di ∀ i

P
∏

i=1

(si −di ). (3.26)

It is shown in Lemma 3.5.2 that any solution point which satisfies the six axioms is the Nash

Bargaining Solution. We will use this idea to obtain the pareto-optimal node allocation for networks

with partial interdependence.

Theorem 3.5.3 For the one-to-one structure with partial interdependence, where the allocation

strategiesQA andQB have an arbitrary fixed number of 1’s (= q ) in the diagonals, the allocation
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strategy leading to a pareto-optimal robustness of the two network layers against both the single-layer

and double-layer randomized attacks is:Q?A =Q
?
B = d i a g ([1, 1, · · · , 1, 0, 0, · · · , 0]), where the number

of non-zero diagonal elements inQ?A andQ?B is q .

Starting with the double-layer attack case, we formulate the optimal allocation problem as a

bargaining problem:

• The two players involved in the bargaining game are layers A and B .

• The set of possible agreements or the set of possible allocation strategies is of the form:

F =

�

q {A}1 q {A}2 · · · q {A}N

q {B }1 q {B }2 · · · q {B }N

�

where N is the number of nodes in each layer of the network, and the elements of the matrix

can be written as:

q {l }i =

¨

1, if i th node in layer l is autonomous,

0, if i th node in layer l is interdependent.

As both layers have q autonomous nodes, the set of possible agreements is the set of all F ’s

such that the two row-sums of F are both q .

• The utility functions for the two players is given by (3.25) and denoted by u1 and u2, respec-

tively, which maps an allocation profile corresponding to F to the utility for each player:

u1(F ) =
1

N

�

∑

i∈X1

a2i +
∑

i∈Y1, j∈Y2

a2i b1 j

�

, (3.27)

u2(F ) =
1

N

�

∑

i∈X2

b2i +
∑

i∈Y2, j∈Y1

a1 j b2i

�

, (3.28)

where X1, X2 denote the set of autonomous nodes in layers A and B , respectively; whereas

Y1 and Y2 denote the set of interdependent nodes in the two layer. Note that the second

summation is over all interdependence links in the network.

• Let us define the disagreement pay-off d= [d1, d2], where d1 and d2 are the pay-offs received

by the two players if an agreement is not reached. Both d1 and d2 are taken to be the case

where nodes are chosen to be autonomous or interdependent randomly, i.e. if the two players

fail to arrive at an agreement after the bargaining process then a random allocation strategy

would be adopted.

• The set of possible pay-offs is denoted byU , which can be defined as:

U = {(v1, v2)|u1(x ) = v1, u2(x ) = v2 for some x ∈ F }. (3.29)
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Note here that the utility functions for both players (u1, u2) described by (3.27)-(3.28) are

bounded above and below (ui (x ) ∈ [0,1] ∀ i ) and thus have non-empty and closed support

with a convex hull, which is necessary for the existence of a Nash Bargaining Solution.

• The Bargaining Problem is thus represented as (U,d) over the space of possible agreements

F .

It is known that a solution to such Bargaining Problems has to satisfy the six axioms described

in Lemma 3.5.2 in Appendix 3.5.1. Let us take a particular allocation strategy for the two layers,

where the nodes of highest degrees in both layers of the network are autonomous. We want to show

that this allocation strategy satisfies all the axioms of Nash Bargaining Solutions (N.B.S.). As we

have indexed the nodes in the network in the decreasing order of their intra-layer degrees, we can

describe the allocation strategy defined above in terms of F as :

F ? =

�

1 1 · · · 1 0 0 · · · 0

1 1 · · · 1 0 0 · · · 0

�

where the number of 1’s in each row of the allocation strategy is q . Let us now examine each of the

six axioms for this particular solution.

• Feasibility: It can be clearly seen that the solution (u1(F ?), u2(F ?)) ∈U and thus is feasible.

• Individual Rationality: At the dis-agreement point, nodes are allocated randomly. It can be

easily examined that ui (F ?)≥ ui (d) for both players i = 1, 2.

• Pareto Efficiency: A closer examination of the utility functions u1 and u2 defined by (3.27)

and (3.28) reveals that it is always better to allocate a node to the autonomous set (X1 and X2)

as a2i > a2i b1i and b2i > a1i b2i . However since our particular solution allocates all highest

degree nodes to X1 and X2, the only way of increasing the utility of a player (say player A) is

by modifying the structure of interdependence, or in particular allocating nodes of higher

degrees from layer B to Y2. However, this will lead to a sub-optimal condition for player B

by the same logic as before that b2i > b2i a1i , i.e. from player B ’s perspective highest degree

nodes of layer B should be allocated to X2. Thus no other solution can strictly dominate

(u1(F ?), u2(F ?)).

• Independence of Irrelevant Alternatives: Let us represent the solution to the Nash Bargaining

problem (U ,d) by φ(U,d), i.e. φ(U,d) = (u1(F ?), u2(F ?)). It can be trivially observed that

φ(U ′,d) = (u1(F ?), u2(F ?)) ifU ′ ⊂U and (u1(F ?), u2(F ?)) ∈U ′, i.e. if the new pay-off space

(U ′) is a subset ofU and containsφ(U,d),φ(U ′,d) =φ(U,d).

• Independence of Linear Transformation: It can be verified from (3.27) and (3.28) that for any

player i

x∈F ui (x ) =x∈F

�

αui (x ) +β
�

, (3.30)
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where (α,β ) represents a linear transformationτ. Asτ is independent of the allocation strategy,

we can observe that the axiom holds true in this case.

• Symmetry: The symmetry condition occurs in this bargaining problem when λA =λB , i.e. two

layers are identically distributed. Under this condition, the two players cannot be differentiated

from one another. As the allocation strategy F ? does not differentiate between the two layers,

we can see that u1(F ?) = u2(F ?) if λA =λB .

As the NBS is unique and the particular solution chosen by us satisfies all the six axioms, we can

conclude that the particular solution is the NBS. To complete the proof, we need to verify that the

particular solution leads to pareto-optimal robustness ofψA andψB given by (3.24). Modeling (3.24)

as the utility functions for the two players, we can obtain this result in a very similar way by showing

that the same particular solution F ? satisfies all axioms of NBS for this case and thus the theorem

follows.

Under a single-layer attack (assuming layer A is attacked without loss of generality), the system

equations can be written in the exact same form as (3.21)-(3.22) with the difference that the factor

η is dropped from the elements of the column vectors b1 and b2. The main difference in terms of

analysis is that the system equations loose their symmetry even for the case when λA =λB . However,

since we intend to achieve a pareto-optimal solution to the robustness of the two layers, we can

proceed as in the previous section to show that the five axioms (there is no symmetry in this case)

are satisfied by the particular solution as given in Theorem 3.5.3. Thus the same result holds for the

single-layer attack as well.

Remark: It is interesting to note here that this particular solution can be derived by obtaining the

NBS under the symmetry condition of λA =λB , where the two layers of the network are identically

distributed and thus the two players of the Nash Bargaining Problem cannot be differentiated from

each other. It can be observed from (3.27)-(3.28) that under the symmetry condition, u1 = u2 ∀
x ∈ F and also d1 = d2, where d1 and d2 are the dis-agreement pay-offs for the two players. Thus we

can write the NBS as:

φ(U ,d) =u∈U ,ui≥di∀i (u1−d1)(u2−d2) =u∈U ,ui≥di∀i (u1−d1)
2, (3.31)

which is a maximization problem in one variable that can easily be solved to obtain F ?.

3.6 Analysis: Targeted Attack Model

In this section, we will examine the robustness of interdependent networks under a targeted attack

model, where the probability of a node to be attacked is dependent on its intra-layer degree.

3.6.1 Double-Layer Targeted Attack model

We focus on the same model introduced in Section 3.2: complete one-to-one interdependence. Let us

define w {l }i as the probability of the i th node in layer l to survive the initial attack. For a randomized
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attack structure: wi =η, ∀ i . Using a generalized attack model (w ), the system equations modeling

the cascading failure can be written as:

ψA =
(Wa1)TP (Wb1)

N
=ψB , (3.32)

pA =
(Wa2)TP (Wb1)

N
, pB =

(Wa1)TP (Wb2)
N

, (3.33)

whereW = d i a g ([w1w2 · · ·wN ]). All results presented in this chapter are dependent on the decreas-

ingly sorted nature of the column vectors ai ’s and bi ’s, where i = (1, 2). It can be observed from the

system equations presented above that the components of the two layers in the system equations

are the product of the attack matrixW and the respective ai ’s and bi ’s. Thus if the monotonicity of

these products remain unaltered then all results obtained for the case of randomized attack will be

valid for the targeted attack case as well. It can be verified that if wi is also a decreasing function of

i all previous results would be valid. A decreasing wi implies nodes of lower degree have a lower

probability of surviving the initial attack since the indexing of the nodes (i ) has been done on the

basis of decreasing intra-layer degrees. Thus this scenario represents the case of targeted attack on

lower degree nodes. As the monotonicity of the products is unaltered, all results proved for the case

of randomized attack in Section 3.4and 3.5 hold true for this case.

However the opposite targeted attack model, which preferentially selects nodes of higher degree,

is a more practical and interesting setting. This is because an attack on nodes of higher connectivity

(hubs) would cause a much more devastating effect on the network than a preferential attack on

lower degree nodes or a randomized attack. As a first step towards characterization of optimal

interdependence structures for this type of targeted attack, we will analyze the case of perfect

targeted attack where the nodes of the network are attacked in the strict descending order of their

intra-layer degrees. The perfect targeted attack model can be mathematically represented as:

wi =

¨

0 for i ∈ {1, 2, · · · , N ′}
1 for i ∈ {N ′+1, N ′+2, · · · , N }

(3.34)

where N ′ = (1 − η)N . Note that nodes in both layers of the network have been indexed in the

descending order of their intra-layer degrees and thus (3.34) represents the case of targeted removal

of the (1−η)N nodes with the highest intra-layer degrees.

Theorem 3.6.1 For a double-layer perfect targeted attack on interdependent networks with complete

one-to-one interdependence, the optimal interdependence structure is the monotonic arrangement of

nodes, i.e.P ? = I .

It can be observed here that for the above structure ofW , all the product terms (Wai ’s andWbi ’s)

are still decreasingly sorted column vectors if the zero components are removed in a way similar to

that in the proof of Theorem 3.5.1. Thus it can be shown that the optimal structure ofP ? maximizing

network robustness isP ? = I .
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3.6.2 Single-Layer Targeted Attack model

In this section, we will focus on the case where only one of the network layers (say layer B without

loss of generality) is subjected to the initial attack. Under this condition, the system equations

modeling the cascading failure can be written as:

ψA =
aT

1 P (Wb1)
N

=ψB , (3.35)

pA =
aT

2 P (Wb1)
N

, pB =
aT

1 P (Wb2)
N

. (3.36)

As we are considering a perfect targeted attack in this case, w {b }i is 0 for the first (1−η)N indices and

1 elsewhere. We focus on the case ofψ given by (3.35) and the same arguments can be applied to

the case of pA and pB in (3.36). Let us define the non-zero component of the column vectorWb1 as

b̃. LetP ? be the interdependence structure maximizingψ. Thus we can write: where N1 = (1−η)N
and N2 =ηN , andP has been decomposed into two componentsP {1} andP {2} of sizes N ×N1 and

N ×N2, respectively. It can be shown in a way similar to that in Theorem 3.4.5 that an increment in

the diagonal elements of P {2} always leads to an increment inψ. Thus given N1 and N2, i.e. for a

particular strength of attack (η), we can design the optimal interdependence. Thus we can see here

that the optimal interdependence structure is dependent on the attack strength (η). This dilutes the

significance of this result as compared to others obtained in this work because a network designer

has to know about the strength of attack beforehand, which is not a practical assumption. It should

be remembered at this stage that for all other cases, we could obtain optimal strategies which would

maximize the robustness of the network for all attack strengths.

Since an optimal interdependence structure which maximizes network robustness for any

strength of attack could not be obtained for this case, we test two particular interdependence

structures, namely, monotonic and anti-monotonic arrangement of nodes, which were the best

and worst case interdependence structures for networks with one-to-one interdependence under

random node failure. The results have been presented in Section 3.7. The reason of choosing these

particular structures is that they are popular in literature ([Min14a]) and have emerged as optimal

or worst structures in the previous part of our analysis.

3.7 Simulation Results

For the testing of the theoretical results derived in this dissertation, we have constructed a Python

based test bench, using the NetworkX library, to emulate cascading failure in interdependent net-

works, obtaining the largest connected component in each layer for the successive stages of the

cascading failure. The algorithm stops when a mutually connected bi-layer component is obtained

in the steady state. The individual layers are scale-free networks generated by the Barabási-Albert

(BA) model [Alb02]with N=1000. Similar results have been observed for other network sizes as well,

and N = 1000 is chosen as an example without any preference. We present the fractional sizeψ of
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Figure 3.3 Completely interdependent networks with one-to-one interdependence. The individual layers
have been generated by the Barabasi-Albert model with m = 3. ‘�’, ‘�’, and ‘o’ markers represent the ran-
dom, monotonic, and anti-monotonic arrangement of interdependent nodes, respectively, on the basis of
their intra-layer degrees. The left and right figures correspond to the cases of double-layer and single-layer
randomized attacks, respectively.

the surviving component of layer A versus the attack strength η (note that the smaller the η, the

more severe the attack). The curves are average results out of 20 instances of network generation

each with 10 instances of initial attack on the nodes (thus a total of 200 runs). Next we present a

brief description of the simulation results.

• Fig. 3.3 presents the simulation results for the comparison of three different interdependence

structures, namely, monotonic, random, and anti-monotonic, for the case of randomized

attack on networks with complete one-to-one interdependence. It can be observed that the

simulation results corroborate with the theoretical findings presented in Theorem 3.4.3 that

monotonic ordering of interdependent nodes on the basis of their intra-layer degrees is the

optimal structure and anti-monotonic is the worst structure.

• For the case of randomized attack on networks with one-to-many interdependence structure,

we consider c = 3 as the ratio of the size of the two interdependent layers in Fig. 3.4. As

discussed in Section 3.4.2, we focus on the case of regular allocation of interlinks, and observe

that the simulation results support Theorem 3.4.5. Particularly, the optimal interdependence

structure P = [I |I | · · · |I]N×M outperforms the random and anti-monotonic arrangement

P = [I†|I†| · · · |I†]N×M , where I and I† correspond to the monotonic and anti-monotonic

arrangements, respectively.

• The simulation results for the case of partially interdependent networks are presented in

Fig. 3.5. As discussed in Section 3.5, the joint maximization of node allocation and node

arrangement can be separated into individual maximization problems. Thus in this case, we

have considered the node arrangement to be monotonic in nature (which has been shown to

be optimal in Theorem 3.5.1) and simulated three allocation strategies, namely, high-high,

low-low and random, which correspond to the cases of decoupling nodes of highest, lowest
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Figure 3.4 Completely interdependent networks with one-to-many interdependence under randomized
attack. The individual layers have been generated by the Barabasi-Albert model with m = 3, and the alloca-
tion of interlinks is regular. ‘�’, ‘�’, and ‘o’ markers represent the random, monotonic, and anti-monotonic
arrangement of interdependent nodes on the basis of their intra-layer degrees, respectively. The left and
right figures correspond to the cases of double-layer and single-layer attacks, respectively.

and random intra-layer degree, respectively. The results, as can be seen from Fig. 3.5, adhere

to those presented in Theorem 3.5.3 that decoupling nodes of high intra-layer degree is the

optimal strategy.

• In Fig. 3.6, we present the case of targeted attack on completely interdependent networks with

one-to-one interdependence. Similar to the previous cases, we focus on the three interdepen-

dence arrangements, and show that the monotonic arrangement of nodes outperforms the

others for the case of double-layer (left in Fig. 3.6) perfect targeted attack on the network. The

case of single-layer attack (right in Fig. 3.6) has also been presented, where we can observe

that the anti-monotonic arrangement is better for this case.

• In Fig. 3.7, we have considered ordering strategies based on other measures of centrality,

namely, betweenness and closeness. All theoretical results in this dissertation have been

obtained by utilizing the knowledge of degree centrality of the nodes of the network. This is

a popular approach in research on complex networks, since analysis of other measures of

centrality is very complicated and obtaining system equations relating these measures to

network robustness is a very daunting task. In Fig. 3.7, we test our proposed interdependence

structure (monotonic arrangement of nodes) on other centrality measures to observe whether

these results apply for such cases. To simulate a practical scenario, instead of using random

graph generation models, we used the Gnutella peer-to-peer network dataset available from

[real] to mimic network layers encountered in the real world. It can be observed that even in

this case the monotonic arrangement of nodes is the best among the three simulated cases.

These results indicate that the theoretical results derived here have a wider applicability since

the suggested design guidelines are valid for other forms of centrality as well.
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Figure 3.5 Partially interdependent networks with one-to-one interdependence. The individual layers
have been generated by the Barabasi-Albert model with m = 3 and 75% of nodes in the network are au-
tonomous. ‘�’, ‘�’, and ‘o’ markers represent the cases of random, low-low, and high-high, respectively,
which are strategies of decoupling of nodes. The left and right figures correspond to the cases of double-
layer and single-layer randomized attacks, respectively.

Figure 3.6 Completely interdependent networks with one-to-one interdependence under perfect targeted
attack. The individual layers have been generated by the Barabasi-Albert model with m = 3. ‘�’, ‘�’, and ‘o’
markers represent the random, monotonic, and anti-monotonic arrangement of interdependent nodes,
respectively, on the basis of their intra-layer degrees. The left and right figures correspond to the cases of
double-layer and single-layer attacks, respectively.
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Figure 3.7 Completely interdependent networks with one-to-one interdependence under perfect targeted
attack. The individual layers have been generated by the Barabasi-Albert model with m = 3. ‘�’, ‘�’, and ‘o’
markers represent the random, monotonic, and anti-monotonic arrangement of interdependent nodes,
respectively, on the basis of their intra-layer betweenness (left) and closeness (right).

3.8 Conclusion and Future Work

In this dissertation we have exploited the intra-layer node degree information to obtain some

quantitative results towards optimal interlink designs for maximizing robustness of interdependent

networks. As discussed in Section 3.2, exploitation of intra-layer degrees can yield the optimal

interdependence structures only if the strong conditions in Lemma 3.4.1 are satisfied. We have

shown in this dissertation that these conditions are in fact satisfied by a wide variety of network

and attack models. However as we further generalize our network to emulate those encountered in

the practical world, we need to look at other analytical techniques like utilization of the adjacency

matrix of the coupled network, exploiting other types of topological information like betweenness,

closeness etc., which is a part of our on-going research work. Although the results presented here

represent an initial step in this burgeoning field, we believe that such rigorously derived results

regarding the effect of interdependence structure on network robustness enable the scientific

community to gain a better understanding of interdependent networks and obtain principles to

design better networks.
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CHAPTER

4

INTERLINKS WITH COST

The inherent assumption in previous chapters was that all interlinks are equally feasible and there

was no concept of different interlinks requiring different costs for construction. However as we begin

to apply our theoretical knowledge of interlink optimization to real world engineering problems,

various constraints emerge which were not considered in previous chapters; cost being our primary

focus here.

4.1 Background

Research interest in interdependent networks is largely attributed to the seminal paper by Buldyrev

et. al. [Bul10], where the authors mathematically characterize a failure spreading process in interde-

pendent networks. Later works [Hua13b; Ran11] extend the study focusing on developing a better

understanding of the cascading failure on more generalized system models. These works study the

steady state properties of interdependent networks using generating function based approaches.

However, the shortcoming of this approach is that the mathematical analysis is only valid for random

graphs which have a locally tree-like structure, which implies that the graph structure does not have

any loops in the local neighborhood of the nodes or in other words is ‘tree-like’ when observed

from the perspective of individual nodes. Recent works have shown that the topology of networks

encountered in the real worlds can differ drastically from random graphs. Apart from connected

component based cascading failure, other multi-layer network processes like load distribution

[Zha17; Lv17] and connectivity [Zha18] have also been studied but again under the domain of locally

tree-like random graphs. Thus this avenue of research endeavors to accurately characterize the

dynamics of different processes but considers relatively simple network models which might vary
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significantly from real world networks.

On the other end of the spectrum, a few recent works ignore the actual process occurring on

interdependent networks and use classical metrics to characterize the robustness of multilayer

networks. But instead of focusing on the degree distribution of the nodes, these works consider

the exact topology of the network layers. Thus these works are agnostic to the intricacies of the

failure spreading process but can study networks with arbitrary topology. Popular metrics used in

these works are algebraic connectivity [Zhe17; Sha16], number of spanning trees [Men16; Zav11],

and effective resistance [Sha16]. In the context of single layer networks, there is extensive literature

justifying the use of these metrics for studying robustness [Jam07], information spreading and

control [Zav11] among others. It is important to note here that for the case of multi-layer networks,

the role of these metrics is relatively unexplored. Furthermore, these works impose a simplification

of the multilayer structure of the network by considering the supra-adjacency matrix which is

described in detail in Section 4.4. The supra-adjacency matrix essentially flattens the multi-layer

network to a single layer, where different layers of the interdependent networks can be thought

of different communities in a single layer network. Although this might serve as a good starting

point, it suffers from a fundamental shortcoming– there is no distinction between inter- and intra-

layer links. This occurs due to the fact that studying the supra-adjacency matrix of the multilayer

network dissolves the difference between different kinds of links and cannot model cases where the

inter- and intra-layer links perform different functions. It is important to state here that even with

flattened network models and metrics based on single layer networks, optimal interlink structures

maximizing these metrics could not be obtained and the state of the art in this area comprises

mainly heuristic algorithms involving matrix update approximations [Cha16]. Thus we can see

that on one hand a degree distribution based analysis of networks has the advantage that various

multilayer network processes can be analyzed mathematically but these results are obtained for

locally tree-like graphs and might not be applicable for networks with arbitrary topology. On the

other hand, works which essentially ‘flatten’ the multilayer network can be applied to networks

with arbitrary topology with the shortcoming that particular failure spreading processes are not

considered and the robustness is measured by applying metrics developed for single layer networks

which might not be related to robustness with respect to (w.r.t.) the specific processes.

4.2 Our Approach

The work presented here falls midway between these two avenues of research. We consider in-

terdependent networks where the constituent layers have an arbitrary topology. We propose new

metrics of robustness corresponding to specific failure spreading processes. These metrics are an

approximate characterization of the dynamics of these processes. This is in contrast to works like

[Bul10; Lv17; Zha18]which model the cascading failure process exactly albeit on locally tree-like

networks. It should be clarified here that an exact characterization of any process on an arbitrary

network topology is a complicated problem and an active area of research [Rad16]. The advantage
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of using an approximate characterization is that the metrics of robustness are tractable allowing us

to solve the interlink optimization problem using a convex optimization framework. Furthermore,

this tractability enables us to consider a general model for the cost of construction of interlinks. The

interlink construction cost is an important factor which has been largely ignored in works focusing

on multilayer network design. The underlying assumption in most works [Bru12; Cha17] is that all

interlinks are feasible. It is easy to see that this assumption might not be valid for many applications

where there are practical constraints, like geographical distance, aversion to interlinking, etc., gov-

erning the construction of interlinks. Although works like [Gho06] consider specific cost structures,

our model in this dissertation is a generalization and results presented in the above paper can be

obtained as special cases of our results. Furthermore, the metrics of robustness proposed here

consider distinct functions for the inter- and intra-layer links. Due to the distinct modeling of the

inter- and intra- layer links, we essentially analyze the multi-layer network as is instead of ‘flattening’

it as is done in works like [Sha16; Men16]. Thus our work can be thought of to be orthogonal to

both approaches discussed previously, since we are not constrained to locally tree-like graphs and

our metrics of robustness are not agnostic to the failure spreading process. The trade-off lies in

the fact that the proposed metrics of robustness are an approximate characterization of the failure

spreading processes. In essence, the fundamental problem which we tackle in this dissertation is to

construct an interlink structure maximizing the robustness of multilayer networks under a total

budget constraint, where the cost structures of the interlinks and the intra-layer topology is known

to the network designer.

The remainder of this chapter is organized as follows. Section 4.3 highlights the main contri-

butions of our dissertation. Section 4.4 establishes the system model and problem formulation

for a general metric. Section 4.5 presents the calculation of the optimal resource allocation for a

simple metric of robustness. We propose and analyze the process dependent metrics in Section 4.6.

Finally, we present the simulation results in Section 4.8 and conclude and indicate future avenues

of research in Section 4.9.

4.3 Contributions

The contributions of this dissertation can be summarized as follows:

• We consider the problem of designing interlinks under budget constraints for multi-layer

networks to maximize its robustness against different failure spreading processes. To the best

of our knowledge, this is one of the first works where a cost constraint modeling is employed

for interlink optimization.

• We propose heuristic metrics for three failure spreading processes popular in the context of

interdependent networks, namely, connected component based cascading failure [Bul10], load

distribution in interdependent networks [Bru12], connectivity in demand-supply networks

[Zha18]. These metrics are an approximate characterization of the failure spreading processes
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although their effectiveness in capturing the dynamics of the processes have been supported

by simulation results.

• The design of interlinks is modeled as a convex optimization problem with the proposed

metrics of robustness as the objective functions. Under certain constraints, we have been able

to obtain closed form solutions for the optimal resource allocation for constructing interlinks

achieving maximum network robustness. Furthermore, the optimal resource allocation can be

obtained in a distributed fashion by local computations without the guidance of any central

controller.

4.4 System Model

We consider an interdependent network comprising two network layers A and B of size m and

n , respectively. The fundamental problem which we study in this dissertation is that given a total

budget, how should this budget be optimally distributed among mn possible interlinks such that the

robustness of the resulting interdependent network is maximized. We use l to index the interlinks.

Let the amount of resource allocated to construct the l th interlink be denoted by xl . Thus the vector

x ∈Rmn×1 is the resource allocation strategy indicating the resource allocated to each interlink. We

are interested in obtaining the optimal x? which maximizes the robustness of the network. We will

discuss about the different metrics of network robustness later in Section 4.5 and 4.6.

We use a general framework to model the weights of the interlinks (wl ) as a function of the

resource allocated to them:

wl = r (xl ,αl ), (4.1)

where r : R+ → R+ is the function mapping the allocated resource (xl ) to the interlink weight

(wl ) and α denotes a feasibility parameter. We will refer to the functions r (xl ,αl ) as the return

on investment (R.O.I.) since they model the weight (return) obtained from the l th link after an

investment of xl . This is a generalization of cost models considered in works like [Gho06], where

the interlink construction cost is a parameter which is known a priori. This kind of modeling is

in fact a discrete version of our model, since the domain of the R.O.I.’s are {0, cl } for this case as

compared toR+ for our case. The α parameter models the feasibility of interlinks wherein infeasible

interlinks, for example, an interlink between two nodes which are geographically separated by a

large distance, have a low α value implying that such interlinks require a much larger investment to

obtain similar weights (wl ) as compared to feasible interlinks. The work presented here is applicable

for any R.O.I. function subject to the constraint that they are concave w.r.t. xl in order to pose the

interlink construction as a convex optimization problem. It is interesting to note that a concave

modeling of return on investments is quite intuitive since the marginal (incremental) gain from an

investment is expected to decrease with increase in investment. This is also related to the law of

diminishing returns in economics. In this dissertation, we have modeled the R.O.I.’s by two family

of graphs to serve as examples, the details of which are presented later.
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Let us denote a general metric of robustness by f0(w,GA ,GB ), where w is the weight of the

interlinks given by the R.O.I. functions (wl = r (xl ,αl )) and (GA ,GB ) are the topologies of the layers

comprising the interdependent network. Note that the metric f0 takes the interlink weights and the

intra-layer topology (GA ,GB ) as separate inputs. This modeling differentiates our work from [Sha16;

Men16]which consider a flattened network and even works like [Bul10; Yag12]which consider the

degree distribution of nodes and focus on locally tree-like random graphs. The problem which we

are trying to solve here can be mathematically written as:

minimize
x

f0(w,GA ,GB )

subject to 1T x= b ,

x� 0,

(4.2)

where b is the total budget available for the construction of interlinks. The first constraint in (5.21)

specifies the total budget, i.e. the sum of resources allocated to construct all interlinks (
∑

l xl =

1T x= b ). The second constraint restricts the allocated resource to be non-negative. For simplicity of

notation, we shorten the representation of the objective function to f0(w), where GA and GB can be

thought of as implicit inputs. Note that we have written (5.21) as a minimization problem to adhere

to the popular framework of convex optimization. As our problem deals with the maximization of

the network robustness, we will use a negative sign while defining the metrics of robustness. It can

be clearly observed from (5.21) that the equality constraint is affine and the inequality constraint

is linear (convex). Thus (5.21) is a convex optimization problem [Boy04] subject to the condition

that the objective function f0(w) is convex. It can be shown that if the R.O.I.’s are concave, then the

objective functions considered in this work would be convex. The details are presented in Appendix

4.10.1.

Let us write the Lagrangian of (5.21):

L (λ,ν) = inf
x

�

f0(w) +
mn
∑

l=1

λl (−xl ) +ν(1
T x− b )

�

, (4.3)

where λ= [λ1 · · ·λmn ]T denotes the multipliers for the inequality constraints and ν is the multiplier

for the equality constraint. Applying the KKT conditions on the optimization problem (5.21) enables

us to eliminate the λmultipliers and yield the equation:

ν? =−
∂ f0(w)
∂ xl

�

�

�

�

xl=x ?l

, if x ?l 6= 0, (4.4)

whereν? and x ?l are the optimal values of the multiplierν and the resource allocation xl , respectively.

The relevant mathematical details have been presented in Appendix 4.10.2. (4.4) is the fundamental

equation which will be used to obtain the optimal interlink structure maximizing the metric of choice.

Note that ν? is just a scalar quantity since there is only one equality constraint in our optimization

problem (5.21). Thus the KKT conditions allow us to reduce the problem of computing the optimal
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resource allocation x? ∈Rmn×1 to computing the scalarν? ∈R, which can be achieved easily by binary

search or other descent algorithms. We remind that reader that we have not characterized the metric

of robustness yet and (4.4) was obtained by considering a general metric f0(w,GA ,GB ). In the next

section, we propose a simple metric and using (4.4) derive the optimal resource allocation strategy

maximizing the metric. Thereafter, in Section 4.6 we propose metrics of robustness corresponding

to specific failure spreading processes and optimize the resource allocation for these specific cases.

4.5 Studying a Simple Metric

One of the simplest metric for single layer networks is average degree. Here we propose a variation of

average degree for the case of interdependent networks, where the intra-layer and inter-layer links

play different roles. Let us present the mathematical details first and we will define the intuition

behind the equations later. Let the interlink resource allocation be x= {x1, · · · , xmn}, where xl is the

resource allocated to the l th interlink leading to an interlink weight of wl = r (xl ,αl ). The metric of

robustness can be written as:

f0(w) =−
mn
∑

l=1

r (xl ,αl )Dl (lA , lB ), (4.5)

where Dl (lA , lB ) denotes some topological property of the end-points lA ∈ A and lB ∈ B of the

interlink l . Note that the negative sign is due to the fact that we have defined our optimization

problem (5.21) as a minimization problem. Thus the negative sign ensures that we are maximizing

the metric of robustness. In order to simplify the representations, we will use Dl to denote Dl (lA , lB )

henceforth. Note that Dl can denote any topological property of the end-points of interlink l . For

instance, we can define Dl as the sum of the intra-layer degrees of the two endpoints of the interlink

l , i.e. Dl (lA , lB )¬ dlA
+dlB

, where dlA
and dlB

denote the intra-layer degree of the nodes. Another

instance of Dl might be the betweenness product of the two endpoints of l , i.e. Dl (lA , lB )¬ blA
· blB

,

where bi denotes the intra-layer betweenness of node i . In this section, we use the first definition of

Dl related to degree sum and name the metric effective degree. Thus the effective degree metric

is a weighted average over the sum of the intra-layer degrees of the interdependent neighbors. It

should be noted that although the proposed metric is simple, due to the general definition of Dl as

any topological property of the endpoints of l , this metric can be tweaked to achieve interesting

results. We show later how redefining Dl can help us to design metrics of robustness for different

failure spreading processes. In particular, we will be using this idea while focusing on the connected

component based cascading failure process[Bul10].

Let us now develop an intuitive understanding of the proposed metric. Consider the case of the

multi-modal transportation network in cities, where we want to optimally design interlinks between

different modes of transportation, like network of subway and bus stations, to alleviate congestion.

Given isolated network layers of subway and busway and a fixed budget, how to optimally construct

interlinks (walking paths) between subway and bus stops so as to minimize traffic congestion. The

traffic at node i of a network can be loosely represented by its intra-layer degree. The weight of the
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interlinks represents its quality, which might indicate the number of walking lanes. Thus average

effective degree (¬
∑

l wl (dla
+dlB

)) can be thought of as the amount of traffic utilizing the interlinks,

since it is a product of the quality of interlinks and the total traffic at the two endpoints. Maximizing

the effective degree metric is thus similar to minimizing the congestion in the interdependent

transportation network. Note that this metric models the intra- and inter- layer links distinctly. The

intra-layer links control the amount of traffic arriving in the subway and bus stops whereas the

interlinks control the amount of traffic offloaded between the two networks.

For this metric, we model the R.O.I.’s by shifted sigmoid functions given by r (xl ,αl ) = 2(1+

e −αl xl )−1−1. It is easy to see that this modeling satisfies the requirements of the R.O.I.’s wherein

they are concave w.r.t. xl and a higher value of the feasibility parameter αl leads to a higher interlink

weight for a fixed resource allocation. Solving the KKT conditions, the details of which are presented

in Appendix 4.10.3, we get the following expression for the optimal resource allocation:

x ?l =
1

αl
log

�

q

αl Dl
2 +

q

αl Dl
2 −ν?

q

αl Dl
2 −

q

αl Dl
2 −ν?

�

, (4.6)

where x ?l is the optimal resource, αl is the feasibility parameter for the l th link, ν? is the optimal

value of the equality constraint multiplier ν and Dl denotes a topological property of the end-points

of the interlinks defined in this case as the sum of the intra-layer degrees of the two endpoints

lA and lB of interlink l . Next we develop an intuitive understanding of (4.6). It can be observed

from (4.6) that x ?l , the optimal resource allocated to the l th interlink, has a real value when the

value of αl Dl /2 exceeds ν?, since the argument to the square root should be non-negative. If the

value of ν? is small (close to 0), it implies that the term αl Dl /2−ν? is positive for most interlinks

thereby indicating a strong interconnection between the interdependent layers as x ?l is non-zero

for most interlinks l . A larger value of ν? implies that αl Dl /2−ν? is positive only for a few interlinks

thereby indicating sparse interconnection. The value of the optimal dual variable ν? thus controls

the strength of interlinking among the two network layers. Note that the optimal resource allocation

has to additionally satisfy the total budget constraint given by
∑

l x ?l = b . Substituting the expression

for x ?l given by (4.6) in the budget constraint results in:

mn
∑

l=1

1

αl
log

�

q

αl Dl
2 +

q

αl Dl
2 −ν?

q

αl Dl
2 −

q

αl Dl
2 −ν?

�

= b , (4.7)

which is an equation with a single scalar variable ν? which can be easily solved by binary search or

other descent methods. Thus for obtaining the optimal resource allocation x ?l , we firstly need to

optimize the value of the dual variable ν? by applying descent methods to (4.7). The optimal ν? can

then be plugged into (4.6) to obtain x ?l , the optimal resource allocation. These steps are summarized

in Algorithm 1. In this way, the optimal resource allocation maximizing the effective degree metric

can be computed. In the next section, we focus on metrics of robustness corresponding to specific

failure spreading models.
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Algorithm 1 Algorithm for the Effective Degree Metric

1: procedure OPT_ALLOC_SEP(α,GA ,GB , b ,∆t h )
2: F ← αl Dl

2 , ∀ l (where Dl ¬ dlA
+dlB

)
3: l i mi tu ←maxF , l i mi tl ← 0
4: ∆← inf
5: while∆>∆t h do
6: ν← l i mi tl+l i mi tu

2

7: xl ←max
�

0, 1
αl

log
�

Ç

αl Dl
2 +

Ç

αl Dl
2 −ν

Ç

αl Dl
2 −

Ç

αl Dl
2 −ν

��

, ∀ l

8: bc u r r ←
∑

l xl

9: if bc u r r > b then
10: l i mi tu ← ν
11: else
12: l i mi tl ← ν
13: ∆← |bc u r r − b |
14: return xl , ∀ l

4.6 Process Dependent Metrics

Although the effective degree metric differentiates between the inter- and intra-layer links, it does

not consider any specific failure spreading process. It is purely a topological property of the interde-

pendent network. The state of art in multilayer network research reveals that there are many distinct

processes modeling the spread of failure of nodes in interdependent networks. In this dissertation,

we focus on three distinct processes, namely, connected component based cascading failure [Bul10;

Cha17], multilayer load distribution [Lv17], and connectivity in demand-supply networks [Zha18].

All of these are exciting fields of research and it is interesting to note that these models, which can

be thought of as failure (or influence or load) spreading models, differ significantly from each other.

For example the function of an interlink in connected component based cascading failure is to

relay failures, i.e. if nodes a ∈ A and b ∈ B (where A and B are the two layers of the interdependent

network) are connected by an interlink, failure of a leads to failure of b and vice versa. On the other

hand, interlinks in the interdependent load distribution process do not relay failures rather offload a

fraction of load from the failed node to its neighbors. Thus in such processes failure of a node a does

not imply that its inter-layer neighbor b fails as well but rather means that a fraction of load being

carried by a is offloaded to b which may or may not lead to the failure of b due to this offloaded

load. Thus we can argue that metrics developed for a specific failure spreading process might not be

applicable to other processes. In other words, metrics of robustness should be process dependent. In

this section, we propose metrics of robustness corresponding to these distinct processes. It should be

clarified at this point that the proposed metrics are approximate characterizations of the processes.

An exact characterization of any failure spreading process in multilayer networks is an active area

of research in itself. However developing a mathematical framework of tracking the dynamics of

these processes is a challenging task even after imposing constraints like locally tree-like nature on

52



the networks. Although there exist some theoretical results related to interlink optimization for the

connected component based cascading failure process [Ran11; Cha17] under a random node failure

model in locally tree-like graphs, most processes become intractable especially when arbitrary

network topologies are considered. In this dissertation, we propose approximate metrics for the

failure spreading processes which are tractable. This allows us to solve the interlink optimization in a

budget constrained setting with a generalized cost structure as defined in Section 4.4. It is important

to note that the proposed metrics have also been analytically shown to be positively correlated to

the network robustness for the three processes. Thus the proposed metrics are essentially a trade-off

between mathematical tractability and exact characterization of the failure spreading processes.

4.6.1 Cascading Failure in Interdependent Networks

The seminal paper in the area of interdependent networks was the work by Buldyrev et al. in [Bul10],

where they considered a connected component based cascading failure model and analyzed the

steady state properties an interdependent network under random initial failure of nodes. These

results are obtained under the constraint of locally tree-like graphs with a given degree distribution.

Furthermore, the generating function based approach is not applicable for specialized node failure

models like betweenness based attacks which have attracted research interest in recent works

[Cun15; Rue16] as a very disruptive failure model compared to popular models like random node

failure and degree targeted failure. Thus although this cascading failure process is relatively well

studied, the generating function based approach has its shortcomings.

We propose a heuristic metric of robustness for this process and focus on the problem of

optimal interlink design under a betweenness-based attack. The reason for choosing this specific

attack model is that classical analysis techniques cannot be applied for this case. This is because

generating functions capture the degree distribution of nodes in a network but cannot capture

other topological properties like betweenness or closeness. Similar to previous cases, an exact

characterization of the steady state surviving size of the network is computationally expensive if

not intractable. Although works like [Rad16] study the problem of estimating network robustness

in single layer networks without the locally tree-like network constraint, such studies have not yet

been extended to multilayer networks. To study this problem, we propose a simple variation of the

effective degree metric. The basic idea behind the metric is the observation that anti-monotonic

ordering outperforms monotonic ordering for the case of degree targeted attacks [Cha17; Min14b].

Although this observation was made under a node failure model based on intra-layer degrees,

we conjecture that similar results hold for betweenness based attacks as well. Thus we propose:

the optimal interlinking strategy for maximizing robustness of interdependent networks against

targeted betweenness based attack is the anti-monotonic ordering, where the nodes in layer A

with the highest betweenness are preferentially coupled to low betweenness nodes of layer B . The

intuition behind this metric is that since the attacker chooses nodes of high betweenness, coupling

these to nodes of low betweenness (less important nodes) checks the spread of failures.
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Recall that the effective degree metric can be written as:

f0(w) =−
∑

l

wl Dl (lA , lB ), (4.8)

where the summation is over all possible interlinks l , and Dl denotes some topological property

of the endpoints of the l th interlink. To capture the dynamics of the process, we model Dl as a

distance metric between the two endpoints lA ∈ A and lB ∈ B of the l th interlink. Since we want to

preferentially construct interlinks between nodes of high and low betweenness, we want to model Dl

in such a way that Dl has a low value when the betweenness of lA and lB are similar to each other and

has a high value when there is a large difference in the betweenness values. As we are maximizing

our metric of robustness which is a weighted sum of the Dl values, such a definition of Dl will ensure

that we give preference to anti-monotonically ordered interlinks. Note that Dl (lA , lB ) can be defined

in many ways as long as its value increases with the betweenness difference. Examples of Dl might

be:

• Dl (lA , lB ) = |blA
− blB

| (absolute distance)

• Dl (lA , lB ) = e (− 1
|blA−blB |

) (exponential distance)

The actual choice of Dl is dependent on the process and more involved expressions might help in

capturing the dynamics of the failure spreading process more accurately. Note that the proposed

algorithms for computing the optimal resource allocations hold for any arbitrary definition of Dl ,

although the performance of the algorithms is dependent of how well the proposed metrics capture

the dynamics of the failure spreading processes. However we show that even the simple definitions

shown above can achieve an improvement in performance compared to state of the art algorithms.

In this work, we consider the absolute distance for modeling Dl . We perform simulation studies on

how well our proposed metric captures the dynamics of the network which are presented in Fig. 4.1.

The plots in Fig. 4.1 were obtained by considering a given intra-network topology and initial set of

failed nodes and computing the network robustness and metric values for various interdependent

networks by varying the interlinking structure. Let us clarify this notion of varying interlinking

structure. Ideally we are interested in observing the relationship between the value of the proposed

metrics and the robustness for all possible interlinking structures. However it was observed that

varying the interlinking structure uniformly at random does not lead to different kinds of interlinking

structures due to the huge space of possible interlinks. Note that even for the simplistic case of

one-to-one interlinking with unweighted interlinks, where every node a ∈ A is interlinked to only

one node b ∈ B , the total number of possible interlinking structures is n !, where |A|= |B |= n . In our

dissertation, we do not put any restrictions on the interlinking structure and also consider interlinks

with wl ∈ R+. Due to this reason the number of possible interlinking structures for our case is

infinitely large and a uniformly random sampling is unable to explore these structures. Thus in

order to observe the metric value and robustness for a variety of interlinks we perform a preferential

sampling. Our conjecture is based on the intra-layer betweenness of the nodes for the current
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Figure 4.1 Plot of metric versus network robustness values for the connectivity based cascading failure
process under node degree based targeted model.

failure spreading process. In order to observe the whole spectrum of the interlinks, we generate

various interlinking strategies with varying preference allocated to monotonic and anti-monotonic

coupling of the nodes. The points in the figure correspond to interdependent networks with these

different interlinking strategies and the x and y coordinates of the points denote the average network

robustness (ψ) and metric value ( f0(w)), respectively, for 500 instances of these strategies. It can

be observed from Fig. 4.1 that f0(w) andψ are related monotonically. Furthermore, the monotonic

trend can be observed for different classes of networks, both synthetic and real. This indicates

that the proposed metric sufficiently characterizes the robustness of the interdependent network

and we can conclude that network robustness increases with the metric value in the mean sense.

This enables us to use the proposed metrics to characterize the robustness of the interdependent

network corresponding to this specific failure spreading process. The simplicity and mathematical

tractability of the proposed metrics allows us to not only solve the interlink optimization problem

but also incorporate the cost of construction of interlinks into the interlink design problem and

obtain closed form solutions for the resource allocation maximizing network robustness.

Since the proposed metric is structurally identical to the effective degree metric it is easy to see

that the optimal resource allocation for this case can be obtained by solving (4.6)-(4.7), where Dl

is the distance metric defined above as Dl (lA , lB )¬ |blA
− blB

|. This establishes the generality of the

effective degree metric as by modifying the definition of the Dl term, we can apply it to a specific

failure spreading process. It is important to state here that for the other failure spreading processes,

to be discussed next, we can apply a similar method of altering the definition of Dl to capture the

dynamics of particular failure spreading spreading processes. Note that the optimization based

framework can be applied to any failure spreading process as long as we can smartly design metrics

of robustness which can (approximately) characterize the process. However we diverge from the

effective degree based modeling, which is essentially a weighted average, for the other two processes

and focus on a information theoretic modeling based on logarithms.
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4.6.2 Load Distribution in Interdependent Networks

After connected component based cascading failure, load distribution in interdependent networks

is one of the most popular models due to its applicability in many research domains like smart grids

for power distribution [Par13], modeling traffic in multilayer transportation networks [Min14a], and

also modeling flow of asset and liabilities in financial networks [Hua13a]. Although the system model

used in these works have slight differences, the underlying principle is similar– all nodes have an

initial load and capacity. When a node fails, its load is redistributed among its neighbors and if any

node has a current load, defined as the sum of initial and offloaded load, that exceeds its capacity

then it is assumed to fail. The failure spreading process continues until no more failures occur and

the network reaches steady state. An exact characterization of the steady state dynamics for this

process is a challenging task and works like [Lv17; Zha17; Bru12] study this problem by imposing

constraints on the network model like random graphs [Lv17] or by considering simplifications of

the failure spreading process [Zha17]. Furthermore these works do not focus on the optimization of

the interlink design since they assume the network layers to be interlinked randomly.

Instead of the effective degree modeling (4.5), we use a logarithmic modeling to design the

metrics for this process. Note that if we wanted to proceed with an effective degree based modeling,

we could have altered the definition of Dl in (4.5) to capture the dynamics of this process. Under the

logarithmic modeling, the metric is defined as:

f0(x) =−
mn
∑

l=1

log(Dl + r (xl ,αl )). (4.9)

This kind of modeling can be seen in Information Theory where it is desirable to allocate power

optimally to different communication channels with varying levels of interference with the aim of

maximizing the network throughput. The Dl term in (4.9) corresponds to this variable interference

and the r (xl ,αl ) term corresponds to the allocated power. In our problem, we are interested in

obtaining the optimal resource allocation (x = [x1, · · · xmn ]T ) to the different interlinks with the

objective of maximizing the network robustness. Dl should be defined in such a way that it captures

dynamics of the load distribution process (approximately) and is also tractable enough to solve

the convex optimization problem. For interlinks l which are beneficial in maximizing network

robustness, the value of Dl should be low indicating a noise-free wireless channel to which more

power (resource) should be allocated. On the contrary, interlinks that harm the network robustness

should have high Dl values indicating a noisy channels to which we should allocate less power.

In order to define Dl , let us develop a better understanding of this failure spreading process. Let

us define the free space of a node i as si ¬ ci − li , where ci and li denote the capacity and load of

the i th node. Since a node fails only when the amount of load it handles exceeds its capacity, the

difference between the load and capacity indicates the additional ‘space’ of each node to handle

load offloaded from neighbors. Free space is also loosely indicative of the likelihood of failure of

a node, i.e. if a node has low free space it is more likely to fail and vice versa. In most works in

the literature [Lv17], the capacity of nodes is modeled as a fixed linear function of the load, i.e.
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Figure 4.2 Plot of metric versus network robustness values for the load distribution process under random
attack model.

ci ¬ (1+β )li . We model load and capacity by distinct albeit known parameters and thus our model

relaxes the linear relationship. In fact, the optimal resource allocation for this process is applicable

for any general load and capacity as long as the values are independent of the resource allocation x?,

i.e. the interlinks. We conjecture that interlinking nodes of low free space to nodes of high free space

is a good strategy. This is intuitive since nodes of high free space can handle the load offloaded from

nodes of low free space upon failure. Thus by coupling the nodes which are most likely to fail to the

nodes which are best at handling failure, we check the spread of failures thereby maximizing the

network robustness. Simulation studies presented later in this section corroborate this conjecture

thus establishing that increasing the proposed metric leads to increase in network robustness.

Coming to the definition of Dl , recall that Dl corresponds to interference in a wireless channel.

Here we are trying to capture the free space ‘distance’ (difference) between the two endpoints of the

l th interlink:

• Dl = |slA
− slB

|−1

• Dl = 1− e (− 1
|slA−slB |

)

Note that for any valid definition, the value of Dl should be low when there exists high difference

in the free space of the two endpoints and Dl should have a high value for endpoints which have

similar free spaces. Note that this definition is essentially a myopic characterization of the load

distribution process. We prefer interlinks between nodes that are likely to fail (low free-space) and

nodes that can handle significant offloaded load (high free-space). Our interlink design algorithm

thus optimizes the robustness of the network against a single step of the load distribution process.

An exact characterization of the dynamics should also consider further steps in the spread of failures.

The next logical step is to ascertain how well our proposed metric, given by (4.9), captures

the dynamics of the load distribution process. If we observe that the metric values and network

robustness for different interlinking structures are monotonically related, we can conclude that
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Figure 4.3 Plot of metric versus network robustness values for the connectivity process in demand-supply
networks under a random attack model.

the proposed metric captures the dynamics of the load distribution process. This can be observed

from Fig. 4.2 thus implying maximization of the metric is equivalent to maximization of network

robustness. Note that the different interlinking strategies were based on the free-space of the nodes

which in the earlier case of connected component based cascading failure were based on intra-layer

betweenness. We use (4.4) to derive the optimal resource allocation maximizing our proposed

metric:

x ?l =−
1

αl
log

�−Dlν
?+αl +

q

α2
l +ν?

2−2Dlν?αl

(Dl −1)ν?

�

, (4.10)

where ν? is the optimal dual variable. The details of the analysis is presented in Appendix 4.10.4.

4.6.3 Connectivity in Demand-Supply Networks

Interdependent demand-supply networks have recently come to the attention of researchers [Zha18].

These networks comprise a demand layer and a supply layer, where supply nodes feed in to the

demand nodes and maintain their functionality. In the original model in [Zha18], a demand node

survives as long as it is connected to at least one surviving supply node. We consider a general

setting with weighted interlinks where the amount of supply received by the i th demand node from

the j th supply node is given by wi j s j , where s j is a supply capacity parameter and wi j is the weight

of the i j th interlink. Every demand node is assumed to have a survival threshold indicating the

minimum total supply required for its survival. Note that the value of this threshold for the model in

[Zha18] is 1 as every demand node needs to be interlinked to at least one supply node. In [Zha18], the

robustness of the network is measured by the minimum number of supply nodes which on removal

fragments the demand network into disconnected components. The computation of this robustness

has been shown to be an NP-hard problem. Since the computation of network robustness is critical

to our framework, we modify the notion of robustness to be defined as the fractional size of the

demand network which survives after the removal of a given fraction of supply nodes. This is in

adherence to the notion of robustness defined in the seminal paper [Bul10]. Note that the same
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metric of robustness is used in all three failure spreading processes in this dissertation.

We model the initial failure of supply nodes both randomly and preferentially based on the

supply node capacities. The survival thresholds are modeled preferentially based on the node

intra-layer degree. It is intuitive that demand nodes which play an important role in maintaining

the connectivity of the demand network should be strongly interlinked to the supply network as

we want to ensure the survivability of these important demand nodes. One possible candidate of

measuring this ‘importance’ maybe intra-layer betweenness, which measures how often do shortest

path between different nodes in the network pass through a particular node. Thus based on this

candidate, an optimal resource allocation strategy should preferentially interlink demand nodes

of high betweenness strongly to the supply network, whereas demand nodes of low betweenness

can be ignored and interlinked weakly. The objective function for this process is also based on the

logarithmic modeling:

f0(x) =−
m
∑

i=1

log
�

1

bi
+

n
∑

j=1

s j r (xi j ,αi j )
�

, (4.11)

where r (xi j ,αi j ) gives the weight of the interlink between nodes i ∈ A and j ∈ B to which xi j

resource is allocated, bi is the betweenness of the i th demand node, and s j is the supply capacity of

j . It is important to note that there exists a fundamental difference between this metric and the load

distribution metric. Although both are based on a logarithmic modeling, the interlinks for these

processes perform different functions. In the load distribution process, interlinks offload load to

their neighbors. This offloading process on the interlinks occurs independently, i.e. interlinks do

not influence the functionality of each other. However for the case of demand-supply networks, all

interlinks feeding into a demand node maintains the supply. The demand node cares about the

total supply it receives and thus the interlinks cooperate in maintaining the supply to the demand

nodes. Thus it is easy to see that the interlink functions are not independent in this case. Due to

this reason the proposed metric is not separable w.r.t. the interlinks indexed by l but is separable

w.r.t. the demand nodes indexed by i , since the interlinks feeding into a particular demand node

are independent of the interlinks feeding into another node. Although the proposed metric is only

a heuristic approximation, simulation studies reveal that the metric is monotonically related to

network robustness and thus is a fair choice. The results for this case are presented in Fig. 4.3.

For the R.O.I. functions, we use a logarithmic modeling instead of the shifted sigmoid modeling.

The purpose of this is to show that the optimization framework in this dissertation can be applied for

different kinds of cost modeling as long as the objective function remains convex. The logarithmic

model for R.O.I. can be written as:

r (xi j ,αi j ) = log(αi j xi j +1), (4.12)

where αi j is interlink quality parameter and xi j is the resource allocated. The optimal resource
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allocation to the interlink between the i th demand node and the j th supply node can be written as:

x ?i j =max
�

0,
1

ν?(1/bi +wi )
−

1

αi j

�

, (4.13)

where ν? is the optimal dual variable, bi denotes the intra-layer betweenness of the i th demand

node, αi j denotes the quality of the i j interlink, and wi ¬
∑n

j=1 s j r (xi j ,αi j ). The details of the

derivation is presented in Appendix 4.10.5. Note that the objective function for this process is not

separable in the interlinks l but is separable w.r.t. the demand nodes indexed by I . Due to this reason,

the algorithm for obtaining the optimal resource allocation requires an extra step to compute the

total supply feeding into the demand nodes given by wi . The details are presented in Algorithm 2

which essentially follows similar steps with the difference that an extra binary search block (EVAL_-

BUDGET) required at each node a which computes the total interlink weight feeding into a for a

given ν. In Algorithm 1, this operation is essentially performed by (4.6).

Algorithm 2 Algorithm for Connectivity in Demand Supply Networks

1: procedure OPT_ALLOC_NSEP(α,GA ,GB , b ,∆t h )
2: l i mi tu ←max(s i z e (GA), s i z e (GB )), l i mi tl ← 0
3: ∆← inf
4: while∆>∆t h do
5: ν← l i mi tl+l i mi tu

2
6: bc u r r ←

∑

i E V AL_BU D G E T (ai ,ν)
7: if bc u r r > b then
8: l i mi tu ← ν
9: else

10: l i mi tl ← ν
11: ∆← |bc u r r − b |
12: xl ← E V AL_R E SOU R C E (ν)
13: return xl , ∀ l

4.7 Distributed Implementation

An important aspect of our dissertation is that the interlink design algorithm can be implemented

in a distributed way, where every node in the network only needs local information to compute

the optimal resource allocation to the interlinks. Distributed implementation of network design

algorithms has become more of a necessity than a feature in recent years as many practical ap-

plications involve networks of large size on the order of 106 nodes or higher. For such networks, a

centralized algorithm is impractical since computing optimal resource allocation for all interlinks

at a centralized controller is both infeasible and computationally expensive. Separability and local

computation are two main features of our proposed metrics that enable us to obtain the optimal
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resource allocation for maximizing network robustness distributively.

In the interest of space, we restrict the discussion to effective degree proposed in Section 4.5.

Similar algorithms can be designed for the other failure spreading processes utilizing the separability

of the metrics w.r.t. the interlinks for the first two processes and w.r.t the demand nodes for the third

processes. Recall that the effective degree metric is given by the expression:

f0(x ) =
1

N

m
∑

l=1

r (xl ,αl )(dlA
+dlB

), (4.14)

where di denotes the degree (or any other topological property of the i th node in the network).

Algorithm 1 is a centralized solution where it is assumed that there exists a central controller having

knowledge of the entire network topology. The distributed algorithm focuses on solving the optimal

allocation problem distributively through local exchange of information among neighbors. The

two main building blocks for the algorithm are broadcast and distributed consensus, both of which

have extensive literature studying them. Broadcasting is used to inform every node the current

value of the dual variable νwhereas distributed consensus is essentially used to compute the sum

of the resource allocated for each node (ba ) to estimate the current budget. As done for the case

of centralized algorithms, we iteratively converge to the optimal ν? subject to the total budget

constraint b . Algorithm 3 summarizes the steps. Note that Algorithm 3 has been defined from the

perspective of nodes a ∈ A. Here the nodes a ∈ A are taken to be the distributed computation unit

which store the intra- and inter-layer neighborhood information and compute the optimal resource

to be allocated to the interlinks connecting a to layer B .

Algorithm 3 Distributed Algorithm for Effective Degree

1: procedure OPT_ALLOC_DIST(αa , N (a ), b ,∆t h )
2: l i mi tu ←max(s i z e (GA), s i z e (GB )), l i mi tl ← 0
3: ∆← inf
4: while∆>∆t h do
5: ν= l i mi tl+l i mi tu

2

6: xa j =max
�

0, 1
αl

log
�

r

αa j Da j
2 +

r

αa j Da j
2 −ν

r

αa j Da j
2 −

r

αa j Da j
2 −ν

��

∀ j ∈N (a )

7: ba =
∑

j∈N (a ) xa j

8: Compute
∑

a ba using Distributed Consensus
9: if bc u r r =

∑

a ba > b then
10: l i mi tu ← ν
11: else
12: l i mi tl ← ν
13: ∆← |bc u r r − b |
14: return xa j , ∀ j ∈ Ñ (a )
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The inputs to the algorithm are N (a ): the inter-layer neighborhood of a ; αa : α’s corresponding

to the interlinks between a and N (a ); b : the total available budget for constructing interlinks; and

∆t h : the error threshold for obtaining ν. Although the algorithm can theoretically work for any size

of the neighborhood N (a ), a large neighborhood implies that a lot of data has to be stored at each

node which is not feasible in a distributed setting. Note that among all possible interlinks from a ∈ A

to nodes of layer B only a few interlinks will be feasible for most practical applications. This is easy

to see as most multilayer network applications have sparse interlinking due to various constraints.

For smart grid or transportation networks, geographical constraint might be a determining factor,

where it is impractical to interlink a power station and a communication router or a subway and

bus station which have a large geographical distance between them. In this case, the feasible inter-

layer neighborhood of a particular node a ∈ A can be defined as the set of nodes b ∈ B which are

geographically close to a . Note that the size of the feasible neighborhood N (a )will usually be much

smaller compared to the size of the entire network.

4.8 Simulation Results

In this section, we present simulation results in three domains. Our goal here is to study the per-

formance of the convex optimization framework in computing the optimal resource allocation for

interlink construction for all three failure spreading processes considered in this dissertation. Firstly,

we simulate the failure spreading processes to compare the network robustness for various inter-

linking strategies. Secondly, we study the performance gain under a varying total available budget.

As discussed previously, the generating function based approach of analysis has the weakness that

the network topology is constrained to be locally tree-like. Many recent works indicate that network

topologies encountered in practice can be dramatically different. Due to this reason, we consider

real world networks for generating the simulation results. These real world networks have been

chosen to serve as examples of practical network design problems utilizing the convex optimization

based approach proposed in this dissertation.

4.8.1 Implementation of Processes

We compare the effects of various interlink construction algorithms from the state of the art with our

convex optimization framework. The main roadblock in the way of such comparisons is that as we

consider a general model with weighted inter-links and include the effects of interlink construction

cost, similar models do not exist in the state of the art to the best of our knowledge. Most works in

literature studying the impact of interlink structure on network robustness consider unweighted

links and are agnostic to the interlink construction cost. In order to provide a fair comparison of our

algorithm with the state of the art, we modify the state of the art metrics to incorporate the interlink

construction cost by considering a linear combination of the heuristics with the interlink quality

parameter αl . This modification is intuitive as in a cost constrained setting, interlinking two nodes

a ∈ A and b ∈ B is not a good strategy if the corresponding αa b has a low value. Thus interlinks
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Figure 4.4 Connected component based cascading failure under stringent (top) and sufficient (bottom)
budget constraints.

which are recommended by the heuristics but a very low R.O.I.’s are ignored. In the following set

of results, we have shown the network robustness under four interlink construction strategies: i)

convex optimization based approach proposed in this dissertation, ii) random resource allocation,

iii) state of the art heuristic strategies, and iv) modified state of the art heuristics considering interlink

construction cost. An interesting point to note here is that under certain budget constraints, random

resource allocation can outperform the state of the art heuristics. This is counterintuitive due to

the fact that a random distribution of resources is agnostic to both network topology and interlink

construction cost. The reason behind this observation is that heuristic interlinking strategies do not

consider cost and thus the heuristic recommended interlinks might end up being very expensive

owing to low αl values. This establishes the importance of cost in real world interlink optimization

problems. In order to observe the robustness performance for the various cases, we study the

variation of network robustness (ψ) at various strength of attacks (η). η is defined as the fraction of

nodes removed from the network initially andψ is defined as the fraction of nodes which survive in

the steady state of the failure spreading process.

4.8.1.1 Connected component based cascading failure

We generalize the popular cascading failure process introduced in the seminal paper [Bul10]. We

consider weighted interlinks wherein the weights correspond to the probability of propagation
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Figure 4.5 Load distribution in interdependent networks under stringent (top) and sufficient (bottom)
budget constraints.

of failure. In the classical model, it is assumed that failure of a node strictly implies the failure of

its inter-layer neighbor. In our model, interlink weights are indicative of the probability of failure

propagation. We consider a preferential betweenness based attack which has been identified as a

very disruptive node failure scheme. Degree based anti-monotonic interlinking where the highest

degree node in layer A is coupled to the lowest degree node in layer B have been shown to be good

strategies for degree based preferential attacks. We conjecture and establish through simulation

tests that betweenness based anti-monotonic interlinking is a good strategy and hence use that as

our state of the art due to lack of a better candidate. We use a linear combination of this heuristic

and interlink quality (αl ) for the modified heuristic.

Smart power distribution grids involving interdependent network layers of power stations and

communication routers are one of the prime examples of connected component based cascading

failure [Bul10]. The power stations support the communication nodes and the communication

nodes enable the power stations to ‘talk’ to each other. Furthermore, the constituent layers must be

connected ensuring that information can spread among all surviving components. In our simula-

tions, we consider the Western States Power Grid of the United States [Wat98] and an Autonomous

System AS-733 topology [Les07]which is representative of the network of routers comprising the

Internet. The simulation results for this case is presented in Fig. 4.4. It can be observed from Fig.

4.4 that the considered interdependent network is extremely vulnerable to node failures as even

an η as low as 0.05 leads to the failure of more than 95% of the network in the steady state. This

further establishes the importance of studying multi-layer networks which under certain scenarios

can be dramatically more susceptible to node failures compared to single layer networks due to the

cascade of failures.

4.8.1.2 Load Distribution

We extend the single layer load distribution model presented in [Lv17] to multiple layers based on

ideas from [Zha17]where the authors impose certain assumption on the failure spreading process

to make it amenable for analysis. Similar models have been used in works like [Pen15; Hon15]. We
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Figure 4.6 Connectivity in demand-supply networks under stringent (top) and sufficient (bottom) budget
constraints.

model the load to be proportional to the intra-layer degrees of nodes. When a node fails, its load is

redistributed among its inter-layer and intra-layer neighbors. The fraction of load offloaded to the

inter-layer neighbors is proportional to the weight of the inter-links. The remaining load is offloaded

to the intra-layer neighbors based on the capacity ratio. Degree based monotonic interlinking has

been identified to be a good strategy in some simulation based works [Che15; Tan13] and we use it

as the state of the art heuristic.

A multi-modal transportation network is a practical instance for this failure spreading process

where traffic (load) of failed nodes can be offloaded to their intra- and inter- layer neighbors. We

consider the US Airport network [Ops11] and a network of Amtrak Railway routes downloaded from

the Bureau of Transportation Statistics under United States Department of Transportation. Thus the

problem we are looking at is optimizing the interlinks, which may be shuttle bus services, between

airports and railway stations so as to maximize the robustness of the interdependent transportation

network against failure of nodes. The simulation results are presented in Fig. 4.5 from which we

observe that the performance gain is marginal for stringent budget requirements. However under

sufficient budgets, using the optimization framework to design the interlinks lead to significant

improvement inψ.
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Figure 4.7 Variation of performance gain w.r.t. random resource allocation for different interlink construc-
tion strategies. The three figures correspond to processes: i) connected component based cascading failure
(top), ii) load distribution (middle), and iii) connectivity in demand supply networks (bottom).

4.8.1.3 Connectivity in Demand-Supply networks

For this process, we consider a generalization of the model considered in [Zha18]. In particular, we

consider weighted interlinks and the survival of a demand node is subject to the condition that the

total supply feeding into a demand node, given by the weighted sum of the interlinks, exceeds a

threshold known a priori. We consider a degree based modeling of the threshold, where demand

nodes of high degree have a higher supply requirement. A demand node survives if the incoming

supply exceeds the threshold and it belongs to the largest connected component in the demand

network. Path-based interlink assignment, where the demand nodes constituting the node disjoint

paths between two randomly chosen demand nodes are interlinked to distinct supply nodes, has

been identified as a good heuristic algorithm in [Zha18] and we use it as the state of the art.

These supply demand interdependencies are common in many practical instances of multilayer

networks. In this dissertation, we consider the case of a network of the busiest commercial airports

in the United States as the demand network [Col07] and the US Power Grid dataset as the supply

network. Thus we consider the problem of optimally interlinking airports to power distribution

stations to maximize the robustness of the demand network. The simulation results are presented

in Fig. 4.6. We observe here that a stringent budget leads to a higher performance gain as compared

to higher budgets.
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4.8.2 Performance gain variation with total available budget

In this section, we are interested in studying the performance of the proposed interlinking strategy

under different budget constraints b . The performance gain is computed w.r.t. the random resource

allocation strategy and is defined as the relative difference inψaveraged overη. The results presented

in Fig. 4.7 have certain interesting implications. For the connected component based cascading

failure, the performance gain obtained by employing the optimization framework is not significant

for low b . The reason behind this is that under low availability of budget the number of interlinks

constructed between the two network layers is small leading to a partially interdependent network

[Ran11; Cha17] comprising interdependent and autonomous nodes that are interlinked and not

interlinked, respectively, to nodes of other layers. The dynamics of partially interdependent networks

differs from completely interdependent ones due to the fact that autonomous nodes can survive

without interlinks. Furthermore, simulation results also indicate that the proposed metric and

simulated robustness, as studied in Fig. 4.1, are not monotonically related when the number of

interlinks between the two networks is small. This essentially means that the proposed metric is

unable to characterize the failure spreading process when the number of interlinks between the

two networks is very low. This implication reveals the limitation of the optimization framework

proposed in this dissertation. Performance gain is significant only when the designed metrics are

monotonically related to robustness. This is intuitive as well since a monotonic relationship ensures

that maximization ofψ, which is very complicated if not intractable for most realistic problems,

can be achieved by maximization of the proposed metrics which are mathematically tractable.

4.9 Conclusion and Future Work

In this dissertation we model the construction of interlinks between the interdependent layers of a

network as a convex optimization problem. Departing from traditional approaches of simplistic

network models and flattened multilayer models, we propose new approximate metrics of robust-

ness for different failure spreading processes in multilayer networks with arbitrary topology. These

proposed metrics have been analytically shown to capture the dynamics of the processes. Due to

the mathematical tractability of the proposed metrics, we are able to solve the interlink design

problem in closed form and also take into account the cost of construction of interlinks into the

network design problem. Furthermore, the interlink optimization algorithms can be implemented

in a distributed fashion. In essence, this work establishes a framework for dealing with interlink

optimization problems with budget constraints which can be applied to various failure spread-

ing processes. As long as we can design a separable metric which can be analytically shown to be

monotonically related to network robustness, the proposed framework is applicable.

With regard to further research in this area, a prime focus is to extend the framework to non-

separable metrics like algebraic connectivity, effective resistance etc. We are also exploring more

involved metrics of robustness which are fine-tuned to capture the properties of the failure spreading

processes. This line of research is important as the performance gain when considering sophisticated
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metrics will reveal whether accurate characterization of the processes is necessary or whether

approximate characterizations, like those presented in this dissertation, can achieve reasonably

good performance.

4.10 Mathematical Details

4.10.1 Convexity of Optimization Problem

The general optimization problem can be written as:

minimize
x

f0(x, GA, GB)

subject to 1T x= b ,

x� 0,

(4.15)

As discussed in Section 4.4, the above problem is a convex optimization problem if the objective

function is convex. Let us now examine the metrics proposed in this work to examine the conditions

for their convexity. In this section, we only state the mathematical equations describing the proposed

metrics. The physical meanings and intuitions behinds these metrics are presented in the main

body of the dissertation.

The first proposed metric is the generic effective degree metric which is later modified in relation

to the connected component based cascading failure process. It can be written as:

f0(x) =−
mn
∑

l=1

r (xl ,αl )Dl (lA , lB ). (4.16)

It is easy to see that the metric is a linear combination of the R.O.I. functions r (xl ,αl ). Thus f0(x) is

convex when the R.O.I.’s are concave since linear combination of concave functions is also concave

and the negative of a concave function is convex.

The second metric of robustness for the load distribution process is based on a logarithmic

modeling. The metric can be written as:

f0(x) =−
mn
∑

l=1

log(Dl + r (xl ,αl )). (4.17)

Since logarithm preserves concavity, we can see that concavity of the R.O.I.’s guarantee the convexity

of f0(x). The metric corresponding to the connectivity in demand supply networks is similar to this

with the difference that the argument to the logarithm is a linear combination of R.O.I.’s. Since

both linear combination and logarithms preserve concavity, we can conclude that for all metrics

proposed in this work concavity of R.O.I.’s guarantee that the interlink optimization problem is

convex. This enables us to use the rich literature in the domain of convex optimization problems

[Boy04] to solve our problem.
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4.10.2 Analysis for general metric

The optimization problem for the general metric f0(x) can be written as:

minimize
x

f0(x)

subject to 1T x= b ,

x� 0,

(4.18)

Let us write the Lagrangian of the above optimization problem:

L (λ,ν) = inf
x

�

f0(x) +
m
∑

l=1

λl (−xl ) +ν(1
T x− b )

�

, (4.19)

whereλ= [λ1 · · ·λm ]T denotes the multipliers for the inequality constraints andν is the multiplier for

the equality constraint. It is shown in Appendix 4.10.1 that (5.21) is a convex optimization problem

if the return on investment functions ( fl ’s) are all concave in xl . Under that assumption, we can

invoke the KKT conditions to conclude that:

If ∃ (x?,λ?,ν?) such that:

1. x ?l ≥ 0 ∀l

2. 1T x− b = 0,

3. λ?l ≥ 0 ∀l ,

4. λ?l x ?i = 0 ∀l ,

5. ∇ f0(x?) +
∑mn

l=1λ
?
l (−∇xl ) +ν?∇(1T x− b ) = 0.

Now x? = [x ?1 x ?2 · · · x
?
m ]

T . Thus the last KKT condition can be written in terms of the individual

variables (xl ) as:
∂ f0(x)
∂ xl

−λ?l +ν
? = 0, ∀l . (4.20)

Substituting the value of λ?l from (4.20) into the 4th and 3rd condition gives:

x ?l

�

ν?+
∂ f0(x)
∂ xl

�

= 0 ∀l , (4.21)

ν?+
∂ f0(x)
∂ xl

≥ 0 ∀l . (4.22)

These two equations have very interesting implications. (4.21) implies that whenever x ?l 6= 0:

ν? =−
∂ f0(x)
∂ xl

. (4.23)

Further note that since we have already eliminated λ? (vector of λi ’s) knowing ν? directly gives us

x?, which is the resource allocation optimizing the network robustness measured by f0(x?).
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4.10.3 Analysis for Effective Degree

The optimization problem for this case can be written as:

minimize
x

f0(x) =−
m
∑

l=1

r (xl ,αl )(dlA
+dlB

)

subject to 1T x= b ,

x� 0.

(4.24)

In the following analysis, we model the R.O.I.’s as shifted sigmoid functions defined in Section 4.4.

The shifted sigmoid functions can be written as:

r (xl ,αl ) =
2

1+ e −αl xl
−1. (4.25)

Using the KKT equations (4.21),(4.22), we can write:

x ?l

�

ν?− r ′(x ?l ,αl )(dlA
+dlB

)
�

= 0 ∀l . (4.26)

Plugging in the shifted sigmoid modeling given by (4.25) into the above equation gives us:

x ?l

�

ν?−
2e −αl x ?l αl

(1+ e −αl x ?l )2
(dlA
+dlB

)
�

= 0 ∀l . (4.27)

The above equation implies that for all active interlinks where x ?l 6= 0, denoting e −αl x ?l ¬ t and

(dlA
+dlB

)¬Dl , we get:

ν?−
2αl t Dl

(1+ t )2
= 0. (4.28)

The above equation represents the relationship between the optimal dual ν? and the optimal primal

x ?l which denotes the optimal resource allocation to the l th link. We use this relationship coupled

with the fact that
∑

l x ?l = b to derive the optimal dual variable ν? and then extract the optimal

primal x ?l using ν? and (4.28). Let us now try to solve the quadratic equation (4.28). It can be written

as:

ν?t 2+2t (ν?−αl Dl ) +ν
? = 0. (4.29)

The solution for the above equation can be written as:

t =
−(ν?−αl Dl )±

q

α2
l D 2

l −2αl Dlν?

ν?
. (4.30)

Note that (4.30) is nothing but a one-to-one relationship between x ?l and ν?. In order to solve the

system and obtain the optimal x?, we would need to make use of
∑m

l=1 xl = b and substitute the xl ’s

using (4.30). After substitution the resulting expression will be an equation in single variable ν? (all

αl , Dl , b is known) which can readily solved.
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Note that (4.30) will not have a real solution when ν? > αl Dl /2. This is interesting because of

the following reason. Let us index the possible interlinks in the network in the ascending order of

αl Dl /2. Let us arrange these values in the number line and let us also plot ν? in the same line. ν?

divides this line into two sections. In other words, of all possible interlinks some (or maybe all) of

them will have the corresponding αl Dl /2 value greater than ν? and (4.30) will have a real solution

only for those interlinks. Thus the final value of ν? would determine which of the interlinks will be

allocated a non-zero resource.

Let us now simplify the expression in (4.30). Let us define cl ¬ αl Dl /2 and pl ¬ cl −ν?. Thus

(4.30) can be written as:

t =
(cl +pl )±2

p
cl pl

cl −pl
(4.31)

=
(pcl ±

p
pl )2

cl −pl
=
p

cl ∓
p

plp
cl ±
p

pl
(4.32)

Note that t was defined as t = e −αl x ?l is a real number between 0 and 1. Thus the only case which

leads to a positive solution for xl can be written as:

x ?l =
1

αl
log

�p
cl +
p

plp
cl −
p

pl

�

∀ active links l , (4.33)

=
1

αl
log

�

q

αl Dl
2 +

q

αl Dl
2 −ν?

q

αl Dl
2 −

q

αl Dl
2 −ν?

�

. (4.34)

4.10.4 Analysis for load distribution

The optimization problem corresponding to the load distribution in interdependent networks can

be written as:

minimize
x

f0(x) =−
mn
∑

l=1

log(Dl + fl (xl ))

subject to 1T x= b ,

x� 0,

(4.35)

where Dl ¬ 1−e (− 1
|slA−slB |

). Modeling the return on investments as sigmoid functions given by (4.25),

we can write the following equations:

ν? =−
∂

∂ xl

�

− log
�

(slA
− slB

)2+ fl (xl )
��

(4.36)

=−
∂

∂ xl

�

− log
�

Dl + fl (xl )
��

(4.37)

=
1

Dl +
2

1+e −αl xl
−1

∂ fl (xl )
∂ xl

(4.38)

=
1

(Dl −1+ 2
1+t )

2αl t

(1+ t )2
(4.39)
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The above expression is quadratic in t ¬ e −αl xl and its solution can be written as:

x ?l =−
1

αl
log

�−Dlν
?+αl +

q

α2
l +ν?

2−2Dlν?αl

(Dl −1)ν?

�

. (4.40)

4.10.5 Analysis for connectivity in demand-supply networks

The interlink optimization problem for the connectivity in Demand-Supply networks can be written

as:

minimize
x

f0(x) =−
m
∑

i=1

log
�

1

bi
+

n
∑

j=1

s j fi j (xi j )
�

subject to 1T x= b ,

x� 0,

(4.41)

where bi is the intra-layer betweenness of the i th demand node, s j is the supply capacity of the j th

supply node, and fi j (xi j ) is the weight of the interlink connecting the i th demand node and the j th

supply node. Recall that the fundamental equation based on KKT which we obtained in the general

analysis of the convex optimization problem is ν? =− ∂ f0(x )
∂ xi j

. For the analysis of the problem, let us

focus on all interlinks feeding into the i th demand node. We can write:

ν? =−
∂

∂ xi j

�

− log
�

1

bi
+

n
∑

j=1

fi j (xi j )
��

(4.42)

=−
∂

∂ xi j

�

− log(Di +wi )
�

(4.43)

=
1

Di +wi

∂ fi j (xi j )

∂ xi j
(4.44)

=
1

(Di +wi )(xi j +
1
αi j
)
, (4.45)

where Di ¬ 1/bi and wi ¬
∑

j fi j (xi j ). It can be seen here that in contrast to the metric of robustness

proposed earlier, the connectivity metric is not separable in all variables. We show that even for such

non-separable metric the technique presented in this dissertation can be applied to determine the

optimal resource allocation. It should be clarified that the non-separable nature of the metric results

in a larger convergence time in the distributed algorithm as compared to the separable metrics. This

is due to an additional computation of the term wI before the computation of the individual xi j ’s.

(4.45) can be rewritten as:

xi j =max
�

0,
1

ν?(Di +wi )
−

1

αi j

�

. (4.46)
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CHAPTER

5

CONTROLLED INFECTION SPREADING

The study of epidemic spreading in complex network topologies has emerged as an area of broad

and current interest in network science. One of the primary factors facilitating this is the ubiquity of

contagion processes on networks as a framework for studying the propagation of various phenomena

in multiple disciplines. The dynamics of traffic jams in transportation systems [Oro10], the spread

of biological diseases through human contact networks [Vid11], rumor propagation through social

networks [Liu11], the propagation of component failure in networked systems [Buz06], among

many others, exemplify the wide and inter-disciplinary applicability of epidemic spreading models.

Although the specific details of the propagation mechanisms in different application domains are

not expected to remain exactly the same, stochastic agent-based models provide a popular and

effective mathematical characterization of these processes.

5.1 Background

The main focus of research in this domain has been in the direction of evaluating the critical infection

rate λc [Ber05; Gan05; Cas10], separating the abrupt outbreak of contagion in the super-critical

regime, where an initial infection spreads throughout the network and affects a finite fraction

of its constituents, with the healthy network state in the sub-critical regime, where any initial

infection quickly converges to the all-healthy absorbing state of the network with no infected

constituents. Later works [Gol12; Lee13] took a closer look into the epidemic dynamics near the

critical infection rate and discovered the phenomenon of localized infections in networks, where

long lasting localized epidemics can be sustained in the neighborhood of hubs of large degrees.

The epidemic dynamics under this regime are referred to as “metastable” infection states. The
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metastability refers to the fact that the infections can be maintained in apparent states of stability for

a long time, albeit dying out eventually in the steady state. Moving away from a steady-state analysis

of epidemic dynamics, studying the intermediate properties of metastable infections have come to

the attention of researchers [Mou13; Liu18; Bov14]. The importance of studying the properties of

metastable epidemics is further highlighted by the ongoing Covid-19 pandemic. Even if the death

of the pandemic in the steady state is guaranteed, the intermediate properties of the epidemic

dynamics, like, the infection size, time to steady state, etc., are also of enormous importance. In this

disseration, we study the mean infection size for metastable infection states in multi-layer networks

and explore the possibility of controlling this infection size by intelligent design of the inter-layer

connections between the different network layers. Our main interest is in the region near the critical

infection threshold, where localized long lasting infections can exist despite the absence of global

infection patterns in the steady state.

The Susceptible–Infected–Susceptible (SIS) is one of the fundamental models for studying the

propagation of epidemics in complex networks, where each agent (node) in the network can be

in one of two infection states: susceptible or infected. Under this model, infected agents recover

spontaneously at rate µ, which without loss of generality is set to unity. The infection propagation

occurs via edges between infected and susceptible agents at a rate of λ. In this dissertation, we

consider a generalization of this model, where the edges in different network layers have distinct

infection propagation rates. Despite the simplicity of the SIS model, a general mathematical analysis

on heterogeneous network topologies is still too complex [VM08] and very few exact results exist

[Dur10; Cat13]. Due to the inherent complexity of models capable of tracking the epidemic dynamics

exactly, most works in literature employ variants of mean-field approaches to study the dynamics

approximately. In this dissertation, we employ the modified SIS dynamics valid over coarse-grained

time scales introduced in [Bog13] as it can account for dynamical correlation in the infection states

of distant nodes. The course-grained model characterizes the epidemic dynamics at a larger time-

scale encompassing multiple infection and recovery events. This allows us to efficiently capture

the correlation in infection states among nearby nodes. This coarse-grained model is particularly

useful in studying the epidemic dynamics near the critical threshold and has been utilized in [Bog13;

Fer16; Wei17] to uncover new results about epidemic threshold in complex networks. Utilizing

this coarse-grained model, we are able to calibrate the conditions for the existence of long lasting

epidemics in the local neighborhood of nodes of high intra-layer degrees referred to as hubs. We

then utilize these conditions to realize infections in the multi-layer network of a desired size by

manipulating the interlinking structure between the different network layers.

5.1.1 Related Works

It was a long standing belief in the network science community that the transition between the

sub-critical and super-critical phases is specified by the epidemic threshold λc and epidemics with

infection rateλ<λc quickly converge to the absorbing healthy state, whereas epidemics withλ>λc

infect a finite fraction of the entire network. This viewpoint was challenged by works like [Gol12;
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Lee13]. They showed that under certain conditions, the epidemic dynamics in complex networks

just above the critical rate λc can be sustained in localized regions of the network for a long time. In

other words, the epidemics neither die out quickly nor infect a finite fraction of the entire network,

but are maintained in localized metastable infection states [Sch85].

We should clarify that the ideas of localization and metastability of the infections are rigorously

defined only in the thermodynamic limit, when the network size approaches infinity. Furthermore,

most theoretical results in related works in literature are obtained for scale-free (SF) networks, where

the degree distribution P [k ], characterizing the probability that a node has k neighbors, exhibits a

heavy-tailed distribution P [k ]∼ k−γ with exponent γ. Investigation of the global epidemic dynamics

in the thermodynamic limit for SF networks is undoubtedly important from a theoretical perspective.

However, our main focus in this dissertation is to study epidemic dynamics from a network design

standpoint, where we consider finite networks with arbitrary network topologies. We argue that

such problem settings are important in many real world problems, where a global knowledge about

the network topology or the degree distribution is not available. It is important to note that the

concepts of localized infections and metastability of the infection states are not rigorously defined

for finite networks. However, we reveal through this dissertation that the key ideas behind them can

be applied to finite sized networks to realize controlled infection spreading in networks. Note that

we are not interested in the super-critical phase, where epidemics in the network spread out globally,

since it is contrary to our basic objective of achieving controlled infection spreading. Instead, we

focus on the regime of low infection rates, where our goal is to skillfully design the interlinking

structure between isolated network layers so as to achieve a localized metastable infection of a

desired size in the network.

For multilayer networks, several works [Zhe18; SM12]have studied different epidemic models, fo-

cusing on the determination of the epidemic threshold. More recently, the localization phenomenon

of SIS epidemics has also been studied on multiplex networks [Arr17]. However, to the best of our

knowledge, manipulation of the network topology to control the propagation of epidemics in the

network is largely missing from the current art.

5.1.2 Motivation

The motivation behind the current work stems from several mathematical papers investigating

the critical infection rate λc for the SIS epidemic process on networks characterized by power

law degree distributions. The seminal paper [Cha09] showed that λc = 0 for power law graphs.

Later works extended some of these results to general graph structures [Mou16b; Mou16a; VH18].

Interestingly, this line of research can estimate the fraction of infected nodes in the metastable

infection state under the setting that the infection propagation rate (λ) diminishes to 0. These works

are developed under a stochastic framework, contrary to the agent based characterization of the

epidemic dynamics popular in network science.

These results are not directly applicable to our problem, as we consider arbitrary network

topologies and thus, the degree distribution is not guaranteed to be described by a power law.
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Furthermore, our focus is on finite network sizes and finite λ. However, we show here that the

fundamental principle behind these works can be leveraged in our setting–the large scale epidemic

dynamics in networks can be approximated by studying the local epidemic dynamics around hubs

and the interaction among different hubs. In the asymptotic setting, this approximation can be

shown to be exact. However, for the finite setting considered here, this approximation amounts

to characterizing the sufficient condition for the existence of the desired infection patterns in the

network. If local epidemics in the neighborhood of hubs do not die out quickly, the global epidemics

in these neighborhoods will also survive for a long time.

The main aspect of this dissertation is to develop network design principles and thus, instead

of studying the epidemic dynamics around the nodes (hubs), we study epidemic dynamics in the

neighborhood of the end-points of an inter-layer link. This microscopic region is referred to as the

interlink subgraph, comprising of an interlink and the local neighborhood around its end-point in

different network layers. The coarse-grained model for studying epidemics allows us to account for

the local neighborhood without explicitly considering the neighborhood topology. It is easy to see

that such a characterization is an approximation to the actual epidemic dynamics. However, in the

regime of low infection rates near the infection threshold, this approximation is quite accurate. By

appropriately maintaining the interaction between different hubs via the design of the interlinking

structure, we can artificially create composite metastable infection states spanning multiple hubs.

This is the fundamental idea of this work, wherein manipulation of the network structure allows us

to control the infection size in the multi-layer network.

5.1.3 Our contribution

Due to the inherent complexity of studying epidemic models on complex multi-layer network

topologies with arbitrary interlinking structures, our basic idea is to study the microscopic properties

of the epidemic dynamics in the local neighborhood of nodes and characterize the macroscopic

epidemic dynamics by the interaction between distinct microscopic regions–the interlink subgraphs.

In spite of the approximate nature of such a characterization, we reveal through this dissertation that

the properties of the epidemic dynamics uncovered through it can provide us the crucial building

blocks, which can be leveraged to design the interlinking structure between different network layers

to achieve controlled epidemic spreading in networks.

We start with the characterization of three main properties of the epidemic dynamics in the

interlink subgraphs: i) quantify the definition of “hubs" in a multi-layer setting as a function of the

infection propagation rate, where hubs are nothing but nodes with large neighborhoods which

are capable of sustaining long lasting epidemics; ii) approximate the mean infection size in the

intra-layer neighborhood of hubs; and iii) characterize the probability that infection from a hub

propagates to an interlinked hub in a different network layer.

Utilizing these properties of the epidemics on the interlink subgraphs, we can approximate the

average infection size in the multi-layer networks for any interlinking structure. The interlinking

structure between the network layers is then designed with the objective of maximizing the estimated
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infection size, while utilizing the minimum number of interlinks. Under certain conditions, we are

able to rigorously obtain the theoretically optimal interlinking structure maximizing the infection

size in the network. In the general case unfortunately, the optimization of the interlinking structure

turns out to be a non-convex discrete optimization problem, which is too expensive to solve. For

this case, we obtain approximate greedy strategies for the design of the interlinking structure which

perform quite well in spite of being theoretically sub-optimal.

The various theoretical results obtained here are verified by extensive simulation experiments

on both real world and synthetic networks. Due to the absence of relevant multi-layer interlinking

strategies in literature, we compared our design of the interlinking structure with other variations and

some heuristic designs to showcase the advantage of the proposed methods. Finally, we consider two

case studies involving practical mutli-layer network design problems, wherein the ideas developed

in this dissertation can be applied in real world problems.

5.2 System Model and Problem Statement

We represent a network layer by G = (V , E ), where V and E ⊆V ×V are the set of nodes and edges,

respectively. Given two isolated network layers Ga = (Va , Ea ) and Gb = (Vb , Eb ), where |Va | = m

and |Vb | = n . Our aim is to design the interlinking structure Ea b ∈ {0,1}m×n between Ga and

Gb , with the objective of controlling the spread of epidemics on the multi-layer network G =
(Ga ,GB , Ea b , Eb a = E T

a b ). We consider epidemics following the susceptible-infected-susceptible (SIS)

dynamics, where the nodes in the network can only be in one of two infection states – susceptible (S)

or infected (I). Infected nodes recover spontaneously at a rate of unity, so as to normalize the event of

infection propagation with respect to the recovery event. Thus, the unit of time for our model is the

average duration of the recovery event. Infections propagate from infected nodes to their susceptible

neighbors via edges at fixed rates. The infection propagation rate via the intra-layer links is λa and

λb , respectively, for the two network layers Ga and Gb . The propagation rate via the inter-layer

links is represented as λ̃. In this dissertation, we assume that the infection spreading parameters

λ= {λa ,λb , λ̃} and the isolated network topologies {Ga ,Gb } are known, and our target is to design an

interlinking structure Ea b between the isolated network layers which achieves controlled infection

spreading in the multilayer network G .

With the network architecture and the epidemic dynamics defined, let us focus on the specific

problem statement. Our objective is to design the interlinking structure between the two isolated

network layers so as to induce a metastable infection state in a desired region of the network,

represented by the sub-graphs Da and Db . We assume that it is feasible to construct an interlink

between any two nodes in the desired subgraphs: Da and Db . Our goal is to construct the interlinking

structure in order to artificially create a metastable infection state in the desired subgraphs of the

multi-layer network, i.e. Da ∪Db . To exercise further control on the epidemics, we consider a desired

infection density Γ = (γa ,γb ) for the subgraphs Da and Db , respectively, representing the desired

fraction of nodes in the subgraphs that should remain infected on average, before the metastable
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infection eventually dies out. Our problem statement can be mathematically stated as: Given two

isolated network layers {Ga ,Gb } and SIS epidemic dynamics with normalized infection parameters

λ = {λa ,λb , λ̃}, design an interlink structure to induce a metastable infection state of density

Γ = (γa ,γb ) in the desired subgraphs Da ⊆ Ga and Db ⊆ Gb . It should not be difficult to see that

the above problem statement is general in nature and it is unlikely that any Γ can be achieved for

an arbitrary network topology and arbitrary infection propagation rate λ. In fact, developing an

understanding of the feasibility regions for which the Problem 5.2 can be solved is one of our key

contributions. We present a brief discussion of the feasibility region here and these ideas will be

progressively clarified throughout the remainder of the dissertation.

One of the central ideas in this dissertation is the concept of a hub, which can be defined as a node

which can sustain a metastable infection state in its local neighborhood, i.e. the subgraph spanned

by its intra- and inter-layer neighbors. We define two groups of hubs: core and supplementary. We

do not discuss the specific details of these definitions here as they involve the theoretical concepts

developed in the remainder of this dissertation. For an extended parameter range of λ, it can be

shown that these hubs infect a predictable fraction of their neighborhood. Utilizing this idea, we

show that by carefully interlinking multiple hubs from both layers of the network, it is possible to

realize controlled infection spreading. Thus, the feasibility region of Problem 5.2 is given by the

maximum infection density achievable by the core and the supplementary group of hubs in the

desired region of the network, Da and Db . This infection density threshold is represented as Γ cs,

indicating the constituent core and supplementary group of hubs. Note that the characterization of

a hub is dependent on the infection propagation rates, i.e. the number of hubs in Da and Db can be

varied by changing λ. Although we discuss techniques to augment the metastable infection state

comprising the core and supplementary hubs in Da and Db in later sections, the prime focus of this

dissertation is in the regime where the desired infection density Γ is achievable by these hubs, i.e.

Γ ≤ Γ cs.

Furthermore, we assume that the intra-layer infection rates, λa and λb , are not sufficiently high

to induce global epidemics in the individual network layers, as we loose control over the resulting

infection size in this regime. The exact characterization of the infection rate λ that leads to global

epidemics in networks is a topic of current research, where modern methods, like, edge based

compartmental models [Zhe18; She18], and pairwise approximation models [Mat14; Wu18], among

many others generalize the results from classical works [PS01; VM08]. Here, we are not interested

in global epidemic dynamics; we focus on infection rates λa and λb lower than the thresholds for

global epidemic spreading. Thus, our main focus is on the low infection propagation rate regime,

where an intelligent design of the interlinking structure can induce the desired metastable infection

state in the network, thus achieving controlled infection spreading.

78



5.3 Analysis of Epidemic Dynamics

In this section, we will develop the mathematical model for tracking the epidemic dynamics. The

infection state of a node at time t is specified by a Bernoulli random variable X i (t ), where X i (t ) = 0

for a healthy node and X i (t ) = 1 for an infected node. We track the epidemic dynamics in the network

G using the node infection probabilityρi (t ), defined as the probability that node i is infected at time

t , i.e. ρi (t )¬ Pr[X i (t ) = 1]. Let ρt ≡ [ρ
(a )
1 (t ) · · ·ρ

(a )
m (t )ρ

(b )
1 (t ) · · ·ρ

(b )
n (t )]T be the vectorized infection

probability of all nodes in G . The epidemic dynamics on G is given by the time series (ρt )t≥0, where

ρt ∈Rm+n . The initial infection configuration is represented by ρ0 and the progression of the time

series is governed by the SIS model of epidemic dynamics.

Despite the relative simplicity of the SIS infection spreading model, a general analytic treatment

is not possible except for very special cases [VM08]. Most works analyze the epidemic dynamics

approximately by using different mean-field approaches: classical examples are the heterogeneous

mean field (HMF) model [PS01] and the N-intertwined mean field approximation (NIMFA) [VM08].

Here, we adopt the modified SIS dynamics valid over coarse-grained time scales, introduced in

[Bog13], under which the system of differential equations governing the epidemic dynamics can be

written as:

dρ(a )i (t )
d t

=−ρ(a )i (t )δ̄a (i ) +
∑

j∈VA
j 6=i

λ̄a a (i , j )ρ(a )j (t )(1−ρ
(a )
i (t ))

+
∑

j∈VB

λ̄a b (i , j )ρ(b )j (t )(1−ρ
(a )
i (t )), (5.1)

dρ(b )i (t )
d t

=−ρ(b )i (t )δ̄b (i ) +
∑

j∈VB
j 6=i

λ̄b b (i , j )ρ(b )j (t )(1−ρ
(b )
i (t ))

+
∑

j∈VA

λ̄b a (i , j )ρ(a )j (t )(1−ρ
(b )
i (t )), (5.2)

where δ̄l (i ) represents the coarse-grained recovery rate for node i in network layer l , and λ̄l1l2
(i , j )

denotes the coarse-grained infection propagation rate between nodes i in network layer l1 and j in

network layer l2. The subscripts of these terms indicate the respective network layer(s) of the nodes.

Note that the coarse-grained rates δ̄ and λ̄ are the only difference of this model from standard

models. Standard models define the recovery and the infection rates for individual nodes and edges

without any consideration of the local topology around these nodes. The coarse-grained model

is an improvement over this, where the local neighborhood of nodes is explicitly accounted for.

This allows us to consider the dynamic correlation in the infection states of distant nodes without

making the mathematical model very complex. The system of equations (5.1)-(5.2) are essentially a

generalization of the model in [Bog13] to multiple network layers.

The coarse-grained recovery rate δ̄(i ) can be thought of as the effective recovery rate for infection

at a node i , where we want to characterize the effective rate at which infection in the local neighbor-
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hood of i dies out. It should not be difficult to see that as the neighborhood size of i increases, the

infection in the local neighborhood of i will linger on for a long time leading to a lower effective

recovery rate. The effective infection rate λ̄(i , j ) between distinct nodes i and j should progressively

decrease as the distance between the two nodes increases. These ideas are clarified in the following

two lemmas, where we present the derivation of these two effective rates generalizing the arguments

in relevant literature [Bog13; Fer16] to the case of multi-layer networks.

Lemma 5.3.1 Under the SIS model of epidemic dynamics with parametersλ= {λa ,λb , λ̃}, the coarse-

grained recovery rate δ̄l (i ) for node i in layer l with ki intra-layer neighbors and k̃i inter-layer

neighbors is given by the expression:

δ̄l (i ) =
�

α
1+X

(1−X )2
+β

2

(1−X )2

�−1

, (5.3)

where

X = 1− (1−p 2
l )

ki (1− p̃ 2)k̃i

α= (1−pl )
ki (1− p̃ )k̃i

β = (1−p 2
l )

ki (1− p̃ 2)k̃i − (1−pl )
ki (1− p̃ )k̃i .

pl ( or p̃ ) in the above expressions can be written as pl ¬ 1− e (−λl ) and p̃ ¬ 1− e (− λ̃)).

In this proof, we present the case i ∈Va . The same arguments can be applied to the case of i ∈Vb . We

extend the arguments in [Bog13; Fer16] to multi-layer networks, where i has ki intra-layer edges with

infection rate λa and k̃i inter-layer edges with infection rate λ̃. Even for this simple case, an exact

analysis is very involved and can be done only for simplistic graph structures [Cat13]. Following the

approach followed in the relevant works, the epidemic dynamics are discretized with respect to the

recovery rate of the nodes, which is taken as unity. Thus, the average recovery time of a node is taken

as the unit of time, and the probability that an infection propagation event occurs successfully in

this time is given by [New18] pa ¬ 1− e (−λa ) and p̃ ¬ 1− e (− λ̃), for intra-layer links and inter-layer

links, respectively.

The epidemic dynamics initiate with node i being infected, whereas all its neighbors are suscep-

tible. The probability P (n |ki ) that i has n infected intra-layer neighbors by the time it recovers is

given by:

P (n |ki ) =

�

ki

n

�

p n
a (1−pa )

ki−n . (5.4)

Furthermore, the probability that any one of these infected neighbors propagates the infection back

to i is given by the expression:

ki
∑

n=1

P (n |ki )[1− (1−pa )
n ] = 1− (1−p 2

a )
ki . (5.5)
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Similarly, the probability that i is re-infected by any of its inter-layer neighbors is given by 1−(1−p̃ 2)k̃i .

Let X denote the probability that i is re-infected, once it recovers, through any of its neighbors. We

can write:

X = 1− (1−p 2
a )

ki (1− p̃ 2)k̃i . (5.6)

X denotes the probability that i goes through one round of re-infection, which, by our discretized

approximation of the epidemic dynamics, takes 2 units of time. Note that for an infected central node

i , three possible events are possible: i) i recovers before infecting any of its neighbors, which can be

expressed as (1−pa )ki (1− p̃ )k̃i , ii) i infects some of its neighbors before it recovers and the infected

neighbors successfully re-infect i , which was previously calculated to be 1− (1− p 2
a )

ki (1− p̃ 2)k̃i ,

and iii) i infects some of its neighbors before it recovers and the infected neighbors recover before

re-infecting i , which can be computed from the above two probabilities to be (1−p 2
a )

ki (1−p̃ 2)k̃i −(1−
pa )ki (1− p̃ )k̃i . Now, there are two ways by which epidemics in and around i may die: Case a)–i goes

through m rounds of re-infection and then fails to propagate its infection to any of its neighbors,

and Case b)–i goes through m rounds of re-infection and then fails to get re-infected by any of its

neighbors. Note that the infection duration in the two cases are 2m + 1 and 2m + 2, respectively.

Using the expressions above, these two probabilities can be computed as:

P [Case (a)] = X m (1−pa )
ki (1− p̃ )k̃i , (5.7)

P [Case (b)] = X m
�

(1−p 2
a )

ki (1− p̃ 2)k̃i − (1−pa )
ki (1− p̃ )k̃i

�

. (5.8)

For simplicity, let us denote the above two probabilities by X mα and X mβ , respectively. Thus, the

expected lifetime E(T ) of an infection starting from i can be written as:

E(T ) =
∞
∑

m=0

X mα(2m +1) +
∞
∑

m=0

X mβ (2m +2)

=α
1+X

(1−X )2
+β

2

(1−X )2
.

The effective recovery rate for an infection at i is given by the inverse of E(T ).

Remark 1 It is clear from the expression of the coarse-grained recovery rate δ̄ that it is difficult to

develop a sense of the variation of δ̄(i )with the infection propagation rate and the neighborhood size

of i . In fact, even for the single layer networks, a succinct closed form expression does not exist. However

at low infection rates λ� 1, the effective recovery rate can be shown to vary as δ̄(i )∼ e (−kiλ
2
a − k̃i λ̃

2).

For single layer networks, the effective infection propagation rate λ̄(i , j ) is computed [Bog13;

Fer16] by considering the propagation of infection along the shortest path between i and j and

under the assumption that the path comprises nodes of degree 2. In other words, the effective

infection rate denotes the infection propagation rate along the shortest line graph between i and

j . Thus, the computation of λ̄(i , j ) lower bounds the actual propagation rate between the two

nodes. This lower bound based characterization of the infection propagation is particularly useful in

81



studying the regime near the infection threshold, where the presence of metastable infection states

in the lower bound based analysis guarantees the presence of such states in the exact dynamics.

The fundamental purpose of the system equations (5.1)- (5.2) is to characterize the conditions

under which metastable epidemic states can be sustained in the network and thus, the information

revealed by the lower bound based analysis is useful. For multi-layer networks, we face the additional

issue that the shortest path between i and j is not guaranteed to have the largest effective infection

propagation rate, since different edges have distinct propagation rates λa ,λb or λ̃. Although the

effective rate along any path can lower bound the exact dynamics, we define λ̄(i , j ) as follows to

obtain a tighter bound:

λ̄(i , j ) =max
p∈P

λ̄p (i , j ), (5.9)

where p denotes a particular path between two nodes i and j ,P denotes the set of all such paths,

and λ̄p (i , j ) is defined as the effective infection propagation rate along a particular path p . Note

that i and j can belong to any layer of the multi-layer network.

Lemma 5.3.2 Consider the SIS model of epidemic dynamics with parameters λ = {λa ,λb , λ̃}. Let

a path p connecting two nodes i and j be of length di j ≡ da + d̃ +db , where da and db represent

the length of the section of the path in layers A and B , respectively, while d̃ represents the length of

the section of the path comprising inter-layer links. The effective infection propagation rate between

nodes i and j via path p is given by:

λ̄p (i , j ) =λda
a λ̃

d̃λ
db
b . (5.10)

Similar to works like [Bog13; Fer16], the effective infection propagation rate is computed under the

condition that the infection at the source i never recovers and the epidemic dynamics are tracked

on the line graph between i and j . For every edge, the probability of propagation of infection

through it is given by the corresponding infection spreading rate. This is due to the fact that for

a node in the infected state, two events can occur: i) spontaneous recovery with rate 1, and ii)

infection propagation to a susceptible neighbor via an edge with rate λa , λb or λ̃, depending on

the type of the edge. Thus, the probability of infection propagation can be expressed as λ
1+λ , which

at low infection rates can be approximated simply by λ. The probabilities of propagation through

successive edges are independent of each other and thus, the probability that infection from i

propagates via da +db intra-layer edges and d̃ inter-layer edges is given by the above expression.

The system of differential equations (5.1)-(5.2) can be simplified by using the vectorized infection

densities ρ(t )≡ [ρ(a )1 (t ) · · ·ρ
(a )
m (t )ρ

(b )
1 (t ) · · ·ρ

(b )
n (t )]T :

dρ(t )
d t

=−∆ρ(t)+ (1−ρ(t )) ◦Mρ(t ), (5.11)

where∆≡ diag[δ̄A
1 · · · δ̄

B
n ] represents the diagonal matrix of the recovery rates, M represents the infec-

tion propagation matrix whose i j th element is the infection propagation rate between nodes i and
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j , and ◦ denotes element-wise multiplication or the Hadamard product operator. The vectorized sys-

tem equation (5.11) modelling the epidemic dynamics is a nonlinear differential equation of the first

order for which, closed form solutions are not possible in the general case. This showcases the main

roadblock preventing an exact analysis of epidemic dynamics in networks. For arbitrary network

topologies, the matrices M and ´ do not have a mathematically tractable structure. Furthermore, for

most practical problems the size of the matrices is too large for numerical solutions.

To circumvent these issues, we analyze the epidemic dynamics on microscopic interlink sub-

graphs and characterize the condition under which the epidemics do not die out in the local neigh-

borhood of the interlinks. The coarse-grained model for the system equations allows us to capture

the effect of the local neighborhood of the end-points of the interlinks even when the matrices M

and ´ are defined as simple 2×2 matrices, representing the two end-points of an interlink. This is

the simplest possible abstraction of the network topology and we show that even this simplistic

characterization is able to capture non-trivial information about the local intra-layer neighborhoods

of the endpoints. Experimenting with more sophisticated subgraphs is an obvious direction for

future extensions of this work, which we are interested in pursuing.

For most practical problems, a single interlink subgraph will not be able to satisfy the infection

density requirements of our problem. As a result, the desired metastable state is composed of

different interlink subgraphs interacting with each other. Our interlink design strategy is to first

identify the conditions under which an interlink subgraph can support a metastable infection state;

thereafter the interlink structure is constructed in such a way that different interlinking subgraphs

can reliably support other each other and lead to a composite metastable state spanning multiple

interlinks. In the remainder of this section, we uncover several crucial properties of the infection

dynamics on the interlink subgraphs, which are utilized in the next section for designing the optimal

interlinking strategy.

5.3.1 Epidemics in interlink subgraphs

In this section, we quantify the conditions for the existence of metastable infection state in an

interlink subgraph, comprising a single interlink between two nodes, i ∈Va and j ∈Vb . Thereafter,

we estimate the infection size in the local neighborhood of active hubs. Finally, we approximate the

probability with which hubs connected to each other via interlinks infect each other.

Lemma 5.3.3 Consider SIS epidemics with parameters λ = {λa ,λb , λ̃} on the interlink subgraph

spanning nodes i ∈Va and j ∈Vb . A necessary and sufficient condition for the existence of a metastable

infection state in this subgraph is:

δ̄a (i ) · δ̄b ( j )< λ̃
2, (5.12)

where δ̄l (i ) denotes the effective recovery rate for the node i in layer l .

The existence of a metastable infection state in the interlinking subgraph is contingent on the

instability of the system equations (5.11), linearized around the absorbing state ρ= 0, which can be
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Figure 5.1 Instances of the microscopic subgraphs: a) Interlink subgraph with 1 interlink, b) Interlink
subgraph with k interlinks.

written as:
dρ

d t
= (M− ´)ρ= Sρ, (5.13)

where S represents the interaction matrix comprising the effective recovery rates in the diagonal

elements and the effective infection propagation rates in the off-diagonal terms. The instability

of this fixed point is guaranteed if the interaction matrix S has a positive spectral radius. For the

interlink subgraph as shown in Fig. 5.1, the interaction matrix S≡M− ´ can be written as:

S=

�

−δ̄a (i ) λ̃

λ̃ −δ̄b ( j )

�

The eigenvalues of S can be computed as:

µ=
1

2
·
�

−
�

δ̄a (i ) + δ̄b ( j )
�

±
��

δ̄a (i )− δ̄b ( j )
�2
+4λ̃2

�1/2
�

.

From the above expression, it is not difficult to prove that a positive eigenvalue of S exists if and

only if the condition stated in lemma holds true. The above lemma characterizes the requirements

for a node to be classified as a hub. Let us consider the simplification λa = λb = λ̃= λ, where the

effective recovery rate can be approximated as δ̄l (i )∼ e (− (ki +1)λ2), where i has ki intra-layer and

1 inter-layer link. Plugging in ki = k j = k into (5.12) reveals that the presence of hubs with degree

in the order of 1
λ2 log( 1

λ ) and greater ensures the existence of a metastable state. This implies that

metastable states can exist even for arbitrarily small infection rates as long as hubs of sufficiently

high degrees exist. This insight allows us to appreciate the results in works like [Cha09; Mou13],

which state that infinite sized power law graphs are always super-critical, i.e. metastable states exist

for any infection rate. For the finite sized networks considered here, this condition calibrates the

definition of “hubs" as a function of the infection rate. In the following, we consider a slightly more

complicated topology where a node i has multiple inter-layer links and characterize the conditions

for the existence of metastable infection states in that case.

Corollary 5.3.4 Consider a subgraph comprising node p ∈Va connected with k inter-layer neighbors
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denoted by the set σ(p ). The nodes in σ(p ) do not have any intra-layer links. Under SIS epidemics

with parameters λ, a sufficient condition for the existence of a metastable infection state around i is

given by the expression:

δ̄a (p )≤ 2k λ̃+k (k −1)λ̃2−k e (− λ̃2), (5.14)

where δ̄a (p ) denotes the effective recovery rate of p given by Lemma 5.3.1.

This case, shown in Fig. 5.1, is an extension of Lemma 5.3.3 with the difference that node i has

multiple inter-layer neighbors. Thus, the subgraph under question comprises 1+ k nodes with

k inter-layer links. The interaction matrix S for this case is of dimension (1+ k )× (1+ k ), whose

elements can be written as:

si j =



























−δ̄a (i ) if i = 1, j = 1,

−δ̄b (i ) if i 6= 1, j 6= 1, i = j ,

λ̃ if i = 1, j 6= 1 and j = 1, i 6= 1,

λ̃2 if i 6= 1, j 6= 1, i 6= j .

Note that the last two lines of the above definition are a consequence of Lemma 5.3.2. Note that

the only path between two nodes inσ(p ) constitutes two inter-layer links. It should not be difficult

to see that even for this simplistic construction of the subgraph, the eigendecomposition of S is

considerably more complicated than the previous case. Due to this reason, we obtain conditions for

the existence of positive eigenvalues instead of actually computing all the k +1 eigenvalues of S.

As a consequence, our result becomes weaker and only sufficient conditions for the existence of

the metastable infection state can be characterized. Note that if there exists a u ∈Rk+1, such that

uTSu> 0, we can guarantee thatS has a positive eigenvalue. For simplicity, we choose u as the all-1

column vector such that the quadratic term can be easily computed as the sum of all elements of S.

The effective recovery rates for the inter-layer neighbors of p can be approximated by δ̄( j )∼ e (− λ̃2),

where j denotes the inter-layer neighbors. Plugging in the values of δ̄( j ) into the condition uTSu> 0

yields the desired result. The above results gives us the condition under which metastable infection

states can be induced around a node p , even in the extreme case that its inter-layer neighbors have

no intra-layer links. This condition will be utilized to augment the metastable infection state with

nodes which do not quality as hubs by themselves. Next, let us look at the expected infection size

in the neighborhood of active hubs. For this case, we approximate the local neighborhood around

hubs as an extended star as shown in Fig. 5.2, where all outgoing edges of the star are extended to

form line graphs.

Lemma 5.3.5 Consider a single-layered SIS dynamics with infection rate λ on an extended star

topology, where the hub is permanently infected. The average number of infected nodes around the

hub of intra-layer degree k can be approximated by λk
1−λ .

From Lemma 5.3.2, we know that the probability of a node at a distance of d from the hub to be

infected is given by λd . Thus, the number of infected nodes at a distance d from the hub is just k
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Figure 5.2 Extended star topology with infected centre with attached line graphs of length L .

times this probability. Let us represent the length of the path attached to the hub by l . Thus, the

total number of infected nodes (T) in the local neighborhood of the hub can be computed as:

T (l ) =
l
∑

d=1

λd k = k
λ−λl+1

1−λ
. (5.15)

As l tends to infinity, T (l ) converges to λk
1−λ . As we mainly consider small infection rates near the

epidemic threshold in this dissertation, the error of approximating T (l ) by λk
1−λ is very small even for

finite values of l . The above results gives us an idea of the extent of the spread of infection around

an active hub. Note that in reality, the estimated infection size around the hub can vary since the

different paths emanating from it can interact with each other. However, we argue that under the

low infection rate regime, the interaction between different paths is minimal and the infection size

estimated by Lemma 5.3.5 provides a good approximation to the actual infection size observed in

networks. We substantiate this argument via simulation experiments in Section 5.6. Lemma 5.3.5

states that hubs roughly infect λk
1−λ nodes in their vicinity, which will not be sufficient to satisfy

the infection density requirements Γ for most practical problems. Thus, it is clear that although a

single interlink directly connecting two nodes in the desired region of the network is capable of

inducing a metastable state, the average number of infected nodes for this case is quite small. In

order to induce a metastable state with more infected nodes, we need to consider multiple hubs;

each of which will infect a small proportion of their respective neighborhoods, thereby satisfying

the infection density requirements of our problem.

With the requirement of multiple hubs established, we turn our focus to the problem of reliably

maintaining connectivity between the different hubs which can mutually re-infect each other,

thereby sustaining activity in the composite metastable infection state for a long time.

Lemma 5.3.6 Consider SIS epidemic dynamics with parameters λ = {λa ,λb , λ̃} on an interlink

subgraph spanning nodes i ∈Va and j ∈Vb . The probability (ηi ) of the infection propagating from
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hub i to the interlinked neighbor j can be written as:

ηi =
p̃

p̃ + (1− p̃ )(1−p 2
a )ki

, (5.16)

where p̃ ≡ 1− e (− λ̃), pa ≡ 1− e (−λa ), and ki represents the intra-layer degree of i .

The epidemics start at hub i . As discussed in Lemma 5.3.1, it should now be easy to see that nodes

of high intra-layer degree are very likely to sustain infection for a long time via multiple re-infection

cycles, where upon recovery, i is re-infected by one of its intra-layer neighbors. Node j interlinked

to i can only be infected via propagation along the interlink, characterized by the probability λ̃. i

can get multiple opportunities of propagating infection to j , since every time it recovers, i can get

re-infected by its ki intra-layer neighbors. By (5.6), we have that the probability that i is re-infected

is given by X ¬ 1− (1−p 2
a )

ki , where pa = 1− e (−λa ). Thus, the probability that j is not infected at

the end of m rounds of re-infection is given by X m (1− p̃ )m . As a result, the total probability that i

successfully propagates infection to its interlinked neighbor j is given by:

ηi =
∞
∑

m=0

p̃ [1− (1−p 2
a )

ki ]m (1− p̃ )m , (5.17)

which yields the desired expression.

Remark 2 Note that we ignore the effects of the presence of additional inter-layer links of i in the

computation of the re-infection probability. This is because the inherent problem setting is that

construction of interlinks is a costly operation and the number of interlinks associated with a hub

node is expected to be insignificant in comparison to the size of the intra-layer neighborhood. In the

presence of additional inter-links, ηi represents a lower bound to the empirically observed probability.

5.3.2 Estimation of infection size

As discussed in the previous section, a single interlink subgraph is generally not sufficient to sat-

isfy the infection density requirements Γ = (γa ,γb ) specified by Problem 5.2. This establishes

the necessity of considering multiple hubs for designing the interlinking structure between the

network layers. Let the set of hubs in the two desired regions in the network layers be denoted

by Ha and Hb , respectively, where cardinality of the two sets is given by na and nb . In this sec-

tion, we estimate the average infection size resulting from a candidate interlinking structureσ≡
{σa (1), · · · ,σa (na ),σb (1), · · · ,σb (nb )}, where σa (i ) (or σb (i )) represents the set of hubs in layer B

(or A) interlinked to the i th hub in layer A (or B ). In the next section, we optimize the interlinking

structureσ so as to maximize the estimated infection size.

We focus on the intra-layer and inter-layer neighborhood of a particular hub i in network layer A.

When the infection in the local intra-layer neighborhood of hub i dies out, hub i can be re-infected

by one of its inter-layer neighbors, represented by the setσa (i ). The probability that a particular
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hub j ∈σa (i )propagates its infection to hub i via the inter-layer link is given by Lemma 5.3.6 to be:

η j =
p̃

p̃ + (1− p̃ )(1−p 2)k j
, (5.18)

where k j denotes the intra-layer degree of hub j . As i can get re-infected by any one of its σa (i )

inter-layer neighbors, the overall infection probability is given by the expression: 1−
∏

j∈σ(i )(1−η j ).

Combining this with the estimate for infection size given by Lemma 5.3.5, the average size of infection

in the local intra-layer neighborhood around hub i is given by:

f (σa (i )) =
λa ki

1−λa

�

1−
∏

j∈σa (i )

(1−η j )
�

, (5.19)

where f (σa (i )) denotes the average infection size around hub i in layer A, σa (i ) denotes the set

of inter-layer neighbors of i , λa is the intra-layer infection propagation rate in layer A, λ̃ is the

inter-layer infection propagation rate, ki is the degree of node i and η j is the infection propagation

probability from j to i given by Lemma 5.3.6.

We remind the reader that even for a simplified epidemic model like the SIS model, an exact

analysis of the epidemic dynamics is not possible in general. This necessitates the use of approximate

analysis for characterizing the properties of epidemic dynamics on networks with arbitrary topology.

Recall that we focus on the low infection rate regime, where the epidemics are localized around

nodes of high degrees. Due to the localized nature of the infection patterns, the total infection size

in the composite metastable infection state, spanning multiple hub nodes, can be approximated by

the sum of the individual infection sizes around all hubs. This assumption makes sense since the

infection patterns in the local neighborhood of the hubs do not significantly interact with each other

due to the localized epidemics. Note that similar assumptions about the network topology are made

in works like [Cha09; Mou13] examining the critical infection rates in infinite sized scale free networks.

Although we focus on finite sized networks here, we verify via extensive simulation experiments

that the estimates of infection sizes, computed in this dissertation under such assumptions, remain

largely consistent with the simulations for extended ranges of parameters on both real world and

synthetic network topologies. Thus, for an interlinking structureσ, the average infection size around

the hubs, denoted by f (σ), is given by the expression:

f (σ) =
∑

i∈Ha

λa ki

1−λa

�

1−
∏

j∈σa (i )

q j

�

+

∑

i∈Hb

λb ki

1−λb

�

1−
∏

j∈σb (i )

q j

�

, (5.20)

where the summations index over the hub nodes in the two network layers, and q j ¬ (1−η j ). Note

that theσ(i )’s in the first summation refer to hub nodes in layer B and vice versa.
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5.4 Optimizing the Interlinking structure

In the previous section, we utilized the theoretical results developed in Lemmas to approximate

the infection size corresponding to a specific interlinking structureσ. Recall that the fundamental

purpose of the interlinking structure is to maintain interaction between different hubs so that if the

infection in the local neighborhood around a hub dies out, it can get re-infected by one of the other

hubs via an inter-layer link. Thus, it is easy to see that the hubs connected to each other via the

inter-layer links should form a connected graph so that all hubs can re-infect each other to sustain

the composite metastable infection state for a long time. Since the minimally connected graph

spanning n vertices is a tree, the minimum number of interlinks required to maintain connectivity

between na +nb hubs is na +nb −1, where na and nb represent the cardinalities of the set of hubs

Ha and Hb , respectively. The choice of the hubs constituting the sets Ha and Hb is discussed in the

next section. In this section, we impose this minimum constraint on the interlinking structureσ

and optimize it with the objective of maximizing the average infection size f (σ) given by (5.20). The

maximization of the infection size guarantees optimal utilization of the interlinks. The optimization

problem for determining the interlinking structure connecting the hubs Ha and Hb is given by:

max
σ

f (σ) (5.21a)

subject to
∑

i∈Ha

|σ(i )|=
∑

i∈Hb

|σ(i )|= na +nb −1, (5.21b)

⋃

i∈Ha

σ(i ) =Hb ,
⋃

i∈Hb

σ(i ) =Ha . (5.21c)

In the above optimization problem, the first constraint enforces that the minimum number of

interlinks are used for constructing the interlinking structure, while the second one ensures that

all hubs in Ha and Hb are supported via interlinks. As a first step towards obtaining the optimal

interlinking structure, we impose the assumption that the hub nodes in the same layer of the

network are of the same degree, i.e. ki = ka , ∀i ∈Ha and ki = kb , ∀i ∈Hb . The reason behind this

assumption is that the theoretically optimal interlinking structure can only be obtained under this

assumption. For the general case, the optimization problem looses its structure and we need to

resort to approximate greedy algorithms to design the interlinking structure.

5.4.1 Interlinking structure for identical hub degrees

In this section, we study the optimization problem (5.21) under the identical hub degree assumption,

where ka and kb represent the intra-layer degrees of the hubs in sets Ha and Hb , respectively. Under

this assumption, the interlinking structure σ can be simplified to the vectorized allocation of

interlinks b≡ [b1 · · ·bna
bna+1 · · ·bna+nb

], where bi specifies the number of interlinks allocated to hub

i . Note that the first na indices of b define the interlink allocation for the na hubs in Ha , while the

last nb indices define the allocations for Hb . The reason behind this simplification of the interlinking
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structure is that the identical hub degree assumption obfuscates the identity of the nodes in Ha

and Hb . As a result, the interlinking structureσ is completely specified by the information of the

number of interlinks allocated to each hub. It is easy to see that this simplification does not hold

in the general case where hubs in Ha and Hb have distinct intra-layer degrees. For identical hub

degrees, the objective function in (5.21) can be written as:

f (b) =
∑

i∈Ha

ξa

�

1−qa
bi

�

+
∑

i∈Hb

ξb

�

1−q bi
b

�

, (5.22)

where ξa ¬
λa ki
1−λa

and ξb ¬
λb ki
1−λb

are defined as the expected infection size around active hubs in both

layers of the network, as specified by Lemma 5.3.5; qa (or qb ) denotes the probability of infection

not propagating from a hub in Ha (or Hb ) to an inter-layer neighbor in Hb (or Ha ); and bi ¬ |σ(i )|
denotes the number of inter-layer neighbors of hub i . According to the definition of b, the first

summation runs over the initial na indices representing hubs in Ha , while the second summation

runs over the remaining nb indices representing the hubs in Hb . Our objective in this section can

be written as:

max
b

∑

i∈Ha

ξa

�

1−qa
bi

�

+
∑

i∈Hb

ξb

�

1−q bi
b

�

(5.23a)

subject to
∑

i∈Ha

bi =
∑

i∈Hb

bi = na +nb −1, (5.23b)

bi ≥ 1, ∀i ∈Ha ∪Hb . (5.23c)

Similar to (5.21), the first constraint in the above problem ensures that a minimum number of

interlinks are used, while the second constraint ensures that all hubs are supported by interlinks. Let

us separate the interlink allocation vector into two components bHa
and bHb

, representing interlink

allocation strategies for the hubs in Ha and Hb , respectively. It can be observed that the maximiza-

tion of the objective f (b) over the space of interlink allocation b is equivalent to independently

maximizing the two summations in the objective function over the layer-wise interlink allocation

structures bHa
and bHb

. This is because the two summations in the objective function in (5.23) are

only dependent on the layer-wise interlink allocations, i.e. variation in bHa
does not affect the second

term in the objective function (5.23a) and similarly, variation in bHb
does not affect the first term.

Note that the independence of the two summations in the objective function only holds true for

the identical hub degree case. We will make use of the following result in determining the optimal

interlinking structure maximizing the the objective in (5.23).

Lemma 5.4.1 The function f :Rd →R defined by f (x) =
∑

i c1(1− c xi
2 ) is Schur-concave (refer to )

for c1 ≥ 0 and 0≥ c2 ≥ 1, where x= [x1 · · · xd ]T .
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By the Schur-Ostrowski criterion [Pea92], we have that f is symmetric and all partial derivatives of

f exist, then f is Schur-concave if and only if the following condition holds for all x ∈Rd :

(xi − x j )
�

∂ f

∂ xi
−
∂ f

∂ x j

�

≤ 0, ∀1≤ i 6= j ≤ d . (5.24)

For our case, it is easy to see that f is symmetric and all its first partial derivatives exist. In order

to prove to Schur-concavity of f (x), we need to show that the above condition holds. The partial

derivatives can be computed as:
∂ f

∂ xi
=−c1c xi

2 log c2. (5.25)

Let us assume without loss of generality that xi ≥ x j . Plugging in the partial derivative computations

into the Schur-concavity condition gives us:

(xi − x j )
�

∂ f

∂ xi
−
∂ f

∂ x j

�

= (xi − x j )c1 log c2(c
x j

2 − c xi
2 )≤ 0,

where the final inequality holds because i) c
x j

2 ≥ c
x j

2 , since 0< c2 < 1 and xi ≥ x j ; and ii) log c2 < 0,

since 0 < c2 < 1. This satisfies the Schur-Ostrowski criterion and thus, proves the lemma. Let us

define the maximally uniform interlink allocation as follows: an interlink allocation strategy b≡
[b1 · · ·bna

bna+1 · · ·bna+nb
] is maximally uniform, if for bothbHa

≡ [b1 · · ·bna
]andbHb

≡ [bna+1 · · ·bna+nb
],

the variance of the allocation strategies bHa
and bHb

is minimum. In other words, an interlink alloca-

tion strategy is defined to be maximally uniform, if no exchange of interlinks among two hubs in Ha

or Hb can minimize the variance of b. It should not be difficult to see that for a maximally uniform b:

max
i 6= j
|bi − b j | ≤ 1, ∀i , j ∈Ha or Hb . (5.26)

This is because if two hubs in the same layer of the network have a difference of allocated interlinks,

which is greater than 1, we can always re-allocate the interlinks among these hubs to further minimize

the variance of b. With the schur-concavity of the function f defined in Lemma 5.4.1 and the

definition of maximally uniform interlink allocation in hand, we can state the result for the optimal

interlinking structure.

Theorem 5.4.2 If the hub nodes in each layer of the network, comprising the composite metastable

infection state, have the same intra-layer degree, the maximally uniform interlink allocation strategy

maximizes the expected infection size in the network.

As discussed earlier, under the uniform degree assumption of the hub nodes in Ha and Hb , the

maximization of the objective function in the optimization problem (5.23) is equivalent to two

independent optimization problems, for each layer of the network, which for layer A can be written
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as:

max
b

∑

i∈Ha

ξa

�

1−qa
bi

�

(5.27a)

subject to
∑

i∈Ha

bi = na +nb −1, (5.27b)

bi ≥ 1, ∀i ∈Ha . (5.27c)

Recall that qa ¬ 1−ηa , whereηa is defined in Lemma 5.3.6 as the probability of infection propagating

from a hub node in layer A to an interlinked hub in layer B . ξa is defined as the average infection

size in the local intra-layer neighborhood of an active hub in layer A and it can be expressed as

ξa =
λa ka
1−λa

, where ka is the intra-layer degree of the hubs in layer A and λa is the intra-layer infection

propagation rate in layer A. It is easy to verify that the objective function in the optimization problem

(5.27) is of the same form as that in Lemma 5.4.1 and thus, it is Schur-concave. As a consequence

of the definition of Schur-concavity, for all interlink allocation strategies bx ,by ∈Rna , where bx is

majorized by by , the value of the objective function corresponding to bx will be greater. Thus, as the

interlink allocation strategy becomes more and more uniform, the value of the objective function

increases.

Here, we are interested in obtaining the allocation strategy for (na + nb − 1) interlinks to na

hubs in layer A. It is easy to see that depending on the values of na and nb , a uniform allocation of

interlinks, where the same number of interlinks is allocated to all na hubs, is not possible. However,

as an outcome of the schur-concavity of the objective function, we can conclude that the maximally

uniform allocation strategy optimizes the objective function. The same arguments can be made for

the allocation of (na +nb −1) interlinks to the nb hubs in layer B , thus proving the theorem.

5.4.2 Interlinking structure for the general case

In the previous section, we showed that the optimal interlinking structure maximizing the average

infection size in the network can be obtained for the case where the intra-layer degrees of the hubs

in both layers of the network are the same. We utilized the Schur-concavity of the objective function

to conclude that the maximally uniform allocation of interlinks optimizes our objective. Recall that

the individual identities of the hub nodes are obfuscated under the identical degree assumption

and as a result, the interlinking structure can be specified just by the allocation of the number of

interlinks. In the general case with non-identical hub degrees, the Schur-concavity of the objective

function is lost and a theoretically optimal interlinking structure cannot be obtained. However, we

have been able to leverage certain conjectures about the interlink allocation strategy and the design

of the interlinks, which can be shown via simulations to outperform other heuristic and randomized

strategies. In particular, we propose a conjecture stating that the uniform allocation of interlinks

continues to be a good strategy even for the general case. Thereafter, we propose a greedy strategy

for the construction of the inter-layer links between the set of hubs Ha and Hb . Although both the

interlink allocation strategy and the greedy design of the interlinks are suboptimal, the superiority in
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performance of these strategies in comparison with randomized and heuristic interlinking strategies

is clearly showcased via extensive simulation experiments. We present the details of the randomized

and heuristic interlinking strategies along with the corresponding simulation experiments in Section

5.6.

Conjecture 5.4.3 Consider an interlink allocation strategy, where two hubs y and z in the same layer

of the network are interlinked to the set of hubsσ(y ) andσ(z ), respectively, where by ¬ |σ(y )| and

bz ¬ |σ(z )|. If by > bz +1, allocating an interlink fromσ(y ) toσ(z ), to make the interlink allocation

more uniform, leads to an improvement in the objective function f (σ) in (5.21) with high probability.

We focus on the limiting case, where by = bz + 2. For a larger difference in the allocation of the

interlinks, similar arguments can be applied recursively. Let the sets of nodes interlinked to u and v

before the exchange be given byσ(y ) = {h1, · · · , hby
} andσ(z ) = {hby+1, · · · , hby+bz

}. We are interested

in examining the change in the value of the objective function when the interlink allocation is made

more uniform, i.e. when a hub fromσ(y ) is moved toσ(z ). Let f (σ) and f (σ′) denote the average

infection sizes around the two hubs y and z before and after the exchange of the interlinks. Thus,

we can write:

f (σ) = ξy

�

1−
by
∏

j=1

q j

�

+ξz

�

1−
by+bz
∏

j=by+1

q j

�

, (5.28)

f (σ′) = ξy

�

1−
by−1
∏

j=1

q j

�

+ξz

�

1−
by+bz
∏

j=by

q j

�

, (5.29)

where we assume that the hub hby
is interlinked to z after the exchange; and q j = 1−η j , as defined

previously. The difference between the infection sizes after the exchange,∆ f ¬ f (σ′)− f (σ) can be

written as:

∆ f = (1−qby
)
�

ξz

by+bz
∏

j=by+1

q j −ξy

by−1
∏

j=1

q j

�

. (5.30)

The two products in the second term contain bz and bz +1 elements, respectively. Recall that the q j ’s

define the probability that an infection from hub j does not propagate to an interlinked neighbor.

For nodes of high intra-layer degrees (hubs), the q j ’s are expected to be small values near 0. As a

result, the product of bz terms is significantly higher than the product of bz +1 terms. In comparison,

the variation in the ξ¬ λk
1−λ values are expected to be much lower since only nodes of high intra-layer

degrees qualify as hubs according to the constraints specified in Lemma 5.3.3. Thus, although

Conjecture 5.4.3 cannot be rigorously proved, using the above arguments we can see how it holds

in practice. Furthermore, this result is verified by extensive simulation experiments presented in

Section 5.6.

Under the general case of non-identical intra-layer degrees of the hubs in Ha and Hb , the interlink

allocation strategy cannot solely determine the interlinking structure between the two network layers.

Unlike the previous case, here we need to devise an interlinking strategy in addition to the allocation
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of interlinks. Thus, we are interested in looking at the problem of optimizing the interlinking structure

given a maximally uniform interlink allocation, which was shown to be a good strategy by the

arguments in Conjecture 5.4.3. Unfortunately, even for this case a mathematically rigorous optimal

interlink structure design cannot be obtained. Interestingly, for a maximally uniform interlink

allocation we can rigorously obtain the interlinking structure minimizing the objective function in

(5.21) but a strategy for maximizing the objective cannot be obtained. This stems from the peculiar

result arising from the Generalized Rearrangement Inequality, which we developed in a previous

work [Cha17]. We present the statement of the inequality here without the proof for ease of reference.

Lemma 5.4.4 (Generalized Rearrangement Inequality) Given any two sequences of positive real

numbers, x = {x1, x2, · · · , xc n}and y = {y1, y2, · · · , yn}and any arbitrary permutationρ = {ρ1, · · · ,ρc n}
of the sequence {1, 2, · · · , c n}where ρi denotes the i th element of ρ, let us define the summations:

Φ1 =
n
∑

i=1

yi

c n
∏

j=1

xc n− j+1,Φ2 =
n
∑

i=1

yi

c n
∏

j=1

xρ j
,Φ3 =

n
∑

i=1

yi

c n
∏

j=1

x j . (5.31)

If the sequences {x } and {y } are both non-increasing or both non-decreasing,

(Φ1,Φ2)≤Φ3. (5.32)

We re-iterate the estimation of the infection size from (5.20) here for reference:

f (σ) =
∑

i∈Ha

λa ki

1−λa
+
∑

i∈Hb

λb ki

1−λb
(5.33)

−
�

∑

i∈Ha

λa ki

1−λa

∏

j∈σa (i )

q j +
∑

i∈Hb

λb ki

1−λb

∏

j∈σb (i )

q j

�

. (5.34)

It is easy from the expression above that the summations in Lemma 5.4.4 are similar in structure to

the terms inside the parenthesis. As a consequence of the result in Lemma 5.4.4, we can show that the

interlinking structure maximizing the average infection size cannot be obtained. In this dissertation,

we propose the construction of the interlinks based on the anti-monotonic arrangement, wherein

the hubs with the highest intra-layer degree in layer A are coupled to the hubs with the lowest

intra-layer degree in layer B . Although this interlinking strategy is provably sub-optimal due to the

result in Lemma 5.4.4, simulation results show that it outperforms other randomized interlinking

strategies. However, a surprising result revealed in our simulation experiments is that if a uniform

interlink allocation constraint is imposed, the variation of the interlinking structure does not have a

major impact on the average size of infection realized in the network. Thus, we can conclude that

for the general case of non-identical hub degrees, the interlink allocation strategy plays a more

important role than the specific interlinking structure. We plan to examine this observation in detail

in future works.
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5.5 Engineering the metastable state

The analysis of the epidemic dynamics on interlink subgraphs revealed that under certain conditions,

specified by Lemma 5.3.3, a single interlink connecting two hubs can sustain a metastable infection

state in the local intra-layer neighborhood around the hubs. However, we show via Lemma 5.3.5 that

the average infection size in the local neighborhood of each hub is approximately given by λk
1−λ , where

k denotes the intra-layer degree of the hub and λ indicates the intra-layer infection propagation

rate. We remind the reader that since our fundamental objective is to achieve controlled infection

spreading in networks, we are primarily interested in the regime of low infection propagation rates,

where the epidemics are localized in the desired region of the network. It should not be difficult to

see that for low values of λ, the average infection size resulting from a single interlink will usually

be insufficient for most practical problems. In this section, we discuss the scheme of engineering

composite metastable infection states utilizing a viable number of interlinks, significantly lower

than the size of the desired region of the network.

5.5.1 The core and supplementary groups

We start our discussion about the construction of the composite metastable infection state by

defining two groups of nodes: the core group and the supplementary group. A group is nothing

but the set of hubs in both layers of the desired region of the network, around which a metastable

infection state can be sustained. More specifically, these two groups define the set of nodes in the

desired region of the network which can support a metastable infection state by using a single

interlink. Thus, the core and the supplementary groups define the nodes in the network which can

sustain metastable infection state utilizing minimum number of interlinks. A core group is defined

as a set of nodes χ0
a ∪χ

0
b , where any interlink subgraph between two nodes from χ0

a and χ0
b can

sustain a metastable infection state in its neighborhood. In other words, χ0
a and χ0

b are defined

as the set of nodes in Da and Db , respectively, such that an interlink between any a ∈χ0
a and any

b ∈χ0
b satisfies Lemma 5.3.3. On the other hand, the supplementary group, represented by χ1

a ∪χ
1
b ,

is defined as the set of nodes in Da and Db which need the support of specific nodes from the core

group for sustaining long lasting infections. The core group provides us with increased flexibility

with respect to the design of the interlinking structure since by definition, any interlink between two

constituents can support long lasting infections. Using the supplementary group for engineering

the composite metastable state puts additional constraints on the interlinking structure, as any

interlink between the constituents cannot sustain a metastable infection state as the requirements

specified in Lemma 5.3.3 are not satisfied for all pairs.

Let us represent the nodes with the highest intra-layer degree in Da and Db by a1 and b1, respec-

tively. Letφa (φb ) denote the set of nodes in Da (Db ), which satisfy the constraints in Lemma 5.3.3
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when interlinked to b1 ∈Db (a1 ∈Da ). Mathematically, this can be written as:

φa = {v ∈Da |δ̄a (v ) · δ̄b (b1)< λ̃
2}, (5.35)

φb = {v ∈Db |δ̄b (v ) · δ̄a (a1)< λ̃
2}. (5.36)

where δ̄l (i ) denotes the effective recovery rate for node i in layer l as defined by Lemma 5.3.3. Since

we are defining φa and φb with respect to the highest degree node in the other layer, these two

sets specify the nodes in the desired network region Da and Db , which can sustain a metastable

infection state in their neighborhood by using a minimum number of interlinks. Recall that by

Lemma 5.3.1, the effective recovery rate δ̄(i ) decreases with the infection propagation rates. Thus,

for a low enough infection parameter λ = (λa ,λb , λ̃), the sets φa and φb can be empty. φa and

φb can also be empty if the desired subgraphs comprises nodes of low intra-layer degrees. The

emptiness of theφ’s imply that the network parameters in Problem 5.2 are not sufficient to induce

long lasting metastable infection states by using a minimum number of interlinks. Although we

discuss some techniques to augment the infection state resulting from the hubs inφa andφb in

later sections of this dissertation, relying solely on the augmentation techniques leads to unstable

infection states. For this dissertation, we consider network parameters leading to empty sets forφa

andφb to be infeasible regions, where the interlinking design strategies proposed here cannot be

utilized to solve Problem 5.2.

Assuming non-emptyφa andφb , which constitutes the feasible region for interlink construction,

the core hub group can be defined as:

χ0
a = {v ∈Da |δ̄a (v )< λ̃}, (5.37)

χ0
b = {v ∈Db |δ̄b (v )< λ̃}. (5.38)

It can be easily verified that an interlink between any two nodes, i ∈χ0
a and j ∈χ0

b , satisfies Lemma

5.3.3 and as a consequence, can support a metastable infection state in the intra-layer neighborhood

of i and j . As a consequence of the definition ofφa andφb in (5.35)-(5.36), the following relations

hold:

χ0
a ∪χ

1
a =φa ,χ0

b ∪χ
1
b =φb . (5.39)

Thus, the supplementary group of hubs can be simply defined as: χ1
a =φa −χ0

a and χ1
b =φb −χ0

b .

Unlike the core group, constituents of the supplementary group cannot be interlinked arbitrarily to

each other. By the definition of theφ’s, we can see that any node in the supplementary group can

be interlinked to the highest degree node in the other network layer. However, we showed in the

previous section that a uniform allocation of interlinks maximizes the average infection size. Thus,

interlinking all nodes in the supplementary group to the highest degree nodes in the other layer is

not a good interlinking strategy. Note that the subset of nodes from the supplementary group, which

can be interlinked reliably to nodes of the core group, progressively shrinks as we try to interlink

them to nodes of lower intra-layer degree. This complicates the design of the interlinking structure
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for the supplementary group of hubs, as will be seen in later sections.

5.5.2 Augmenting the metastable state

The core and the supplementary group of hubs define the set of nodes, in the desired region of the

network, which can sustain a composite metastable infection state in their intra-layer neighborhoods

using minimum number of interlinks. The role played by the inter-layer connections in this case

is to maintain a reliable interaction among the different hubs so that if the infection in the local

neighborhood of any hub dies out, it can be re-infected by an interlinked hub. However, for some

practical problems the infection size achievable from the core and the supplementary group may

be insufficient. In this section, we discuss strategies of augmenting the metastable infection state so

as to increase the average infection size.

Contrary to the case of the core and the supplementary groups, the interlinks play a dual role

during the augmentation of the metastable state. In addition to maintaining a reliable interaction

between different hubs, the interlinks also need to enhance the inter-layer degree of the nodes so

as to qualify them as hubs. Note that all nodes which qualify as “hubs" using a single interlink, by

satisfying the constraints specified in Lemma 5.3.3, are included in the definition of φa and φb

in (5.35)-(5.36). As a result, any node used to augment the metastable infection state necessarily

requires multiple inter-layer links, where the required number of inter-layer links can be estimated

from Corollary 5.3.4. A natural question arises whether the multiple interlinks should be used either

to enhance the interaction with other hubs or to increment the average infection size by expanding

the neighborhood of these new hubs to include nodes beyondφa andφb . We take a deeper look into

this trade-off below. It will be evident from the following discussion that the mathematics governing

the augmentation of the metastable infection state is significantly more complex than the previous

analysis presented here and a rigorous treatment is not possible. As a part of future extensions to

this work, we plan to explore whether other mathematical models can allow us to develop more

rigorous arguments for constructing the composite metastable infection state.

Let us discuss the impact of augmenting the composite metastable state, comprising the core

and the supplementary groups, with the node i . We assume without loss of generality that i ∈Da . Let

ci be the total number of interlinks required for i to qualify as a hub. Recall that ci can be computed

from Corollary 5.3.4. As discussed above, the interlinks of i have two goals: i) maintaining interaction

with hubs in the metastable state, and ii) expanding the metastable state by including additional

nodes. For satisfying the first goal, the interlinks should be connected to existing hubs. Recall that

Corollary 5.3.4 is obtained under the assumption that the hub is interlinked to nodes of minimal

degree. Thus, i can sustain a metastable infection state in its neighborhood if it is interlinked to

any node in the core or the supplementary group. The coupling to the core or the supplementary

group is necessary so that augmented hubs can be re-infected by other hubs. Let us assume that

among the ci interlinks added to i , di links are connected to hubs in the core and the supplementary

group, while the remaining are connected to the un-interlinked nodes from Db −φb with the highest

intra-layer degrees. The reason behind choosing the nodes with the highest intra-layer degrees is
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to maximize the infection size resulting from the augmentation of the metastable state. Let ∆ f

denote the increment in the average infection size resulting from augmenting the metastable state

by including node i . We can write:

∆ f =
λa ki

1−λa

�

1−
di
∏

j=1

q (b )j

�

+
ci−di
∑

j=1

λb k j

1−λb
(1−q (a )i ), (5.40)

where q (b )j represents the probability that the infection from node j in layer B does not propagate

to i and q (a )i denotes the probability that infection from i ∈Da does not propagate to the ci −di

interlinked nodes in layer B . It can be observed from the above expression that as di increases,

the first term increases whereas the second one decreases. However, the gain in the first term

progressively diminishes are more terms are added where it finally converges to λa ki
1−λa

. For the second

term, the growth is almost linear in the number of terms. Although a rigorous maximization is

not possible owing to the non-convexity of the problem, it is not difficult to see that an optimal

interlinking strategy would be to use a few interlinks to maintain the interaction with other hub

nodes in the core and the supplementary group, while the remaining interlinks should be connected

so as to include new nodes in the metastable infection state. We performed some experiments to

observe the impact of different values of di and observed that di = 2 works well for most cases.

5.5.3 Algorithms for interlinking design

In the following, we present the algorithms for designing the interlinking structure for the three

cases: i) the core group of hubs, ii) the supplementary group of hubs, and iii) the augmentation of

the metastable infection state formed by the core and the supplementary hub groups. Obtaining the

set of hubs necessary for satisfying the infection density requirements in Problem 5.2 is presented

in the next section. Here, we present the interlinking strategies under the assumption that the set of

hubs is already known.

The design of the interlinking structure for the core group of hubs is presented in Algorithm 4. Our

objective is to design the interlinking structure between two set of hubs H 0
a ⊆χ

0
a and H 0

b ⊆χ
0
b , where

the core groups χ0
a and χ0

b are defined by the equations (5.37)-(5.38). We design the interlinking

structure from the perspective of the layer with the lesser number of nodes; if H 0
a and H 0

b have

the same number of nodes Algorithm 4 holds for both perspectives. Without loss of generality, we

assume that |Ha | ≤ |Hb |. Let us index the hubs in H 0
a in the decreasing order of the intra-layer degrees

and the hubs in H 0
b in the increasing order of the intra-layer degrees. Algorithm 4 starts with the

computation of the required number of interlinks ltot ¬ n 0
a +n 0

b −1, where n 0
a and n 0

b represent the

number of nodes in H 0
a and H 0

b , respectively. In Section 5.4, we show that the maximally uniform

allocation of interlinks is a good strategy, although its optimality can be rigorously proved only for

the case of identical hub degrees. Furthermore, we show that the anti-monotonic interlinking of
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Algorithm 4 Interlinking the core group

1: procedure CORESTRAT(H 0
a , H 0

b )
2: (n 0

a , n 0
b )← (|H

0
a |, |H

0
b |).

3: ltot← (n 0
a +n 0

b −1), ib ← 0.

4: r ← ltot(mod n 0
a ), q ←b ltot

n 0
a
c

5: σ≡ {σ(i ) = ;, ∀1≤ i ≤ na }, defining the
6: interlinks for i ∈Ha .
7: for ia = 1, · · · , na do
8: if ia ≤ r then
9: σ(ia )←H 0

b [ib : ib +q +1]
10: ib = ib +q
11: else
12: σ(ia )←H 0

b [ib : ib +q ]
13: ib = ib +q −1

14: return H 0
a ↔H 0

b

hubs based on their intra-layer degrees is expected to perform better. Utilizing these two ideas,

we device a greedy strategy for designing the interlinking structure for the core group of hubs. Let

the quotient and remainder resulting from dividing ltot by n 0
a be denoted by q and r , respectively,

where ltot = q ·n 0
a + r . The interlinking structure is described byσ≡ {σa (1), · · · ,σa (na )}, whereσa (i )

denotes the set of nodes in layer B interlinked to the i th node in H 0
a . Let ib denote the index of the

hubs in layer B . To satisfy the maximally uniform interlink allocation, we greedily couple the first r

hubs in H 0
a to q +1 nodes in H 0

b , where H 0
b [ib : ib +q +1] represents the q +1 nodes with indices

running from ib through ib +q +1. Each of the remaining na − r nodes in H 0
a are interlinked to q

nodes in H 0
b . Note that adjacentσa (i )’s share one element ensuring the connectivity of the network

of hubs in H 0
a and H 0

b . An instance of the interlinking strategy is presented in Fig. 5.3. Algorithm 4

returns the interlinking structureσ between the set of hubs H 0
a and H 0

b denoted by the expression

H 0
a ↔H 0

b , where the superscript indicates that these hubs are a subset of the core group of hubs.

Next, let us discuss the design of the interlinking structure for the supplementary group. The

procedure for this is detailed in Algorithm 5. Our objective here is to interlink the two supplementary

groups H 1
a and H 1

b with the interlinked core group H 0
a ↔H 0

b . Let us index the nodes in H 1
a and H 1

b

in the decreasing order of their intra-layer degree. For each node i ∈χ1
a , we can define the candidate

sets:

κi = { j ∈χ0
b |δ̄a (i )δ̄b ( j )< λ̃

2}. (5.41)

By Lemma 5.3.3, we know that any interlink between i and an element of the candidate set is able

to sustain a metastable infection state. Note that χ0
b is the candidate set for nodes in χ0

a and vice

versa, which is why all interlinks between members of the core group are valid. This difference in

the candidate sets complicates the design of the interlinks for the supplementary hubs. Starting

from the node in H 1
a with the highest intra-layer degree, we interlink it to a node in its candidate set

with the minimum degree. It should not be difficult to see that this strategy biases the allocation
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Figure 5.3 Instance of interlinking structure between two subsets of the core group, with H 0
a = {1,2,3}

and H 0
b = {1,2,3,4,5}. The maximally uniform interlink allocation to H 0

a following Algorithm 4 is 3, 2, 2,
respectively

of interlinks towards low degree hubs in the candidate set. However, the size of the candidate sets

κi progressively reduces as we move towards nodes i with smaller intra-layer degrees, since δ̄(i )

varies inversely with the node degree of i . As a result, nodes of lower intra-layer degrees in H 1
a are by

default interlinked to the higher degree nodes in H 0
b as the candidate sets shrink in size. Due to these

competing factors, the simple interlinking strategy in Algorithm 5 works quite well in practice.

Finally, Algorithm 6 presents the interlink design strategy for further augmenting the metastable

infection state beyond the core and the supplementary groups; the infection state resulting from

H 0
a ∪H 1

a ↔H 0
b ∪H 1

b is augmented with the sets H 2
a and H 2

b . For this case, we utilize the result in

Corollary 5.3.4, establishing the sufficient condition for the existence of a metastable infection

state in the neighborhood of a node. The augmentation of the metastable state by including node

i ∈ Da −φa is done via connecting i to the core or the supplementary group of nodes via two

interlinks, while the remaining interlinks are coupled to nodes of the highest intra-layer degree

in Db −φb . The design strategy for the core and the supplementary group of hubs as well as the

augmentation of the metastable state will be further clarified when we look at specific case studies

in Section 5.6.

5.5.4 Estimating the hub sets

The scheme of achieving controlled infection spreading in the network is to incrementally assemble

a composite metastable infection state in the desired region of the network by interlinking different

hubs in the network to each other. Each hub, owing to the size of its neighborhood, is capable of

sustaining a long lasting infection in its immediate neighborhood. Thus, by interlinking different

hubs, we ensure a reliable interaction between them so that they can re-infect each other and

thereby sustain long lasting infections in their neighborhood. In the previous section, we presented

the algorithms for interlinking the core and the supplementary group of hubs. Furthermore, we also
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Algorithm 5 Interlinking the supplementary group

1: procedure SUPPSTRAT(H 1
a , H 1

b , H 0
a ↔H 0

b )
2: (n 1

a , n 1
b )← (|H

1
a |, |H

1
b |).

3: ###Generating interlinks between H 1
a and H 0

b
4: σ≡ {σ(i ) = ;, ∀1≤ i ≤ n 1

a }, defining the
5: supplementary interlinks for i ∈H 1

a .
6: for i = 1, · · · , n 1

a do
7: κi = { j ∈H 0

b |δ̄a (i )δ̄b ( j )< λ̃2}.
8: σ(i )←minimum degree node in κi .

9: ###Generating interlinks between H 1
b and H 0

a
10: σ≡ {σ(i ) = ;, ∀1≤ i ≤ n 1

b }, defining the
11: supplementary interlinks for i ∈H 1

b .
12: for i = 1, · · · , n 1

b do
13: κi = { j ∈H 0

a |δ̄a ( j )δ̄b (i )< λ̃2}.
14: σ(i )←minimum degree node in κi .

15: return H 0
a ∪H 1

a ↔H 0
b ∪H 1

b

discussed the scheme of augmenting the infection state to include additional nodes, though the

augmentation necessitates the use of additional interlinks. However, the design of the interlinking

structure was done under the context where the different hub sets H i
a and H i

b are known, where

i = 0, 1, 2 denote the core, the supplementary and the augmented group of nodes, respectively. It is

important to note that the specific design of the interlinking structure is dependent on the desired

infection density Γ = (γa ,γb ) in the desired region of the network denoted by Da and Db . Here γa and

γb denote the desired average fraction of infected nodes in the network region. In this section, we

discuss the estimation of the hub sets necessary to compose the metastable infection state satisfying

the infection density requirements. Recall that our main interest lies in cases where a controlled

infection can be induced in the desired region using significantly lower number of interlinks than

the size of the regions.

The basic idea behind the estimation of the number of hubs is to progressively “grow" the

metastable infection state by interlinking additional hubs to expand the metastable state, until the

infection density requirements are satisfied. It can be observed from (5.20) that the estimation of

the infection size is dependent on the hub sets Ha and Hb and the specific interlinking structure

between these sets. However, we saw in the previous section that the design of the interlinking

structure is different for the core, the supplementary or the augmented group. Furthermore, it

is important to note that the definitions of the different groups are dependent on the infection

spreading parameter λ ≡ (λa ,λb , λ̃), i.e. λ determines whether Ha and Hb can be composed of

solely with nodes in the core group, or whether supplementary and augmented group of nodes are

necessary.

In order to develop the method for estimation of the hub sets Ha and Hb required for constructing

the desired metastable infection state satisfying the infection density requirements of our problem,
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Algorithm 6 Augmenting the metastable state
t

1: procedure AUGSTRAT(H 2
a , H 2

b , H 0
a ∪H 1

a ↔H 0
b ∪H 1

b )
2: (n 2

a , n 2
b )← (|H

2
a |, |H

2
b |).

3: ###Generating interlinks between H 2
a and Db

4: σ≡ {σ(i ) = ;, ∀1≤ i ≤ n 2
a }, defining the

5: supplementary interlinks for i ∈H 2
a .

6: for v ∈H 2
a do

7: cv ← compute using Corollary 5.3.4.
8: σ(i )← 2 random nodes in H 0

b ∪H 1
b .

9: σ(i )← top cv −2 nodes in Db −H 0
b ∪H 1

b .

10: ###Generating interlinks between H 1
b and H 0

a
11: Repeat Steps 4 - 9 with layer roles reversed.
12: return H 0

a ∪H 1
a ∪H 2

a ↔H 0
b ∪H 1

b ∪H 2
b

we formulate a sub-routine that identifies the distribution of the three groups (core, supplementary

and augmented) in Ha and Hb , and interlinks the hubs accordingly. Algorithm 7 starts with the

computation of the core and the supplementary groups in the desired region of the network Da

and Db with respect to λ. Thereafter, the sets Ha and Hb are compared with the core and the

supplementary groups to determine whether augmentation is necessary. The flags cl ’s and sl ’s,

respectively denote whether the core and the supplementary groups in layer l have been exhausted

by Ha and Hb , indicating the necessity of augmentation of these groups to engineer the required

metastable infection state. Finally, the interlinking structure between Ha and Hb is designed utilizing

the three methods developed in the previous section.

With this sub-routine in hand, we are ready to describe the method for the estimation of the hub

sets Ha and Hb that can satisfy the infection density requirements of our problem. It should be clear

from the above discussion that the problem of estimating the number of hubs cannot be decoupled

from the problem of designing of the interlinking structure. Due to this reason, the only way to ensure

the use of a minimum number of interlinks is to sequentially grow the metastable infection state by

considering additional hubs in Ha and Hb , until the infection density requirements are satisfied.

Thus, the algorithm for the estimation of the hubs Algorithm 8 essentially gives us the desired

metastable infection state. The input to Algorithm 8 is the desired infection sizes ξa
des ¬ γa |Da | and

ξb
des ¬ γb |Db |. The algorithm first computes the core and the supplementary node groups and then

populates the sets H∞
a and H∞

b in the decreasing order of the intra-layer degrees. H∞
l comprises

the core group, the supplementary group and the rest of the nodes in the desired region Dl . Thus,

the ordered sets H∞
a and H∞

b describe the order of the nodes from the desired region which are to

be used to grow the metastable infection state that can satisfy the infection density requirements

of our problem. The intermediate infection densities, given by ξa
curr and ξb

curr in Algorithm 8, are

computed from (5.20), representing the estimated infection sizes in both layers of the network. Thus,

we can see that Algorithm 8 essentially achieves the controlled infection spreading parameterized
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Algorithm 7 Generating optimal interlinks
1: procedure GENOPTINTER(Ha , Hb ,λ)
2: Compute χ0

a ,χ1
a ,χ0

b ,χ1
b forλ.

3: ###Checking core and supplementary groups in Da .
4: (ca , sa ) = (False, False).
5: if Ha ⊆χ0

a then
6: Do nothing.
7: else
8: if Ha ⊆χ0

a ∪χ
1
a then

9: ca = True, sa = False.
10: else
11: ca = True, sa = True.

12: ###Checking core and supplementary groups in Db .
13: (cb , sb ) = (False, False).
14: if Hb ⊆χ0

b then
15: Do nothing.
16: else
17: if Hb ⊆χ0

b ∪χ
1
b then

18: cb = True,sb = False.
19: else
20: cb = True, sb = True.

21: ###Constructing the interlinks.
22: σ←{}.
23: if ca is False then
24: if cb is False then
25: σ= CORESTRAT(Ha , Hb )
26: else if cb is True and sb is False then
27: σ=CORESTRAT(Ha ,χ0

b )
28: σ=SUPPSTRAT({}, Hb −χ0

b ,σ)
29: else
30: σ=CORESTRAT(Ha ,χ0

b )
31: σ=SUPPSTRAT({},χ1

b ,σ)
32: σ=AUGSTRAT({}, Hb − (χ0

b ∪χ
1
b ),σ)

33: else if ca is True and sa is False then
34: if cb is False then
35: σ= CORESTRAT(χ0

a , Hb )
36: σ=SUPPSTRAT(Ha −χ0

a ,{},σ)
37: else if cb is True and sb is False then
38: σ=CORESTRAT(χ0

a ,χ0
b )

39: σ=SUPPSTRAT(Ha −χ0
a , Hb −χ0

b ,σ)
40: else
41: σ=CORESTRAT(χ0

a ,χ0
b )

42: σ=SUPPSTRAT(Ha −χ0
a ,χ1

b ,σ)
43: σ=AUGSTRAT({}, Hb − (χ0

b ∪χ
1
b ),σ)

44: else
45: if cb is False then
46: σ= CORESTRAT(χ0

a , Hb )
47: σ=SUPPSTRAT(χ1

a ,{},σ)
48: σ=AUGSTRAT(Ha − (χ0

a ∪χ
1
a ),{},σ)

49: else if cb is True and sb is False then
50: σ=CORESTRAT(χ0

a ,χ0
b )

51: σ=SUPPSTRAT(χ1
a , Hb −χ0

b ,σ)
52: σ=AUGSTRAT(Ha − (χ0

a ∪χ
1
a ),{},σ)

53: else
54: σ=CORESTRAT(χ0

a ,χ0
b )

55: σ=SUPPSTRAT(χ1
a ,χ1

b ,σ)
56: σ=AUGSTRAT(Ha−(χ0

a ∪χ
1
a ), Hb−(χ0

b ∪χ
1
b ),σ)

57: returnσ

103



Algorithm 8 Constructing the metastable infection state

1: procedure CONSTRUCTMETA(ξa
des,ξb

des,λ)
2: Compute χ0

a ,χ1
a ,χ0

b ,χ1
b for λ

3: H∞
a ←{χ0

a ,χ1
a , Da − (χ0

a ∪χ
1
a )} indexed by degrees.

4: H∞
b ←{χ0

b ,χ1
b , Db − (χ0

b ∪χ
1
b )} indexed by degrees.

5: (ia , ib )← (1, 1).
6: Ha ←{χ0

a [ia ]}, Hb ←{χ0
b [ib ]}.

7: σ←GENOPTINTER(Ha , Hb ,λ)
8: (ξa

curr,ξb
curr) = f (σ) computed using (5.20).

9: while ξa
curr <ξ

a
des or ξb

curr <ξ
b
des do

10: if ξa
curr <ξ

a
des then

11: Ha =Ha +H∞
a [ia ]

12: σ=GETOPTINTER(Ha , Hb )
13: ξa

curr = fa (σ) computed using (5.20)
14: ia = ia +1

15: if ξb
curr <ξ

b
des then

16: Hb =Hb +H∞
b [ib ]

17: σ=GETOPTINTER(Ha , Hb )
18: ξb

curr = fb (σ) computed using (5.20)
19: ib = ib +1

20: returnσ

by γa and γb in the desired region Da and Db of the network. It is important to note that the control

of the infection density is discrete in nature. As additional nodes are progressively interlinked to the

metastable infection state, a fraction of their neighborhoods, parameterized by the corresponding

intra-layer infection rate λa or λb , continues to remain infected. The discrete variation in the

achievable infection density is dependent on the specific intra-layer degrees of the hubs in Da and

Db . Thus, this discrete control of the infection size describes an important limitation of the solution

to Problem 5.2.

5.5.5 Limits of achievable infection densities

We end this section by discussing the limits of the achievable infection densities in the desired

subgraphs Da ⊆Ga and Db ⊆Gb , where Ga and Gb are the isolated network layers given in Problem

5.2. It should be intuitive that any desired infection density 0≤ γa ,γb ≤ 1 is not achievable in the

desired subgraphs. Here, we discuss the limits of the achievable infection densities which can be

realized using a small number of interlinks.

It should be clear from the discussion in the previous section that the composite metastable

infection state comprising the core and the supplementary group of hubs, represents the case where

the design of the interlinking structure utilizes the minimum number of inter-layer links. This is

because the construction of the interlinking structure between χ0
a ∪χ

1
a and χ0

b ∪χ
1
b is realized by

interlinking the hubs in the core and the supplementary groups to form a minimally connected
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graph: a tree. The exact computation of the infection size achievable by these two groups of hubs is

given by (5.20), which is dependent on the interlinking structureσ. To avoid the dependence onσ,

a simple upper bound can be obtained by neglecting the q j terms:

γcs
a =

λa

1−λa

∑

i∈χ0
a∪χ1

a

ki , (5.42)

γcs
b =

λb

1−λb

∑

i∈χ0
b∪χ

1
b

ki . (5.43)

In the above equations, γcs
l represents the infection density in layer l of the network achievable by

using the nodes in the core and the supplementary group of hubs. Thus, Γ cs = (γcs
a ,γcs

b ) is nothing

but the sum of the intra-layer degrees of the nodes in the core and the supplementary group, scaled

by a function of the infection propagation rate in the network layers. Γ cs is an important threshold as

it indicates the approximate limits of infection sizes, which can be induced by utilizing a minimum

number of interlinks. Although we discuss techniques for augmenting the metastable infection state

formed by the core and the supplementary group of hubs, these techniques are not very reliable

in pushing the achievable infection density far beyond Γ cs. Thus, for cases where the desirable

infection density (Γ ) is much higher than that achievable by the core and the supplementary hubs

(Γ cs), a sensible strategy is to strive for increasing the infection propagation rate λ= (λa ,λb , λ̃) so as

to include more nodes in φa and φb which can lead to an increment in the achievable infection

density Γ cs.

5.6 Simulation Results

The basic idea behind our work is to estimate the epidemic dynamics in complex networks utilizing

approximate methods, since the exact mathematical model is not tractable in the general case. In

this section, we discuss our simulation experiments validating our approximate theoretical results

on both synthetic and real world networks. We start this section by discussing the details of the

simulation framework for studying the epidemic dynamics in networks. We proceed by verifying

the theoretical results presented in the Lemmas by testing them on complex network topologies.

Recall that the theoretical results obtained in Section 5.3 are based on various simplifications of

the topology and thus, examining their validity on complex network topologies is an important

step. Thereafter, we compare our interlinking design strategy with other heuristics to observe the

variation in performance. To the best of our knowledge, ours is one of the first works in optimizing

the network structure to achieve a desired infection density and we have not been able to find

other strategies in literature against which our proposed strategy can be compared. Due to this

reason, we compare the performance of our proposed method with variations of our strategy to

portray the impact the interlinking design on the properties of localized infection states. Finally,

we present two case studies involving real world networks, where we showcase our algorithm for

designing the interlinking structure to satisfy the infection density requirements. The real world
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networks have been chosen to serve as examples of practical network design problems, where the

ideas presented in our dissertation can be utilized. The infection density requirements in the two

case studies showcase the interlinking design problem under two regimes: i) the sufficient case,

where the core group of hubs present in the network are sufficient to achieve the desirable infection

state, ii) the augmented case, where the core and the supplementary groups in the network are not

sufficient and we need to augment the resulting metastable infection state to satisfy the infection

density requirements.

5.6.1 Details of the Simulation Framework

The SIS epidemics on networks are simulated with a continuous time dynamics using the Gillespie

algorithm [Gil77]which is popularly used in most works in this area. We use Python and its associ-

ated libraries (NetworkX, NumPy) to build our simulation framework. In particular, we extend the

simulation framework presented in [Bog13] to a multilayer scenario. For all the simulation experi-

ments, the infection seeds are taken to be the different hubs in the network. During the course of the

simulations, we track three quantities: i) the number of infected nodes in each layer of the network,

denoted by NI (t ), ii) the number of active intra-layer links, denoted by EA(t ), and iii) the number of

active inter-layer links, denoted by ẼA(t ). Here active links are the network edges originating from

infected nodes. At each step of the simulation by the Gillespie algorithm, one of three events occur: i)

a randomly chosen infected node is cured with probability pr =NI (t )/[NI (t )+λEA(t )+λ̃ẼA(t )], ii) an

active intra-layer link is randomly chosen with probability pi =λEA(t )/[NI (t )+λEA(t )+ λ̃ẼA(t )] and

the susceptible node attached to this active link (if present) is infected, and iii) an active inter-layer

link is randomly chosen with probability pĩ = λ̃ẼA(t )/[NI (t )+λEA(t )+ λ̃ẼA(t )] and its susceptible

end point is infected. Note that for cases where the intra-layer infection propagation rate is different

for both layers, the active links in each layer need to be tracked individually. It is easy to see that

pr +pi +pĩ = 1 and thus, one of these three events occurs at each time step. Thereafter, the system

time is updated as t → t +1/[NI (t )+λEA(t )+ λ̃ẼA(t )] and the infected nodes and active links are

recomputed. Due to the stochastic nature of the epidemic dynamics, we plot the averaged results

over multiple independent Monte Carlo (MC) runs for all the figures.

5.6.2 Verification of the Lemmas

The fundamental contribution of this dissertation is to approximate the epidemic dynamics in

complex networks by studying epidemics in microscopic subgraphs. In particular, the dynamics

are characterized by localized metastable infection states in the local neighborhood of high degree

nodes (hubs) and the relative interaction between different hubs. For the verification of Lemma

5.3.3, we simulated the extinction times of epidemics on different interlink sub-graphs, where the

intra-layer degree of the end-point of the interlink in layer B is kept fixed, while the intra-degree

of the end-point in layer A is varied in the x -axis. To achieve the setting of this experiment, we

generate the layer B of the network as a Barabasi-Albert (BA) graph with parameter m = 1 of size

5000. A node of degree 100, chosen from layer B , is taken to be one of the fixed end-points of the
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Figure 5.4 Variation of extinction time in interlink subgraphs with the intra-layer degrees of the con-
stituent hubs.

interlink subgraph. For the other end-point of the interlink subgraph, nodes of desired intra-layer

degrees are chosen from layer A, generated as another BA graph with the same parameters. For cases

where a node with a particular intra-layer degree is not available, we regenerate the network layer

with the same or a larger size depending on the necessity. Starting from the initial configuration

of both hub nodes infected, we compute the duration of the metastable infection state until the

absorbing state configuration is reached and plot in the y axis. For each construction of the interlink

subgraph, the average infection lifetime over 500 MC runs is plotted. In Figure 5.4, we observe a sharp

increase in the extinction times as the intra-layer degrees of the hub nodes exceed the threshold

as predicted by Lemma 5.3.3. This marks the onset of "long" infection times, where metastable

infection states are sustained in the interlink subgraph for times exponential in the hub degree.

As we can see from Figure5.4, the predicted thresholds accurately predict the onset of metastable

infection states for both synthetic and real world networks. This supports a key approximation in

our mathematical analysis of the epidemics: the epidemic dynamics in complex networks can be

accurately approximated by characterizing the dynamics in the local neighborhood of hubs.

In Figure 5.5, we verify the predictions in Lemma 5.3.6 by simulating epidemic dynamics in

interlink subgraphs spanning i ∈Va and j ∈Vb with the initial infection configuration {i }, i.e. only

the hub in layer A is infected. We are interested in simulating the probability of propagation of

infection to hub j via the interlink and comparing it with our theoretical predictions. We consider

the same setting as the previous experiment, wherein the intra-layer degree of node j is kept fixed

while the intra-layer degree of i is varied. We simulate the epidemic dynamics in this scenario and

the probability with which the infection from i propagates to j is plotted with respect to the hub

degree of i . It can be observed from Figure 5.5 that the simulated probabilities closely follow the

theoretical predictions for different network classes.

Finally, in Figure 5.6, we compare the theoretical estimation of the infection size presented in

(5.20) with the simulated values, for the simplest case of an interlink subgraph. For an interlink
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Figure 5.5 Variation of ηi with hub degree ki for different infection propagation rates.

subgraph spanning i ∈ Va and j ∈ Vb , the infection size in layer A is given by λa ki
1−λa

η j , where η j

denotes the probability of the infection propagating to i from j given by Lemma 5.3.6, ki denotes

the intra-layer degree of i and λa is the intra-layer infection propagation rate in layer A. To test the

validity of the above expression, we simulate the epidemic dynamics on an interlink subgraph where

the intra-layer degrees of both endpoints are 100. In Figure 5.6, we plot the intra-layer infection

rate for layer A, i.e. λa in the x -axis, while the normalized average infection size λa
1−λa

η j is plotted in

layer A, where ki = 100. This figure illustrates the basic idea behind our claim of the achievement of

controlled infection spreading in networks over extended parameter settings. It can be observed

from Figure 5.6 that the infection densities closely follow the theoretical predictions for an extended

range of the infection rates. At high infection propagation rates, the simulated infection size blows

up due to the divergent epidemic dynamics in the network that spreads throughout the network

instead of being contained in the desired region. As discussed earlier, most works in literature focus

on studying the epidemic dynamics in this regime, where a finite fraction of the entire network

is infected. In this dissertation, we show that tuning the epidemic dynamics below the divergent

regime allows us to realize controlled infection spreading in complex networks.

5.6.3 Comparison of different strategies

A significant contribution of this dissertation is to theoretically prove the optimality of the maximally

uniform interlink allocation strategy under the assumption that the chosen hubs in each network

layer have identical intra-layer degrees. In addition, we conjecture that the uniform allocation of

interlinks continues to be a good albeit sub-optimal strategy for the general case of non-identical

hub degrees. In this section, our objective is to verify the validity of these results via simulation

experiments. We consider two isolated network layers represented by Ga and Gb , generated as

BA graphs of size 10000 with m = 1. The desired regions in these layers (Da and Db ) are specified

by the four hop neighborhood around two randomly chosen points ardn and brdn. We construct

the interlinking structure between Da and Db following different strategies and plot the average
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Figure 5.6 Variation of average size of localized infection around hubs with infection propagation rate.

infection density over 500 MC runs for layer A of the network as a function of the intra-layer infection

propagation rate λa =λb =λ. The inter-layer infection propagation rate λ̃ is fixed at 0.2.

In Figure 5.7, we generate the interlinks using the following four strategies: i) one-to-one inter-

linking, where the nodes in Da are coupled to nodes in Db in the decreasing order of their intra-layer

degrees, ii) one-to-many interlinking, where the highest degree nodes in Da are coupled to four ran-

dom nodes in Db , iii) skewed interlink allocation, where different non-uniform interlink allocation

strategies are used and the average performance is plotted, and iv) uniform interlink allocation,

where four hubs in Da and six hubs in Db are interlinked following the uniform allocation strategy

described in Theorem 5.4.2 with randomized interlinking structure. The first two of these four

strategies are constructed so that they involve around 100 interlinks, while the last two strategies

utilize (6+4−1) = 9 interlinks. It can be observed from Figure 5.7 that the performance of the last

two strategies is strikingly higher than the first two strategies although they utilize only a fraction of

the interlinks. This clearly shows that enforcing interaction between different hubs is a very good

strategy and naive heuristics for interlink design can perform extremely poorly. Furthermore, the

difference between the uniform and the non-uniform allocation of the interlinks is also significant

showing that a uniform allocation is clearly superior to non-uniform strategies.

In Figure 5.8, we want to observe the impact of different designs of the interlinking structure while

adhering to the uniform allocation of interlinks. For reference, we include the plots corresponding

to the first two strategies as well. Recall that we indicated the superiority of the anti-monotonic

interlinking structure in Conjecture 5.4.3, although we were not able to obtain a rigorous proof.

However, we can observe from Figure 5.8 that the specific interlinking scheme has a limited effect

on the infection size realized in the network, as long as the uniform interlink allocation strategy is

satisfied.

In the above sections, we presented the simulation experiments for verifying the theoretical

results presented here. The experiments largely validated our results showing that the properties of

epidemics revealed in Section 5.3 hold true even for complex network topologies. This confirms
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Figure 5.7 Comparison of infection sizes under the following interlinking strategies: i) one-to-one inter-
linking, ii) one-to-many interlinking, iii) Skewed interlink allocation, and iv) Uniform interlink allocation.

Figure 5.8 Comparison of infection sizes under the following interlinking strategies: i) one-to-one inter-
linking, ii) one-to-many interlinking, iii) Uniform interlink allocation following monotonic structure, and
iv) Uniform interlink allocation following anti-monotonic arrangement.
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the fundamental claim of this dissertation that epidemic dynamics on complex networks can be

approximated by studying the dynamics on simplistic network topologies based on hubs and inter-

relationships. Furthermore, the simulation experiments also showed the comparison among the

infection sizes achieved by different interlinking strategies. In particular, we showed that a uniform

allocation of interlinks has a significant impact on the infection size, whereas a scrambling of the

interlinking structure design shows limited impact as long as the uniform allocation criteria is

satisfied.

5.6.4 Case Studies

In this section, we apply the ideas developed here to two real world scenarios involving the design of

the interlinking structure in multi-layer networks to achieve a desired infection density in a desired

region of the network. The two case studies are chosen to exhibit interlinking structure design under

the sufficient and the augmented regimes.

5.6.4.1 Case Study 1

For our first case, we consider the example of promoting inter-disciplinary research among two

groups of researchers, representing the isolated network layers. We consider the specific case, where

the two network layers represent the collaboration network [Les07] between researchers in the

areas of Condensed Matter Physics (Ga ) and Astrophysics (Gb ), where |Ga |= 23312 and |Gb |= 18872.

An intra-layer link between two nodes i and j indicate that the two researchers (nodes) have co-

authored a paper. The infection in this case can be thought of as inter-disciplinary publications,

while the inter-layer links can represent funding on inter-disciplinary proposals that will encourage

the end-points of the interlinks, i.e. the authors in the respective fields, to publish papers with

their intra-layer peers. We should remind the reader at this point that a practical model for this

problem would obviously involve much more intricate details and variations than those considered

in this dissertation. However, we feel that these case studies are important as they exhibit the diverse

application of our dissertation and network science research in general. The network designer can

be thought of as a funding agency, which is interested in obtaining a design strategy for allocating

funds to specific researchers in a desired region of the network, say in North America (Da ∪Db ), so

as to ensure that inter-disciplinary papers continue to get published by researchers in the desired

region for a "long" time.

Defining the problem more specifically, the network designer is interested in designing the inter-

layer links between Da ⊂Ga and Db ⊂Gb so as to ensure that γa = 0.05 fraction of Condensed Matter

Physicists and γb = 0.1 fraction of Astrophysicists continue to remain infected. Let the infection

parameters be given by λ= {0.1, 0.1, 0.2}. For our case, the desired regions are specified by the three

hop neighborhood around two points apos ∈Ga and bpos ∈Gb . We chose these two points randomly

and obtained the desired regions Da and Db with sizes 3842 and 2799, respectively. The desired

infection densities yield: ξa
des ≈ 193 and ξb

des ≈ 280. The required design of the interlinking structure

can be obtained by Algorithm 8 by calling the method CONSTRUCTMETA with the required arguments.
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Figure 5.9 Predicted vs simulated infection size in the two network layers, Da (top) and Db (bottom), with
varying infection propagation rate for Case 1.

Algorithm 8 sequentially grows the metastable infection state by constructing interlinks to hubs

from Da and Db until the desired infection sizes are achieved. Note that the optimal interlinking

structure constituting the metastable infection state is recomputed every time additional hubs are

included in the metastable state. This is done to ensure the optimality of the interlinking structure

at each intermediate step. The simulation experiments in the previous section revealed that the

dependence of the infection size on the design of the interlinking structure is not pronounced

as long as the uniform interlink allocation criteria is satisfied. In future extensions of this work,

we are exploring the possibility of utilizing this idea to optimize the design of the algorithm so as

to update the interlinking structure only in intermediate steps. However, such optimizations are

beyond the scope of the current dissertation. For this case, we find out that the desired infection

density requirements are satisfied by considering 5 hubs in Da and 7 hubs in Db , all of which belong

to the core group of hubs in the desired region of the network. Thus, in this case the design of the

interlinking structure is quite simple and only 11 (= 5+7−1) are required. The interlinking structure

is designed by following Algorithm 4. In Fig. 5.9, we plot the average infection size corresponding

to the proposed interlinking structure comprising 11 interlinks for different intra-layer infection

propagation rates (λa = λb = λ) and a fixed inter-layer rate λ̃ = 0.2. The specific infection rate

specification for this case is λ = {0.1,0.1,0.2} and the corresponding average infection sizes are

(ξa ,ξb ) = (210.2, 311.1), which satisfies the infection density requirements. Furthermore, it can be

clearly observed from the figure that the theoretically predicted infection sizes agree very well with

the simulations for an extended range of λ. This clearly shows that controlled infection spreading

has been achieved in the two network layers and the proposed interlinking strategy is able to achieve

the infection density requirements.
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5.6.4.2 Case Study 2

For our second case, we consider the example of the spread of the COVID-19 disease via face-to-face

interaction among two groups of essential workers, say, nurses and delivery workers, where the

contact network of the two groups of workers represents the two network layers. We could not find

relevant datasets documenting the contact among essential workers and as a proxy, we use the

contact data collected in an exhibition at a science gallery [Ise11] as the two network layers, where

the data for the first half of the exhibition is taken as Ga , while the remainder of the data is taken

as Gb , where |Ga |= 3046 and |Gb |= 4311. An intra-layer link between agents i and j indicate that

they have been in close contact with each other for over 20 seconds. The objective of the network

designer is to develop a planning strategy for the interaction of the agents in the two networks. In

this dissertation, our objective is to achieve the maximum possible infection size in the desired

region of the network using the minimum number of interlinks. For developing planning to prevent

disease spreading, a more practical problem would be to maximize the interaction among the two

groups of agents while minimizing the spread of the disease. However, the problem of maximizing

the infection size using a minimum number of interlinks is also a valid problem as it reveals the

extent to which infection can sustain the multi-layer network even when a relatively small number

of inter-layer links are constructed in the network.

The values for the desired infection densities in this case are taken as γa = 0.1 and γb = 0.2,

whereas the infection spreading rates are taken to be the same as before λ= {0.1, 0.1, 0.2}. Similar to

the previous case, the desired region in the network layers are defined with respect to the three hop

neighborhoods around two randomly chosen nodes, which yields |Da |= 245 and |Db |= 380. For

this case, however, the core and the supplementary group of hubs in Da and Db are not sufficient

to satisfy the infection density requirements. In particular, the number of hub in the core and the

supplementary groups in the two desired region is given by (χ0
a ,χ1

a ) = (3,5) and (χ0
b ,χ1

b ) = (4,5),

respectively. Algorithm 8 reveals that an additional 23 interlinks are necessary to augment the

composite metastable state to satisfy the density requirements of this problem. In particular, the

metastable state formed by the core and the supplementary hub groups have to be augmented with

2 hubs in layer A and 3 hubs in layer B , which require 4, 5, 3, 5, and 6, inter-layer links, respectively.

Although the design of the interlinking structure for this case is considerably more complicated

than the previous one, the total number of interlinks used 39, with 16 links interlinking the core and

the supplementary group and 23 interlinks in the augmented group, is significantly lower than the

total number of interlinks possible |Da | · |Db |. The simulated infection size corresponding to this

interlinking structure is presented in Fig. 5.10 for a varying infection rate. It can be observed that the

achievable infection sizes closely follow the theoretical predictions for extended ranges of λ before

eventually blowing up in the regime corresponding to global epidemics. These cases clearly exhibit

that following the interlinking design proposed here enables us to realize the fundamental objective

of this dissertation: a controlled spreading of infection in a desired region of the multi-layer network.
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Figure 5.10 Predicted vs simulated infection size in the two network layers, Da (top) and Db (bottom), with
varying infection propagation rate for Case 2.

5.7 Conclusion

Recent works in probability and statistics [Cha09; Mou13; VH18] as well as network science [Bog13;

Fer16] study epidemic dynamics on complex networks by approximating the epidemics on micro-

scopic subgraphs, capturing the network hubs and the inter-relationship among different hubs. In

this dissertation, we extend this approach to investigate the properties of epidemic dynamics on

multilayer networks. We show that the interlink structure between different isolated network topolo-

gies can be designed to sustain metastable infection states in a desired region of the network. Under

extended parameter ranges, we show that the density of the infection states can be approximated by

considering the epidemic dynamics on the interlink subgraphs. For a known network topology and

parameters governing the epidemic dynamics, we can design the interlinking structure to realized a

long lasting controlled infection state with a desired infection density, subject to certain feasibility

conditions.

To the best of our knowledge, ours is one of the first works investigating the impact of the inter-

linking structure on epidemic dynamics on multilayer networks. Although the ideas presented here

can be applied with certain modifications to single layer networks, we adhere to the multi-layered

model since it provides a clean distinction between the existing network (intra-layer topology) and

the additional manipulations (inter-layer topology), thereby allowing us to better unravel our contri-

butions. Generalization of the framework to a cost constrained setting or considering cases involving

multiple (>2) network layers constitute relatively straightforward extensions of our current work.

A fundamental yet crucial idea that is verified through our study is that the dynamics of infection

spreading processes on finite multilayer networks can be reliably approximated by investigating

the dynamics on subgraphs capturing effectively the first order information about the network

topology. An interesting direction of future work which we are currently exploring is to quantify the

impact of considering higher order topological information from the network. Such studies will
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help us to accurately characterize the error of studying epidemic dynamics on approximate network

topologies.
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CHAPTER

6

CONCLUSION

Our goal in this dissertation is to develop a better understanding of the propagation of spreading

processes through multilayer interdependent networks. The work presented in this dissertation

also showcases the enormous impact of the inter-layer link structure on the dynamics of these

phenomena.

6.1 Contributions

Under certain conditions, we are able to obtain theoretically optimal interlinking structures to

optimize the propagation in multi-layer networks. We show that the practical applications of such

theoretically optimal interlinking structures are limited, because these can be derived only when

the topology of the network layers follow well-behaved theoretical graph generation models. These

graph generation models are undoubtedly vital towards development of a higher level understanding

of the network structure and the dynamics of various phenomena over them. However, real world

networks can drastically vary in topology in comparison to these theoretical models. Due to this

reason, we try to assert the importance of posing network design problems considering arbitrary

network topologies through the work presented here. In the general case of arbitrary topologies, the

theoretical optimality of the developed interlinking strategies is lost. However, we argue that such

sub-optimal strategies provide vital guidelines in developing network design principles which are

applicable to real world problems.

An interesting finding of our dissertation is that the optimal interlinking structure for distinct

mechanisms of propagation vary widely. This illustrates a key contribution of this dissertation

that a universal metric is incapable of measuring the robustness of multi-layer networks against
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distinct models of failure spreading processes. We argue against the approach considered by some

researchers wherein the optimization of the network structure is performed via optimization of such

universal metrics. We show that the network design strategies developed by optimizing universal

metrics are not guaranteed to perform well under different mechanisms of spreading processes.

Through the work presented in this dissertation, we advocate that network design principles should

be dependent on the underlying mechanisms of processes that we are trying to optimize.

In the later stages of our dissertation, we study one of the earliest and classical models of

spreading processes on networks: infectious disease spreading through contact networks. The

main motivation towards focusing on such simplistic phenomena is to illustrate the wide gaps in

the current scientific understanding of propagation processes on networks. Classical research on

epidemic spreading on networks have looked at the epidemic dynamics from the point of view of a

dichotomy between healthy and infectious phases, where an initial infection in the network either

dies down or propagates throughout the network affecting a finite fraction of networks in the steady

state. Looking closer at the threshold of this dichotomy reveals rich information about the epidemic

dynamics, which a steady state analysis fails to portray. In the regime close to the threshold, we show

that an intelligent design of the interlinking structure allows us to control the spread of phenomena.

6.2 Future directions of research

A fascinating feature of the work presented in this dissertation is that as we dove deeper into the

study of phenomena propagation in multi-layer networks, we progressively shifted our focus to

simpler models. This is due to the fact that there are a plethora of unexplored territories in research

on network science and we strongly believe that the scientific community is far from developing a

deep understanding of this area. Network science research in many ways is in its nascent stages.

We expect that the work presented in this dissertation clearly illustrates the fact that our research

constitutes the initial steps towards the solution of the different problems and significant advances

can be made in each of them.

Due to these reasons, we envisage several directions in which the work presented here can be

extended. Posing the network design problem in a truly multi-layer setting is an interesting avenue;

most of the work presented here consider two network layers and designs the inter-linking strategies

among these layers. We expect that a more sophisticated modeling of the interlink construction

cost, to emulate real-world constraints, will greatly enhance the applicability of the proposed

network design guidelines to real-world problems. Incorporation of geographic constraints in the

interlink construction problem, modeling the propensity of individual nodes to accept a change in

their neighborhood topology, among many others, are important steps in that direction. Another

important avenue of future directions of work is to consider a pre-existing interlinking structure in

the network and developing strategies to modify the structure to yield desired effects. For all the

problems considered in this dissertation, we pose the problem from the perspective of designing

from scratch. It should not be difficult to see that such an assumption is rarely expected to hold in
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practice.

Although the analysis presented in this work imposes several constraints on the network struc-

ture for some cases and approximations on the mechanism of propagation for others, we feel that

our results would still enable researchers to gain a better understanding of spreading processes on

multi-layer interdependent networks. Furthermore, the interlink optimization principles developed

in this work can aid network practitioners to design better multilayer networks from the perspective

of controlling various spreading processes on these networks. We hope that our work will motivate

further research in the burgeoning area of multi-layer network science.
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