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ABSTRACT 

 
The high level goal of the SMART-AS (Alarm System for System-integrated Modular Advanced ReacTor) is for 

operators to enthusiastically accept a new technology that will improve their response to alarms during plant 
transient conditions. Three alarm system design characteristics were included: (1) alarm processing(degree of 
alarm reduction); (2) alarm availability (prioritization and suppression); and (3) alarm display (a dedicated tile 
format, a mixed tile and message list format, and a format in which alarm information is integrated into the process 
displays). The SMART-AS prioritizes alarms based on the state of the plant; reduces the amount of information 
presented to the operator by grouping and display the arms in accordance with the present state of the plant; and 
allows nuisance alarms to be suppressed. 

 
This paper provides an introduction into applying the data mining techniques for the alarm processing of 

SMART-AS. In this paper, we describe our data mining algorithms, and illustrate how to apply these algorithms to 
generate an alarm suppression model from the alarm data.  
 
 
Keywords: Alarm System, Alarm Priority, Alarm Processing, Data Mining 

 

1. INTRODUCTION 
 

Alarm functions of SMART provide priority 1, priority 2, and some priority 3 alarms using validated parameter 
signals based on the priority criteria of the information hierarchy for SMART.  Alarm functions are presented in a 
manner which prioritizes them so that the operator's response can be based on importance or urgency. Alarm 
functions are designed to minimize the number of alarms that occur in plant emergencies.  Alarm functions of the 
SMART encompass alarm reduction and suppression functions. Alarm functions reduce the number of alarm tiles 
to minimize the occurrence of information overload using the following methods. 
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- combining similar alarms under a single alarm tile 
- combining separate channel alarms of the same parameter under a single alarm tile 
- single alarm tile with a priority display 
- alarm tile provides priority 1 & 2 conditions only 

 
Alarm functions of the SMART reduce the nuisance alarms using dead band and time delay and they use the 

following techniques to help the operation quickly correlate the impact of the alarm on the plant safety or 
performance  

 
- alarms are arranged by system a group to achieve spatial dedication  
- alarms based on plant mode 
- alarms based on equipment operating status 
- alarms prioritized into operational categories 

 
SMART alarms are displayed in accordance with the visual and audible code strategy of the alarm priority based 

on the HSI for SMART. The SMART alarms are designed to display spatially dedicated continuously visible 
alarms with VDU-based alarm tiles and alarm lists.   

 
The purpose of the alarm processing is to extract only the most important and most relevant data out of the large 

amount of available information. This is achieved by using data mining technologies of alarm data to form the 
alarms. The data mining techniques is to discover useful information from huge database. So, it is used to analyze 
large alarm data efficiently in SMART-AS and select features for constructing dynamic priorities of alarms.   
 
This paper provides an introduction to the applying data mining techniques for the alarm processing. The alarm 

databases contain so much data that it becomes almost impossible to manually analyze them for valuable 
decision-making information. In many cases, hundreds of independent attributes need to be simultaneously 
considered in order to accurately model a system’s behavior. Therefore, humans need assistance in their analysis 
capability.  

 
Data mining generally refers to the process of (automatically) extracting models from large stores of data. The 

recent rapid development in data mining has made available a wide variety of algorithms, drawn from the fields of 
statistics, pattern recognition, machine learning, and database.  
 
This paper provides an introduction into applying the data mining techniques for the alarm processing of 

SMART-AS. The rest of the paper is organized as follows. Section 2 illustrates the concepts and processes of data 
mining. Section 3 outlines the main components of our framework and illustrates how to use our data mining 
programs in the processing of alarms. Section 4 outlines the conclusions and our implementation plan.  

2. DATA MINING 

2.1 The Knowledge Discovery Process 
The SMART-AS is a computer-based information system. This need for automated extraction of useful 

knowledge from huge amounts of data has become widely recognized. Knowledge discovery and data mining are 
techniques to discover strategic information hidden in very large databases. Knowledge discovery can be broadly 
defined as the automated discovery of novel and useful information from commercial databases.  Data mining is 
one step at the core of the knowledge discovery process, dealing with the extraction of patterns and relationships 
from large amounts of data. There is still some confusion about the terms Knowledge Discovery in Databases 
(KDD) and data mining. Often these two terms are used interchangeably. We use the term KDD to denote the 
overall process of turning low-level data into high-level knowledge. A simple definition of KDD is as follows: 
Knowledge discovery in databases is the nontrivial process of identifying valid, novel, potentially useful, and 
ultimately understandable patterns in data. We also adopt the commonly used definition of data mining as the 
extraction of patterns or models from observed data.  

 
 
 
Data mining is just one step in the overall KDD process. Other steps for example involve: 
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- Developing an understanding of the application domain and the goals of the data mining  

process                        
- Acquiring or selecting a target data set 
- Integrating and checking the data set 
- Data cleaning, preprocessing, and transformation 
- Model development and hypothesis building 
- Choosing suitable data mining algorithms 
- Result interpretation and visualization 
- Result testing and verification 
- Using and maintaining the discovered knowledge 

2.2 Data Mining Process 
Data Mining generally refers to the process of extracting useful information from large stores of data. Data 

mining is an analytic process designed to explore data (usually large amounts of data) in search of consistent 
patterns and/or systematic relationships between variables, and then to validate the findings by applying the 
detective patterns to new subsets of data. The ultimate goal of data mining is a prediction: (1) the initial 
exploration, (2) model building or pattern identification with a validation/verification, and (3) a deployment (i.e., 
the application of the model to new data in order to generate predictions). Data mining is sorting through data to 
identify patterns and establish relationships. Figure 1 shows a data mining process.  
 

 
<Figure 1> Data Mining Process 

Stage 1 : Domain & Data Understanding 

The problem statement is important. The focus is on immediate tactical domain problems with a high potential 
value for the amount of data mining effort required. In each data mining exploration, the goal is clearly 
identified.  
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Stage 2: Data Pre-processing 

50% to 90% of the time is spent preparing the data. Data selection involves identification of internal and ext
data, such as adding demographic data to customer data. Data cleansing involves the identification of metadata: 
the true definition of each data element, and a resolution of the inconsistencies, missing values, and data 
currency issues. Additional data preparation includes activities such as sampling, preprocessing, coding of 
discrete values, and the like.  

ernal 

Stage 3: Model Building, Interpretation & Evaluation 

Data mining discovery may use a variety of techniques, such as a traditional statistical analysis, decision trees, 
neural networks, and visualization techniques. In this stage, we allocate data to the testing as well as the training 
datasets, and the modeling and testing are iterative. The Data mining purpose is to model the reality, thus, if the 
model works, we use it.  

Stage 4: Deploy Models 

When significant results have been found, the models are incorporated into decision support systems, or even 
into existing production systems 

2.3 Issues of Data Mining 
The recent rapid development in data mining has made available a wide variety of algorithms, drawn from the 

fields of statistics, pattern recognition, machine learning and databases. Some algorithms are particularly useful 
for mining audit data. Issues of Data mining are as follows. 

 
- Classification of the data mining techniques.  

Data mining techniques can be classified according to different views, including the kinds of 
knowledge to be discovered, the kinds of databases to be mined, and the kinds of techniques to be 
adopted.  For example, for the kinds of knowledge to be mined, one way is to classify the data 
mining techniques into a generalization, characterization, association, classification, clustering, 
pattern matching, etc., or based on the level of concepts to be discovered, into primitive level, high 
level, multi-level, etc.  
 

- Data generation and characterization.  
Two generalization approaches, an attribute-oriented induction and a data cube, are introduced and 
compared. Techniques for generalization, characterization, “roll-up” and “drill-down”, and 
extraction of a multiple-level, different kinds of rules, including characteristic rules, discrimination 
rules, multi-dimensional feature tables, etc. are presented.  

 
- Mining association rules.  

Techniques for mining association rules in a large transaction and relational databases are discussed, 
including the Apori algorithms, mining multiple-level, generalized, and quantitative association rules, 
meta-rule guided mining parallel and distributed mining, and an incremental up-dating of the 
discovered association rules.  

 
- Mining other kinds of knowledge. 

Efficient methods for classification, clustering, deviation analysis, mining data evolution trends, 
sequential patterns, and other patterns in large databases are examined.  

 
- Data mining in advanced or a specialized database system. 

Recent progress on data mining in object oriented, spatial, temporal, active, textual, and 
heterogeneous databases, and the internet information-base are examined. 
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3. ALARM DATA MINING SYSTEM FOR SMART-AS  

3.1 Data Mining Framework for SMART-AS 

Following are the several data mining areas that support the data mining system for SMART-AS:  

- Classification:  
Alarm data into one of several predefined categories. These algorithms normally output “classifiers”, 
for example, in the form of decision rules. An ideal application in SMART-AS will be to gather 
sufficient “normal” and “abnormal” audit data for a user or a program, then apply a classification 
algorithm to establish the a classifier that can label or predict new unseen alarm data as belonging to 
the normal class or the abnormal class;. 
 

- Association rules : 
F
 

inding frequent patterns and determined relationships between the fields in the database records; 

- Frequent episodes :  
Models sequential patterns. These algorithms can discover what (time-based) sequence of audit 
events are frequently occurring together; 
 

- Clustering : 
Gathers similar patterns into the same group. These algorithms can measure the similarity of a 
sequence.  

 
Especially, clustering is a useful technique that identifies interesting distributions or mining groups of 

underlying data. Clustering is a process of grouping the data into classes or clusters so that objects within a cluster 
have a high similarity in comparison to one another, but are very dissimilar to objects in other clusters. 

 
We are developing a framework for applying data mining techniques to alarm processing. This framework 

consists of programs for establishing a classifier, association rules, frequent episodes and a clustering. Each 
mining system received the alarm data from a database and established useful rules. Association rule miner can 
find a correlation among the attributes in a record, although a frequent episode miner searches for event patterns 
in the records. In addition, a clustering analysis provides a data abstraction from the underlying structure. And it 
groups data objects into clusters such that the objects which belong to the same cluster are similar, while those 
belonging to a different cluster are dissimilar. Because we consider the characteristics of the alarm data, we 
improved the existing data mining algorithms to create candidate item sets that include only the interesting 
attributes. Figure 2 shows the framework of a data mining for the alarm data.  
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<Figure 2> Data Mining Framework 
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It is very important to point out that our framework does not eliminate the need to pre-process and analyze 
raw audit data. In fact, to build alarm processing models, our data mining programs use (pre-processed) alarm 
data where each record corresponds to a high level event. Each record normally includes an intensive set of 
features that describe the characteristics of the event.  

In the next section, we describe the outline of applying the data mining technique to the analysis of alarm data 
based on reference [3]. 

 

3.2 Extended Association Rule Miner 
 
The existing association rule mining algorithms search for interesting relationships in a transaction database.  

Alarm data is different from that of a transaction database. So we expanded the Apriori algorithm which is 
composed of three steps.  

 
Step 1) Find all the frequent item sets 
In this step, candidate item sets are generated for items composed of attributes of interest in the selected tables, 
and then a set of frequent item sets is generated for each candidate item set which satisfies the minimum support 
(minsupp) from the entire records(D). Here, items that do not satisfy the minimum support are removed in the 
pruning step.  
 
Step 2) Generating strong association rules from the frequent item sets: 
In this step, association rules are generated for frequent item sets after a pruning, which satisfy the minimum 
support. Here, the minimum confidence (minconf) is calculated using the minimum support among the frequent 
items to generate the association rules. The minimum confidence refers to the probability that forecasts how 
much an item satisfying the minimum support is supported. Confidence of the frequent item is calculated using 
the following equations.  
 

Conf(R)= p(X � D| Y � D) 
 = p(X � D  Y � D) / p(X � D)∧  
 � support(X  Y) / support (X).∪  

 
Step 3) Generating final rules 
In this step, final rules that satisfy the minimum confidence, Conf(R) ≥ minimum confidence, are generated and 
stored in the final rule table.  
 

3.3 Frequent Episode Miner 
 
The frequent episodes miner is used to search a series of event sequences for frequently occurring episodes.  An 

episode is defined by a sequence of specific events that occurs frequently, and events composing a sequence are 
closely related with one another. Here, exploring is done to find all the frequent episodes in a set of time windows 
of a user-defined size. A sequence pattern and an episode are similar in that they explore patterns in sequence. 
However, they are different in that an episode explores while using windows. Using episodes, SMART-AS can 
detect frequently repeated patterns, and apply them to the rule or use them as guidelines for alarms.  

 
When the existing algorithms are used in applying data mining to search for useful patterns from the alarm data, 

correlations among the attributes must be considered. Alarm data comprises of various attributes, and each of 
these attributes has many values. Because all this data cannot be converted into a binary database, we propose an 
expanded algorithm using a row vector. Row vector is a data structure used in the search for frequent items, which 
contain bit recording transactions that include item sets. Using a row vector has the advantage of having to 
consider only the correlations among the tuples rather than the co-relationships among the attributes.  In addition, 
as standard attributes are applied, only items including the standard attributes have to be considered in generating 
the candidate items. This reduces the number of unnecessary episodes in generating the rules. Frequent episode 
mining is carried out through the following 3 steps.  

 
Step 1) Generating the candidate episodes  
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In this step, the tuples composed of the attributes of interest are arranged by given time window units. Time 
within a window must be included in the time span of the window. That is, win=Te –Ts +width (w), win_start 
time <= time < win _end time. A set of candidate episodes is generated from the table arranged in a window 
unit.  
 
Step 2) Generating the frequent episodes 
In this step, a set of frequent episodes, which satisfy the minimum frequency, are extracted from a set of 
candidate episodes. Confidence is calculated for the frequencies of episodes using the following equation. 
 
Conf(R)= p(X � D| Y � D) 
 = p(X � D  Y � D) / p(X � D)∧  
 � frequency (X  Y) / frequency (X).∪  
 
Step 3) Generating the final episodes 
Frequent episodes, which satisfy the minimum confidence, are generated from the set of frequent episodes.  
Conf(R) ≥ minconf  

 

3.3 Clustering Miner 
 
Clustering analysis is a technique to find the distribution or patterns of given data by classifying the data into 

groups based on a similarity.  Such a clustering analysis technique improves the efficiency of the analysis of the 
alarm data, and abstracts high-level meanings through grouping the data. This technique is a process of grouping a 
set of individuals into clusters of individuals. Here, individuals belonging to the same cluster are homogenous. 
The process of clustering a given set of individuals is as follows:  

 
- Data Collection :  

In
 

cludes the careful extraction of relevant data from the underlying data source; 

- Initial Screening : 
Refers to the massaging of the data after its extraction from the source, or sources;  
 

- Representation : 
Includes the proper presentation of the data in order that it become suitable for the clustering 
algorithm; Here, the similarity measure is chosen, the characteristics and dimensionality of the data 
is examined;  

 
- Clustering Tendency : 

Checks whether the data at hand has a natural tendency to cluster or not;  
 

- Clustering Strategy : 
Involves the careful choice of the clustering algorithm and initial parameters; 
 

- Validation : 
Validation is often based on a manual examination and visual techniques; 
 

- Interpretation :  
This stage includes the combination of clustering results with other studies, in order to draw 
conclusions and suggest a further analysis. 

 
There are several techniques for clustering from a large volume of data. A hierarchical clustering technique for n 

data objects, clusters them through a hierarchical distinguishing of the entities. This technique can be achieved 
top-down or bottom-up. The bottom-up algorithm starts with each object being a separate cluster in itself, and 
successively merges groups according to a distance measure. The clustering may stop when all the objects are in a 
single group or at any other point the user wants. A hierarchical clustering algorithm includes BIRCH and CURE. 
Considering the characteristics of an alarm data, we may implement and modify the CURE algorithm, which can 
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cluster datasets with multi-dimensional attributes. The implemented clustering miner has four steps for the 
process. 

 
Step 1) Data processing  
Input data is preprocessed so that the dataset is suitable for the clustering. This process is largely composed of 
two tasks. One is to select the appropriate attributes of the two tasks. One is to select the appropriate attributes 
for efficient clustering and the other is to add extended attributes if necessary. The domain knowledge is 
required in this step. The purpose of clustering alarm data is the grouping input data to abstract the meaning of a 
sequence among the groups.  
 
Step 2) Clustering alarm data  
The input data preprocessed in step 1 is clustered. The CURE algorithm was used in generating the clusters 
from the given dataset.  
 
Step 3) Analyzing the result of the clusters  
Step 3 is to abstract the relationships among the clusters generated in Step 2 by analyzing the causes of the 
generation. To abstract the relationships among the clusters, we used the distribution of the alarms previous to 
the alarm included in the generated clusters. It is possible to search alarms which here frequently occurred prior 
to the alarms included in the cluster by analyzing the distribution of the alarms previous to the alarm data 
included in a specific cluster.  
 
Step 4) Classify new alarm data  
In step 4, when new alarm data occurs, the data is automatically clustered and the possible next alarms are 
forecasted using the data cluster model generated in step 2, and the cluster sequences generated in step 3.   
 

3.3 Examples of Application 
 
Table 1 is a data scheme of a alarm. Table 2 and Table 3 present an example of the final rules after a mining task. 

Here we established the correlations among the alarm data inter-record or intra-records. Table 2 shows the 
example rule of the results after a association rule mining. These rules have some confidence information. For 
example, the first rule meant that there was a close correlation between ALID and MDDEPT. Therefore we are 
able to extract relationships between attributes using the association rule miner. The final rules of the frequent 
episode mining are shown in Table 3. We are able to find a sequential pattern of events in the results. In the 
example, we could assume that ALID_I1 brings about ALID_I2. 

 
<Table 1> Data Scheme of Alarm (typical) 

 
Attribute Name Description 

ALID Alarm Point ID 
ALGID Alarm Group ID 

TID Tag ID 
TRIP Trip Related 

ESFAS ESFAS Related 
PRIOT Priority of Alarm 
SETPT Set Point 
DEDB Deadband 
TMD Time Delay 

DEPEID Dependant Equipment ID 
DEPESTS Dependant Equipment Status 

PTRIPDEPT Post-trip Dependant 
MDDEPT Mode Dependant 
MTSETPT Multi Set point 

 
<Table 2> Example of Final Rules (Association Rule) 
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Association Rule Meaning 

ALID _I  MDDEPT_I 
(supp;49, conf:100%) 

Attribute ALID _I correlated with attribute 
MDDEPT_I 

MDDEPT_I  DEPESTS_I 
(supp;49, conf:100%) 

Attribute MDDEPT_I correlated with attribute 
DEPESTS_I 

… … 
<note> “_I” is a instance of attribute for alarm data  
  

<Table 3> Example of Final Rules (Frequent Episodes Rule) 
 

Frequent Episode Rule Meaning 
ALID _I1 : DEPESTS_I => 

ALID _I2 : DEPESTS_I 
(Fre : 10, conf : 100%, time : 10sec) 

If ALID _I1 occur, then ALID_I2 occur 
together 

… … 
<note> “_I1” is a instance example of attribute for alarm data  
 
 

4. CONCLUSION AND IMPLEMENTATION PLAN 
 

In this paper, we outline a data mining framework for an alarm processing for SMART-AS. The key idea is to 
apply data mining programs to alarm data to compute an alarm processing (reduction and suppression of alarms), 
according to the observed behavior in the alarm data.  

 
The alarm data mining system will be implemented based on QNX as an operating system and memory resident 

database, and it will be implemented by C language.  
As described above, when we use the axis attributes, we can reduce a great number of candidate item sets and 

useless rules. First the users will select the database table in which the alarm data is stored and then choose the 
axis attribute to be mined. If they want to mine association rules, they try to compute the support and confidence. 
Final association rules are stored in the rule tables. Frequent episode miner requires a time window value, 
frequency and confidence. The results of frequent episode miner are affected by time variables. Like the 
association rules, the frequent episodes rules are stored in the final rule table, too. Then these rules are useful for 
the alarm processor to construct an active alarm processing rule. We will test the mining system using the virtual 
alarm data. Alarm data used in the test will obtained by simulation programs.  
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