ABSTRACT
WYNTER, SHAROLYN ANTONIA. Modeling to Quantify the Capacity and Efficacy of
Emergency Preparedness and Response Systems: A Study of the North Carolina Health
Alert Network. (Under the direction of Dr. Julie lvy).
Following the attacks of September 11th, the fear of a bioterrorist attack emerged within
the United States and pushed the threat of bioterrorism to the forefront of the public
health emergency preparedness and response agenda. Despite the investment of more
than six billion dollars in federal funding towards emergency preparedness and response
initiatives, well defined and broadly accepted performance measures for determining the
efficacy of these systems have yet to be established. Because of the complex and
dynamic conditions under which emergency preparedness and response systems must
perform, it is becoming apparent that traditional measures of evaluating the performance
of public health systems simply will not suffice. The inability to accurately capture and
quantify this information has created knowledge gaps which hinder our ability to measure
our true level of preparedness and ultimately weakens our response capacity. It is
therefore essential that we develop methodologies that enable us to establish valid metrics
which capture the information needed to quantify the capacity and efficacy of these
systems. As a key information sharing and communication component of North
Carolina’s Public Health Information Network (NC PHIN), the North Carolina Health
Alert Network (NCHAN) serves as a promising means to measure emergency
preparedness and response capacity. The goal of this thesis is to present a methodology
for extending approaches in operations research and systems engineering to better
understand the value of emergency preparedness and response systems, such as NCHAN.

Ultimately we seek to determine how NCHAN has aided in increasing emergency



preparedness and response by quantifying the added value of the system to the greater
“preparedness and response” process. We demonstrate the use of statistical analysis,
simulation and the IDEFO mapping process as tools for modeling and quantifying the
less-tangible aspects of emergency preparedness and response. We find that although the
capacity exists within NCHAN to increase emergency preparedness and response, other
factors, such as usage variability amongst NCHAN users, lack of integration with other
NC PHIN components, and limited capacity of tangible system resources (such as labs,
funding and public health practitioners) limits the efficacy of NCHAN. These findings
suggest that user standardization, component integration and proper resource allocation
will be necessary in order to realize the true value of emergency preparedness and

response systems.
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CHAPTER 1

Introduction

1.1 Motivation

The attacks of September 11", the 2005 Indian Ocean Tsunami and the recent Swine Flu
Outbreak have all highlighted the need for more resilient and responsive public health
infrastructures. Following the attacks of September 11", a growing fear of a bioterrorist
attack emerged within the United States and pushed the threat of bioterrorism to the
forefront of the public health emergency preparedness and response agenda.® As a result,
an influx of funding to support the development of many public health emergency
preparedness and response systems was provided through initiatives such as the Public
Health Security and Bioterrorism Preparedness Response Act and the Public Health
Emergency Preparedness Cooperative Agreement.™ 2'Given the sense of urgency that
surrounded the development of many of these systems, very little oversight and detail
was provided to determine how the efficacy of these systems would be governed,
measured and evaluated. Despite the investment of more than six billion dollars towards
public health emergency preparedness and response initiatives since 2001, many would
agree that valid, well defined and broadly accepted performance measures have yet to be
established.®” *°

In 2002, when federal funding became available to improve public health capacity, North
Carolina made extensive improvements to their public health infrastructure. These
improvements included the development of the Office of Public Health Preparedness and
Response, the North Carolina Health Alert Network (NCHAN) and other vital emergency
preparedness and response initiatives. North Carolina’s ability to rapidly implement

initiatives designed to strengthen emergency preparedness systems statewide afforded the



state with the opportunity to be recognized as a leader in public health improvement
initiatives. However, even as a leader in public health initiatives, North Carolina still
faced the same performance measurement and accreditation challenges that many public
health departments were encountering. Although a myriad of resources have been
provided to strengthen emergency preparedness and response at the state and local levels,
there has been relatively little progress made in establishing a cohesive and valid set of

metrics to measure the efficacy of these improvement initiatives.

1.2 Problem Statement and Research Objectives

Because of the complex and dynamic conditions for which emergency preparedness and
response systems must perform, it is becoming apparent that traditional measures of
evaluating system performance simply won’t suffice. This challenge has become a cross-
cutting issue for practitioners and researchers alike who are forming intersectoral
collaborations and interdisciplinary approaches to addressing some of public health’s
most challenging issues. While a lot of interdisciplinary research has been dedicated to
modeling the more tangible aspects of emergency preparedness and response, major gaps
still exist in our ability to quantify and validate the efficacy of the less tangible aspects

such as the communication, information sharing and decision making processes.

NCHAN is a secure, internet based alerting system designed to provide 24/7 access to
critical information among North Carolina’s public health stakeholders in the event of a
communicable disease related threat.”® As a key information sharing and communication
component of the North Carolina Public Health Information Network (NC PHIN),
NCHAN serves as a promising catalyst for those attempting to understand how to
measure emergency preparedness and response capacity. The goal of this thesis is to
present a methodology for extending approaches in operations research and systems
engineering to capture the value of emergency preparedness and response systems, such
as NCHAN. Ultimately we seek to answer the following question: How has NCHAN
increased emergency preparedness and response capacity with respect to the ability to



efficiently prepare for and respond to events that involve communicable diseases? In
seeking to answer this question we must also address the challenge of quantitatively
capturing the capacity of less tangible aspects of emergency preparedness and response
systems. Considering the complex, dynamic and partially observable system NCHAN
operates within, we propose to extend the engineering techniques of simulation and
process mapping into the field of public health. As we discover through our research,
and as discussed throughout this thesis, the quantification of NCHAN’s value is no trivial

task, however it is not an impossible one.

1.3 Overview of Main Results

Although a considerable number of assessments and performance standards exist, the
need for universally accepted, evidence-based performance metrics to measure
emergency preparedness and response systems remains largely unfulfilled. We suggest
that this can be remediated through the extension of modeling techniques and
methodologies, coupled with novel analytic approaches to develop meaningful
performance and capacity assessment measurements. Through our analysis of NCHAN
and simulation of our case study, we demonstrate the extension of engineering techniques
as useful tools in public health capacity measurement. From the findings presented in our
statistical analysis we provide a summary of NCHAN’s utility based on the distribution
of the alerts and the usage of the system by NCHAN users over time. A more in-depth
analysis of NCHAN is provided from the results of our simulation which explores the
efficacy and capacity of NCHAN with respect to NC PHIN. We find that although the
capacity exists within NCHAN to increase emergency preparedness and response, other
factors, such as usage variability among NCHAN users, lack of integration with other NC
PHIN components and limited capacity of tangible system resources (such as labs,
funding and public health practitioners) limits the efficacy of NCHAN. These findings
suggest that user standardization, component integration and proper resource allocation
will be necessary in order to realize the true value of emergency preparedness and

response systems



1.4 Organization of Thesis

Following the introduction, Chapter 2 provides background information about the context
and scope of the arena within which NCHAN operates, including a description of North
Carolina’s public health infrastructure. Chapter 3 presents a review of relevant
emergency preparedness and response capacity literature followed by a statement of the
problem and our research question in Chapter 4. In Chapter 5 we describe our approach
and use of operations research and systems engineering techniques to address the
problem and research question. Chapter 6 highlights the findings from our analysis of the
NCHAN system and our simulation of the 2004 State Fair E.coli Outbreak in North
Carolina. We discuss the implications of our findings in Chapter 7 and then provide our

conclusions, research contribution and suggestions for future research in Chapter 8.



CHAPTER 2

Background

2.1 Introduction

In order to place our research into the proper perspective, it is important to understand the
context and scope under which NCHAN operates. NCHAN is a component of NC PHIN,
which is supported by North Carolina’s Department of Health and Human Services. Itis
within the aforementioned context that we will focus our analysis. The scope of NCHAN
is limited to public health threats that involve reportable communicable diseases. A
communicable disease is defined as an “illness due to an infectious agent or its toxic
products which is transmitted directly or indirectly to a person from an infected person or
animal through the agency of an intermediate animal, host, or vector, or through the
inanimate environment.” Reportable communicable diseases are the diseases that are
required to be reported by law in North Carolina (see Appendix 1). Therefore, in
summary, our focus is on public health emergency preparedness and response capacity as
it relates to the monitoring, detection and control of communicable disease related threats
in North Carolina. This analysis involves an understanding of the various types of public
health threats, the field of public health, the discipline of epidemiology and the
infrastructure of North Carolina’s public health system. In the following sections we will
discuss these areas in further detail which will set the stage for the following chapters.

2.2 Public Health Emergency Preparedness and Response Capacity

To provide a clear understanding of public health emergency preparedness and response
capacity, it is necessary to first clarify our definition and interpretation of the term
emergency preparedness and response capacity. The arena of emergency preparedness

and response involves an array of practitioners and draws the interests of individuals



across many disciplines. As a result, there is not a universal definition for the term public
health emergency preparedness and response capacity itself. There are varying opinions
of what constitutes a public health emergency, who the key stakeholders are and what it

means to be prepared.*®

Although many definitions related to public health emergency preparedness and response

exist, one of the most comprehensive definitions of preparedness comes from Nelson et.

al which defines public health emergency preparedness in the following manner*:
Public health emergency preparedness (PHEP) is the capability of the public
health and health care systems, communities, and individuals, to prevent, protect
against, quickly respond to, and recover from health emergencies, particularly
those whose scale, timing, or unpredictability threatens to overwhelm routine
capabilities. Preparedness involves a coordinated and continuous process of
planning and implementation that relies on measuring performance and taking
corrective action.

For the purposes of our study, when we refer to emergency preparedness it will be with

respect to the aforementioned definition.

There is also the need to clarify the use of response capacity as discussed throughout the
thesis. Even within the context of emergency preparedness and response, the definition
and interpretation of response capacity differs. We will use the definition provided by
the World Health Organization which defines capacity for emergency management as
"information, authority, institutions, partnerships" and the "plans, resources and
procedures to activate them".%” As we evaluate NCHAN’s efficaciousness in increasing
capacity, key terms in the aforementioned definitions will be used to guide our
assessment of NCHAN'’s ability to increase emergency preparedness and response

capacity.

Within the realm of public health emergencies, it is important to clarify the distinction

between sudden occurrence and progressive occurrence events (see Figure 2.1). Sudden



occurrence events can be classified as events whose impact can be detected immediately
through first-hand observations. When sudden occurrence events occur, it is often the
case that the adverse effects are known among the affected populations, even in the
absence of receiving centralized information about the threat. Whereas sudden
occurrence events may be readily apparent, progressive occurrence events may not
manifest themselves immediately and can go undetected amongst a vulnerable population
in the absence of receiving broadcast information about the threat. For progressive
occurrence events, adverse effects may be experienced and the threat detected on an
individual basis, however, the vulnerable population as a whole may not be aware of the
severity of the threat or its impact for an extended period of time. This lack of awareness
reduces the vulnerable population’s ability to take the appropriate corrective action to
reduce susceptibility. Because of this, progressive occurrence events present the added
challenge of requiring prompt detection and reporting in order to protect the wellbeing of
the public’s health. Due to the nature of their impact, events such as natural disasters
would be categorized as sudden occurrence events, while communicable disease related
threats are most often progressive occurrence events. Both progressive and sudden
occurrence events pose serious threats to the well-being of a population however, they
present different public health challenges as explained in an article by Cline'®:
The traditional role of public health in a natural disaster emergency is primarily
reactive. Public health attempts to manage the consequences of the emergency by
removing people from harm’s way, providing safe and clean shelters for people
driven from their homes, and offering support services to help people get back on
their feet. In the case of a bioterrorism attack, by contrast, the public health role is
not just consequence management. It needs to play a more proactive role in
preventing and mitigating such an event. A biologic attack is likely to be a covert
act. Well-established disease surveillance and data monitoring are essential for
early detection and immediate investigation of potential bioterrorism events.

As we evaluate the efficacy of our preparedness and response systems, the additional

challenges presented by progressive occurrence events will be of particular interest as we



seek to determine the appropriateness of existing measurement standards and approaches.
Furthermore, despite the different challenges that sudden and progressive occurrence
events may present, in both cases the lack of sufficient capacity of response to events
often leads to disaster as illustrated in Figure 2.1. With this in mind, the ability to
accurately measure the capacity of emergency preparedness and response systems will be
an important aspect of our analysis of existing models and methodologies.
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Figure 2.1: Hazards and Disasters Classification®’

2.3 Public Health

Preparing for and protecting against communicable diseases and related threats is a major
focus in the field of public health. “Public health is a multidisciplinary field whose goal
is to promote the health of the population through organized community efforts”.>’
Despite the fact that public health affects the everyday life of most people, it is surprising

that the field has been referred to as the "invisible profession™ because people don't hear



much about it until a disaster occurs.** Considering the close ties that public health has
with the initiatives and goals of the medical community, public health efforts are often
mistakenly attributed to the medical field. In spite of their close connections, it is
important to distinguish the field of public health from the field of medicine. Public
health focuses on preventing illnesses within the community which encompasses an array
of prevention, surveillance, detection and reconciliation responsibilities, while the field of

medicine focuses more on treating specific illnesses in separate individuals.®

In addition to understanding the definition of public health it is equally important to
understand how the focus of public health has evolved over the years. In the early
twentieth century the primary concern of public health was the control of infectious
diseases, which was the leading cause of death at that time.® During this era, improved
sanitation standards, hygiene practices, immunizations, and the reduction of
overcrowding had the most dramatic impact on improved public health. However, by
mid-century, as the life expectancy increased and the population aged, chronic diseases
became more prevalent. This resulted in a strong public health focus on directing the
public’s attention to changes in lifestyle: diet, tobacco, and exercise. In more recent
years, public health’s focus has continued to evolve as the twenty-first century presents
threats that are quite different from the public health concerns of the twentieth-century.

In this new period, public health practitioners must address both natural and human-
created disasters.” Events such as the SARS outbreak and anthrax cases that followed the
September 11th attacks, have drawn public health’s attention towards bioterrorist related
threats.* Given the potential for a communicable disease to be used as an agent in
warfare, public health’s concern with being prepared to respond to communicable disease
related threats has been amplified over the last few years. In addition to dealing with new
communicable disease threats, the re-emergence of older diseases, such as tuberculosis,
that were once thought to have been under control, have presented additional challenges

for the public health community.*?



Although the focus of public health has changed over time, the essential responsibilities
of public health remain relatively sound and were officially established by the CDC
National Public Health Performance Standards Program (NPHPSP). NPHPSP is a
partnership among seven national public health agencies charged with the goal of
improving the practice and performance of public health systems. In 1994, the Core
Public Health Functions Steering Committee developed a framework for the core public
health practices which are summarized conceptually by the 10 Essential Public Health

Services provided below.

Monitor health status to identify and solve community health problems.

Diagnose and investigate health problems and health hazards in the community.

Inform, educate, and empower people about health issues.

Mobilize community partnerships and action to identify and solve health

problems.

Develop policies and plans that support individual and community health efforts.

Enforce laws and regulations that protect health and ensure safety.

7. Link people to needed personal health services and assure the provision of health
care when otherwise unavailable.

8. Assure competent public and personal health care workforce.

9. Evaluate effectiveness, accessibility, and quality of personal and population-based
health services.

10. Research for new insights and innovative solutions to health problems.

AwnhE

o u

The 10 Essential Public Health Services have been widely accepted nationally and
provides a working definition of public health in addition to a guiding framework for the

responsibilities of local public health systems.’

2.4 Epidemiology

Within the field of public health is the discipline of epidemiology which, in short, can be
described as the population-based study of disease. Given the scientific methods and
quantitative approaches used in epidemiology, it is considered an important part of the
scientific foundation of public health.> While many definitions for epidemiology exist,
the United States Department of Health and Human Services defines Epidemiology in the

following manner:
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Epidemiology is the study of the distribution and determinants of health-related
states or events in specified populations, and the application of this study to the

control of health problems

The major tasks of epidemiology in public health practice include public health
surveillance, field investigation, analytic studies, evaluation, linkages and policy

development.®

In the context of public health and epidemiology, public health surveillance is defined as
“the ongoing, systematic collection, analysis, interpretation, and dissemination of health
data to help guide public health decision making and action”. Public health surveillance
is sometimes referred to as “information for action” because it provides the critical
information needed to effectively and efficiently apply investigation, control, and

prevention measures.®

Another major function of epidemiologists includes investigation of public health threats.
The type of investigation that takes place once a public health threat is detected varies
depending on the nature of the threat. The investigation may be as simple as a phone call
to a local health department (LHD) to clarify details of a report, or as extensive as an
epidemiological field investigation which can require a team of individuals working for
several weeks. When conducting an epidemiological field investigation of an outbreak
epidemiologists approach investigations systematically. The CDC summarizes this

process, using the following ten steps:

1. Prepare for field work

2. Establish the existence of an outbreak

3. Verify the diagnosis

4. Define and identify cases

5. Describe and orient the data in terms of time, place, and person
6. Develop hypotheses

7. Evaluate hypotheses

8. Refine hypotheses and carry out additional studies

9. Implement control and prevention measures

10. Communicate findings
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Although the steps are presented here in sequential order, in practice, several steps may
occur concurrently, or in a different order. For example, control measures should be
implemented as soon as the source and mode of transmission are known, so this step may

be occurring in parallel with other steps as additional information is being obtained.*?

As the nature and focus of public health threats continue to evolve, the field of
epidemiology has seen a lot of growth in recent years and continues to expand
tremendously in size, scope and influence. The number of epidemiologists working on
emergency response initiatives in public health departments has grown rapidly and the
field of epidemiology has also seen an increase in the number of epidemiology training
programs in schools of public health and medicine.® *> As the field of public health and
epidemiology continues to grow, epidemiologists are increasing their ability to detect and
investigate diseases through the use of improvements in the public health workforce and
in data collection and reporting systems. One example of this is illustrated by the
dramatic increase in the number of users of the Epidemic Information Exchange (Epi-X),
a secure CDC-based communications system that helps track disease outbreaks. From
2001 to 2006 the number of users has increased from 890 to 4,646. Electronic data
systems have also improved accessibility to vital information and enabled all state public
health departments with the ability to receive and evaluate reports of urgent health threats
24/7/365, which is a dramatic increase from the twelve states that could do so in 1999.%
The introduction of electronic systems has dramatically increased epidemiological
capabilities over the last few years, however, many challenges still exist as the field seeks

to integrate itself with the information technology (IT) era.

2.5 Public Health System in North Carolina

In North Carolina, the Division of Public Health, a sector of the Department of Health
and Human Services (DHHS), is responsible for the state’s public health system. They
work towards carrying out the state’s public heath mission “To promote and contribute to

the highest possible level of health for the people of North Carolina”.>® Within the
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Division of Public Health is the Epidemiology Section, which the Communicable Disease
Branch is under. The Communicable Disease Branch, which NCHAN is most closely

linked to, has four main objectives*":

o To promptly investigate disease outbreaks and unusual situations and to
implement control measures to minimize further transmission of disease

e To monitor disease-reporting by physicians and laboratories in order to detect
trends and to assess the public health impact of diseases

o To provide a channel of communication between public health agencies, private
physicians, and hospital and occupational infection control personnel, as an
essential part of disease control efforts

e To explain public health interventions and disseminate health education messages
to the community and the media in order to enhance disease control efforts

As mentioned earlier, this is the context within which NCHAN operates. Figure 2.2

shows an organization chart for the North Carolina Department of Health and Human

Services.
NC DHHS
|
Division of Public Health
|
Epidemiology Section
Office of the StatelLab. of Office of Occupational/ Communicable
Chief Medical | | Public Health Public Heath Environmental Disease Branch
Examiner Preparedness Epidemiology
& Response Branch

Figure 2.2: Organization Chart for the NC DHHS

2.6 Emergency Preparedness and Response Capacity Efforts in North Carolina

Prior to the September 11™ attacks, North Carolina was taking the necessary measures to
improve the public health infrastructure across the state. The establishment of North
Carolina’s Bioterrorism Taskforce in 1999 suggests that bioterrorism was on North
Carolina’s agenda prior to 2001, however, as a coastal state, the majority of the
emergency preparedness related initiatives were geared toward preparedness and
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response to natural disasters. In October of 2001, North Carolina became the center of the
initial US anthrax investigation when an individual was allegedly exposed to anthrax
while visiting North Carolina. Although the North Carolina public health system was
familiar with emergency operations when it came to natural disasters, this bioterrorist
event completely overwhelmed North Carolina’s public health capacity. Furthermore it
revealed that “hurricane response doesn’t translate directly to bioterrorism response”.*®
In 2002 the federal government provided supplemental funding to states through the
Public Health Security and Bioterrorism Preparedness Response Act. The primary
purpose of this funding was to help states improve their public health infrastructure with
respect to their ability to respond to bioterrorism events, infectious disease outbreaks, and
other public health threats and emergencies.”> The heightened sense of urgency, in
addition to new federal funding for improving public health capacity, provided North
Carolina with the opportunity to rapidly improve their public health infrastructure.
During this time, under the direction of North Carolina’s Bioterrorism Taskforce, the NC
Public Health All-Hazards Risk Reduction and Response Plan was developed. This plan
included the development of the Office of Public Health Preparedness and Response and
NCHAN, among other key capacity building initiatives.** A major improvement to the
system was the establishment of the Public Health Regional Surveillance Teams
(PHRST), which were designed to provide support to local health agencies serving all
100 counties (see Figure 2.3). A total of seven PHRST groups were established with each
team consisting of an epidemiologist, an industrial hygienist, a nurse consultant, and

administrative specialist.”
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Figure 2.3: Map of NC Public Health Regional Surveillance Teams (PHRST)

As more funding became available, North Carolina continued to improve their public
health infrastructure by implementing several capacity building IT initiatives. These
systems were developed as a part of NC PHIN to enhance the state’s ability to monitor,
manage, and respond to the health needs of its citizens.*® In addition to NCHAN, the
other major IT components of NC PHIN included the North Carolina Electronic Disease
Surveillance System (NC EDSS) and the North Carolina Disease Event Tracking and
Epidemiologic Collection Tool (NC DETECT). Figure 2.4 shows the major components
of NC PHIN. The dashed lines in Figure 2.4 represent electronic reporting avenues that
have not yet been established, but are planned to be established upon full integration of
these systems. Due to the heightened sense of urgency that surrounded the development
and deployment of these electronic reporting, surveillance and alerting systems, few
deliberate measures were established to determine how the efficacy of these systems
would be evaluated, despite the fact that expansion and full integration of these systems

was planned.
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Figure 2.4: NC PHIN®®

2.7 North Carolina Health Alert Network

Although the major IT components of the NC PHIN system were all initiated for the
same purpose of improving North Carolina’s public health infrastructure and capacity,
they were developed from various pockets of funding and organizational support. As a
result, ideas about the vision, design and functionality of these systems varied within the
public health community. The vision for the NCHAN system, and the enterprise
architecture required to support it, was crafted by the Bioterrorism Task Force, which
was created by Governor Easley. In brief, the system was designed to provide the

following functionality *:
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o Browser-based data entry facility that can be used by the public health agencies to
enter information that is currently captured manually on the N.C. Communicable
Disease Report Card

« Integration of data stored in the State’s existing Laboratory Information
Management System (LIMS) and the national Center for Disease Control’s
(CDC’s) Electronic Disease Surveillance System (NEDSS) to identify potential
threats of deadly infections and chemical exposures

« Automated notification to local, regional, and state health departments of
imminent threats

o Public website to provide timely and accurate information about public health
threats to citizens

« Intranet to facilitate the sharing of information (e.g., lab test results, incident
reports, on-line manuals, distance learning) among state public health agencies.

In addition to the functions mentioned above, the purpose of Health Alert Networks
(HAN) from the national perspective was to provide high-speed internet connectivity,
broadcast capacity for emergency communication, and provide distance-learning

infrastructure for training.®

When the first version of NCHAN was deployed in October of 2002 by the North
Carolina Division of Public Health, it provided most of the capabilities that it was
envisioned to encompass. NCHAN was created as an automated communication system
designed to: alert appropriate key personnel (public health and emergency response
officials, state and local health departments, hospital emergency departments, and law
enforcement officials), be operational around the clock (24/7/365), provide highly secure
tiered alerts and be completely redundant (simultaneous use of phone, fax, email, and
pagers to communicate urgent health information). Authorized users have the ability to
create alerts based on pre-determined data fields and can customize their user profile
settings to receive notification of certain alerts based on the priority classification of the
event. Once a NCHAN alert is sent, individuals receive notification that an alert has been
issued via phone, page, fax and/or email depending on their profile settings. Alert
notifications sent via phone, page, fax or email, include no details of the event; users
must log on to the secure NCHAN site to view details of the event. Following the
deployment of NCHAN was the deployment of NC DETECT and NC EDSS.
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North Carolina’s ability to rapidly deploy the IT components of NC PHIN and strengthen
local preparedness across the state, afforded North Carolina with the opportunity to be
recognized as a leader in public health improvement initiatives. In national assessments
conducted by the RAND Corporation and the Centers for Disease Control and Prevention
(CDC), North Carolina was identified as a national model with respect to certain aspects
of the state’s public health preparedness and response systems. The NC Public Health
Regional Surveillance Teams (PHRST’s) were identified by the CDC as a model of
improved regional coordination and effective use of resources.*® Another CDC report
featured NC DETECT as an example of advancements in health monitoring and
surveillance.® In the RAND Corporation study, North Carolina was also identified as a
developer of innovative surveillance and responsesystems.®* However, even as a leader in
public health initiatives, North Carolina still encountered the same performance
measurement and accreditation challenges that many public health departments

worldwide were facing.

In addition to the challenge of establishing performance metrics and standards, the
growth of North Carolina’s public health system presented additional challenges. Similar
to the growth of public health and epidemiology occurring nationally, North Carolina’s
Division of Public Health has seen dramatic changes over the last few years. The
increase in the number public health practitioners employed at the state and local levels,
has presented the challenge of keeping a growing number of practitioners and
stakeholders trained, updated and well-versed on current procedures for day-to-day and
emergency operations. In addition, the introduction of electronic IT systems, such as
NCHAN, has caused some cultural resistance among the individuals who should be
utilizing these systems due to the culture and demographics of the public health
practitioners. The transition into the “era of technology” has proved to be challenging as
stakeholders seek to fully integrate the expertise of the public health practitioners with
the capabilities of state of the art electronic reporting, surveillance and alerting systems.

In the midst of dealing with all these changes, it is not surprising that North Carolina is

18



finding it difficult to establish valid accreditation measures and standards to evaluate the
efficacy of these systems and initiatives.

2.8 Systems Engineering and Operations Research

Despite the challenges that exist within the public health arena, the area of emergency
preparedness and response has received a lot of attention and captured the interests of
individuals from a variety of disciplines. One such area has been the field of engineering
which encompasses the study of systems engineering and operations research. Given the
multitude of results-driven methodologies and applications that exist within this field,
mathematical and simulation modeling has been a central element for analysis, planning
and improvement in many areas such as logistics, human resources, supply chain
management and even the medical field.'® %% 34! Although these techniques have not
been explored as extensively in public health as they have been in other arenas, the
techniques and tools of systems engineering and operations research are now being

looked at to help solve some of public health’s most pressing issues.

In systems engineering and operations research, modeling is one of the most fundamental
techniques for analyzing a system or activity. Often, the first step of the analysis process
involves determining the boundary and scope of the analysis by defining the system to be
analyzed. Systems are composed of interfacing or interdependent parts that work
together to perform a useful function. System components (parts) can be any combination
of things, including people, information, processes, equipment, products, or raw
materials.** Once the system is defined, the modeling process can begin. The process of
modeling can be described as the set of activities to be followed for creating one or more
representations of something (defined by its universe of discourse) for the purpose of
communication, analysis, decision-making, design, synthesis, or control.®> A model is a
representation of a set of components of a system or subject area. It is developed for
understanding, analysis, improvement or replacement of the system. The model describes
what a system does, what controls it, what things it works on, what means it uses to
perform its functions, and what it produces.** A model is always expressed in terms of a
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language. This language can be mathematical, symbolical, graphical, or a diagramming
language. Mathematics, which uses numbers and equations, is the most formal method
used to represent models. Whereas a graphical language may use a set of rectangles,
circles and arcs to represent a model, a symbolic language may use a set of symbols, such
as the set of symbols used for traffic regulations. Still other semi-formal methods exist

such as the IDEF notations, to be discussed shortly.®

2.8.1 IDEF0

Process mapping is the structural analysis of a process flow that distinguishes how work
is actually done from how it should be done, and what functions a system should perform
from how the system is built to perform those functions.>® One of the most useful process
mapping methods is the IDEFO modeling technique. IDEFO was derived from a well-
established set of standard reference methods for process modeling, known as IDEF
methods, which stands for Integrated DEFinition language. The IDEF methodology was
developed by the US Air Force in the 1970's and proposes a series of sixteen techniques
(including IDEFO0), each of which can be used for modeling specific type of information
through graphical representation. IDEF modeling techniques provide a methodology for
describing the operations in an enterprise and can be used to manage and improve
complex processes and systems. Although the IDEF methods were originally developed
for the manufacturing environment, their applicability has been extended into other areas

and adapted for wider use as illustrated in this thesis.

Within the sixteen modeling techniques of IDEF, IDEFO is specifically designed to
model the decisions, actions, and activities of an organization or system.*® The modeling
process involves creating a graphical model that shows: what controls the function, who
performs it, what resources are used in carrying it out, what it produces, and what
relationships it has to other functions.? As an analysis tool, the IDEFO mapping process

assists the modeler in identifying the key resources, controls and structure of an
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organization or system which is why IDEFO models are often created as one of the first

tasks of a system analysis effort.

IDEFO is a top-down diagramming method that starts with a single diagram which
represents an entire system that can be decomposed into more detailed diagrams that
explain how the subsections of the system work. The components of the IDEFO syntax
are boxes and arrows. Boxes are used to represent functions, defined as activities,
processes or transformations. Arrows represent data or objects that are related to or
changed by the functions. The IDEFO methodology is primarily used for understanding
the AS-IS (Present State) environment - the functions that are carried out, the
relationships between them, and the logical breakdown of those functions into their sub-

functions.®* An illustration of a basic IDEFO model is shown in Figure 2.5.

An IDEF0 Methodology Example
Interfaces that guide or
Controls
regulate the fimction
Inputs Function Oulpufs
g Or >
Interfaces that are changed Activi t}’ Results of the fimction
as a result of the fimction

Systens. organizations, people. databases or

Mechanisms| . o
equipment that support or perform the fimetion

Figure 2.5: Basic IDEFO Process Model®
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The text in the box of the IDEFO diagram is the name of the activity for which it
represents, typically a verb or verb phrase (denoted in Figure 2.5 as function or activity).
Each side of an activity box is reserved for a specific purpose. On the left side, arrows
represent inputs which are changed as a result of the function, the topside is reserved for
controls, the right side is reserved for outputs, and the bottom side is reserved for
mechanisms (resources). This reflects system principles; Inputs are transformed to
outputs; Controls constrain or dictate under which conditions transformations occur; and,

Mechanisms describe the resources needed to accomplish an activity or function.®

The hierarchical structure of the IDEFO diagram goes from general to specific using a
series of diagrams that gradually display increasing levels of detail describing functions
and their interfaces within the context of a system. The top-level parent diagram in the
model provides the most general description and is followed by a series of child diagrams
which provide more detail about the subject. If necessary, each child diagram can be
decomposed into an IDEFO diagram of further detail to support the needs of the analysis.
This forms a hierarchy of diagrams, which are represented by a node index, with the node
numbers starting with “A”, which identifies them as “Activity” diagrams.** Figure 2.6

shows an example of the IDEFO decomposition structure.
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Below is a brief example of the use of IDEFO modeling technique used to describe the

process for cooking a stir-fried tomato with scrambled egg.®

llﬂrwthdp'ﬂﬂi
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—Z“—»|  grean onion
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Figure 2.7: IDEFO for cooking stir-fried tomato with scrambled egg®
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Figure 2.8: Node Al with Title Block®
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IDEFO maps, comparable to the one illustrated in Figures 2.7 and 2.8 can be created
using commercial software, such as Microsoft Visio. Similar use of IDEFO will be made
to better understand the public health system in North Carolina and model the functions
and interagency relationships of the monitoring and control of communicable disease
threats. As mentioned earlier, IDEFO models are often created as the first step for
analyzing a system. The information provided on the IDEFO models can then be used to
develop a more sophisticated representation of the system for further analysis through the

use of other modeling techniques such as simulation.

2.8.2 Simulation

Simulation, the computer-based construction of a mathematical model to reproduce the
characteristics of a phenomenon, system, or process, is used to infer information or solve
problems.*® Simulation can be broadly categorized as either discrete-event or continuous.
Discrete-event simulation uses a transaction-flow approach to modeling systems. The
models can consist of entities, resources and control elements. Typically discrete-event
simulation is used to model material or information that can be described as moving in
discrete steps or packets through different processes such as call centers, manufacturing
operations or shipping facilities. On the other hand, continuous simulation is used to
model the movement of continuous material (e.g., water) or represent continuous systems
that are represented by differential equations.’ In theory any observable event that can be
represented by mathematical data can be simulated, however, in practice simulation is
difficult because it is often impossible to capture the data for all of the factors that
influence the phenomena you are observing.®® Therefore, the goal of simulation is to
determine the most important factors and capture the relationships among these factors
and other important governing conditions. In our study, we will develop a discrete-event
simulation model for the analysis of NCHAN through a case study of the 2004 E.coli
State Fair Outbreak in North Carolina.
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CHAPTER 3

Literature Review

There is an extensive amount of research addressing emergency preparedness and
response. The focus of our review consisted of articles and other literature relating to the
modeling and measuring of capacity and performance both within and outside of the
public health arena. With respect to the literature outside of the public health arena, we
reviewed traditional uses of modeling emergency preparedness and response in areas
such as engineering and management. In addition, we also reviewed literature that
presented approaches for measuring performance and capacity in areas outside of the
public health domain such as manufacturing and supply chain management. Within the
public health arena, we reviewed traditional approaches for measuring performance and
capacity, national and state assessments of emergency preparedness and response and
evaluations of previous emergency preparedness and response methods. A summary of

our review of the existing literature follows.

3.1 Traditional Uses of Modeling in Emergency Preparedness and Response
Modeling techniques such as computer simulation and 3-D modeling have become an
integral aspect of emergency preparedness and response studies as researchers seek to
analyze past disasters and quantify the potential risks associated with new ones. The
Hurricane/Flood Transportation Evacuation Study for the city of Virginia Beach uses a
computer simulation model called MASSVAC to identify evacuation routes, traffic
bottlenecks and to calculate travel times for evacuees. > Another paper, A Methodology
for Modeling Evacuation in New Orleans, demonstrates how operations research
techniques are utilized to generate evacuation routes and maps of evacuation zones using
historical data and 3-D modeling.3* The FluSurge model, developed by Meltzer and
individuals from CDC, is a spreadsheet-based model that is used to estimate the demand

of hospital services during a pandemic influenza outbreak.®® A model developed by
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Regnier uses a Markov model based on historical data to predict evacuation timing in
response to the threat of a hurricane. Regnier’s work also includes an analysis that
estimates the financial burden of incorrect evacuation decisions.> One of the most
relevant models in the literature to our research is provided in the article The spread of
awareness and its impact on epidemic outbreaks.?” The authors developed a
mathematical model to understand the impact that the awareness of a disease (which is
defined as information obtained through either first-hand observation or word of mouth)
has on the size of the outbreak and the epidemic threshold. The authors find that, in a
well-mixed population, more informed hosts reduce susceptibility. Although this can
result in a smaller outbreak it does not affect the epidemic threshold. The model
presented in this paper is successful in quantifying the value of an intangible (i.e.
awareness), however, it does not capture the value of awareness gained through IT which
will be captured in our model. As illustrated by the aforementioned examples, a broad
range of models and approaches have been developed to address various emergency

preparedness and response issues.

One of the most comprehensive studies of the use of modeling in emergency
preparedness and response is provided by a position paper prepared by the Society for
Medical Decision Making. In Recommendations for Modeling Disaster Responses in
Public Health and Medicine, a study was conducted to review exemplary and
representative articles, published within the last 40 years, which address applied decision
support modeling for emergency response. The purpose of the study was to identify best
practices in modeling and reporting of disaster response models and propose
recommendations for the design and reporting of such models. An important outcome
that this study provided was an overview of the range of disaster response models that
exist in addition to a comprehensive survey of the methodologies used to develop these
models. The study identified five broad categories that the models addressed which were:
treatment and control of disease outbreaks, response to natural disasters, response to
manmade disasters, hospital planning and disaster response logistics. The paper also

categorized the different outcomes that were measured by the various models which
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included financial costs, resource utilization (e.g. bed capacity), workforce staffing,
logistical outcomes (such as inventory levels and queue lengths), quality-adjusted life
years and morbidity or mortality. With regards to the models that addressed the
treatment and control of disease outbreaks, most of the existing models presented in the
paper focused on modeling the progression of disease, the impact of mitigation strategies
(vaccination, prophylaxis, social distancing measures) and the cost-effectiveness of
intervention alternatives. Within the response categories, the models discussed measured
various cost-related outcomes, demand of resources and geological impact of disasters.
The cost-related models included a range of factors for measuring cost (including
mortality rates, time and financial capital). In addition, many models included a cost-
benefit or cost-effectiveness analysis by comparing estimated health outcomes with the
costs associated with different preparedness and response strategies. The hospital
planning and logistics categories included the most relevant models to our research in
terms of looking for models that addressed capacity in the context of emergency
preparedness and response. Many of these models measured capacity in terms of tangible
resources such as facility capacity (e.g. hospital capacity, bed capacity), workforce
capacity (e.g. staffing levels) and transit capacity (e.g. road capacity). These models also
looked extensively at optimal transportation routes and optimal facility and resource
locations. Although the study found an extensive amount of research which included
models that focused on emergency preparedness and response, there was no mention of
models used to address the impact of IT on the capacity to respond or the impact of
shared information on the capacity of the system or on health outcomes. The paper also
notes the lack of attention to modeling the public health response to certain disasters by
stating that “remarkably few published models have focused on public health and medical

responses to such events”.*°

3.2 Traditional Approaches of Measuring Performance and Capacity

Although less attention has been given to modeling the performance and the capacity of

certain aspects of emergency preparedness and response systems, a considerable amount
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of research related to this topic does exist in the manufacturing, supply chain and
management arena. A mathematical model developed by Cachon and Fisher analyzes the
impact of information and technology on production capacity within a supply chain.
Their findings suggested that implementing IT to accelerate and smooth the physical flow
of goods was more valuable to increasing production capacity than using IT to expand the
flow of information. Another study in the supply chain arena, by Lin et. al, uses a multi-
agent simulation model to examine the effects of shared information on supply chain
performance in electronic commerce.?® The findings from this study indicated that more
detailed information shared between firms lead to lower total cost and higher order
fulfillment rates.

In the management and manufacturing arena, the Theory of Constraints (TOC) model is a

management philosophy which was introduced by Goldratt in his 1984 book entitled The

2
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Goal.”® The model revolves around the theory that a factory’s capacity is limited by its

constraint operation, or capacity-constraining resource. In other words, the rate of goal
achievement (e.g. increased throughput) is limited by at least one constraining process.
Goldratt asserts that only by increasing flow through the constraint can overall
throughput be increased. The TOC process involves identifying the capacity-
constraining resource and then restructuring the process through Five Focusing Steps.

Assuming the goal of the organization has been articulated (e.g., increase throughput),
Goldratt describes the Five Focusing Steps®:

1. IDENTIFY the constraint (the resource/policy that prevents the organization from
obtaining more of the goal)

2. Decide how to EXPLOIT the constraint (make sure the constraint's time is not
wasted doing things that it should not do)

3. SUBORDINATE all other processes to above decision (align the whole
system/organization to support the decision made above)

4. ELEVATE the constraint (if required/possible, permanently increase capacity of
the constraint; "buy more")

5. If, as a result of these steps, the constraint has moved, return to Step 1. Don't let
inertia become the constraint.
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The underlying assumption of TOC is that organizations can be measured and controlled
by variations of three performance measures: Throughput, Operating Expense, and

Inventory which are defined as follows:

=

Throughput: finished goods that are shipped to customers. More is better.
2. Inventory: Money that is invested in items the factory intends to sell. Less is
better.
3. Operating Expense: Money spent to convert inventory into throughput. Less is
better.
Goldratt also notes the economic implications that can be drawn from his TOC by noting
that time lost at the constraint is lost forever and can never be made up. Although,
Goldratt’s TOC has its origins in manufacturing, it has been used and applied to various
business functions including: Production, Project Management, Distribution, Supplier
Relations and Marketing, as reflected in the related literature and research. The

extension of Goldratt’s TOC into the public health arena will be discussed later.

Within the realm of manufacturing, supply chain and business management a vast
amount of research is dedicated to modeling performance and capacity. Still, more
opportunities exist to expand these methods and applications into other arenas, as
demonstrated in an article by Devaraj and Kohli.?® In their analysis, Devaraj and
Kohlidevelop models based upon systems of equations to study the relationship between
the use of technology and its effect on organizational performance (using financial and
nonfinancial measures of performance). Through the use of time-series analyses to
estimate the different models, this study tested the proposition that the driver of IT impact
is not the investment in the technology, but the actual usage of the technology. In their
analysis, which is placed in the longitudinal setting of a healthcare system comprising of
eight hospitals, this proposition is tested and supported by their findings. In addition to
the work of Deveraj and Kohli, a considerable amount of research has been dedicated to
using systems engineering approaches, such as modeling and process mapping to
measure and improve the health care system. In spite of public health’s close ties to the

health care community, the health care system has received far more attention from the
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engineering community than the public health system as suggested by the limited amount
of engineering research and literature dedicated to evaluating public health systems.

3.3 Traditional Approaches of Measuring Performance and Capacity in PH

In addition to the extension of systems engineering and operations research tools being
used to measure the performance and capacity of emergency preparedness and response
systems, a range of traditional, non-engineering approaches have been developed as well.
According to Mauer, Public Health in the US has been measuring its performance for
over 80 years.*’Mauer suggests that this evaluation has shifted back and forth between
“doing things right” (counting visits and inspections and immunizations) and “doing the
right things” (taking action on the analysis of community health assessments). Mauer
goes on to describe the shift of public health systems toward the “doing the right things”
end of the continuum — that is, measuring results as well as measuring resources and
activities. In other words, measuring outcomes rather than just counting inputs and
outputs. Despite Mauer’s assertions that there has been a shift away from just counting
inputs and outputs, a review of the existing performance and capacity metrics suggests

that if there has been a shift in the public health system, it has not been significant.

Traditional measures of public health capacity assessments involve approaches that rely
upon voluntary self-assessments which measure performance and capacity based on
meeting benchmarks (typically driven by funding requirements) and checklists to count
the existence of plans, resources and activities. This approach is consistently seen
throughout public health performance and capacity assessments at the local, state and
national level. At the national level, the federal government and supporting national
agencies have developed a range of guidelines and assessments designed to measure
emergency preparedness and response capacity of public health systems. An article by
Hu et. al considers assessments developed by the CDC, FEMA and NEMA to be the
“most important two instruments relating to public health emergency capacity assessment
at present”.*? These assessments include the Public Health Preparedness and Response
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Capacity Inventory and the State Capability Assessment for Readiness (CAR).?>*®

Despite, the claims of Hu et. al, the CDC, FEMA and NEMA assessments are based on
the traditional measures of meeting benchmarks and counting resources, plans and

activities.

In 2004 the RAND Corporation was contracted to work with the U.S. Department of
Health and Human Service’s Office of Public Health Emergency Preparedness (OPHEP)
to develop resources and to prepare analyses to help describe and enhance key aspects of
state and local public health emergency preparedness. The RAND Corporation
conducted a study to address gaps in public health by showing how quality improvement
(QI) methods can be used to improve the emergency preparedness of the system. The
study found that although no sites had comprehensive, fully functioning QI processes for
public health emergency preparedness, many sites had one or more components of QI.
The findings of the study also addressed the need for standardized and widely accepted
performance measures by noting that, “At several sites, the lack of a widely accepted,
quantifiable definition of preparedness was also a stumbling block to engaging in QI in
PHEP”.%®

Another national assessment of preparedness comes from Trust for America’s Health
(TFAH), a non-profit, non-partisan organization dedicated to saving lives and making
disease prevention a national priority. Since 2003, TFAH has issued Ready or Not?
Protecting the Public’s Health from Diseases, Disasters, and Bioterrorism, which
examines the progress that has been made in improving America’s ability to respond to
public health emergencies. The report focuses on the capacity of the states to protect
citizens from public health threats and emergencies and the federal government’s
important role in developing that capacity. As discussed in the report, Congress has
taken many measures to develop an all-hazards approach to emergency preparedness and
response. The TFAH preparedness indicators were selected on the basis of ensuring that
these measures are carried out and translated into improved public health preparedness.*’

Figure 3.1 provides a list of the indicators as well as what the indicators measure.
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Indicators What the Indicators Measure

|. Mass Distribution -- Strategic National Stockpile - Did the
state test its plan to distribute emergency vaccines, antidotes,
pharmaceuticals, and medical supplies from the SNS, and receive a
passing grade from CDC?

This indicator assesses a state's emergency response plan to quickly
provide medications to communities during emergencies.

2. Mass Distribution -- Antiviral Stockpiling -- Did the state
purchase 50 percent or more of its federally-subsidized antivirals
drugs to stockpile for use during an influenza pandemic?

The federal government has declared stockpiling antivirals to be a
shared responsibility between the federal government and the states.
This indicator assesses the state’s ability to provide antivirals to high-risk
populations during an influenza pandemic.

3. Public Health Laboratories -- Lab Pickup And Delivery
Services -- Does the state public health lab currently have an
intra-state courier system (non-mail) that operates 24 hours per
day for specimen pickup and delivery?

This indicator reflects whether states have the capacity to deliver and
receive laboratory specimens on a 24/7/365 basis.

4. Public Health Laboratories -- Pandemic Influenza Planning -
Does the state public health laboratory meet the expectations of the
state’s pandemic influenza plan?

This indicater demonstrates the ability of the states to ensure
surveillance and laboratory capability during each phase of a pandemic.

5. Biosurveillance -- Does the state use a disease surveillance
system that is compatible with CDC'’s national system, including
integrating data from multiple sources, using electronic lab results
(ELR) reporting, and using an Internet browser?

This indicator demonstrates information about which states track health
threats in a manner compatible with the standards of CDC's Mational
Electronic Disease Surveillance System (NEDSS). This system makes it
possible to quickly identify and track outbreaks and share the information
in a consistent way across health agencies and states.

6. Health Care Volunteer Emergency Liability Protection --
Does the state have laws that reduce or limit the liability exposure
for health care voluntesrs who serve in a public health emergency?

This indicator helps evaluate states’ abilities to call up a health care
volunteer workforce in the event of a public health emergency. The
lack of liability protection is a serious deterrent to many volunteers who
may want to offer their health care services but are fearful of deing so
without clear liability laws.

7. Entity Emergency Liability Protection -- Does the state have
laws that reduce or limit the liability for businesses and non-profit
organizations that serve in a public health emergency?

This indicator helps evaluate states’ abilities to work with the private
sector in the event of a public health emergency. The lack of liability
protection is a serious deterrent to many businesses and non-profits
that may want to offer their services but are fearful of doing so without
clear liability laws.

8. Medical Reserve Corps Readiness -- Does the state have a
Medical Reserve Corps (MRC) Coordinator?

This indicater assesses the state MRC program on the presence of a
State MRC Coordinator, who is responsible for working with all MRC
units in the jurisdiction.

9. Food Safety -- Detection and Diagnosis -- Did the state
identify the pathogen responsible for reported foodborne disease
outbreaks at a rate that met or exceeded the national average of
44 percent (combined data 2004-2006)?

This indicator reflects the ability of states to identify the pathogen
responsible for foodborne disease outbreaks.

10. Funding Commitment -- Did the state maintain or increase
funding for public health programs from FY 2006-07 to FY 2007-08?

This indicater, adjusted for inflation, demonstrates states’ commitment
to funding public health programs, which support the infrastructure
needed to adequately respond to emergencies.

Figure 3.1: TFAH, Ready or Not?, State-by-State Indicators®’

The report also provides state-by-state public health preparedness indicators and scores

(see Appendix 2). In the most recent edition, published in 2008, North Carolina was one

of five states to receive a score of ten out of ten.

A more recent set of guidelines, which were established in 2008, are the National

Response Framework (NRF), which is designed to serve as a guide for how the Nation

conducts all-hazards response. As a part of the national preparedness system, the NRF

includes guidelines that define what it means for the nation to be prepared and as well as
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providing a clear breakdown of roles and responsibilities, response actions, response
organization, planning and access to additional resources. The NRF is supported by
additional resources which catalogue the activities that the national response system
should be capable of accomplishing in response to very large incidents such as the
Universal Task List (UTL) and Target Capabilities List (TCL). The capacities measured
in these documents range from broadly applicable capabilities, such as providing mass
care and feeding to the affected population, to specialized roles, such as isolation and
quarantine for events involving communicable diseases.®® These documents include the
development of measures and metrics that focus not just on the inputs that are in place
but also attempt to measure the capabilities those inputs are intended to deliver. The
Target Capabilities List for example, includes a variety of preparedness and performance
measures and metrics, which are a combination of checklist-like assessments (e.g., yes/no
judgments about whether a plan is in place) and quantitative measures of performance
related outcomes and resources.*® Despite the comprehensive list of capabilities provided
by documents such as the TCL (which is a 588 page document), the national
preparedness system’s attempt to develop widely accepted and utilized standards,
measures, and metrics for preparedness has not been reflected in the existing literature.
This is demonstrated by development of newer assessments and documents which
continue to be made, at the state and national level, and do not follow the framework or
guidelines provided by the NRF or its supporting documents. One such example is a
series of performance and capacity assessment instruments developed by the CDC and
the National Public Health Performance Standards Program. These assessments provide
public health performance standards for state and local public health systems and for
public health governing bodies which are based on the 10 Essential Public Health
Services and intended to help users answer questions like, “What are the activities and
capacities of our public health system?” and “How well are we providing the Essential
Public Health Services in our jurisdiction?”.* These assessment instruments also follow
the traditional measurement approaches of using checklists and survey methods for
cataloguing elements of preparedness, which are arguably inaccurate measures of

performance, preparedness and response capacity.
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3.4 National and State Assessments of Emergency Preparedness and Response

Within the literature that specifically addresses public health emergency preparedness
and response within North Carolina, there appears to be a strong focus on events such as
natural disasters to evaluate capacity and measure performance. As stated in a report by
Davis et. al, “Many of these response requirements are similar to those required by a
bioterrorism event; therefore, examining North Carolina’s public health response to
hurricanes may provide an estimate of public health capacity necessary to respond
effectively to a bioterrorism event”.2!Although this may hold true in certain scenarios, a
report by the General Accounting Office suggests that sudden occurrence events, such as
natural disasters present public health challenges that are quite different then progressive
occurrence events such as a biological attack.®®
There is growing recognition that the unique characteristics of a bioterrorist
attack, in contrast to a conventional attack, would require additional response
preparation and coordination. Much of the response to a bioterrorist attack would
occur at the local level. The intentional release of a biological agent by a terrorist
might not be recognized for several days, during which time a communicable
disease could be spread to those who were not initially exposed.
The notion that public health threats present special challenges was also recognized by
Cline who notes that “The traditional role of public health in a natural disaster emergency
is primarily reactive... In the case of a bioterrorism attack, by contrast, the public health
role is not just consequence management.... A biologic attack is likely to be a covert act.
Well-established disease surveillance and data monitoring are essential for early detection

and immediate investigation of potential bioterrorism events”.*®

Reports at the state level which address North Carolina’s level of preparedness and
response capacity present the same inconsistencies and generalities in measuring
performance as seen at the national level. One such example is provided in a report from
the North Carolina Progress Board, which is a permanent, independent state board
appointed by the governor which aids in “identifying critical issues, setting milestones,

checking progress, reporting data, recommending course corrections, and offering
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imaginative solutions to jumpstart change”.*® The report presents eight “imperatives” that
must be attained—and sustained. Of the eight imperatives discussed in the report, the
imperative most relevant to measuring emergency preparedness and response is listed as
Imperative 2: Safe and Vibrant Communities. Under this imperative is Goal 2: Residents
will feel safe in their homes and neighborhoods, a goal which is measured by
Measurement 3: State and County Ratings in Emergency Preparedness. As stated in the
North Carolina Progress Board’s Safe and Vibrant Communities Report™*:
The state emergency management program will become the first such program to
receive national accreditation. Targets for county emergency management
programs will be developed once current preparedness levels have been assessed.
The NC Division of Emergency Management leads state and local agencies in
helping citizens prepare for and respond to injury and damage resulting from
natural disasters and other emergencies. FEMA requires the state to conduct a
“capabilities assessment of readiness,” which the federal agency supervises, every
other year. North Carolina takes the additional step of conducting the assessment
during alternate years as well.
Despite the intention to focus on emergency preparedness and response capacity in the
2001 report, this goal was not addressed or included in the North Carolina Progress
Board’s 20/20Update Report published in 2005. This presents the notion that a lack of
serious attention and oversight is provided to ensure that emergency preparedness and

response initiatives are closely monitored.*®

In 2004, North Carolina’s Division of Public Health conducted an evaluation of the
improvements in North Carolina’s public health capacity to plan, prepare, and respond to
public health emergencies.?! The purpose of this study was to evaluate if the substantial
amount of funds provided from the federal government between the time of Hurricane
Floyd in 1999 and Hurricane Isabel in 2003 had been used effectively to improve public
health capacity to respond to bioterrorism, emerging infections, and other public health
emergencies. The methodology for this evaluation was based on a multiple case study

with embedded unit analysis research design. In addition, the staff interviewed 32 local,
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state, federal, and academic key informants and reviewed 89 local, state, and federal
documents. Some of the key questions the evaluation sought to answer included: 1. What
capacity improvements did DPH make between hurricanes? 2. What actions does DPH
need to take to further improve preparation and response capacity? and 3. What lessons
learned from improvements in response capacity are relevant to other public health
emergencies? One of the major findings from this evaluation was that measures of state
agency public health preparedness are needed. As summarized in the key findings of the
report:
In designing and conducting this evaluation, it became evident that while a
number of efforts have examined the investment in preparedness, there is no
common set of measures of agency public health preparedness. This evaluation
has identified the following characteristics of improved preparedness in DPH:
infrastructure, training, communication, partnership, and implementation of
policies and procedures. These characteristics should be tested for application to
other agencies and other public health emergencies.
Considering the lack of standardized definition measures and guidelines at the national
level, it is not surprising that departments of public health are dealing with these issues at
the state and local levels as well. The findings from other literature and reports also
support the need for more guidance and standardization of emergency preparedness and

response measures at all levels of the government.

3.5 Evaluations of Previous Emergency Preparedness and Response Methods

Although the national, state and local preparedness instruments have provided some level
of guidance for measuring emergency preparedness and response, much of the literature
suggests that current measurement methodologies are insufficient, and provide a hollow
perception of emergency preparedness and response capacity. As stated in one report
entitled Evaluation of Public Health Response to Hurricanes Finds North Carolina
Better Prepared for Public Health Emergencies:*

Reviews of state public health preparedness improvements have been primarily

limited to measuring funds expenditures and achievement of cooperative
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agreement benchmarks. Such reviews fail to assess states' actual capacity for

meeting the challenges they may face during an emergency, as evidenced by

activities undertaken during the various phases of a disaster.
This argument is reiterated in another article, How Can We Strengthen the Evidence Base
in Public Health Preparedness?.% In this article, the authors attribute the lack of an
evidence base to support best practices, performance measures, standards, and other
assessment tools needed to improve the nation’s public health preparedness system to
infrequent real-world opportunities to study preparedness for large-scale public health
emergencies. The authors suggest that current public health systems research on
preparedness should focus on using engineering-style methods to identify core
preparedness processes and should develop novel data sources and measures based on
smaller-scale proxy events. In addition, the need for the applicability of these
performance improvement approaches to support the translation of research into practice
within the wide variety of public health systems that exist around the nation is also

recognized in the article.

In Public Health Emergency Preparedness: Fundamentals of the ““System’” Salinsky
provides an overview of the public health system to serve as a basis for addressing some
very important questions regarding the nation’s public health system such as: Who should
be responsible for providing a public health response in the event of an emergency? What
resources are needed to be prepared? How can the nation ensure an adequate return on its
investments in public health? In seeking to answer these questions, Salinsky
acknowledges the fact that the answers to these questions hinge, in part, on the nature and
structure of the existing fragmented public health system which is extremely complex,
both legally and organizationally. In addition to examining the existing public health
infrastructure, the paper also provides an emphasis on the resources and activities
necessary for public health emergency preparedness and response and presents the issue
of variability of these resources and activities among the many public health systems

across the nation. The paper concludes by stating the need for some standard level of
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preparedness to be established and that achieving this goal will require a tremendous

degree of resources, intergovernmental coordination, and leadership.*®

In 2005, Asch et. al conducted a study to review the instruments being used to assess the
level of preparedness of state and local public health departments ability to respond to
public health threats such as bioterrorism.’The authors examined 27 published
population-based instruments for planning or evaluating preparedness and using the 10
Essential Public Health Services as a framework, the instruments were evaluated for (1)
clarity of measurement parameters, (2) balance between structural and process measures,
(3) evidence of effectiveness, and (4) specification of an accountable entity. Analogous
to the findings from similar studies, the study discovered that most assessments relied
excessively on subjective or structural measures, which lacked scientific evidence for the
measures being assessed. In addition, they also found a lack of consistency in what
constitutes “preparedness” or how it should be measured. The study concluded with
suggestions for measure standardization, better interagency communication, and the need
for an investment in public health practice research to develop the underlying evidence

base required for developing quality measures and assessments.

Similar arguments are made in more recent literature, as provided in a report by Jackson

in 2008, which highlights some of the shortcomings of past and existing assessments™:
Over the years, there have been many efforts to assess preparedness. Some have
focused on evaluating the resources and activities that are easiest to quantify to
provide some insight into what response systems will be able to accomplish. We
know that having the right equipment is important, so if equipment is not
available to respond to types of incidents that concern us, then response
operations are unlikely to go well. Other efforts have gone beyond inventorying
resources to develop preparedness standards, assess less-tangible factors (such as
training and leadership), or test plans and operations in exercises. Though they
provide some insights into preparedness, these methods cannot answer the

fundamental question of policymakers and the public: How certain should we as a
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nation be that the systems we have put in place to respond to damaging events
will be able to deliver when called upon?

Whether there is a plan in place and supplies for assisting the victims of a
disaster have been bought are key inputs to preparedness. However, those inputs
will not produce the outcomes we want—actually providing relief to disaster
victims when and where it is needed—if response organizations, infrastructures,
and other components cannot deliver them. Confidence that response plans will be
able to be executed as designed depends on the reliability of the system that is
executing them.

Jackson goes on to suggest that a solution to answering this question and measuring
response performance, should be addressed by evaluating response reliability as part of
preparedness measurement efforts.
Such an assessment would be based on the nature of the system of response
organizations, capabilities, and resources and the factors that shape how well it
responds. The starting point is to map the system and identify the different
elements that shape its performance. Assessing the reliability of the system then
requires identifying what could go wrong, estimating the likelihood of
breakdowns, identifying their impact on performance (e.g., would a particular
failure mode completely disrupt response operations or just reduce their efficiency
or effectiveness?), and determining if planning has accounted for them and either
built in hedging strategies or is flexible enough to compensate if they occur.
Jackson continues to build the argument that evaluation of preparedness that focus on the
reliability of the system have the potential to provide more useful measures for
determining levels of preparedness. Furthermore, Jackson asserts that evaluations framed
around the concept of reliability will be more useful in the discussion of the trade-offs
between investments and in establishing reasonable levels of performance for emergency

preparedness and response systems.

As illustrated by the references provided, multiple reports and studies support the notion

that traditional methods for measuring emergency preparedness and response (i.e. the
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counting inputs of resources, activities and plans) do not provide meaningful indicators
that directly translate into the true level of preparedness. In the following chapters we
present a methodology that attempts to address some of the challenges raised and bridge

some of the gaps in the existing approaches presented in this review.

3.6 Literature Review

From the existing literature it is apparent that the growing threat of a bioterrorist attack
and the need for more resilient emergency response and preparedness systems is
universally understood. However, despite the unanimity of the urgency and need to
increase emergency preparedness and response capacity, a cohesive set of valid metrics
and methodologies to meaningfully capture this information has yet to be established. Of
the modeling techniques that have been proposed by researchers outside of the public
health arena, few attempt to capture the value of the less-tangible aspects of emergency
preparedness. With respect to the traditional evaluation employed within the public
health arena, various articles and reports support the notion that traditional measures and
capacity assessments do not provide metrics that are accurate indicators of performance
and capacity. This is a consistent issue presented through the emergency preparedness
and response literature across the board — at the national, state and local level. Our
review of the literature specific to North Carolina’s preparedness indicates that natural
disaster relief planning is often used to measure the states level of preparedness.
However, as discussed earlier, this presents another issue due to the unique challenges
and broad range of public health threats. Although North Carolina has been cited in the
literature as a leader in emergency preparedness and response, the sources of these claims

employ the same evaluation standards that are being called into question.

3.7 Research Question

The purpose of this study is to better understand the utility of NCHAN and determine
whether it is efficacious in increasing emergency response capacity in North Carolina.

To accomplish this, we seek to answer the following question: How has the
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communication provided through NCHAN increased the emergency preparedness and
response capacity with respect to the North Carolina’s ability to respond to
communicable disease related public health threats? In seeking to answer this question
we must address the issue of accurately measuring emergency preparedness and response
systems. In addition, because we are modeling the capacity of IT, we are faced with the
added challenge of quantitatively capturing the capacity of the less tangible aspects of a

system as well.

Our analysis and quantification of a key information sharing and communication
component of the emergency preparedness and response system provides a promising
opportunity to explore an area for which existing research is relatively limited. In
addition, it also provides the opportunity to bridge two disciplines together — a
collaboration for which the synergistic benefits can have far reaching impacts beyond the
scope of public health and engineering. As we attempt to quantify this system, we have
to deal with the challenge of modeling a system that operates in a complex and partially
observable environment which consists of intangible processes that are not easily
captured by traditional, clear-cut techniques. However, the ability of operations research
and systems engineering techniques to perform well in these types of environments
further supports the need to extend the methodologies and techniques of these disciplines
into this arena. The aforementioned challenges provide a clear justification for our
motivation and purpose, whereas the opportunities provide legitimacy to the benefits and

contribution of the research presented in this thesis.
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CHAPTER 4

Methodology

In order to achieve our primary objective of understanding the utility and efficacy of
NCHAN, we needed a thorough understanding of public health, communicable diseases
and the public health infrastructure in North Carolina. Multiple resources and
approaches were used to acquire this information which involved an ongoing process of
reviewing the existing literature, speaking with and interviewing public health
practitioners, attending public health presentations and analyzing data from NC PHIN’s
IT components. In addition, the models presented in this thesis were developed by
employing techniques in operations research and systems engineering which included
statistical analysis, process mapping and simulation. The following sections provide a
more detailed explanation of the methodological process we followed. It is important to
note that although our methodology is presented in sequential order, each step was an on-
going process, with many of the steps occurring concurrently. As more knowledge was
obtained throughout the process, we were able to clarify our understanding of the system

and update our models accordingly.

4.1 Interviews with Public Health Practitioners

Despite the immense amount of information provided in the literature about the public
health system, the majority of our knowledge about the inner workings and history of
North Carolina’s public health system was obtained from interviews and interactions with
the public health practitioners. Both formal and informal interviews were used as
opportunities to learn more about the system and the interagency relationships, resources,
entities and organizations that support its functioning. Formal interviews with key
informants were accompanied by a standardized set of interview questions (see Appendix
3). In addition to interviews, we also attended public health meetings and presentations
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which provided up-to-date information about the current status of North Carolina’s public
health system. Our initial understanding of the public health information network in
North Carolina was documented in a “skeleton” of the NC PHIN system. The NC PHIN
skeleton served as a visual aid to represent our interpretation of the interagency
connections among the key players and information systems involved in the reporting,
surveillance, detection, alerting and control of a public health threat.

4.2 Statistical Analysis of NCHAN

In order to understand the utility of NCHAN and its ability to increase emergency
preparedness and response capacity, statistical, simulation and process mapping methods
of operations research and systems engineering were employed. Because NCHAN is one
component of a greater network, NCHAN was analyzed from two perspectives:
individually as the entire system itself then collectively as a component of a greater
system. This approach was used to provide thorough knowledge of the system’s
individual capacity as well as its contribution to the capacity of the greater network that it

supports.

Our first analysis focused on understanding the utility of NCHAN as an individual
system. To accomplish this we built a database of all of the NCHAN alerts to date by
entering each alert into Microsoft Excel worksheets. Data from all of the alerts was then
summarized into one concise worksheet for further analysis. We conducted a statistical
analysis of the NCHAN alerts to provide information about the distribution of the users,
distribution of the events, usage frequency and other characteristics that could be used to
provide insight into how the system was being used and what the system was being used
for. Provided is a detailed list of the key questions we sought to answer followed by the
data fields that provided insights to these questions:

What are people using NCHAN for? What events are NCHAN “worthy”?
e Analysis of the distribution of events by
o Event Type
o Event Priority
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Event Status

Terrorism Potential

Human Cases

Animal Cases

Number of Fatalities

Number Hospitalized
Number of Counties Exposed
Number of Recipients
Attachment(s) Included?

O O0O0O0O0O00O0O0

Who is using NCHAN to report?
e Analysis of the distribution of events by
o Organization Reported By (i.e. Which organization sent the alert?)
o Title of Individual Reporting Event

What is the level of variability in user acknowledgements/performance?

e Analysis of the distribution of events by

o Organizations acknowledging within an hour

Organizations acknowledging within an hour by day of week
Organizations acknowledging within a day
Organizations acknowledging within a day by day of week
Organizations acknowledging within an hour by event priority
Organizations acknowledging within a day by event priority
Organizations acknowledging last
Time gap from alert sent time to last acknowledged time

O O0O0O0O00O0

As a whole, how has the utilization of NCHAN changed over time?
e Analysis distribution of events by
0 Number of alerts by year
o Event type by year

4.3 IDEFO

Our analysis of NCHAN as a component of the greater preparedness and response
process involved gaining a clear understanding of the network, NC PHIN, within which
NCHAN operates. The majority of the information that explains how the NC PHIN
system operates was acquired from the interviews and meetings with public health
practitioners and stakeholders thus, detailed notes from each interview and meeting
served as the main source of data for this stage of the process. NC PHIN is comprised of

many loosely associated organizations, resources, decision makers and electronic systems
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which involve complex interagency relationships with varying levels of autonomy.
Given the complexity of the NC PHIN system, we employed the use of the IDEFO
mapping process to capture the multitude of information and resources in a clear and
concise manner. The IDEFO map also served as a visual aid to confirm our
understanding and interpretation of the system with the public health practitioners and

stakeholders.

4.4 Selection of Case Study

In preparation for our analysis of NCHAN as a component of NC PHIN, we narrowed the
focus of our analysis to a specific threat, a communicable disease outbreak in North
Carolina. Considering that the purpose of our study was to better understand NCHAN,
only outbreaks posted on NCHAN were considered as candidates for the case study. An
important criterion for the selection of our case study was that the outbreak be a statewide
event in the sense that the event posed a threat to the entire state of North Carolina. This
was important because from our initial analysis of the system we realized that
communication at the local level (among local health departments and cities within close
jurisdictions) appeared to be sufficient. However, statewide public health threats, which
required seamless interagency communication across organizations and jurisdictions,
were frequently noted during the interviews and meetings as an area for improvement.
After looking at the possible candidates, the 2004 State Fair E.coli Outbreak was selected
as our case study.*® The 2004 State Fair E.coli Outbreak case was selected for the
following reasons:

e This event was one of the largest petting zoo outbreaks of E.coli to date.

e |t was a statewide public health threat. Statewide events require communication
across jurisdictions and organizations, which was an area we were interested in
analyzing.

e The state fair attracted visitors from a variety of counties, providing the
opportunity to observe the variability in response among the different counties.

e At the time of this event, NCHAN was the only active electronic component of
the three components in NC PHIN. This provides the opportunity to focus on
NCHAN’s impact on the overall system performance.
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4.5 Simulation Analysis

A simulation model was built for the 2004 State Fair E.coli outbreak in order to analyze
NCHAN as a component of the greater preparedness and response system. During this
stage of our study information from the review of the literature, interviews with public
health practitioners, NC PHIN skeleton, the IDEFO map and the case study were
collectively used to develop the simulation model. The focus of the simulation model
was to imitate the role of the key organizations, resources and IT support systems of NC
PHIN during the entire process that takes place when responding to a communicable
disease related health threat. Using the IDEFO map, this process was broken down into
the following major steps:

1. Susceptibility (Exposure)

Reporting

Surveillance

2

3

4. Detection
5. Confirmation

6. Notification and Mass Dissemination of Information
7

Implementation of Control Measures

These major steps were reflected in the simulation model which was implemented using
Arena 10.0. Figure 4.1 provides a screenshot of the Arena simulation model. The seven
major steps captured in the IDEFO map are also reflected in Figure 4.1 as indicated by the
items in red font. The IT components of NC PHIN are indicated by the blue font and the
resources are indicated by the green font. Appendices 8-17 provide a more detailed view

of the individual modules in each step of the simulation model.
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Data from the 2004 State Fair E.coli Outbreak served as the basis for which we
developed our base case for our simulation and further conducted our quantitative
analysis. Parameter values for the simulation were based on our review of the state fair
case data, our statistical analysis of NCHAN, E.coli timeline data from the CDC and

from interviews with public health practitioners.

4.5.1 Simulation Logic

The seven major steps of the disease outbreak process, the key players and critical
resources involved in the monitoring and control of a disease outbreak were represented
in our simulation. The timing was controlled by the number of resources and access to
the NC PHIN components defined within the model. Our simulation model focused on
the flow of information with respect to the following key activities: the contamination of
petting zoo visitors with E.coli, the on-going process of identifying these cases, the
detection of a threat, the release of an alert, and alert recipient awareness. Petting zoo
visitors are the initial entities moving through the system, who progress through the seven
major steps of the disease outbreak process as outlined in our IDEFO map. Each petting
zoo visitor that becomes contaminated with E.coli is defined as a case. Cases are further
categorized as either probable, suspect or confirmed cases. As the petting zoo visitors
progress through the simulation model, they seize and utilize the necessary resources. As
time progresses, the cases eventually enter a LHD or SHD queue. Cases waiting in a
LHD or SHD queue represent a LHD’s or SHD’s local awareness of a case. Cases
remain in their respective queues until a designated threat alert is sent for them to be
released. The release of the cases from the queue implies mass awareness of the cases
once they reach a certain stage of the simulation. The timing of the threat alert is
determined by the threat detection trigger. The timing of the threat detection trigger is
determined by pre-established thresholds. These thresholds are based on access to the
different IT components in the NC PHIN system which provides decision makers with

varying levels of information and awareness about the number of cases in the system.
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Decision makers can only make decisions based on information provided by the number
of cases in their own queue and the number of cases provided by the NC PHIN
components that they have access to. In our model, the primary decision makers are
individuals from The North Carolina Division of Public Health and the local health
departments. For simpler notation purposes, in our simulation, the North Carolina
Division of Public Health is represented as SHD (State Health Department). We are
modeling their ability to detect a public health threat based on the flow of information,
which initiates the release of a threat alert. Their level of awareness is represented by the
number of cases in their respective queues and information provided by their level of
access to NC PHIN components. Our simulation also reflects the awareness of the alert
recipients who represent the vulnerable population. Once the threat detection trigger
signals the release of the alert threat and the cases are released, alert recipients can now
make decisions based on mass awareness of the information provided by the alert. Alert
recipient awareness of cases is also based on information provided by the alert. The
number of cases that alert recipients are aware of at the time of the alert depends on who
triggers the alert (the LHD or SHD) and their level of awareness (which is controlled by
access to NC PHIN components). The alerts trigger the actions necessary to identify
other cases in the system, identify the source of exposure and reconcile the threat. A
detailed explanation of the entities, resources, random variables, decisions, triggers and

signals used in the simulation are provided in Appendices 18-23.

4.5.2 Parameterization of Simulation Model

Given the limited data set provided, the data set used to parameterize the model was also
used to validate the model. The model was parameterized by first selecting the
distributions of the random input variables based on the provided data sources (see
appendices 18-23) and then varying the capacity levels of the resources until the
simulation output data matched the real output data from the 2004 State Fair E.coli
Outbreak as summarized below:

» Total of 108 cases
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» Distribution of final case counts for each county matched real data distribution of
final case counts for each county
» 15 children were diagnosed with HUS
» Three NCHAN alerts sent on the following days with awareness of the following
cases
— October 30, 2004 by Wake County (Aware of 3 HUS cases)
— November 1, 2004 by NC DPH (Aware of 16 cases)
— November 6, 2004 by NC DPH (Aware of 47 cases)

The model was considered to be validated once the abovementioned output conditions
were met. Output conditions were based on 100 replications which provided confidence
intervals within 7% of the output averages. The verification of the simulation model was

accomplished by testing extreme regions of the input parameters (stress testing).

4.5.3 Performance Metrics

An important part of our analysis involved determining which metrics to use to evaluate
our system. The goal is to “get the right information, to the right people at the right
time”. We used this theme as the building block for establishing metrics and for
identifying key determinants that would impact capacity, awareness and overall system
performance. After careful selection of our metrics and verification of our model we ran
multiple “what-if” scenarios of the 2004 State Fair E.coli Outbreak. The purpose of
running the multiple scenarios was to evaluate the impact of changes in capacity on the
performance of the system and its components. For each scenario, the following
performance metrics were collected:

e NC PHIN System Performance Metrics
o Alert Recipient Awareness Level: Percentage of cases (either probable,
suspect or confirmed — based on diagnosis) that the alert recipient is made
aware of by the time of alert
e NCHAN-related Performance Metrics
0 Mass Dissemination Time Period: Time from detection to dissemination
= For LHD initiated alert
= For SHD initiated alert
= For last alert sent
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0 Alert Recipient Mass Awareness Time Period: Time from dissemination
of information to receipt of information
= Using NCHAN source
= Using non-NCHAN source

4.5.4 Mathematical Representation of Capacity
Since our simulation analysis is centered around capacity-based performance, a critical
aspect of our methodology required a clear definition of capacity. The World Health
Organization defines capacity for emergency management as "information, authority,
institutions, partnerships” and the "plans, resources and procedures to activate them".®’
We interpreted this definitions as follows: response capacity is a function of information,
authority, institutions, partnerships, plans, resources, and the procedures to activate them.
Mathematically we represented response capacity as a level of output that is dependent
upon various inputs (or preparedness capacity elements) as represented by the following
function:

Response Capacity = f(preparedness capacity),
where preparedness capacity = [information, authority, institutions, partnerships, plans,

resources, procedures]

In our simulation, the NCHAN-related and NC PHIN performance metrics served as
indicators for our measurement of response capacity. The representation of the various
preparedness capacity elements (inputs) are reflected in our simulation model as detailed
below:

e Information is represented by access to information provided from the IT
components of NC PHIN (NCHAN, NC EDSS, NC DETECT), phone calls,
emails, and other means of communication (fax, pager, listserv)

e Authority is defined as the ability of a LHD or SHD to trigger and issue an alert

e Institutions are defined as the organizations acting as decision makers and
information providers in the simulation (i.e. LHD, SHD, hospitals, labs)

e Partnerships are represented by the communication between the various
organizations and institutions in the model which is reflected by the reporting of
diseases, alerting of the masses and confirming of threats among the different
organizations and institutions
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e Plans are reflected by the sequence (the seven major steps) and flow of
information within the simulation which represents the general protocol for the
monitoring and control of communicable disease related threats

e Resources are the labs, physicians and LHD personnel

e Procedures are reflected by the signals that must be activated (by triggers) before
certain activities can take place such as the implementation of control measures

The key inputs in our assessment of NCHAN and NC PHIN’s ability to increase
emergency preparedness and response capacity were information (specifically
information as a result of IT) and resources (capacity of labs and the human resource
(HR) levels in hospitals and LHD’s).

4.5.5 Design of Experiments
The goal of our simulation analysis was to determine how changes to certain
preparedness capacity elements impacted response capacity (as indicated by our
performance metrics). To accomplish this we designed five experiments, each with
different levels of access to IT components in NCPHIN which represented changes to the
information element of preparedness capacity (denoted as IT Access, i.e. technology
based information). The varying levels of access to the NC PHIN components that was
available to use as a resource in each experiment is listed below:

e Experiment 1: IT Access—- NCHAN

e Experiment 2: IT Access—- NCHAN and NC DETECT

e Experiment 3: IT Access—- NCHAN and NC EDSS

e Experiment 4: IT Access -NC DETECT and NC EDSS

e Experiment 5: IT Access — NCHAN, NC EDSS and NC DETECT

We varied the level of access to the NC PHIN components by controlling which IT
systems decision makers had access to during our simulation of the 2004 State Fair E.coli
Outbreak. This was accomplished by changing the parameters of the hold condition in
certain modules (see Appendices 24-27). For each experiment we ran seven scenarios.

For each scenario, we varied the HR and lab resources as listed below:
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e Scenario 1: Base Case

e Scenario 2: Decrease HR Levels in Hospitals by 50%
e Scenario 3: Decrease HR Levels in LHDs by 50%

e Scenario 4: Decrease Lab Resources by 50%

e Scenario 5: Increase HR Levels in Hospitals by 50%
e Scenario 6: Increase HR Levels in LHDs by 50%

e Scenario 7: Increase Lab Resources by 50%

Changes to HR levels in hospitals and LHD’s, was reflected by increasing or decreasing
the number of physicians and LHD personnel available to process case information,
respectively. Changes in lab resource levels reflected a collective change in the number
of labs, lab personnel and other vital lab resources available to process case information.
The percentage increases and decreases in the resource levels are relative to the resources
of our base case (case study), which was used to parameterize our model. The resource
parameters, detection thresholds and other metrics for the base case were selected based

on our analysis of the data from the 2004 State Fair E.coli Outbreak.

The multiple scenarios for each experiment were managed using the Process Analyzer
Tool in Arena 10.0, summarized in Microsoft Excel, and used to analyze the impact of
changes in preparedness capacity elements (i.e. IT, HR and lab resources) on the
NCHAN-related performance metrics, NC PHIN system performance metrics and queue
lengths.

Using the results from the aforementioned measures, we were able to quantify the
capacity and value of NCHAN to the greater NC PHIN system. The analysis identified
potential constraining factors within the system which control NC PHIN’s overall
capacity. To identify these constraining factors, we extended Goldratt’s TOC which
seeks to identify and elevate the capacity-constraining resource that is limiting a factory's
capacity. Although this theory is rooted in the manufacturing arena, this theory is
applicable to the goals of our study as we seek to quantify the capacity and performance
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of our system. Using the underlying methodology of Goldratt’s TOC, we use the
simulation results to identify areas of improvement within NC PHIN.

If we can recall from earlier, Goldratt’s TOC focuses on three performance
measurements which are defined as follows:

1. Throughput: finished goods that are shipped to customers. More is better.

2. Inventory: Money that is invested in items the factory intends to sell. Less is
better.

3. Operating Expense: Money spent to convert inventory into throughput. Less is
better.

With slight modification to these performance measurements, we apply Goldratt’s TOC
to our analysis of NC PHIN. In the context of emergency preparedness and response,
the “factory” is the information network system (NC PHIN). Since the purpose of an
information network system is the dissemination of information which translates into
awareness, “throughput” is redefined as alert recipient awareness level. More is better in
the sense that, the more cases the vulnerable population is aware of relative to the actual
number of existing cases, the better. This measurement should not be misinterpreted as
more is better in the sense that a the greater number of outbreak cases, the better.
“Inventory”, for our situation, is the number of cases that are in the system that the
vulnerable population is unaware of. These are cases that have yet to be identified,
detected or confirmed. Less is better because the less information we know about a
threat, the harder it is to take the appropriate level of corrective action. Lastly, our
“operating expense” is the amount of funding and other resource investments dedicated to
turning unidentified cases into identified cases and controlling the exposure. This is
reflected in our simulation by changes in capacity. Less is better in the sense that the less
we have to invest in increasing capacity in order to achieve improved performance of our
system, the better. In addition if we think about the overall goal of our system, it is to
decrease the number of outbreak cases and to respond as quickly as possible. Using
Goldratt’s Five Focusing Steps as a reference, we sought to identify the capacity-

constraining factors of NC PHIN.
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CHAPTER 5

Findings

Our findings suggest that the capacity of NCHAN’s overall value is conditional and
dependent on many factors including the scope for which we define the “system”. In this
chapter we present our findings from two different perspectives for defining the system.
The first approach, the statistical analysis, is from an internal perspective which evaluates
NCHAN as the system itself. The second approach, the simulation analysis, provides an
external perspective which evaluates NCHAN as a component of the greater NC PHIN
system that it supports. In this analysis, we were particularly interested in analyzing the
impact that changes in IT, HR and lab resources had on the NCHAN and NC PHIN
system performance metrics, individual case metrics, and queue lengths. Prior to
presenting the findings of our statistical and simulation analyses, we will provide an
overview of our findings from interviews with public health stakeholders and
practitioners. The overview also includes the tools for which these findings were
captured on, the NC PHIN skeleton and the IDEFO map.

5.1 Interviews with Public Health Practitioners

5.1.1 North Carolina’s Public Health System

Interviews with public health practitioners and stakeholders suggest North Carolina’s
public health system is very complex. The system consists of many loosely organized
agencies, connected through a variety of resources and with varying levels of autonomy.
In speaking with public health practitioners, we discovered that this structure is a result of
North Carolina’s governance. North Carolina operates under a decentralized system
which means that the state health department? does not have an extensive amount of

authority or operational control over local health departments. Despite the fact that the
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state provides certain services to the local health departments, including funding, they do
not have the authority to enforce specific operational procedures for how local health
departments operate. Although this structure is designed to “foster democracy, equity,
and efficiency through self-management and local financing”, it can also present many
challenges when attempting to implement major changes in the system.*® Establishing
interagency collaboration and attempting to standardize operations among many loosely
organized autonomous units is difficult to implement in a decentralized system because
each agency is operating under their own governance, mission and funding. Such has
been the case with the investment and development of IT systems such as NC DETECT,
NC EDSS and NCHAN which support NC PHIN. Although North Carolina has made
significant investments and improvements in their emergency preparedness and response
capacity, the full integration of the NC PHIN components into the standard day-to-day
operations has been challenging. In addition,these components were developed and are
supported through a patchwork of funding resources. This situation has given rise to
variability in use of IT resources, inconsistency of system goals and redundancy of efforts
within the public health system. The NC PHIN skeleton highlights the varying
connections of the public health community to different IT resources both inside and
outside of NC PHIN.
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Figure 5.1: NC PHIN Skeleton

As reflected by Figure 5.1, at the local level North Carolina has a total of 85 local health
departments which serve the 100 counties in the state. In attempting to lessen the burden
of the state having to work with 85 LHD’s, the seven PHRST groups were established at

the regional level to serve as a liaison between the local health departments and the state.
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At the state level, the Division of Public Health is responsible for managing and
maintaining the public health system in North Carolina. Within this community also
exists other key players such as the labs, clinicians and LHD personnel who all play a
role in NC PHIN.

The major IT components of NC PHIN are NCHAN, NC DETECT and NC EDSS. The
surveillance component NC DETECT was created in 2004 and is designed to provide
statewide early event detection and timely public health surveillance to public health
officials and hospital users. The data that NC DETECT uses is collected from hospital
emergency departments, the Carolinas Poison Center, and other medical facilities. The
case collection and reporting component of NC PHIN is NC EDSS. NC EDSS is a public
health informatics standard established by the Centers for Disease Control and Prevention
(CDC) as part of a major initiative to move states to web-based surveillance and reporting
systems. Currently the data provided to the NCEDSS system comes from the case data
(from patients) manually entered into the system from paper records. This data is entered
by either the local health department personnel or the Division of Public Health once a
case is reported. In addition, NC EDSS also receives electronic lab feeds of case results
from two laboratories. Eventually, NC EDSS will replace the National Electronic
Telecommunications System for Surveillance (NETSS) which is the system the state is
currently using to communicate weekly mortality and morbidity information of all
reported cases in North Carolina to the CDC. In addition to all of these systems,
individuals within NC PHIN have varying levels of access to other IT resources. These
resources include the national HAN, Epi-X and PulseNet, which all serve as tools to aid

in the reporting, surveillance, detection and control of disease.

The NC PHIN system and its components support initiatives outside of realm of
communicable disease related threats. However, since NCHAN’s scope is limited to
threats related to communicable diseases, that is the focus of our analysis and

understanding of the system.
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The day-to-day operations are best described by the report Evaluation of Improvements in

North Carolina Public Health Capacity to Plan, Prepare, and Respond to Public Health

Emergencies:*
NCDPH and local public health offices use multiple methods to communicate
health information. Day to day reporting is handled through a card system. Local
physicians complete the card when they identify reportable diseases. These cards
are sent to their local public health department and then to the state Epidemiology
Section. Physicians and public health personnel will contact their local or state
public health office when they have questions concerning a case involving a
possible reportable disease. Diseases in the CDC Bioterrorism Category A are
reportable immediately (24/7) by telephone to the local health department...State
and local public health offices also communicate through the Health Alert
Network (HAN). This alerting system is not used for day-to-day reporting, but is
used to communicate between local public health offices and between them and

the State Epidemiologist’s office under the Communicable Disease Branch.

The card system that is referenced above is the North Carolina Communicable Disease
Report Card (see Appendix 4) which is used to document and report communicable
disease cases in North Carolina. The North Carolina General Statute 130A.134 and
NCAC 41A .0101 require that certain diseases and conditions be reported to the state. In
addition, certain diseases must be reported within 24 hours. The diseases which require
reporting within 24 hours are indicated on the Communicable Disease Report Card by
bold italics. Despite the mandates and laws for reporting of cases by physicians and local
health departments, we discovered that there appears to be little guidance and lack of

oversight to enforce the failure of compliance to these rules.

5.1.2 NCHAN

NCHAN was conceptualized in 2000 before the attacks of September 11™. In 2000, most
local health departments in North Carolina did not have access to technology, so the
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original intent of NCHAN was to build IT infrastructure by providing computers and
high-speed internet connectivity. As bioterrorism funding became available, the vision
for NCHAN was modified in order to receive the bioterrorism funding. Upon
deployment NCHAN did serve its initial purpose by providing computers and internet
connectivity to local health departments in North Carolina, however it did not encompass
all of the functional capabilities for which it was originally designed as outlined by the

Bioterrorism Task Force.*®

5.2 IDEFO Process

The IDEFO method proved to be very useful in providing a concise framework for
collectively capturing and understanding the various elements of NC PHIN. In addition,
the map also provided a systematic process for outlining the major steps that take place
during the monitoring and control of communicable disease related threats. Furthermore,
because a majority of our information was coming from on-site interviews, the IDEFO
map provided a succinct visual that could be used to confirm our findings and
interpretations of the system with the public health practitioners. Considering that we
wanted to determine the utility of NCHAN with respect to the greater system, the IDEFO
provided us with a framework which enabled us to look at the system from a functional
perspective. In other words, this method allowed us to understand “how work actually
gets done” as we attempted to understand the complex and dynamic interactions that take
place when monitoring and controlling public health threats.

5.3 Epidemiological Process in North Carolina

Using the IDEFO mapping process to capture our data, our findings of the seven major
steps of the monitoring and control of communicable disease related threats will now be
discussed. The first stage of an outbreak is the susceptibility stage which is defined as
the stage at which individuals are in the presence of a threat or first exposed to a threat.
Diseases and threats manifest themselves differently, therefore the time from exposure

until onset of symptoms (if any) varies by disease. This impacts whether or not the
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individual seeks help (among other things) by reporting their symptoms or the presence
of a proposed threat to a first responder. In the context of emergency preparedness and
response, the individuals in the public health community are considered first responders.
After the initial reporting (on the individuals behalf) of symptoms caused by the threat,
physicians or public health practitioners are likely to be among the first to detect the
presence of a communicable disease outbreak. Multiple triggers can lead to the detection
of an outbreak including but not limited to information obtained from the reporting of
symptoms by individuals, through surveillance, or through information provided by
communication shared amongst the public health community (usually by means of some
form of mass communication). Once the threat is detected, public health practitioners
have to confirm whether or not the issue at hand is a true outbreak or a false alarm. If it
is confirmed that a cluster of illnesses are related in time and space, above a certain
baseline rate, then the public health threat is reported to the masses for purposes of
spreading awareness and identifying the source and mode of exposure. The
dissemination of information is an important step of the process because awareness
reduces susceptibility. The last stage of the process is the implementation of control
measures, such as quarantine, which is used to eliminate the source of exposure or reduce
susceptibility. Figure 5.2 through Figure 5.11 provide an illustration of the IDEFO map
that was created to capture and reflect our understanding of the public health monitoring

and control of communicable diseases.
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As illustrated by Figure 5.2 through Figure 5.11 the IDEFO model provides a concise
visual for illustrating how public health monitoring and control of public health threats is
organized and the multiple processes that must take place when responding to a public
health threat. In addition the IDEFO model served as a framework for establishing a more
detailed simulation model by providing a functional view of the activities, resources and
processes that are critical to emergency preparedness and response capabilities within the
public health practice. In the following sections we will discuss the findings from

statistical analysis and our simulation analysis of the 2004 State Fair E.coli Outbreak.

5.4 Statistical Analysis of NCHAN

The statistical analysis of the NCHAN alerts according to the distribution of the events,
distribution of the alert recipients (users), usage frequency and other characteristics
provided insight into how the system was being used and the type of events it was being
used for. In our analysis of the NCHAN alerts, data was collected from all of the alerts
sent through NCHAN from its deployment in 2002 through March 4, 2009. The
following information and analysis is reflective of alerts within this time period.

Our initial task was to understand the distribution of alerts based on event type, priority,
status and terrorism potential. As indicated by Table 5.1 there have been a total of 380
alerts issued, with over a third of the alerts being used for training, testing or
demonstration purposes. In addition to training, the system is most frequently used to
report Whooping Cough (Pertussis), Other Diseases of Concern and West Nile Virus
representing 14.74%, 10.53% and 9.74% of the alerts respectively. In order to provide a
depiction of the use of NCHAN for communicable disease alerting, the remaining
analysis was based on the 242 non-training/testing/demo alerts which represent true

events.
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Table 5.1: Distribution of NCHAN Alerts by Event Type

Anthrax 1 0.26%
Botulism 1 0.26%
Brucellosis 1 0.26%
Cryptosporidiosis 3 0.79%
E.coli 0157:H7 Infection 8 2.11%
Encephalitis; Arboviral (CAL; EEE; Other) 9 2.37%
Foodborne Disease: Other or Unknown 10 2.63%
Hemolytic-Uremic Syndrome/Thrombotic 1 0.26%
Hepatitis A 18 4.74%
Hepatitis C; Acute 1 0.26%
Legionellosis 1 0.26%
Listeriosis 3 0.79%
Measles(Rubeola) 9 2.37%
Meningococcal Disease 8 2.11%
Mumps 6 1.58%
Other Diseases of Concern 40 10.53%
Pulmonary positive culture 2 0.53%
Pulmonary positive smear 1 0.26%
Q Fever 1 0.26%
Rabies; Human 2 0.53%
Salmonellosis 10 2.63%
Severe Acute Respiratory Syndrome (SARS) 2 0.53%
Shigellosis 5 1.32%
Smallpox 3 0.79%
Streptococcal Infection; Group A; Invasive Disease 2 0.53%
Tularemia 1 0.26%
West Nile Virus 37 9.74%
Whooping Cough (Pertussis) 56 14.74%
TRAINING/TESTING/DEMO 138 36.32%
Grand Total 380 100.00%
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As illustrated by Table 5.2 the majority of the alerts are classified as medium priority
events. High alert events, for which the system was initially designed to support,
represent a small percentage of the alerts. A list of the priority level for each type of

event is provided in Appendix 5.

Table 5.2: NCHAN Alerts by Priority

High 8 3.31%
Low 40 | 16.53%
Medium 194 | 80.17%
Grand Total 242 | 100.00%

Tables 5.3 and 5.4 summarize the distribution of the NCHAN alerts by event status and
terrorism potential. The results show that NCHAN has primarily been used to report
confirmed events and, for the majority of the reported events, that no terrorism potential
was identified.

Table 5.3: NCHAN Alerts by Event Status

Confirmed 185 | 76.45%
Probable 22 9.09%
Suspected 35| 14.46%
Grand Total 242 | 100.00%

Table 5.4: NCHAN Alerts by Terrorism Potential

None 218 | 90.08%
Suspected 2 0.83%
Unknown 22 9.09%
Grand Total 242 | 100.00%
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The focus of the next stage of our analysis was to gain a better understanding of the
distribution of the NCHAN users with respect to their utility of the system. To better

understand the distribution of the NCHAN alert recipients, the number of NCHAN alert

recipients in 2004 and 2008 are presented in Table 5.5.

Table 5.5: Number of NCHAN Alert Recipients in 2004 vs. 2008

Recipients as of August 2004

Recipients as of December 2008

Classification # Classification #

NC Division of Public Health 78 | NC Division of Public Health 78
NC Dept. of Agriculture Users 27 | NC Dept. of Agriculture Users 11
131 NC Hospitals 173 | 84 NC Hospitals 154
85 Health Departments 692 | 85 Health Departments 600
Law Enforcement 5 | Law Enforcement 3
Emergency Management 9 | NC Office of Emergency Services 8

PHRST 35

DENR 3

NC Military Personnel 2
TOTAL 984 | TOTAL 900

As indicated by Table 5.5, the number of NCHAN recipients has dropped by about 8.5%

since its deployment in 2004. No quantitative data was provided to explain why the

number of alert recipients has reduced, however, conversations with public health

practitioners and NCHAN users suggest that since participation and use of NCHAN is

voluntary, individuals are free to use (or not use) NCHAN at their own discretion.

Although some counties, such as Orange County and Union County (see Appendices 6

and 7), have established formal agreements with the state about the use of NCHAN, user

agreements and user registration is not required by all organizations for which the system

was designed to serve.
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During the process of understanding how the system operates, we discovered that there
was some inconsistency between the way the system was initially designed to be used
and the way the system was actually implemented and is currently being used. Through
interviews with public health practitioners and users of NCHAN we also discovered that
there was not a cohesive understanding of the purpose, functionality and appropriate use
of NCHAN. These issues may also have an impact on the decline in the number of alert
recipients from 2004 to 2008.

To provide more insight about the distribution of the NCHAN users, we looked at user
alerting frequency, based on organization and job title. As Tables 5.6 and 5.7 indicate,
the North Carolina Division of Public Health sends the most alerts. In addition, the
individuals with higher levels of authority, such as the State Epidemiologist and Health
Directors have sent the most alerts on NCHAN. This supports the information provided
to us during our conversations with public health practitioners who stated that smaller
local health departments frequently consult with the North Carolina Division of Public
Health when managing communicable disease related threats. This communication also
takes place to determine whether or not an issue is a local, regional or statewide threat.
Therefore the frequency of reporting by an organization cannot be used as an indicator of
threat detection frequency because an event can be detected at the local level but reported

to the masses by the state.

72



Table 5.6: NCHAN Alerts by Organization Alert Reported By

North Carolina Division Of Public Health 110 45.45%
Buncombe County Health Department 8 3.31%
Moore County Health Department 8 3.31%
Chatham County Health Department 7 2.89%
Orange County Health Department 7 2.89%
Alamance County Health Department 6 2.48%
Mecklenburg County Health Department 6 2.48%
Catawba County Health Department 5 2.07%
Region 6 Phrst — Asheville 5 2.07%
Burke County Health Department 4 1.65%
Cumberland County Health Department 4 1.65%
Duplin County Health Department 4 1.65%
Durham County Health Department 4 1.65%
Pitt County Health Department 4 1.65%
Wilson County Health Department 4 1.65%
Swain County Health Department 3 1.24%
Wake County Human Services / Health Department 3 1.24%
Wilkes County Health Department 3 1.24%
Beaufort County Health Department 2 0.83%
Caldwell County Health Department 2 0.83%
Gaston County Health Department 2 0.83%
Greene County Health Department 2 0.83%
Halifax County Health Department 2 0.83%
Jackson County Health Department 2 0.83%
Johnston County Public Health Department 2 0.83%
Macon County Health Department 2 0.83%
Montgomery County Health Department 2 0.83%
Region 4 Phrst - Raleigh 2 0.83%
All other organizations who sent 1 alert (27 different org. total) 27 11.16%
Grand Total 242 | 100.00%
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Table 5.7: NCHAN Alerts by Title of Individual Alert Reported By

State Epidemiologist 38 15.70%
Health Director 26 10.74%
Deputy Section Chief - Epidemiology 25 10.33%
Director Of Nursing/Nursing Director 20 8.27%
Medical Epidemiologist 16 6.61%
Communicable Disease - On Call 15 6.20%
Emergency Response or Preparedness Coordinator 14 5.79%
Medical Director 12 4.96%
Director, CD Control & Surveillance 8 3.31%
Nurse Epidemiologist, Eis Officer 8 3.31%
Veterinary Public Health Epidemiologist 6 2.48%
Bioterrorism Coordinator 5 2.07%
Communicable Disease Nurse 4 1.65%
Health Services Manager/Supervisor 4 1.65%
Nurse Supervisor | 4 1.65%
PHN LI CD Coordinator 4 1.65%
Epidemiologist | 3 1.24%
LHD Communicable Disease Nurse 3 1.24%
Public Health Epidemiologist 3 1.24%
Clinic Supervisor 2 0.83%
Epidemiologist/Team Leader/Industrial Hygienist 2 0.83%
Physician 2 0.83%
Physician Epidemiologist 2 0.83%
Public Information Officer 2 0.83%
Rn 2 0.83%
Administrative Support Technician 1 0.41%
Assistant Health Director 1 0.41%
Communicable Disease Coordinator 1 0.41%
Deputy Health Officer 1 0.41%
Director Of Community Health 1 0.41%
Division Of Public Health Deputy Director 1 0.41%
HAN Administrator 1 0.41%
Head, Immunization Branch 1 0.41%
LHD Nursing Director 1 0.41%
PH Nursing Consultant 1 0.41%
PHRST6 Admin/gis 1 0.41%
Staff Development Coordinator 1 0.41%
Grand Total 242 100.00%
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To get a better understanding of how the NCHAN users were utilizing NCHAN, we
characterized the data according to various indicators of system utilization, such as the
day of week the alert was sent, whether or not an attachment was included and other
defining characteristics about the alert sender. From our conversations with public health
practitioners, we learned that NCHAN serves as a useful means for disseminating
established protocols and updated information about emerging threats to the public health
community. As a result, we were particularly interested in whether or not an NCHAN
alert included an attachment because these attachments typically provide up-to-date and
disease-specific information including diagnosis, treatment, and control measures to
protect the public’s health. As illustrated by Table 5.8, about 20% of all NCHAN alerts
included an alert attachment. Although the majority of the alerts did not include an alert
attachment this does not imply that important information was not provided in the alert
because NCHAN alerts provide space in the body of the alert to include additional details

about an event.

Table 5.8: NCHAN Alerts by Attachment Included?

No 193 | 79.75%
Yes 49 | 20.25%
Grand Total 242 | 100.00%

We also used the NCHAN alerts to identify the characteristics that had the strongest
impact on alert recipient response. Once an NCHAN user logs onto the secure NCHAN
site, and they open an alert message, an alert acknowledgement time is documented in the
system. Although this is a vague indicator of response, we used the alert
acknowledgement time as an indicator for alert recipient response. In addition, when an
NCHAN alert notification is sent (via fax, phone, pager, email, etc.) no details of the
event are included in the notification except for the priority of the event. As a result we

could not use the other data fields (such as event type, event status, terrorism potential,
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etc.) as characteristics of an alert that influence alert recipient response because this
information is not known by the alert recipient until they respond by logging on to
NCHAN and viewing the details of the alert. The two factors that we could analyze were
the average acknowledgement times based on the priority level and based on the day of
the week the alert was sent. Before discussing the impact of these two factors on alert
recipient response, we present a distribution of the NCHAN alerts, by day of the week
sent. As Table 5.9 illustrates, most alerts are sent closer to the end of the week.

Although limited, some alerts were also sent on the weekend which is a positive indicator
of NCHAN’s utility. Considering the importance of timely awareness in the event of a
communicable disease threat, this data supports the notion that NCHAN offers a means

for disseminating important information to individuals 24/7/365.

Table 5.9: NCHAN Alerts by Day of the Week

Sunday 2 0.83%
Monday 39| 16.12%
Tuesday 29 | 11.98%
Wednesday 51| 21.07%
Thursday 55| 22.73%
Friday 62 | 25.62%
Saturday 4 1.65%
Grand Total 242 | 100.00%

Figures 5.12 and 5.13 show the acknowledgement response by day of the week and by
event priority, respectively. As indicated by Figure 5.12 during the work week at least
80% of all alert recipients who acknowledge the alert acknowledge within a day. The
differences in the percent of individuals who acknowledge within an hour do not vary

significantly Monday through Friday with an average of around 60%. As expected, the
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weekends show the lowest acknowledgement percentages, however, almost half of the
recipients acknowledge within a day. The results presented in Figure 5.13 suggest that
the event priority does not have a significant impact on acknowledgement response time.
This is suggested by the fact that the percentage of individuals responding within an hour
for the low priority and high priority events was the same. The results presented in
Figures 5.12 and 5.13 suggest that neither event priority nor day of the week (if only
considering Monday — Friday) have a significant impact on acknowledgement response

time.
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Figure 5.13: Alert Recipient Acknowledgement Response by Priority
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The final stage of our statistical analysis, we explored changes in the use of the system
over time. This involved analyzing system utilization as defined the number of alerts by
year. As Table 5.10 illustrates, the number of alerts sent per year has varied somewhat
over the last seven years. Among all real alerts, the system was most frequently used in
2008 and among all alerts the system experienced the most alert reporting in 2003. This
implies that a lot of training or testing was occurring in 2003. The system saw the most

inactivity in the number of alerts posted in 2005.

Table 5.10: NCHAN Alerts by Year

Real Alerts All Alerts
| er  Jooume] % Joom] %]
2002* 2 0.83% 2 0.53%
2003 43 17.77% 91 23.95%
2004 30 12.40% 50 13.16%
2005 23 9.50% 45 11.84%
2006 42 17.36% 78 20.53%
2007 40 16.53% 50 13.16%
2008 56 23.14% 57 15.00%
2009* 6 2.48% 7 1.84%
Grand Total 242 | 100.00% 380 | 100.00%

*Counts for 2002 and 2009 are not based off of full calendar years

Although the findings in our statistical analysis of NCHAN do not replace a
comprehensive system evaluation, our findings can be used to address certain system
attributes which can be used to characterize the utility of the system. Our results indicate
that NCHAN is used primarily for training, testing and demonstration purposes. Of the
alerts that are not used for training, Whooping Cough (Pertussis) was reported the most
frequently, as well as events characterized as being medium priority and confirmed
events. With respect to system usage, about 45% of all real alerts were sent by the North
Carolina Division of Public Health. Individuals with higher levels of authority also sent
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more alerts than others. With respect to variability in the system, the most variability is
seen in the total number of alerts sent per year. In addition, our findings also suggest that
the day of the work week and the priority of the event did not have a significant impact

on alert recipient acknowledgment times.

Furthermore, in considering the complex environment that NCHAN operates wihin, the
value of the system is reliant upon the success of many collaborative efforts, therefore
examining the system in isolation, albeit a good start, does not truly depict the overall
impact of NCHAN’s value. This issue led to the development of our second analysis of
NCHAN which was the analysis of NCHAN as a component of the greater preparedness

and response system that it supports—NC PHIN.

5.5 Simulation Analysis

In our analysis of NCHAN as a component of the NC PHIN system, we focused our
analysis on three areas: NCHAN-related performance metrics, NC PHIN-related
performance metrics and NC PHIN system queue times. The purpose of our study was to
determine how changes to certain preparedness capacity elements (i.e. IT access, HR
levels and lab resources) impacted NCHAN and NC PHIN’s performance (i.e. response
capacity). We also sought to identify potential bottlenecks in our system that may be

limiting capacity.

As mentioned earlier we conducted five different experiments, and ran seven scenarios
for each experiment. The IT access was varied for each experiment and the levels of HR

and lab resources were varied using multiple capacity scenarios.

Before presenting the findings from our results, we present some assumptions of our
model for which our analysis was based upon:
e Mass awareness (about the true number of cases in the system) among the alert

recipients decreases susceptibility (exposure)
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e Shorter time periods represent faster response times which reflect better system
performance

e Control measures (which stop the exposure) are implemented as soon as the
source and mode of transmission are known

e Awareness of cases organizationally does not improve mass awareness among the
alert recipients (representing the vulnerable population) until this information is
disseminated to the masses

e Long queue times in a process followed by significantly shorter queue times in
subsequent stages of the process can be used as an indicator to identify

bottlenecks in the system

5.6 NCHAN-related Performance Metrics

The results from our simulation indicate that IT access and lab resources have the
strongest influence on NCHAN-related performance metrics. With respect to IT access,
as shown in Table 5.11, in Experiments 1 and 3 the LHD initiates the first alert, whereas
during Experiments 2, 4 and 5 the SHD initiates the first alert. 1T access to NC DETECT
is the distinguishing factor between these two subsets (Experiments 1 and 3 and
Experiments 2, 4 and 5), which implies that of the three NC PHIN components, NC
DETECT has the strongest influence on whether a threat is first detected at the local level
or the state level. As indicated by the highlighted cells in Table 5.11, changes to HR
levels in hospitals and to lab resources both have a significant impact on NCHAN-related
performance metrics however changes to lab capacity have the most significant impact.
In addition, as indicated by Table 5.11, even when decision makers are only provided
with access to NCHAN (refer to Experiment 1), the NC PHIN system still performs well,
if not better, than when provided with access to all of the NC PHIN IT components (refer
to Experiment 5). Table 5.11 also implies that access to NCHAN, improves the alert
recipient mass awareness time period. In comparison to using other non-NCHAN sources
as a means for mass communication, in all of the experiments and all scenarios we ran,

when access to NCHAN was provided and utilized, NCHAN consistently outperformed
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other means of mass communication by providing shorter mass awareness time periods.

These findings indicate that NCHAN is effective in increasing the capacity and

performance of NC PHIN’s ability to respond in a timely manner to public health threats.

Table 5.11: NCHAN-related Performance Metrics

At |
Recipient
Alert Mass
System Mass | System Mass Recipient Auareness
Who Dissemination | Dissemination | System Mass Mass Time Period
Detected | Time Period | Time Period | Dissemination | Awareness | Using non
PH Threat for LHD for SHD Time Perigd for| Time Period MCHAM
Scenario & Scerario Name Exp 1st? Initiated Alert | Initiated Alert Final Alert Using NCHAN Method
1 Base Case 1 LHD 2118 35857 5. 246 0.695 1029
2 Decrease HR Levels in Hospitals by 50% 1 LHD 2071 3.853 11.887 0.693 1.031
3 Decrease HR Levels in LHDs by 508 1 LHD 2118 3.564 9.26 0.698 1.027
4 Decrease Lah Resources by 50% 1 LHD 2028 5111 17.45 0.692 1.037
5 Increase HR Levels in Hospitals by 508 1 LHD 2.082 3.902 9194 0.683 1.033
& Increase HR Levels in LHDs by 50% 1 LHD 2118 3957 §.242 0.697 1.028
7 Increase Lab Resources by 50% 1 LHD 203 3.651 7916 0.697 1.032
1 Base Case 2 SHD 177 0757 g5 0.696 1026
2 Decrease HR Levels in Hospitals by 50% 2 SHD 1.804 0.735 13.675 0.685 1.031
3 Decrease HR Levels in LHDs by 508 2 SHD 1772 0.757 9.582 0.696 1.027
4 Decrease Lah Resources by 50% 2 SHD 2051 0773 18.029 0.694 1035
5 Increase HR Levels in Hospitals by 50% 2 SHD 1768 0.756 5492 0.693 1026
& Increase HR Levels in LHDs by 50% 2 SHD 1.77 0.757 9.502 0.658 1.024
7 Increase Lab Resources by 50% 2 SHD 1767 0797 2563 0.694 1031
1 Base Case 3 LHD 2118 3957 5.246 0.695 1.029
2 Decrease HR Levels in Hospitals by 50% 3 LHD 2.071 3.853 11.897 0.693 1.031
3 Decrease HR Levels in LHDs by 50% 3 LHD 2118 3564 926 0.698 1027
4 Decrease Lab Resources by 50% 3 LHD 2.028 5.111 17.49 0.692 1.037
5 Increase HR Levels in Hospitals by 50% 3 LHD 2.092 3.902 9.194 0.693 1.033
6 Increase HR Levels in LHDs by 50% 3 LHD 2118 35857 §.242 0.697 1028
7 Increase Lab Resources by 50% 3 LHD 203 3651 7516 0.697 1032
1 Base Case 4 SHD 1.855 0.757 9.555 nfa 1.029
2 Decrease HR Levels in Hospitals by 50% 4 SHD 1.853 0.735 13.351 nfa 1.03
3 Decrease HR Levels in LHDs by 50% 4 SHD 1.855 0.757 g58 n/a 1.025
4 Decrease Lab Resources by 50% 4 SHD 2.097 0.773 18.209 nfa 1.031
5 Increase HR Levels in Hospitals by 508 4 SHD 1.852 0.756 9.48% nfa 1.031
& Increase HR Levels in LHDs by 50% 4 SHD 1.855 0.757 g.582 n/a 1.032
7 Increase Lab Resources by 50% q SHD 1819 0.797 B.639 nfa 1.035
1 Base Case 5 SHD 177 0757 g5 0.696 1026
2 Decrease HR Levels in Hospitals by 50% 5 SHD 1.804 0.735 13.675 0.685 1.031
3 Decrease HR Levels in LHDs by 508 5 SHD 1772 0.757 9.582 0.696 1.027
4 Decrease Lah Resources by 50% 5 SHD 2051 0773 18.029 0.694 1035
5 Increase HR Levels in Hospitals by 508 5 SHD 1.768 0.756 543872 0.683 1.026
& Increase HR Levels in LHDs by 50% 5 SHD 177 0.757 9.502 0.698 1.024
7 Increase Lab Resources by 50% 5 SHD 1767 0.797 8.563 0.694 1031

Experiment 1: NCHAN; Experiment 2: NCHAN & NC DETECT; Experiment 3: NCHAN & NC EDSS; Experiment 4: NC DETECT
& NC EDSS; Experiment 5: NCHAN, NC EDSS & NC DETECT
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5.7 NC PHIN Performance Metrics

In considering the purpose of an information network, such as NC PHIN, it is crucial that
the system has the ability to deliver “the right information, to the right people, at the right
time”. In our analysis of the NC PHIN performance metric “Alert Recipient Awareness
Level” served as an indicator for the accuracy (getting the right information to the right
people) and timeliness (getting information at the right time) of information being
delivered. The diagram depicted in Figure 5.14 provides our interpretation of the quality
of the information in our system as defined by the accuracy and timeliness of the
information. As reflected by Figure 5.14, when analyzing the alert recipient awareness
level over time we see that results falling in quadrants | and IV have dominance of higher
quality information and poorer quality information respectively. Whereas quadrants |1
and 111 require a tradeoff in the quality of information because although quadrant 11
provides more accurate information than quadrant 11, it is at the expense of receiving the
information in a less timely manner. Within the context of NC PHIN performance
metrics, awareness is measured with respect to the awareness level of the alert recipients.
Figure 5.15 through Figure 5.18 illustrate the impact of changes in IT access, lab
resources and HR levels on alert recipient awareness level over time. The percentage is
based on the number of cases that the alert recipients are aware of relative to the true
number of cases that are in the system at the time of the alerts. As indicated by Figure
5.15 and 5.16, where the level of access to IT components is being varied, we see the
clustering of Experiments 1and 3 versus Experiments 2,4 and 5 as we did in the results
from Table 5.11. Since IT access to NC DETECT is the distinguishing factor of these
two clusters, our results indicate that, with respect to the NC PHIN components, NC
DETECT has the most significant impact on alert recipient awareness level. The results
also show that Experiments 2, 4 and 5 provide higher quality information (more accurate
and timely) than Experiments land 3. Although Experiments 2, 4 and 5 provide higher
quality information, Experiments 1 and 3 provide greater improvement in alert recipient
awareness levels over time as indicated by the steeper slopes of Experiments 1 and 3

versus Experiments 2, 4 and 5.
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Figure 5.14: Timeliness and Accuracy of Alert Recipient Awareness Level Over Time
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Figure 5.15: Alert Recipient Awareness Level Over Time for Scenariol

Exp 1: NCHAN; Exp 2: NCHAN & NC DETECT; Exp 3: NCHAN & NC EDSS; Exp 4: NC DETECT & NC EDSS; Exp 5: NCHAN,
NCEDSS & NCDETECT
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Figure 5.16: Alert Recipient Awareness Level Over Time for Scenario 4

Exp 1: NCHAN; Exp 2: NCHAN & NC DETECT; Exp 3: NCHAN & NC EDSS; Exp 4: NC DETECT & NC EDSS; Exp 5: NCHAN,
NCEDSS & NCDETECT

Figure 5.17 and 5.18, which show the results for varying the HR levels and lab resources,
indicate that changes to lab resources and the HR levels in hospitals have the most
significant impact on alert recipient awareness level over time. The results also indicate
that increasing and decreasing resources by the same percentage do not provide
symmetrically significant impact on alert recipient awareness levels as indicated by the
significant decrease in alert recipient awareness level when lab resources are decreased in
comparison to the slight improvement seen when resources are increased by the same
percentage. Although many would assume that increases in resources and alert recipient
awareness levels are positively correlated, our findings suggest otherwise as indicated by
the clustering of Scenarios 1, 3, 5 and 6. We hypothesize that bottlenecks within the
system may be responsible for the lack of improvement in alert recipient awareness levels

seen in some scenarios despite increases in certain resources.
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Figure 5.17: Alert Recipient Awareness Level Over Time for Experiment 1
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Figure 5.18: Alert Recipient Awareness Level Over Time for Experiment 5

Scenario 1: Base Case; Scenario 2: Decrease HR Levels in Hospitals by 50%; Scenario 3: Decrease HR Levels in LHDs by 50%;

Scenario 4: Decrease Lab Resources by 50%; Scenario 5: Increase HR Levels in Hospitals by 50%; Scenario 6: Increase HR Levels

in LHDs by 50%; Scenario 7: Increase Lab Resources by 50%
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5.8 Extending Goldratt’s TOC to NC PHIN

In the analysis of the final aspect of our study, we seek to identify primary areas of
improvement by identifying capacity constraining resource. As explained earlier, by
extending a slight modification of Goldratt’s TOC and Five Focusing Steps to our system
we can identify potential areas for improvement. Long queue times in a process followed
by significantly shorter queue times in subsequent stages of the process are used to
identify capacity constraining resources. For this analysis the average queue waiting
times provided insight into potential system bottlenecks. Table 5.12, provides utilization
and queue time data from Experiments 1 and 5. Our data indicates that queues associated
with the lab resources have the longest queue times. As illustrated in Table 5.12 the
“Samples Await Lab Diagnosis Queue” had long queue times followed by processes with
no queues which further support our hypothesis that the lab capacity is our capacity
constraining resource. In addition, the lower utilization of other resources in the system
indicate that the NC PHIN system has some level of capacity that is not being utilized
which further supports our hypothesis that the lab is the source of NCPHIN’s bottleneck,
limiting the effectiveness of other resources.
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Table 5.12: Simulation Utilization and Queue Time Data from Experiments 1 and 5

Ordering
Physician LHD
LHD Preliminary Samples Documents Personnel
Personnel Physician Clinical Await Lab Dataon Manually
Lab (Lab (LHD HR | (Hospital HR [ Diagnosis - Diagnosis - | Green Card - | Enters Data -
Resources) Level) Level) Queue Queue Queue Queue
Experiment # Scenario Name Utilization | Utilization Utilization [ Waiting Time | Waiting Time | Waiting Time | Waiting Time
1|Base Case 0.511 0.368 0.411 0.091 0.979 0.074 0.05
1|Decrease HR Levels in Hospitals by 50% 0.404 0.295 0.651 3.776 1.327 2.722 0.001
1{Decrease HR Levels in LHDs by 50% 0.43 0.618 0.344 0.082 0.992 0.068 4.883
1[Decrease Lab Resources by 50% 0.692 0.263 0.292 0.001 11.806 0 0
1|Increase HR Levels in Hospitals by 50% 0.512 0.371 0.272 0.001 0.989 0.001 0.056
1{Increase HR Levels in LHDs by 50% 0.511 0.248 0.41 0.088 0.981 0.071 0
1|Increase Lab Resources by 50% 0.351 0.375 0.418 0.2 0.012 0.155 0.07
5|Base Case 0.507 0.374 0.415 0.103 0.743 0.078 0.051
5|Decrease HR Levels in Hospitals by 50% 0.396 0.295 0.646 3.359 1.449 2.891 0.002
5|Decrease HR Levels in LHDs by 50% 0.42 0.622 0.342 0.097 0.768 0.075 5.284
5|Decrease Lab Resources by 50% 0.688 0.265 0.291 0.001 11.09 0 0
5|Increase HR Levels in Hospitals by 50% 0.504 0.374 0.277 0.002 0.753 0.001 0.062
5|Increase HR Levels in LHDs by 50% 0.505 0.249 0.413 0.107 0.729 0.079 0.001
5|Increase Lab Resources by 50% 0.341 0.375 0.416 0.177 0.006 0.137 0.067
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Figure 5.19 illustrates that changes to lab capacity have a much greater impact on queue
times than any other capacity changes, which implies that the lab is our primary capacity
constraining resource. As suggested by Goldratt, now that we have identified a
constraint, the next step would be to focus on elevating this constraint by increasing its
capacity. Figure 5.19 supports Goldratt’s theory because leaving all other resources the
same and increasing lab resources by 50% reduces the average time in queue the most.
We also verify that IT access is not the factor that is influencing the queue times. The
lack of significant variability of the results among Experiments 1 through 5 in Figure
5.20 support the notion that the main factor influencing the long queue times is the lab
resources and not changes in IT access. If we consider the results from our analysis of
the NCHAN-related metrics and the NC PHIN performance metrics, we find additional
support of our notion that lab resources is the capacity constraining resource, which
explains why changes in lab resources have the most significant impact on the
performance of our system across all experiments and all scenarios. Although other
resources may still be a priority, investing in priorities other than the primary constraint
may not provide as much of a return on the investment of overall system performance as
the value of competing priorities are being limited by the primary capacity constraining
resource. Therefore, from an economic standpoint, since lab resource is the capacity
constraining resource that is limiting the performance of our system, lab resources should
be a primary area of focus in establishing investment priorities for improving response

capacity and the overall performance of the NC PHIN system.
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Figure 5.19: Impact of HR Levels and Lab Resources on Average Time in Queues
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Our simulation results provide a quantitative perspective of how the capacity of the IT
components (i.e. NC DETECT, NC EDSS and NCHAN) and resources within NC PHIN
affect the overall efficacy of the system. In comparison to using other non-NCHAN
sources as a means for mass communication, in all of the experiments and all scenarios
we ran, when access to NCHAN was provided and utilized, NCHAN consistently
outperformed other means of mass communication by providing shorter mass awareness
time periods as illustrated in Table 5.11. Our findings also indicate that NCHAN’s
ability to shorten the mass dissemination time period of the overall system’s performance
implies that the system is efficacious in increasing the capacity and performance of NC
PHIN’s ability to respond in a timely manner to public health threats. Our simulation
analysis also extends Goldratt’s TOC to public health suggesting that the capacity of our
emergency preparedness and response system may be limited by at least one capacity-
constraining resource or activity. For the NC PHIN system, we identified the lab
capacity as the primary capacity-constraining resource. This leads to our suggestion that,
priorities in investments and initiatives to improve NC PHIN should focus on identifying
the capacity constraining resource(s) and then taking the necessary measures to elevate
the capacity of these limiting resources that are negatively impacting the performance of
the system.
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CHAPTER 6

Discussion

6.1 Significance of Results

Our findings from the review of the existing research indicate that within North Carolina,
the majority of the evaluations of North Carolina’s preparedness are from assessments of
natural disasters. As a coastal state it makes sense to assure that we are prepared in this
area, however, natural disaster preparedness should not overshadow the need for
evaluations of other emerging public health concerns, such as communicable disease
related threats. Furthermore, because communicable diseases includes diseases that can
be initiated by a bioterrorist attack, if emergency preparedness against bioterrorism is
truly a priority in North Carolina then it is essential that we have the ability to measure
the performance and capacity of the public health systems that are designed to address
these type of threats. In addition, the lack of valid measures to articulate the value
created by IT systems, such as NCHAN, makes the justification for increased funding
very difficult. This becomes a more pressing issue in a field such as public health where
competing priorities manifest themselves frequently. For this reason it is essential that
accurate measures are established to determine the added value of the ability of systems,

such as NCHAN, to enhance emergency preparedness and response.

From our conversations with public health practitioners we discovered that there is no
clear guidance regarding when to use NCHAN and which events are most appropriate to
put on NCHAN. Because of this lack of guidance and protocols, alert recipients have the
ability to send alerts at their own discretion. However, because each individual has
different thresholds for what constitutes a public health threat and to whom the threat is
relevant to, we can anticipate a lot of variability in the use of the system. Many users of

the system we interviewed noted that when NCHAN was initially deployed, individuals
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were sending alerts to everyone on the network. This caused the system to become a
nuisance because alerts were being blasted to everyone regardless of the relevance of the
threat to the constituents the recipients represented. The decline in alert activity in 2005
and the decline in users from 2004 to 2008 may be an indication that guidelines for
proper use of NCHAN and alert protocol need to be established among the users.
Another negative impact of the alert blasting was that users became afraid of “crying
wolf” by sending false alarms (sending alerts that aren’t relevant to the recipient) on the
NCHAN system. This pushed the alert threshold to the opposite extreme of the
continuum from being too sensitive to being too high. Higher thresholds can have
negative impacts on not just the NCHAN system but the NC PHIN system as a whole
because higher thresholds, lead to longer mass dissemination time periods which leads to
longer system response times. This ripple effect is just a simple example of the impact
that inefficiencies in one area (such as lack of alert protocol) can have on the entire
performance of the system.

From our statistical analysis of the NCHAN alerts, we found that most alerts posted on
NCHAN are classified as confirmed, which implies that NCHAN is typically used in the
later stages of the disease monitoring process. However, considering that effective
reconciliation of communicable disease threats requires early awareness and detection,
using NCHAN in the later stages of the process may not be the most effective use of the
system. From our interviews with public health practitioners, we discovered that it is not
uncommon to place an alert on NCHAN after an event has officially been confirmed and
thoroughly investigated. As a result, by the time alert recipients receive information
about an event on NCHAN, they have already found out about the threat from another
source. The implication of this is that if NCHAN is consistently not a primary source of
information, then it starts to lose its value within NC PHIN because other sources can
provide more timely information. NCHAN may be better utilized and capacity increased

if used earlier in the process or upon full integration with other NC PHIN components.
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In our statistical analysis of the NCHAN system by event type, we discovered that alerts
classified as Other Diseases of Concern were one of the most frequently reported events.
Upon further inspection of this result, we discovered that whenever an NCHAN user
creates an alert, the choices in the Event Type field are pre-established. Therefore Other
Diseases of Concern is the only classification that a new threat can be classified under if
it is not already on the list. This becomes an issue of concern when new threats, such as
SARS, present themselves and have to be classified as Other Diseases of Concern, which
is a low priority event. This misclassification that occurs can have adverse effects on the
value of the system to deliver accurate information because some people may not realize
the level or urgency needed to respond to a high priority event, such as SARS, due to its
misclassification as a low priority event. Even worse, because users can customize their
user profile and select the type of alerts they want to receive notification about, users who
opt out of receiving notification of low priority events will not receive notification from
NCHAN about any new high priority threats that are not defined in the Event Type list.
One recommendation for improving NCHAN is to provide the option for users to select

the priority type for events classified as Other Diseases of Concern.

With respect to the significance of the findings from our simulation analysis, while many
people would believe that additional investments in IT access would have the biggest
impact on the capacity and performance of an IT system. However, our findings suggest
that limited capacity of other, more tangible resources in an information network can
have huge impacts on other resources in the system. The findings from our simulation
also highlight the fact that the existence of capacity doesn’t imply that the capacity is
being fully utilized. Bottlenecks in the upstream stages of a process limit the utilization
(and realized capacity) of subsequent resources. By identifying the bottlenecks of the
system, our analysis can be used to provide NC PHIN practitioners and stakeholders with
a more knowledgeable understanding of where inefficiencies and potential opportunities

for improvement exist within the system.
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Although the findings in this thesis focus on the models and analysis of the IT
components within NC PHIN, it is well understood that the successful enhancement of
the NC PHIN system is heavily dependent upon the actions and decisions of the public
health practitioners. While engineers and other technical experts can offer
recommendations for how to enhance the performance of NCHAN, these suggestions are
improvement measures designed to complement the expertise and good judgment of the

public health community.

6.2 Limitations

Although our approach provides a promising methodology for modeling and quantifying
certain aspects of emergency preparedness and response systems, our process is
extremely detailed and time-consuming. Considering the fact that most public health
departments are underfunded and understaffed, acquiring the resources to support such an
initiative may not be feasible. In addition, due to the unique scale, scope and impact of
each communicable disease event, our model is not designed to serve as a one-size fits all
approach for capturing the efficacy and added value of IT systems. However, case
studies of specific events, such as the 2004 State Fair E.coli Outbreak presented in this
thesis, provide the opportunity to gain a more thorough understanding of interagency
communication and the decision making processes that benefit from the information
provided by NCHAN. Although our methodologies do not serve as all-inclusive model
for every type of communicable disease event, it does serve as a model of the application
of operations research and systems engineering techniques to serve as valid approaches
for addressing public health challenges.

The IDEFO modeling technique served as a very useful tool for capturing and
summarizing the broad range of activities, resources and organizations that constitute
public health practice in North Carolina. However, in isolation this tool may not be as
helpful in the quantification of a system because it does not incorporate a time, cost or
other measurable aspect. However, in combination with other methods it serves as a very

useful starting point, as demonstrated in our study.
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With respect to our simulation model, the lack of explicit measures for the value of
information within the public health system makes it particularly complicated to model.
This challenge arises from the difficulty of trying to translate the benefits of investments
in IT systems into quantifiable measures of health outcomes. Although IT systems can
play an integral role in getting the right information, to the right people, at the right time,
the value of intangibles such as faster responsiveness to public health threats and
increased coordination among organizations may not be explicitly easy to attribute to IT
systems. Therefore, the true value of these systems may be underestimated because it is
impossible to determine who has been spared from disease as a result of information.
Whereas, tangibles such as counting the number of individuals spared from disease
because of mass vaccination is something more tangible that can be quantified and
translated into a measureable health outcome. As a result, one limitation of our approach
is that our simulation model may not accurately capture the full value of IT systems.

As mentioned earlier, one of the biggest challenges with observing and evaluating public
health systems is that these systems are partially observable. Certain aspects of the
process are impossible to capture due to the nature of the undocumented procedures,
interagency communications and autonomous decision making. Unlike the
manufacturing environment where the demand for products can be forecast or influenced
by retailer initiatives, the “products” we are dealing with are unpredictable and unique.
Each event is characterized by its particular scale (in regards to the number of people
affected), severity (in regards to the effects of being infected) and velocity (in regards to
the speed at which it spreads). Considering the uniqueness of each event, one cannot
predict or forecast (with absolute certainty) what should happen or what was prevented
from happening. Furthermore even if this information could be captured, how would one
determine who to attribute the credit to? Was it the information provided through
NCHAN that lead to 50 people not getting SARS or was it the fast response of the
HAZMAT team? Despite these limitations, models and approaches, such as the ones

presented in this thesis provide a more quantitative perspective of preparedness levels and
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the value of investments than meeting cooperative agreement benchmarks and resource

counts.

99



CHAPTER 7

Conclusion

7.1 Conclusions

The goal of this research was to better understand the utility of NCHAN and determine
whether it is efficacious in increasing emergency preparedness and response capacity
with respect to communicable diseases within North Carolina. From our interviews and
conversations with public health practitioners, we discovered that NCHAN has been
effective in increasing emergency preparedness and response capacity with regards to
improving certain areas of emergency preparedness and response. By providing
computers and high-speed internet connectivity at LHD’s NCHAN improved the
structural capacity (IT infrastructure). In addition, NCHAN has improved the quality of
communication within NC PHIN by providing the ability to rapidly disseminate
information to people across various organizations and jurisdictions. In attempting to
carry out the goals of our study, we discovered that it is not possible to capture a
comprehensive understanding of NCHAN without understanding its relationship within
the greater NC PHIN system. As a result, we conducted a statistical analysis, which
evaluates NCHAN individually, and we conducted a simulation analysis, which evaluates
NCHAN as a component of the greater emergency preparedness and response system that
it supports (NC PHIN). Although the findings from our statistical analysis did not
provide solid indicators for measuring the capacity of NCHAN, we were able to find
areas of improvement within NCHAN, based on our analysis of how NCHAN was being
utilized.

The findings from our simulation analysis suggest some very interesting implications.
While many would assume that improving IT assess is one of the most critical capacity
improvements that the public health system can undertake, our findings suggest

otherwise. Based on our analysis, investments in lab capacity would have had the most
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significant impact on the performance and capacity of NC PHIN during a state-wide
E.coli outbreak. We determined this by identifying the resource that was limiting the
overall capacity of NC PHIN. To identify the capacity-constraining resource in our
system, we extended Goldratt’s TOC into the public health arena by suggesting that the
capacity of an emergency preparedness and response system is limited by at least one
capacity-constraining resource or activity. Our analysis leads to our final suggestion that
priorities in investments and initiatives to improve emergency preparedness and response
systems, such as NC PHIN, should focus on identifying the capacity constraining
resource(s) and then taking the necessary measures to elevate the capacity of these
limiting resources that are negatively affecting the performance of the system.

Overall, our extension of operations research and systems engineering techniques to
model and quantify the capacity and efficacy of NCHAN proved to be a successful
approach. The findings of our statistical analysis and simulation suggest some areas for
improvement with respect to NCHAN and NC PHIN. It is our hope that our findings not
only clarify some of the knowledge gaps, but further serves as a stepping stone towards
the enhancement of the NCHAN and NC PHIN systems.

In conclusion, the complex and dynamic conditions for which public health systems must
perform, further validates the need for a systems engineering approach to aid in resolving
some of the challenges of this system. The fields of operations research and systems
engineering provide a pretty extensive “toolbox” of methodologies and techniques that
have the potential to provide very promising solutions to some of public health’s most
pressing issues. It is our hope that the successful extension of the engineering approaches
presented in this thesis continues to promote the need for more collaborative efforts and

interdisciplinary research.
7.2 Summary of Contribution and Benefit
The need for timely and accurate information and the importance of seamless

communications in the presence of a public health threat cannot be overstated. Despite
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the acknowledgement of the value of information and communication systems, modeling
approaches which quantify the value and capacity of IT system are relatively limited.

Our analysis of the NCHAN system not only addresses this underlying issue by also
presents a promising methodology and model for quantifying the less tangible aspects of
emergency preparedness and response systems. Our ability to quantify emergency
preparedness and response systems is very important because it provides a means for
articulating the value of certain investments, specifically investment in IT. Considering
that we live in the era of technology, the contributions of this research has the potential to
reach far beyond the public health arena as technology becomes an increasingly
important aspect of our daily functions and the way we do business. As a result, our
ability to quantify the value of such systems becomes even more valuable as the use of IT

continues to grow.

In the presence of an economic downturn, funding deficits and budget cuts are likely to
lead to closer evaluation and scrutiny of publicly funded systems such as the public
health system. Under these circumstances, the lack of valid performance metrics
becomes a more pressing issue because the evaluation of these systems will likely be
used as a determinant and driver for scarce funding and resources. Considering that most
public health entities are often underfunded and understaffed, it is essential that valid
quantitative metrics exist which can be articulated into true levels of preparedness.
Although a number of capacity assessments and performance standards have been
developed within the context of emergency preparedness and response, few provide
meaningful indicators of performance or a comprehensive assessment for quantifying the
true level of preparedness. The simulation approach presented in this thesis provides a
method for quantifying capacity in a more accurate manner using relevant indicators that
can be translated into a more valid level of preparedness and response capacity. In
addition to being useful for purposes of system evaluation, this is beneficial to the public
health community because during an emergency event it is critical that decision makers at
each level have a clear understanding of their capacity so that they can seek additional

help from the government and request federal support in the event that their capacity has
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been exceeded. Furthermore, the approaches and models presented in this thesis can be
used to aid in the design and implementation of accreditation standards which will

require the ability to measure capacity and performance of existing systems.

With respect to the greater research community, this thesis also serves as another
stepping stone in the direction of interdisciplinary research for which the benefits are far-
reaching. Interdisciplinary research breaks down departmental silos that exist within
research and provides the benefits that are result from the intellectual synergies of
collaboration. Our ability to extend the applicability of well-known engineering
techniques into a new field further adds to the contributions of this research.

7.3 Future Research

Given the findings and challenges presented in this thesis, there are a vast amount of
opportunities available for future research. Considering that the government has taken
an all-hazards approach to emergency preparedness and response, | would recommend
future research focuses on developing flexible, yet valid, measurements and
methodologies that can measure the performance of an all-hazards emergency
preparedness and response system. As suggested throughout this thesis, more attention
should be dedicated to ensuring that evaluation measures provide a way to articulate the
quantitative value of emergency preparedness and response systems and investments.
Within this context, priority should be given to approaches that capture and articulate the
value of IT investments and other less tangible aspects of emergency preparedness and
response. The methodologies extended in this thesis also support the potential for the
methods and tools of operations research and systems engineering to be explored more
thoroughly within the public health arena. In addition to exploring the applicability of
engineering techniques, which may provide quantitative measures of performance, more
research should also be devoted to improving some of the existing qualitative approaches.
As further research is dedicated to establishing new and improved methodologies, it is
important to note that qualitative approaches may capture certain aspects that quantitative
approaches do not capture and vice versa. Therefore, future research methods should not
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seek to develop more quantitative approaches for the purpose of replacing existing
qualitative approaches, but rather for purposes of complementing them.
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Appendix 1: Reportable Communicable Diseases in NC

CHAPTER 41 - HEALTH: EPIDEMIOLOGY
SUBCHAPTER 41A —- COMMUNICABLE DISEASE CONTROL

SECTION .0100 - REPORTING OF COMMUNICABLE DISEASES

10ANCAC 41A.0101 REPORTABLE DISEASES AND CONDITIONS
(a) The following named diseases and conditions are declared to be dangerous to the public health and are hereby made
reportable within the time period specified after the disease or condition is reasonably suspected to exist:

(D
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“2)
“3)
(44)
(45

acquired immune deficiency syndrome (AIDS) - 24 hours;
anthrax - immediately:

botulism - inumediately:

brucellosis - 7 days:

campylobacter infection - 24 hours:

chancroid - 24 hours;

chlamydial infection (laboratory confirmed) - 7 days:
cholera - 24 hours;

Creutzfeldt-Takob disease — 7 days:

cryptosporidiosis - 24 hours;

cyclosporiasis - 24 hours;

dengue - 7 days:

diphtheria - 24 hours;

Escherichia coli. shiga toxin-producing - 24 hours:
ehrlichiosis - 7 days:

encephalitis. arboviral - 7 days:

foodborne disease. including Clostridium perfringens. staphylococcal. Bacillus cereus, and other and
unknown causes - 24 hours:

gonorrhea - 24 hours;

granuloma inguinale - 24 hours;

Haemophilus influenzae. invasive disease - 24 hours:
Hantavirus infection — 7 days:

Hemolytic-uremic syndrome — 24 hours;
Hemorrhagic fever virus infection —-immediately:
hepatitis A - 24 hours;

hepatitis B - 24 hours;

hepatitis B carriage - 7 days:

hepatitis C, acute - 7 days:

human immunodeficiency virus (HIV) infection confirmed - 24 hours;
influenza virus infection causing death in persons less than 18 years of age — 24 hours;
legionellosis - 7 days:

leprosy — 7 days:

leptospirosis - 7 days:

listeriosis — 24 hours:

Lyme disease - 7 days:

lymphogranuloma venereum - 7 days:

malaria - 7 days;

measles (rubeola) - 24 hours:

meningitis, pneumococcal - 7 days:

meningococcal disease - 24 hours;

monkeypox — 24 hours;

mumps - 7 days:

nongonococcal urethritis - 7 days:

novel influenza virus infection — immediately;
plague - immediately:

paralytic poliomyelitis - 24 hours:
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(46) pelvic inflammatory disease — 7 days:
(47) psiftacosis - 7 days:

(48) Q fever - 7 days:

(49) rabies. human - 24 hours;

(50) Rocky Mountain spotted fever - 7 days:
(51) rubella - 24 hours;

(52) rubella congenital syndrome - 7 days:

(53) salmonellosis - 24 hours:

(54) severe acute respiratory syndrome (SARS) — 24 hours;

(55) shigellosis - 24 hours:

(56) smallpox —immediately:

(57) Staphylococcus aureus with reduced susceptibility to vancomycin — 24 hours:
(58) streptococcal infection. Group A. invasive disease - 7 days:

(59) syphilis - 24 hours:
(60) tetanus - 7 days:
(61) toxic shock syndrome - 7 days;

(62 trichinosis - 7 days:
(63) tuberculosis - 24 hours:
(64) tularemia - immediately:

(65) typhoid - 24 hours:

(66) typhoid carriage (Salmonella typhi) - 7 days:
(67) typhus. epidemic (louse-borne) - 7 days:

(68) vaccinia — 24 hours:

(69) vibrio infection (other than cholera) - 24 hours:
(70) whooping cough - 24 hours:

(71) vellow fever - 7 days.
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Appendix 2: TFAH State by State Preparedness Scores
STATE PREPAREDNESS SCORES

| 2 3 4 5 6 7 8 9 10
Has adequate = Purchased  Statepublic State public Hasadisease = Has laws Haslaws  Statehasa Stateidentified Increased or
plansto ~ SOpercent healthlabhas healthlab  tracking = thatreduce = thatreduce ~ Medical  the pathogen  maintained
distribute ~ ormore of anintra-state canmeetthe  system to orlimt ~ orlimitthe  Reserve  responsiblefor  level of
emergency ~ theirshare courier system expectations collectand | theliability = liabilityfor  CorpsMRC reported funding
vaccines,  of federally- non-mail that of thestate’s ~ monitor  exposure for businessesand (Coordinator ~ foodbome  forpublic =~ 2008
States antidotes ~ subsidized  operates24  pandemic data health care  non-profit disease healh ~ Total
and medical ~ antivirals hours perday influenza electronically ~ volunteers | organizations outbreaksat  services = Score
supplies from for specimen plan viathe  whoservein  thatserve aratethatmet  from
the SNS pickup and Internet apublic | ina public or exceeded the  FY 2006-07
delivery health health national average t0
emergency  emergency of 44 percent  FY2007-08
(combined data
2004-2006)
Alabama v v v v v/ v v v v 9
Alaska v v/ v v/ v v 6
Arizona v v v v v 5
Arkansas v ' v v ' v v v 8
California v ' v v v v v 7
Colorado 4 v v v v v v 7
Connecticut v v v v v 5
Delaware v v v v v v v v 8
District of Columbia v v v v v v v 7
Florida v v v v v 5
Georgia v v v v v v v v 8
Hawaii v v v v/ v v v v 8
Idaho v v v v v v 6
[ Tlinois v 7 v 7 v v v 7
Indiana v ' v ' v v ' v v 9
lowa v v/ v v v/ v v ' 8
Kansas v v v v v v 6
Kentucky v v v v v v v 7
Louisiana v v v v v v v v v 10
Maine v v v v v v 6
Maryland v v v v v 5
Massachusetts v v v v v v 6
Michigan v v/ v v v/ v v v v 9
Minnesota v v v v v v v v 8
Mississippi v v v v v v 6
Missouri v ' v v v v v 7
Montana v v v v/ ' 5
Nebraska v v v v v 5
Nevada v v v v v v 6
New Hampshire v v v v v v v v v v 10
New Jersey v v v v v v v 7
New Mexico v v v v v v v 7
New York v v v v/ v v v 7
North Carolina v v/ v v v/ v v v v v 10
North Dakota v v v v v v v v 8
Ohio v v v v v v v v 8
Oklahoma v v v v v v ' 7
Oregon 4 v v v v v v 7
Pennsylvania v v v v v v v v v 9
Rhode Island v v v v v v v 7
South Carolina v v v v v v v v v 9
South Dakota v v v v v v v v 8
Tennessee 4 v v v v v v v v 9
Texas v v v v/ v v 6
Utah v v v v v v v 7
Vermont v v v v v v v v v 9
Virginia v ' v v ' v v ' v v 10
Washington v v/ v v/ v v v ' 8
West Virginia v v v v v v v 7
Wisconsin v v v v v v v v v v 10
Wyoming v v v v v v v 7
Total 34+D.C. 26 47+D.C. 44+D.C. 42+D.C. 24+D.C. 33+D.C. 30 39

BOED.C.
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Appendix 3: North Carolina Health Alert Network Key Informant Interview Questions

1. How many LHD's had computers and internet connectivity on site prior to NCHAN?
How many LHD's have computers and internet connectivity on site now?

2. Prior to NCHAN, what resources or methods of mass communication (e.g. listservs,
fax, and phone) were available for NCHAN users (LHD's, Hospitals, Dept of
Agriculture, etc.) to securely disseminate information regarding communicable
disease threats?

3. Is there any guidance provided to NCHAN users that specifies which events are most
appropriate to put on NCHAN (based on nature, scale, scope)?

4. What improvements would you like to see implemented in order to increase the utility
of NCHAN?

5. Is there any group of NCHAN users for which NCHAN is a PRIMARY source of
information regarding public health threats? In other words, without NCHAN's
existence, they would not be formally connected to the appropriate resources in order
to receive TIMELY, CONCISE and ACCURATE information.

6. With regards to the other non-NCHAN methods of communication that exist to
disseminate information, are any of these sources as SECURE as NCHAN?

7. Some of the earlier literature on NCHAN suggests that other PHIN components (such
as NCEDSS and NCDETECT) would eventually be fully integrated with NCHAN. Is
this integration still planned to occur?

8. Has there been any other assessment of NCHAN's efficacy? If so, are these
assessments/resources made available for review by others?

9. Overall research question: How has the communication provided through NCHAN
increased the emergency preparedness and response capacity with respect to the
ability to respond to events that involve reportable communicable diseases?
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Appendix 4: North Carolina Communicable Disease Report Card
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Appendix 5: Priority Classification of NCHAN Alerts

Event Type: Priority:
Anthrax High
Botulism High
Influenza (Novel) High
Severe Acute Respiratory Syndrome (SARS) High
Plague High
Smallpox High
Tularemia High
Brucellosis Medium
Cholera Medium
Cryptosporidiosis Medium
Dengue Medium
Diptheria Medium
E.coli 0157:HT Infection Medium
Encephalitis; Arboviral (CAL; EEE; Other) Medium
Foodborne Disease: C.perfringens Medium
Foodborne Disease: Other or Unknown Medium
Foodborne Disease: Staphylococcal Medium
Hantavirus infection Medium
Hemolytic-Uremic Syndrome/Thrombotic Thrombocytopenic Purpura  |Medium
Hemophilus Influenzae; Invasive Diease Medium
Hepatitis A Medium
Malaria Medium
Measles|{Rubeola) Medium
Meningococeal Disease Medium
Mumps Medium
Polio; Paralytic Medium
Psittacosis Medium
Q fever Medium
Rabies; Human Medium
Rubella Medium
Rubella Congenital Syndrome Medium
Trichinosis Medium
Typhoid carrier Medium
Typhoid; acute Medium
Typhus; Epidemic (louse-borne) Medium
Vaccinia Medium
West Nile Virus Medium
Whooping Cough (Pertussis) Medium
Yellow Fever Medium
Shigellosis Medium
Salmonellosis Medium
Legionellosis Medium
Listeriosis Medium
Streptococcal Infection; Group A; Invasive Disease Medium
Pulmonary positive smear Medium
Pulmonary positive culture Medium
Hepatitis C; Acute Medium
General Training Disease ONLY Training
Other Diseases of Concern Low
General Demo Disease ONLY Demo
Testing Event Testing
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Appendix 6: Consolidated Agreements between North Carolina and Orange County

CONSOLIDATED AGREEMENT
BETWEEN
THE STATE OF NORTH CAROLINA
AS REPRESENTED BY

THE STATE HEALTH DIRECTOR
(Hereinafter called the "State")

AND
ORANGE COUNTY HEALTH DEPARTMENT
(Local Health Department/District/Public Health Authority/Human Services Agency (Wake and
Mecklenburg) -- Hereinafter called the "Department™)
FOR THE PURPOSE OF

MAINTAINING AND PROMOTING THE ADVANCEMENT OF
' PUBLIC HEALTH IN NORTH CAROLINA

This Amended Agreement Shall Cover a Period From
July 1, 2008 to June 30, 2009

and shall remain in force until the next Fiscal Year Agreement
is signed except as provided for in Section J. Termination.
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Consolidated Agreemeat - Final ’ Page 3 of 19

[1. The Department shall provide formal training for their Board of Health (BOH) members through DHHS
sponsored offerings. The LTAT Branch shall notify the Department no later than April 30 of the name of
the contractor who is to provide this training during the upcoming fiscal year. First priority should be given
to training newly appointed members with the ultimate goal of having all BOH members trained as time and
resources allow. Continuing education updates on topics of special interest are strongly encouraged after .
general board member orientation has been provided for all BOH Members.

12. The Department shall provide Network/Internet access at the Local Health Department (or to the county
network where desired) at a minimum speed of a full T-1 line in order to:

e Connect with the North Carolina Health Alert Network (HAN), Electronic Disease Surveillance System
(EDSS), Immunization Registry (IR), Health Information System (HIS)

» Rapidly communicate e-mail alerts to and from the NC State Division of Public Health regarding
bioterrorism and public health topics (outbreaks, emergency alerts, etc)

» Access NCDPH fraining materjal and information used in self-study courses and PHTIN programs
e Build steps of a secure infrastructure for remote data entry in the local health depariments

The LHD will maintain the above-described minimum connection. The LHD may choose any provider (ISP}
that they wish. The LHD will also ensure security of a minimum of a T-1 connection at the LEHD location.
The LHD may utilize security products (i.e. firewalls) of their choosing to maintain network connectivity
and security integrity. The LHD network configuration and security practices must allow communication
with systems within the state network.

13. The Department shall incorporate basic elements of the North Carolina Public Health logo and themeline
(slogan) into communication materials developed for programs and services that depend, in whole or'in part,
upon state funding. Such communication materials could include: letterhead, business cards, brochures,
pamphlets, advertisements or announcements, signs and marketing/promotional materials. The Department
is encouraged to incorporate its own name with the logo.
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Appendix 7: Consolidated Agreements between North Carolina and Union County

CONSOLIDATED AGREEMENT
BETWEEN
THE STATE OF NORTH CAROLINA
AS REPRESENTED BY

THE STATE HEALTH DIRECTOR
(Hereinafier called the "State")

AND

Union Co Health Dept
(Local Health Department/District/Public Health Authority/Human Services Agency (Wake and

Mecklenburg) -- Hereinafter called the "Department”)
FOR THE PURPOSE OF

MAINTAINING AND PROMOTING THE ADVANCEMENT OF
PUBLIC HEALTH IN NORTH CAROLINA

This Amended Agreement Shall Cover a Period From
July 1, 2006 to June 30, 2007

and shall remain in force until the next Fiscal Year Agreement
is signed except as provided for in Section J. Termination.
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Comsalidated Agreemen - Final Page 3 of 18

need of Bourds and members will be considered in meeting this objective.

. The Depariment shall maintain current membership in North Carolina’s Health Alent Network (NC HAN).

The membership shall log into NC HAN regularly and shall maintain current contact information in the
system (i.e., phone numbers, e-mail addresses, pager information, eic.). Members from the Department shall
also maintain 24/7 contact availability. Department members shall be responsible for accessing the NC
HAN as soon as possible when an alert is issued. All NC HAN alerts will be reviewed and acted on as
necessary by the Department in a timely manner.

. The Department shall incorporate basic elements of the North Carolina Public Health logo and themeline

(slogan) into communication materials developed for programs and services that depend, in whole or in part,
upon state funding. Such communication materials could include: letierhead, business cards, brochures,
pamphilets, advertisements or announcements, signs and marketing/promotional materials. The Department
is encouraged 10 incorporate its own name with the logo.

B. FUNDING STIPULATIONS

a4

[}

Funding for this agreement is subject to the availability of State, Federal, and Special Funds for the purpose
set forth in this agreement.

During the period of this agreement, the Department shall not use State, Federal or Special Project funds
received under this agreement 10 reduce Jocally appropriated funds as reflected in the Local Appropriations
Budget (see item ¢.2. below.)

The Department shall not use personal health program funds to support environmental health programs nor
use environmental health program funds 10 support personal health programs.

Fees generated by the Food and Lodging Fees Collection Program may only be used 10 support State and
Local food, lodging, and institution sanitation programs and activities.

Funds for Childhood Lead Poisoning Prevention may be used to support both environmental health and
child health activities.

The county shall submit monthly reporis of On-Site Wastewater activities 10 the On-Site Wastewater Section
in Division of Environmental Health in the format provided by the Section.

The Department shall comply with Standards for Mandated Public Health Services, 10A NCAC 46, Section
0200; and Administrative Procedures Manual for Federal Block Grant Funds, | NCAC 33, Sections .0100 -
.1502.

The Department shall maintain signed employee time records 10 document the actual work activity of each
employee on a daily basis. The percentage of time each employee spends in each activity shall be converted
1o dollars based upon the employee’s salary and benefits at least on a monthly basis. The computation shall
support the charges for salaries and benefits 1o all federal and state grants (as required in OMB Circular
A87) as well as provide the documentation of detailed labor cost per activity for preparation of Medicaid
Cost Report.

For Departments participating in Medicaid Reimbursement, the Department shall:
a. Execute a Provider Participation Agreement with the Division of Medical Assistance.

b. Make every reasonable effort 1o collect its cost in providing services, for which Medicaid reimbursement
is sought, through public or private third party payors except where prohibited by Federal regulations or
State law; however, no one shall be refused services solely because of an inability o pay.
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Appendix 8: Screenshot of Arena Simulation - Exposure
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Appendix 9: Screenshot of Arena Simulation — Assignment of Entity Attributes
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Appendix 10: Screenshot of Arena Simulation — Reporting of Threat
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Appendix 11: Screenshot of Arena Simulation — Routine Surveillance
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Appendix12: Screenshot of Arena Simulation — Routine Surveillance (cntd)
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Appendix 13: Screenshot of Arena Simulation — Detection of Threat
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Appendix 14: Screenshot of Arena Simulation — Confirmation of Threat
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Appendix 15: Screenshot of Arena Simulation — Threat Notification and Dissemination of Information
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Appendix 16: Screenshot of Arena Simulation — Threat Notification and Dissemination of Information (cntd)
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Appendix 17: Screenshot of Arena Simulation — Implementation of Control Measures
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Appendix 18: Explanation of Simulation Model — Entities

Entities Data
Entity Module Name Entity Arrivals Per Arrival Logic Source
Create Petting Zoo Constant Arrivals Each An average of 6 individuals became sick per | Final
Visitors Petting Zoo Visitors Day 6 day Report30
100 alert recipients to represent the 100
LHD Initiated Alert LHD Alert Recipients One time arrival 100 counties (the vulnerable population) Interviews
100 alert recipients to represent the 100
SHD Initiated Alert SHD Alert Recipients One time arrival 100 counties (the vulnerable population) Interviews
Final Alert 100 alert recipients to represent the 100
Final Alert Recipients One time arrival 100 counties (the vulnerable population) Interviews
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Appendix 19: Explanation of Simulation Model — Entity Attributes

Entity Attribute Module Data
Name Logic Source
Petting Zoo Visitors are assigned to one of the 23 counties based on distribution of cases reported by each Final
Assign County county Report30
NETSS
High Priority Counties Petting Zoo Visitors are assigned a high priority to use resources based on their reporting timeliness Data
NETSS
Medium Priority Counties Petting Zoo Visitors are assigned a medium priority to use resources based on their reporting timeliness Data
NETSS
Lower Priority Counties Petting Zoo Visitors are assigned a low priority to use resources based on their reporting timeliness Data
Final
Assign HUS Petting Zoo Visitors are assigned with HUS based on percentage of cases reported as having HUS Report30
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Appendix 20: Explanation of Simulation Model — Resources

Distribution Data
Resource Module Name Resource Action Distribution Unit Source

Symptoms Reported to NCDETECT n/a Delay TRIA(1, 6, 12) Hours | Interviews
Seize Delay

Symptoms Diagnosed and Samples Collected Physician Release TRIA(1, 3, 8) Hours | Interviews
Seize Delay

Samples Await Lab Diagnosis Lab Release TRIA(1.5, 4, 8) Days | Interviews
Seize Delay

Ordering Physician Documents Data on Green Card | Physician Release TRIA(1, 24, 72) Hours | Interviews
LHD Seize Delay

LHD Manually Enters Data on NCEDSS Personnel Release TRIA(1, 24, 72) Hours | Interviews
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Appendix 21: Explanation of Simulation Model — Random Variables

Stage of Process Random Variable Module Name Distribution Units | Distribution Data Source
Reporting of Threat Person Becomes llI TRIA(2,3.5,5) Days | CDC Website™
Reporting of Threat Time to Seek Treatment Delay TRIA(1,3, 4) Days | CDC Website™

Person Seeks Help By Reporting

Reporting of Threat Symptoms TRIA( 2,6, 12) Hours | Interviews

Routine Surveillance SHD is Notified Of Confirmed Case TRIA( 4, 24, 48) Hours | Interviews

Routine Surveillance LHD is Notified of Confirmed Case TRIA( 4, 24, 48) Hours | Interviews

Routine Surveillance Physician Notifies LHD of Case TRIA(1,24,48) Hours | Interviews

Routine Surveillance LHD Receives Green Card TRIA( 1, 2, 4) Days | Interviews

Routine Surveillance SHD Receives Green Card TRIA(1,3,5) Days | Interviews

Routine Surveillance SHD Documents Case in NETSS TRIA( .5, 2, 5) Days | Interviews
NETSS Data &

Routine Surveillance Documentation Delay TRIA( 1, 2,2.5) Days | Final Report30

Confirmation of Threat LHD Confirmation of Threat TRIA(.5,4,24) Hours | Interviews

Confirmation of Threat SHD Confirmation of Threat TRIA(1,4,24) Hours | Interviews

Threat Notification and

Dissemination of

Information Notify through NCHAN TRIA(.0167, 2,48 ) | Hours | NCHAN Data

Threat Notification and

Dissemination of

Information Notify Through Non-NCHAN Source TRIA(.16,2,72) Hours | Interviews

Implementation of Control

Measures Active Surveillance Begins TRIA( 1,5, 24) Hours | Interviews

Implementation of Control Epi Investigation to Identify Exposure and Interviews &

Measures Implement Control Measures TRIA( 13, 14,15) Days | Final Report30
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Appendix 22: Explanation of Simulation Model — Decisions

Decision Module Name Type % True Condition Logic
Once exposure is identified, "Exposure Identifier" =="2".
When the simulation starts "Exposure Identifier" =="1"
Global Variable "Exposure | so until the exposure is identified, Petting Zoo Visitors
Exposure Not Controlled? 2-way by Condition n/a Identifier" <="1" will be exposed
Throughout the simulation 150 Petting Zoo Visitors are
created. 150%*.72= 108, which is the total number of
Person Contaminated with E.coli? | 2-way by Chance 72 n/a cases
Attribute "Priority" =
"High(1), Medium (2) or
Low (3)" (based on Counties were assigned priorities based on their
Assign Resource Priority N-way by Condition n/a Attribute "County") reporting timeliness
HUS Case? 2-way by Chance 14 n/a % of cases diagnosed with HUS
Lab Confirmed Case of E.coli? 2-way by Chance 3796 | n/a % of cases with lab confirmed diagnosis of E.coli
Assigns cases to their respective LHD queues based on
Attribute "County" == their county attribute. Case counts for each LHD are
"Respective County recorded in their respective LHD queues which
Case Count by County N-way by Condition n/a Number (1-23)" represents the local awareness of cases
Determines whether LHD or SHD detects threat based
PH Threat Detected by LHD or Global Variable "Detection | on county attribute number. LHD's are numbered 1-23
SHD? 2-way by Condition n/a Trigger" <="23" and the SHD is 24.
At the time of the first alert, the SHD had knowledge of 6
Statewide PH Threat? 2-way by Condition n/a Number of state cases >=6 | cases
Recipient receives information
from NCHAN 2-way by Chance 91 n/a Estimated % of counties represented on NCHAN in 2004
Recipient receives information Estimated % of counties represented on non-NCHAN
non-NCHAN source 2-way by Chance 80 n/a sources of communication in 2004
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Appendix 23: Explanation of Simulation Model — Triggers & Signals

Trigger or Signal Module

Global Variable

Name Assignment Purpose
Wake Trigger Detection Trigger = 23 Used to determine if threat was first detected by LHD
State Trigger Detection Trigger = 24 Used to determine if threat was first detected by SHD
LHD Alert Trigger Alert Trigger=1 Used to trigger the release of LHD initiated alert
SHD Alert Trigger Alert Trigger =2 Used to trigger the release of SHD initiated alert

Final Alert Trigger

Alert Trigger =3

Used to trigger the release of Final alert

Exposure Stop Signal

Exposure Identifier = 2

Used to stop exposure of petting zoo visitors from being contaminated with E.coli

Signal to Release Cases

Case Release Signal =3

Used after mass alert is sent to release cases waiting in LHD and SHD queues
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Appendix 24: Screenshot of Arena Simulation — IT Capacity Parameter Changes for Experiments
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Appendix 25: Screenshot of Arena Simulation —IT Capacity Parameter Changes for Experiments (cntd)
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Appendix 26: Screenshot of Arena Simulation — IT Capacity Parameter Changes for Experiments (cntd)
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Appendix 27: Screenshot of Arena Simulation — IT Capacity Parameter Changes for Experiments (cntd)
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