
ABSTRACT

WEI, WEI. Practical Integrity Assurance for Big Data Processing Deployed over Open Cloud. (Under
the direction of Ting Yu.)

The amount of data has been exploding in the world. The capability of processing large data sets, so-

called big data, is becoming a key basis of competition, underpinning new waves of productivity growth,

research innovation, preventing diseases, and combating crime. Big data requires exceptional technolo-

gies to efficiently process large amount of data within a reasonable time, which include distributed

parallel data processing, distributed file systems, cloud computing platforms, and scalable storage sys-

tems. Deploying these technologies over open cloud is a cost-effective and practical solution to small

businesses and researchers who need to deal with data processing tasks over large amount of data but

often lack capabilities to obtain their own powerful clusters. As parties in open cloud usually comes

from different domains, and are not always trusted, severalsecurity issues arise, including confidential-

ity, integrity and availability, for example how to transmit data securely through public network, how

to verify the integrity of data received from other parties,how to know if a task is performed correctly,

and how to detect malicious behavior during data processing. This thesis focuses on the discussion of

providing practical integrity assurance while deploying these techniques over open cloud.

The first work targets at a distributed parallel data processing system - MapReduce. MapReduce

has become increasingly popular as a powerful parallel dataprocessing model. To deploy MapReduce

as a data processing service over open systems such as service oriented architecture, cloud computing,

and volunteer computing, we must provide necessary security mechanisms to protect the integrity of

MapReduce data processing services. In this work, we present SecureMR, a practical service integrity

assurance framework for MapReduce. SecureMR consists of five security components, which provide

a set of practical security mechanisms that not only ensure MapReduce service integrity as well as to

prevent replay and Denial of Service (DoS) attacks, but alsopreserve the simplicity, applicability and

scalability of MapReduce. We have implemented a prototype of SecureMR based on Hadoop, an open

source MapReduce implementation. Our analytical study andexperimental results show that SecureMR

can ensure data processing service integrity while imposing low performance overhead.

The second work targets at a scalable data storage system - BigTable. BigTable is a distributed stor-

age system that is designed to manage large scale structureddata. Deploying BigTable in a public cloud

is an economic storage solution to small businesses and researchers who need to deal with data process-

ing tasks over large amount of data but often lack capabilities to obtain their own powerful clusters. As

one may not always trust the public cloud provider, one important security issue is to ensure the integrity

of data managed by BigTable running at the cloud. In this work, we present iBigTable, an enhancement

of BigTable that provides scalable data integrity assurance. We explore the practicality of different au-

thenticated data structures for BigTable, and design a set of security protocols to efficiently and flexibly



verify the integrity of data returned by BigTable. More importantly, iBigTable preserves the simplicity,

applicability and scalability of BigTable, so that existing applications over BigTable can interact with

iBigTable seamlessly with minimum or no change of code (depending on the mode of iBigTable). We

implement a prototype of iBigTable based on HBase, an open source BigTable implementation. Our ex-

perimental results show that iBigTable imposes reasonableperformance overhead while providing high

integrity assurance.

The third work targets at the integrity issue of outsourced databases. Database outsourcing has be-

come increasingly popular as a cost-effective solution to provide database services to clients. Previous

work proposed different approaches to ensure data integrity, one of the most important security concerns

in database outsourcing. However, to the best of our knowledge, existing approaches require modifica-

tion to existing DBMSs, which greatly hampers the adoption of database outsourcing. In this work, we

focus on the design and implementation of an efficient and practical scheme based on Merkle B-tree,

which provides integrity assurance including correctness, completeness and freshnesswithout requiring

any modification to existing DBMSs. We design a novel scheme to serialize a Merkle B-tree (MBT)

into a database while enabling highly efficient authentication data retrieval for integrity verification,

which makes it attractive and practical. We create appropriate indexes and design efficient algorithms to

accelerate query processing with integrity protection. Webuild a proof-of-concept prototype and con-

duct extensive experiments to evaluate the performance overhead. The results show that our scheme

imposes a low overhead for queries and a reasonable overheadfor updates while ensuring integrity of

an outsourced database without DBMS modification.
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Chapter 1

Introduction

The amount of data has been exploding in the world. The capability of processing large data sets, so-

called big data, is becoming a key basis of competition, underpinning new waves of productivity growth,

research innovation, preventing diseases, and combating crime. Big data requires exceptional technolo-

gies to efficiently process large amount of data within a reasonable time, which include distributed

parallel data processing, distributed file systems, cloud computing platforms, and scalable storage sys-

tems. Deploying these technologies over open cloud is a cost-effective and practical solution to small

businesses and researchers who need to deal with data processing tasks over large amount of data but

often lack capabilities to obtain their own powerful clusters. As parties in open systems usually comes

from different domains, and are not always trusted, severalsecurity issues arise, including confidential-

ity, integrity and availability, for example how to transmit data securely through public network, how to

verify the integrity of data received from other parties, how to know if a task is preformed correctly, and

how to detect malicious behavior during big data processing.

Although it presents challenges and difficulties to providepractical integrity assurance

while deploying these techniques over open cloud due to the insecurity and complexity of

open systems, by carefully examining their designs and protocols, they bring opportunities

to design effective communication protocols, create novelschemes and simplify technique

deployment to make integrity protection practical while deploying them over open systems.

This thesis focuses on the discussion of providing practical integrity assurance while deploying these

techniques over open systems. It includes three works toward providing practical integrity assurance

while deploying these techniques over open systems. The first two works focus on providing practical

integrity assurance for two important big data processing techniques respectively, one is MapReduce,

a parallel data processing system [22] and the other is Bigtable, a scalable storage system [20]. Ap-

proaches proposed in the first two works require modifying existing systems, which may not be de-

sirable since it introduces extra deployment cost and also hampers the adoption of our approaches. To
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resolve this issue, we started to investigate on schemes that can provide integrity assurance without re-

quiring modifying existing systems. The third work is our first work toward addressing this issue, which

designed schemes to address this issue for outsourced databases. The scheme proposed in the third work

is promising for addressing this issue for Bigtable [20], which is one of the future work. We elaborate

details of those works in Chapters 2, 3, and 4. Chapter 5 compares our work with related work. Then, we

discuss possible future work in Chapter 6, and finally conclude the thesis in Chapter 7. In the following,

we give our motivations of three works respectively.

1.1 SecureMR: A Service Integrity Assurance Framework for

MapReduce

MapReduce is a parallel data processing model, proposed by Google to simplify parallel data process-

ing on large clusters [22]. Recently, many organizations have adopted the model of MapReduce, and

developed their own implementations of MapReduce, such as Google MapReduce [22] and Yahoo’s

Hadoop [6], as well as thousands of MapReduce applications.Moreover, MapReduce has been adopted

by many academic researchers for data processing in different research areas, such as high end com-

puting [41], data intensive scientific analysis [28], largescale semantic annotation [39] and machine

learning [21].

Current data processing systems using MapReduce are mainlyrunning on clusters belonging to a

single administration domain. As open systems, such as Service-Oriented Architecture (SOA) [15, 29],

Could Computing [1] and Volunteer Computing [10, 16], increasingly emerge as promising platforms

for cross-domain resource and service integration, MapReduce deployed over open systems will become

an attractive solution for large-scale cost-effective data processing services. As a forerunner in this area,

Amazon deploys MapReduce as a web service using Amazon Elastic Compute Cloud (EC2) and Ama-

zon Simple Storage Service (Amazon S3). It provides a publicdata processing service for researchers,

data analysts, and developers to efficiently and cost-effectively process vast amounts of data [2]. How-

ever, in open systems, besides communication security threats such as eavesdropping attacks, replay

attacks, and Denial of Service (DoS) attacks, MapReduce faces a data processing service integrity issue

since service providers in open systems may come from different administration domains that are not

always trustworthy.

Several existing techniques such as replication (also known as double-check), sampling, and checkpoint-

based verification have been proposed to address service integrity issues in different computing envi-

ronments like Peer-to-Peer Systems, Grid Computing, and Volunteer Computing (e.g., [26, 27, 31–33,

54, 68]). Replication-based techniques mainly rely on redundant computation resources to execute du-

plicated individual tasks, and a master (also known as supervisor) to verify the consistency of results.

Sampling techniques require indistinguishable test samples. The checkpoint-based verification focuses
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on sequential computations that can be broken into multipletemporal segments.

In this work, we present SecureMR, a practical service integrity assurance framework for MapRe-

duce. SecureMR provides a decentralized replication-based integrity verification scheme for ensuring

the integrity of MapReduce in open systems. Our scheme leverages the unique properties of the MapRe-

duce system to achieve effective and practical security protection. First, MapReduce provides natural

redundant computing resources, which is amenable to replication-based techniques. Moreover, the par-

allel data processing of MapReduce mitigates the performance influence of executing duplicated tasks.

However, in contrast to simple monolithic systems, MapReduce often consists of many distributed com-

puting tasks processing massive data sets, which presents new challenges to adopt replication-based

techniques. For example, it is impractical to replicate alldistributed computing tasks for consistency

verification purposes. Moreover, it is not scalable to perform centralized consistency verification over

massive result data sets at a single point (e.g., the master).

To address these challenges, our scheme decentralizes the integrity verification process among dif-

ferent distributed computing nodes who participate in the MapReduce computation.

1.2 iBigTable: Practical Data Integrity for BigTable in Pub lic Cloud

BigTable [20] is a distributed data storage system designedto scale into the petabyte range across hun-

dreds or even thousands of commodity machines. It has been widely used in several products at Google

such as Google Maps, Google Analytics and Gmail. Moreover, in recent years many organizations have

adopted the data model of BigTable, and developed their own implementations of BigTable such as

HBase [7] and Cassandra [3]. HBase is used to power the messages infrastructure at Facebook [12], and

also used as a data storage for Hadoop [6] and MapReduce [22] to facilitate large-scale data processing.

Cassandra is used in companies such as Twitter, Cisco and Netflix as a reliable and scalable storage

infrastructure.

Running BigTable in a cloud managed by a third party is an economic storage solution to small

businesses and researchers who need to deal with data processing tasks over large amount of data but

often lack capabilities to obtain their own powerful clusters. However, it introduces several security

issues. In particular, if we do not fully trust the cloud provider, we have to protect the integrity of one’s

data. Specifically, when we retrieve data from BigTable, there should be a way to verify that the returned

data from the cloud are indeed what we want, i.e., no data are improperly modified by the cloud, and it

has returned exactly the data we request, nothing less, nothing more.

This problem shares a lot of similarities with integrity protection in outsourced databases. Indeed,

many techniques have been proposed in the literature to address data integrity issues, including correct-

ness, completeness and freshness. Many of these techniquesare based on cryptographic authenticated

data structures, which require a database system to be modified [23, 40, 48]. Some others are proba-

bilistic approaches, which do not require to modify existing systems but may inject some fake data into

3



outsourced databases [55, 63, 64]. It seems that we can directly apply existing techniques for database

outsourcing to BigTable in the cloud. However, though the two systems share many similarities (e.g.,

they both host data at an untrusted third party, and support data retrieval), and the principle ideas of

integrity verification can be applied, the actual design anddeployment of authentication schemes are

significantly different, due to several fundamental differences between DBMSs and BigTable. In fact,

such differences bring both challenges and opportunities to assure the integrity of BigTable.

For instance, on the one hand, BigTable by design distributes data among large number of nodes.

As BigTable horizontally partitions data into tablets across multiple nodes, it is common to merge or

split the data of multiple nodes from time to time for load balancing or to accommodate new data. How

to handle authenticated data structures during data merging or splitting is not considered in past work

on database outsourcing, as it is commonly assumed that dataare hosted by a single database. Also,

because of the distributed nature of BigTable, it is impractical to store authenticated structures for data

residing in different machines into a single node, due to thelimited storage capacity of a single node.

It also brings scalability issues if we adopt a centralized integrity verification scheme at a single point

(e.g., at a trusted third-party). On the other hand, the datamodel of BigTable is significantly simpler than

that of traditional DMBSs. In particular, its query model (or the interface to retrieve data) is extremely

simple. For example, it does not support join and other complex query operators as in DBMSs. This

may allow us to design much simpler and efficient authenticated structures and protocols to verify data

integrity.

Besides integrity verification and efficiency, another important consideration is to preserve the inter-

face of BigTable as much as possible so that existing applications running over BigTable do not need to

be re-implemented or modified significantly. Ideally, it should only involve minor change (or no change

at all) at the application to enjoy integrity guarantee fromBigTable.

In this work, we present iBigTable, an enhancement to BigTable with the addition of scalable data

integrity assurance while preserving its simplicity and query execution efficiency in the cloud. To be

scalable, iBigTable decentralizes integrity verificationprocesses among different distributed nodes that

participate in data retrieval. It also includes efficient schemes to merge and split authenticated data

structures among multiple nodes, which is a must to preservethe scalability and efficiency of BigTable.

iBigTable tries to utilize the unique properties of BigTable to reduce the cost of integrity verification and

preserve its interface to applications as much as possible.Such properties include its column oriented

data model, parallel data processing, and its cache mechanism.
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1.3 IAODB: Integrity Assurance for Outsourced Databases without

DBMS Modification

Database outsourcing has become increasingly popular as a cost-effective solution to provide database

services to clients. In this model, adata owner(DO) outsources data to a third-partydatabase service

provider (DSP), which maintains the data in a DBMS and answers queriesfrom clientson behalf of the

data owner. However, it introduces one of the most importantsecurity concerns, data integrity. Usually,

DSPs are not fully trusted by data owners. Thus, data owners have to protect the integrity of their own

data when outsourcing data to DSPs. Specifically, when clients retrieve data from a DSP, they should

be able to verify that the returned data is what should be returned for their requests on behalf of data

owners, i.e., no data is maliciously modified by DSPs and DSPsreturn all data clients request.

In the field of database outsourcing there are many techniques proposed to address integrity is-

sues, including correctness, completeness and freshness.These techniques usually can be divided into

two categories. Approaches belonging to the first category are based onauthenticated data structures

(ADSs) such as Merkle hash tree (MHT) [23, 40, 44] and Signature Aggregation [40, 46, 48, 50]. Ex-

isting ADS-based approaches require modifying a DBMS so that it can generate averification object

(VO) when executing a query and return the VO along with the actual result to clients so that clients

can verify the integrity of the query result returned. Such modification is usually costly and hard to be

deployed in a third-party service provider, which hampers the adoption of database outsourcing [63].

The second category uses a probabilistic approach [55, 63, 64], which injects some fake data into out-

sourced databases. Although the probabilistic approach does not require the modification of DBMSs, its

integrity guarantee is significantly weaker than those based on ADSs.

In this work, we explore the feasibility of utilizing approaches of the first category to provide in-

tegrity assurancewithout requiring any modification of DBMSs running at the server side. In existing

approaches, DBMSs are modified to be ADS-aware. That is, theyare enhanced with special modules (as

well as special data structures other than relations) that efficiently manage ADSs and facilitate the gener-

ation of VOs. Unfortunately, as mentioned above, it is oftenhard to convince database service providers

to make such modifications to their DBMSs. In fact, up to today, to the best of our knowledge, no ex-

isting cloud database services support integrity checking[51]. Thus, for clients who care about query

integrity, it is desirable to have integrity assurance techniques over “vanilla” DBMSs (i.e., without any

special features for integrity). The general approach is straightforward: the data owner would have to

store authenticated data structures along with data in relations, and retrieve appropriate integrity verifi-

cation data besides issuing queries. And all these have to bedone through the generic query interface

(usually SQL) of the DBMS. Though the basic idea is simple, the challenge is to make it practical: we

need to design appropriate schemes to convert ADSs into relations and form efficient queries to retrieve

and update authentication information, without imposing significant overhead.

In this work, we present an efficient and practical scheme based on Merkle B-tree, which provides
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integrity assurance without requiring special support from database service providers. Our scheme seri-

alizes a Merkle B-tree based ADS into relations in a way, where the data in the ADS can be retrieved

and updated directly and efficiently using existing functionality provided by DBMSs, that is, SQL state-

ments.

Many modern relational databases also have built-in support for XML. One seemingly promising

approach is to represent Merkle B-tree as XML, store the XML representation into the DBMSs, and

utilize their built-in XML support to retrieve authentication data for integrity verification. However,

as can be seen from the performance result presented in Section 4.5, the XML-based solutions do not

provide a good performance compared with our scheme, which is mainly because the XML features are

not targeting at providing efficient operations of MHT-based integrity verification. Note that although

we describe our scheme based on relational DBMSs, it is not hard to see that our scheme can also be

applied to Non-SQL databases such as Bigtable [20], Hbase [7].

1.4 Summary of Contributions

Our major contributions are summarized as follows:

• SecureMR: First, we propose a new decentralized replication-based integrity verification scheme

for running MapReduce in open systems. Our approach achieves a set of security properties such

as non-repudiation and resilience to DoS attacks and replayattacks while maintaining the data

processing efficiency of MapReduce. Second, we have implemented a prototype of SecureMR

based on Hadoop [6], an open source implementation of MapReduce. The prototype shows that

the security components in SecureMR can be easily integrated into existing MapReduce imple-

mentations. Third, we conduct security analytical study and experimental evaluation of perfor-

mance overhead based on the prototype. Our analytical studyand experimental results show that

SecureMR can ensure the service integrity while imposing low performance overhead.

• iBigTable: First, we explore different authenticated data structure designs, and propose aTwo-

Level Merkle B+ Tree, which utilizes the column-oriented data model and achieves efficient in-

tegrity verification for projected range queries. Second, we design efficient mechanisms to handle

authenticated data structure changes for efficient batch update, and tablet split and merge by in-

troducing aPartial Tree Verification Object. Third, We build a prototype of iBigTable based on

HBase [7], an open source implementation of BigTable. The prototype shows that the security

components in iBigTable can be easily integrated into existing BigTable implementations. Fourth,

we analyze the security and practicability of iBigTable, and conduct experimental evaluation. Our

analysis and experimental results show that iBigTable can ensure data integrity while imposing

reasonable performance overhead.
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• IAODB: First, we propose a novel scheme called Radix-Path Identifier to identify each piece of

authentication data in a Merkle B-tree based ADS so that the MBT can be serialized into and

de-serialized from a database, and design an efficient and practical mechanism to store all au-

thentication data of a Merkle B-tree in a database, where theauthentication data in the MBT can

be retrieved and updated efficiently. Second, we explore theefficiency of different methods such

as MultiJoin, SingleJoin, ZeroJoin and RangeCondition, toretrieve authentication data from a

serialized MBT stored in a database, create appropriate indexes to accelerate the retrieval of au-

thentication data, and optimize the update processing for authentication data. Third, we build a

proof-of-concept prototype and conduct extensive experiments to evaluate the performance over-

head and efficiency. The results show that our scheme imposesa low overhead for queries and a

reasonable overhead for updates while providing integrityassurance.
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Chapter 2

SecureMR: A Service Integrity Assurance

Framework for MapReduce

2.1 Background

As a parallel data processing model, MapReduce is designed to run in distributed computing environ-

ments. Figure 2.1 depicts the MapReduce data processing reference model in such an environment. The

data processing model of MapReduce is composed of three types of entities: a distributed file system

(DFS), a master and workers. The DFS provides a distributed data storage for MapReduce. The master

is responsible for job management, task scheduling and loadbalancing among workers. Workers are

hosts who contribute computation resources to execute tasks assigned by the master. The basic data

processing process in MapReduce can be divided into two phases: i) a map phase where input data are

distributed to different distributed hosts for parallel processing; and ii) a reduce phase where intermedi-

ate results are aggregated together. To illustrate the two-phase data processing model, we use a typical

example, WordCount [14] that counts how often words occur. The application is considered as a job of

MapReduce submitted by a user to the master. The input text files of the job are stored in the DFS in the

form of data blocks, each of which is usually 64MB. The job is divided into multiple map and reduce

tasks. The number of map tasks depends on the number of data blocks that the input text files have. Each

map task only takes one data block as its input.

During the map phase, the master assigns map tasks to workers. A worker is called a mapper when

it is assigned a map task. When a mapper receives a map task assignment from the master, the mapper

reads a data block from the DFS, processes it and writes its intermediate result to its local storage.

The intermediate result generated by each mapper is dividedinto r partitionsP1, P2, ..., P r using a

partitioning function. The number of partitions is the samewith the number of reduce tasksr. During

the reduce phase, the master assigns reduce tasks to workers. A worker is called a reducer when it is

assigned a reduce task. Each reduce task specifies which partition a reducer should process. After a
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Figure 2.1: The MapReduce data processing reference model.

reducer receives a reduce task, the reducer waits for notifications of map task completion events from

the master. Upon notified, the reducer reads its partition from the intermediate result of each mapper

who finishes its map task. For example, in Figure 2.1, RA readsP1 from MA, MB and other mappers.

After the reducer reads its partition from all mappers, the reducer starts to process them, and finally each

reducer outputs its result to the DFS.

In fact, the MapReduce data processing model supports to combine multiple map and reduce phases

into a MapReduce chain to help users accomplish complex applications that cannot be done via a single

Map/Reduce job. In a MapReduce chain, mappers will read the output of reducers in the preceding

reduce phase, except mappers in the first map phase, which read data from the DFS. Then, the data

processing enters into the map phase with no difference fromthe normal map phase. Similarly, reducers

will read intermediate results from mappers in the preceding map phase and generate outputs to DFS

or their local disks like what mappers do, which is differentfrom a single Map/Reduce data processing

model. For reducers in the middle of data processing, they may store their results in their local disks to

improve the overall system performance. Eventually, the final results go into the DFS.

2.2 System Model

2.2.1 MapReduce in Open Systems

MapReduce can be implemented to run in either closed systemsor open systems. In closed systems,

all entities belong to a single trusted domain, and all data processing phases are executed within this

domain. There is no interaction with other domains at all. Thus, security is not taken into considera-

tion for MapReduce in closed systems. However, MapReduce inopen systems presents two significant
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differences:

• The entities in MapReduce come from different domains, which are not always trusted. Further-

more, they may be compromised by attackers due to different vulnerabilities such as software

bugs, and careless administration.

• The communications and data transferred among entities are through public networks. It is possi-

ble that the communications are eavesdropped, or even tampered to launch different attacks.

Therefore, before MapReduce can be deployed and operate in open systems, several security issues need

to be addressed, including authenticity, confidentiality,integrity, and availability. In this work, we focus

on protecting the service integrity for MapReduce. Since the data processing model of MapReduce in-

cludes three types of entities and two phases, to provide theservice integrity protection for MapReduce,

it naturally boils down to the following three steps:

1. Provide mappers with a mechanism to examine the integrityof data blocks from the DFS.

2. Provide reducers with a mechanism to verify the authenticity and correctness of the intermediate

results generated by mappers.

3. Provide users with a mechanism to check if the final result produced by reducers is authentic and

correct.

The first step ensures the integrity of inputs for MapReduce in open systems. The second step provides

reducers with the integrity assurance for their inputs. Thethird step guarantees the authenticity and

correctness of the final result for users. Finally, the combination of three ensures the MapReduce data

processing service integrity to users. Since the first step has been addressed by existing techniques

in [17,30], we will go through the rest of steps in the following sections.

2.2.2 Assumptions and Attack Models

MapReduce is composed of three types of entities: a DFS, a master and workers. The design of Se-

cureMR is built on top of several assumptions that we make on these entities. First, each worker has a

public/private key pair associated with a unique worker identifier. Workers can generate and verify sig-

natures, and no worker can forge other’s signatures. Second, the master is trusted and its public key is

known to all, but workers are not necessarily trusted. Third, a good worker is honest and always returns

the correct result for its task while a bad worker may behave arbitrarily. Fourth, the DFS for MapReduce

provides data integrity protection so that each node can verify the integrity of data read from the DFS.

Fifth, if a worker is good, then others cannot tamper its data(otherwise, the worker is compromised and

should be considered as a bad one). Since each worker can haveits own access control mechanism to

protect data from being changed by unauthorized workers, the assumption is reasonable.
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Based on the above assumptions, we concentrate on the analysis of malicious behavior from bad

workers. In open systems, a bad worker may cheat on a task by giving a wrong result without compu-

tation [27] or tamper the intermediate result to mess up the final result. Moreover, a bad worker may

launch DoS attacks against other good workers. For example,it may keep sending requests to a good

worker and asking for intermediate results or it may impersonate the master to send fake task assign-

ments to workers. Furthermore, it may initiate replay attacks against good workers by sending old task

assignments to keep them busy. In addition, it may eavesdropand tamper the messages exchanged be-

tween two entities so that the final result generated may be compromised. Here, we classify malicious

attacks into the following two models:

Non-collusive malicious behavior.Workers behave independently, which means that bad workers

do not necessarily agree or consult with each other when misbehaving. A typical example is that, when

they return wrong results for the same input, they may returndifferent wrong results.

Collusive malicious behavior.Workers’ behavior depends on the behavior of other collusive work-

ers. They may communicate, exchange information, and make an agreement with each other. For exam-

ple, when they are assigned tasks by the master, they can knowif their colluders receive tasks with the

same input blocks. If so, they return the same results so thatthere is no inconsistency among collusive

workers. By doing so, they try to avoid being detected even ifthey return wrong results.

2.3 System Design

In this section, we present the detailed design of our decentralized replication-based integrity verification

scheme.

2.3.1 Design Overview

SecureMR enhances the basic MapReduce framework with a set of security components, illustrated by

Figure 2.2. To validate the integrity of map/reduce tasks, our basic idea is to replicate some map/reduce

tasks and assign them to different mappers/reducers. Any inconsistent intermediate results from those

mappers/reducers reveal attacks. However, due to scalability and efficiency reason, though the master is

trusted in our design, consistency verification should not be carried out only by the master. Instead, in

our design, this responsibility is further distributed among workers. Our design must ensure properties

such as non-repudiation and resilience to DoS and replay attacks, as well as efficiency. Further, our

design should preserve the existing MapReduce mechanism asmuch as possible so that it can be easily

implemented and deployed with current MapReduce systems. We introduce the design of SecureMR

from two aspects: architecture and communication.

Architecture Design.Figure 2.2a shows the architecture design of SecureMR, which comprises five

security components: Secure Manager, Secure Scheduler, Secure Task Executor, Secure Committer and
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Secure Verifier. They provide a set of security mechanisms: task duplication, secure task assignment,

DoS and replay attack protection, commitment-based consistency checking, data request authentication,

and result verification.

Secure Manager and Secure Scheduler are deployed in a mastermainly for task duplication, secure

task assignment, and commitment-based consistency checking. Secure Task Executor is running in both

mappers and reducers to prevent DoS and replay attacks that exploit fake or old task assignments. In

mappers, Secure Committer takes the responsibility of generating commitments for the intermediate

results of mappers and sending them to Secure Manager in the master to complete the commitment-

based consistency checking. Secure Verifier running in a reducer collaborates with Secure Manager to

verify a mapper’s intermediate result. For simplicity, we quote all components using names without

Secure in the following sections, for example Manager, Scheduler, Task Executor and so on.

Communication Design.Figure 2.2b shows how the entities in SecureMR communicate with each

other to provide security protection for MapReduce. Communications among them are further organized

into two protocols:Commitmentprotocol andVerification protocol. In Figure 2.2b, communications

from 1 to 5 form the commitment protocol while communications from 6 to 10 form the verification

protocol.

In the commitment protocol, to avoid checking the intermediate results directly (which is expensive),

mappers only send commitments (which will be described in detail later) to the master, which can be

used to detect inconsistency efficiently. However, this introduces another vulnerability. Mappers may

send the master the right commitments but the wrong results to reducers. For this reason, we further ask

reducers to check the consistency between the commitment and the result in the verification protocol.

Note that this does not add much extra effort to the reducer asit has to retrieve the intermediate result

for data processing anyway.

In the following two sections, we will discuss the details ofcommunications between the five secu-

rity components of SecureMR, which happen in the commitmentand verification protocols.

2.3.2 Commitment Protocol

Map Loc sig

Map P1 Pr sigM

KpubM

Figure 2.3: The Commitment Protocol.
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As mentioned in Section 2.2.2, the master is a trusted entity. However, since the intermediate result

is usually tremendous, it is impractical to require the master to check all intermediate results generated

by different map tasks in different jobs, which will overload the master and lead to low system perfor-

mance. Thus, instead of examining intermediate results directly, the master requires mappers to generate

commitments for their intermediate results, and then checkcommitments [27].

Protocol design

Since we assume that the DFS provides data integrity protection, we do not discuss the communications

between mappers and the DFS. Figure 2.3 shows the communications between a mapper and the master

in the commitment protocol. The specific steps are describedas follows.

Assign.The Scheduler in the master sends theAssignmessage to the Task Executor in a mapper to

assign a map task to the mapper. Regarding task duplication,the Scheduler may assign the same map

task to different mappers. For example, in Figure 2.2b, MA and MB are assigned the same map task. The

Assignmessage includes a monotonically increasing identityIDMap of a map task and an input data

block locationDataLoc, which is signed by the master and encrypted usingKpubM , the public key of

the mapper. After the Task Executor receives the task assignment message, the Task Executor decrypts

and verifies the signature of the message. Then, the Task Executor reads an input block according to

DataLoc from the DFS. In Figure 2.2b, since MA and MB receive the same task, they both read the

same data blockB2 from the DFS.

Commit. After the mapper processes the input block, the Committer ofthe mapper makes a com-

mitment to the master by generating a hash value for each partition of its intermediate result and signing

those hash values. We use{...}sigM to denote a signed message of a mapper. When the Manager of

the master receives the commitment, the Manager verifies thesignature using the mapper’s public key

KpubM . If the Manager has received more than one commitments for the same map task from different

mappers, the Manager will compare new commitment with an oldone to see if they are consistent with

each other.

Note that in this work, we focus on expose suspicious activities. How to exactly pinpoint malicious

ones is the next step and some existing techniques may be applied [67].

Protocol analysis

In this protocol, since the task assignment message is signed by the master and encrypted using the

mapper’s public key, the integrity and confidentiality of the Assignmessage is well protected. It also

ensures that the mapper is the only entity that can decrypt theAssignmessage and the master is the only

entity that can create it. In this case, malicious mappers cannot know task assignments of other good

mappers or arbitrarily assign fake tasks to a mapper to launch DoS attacks. Furthermore, to prevent

replay attacks which send old task assignments, a monotonically increasing identityIDMap is associated
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with each map task, which is automatically generated using timestamp or sequence number by the

Scheduler. The Task Executor in the mapper records theIDMap for the last map task that it processed.

In this way, the Task Executor can determine if a task assignment is an old one by comparing theIDMap

with the latest recordedIDMap. Regarding theCommitmessage, the integrity of the commitment is

assured since theCommitmessage is signed using the mapper’s private key. Moreover,IDMap is needed

so that the master knows which map task this commitment is for.

Reduce sig

M Seq Map Reduce sigR

Map Data sigM

Map Data sigM

M pubM Map Pi Reduce M sig

KpubR

M pubR Map Reduce sig

M pubM Map Pi Reduce M sig KpubR

Figure 2.4: The Verification Protocol.

2.3.3 Verification Protocol

In the verification protocol, reducers further help the master to verify if intermediate results generated

by mappers are consistent with commitments submitted to themaster. The verification protocol is built

on existing MapReduce communication mechanisms. There areno additional messages introduced to

MapReduce.

Protocol design

Figure 2.4 shows how the master, a mapper, and a reducer communicate with each other in the verifica-

tion protocol. We illustrate each step as follows.

Assign.The master signs theAssignmessage and encrypts it usingKpubR, the public key of a re-

ducer. In the message,IDReduce is a monotonically increasing identity of a reduce task, andPi indicates

the partition of intermediate results that the reducer willprocess. When the Task Executor in the reducer

receives the task assignment, the Task Executor first verifies the integrity and authenticity of the task

assignment. Then, the Verifier of the reducer will wait for notifications from the Manager.

Notify. When the Manager receives the completion event with a commitment from the Committer

of a mapper, the Master sends a notification to the Verifier of each reducer, which includes the mapper’s
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addressADM , the mapper’s public keyKpubM , IDMap, the ticketT icketM for the mapper signed by

the master and the hash valueHPi for thePi partition committed by the Committer. The ticketT icketM

is used for data request authentication in theRequestmessage.

Request.After the Verifier in a reducer gets notified, the Verifier sends a data request to the Commit-

ter of the mapper, which includes the ticketT icketM as evidence of an authentic data request authorized

by the master, the reducer’s public keyKpubR, a sequence numberReqSeq andPi which indicates which

partition is requested.

Response.After the Committer verifies the authenticity of the requestby verifying the ticket from

the master and the reducer’s signature, the mapper sends a response to the Verifier, which includes

IDMap, Pi, the dataData andHData, the hash value ofData. To verify the integrity of the response,

the Verifier first verifies the signature in theResponsemessage, then regenerates a hash valueH ′

Data

for the data, and comparesHData with H ′

Data to make sure that the data is not tampered during the

Responsecommunication. Finally, the Verifier comparesH ′

Data with HPi committed to the master to

check if any inconsistency occurs.

Report. When the Verifier detects an inconsistency, the Verifier sends two signatures as evidence to

the Manager to report the inconsistency. After the Manager receives and verifies the two signatures, the

Manager can compareHData with HPi to confirm the reported inconsistency.

Protocol analysis

Similar to the commitment protocol, the reduce task assignment mechanism prevents both DoS and

replay attacks against reducers. However, in the verification protocol, a mapper faces DoS attacks when

others request data from it. To countermeasure this kind of DoS attacks, the mapper needs to authenticate

data requests from reducers. The data request authentication is achieved by requiring that a reducer

shows a ticket from the master. If the mapper sees a ticket at the first time, the mapper can make

sure that the request must come from an authorized reducer who holds the ticket issued by the master.

However, if the first attempt of data request fails somehow, attackers may get the ticket by eavesdropping

the communications between the mapper and the reducer. In this case, since the mapper will record the

latest request sequence numberReqSeq associated with a ticket, the mapper will check if this data

request is an old one by comparing the twoReqSeq numbers when the mapper receives another data

request with the same ticket. In this way, replay attacks canbe defeated.

2.3.4 SecureMR Extension

So far, we have discussed how SecureMR provides reducers with a mechanism to verify the authenticity

and correctness of the intermediate results generated by mappers. In this section, we present how Se-

cureMR applies the replication-based verification scheme to reducers and MapReduce chain to provide

users with a mechanism to check if the final result produced byreducers is authentic and correct.
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Figure 2.5: SecureMR Extension for MapReduce Chain.

Extension for Reducers.Similar to mappers, the Scheduler in the master may duplicate reduce

tasks and assign them to multiple reducers. Reducers assigned the same task will read the same partition

of the intermediate results from mappers. However, we observe that reducers are not configured with a

Secure Committer component in current architecture described in Figure 2.2a, which means they cannot

make a commitment to the master. In order for reducers to makecommitments, we can easily deploy a

Secure Committer component for reducers. Another problem to apply the verification scheme to reduc-

ers is that there are no other entities to complete the verification protocol since reducers are in the last

phase. To address this problem, we extend the MapReduce model to include an additional phase called

Verifyphase. In the verify phase, the master involves several workers with a Secure Verifier component,

called verifiers to complete the verification protocol. Another alternative is to install a Secure Verifier

component into MapReduce user applications and ask them to complete the verification protocol by

themselves after their jobs are done.

Extension for MapReduce Chain.Similarly, the verification scheme can be applied to MapReduce

chain since each map and reduce share the similar procedure of data processing. Figure 2.5 shows

the design overview of how SecureMR applies the verificationscheme to MapReduce chain. As we

can see from the figure, the design is like aCommit-Verifychain between the master, mappers and

reducers. If mappers make commitments to the master, reducers will take the role of verifiers to verify the

consistency between intermediate results and commitmentsof mappers. If reducers make commitments

to the master, mappers will take the role of verifiers to verify the consistency between outputs and

commitments of reducers except the last phase,Verifyphase. The verify phase has been discussed in the

above. In order for mappers to be able to fulfill the verification protocol, the only thing that we need to

do is to plug a Secure Verifier component into each mapper.

2.4 Analysis and Evaluation

In this section, we discuss the security properties of SecureMR, and then evaluate the performance

overhead both analytically and experimentally. Note that in Section 2.4.1 and 2.4.2, we focus on the
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discussion for mappers due to the similarity of the analysisbetween mappers and reducers.

2.4.1 Security Analysis

There are two kinds of inconsistencies for mappers in MapReduce. One is an inconsistency between

results returned by different mappers that are assigned thesame task. The other is an inconsistency

between the commitment and the result generated by a mapper.The former can only be detected by the

master in the commitment protocol and the latter can only be detected by a reducer in the verification

protocol. We claim that SecureMR provides the following twoproperties. We also provide arguments

for our statement in the following.

• No False Alarm.For any inconsistency detected by SecureMR, it must happen between good and

bad mappers, between bad mappers or on a bad mapper. It cannotoccur between good mappers

or on a good mapper.

• Non-Repudiation. For any inconsistency that can be observed by a good reducer or the master,

SecureMR can detect it and present evidence to prove it.

Arguments of No False Alarm. The assumptions in Section 2.2.2 guarantee that good mappers

always produce correct and consistent results. We prove by contradiction that SecureMR providesNo

False Alarmproperty in terms of the two kinds of inconsistencies.

First, suppose that an inconsistency between two good mappers is detected by the master. In this

case, the master must get two different sets of hash values from the commitments of two good mappers,

which means that the two commitments the master received must be tampered somehow since two

good mappers will not produce inconsistent results. However, if the master accepted a commitment

of a mapper, the master must have confirmed the integrity and freshness of the commitment. Thus,

the commitment is neither a bad commitment nor an old one. From the arguments, we can infer that

there is no way to tamper a commitment of a mapper without being detected by the master. And the

hypothesis implies that the master already accepted the commitments, which means it is impossible

that the commitments that the master received have been tampered. Therefore, the hypothesis that an

inconsistency between two good mappers is detected by the master is not true.

Second, suppose that an inconsistency between the commitment and the intermediate result of a

good mapper is detected by a reducer. If the reducer is good, it can be inferred that the message received

by the reducer must be tampered somehow. Since the reducer knows IDMap andPi, the reducer will

not accept the message unless the reducer confirms the integrity of the message.IDMap can also be

the proof of the freshness of the signatures. For the same reason, it is impossible that the message has

been tampered. Thus, the case that an inconsistency on a goodmapper is detected by a good reducer

cannot be true. If the reducer is a bad reducer, the reducer can report an inconsistency even if there is no

inconsistency. But, the verification protocol requires that the reducer present the evidence to the master,
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which is described in Figure 2.4. And the reducer cannot forge evidence without being detected by the

master. Hence, the case that an inconsistency on a good mapper is detected by a bad reducer cannot be

true, either. Therefore, the hypothesis that an inconsistency on a good mapper is detected by a reducer

is not true.

Arguments of Non-Repudiation.We prove by contradiction that SecureMR providesNon-

Repudiationproperty in terms of the two kinds of inconsistencies. Suppose that an inconsistency is

observed by the master or a good reducer. Both the master and the good reducer definitely report the

inconsistency since they both tell the truth. Meanwhile, the master holds the commitments of workers,

which cannot be denied, and the good reducer has the signatures of mappers. They both can present

the commitments or the signatures of mappers to prove the inconsistency they detect. Thus, SecureMR

provides theNon-Repudiationproperty in terms of the two kinds of inconsistencies.

2.4.2 Attacker Behavior Analysis

We analyze the behavior of the following attackers under thetwo kinds of behavior models defined

in Section 2.2.2. When we analyze the collusive attacks, we consider the worst case that all malicious

entities are colluding with one another.

• Periodical Attackers: they misbehave with a certain probability pm. Since a naive attacker is a spe-

cial case of periodical attacker withpm equal to 1. Thus, we discuss these two kinds of attacker’s

behavior together.

• Strategic Attackers: with the assumption that they know the duplication strategy, they may not

behave maliciously until they definitely know that they willnot be caught due to the collusion,

which means that all duplicates are assigned to the collusive group.

Definition 2.4.1 (Detection Rate) We define the detection rate, denotedDrate, as the probability that

the inconsistency between results caused by the misbehavior of a mapper is detected duringl jobs.

Since each map task processes one block, the duplication of amap task is the same as the duplication

of a block. The following discussion may use both terms, block duplication and map task duplication

exchangeably. Suppose MapReduce consists of one master andn workers, andm out of n workers

(m < n) are malicious workers. For simplicity, we assume that the input of each job has the same

number of blocksb, no two blocks are the same and each worker only processes onetask in one job.

The percentage of blocks that will be duplicated in each job is pb. Thus, the number of duplicated

blocks isb · pb. SecureMR randomly chooses one block from the originalb blocks to duplicate for each

duplication. It uses anaive task schedulingalgorithm, which launches all map tasks together, including

duplicated map tasks. In the following, we analyze the detection rate for periodical attacker without and

with collusion, and the probability that strategic attackers can misbehave in a job.
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Figure 2.6: Detection Rate for Non-Collusion Naive Attacker.

Periodical attackers without collusion.For simplicity, we assume that they return different results

when they misbehave on the same input. Thus, without collusion, the detection rate of a malicious

mapper is the same as the probability that the block processed by the mapper is duplicated. Therefore,

the detection rate is calculated as follows:

Drate = 1− (1− (1− (1− 1/b)b·pb ) · pm)l (2.1)

In Equation 2.1,(1− (1− 1/b)b·pb) · pm denotes the probability that the misbehavior of the malicious

mapper is detected during one job. Figure 2.6 shows detection rate for a naive attacker without collusion,

whereb is equal to 20 andl is 5, 10 and 15. Figure 2.7 shows detection rate for a periodical attacker

with 0.5 misbehaving probability. Both of them demonstrate that as the number of tasks that a malicious

mapper processes increases, high detection rate can be achieved even if the duplication rate is only20%,

which means that the chance for an attacker to cheat without being detected in the long run is very low.

Periodical attackers with collusion.With collusion, the maximum number of entities that collude

with each other ism. LetP (Bi) denote the probability that a block will be duplicatedi times andP (D)

denote the probability that the inconsistency caused by themisbehavior of a malicious mapper will be

detected. In this case, the detection rate is:

Drate = 1− (1−

b·pb
∑

i=0

P (D|Bi) · P (Bi))
l

= 1− (1−

b·pb
∑

i=0

P (D|Bi) ·

(

b · pb
i

)

(
1

b
)i · (1−

1

b
)b·pb−i)l

(2.2)
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Figure 2.7: Detection Rate for Non-Collusion Periodical Attacker.

where

P (D|Bi) =



















0 if i = 0,

(1−
(

m−1
i

)

/
(

n−1
i

)

) · pm if i > 0 andi < m,

pm if i >= m.

In Equation 2.2, the detection rate is computed using the lawof total probability. The inconsistency

cannot be detected only if all duplicates for the block that the malicious mapper processes are assigned

to its collusive parties.P (D|Bi) is the probability that the inconsistency is detected when the block

that the malicious mapper processes is duplicatedi times. If i >= m, at least one duplicate will not

be assigned to its collusive parties. Figure 2.8 shows how the detection rate changes as the duplication

rate and the percentage of malicious workers change givenn, pm, b, l equals to 50, 0.5, 20 and 15,

respectively. From the figure, we observe that as long as the majority of workers are good,90% detection

rate can be achieved with40% duplication rate.

Strategic attackers.Since the misbehavior of attackers cannot be detected, we discuss the prob-

ability P (F ) that the intermediate result that reducers receive is tampered, which is the same as the

misbehaving probability of a strategic attacker. In this case, we analyze the strategic attacker’s behavior

in the following two steps:

1. The master assignsb input blocks tob mappers before any duplication is made.

2. The master duplicatesb · pb input blocks after assignments for the originalb blocks. For each

duplication, the master randomly chooses one block from theoriginal b blocks to duplicate.
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Figure 2.8: Detection Rate for Collusion Periodical Attacker.

Therefore,P (F ) can be calculated by the following formula:

P (F ) =

x
∑

i=0

P (F |Ei) · P (Ei) =

x
∑

i=0

P (Ai) · P (Mi) · P (Ei)

=

x
∑

i=0

(i/b)b·pb · (

(

m− i

b · pb

)

/

(

n− b

b · pb

)

) ·

(

m

i

)

·

(

n−m

b− i

)

/

(

n

b

) (2.3)

where

x =







m if m < b,

b if m >= b.

Note thatEi andP (Ei) denote the event that mappers containi collusive mappers before input block

duplication and the probability thatEi happens, respectively.P (F |Ei) denotes the probability that the

result is tampered by some mappers whenEi occurs.P (Ai) andP (Mi) denote the probability that

all duplicated blocksb · pb belong to the set of blocks that thei collusive mappers process and the

probability that all duplicated blocksb · pb are assigned to the rest ofmi’s collusive workers. Figure 2.9

shows the misbehaving probability of a strategic attacker when duplication rate and the percentage of

malicious workers change, wheren, b, l equals to 50, 20 and 15, respectively. The result implies that the

misbehaving probability of a strategic attacker is pretty low even if the duplication rate is only10%.

Since strategic attackers can exchange information of tasks with their collusive entities when they

decide whether or not to cheat in tasks, sometimes they can misbehave without being detected. In order

to address this vulnerability, we propose acommitment-based task schedulingalgorithm. Basically, the

commitment-based task schedulingalgorithm will launch the duplicates of a task only after thetask has

been committed. In this case, when a strategic attacker initially processes a task, there is no way for it to

know any duplication information about the task that it handles because no duplicated tasks have been

assigned yet. Later when its collusive entities receive theduplicated tasks, they need to return the same
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Figure 2.9: Misbehaving Probability vs Duplication Rate.

results with the initial result. Otherwise, inconsistencywill be produced, which can be detected by the

master. Thus, the strategic attacker cannot misbehave because it is always possible that the misbehavior

could be detected as long as there are duplicated tasks. However, intuitively, it delays the execution of

duplicated tasks, which may bring down the performance of the system. In the following section, we

will evaluate the performance overhead of SecureMR under both thenaive task schedulingalgorithm

and thecommitment-based task schedulingalgorithm.

2.4.3 Experimental Evaluation

System Implementation.We have implemented a prototype of SecureMR based on one existing imple-

mentation of MapReduce, Hadoop [6]. In our prototype, we have implemented bothnaive task schedul-

ing algorithm andcommitment-based task schedulingalgorithm mentioned in previous sections. Re-

garding consistency verification, we have implemented anon-blockingreplication-based verification

scheme, which means that reducers do not need to wait for all duplicates of a map task to finish and

users do not need to wait for all duplicates to finish. Finally, users will be informed if an inconsistency

is detected after all duplicates finish.

Experiment Setup.We run our experiments on 14 hosts provided by Virtual Computing Lab (VCL),

a distributed computing system with hundreds of hosts connected through campus networks [13]. The

Hadoop Distributed File System (HDFS) is also deployed in VCL. We use 11 hosts as workers that offer

MapReduce services and one host as a master, and HDFS uses 13 nodes, not including the master host.

We adopt the duplication strategy discussed in Section 2.4.2. All hosts used have similar hardware and

software configurations (2.66GHz Intel Intel(R) Core(TM) 2Duo, Ubuntu Linux 8.04, Sun JDK 6 and

Hadoop 0.19). All experiments are conducted by using HadoopWordCount application [14].
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Table 2.1: Performance Overhead on Entities

Type Cost Estimation Estimated Time
Master 4 · Tsig + 3 · TEpub + Tver 20ms
Mapper 2 · Tsig + TDpub + 3 · Tver + r · Thash 14 + (r + 1) · 40ms
Reducer 2 · TDpub + 3 · Tver + Thash 51ms

Table 2.2: Communication Overhead between Entities

Type Cost Estimation Additional Bytes
Master-Mapper 2 ·Dsig + r ·Dhash 256 + r ∗ 20bytes
Master-Reducer 3 ·Dsig +Dhash +Dpub 532bytes
Mapper-Reducer 3 ·Dsig +Dhash +Dpub 532bytes

Performance Analysis.First, we estimate the additional overhead introduced by SecureMR in Ta-

ble 2.1 and 2.2. Table 2.1 shows the performance overhead of SecureMR on the master, a mapper and a

reducer. Table 2.2 shows the additional bytes to be transmitted on each communication between them.

Note that there are no additional messages introduced. Here, T andD denote the time and data trans-

mission cost for different secure operations such as encryption, decryption, signature, verification and

hash.r is the number of reducers. The size of each partition is around 14MB. We use SHA-1 to generate

hash values, and RSA to create signature or encrypt/decryptdata. The estimation shows that the cost of

communication is negligible and the cost on each entity is small.
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Figure 2.10: Response Time vs Number of Reduce Tasks.

We also conduct experiments to evaluate the performance overhead caused by SecureMR. Figure
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2.10 shows the response time versus the number of reduce tasks under two scenarios, MapReduce and

SecureMR without duplication, where the number of map tasksis 60 and the data size is 1GB. The result

shows that the overhead of SecureMR is below 10 seconds, which is small compared with the response

time which is about 250 seconds. Figure 2.11 shows the response time versus the data size, where the

number of map tasks is 60 and the number of reduce tasks is 25. Since the data size only affects the time

to generate hash values, it shows a similar overhead in Figure 2.10.
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Regarding the performance overhead by executing duplicated tasks, we compare the response time

in three cases: MapReduce, SecureMR with naive scheduling,and SecureMR with commitment-based

scheduling. Figure 2.12 shows the response time versus the duplication rate. Since we adopts anon-
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blockingverification mechanism, the difference between two scheduling algorithms is very small. The

result shows that the time overhead increases slowly with the increase of duplication rate. Figure 2.13

shows the response time versus the number of reduce tasks under the two scenarios, MapReduce and

SecureMR with40% duplication rate, where the number of map tasks is 60 and the data size is 1GB.

Compared with the no-duplication case in Figure 2.10, the performance overhead caused by executing

duplicated tasks ranges from5% to 12%.
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Chapter 3

iBigTable: Practical Data Integrity for

BigTable in Public Cloud

3.1 Background

3.1.1 Cryptographic Primitives

One-way hash function.A one-way hash function, denoted asH(.), is a function that is easy to com-

pute an outputH(m) from an inputm, but hard to find the original inputm from the outputH(m).

MD5 [9] and SHA1 [11] are typical one-way hash functions usedin many application areas. We use the

terms hash, hash value and digest interchangeably.

Digital signature. A digital signature algorithm is a mathematical way to authenticate the integrity

of a message as well as its origin. A signer keeps a private keyused to sign messages, and publish

the corresponding pubic key for the public to verify the integrity of signed messages. The successful

verification indicates that messages are not tampered and really come from the signer. RSA [53] and

DSA [4] are two commonly-used signature algorithms. The terms signature and digital signature are

used interchangeably.

Merkle Hash Tree.A Merkle Hash Tree (MHT) is a type of data structure, which contains hash val-

ues representing a summary information about a large piece of data, and is used to verify the authenticity

of the original data. Figure 3.1 shows an example of a Merkle Hash Tree. Each leaf node is assigned

a digestH(d), whereH is a one-way hash function. The value of each inner node is derived from its

child nodes, e.g.hi = H(hl|hr) where| denotes concatenation. The value of the root node is signed,

usually by the data owner. The tree can be used to authenticate any subset of the data by generating a

verification object (VO). For example, to authenticated1, the VO containsh2, h34 and the root signature

sroot. The recipient first computesh1 = H(d1) andH(H(h1|h2)|h34), then checks if the latter is the

same with the signaturesroot. If so,d1 is accepted; otherwise, it indicates thatd1 has been altered.
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h1=H(d1)

h12=H(h1|h2) h34=H(h3|h4)

hroot=H(h12|h34)

sroot=S(hroot)

h2=H(d2) h1=H(d3) h1=H(d4)

Figure 3.1: A Merkle Hash Tree Example.

3.1.2 BigTable - Distributed Storage System

Bigtable is a distributed storage system for managing structured data. A table in BigTable is a sparse

distributed, persistent, multidimensional sorted map [20]. Columns in BigTable is grouped together to

form a column family. Each value in BigTable is associated with a row key, a column family, a column

and a timestamp, which are combined to uniquely identify thevalue. The row key, column family name,

column name and value can be arbitrary strings. A key-value pair is called a cell in BigTable. A row

consists of a group of cells with the same row key. A tablet is agroup of rows within a row range

specified by a start row key and an end row key and is the basic unit for load balancing in BigTable.

In BigTable, clients can insert or delete rows, retrieve a row based on a row key, iterate a set of rows

similar to range queries, or only retrieve specific column families or columns over a set of rows similar

to projected range queries in databases.

Root Tablet

Metadata Tablet � �

User Tablet User Tablet � �

1. Send query request

Receive metadata tablet location

Figure 3.2: BigTable: Tablet Location Hierarchy.

BigTable consists of a master and multiple tablet servers. It horizontally partitions data into tablets
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across tablet servers, which achieves scalability. The master is mainly responsible for assigning tablets to

tablet servers. Each tablet server manages a set of tablets.Tablet servers handle read and write requests

to the tablets that they serve. There are three types of tablets: root tablet, metadata tablet and user tablet.

All three types of tablets share the same data structure. There is only one root tablet. The root tablet

contains the locations of all metadata tablets. Each metadata tablet contains the locations of a set of user

tablets. All user data are stored in user tablets. The root tablet is never split to ensure that the tablet

location hierarchy has no more than three levels. Figure 3.2shows the tablet location hierarchy and how

a query is executed by traversing the tablet location hierarchy, which usually requires three network

round-trips (find metadata tablet through the root table, find user tablet through a metadata tablet, and

retrieve data from a user tablet) if tablet locations are notfound in client-side cache.

3.2 System Model

3.2.1 BigTable in Cloud

BigTable can be deployed in either a private cloud (e.g., a large private cluster), or a public cloud, for

example Amazon EC2 [1]. In a private cloud, all entities belong to a single trusted domain, and all

data processing steps are executed within this domain. There is no interaction with other domains at

all. Thus, security is not taken into consideration for BigTable in a private cloud. However, in a public

cloud, there are three types of entities from different domains: cloud providers, data owners, and clients.

Cloud providers provide public cloud services. Data ownersstore and manage their data in BigTable

deployed in public cloud. Clients retrieve data owners’ data for analysis or further processing. This data

processing model presents two significant differences:

• Cloud providers are not completely trusted by the public - data owners and clients. Furthermore,

could providers may be malicious or compromised by attackers due to different vulnerabilities

such as software bugs, and careless administration.

• The communications and data transmitted between the public and cloud providers are through

public networks. It is possible that the communications areeavesdropped, or even tampered to

launch different attacks.

Therefore, before BigTable can be safely deployed and operated in a public cloud, several security

issues need to be addressed, including confidentiality, integrity, and availability. In this work, we fo-

cus on protecting data integrity of BigTable deployed in a public cloud, which includes three aspects:

correctness, completeness and freshness.

Correctness:it verifies if all rows in a query result are generated from theoriginal data set without

being tampered. It is generally achieved by verifying signatures or hashes that authenticate the authen-

ticity of the query result.
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Completeness:it verifies if all rows in a query result are generated from theoriginal data set without

being tampered. It is generally achieved by verifying signatures or hashes that authenticate the authen-

ticity of the query result.

Freshness:it verifies if queries are executed over the up-to-date data.It is challenging to provide

freshness guarantees because old data is still valid data atsome past time point.

3.2.2 Assumptions and Attack Models

First, we assume that cloud providers are not necessarily trusted by data owners and clients. Second, we

assume that a data owner has a public/private key pair, its public key is known to all, and it is the only

party who can manage its data, including data updates and tablet split and merge. Third, we assume that

all communications go through a secure channel (e.g., through SSL) between the cloud and clients. Any

tampered communication can be detected by both the cloud andclients at each end immediately.

Based on the above assumptions, we concentrate on the analysis of malicious behavior from the

public cloud. We do not limit the types of malicious actions acloud provider may take. Instead, they

may behave arbitrarily to compromise data integrity at its side. For example, the cloud can maliciously

modify the data or return an incorrect result to users by removing or tampering some data in the result.

Moreover, it could just report that certain data does not exist to save its computation and minimize the

cost even if the data does exist in the cloud. Additionally, it may initiate replay attacks by returning

some old data instead of using the latest data updated by the data owner.

3.3 System Design

In this section, we illustrate the major design of iBigTable, and explain the design choices we make to

provide scalable integrity assurance for BigTable. One straightforward way to provide integrity assur-

ance is to build a centralized authenticated data structure. However, data in BigTable is stored across

multiple nodes, and may go up to the scale of petabytes. The authentication data could also go up to a

very large size. Thus, it is impractical to store authentication data in a single node. Moreover, the single

node will become a bottleneck for data integrity verification. To ensure performance and scalability,

we propose to build a Merkle Hash Tree (MHT) based authenticated data structure for each tablet in

BigTable, and implement a decentralized integrity verification scheme across multiple tablet servers to

ensure data integrity of BigTable. Note that we assume that readers have certain knowledge of MHT. If

readers are not familiar with MHT, please refer to Section 3.1 for details.

3.3.1 Distributed Authenticated Data Structure

BigTable horizontally partitions data into tablets acrosstablet servers. A natural solution is to utilize

BigTable’s distributed nature to distribute authenticated data across tablets. Figure 3.3(a) shows a dis-
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tributed authenticated data structure design. First, it builds a MHT-based authenticated data structure for

each tablet in BigTable, including the root tablet, metadata tablets, and user tablets. Second, it stores

the root hash of the authenticated data structure of a tabletalong with the tablet location record in its

corresponding higher level tablet (either the root tablet or a metadata tablet), as shown in Figure 3.3(a).

Third, the root hash of the root tablet is stored at the data owner so that clients can always retrieve the

latest root hash from the data owner for integrity verification. To improve performance, clients may not

only cache the location data of tablets, but also their root hashes for efficient integrity verification.

Figure 3.3: Distributed Authenticated Data Structure Design.

This design distributes authenticated data across tablets, which are served by different tablet servers.

To guarantee integrity, it only requires the data owner to store a single hash for the whole data set in

BigTable. However, any data update requires authenticateddata structure update to be propagated from

a user tablet to a metadata tablet and from the metadata tablet to the root tablet. The update propagation

process requires either the data owner or tablet servers getinvolved, either of which complicates the

existing data update process in BigTable and downgrades theupdate performance. Moreover, as the

root hash of the root tablet is updated, the root hashes of other tablets cached in clients to improve

performance are not valid any more. Thus, clients have to retrieve the latest root hash of the root tablet,

and contact tablet servers to retrieve the latest root hashes of other tablets for their requests even if the

location data of the tablets stored in metadata tablets or the root tablet is not changed, which hurts read

performance.

To address the above issues, we propose a different distributed MHT-based design, which is shown

in Figure 3.3(b). This design also distributes authenticated data across tablets like what the previous

design does. But it makes two major design changes. First, itremoves the dependency between the

authenticated data structures of tablets so that there is noneed to propagate an authenticated data update

across multiple tablets. In this way, the authenticated data update process is greatly simplified since

it does not require either the data owner or tablet servers topropagate any update, which preserve the
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existing data update protocols in BigTable and minimize communication cost. Second, instead of storing

one hash in the data owner, it stores the root hash of each tablet in the data owner, which requires more

storage compared with the previous design. However, note that the root hash that the data owner stores

for each tablet is only of a few bytes (e.g., 15 bytes for MD5 and20 bytes for SHA1), while the data

stored in a tablet is usually from several hundred megabytesto a few gigabytes [20]. Therefore, even for

BigTable with data of petabyte scale, the root hashes of all tablets can be easily maintained by the data

owner with moderate storage. Our discussion in the rest of the work is based on this design.

3.3.2 Decentralized Integrity Verification

As the authenticated data is distributed into tablets across tablet servers, the integrity verification process

is naturally distributed across tablet servers, shown in Figure 3.4. Like a query execution in BigTable,

the query execution with integrity assurance in iBigTable also requires three roundtrip communications

between a client and tablet servers in order to locate the right metadata and user tablet, and retrieve

data. However, for each round-trip, the client needs a way toverify the data sent by a tablet server. To

achieve that, first a tablet server generates a Verification Object (VO) for the data sent to the client,

which usually contains a set of hashes. Since the authenticated data for a tablet is completely stored

in the tablet server, the tablet server is able to generate the VO without communicating with anyone

else, which greatly simplifies the VO generation process andadds no communication cost. Second, the

tablet server sends the VO along with the data to the client. Third, when the client receives the data

and the corresponding VO, the client runs a verification algorithm to verify the integrity of the received

data. One step that is not shown in Figure 3.4 is that in order to guarantee the freshness of the data, the

client needs to retrieve the root hash of the tablet from the data owner on demand or update the cached

root hash of the tablet from time to time. How often the clientmakes such updates depends on the

freshness requirement of specific applications, which is a tradeoff between freshness and performance.

With the cached root hashes and locations of tablets, the query execution may only require one round-

trip between a client and a tablet server, which is exactly the same as that in the original BigTable. This

is important as iBigTable strives to preserve the original BigTable communication protocol so that its

adoption requires minimum modification to existing BigTable deployment.

As can be seen from Figure 3.4, the major performance overhead in iBigTable comes from three

parts: the computation cost at tablet servers for VO generation, the communication cost between clients

and tablet servers for VO transmission, and the computationcost at clients for VO verification. We will

evaluate and analyze the performance overhead added by the three parts in section 3.5.3.

Note that although in our design we assume that the data owneras a trusted party stores the root

hashes and handles the root hash retrieval requests to guarantee that clients can always get the latest

root hashes for freshness verification, many approaches that have been studied extensively in the field

of certificate validation and revocation for ensuring the freshness of signed messages can be directly
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Figure 3.4: Decentralize Integrity Verification.

applied to our design, which do not requires that the data owner be online to handle the root hash

retrieval requests [40, 42, 64]. For example, the data ownercan sign the root hashes with an expiration

time and publish those signatures at a place that can be accessed by clients, and reissues the signatures

after they are expired. In the rest of the work, for simplicity, we still assume that the data owner stores

the root hashes and handles the root hash retrieval requests.

3.3.3 Tablet-based Authenticated Data Structure

In BigTable, since all three types of tablets share the same data structure, we propose to design an

authenticated data structure based on the tablet structure, and use it for all tablets in BigTable. We

compare different authenticated data structures by analyzing how well they can support the major op-

erations provided in BigTable. Authenticated data structure based approaches are mainly divided into

two categories, signature aggregation based approaches [40, 48] and Merkle Hash Tree(MHT) based

approaches [23,40]. Although both of them can guarantee correctness and completeness, it is unknown

how to efficiently guarantee freshness using signature aggregation based approaches [40]. Moreover,

techniques based on signature aggregation incur significant computation cost in client side and much

larger storage cost in server side compared with MHT-based approaches [40]. Thus, we focus on explor-

ing MHT-based authenticated data structures in the following.

SL-MBT: A single-level Merkle B+ tree. BigTable is column-oriented data storage. Each column

value is stored with a key as a key value pair(keyc, valuec), wherekeyc includes row key and column

key specified by column family name and column name. It is straightforward to build a Merkle B+ tree

based on all key value pairs in a tablet, which is called SL-MBT shown in Figure 3.5. In a SL-MBT, all

leaves are the hashes of key value pairs. In this way, it is simple to generate a VO for a single column

value. Now that all column values are strictly sorted based on row key and column key, the hashes of

the key value pairs belonging to a row are adjacent to each other among the leaves of the tree. Thus,
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Figure 3.5: SL-MBT: Single-Level Merkle B+ Tree.

it is also straightforward and efficient to generate a VO for asingle row query. The same logic can be

applied to row-based range queries.

Suppose the fan-out of SL-MBT isf , there arenr rows in a tablet, each rowri hasncf column

families, and each column family hasnc columns. Then, the height of SL-MBT in the tablet is equal to

ht = logf (nr ·ncf ·nc). Say we run a range query withnq rows returned, wherenq is greater than0. The

height of the partial tree built based on all key value pairs returned equals tohp = logf (nq · ncf · nc).

The number of hashesHr returned in the VO is:

Hr = (f − 1) · (ht − hp)

= (f − 1) · logf (nr/nq)
(3.1)

The number of hashesHc that need to be computed at the client side includes: 1) the number of

hashes in the partial tree built based on all received key value pairs; 2) the number of hashes for com-

puting the root hash using hashes in the VO, computed as follows:

Hc =

logf (nq ·ncf ·nc)
∑

i=0

f i + logf (nr/nq) (3.2)

If the range query is projected only to one column, it means that the server only needs to return the

column values fornq rows. To verify those column values, one way we can do is to verify each column

value separately. In this case, bothHr andHc are linear tonq, which are computed as follows:

Hr = nq · (f − 1) · ht (3.3)

Hc = nq · (1 + ht) (3.4)

Based on SL-MBT, it is expensive to generate and verify VOs for projected range queries.

ML-MBT: A multi-level Merkle B+ tree. Different from SL-MBT, ML-MBT builds multiple

Merkle B+ trees in three different levels shown in Figure 3.6:
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Figure 3.6: ML-MBT: Multi-Level Merkle B+ Tree.

1. Column Level: we build a Merkle B+ tree based on all column key value pairs within a column

family for a specific row, called Column Tree. Each leaf is thehash of a column key value pair.

We have one column tree per column family within a row.

2. Column Family Level: we build a Merkle B+ tree, based on allcolumn family values within a

row, called Column Family Tree. Each leaf is the root hash of the column tree of a column family.

We have one column family tree per row.

3. Row Level: we build a Merkle B+ tree based on all row values within a tablet, called Row Tree.

Each leaf is the root hash of the column family tree of a row. Weonly have one row tree in a

tablet.

Given the same range query mentioned above, theHr in ML-MBT is the same as that returned in

SL-MBT. However,Hc in ML-MBT is much smaller than that in SL-MBT, computed as follows:

Hc =

logf nq
∑

i=0

f i + logf (nr/nq) (3.5)

The partial tree built at the client side for ML-MBT is based on all received rows instead of all

received key value pairs. Thus, the number of hashes in the partial tree is much smaller than that for

SL-MBT. Compared with SL-MBT, another advantage of ML-MBT is that the client is able to cache

the root hashes for trees in different levels to improve the performance of some queries. For example,

by caching a root hash of a column family tree, for projected queries within the row, we only need to

return hashes from trees under the column family level. Although ML-MBT presents some advantages

over SL-MBT, it shares the same disadvantage with SL-MBT forprojected range queries.

TL-MBT: A two-level Merkle B+ tree. Considering the unique properties of column-oriented data

storage, where a column may not have values for many rows, it seems reasonable to build a column tree
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based on all values of a specific column over all rows. Due to missing column values in rows, the height

of different column trees may be different. Based on this observation, we can also build a column family

tree based on all values of a specific column family over all rows. To facilitate row-based queries, we can

also build a row tree based on all rows in a tablet. In this way,we may build a Merkle B+ tree for rows,

for each column family, and for each column respectively. Wecall them Data trees. Further, we build

another Merkle B+ tree based on all root hashes of Data trees in the tablet, which is called an Index tree.

Figure 3.7 shows the structure of such a two-level Merkle B+ tree. The top level is the Index level where

the Index tree is, and the bottom level is the Data level whereall Data trees are. Each leaf of Index tree

points to a Data tree. Its key is a special value for row tree, the column family name for a column family

tree, or the column name for a column tree, and its hash is the root hash of its corresponding Data tree.
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Figure 3.7: TL-MBT: Two-Level Merkle B+ Tree.

To generate a VO based on TL-MBT, we first need to find all necessary Data trees of a query through

the Index tree, which can be done by checking what column families or columns are returned or if the

whole row is returned. Second, based on the Index tree and therelated Data trees, we use a standard

Merkle B+ tree VO generation process to construct a VO for thequery. For instance, for row-based range

queries, servers only need to find the row tree through the Index tree and use both the Index tree and the

row tree to generate a VO, and clients can verify data integrity using the VO efficiently. We argue that

although the Index tree increases the total height of the authenticated data structure, its height is relative

small since the number of table columns is much less than the number of rows, and the Index tree could

be completely cached in both the server side and the client side, which can reduce the communication

cost and verification cost. Thus, the performance of TL-MBT is comparable to ML-MBT for row-based

queries.

However, it is much more efficient than SL-MBT and ML-MBT for single column projection. Con-

sidering the aforementioned range query with single columnprojection,Hr andHc in TL-MBT are:

Hr = (f − 1) · (hm + logf (nr/nq)) (3.6)
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Hc =

logf nq
∑

i=0

f i + logf (nr/nq) + hm (3.7)

In Equation 3.6 and 3.7,hm is the height of the Index tree. Neither ofHr andHc is linear tonq. For

a projection on multiple columns, we need to verify results for each column separately. In this case, the

cost is linear to the number of columns projected in the query. However, compared with SL-MBT and

ML-MBT, the update cost may increase by about 3 times since weneed to update column tree, column

family tree and row tree, which may have the same height, plusthe Index tree. We argue that TL-MBT

provides a flexible data structure for clients to specify howthey want to build such a TL-MBT based

on their own needs. For example, if they will never run queries with column-level projection, then it is

not necessary to build column trees. In this case, we may onlyhave row tree and column family trees in

Data level.

Based on the above analysis, we choose to use TL-MBT as the authenticated data structure for the

design of iBigTable.

3.4 Data Operations

Based on TL-MBT, we describe how clients ensure the integrity of the major data operations of BigTable.

We address several challenges, including range query across multiple tablets, efficient batch updates,

tablet merge and split. In our design, the data owner stores the root hash of each tablet, and any client

can request the latest root hash of any tablet from the data owner for integrity verification. Without loss

of generality, we assume that clients always have the latestroot hashes of tablets for integrity verifica-

tion.

3.4.1 Data Access

We start our discussion from range queries1. In Section 3.3.2, we illustrate a general process to run query

with integrity protection in iBigTable. The execution of range queries within a tablet follows exactly the

same process shown in Figure 3.4. However, we need to handle range queries across multiple tablets

differently. Figure 7 shows a running example for data queryand updates. Initially, we have10 rows

with keys from0 to 90 in a tablet. Figure 3.8a and 3.8b show the initial MB+ tree forthe tablet and the

result returned for a range query from15 to 45 including data and VO. We will explain in detail of major

operations based on the running example.

Range Queries Across Tablets.To provide integrity assurance for range queries across tablets, it

is necessary to retrieve authenticated data from differenttablets since the authenticated data structure

built for a tablet is only used to verify integrity of data within the tablet. We observe that to handle

1A single row query as a special case of range query can be handled in the same way that a range query is executed.
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Figure 3.8: A running example.
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a range query across tablets, the range query is usually split into multiple sub-queries, each of which

retrieves rows from one tablet. More importantly, the queryranges of the sub queries are continuous

since the query split is based on the row range that each tablet serves, which is stored along with the

tablet location in a meta row as shown in Figure 3.4. Suppose that there are two tablets, one serves rows

from 1 to 10 and the other serves rows from11 to 20, and a range query is to retrieves rows from5 to

15 across the two tablets. In this case, the query is splits intotwo sub queries with query ranges from5

to 10 and from11 to 15. In this way, we can apply the same process of range query answering within a

tablet to guarantee integrity for each sub query.

However, the completeness of the original range query across tablets may not be guaranteed since

a tablet server may return a wrong row range for a user tablet,which results in an incomplete result

set returned to clients. Thus, we want to make sure that the row range of the user tablet is correctly re-

turned. During the query verification process, it is guaranteed by the verification of meta row performed

by clients because the row range of a user tablet is part of thedata of the meta row, which has been

authenticated. It is also why we not only need to guarantee integrity of data stored in user tablets, but

also data stored in the root and metadata tablets.

Single Row Update.In iBigTable, we support integrity protection for dynamic updates such as

insertion, modification and deletion. In the work, we focus on discussing how to insert a new row into

the data storage, which covers most of aspects of how modification and deletion are handled. Insertion

shares the same process to find the user tablet where the new row should be inserted based on the key

of the new row. Here we do not reiterate this process again. The rest of the steps to insert a row into the

user tablet are shown in Figure 3.9.

3.1 new row

Tablet Server 

serving USER tabletData Owner

3.3 Partial Tree VO 

3.4 verify and update 

tablet root hash

3.2 generate PT-VO, insert new row

update tablet root hash

Figure 3.9: Single Row Insert with Integrity Protection.

Here, we introduce a new type of VO calledPartial Tree Verification Object(PT-VO). The difference

between a VO and a PT-VO is that a PT-VO contains keys along with hashes, while a VO does not. With

those keys, a PT-VO allows us to insert new data within the partial tree range directly. Thus, when the

data owner receives a PT-VO from the tablet server, it can directly update the PT-VO locally to compute

the new root hash of the original authenticated data structure. Figure 3.8c shows the PT-VO returned

for an insertion at key45. As can be seen from Figure 3.9, an insertion with integrity protection is

completed without additional round-trip, and its integrity is guaranteed since the verification and the

root hash update are done directly by the data owner.
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Efficient Batch Update. In iBigTable, we can execute a range query to retrieve a set ofrows at

one time and only run verification once. Motivated by this observation, we think about how we can do

a batch update, for example inserting multiple rows withoutdoing verification each time a new row is

inserted. We observe the fact from single row update that thedata owner is able to compute the new

root hash based on a PT-VO. Based on this observation, we propose two simple yet effective schemes to

improve the efficiency of insertions for two different cases.

In the first case where we assume that the data owner knows within which range new rows falls, the

data owner can require servers to return a PT-VO for the rangebefore any insertion really happens. Any

new row falling into the range can be inserted directly without requiring the server to return a VO again

because the data owner is able to compute the new root hash of the tablet with the PT-VO and the new

row. Thus, even if1000 rows are inserted within this range, no additional VO needs to be returned for

them. But both the data owner and tablet servers have to update the root hash locally, which is inevitable

in any case.

In the second case where we assume that a PT-VO for a range is already cached in the data owner

side, the data owner does not need to request it. As long as we have the PT-VO for a range, we do not

need any VO from servers if we insert rows within the range. For example, Figure 3.8b and 3.8d show

such an example. First, the data owner runs a range query from15 to 45 with a request for a PT-VO

instead of a VO without keys. Then, the data owner inserts a row with key 45. In this case, there is no

need requiring any VO from the tablet server for the insertion.

3.4.2 Tablet Changes

As the size of a tablet changes, the data owner may want to split a tablet or merge two tablets for load

balancing. For both tablet split and merge, we need to rebuild an authenticated data structure and update

the root hashes for newly created tablets. One straightforward way is to retrieve all data hashes in tablets

involved and compute new root hashes for newly created tablets in the data owner side. However, this

incurs high communication and computation overhead in boththe data owner side and tablet servers.

In the following, we explain how we can efficiently compute the root hashes for newly created tablets

when tablet split or merge happens. For simplicity, we assume that there is only one Data tree and no

Index tree in tablets when we discuss tablet split or merge, since the Index tree of TL-MBT in a tablet

can be rebuilt based on Data trees. Further, all Data trees are split or merged in the same way.

Tablet Split. Regarding tablet split, a straightforward way is to split the root of each tree and form

two new roots using its children. For example, given the current root we can split it in the middle, and

use the left part as the root of one tablet and the right part asthe root of the other tablet. In this way, to

split a Data tree and compute new root hashes for newly created tablets, the data owner only needs to

retrieve the hashes of children in the root of the Data tree from an appropriate tablet server.

The main advantage of the above approach is its simplicity. It can be easily implemented. However,
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Figure 3.10: Split the tablet at key 45.
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Algorithm 1 Adjust left partial tree VO

Require: Tl {the left partial tree}
Ensure: Ta {the adjusted left partial tree}

1: p← GetRoot(Tl)
2: while p 6= null do
3: remove any key without right child inp
4: prm ← the rightmost child ofp
5: if IsValidNode(p) is falsethen
6: pls ← the left sibling ofp
7: if CanMergeNodes(p, pls) then
8: mergep andpls
9: else

10: shift keys frompls to p through their parent
11: end if
12: end if
13: p← prm
14: end while
15: return Ta ← Tl

splitting at the middle of the root (or any pre-fixed splitting point) prevents us from doing flexible load

balancing dynamically based on data access patterns and work loads. Here, we propose a simple yet

effective approach to allow the data owner to specify an arbitrary split point for a tablet (instead of

always along one child of the root), which can be any key within the range served by the tablet. The

approach works as follows: 1) The data owner sends a tablet split request with a key as the split point

to the appropriate tablet server. For example, the data owner splits the previous tablet at key45; 2) The

server returns a VO for the split request to the data owner shown in Figure 3.10a. The VO for split not

only contains all data in a PT-VO, but also includes keys and hashes of the left and right neighbors

of each left-most or right-most node in the PT-VO; 3) When thedata owner receives the VO, the data

owner splits it into two partial trees shown in Figure 3.10b.The left tree contains all keys less than the

split key, and the right tree contains all keys larger than orequal to the split key; 4) The data owner

adjusts both trees using two similar processes and computesthe root hashes for the two new tablets. The

adjusted trees are shown in both Figure 3.10c and 3.10d. Due to the similarity of adjustments for both

trees, we only describe the process for left tree in Algorithm 1.

Tablet Merge.Tablet merge is a reverse process of table split. It tries to merge two continuous tablets

into a new one. As two tablets merge, we need to merge the authenticated data structures. Motivated by

the tablet split approach and the Partial Tree VO, we describe an efficient tablet merge approach as

follows: 1) The data owner sends a tablet merge request to theappropriate tablet servers serving two

continuous tablets to be merged; 2) The server serving the tablet with smaller keys returns a VO for its

largest key, and the server serving the tablet with larger keys returns a VO for its smallest key, which are
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Figure 3.11: Tablet Merge.

shown in Figure 3.11; 3) When the data owner receives two VOs for the two tablets, it directly merges

them into one using the process described in Algorithm 2. Then, the data owner computes the root hash

for the new tablet based on the merged VO.

Our discussion focus on the tablet-based authenticated data structure split and merge at the data

owner side. The same process can be applied at the server side.

Algorithm 2 Merge two partial tree VOs

Require: Tl andTr {represent two partial trees separately}
Ensure: Tm {the merged partial tree}

1: k ← the least key inTr

2: hl ← GetHeight(Tl)
3: hr ← GetHeight(Tr)
4: hmin ← GetMin(hl, hr)
5: if hl ≤ hr then
6: plm ← the leftmost node inTr athmin

7: addk to plm
8: pmerged ←merge the root ofTl andplm
9: if IsValidNode(pmerged) is falsethen

10: run a node split process forpmerged

11: end if
12: return Tm ← Tr

13: else
14: prm ← the rightmost node inTl athmin

15: addk to prm
16: pmerged ←merge the root ofTr andprm
17: if IsValidNode(pmerged) is falsethen
18: run a standard node split process forpmerged

19: end if
20: return Tm ← Tl

21: end if
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3.5 Analysis and Evaluation

3.5.1 Security Analysis

We analyze in the following how iBigTable achieves the threeaspects of data integrity protection.

Correctness.In iBigTable, the Merkle tree based authenticated data structure is built for each tablet,

and the root hash of the authenticated data structure is stored in the data owner. For each client request

to a tablet, a tablet server serving the tablet returns a VO along with the data to the client. The client is

able to compute a root hash of the tablet using the VO and the data received. To guarantee the integrity

of the data received, the client needs to retrieve the root hash of the tablet from the data owner, and then

compare the root hash received from the data owner and the computed root hash. The comparison result

indicates if the data has been tampered. Thus, the correctness of iBigTable is guaranteed. Any malicious

modification can be detected by the verification process.

Completeness.The completeness of range queries within a tablet is guaranteed by the MHT-based

authenticated data structure built for each tablet. For range queries across tablets, each of them is divided

into several sub-range queries with continuous range basedon the original query range and data range

served by tablets so that each sub-range query only queries data within a tablet. Thus, the completeness

of range queries across tablets is guaranteed by two points:1) the sub-range queries are continuous

without any gap; 2) the completeness of each sub-range queryis guaranteed by the authenticated data

structure of its corresponding tablet.

Freshness.In iBigTable, the data owner is able to compute the new root hash of the authenticated

data structure for a tablet when any data in the tablet is updated. Thus, clients can always get the latest

root hash of a tablet from the data owner to verify the authenticity of data in the tablet. Even though

there is no data update to any tablet, tablet split or merge may happen since a tablet may become a

bottleneck because of too much load or for better tablet organization to improve performance. In this

case, iBigTable also enables the data owner to compute the new root hashes for new tablets created

during the split or merge process to guarantee the freshnessof tablet root hashes, which is the key for

freshness verification.

3.5.2 Practicability Analysis

We argue that iBigTable achieves simplicity, flexibility and efficiency, which makes it practical as a

scalable storage with integrity protection.

Simplicity. First, we add new interfaces and change part of existing implementation to achieve

integrity protection while keeping existing BigTable interface, which enables existing applications to

run on iBigTable without any change. Second, iBigTable preserves BigTable existing communication

protocols while providing integrity verification, which minimizes modification to existing BigTable de-

ployment for its adoption.
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Flexibility. We provide different ways to specify how and when clients want to enable integrity

protection. Existing client applications can enable or disable integrity protection by configuring a few

options without any code change, and new client applications may use new interfaces to design a flexible

integrity protection scheme based on specific requirements. There is no need to change any configuration

of iBigTable servers when integrity protection is enabled or disabled at the client side.

Efficiency.We implement iBigTable without changing existing query execution process, but only at-

tach VOs along with data for integrity verification. We make the best use of cache mechanisms to reduce

communication cost. We introduce thePartial Tree Verification Objectto design a set of mechanisms

for efficient batch updates, and for efficient and flexible tablet split and merge.

Note that though iBigTable only allows the data owner to modify data, most applications running

on top of BigTable do not involve frequent date updates. So itis unlikely that the data owner becomes a

performance bottleneck.

3.5.3 Experimental Evaluation

System Implementation.We have implemented a prototype of iBigTable based on HBase [7], an open

source implementation of BigTable. Although HBase stores data in a certain format and builds indexes

to facilitate the data retrieval, we implement the authenticated data structure as a separated component

loosely coupled with existing components in HBase, which not only simplifies the implementation but

also minimize the influence on the existing mechanisms of HBase. We add new interfaces so that clients

can specify integrity options in a flexible way when doing queries or updates. We also enable them

to configure such options in a configuration file in the client side without changing their application

code. Besides, we add new interfaces to facilitate the integrity protection and efficient data operations.

For example, for efficient batch updates a client may want to pre-fetch a PT-VO directly based on a

range without returning actual data. Finally, iBigTable automatically reports any violation against data

integrity to the client.

Experiment Setup. We deploy HBase with iBigTable extension across multiple hosts deployed

in Virtual Computing Lab (VCL), a distributed computing system with hundreds of hosts connected

through campus networks [13]. All hosts used have similar hardware and software configuration (In-

tel(R) Xeon(TM) CPU3.00GHz,8G Memory, Red Hat Enterprise Linux Server release 5.1, Sun JDK 6,

Hadoop-0.20.2 and HBase-0.90.4). One of the hosts is used for the master of HBase and the NameNode

of HDFS. Other hosts are running as tablet servers and data nodes. We consider our university cloud as

a public cloud, which provides the HBase service, and run experiments from a client through a home

network with30Mbps download and4Mbps upload. To evaluate the performance overhead of iBigTable

and the efficiency of the proposed mechanisms, we design a setof experiments using synthetic data sets

we build based on some typical settings in BigTable [20]. We use MD5 [9] to generate hashes.

Baseline Experiment.Before we evaluate the performance of write and read operations in iBigTable,

45



16

32

64

128

256

512

1024

d
u

ra
ti

o
n

 (
m

s)

data size (B)

Figure 3.12: Time to Receive Data from Server.

we run a simple data transmission through the targeting network because the result is going to be helpful

to understand the performance result later. In the experiment, the client sends a request to a server for

a certain amount of data. The server generates the amount of random data and sends the data back to

the client. Figure 3.12 shows the time to receive a certain amount of data from a server using logarith-

mic scale. The result shows that it almost takes the same timeto transmit data less than4KB, where

the network connection initialization may dominate the communication time. The time is doubled from

4KB to 8KB till around 64KB. After 64KB, the time linearly increases, which is probably because the

network is saturated.

To understand how the VO size changes for range queries, we run an experiment to quantify the VO

size for different ranges based on a data set with about256MB data, which is the base data set for later

update and read experiments. Figure 3.13 shows the VO size per row for different sizes of range queries.

For a range with more than64 rows, the VO size per row is around10 bytes. Although the total VO size

increases as the size of range queries increases, the VO sizeper row actually decreases, shown in Figure

3.13 with logarithmic scale.

Write Performance. Regarding different data operations, we first conduct experiments to evaluate

the write performance overhead caused by iBigTable, where we sequentially writes 8K rows into an

empty table with different write buffer sizes. The data sizeof each row is about1KB. Figure 3.14

shows the number of rows written per second by varying the write buffer size for HBase, iBigTable and

iBigTable with Efficient Update (EU). The result shows the performance overhead caused by iBigTable

ranges from10% to 50%, but iBigTable with EU only causes a performance overhead about 1.5%, and

the write performance increases as the write buffer size increases. Figure 3.15 shows the breakdown

of performance overhead introduced by iBigTable, which shows the client computation overhead, the
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server computation overhead and the communication overhead between client and server. As can be seen

from the figure, the major performance overhead comes from transmitting the VOs. The computation

overhead from both client and server ranges from2% to 5%.
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Figure 3.14: Write Performance Comparison between BigTable and iBigTable.

Based on our observation, the large variation of performance overhead is caused by the network

transmission of VOs generated by iBigTable for data integrity protection. Although the total size of

VOs generated for different write buffer sizes is the same, the number of data with VOs transmitted in

each remote request is different in different cases. Different sizes of data may cause a different delay of

network transmission, but it may not be always a case, which is shown in Figure 3.12. iBigTable with EU

47



0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

8K 16K 32K 64K 128K
ti

m
e 

co
st

 p
er

 r
o

w
 (

m
s)

write buffer size

Client Server Communication

Figure 3.15: The Breakdown of iBigTable Write Cost.

shows a great performance improvement since there is at mostone time VO transmission in this case,

and the major overhead of iBigTable with EU is the client-side computation overhead of computing the

new root hash for newly inserting data, which is very small, compared with iBigTable.
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Figure 3.16: Read Performance Comparison between BigTableand iBigTable.

Read Performance.We also run experiments to evaluate the read performance overhead of iBigTable.

Figure 3.16 shows how the number of rows read per second changes based on different number of rows

cached per request for a scan. The result shows that the read performance overhead ranges from1% to

8%. Figure 3.17 shows the breakdown of iBigTable read overhead. The communication overhead can

be explained by the result shown in Figure 3.12 because the total amount of data transmitted for the first
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Figure 3.17: The Breakdown of iBigTable Read Cost.

two cases ranges from8KB to 32KB. In the rest of cases, the size of data is about or larger than 64KB,

which results in a large network delay for data transmission. In this case, as the VO size increases,

the communication overhead becomes more visible. Based on our observation from experiments, the

computation overhead of both the client and servers is about1%. Still, the major part of performance

downgrade is caused by the variation of data transmission between the client and servers.

TL-MBT Performance. To illustrate how TL-MBT affects the performance, we execute a single

column update of16K rows on an existing table with about30GB data across all tablets, each of which

has256MB data or so. The experiments run against different authenticated data structure configurations

of TL-MBT: Row Level, Column Family Level and Column Level, which decides what data trees we

build for a tablet. For example, regarding Column Level, we build trees for rows, each column family

and each column. It means that for a single column update, we need to update four authenticated trees,

which are row tree, column family tree, column tree and Indextree. Due to the small size of Index tree,

the VO size of Column Level is roughly tripled compared with those of Row Level, and the client-side

computation and server-side computation overhead are about triple too. Figure 3.18 shows the number

of rows updated per second versus the write buffer size for three different configurations of TL-MBT.

The result indicates that as the number of trees that need to be updated increases, the performance

decreases dramatically in some cases. The major reason for the performance downgrade is still caused

by the additional data transmitted for data verification.

We also evaluate the read performance for projected queriesin iBigTable with TL-MBT by executing

a single column scan for16K rows. For TL-MBT with Row Level, even though we only need a single

column value, we still need to retrieve the whole row for dataverification in the client side. Similarly, we

need to retrieve the whole column family for TL-MBT with Column Family Level. Thus, the TL-MBT

with Column Level minimizes the communication overhead since there is no need to transmit additional
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Figure 3.18: TL-MBT Update Performance in iBigTable.

data for data verification for column projection. Although its computation cost is the lowest one among

three different configurations, the major difference is thesize of data transmitted between the client

and servers. Figure 3.19 shows how much the TL-MBT can improve the read efficiency for projected

queries. Due to the network delay for different data sizes, we see the large performance variation for

different cases in the figure.
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Figure 3.19: Projection Query with TL-MBT Support in iBigTable.

Overall, the computation overhead in both client and servers for different cases ranges from1%

to 5%. However, the generated VOs for data verification may affectthe performance to a large extent

for different cases, which depends on how much data is transmitted between the client and servers in
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a request. In general, since the performance overhead for tablet split and merge only involves several

hashes transmission and computation, it is negligible compared with the time needed to complete tablet

split and merge, which involves a certain amount of data movement across tablet servers.

51



Chapter 4

IAODB: Integrity Assurance for

Outsourced Databases without DBMS

Modification

4.1 System Model

4.1.1 Database Outsourcing Model

Figure 4.1 shows our database outsourcing model with integrity protection. There are three types of

entities:data owner, database service provider(DSP) andclients. A data owner uploads a database

with data and authentication data to a DSP, which provides database functionality on behalf of the data

owner. Clients send to the DSP queries to retrieve data and averification object(VO), which can be used

for data integrity verification.

In our outsourcing model, we leave the DSP without any changeto its DBMS. Basically, the DSP

does not even know where and how to store authentication dataand when and how to return authenti-

cation data to clients for integrity verification. Everything related to data integrity verification is done at

the client side, and data and authentication data updates are done by the data owner. In this way, data

owners can provide integrity assurance for their outsourced databases without any special support from

DSPs. Therefore, the adoption of database outsourcing withintegrity assurance is completely decided

by data owners themselves.

4.1.2 Assumptions and Attack Models

We make a few assumptions for the target database outsourcing model before we discuss our attack

models. First, we assume that data owners and clients do not fully trust the services provided by DSPs.

Second, since our scheme relies on digital signatures to provide integrity protection, we assume that the
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id col1 … coln

0 Alice … 1000

10 Ben … 2000

… … … …

70 Smith … 4500
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Clients

Upload Data and 

Authentication Data

Send Data Queries and 

Authentication Data Queries

Update Data and 

Authentication Data

Query Results Including Data 

and Authentication Data

Figure 4.1: Non-Intrusive Database Outsourcing Model.

data owner has a pair of private and public keys for signaturegeneration and verification. The public key

is known to all clients. Moreover, like in many existing work[35, 40, 46, 50], we assume that the data

owner is the only entity who can update its data. In addition,we assume that communications between

DSPs and clients are through a secure channel (e.g., throughSSL). Thus, DSPs and clients can detect

any tampered communication.

Regarding attack models, we focus ourselves on the malicious behavior from a DSP since it is the

only untrusted party in our target database outsourcing model. We do not have any assumption about

what kind of attacks or malicious behavior a DSP may take. A DSP can behave arbitrarily to compro-

mise data integrity. Typical malicious behaviors include,but not limited to, modifying a data owner’s

data without the data owner’s authorization, returning partial data queried to clients and reporting non-

existence of data even if data does exist. Further, it could return stale data to clients instead of executing

queries over the latest data updated by the data owner [61].

4.1.3 Security Goals

We focus on addressing the integrity issues for database outsourcing. There are three aspects in data

integrity: correctness, completeness, and freshness. First, the correctness checks if all records returned

in a query result come from the original data set without being maliciously modified, which is usually

achieved using digital signatures that authenticate the authenticity of records. Second, the completeness

checks if all records satisfying conditions in a query are completely returned to clients. Note that it is

possible to meet the correctness requirement without meeting the completeness requirement by only
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returning a partial set of the query result. Third, the freshness checks if all records in a query result are

the up-to-date data instead of some stale data. It is a challenging task to guarantee freshness since stale

data is still valid data at some past point of time.

Regarding freshness, we propose mechanisms for data ownersto efficiently compute signatures of

updated data and guarantee the correctness of the signatures, which is the key to provide freshness

guarantee. In the work, we do not focus on discussing how the latest signatures are propagated to clients

for integrity verification purpose, where existing techniques [42,64] can be easily applied in our system.

4.2 Running Example

In this section, we take an example, which will be referred tothroughout the work to ease the under-

standing of our scheme. Without loss of generality, we assume that a data owner has a database with a

table called “data”, which stores the data owner’s data, shown in Figure 4.2.

id col1 col2 col3 col4 … coln

0 Alice F 20 NC … 1000

10 Ben M 30 NY … 2000

20 Cary F 42 CA … 1500

30 Lisa F 15 CA … 3000

40 Kate F 18 NY … 2300

50 Mike M 24 SC … 4000

60 Nancy F 36 VA … 2300

70 Smith M 12 TA … 4500

Figure 4.2: A Relational Data Table.

The table has several columns. Theid column is a unique key or indexed. Besides, there aren

columns{col1, ..., coln} containing arbitrary data. We do not assume that specific types of data should

be stored in the table. This example will be used throughout the work to explain our ideas, design

decisions, and verification steps.

To provide integrity protection, there are several things we need to do. First, we need to decide which

ADS we should use to organize the authentication data for thedata stored in the table. Second, we need

to figure out how to store the ADS into the database where the data table resides so that we can support

integrity verification without modifying existing DBMSs. We will illustrate how data owners can enable

integrity protection for their outsourced databases without requiring DSPs to modify anything at their

end.
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4.3 System Design

4.3.1 Authenticated Data Structure

One of the major design choices we need to make is Authenticated Data Structure (ADS), which is used

to organize authentication data. There are two options: signature aggregation based ADS and Merkle

hash tree based ADS. Since our goal is to provide the integrity protection without modifying existing

DBMSs, we need to figure out a way to retrieve authentication data without requiring some functionality

that does not exist in current DBMSs. We observe that there are several disadvantages of developing a

scheme based on signature aggregation based ADS. First, to minimize communication cost, signature

aggregation operation needs to be done dynamically in DBMSs, which unfortunately is not supported.

Moreover, although signature aggregation based ADS can guarantee correctness and completeness, it

is unknown how to efficiently guarantee freshness using signature aggregation based approaches [40].

Additionally, techniques based on signature aggregation incur significant computation cost in client side

and much larger storage cost in server side compared with MHT-based approaches [40].

Thus, we choose to adapt MHT-based ADS, in particular, Merkle B-tree (MBT) [40]. MHT-based

ADS can not only guarantee correctness and completeness, but also provide efficient freshness protec-

tion since only one root hash needs to be maintained correctly. Furthermore, the relationship between

parent node and child nodes may bring us some opportunities to design an efficient scheme to retrieve

authentication data. Figure 4.3 shows a Merkle B-tree created based on the table introduced in Section

4.2. The values in theid column are used as keys in the MBT. A hashhi is associated with a pointer

in an internal node or a record in a leaf node. For simplicity,the hashes associated with pointers and

records in nodes of the MBT are not shown in the figure. The hashof a record in a leaf node is the hash

value of the data record in the data table. The hash associated with a pointer in an internal node is the

hash of concatenating all hashes in the node pointed by the pointer.

id col1 … coln

0 Alice … 1000

10 Ben … 2000

20 Cary … 1500

30 Lisa … 3000

40 Kate … 2300

50 Mike … 4000

60 Nancy … 2300

70 Smith … 4500

4020

10 30 60

0 10 3020 60 7040 50

50

Data Table Merkle B-tree

piki… …hi=H(h1|…|hf)

Figure 4.3: Data Table to Merkle B-tree.
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Now the question is how to upload the authentication data along with data to a DSP so that the au-

thentication data can be retrieved using existing functionality provided by the DSP. One straightforward

solution is to serialize the MBT into a binary stream and store all data in the stream into a blob field of a

data table. Since the DSP knows nothing about the internal structure of the data stored in a blob field and

there is no known way to extract the authentication data for adata record from the blob field, the only

thing clients can probably do is to retrieve all data in the blob field along with a data record queried so

that they can rebuild the MBT, find the authentication data bythemselves and verify the integrity of the

record returned from the DSP. However, it incurs significantcommunication cost between clients and

the DSP and computation cost in clients since the binary dataof the MBT could be very large depend-

ing on the number of records in the data table, which renders the scheme impractical. In the following,

we will explore different choices to upload authenticationdata into a database so that we can retrieve

necessary authentication data efficiently.

4.3.2 Identify Authentication Data

Based on the above analysis, we have to think about how to dissect the tree structure so that we can

store authentication data and retrieve necessary authentication data efficiently. The first thing we need

to do is to identify pointers in internal nodes and records inleaf nodes of a MBT since each pointer or

record is associated with a piece of authentication data, that is, a hash. And also we need to model their

parent-child and sibling relationships. Besides, we need to preserve the ordering of pointers or records

in a node of a MBT.

Existing Approaches.There are a few widely-used models such as adjacency list, path enumeration,

nested set and closure table to store tree-like hierarchical data into a database [19,60]. With an adjacency

list, it is easy to find the parent of a pointer or record since it models the parent-child relationship directly,

but to find its ancestor, we have to go through the parent-child relationship step by step, which could

make the process of retrieving VO inefficient. And also the adjacency list model does not consider the

order of pointers or records in a node, which is important forhash generation and integrity verification.

The path enumeration model uses a string to store the path of each pointer or record, which is used

to track the parent-child relationship. Unlike the adjacency list model, it is easy to find an ancestor of

a pointer or record in a node. But same as the adjacency list, the path enumeration does not consider

the order of pointers or records in a node. In the nested set model, it is very inefficient to find a parent

of a pointer or a record as it requires joining two tables. Similarly, the closure table does not consider

the ordering of pointers or records in a node, and needs to consume more storage than other models.

Besides, Miguel [5] proposed a different scheme called Genealogical Identifier, which contains the

complete genealogy of a node similar to the path enumerationmodel. What different is that it considers

the ordering of nodes with a common parent. In terms of performance, many operations discussed in

[5] are based on string operations and index scan of the tree instead of index seek, which is inefficient.
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Figure 4.4: Radix-Path Identifier.

id rpid hash level
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(a) Single Authentication Table (SAT) (b) Level-based Authentication Table (LBAT)

Figure 4.5: Authentication Data Organization.

Radix-Path Identifier. To address the disadvantages of existing approaches, we propose a novel

and efficient scheme calledRadix-Path Identifier. The basic idea is to use numbers based on a certain

radix to identify each pointer or record in a MBT. Figure 4.4 shows all identifiers as base-4 numbers for

pointers or records in the tree based on a radix equal to4. Given a MBT, theRadix-Path Identifierof a

pointer or record depends on its level and position in the MBT. To illustrate this scheme, suppose that

the fanout of a MBT isf . The radix baserb could be any number larger than or equal tof . l denotes

the level where a node resides in the MBT. Thel of the root node is0. i denotes the index of a pointer

or record in a node, ranging from0 to f . TheRadix-Path Identifierrpid of a pointer or record can be

computed using the following equation:

rpid =







i if l == 0,

rpidparent ∗ rb + i if l > 0.
(4.1)

Note thatrpidparent is theRadix-Path Identifierof its parent pointer in the tree. Equation 4.1 models

not only the relationship among pointers or records in one node, but also the parent-child relationship

among nodes. The identifier of each pointer or record in the root node isi. With identifiers in the root

node, we can use the second part of Equation 4.1 to compute identifiers of pointers or records in their
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child nodes in the tree. In this way, all identifiers can be computed starting from the root node to the leaf

nodes in the tree.

The proposedRadix-Path Identifierscheme has several important properties:

• Identifiers of pointers or records in a node are continuous,but not continuous between two sibling

nodes. For example, the base-4 numbers20, 21, 22 are continuous.

• From an identifier of a pointer or record in a node, we can easily find the identifier of its parent

pointer based on the fact thatrpidparent equals to⌊rpid/rb⌋.

• From an identifier of a pointer or record in a node, we can easily calculate the min and max

identifiers in the node, which are(⌊rpid/rb⌋) ∗ rb and(⌊rpid/rb⌋) ∗ rb + (rb − 1).

• From an identifier of a pointer or record in a node, we can easily compute the indexi of the pointer

or record in the node, which isrpid%rb.

The above properties will be utilized for efficient VO retrieval and authentication data updates. We

will elaborate those details later in Section 4.4.

4.3.3 Store Authentication Data

Once we identify each pointer or record in nodes of a MBT, the next step is how we can store the

authentication data associated with them into a database. In the following, we propose two different

designs - Single Authentication Table (SAT) and Level-based Authentication Table (LBAT), and discuss

their advantages and disadvantages.

SAT: Single Authentication Table.A straightforward way is to store all authentication data asdata

records calledAuthentication Data Record(ADR) into one table in a database, where its corresponding

data table is stored. Figure 4.5(a) shows all authentication data records in a single table for the data

table described in the running example. The name of the authentication table adds a suffix “auth” to the

original table name “data”. The authentication table has4 columns:id, rpid, hashandlevel. id column

stores values fromid column of the data table, which are keys in the B+ tree except “-1”. Note that

since the number of keys is less than the number of pointers inthe internal nodes in a B+ tree node, we

use “-1” as theid for the left-most pointers in the internal nodes.rpid records identifiers for pointers or

records in the B+ tree.hashcolumn stores the hash values of pointers or records in the B+tree, which is

essential for integrity verification.levelstores values indicating the level of a pointer or record in the B+

tree. Thelevelvalue is necessary for searching therpid for a data record given anid of the data record

because therpid values could be same in different levels. The level of a leaf node is0, and the level of

the root node is the maximum level.

Although SAT is simple and straightforward, it has several disadvantages, which makes it an inef-

ficient scheme. First, queries to retrieve ADRs could be inefficient since indexes are built based on all
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ADRs. For example, even if we want to retrieve an ADR associated with a pointer in the root node, we

still need to search an index built based on all ADRs in the MBT. If we store ADRs in the root node

in another table, then the index to be searched is built on theADRs in the root node. Second, updates

could be inefficient since one data record update usually requires updating ADRs in different levels.

With table level lock, it is not allowed to concurrently execute ADR updates since all ADR updates

have to be executed over the only one table. Although concurrent updates can be enabled with row level

lock, it may consume much more database server resources, which may not be desired. Third, it may

require using join query to find therpid a data record since the data table is separated from the only one

authentication data table. Fourth, updates to a data recordand its ADR in the leaf level are not able to

be merged to improve the performance since they go to different tables.

LBAT: Level-based Authentication Table. To resolve the above issues, we propose a Level-based

Authentication Table (LBAT). In this scheme, instead of storing all ADRs into one table, we store ADRs

in different levels to different tables. We create one tableper level for a MBT except the leaf level and

also create a mapping table to indicate which table corresponds to which level. For nodes in the leaf

level of the MBT, since each data record corresponds to an ADRin leaf nodes, we extend the data table

by adding two columns -rpid andhashto store ADRs instead of creating a new table, which reduces the

redundancy ofid values and also the update cost to some extent. Figure 4.5(b)shows all tables created

or extended to store ADRs and the mapping table for the data table described in the running example.

Tables for different levels have different number of records. For the root level, it may only contain a few

records. Also, the number of records in the mapping table is equal to the number of levels in the MBT.

We name those tables by adding a suffix such as “mapping”, “ auth0”, etc, based on table types and

levels.

The proposed LBAT scheme presents several advantages. First, the indexes built based on those

tables are more efficient than those in SAT because the numberof records of each table in LBAT are

much smaller than that in SAT. Thus, it could improve the efficiency of queries to a great extent. Second,

since ADRs in different levels are stored in different authentication tables, it makes concurrent updates

possible with table level lock, which also allows to design efficient concurrent update mechanisms.

Third, since we store ADRs in the leaf level along with data, it makes it straightforward to retrieve the

rpid of a data record. Fourth, due to the same advantage, it is easyto merge updates for a data records

and its ADR in the leaf level for performance improvement.

In the work, we use LBAT to store authentication data records. In the following sections, we will

elaborate how to retrieve authentication data records along with data records efficiently to provide a

practical integrity protection for exist DBMSs without modifying them.
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Figure 4.6: Retrieval of Authentication Data.

4.3.4 Extract Authentication Data

Figure 4.6 shows an example of what authentication data needto be retrieved for a data record. In the

left side of Figure 4.6, it only shows the necessary part of a MBT as an example and an arrow pointing

to the record for which we want to retrieve authentication data to verify its integrity. The right side of

Figure 4.6, shows the authentication data records that needto be retrieved in black in order to compute

the root hash of the MBT for integrity verification. To extract the ADRs for the record based on LBAT,

we can utilize the properties of ourRadix-Path Identifier. First, given arpid of a record, we can easily

compute therpid of its parent pointer. Second, we can find the ADRs of records or pointers in the same

node based on the fact that they have the same parentrpid, which can be computed by using any one

of their rpid. Once we receive all related ADRs, we can compute the root hash since we can infer the

tree structure from therpid values, which uniquely models the relationship among pointers, records and

nodes in the MBT.

Note that since the DSP is only assumed to provide standard DBMS functionalities, all the above

operations have to be realized by SQL queries issued by the client. Here we explore four different ways

- Multi-Join, Single-Join, Zero-Join and Range-Condition, to find the authentication data records for a

record based on LBAT in the following, for each of which we will use specific examples to show how it

works. All examples are based on the data presented in the running example. Suppose that we want to

verify the integrity of the data record with theid 50. The ADRs needs to be returned shown as the black

parts in Figure 4.4, which is also highlighted with a black background in Figure 4.5(b).

Multi-Join. In this scheme, we try to minimize the number of queries to retrieve all necessary

authentication data for a record by joining multiple authentication tables together. Here we only need

to use the following one query to retrieve all related authentication data for the record with id50. The

following shows the SQL statement we use to retrieve the authentication data of the record. Note that4

is the radix baserb we choose for the running example and50 is the id of the record.

-- retrieve all authenticatoin data in one query with joins

select da0.rpid as rpid0,da0.hash as hash0,

da1.rpid as rpid1,da1.hash as hash1,

da2.rpid as rpid2,da2.hash as hash2

from data t0

left join data da0 on da0.rpid/4 = t0.rpid/(4)

60



left join data_auth1 da1 on da1.rpid/4 = t0.rpid/(4*4)

left join data_auth2 da2 on da2.rpid/4 = t0.rpid/(4*4*4)

where t0.id=50;

Although we can use only one query to retrieve all authentication data, redundant data will be

returned since the SQl statement uses “left join” across several authentication tables, which definitely

increases the communication cost. Moreover, since redundant data is returned, in the client side, we

have to do a little bit more work to filter out redundant data and find necessary authentication data and

compute the root hash.

Single-Join.Since the Multi-Join scheme retrieves a lot of redundant data, the Single-Join scheme

aims at eliminating the redundant data in the query result. Instead of using one query with multiple join

tables, it uses multiple queries, each of which joins one authentication table. The following shows the

SQL statements we use to retrieve the authentication data using Single-Join.

-- level 2, 1, 0 (from root level to leaf level)

select l1.rpid,l1.hash from data t0

left join data l1 on l1.rpid/4 = t0.rpid/(4) where t0.id=50;

select l1.rpid,l1.hash from data t0

left join data_auth1 l1 on l1.rpid/4 = t0.rpid/(4*4) where t0.id=50;

select l1.rpid,l1.hash from data t0

left join data_auth2 l1 on l1.rpid/4 = t0.rpid/(4*4*4) where t0.id=50;

As we can see from the above SQL statements, multiple result sets will be returned for authentication

data, but the redundancy is minimized dramatically compared with the Multi-Join scheme. Each query

doing a join between the data table and one authentication table retrieves the authentication data in one

node based on the “left join” condition.

Zero-Join. We observe from the Single-Join scheme that in each join query what we actual need is

therpid of the record50. If we know itsrpid, we can eliminate the “left join” completely from the SQL

statements. The following shows the SQL statements we use toretrieve the authentication data without

joining any table.

-- find the rpid of the data record with the id 50

declare @rowrpid AS int;

set @rowrpid=(select top 1 rpid from data where id=50);

-- level 2, 1, 0 (from root level to leaf level)

select rpid,hash from data where rpid/4=@rowrpid/(4);

select rpid,hash from data_auth1 where rpid/4=@rowrpid/(4*4);

select rpid,hash from data_auth2 where rpid/4=@rowrpid/(4*4*4);

61



The major difference is that we declare a “rowrpid” variableto store therpid of the record, which is

retrieved from the first query. After that, we use the “rowrpid” for other queries to retrieve the authenti-

cation data for nodes in different levels. Although it needsto execute one more query, it eliminates the

“join” clause completely.

Range-Condition.We observe that the execution of the above queries does not utilize the indexes

created on therpid field in the authentication tables. Instead of doing an indexseek, each of them

actually does an index scan, which is inefficient and incurs ahigh computation cost in server side. To

utilize indexes, we propose a new method called Range-Condition to retrieve authentication data for

records. The following shows the SQL statements we use to retrieve the authentication data for the

record50 using Range-Condition.

-- find the rpid of the data record with the id 50

declare @rowrpid AS int;

set @rowrpid=(select top 1 rpid from data where id=50);

-- level 2, 1, 0 (from leaf level to root level)

select rpid,hash from data

where rpid>=(@rowrpid/(4))*4 and rpid<(@rowrpid/(4))*4+4;

select rpid,hash from data_auth1

where rpid>=(@rowrpid/(4*4))*4 and rpid<(@rowrpid/(4*4))*4+4;

select rpid,hash from data_auth2

where rpid>=(@rowrpid/(4*4*4))*4 and rpid<(@rowrpid/(4*4*4))*4+4;

As can be seen from the figure, the major difference from Zero-Join is thewherecondition. Instead

of using equality, the Range-Condition uses a range query selection based on therpid column. The

range query retrieves the same set of results with the equality condition used in Zero-Join. Thus, they

both return the same set of authentication data records, andSingle-Join does that too. However, with

the range query on therpid field, it can utilize indexes built on therpid column, which minimizes the

computation cost in server side.

In Section 4.5, we will compare the performance overhead caused by different methods of authen-

tication data retrieval. In the following, our discussion will use Range-Conditionby default to retrieve

authentication data.

4.4 Data Operations

In this section, we will illustrate the details of handling basic queries such asselect, update, insert and

deletewith integrity protection efficiently based on our design using the running example. Without loss
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of generality, we assume that clients always have the latestroot hash of the table for integrity verification,

and we focus on discussing how to retrieve authentication data from DSPs.
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Figure 4.7: Range Query with Integrity Protection.
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Figure 4.8: Update with Integrity Protection.
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4.4.1 Select

As discussed in Section 4.3.4, we can retrieve authentication data for aUnique Selectquery, which

returns only one data record based on a unique key selection.Thus, we focus on the discussion of how

to handle aRange Selectquery with integrity protection, which retrieves records within a range.

The verification process forRange Selectqueries is different fromUnique Selectqueries. First, we

need to find the two boundary keys for the range of a range query. For example, for a range query with a

range from15 to 45, we need to identify its two boundaries, which are10 and50 in this case. Although

DBMSs do not provide a function to return the boundary records directly, we can use the following two

queries to figure out what the left and right boundaries are for a query range:

select top 1 id from data where id < 15 order by id desc

select top 1 id from data where id > 45 order by id asc

Then, to retrieve the authentication data for the range query, we only need to retrieve the authentica-

tion data for both boundaries, which is similar to the way we use to retrieve authentication data object

for a data record since the authentication data for records within the range are not necessary and they

will be computed by using the returned records. Figure 4.7 shows the authentication data records and

the data records that need to be retrieved for the range queryfrom 15 to 45.

To execute the range query with integrity protection, we need to rewrite the range query by adding

SQL statements shown in the following. Then, we execute all SQL statements in one database trans-

action. Once the result with authentication data is returned, we verify the integrity of the query result

using the authentication data. If the verification succeeds, the data result is returned to the client as

before; otherwise, an integrity violation exception couldbe thrown to warn the client of the integrity

verification failure.

-- find the left boundary key and the left boundary rpid

declare @keyLB AS int,@rpidLB AS int;

select top 1 @keyLB=id,@rpidLB=ripd from data

where id<15 order by id desc;

-- find the right boundary key and the right boundary rpid

declare @keyRB AS int,@rpidRB AS int;

select top 1 @keyRB=id,@rpidRB=ripd from data

where id>45 order by id asc;

-- retrieve authentication data records for the left boundary from leaf level to root level

select ripd,hash from data

where ripd>=(@rpidLB/4)*4 and ripd<(@rpidLB/4)*4+4;
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select ripd,hash from data_auth1

where ripd>=(@rpidLB/4*4)*4 and ripd<(@rpidLB/4*4)*4+4;

select ripd,hash from data_auth2

where ripd>=(@rpidLB/4*4*4)*4 and ripd<(@rpidLB/4*4*4)*4+4;

-- retrieve authentication data records for the right boundary from leaf level to root level

select ripd,hash from data

where ripd>=(@rpidRB/4)*4 and ripd<(@rpidRB/4)*4+4;

select ripd,hash from data_auth1

where ripd>=(@rpidRB/4*4)*4 and ripd<(@rpidRB/4*4)*4+4;

select ripd,hash from data_auth2

where ripd>=(@rpidRB/4*4*4)*4 and ripd<(@rpidRB/4*4*4)*4+4;

The overhead to provide data integrity for range queries consists of both computation and com-

munication cost. The computation cost in the client side includes two parts: rewriting range query and

verifying data integrity. The computation cost in the server side is the execution of additional queries for

authentication data retrieval. The communication cost between them includes the text data of additional

queries and the authentication data returned along with thedata result.

This process can also handleUnique Selectqueries. However, it requires to retrieve authentication

data for both left boundary and right boundary, which may notbe necessary. If the key does not exist,

we have to resort to the process of handling range queries, where we can check left boundary and right

boundary to make sure the record with the key does not exist.

4.4.2 Update

Single Record Update

When a data record is updated, we need to update its authentication data (mainly hash values) so that

we can guarantee data integrity. For updating a record, we assume that the record to be updated already

exists in the client side and the VO for the updated record cached in the client too. Otherwise, we retrieve

the data record and the VO first, then update it and its authentication data. It consists of two round-trips,

which may cause a large overhead.

Figure 4.8 shows the VO in black for the record20 in the left side and the hash values in gray to

be updated once the record is updated. Each data update requires an update on each authentication data

table. It means if the MBT tree’s height ish, then the total Number of update queries ish + 1. In this

case, we need to actually update4 records. One of them is to update the data record and three of them is

to update the authentication data records. The following shows the three additional update statements.
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The generation of update queries for authentication data issimple since we know therpid of the data

record to be updated, and then we can easily compute its parent rpid and generate update queries.

update data set [hash]=’aNcAh0i1qC2ebq/z7jn3pw==’ where [ripd]=16;

update data_auth1 set [hash]=’5XGM7Y0PqxdbZnb8atpL/Q==’ where [ripd]=4;

update data_auth2 set [hash]=’VOUDDXH+bxoYBVevXDpY/Q==’ where [ripd]=1;

Since the authentication data table for the leaf level of a MBT is combined with the data table,

we can combine two update queries into one to improve the performance. Thus, in this case we only

need3 update queries instead of4. All update queries are executed within one transaction. So, the

consistency of data records and authentication data is guaranteed by the ACID properties of DBMSs,

and the integrity is also guaranteed since the verification and the root hash update are done directly by

the data owner.

Batch Update and Optimization

Suppose that we want to updatex records at one time. Actually, as the number of records to be updated

increases, the total number of update queries we need to generate to update both data and authentication

data linearly increases. In this case, the total number of update queries isx ∗ h. We observe from those

update queries that several update queries try to update thesame authentication data record again and

again due to the hierarchical structure of a B+ tree. We also notice that each update SQL statement

only updates one authentication record in one table. Actually, we just need to get the latest hash of the

authentication data record, and do one update. To do that, weneed to track all update queries for each

table, find the set of queries to update one authentication data record in an authentication table, and

remove all of them except the latest one. In this way, the number of necessary update queries could be

much less than the number of update queries we generate before. We believe that this process called

MergeUpdateimproves the performance of batch update to a great extent, which will be shown in

Section 4.5.

4.4.3 Insert

Single Record Insert

Inserting a record is much more complicated than updating a record since an insertion may result in the

MBT structure changes such as node split, split propagationto parent nodes, which may requirerpid

changes for many data and authentication records since therpid values are continuous in one node. We

need to maintain this property for data integrity verification. Before that, we use a new type of VO -

Partial Tree VO (PT-VO) [61], which has both hashes and keys while a VO does not. With those keys,

a PT-VO allows us to insert new data within the partial tree range directly. Thus, when a data owner

receives a PT-VO from a DSP, it can directly update the PT-VO locally to compute the new root hash of
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Figure 4.9: Insert With Integrity Protection.

the original authenticated data structure. As an example, Figure 4.9(a) shows the PT-VO for the record

22, which does not exist in the data table. In general, steps to insert a record into a table with integrity

protection are described as follows:

1. Retrieve the PT-VO for the new record to be inserted and verify the non-existence of the new

record.

2. Generate update and insert SQL statements for both the newrecord and the authentication data

records.

3. Send all SQL statements to a DSP in one round-trip and execute all of them in one transaction at

the DSP.

The above steps includes two network round trips between a client and a DSP. One is to retrieve

the PT-VO and the other is to insert a new record and update itscorresponding authentication data

records. During this process, the difficult part is to generate the SQL statements to update authentication

data records. There are three cases we need to consider: 1) insert one record without node split and

any rpid changes of other records; 2) insert one record without node split, but with rpid changes of

other records; 3) insert one record with node split and rpid changes of other records. We discuss how

to generate necessary SQL statements to update authentication data records for each case in details. To

ease the understanding of each case, we use specific examplesderived from the running example, shown

in Figure 4.9.

Case 1.It is pretty similar to update a data record. The only difference is that we insert a new data

record instead of updating an existing one. The authentication data update process is almost same with

that for data record update, as shown in Figure 4.9(b). Here we can see one benefit of theRadix-Path

Identifier that there are available identifiers for new records betweensibling nodes in a MBT. Thus, we

do not need to updaterpid values of other authentication records sometimes.
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Case 2.In this case, we need to update therpid values for some records. For example, after22 is

inserted we insert21, shown in Figure 4.9(c). Since the21 is inserted in the middle of20 and22, the

rpid of 22 should be updated to18 from 17, and the17 will be therpid of the newly inserted record21.

We also need to pay attention to the execution order of updatequeries. In this case, we should update

therpid values for existing records first, and then insert the new record 21.

Case 3.We continue the example in Case 2. Since the B+ tree in our example only allows two

records in a leaf node, we need to split the leaf node into two leaf nodes. Figure 4.9(d) shows the partial

B+ tree structure after the leaf node is split. In the figure, the gray and dark parts of authentication data

need to be updated correctly, and we do not need to update the authentication data within the dash circle

since nothing is changed in that part. We observe from this case that even if a node is split or even if the

node split is propagated to parent nodes, it does not necessarily mean that we need to update therpid

values of authentication records that are in the right of theinserted new record.

For the above all cases, the update and insert queries are executed within one transaction like how

we handle updating a record. Thus, the consistency between data and authentication data is guaranteed

by the ACID properties of existing DBMSs. The following shows the generated update and insert SQL

statements based on the example used for the above cases.

------------------------------------------------------------------------------------

-- update queries for authentication data for inserting 22

------------------------------------------------------------------------------------

update [dbo].[data] set [ripd]=17,[hash]=’WFL32gcL49vgu3FGTnrGjA==’ where [id]=22;

update [dbo].[data_auth1] set [hash]=’y6Mg6yFJgy7xtMC+XOlV4w==’ where [ripd]=4;

update [dbo].[data_auth2] set [hash]=’5aKaSct3okrKJoQ+U6teOA==’ where [ripd]=1;

------------------------------------------------------------------------------------

-- update queries for authentication data for inserting 21

------------------------------------------------------------------------------------

-- update ripd

update [dbo].[data] set [ripd]=[ripd]+1 where [ripd]>=17 and [ripd]<=18;

-- update the hash for newly inserted record

update [dbo].[data] set [ripd]=17,[hash]=’BGbQuR2ngL3CzjR2YvkhZw==’ where [id]=21;

-- update the hash of the node where children is split

update [dbo].[data_auth1] set [hash]=’740mHexVWcUeeKVL40yCgw==’ where [ripd]=4;

-- update ripd since a new node is inserted into the MBT because of node split

update [dbo].[data_auth1] set [ripd]=[ripd]+1 where [ripd]>=5 and [ripd]<=7;
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-- update ripd for child nodes

update [dbo].[data] set [ripd]=[ripd]+4 where [ripd]>=20 and [ripd]<=31;

-- insert a new authentication record for the newly created node because of node split

insert into [dbo].[data_auth1] ([id],[ripd],[hash]) values(21,5,’T3AiQkvu3n8YM0NSWPO9OA==’);

-- update ripd for children of newly created node because of node split

update [dbo].[data] set [ripd]=[ripd]+3 where [ripd]>=17 and [ripd]<=19;

-- update the hash of the pointer with ripd 1

update [dbo].[data_auth2] set [hash]=’FjYV6cRitM2vwfsRPjX8lQ==’ where [ripd]=1;

Based on our discuss so far, one important step for integrityprotection is to rewrite user queries by

adding additional queries to retrieve authentication dataor update authentication data depending on user

queries. The rewrite process forselectis relatively easier than that forupdate, insert or delete, and it

is especially complicated forinsert anddelete. To generate the SQL statements for authentication data

whenupdate, insert or deletehappens, we need to handle different events from the MBT, forexample

node update, key insert, key delete, root split, etc. One trick part is that we treat an internal node split

as a new key insert in its parent node. In the work, we only discuss one of the most important parts for

insert, which is the process to handle key insert event in a MBT. Algorithm 3 shows the pseudo-code to

explain the general process to handle key insert event, which calls a sub-process described in Algorithm

4.

Batch Insert and Optimization

We observe the fact from single record insert that a data owner is able to compute the new root hash based

on a PT-VO. Based on this observation, we can insert multipledata records and update authentication

data records in one database transaction to maximize the performance of batch insert and maintain the

consistency between data records and authentication data records.

As we can see from the discussion above, it is much more complicated to handle insertions than to

handle updates when we need to provide integrity protection. First, it may generate more SQL statements

compared with the update case. Second, it may not only updatehash values of authentication records,

but also update therpid values of authentication records. Third, regarding computation cost, it may need

to update much more authentication data records compared with the update case. Although it is more

complicated than the update case, there are still redundantSQL statements that can be merged.

The process to merge SQL statements forinsert is a little bit more complicated than that forup-

datesince the SQL statements may update therpid values of authentication records. To merge SQL

statements generated for insertions, we proceed theMergeUpdateprocess table by table like what we

do for update, where all SQL statements are strictly orderedby the generation time. One major differ-

69



Algorithm 3 HandleKeyInsertEvent(n, smn, ln, k, ip, h)

Require: n - node,smn - start rpid of node,l - node level,k - key, ip - inserted position,h - hash
1: if n is leaf nodethen
2: if ip < (n.numOfKeys− 1) then
3: sm = smn + ip {sm - start rpid}
4: em = smn + n.numOfKeys− 1 {em - end rpid}
5: mc = 1 {mc - rpid change}
6: updaterpid by addingmc from sm to em
7: end if
8: updaterpid and hash for the inserted data record
9: else

10: if ip < n.numOfKeys then
11: sm = smn + ip
12: em = smn + rb − 1
13: mc = 1
14: for i = l → maxLevel do
15: updaterpid by addingmc from sm to em
16:

17: sm = sm ∗ rb
18: em ∗ rb + rb − 1
19: mc = mc ∗ rb
20: end for
21: end if
22: InsertAuthenticationRecord(n, smn, l, k, ip, h)
23: end if

Algorithm 4 InsertAuthenticationRecord(n, smn, l, k, ip, h)

Require: n - node,smn - start rpid of node,l - node level,k - key, ip - inserted position,h - hash
1: insert a new authentication record withk, smn + ip andh
2: sm← new child node start rpid
3: em← new child node max rpid
4: mc← initial rpid change
5:

6: for i = l + 1→ maxLevel do
7: updaterpid by addingmc from sm to em
8:

9: sm = sm ∗ rb
10: em ∗ rb + rb − 1
11: mc = mc ∗ rb
12: end for
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ence is that we should not run theMergeUpdateprocess across all SQL statements for a table. Instead,

we should start from the first update statement, find a set of continuous SQL statements that update the

hash values of authentication records, apply theMergeUpdateprocess to the set of statements just found,

and continue this process until all SQL statements have beenscanned. In this way, we can reduce the

number of SQL statements while correctly updating authentication data without breaking the integrity

protection.

4.4.4 Delete

Deleting a record is also complicated like inserting a record. When a record is deleted in a B+ tree,

some nodes may need to be merged together, where we may need toupdate therpid values of some

authentication records depending on specific cases. Due to the similarity between the processes to handle

deletion and insertion, we do not elaborate details in the work.

Here we would like to discuss an alternate solution, which could make the deletion process simpler

and more efficient. In this solution, when a data record is deleted, we also delete the authentication

data record, but we do not merge leaf nodes even if there are norecords in leaf nodes. In this case,

there will be no merge and merge propagation on the Merkle B-tree structure during the deletion of a

record. However, data owners may need to run a background process like clean-up or garbage collection

to reconstruct the Merkle B-tree so that the height of the MBTcan be reduced after a lot of deletions

happen.

4.5 Experimental Evaluation

System Implementation.We have implemented the Merkle B-tree and the query rewrite algorithms

for clients, which is the core of generating select, update and insert SQL statements to operate authen-

tication data. We also built a tool to create authenticationtables and generate authentication data based

on a data table in a database. Data owners can run this tool on all data tables in a database before out-

sourcing the database to a DSP. Once the authentication datais created for the database, they can upload

the database to the DSP. Besides, we have implemented all four different ways -MultiJoin, SingleJoin,

ZeroJoinandRangeConditionto retrieve authentication data for performance overhead evaluation. Our

implementation is based on .NET and SQL Server 2008. In addition, we implemented two XML-based

schemes: OPEN-XML and DT-XML, which utilize built-in XML functionality of SQL Server, for ef-

ficiency analysis and comparison. In both OPEN-XML and DT-XML schemes, we use a hierarchical

XML structure to represent the authentication data of a Merkle B-tree and store the XML string into a

database. The OPEN-XML scheme uses OPENXML function provided in SQL Server to retrieve VO

data from the XML string, and the DT-XML uses XPath and nodes() methods to retrieve VO data from

an indexed XML data field, where the XML string is stored.
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Experiment Setup.We use a synthetic database that consists of one table with100, 000 records.

Each record contains multiple columns, a primary keyid, and is about1KB long. For simplicity, we

assume that an authenticated index is built onid column. We upload the database with authentication

data to a third-party cloud service provider, which deploysthe SQL Server 2008 R2 as a database

service, and run experiments from a client through a home network with 30Mbps download and4Mbps

upload. To evaluate the performance overhead of integrity verification and the efficiency of the proposed

mechanisms, we design a set of experiments using the synthetic database. We use MD5 [9] to generate

hashes.

Baseline

Height of MBT. Figure 4.10 shows the height of a MBT for different fanouts, which is built on100, 000

data records. The height is computed based on the fact that weinsert the corresponding authentication

data records of those data records into a MBT with a certain fanout one by one. It is clear that as

the fanout of a MBT increases, the height of the MBT decreases, which means that the number of

authentication tables that need to be created decreases since we create an authentication table for each

level in a MBT. We can also see that sometimes the height may not change when the fanout changes,

for example from32 to 64.
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Figure 4.10: Height vs Fanout.

VO Size.Figure 4.11 shows how the VO size changes as the fanout of a MBTchanges forUnique

SelectandRange Select. The results clearly show that as the fanout increases, the VO size increases,

and the VO size ofRange Selectis almost twice of that ofUnique Selectsince the VO ofRange Select

includes the VO of two boundaries of the range. Note that forRange Select, its VO size almost stays

same no matter how many records are returned in aRange Selectsince its VO only include the VO of
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Figure 4.11: VO Size vs Fanout.
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Figure 4.12: VO Retrieval Time.

VO Retrieval. Figure 4.12 shows the time to retrieve a VO for our scheme using RangeCondition

and two XML-based schemes when the number of rows in the data set changes. As can be seen from the

figure, when the data size is small, three schemes show a similar time to retrieve the VO. However, as

the data size increases, two XML-based schemes show linear increases in terms of the VO retrieval time.

When the data size goes up to200, 000 records, the XML-based schemes take more than15 seconds to

retrieve a VO for one single record. In this case, our scheme is about100 times faster than two XML-

based schemes. The result indicates that a well-design scheme could be much more efficient than a

73



scheme using built-in XML functionality in DBMSs.
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Figure 4.13: Unique Select Overhead.

Data Operations

Unique Select.We conduct experiments to see how different fanouts of a MBT and different methods

of retrieving VO could affect the performance ofUnique Selectqueries, where we vary the fanout of

a MBT and compare the performance overhead caused by different VO retrieval methods, shown in

Figure 4.13 The results show that the overhead of SingleJoinand ZeroJoin is much higher than that of

RangeCondition. When the fanout is32, the overhead of SingJoin or ZeroJoin is about50%, but the

overhead of RangeCondition is4.6%. The communication cost for the three different methods is almost

same, and the major performance difference is caused by the computation cost in the server side. As we

can see from this figure, when the fanout increases from4 to 32, the overhead of both SingleJoin and

ZeroJoin drops, and when the fanout is larger than32, their overhead increases. It is because in general

the VO size increases and the number of queries to be executedto retrieve authentication data decreases

as the fanout increases, and when the fanout is less than32 the computation cost dominates the overhead

and when the fanout is larger than32 the communication cost dominates the overhead. Note that wedo

not show the overhead caused by MultiJoin since its performance is tens of times worse than that of

other methods, which is caused by the large amount of VO data generated. Based on current experiment

environment, the32 fantout shows a better performance compared with other fanouts. In the following

experiments we use32 as the default fanout if we do not specify the fanout.

Range Select.We also run experiments to explore how the overhead changes when the number

of records retrieved increases. Figure 4.14 shows the response time of retrieving different number of

records in range queries, where NoVeri denotes range queries without integrity verification support,
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Figure 4.14: Range Select Response Time.

ZeroJoin and RangeCondition denote rang queries with integrity verification but using VO retrieval

method ZeroJoin and RangeCondition respectively. The results show two points: 1) the RangeCondition

is much better than ZeroJoin when the number of rows to be retrieved is small, which is because the

computation cost dominates the overhead caused by different VO retrieval methods; 2) once the number

of records to be retrieved is larger than a certain number, the response time of all three is almost same. In

our algorithm, the overhead caused by different VO retrieval methods does not change as the number of

retrieved records increases. Thus, as the number of retrieved records increases, the overhead percentage

becomes smaller and smaller. Besides, we also conduct experiments to show how the overhead changes

as the database size increases, where we run range queries toretrieve512 rows from databases with

different number of data records. As shown in Figure 4.15, the overhead is about3% even if the number

of data records goes up to1.6 million.
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Figure 4.16: Direct and Cached Update Overhead Comparison.

1

4

16

64

256

1024

4096

1 4 16 64 256 1024

#
 o

f 
u

p
d

a
te

 s
ta

te
m

en
ts

# of rows

NoVeri D-RC D-RC-MU C-RC C-RC-MU

Figure 4.17: Number of Generated Update Statements.

Update.We evaluate the performance overhead caused by two different update cases - Direct Up-

date and Cached Update, discussed in section 4.4.2. For Direct Update, we first retrieve the data to be

updated and verify its data integrity, and then we generate update queries for both data and authenti-

cation data and send them to the sever for execution. For Cached Update, we assume that the data to

be updated is already cached in the memory, we just need to generate update queries and send them to

the server for execution. Figure 4.16 shows the overhead versus the number of rows to be updated. In

the figure, ‘D’ denotes Direct Update, C denotes Cached Update, “RC” denotes RangeCondition, and

“MU” denotes MergeUpdate, which indicates if a MergeUpdateprocess is used to reduce the number

of SQL statements generated for updating authentication data records. The results show that when we
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directly update only a few records with integrity protection, the overhead could go above100%, but if

we update cached records, the overhead is about2.5%. In this case, the additional round-trip time in

Direct Update dominates the response time of the whole update process. As the number of updated rows

increases, the overhead percentage of Direct Update decreases because the response time is dominated

by the update time in the server side. The major overhead for Cached Update comes from the execu-

tion of update statements to update authentication data in the server side. The results also show that the

performance of C-RC-MU is comparable to the performance of NoVeri without integrity protection, but

without optimization, the overhead of C-RC ranges from3% to 30% shown in the figure.

Figure 4.17 shows the number of update statements to be executed for different cases by varying

the number records to be updated. If no verification is required, then the number of update statements is

equal to the number of records to be updated. Since the heightof the MBT with fanout32 is 4, to update

each row we need to generate4 update statements as discussed in Section 4.4.2, the numberof update

statements generated in RangeCondition is4 times of the number of rows to be updated in this case.

After applying the MergeUpdate process to the set of generated update statements, this number could

become much closer to the number of records to be updated shown in the figure.
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Figure 4.18: Append and Insert Overhead Comparison.

Append and Insert. We run two different experiments to evaluate the performance of insert with

integrity protection. In both experiments, we create an empty table and insert different number of records

into the table. In the first experiment called Append, we append each record at the end of the table while

in the second experiment called Insert we insert each recordat the beginning of the table. To assure

integrity, they need to generate different set of update statements to update authentication data.

Figure 4.18 compares the overhead for both Append and Insert, where ‘A’ denotes Append that

always inserts data at the end of the table and ‘I’ denotes Insert that always inserts data the beginning
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Figure 4.19: Number of Generated Update Statements.

of the table. First, the results show that the overhead caused by Append is much lower than that caused

by Insert. Second, the optimization of MergeUpdate improves the performance a lot for both Append

and Insert when a large number of records are appended or inserted. Third, as the number of records

increases, the overhead for all cases increases. Based on current results, the A-RC-MU overhead is less

than10% and the I-RC-MU overhead is more than70%. The major performance overhead comes from

the number of update statements to be executed in the server side.

0%

20%

40%

60%

80%

100%

120%

4 8 16 32 64 128 256

o
v

er
h

ea
d

fanout

A-RC A-RC-MU

Figure 4.20: Append Overhead vs Fanout.

To understand more about the overhead caused by different cases, we quantify the number of update

statements generated for each case, shown in Figure 4.19. Aswe can see from the figure, the number

of update statements generated for Insert is much larger than that for Append, and the MergeUpdate
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process does remove unnecessary update statements to a great extent, which improve the performance a

lot.
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Figure 4.21: Number of Generated Update Statements vs Fanout.

Append with Different Fanouts. We also conduct experiments to understand how fanout could

affect the performance of adding new records, where we append 1K rows into an empty table and gener-

ate authentication data using different fanouts ranging from4 to 256. And we compare the performance

overhead for A-RC and A-RC-MU in this experiment. Figure 4.20 shows how the overhead changes as

the fanout changes. The results show that the overhead for both A-RC and A-RC-MU decreases con-

sistently as the fanout increases. It is because the number of update statements decreases as the fanout

increases, which is shown in Figure 4.21. In this sense, to improve the performance for Append or In-

sert, one simple way is to increase the fanout of the MBT. Actually, it is also true for Cached Update.

Although we can improve the write performance by increasingthe fanout of a MBT, it may downgrade

the read performance as shown in Figure 4.13.

Summary

Overall, our scheme imposes a small overhead forSelect, UpdateandAppendand a reasonable overhead

for InsertandDelete, which also depends on the fanout chosen for a MBT. Based on our experimental

environment, the32 fanout shows a good performance overall. However, the selection of fanout relies

on several factors such as the access pattern of data in the table since the read and write may require

different fanouts for their best performance, the number ofrecords in a table, the size of a typical record,

network bandwidth, client and server computation capability, etc. As we can see from our experimental

results, the major overhead caused by our scheme comes from the computation cost of executing the
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additional number of SQL statements in the server side, which either tries to retrieve authentication data

or update authentication data. The communication cost can be amortized when a large number of records

are retrieved, updated, inserted or deleted. We do not present the performance overhead for Delete since

the Delete process is similar to the Insert process.
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Figure 4.22: Unique Select Overhead in Campus Network.

0%

10%

20%

30%

40%

50%

60%

70%

80%

1 4 16 64 256 1024

o
v

er
h

ea
d

# of rows

D-RC D-RC-MU C-RC C-RC-MU

Figure 4.23: Direct and Cached Update Overhead Comparison in Campus Network.

Note that we also run some experiments in a campus network to see how the performance of our

scheme changes in a different network environment. As can beseen from Figure 4.22 and 4.23, our

scheme achieves a similar performance, and also the performance overhead of our scheme in the campus

80



network show a similar trend compared with that in the home network.

81



Chapter 5

Related Work

Previous work that is related to the research in the report isdivided into two parts based on the two work

we have done. We summarize the related work for each work in the following respectively.

5.1 MapReduce and Service Integrity

MapReduce recently has received a great amount of attentionfor its simple model and parallel computa-

tion capability for data intensive computation in different application and research areas. Chu et al. [21]

applied MapReduce to the multicore computation for machinelearning. Ekanayake et al. [28] applied

MapReduce technique for two scientific analyses, High Energy Physics data analyses and Kmeans clus-

tering. Mackey et al. [41] utilized MapReduce for High End Computing applications. Most of them

focus on how to utilize MapReduce to solve issues or problemsin specific application domains. Few

work pays attention to the service integrity protection in MapReduce. SecureMR provides a set of prac-

tical security mechanisms to ensure MapReduce data processing service integrity.

Service integrity issues addressed in this work also share similarity with the problem addressed

in [26,27,31–33,54,68]. Du et al. [27] used sampling techniques to achieve efficient and viable uncheat-

able grid computing. Zhao et al. [68] proposed a scheme called Quiz to combat collusion for result ver-

ification. Sarmenta et al. [54] introduced majority voting,and spot-checking techniques, and presented

credibility-based fault tolerance. Although several existing techniques have been proposed to address

the service integrity issues in different application areas [10,27,59], the integrity assurance for MapRe-

duce data processing service presents its unique challenges like massive data processing and multi-party

distributed computation. SecureMR adopts a new decentralized replication-based integrity verification

scheme to address these new challenges, which fully utilizes the existing architecture of MapReduce.

Regarding system security, Srivatsa and Liu proposed a suite of security guards and a resilient net-

work design to secure content-based publish-subscribe systems [56]. PeerReview [38] system ensures

that Byzantine faults observed by a correct node are eventually detected and irrefutably linked to a faulty
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node in a distributed messaging system. Swamynathan et. al.proposed a scheme to improve the accu-

racy of reputation systems using a statistical metric to measure the reliability of a peer’s reputation [58].

Different from previous works, SecureMR is based on a trustworthy master and leverages natural re-

dundancy of map and reduce services and existing MapReduce data processing mechanisms to perform

comprehensive consistency verification.

5.2 BigTable and Data Integrity

As a large scale distributed data storage, BigTable recently has received a great amount of attention

from both industries and academia for its efficiency and reliability. Several open-source, distributed data

storages have been implemented modelled after BigTable, for example HBase [7], Cassandra [3], and

Hypertable [8], which are widely used for both academia research and commercial companies. Carstoiu

et al. [18] focused on the performance evaluation of HBase. You et al. [66] proposed a solution called

HDW, based on Google’s BigTable, to build and manage a large scale distributed data warehouse for

high performance OLAP analysis. Few work pays attention to the data integrity issue of BigTable in a

public cloud. Although Ko et al. [57] mentioned the integrity issues of BigTable in a hybrid cloud, no

further discussion on a practical solution was elaborated.

Data integrity issues have been studied for years in the fieldof outsourcing database [23,34,36,48,

52, 63]. Different authenticated data structures have beenproposed to address the integrity issues, for

example skip list [52], signature aggregation [46], and Merkle B+ tree [23,40] , etc. Different from tradi-

tional database, BigTable is a distributed data storage system involving multi-entity communication and

computation, which presents challenges to directly adopt any of existing authenticated data structure.

Besides, Xie et al. [63] proposed a probabilistic approach by inserting a small amount of fake records

into outsourced database so that the integrity of the systemcan be effectively audited by analyzing the

inserted records in the query results. Yang et al. [65] discussed different approaches to address some

join queries for outsourced database, which is not a case in BigTable. Xie et al. [64] analyzed the

different approaches to provide freshness guarantee over different integrity protection schemes, which

is complimentary to our work for BigTable.

Additionally, Zhou et al. [62] discussed the data integrityverification in the cloud, and proposed

an appoach called partitioned MHT (P-MHT) that may be applied to data partitions. But it may not be

scalable since when an update happens to one data partition,the update has to be propagated across all

data partitions to update the P-MHT, which is not desirable and renders it as an impractical solution for

BigTable. To the best of our knowledge, iBigTable is the firstwork to propose a practical solution to

address the unique challenges and ensure the data integrityfor running BigTable in a public cloud.
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5.3 Outsourced Database Integrity

Extensive research efforts have focused on security issuesof database outsourcing. Hakan et. al. [37]

focuses on addressing privacy issues for database outsourcing. It explores the efficiency of different

schemes using both hardware and software encryption. A later work from Hakan et. al. [36] explores

techniques to execute SQL queries over encrypted data so that the data privacy could be protected even

from the DSPs. Both work does not consider the problem of dataintegrity. Different from those work,

we focus on ensuring data integrity for outsourced databases.

Researchers have investigated on data integrity issues foryears in the area of database outsourc-

ing [24, 35, 40, 45, 48, 49, 55, 63, 64]. Mykletun et. al. [45] analyzed several signature methods for data

authentication. Although they brought forth the completeness problem, they did not propose a design

to solve the problem. Some work [24, 48] studied the problem of verifying the completeness aspect of

data integrity. Pang et. al. [48] proposed a signature aggregation based scheme that enables a user to

verify the completeness of a query result by assuming an order of the records according to one attribute.

Devanbu et. al. [24] uses Merkle hash tree based methods to verify the completeness of query results.

But they do not consider the freshness aspect of data integrity.

Moreover, Sion [55] proposed a scheme for query execution assurance over outsourced databases by

providing query execution proofs that show queries were actually executed. It can handle arbitrary types

of queries with a reasonable overhead, but it only focuses onread-only queries. Xie et al. [63] proposed

a probabilistic approach by inserting a small amount of fakerecords into outsourced databases so that

integrity can be effectively audited by analyzing the inserted records in the query results. Unfortunately

this approach only protects integrity probabilistically.

Li et. al. [40] first brought forward the freshness issue as anaspect of data integrity. It verifies if

data updates are correctly executed by DSPs so that queries will be executed over the up-to-date data

instead of old data. Based on Merkle hash tree, Li et. al. proposed a scheme by generating a time-

stamped signature for the root node of the tree, which is inspired by the work on certificate validation

and revocation [42]. Xie et al. [64] analyzed different approaches to ensuring query freshness. The

aggregated signature based approaches [46, 48] require to modify signatures of all the records, which

renders it impractical considering the number of signatures.

Besides, Miklau et. al. [43] designed a scheme based on interval tree to achieve guarantees of in-

tegrity when interacting with a vulnerable or untrusted database server. However, several disadvantages

are mentioned in the work [25], which dealt with a similar issue based on authenticated skip list [34].

That work does not well explain how authentication data is retrieved completely. It claims that only one

query is required for integrity verification while it also mentions that multiple queries are necessary to

retrieve all authentication data, which is confusing. In addition, how the completeness is handled based

on their scheme is not clear, and experiments seem limited. Following this one, Palazzi et. al. [47] pro-

posed approaches to support range queries based on multipleattributes, which is complementary to our
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work.

Compared with previous work, our scheme is able to provide integrity assurance for database out-

sourcing, including all three aspects: correctness, completeness and freshness. More importantly, one

significant advantage of our scheme over existing approaches is that existing approaches need to modify

the implementation of DBMSs in order to maintain an appropriate authenticated data structure and gen-

erate VOs. Such requirement often renders these approachesimpractical to be deployed in real-world

applications [63]. Our work provides a strong query integrity guarantee (instead of probabilistic guar-

antee [63]) without requiring DBMSs to perform any special function beyond query processing.
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Chapter 6

Future Work

Big data processing has become increasingly important. As acomplete big data processing system, it

relies on not only scalable storage system to store large data sets, but also powerful data processing

system to analyze large data sets. Deploying it over open cloud is a cost effective and practical solution

for small companies and researchers who lack capabilities to obtain their own powerful clusters. In open

cloud, storage and computation resources may be contributed by participants from different domains.

Large scale clusters can be formed dynamically to process large amount of data in open cloud. Our goal

is to deploy a complete big data processing system with practical integrity assurance over open cloud.

In the following, we elaborate new issues for the whole system, and also discuss the approaches and

challenges of addressing the issues.

6.1 Introduction

Big data processing has become more and more important for business companies and academic re-

searchers. It not only relies on scalable storage system to store large data sets, but also requires powerful

data processing system to analyze large data sets. Such large scale systems are usually deployed in

large clusters with hundreds or thousands of machines, which is impractical for small companies and

researchers since it is prohibitively expensive to deploy and maintain such large scale systems on their

own. Cloud computing emerges as a promising and cost-effective computing platform. We envision that

an open cloud could be dynamically formed by numerous of participants from all over the world. They

contribute and share their storage and computation resources with others in the cloud. Deploying such

systems over open cloud is a cost-effective and practical solution for small companies and researchers

who are not able to build their own large clusters.

In open cloud, as participants may come from different domains, they may not always trust each oth-

ers. Moreover, malicious participants who may want to save storage and computation resources discard

data or return result without actually doing their job. Thus, before we can safely deploy such systems
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over open cloud and make the best use of them, several security issues need to be addressed, including

confidentiality, integrity and availability, without sacrificing scalability provided by existing systems.

We focus ourselves on the discussion of providing practicalintegrity assurance for a complete big data

processing system including both scalable storage system and data processing system.

On one hand, as a practical service integrity assurance framework for MapReduce, SecureMR not

only ensures MapReduce service integrity as well as to prevent replay and Denial of Service (DoS) at-

tacks, but also preserves the simplicity, applicability and scalability of MapReduce. To achieve scalabil-

ity, it designs a decentralized replication-based integrity verification scheme for ensuring the integrity of

MapReduce in open systems. The scheme decentralizes the integrity verification process among differ-

ent distributed computing nodes who participate in the MapReduce computation. However, SecureMR

only provides the integrity assurance of data processing.

On the other hand, iBigTalbe, an enhancement to BigTable with the addition of scalable data in-

tegrity assurance while preserving its simplicity and query execution efficiency in the cloud. To be

scalable, iBigTable decentralizes integrity verificationprocesses among different distributed nodes that

participate in data query execution. It also designs efficient schemes to merge and split authenticated

structures among multiple nodes. iBigTable tries to utilize the unique properties of BigTable to reduce

the cost of integrity verification and preserve its interfaces to applications as much as possible. However,

iBigTalbe only focuses on the data integrity.

In future, we plan to design new protocols and simplify technique development to provide practical

integrity assurance for a complete big data processing system over open cloud. Although SecureMR

and iBigtable provide integrity assurance for data processing and data storage respectively, it is not

straightforward to build a complete data processing systemwhile providing integrity assurance based

on SecureMR and iBigTable. Several issues and challenges need to be addressed, which are described

in the following. And also approaches proposed in SecureMR and iBigTable require modifying existing

systems, which may not be desirable since it introduces extra deployment cost and also hampers the

adoption of our approaches.

6.2 Problem Summary

In this section, we illustrate the issues of providing practical integrity assurance for a complete data

processing system based on SecureMR and iBigTable.

Firstly, iBigTable provides practical data integrity for BigTable in public cloud. It assumes that the

cloud provider deploys iBigTable and exposes it as a servicefor the public. The public can verify the

correctness, completeness and freshness of data retrievedfrom the cloud provider through iBigTable

service. Any integrity violation must be detected by clients. Once the violation is detected, clients is

convinced that there is something wrong with the cloud provider. The violation may be caused by the

malicious version of iBigTable installed in the cloud, by anattacker, due to data corruption because of
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machine crash, or tampered by the cloud provider intentionally. iBigTable does not try to identify why

it happens in the cloud. In general, we believe that something is wrong with the cloud provider since all

nodes of iBigTable in the public cloud are from the same domain.

However, in open cloud we target, parties may come from different domains and form a cluster

dynamically to provide a BigTable service for clients. In such an environment, it is very important to

identify who behaves maliciously if any integrity violation is detected so that the malicious party will

be punished in a way, for example being fined or being kicked out. It also helps good contributors build

their reputation in open cloud, and bad contributors are punished. Thus, one property we aim to achieve

is non-repudiation. With this property, any malicious behavior of any participant can be identified and

proved by evidence from other participants.

Furthermore, iBigTable assumes that the master (or data owner) is the only party who makes updates

to the data stored in BigTable because the master is the only party who can generate signature for new

updates, which guarantees the data integrity. But it is not scalable to require the master to write all data

to iBigTable. And also it may avoid the benefits of the parallel processing model. It is necessary to

delegate the write permission to multiple parties. However, malicious parties may write garbage data to

iBigTable on behalf of the master. The issue is how we can authorize other parties to make updates to

the data stored in iBigTable while providing data integrityassurance.

Additionally, iBigTable requires to modify exiting implementation of BigTable to enable the gen-

eration of authentication data for integrity verification.It has at least two major disadvantages. First,

existing service providers may not be willing to update their existing services to provide integrity pro-

tection since it requires a lot of work to make it work. Second, even if they adopt iBigTable solution, it

could be a problem to keep the BigTable service up to date. Either, each service provider will extend the

integrity protection for each version of BigTable or the creators of iBigTable need to upgrade iBigTable

based on BigTable implementation. Both of them will hamper the adoption of iBigTable.

Secondly, SecureMR provides a practical service integrityassurance framework for MapReduce, but

it focuses on providing integrity assurance for data computation process. It assumes that DFS provides

integrity assurance for the input of MapReduce, which can beprovided by iBigTable easily. However,

when reducers write data to DFS, it is unclear how to make surethat reducers correctly write data to DFS

without maliciously altering data. As mentioned in SecureMR, an additional phaseVerify is introduced

into the MapReduce data processing. The verifiers can help the master complete the verification protocol

in theVerifyphase to have a certain guarantee that reducers do their tasks correctly. Even if verifiers are

supposed to write data to DFS instead of reducers, it exposesthe same vulnerability as we ask reducers

to write data to DFS since verifiers are not trusted and can behave maliciously.

Moreover, the additionalVerifyphase introduce additional data processing delay, which downgrades

the performance of MapReduce. It is good to remove theVerify phase and boost the performance of

MapReduce. However, it is unclear how to complete the verification protocol against reducers without

introducing verifiers in SecureMR. Another alternative described in SecureMR is to ask MapReduce
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user applications to complete the verification protocol after their jobs are done. But this alternative

does not fit for applications requiring a real-time data integrity verification since it is time-consuming

to complete the verification protocol against all reducers by a single user application itself. It is also

unknown how to provide a scalable real-time data integrity protection without adding additionalVerify

phase.

6.3 Approaches and Challenges

In this section, we discuss possible ideas, approaches and challenges for the above issues, respectively.

First, like non-repudiation guaranteed in SecureMR it is necessary to guarantee the non-repudiation

property for the whole system so that we can identify who doessomething bad when inconsistency is

detected. It is especially important to resolve disputes inopen systems since parties come from different

domains and are not always trusted each other. A common way toachieve non-repudiation is to deploy

Public Key Infrastructure (PKI), ask each party to sign their messages using private key and encrypt

them using other’s public key before they are sent, request acknowledgement from receiver, and record

all communications in their local side so that any dispute can be resolved by replaying communication

logs, which also provide evidence for any malicious behavior. We face a few challenges and issues for

this solution: 1) PKI may not be available in open cloud, sucha dynamic environment; 2) it may be not

efficient to use public key to encrypt messages for their communications; 3) it is not practical to keep

logs all the time to achieve non-repudiation.

One alternative to PKI is to ask the master to generate public/private key pairs for each party got

involved in the system. To speed up the communication, the master can generate secret keys for the

encryption and decryption of messages during the communications, but they still need to use private

key to sign their message for non-repudiation. To discard logs at certain time, we may adopt techniques

similar to checkpoint in the database or session management. In this way, logs before a checkpoint or

after session ends can be discarded without influencing the integrity violation detection and malicious

behavior identification. To resolve those issues, specific protocols and designs need to be further inves-

tigated, for example how we setup keys for other parties, when we create a checkpoint for the system,

and how a session starts and ends.

Second, it is necessary to delegate the write permission to other parties so that the master will

not be overloaded by a lot of updates to BigTable and become a bottleneck of the system. To resolve

this issue, we may design a Kerberos-like authentication protocol to authorize other parties to update

data on behalf of the master by issuing a ticket, which implies the write permission authorization. In

Kerberos authentication protocol, the Key Distribution Center (KDC) does not need to communicate

with service providers, but different from Kerberos the master may need to talk to both reducers and

tablet servers, and to achieve non-repudiation the public/private keys and session keys are used for

communication instead of only relying on session key. Although the general idea or protocol may be
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similar to Kerberos, the extension and revision of the protocol seem inevitable to address this issue

efficiently. Once multiple writers are allowed, the synchronization of multiple writes to the same tablet

need to be carefully examined so that the authenticated datastructure can be correctly updated.

Third, our third work presents a practical solution to provide integrity protection without modifying

DBMSs. Based on ideas in this work, it is possible to design a similar scheme to resolve this issue for

BigTable-like distributed storage systems, which only support a limited query interface. With such a

distributed storage system, it may be easy to distribute authentication data across nodes in the system,

which is not like a centralized DBMS. However, due to the limited query interface, for example HBase

only supports forward scan, but not backward scan, it could be hard to design an efficient way to find two

boundaries for a range query. One possible approach is to build a chain based on data keys. Although

it may help find the boundaries for a range, it also introducesredundancies. Since nodes are distributed

and updates may go to different nodes, data consistence willbe another big concern and it is a challenge

to maintain data consistence in this case. And also it may be impossible to fulfill an operation with

integrity protection within one transaction or round-trip, which usually can be done in DBMS.

Fourth, instead of requiring a set of verifiers, user applications or the master, the verification protocol

needs to be revised in the lastReducephase so that it can be fulfilled by existing parties involvedin the

data processing without overloading a single party in the system. Since the data will be written into

tablet servers in BigTable, tablet servers can be a perfect candidate to help the master complete the

verification protocol against reducers so that the malicious behavior of reducers can be detected, for

example tampering the final result. But it is vulnerable to attacks from tablet servers, for example even

if tablet servers receive correct data from reducers, they can store whatever data they want because there

is no way for the master to check. This is because the verification protocol only provides a way for tablet

servers in BigTable to verify the integrity of data written by reducers, but does not provide a way for

the master to check if data is correctly written into BigTable. One naive way to help the master check

that is to ask reducers who performance duplicated tasks to read data from BigTable and generate the

hash again to make sure the data is correctly stored in BigTable. But it is vulnerable to the collusion

attack conducted by reducers and tablet servers. To countersuch attacks, one promising approach is to

further change the commitment protocol to ask tablet servers to make commitments to the master beside

reducers.

In short, to address the issues and challenges, we plan to extend and revise existing protocols and

mechanisms in SecureMR, iBigTable and IAODB so that it can besafely and easily deployed over open

cloud. Specific consideration need to be taken for other security and performance concerns.
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Chapter 7

Conclusion

This thesis includes three works building security mechanisms and designing novel schemes to provide

integrity assurance for big data processing deployed over open cloud.

In the first work, we have presented SecureMR, a practical service integrity assurance framework

for MapReduce. We have implemented a scalable decentralized replication-based verification scheme

to protect the integrity of MapReduce data processing service. To the best of our knowledge, our work

makes the first attempt to address this problem. Based on Hadoop [6], we have implemented a proto-

type of SecureMR, proved its security properties, evaluated the performance impact resulted from the

proposed scheme, and tested it on a real distributed computing system with hundreds of hosts connected

through campus networks. Our initial experimental resultsshow that the proposed scheme can ensure

data processing service integrity while imposing low performance overhead.

In the second work, we have presented iBigTable, which enhances BigTable with scalable data

integrity assurance while preserving its simplicity and query execution efficiency in public cloud. We

have explored the practicality of different authenticateddata structure designs for BigTable, designed a

scalable and distributed integrity verification scheme, implemented a prototype of iBigTable based on

HBase [7], evaluated the performance impact resulted from the proposed scheme, and tested it across

multiple hosts deployed in our university cloud. Our initial experimental results show that the proposed

scheme can ensure data integrity while imposing reasonableperformance overhead.

In the third work, we have presented an efficient and practical scheme based on Merkle B-tree,

which provides integrity assurance without modifying the implementation of existing DBMSs. We have

proposed a novel approach called Radix-Path Identifier, which makes it possible to serializes a Merkle B-

tree into a database while enabling highly efficient authentication data retrieval for integrity verification.

And also we have explored the efficiency of different methodssuch as MultiJoin, SingleJoin, ZeroJoin

and RangeCondition, to retrieve authentication data from aserialized MBT stored in a database. We have

implemented a proof-of-concept prototype and conducted extensive experimental evaluation. Our initial

experimental results show that our scheme imposes a small overhead forSelect, UpdateandAppendand
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a reasonable overhead forInsertandDelete.
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