ABSTRACT

WEI, WEI. Practical Integrity Assurance for Big Data Pragsiag Deployed over Open Cloud. (Under
the direction of Ting Yu.)

The amount of data has been exploding in the world. The chiyadfiprocessing large data sets, so-
called big data, is becoming a key basis of competition, tpideing new waves of productivity growth,
research innovation, preventing diseases, and combaimg.cBig data requires exceptional technolo-
gies to efficiently process large amount of data within aaorable time, which include distributed
parallel data processing, distributed file systems, claurdputing platforms, and scalable storage sys-
tems. Deploying these technologies over open cloud is aaffesttive and practical solution to small
businesses and researchers who need to deal with data ingcessks over large amount of data but
often lack capabilities to obtain their own powerful clusteAs parties in open cloud usually comes
from different domains, and are not always trusted, sews@lrity issues arise, including confidential-
ity, integrity and availability, for example how to trangndiata securely through public network, how
to verify the integrity of data received from other partieey to know if a task is performed correctly,
and how to detect malicious behavior during data procesdihg thesis focuses on the discussion of
providing practical integrity assurance while deployihgde techniques over open cloud.

The first work targets at a distributed parallel data prdogssystem - MapReduce. MapReduce
has become increasingly popular as a powerful parallel glaizessing model. To deploy MapReduce
as a data processing service over open systems such agsateitted architecture, cloud computing,
and volunteer computing, we must provide necessary sgaugchanisms to protect the integrity of
MapReduce data processing services. In this work, we pr&sureMR, a practical service integrity
assurance framework for MapReduce. SecureMR consistseo§digurity components, which provide
a set of practical security mechanisms that not only enstapRéduce service integrity as well as to
prevent replay and Denial of Service (DoS) attacks, but ptegerve the simplicity, applicability and
scalability of MapReduce. We have implemented a prototyffgecureMR based on Hadoop, an open
source MapReduce implementation. Our analytical studyeapdrimental results show that SecureMR
can ensure data processing service integrity while imgdsw performance overhead.

The second work targets at a scalable data storage systayialide. BigTable is a distributed stor-
age system that is designed to manage large scale strudatie@deploying BigTable in a public cloud
is an economic storage solution to small businesses anarobses who need to deal with data process-
ing tasks over large amount of data but often lack capadslitd obtain their own powerful clusters. As
one may not always trust the public cloud provider, one irtgdrsecurity issue is to ensure the integrity
of data managed by BigTable running at the cloud. In this wakpresent iBigTable, an enhancement
of BigTable that provides scalable data integrity asswraidée explore the practicality of different au-
thenticated data structures for BigTable, and design af setonirity protocols to efficiently and flexibly



verify the integrity of data returned by BigTable. More innfamtly, iBigTable preserves the simplicity,
applicability and scalability of BigTable, so that exigfiapplications over BigTable can interact with
iBigTable seamlessly with minimum or no change of code (ddp® on the mode of iBigTable). We
implement a prototype of iBigTable based on HBase, an opaerce®igTable implementation. Our ex-
perimental results show that iBigTable imposes reasornadi®rmance overhead while providing high
integrity assurance.

The third work targets at the integrity issue of outsourcathblases. Database outsourcing has be-
come increasingly popular as a cost-effective solutionrtwide database services to clients. Previous
work proposed different approaches to ensure data ingegnie of the most important security concerns
in database outsourcing. However, to the best of our knayeleexisting approaches require modifica-
tion to existing DBMSs, which greatly hampers the adoptibdaiabase outsourcing. In this work, we
focus on the design and implementation of an efficient andtised scheme based on Merkle B-tree,
which provides integrity assurance including correctnessipleteness and freshnegghout requiring
any modification to existing DBMS%Ve design a novel scheme to serialize a Merkle B-tree (MBT)
into a database while enabling highly efficient authenticeatiata retrieval for integrity verification,
which makes it attractive and practical. We create appatpindexes and design efficient algorithms to
accelerate query processing with integrity protection.Bd a proof-of-concept prototype and con-
duct extensive experiments to evaluate the performancenead. The results show that our scheme
imposes a low overhead for queries and a reasonable oveftreapdates while ensuring integrity of
an outsourced database without DBMS modification.
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Chapter 1

Introduction

The amount of data has been exploding in the world. The chiyabi processing large data sets, so-
called big data, is becoming a key basis of competition, tpideing new waves of productivity growth,
research innovation, preventing diseases, and combaimg.cBig data requires exceptional technolo-
gies to efficiently process large amount of data within aarable time, which include distributed
parallel data processing, distributed file systems, claurdputing platforms, and scalable storage sys-
tems. Deploying these technologies over open cloud is aaffesttive and practical solution to small
businesses and researchers who need to deal with data gingcessks over large amount of data but
often lack capabilities to obtain their own powerful clusteAs parties in open systems usually comes
from different domains, and are not always trusted, sews@lrity issues arise, including confidential-
ity, integrity and availability, for example how to trandrdata securely through public network, how to
verify the integrity of data received from other partiesytto know if a task is preformed correctly, and
how to detect malicious behavior during big data processing

Although it presents challenges and difficulties to provilactical integrity assurance
while deploying these techniques over open cloud due tn8ezurity and complexity of
open systems, by carefully examining their designs and@uotg, they bring opportunities
to design effective communication protocols, create nseleémes and simplify technique
deployment to make integrity protection practical whilgldging them over open systems.

This thesis focuses on the discussion of providing praatitagrity assurance while deploying these
techniques over open systems. It includes three works tbpaoviding practical integrity assurance
while deploying these techniques over open systems. Theviiosworks focus on providing practical
integrity assurance for two important big data processaupriiques respectively, one is MapReduce,
a parallel data processing system [22] and the other is Bigjta scalable storage system [20]. Ap-
proaches proposed in the first two works require modifyinigtarg systems, which may not be de-
sirable since it introduces extra deployment cost and asopers the adoption of our approaches. To



resolve this issue, we started to investigate on schemesdharovide integrity assurance without re-
quiring modifying existing systems. The third work is ousfiwork toward addressing this issue, which
designed schemes to address this issue for outsourcedsgasall he scheme proposed in the third work
is promising for addressing this issue for Bigtable [20],chhis one of the future work. We elaborate
details of those works in Chapters 2, 3, and 4. Chapter 5 caraair work with related work. Then, we
discuss possible future work in Chapter 6, and finally caeltihe thesis in Chapter 7. In the following,
we give our motivations of three works respectively.

1.1 SecureMR: A Service Integrity Assurance Framework for
MapReduce

MapReduce is a parallel data processing model, proposedbyl&to simplify parallel data process-
ing on large clusters [22]. Recently, many organizationgeledopted the model of MapReduce, and
developed their own implementations of MapReduce, suchaxglé MapReduce [22] and Yahoo'’s
Hadoop [6], as well as thousands of MapReduce applicatiMoseover, MapReduce has been adopted
by many academic researchers for data processing in diffeesearch areas, such as high end com-
puting [41], data intensive scientific analysis [28], laggale semantic annotation [39] and machine
learning [21].

Current data processing systems using MapReduce are mmaimyng on clusters belonging to a
single administration domain. As open systems, such ascee®riented Architecture (SOA) [15, 29],
Could Computing [1] and Volunteer Computing [10, 16], irasigly emerge as promising platforms
for cross-domain resource and service integration, MapBedeployed over open systems will become
an attractive solution for large-scale cost-effectiveaqabcessing services. As a forerunner in this area,
Amazon deploys MapReduce as a web service using Amazon®&Ekmhpute Cloud (EC2) and Ama-
zon Simple Storage Service (Amazon S3). It provides a puwlaia processing service for researchers,
data analysts, and developers to efficiently and costiafédg process vast amounts of data [2]. How-
ever, in open systems, besides communication securitatthgeich as eavesdropping attacks, replay
attacks, and Denial of Service (DoS) attacks, MapRedu@sfaalata processing service integrity issue
since service providers in open systems may come from diffemdministration domains that are not
always trustworthy.

Several existing techniques such as replication (also krasndouble-check), sampling, and checkpoint-
based verification have been proposed to address serveggiigtissues in different computing envi-
ronments like Peer-to-Peer Systems, Grid Computing, atght@er Computing (e.qg., [26, 27, 31-33,
54, 68]). Replication-based techniques mainly rely on neldunt computation resources to execute du-
plicated individual tasks, and a master (also known as sigme} to verify the consistency of results.
Sampling techniques require indistinguishable test sasnfdlhe checkpoint-based verification focuses



on sequential computations that can be broken into multgstgporal segments.

In this work, we present SecureMR, a practical service nitiegssurance framework for MapRe-
duce. SecureMR provides a decentralized replicationebagtegrity verification scheme for ensuring
the integrity of MapReduce in open systems. Our schemedgesrthe unique properties of the MapRe-
duce system to achieve effective and practical securityeption. First, MapReduce provides natural
redundant computing resources, which is amenable to egjplicbased techniques. Moreover, the par-
allel data processing of MapReduce mitigates the perfocmanfluence of executing duplicated tasks.
However, in contrast to simple monolithic systems, MapRedaften consists of many distributed com-
puting tasks processing massive data sets, which presewtsmallenges to adopt replication-based
techniques. For example, it is impractical to replicatedatributed computing tasks for consistency
verification purposes. Moreover, it is not scalable to penfeentralized consistency verification over
massive result data sets at a single point (e.g., the master)

To address these challenges, our scheme decentralizegeabgty verification process among dif-
ferent distributed computing nodes who participate in trepReduce computation.

1.2 iBigTable: Practical Data Integrity for BigTable in Public Cloud

BigTable [20] is a distributed data storage system desigoadale into the petabyte range across hun-
dreds or even thousands of commodity machines. It has baetaiywised in several products at Google
such as Google Maps, Google Analytics and Gmail. Moreormaggent years many organizations have
adopted the data model of BigTable, and developed their ompieimentations of BigTable such as
HBase [7] and Cassandra [3]. HBase is used to power the messsdrpstructure at Facebook [12], and
also used as a data storage for Hadoop [6] and MapReduce[#4]ilitate large-scale data processing.
Cassandra is used in companies such as Twitter, Cisco arflixNeta reliable and scalable storage
infrastructure.

Running BigTable in a cloud managed by a third party is an ecoa storage solution to small
businesses and researchers who need to deal with datagingcessks over large amount of data but
often lack capabilities to obtain their own powerful clusteHowever, it introduces several security
issues. In particular, if we do not fully trust the cloud pidmr, we have to protect the integrity of one’s
data. Specifically, when we retrieve data from BigTablerdlslould be a way to verify that the returned
data from the cloud are indeed what we want, i.e., no datangweoperly modified by the cloud, and it
has returned exactly the data we request, nothing lessngatiore.

This problem shares a lot of similarities with integrity ction in outsourced databases. Indeed,
many techniques have been proposed in the literature tessldata integrity issues, including correct-
ness, completeness and freshness. Many of these techiigubased on cryptographic authenticated
data structures, which require a database system to be st{B, 40, 48]. Some others are proba-
bilistic approaches, which do not require to modify exigtgystems but may inject some fake data into



outsourced databases [55, 63, 64]. It seems that we carilgiapply existing techniques for database
outsourcing to BigTable in the cloud. However, though the systems share many similarities (e.g.,
they both host data at an untrusted third party, and supadet ktrieval), and the principle ideas of
integrity verification can be applied, the actual design dadloyment of authentication schemes are
significantly different, due to several fundamental défeces between DBMSs and BigTable. In fact,
such differences bring both challenges and opportunitiessure the integrity of BigTable.

For instance, on the one hand, BigTable by design distisbdéda among large number of nodes.
As BigTable horizontally partitions data into tablets asonultiple nodes, it is common to merge or
split the data of multiple nodes from time to time for loadaraling or to accommodate new data. How
to handle authenticated data structures during data ngeayisplitting is not considered in past work
on database outsourcing, as it is commonly assumed thatdataosted by a single database. Also,
because of the distributed nature of BigTable, it is impcatto store authenticated structures for data
residing in different machines into a single node, due tdithéed storage capacity of a single node.
It also brings scalability issues if we adopt a centraliza@grity verification scheme at a single point
(e.g., at atrusted third-party). On the other hand, the maidel of BigTable is significantly simpler than
that of traditional DMBSs. In particular, its query modet (be interface to retrieve data) is extremely
simple. For example, it does not support join and other cemplery operators as in DBMSs. This
may allow us to design much simpler and efficient authergatatructures and protocols to verify data
integrity.

Besides integrity verification and efficiency, another imi@ot consideration is to preserve the inter-
face of BigTable as much as possible so that existing ag@itarunning over BigTable do not need to
be re-implemented or modified significantly. Ideally, it altbonly involve minor change (or no change
at all) at the application to enjoy integrity guarantee frBigTable.

In this work, we present iBigTable, an enhancement to Bitgralith the addition of scalable data
integrity assurance while preserving its simplicity anakiguexecution efficiency in the cloud. To be
scalable, iBigTable decentralizes integrity verificatmocesses among different distributed nodes that
participate in data retrieval. It also includes efficienhesmes to merge and split authenticated data
structures among multiple nodes, which is a must to pregbesecalability and efficiency of BigTable.
iBigTable tries to utilize the unique properties of BigTalb reduce the cost of integrity verification and
preserve its interface to applications as much as posshieh properties include its column oriented
data model, parallel data processing, and its cache mexrhani



1.3 1AODB: Integrity Assurance for Outsourced Databases wihout
DBMS Modification

Database outsourcing has become increasingly popular @st-&ffective solution to provide database
services to clients. In this model,data owner(DO) outsources data to a third-padgtabase service
provider (DSP), which maintains the data in a DBMS and answers qufsdasclientson behalf of the
data owner. However, it introduces one of the most imposantirity concerns, data integrity. Usually,
DSPs are not fully trusted by data owners. Thus, data owreess to protect the integrity of their own
data when outsourcing data to DSPs. Specifically, whentsliezirieve data from a DSP, they should
be able to verify that the returned data is what should bemetufor their requests on behalf of data
owners, i.e., no data is maliciously modified by DSPs and D8fsn all data clients request.

In the field of database outsourcing there are many techsigueposed to address integrity is-
sues, including correctness, completeness and freshfasse techniques usually can be divided into
two categories. Approaches belonging to the first categmbased omuthenticated data structures
(ADSSs) such as Merkle hash tree (MHT) [23, 40, 44] and SigmeafAggregation [40, 46, 48, 50]. Ex-
isting ADS-based approaches require modifying a DBMS sbitlaan generate gerification object
(VO) when executing a query and return the VO along with theaaesult to clients so that clients
can verify the integrity of the query result returned. Suatdification is usually costly and hard to be
deployed in a third-party service provider, which hampées adoption of database outsourcing [63].
The second category uses a probabilistic approach [55483nmBiich injects some fake data into out-
sourced databases. Although the probabilistic approaeb dot require the modification of DBMSs, its
integrity guarantee is significantly weaker than those thaseADSs.

In this work, we explore the feasibility of utilizing apprci@es of the first category to provide in-
tegrity assuranceithout requiring any modification of DBMSs running at thevee side In existing
approaches, DBMSs are modified to be ADS-aware. That is afegnhanced with special modules (as
well as special data structures other than relations) theiemtly manage ADSs and facilitate the gener-
ation of VOs. Unfortunately, as mentioned above, it is ofiard to convince database service providers
to make such modifications to their DBMSs. In fact, up to todayhe best of our knowledge, no ex-
isting cloud database services support integrity checfgigy Thus, for clients who care about query
integrity, it is desirable to have integrity assurance téghes over “vanilla” DBMSs (i.e., without any
special features for integrity). The general approachragitforward: the data owner would have to
store authenticated data structures along with data itioeta and retrieve appropriate integrity verifi-
cation data besides issuing queries. And all these have dmhe through the generic query interface
(usually SQL) of the DBMS. Though the basic idea is simple,¢hallenge is to make it practical: we
need to design appropriate schemes to convert ADSs intitoredaand form efficient queries to retrieve
and update authentication information, without imposiigmi§icant overhead.

In this work, we present an efficient and practical schemedas Merkle B-tree, which provides



integrity assurance without requiring special suppomnfidatabase service providers. Our scheme seri-
alizes a Merkle B-tree based ADS into relations in a way, whbe data in the ADS can be retrieved
and updated directly and efficiently using existing funaéility provided by DBMSs, that is, SQL state-
ments.

Many modern relational databases also have built-in stgpoiXML. One seemingly promising
approach is to represent Merkle B-tree as XML, store the XMjresentation into the DBMSs, and
utilize their built-in XML support to retrieve authenticah data for integrity verification. However,
as can be seen from the performance result presented ii$dcH, the XML-based solutions do not
provide a good performance compared with our scheme, whictainly because the XML features are
not targeting at providing efficient operations of MHT-baigetegrity verification. Note that although
we describe our scheme based on relational DBMSs, it is ot tkasee that our scheme can also be
applied to Non-SQL databases such as Bigtable [20], Hb3se [7

1.4 Summary of Contributions

Our major contributions are summarized as follows:

» SecureMR: First, we propose a hew decentralized repdicdibsed integrity verification scheme
for running MapReduce in open systems. Our approach ach&set of security properties such
as non-repudiation and resilience to DoS attacks and regitagks while maintaining the data
processing efficiency of MapReduce. Second, we have impierdea prototype of SecureMR
based on Hadoop [6], an open source implementation of Mapd®ed he prototype shows that
the security components in SecureMR can be easily intafjiate existing MapReduce imple-
mentations. Third, we conduct security analytical studgt erperimental evaluation of perfor-
mance overhead based on the prototype. Our analytical studigxperimental results show that
SecureMR can ensure the service integrity while imposimgderformance overhead.

* iBigTable: First, we explore different authenticatedadatructure designs, and proposéveo-
Level Merkle B+ Tregwhich utilizes the column-oriented data model and aclsefécient in-
tegrity verification for projected range queries. Secongldesign efficient mechanisms to handle
authenticated data structure changes for efficient batdatepand tablet split and merge by in-
troducing aPartial Tree Verification ObjectThird, We build a prototype of iBigTable based on
HBase [7], an open source implementation of BigTable. Tléobype shows that the security
components in iBigTable can be easily integrated into ejdBigTable implementations. Fourth,
we analyze the security and practicability of iBigTabled @onduct experimental evaluation. Our
analysis and experimental results show that iBigTable ceure data integrity while imposing
reasonable performance overhead.



» |AODB: First, we propose a novel scheme called Radix-Pd#éntifier to identify each piece of
authentication data in a Merkle B-tree based ADS so that tB Man be serialized into and
de-serialized from a database, and design an efficient aaadigal mechanism to store all au-
thentication data of a Merkle B-tree in a database, wheraudligentication data in the MBT can
be retrieved and updated efficiently. Second, we exploreffi@ency of different methods such
as MultiJoin, SingleJoin, ZeroJoin and RangeConditionretoieve authentication data from a
serialized MBT stored in a database, create appropriaex@sito accelerate the retrieval of au-
thentication data, and optimize the update processingutbreatication data. Third, we build a
proof-of-concept prototype and conduct extensive expamisito evaluate the performance over-
head and efficiency. The results show that our scheme impoless overhead for queries and a
reasonable overhead for updates while providing integissurance.



Chapter 2

SecureMR: A Service Integrity Assurance
Framework for MapReduce

2.1 Background

As a parallel data processing model, MapReduce is designaghtin distributed computing environ-
ments. Figure 2.1 depicts the MapReduce data processimgnee model in such an environment. The
data processing model of MapReduce is composed of thres bfpentities: a distributed file system
(DFS), a master and workers. The DFS provides a distribug¢al storage for MapReduce. The master
is responsible for job management, task scheduling andbakshcing among workers. Workers are
hosts who contribute computation resources to execute @skigned by the master. The basic data
processing process in MapReduce can be divided into twaephgsa map phase where input data are
distributed to different distributed hosts for parallebpessing; and ii) a reduce phase where intermedi-
ate results are aggregated together. To illustrate theptvese data processing model, we use a typical
example, WordCount [14] that counts how often words ocche @pplication is considered as a job of
MapReduce submitted by a user to the master. The input tegtdflthe job are stored in the DFS in the
form of data blocks, each of which is usually 64MB. The jobiigdakd into multiple map and reduce
tasks. The number of map tasks depends on the number of dala bhat the input text files have. Each
map task only takes one data block as its input.

During the map phase, the master assigns map tasks to wotkexsrker is called a mapper when
it is assigned a map task. When a mapper receives a map téghkrmasat from the master, the mapper
reads a data block from the DFS, processes it and writestdsniediate result to its local storage.
The intermediate result generated by each mapper is divided- partitions P1, P2, ..., Pr using a
partitioning function. The number of partitions is the sawith the number of reduce tasks During
the reduce phase, the master assigns reduce tasks to wakkemsker is called a reducer when it is
assigned a reduce task. Each reduce task specifies whidtiopaat reducer should process. After a
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Figure 2.1: The MapReduce data processing reference model.

reducer receives a reduce task, the reducer waits for rattifis of map task completion events from
the master. Upon notified, the reducer reads its partitiomfthe intermediate result of each mapper
who finishes its map task. For example, in Figure 2.1, RA rdaddfrom MA, MB and other mappers.
After the reducer reads its partition from all mappers, trohucer starts to process them, and finally each
reducer outputs its result to the DFS.

In fact, the MapReduce data processing model supports tbioermultiple map and reduce phases
into a MapReduce chain to help users accomplish complexcagiphs that cannot be done via a single
Map/Reduce job. In a MapReduce chain, mappers will read titub of reducers in the preceding
reduce phase, except mappers in the first map phase, whidlda¢a from the DFS. Then, the data
processing enters into the map phase with no difference fnemormal map phase. Similarly, reducers
will read intermediate results from mappers in the preapdirap phase and generate outputs to DFS
or their local disks like what mappers do, which is differéoitn a single Map/Reduce data processing
model. For reducers in the middle of data processing, theystae their results in their local disks to
improve the overall system performance. Eventually, thal fiesults go into the DFS.

2.2 System Model

2.2.1 MapReduce in Open Systems

MapReduce can be implemented to run in either closed systeropen systems. In closed systems,
all entities belong to a single trusted domain, and all dategssing phases are executed within this
domain. There is no interaction with other domains at alug;rsecurity is not taken into considera-

tion for MapReduce in closed systems. However, MapReduopém systems presents two significant



differences:

» The entities in MapReduce come from different domainscilsire not always trusted. Further-
more, they may be compromised by attackers due to differeimevabilities such as software
bugs, and careless administration.

» The communications and data transferred among entiteethewsugh public networks. It is possi-
ble that the communications are eavesdropped, or even tathfielaunch different attacks.

Therefore, before MapReduce can be deployed and opergtemsystems, several security issues need
to be addressed, including authenticity, confidentiailitiegrity, and availability. In this work, we focus
on protecting the service integrity for MapReduce. Sineedhta processing model of MapReduce in-
cludes three types of entities and two phases, to providsethwce integrity protection for MapReduce,

it naturally boils down to the following three steps:

1. Provide mappers with a mechanism to examine the integfithata blocks from the DFS.

2. Provide reducers with a mechanism to verify the authigyigand correctness of the intermediate
results generated by mappers.

3. Provide users with a mechanism to check if the final resoliiyoced by reducers is authentic and
correct.

The first step ensures the integrity of inputs for MapRednaapien systems. The second step provides
reducers with the integrity assurance for their inputs. el step guarantees the authenticity and
correctness of the final result for users. Finally, the coratibn of three ensures the MapReduce data
processing service integrity to users. Since the first stepldeen addressed by existing techniques
in [17, 30], we will go through the rest of steps in the follogisections.

2.2.2 Assumptions and Attack Models

MapReduce is composed of three types of entities: a DFS, gemasd workers. The design of Se-
cureMR is built on top of several assumptions that we makéiesd entities. First, each worker has a
public/private key pair associated with a unique workenidir. Workers can generate and verify sig-
natures, and no worker can forge other’s signatures. Setloadnaster is trusted and its public key is
known to all, but workers are not necessarily trusted. Tirdood worker is honest and always returns
the correct result for its task while a bad worker may behalgrarily. Fourth, the DFS for MapReduce
provides data integrity protection so that each node caifyvibie integrity of data read from the DFS.
Fifth, if a worker is good, then others cannot tamper its datiacrwise, the worker is compromised and
should be considered as a bad one). Since each worker cant$havn access control mechanism to
protect data from being changed by unauthorized workeesassumption is reasonable.
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Based on the above assumptions, we concentrate on the ianaflysalicious behavior from bad
workers. In open systems, a bad worker may cheat on a task/imgg@ wrong result without compu-
tation [27] or tamper the intermediate result to mess up the fiesult. Moreover, a bad worker may
launch DoS attacks against other good workers. For exantptey keep sending requests to a good
worker and asking for intermediate results or it may impease the master to send fake task assign-
ments to workers. Furthermore, it may initiate replay &samgainst good workers by sending old task
assignments to keep them busy. In addition, it may eavesalidgamper the messages exchanged be-
tween two entities so that the final result generated may bwoomised. Here, we classify malicious
attacks into the following two models:

Non-collusive malicious behaviorWorkers behave independently, which means that bad workers
do not necessarily agree or consult with each other whenamnésling. A typical example is that, when
they return wrong results for the same input, they may ratiffarent wrong results.

Collusive malicious behaviorWorkers’ behavior depends on the behavior of other colugiork-
ers. They may communicate, exchange information, and makgr@ement with each other. For exam-
ple, when they are assigned tasks by the master, they canikittoir colluders receive tasks with the
same input blocks. If so, they return the same results sahbed is no inconsistency among collusive
workers. By doing so, they try to avoid being detected evéiney return wrong results.

2.3 System Design

In this section, we present the detailed design of our deglered replication-based integrity verification
scheme.

2.3.1 Design Overview

SecureMR enhances the basic MapReduce framework with & setarity components, illustrated by
Figure 2.2. To validate the integrity of map/reduce tasks basic idea is to replicate some map/reduce
tasks and assign them to different mappers/reducers. Alonsistent intermediate results from those
mappers/reducers reveal attacks. However, due to sdlait efficiency reason, though the master is
trusted in our design, consistency verification should mot&rried out only by the master. Instead, in
our design, this responsibility is further distributed argavorkers. Our design must ensure properties
such as non-repudiation and resilience to DoS and replagkstt as well as efficiency. Further, our
design should preserve the existing MapReduce mechanismies as possible so that it can be easily
implemented and deployed with current MapReduce systemssintidduce the design of SecureMR
from two aspects: architecture and communication.
Architecture Design.Figure 2.2a shows the architecture design of SecureMR hrdamprises five

security components: Secure Manager, Secure SchedubereSEask Executor, Secure Committer and
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Figure 2.2: SecureMR Design Overview.
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Secure Verifier. They provide a set of security mechanisask tuplication, secure task assignment,
DoS and replay attack protection, commitment-based cemgig checking, data request authentication,
and result verification.

Secure Manager and Secure Scheduler are deployed in a mmesitdy for task duplication, secure
task assignment, and commitment-based consistency dge@e@cure Task Executor is running in both
mappers and reducers to prevent DoS and replay attacksxhlaitdake or old task assignments. In
mappers, Secure Committer takes the responsibility of rg¢éing commitments for the intermediate
results of mappers and sending them to Secure Manager indkternto complete the commitment-
based consistency checking. Secure Verifier running in acexdcollaborates with Secure Manager to
verify a mapper’s intermediate result. For simplicity, waotp all components using names without
Secure in the following sections, for example Manager, 8alez, Task Executor and so on.

Communication Design.Figure 2.2b shows how the entities in SecureMR communicéteeach
other to provide security protection for MapReduce. Comigcations among them are further organized
into two protocols:Commitmeniprotocol andVerification protocol. In Figure 2.2b, communications
from 1 to 5 form the commitment protocol while communicaidnom 6 to 10 form the verification
protocol.

In the commitment protocol, to avoid checking the intermagelresults directly (which is expensive),
mappers only send commitments (which will be described taiditer) to the master, which can be
used to detect inconsistency efficiently. However, thisomtices another vulnerability. Mappers may
send the master the right commitments but the wrong resutesucers. For this reason, we further ask
reducers to check the consistency between the commitmedntharresult in the verification protocol.
Note that this does not add much extra effort to the reducérhas to retrieve the intermediate result
for data processing anyway.

In the following two sections, we will discuss the detailscommunications between the five secu-
rity components of SecureMR, which happen in the commitraadtverification protocols.

2.3.2 Commitment Protocol

Mapper Master
ASSign, { {IDMapa Datay o} sig} K

pubM

Commit, {IDwgp, Hp1, ***, Hpe}sigm

Figure 2.3: The Commitment Protocol.
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As mentioned in Section 2.2.2, the master is a trusted ehtdwever, since the intermediate result
is usually tremendous, it is impractical to require the maki check all intermediate results generated
by different map tasks in different jobs, which will overtbthe master and lead to low system perfor-
mance. Thus, instead of examining intermediate resukstly; the master requires mappers to generate
commitments for their intermediate results, and then cloeckmitments [27].

Protocol design

Since we assume that the DFS provides data integrity protgate do not discuss the communications
between mappers and the DFS. Figure 2.3 shows the comniaoniaetween a mapper and the master
in the commitment protocol. The specific steps are descilsddllows.

Assign.The Scheduler in the master sends Alssignmessage to the Task Executor in a mapper to
assign a map task to the mapper. Regarding task duplicdtierScheduler may assign the same map
task to different mappers. For example, in Figure 2.2b, MA&IB are assigned the same map task. The
Assignmessage includes a monotonically increasing idedtidy ., of a map task and an input data
block locationDatar,., which is signed by the master and encrypted udiig;»s, the public key of
the mapper. After the Task Executor receives the task asgignmessage, the Task Executor decrypts
and verifies the signature of the message. Then, the Tasktxaeads an input block according to
Datay,. from the DFS. In Figure 2.2b, since MA and MB receive the saas&,tthey both read the
same data blocB2 from the DFS.

Commit. After the mapper processes the input block, the Committéneimapper makes a com-
mitment to the master by generating a hash value for eactigauf its intermediate result and signing
those hash values. We uée.}sigM to denote a signed message of a mapper. When the Manager of
the master receives the commitment, the Manager verifiesiginature using the mapper’s public key
K- If the Manager has received more than one commitments éogaime map task from different
mappers, the Manager will compare new commitment with aronllto see if they are consistent with
each other.

Note that in this work, we focus on expose suspicious asitHow to exactly pinpoint malicious
ones is the next step and some existing techniques may beagdpl7].

Protocol analysis

In this protocol, since the task assignment message isaigneéhe master and encrypted using the
mapper’s public key, the integrity and confidentiality oéthssignmessage is well protected. It also
ensures that the mapper is the only entity that can decrggidhignmessage and the master is the only
entity that can create it. In this case, malicious mappensi@aknow task assignments of other good
mappers or arbitrarily assign fake tasks to a mapper to laldaS attacks. Furthermore, to prevent
replay attacks which send old task assignments, a monalbniccreasing identity D, is associated
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with each map task, which is automatically generated usingdtamp or sequence number by the
Scheduler. The Task Executor in the mapper records ihg,, for the last map task that it processed.
In this way, the Task Executor can determine if a task assegriis an old one by comparing thé .,
with the latest recordedD),,,. Regarding th&Commitmessage, the integrity of the commitment is
assured since theommitmessage is signed using the mapper’s private key. Morebidgy,, is needed
so that the master knows which map task this commitment s for

Mapper Master Reducer

.....

Request, {Tickety, {Reqseq, IDmap, Pi, IDReduce }sigr }

Response, {Data, {IDwap, Pi, Hpata }sigu}

Report, {{IDnap, Pi, Hpata} sigvt»
{ADy, Kpuom, IDwap, Hpiy IDReduces Ticketm}sig}

If inconsistency is detected, then report.

- Tickety = {Kpubr, IDMap, Pi, IDReduce fsig

Figure 2.4: The Verification Protocol.

2.3.3 \Verification Protocol

In the verification protocol, reducers further help the raagh verify if intermediate results generated
by mappers are consistent with commitments submitted tontster. The verification protocol is built
on existing MapReduce communication mechanisms. Thera@ezlditional messages introduced to
MapReduce.

Protocol design

Figure 2.4 shows how the master, a mapper, and a reducer cusateuwith each other in the verifica-
tion protocol. We illustrate each step as follows.

Assign. The master signs th&ssignmessage and encrypts it usiag,,;z, the public key of a re-
ducer. In the messageD r.q.cc IS @ monotonically increasing identity of a reduce task, Bnddicates
the partition of intermediate results that the reducer pvilicess. When the Task Executor in the reducer
receives the task assignment, the Task Executor first \&tHie integrity and authenticity of the task
assignment. Then, the Verifier of the reducer will wait fotifications from the Manager.

Notify. When the Manager receives the completion event with a comenit from the Committer
of a mapper, the Master sends a notification to the Verifieaoheeducer, which includes the mapper’s
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addressAD,,, the mapper’s public ke¥K,,,sn7, I Drap, the ticketT'icket , for the mapper signed by
the master and the hash valle; for the Pi partition committed by the Committer. The tickBicket
is used for data request authentication infegjuestmessage.

Request.After the Verifier in a reducer gets notified, the Verifier seadiata request to the Commit-
ter of the mapper, which includes the tickeicket ), as evidence of an authentic data request authorized
by the master, the reducer’s public k&y,,;, r, a sequence numb&eqgs., andPi which indicates which
partition is requested.

ResponseAfter the Committer verifies the authenticity of the requgtverifying the ticket from
the master and the reducer’s signature, the mapper sendpense to the Verifier, which includes
IDpap, Pi, the dataData and H pe,, the hash value aData. To verify the integrity of the response,
the Verifier first verifies the signature in tfResponsenessage, then regenerates a hash vAlje,,
for the data, and compard$p,, with H, ,, to make sure that the data is not tampered during the
Responseommunication. Finally, the Verifier comparég, ,, with Hp; committed to the master to
check if any inconsistency occurs.

Report. When the Verifier detects an inconsistency, the Verifier séwd signatures as evidence to
the Manager to report the inconsistency. After the Managegives and verifies the two signatures, the
Manager can compat® p.:, With H p; to confirm the reported inconsistency.

Protocol analysis

Similar to the commitment protocol, the reduce task assemnnmechanism prevents both DoS and
replay attacks against reducers. However, in the verifingirotocol, a mapper faces DoS attacks when
others request data from it. To countermeasure this kindb& &ttacks, the mapper needs to authenticate
data requests from reducers. The data request authemtidatachieved by requiring that a reducer
shows a ticket from the master. If the mapper sees a tickdieafitst time, the mapper can make
sure that the request must come from an authorized reduazhults the ticket issued by the master.
However, if the first attempt of data request fails somehttackers may get the ticket by eavesdropping
the communications between the mapper and the reduceisloabe, since the mapper will record the
latest request sequence numidergs., associated with a ticket, the mapper will check if this data
request is an old one by comparing the tWeqs., numbers when the mapper receives another data
request with the same ticket. In this way, replay attacksbeadefeated.

2.3.4 SecureMR Extension

So far, we have discussed how SecureMR provides reducdrawiechanism to verify the authenticity
and correctness of the intermediate results generated ppera In this section, we present how Se-
cureMR applies the replication-based verification schemreducers and MapReduce chain to provide
users with a mechanism to check if the final result producekbycers is authentic and correct.
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Figure 2.5: SecureMR Extension for MapReduce Chain.

Extension for Reducers.Similar to mappers, the Scheduler in the master may duplicduce
tasks and assign them to multiple reducers. Reducers agdilga same task will read the same partition
of the intermediate results from mappers. However, we okstiat reducers are not configured with a
Secure Committer component in current architecture desdiin Figure 2.2a, which means they cannot
make a commitment to the master. In order for reducers to akemitments, we can easily deploy a
Secure Committer component for reducers. Another probteapply the verification scheme to reduc-
ers is that there are no other entities to complete the vatiific protocol since reducers are in the last
phase. To address this problem, we extend the MapReducd toodelude an additional phase called
Verify phase. In the verify phase, the master involves severalax®kith a Secure Verifier component,
called verifiers to complete the verification protocol. Amert alternative is to install a Secure Verifier
component into MapReduce user applications and ask therartplete the verification protocol by
themselves after their jobs are done.

Extension for MapReduce Chain.Similarly, the verification scheme can be applied to MapRedu
chain since each map and reduce share the similar proceflutata processing. Figure 2.5 shows
the design overview of how SecureMR applies the verificaioheme to MapReduce chain. As we
can see from the figure, the design is likeCammit-Verifychain between the master, mappers and
reducers. If mappers make commitments to the master, resiwiktake the role of verifiers to verify the
consistency between intermediate results and commitnoémsppers. If reducers make commitments
to the master, mappers will take the role of verifiers to yetife consistency between outputs and
commitments of reducers except the last ph¥séfy phase. The verify phase has been discussed in the
above. In order for mappers to be able to fulfill the verificatprotocol, the only thing that we need to
do is to plug a Secure Verifier component into each mapper.

2.4 Analysis and Evaluation

In this section, we discuss the security properties of SR, and then evaluate the performance
overhead both analytically and experimentally. Note thaSection 2.4.1 and 2.4.2, we focus on the
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discussion for mappers due to the similarity of the analgsitsveen mappers and reducers.

2.4.1 Security Analysis

There are two kinds of inconsistencies for mappers in MapBedOne is an inconsistency between
results returned by different mappers that are assignedahe task. The other is an inconsistency
between the commitment and the result generated by a magmeformer can only be detected by the
master in the commitment protocol and the latter can onlydieated by a reducer in the verification

protocol. We claim that SecureMR provides the following fproperties. We also provide arguments
for our statement in the following.

* No False Alarm.For any inconsistency detected by SecureMR, it must hapg®velen good and
bad mappers, between bad mappers or on a bad mapper. It cawonotbetween good mappers
or on a good mapper.

* Non-Repudiation. For any inconsistency that can be observed by a good redutke onaster,
SecureMR can detect it and present evidence to prove it.

Arguments of No False Alarm. The assumptions in Section 2.2.2 guarantee that good nwpper
always produce correct and consistent results. We proveblyadiction that SecureMR providés
False Alarmproperty in terms of the two kinds of inconsistencies.

First, suppose that an inconsistency between two good majgpeetected by the master. In this
case, the master must get two different sets of hash valaestfre commitments of two good mappers,
which means that the two commitments the master received beutampered somehow since two
good mappers will not produce inconsistent results. Howef/¢he master accepted a commitment
of a mapper, the master must have confirmed the integrity seshess of the commitment. Thus,
the commitment is neither a bad commitment nor an old onanRie arguments, we can infer that
there is no way to tamper a commitment of a mapper withoutgodetected by the master. And the
hypothesis implies that the master already accepted thendtoments, which means it is impossible
that the commitments that the master received have beeretathplherefore, the hypothesis that an
inconsistency between two good mappers is detected by thgema not true.

Second, suppose that an inconsistency between the commbitmd the intermediate result of a
good mapper is detected by a reducer. If the reducer is gooah be inferred that the message received
by the reducer must be tampered somehow. Since the reduoes ki ,;,, and Pi, the reducer will
not accept the message unless the reducer confirms theitytelgthe messagel Dy, can also be
the proof of the freshness of the signatures. For the sansemed is impossible that the message has
been tampered. Thus, the case that an inconsistency on anggymukr is detected by a good reducer
cannot be true. If the reducer is a bad reducer, the reduneepart an inconsistency even if there is no
inconsistency. But, the verification protocol required the reducer present the evidence to the master,
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which is described in Figure 2.4. And the reducer cannotd@gdence without being detected by the

master. Hence, the case that an inconsistency on a good misgetected by a bad reducer cannot be
true, either. Therefore, the hypothesis that an incomssgten a good mapper is detected by a reducer
is not true.

Arguments of Non-Repudiation.We prove by contradiction that SecureMR providden-
Repudiationproperty in terms of the two kinds of inconsistencies. Sggpthat an inconsistency is
observed by the master or a good reducer. Both the mastehargbod reducer definitely report the
inconsistency since they both tell the truth. Meanwhile, tiaster holds the commitments of workers,
which cannot be denied, and the good reducer has the sigaatfimappers. They both can present
the commitments or the signatures of mappers to prove tlom@istency they detect. Thus, SecureMR
provides theNon-Repudiatiomproperty in terms of the two kinds of inconsistencies.

2.4.2 Attacker Behavior Analysis

We analyze the behavior of the following attackers undertéte kinds of behavior models defined
in Section 2.2.2. When we analyze the collusive attacks, amsider the worst case that all malicious
entities are colluding with one another.

 Periodical Attackers: they misbehave with a certain pbditg p,,,. Since a naive attacker is a spe-
cial case of periodical attacker with, equal to 1. Thus, we discuss these two kinds of attacker’s
behavior together.

 Strategic Attackers: with the assumption that they knog dhplication strategy, they may not
behave maliciously until they definitely know that they wilht be caught due to the collusion,
which means that all duplicates are assigned to the codlugioup.

Definition 2.4.1 (Detection Rate) We define the detection rate, dendlgg., as the probability that
the inconsistency between results caused by the misbeluddanapper is detected duridgobs.

Since each map task processes one block, the duplicatiomapdask is the same as the duplication
of a block. The following discussion may use both terms, bldgplication and map task duplication
exchangeably. Suppose MapReduce consists of one master wodkers, andmn out of n workers
(m < n) are malicious workers. For simplicity, we assume that tii of each job has the same
number of block®, no two blocks are the same and each worker only processesmsk@ one job.
The percentage of blocks that will be duplicated in each gp,i Thus, the number of duplicated
blocks isb - p,. SecureMR randomly chooses one block from the origir@bcks to duplicate for each
duplication. It uses aaive task schedulinglgorithm, which launches all map tasks together, inclgdin
duplicated map tasks. In the following, we analyze the detecate for periodical attacker without and
with collusion, and the probability that strategic attaskean misbehave in a job.
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Figure 2.6: Detection Rate for Non-Collusion Naive Attacke

Periodical attackers without collusion.For simplicity, we assume that they return different ressult
when they misbehave on the same input. Thus, without coliughe detection rate of a malicious
mapper is the same as the probability that the block proddsgéhe mapper is duplicated. Therefore,
the detection rate is calculated as follows:

Drate =1= (1= (1= (1=1/5)"") - pu)’ (2.1)

In Equation 2.1(1 — (1 — 1/b)"™) - p,,, denotes the probability that the misbehavior of the malisio
mapper is detected during one job. Figure 2.6 shows detecte for a naive attacker without collusion,
whereb is equal to 20 and is 5, 10 and 15. Figure 2.7 shows detection rate for a perabditacker
with 0.5 misbehaving probability. Both of them demonstrate thahasiwumber of tasks that a malicious
mapper processes increases, high detection rate can legeatleven if the duplication rate is ord9%,
which means that the chance for an attacker to cheat witt@ngluletected in the long run is very low.

Periodical attackers with collusion. With collusion, the maximum number of entities that collude
with each other isn. Let P(B;) denote the probability that a block will be duplicatetimes andP (D)
denote the probability that the inconsistency caused byrisbehavior of a malicious mapper will be
detected. In this case, the detection rate is:

Dyate =1—(1— fP(D|B¢) ~P(Bl-))l
o (2.2)
=1- (1 - ZP(D|B7,) ' (b .ipb> (%)7’ . (1 — %)b‘Pb*i)l

=0
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Figure 2.7: Detection Rate for Non-Collusion Periodicalatker.

where
0 if i =0,
P(DIB)) =4 (1—(""/("7") pm ifi>0andi<m,
Pm if i >=m.

In Equation 2.2, the detection rate is computed using thedfatetal probability. The inconsistency
cannot be detected only if all duplicates for the block thatrmalicious mapper processes are assigned
to its collusive partiesP(D|B;) is the probability that the inconsistency is detected whenkiock
that the malicious mapper processes is duplicataahes. Ifi >= m, at least one duplicate will not
be assigned to its collusive parties. Figure 2.8 shows hevd#tection rate changes as the duplication
rate and the percentage of malicious workers change given,, b, [ equals to 50, 0.5, 20 and 15,
respectively. From the figure, we observe that as long as #jerity of workers are good0% detection
rate can be achieved witth% duplication rate.

Strategic attackers.Since the misbehavior of attackers cannot be detected, seaisti the prob-
ability P(F') that the intermediate result that reducers receive is teedpevhich is the same as the
misbehaving probability of a strategic attacker. In thise;ave analyze the strategic attacker’s behavior
in the following two steps:

1. The master assigmsnput blocks tob mappers before any duplication is made.

2. The master duplicatds- p, input blocks after assignments for the origiablocks. For each
duplication, the master randomly chooses one block fronotiggnal b blocks to duplicate.
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Figure 2.8: Detection Rate for Collusion Periodical Attack

Therefore,P(F') can be calculated by the following formula:

P(F) =Y P(F|E;) - P(E:) = Y  P(Ai)- P(M) - P(E)
i=0

*. -y m—1 n—>b m n—m n
e () G () () )

m ifm<b,
T =
b ifm>=0b.

(2.3)

where

Note thatE; and P(E;) denote the event that mappers contagollusive mappers before input block
duplication and the probability thdf; happens, respectively?(F'|E;) denotes the probability that the
result is tampered by some mappers wtignoccurs. P(A;) and P(M;) denote the probability that
all duplicated blocks - p, belong to the set of blocks that thiecollusive mappers process and the
probability that all duplicated blocKs- p, are assigned to the restwaf;’s collusive workers. Figure 2.9
shows the misbehaving probability of a strategic attackeemwduplication rate and the percentage of
malicious workers change, whetieb, [ equals to 50, 20 and 15, respectively. The result impliestiiea
misbehaving probability of a strategic attacker is pretty even if the duplication rate is oniy)%.

Since strategic attackers can exchange information oftasth their collusive entities when they
decide whether or not to cheat in tasks, sometimes they csiretmave without being detected. In order
to address this vulnerability, we proposea@nmitment-based task schedulaigorithm. Basically, the
commitment-based task scheduladgorithm will launch the duplicates of a task only after tagk has
been committed. In this case, when a strategic attackéalipiprocesses a task, there is no way for it to
know any duplication information about the task that it Haadecause no duplicated tasks have been
assigned yet. Later when its collusive entities receivedthicated tasks, they need to return the same
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Figure 2.9: Misbehaving Probability vs Duplication Rate.

results with the initial result. Otherwise, inconsistenayl be produced, which can be detected by the
master. Thus, the strategic attacker cannot misbehaveid®dds always possible that the misbehavior
could be detected as long as there are duplicated tasks.vdgwuitively, it delays the execution of
duplicated tasks, which may bring down the performance efsystem. In the following section, we
will evaluate the performance overhead of SecureMR und#r the naive task schedulinglgorithm
and thecommitment-based task schedulagorithm.

2.4.3 Experimental Evaluation

System Implementation.We have implemented a prototype of SecureMR based on ontegximple-
mentation of MapReduce, Hadoop [6]. In our prototype, weehieplemented bothaive task schedul-
ing algorithm andcommitment-based task schedulimigorithm mentioned in previous sections. Re-
garding consistency verification, we have implementetba-blockingreplication-based verification
scheme, which means that reducers do not need to wait fouplicdtes of a map task to finish and
users do not need to wait for all duplicates to finish. Finallers will be informed if an inconsistency
is detected after all duplicates finish.

Experiment Setup.We run our experiments on 14 hosts provided by Virtual Comgutab (VCL),
a distributed computing system with hundreds of hosts octiedethrough campus networks [13]. The
Hadoop Distributed File System (HDFS) is also deployed in.\\VWle use 11 hosts as workers that offer
MapReduce services and one host as a master, and HDFS usedeb3 mot including the master host.
We adopt the duplication strategy discussed in Sectio2 2Ml hosts used have similar hardware and
software configurations (2.66GHz Intel Intel(R) Core(TMIPRo, Ubuntu Linux 8.04, Sun JDK 6 and
Hadoop 0.19). All experiments are conducted by using HadWomlCount application [14].
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Table 2.1: Performance Overhead on Entities

Type | Cost Estimation Estimated Time
Master | 4 - Tsig + 3 - Trpup + Tver 20ms
Mapper | 2 Tsig + Topub + 3 Tver + 7 - Thash 14+ (r+1)-40ms
Reducer| 2 - Tppup + 3 - Tyer + Thash 51lms

Table 2.2: Communication Overhead between Entities

Type Cost Estimation Additional Bytes
Master-Mapper | 2 - Dy + 7 - Dhash 256 + r * 20bytes
Master-Reducer| 3 - Dsig + Dhash + Dpus 532bytes
Mapper-Reducerl 3 - Dy + Dpash + Dpup 532bytes

Performance Analysis.First, we estimate the additional overhead introduced lmyu&&/R in Ta-

ble 2.1 and 2.2. Table 2.1 shows the performance overheagoof&VIR on the master, a mapper and a
reducer. Table 2.2 shows the additional bytes to be tratesinin each communication between them.
Note that there are no additional messages introduced, Heaad D denote the time and data trans-
mission cost for different secure operations such as etionypdecryption, signature, verification and
hash.r is the number of reducers. The size of each partition is atd4iMB. We use SHA-1 to generate
hash values, and RSA to create signature or encrypt/dedagat The estimation shows that the cost of
communication is negligible and the cost on each entity ialkm
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Figure 2.10: Response Time vs Number of Reduce Tasks.

We also conduct experiments to evaluate the performancdeae caused by SecureMR. Figure
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Figure 2.11: Response Time vs Data Size.

2.10 shows the response time versus the number of reduceuadkr two scenarios, MapReduce and
SecureMR without duplication, where the number of map t&s&8 and the data size is 1GB. The result
shows that the overhead of SecureMR is below 10 secondshvug&nall compared with the response
time which is about 250 seconds. Figure 2.11 shows the respiime versus the data size, where the

number of map tasks is 60 and the number of reduce tasks isri® tBe data size only affects the time
to generate hash values, it shows a similar overhead iné&®@uao.
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Figure 2.12: Response time vs Duplication Rate.

Regarding the performance overhead by executing duplidasks, we compare the response time
in three cases: MapReduce, SecureMR with naive schedalitySecureMR with commitment-based
scheduling. Figure 2.12 shows the response time versusuthleeation rate. Since we adoptsnan-
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Figure 2.13: Response time vs Number of Reduce Tasks.

blockingverification mechanism, the difference between two scliegl@lgorithms is very small. The
result shows that the time overhead increases slowly weéhirtbrease of duplication rate. Figure 2.13
shows the response time versus the number of reduce tasks tivedtwo scenarios, MapReduce and
SecureMR withd0% duplication rate, where the number of map tasks is 60 anddtesize is 1GB.
Compared with the no-duplication case in Figure 2.10, thfopmance overhead caused by executing
duplicated tasks ranges froffi; to 12%.
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Chapter 3

IBigTable: Practical Data Integrity for
BigTable in Public Cloud

3.1 Background

3.1.1 Cryptographic Primitives

One-way hash function.A one-way hash function, denoted BS.), is a function that is easy to com-
pute an output (m) from an inputm, but hard to find the original input: from the outputH (m).
MD5 [9] and SHA1 [11] are typical one-way hash functions usechany application areas. We use the
terms hash, hash value and digest interchangeably.

Digital signature. A digital signature algorithm is a mathematical way to antloate the integrity
of a message as well as its origin. A signer keeps a privateukey to sign messages, and publish
the corresponding pubic key for the public to verify the grity of signed messages. The successful
verification indicates that messages are not tampered aflgg come from the signer. RSA [53] and
DSA [4] are two commonly-used signature algorithms. Thentesignature and digital signature are
used interchangeably.

Merkle Hash Tree. A Merkle Hash Tree (MHT) is a type of data structure, whichteams hash val-
ues representing a summary information about a large pfetaa@, and is used to verify the authenticity
of the original data. Figure 3.1 shows an example of a MerldsHHTree. Each leaf node is assigned
a digestH (d), whereH is a one-way hash function. The value of each inner node isatkefrom its
child nodes, e.gh; = H(h;|h,) where| denotes concatenation. The value of the root node is signed,
usually by the data owner. The tree can be used to authenticgt subset of the data by generating a
verification object (VO). For example, to authenticdtethe VO containg,, hs4 and the root signature
Sroot- The recipient first computes; = H(d;) and H(H (hq|h2)|hss), then checks if the latter is the
same with the signaturg...;. If S0, d; is accepted; otherwise, it indicates thathas been altered.
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Sroot:S(hroot)
h, oo =H(h,/hs,)

h;,=H(h, |hy) hs,=H(h;|h,)

h;=H(d,) h,=H(d,) h;=H(d;) h,=H(d,)

Figure 3.1: A Merkle Hash Tree Example.

3.1.2 BigTable - Distributed Storage System

Bigtable is a distributed storage system for managing &irad data. A table in BigTable is a sparse
distributed, persistent, multidimensional sorted mag.[@®dlumns in BigTable is grouped together to
form a column family. Each value in BigTable is associatethwirow key, a column family, a column
and a timestamp, which are combined to uniquely identifwtiae. The row key, column family name,
column name and value can be arbitrary strings. A key-vahieip called a cell in BigTable. A row
consists of a group of cells with the same row key. A tablet gr@up of rows within a row range
specified by a start row key and an end row key and is the bagi¢anrioad balancing in BigTable.
In BigTable, clients can insert or delete rows, retrievea based on a row key, iterate a set of rows
similar to range queries, or only retrieve specific colunmifees or columns over a set of rows similar
to projected range queries in databases.

. 1. Send query request
( \ - - Root Tablet
f( | Receive metadata tablet location
Us,

Figure 3.2: BigTable: Tablet Location Hierarchy.

BigTable consists of a master and multiple tablet serversorizontally partitions data into tablets
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across tablet servers, which achieves scalability. Théenesmainly responsible for assigning tablets to
tablet servers. Each tablet server manages a set of tatadiet servers handle read and write requests
to the tablets that they serve. There are three types oft$abi®t tablet, metadata tablet and user tablet.
All three types of tablets share the same data structuraeTibeonly one root tablet. The root tablet
contains the locations of all metadata tablets. Each metdahlet contains the locations of a set of user
tablets. All user data are stored in user tablets. The rdubettas never split to ensure that the tablet
location hierarchy has no more than three levels. Figursl3ofvs the tablet location hierarchy and how
a guery is executed by traversing the tablet location hibgsarwhich usually requires three network
round-trips (find metadata tablet through the root tablel €iser tablet through a metadata tablet, and
retrieve data from a user tablet) if tablet locations arefoond in client-side cache.

3.2 System Model

3.2.1 BigTable in Cloud

BigTable can be deployed in either a private cloud (e.g.rgel@rivate cluster), or a public cloud, for

example Amazon EC2 [1]. In a private cloud, all entities begldo a single trusted domain, and all

data processing steps are executed within this domaineTiBaro interaction with other domains at

all. Thus, security is not taken into consideration for BiglE in a private cloud. However, in a public

cloud, there are three types of entities from different diosiacloud providers, data owners, and clients.
Cloud providers provide public cloud services. Data owrstose and manage their data in BigTable
deployed in public cloud. Clients retrieve data ownersadat analysis or further processing. This data
processing model presents two significant differences:

 Cloud providers are not completely trusted by the publiatacbwners and clients. Furthermore,
could providers may be malicious or compromised by attackiele to different vulnerabilities
such as software bugs, and careless administration.

* The communications and data transmitted between theqahli cloud providers are through
public networks. It is possible that the communications eaeesdropped, or even tampered to
launch different attacks.

Therefore, before BigTable can be safely deployed and tgubia a public cloud, several security
issues need to be addressed, including confidentialitggiity, and availability. In this work, we fo-
cus on protecting data integrity of BigTable deployed in &aljucloud, which includes three aspects:
correctness, completeness and freshness.

Correctness:it verifies if all rows in a query result are generated fromdahiginal data set without
being tampered. It is generally achieved by verifying sigres or hashes that authenticate the authen-
ticity of the query result.
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Completenessit verifies if all rows in a query result are generated fromdhginal data set without
being tampered. It is generally achieved by verifying sigres or hashes that authenticate the authen-
ticity of the query result.

Freshness:it verifies if queries are executed over the up-to-date data.challenging to provide
freshness guarantees because old data is still valid datareg past time point.

3.2.2 Assumptions and Attack Models

First, we assume that cloud providers are not necessargyen by data owners and clients. Second, we
assume that a data owner has a public/private key pair, lificgkey is known to all, and it is the only
party who can manage its data, including data updates aled sgtit and merge. Third, we assume that
all communications go through a secure channel (e.g., glir@5L) between the cloud and clients. Any
tampered communication can be detected by both the cloudlemis at each end immediately.

Based on the above assumptions, we concentrate on the ianaflysalicious behavior from the
public cloud. We do not limit the types of malicious actionslaud provider may take. Instead, they
may behave arbitrarily to compromise data integrity atidg sFor example, the cloud can maliciously
modify the data or return an incorrect result to users by rengpor tampering some data in the result.
Moreover, it could just report that certain data does naitewi save its computation and minimize the
cost even if the data does exist in the cloud. Additionatlynay initiate replay attacks by returning
some old data instead of using the latest data updated byatheodner.

3.3 System Design

In this section, we illustrate the major design of iBigTaldad explain the design choices we make to
provide scalable integrity assurance for BigTable. Onaigttforward way to provide integrity assur-
ance is to build a centralized authenticated data strucHwerever, data in BigTable is stored across
multiple nodes, and may go up to the scale of petabytes. Tihematication data could also go up to a
very large size. Thus, it is impractical to store authemittcedata in a single node. Moreover, the single
node will become a bottleneck for data integrity verificatido ensure performance and scalability,
we propose to build a Merkle Hash Tree (MHT) based autherticdata structure for each tablet in
BigTable, and implement a decentralized integrity vertffa@mascheme across multiple tablet servers to
ensure data integrity of BigTable. Note that we assume #wters have certain knowledge of MHT. If
readers are not familiar with MHT, please refer to Sectidnf8t details.

3.3.1 Distributed Authenticated Data Structure

BigTable horizontally partitions data into tablets acrtsslet servers. A natural solution is to utilize
BigTable’s distributed nature to distribute authentidatiata across tablets. Figure 3.3(a) shows a dis-
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tributed authenticated data structure design. First,ilba MHT-based authenticated data structure for
each tablet in BigTable, including the root tablet, metadablets, and user tablets. Second, it stores
the root hash of the authenticated data structure of a talbag with the tablet location record in its
corresponding higher level tablet (either the root tabtet metadata tablet), as shown in Figure 3.3(a).
Third, the root hash of the root tablet is stored at the dataepwo that clients can always retrieve the
latest root hash from the data owner for integrity verifizatiTo improve performance, clients may not
only cache the location data of tablets, but also their raghbs for efficient integrity verification.

P4 S |(Roothash jg-mmmeeeeeee
i ~ 2 | Roothash < = ..
User User User 2O User o
(a) (b)

Figure 3.3: Distributed Authenticated Data Structure Desi

This design distributes authenticated data across taklbish are served by different tablet servers.
To guarantee integrity, it only requires the data owner toest single hash for the whole data set in
BigTable. However, any data update requires authenticd&a structure update to be propagated from
a user tablet to a metadata tablet and from the metadata talhe root tablet. The update propagation
process requires either the data owner or tablet servensng#ted, either of which complicates the
existing data update process in BigTable and downgradesptiate performance. Moreover, as the
root hash of the root tablet is updated, the root hashes @fr aéiiblets cached in clients to improve
performance are not valid any more. Thus, clients have tevetthe latest root hash of the root tablet,
and contact tablet servers to retrieve the latest root sashather tablets for their requests even if the
location data of the tablets stored in metadata tabletseorat tablet is not changed, which hurts read
performance.

To address the above issues, we propose a different diswlitddiHT-based design, which is shown
in Figure 3.3(b). This design also distributes authendidalata across tablets like what the previous
design does. But it makes two major design changes. Firstmbves the dependency between the
authenticated data structures of tablets so that therensed to propagate an authenticated data update
across multiple tablets. In this way, the authenticatec dpidate process is greatly simplified since
it does not require either the data owner or tablet servepsdpagate any update, which preserve the
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existing data update protocols in BigTable and minimize mmmication cost. Second, instead of storing
one hash in the data owner, it stores the root hash of eadt tatthe data owner, which requires more
storage compared with the previous design. However, nateltle root hash that the data owner stores
for each tablet is only of a few bytes (e.g., 15 bytes for hd 20 bytes for SHA), while the data
stored in a tablet is usually from several hundred megahgtagew gigabytes [20]. Therefore, even for
BigTable with data of petabyte scale, the root hashes oéhléts can be easily maintained by the data
owner with moderate storage. Our discussion in the resteoibrk is based on this design.

3.3.2 Decentralized Integrity Verification

As the authenticated data is distributed into tablets adaiset servers, the integrity verification process
is naturally distributed across tablet servers, shown gui€i 3.4. Like a query execution in BigTable,
the query execution with integrity assurance in iBigTalié® aequires three roundtrip communications
between a client and tablet servers in order to locate th# nigetadata and user tablet, and retrieve
data. However, for each round-trip, the client needs a wasetiy the data sent by a tablet server. To
achieve that, first a tablet server generates a Verificatibjed (VO) for the data sent to the client,
which usually contains a set of hashes. Since the auth&edicata for a tablet is completely stored
in the tablet server, the tablet server is able to generaté/@ without communicating with anyone
else, which greatly simplifies the VO generation processaittd no communication cost. Second, the
tablet server sends the VO along with the data to the clienirdT when the client receives the data
and the corresponding VO, the client runs a verification raigm to verify the integrity of the received
data. One step that is not shown in Figure 3.4 is that in omguarantee the freshness of the data, the
client needs to retrieve the root hash of the tablet from #ia dwner on demand or update the cached
root hash of the tablet from time to time. How often the cliemkes such updates depends on the
freshness requirement of specific applications, which ra@ebff between freshness and performance.
With the cached root hashes and locations of tablets, they gxecution may only require one round-
trip between a client and a tablet server, which is exactystiime as that in the original BigTable. This
is important as iBigTable strives to preserve the origin@TBble communication protocol so that its
adoption requires minimum modification to existing BigTadeployment.

As can be seen from Figure 3.4, the major performance overmeiBigTable comes from three
parts: the computation cost at tablet servers for VO geioer,gdhe communication cost between clients
and tablet servers for VO transmission, and the computatshat clients for VO verification. We will
evaluate and analyze the performance overhead added byéeeparts in section 3.5.3.

Note that although in our design we assume that the data acasmartrusted party stores the root
hashes and handles the root hash retrieval requests tontgguthat clients can always get the latest
root hashes for freshness verification, many approachéfh#va been studied extensively in the field
of certificate validation and revocation for ensuring thesfimess of signed messages can be directly

32



1.2 generate VO

&
g
;“ % 1.1 meta key (root, meta, table name, start row key)
J

1.3 meta row (meta tablet location, start and end keys), VO Tablet Server

Client serving Root tablet

2.2 generate VO

&
g
;3‘ % 2.1 meta key (meta, table name, start row key)
o

2.3 meta row (user tablet location, start and end keys) , VO Tablet Server

Client serving Metadata tablet

3.2 generate VO

;5‘ 3.1 start and end row keys

3.3 rows within tf row keys , VO
rows within the start and end row keys , VC Tablet Server

Client serving User tablet

Figure 3.4: Decentralize Integrity Verification.

applied to our design, which do not requires that the dataeovae online to handle the root hash
retrieval requests [40, 42, 64]. For example, the data owarrsign the root hashes with an expiration
time and publish those signatures at a place that can besaccbhy clients, and reissues the signatures
after they are expired. In the rest of the work, for simpjicwe still assume that the data owner stores
the root hashes and handles the root hash retrieval requests

3.3.3 Tablet-based Authenticated Data Structure

In BigTable, since all three types of tablets share the saat@ structure, we propose to design an
authenticated data structure based on the tablet structoceuse it for all tablets in BigTable. We
compare different authenticated data structures by aimglyrow well they can support the major op-
erations provided in BigTable. Authenticated data stme&cthased approaches are mainly divided into
two categories, signature aggregation based approached4gpand Merkle Hash Tree(MHT) based
approaches [23,40]. Although both of them can guarantaecimiess and completeness, it is unknown
how to efficiently guarantee freshness using signatureegggjon based approaches [40]. Moreover,
techniques based on signature aggregation incur sigrtifaanputation cost in client side and much
larger storage cost in server side compared with MHT-bagprbaches [40]. Thus, we focus on explor-
ing MHT-based authenticated data structures in the foligwi

SL-MBT: A single-level Merkle B+ tree. BigTable is column-oriented data storage. Each column
value is stored with a key as a key value p@iey., value.), wherekey,. includes row key and column
key specified by column family name and column name. It isgtiteorward to build a Merkle B+ tree
based on all key value pairs in a tablet, which is called SLIMBown in Figure 3.5. In a SL-MBT, all
leaves are the hashes of key value pairs. In this way, it iplsito generate a VO for a single column
value. Now that all column values are strictly sorted basedow key and column key, the hashes of
the key value pairs belonging to a row are adjacent to eaddr atimong the leaves of the tree. Thus,
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column key, column hash

Figure 3.5: SL-MBT: Single-Level Merkle B+ Tree.

it is also straightforward and efficient to generate a VO fairgyle row query. The same logic can be
applied to row-based range queries.

Suppose the fan-out of SL-MBT i, there aren, rows in a tablet, each row; hasn.; column
families, and each column family has columns. Then, the height of SL-MBT in the tablet is equal to
hy = log ¢(n;-ncg-ne). Say we run arange query with rows returned, where, is greater than. The
height of the partial tree built based on all key value pagtsmed equals th, = log;(ng - ney - nc)-
The number of hashed,. returned in the VO is:

Hy = (f=1)- (he = hyp)
= (f = 1) -log(ns/ng)

(3.1)

The number of hasheH. that need to be computed at the client side includes: 1) thabeu of
hashes in the partial tree built based on all received kayevphirs; 2) the number of hashes for com-
puting the root hash using hashes in the VO, computed asvgillo

log f (ng-ncsne)

He= > f'+logs(n/ng) (3.2)

=0

If the range query is projected only to one column, it meaas e server only needs to return the
column values for,, rows. To verify those column values, one way we can do is tifyveach column
value separately. In this case, bdih and . are linear ton,, which are computed as follows:

He=ng-(f=1) I (3.3)

H. = Ng - (1 + ht) (34)

Based on SL-MBT, it is expensive to generate and verify V@gfojected range queries.
ML-MBT: A multi-level Merkle B+ tree. Different from SL-MBT, ML-MBT builds multiple
Merkle B+ trees in three different levels shown in Figure: 3.6
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Figure 3.6: ML-MBT: Multi-Level Merkle B+ Tree.

Column Level | Colum Family Level | Row Level

1. Column Level: we build a Merkle B+ tree based on all colureg kalue pairs within a column
family for a specific row, called Column Tree. Each leaf is lttash of a column key value pair.
We have one column tree per column family within a row.

2. Column Family Level: we build a Merkle B+ tree, based oncalumn family values within a
row, called Column Family Tree. Each leaf is the root hasthefdolumn tree of a column family.
We have one column family tree per row.

3. Row Level: we build a Merkle B+ tree based on all row valudthiwwv a tablet, called Row Tree.
Each leaf is the root hash of the column family tree of a row. dfily have one row tree in a
tablet.

Given the same range query mentioned above Fihén ML-MBT is the same as that returned in
SL-MBT. However,H,. in ML-MBT is much smaller than that in SL-MBT, computed addols:

log s ng
He= Ef: £+ log s (nr/ng) (3.5)
=0

The partial tree built at the client side for ML-MBT is based all received rows instead of all
received key value pairs. Thus, the number of hashes in ttimlpaee is much smaller than that for
SL-MBT. Compared with SL-MBT, another advantage of ML-MBSthat the client is able to cache
the root hashes for trees in different levels to improve thggomance of some queries. For example,
by caching a root hash of a column family tree, for projectadriggs within the row, we only need to
return hashes from trees under the column family level. &ltgh ML-MBT presents some advantages
over SL-MBT, it shares the same disadvantage with SL-MBTpfojected range queries.

TL-MBT: A two-level Merkle B+ tree. Considering the unique properties of column-oriented data
storage, where a column may not have values for many roweeihs reasonable to build a column tree
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based on all values of a specific column over all rows. Due 8simg column values in rows, the height
of different column trees may be different. Based on thisolagtion, we can also build a column family
tree based on all values of a specific column family over alsioro facilitate row-based queries, we can
also build a row tree based on all rows in a tablet. In this waymay build a Merkle B+ tree for rows,

for each column family, and for each column respectively. ¢4k them Data trees. Further, we build
another Merkle B+ tree based on all root hashes of Data tngbe itablet, which is called an Index tree.
Figure 3.7 shows the structure of such a two-level MerklerBe.tThe top level is the Index level where
the Index tree is, and the bottom level is the Data level whéii®ata trees are. Each leaf of Index tree
points to a Data tree. Its key is a special value for row tteecolumn family name for a column family

tree, or the column name for a column tree, and its hash isotitdhash of its corresponding Data tree.
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Figure 3.7: TL-MBT: Two-Level Merkle B+ Tree.

To generate a VO based on TL-MBT, we first need to find all nesg43ata trees of a query through
the Index tree, which can be done by checking what columnliigendr columns are returned or if the
whole row is returned. Second, based on the Index tree anceldted Data trees, we use a standard
Merkle B+ tree VO generation process to construct a VO fogtiery. For instance, for row-based range
queries, servers only need to find the row tree through thexitrée and use both the Index tree and the
row tree to generate a VO, and clients can verify data iniegsing the VO efficiently. We argue that
although the Index tree increases the total height of tHeemtitated data structure, its height is relative
small since the number of table columns is much less thanuh®ar of rows, and the Index tree could
be completely cached in both the server side and the clidat sihich can reduce the communication
cost and verification cost. Thus, the performance of TL-MB€omparable to ML-MBT for row-based
gueries.

However, it is much more efficient than SL-MBT and ML-MBT fangle column projection. Con-
sidering the aforementioned range query with single colpnajection,H,. andH,. in TL-MBT are:

Hy = (f = 1) - (hm 4 log;(nr/ng)) (3.6)
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logf ngq

He= " f'+log(n,/ng) + hm (3.7)

=0

In Equation 3.6 and 3., is the height of the Index tree. Neither Bf. andH. is linear ton,,. For
a projection on multiple columns, we need to verify resudtsdach column separately. In this case, the
cost is linear to the number of columns projected in the quegoyever, compared with SL-MBT and
ML-MBT, the update cost may increase by about 3 times sincaeeel to update column tree, column
family tree and row tree, which may have the same height, thieigndex tree. We argue that TL-MBT
provides a flexible data structure for clients to specify tibey want to build such a TL-MBT based
on their own needs. For example, if they will never run quevigth column-level projection, then it is
not necessary to build column trees. In this case, we mayhavg row tree and column family trees in
Data level.

Based on the above analysis, we choose to use TL-MBT as therdittated data structure for the
design of iBigTable.

3.4 Data Operations

Based on TL-MBT, we describe how clients ensure the intggfithe major data operations of BigTable.
We address several challenges, including range querysaamaftiple tablets, efficient batch updates,
tablet merge and split. In our design, the data owner sttwesaot hash of each tablet, and any client
can request the latest root hash of any tablet from the dateoier integrity verification. Without loss
of generality, we assume that clients always have the ledesthashes of tablets for integrity verifica-
tion.

3.4.1 Data Access

We start our discussion from range quetids Section 3.3.2, we illustrate a general process to runyque
with integrity protection in iBigTable. The execution ohige queries within a tablet follows exactly the
same process shown in Figure 3.4. However, we need to haalie queries across multiple tablets
differently. Figure 7 shows a running example for data quergt updates. Initially, we have) rows
with keys from0 to 90 in a tablet. Figure 3.8a and 3.8b show the initial MB+ treetfar tablet and the
result returned for a range query framito 45 including data and VO. We will explain in detail of major
operations based on the running example.

Range Queries Across TabletsTo provide integrity assurance for range queries acrodstsalit
is necessary to retrieve authenticated data from diffetaiets since the authenticated data structure
built for a tablet is only used to verify integrity of data Wi the tablet. We observe that to handle

1A single row query as a special case of range query can bedthitdthe same way that a range query is executed.
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Figure 3.8: A running example.
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a range query across tablets, the range query is usualtyirgplimultiple sub-queries, each of which
retrieves rows from one tablet. More importantly, the quenyges of the sub queries are continuous
since the query split is based on the row range that each wdiees, which is stored along with the
tablet location in a meta row as shown in Figure 3.4. Supguesehere are two tablets, one serves rows
from 1 to 10 and the other serves rows from to 20, and a range query is to retrieves rows froro

15 across the two tablets. In this case, the query is splitstimbosub queries with query ranges fram

to 10 and from11 to 15. In this way, we can apply the same process of range queryesimgwvithin a
tablet to guarantee integrity for each sub query.

However, the completeness of the original range query adatgets may not be guaranteed since
a tablet server may return a wrong row range for a user tablgth results in an incomplete result
set returned to clients. Thus, we want to make sure that theaoge of the user tablet is correctly re-
turned. During the query verification process, it is guaadtby the verification of meta row performed
by clients because the row range of a user tablet is part ofldke of the meta row, which has been
authenticated. It is also why we not only need to guarantesgyiiity of data stored in user tablets, but
also data stored in the root and metadata tablets.

Single Row Update.In iBigTable, we support integrity protection for dynamipdates such as
insertion, modification and deletion. In the work, we focusdiscussing how to insert a new row into
the data storage, which covers most of aspects of how madilificand deletion are handled. Insertion
shares the same process to find the user tablet where the weshoaold be inserted based on the key
of the new row. Here we do not reiterate this process agaia.rést of the steps to insert a row into the
user tablet are shown in Figure 3.9.

3.4 verify and update 3.2 generate PT-VO, insert new row
tablet root hash update tablet root hash
@ 3.1 new row
3.3 Partial Tree VO
artial Tree Tablet Server
serving USER tablet

Data Owner

Figure 3.9: Single Row Insert with Integrity Protection.

Here, we introduce a new type of VO callBdrtial Tree Verification ObjedtPT-VO). The difference
between a VO and a PT-VO is that a PT-VO contains keys alorfghveishes, while a VO does not. With
those keys, a PT-VO allows us to insert new data within thégddree range directly. Thus, when the
data owner receives a PT-VO from the tablet server, it caattyr update the PT-VO locally to compute
the new root hash of the original authenticated data streicitigure 3.8c shows the PT-VO returned
for an insertion at keyl5. As can be seen from Figure 3.9, an insertion with integritytgrtion is
completed without additional round-trip, and its integii guaranteed since the verification and the
root hash update are done directly by the data owner.
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Efficient Batch Update. In iBigTable, we can execute a range query to retrieve a setva$ at
one time and only run verification once. Motivated by thisestation, we think about how we can do
a batch update, for example inserting multiple rows withoihg verification each time a new row is
inserted. We observe the fact from single row update thatifte owner is able to compute the new
root hash based on a PT-VO. Based on this observation, wesgdpo simple yet effective schemes to
improve the efficiency of insertions for two different cases

In the first case where we assume that the data owner knowiswitiich range new rows falls, the
data owner can require servers to return a PT-VO for the rhafgre any insertion really happens. Any
new row falling into the range can be inserted directly withiequiring the server to return a VO again
because the data owner is able to compute the new root hakh t#lilet with the PT-VO and the new
row. Thus, even ifl000 rows are inserted within this range, no additional VO needsetreturned for
them. But both the data owner and tablet servers have to@ifftatoot hash locally, which is inevitable
in any case.

In the second case where we assume that a PT-VO for a rangeaslalcached in the data owner
side, the data owner does not need to request it. As long asveethe PT-VO for a range, we do not
need any VO from servers if we insert rows within the range.dxample, Figure 3.8b and 3.8d show
such an example. First, the data owner runs a range query iffctm 45 with a request for a PT-VO
instead of a VO without keys. Then, the data owner insertsvawith key 45. In this case, there is no
need requiring any VO from the tablet server for the insartio

3.4.2 Tablet Changes

As the size of a tablet changes, the data owner may want toesgalblet or merge two tablets for load
balancing. For both tablet split and merge, we need to rélauilauthenticated data structure and update
the root hashes for newly created tablets. One straighti@way is to retrieve all data hashes in tablets
involved and compute new root hashes for newly createdttabighe data owner side. However, this
incurs high communication and computation overhead in Hwdéhdata owner side and tablet servers.
In the following, we explain how we can efficiently compute ttoot hashes for newly created tablets
when tablet split or merge happens. For simplicity, we asstimat there is only one Data tree and no
Index tree in tablets when we discuss tablet split or meigeeghe Index tree of TL-MBT in a tablet
can be rebuilt based on Data trees. Further, all Data treespéit or merged in the same way.

Tablet Split. Regarding tablet split, a straightforward way is to splé thot of each tree and form
two new roots using its children. For example, given theantrroot we can split it in the middle, and
use the left part as the root of one tablet and the right patiesoot of the other tablet. In this way, to
split a Data tree and compute new root hashes for newly ar¢aldets, the data owner only needs to
retrieve the hashes of children in the root of the Data trem fan appropriate tablet server.

The main advantage of the above approach is its simpli¢ican be easily implemented. However,
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Figure 3.10: Split the tablet at key 45.
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Algorithm 1 Adjust left partial tree VO

Require: T; {the left partial tre¢
Ensure: T, {the adjusted left partial trée
1: p < GetRoot(1})
2: while p # null do
3: remove any key without right child in

4. ppym < the rightmost child op

5. if IsValidNodep) is falsethen

6: pis < the left sibling ofp

7 if CanMergeNodesg( p;s) then
8: mergep andp;,

9: else

10: shift keys fromp; to p through their parent
11: end if

12:  end if

13: P < Prm

14: end while

15: return T, < T;

splitting at the middle of the root (or any pre-fixed splittipoint) prevents us from doing flexible load
balancing dynamically based on data access patterns andleaals. Here, we propose a simple yet
effective approach to allow the data owner to specify antianlyi split point for a tablet (instead of
always along one child of the root), which can be any key witiie range served by the tablet. The
approach works as follows: 1) The data owner sends a talletegpuest with a key as the split point
to the appropriate tablet server. For example, the dataospliés the previous tablet at keip; 2) The
server returns a VO for the split request to the data ownawshio Figure 3.10a. The VO for split not
only contains all data in a PT-VO, but also includes keys amshbs of the left and right neighbors
of each left-most or right-most node in the PT-VO; 3) Whendh& owner receives the VO, the data
owner splits it into two partial trees shown in Figure 3.1The left tree contains all keys less than the
split key, and the right tree contains all keys larger thaeaqual to the split key; 4) The data owner
adjusts both trees using two similar processes and comihwtesot hashes for the two new tablets. The
adjusted trees are shown in both Figure 3.10c and 3.10d. @t tsimilarity of adjustments for both
trees, we only describe the process for left tree in Algarith

Tablet Merge. Tablet merge is a reverse process of table split. It triessmmtwo continuous tablets
into a new one. As two tablets merge, we need to merge theraigited data structures. Motivated by
the tablet split approach and the Partial Tree VO, we desaib efficient tablet merge approach as
follows: 1) The data owner sends a tablet merge request taghmpriate tablet servers serving two
continuous tablets to be merged; 2) The server serving thettaith smaller keys returns a VO for its
largest key, and the server serving the tablet with larges keturns a VO for its smallest key, which are
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Figure 3.11: Tablet Merge.

shown in Figure 3.11; 3) When the data owner receives two \WOtE two tablets, it directly merges
them into one using the process described in Algorithm 2nTtiee data owner computes the root hash
for the new tablet based on the merged VO.

Our discussion focus on the tablet-based authenticated stiatcture split and merge at the data
owner side. The same process can be applied at the server side

Algorithm 2 Merge two partial tree VOs

Require: T; andT, {represent two partial trees separajely
Ensure: T,, {the merged partial trée
1: k «+ the least key irT;.

2. hy + GetHeight(1})
3. hy < GetHeight(T,)
4: hppin < GetMin(hy, hy)
5. if h; < h, then
6:  pun < the leftmost node ifT, athy,p
7. addk to py,
8. DPmerged < Merge the root of; andp;,,
9: if IsValidNodep,,cr4cq) is falsethen
10: run a node split process o,¢; ged
11:  endif
12:  return T, < T,
13: else
14:  ppm < the rightmost node iff; at hp,
15:  addk to p,,
16:  Dmerged < Merge the root of;. andp;.,,
17:  if IsValidNodep,c,qcq) is falsethen
18: run a standard node split process /., ged
19:  endif
20:  return T, < 1;
21: end if
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3.5 Analysis and Evaluation

3.5.1 Security Analysis

We analyze in the following how iBigTable achieves the thaspects of data integrity protection.
Correctness.In iBigTable, the Merkle tree based authenticated dat&stre is built for each tablet,
and the root hash of the authenticated data structure isdsiorthe data owner. For each client request
to a tablet, a tablet server serving the tablet returns a \é@galith the data to the client. The client is
able to compute a root hash of the tablet using the VO and ttzerdeeived. To guarantee the integrity
of the data received, the client needs to retrieve the rcglt bathe tablet from the data owner, and then
compare the root hash received from the data owner and thputechroot hash. The comparison result
indicates if the data has been tampered. Thus, the coresctfiéBigTable is guaranteed. Any malicious

modification can be detected by the verification process.

CompletenessThe completeness of range queries within a tablet is gusedrtty the MHT-based
authenticated data structure built for each tablet. Fayeaqueries across tablets, each of them is divided
into several sub-range queries with continuous range barsdide original query range and data range
served by tablets so that each sub-range query only quexriasvithin a tablet. Thus, the completeness
of range queries across tablets is guaranteed by two pdiptsie sub-range queries are continuous
without any gap; 2) the completeness of each sub-range @gignaranteed by the authenticated data
structure of its corresponding tablet.

Freshnessin iBigTable, the data owner is able to compute the new roshldd the authenticated
data structure for a tablet when any data in the tablet istepddhus, clients can always get the latest
root hash of a tablet from the data owner to verify the auibiiytof data in the tablet. Even though
there is no data update to any tablet, tablet split or merge magpen since a tablet may become a
bottleneck because of too much load or for better tabletrizgtion to improve performance. In this
case, iBigTable also enables the data owner to compute iheowt hashes for new tablets created
during the split or merge process to guarantee the frestuidablet root hashes, which is the key for
freshness verification.

3.5.2 Practicability Analysis

We argue that iBigTable achieves simplicity, flexibilitydaefficiency, which makes it practical as a
scalable storage with integrity protection.

Simplicity. First, we add new interfaces and change part of existingamphtation to achieve
integrity protection while keeping existing BigTable irfece, which enables existing applications to
run on iBigTable without any change. Second, iBigTable gness BigTable existing communication
protocols while providing integrity verification, which nimizes modification to existing BigTable de-
ployment for its adoption.
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Flexibility. We provide different ways to specify how and when clients wtanenable integrity
protection. Existing client applications can enable ogeblis integrity protection by configuring a few
options without any code change, and new client applicatinay use new interfaces to design a flexible
integrity protection scheme based on specific requirem&htre is no need to change any configuration
of iBigTable servers when integrity protection is enabledisabled at the client side.

Efficiency. We implement iBigTable without changing existing query@x@n process, but only at-
tach VOs along with data for integrity verification. We make best use of cache mechanisms to reduce
communication cost. We introduce tRartial Tree Verification Objecto design a set of mechanisms
for efficient batch updates, and for efficient and flexiblddabplit and merge.

Note that though iBigTable only allows the data owner to ryodata, most applications running
on top of BigTable do not involve frequent date updates. ounlikely that the data owner becomes a
performance bottleneck.

3.5.3 Experimental Evaluation

System Implementation.We have implemented a prototype of iBigTable based on HBsarf open
source implementation of BigTable. Although HBase stomda th a certain format and builds indexes
to facilitate the data retrieval, we implement the autheéd data structure as a separated component
loosely coupled with existing components in HBase, whichamdy simplifies the implementation but
also minimize the influence on the existing mechanisms of4éB@/e add new interfaces so that clients
can specify integrity options in a flexible way when doing me® or updates. We also enable them
to configure such options in a configuration file in the cliedieswithout changing their application
code. Besides, we add new interfaces to facilitate the tityegrotection and efficient data operations.
For example, for efficient batch updates a client may wantrésfgtch a PT-VO directly based on a
range without returning actual data. Finally, iBigTablécematically reports any violation against data
integrity to the client.

Experiment Setup. We deploy HBase with iBigTable extension across multiplsthaeployed
in Virtual Computing Lab (VCL), a distributed computing sy with hundreds of hosts connected
through campus networks [13]. All hosts used have similadware and software configuration (In-
tel(R) Xeon(TM) CPW.00GHz,8G Memory, Red Hat Enterprise Linux Server release 5.1, Sk@D
Hadoop-0.20.2 and HBase-0.90.4). One of the hosts is usélgefonaster of HBase and the NameNode
of HDFS. Other hosts are running as tablet servers and dd&sn@e consider our university cloud as
a public cloud, which provides the HBase service, and ruregxpents from a client through a home
network with30Mbps download andMbps upload. To evaluate the performance overhead of iBigTa
and the efficiency of the proposed mechanisms, we designod eeberiments using synthetic data sets
we build based on some typical settings in BigTable [20]. \&& MD5 [9] to generate hashes.

Baseline Experiment Before we evaluate the performance of write and read opeisain iBigTable,
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Figure 3.12: Time to Receive Data from Server.

we run a simple data transmission through the targetingar&tiecause the result is going to be helpful
to understand the performance result later. In the expatiniiee client sends a request to a server for
a certain amount of data. The server generates the amouanhdém data and sends the data back to
the client. Figure 3.12 shows the time to receive a certaiawnnof data from a server using logarith-
mic scale. The result shows that it almost takes the samettimransmit data less thatKB, where
the network connection initialization may dominate the cmmication time. The time is doubled from
4KB to 8KB till around 64KB. After 64KB, the time linearly increases, which is probably becatge t
network is saturated.

To understand how the VO size changes for range queries,marexperiment to quantify the VO
size for different ranges based on a data set with ab@iNB data, which is the base data set for later
update and read experiments. Figure 3.13 shows the VO gizevpéor different sizes of range queries.
For a range with more thagi rows, the VO size per row is arouri@ bytes. Although the total VO size
increases as the size of range queries increases, the V@esimawv actually decreases, shown in Figure
3.13 with logarithmic scale.

Write Performance. Regarding different data operations, we first conduct éxpants to evaluate
the write performance overhead caused by iBigTable, whereeaguentially writes 8K rows into an
empty table with different write buffer sizes. The data sifecach row is aboulKB. Figure 3.14
shows the number of rows written per second by varying theeviaaffer size for HBase, iBigTable and
iBigTable with Efficient Update (EU). The result shows thefpenance overhead caused by iBigTable
ranges froml 0% to 50%, but iBigTable with EU only causes a performance overheadiab5%, and
the write performance increases as the write buffer sizee@ses. Figure 3.15 shows the breakdown
of performance overhead introduced by iBigTable, whichwshthe client computation overhead, the
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server computation overhead and the communication ovethetaveen client and server. As can be seen
from the figure, the major performance overhead comes framsmmitting the VOs. The computation
overhead from both client and server ranges fyinto 5%.
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Figure 3.14: Write Performance Comparison between Biglahtl iBigTable.

Based on our observation, the large variation of performamerhead is caused by the network
transmission of VOs generated by iBigTable for data intggsrotection. Although the total size of
VOs generated for different write buffer sizes is the same,umber of data with VOs transmitted in
each remote request is different in different cases. Bffesizes of data may cause a different delay of
network transmission, but it may not be always a case, wkishadwn in Figure 3.12. iBigTable with EU
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shows a great performance improvement since there is atanedime VO transmission in this case,
and the major overhead of iBigTable with EU is the clieniesitmmputation overhead of computing the
new root hash for newly inserting data, which is very smaimpared with iBigTable.
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Figure 3.16: Read Performance Comparison between BigaaloléBigTable.

Read Performance We also run experiments to evaluate the read performancheae of iBigTable.
Figure 3.16 shows how the number of rows read per second ebdraged on different number of rows
cached per request for a scan. The result shows that the eefadrpance overhead ranges fraff} to
8%. Figure 3.17 shows the breakdown of iBigTable read overh&hd communication overhead can
be explained by the result shown in Figure 3.12 because taleatmount of data transmitted for the first

48



=0.06

8 16 32 64 128
# of rows cached per request

u Client Server ® Communication ‘
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two cases ranges fro8KB to 32KB. In the rest of cases, the size of data is about or larger GHKB,
which results in a large network delay for data transmissiorthis case, as the VO size increases,
the communication overhead becomes more visible. Basedionlservation from experiments, the
computation overhead of both the client and servers is abidutStill, the major part of performance
downgrade is caused by the variation of data transmissitwele® the client and servers.

TL-MBT Performance. To illustrate how TL-MBT affects the performance, we execatsingle
column update ot 6K rows on an existing table with abo80GB data across all tablets, each of which
has256MB data or so. The experiments run against different auitetied data structure configurations
of TL-MBT: Row Level, Column Family Level and Column Levelhich decides what data trees we
build for a tablet. For example, regarding Column Level, wédbdtrees for rows, each column family
and each column. It means that for a single column update e&é to update four authenticated trees,
which are row tree, column family tree, column tree and Ingle®. Due to the small size of Index tree,
the VO size of Column Level is roughly tripled compared whibde of Row Level, and the client-side
computation and server-side computation overhead are #iiyge too. Figure 3.18 shows the number
of rows updated per second versus the write buffer size feetlifferent configurations of TL-MBT.
The result indicates that as the number of trees that neee tqpbated increases, the performance
decreases dramatically in some cases. The major reasdmefpetformance downgrade is still caused
by the additional data transmitted for data verification.

We also evaluate the read performance for projected quaiiBiTable with TL-MBT by executing
a single column scan fdr6K rows. For TL-MBT with Row Level, even though we only need agte
column value, we still need to retrieve the whole row for dagrfication in the client side. Similarly, we
need to retrieve the whole column family for TL-MBT with Calun Family Level. Thus, the TL-MBT
with Column Level minimizes the communication overheadsithere is no need to transmit additional
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data for data verification for column projection. Althougé ¢computation cost is the lowest one among
three different configurations, the major difference is $ime of data transmitted between the client
and servers. Figure 3.19 shows how much the TL-MBT can inmgthe read efficiency for projected
gueries. Due to the network delay for different data sizessee the large performance variation for
different cases in the figure.
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Figure 3.19: Projection Query with TL-MBT Support in iBigdla.

Overall, the computation overhead in both client and serfer different cases ranges froh#
to 5%. However, the generated VOs for data verification may atfeetperformance to a large extent
for different cases, which depends on how much data is trgieshbetween the client and servers in
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a request. In general, since the performance overheadtiat tsplit and merge only involves several
hashes transmission and computation, it is negligible @vetbwith the time needed to complete tablet
split and merge, which involves a certain amount of data mmere across tablet servers.
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Chapter 4

IAODB: Integrity Assurance for
Outsourced Databases without DBMS
Modification

4.1 System Model

4.1.1 Database Outsourcing Model

Figure 4.1 shows our database outsourcing model with ityegrotection. There are three types of
entities: data owney database service providgDSP) andclients A data owner uploads a database
with data and authentication data to a DSP, which providéabdae functionality on behalf of the data
owner. Clients send to the DSP queries to retrieve data aedfecation objec(VO), which can be used
for data integrity verification.

In our outsourcing model, we leave the DSP without any chdaoges DBMS. Basically, the DSP
does not even know where and how to store authenticationasi@avhen and how to return authenti-
cation data to clients for integrity verification. Everythirelated to data integrity verification is done at
the client side, and data and authentication data updatéedose by the data owner. In this way, data
owners can provide integrity assurance for their outsaldagabases without any special support from
DSPs. Therefore, the adoption of database outsourcingimghrity assurance is completely decided
by data owners themselves.

4.1.2 Assumptions and Attack Models

We make a few assumptions for the target database outsguminlel before we discuss our attack
models. First, we assume that data owners and clients dailhotrlust the services provided by DSPs.
Second, since our scheme relies on digital signatures toderintegrity protection, we assume that the
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Figure 4.1: Non-Intrusive Database Outsourcing Model.

Query Results Including Data
and Authentication Data

data owner has a pair of private and public keys for signajareration and verification. The public key
is known to all clients. Moreover, like in many existing wdb, 40, 46, 50], we assume that the data
owner is the only entity who can update its data. In additwa,assume that communications between
DSPs and clients are through a secure channel (e.g., th®8gh Thus, DSPs and clients can detect
any tampered communication.

Regarding attack models, we focus ourselves on the masidiehavior from a DSP since it is the
only untrusted party in our target database outsourcingeia¥@de do not have any assumption about
what kind of attacks or malicious behavior a DSP may take. #[@8n behave arbitrarily to compro-
mise data integrity. Typical malicious behaviors inclutet not limited to, modifying a data owner’s
data without the data owner’s authorization, returningigladata queried to clients and reporting non-
existence of data even if data does exist. Further, it catldm stale data to clients instead of executing
queries over the latest data updated by the data owner [61].

4.1.3 Security Goals

We focus on addressing the integrity issues for databas®unaing. There are three aspects in data
integrity: correctness, completeness, and freshnesst, ffie correctness checks if all records returned
in a query result come from the original data set without @eiraliciously modified, which is usually
achieved using digital signatures that authenticate tteeaticity of records. Second, the completeness
checks if all records satisfying conditions in a query armpletely returned to clients. Note that it is
possible to meet the correctness requirement without ngedtie completeness requirement by only
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returning a partial set of the query result. Third, the freess checks if all records in a query result are
the up-to-date data instead of some stale data. It is a ogatig task to guarantee freshness since stale
data is still valid data at some past point of time.

Regarding freshness, we propose mechanisms for data otenefficiently compute signatures of
updated data and guarantee the correctness of the sighatuh is the key to provide freshness
guarantee. In the work, we do not focus on discussing howatiestl signatures are propagated to clients
for integrity verification purpose, where existing techreg [42,64] can be easily applied in our system.

4.2 Running Example

In this section, we take an example, which will be referrethtoughout the work to ease the under-
standing of our scheme. Without loss of generality, we asstirat a data owner has a database with a
table called “data”, which stores the data owner’s dataywsha Figure 4.2.

I P P P P R P
0 Alice 20 NC . 1000
10 Ben 30 NY - 2000
20 Cary 42 CA . 1500
30 Lisa 15 CA 3000
40 Kate 18 NY e 2300
50 Mike 24 SC . 4000
60 Nancy 36 VA . 2300
70 Smith 12 TA e 4500

Z2 ™Mz ™™ m 2o

Figure 4.2: A Relational Data Table.

The table has several columns. Tidecolumn is a unique key or indexed. Besides, thererare
columns{coly, ..., col,,} containing arbitrary data. We do not assume that specifiestyb data should
be stored in the table. This example will be used throughbetwork to explain our ideas, design
decisions, and verification steps.

To provide integrity protection, there are several thingsneed to do. First, we need to decide which
ADS we should use to organize the authentication data fodale stored in the table. Second, we need
to figure out how to store the ADS into the database where ttzetdble resides so that we can support
integrity verification without modifying existing DBMSs. &Will illustrate how data owners can enable
integrity protection for their outsourced databases witlrequiring DSPs to modify anything at their
end.
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4.3 System Design

4.3.1 Authenticated Data Structure

One of the major design choices we need to make is Autheatidaata Structure (ADS), which is used
to organize authentication data. There are two optionsiasige aggregation based ADS and Merkle
hash tree based ADS. Since our goal is to provide the inyegratection without modifying existing
DBMSs, we need to figure out a way to retrieve authenticataia dithout requiring some functionality
that does not exist in current DBMSs. We observe that thexseavreral disadvantages of developing a
scheme based on signature aggregation based ADS. Firsthitmize communication cost, signature
aggregation operation needs to be done dynamically in DBMSB&h unfortunately is not supported.
Moreover, although signature aggregation based ADS caragige correctness and completeness, it
is unknown how to efficiently guarantee freshness usingasige aggregation based approaches [40].
Additionally, techniques based on signature aggregatioarisignificant computation cost in client side
and much larger storage cost in server side compared with-bs$€d approaches [40].

Thus, we choose to adapt MHT-based ADS, in particular, MeB<tree (MBT) [40]. MHT-based
ADS can not only guarantee correctness and completendasalisbiprovide efficient freshness protec-
tion since only one root hash needs to be maintained coyréatlthermore, the relationship between
parent node and child nodes may bring us some opportunitidedign an efficient scheme to retrieve
authentication data. Figure 4.3 shows a Merkle B-tree etebhased on the table introduced in Section
4.2. The values in thal column are used as keys in the MBT. A hashis associated with a pointer
in an internal node or a record in a leaf node. For simplithg hashes associated with pointers and
records in nodes of the MBT are not shown in the figure. The baalrecord in a leaf node is the hash
value of the data record in the data table. The hash asstaidtie a pointer in an internal node is the
hash of concatenating all hashes in the node pointed by ih&epo

E-m-_- { \
0 Alice ... 0 }\‘ ‘ ki ‘ Pi | h=H(h,...[hy) ‘ ‘;
10 Ben 2000
20 Cary 1500
30 Lisa 3000
40 Kate 2300
50 Mike 4000
60 Nancy ... 2300
70 Smith ... 4500
Data Table Merkle B-tree

Figure 4.3: Data Table to Merkle B-tree.
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Now the question is how to upload the authentication datagaleith data to a DSP so that the au-
thentication data can be retrieved using existing funetionprovided by the DSP. One straightforward
solution is to serialize the MBT into a binary stream andestt data in the stream into a blob field of a
data table. Since the DSP knows nothing about the intemuattate of the data stored in a blob field and
there is no known way to extract the authentication data feita record from the blob field, the only
thing clients can probably do is to retrieve all data in thebkiield along with a data record queried so
that they can rebuild the MBT, find the authentication datéheynselves and verify the integrity of the
record returned from the DSP. However, it incurs significanmunication cost between clients and
the DSP and computation cost in clients since the binary afattee MBT could be very large depend-
ing on the number of records in the data table, which renders¢heme impractical. In the following,
we will explore different choices to upload authenticattatta into a database so that we can retrieve
necessary authentication data efficiently.

4.3.2 ldentify Authentication Data

Based on the above analysis, we have to think about how tedifise tree structure so that we can
store authentication data and retrieve necessary authgoti data efficiently. The first thing we need
to do is to identify pointers in internal nodes and recordieaf nodes of a MBT since each pointer or
record is associated with a piece of authentication dad,jtha hash. And also we need to model their
parent-child and sibling relationships. Besides, we negutéserve the ordering of pointers or records
in a node of a MBT.

Existing Approaches.There are a few widely-used models such as adjacency ltstepameration,
nested set and closure table to store tree-like hieraiatiéta into a database [19,60]. With an adjacency
list, it is easy to find the parent of a pointer or record simoeddels the parent-child relationship directly,
but to find its ancestor, we have to go through the parentiakilationship step by step, which could
make the process of retrieving VO inefficient. And also thmeehcy list model does not consider the
order of pointers or records in a node, which is importantifmsh generation and integrity verification.
The path enumeration model uses a string to store the pathchf gointer or record, which is used
to track the parent-child relationship. Unlike the adjanelist model, it is easy to find an ancestor of
a pointer or record in a node. But same as the adjacencyhestpath enumeration does not consider
the order of pointers or records in a node. In the nested sdelniv is very inefficient to find a parent
of a pointer or a record as it requires joining two tables. iirty, the closure table does not consider
the ordering of pointers or records in a node, and needs teuco® more storage than other models.
Besides, Miguel [5] proposed a different scheme called @egéeal Identifier, which contains the
complete genealogy of a node similar to the path enumeratmuhel. What different is that it considers
the ordering of nodes with a common parent. In terms of peréorce, many operations discussed in
[5] are based on string operations and index scan of theristedd of index seek, which is inefficient.
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Figure 4.4: Radix-Path Identifier.
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(a) Single Authentication Table (SAT) (b) Level-based Authentication Table (LBAT)

Figure 4.5: Authentication Data Organization.

Radix-Path Identifier. To address the disadvantages of existing approaches, wegaa novel
and efficient scheme callddadix-Path IdentifierThe basic idea is to use numbers based on a certain
radix to identify each pointer or record in a MBT. Figure 4hws all identifiers as basenumbers for
pointers or records in the tree based on a radix equal @iven a MBT, theRadix-Path Identifieof a
pointer or record depends on its level and position in the MBYillustrate this scheme, suppose that
the fanout of a MBT isf. The radix base; could be any number larger than or equalftd denotes
the level where a node resides in the MBT. Thaf the root node i$). + denotes the index of a pointer
or record in a node, ranging frofnto f. The Radix-Path Identifierpid of a pointer or record can be
computed using the following equation:

1 if | ==0,
rpid = (4.1)
rPidparent * 15 + 1 if 1 > 0.

Note thatrpid,.,.n: IS theRadix-Path Identifieof its parent pointer in the tree. Equation 4.1 models
not only the relationship among pointers or records in ordenbut also the parent-child relationship
among nodes. The identifier of each pointer or record in tbé mode isi. With identifiers in the root
node, we can use the second part of Equation 4.1 to computtfieles of pointers or records in their
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child nodes in the tree. In this way, all identifiers can be potad starting from the root node to the leaf
nodes in the tree.
The proposedRadix-Path Identifiescheme has several important properties:

* |Identifiers of pointers or records in a node are continubusnot continuous between two sibling
nodes. For example, the baseumbers20, 21, 22 are continuous.

* From an identifier of a pointer or record in a node, we canlyeéisd the identifier of its parent
pointer based on the fact thgtid,q,.,: equals to|rpid/r].

* From an identifier of a pointer or record in a node, we canlgasilculate the min and max
identifiers in the node, which alérpid/ry|) * r, and(|rpid/ry]) * ry + (rp — 1).

» From an identifier of a pointer or record in a node, we canygasimpute the index of the pointer
or record in the node, which i2id%ry.

The above properties will be utilized for efficient VO retié and authentication data updates. We
will elaborate those details later in Section 4.4.

4.3.3 Store Authentication Data

Once we identify each pointer or record in nodes of a MBT, thet istep is how we can store the
authentication data associated with them into a databagelfollowing, we propose two different
designs - Single Authentication Table (SAT) and Level-basathentication Table (LBAT), and discuss
their advantages and disadvantages.

SAT: Single Authentication Table. A straightforward way is to store all authentication datalais
records called\uthentication Data RecorfADR) into one table in a database, where its corresponding
data table is stored. Figure 4.5(a) shows all authenticalimta records in a single table for the data
table described in the running example. The name of the atita¢ion table adds a suffixduth” to the
original table name “data”. The authentication table daslumns:id, rpid, hashandlevel id column
stores values frond column of the data table, which are keys in the B+ tree excelst Note that
since the number of keys is less than the number of pointdgteimternal nodes in a B+ tree node, we
use “-1” as thdd for the left-most pointers in the internal nodegid records identifiers for pointers or
records in the B+ trednashcolumn stores the hash values of pointers or records in thedg+which is
essential for integrity verificatioevelstores values indicating the level of a pointer or recordhéenB+
tree. Thelevelvalue is necessary for searching tiped for a data record given ad of the data record
because thepid values could be same in different levels. The level of a leafenisO, and the level of
the root node is the maximum level.

Although SAT is simple and straightforward, it has seveisadvantages, which makes it an inef-
ficient scheme. First, queries to retrieve ADRs could bdficiefit since indexes are built based on all
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ADRs. For example, even if we want to retrieve an ADR assediatith a pointer in the root node, we
still need to search an index built based on all ADRs in the MBWe store ADRs in the root node
in another table, then the index to be searched is built oADIRs in the root node. Second, updates
could be inefficient since one data record update usuallyires) updating ADRs in different levels.
With table level lock, it is not allowed to concurrently exée ADR updates since all ADR updates
have to be executed over the only one table. Although coantitpdates can be enabled with row level
lock, it may consume much more database server resourcés) wiay not be desired. Third, it may
require using join query to find thpid a data record since the data table is separated from the paly o
authentication data table. Fourth, updates to a data reswtdts ADR in the leaf level are not able to
be merged to improve the performance since they go to diffaadbles.

LBAT: Level-based Authentication Table. To resolve the above issues, we propose a Level-based
Authentication Table (LBAT). In this scheme, instead ofistg all ADRs into one table, we store ADRs
in different levels to different tables. We create one tag@elevel for a MBT except the leaf level and
also create a mapping table to indicate which table correfgpto which level. For nodes in the leaf
level of the MBT, since each data record corresponds to an &RD&af nodes, we extend the data table
by adding two columnsrpid andhashto store ADRs instead of creating a new table, which reduues t
redundancy ofd values and also the update cost to some extent. Figure 4&lgh)s all tables created
or extended to store ADRs and the mapping table for the dhta teescribed in the running example.
Tables for different levels have different number of resoifebr the root level, it may only contain a few
records. Also, the number of records in the mapping tablgusieto the number of levels in the MBT.
We name those tables by adding a suffix such_asapping”, “auth0”, etc, based on table types and
levels.

The proposed LBAT scheme presents several advantages.tR@sndexes built based on those
tables are more efficient than those in SAT because the nuafilvecords of each table in LBAT are
much smaller than that in SAT. Thus, it could improve the &fficy of queries to a great extent. Second,
since ADRs in different levels are stored in different aunti@tion tables, it makes concurrent updates
possible with table level lock, which also allows to desidficeent concurrent update mechanisms.
Third, since we store ADRs in the leaf level along with datanakes it straightforward to retrieve the
rpid of a data record. Fourth, due to the same advantage, it isteasgrge updates for a data records
and its ADR in the leaf level for performance improvement.

In the work, we use LBAT to store authentication data recomishe following sections, we will
elaborate how to retrieve authentication data recordsgataih data records efficiently to provide a
practical integrity protection for exist DBMSs without mifyihg them.
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Figure 4.6: Retrieval of Authentication Data.

4.3.4 Extract Authentication Data

Figure 4.6 shows an example of what authentication data toeled retrieved for a data record. In the
left side of Figure 4.6, it only shows the necessary part ofBilMs an example and an arrow pointing
to the record for which we want to retrieve authenticatiotada verify its integrity. The right side of
Figure 4.6, shows the authentication data records that tadeel retrieved in black in order to compute
the root hash of the MBT for integrity verification. To exttalse ADRs for the record based on LBAT,
we can utilize the properties of o&adix-Path IdentifierFirst, given apid of a record, we can easily
compute thepid of its parent pointer. Second, we can find the ADRs of recorgmimters in the same
node based on the fact that they have the same pgehtwhich can be computed by using any one
of their rpid. Once we receive all related ADRs, we can compute the rodt siase we can infer the
tree structure from thigpid values, which uniquely models the relationship among postrecords and
nodes in the MBT.

Note that since the DSP is only assumed to provide standaftd®®inctionalities, all the above
operations have to be realized by SQL queries issued byita.dHere we explore four different ways
- Multi-Join, Single-Join, Zero-Join and Range-Conditiomfind the authentication data records for a
record based on LBAT in the following, for each of which welwise specific examples to show how it
works. All examples are based on the data presented in timengiexample. Suppose that we want to
verify the integrity of the data record with the 50. The ADRs needs to be returned shown as the black
parts in Figure 4.4, which is also highlighted with a blackkground in Figure 4.5(b).

Multi-Join. In this scheme, we try to minimize the number of queries taaet all necessary
authentication data for a record by joining multiple autietion tables together. Here we only need
to use the following one query to retrieve all related autisation data for the record with i80. The
following shows the SQL statement we use to retrieve theesittation data of the record. Note that
is the radix base, we choose for the running example &stis the id of the record.

- retrieve all authenticatoin data in one query with joins
sel ect daO.rpid as rpid0, da0. hash as hashO

dal.rpid as rpidl, dal. hash as hashl

da2.rpid as rpid2,da2. hash as hash2
fromdata tO

left join data daO on daO.rpid/4 = t0.rpid/(4)
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left join data_authl dal on dal.rpid/4 = tO.rpid/ (4*4)
left join data_auth2 da2 on da2.rpid/4 = t0.rpid/ (4x4%4)
where tO0.id=50;

Although we can use only one query to retrieve all authetitinadata, redundant data will be
returned since the SQI statement uses “left join” acroseragauthentication tables, which definitely
increases the communication cost. Moreover, since redirdita is returned, in the client side, we
have to do a little bit more work to filter out redundant datd &nd necessary authentication data and
compute the root hash.

Single-Join. Since the Multi-Join scheme retrieves a lot of redundard,dhe Single-Join scheme
aims at eliminating the redundant data in the query reswustebd of using one query with multiple join
tables, it uses multiple queries, each of which joins onbemitcation table. The following shows the
SQL statements we use to retrieve the authentication datg 8sgle-Join.

-- level 2, 1, 0 (fromroot level to |leaf |evel)
select I1.rpid,|1. hash fromdata tO
left join data l1 on I1.rpid/4 = t0.rpid/(4) where t0.id=50;

select I1.rpid,|1. hash fromdata tO
left join data_authl |1 on I 1l.rpid/4 = t0.rpid/ (4+x4) where t0.id=50;

select I1.rpid, | 1. hash fromdata t0
left join data_auth2 I'1 on | 1.rpid/4 = t0.rpid/ (4+x4+x4) where tO0.id=50;

As we can see from the above SQL statements, multiple regsltsll be returned for authentication
data, but the redundancy is minimized dramatically congbarith the Multi-Join scheme. Each query
doing a join between the data table and one authenticatie tatrieves the authentication data in one
node based on the “left join” condition.

Zero-Join. We observe from the Single-Join scheme that in each joinyqukat we actual need is
therpid of the record0. If we know itsrpid, we can eliminate the “left join” completely from the SQL
statements. The following shows the SQL statements we usgrieve the authentication data without
joining any table.

-- find the rpid of the data record with the id 50
declare @owpid AS int;
set @ow pid=(select top 1 rpid fromdata where id=50);

-- level 2, 1, 0 (fromroot level to |leaf |evel)

sel ect rpid, hash fromdata where rpid/ 4=@ ow pi d/ (4);

sel ect rpid, hash fromdata_authl where rpid/ 4=@ ow pi d/ (4*4);
sel ect rpid, hash from data_auth2 where rpi d/ 4=@ ow pi d/ (4*4x4);
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The major difference is that we declare a “rowrpid” variatdetore thepid of the record, which is
retrieved from the first query. After that, we use the “rowlffior other queries to retrieve the authenti-
cation data for nodes in different levels. Although it netmiexecute one more query, it eliminates the
“join” clause completely.

Range-Condition. We observe that the execution of the above queries doesitipé tihe indexes
created on thepid field in the authentication tables. Instead of doing an ingeek, each of them
actually does an index scan, which is inefficient and incunggh computation cost in server side. To
utilize indexes, we propose a new method called Range-@ondb retrieve authentication data for
records. The following shows the SQL statements we use tevetthe authentication data for the
record50 using Range-Condition.

-- find the rpid of the data record with the id 50
declare @owpid AS int;
set @ow pid=(select top 1 rpid fromdata where id=50);

-- level 2, 1, 0 (fromleaf level to root |evel)
sel ect rpid, hash fromdata
where rpid>=(@ow pid/ (4))*4 and rpi d<( @ ow pi d/ (4)) *4+4;

sel ect rpid, hash fromdata_authl
where rpid>=(@ow pid/ (4+4))+4 and rpid<(@ow pi d/ (4*4)) *x4+4;

sel ect rpid, hash from data_aut h2

where rpid>=(@ow pid/ (4+4+x4))*4 and rpi d<(@owr pi d/ (4*4x4)) *4+4;

As can be seen from the figure, the major difference from Jein-is thewherecondition. Instead
of using equality, the Range-Condition uses a range qudegtin based on thepid column. The
range query retrieves the same set of results with the égualndition used in Zero-Join. Thus, they
both return the same set of authentication data recordsSamyle-Join does that too. However, with
the range query on thepid field, it can utilize indexes built on thgpid column, which minimizes the
computation cost in server side.

In Section 4.5, we will compare the performance overheadezhby different methods of authen-
tication data retrieval. In the following, our discussioillwse Range-Conditiorby default to retrieve
authentication data.

4.4 Data Operations

In this section, we will illustrate the details of handlingdic queries such a&glect update insertand
deletewith integrity protection efficiently based on our desigimngsthe running example. Without loss
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of generality, we assume that clients always have the ladeshash of the table for integrity verification,
and we focus on discussing how to retrieve authenticatioa fdam DSPs.

20 [[ 40
[ o 30 50 [ e0 ]

s o on

Left Boundary  Query Range  Right Boundary

Figure 4.7: Range Query with Integrity Protection.
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Figure 4.8: Update with Integrity Protection.
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441 Select

As discussed in Section 4.3.4, we can retrieve authergitatata for anique Selectjuery, which
returns only one data record based on a unique key seledims, we focus on the discussion of how
to handle &Range Seleajuery with integrity protection, which retrieves recordishin a range.

The verification process fdRange Seleajueries is different fromtunique Selectjueries. First, we
need to find the two boundary keys for the range of a range gberyexample, for a range query with a
range froml5 to 45, we need to identify its two boundaries, which &feand50 in this case. Although
DBMSs do not provide a function to return the boundary resdalidectly, we can use the following two
queries to figure out what the left and right boundaries ara fuery range:

select top 1 id fromdata where id < 15 order by id desc
select top 1 id fromdata where id > 45 order by id asc

Then, to retrieve the authentication data for the rangeyguer only need to retrieve the authentica-
tion data for both boundaries, which is similar to the way we to retrieve authentication data object
for a data record since the authentication data for recoitténathe range are not necessary and they
will be computed by using the returned records. Figure 4oivshthe authentication data records and
the data records that need to be retrieved for the range duaenyl 5 to 45.

To execute the range query with integrity protection, wedneerewrite the range query by adding
SQL statements shown in the following. Then, we execute @IL Statements in one database trans-
action. Once the result with authentication data is rewirmee verify the integrity of the query result
using the authentication data. If the verification succeé#us data result is returned to the client as
before; otherwise, an integrity violation exception cobklthrown to warn the client of the integrity
verification failure.

-- find the I eft boundary key and the |l eft boundary rpid
decl are @eyLB AS int, @pidLB AS int;

select top 1 @eylLB=id, @pi dLB=ri pd from data

where id<15 order by id desc;

-- find the right boundary key and the right boundary rpid
declare @eyRB AS int, @pi dRB AS int;

select top 1 @eyRB=id, @pi dRB=ri pd from data

where id>45 order by id asc;

-- retrieve authentication data records for the left boundary fromleaf level to root |evel

sel ect ripd, hash fromdata
where ripd>=(@ pi dLB/ 4) x4 and ri pd<( @ pi dLB/ 4) »4+4;
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sel ect ripd, hash fromdata_authl
where ripd>=(@ pi dLB/ 4x4) x4 and ri pd<( @ pi dLB/ 4*4) x4+4;

sel ect ripd, hash from data_aut h2
where ripd>=(@ pi dLB/ 4x4*4) x4 and ri pd<( @ pi dLB/ 4x4x4) x4+4;

-- retrieve authentication data records for the right boundary fromleaf level to root |evel
sel ect ripd, hash fromdata
where ripd>=(@pi dRB/ 4) x4 and ri pd<( @ pi dRB/ 4) »4+4;

sel ect ripd, hash from data_authl
where ripd>=(@pi dRB/ 4x4)*4 and ri pd<( @ pi dRB/ 4*4) x4+4;

sel ect ripd, hash from data_aut h2
where ripd>=(@ pi dRB/ 4x4x4) x4 and ri pd<( @ pi dRB/ 4* 4+ 4) x 4+4;

The overhead to provide data integrity for range queriesistsr of both computation and com-
munication cost. The computation cost in the client sidéuthes two parts: rewriting range query and
verifying data integrity. The computation cost in the seside is the execution of additional queries for
authentication data retrieval. The communication coseeh them includes the text data of additional
gueries and the authentication data returned along witbdkeeresult.

This process can also handlmique Selectjueries. However, it requires to retrieve authentication
data for both left boundary and right boundary, which mayb®necessary. If the key does not exist,
we have to resort to the process of handling range queries,ewie can check left boundary and right
boundary to make sure the record with the key does not exist.

4.4.2 Update
Single Record Update

When a data record is updated, we need to update its authigoniclata (mainly hash values) so that
we can guarantee data integrity. For updating a record, sueas that the record to be updated already
exists in the client side and the VO for the updated recorti@a the client too. Otherwise, we retrieve
the data record and the VO first, then update it and its autfaion data. It consists of two round-trips,
which may cause a large overhead.

Figure 4.8 shows the VO in black for the recar@ in the left side and the hash values in gray to
be updated once the record is updated. Each data updatesseguoiupdate on each authentication data
table. It means if the MBT tree’s height ks then the total Number of update queriesiis- 1. In this
case, we need to actually upddteecords. One of them is to update the data record and thréemfis
to update the authentication data records. The followirgyvshthe three additional update statements.
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The generation of update queries for authentication dagariple since we know thepid of the data
record to be updated, and then we can easily compute itstpaidrand generate update queries.

updat e data set [hash] =" aNcAhOi 1qC2ebq/ z7j n3pw=="where [ri pd] =16;
updat e data_authl set [hash]="5XGWYOPgxdbZnb8at pL/ Q==" where [ri pd] =4;
updat e data_auth2 set [hash]="VOUDDXH+bxoYBVevXDpY/ Q==" where [ri pd] =1;

Since the authentication data table for the leaf level of alM® combined with the data table,
we can combine two update queries into one to improve thepesdnce. Thus, in this case we only
need3 update queries instead af All update queries are executed within one transaction.tl@®
consistency of data records and authentication data isgtesed by the ACID properties of DBMSSs,
and the integrity is also guaranteed since the verificatiahthe root hash update are done directly by
the data owner.

Batch Update and Optimization

Suppose that we want to updateecords at one time. Actually, as the number of records tqdated
increases, the total number of update queries we need toagerte update both data and authentication
data linearly increases. In this case, the total number daigpqueries is « h. We observe from those
update queries that several update queries try to updateathe authentication data record again and
again due to the hierarchical structure of a B+ tree. We attiwen that each update SQL statement
only updates one authentication record in one table. Algtuaé just need to get the latest hash of the
authentication data record, and do one update. To do thateee to track all update queries for each
table, find the set of queries to update one authenticatita régord in an authentication table, and
remove all of them except the latest one. In this way, the rarmobnecessary update queries could be
much less than the number of update queries we generatesb®¥erbelieve that this process called
MergeUpdateimproves the performance of batch update to a great extdnichvwwill be shown in
Section 4.5.

4.4.3 Insert
Single Record Insert

Inserting a record is much more complicated than updatimgard since an insertion may result in the
MBT structure changes such as node split, split propagatigrarent nodes, which may requingd
changes for many data and authentication records singpithgalues are continuous in one node. We
need to maintain this property for data integrity verifioati Before that, we use a new type of VO -
Partial Tree VO (PT-VO) [61], which has both hashes and key#eva VO does not. With those keys,
a PT-VO allows us to insert new data within the partial treggeadirectly. Thus, when a data owner
receives a PT-VO from a DSP, it can directly update the PT-at@lly to compute the new root hash of
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Figure 4.9: Insert With Integrity Protection.

the original authenticated data structure. As an examjdgyr€& 4.9(a) shows the PT-VO for the record
22, which does not exist in the data table. In general, stepssert a record into a table with integrity
protection are described as follows:

1. Retrieve the PT-VO for the new record to be inserted andyvite non-existence of the new
record.

2. Generate update and insert SQL statements for both theawmsd and the authentication data
records.

3. Send all SQL statements to a DSP in one round-trip and &xedwf them in one transaction at
the DSP.

The above steps includes two network round trips betweetieat@nd a DSP. One is to retrieve
the PT-VO and the other is to insert a new record and updateoitesponding authentication data
records. During this process, the difficult part is to geteetibe SQL statements to update authentication
data records. There are three cases we need to consideset)) ime record without node split and
any rpid changes of other records; 2) insert one record without nptie but with rpid changes of
other records; 3) insert one record with node split and rpiahges of other records. We discuss how
to generate necessary SQL statements to update authientidata records for each case in details. To
ease the understanding of each case, we use specific exataples] from the running example, shown
in Figure 4.9.

Case 1.t is pretty similar to update a data record. The only differe is that we insert a new data
record instead of updating an existing one. The authefdit@ata update process is almost same with
that for data record update, as shown in Figure 4.9(b). Heream see one benefit of tRadix-Path
Identifier that there are available identifiers for new records betvedg@img nodes in a MBT. Thus, we
do not need to updat®id values of other authentication records sometimes.
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Case 2.In this case, we need to update tiped values for some records. For example, aft2is
inserted we inser21, shown in Figure 4.9(c). Since ti#d is inserted in the middle df0 and 22, the
rpid of 22 should be updated tt8 from 17, and thel7 will be therpid of the newly inserted recorll.

We also need to pay attention to the execution order of upgladeies. In this case, we should update
therpid values for existing records first, and then insert the newrce2l.

Case 3.We continue the example in Case 2. Since the B+ tree in our gheaomly allows two
records in a leaf node, we need to split the leaf node into éabriodes. Figure 4.9(d) shows the partial
B+ tree structure after the leaf node is split. In the figune,dray and dark parts of authentication data
need to be updated correctly, and we do not need to updatettengication data within the dash circle
since nothing is changed in that part. We observe from ttiie taat even if a node is split or even if the
node split is propagated to parent nodes, it does not nedgssaan that we need to update thmd
values of authentication records that are in the right ofrtkerted new record.

For the above all cases, the update and insert queries areteaenithin one transaction like how
we handle updating a record. Thus, the consistency betwataradd authentication data is guaranteed
by the ACID properties of existing DBMSs. The following shetihe generated update and insert SQL
statements based on the example used for the above cases.

update [dbo].[data] set [ripd]=17,[hash]=" WL32gcL49vgu3FGInrG A==" where [i d] =22;
updat e [dbo].[data_authl] set [hash]="y6My6yFJgy7xt MC+XA VAw==" where [ri pd] =4;
updat e [dbo].[data_auth2] set [hash]="5aKaSct 3okr KJoQ+U6t eQA==" where [ri pd] =1;

-- update ripd
update [dbo].[data] set [ripd]=[ripd]+1 where [ripd]>=17 and [ri pd] <=18;

-- update the hash for newy inserted record
update [dbo].[data] set [ripd]=17,[hash]=" BGQR2ngL3Czj RRYvkhZw==" where [i d] =21;

-- update the hash of the node where children is split
updat e [dbo].[data_authl] set [hash]="740nHexVWUeeKVL40yCgw=="where [ri pd] =4;

-- update ripd since a newnode is inserted into the MBT because of node split
update [dbo].[data_authl] set [ripd]=[ripd]+1 where [ripd]>=5 and [ripd] <=7;
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-- update ripd for child nodes
update [dbo].[data] set [ripd]=[ripd]+4 where [ripd]>=20 and [ri pd] <=31;

-- insert a new authentication record for the newy created node because of node split
insert into [dbo].[data_authl] ([id],[ripd],[hash]) values(21,5," T3Ai kvu3n8YMINSWPOOOA==") ;

-- update ripd for children of newy created node because of node split

update [dbo].[data] set [ripd]=[ripd]+3 where [ripd]>=17 and [ri pd] <=19;

-- update the hash of the pointer with ripd 1
updat e [dbo].[data_auth2] set [hash]="F YV6cR t Mvwf sRPj X8 Q==" where [ri pd] =1;

Based on our discuss so far, one important step for integratection is to rewrite user queries by
adding additional queries to retrieve authentication datgpdate authentication data depending on user
queries. The rewrite process feelectis relatively easier than that farpdate insert or delete and it
is especially complicated fonsertanddelete To generate the SQL statements for authentication data
whenupdate insert or deletehappens, we need to handle different events from the MBTexample
node update, key insert, key delete, root split, etc. Ow& part is that we treat an internal node split
as a new key insert in its parent node. In the work, we onlyudisone of the most important parts for
insert which is the process to handle key insert event in a MBT. Algm 3 shows the pseudo-code to
explain the general process to handle key insert eventhadailts a sub-process described in Algorithm
4,

Batch Insert and Optimization

We observe the fact from single record insert that a data oisiadble to compute the new root hash based
on a PT-VO. Based on this observation, we can insert multdpta records and update authentication
data records in one database transaction to maximize thampance of batch insert and maintain the
consistency between data records and authentication etzdeds.

As we can see from the discussion above, it is much more coatetl to handle insertions than to
handle updates when we need to provide integrity protechimst, it may generate more SQL statements
compared with the update case. Second, it may not only update values of authentication records,
but also update thepid values of authentication records. Third, regarding corut cost, it may need
to update much more authentication data records compatédiva update case. Although it is more
complicated than the update case, there are still redur8fabtstatements that can be merged.

The process to merge SQL statementsifigert is a little bit more complicated than that fap-
date since the SQL statements may update iiid values of authentication records. To merge SQL
statements generated for insertions, we proceed/grgeUpdateprocess table by table like what we
do for update, where all SQL statements are strictly ordbsethe generation time. One major differ-
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Algorithm 3 HandleKeylnsertEvent( sm., ., k, ip, h)

Require: n - node,sm,, - start rpid of node] - node levelk - key, ip - inserted positionk - hash
1: if n is leaf nodethen

2. ifip < (n.numOfKeys — 1) then
3: sm = smy, + ip {sm - start rpidt
4: em = smy, + n.numO fKeys — 1 {em - end rpid
5: me = 1 {mc - rpid changé
6: updaterpid by addingmc from sm to em
7. endif
8. updaterpid and hash for the inserted data record
9: else
10:  if ip < n.numO f Keys then
11 §mM = Smy, + 1P
12: em = smy,+1p—1
13: mc=1
14: for i = I — maxLevel do
15: updaterpid by addingmc from sm to em
16:
17: sSm = sm 1y
18: emxry+1ry— 1
19: mc = Mmc* 1y
20: end for
21 endif
22: InsertAuthenticationRecord( sm,, [, k, ip, h)
23: end if

Algorithm 4 InsertAuthenticationRecord( sm,, [, k, ip, h)

Require: n - node,sm,, - start rpid of node] - node levelk - key, ip - inserted positionk - hash
1: insert a new authentication record withsm,, + ip andh

sm < new child node start rpid

em < new child node max rpid

mc <+ initial rpid change

for i =1+ 1 — maxLevel do
updaterpid by addingmc from sm to em

Sm = Sm*7yp
em*xry+1p — 1
mec = mcx*nyp

. end for

R
N B Qo
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ence is that we should not run tMergeUpdateprocess across all SQL statements for a table. Instead,
we should start from the first update statement, find a setriframus SQL statements that update the
hash values of authentication records, applyMeegeUpdaterocess to the set of statements just found,
and continue this process until all SQL statements have besmmed. In this way, we can reduce the
number of SQL statements while correctly updating autbatitn data without breaking the integrity
protection.

4.4.4 Delete

Deleting a record is also complicated like inserting a rdcd¥hen a record is deleted in a B+ tree,
some nodes may need to be merged together, where we may nepdate thepid values of some
authentication records depending on specific cases. Dhe ginilarity between the processes to handle
deletion and insertion, we do not elaborate details in the&kwo

Here we would like to discuss an alternate solution, whialldconake the deletion process simpler
and more efficient. In this solution, when a data record igtéel, we also delete the authentication
data record, but we do not merge leaf nodes even if there areawods in leaf nodes. In this case,
there will be no merge and merge propagation on the Merklee84tructure during the deletion of a
record. However, data owners may need to run a backgroumgssdike clean-up or garbage collection
to reconstruct the Merkle B-tree so that the height of the M2l be reduced after a lot of deletions
happen.

4.5 Experimental Evaluation

System Implementation.We have implemented the Merkle B-tree and the query rewlgerithms

for clients, which is the core of generating select, updattinsert SQL statements to operate authen-
tication data. We also built a tool to create authenticatadles and generate authentication data based
on a data table in a database. Data owners can run this todll detatables in a database before out-
sourcing the database to a DSP. Once the authenticatioisdaiated for the database, they can upload
the database to the DSP. Besides, we have implemented adiffarent ways -MultiJoin, SingleJoin
ZeroJoinandRangeConditiorto retrieve authentication data for performance overheatliation. Our
implementation is based on .NET and SQL Server 2008. Iniadditve implemented two XML-based
schemes: OPEN-XML and DT-XML, which utilize built-in XML fuctionality of SQL Server, for ef-
ficiency analysis and comparison. In both OPEN-XML and DTIXkthemes, we use a hierarchical
XML structure to represent the authentication data of a MeB<tree and store the XML string into a
database. The OPEN-XML scheme uses OPENXML function peavid SQL Server to retrieve VO
data from the XML string, and the DT-XML uses XPath and noplesgthods to retrieve VO data from
an indexed XML data field, where the XML string is stored.
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Experiment Setup.We use a synthetic database that consists of one tablel@itl®00 records.
Each record contains multiple columns, a primary kdyand is aboutilKB long. For simplicity, we
assume that an authenticated index is builicbrolumn. We upload the database with authentication
data to a third-party cloud service provider, which depltys SQL Server 2008 R2 as a database
service, and run experiments from a client through a homearktwith 30Mbps download andMbps
upload. To evaluate the performance overhead of integeitifigation and the efficiency of the proposed
mechanisms, we design a set of experiments using the syntla¢abase. We use MD5 [9] to generate
hashes.

Baseline

Height of MBT. Figure 4.10 shows the height of a MBT for different fanoutkjah is built on100, 000
data records. The height is computed based on the fact thatsed the corresponding authentication
data records of those data records into a MBT with a certaiouaone by one. It is clear that as
the fanout of a MBT increases, the height of the MBT decreasksch means that the number of
authentication tables that need to be created decreasesveincreate an authentication table for each
level in a MBT. We can also see that sometimes the height maghange when the fanout changes,
for example fronB2 to 64.

12

10

height

(= S > e o)

4 8 16 32 64 128 256
fanout

Figure 4.10: Height vs Fanout.

VO Size.Figure 4.11 shows how the VO size changes as the fanout of a dhBiges fotJnique
Selectand Range SelectThe results clearly show that as the fanout increases, @si¥e increases,
and the VO size oRange Seleds almost twice of that obinique Selecsince the VO oRange Select
includes the VO of two boundaries of the range. Note thaRange Selecits VO size almost stays
same no matter how many records are returnedRamage Seledince its VO only include the VO of
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Figure 4.11: VO Size vs Fanout.
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Figure 4.12: VO Retrieval Time.

VO Retrieval. Figure 4.12 shows the time to retrieve a VO for our schemeguRBimngeCondition
and two XML-based schemes when the number of rows in the datdnanges. As can be seen from the
figure, when the data size is small, three schemes show aasitinile to retrieve the VO. However, as
the data size increases, two XML-based schemes show |limeraaises in terms of the VO retrieval time.
When the data size goes up2@0, 000 records, the XML-based schemes take more tiiaseconds to
retrieve a VO for one single record. In this case, our schenadout100 times faster than two XML-
based schemes. The result indicates that a well-desigmsckeuld be much more efficient than a
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scheme using built-in XML functionality in DBMSs.
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Figure 4.13: Unique Select Overhead.

Data Operations

Unique Select.We conduct experiments to see how different fanouts of a MBI different methods
of retrieving VO could affect the performance Ohique Selectjueries, where we vary the fanout of
a MBT and compare the performance overhead caused by diffek@ retrieval methods, shown in
Figure 4.13 The results show that the overhead of SinglealwinZeroJoin is much higher than that of
RangeCondition. When the fanoutdg, the overhead of SingJoin or ZeroJoin is abbdffo, but the
overhead of RangeCondition4s6%. The communication cost for the three different method#nmmoat
same, and the major performance difference is caused bythputation cost in the server side. As we
can see from this figure, when the fanout increases ftdm32, the overhead of both SingleJoin and
ZeroJoin drops, and when the fanout is larger tB2ytheir overhead increases. It is because in general
the VO size increases and the number of queries to be exdoutetlieve authentication data decreases
as the fanout increases, and when the fanout is less3thidie computation cost dominates the overhead
and when the fanout is larger thaa the communication cost dominates the overhead. Note thabwe
not show the overhead caused by MultiJoin since its perfoomas tens of times worse than that of
other methods, which is caused by the large amount of VO @atargted. Based on current experiment
environment, th&2 fantout shows a better performance compared with othewtanin the following
experiments we us& as the default fanout if we do not specify the fanout.

Range SelectWe also run experiments to explore how the overhead chanpes the number
of records retrieved increases. Figure 4.14 shows the mespiime of retrieving different number of
records in range queries, where NoVeri denotes range guettbout integrity verification support,
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Figure 4.14: Range Select Response Time.

ZeroJoin and RangeCondition denote rang queries with rityegerification but using VO retrieval
method ZeroJoin and RangeCondition respectively. Thedteestuow two points: 1) the RangeCondition
is much better than ZeroJoin when the number of rows to b&vett is small, which is because the
computation cost dominates the overhead caused by difféf@metrieval methods; 2) once the number
of records to be retrieved is larger than a certain numbemgsponse time of all three is almost same. In
our algorithm, the overhead caused by different VO rettimvethods does not change as the number of
retrieved records increases. Thus, as the number of redri@cords increases, the overhead percentage
becomes smaller and smaller. Besides, we also conductieqres to show how the overhead changes
as the database size increases, where we run range querggdee512 rows from databases with
different number of data records. As shown in Figure 4.1&oerhead is abodts even if the number

of data records goes up to6 million.

1.8
1.6
214
D
E12
% 1
wn
g038
>
S 0.6
0.4
02 -
0
50 100

200 400 800 1600
# of rows (k)

‘ mNoVeri ®Our Scheme ‘

Figure 4.15: Scalability of Range Select.
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Figure 4.16: Direct and Cached Update Overhead Comparison.
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Figure 4.17: Number of Generated Update Statements.

Update We evaluate the performance overhead caused by two diffapetate cases - Direct Up-
date and Cached Update, discussed in section 4.4.2. Fart Dipelate, we first retrieve the data to be
updated and verify its data integrity, and then we generptiate queries for both data and authenti-
cation data and send them to the sever for execution. Foredddpdate, we assume that the data to
be updated is already cached in the memory, we just need evaerupdate queries and send them to
the server for execution. Figure 4.16 shows the overheaslisgahe number of rows to be updated. In
the figure, ‘D’ denotes Direct Update, C denotes Cached pdRIC” denotes RangeCondition, and
“MU” denotes MergeUpdate, which indicates if a MergeUpdatiecess is used to reduce the number
of SQL statements generated for updating authenticatiten régords. The results show that when we
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directly update only a few records with integrity proteatiothe overhead could go above0%, but if

we update cached records, the overhead is abélt. In this case, the additional round-trip time in
Direct Update dominates the response time of the whole agatatess. As the number of updated rows
increases, the overhead percentage of Direct Update desrbacause the response time is dominated
by the update time in the server side. The major overhead &ohéd Update comes from the execu-
tion of update statements to update authentication dateisdrver side. The results also show that the
performance of C-RC-MU is comparable to the performanceafeMi without integrity protection, but
without optimization, the overhead of C-RC ranges fréfffito 30% shown in the figure.

Figure 4.17 shows the number of update statements to betegefar different cases by varying
the number records to be updated. If no verification is regijithen the number of update statements is
equal to the number of records to be updated. Since the hafighe MBT with fanout32 is 4, to update
each row we need to generateipdate statements as discussed in Section 4.4.2, the naiminedate
statements generated in RangeConditios isnes of the number of rows to be updated in this case.
After applying the MergeUpdate process to the set of geaérapdate statements, this number could
become much closer to the number of records to be updatechshadive figure.
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Figure 4.18: Append and Insert Overhead Comparison.

Append and Insert. We run two different experiments to evaluate the perforrearicinsert with
integrity protection. In both experiments, we create antgrgble and insert different number of records
into the table. In the first experiment called Append, we aggeach record at the end of the table while
in the second experiment called Insert we insert each reabthde beginning of the table. To assure
integrity, they need to generate different set of updatestants to update authentication data.

Figure 4.18 compares the overhead for both Append and Jnshdre ‘A’ denotes Append that
always inserts data at the end of the table and ‘I’ denotestitisat always inserts data the beginning
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Figure 4.19: Number of Generated Update Statements.

of the table. First, the results show that the overhead daog@ ppend is much lower than that caused
by Insert. Second, the optimization of MergeUpdate impsave performance a lot for both Append

and Insert when a large number of records are appended oteids&hird, as the number of records

increases, the overhead for all cases increases. Basedrentaesults, the A-RC-MU overhead is less

than10% and the I-RC-MU overhead is more thad’%. The major performance overhead comes from
the number of update statements to be executed in the sateer s
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Figure 4.20: Append Overhead vs Fanout.

To understand more about the overhead caused by differees cae quantify the number of update
statements generated for each case, shown in Figure 4.18e&sn see from the figure, the number
of update statements generated for Insert is much largerttie for Append, and the MergeUpdate
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process does remove unnecessary update statements to exggag which improve the performance a
lot.
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Figure 4.21: Number of Generated Update Statements vs Eanou

Append with Different Fanouts. We also conduct experiments to understand how fanout could
affect the performance of adding new records, where we @ppgemnows into an empty table and gener-
ate authentication data using different fanouts rangiom#t to 256. And we compare the performance
overhead for A-RC and A-RC-MU in this experiment. Figure®shows how the overhead changes as
the fanout changes. The results show that the overhead for/&C and A-RC-MU decreases con-
sistently as the fanout increases. It is because the nunfilbgadate statements decreases as the fanout
increases, which is shown in Figure 4.21. In this sense, fwaue the performance for Append or In-
sert, one simple way is to increase the fanout of the MBT. Albfuit is also true for Cached Update.
Although we can improve the write performance by increasimggfanout of a MBT, it may downgrade
the read performance as shown in Figure 4.13.

Summary

Overall, our scheme imposes a small overhea&édect UpdateandAppendand a reasonable overhead
for InsertandDelete which also depends on the fanout chosen for a MBT. Based oaxmerimental

environment, thed2 fanout shows a good performance overall. However, the ti@feof fanout relies

on several factors such as the access pattern of data inkileesiace the read and write may require
different fanouts for their best performance, the numbeeobrds in a table, the size of a typical record,
network bandwidth, client and server computation capgbgitc. As we can see from our experimental
results, the major overhead caused by our scheme comes limgomputation cost of executing the
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additional number of SQL statements in the server side, wditther tries to retrieve authentication data
or update authentication data. The communication costeamiortized when a large number of records
are retrieved, updated, inserted or deleted. We do notpréseperformance overhead for Delete since
the Delete process is similar to the Insert process.
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Figure 4.22: Unique Select Overhead in Campus Network.
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Figure 4.23: Direct and Cached Update Overhead CompanisGampus Network.

Note that we also run some experiments in a campus networketdiew the performance of our
scheme changes in a different network environment. As caseba from Figure 4.22 and 4.23, our
scheme achieves a similar performance, and also the penfimeroverhead of our scheme in the campus
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network show a similar trend compared with that in the honte/owk.
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Chapter 5

Related Work

Previous work that is related to the research in the repdivided into two parts based on the two work
we have done. We summarize the related work for each worleifalfowing respectively.

5.1 MapReduce and Service Integrity

MapReduce recently has received a great amount of atteiotidtis simple model and parallel computa-
tion capability for data intensive computation in differ@pplication and research areas. Chu et al. [21]
applied MapReduce to the multicore computation for machéaening. Ekanayake et al. [28] applied
MapReduce technique for two scientific analyses, High BnBigsics data analyses and Kmeans clus-
tering. Mackey et al. [41] utilized MapReduce for High Endn@muting applications. Most of them
focus on how to utilize MapReduce to solve issues or problenspecific application domains. Few
work pays attention to the service integrity protection inpNReduce. SecureMR provides a set of prac-
tical security mechanisms to ensure MapReduce data pingessrvice integrity.

Service integrity issues addressed in this work also shar#dasty with the problem addressed
in [26,27,31-33,54,68]. Du et al. [27] used sampling teghas to achieve efficient and viable uncheat-
able grid computing. Zhao et al. [68] proposed a schemecdtglléz to combat collusion for result ver-
ification. Sarmenta et al. [54] introduced majority votiagd spot-checking techniques, and presented
credibility-based fault tolerance. Although several Brig techniques have been proposed to address
the service integrity issues in different application arg#, 27, 59], the integrity assurance for MapRe-
duce data processing service presents its unique chadldéikgenassive data processing and multi-party
distributed computation. SecureMR adopts a new decergrdhlieplication-based integrity verification
scheme to address these new challenges, which fully @itz existing architecture of MapReduce.

Regarding system security, Srivatsa and Liu proposed a stigecurity guards and a resilient net-
work design to secure content-based publish-subscriieragg56]. PeerReview [38] system ensures
that Byzantine faults observed by a correct node are evgntiedected and irrefutably linked to a faulty
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node in a distributed messaging system. Swamynathan etroglosed a scheme to improve the accu-
racy of reputation systems using a statistical metric tosuesathe reliability of a peer’s reputation [58].
Different from previous works, SecureMR is based on a trasfty master and leverages natural re-
dundancy of map and reduce services and existing MapRedtiagbcessing mechanisms to perform
comprehensive consistency verification.

5.2 BigTable and Data Integrity

As a large scale distributed data storage, BigTable recéwis received a great amount of attention
from both industries and academia for its efficiency andbdlity. Several open-source, distributed data
storages have been implemented modelled after BigTablexeimple HBase [7], Cassandra [3], and
Hypertable [8], which are widely used for both academiaaedeand commercial companies. Carstoiu
et al. [18] focused on the performance evaluation of HBase. &t al. [66] proposed a solution called
HDW, based on Google’s BigTable, to build and manage a lacgke glistributed data warehouse for
high performance OLAP analysis. Few work pays attentioméodata integrity issue of BigTable in a
public cloud. Although Ko et al. [57] mentioned the integrissues of BigTable in a hybrid cloud, no
further discussion on a practical solution was elaborated.

Data integrity issues have been studied for years in the dietditsourcing database [23, 34, 36, 48,
52, 63]. Different authenticated data structures have Ipeemosed to address the integrity issues, for
example skip list [52], signature aggregation [46], and IiNeB+ tree [23,40] , etc. Different from tradi-
tional database, BigTable is a distributed data storagemsysivolving multi-entity communication and
computation, which presents challenges to directly adopth existing authenticated data structure.

Besides, Xie et al. [63] proposed a probabilistic approgciméerting a small amount of fake records
into outsourced database so that the integrity of the systamnbe effectively audited by analyzing the
inserted records in the query results. Yang et al. [65] dised different approaches to address some
join queries for outsourced database, which is not a casdgmaBle. Xie et al. [64] analyzed the
different approaches to provide freshness guarantee dferedt integrity protection schemes, which
is complimentary to our work for BigTable.

Additionally, Zhou et al. [62] discussed the data integsigrification in the cloud, and proposed
an appoach called partitioned MHT (P-MHT) that may be appleedata partitions. But it may not be
scalable since when an update happens to one data pattitionpdate has to be propagated across all
data partitions to update the P-MHT, which is not desirableé r@nders it as an impractical solution for
BigTable. To the best of our knowledge, iBigTable is the fiwstirk to propose a practical solution to
address the unique challenges and ensure the data intiegnitynning BigTable in a public cloud.
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5.3 Outsourced Database Integrity

Extensive research efforts have focused on security issugatabase outsourcing. Hakan et. al. [37]
focuses on addressing privacy issues for database outsguitcexplores the efficiency of different
schemes using both hardware and software encryption. Awaiegk from Hakan et. al. [36] explores
techniques to execute SQL queries over encrypted data sthéhdata privacy could be protected even
from the DSPs. Both work does not consider the problem of ikégrity. Different from those work,
we focus on ensuring data integrity for outsourced database

Researchers have investigated on data integrity issuegefos in the area of database outsourc-
ing [24, 35, 40, 45, 48, 49, 55, 63, 64]. Mykletun et. al. [4Bhlyzed several signature methods for data
authentication. Although they brought forth the complesmnproblem, they did not propose a design
to solve the problem. Some work [24, 48] studied the problémedfying the completeness aspect of
data integrity. Pang et. al. [48] proposed a signature agdien based scheme that enables a user to
verify the completeness of a query result by assuming arr ofdbe records according to one attribute.
Devanbu et. al. [24] uses Merkle hash tree based methodsifp tree completeness of query results.
But they do not consider the freshness aspect of data itytegri

Moreover, Sion [55] proposed a scheme for query executisaraace over outsourced databases by
providing query execution proofs that show queries wereallgt executed. It can handle arbitrary types
of queries with a reasonable overhead, but it only focusesadr-only queries. Xie et al. [63] proposed
a probabilistic approach by inserting a small amount of fiedaords into outsourced databases so that
integrity can be effectively audited by analyzing the inseémrecords in the query results. Unfortunately
this approach only protects integrity probabilistically.

Li et. al. [40] first brought forward the freshness issue asgpect of data integrity. It verifies if
data updates are correctly executed by DSPs so that qualidsevexecuted over the up-to-date data
instead of old data. Based on Merkle hash tree, Li et. al. ggegp a scheme by generating a time-
stamped signature for the root node of the tree, which isredby the work on certificate validation
and revocation [42]. Xie et al. [64] analyzed different ajgmhes to ensuring query freshness. The
aggregated signature based approaches [46, 48] requiredifynsignatures of all the records, which
renders it impractical considering the number of signaure

Besides, Miklau et. al. [43] designed a scheme based orvaiteee to achieve guarantees of in-
tegrity when interacting with a vulnerable or untrustedafiase server. However, several disadvantages
are mentioned in the work [25], which dealt with a similanisdased on authenticated skip list [34].
That work does not well explain how authentication datatisexeed completely. It claims that only one
query is required for integrity verification while it also mt@ns that multiple queries are necessary to
retrieve all authentication data, which is confusing. Ididdn, how the completeness is handled based
on their scheme is not clear, and experiments seem limitdthwing this one, Palazzi et. al. [47] pro-
posed approaches to support range queries based on mattighates, which is complementary to our
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work.

Compared with previous work, our scheme is able to provitiegitity assurance for database out-
sourcing, including all three aspects: correctness, cetapéss and freshness. More importantly, one
significant advantage of our scheme over existing appraashbat existing approaches need to modify
the implementation of DBMSs in order to maintain an appierauthenticated data structure and gen-
erate VOs. Such requirement often renders these approaupeactical to be deployed in real-world
applications [63]. Our work provides a strong query intggguarantee (instead of probabilistic guar-
antee [63]) without requiring DBMSs to perform any speciaidtion beyond query processing.
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Chapter 6

Future Work

Big data processing has become increasingly important. é@mgplete big data processing system, it
relies on not only scalable storage system to store large g6, but also powerful data processing
system to analyze large data sets. Deploying it over oparddtoa cost effective and practical solution
for small companies and researchers who lack capabildiebtain their own powerful clusters. In open
cloud, storage and computation resources may be conititlhytgarticipants from different domains.
Large scale clusters can be formed dynamically to procegs kEmount of data in open cloud. Our goal
is to deploy a complete big data processing system with ipedc¢htegrity assurance over open cloud.
In the following, we elaborate new issues for the whole systand also discuss the approaches and
challenges of addressing the issues.

6.1 Introduction

Big data processing has become more and more important §indss companies and academic re-
searchers. It not only relies on scalable storage systetor®large data sets, but also requires powerful
data processing system to analyze large data sets. Suehdeae systems are usually deployed in
large clusters with hundreds or thousands of machines,haikionpractical for small companies and
researchers since it is prohibitively expensive to deploy maintain such large scale systems on their
own. Cloud computing emerges as a promising and cost-e#ecbmputing platform. We envision that
an open cloud could be dynamically formed by numerous ofgigaints from all over the world. They
contribute and share their storage and computation resswvith others in the cloud. Deploying such
systems over open cloud is a cost-effective and practidatian for small companies and researchers
who are not able to build their own large clusters.

In open cloud, as participants may come from different dosydhey may not always trust each oth-
ers. Moreover, malicious participants who may want to séwege and computation resources discard
data or return result without actually doing their job. Thioefore we can safely deploy such systems
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over open cloud and make the best use of them, several seissties need to be addressed, including
confidentiality, integrity and availability, without sdficing scalability provided by existing systems.
We focus ourselves on the discussion of providing praciitefrity assurance for a complete big data
processing system including both scalable storage systerdata processing system.

On one hand, as a practical service integrity assuranceetvank for MapReduce, SecureMR not
only ensures MapReduce service integrity as well as to pteeplay and Denial of Service (DoS) at-
tacks, but also preserves the simplicity, applicabilitg analability of MapReduce. To achieve scalabil-
ity, it designs a decentralized replication-based intggerification scheme for ensuring the integrity of
MapReduce in open systems. The scheme decentralizes ¢getyterification process among differ-
ent distributed computing nodes who patrticipate in the MathiRe computation. However, SecureMR
only provides the integrity assurance of data processing.

On the other hand, iBigTalbe, an enhancement to BigTable thi¢ addition of scalable data in-
tegrity assurance while preserving its simplicity and guexecution efficiency in the cloud. To be
scalable, iBigTable decentralizes integrity verificatmmcesses among different distributed nodes that
participate in data query execution. It also designs efftceehemes to merge and split authenticated
structures among multiple nodes. iBigTable tries to dilize unique properties of BigTable to reduce
the cost of integrity verification and preserve its inteefaito applications as much as possible. However,
iBigTalbe only focuses on the data integrity.

In future, we plan to design new protocols and simplify tegha development to provide practical
integrity assurance for a complete big data processingsystver open cloud. Although SecureMR
and iBigtable provide integrity assurance for data prdogsand data storage respectively, it is not
straightforward to build a complete data processing systdite providing integrity assurance based
on SecureMR and iBigTable. Several issues and challengabtndoe addressed, which are described
in the following. And also approaches proposed in SecureltiRiRigTable require modifying existing
systems, which may not be desirable since it introduces @dployment cost and also hampers the
adoption of our approaches.

6.2 Problem Summary

In this section, we illustrate the issues of providing pidtintegrity assurance for a complete data
processing system based on SecureMR and iBigTable.

Firstly, iBigTable provides practical data integrity forgBable in public cloud. It assumes that the
cloud provider deploys iBigTable and exposes it as a seffeicéhe public. The public can verify the
correctness, completeness and freshness of data retfreradhe cloud provider through iBigTable
service. Any integrity violation must be detected by clger®nce the violation is detected, clients is
convinced that there is something wrong with the cloud mheri The violation may be caused by the
malicious version of iBigTable installed in the cloud, by attacker, due to data corruption because of
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machine crash, or tampered by the cloud provider intentipnBigTable does not try to identify why
it happens in the cloud. In general, we believe that sometisivrong with the cloud provider since all
nodes of iBigTable in the public cloud are from the same domai

However, in open cloud we target, parties may come from miffedomains and form a cluster
dynamically to provide a BigTable service for clients. Irclslan environment, it is very important to
identify who behaves maliciously if any integrity violatias detected so that the malicious party will
be punished in a way, for example being fined or being kickedlbalso helps good contributors build
their reputation in open cloud, and bad contributors aregmaal. Thus, one property we aim to achieve
is non-repudiation With this property, any malicious behavior of any partaip can be identified and
proved by evidence from other participants.

Furthermore, iBigTable assumes that the master (or datauathe only party who makes updates
to the data stored in BigTable because the master is the anly who can generate signature for new
updates, which guarantees the data integrity. But it is caleble to require the master to write all data
to iBigTable. And also it may avoid the benefits of the patalecessing model. It is necessary to
delegate the write permission to multiple parties. Howewelicious parties may write garbage data to
iBigTable on behalf of the master. The issue is how we canoaizih other parties to make updates to
the data stored in iBigTable while providing data integagsurance.

Additionally, iBigTable requires to modify exiting implezntation of BigTable to enable the gen-
eration of authentication data for integrity verificatidhhas at least two major disadvantages. First,
existing service providers may not be willing to update tlegisting services to provide integrity pro-
tection since it requires a lot of work to make it work. Secoexkn if they adopt iBigTable solution, it
could be a problem to keep the BigTable service up to dateeEieach service provider will extend the
integrity protection for each version of BigTable or theatms of iBigTable need to upgrade iBigTable
based on BigTable implementation. Both of them will hamperadoption of iBigTable.

Secondly, SecureMR provides a practical service integsgurance framework for MapReduce, but
it focuses on providing integrity assurance for data compant process. It assumes that DFS provides
integrity assurance for the input of MapReduce, which caprbgided by iBigTable easily. However,
when reducers write data to DFS, it is unclear how to makethateeducers correctly write data to DFS
without maliciously altering data. As mentioned in SecurReMn additional phaseerify is introduced
into the MapReduce data processing. The verifiers can helm#ster complete the verification protocol
in the Verify phase to have a certain guarantee that reducers do theirdakctly. Even if verifiers are
supposed to write data to DFS instead of reducers, it exghsesame vulnerability as we ask reducers
to write data to DFS since verifiers are not trusted and caavgemaliciously.

Moreover, the additionaferify phase introduce additional data processing delay, whiaimdades
the performance of MapReduce. It is good to removeMegfy phase and boost the performance of
MapReduce. However, it is unclear how to complete the vaitifio protocol against reducers without
introducing verifiers in SecureMR. Another alternative atied in SecureMR is to ask MapReduce
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user applications to complete the verification protocotratheir jobs are done. But this alternative
does not fit for applications requiring a real-time datagnitg verification since it is time-consuming
to complete the verification protocol against all reducerslsingle user application itself. It is also
unknown how to provide a scalable real-time data integnittertion without adding additionaerify
phase.

6.3 Approaches and Challenges

In this section, we discuss possible ideas, approacheshatidrmges for the above issues, respectively.

First, like non-repudiation guaranteed in SecureMR it isassary to guarantee the non-repudiation
property for the whole system so that we can identify who dmesething bad when inconsistency is
detected. It is especially important to resolve disputexpien systems since parties come from different
domains and are not always trusted each other. A common waghieve non-repudiation is to deploy
Public Key Infrastructure (PKI), ask each party to sign thmeessages using private key and encrypt
them using other’s public key before they are sent, requastaavliedgement from receiver, and record
all communications in their local side so that any dispute lsa resolved by replaying communication
logs, which also provide evidence for any malicious behavie face a few challenges and issues for
this solution: 1) PKI may not be available in open cloud, saatynamic environment; 2) it may be not
efficient to use public key to encrypt messages for their camioations; 3) it is not practical to keep
logs all the time to achieve non-repudiation.

One alternative to PKI is to ask the master to generate ppbiiate key pairs for each party got
involved in the system. To speed up the communication, thetan@an generate secret keys for the
encryption and decryption of messages during the commiimisa but they still need to use private
key to sign their message for non-repudiation. To discagd &t certain time, we may adopt techniques
similar to checkpoint in the database or session manageimeittis way, logs before a checkpoint or
after session ends can be discarded without influencingntigrity violation detection and malicious
behavior identification. To resolve those issues, spedititopols and designs need to be further inves-
tigated, for example how we setup keys for other parties,nwie create a checkpoint for the system,
and how a session starts and ends.

Second, it is necessary to delegate the write permissiorthier @arties so that the master will
not be overloaded by a lot of updates to BigTable and beconudtiedieck of the system. To resolve
this issue, we may design a Kerberos-like authenticati@bopol to authorize other parties to update
data on behalf of the master by issuing a ticket, which insplfee write permission authorization. In
Kerberos authentication protocol, the Key Distributionn@e (KDC) does not need to communicate
with service providers, but different from Kerberos the teasnay need to talk to both reducers and
tablet servers, and to achieve non-repudiation the ppbhlate keys and session keys are used for
communication instead of only relying on session key. Alifiio the general idea or protocol may be
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similar to Kerberos, the extension and revision of the protseem inevitable to address this issue
efficiently. Once multiple writers are allowed, the synatiration of multiple writes to the same tablet
need to be carefully examined so that the authenticatedsttaiizture can be correctly updated.

Third, our third work presents a practical solution to pdavintegrity protection without modifying
DBMSs. Based on ideas in this work, it is possible to desigmélaa scheme to resolve this issue for
BigTable-like distributed storage systems, which onlymarp a limited query interface. With such a
distributed storage system, it may be easy to distributkesutication data across nodes in the system,
which is not like a centralized DBMS. However, due to the tediquery interface, for example HBase
only supports forward scan, but not backward scan, it coelddrd to design an efficient way to find two
boundaries for a range query. One possible approach is lo &whain based on data keys. Although
it may help find the boundaries for a range, it also introduedsindancies. Since nodes are distributed
and updates may go to different nodes, data consistencbendlhother big concern and it is a challenge
to maintain data consistence in this case. And also it mayrpossible to fulfill an operation with
integrity protection within one transaction or round-frighich usually can be done in DBMS.

Fourth, instead of requiring a set of verifiers, user appboa or the master, the verification protocol
needs to be revised in the |&&ducephase so that it can be fulfilled by existing parties involirethe
data processing without overloading a single party in thetesy. Since the data will be written into
tablet servers in BigTable, tablet servers can be a perfaufidate to help the master complete the
verification protocol against reducers so that the mal&ibehavior of reducers can be detected, for
example tampering the final result. But it is vulnerable tackts from tablet servers, for example even
if tablet servers receive correct data from reducers, theystore whatever data they want because there
is no way for the master to check. This is because the verditarotocol only provides a way for tablet
servers in BigTable to verify the integrity of data writtep keducers, but does not provide a way for
the master to check if data is correctly written into BigEalDne naive way to help the master check
that is to ask reducers who performance duplicated tasksai data from BigTable and generate the
hash again to make sure the data is correctly stored in BigT8lt it is vulnerable to the collusion
attack conducted by reducers and tablet servers. To cosuntérattacks, one promising approach is to
further change the commitment protocol to ask tablet sertvemake commitments to the master beside
reducers.

In short, to address the issues and challenges, we plandgondeaind revise existing protocols and
mechanisms in SecureMR, iBigTable and IAODB so that it casdfely and easily deployed over open
cloud. Specific consideration need to be taken for otherrgg@nd performance concerns.
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Chapter 7

Conclusion

This thesis includes three works building security mecsrasiand designing novel schemes to provide
integrity assurance for big data processing deployed gven aloud.

In the first work, we have presented SecureMR, a practicalcgemtegrity assurance framework
for MapReduce. We have implemented a scalable decenttaliggdication-based verification scheme
to protect the integrity of MapReduce data processing senio the best of our knowledge, our work
makes the first attempt to address this problem. Based ondpdé§ we have implemented a proto-
type of SecureMR, proved its security properties, evatlitte performance impact resulted from the
proposed scheme, and tested it on a real distributed congpsystem with hundreds of hosts connected
through campus networks. Our initial experimental ressitisw that the proposed scheme can ensure
data processing service integrity while imposing low pearfance overhead.

In the second work, we have presented iBigTable, which eségmmigTable with scalable data
integrity assurance while preserving its simplicity ane@iguexecution efficiency in public cloud. We
have explored the practicality of different authenticadlada structure designs for BigTable, designed a
scalable and distributed integrity verification schemeplamented a prototype of iBigTable based on
HBase [7], evaluated the performance impact resulted fl@ptoposed scheme, and tested it across
multiple hosts deployed in our university cloud. Our idigxperimental results show that the proposed
scheme can ensure data integrity while imposing reasompaibfermance overhead.

In the third work, we have presented an efficient and prdcticheme based on Merkle B-tree,
which provides integrity assurance without modifying thmplementation of existing DBMSs. We have
proposed a novel approach called Radix-Path Identifieglumiakes it possible to serializes a Merkle B-
tree into a database while enabling highly efficient autloatibn data retrieval for integrity verification.
And also we have explored the efficiency of different methaatsh as MultiJoin, SingleJoin, ZeroJoin
and RangeCondition, to retrieve authentication data freerialized MBT stored in a database. We have
implemented a proof-of-concept prototype and conductéehsive experimental evaluation. Our initial
experimental results show that our scheme imposes a sneali@ad foiSelect UpdateandAppendand
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areasonable overhead foisertandDelete
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