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SYNCHRONIZABLE ERROR-CORRECTING CODES
R. C. Bose and J. G. Caldwell

University of North Carolina

I. INTRODUCTION

In order for digital information to be accurately and efficiently trans-
mitted over a noisy channel, efficient procedures for eliminating or determining
the effect of the noise must be devised. Considerable research has been per-
formed to determine means to accomplish reliable transmission in the presence
of additive noise, i.e., noise which may cause transmitted symbols to be
altered, or changed into other symbols. An effective means for coping with
additive errors is to employ an additive-error-correcting code. For channels
in which noise affects successive symbols independently, one of the best among
the known classes of additive-error-correcting codes is the class of Bose-
Chaudhuri~Hocquenghem, or BCH, codes.

Whether or not additive errors are of concern in a particular situation,
there is a much more serious type of error which may occur. This second type
of error arises due to the fact that the individual symbols of a sequence of
symbols have physical meaning to the receiver only when considered together
with certain other symbols of the sequence. Generally the sequence of received

' or "frames," in order for the

symbols must be correctly grouped into "words,'
receiver to properly understand the message. When noise is such that the re-

ceiver incorrectly groups the symbols into words, reception is said to be out
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of synchronization with transmission, and a synchronization error is said to
have occurred. Note that a synchronization error may be considered to be a
loss or gain of a certain number of symbols in transmission.

In contrast to the situation for additive errors, research concerned with
the development of efficient techniques for synchronization errer correction
has been limited. This paper presents a new technique for synchronization
error correction. The technique can be applied to any cyclic additive-error-
correcting code, and enables immediate correction of synchronization errors,
simultaneously with the correction of additive errors.

Just as Bose-Chaudhrui-Hocquenghem codes exist for a range of values of t,
the number of additive errors allowed per code word, the new synchronization
technique can be applied to provide protection against synchronization errors
involving a range of symboi losses or gains. If the new technique is chosen
so that up to t;‘c symbol losses can be corrected and up to tr symbol gains
can £e corrected, then we sgy that the code to which the technique is applied

is a ts-synchronization-error correcting code, where ts =1, + tr. If the

2
technique is applied to a t-additive-error-correcting Bose-Chaudhuri-Hocquenghem
code, we call the resulting code a (t, ts)-error-correcting code. The resulting
code can sinultaneously correct synchronization errors and additive errors, and
we refer to such a code as a synchronizable error correcting code.

Early work concerned with mathematical analysis of the synchronization
problem was done by Barker (1953). Recent work aimed at finding synchronizable
error correcting codes has been done by Stiffer (1965), Levy (1965), and Tong
(1966). Many others have studied the synchronization problem, and an extensive

bibliography of articles relating to synchronization is given by Caldwell (1966).
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‘ II. BCH CODES
l As the synchronizable error-correcting codes to be developed later will

l be based on Bose-Chaudhuri-Hocquenghem (BCH) codes we shall give here a brief
description of these codes. [Bose and Ray-Chaudhuri (1960a, 1960b) and

l Hocquenghem (1959)].

Consider a g-ary channel i.e. a channel capable of transmitting q dis-
tinct symbols whez;e q 1is a prime or the power of a prime. Let the Galois
field GF(q) be extended to GF(q") , and let @ be an element of the extended
field such that 1, Q, 052, cee OP-l are all different and & = 1, Then
n is a divisor of q'-1, and if 6 dis a primitive element of Gr(qm) then

a = Gu, where un = qm-l. Consider the matrix

1 amo ( amo)a mO)n-l

m +d-2 m +d-2 m_+d-2
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Each element_of GF(qm) can be expressed as a polynomial of degree
m-1 of the primitive root 6, the coefficients of the polynomial belonging
to GF(q). Hence any element can be identified with an m-vector over GF(q) R
viz., the coefficient vector of the corresponding polynomial. Hence the
matrix H, can be regarded either as a (d-1)xn matrix over GF(qm) or as a
(d-1) xmn matrix over GF(q) , on identifying the elements of GF(qm) with

. column m-vectors over GF(q). In particular the element 1 is identified



with the transpose of (1, 0, 0, ... , 0). When regarded in this second way
the rank of HO is r < m(d-1) . If H is the matrix obtained from HO by
retaining r suitably chosen independent rows then it is knowm, Peterson (1961),
that H is the parity check matrix of an (n,k) BCH code C, with minimum
distance d and redundancy r)(k=n-r). If 4 =2t - 1, then the code will
be t error-correcting.

Let gi(x) be the minirmum function of o over ar(q) i.e., gi(x) is the
smallest degree monic polynomial over GF(q), which has ai for a root. Then

the degree of gi(x) is a divisor of m, and therefore cannot exceed m. Let

g(x) = L.C.M. [gmo(x), gm0+l (x), ..., gmo+d_2(x)} , then

g(x) is the smallest degree monic polynomial over GF(q) which has roots

Ty m0+l mo+d-2 }
a, o s eee O , and is the generator polynomial of the BCH code
C. The vector yv' = (vo, Vi eee s vh-l) is a8 word of C if and only if

the corresponding polynomial v(x) = v, + V.X +...+ V n-1 is a multiple

o 1 n-1*
of g(x) i.e. v(x) = g(x)®(x) where ®(x) is a polynomial of degree k-1 or
less over GF(q). The code C 1is cyclic, i.e. if

. .
v' = (vb, Vis eees vh-l) is a word of €, then so is v'(i) = (vi, Vippreees
Va1 Vor V2 cves vy_1). The generator polynomial g(x) is of degree r.
X n .
and is a divisor of x'-1, i.e., we can find a polynomial h(x) over GF(q)

such that g(x)h(x) = x -1.

The BCH code C is said to be primitive if u =1, i.e., @ is a primitive

element of GF(qm) and n = q"-1.



III. THE ENCODING PROCEDURE FOR A CLASS OF SYNCHRONIZABLE CODES

Let C be the BCH code described in section II, where d = 2t+l, so that
C 1is 1t error-correcting. Let B be a root of -1 = 0, which is not a root
of g(x). Thus B is a root of h(x). Let f£(x) be the minimum function of
B, i.e., f(x) is the smallest degree monic polynomial over GF(q) which
has B for a root. The degree of f(x) will not exceed m, and will be
my where m, is a divisor of m. In this case B will belong to a subfield
of order q of the field GF(q"). The polynomial f(x) will be a divisor
of h(x). Let n, be the order of B, i.e., n, is the smallest positive
(non-zero) integer such that Bnl =1. Then n, is a divisor of n.

Let C¥* be the subcode of C generated by g(x)f(x), i.e., the polynomial
corresponding to a word of C* is divisible by g(x)f(x). Then C* is an
(n, kX¥) code where k¥ = n-r;ml. Any word v' = (vo, Vis sees V ) of
C¥% - satisfies

viE, B =,

vhere H 1is the parity check matrix of C, and

H = (1,8, 8%, ..., 1.

As before, Hl may be regarded as either a row vector over GF(qm) or a
mxn matrix over GF(q).
Let ¢' = (co, €l eres l) be a fixed non-null word of €, which

does not belong to the subcode C¥. Let ty=t, + tr < n, (the order of

Y/ 1
B). It is our object to construct a code which can correct up to a shift of

order up to tz to the left or shift of order up to tr to the right.

Since ts > 0, the requirement ts < n. implies n, >1. Thus B # 1.

1



Corresponding to v' and ¢', we now teke augmented words .

]

(v IREETIR Y Vgr Yy sV -1),

e Vo e 4
ntr ntrl nl: : L

v'!
-a

t .
= Cc ¢ . C Cc O [¢] . C C
( n-tr, n—tr+l’ o0y cn_l . l, ’ n—l . ’

p!O

,-oo,c _).
1 tzl

Thus we buffer v' by cyclically adding tr symbols to the left and

tz symbols to the right of v' . A similar procedure is adopted for buf-

fering c¢' . We now consider a new code Ca whose words are Xz; + 3; .

*
the number of message sequences is the same as for C¥* , viz., qk . When we

want to send a message corresponding to the word v' of C¥ we shall actually

transmit v' + ¢' . The length of the new code is n =n +t + t
-8, -8 a

r L’
and the number of information places is ka = k¥ = n-r-m, . Hence the redun- .

dancy is r =r +t_ +m, , vhere t =t + t, is the sum of the orders of
a s 1 s r 2

the maximmm shifts to the right and left which are to be corrected. j
IV. THE DECODING PROCEDURE

Suppose y_; + _t_.; is transmitted, and the additive error vector is

epa17t £r Tyoee 'ft'e-l) .

'=(f

1]

e
n-t
r

d

o’ el, cs 0y

s s e e

Thus the received vector will be

The words of C_ = are in (1,1) correspondence with the words of C¥ . Hence l

if there is no shift error. If there is a shift of L places to the left

L3 L] . ' 3 .
L< tz , then L of the initial symbols of la will go over to the ‘



. previous word, and the received word will contain in the end L symbols from
the beginning of the succeeding word. 8imilarly if there is a shift of R
places to the right, R < tr’ then R of the end symbols of 1; will be
shifted to the subsequent word, and in the beginning of the received word we

will have R symbols from the end of the previous word. The decoding pro-

ceeds step by step as follows:
Step I. We form the truncated received word y' by dropping the first

tr and the last t, symbols of the received word x; .- The truncated received

¥ ]
word is of length n. Note that the symbols dropped are just those which in
an extreme case under the permissible synchronization errors could have come

from a previous or a subsequent word. We now consider three cases separately.

Case (i). 1If there are no synchronization errors the truncated

received word will be

t
y' = (vb, Vs eees vn-l) + (co, Cis vees cn-l) + (eO’_el’ coe, en-l)

= y'+ct+el.

Case (ii) If there is a left shift of L < t, places, then the

truncated received word will be

y' = (Vi’ Viar ceer Vpop Voo Vo cees vr_l)
+ (CL, cL-l, ceey cn_l} CO, Cl, cewvy CL-]_)
+ (eL, PRTERTTVELWEPIE PR SPRERRY fL-l)

v'(L) +c'(L) + g -

' .
where we use the notation v'(i) to denote (vi,vi_l,-.., vh-l’vb’vl""’vi-l)



Case (iii). Similarly, if there is a right shift of r <t

places, then the truncated received word will be
| -
y' = (vn_R,..., Vo1 Vor Vo v vn—R-l)

(cn_R, ee 5 €15 Cgr Cpp eer s cn-R-l)

+ (fn-R’ cee, fn-l’ €y €yrre s en—R-l)

¥'(aR) + ¢ (a-R) + g o -

Step II. We form the additive-error syndrome y'H'. Note that from the

cyclic nature of BCH codes, ', zi or !%-R in cases (i), (ii), and (iii)
respectively, will belong to the code C. Similarly c', gi or EA-R will

belong to the code C. Hence

y'H' = e'H', in case (i),
117! - 1 ? : s

y'H gH' , in case (ii),

y'H' = gA_RH',in case (iii).

By assumption, the number of additive errors is less than t, so that

wt (e') < t. Consequently wt(e'), wt(e'!) or wt(e' _) will be less than or
-’ - - ~L -n-R

equal to t. Then as for BCH codes there will be a (1,1) correspondence
between the error vector and the syndrome. Hence the error vector can be
determined by using any error-correction procedure for t-error correcting
BCH codes.

Step III. The received truncted word y' is now corrected for additive

errors by subtracting the determined error vector e', gi or gﬁ R



We thus obtain

'"=v'4 c¢'in case (i),

4

1

z'" = v'(L) + ¢'(L) in case (ii),

i

z' = v'(n-R) + ¢'(n-R) in case (iii).

Step IV. We now form the shift-error syndrome 2z 'Hi. Since from our
method of formatAion, the subcode C¥* is also a cyclic code, !'(L) and
v'(n-R) belong to C* in cases (ii) and (ii) respectively.

Hence we obtain

. t * .
z'H) = ¢'H] in case (i),

z'H)
z'H]'_
n

Since the order of B 1is n,, & divisor of n, we have B l=l, Bn=]_.
n -1

g'(L)Hi in case (ii),

_c_'(n-R)Hi in case (iii).

Also 1,8, B2, ..., B L are all different. Now
2 n-1
T"rt = =
-C-H;L co+clB+c25 + ue. +cn_lf3 t say

where ¢ is a known element of GF(qm), since ¢' andB are known.

Again

n_-L

] | 2 n"l _ -L - l
S(L)Hl—cL+cL+1{3+ CL+2ﬁ + .e +cL_lf3 =pt=28 ¢,

2 ‘ n-1 R
E'(n‘R)Hi = ¢ Bt e, peoP * .ot cn-R-la =8¢ .

+
n-R cn-R+l

Step V. Divide the shift-error syndrome by the known element ¢ ,
n_~L

obtaining 1, B 1 , BR in cases (i), (ii), and (iii) respectively.

Now 1<L<t 1<R< tr, and by supposition ts = tr +1t, < nl.

Ly )/

Hence nl-L > tr. Thus if the answer in step V 1is 1, we conclude that there

is no shift error. If the answer in step V is Bu where u > tr e



conclude that a left shift of order L = n.-u hasoccurred., Again, if

1
lgu:tf mcmdMeM&ar@MsMﬁofw@rRzu has occurred.
We can now correct z' by applying the reverse shift, and obtain v' o+
c'. Finally, by subtracting c¢' we obtain v', the word of C¥* which cor-
resnonds to the message sent.
It should be remembered that in applying this procedure, synchronization

errors can be corrected at the word following that where information symbols

have been lost or gained, and not in the damaged word itself.

V. EXAMPLE

Application of the Technique to a BCH Binary Code of Length n = 15

To illustrate the new synchronization technique, we shall consider the

L .
- 1 =15 which originally was presented by

BCH code of length n = 2m -1 =2
Bose and Ray-Chaudhuri (1960a). Over the coefficient field GF(2) we have

the factorization

xls -1

g, (x) g5(X) gs(X) g7(X) (x+1)

3

)- -
(xh+x+l) (xF+x +x2+x+l) (x2+x+l) (xh+x9+l) (x+1).

1

where gi(x) denotes the minirum function of . We choose

1]

g(x) g, () &5(x)

3

)
(x¥+x+l) (xh+x +x2+x+l)

6.7.8

b
T4 X 4% +X

it

for the generator polynomial of the code C. The code C is an (n,k) = (15,7)

)
code. The Galois field GF(2+) is based on the primitive polynomial

gl(x) = xu+x+l. All the nonzero elements of GF(eh) can tius be written

10

. v .



as powers of the root « = (0,1,0,0) of gl(x), and they are shown in Table
I. The zero element is, of course, (0, 0, O, 0). The roots of the primitive

polynomial gl(x) are

and the roots of ga(x) are
a? a6, o', A o &P

Thus,
L
a, oze, a}, a, oz6, a8, a9, ot?

~ are all the roots of g(x) , and the code is t = 2-additive-error correcting,

since the first 2t = 2,2 = 4 successive powers of O are roots of g(x).

11



TABLE I

NONZERO ELEMENTS OF GF(Qu), EXPRESSED AS POWERSAOF THE RQOT o = (0,1,0,0)
OF THE MINIMUM FUNCTION g (x) =x +x+1

L =1 = (1,0,0,0)
a = X = (0,1,0,0)
= X = (0,0,1,0)
@ = © = (0,0,0,1)
ok =1+ X = (1,1,0,0)
@ = x+x = (0,1,1,0)
® = * +x  =(0,0,1,1)
o = 1+ x + 0 = (1,1,0,1)
L1 + X2 = (1,0,1,0)
= x +2 = (0,1,0,1)
o0 =1+ x4+ % = (1,1,1,0)
s x4+ = (0,1,1,1)
o =1 et = (1,1,1,1)
a1 v O = (1,0,1,1)
. + 0 = (1,0,0,1)

*The polynomial expreﬁflon for each power of o is obtained by
using the relation ¢ = x, X = x + 1.

12



1

To use the new synchronization technique, we must choose B = OJ f 1 such
that B is not a root of g(x). Equivalently, we must choose for f(x) a
minimum function gi(x) # x - 1 such that gi(x) is not a factor of g(x).

1 )
Now the factors of x 2 . 1 other than (x-1) g(x) are gs(x) and 37(x). The

~ factor, gs(x)'has roots o and alo, and the factor 87(X) has

1 11 !
roots a7, alh, o4 3, and & ., Thus we can choose either j =5 or j =17,

corresponding to  f£(x) = gs(x) or g7(x). Let us suppose further that we wish

to correct a single left-shift or right-shift error, so that tz = tr =1,

and therefore ts = 2. The final requirement on J 1is that ts < nl where nl is
the order of Q9. Now both gs(x) and g7(x) satisfy 2 =t  <n,, since

the order of o is 3 and the order of Q' is 15. Thus gs(x) and

g7(x) are both acceptable choices for f(x). However, in order to add as little
redundancy as possible for synchronization purposes, we choose for f(x) the

acceptable polynomial of least degree satisfying ts < n,. Hence we take

£(x) = gs(x). Thus the subcode C* has the generator polynomial

g*(x) = g(x) gB(X)
= (1+xh+x6+x7+x8)(1+x+x2)
2 4 5 8 10

L4k +x +x74x +X

and C¥ is thus an (n,k¥) = (15,5) code. The subcode C* has the roots
a, ae’ O?’ Oﬁ, QP, 05) 08’ alo, alg.

Such a code, if used solely for additive-error correction, would be a 3-
additive-error correcting BCH code, since the first six successive powers of

Q& are roots of C¥. The generator matrix of C¥ is given by



j
1
@

L]
—~
~
-~
N
4

G¥* = 0O o 1L 1 1 O 1 1 o o 1 0] 1 0 0

The code C 1is the null space of the matrix HO given by

1 a & @ .. ... ot

= 3 z
0 1 @ (@B (@Y ... ()t

O

O O O +H O O O H
H O O O o o

H o= O O O -

H O K+ O = O O O
H H P H O O = =
O O O H O = = O
H O O O H = O O
H H O O P O =
= O 2 O O + O
H = = O O
O O O H O H
H O O O = M H O
H M O O = o
- O H O = = O
I L RN e RS

!
i

We note that Hy has r = n - k = deg [g(x)] = 8 rows, so that the parity

check matrix of C is equal to Ho. The matrix Hl is given by

(1, 8, E5, ..., B, B

o
It

[, o, (@), ..., )2, @)

Lt



por -

101101101101101
011011011011011

011011011011011
00000000000000O0

0
-

We can see from this matrix that as noted earlier, the order of B is 3,
i.e. B 5 - (1,0,0,0). Note that the last row of Hl is null, and the second
and third rows are identical so that Hlim‘ncﬁ of full rank The rank of H1
is in fact, equal to deg [ms(x)] = 2. To encode a k¥ -~ coordinate information
vector s' = (so, 815 v sk*-l) into a codeword of C¥* , we make the
vector s correspond to the codeword v'= s'G¥. (Equi&alently, we make the

information polynomial

2 Ko
s(x) = Sy ¥ S5, Xt s, X Htm, X

v

correspond to the code polynomial s(x) g* (x).) For example, the vector
(10110) 1is encoded into (10110)G* = (110010100001110). Table II contains
a list of the 32 possible information vectors, s' , and the corresponding
codewords of C#¥.

Since, t, = 1 and tr = 1, the words of the augmented subcode Ca are

2
obtained by adjoining the initial symbol of each word of C¥ to the end of
the word, and adjoining the final symbol to the beginning.

We now must determine a choice for the tramslation vector c¢'. Suppose
that we choose ¢' =g', where g' = (100010111000000) is the coefficient
vector of g(x), considered as a polynomial of degree 1lk.

Then we have

Co = (01000101110000001),

15



and we may formally write

= + t
ct Cr €’

since each word of C, corresponds to the sum of g'a and a word of Ca.
The words of the code Ct are shown in Table II. The code Ct is an
(n,, kt) = (17,5) code. It is the words of C, that are sent over the
channel. |

The code Ct cen correct t = 2 additive errors (since C is a
2-additive-error-correcting BCH code) and ts =2 synch;onization errors,

and may be called a (t,ts) = (2,2)-error-correcting code.

The error correction procedure is illustrated below:

16
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Suppose that the source has generated the information vector

jo
]

(10110). The word in C* corresponding to s' = (10110) is

v' = (110010100001110), and the corresponding word in c, fis
!% = (00100000110011100). Thus the word g% = (00100000110011100) is sent

over the channel. Suppose that a left-shift error of order 1 has occurred,
so that if no additive errors occurred, the sequence (01000001100111001)

would be receivéd, where we have assumed for definiteness that the first symbol
in the word following !% was 1. 1In addition to the synchronization error,
however, let us suppose that two additive errors occurred, so that the third

and twelfth syﬁbols of (00100000110011100), or the second and eleventh

symbols of (01000001100111001), were complemented. Thus

t

X

(01000001100111001) + (01000000001.000000)

(00000001101111001),

1]

[

is the received word. The receiver drops the first and last symbols of

X (i.e., the first t  and last t, symbols, with b, = tz = 1), to obtain

y' = (000000110111100).
The receiver calculates the additive-error syndrome
y'H' = (11010111).

Since the additive-error syndrome is nonzero, the receiver interprets that
an additive error has occurred, and proceeds to correct it. To do this,
the receiver would employ one of the known procedures for correcting additive

errors for the BCH code C , using the syndrome (11010111).
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Since we have
(100000000100000) H' = (11010111),

the receiver would reach the conclusion that the additive-error pattern in
y' is
e' = (100000000100000).,

The receiver then calculates the corrected vector

z ' . I"‘S '
= (000000110111100) - (100000000100000)

= (100000110011100).

Next it calculates the synchronization-error syndrome

E'Hi = (0110) = o
The receiver must now use this synchronization-error syndrome to determine

which synchronization error, if any, has occured.

To do this it calculates

G}O

t= c¢'H; = (1110)

Now

Thus Vg
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Hence the receiver interprets that a left-shift error of order

L = n, -us= 3 -2 =1 has occurred, and moves the word marks one place to

the left.

Hence the truncated received word, corrected for additive and synchronization

errors, is

ze = (010000011001110).

Subtracting c¢' , the receiver correctly interprets that

v'= zo-¢' = (010000011001110) - (100010111000000) = (110010100001110)

is the word of C¥* corresponding to the transmitted word. Hence the infor-
mation symbols are correctly interpreted as s' = (10110).

Because of the seriousness of synchronization errors, the receiver

should not take corrective action upon observing the first indication (from
the synchronization-error syndrome) that a synchronization error has occurred.
For proper use of the technique, the truncated received word must not itself
contain the synchronization error. Thus the first word after the word con-
taining the synchronization error gives the first reliable indication of the
occurrence of the synchronization error. Words actually containing symbol
gains or losses are severly altered and may result in nonzero, but flase,
synchronization error syndromes. Also, if more than t additive errors occur,
a non-zero synchronization-error syndrome may result even though there has
been no synchronization error. The importance of making correct decisions re-
garding synchronization errors warrants tne observation by the receiver of
the same synchronization-error syndrome for several successive words before

correcting the apparent synchronization error. Of course, if the receiver

destroys synchronization by taking corrective action corresponding to a

20



[1]

(2]

(31

(4]

(5]

(6]

(7]

(8]

(9]

spurious nonzero synchronization-error syndrome resulting from the occurrence
of more than t additive errors, then this mistake will be rectified with

the next received word containing not more than t additive errors.
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