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Abstract-- Post-release detection of a software vulnerahiii does not only cost a company money to fix, buiso results
in loss of reputation and damaging litigation. Techiques to prevent and detect vulnerabilities priorto release, therefore,
are valuable. We performed empirical case studiesn two large, widely-used open source projects: thilozilla Firefox
web browser and the Red Hat Enterprise Linux kernel We investigated whether software metrics obtaineéarly in the
software development life cycle are discriminativef vulnerable code locations, and can guide actiorisr an organization
to take for improvement of code and development tea. We also investigated whether the metrics are pdictive of
vulnerabilities so that prediction models can prioitize validation and verification efforts. The metrics fall into three
categories: complexity, code churn, and developerctvity metrics. The results indicate that the metics are
discriminative and predictive of vulnerabilities. The predictive model on the three categories of mets predicted 70.8%
of the known vulnerabilities by selecting only 10% of the project’s files. Similarly, the model forthe Red Hat Enterprise
Linux kernel found 68.8% of the known vulnerabilities by selecting only 13.0% of the files.

Index Terms- Software Security, Software Vulnerability, Proces metrics, Product metrics, Fault Prediction,
Vulnerability Prediction.

[. INTRODUCTION

A single security problem can cause severe damage twganization by not only incurring
large costs for late fixes, but by losing invalalalssets and credibility and leading to legal
issues. Annual world-wide losses caused from cgltacks have been reported to be as high as
$226 billion[8]. Loss in stock market value in the days afteattack is estimated at $50 million
to $200 million per organization [8]. Therefore,ganizations must prioritize vulnerability
detection efforts and prevent vulnerabilities frbeng injected.

One way of identifying the most vulnerable codeatoans is to use characteristics of the

software product itself. Perhaps complex code isentigely to be vulnerable than simple code.
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Another way of identifying the most vulnerable cddeations is to use characteristics of the
process of code development. Perhaps code thatntkesgone recent changes (i.e. code churn)
might have new vulnerabilities. Perhaps files wdrke by software developers who work alone
are more likely to be vulnerable than the files keat on by collaborating developers. These
characteristics of software product and processbeaquantified by complexity, code churn, and
developer activity metrics [4, 24, 25, 28]. Comjigxnetrics measure the structural complexity
of code and design such as the number of branchesde. Code churn metrics measure the
number of check-ins and amount of code changesr@ttwluring development of code.
Developer activity metrics quantify the relatiorshietween developers and code.

When metrics are discriminative of vulnerabilitigsg. a high value of a metric indicates a
vulnerability), insight can be provided for develognt teams to take actions to prevent
vulnerabilities from being injected by restructgyioode or reorganizing the development team.
We call discriminative metrics that can be used dyganizations to drive improvement
actionable discriminative metrics (ADM) If, for example, complex code is likely to be
vulnerable, then development teams can use thistéa@void unnecessarily complex code.
Alternatively, code churn is often inevitable ancktrits of code churn do not offer clear
recommendations to developers to improve softwasdity. Therefore, we classify code churn
metrics as non-actionable.

We call metrics that can be used during developrteptedict the reliability of a product or
the location of vulnerabilitiepredictive metricg2]. Predictive metrics can be used to prioritize
inspection and testing efforts to economically deteilnerabilities.

The goal of this paper is twofold: (a) to evaluatkether complexity and developer activity

metrics can be demonstrated to be actionable disoative metrics to prevent software



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATIONNUMBER (DOUBLE-CLICK HERE TO 3
EDIT) <

vulnerabilities; and (b) to evaluate whether comyle code churn, and developer activity
metrics are predictive of vulnerable locations afde. To complete this goal, we performed
empirical studies on two widely-used, large scalerosource projects: the Mozilla Firefoxeb
browser and the Linux kerrfehs distributed in Red Hat Enterprise LiAudVe analyzed 34
releases of Mozilla Firefox and one release of RatlLinux that consist of over three millions
lines of source code in each release. We colletied reported vulnerability information
spanning four years. From 197 vulnerability repdds Mozilla Firefox we identified 1197
instances of file changes to fix vulnerabilitiesof 192 vulnerability reports for Red Hat we
identified 258 instances of file changes to fixnarabilities. We also collected complexity, code
churn, and developer activity metrics from the twmjects and performed an empirical
evaluation of the metrics.

The rest of the paper is organized as follows: i8edt defines background terms used in this
paper. Section Il provides related work. Sectigrdiscusses the hypotheses behind the metrics
and provides our methodology for evaluating thedtlgpses. In Sections V and VI, we describe
the empirical case studies on the Mozilla Firefe@bvibrowser and the Red Hat Enterprise Linux
kernel. Section VIl discusses our observations ftbencase studies and Section VIII discusses

the threats to validity of our study. Section IXrsunarizes our work.

[I. BACKGROUND
This section describes the terms that we will asthis paper.

A. Internal and External Metrics

Since software quality, such as reliability or s@gu can be measured only after release,

metrics that are available early in the developniiéatcycle can be used to estimate software

! http:/imww.mozilla.com/firefox/
2 http://kernel.org/
3 http://www.redhat.com/rhel/
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guality prior to releasdnternal metricsmeasure the “non-executable software product gutin
development stages” such as code and design sadicfi [16]. Anexternal metricmeasures
“the quality of the software product by measurihg behavior of the system” [16]. The internal
metrics we use in this study are complexity, coderie, and developer activity. We use these
internal metrics as predictors of the external roedf discovered software vulnerabilities. The
external metric we are evaluating in this studpasninal: whether or not a file is vulnerable or
neutral. We consider a file to be vulnerable if fiteewas found to have at least one vulnerability
that required a patch after releasevinerability is “an instance of a [fault] in the specification,
development, or configuration of software such titsitexecution can violate an [implicit or

explicit] security policy” [19].
B. Discriminative Power and Predictability

Discriminative poweiis defined as the ability to “discriminate betwdegh-quality software
components and low-quality software components” [2criminative power is used for quality
control of software by evaluating software compuseagainst predetermined critical values
of metrics and by identifying components thatl faltside quality limits [35]. In our study,
discriminative power is the ability to discriminatelnerable code from neutral code.

Predictability is defined as the ability of a metric measuretima¢ T1 to predict the software
guality at time T2 with required accuracy. Whethw®z required accuracy is satisfied or not is
determined by testing whether the predicted qualiy the actual quality of software is within a
certain error range [2].

Note that while both of discriminative power aneédgtictability evaluate the ability to classify
code as vulnerable or neutral, their purposes é#fereht. The main purpose for evaluating

discriminative power in this study is to take pribae actions to change the measures of metrics
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to improve software security, for example, by régieieg code based on the measures of metrics
or by reorganizing the team. The main purpose ¥@uating predictability in this study is to
take corrective actions on the vulnerabilities fdum the code locations predicted as vulnerable
by further inspection or testing. Discriminativews and discriminant analysis, a statistical
modeling technique that will be explained in Settikv, are different in our study. While
discriminant analysis can be used to evaluate dbtliscriminative power and predictability, we

used discriminant analysis only for the purpospretliction in our study.

C. Binary Classification Evaluation Criteria

We perform binary classification to predict vuln@eafiles. A binary classifier can make two
possible errorsfalse positiveqFP) andfalse negativegFN). A FP is the classification of a
neutral file as a vulnerable file, and a FN is dhessification of a vulnerable file as neutral. A
correctly classified vulnerable file istaue positive(TP), and a correctly classified neutral file is
atrue negativg TN). A FP may cause a team to do additionalrigsbr inspection of a file only
to find no vulnerabilities. A FN may allow a vuhadility to escape to the field after release. For
evaluating binary classification models, we useallecprecision, inspection rate, and
vulnerability rate.

Recall(R) is defined as the percentage of vulnerabds fibundR=TP*100/(TP+FN)
Precision(P) is defined as the percentage of correctlyipted vulnerable files:
P=TP*100/(TP+FP).

Inspection rat€lIR) is the percentage of files that were clasdifas vulnerable:

IR=(TP+FP)*100/(TP+TN+FP+FN).
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The inspection rate represents the percentagéesfriéquired for inspection or testing to achieve
the reported recall. For example, a IR=20% and R&8teans that 20% of files were classified
as vulnerable and those predicted vulnerable ¢itegained 80% of actual vulnerabilities.
Vulnerability rate(VR) is the percentage of the number of vulneréds that were included in
the files classified as vulnerable:

VR = (Number of vulnerabilities in the files clds=il as vulnerable)*100 / (Total number of
vulnerabilities).

Note that VR is similar to recall, but differs wkerecall counts the number of vulnerable files,

VR counts the number of vulnerabilities in each fthat was classified as vulnerable.

D. Network Analysis

In this paper, we use several terms from netwogtyasis [6] and provide their meaning with
respect to developer and contribution networksenti®n IV. Network analysis is the study of
characterizing and quantifying network structurespresented by graphs [6]. In network
analysis, vertices of a graph are callexties,and edges are callednnectionsA sequence of
non-repeating, adjacent nodes ipah and a shortest path between two nodes is called a
geodesic patlinote that geodesic paths are not necessarilyighiq

Centrality metricsare used to quantify the location of one node ikedadb other nodes in the
network. The centrality metrics we use for devetopetivity are degree, closeness, and
betweenness metrics. THegreemetric is defined as the number of neighbors tyeonnected
to a node. Thelosenesxentrality of nodev is defined as the average distance frento any
other node in the network that can be reached ¥rofthe betweennessentrality[6] of node Vv

is defined as the number of geodesic paths thatdaw .



> REPLACE THIS LINE WITH YOUR PAPER IDENTIFICATIONNUMBER (DOUBLE-CLICK HERE TO 7
EDIT) <

Clustermetrics are used to measure the strength of orie@ection between groups of nodes.
A clusterof nodes is a set of nodes such that there are edges within a set of nodes (intra-set
edges) than edges between a set and other setsles (inter-set edges). The cluster metric we
use for developer activity is edge betweenness [[I3¢ edge betweenness edgee is defined
as the number of geodesic paths which pass threu§ince clusters have many intra-cluster
edges, edges within clusters have a low betweenoessersely, edges between two clusters

have a high betweenness [13].

Ill. RELATED WORK

This section introduces a few studies on softwanearability prediction. Then we provide
some prior studies that have used complexity, oduan, and developer metrics to predict

faults.

A. Vulnerability Prediction

Alhazmi et al. [3] investigated whether the numbédatent vulnerabilities in a software
system can be predicted. The researchers andlyeed/indows and Red Hat Enterprise Linux
operating systems and observed that the ratio lokvabilities to the total number of faults falls
in the range of 1%-~5%. If this ratio is constanttye across projects, the discovered
vulnerability densities can be a useful indicatoresstimate the efforts to find undiscovered
vulnerabilities. While their study is useful fortiesating the effort required to identify and
correct undiscovered security vulnerabilities, approach provides specific locations of the
vulnerabilities in source code.

Neuhaus et al. [31] introduces a tool, Vultureatdomatically map vulnerability reports to

vulnerable components in the Mozilla open souraectJsing the tool, they observed common
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patterns of imports#j ncl ude) and function calls in vulnerable components ugagtern
mining techniques. Vulture identified 45% of alllnerable components (recall) using import
analysis, and 70% of all identified vulnerable camgnts were true vulnerable components
(precision) using function call analysis. Vultureasvalso able to identify 82% of actual
vulnerabilities in the top 30% of files ranked hretorder of predicted vulnerabilities. Our study
was also performed on Mozilla, but using differametrics that can be obtained from
development process as well as from source code.

Gegick et al. [12] modeled vulnerabilities in agar commercial telecommunications
software system. These researchers used source dineode, alert density from a statistic
analysis tool, and code churn information. One h&f models they tried identified 100% of
vulnerable components with an 8% false positivee.rddowever, the model predicted
vulnerabilities only at the component level and rzsindirect developers to more specific
vulnerable code locations. Gegick et al. [11] aigweestigated whether non-security failure
information can be used to predict security fagurtn their case study on a Cisco software
system, the number of failure reports per compomers used as an internal metric to classify
vulnerable and neutral components. Their classiinaand regression tree model was able to
identify 57% of vulnerable components from the 896 of components ranked in the order of
predicted probability of vulnerability with a 48%al$e positive rate. Our study provides
predictions at the file level and uses metrics #ratavailable prior to release.

Shin and Williams [36] investigated whether theditianal code level complexity metrics
such as cyclomatic complexity can be used as itmigaof vulnerabilities in the Mozilla
JavaScript Engine. Their results show that theetations between complexity metrics and

vulnerabilities are weak (Spearman r=0.30 at bbst) statistically significant. Therefore,
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traditional code level complexity metrics can bedigas indicators of vulnerabilities, but further
investigation is required with new complexity mesriand other types of metrics including

process information.

B. Fault Prediction with complexity, code churn, areldloper metrics

Basili et al. [4] showed the usefulness of objearded (OO) design metrics to predict fault-
proneness in a study performed on eight mediundsiz®rmation management systems. The
logistic regression model with OO design metrictedied 88% of faulty classes and correctly
predicted 60% of classes as faulty. Briand et #l.also used OO design metrics to predict
defects and their logistic regression model classifault-prone classes at over 80% of precision
and found over 90% of faulty classes. Nagappah €% found that sets of complexity metrics
are correlated with post-release defects using fivgor Microsoft product components,
including Internet Explorer 6. Menzies et al. [28%plored three data mining modeling
technigues, OneR, J48, and naive Bayes, using cedecs to predict defects in MDP, a
repository for NASA data set. Their model usingveaBayes was able to predict defects with
71% recall and 25% false positive rate.

Nagappan and Ball [26] investigated the usefulrissode churn information on Windows
Server 2003 to estimate post-release failures. Flearson correlation and Spearman rank
correlation between estimated failures and actwask-pelease failures were 0.889 and 0.929
respectively for the best model. As an effort tgiiave the performance of prediction, several
studies have been performed with combined modelgsoofiplexity, code churn, and other
metrics to improve the accuracy of prediction. @str et al. [33] used code churn information
together with other metrics including lines of smurcode, file age, file type, and prior fault

history. They found that 83% of faults were in tio 20% of files ranked in the order of
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predicted faults using negative binomial regressidagappan et al. [27, 28] also performed

empirical case studies on fault prediction with @éws XP and Windows Server 2003 using

code churn metrics and code dependency within atdiden modules. Both studies used a
multiple linear regression model on principal comgats and the Spearman rank correlations
between actual post-release failures and estinfatiedes were 0.64 and 0.68 at the best cases,
respectively.

We use two concepts to measure developer actiggyeloper networks and contribution
networks. The concept of a developer network hasectom several sources, including [14,
24]. Gonzales-Barahona and Lopez-Fernandez [14 wher first to propose the idea of creating
developer networks as models of collaboration fremarce repositories to differentiate and
characterize projects. Meneely et al. [24] applsstial network analysis to the developer
network in a telecommunications product to prethdtres in files. Pinzger et al. [34] were the
first to propose the contribution network as a difi@ation of the direct and indirect contribution
of developers on specific resources of the projeazger et al. found that files that were
contributed to by many developers, especially byettgers who were making many different
contributions themselves, were found to be morkiriiprone than files developed in relative
isolation. Other efforts exist [15, 30, 41] to qtiy developer activity in projects, mostly via

counting the number of distinct developers who dgeaa file as we did in our study.

IV. METHODOLOGY

This section explains our methodology to explom ithlationship between complexity, code
churn, and developer activity metrics and softwarkerabilities. For this purpose, we examine

the discriminative power and predictability of taesmetrics, as defined in Section Il. First we
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provide the hypotheses for discriminative power ameldictability of the metrics. Then, we
provide the evaluation criteria for the hypothesied also explain our prediction models.

We organize our hypotheses in a three level hieyarthe top level hypotheses correspond to
the three categories of metrics. The second leyglotheses correspond to the smaller
subcategories of metrics. The third level hypoteeserrespond to discriminative power and
predictability for each individual metri€ig. 1 shows the first and second level hypotheBls.
suffixes “_D” and “_P” represent the hypothesesdiscriminative power and for predictability,

respectively.

HCompIexity_D,P HCodeChurn_D,P HDeve\oper_D,P
| |
HUnitCnmpIexity_D,P t HNumChanges_D,P HDeveIoperCentra\ity_D,P
HCoupIing_D,P HChurnAmount_D,P HDeveIoperC\uster_D,P
HComments_D,P HContributionCentrath_D,P

Fig. 1. Hierarchy of hypotheses

A. Hypotheses for Discriminative Power

1) Complexity Metrics

Security experts often relate complexity and ség(iti0, 23]. Complex code is more difficult
to understand and test, so developers may hawgharhthance of introducing undetected errors.
We hypothesize that complexity metrics can indicateurity vulnerabilities as follows:

Hcomplexity p: VUINerable files are more complex than neutridi

We break this general hypothesis down into threeemnspecific hypotheses: unit complexity,
coupling (interaction complexity), and comment rostr

Developers might introduce more errors when codeoiaplex and difficult to understand.
One characteristic of complex code is having a mgmber of decisions/branches. Code with

many branches would require a higher number os tiest full coverage, which could lead to
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vulnerabilities not being found before release.dpydar formulation of this kind of complexity
is cyclomatic complexity [22]. For the code wittmsalevel of complexity, longer code might be
more difficult to understand and maintain than srocode. Our specific hypothesis related to
unit complexity is stated as:

Hunitcomplexity p: Vulnerable files have a higher unit complexitgrimeutral files.

The metrics we use to evaluatgnltomplexity pand their definitions are provided in Table I.

A second type of complexity is calculated basednugependencies from one code unit to
other code units. If a code unit has many depenégifor many other units depend on one code
unit), that unit is said to be highly coupled. Wreennit is highly coupled with other code units
that are not closely related in their functionsardpe in a unit can be unnecessarily propagated to
other code units and improve a chance to introdaroers. Our specific hypothesis related to
coupling is, therefore, stated as:

Hcoupiing p: Vulnerable files have a higher coupling than meutiles.

The metrics we use to evaluatedtping pand their definitions are provided in Table |.

One way to reduce psychological burden imposeddmyptex code is to add comments [38,
40]. Comments can be used to record the rationfatkesign decisions so that the rationale is
understood when the code is modified by the sanveloger a long time after the code is
implemented or by other developers. Communicabgncomments between developers is
valuable in open source projects for which manyettgyers can contribute on the same code
segment. Our specific hypothesis related to comsnisrtherefore stated as:

Hcomments p: VUulnerable files have a lower comment densityithautral files.
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TABLE |
DEFINITIONS OFCOMPLEXITY METRICS
Related Metric Definition
Hypothesis

CountLineCod The number of lines of codn a file

CountDeclClass The number of classes definediie a f

CountDeclFunctio The number of functions defined in a

CountLineCodeDe The number of lines of code in a file devoted tolation:

CountLinePreprocessor The number of lines of cadefile devoted to preprocessing

SumEssential The sum of essential complexity, whssential complexity is
defined as the number of branches after reducirtheprogramming
primitives such as d or loop in a function’s control flow graph intg

Ho _ a node iteratively until the graph cannot be reduaey further.
UnitComplexity Completely well-structured code has essential cerigyl 1 [22, 39]

SumCyclomaticStrict The sum of the strict cyclomatmplexity, where strict cyclomati¢
complexity is defined as the number of conditicstatements in a
functior

SumMaxNesting The sum of the MaxNesting in a flbere MaxNesting is defined gs
the maximum nesting level of control constructshsasi f or
whi | e statements in a function

MaxCyclomaticStrict The maximum of strict cyclomatiomplexity in a file

MaxMaxNesting The maximum of MaxNesting in a f

SumFanin The sum of FanIn, where Fanin is defasedhe number of inputs to
a function such as parameters and global vari

Hoo o SumFanOut The sum of FanOut, where FanOut is defisehe number of
Coupling assignment to the parameters to call a functiaglayal variable
MaxFanin The maximum of Fanin
MaxFanCut The maximum of FanO
Hcomment CommentDensity The ratio of lines of commentsried of code

2) Code Churn

Code is constantly evolving throughout the develepnprocess. Each new change in the
system brings a new risk of introducing a vulndighi

Our first level hypothesis on the relationship egw code churn and vulnerabilities is as
follows:

H codechurn_p: Vulnerable files have a higher code churn thantra files.

Code churn can be counted in terms of the numbehetk-ins into a version control system
and the number of lines that have been added etetdkby code change. Thus, our second level
hypotheses related to code churn metrics are sated

Hnumchanges p: VUInerable files have more frequent check-insithautral files.
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Hchumamount bt Vulnerable files have more lines of code thatehbeen changed than neutral

files.

The metrics we use to evaluateoktchun_nd their definitions are provided in Table II.

TABLE Il
DEFINITIONS OFCODE CHURN METRICS
Related Metric Definition
Hypothesis
Hnumchange NumChanges The number of check-ins for a fileesihe creation of a file
H LinesChange The cumulated number of code lines changed sireerdation of a fil
ChurnAmount LinesNew The cumulated number of new code linesesihe creation of a file

3) Developer Activity

Software development is generally performed by Wgreent teams working together on a
common project. Lack of team cohesion, miscommuiaigg, or misguided effort can all result
in problematic software, including security probkef@3]. Version control data can be used to
construct a developer network and a contributiamvaegk based upon “which developer worked
on which file,” using network analysis defined iecHon Il. Then we can compute developer

centrality, developer clusters, and contributiontaity from those networks.

3.1) Developer Network Centrality

In our developer network, two developers are cotatelf they have both made a change to at
least one file in common during the period of tioneder study. The result is an undirected,
unweighted, and simple graph where each node mmes developer and edges are based on
whether or not they have worked on the same fitendithe same release.

A central developer has a high degree, a high lestness, and/or a low closeness. Refer to
[24] for a more in-depth example of how centrafitgtrics are derived from developer networks.
In this study, we are usindeveloper network centralitynetrics to evaluate the following

hypotheses:
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Hpevelopercentrality p: VUInerable files are more likely to have been kent on by non-central
developers than neutral files.

We explain the meaning of high and low values ef thetrics that might be associated with
high vulnerabilities in Table Ill. Note that we d® to not study DNMaxDegree,
DNMinCloseness, and DNMaxBetweenness becausexénge, a high DNMaxDegree means
at leastone central developer worked on the file, which is methelpful as knowing that high
DNMinDegree denotes thail developers who worked on a file were central. timeo words,
since most files in a project are worked on byeast one central developer, metrics that indicate

that at least one developer worked on a file terloethomogenous and not particularly useful.

TABLE IlI
MEANING OF DEVELOPERACTIVITY METRICS
Related Hypothesis Metric Problematic Meaning
When
DNMinDegret Low
DNAvgDegre:! Low
H _ DNMaxCloseness High File was changed by developers who gre
DeveloperCentralty DNAvgClosenes High not central to the network
DNMinBetweenness Low
DNAvgBetweennes Low
DNMaxEdgeBetweenness High File was contributedytobre than one
HpeveloperClustering DNAvgEdgeBetweenness High cluster of developers, with few other
files being worked on by each cluster
NumDev: High File was changed by many develoj
HcontributionCentraity CNCloseness High File was changed by developers whq
CNBetweenne High focused on many other files

3.2) Developer Network Cluster

Metrics of developer centrality give us informatiabhout individual developers, but we also
wonder the relationship between groups of devekperour developer network, a file that is
between two clusters was worked on by two groupdestlopers, and those two groups did not

work on many other files in common. By definitiomyo developer clusters cannot work on
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many files in common, or they would be part of #zame cluster. In this study, we are using
developer network clustenetrics to evaluate the following hypothesis:

Hpeeoperciuser 0 VUINerable files are more likely to be changed royltiple, separate
developer clusters than neutral files.

For this study, we use tleglge betweenness clusterteghnique [6] for discovering developer
clusters. We are interested in identifying thesfiteat lie between clusters. Since edges and files
have a many-to-many relationship, we use the aeeamgl maximum of edge betweenness on

the developer network as provided in Table 1lI.

3.3) Contribution Network

A contribution networks a quantification of the focus made on the retethip between a file
and developers instead of relationship betweenldpges. Originally described by Pinzger et al
[34], the contribution network uses an undirectedighted, and bipartite graph with two types
of nodes: developers and files. An edge exists alaedeveloper made changes to a file. The
weight of an edge is the number of version cordophmits a developer made to the file. If a file
has high centrality, then that file was changedrtany developers who made changes to many
other files — referred to as an “unfocused contibu” [34] We evaluate the following
hypotheses:

H contributioncentrality p: Vulnerable files are more likely to have an unfeed contribution than
neutral files.

Table 11l provides the meaning of the contributietwork metrics.

B. Hypotheses for Predictability

When the individual metrics have discriminative gowthe individual metrics and the

combined set of those individual metrics might beedo predict vulnerabilities with reasonably
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high prediction performanc&/e hypothesize that complexity, code churn, andldeer activity
metrics individually and combined together in a mlochn predict vulnerabilities with over 70%
recall or VR and less than 30%.IR model that satisfies these criteria indicates bver 70%
of vulnerable files or vulnerabilities could be eeed by inspecting only 30% of the files. Note
that even when precision is very low, the predictinodel is helpful for the organization to
economically detect vulnerabilities if organizatioan find high percentage of vulnerabilities
with small amount of inspection efforts. Therefose, considered recall, VR, and IR as the most
important evaluation criteria in our study. Sineeall and IR often trade off, obtaining high
recall and low IR at the same time is a challengingl. Considering that the economic effect
that a single security vulnerability can bring toaganization, we favored high recall and VR to
a low IR. However, organizations may choose thein @riteria depending on their quality goal

for their software products.

C. Evaluation of Hypotheses

To evaluate discriminative power of individual metr we usedviann-Whitney-Wilcoxon
(MWW) test to investigate the null hypothesis ttteg distribution of a given individual metric
measurement among all vulnerable files is the sasrit@at for the metric among all neutral files.
The MWW is a non-parametric procedure that enabdssing for equality of distributions
without making any assumptions about the distrdngi themselves, like the assumption of
normality [20]. To see the association directior.(ipositively or negatively correlated), we
compared the means of the measures of internalasiétr the vulnerable and neutral files. We
considered our hypotheses for discriminative poaversupported when the results from MWW
test are statistically significant at 0.05 leveldawhen the association is in the direction

prescribed in the hypotheses. When at least orleeolower level hypotheses is supported, we
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considered the higher level hypothesis is also eudpg. For example, if bhitcomplexity b,
Hcouping 0O Heomments_piS supported, we considielchhplexiy pSupported.

To evaluate predictability, we built prediction net&l using discriminant analysis and
Bayesian network modeling. First, we evaluated pghedictability for univariate models with
individual metrics. Then, we evaluated predict@pilbf a multivariate model by combining
metrics into a single model. Because our goal ipraglict future vulnerabilities that have not
been observed yet, we used cross-validation. Issevalidation, we build or "fit" models using
subsets of the data calléghining datg and evaluate these fitted models on separatesg#sa
called test data We performednext-release validatioior Mozilla Firefox that has multiple
releases. Next-release validation at release ¥ abeof the data sets previous to N as the
training data and release N as the test data. \pertréhe average of the results across all
releases. Alternatively, we usezh iterations of three-fold cross validatibor Red Hat because
we analyzed a single release. Three-fold crosslatdin validates a model by dividing the data
set into thirds, using two thirds as the trainiragad and one third as the test data. The prediction
is then repeated three times with each of the tHeg¢ea sets as being test data set exactly once.
We repeated the whole process ten times and avktageesults.

Our hypotheses on predictability are supported wthen models built from our metrics

provide over 70% recall or VR with less than 30%alRdescribed in Section IV.B.

D. Prediction Models

We utilized two classification techniques, lineacdiminant analysis and Bayesian network,
to evaluate the performance of internal metricse Tho techniques have been used in fault

prediction literature [9, 18, 25, 26].
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Linear discriminant analysis is a multivariate elfisation technique that uses the linear
function of p variables that achieves maximum sa&gam among two or more groups [17].
Discriminant analysis has widespread applicationsluding facial recognition [21, 37]. Our
other multivariate modeling technique is the Bagesietwork, which is a binary classification
technique based on Bayesian probability infereht@ Bayesian network, each internal metric
is represented by a node in a graph, and connecbetween nodes exist where there is a
conditional dependence observed between variabléseitraining set. Bayesian networks have
also been used in many applications, including gerpression [32] and satellite failure
monitoring systems [5].

To select the metrics for multivariate models tleambine multiple metrics, we used a
stepwise variable selection method, proc stepgisnjide by SAS statistical analysis tool. First
we selected metrics by applying stepwise seleati@thod on discriminant analysis. We then
applied the same set of metrics to Bayesian netww#eling to see whether the performances
of predictions are different depending on modelteghniques. Stepwise variable selection
method selects one variable at a time so that theehwith the selected metrics maximizes the
classification between the two classes of a depgng®iable [1]. If already-selected metrics do
not contribute significantly to the classificatibased on Wilks' lambda likelihood ratio criterion
[1], the variables are removed from the modele variable selection repeats until no more
metrics meet the criteria for entry (p < .15) anowal (p < .15).

We used SAS v9.1.3 for the discriminant analysi$ feka v3.6.0 for the Bayesian network

modeling.

4 http:/www.sas.com/
® http://www.cs.waikato.ac.nz/mliweka/
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V. CASESTUDY 1: MOzILLA FIREFOX

Our first case study has been performed on the IMoEirefox, a widely-used open source
web browser. Mozilla Firefox had 34 releases atttime of data collection developed for four

years. Each release consists of over 10,000 fildoger three million lines of source code.

A. Data Collection

We collected vulnerability information from Mozilld&coundation Security Advisories
(MFSAs)®. Each MFSA includes bug ids that are linked ® Bugzilld bug tracking system.
Mozilla developers also add bug ids to the loghaf €VS version control syst&rwhen they
check in the files to the CVS after the vulneraie§ have been fixed. We searched the bug ids
from the CVS log to find the files that have be#&armged to fix vulnerabilities. The number of
MFSAs for Firefox was 197 as of August®22008. The vulnerability fixes for the MFSAs were
reported in 546 bug reports.

To collect complexity metrics, we used Understane-C a commercial metrics collection
tool. We obtained code churn and developer actimtrics from the CVS version control
system.

At the time of data collection, Firefox 1.0 andédfax 2.0.0.16 were the first and the last
releases that had vulnerability reports. The gdpéden releases ranged from one to two months.
Since the vulnerable files were too few to perfostatistical analysis at each release, we
combined the number of vulnerabilities for threms®cutive releases and used that information
to predict the vulnerabilities at the fourth relemsWe collected metrics for 11 combined

releases. The combined releases are denoted asARILtin this paper. We limited our analysis

® http://www.mozilla.org/security/announce/

" http://www.bugzilla.org/

® https://developer.mozilla.org/en/Mozilla_Sourced€oVia_CVS
® http://www.scitools.com
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to C/C++ and their header files to obtain complexietrics. Table IV provides the project
statistics for the combined 11 releases.

The big increase of the number of files in R4 afdiilicate that there were major changes in
those releases. The periods between most of théinethreleases were three to four months.
However, Firefox 2.0.0.8, Firefox 2.0.0.9, and fixe2.0.0.10 were released within a month.
Lower observed fixes for R9 might be because the gaps between releases 2.0.0.6 and 2.0.0.8

were shorter than for the other combined releases.

TABLE IV
PROJECTSTATISTICS FORMOZILLA FIREFOX
No. Firefox Release # of KLOC Mean Files Total Vulns. | % of Files
Files LOC with Vulns. | per File | with Vulns.
Vulns.
R1 1.0/1.01/1.0.2 10,320 3,688,444 357 70 84| 0.008 0.678
R2 1.0.3/1.04/1.05/1.0% 10,321] 3,692,161 358 123 134| 0.01: 1.192
R3 1.0.7/15/15.0.1 10,321 3,693,609 358 93 159| 0.01¢ 0.901
R4 1.5.0.2/15.0.3/1.5.04 10,956 4,012,915 366 100 138| 0.013 0.913
R5 1.5.05/15.06/1.5.0.7 10,9614,018,972 367 109 153| 0.014 0.994
R6 1.5.0.8/2.0/2.0.0.1 10,961 4,022,681 367 87 124| 0.011 0.79¢
R7 2.0.0.2/2.0.0.3/2.0.04 11,0604,131,084 374 114 162| 0.015 1.031
R8 2.0.0.5/2.0.0.6/2.0.0.8 11,0604,138,242 374 55 72 0.007 0.497
R9 2.0.0.8/2.0.0.9/2.0.0.10 11,0764,142,497 374 14 15 0.001 0.12¢
R10 | 2.0.0.11/2.0.0.12/2.0.0.13 11,0774,142,728 374 84 110f 0.010 0.758
R11 | 2.0.0.14/2.0.0.15/2.0.0.16 11,0804,145,805 374 27 46 0.004 0.244
B. Discriminative Power Test and Univariate PredictiBesults

All of the metrics showed statistically significadifference between vulnerable and neutral
files using MWW test as shown in Table V. We alsmpared the mean and median of each
metric measurement for two groups of files to find association direction (positive or negative)
between metrics and vulnerabilities. We perforntezldcomparison for each release and also for
the whole data across releases. The trend wasasifoil both of the case&ig. 2 shows the

boxplots of comparisons of measures between thegtawaps for three representative metrics in

2 The vulnerabilities for Firefox 1.0.5 and Firef©0.6 were reported together. Therefore, we consitihose two versions as one version.
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complexity, code churn, and developer activity msir CountLineCode, NumChanges, and
NumDevs. The left side boxplot for each metric shdhe distribution of neutral files and the
right side boxplot shows the distribution of vulalele files. The means and medians of the three

metrics for the vulnerable files were higher thia@ dbnes for the neutral files as we expected.
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Fig. 2. Comparison of measures for vulnerable andral files

The results of MWW test and association directifumsall the metrics are presented in Table
V. The plus sign in the Association column indesathat the higher the measure, the more
vulnerable the file tends to be. The minus sigricaigs that the higher the measure, the less
vulnerable the file tends to be. The developer eéegvas the only sign that did not completely
agree: DNMinDegree was negatively correlated butAdDegree was positively correlated.
This means that files are more likely to be vulbéraf they are changed by developers who
work on many other files with other developersawmerage but whenall of the developers are
central, the file is less likely to be vulnerab&nce this is not a direct contradiction, and the
other developer centrality metrics are supported, a@unt hbeveiopercentraity p hypothesis as
supported. Overall, all of the hypotheses for dstrative power were supported except for
DNAvgDegree.

For the predictability of individual metrics, werfmed univariate discriminant analysis and

validated the models using the next-release vatidamethod. Our criterion to support the
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hypotheses for predictability is over 70% recallMiR with less than 30% IR as described in

Section IV. C. We performed the analysis on the data, log transformed data, and square root
transformed data. Among those, log transformed gedaided the best results. Table V shows
the cross-validated prediction results using distrant analysis on the log transformed data and

results of hypotheses tests on predictability basedur criteria.

TABLE V
RESULTS OFDISCRIMINATIVE POWERTEST AND UNIVARIATE PREDICTION FORMOZILLA FIREFOX

Discriminant Analysis

Related Hypothesis| Metric MWW |Associl Hy | R P IR" VR | Hp
ation

H complexity Complexity Metrics v v
CountLineCode v + v 79.00 2.1 287 829
CountDeclClass v + v 52.8 1.1 32.8 525 X
CountDeclFunction v + v 77.2 1.9 29.6 80.3
CountLineCodeDecl v + v 79.0 2.2 26.2 827
Hunicomoiex CountLinePreprocessor v + v 70.1 2.1 24,1 75.00
plexty SumEssential v + v 76.0 19 295 787
SumCyclomaticStrict v + v 76.8 1.7 329 79.6 X
MaxCyclomaticStrict v + v 71.0 1.6 345 746 X
SumMaxNesting v + v 64.8 1.8 26.3 683 X
MaxMaxNesting v + v 704 1.6 355 735 X
SumFanin v + v 71.9 1.7 30.3 74.4 X
H _ SumFanOut v + v 69.8] 1.7 30.2 72.2] X
Coupling MaxFanin Vv + v 723 1.8 326 747 X
MaxFanOut v + v 68.2 1.5 37.1 71.3] X
Hcomment CommentDensity v — v 84.4 1.3 48.9 86.7 X
H codechum Code Churn Metrics v v
Hnumchanges NumChanges v + v 81.5 3.0 20.0 84.7
LinesChanged v + v 81.5 2.4 24,6/ 84.6)
Henumamount LinesNew Vv + Vv 79.2l 2.1 283 826
Hbevelope Developer Metrics v v
DNMinDegree Vv — v 57.0 1.2 36.6 60.5| X
DNAvgDegree v + X 93.8 1.0 74.7 94.3 X
H _ DNMaxCloseness v + v 79.8 15 39.00 826 X
DeveloperCentrality DNAvgCloseness v + v 96.6f 0.9 80.2 97.00 X
DNMinBetweenness v — v 69.4 1.4 35.2 75.1 X
DNAvgBetweenness v - v 96.8 0.9 82.1 97.6 X
Y _ DNMaxEdgeBetweenness v + v 85.5 2.3 279 87.3
DeveloperClustering DNAvgEdgeBetweenness v + v 86.5 2.1 305 882 X
NumbDevs v + v 82.9 2.8 21.5 85.5
H ontributionCentraiity CNCloseness v + v 81.3 2.7 22,6/ 84.4
CNBetweenness v + v 64.8 4.8 9.6 69.7] X

* Hp: Hypothesis test for discriminative power, R: REd: Precision, IR: Inspection rate, VR: Vulngtiy rate, H:
Hypothesis test for predictability
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The prior probability of a file being vulnerable weutral for discriminant analysis was set to
0.5 in Table V and all the remaining analysis iis gtudy. The bold face in the prediction results
indicates that the metric satisfied the criteriondver 70% recall or VR with less than 30% IR.
All of the code churn metrics supported our hypsésefor predictability. We were also able to
find some sets of complexity and developer actiwitgtrics that supported our hypotheses for
predictability. While the recall and VR are overf@@r most of the metrics, the precision was
very low (below 5%) for all the metrics. Predictiaith high recall and low IR is possible even
with this low precision because vulnerabilities gelistributed in only a small percentage of
files in our data set.

Note that the metrics that provide high predidiighindividually do not necessarily provide
high predictability together with other metrics. iversely, the metrics that provide low
predictability individually might be able to imprevhe overall predictability when they are used

in a model together with other metrics.

C. Multivariate Prediction Results

We created four models using complexity, code chdeweloper activity, and combination of
the three categories of metrics. The independenthblas were chosen using the stepwise
selection method described in Section IV.D. We usely the variables with coefficients that
were statistically significant at 0.05 level. Wesalcreated models with the log and square root
transformed metrics for the same set of metricssehoby stepwise selection method for
discriminant analysis. Then we built models usihgse metrics for discriminant analysis and
Bayesian network. Additionally we also built modatng all the collected metrics for Bayesian
network. Since the performance of Bayesian netwsnkot affected by order-preserving data

transformations, we did not apply data transforarator Bayesian network modeling.
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With discriminant analysis, log transformed datavied the best results in general. With log
transformation, all of the models predicted lesantl20% files as vulnerable (IR). Those
predicted vulnerable files in all the models in@ddver 70% of actual vulnerable files (recall)
or over 70% of actual vulnerabilities (VR) in thgseem. The model with code churn metrics
provided the highest recall and VR, and the contbimetrics model provided the lowest IR.

With Bayesian network, the models with all the ecled metrics performed better than the
models with metrics selected by stepwise selectiethod. All of the models provided less than
20% IR. However, only the combined metrics modek vedole to find over 70% of actual
vulnerable files (recall) with less than 20% IR.t&lthat recall from multivariate models has not
been necessarily improved from univariate modelf wur data. However, IR clearly became
lower with multivariate models than with univariateodels. Precision was very low (less than
5%) as was in univariate models.

Table VI summarizes the cross-validated predictesults using discriminant analysis on log
transformed metrics and Bayesian network on alcthieected metrics. VR was not available for

Bayesian network modeling with the Weka tool.

TABLE VI
RESULTS OFMULTIVARIATE PREDICTION FORMOZILLA FIREFOX
Discriminant Analysi Bayesian Netwot
R P IR VR R P IR Hp
Complexity 68.9 3.2 15.4 72.6 58.0 34 12.5 v
Code churn 80.5 3.1 18.6 84.3 48.2 9.1 3.8 v
Developer activity 68.6 45 110 73.9 68.0 4.3 11.8 v
Combined 70.8 4.6 10.9 76.2 72.1 4.0 12.9 v

Since our metrics and models target at findingrutwlnerabilities, the models should be able
to provide equal or better prediction performansdime passes. Fig. 3 shows the VR across
releases for the discriminant anlaysis models enctimplexity, code churn, developer activity,

and combined metrics.
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Fig. 3. Prediction results of disriminant analyestsoss releases
The predictive performance of the four models waghtly better for later releases than for
earlier releases, which indicates that the modedstriained better with the information from
previous releases. The trend of recall over time tha same as that for VR. The decrease in VR
of R8 might be because sudden decrease in repautedrabilities for R8. However, the reason

of the sudden decreases in VR of R5 and R9 (contplsodel) has not been identified.

VI. CASESTUDY 2: RED HAT ENTERPRISELINUX KERNEL

Our second case study has been performed on te kernel as it was distributed in the Red
Hat Enterprise Linux 4 (RHEL4) operating systeme Red Hat consists of 13,568 C and their
header files with over three million lines of saeircode. The details of the project, data

collection, and the prediction results are describehis section.

A. Data Collection

Gathering data for our external metric involvedcing through the development artifacts
related to each vulnerability reported in the Lirkeenel. We collected our vulnerability data

from the Bugzilla database (including attached Ipady, the National Vulnerability Database
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(NVD)Y, and the Red Hat Security Advisory (RHSR) secunitgtrics database. Since some
vulnerability patches affect only certain releasgs, examined each defect report manually to
ensure that developers had decided that patchimvéesst, required. Since we are only interested
in vulnerabilities that existed at the time of ede, we did not include vulnerabilities introduced
by post-release patches (a.k.a “regressions”) irdata set. For vulnerabilities that did not have
all of the relevant artifacts (e.g. defect repopistches), we consulted the director of the RHSR
team to correct the data. Our data set is a corapsive list of reported, non-regression
vulnerabilities from RHEL4's release in Februaryd3ahrough July 2008. We included only C
and their header files. Because RHEL4 included oohe C++ file, we excluded the
CountDeclClass metric from our analysis.

To obtain code churn and developer activity dat@ wsed the Linux kernel source
repository’. The RHEL4 operating system is based on kerneimer2.6.9, so we used all of the
version control data from kernel version 2.6.0 t6.2 which was about approximately 15

months of development and maintenance. Table IXiges the project statistics.

TABLE IX
PROJECTSTATISTICS FORRED HAT LINUX

# of Files

LOC

Mean LOC

Files with
Vulns.

Total Vulns.

Vulns. per
File

% of Files with
Vulns.

13,56¢

3,068,45!

22¢€

194

25¢

0.01¢

1.4%

B. Discriminative Power Test and Univariate PredictiBesults

All of the metrics showed statistically significadifference between vulnerable and neutral

files using MWW test except for DNMinDegree and DMBetweenness. All of the hypotheses

for discriminative power

were supported except f@MNMinDegree,

DNAvgDegree,

DNMinBetweenness, and DNAvgBetweenness. Interdstii@NAvgDegree was not supported

™ http://nvd.nist.gov/
12 http://git.kernel.org/
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in Mozilla either (see Section V.B). For the predmility of individual metrics, we performed
univariate discriminant analysis and validatedrigels using ten iterations of three-fold cross-
validation. Among the metrics, SumEssential, SumN&sting, NumChanges, LinesNew, and
NumbDevs detected over 70% of vulnerable files wetds than 30% IR.

Table X shows the results of discriminative powesttand univariate prediction after cross-

validation.
TABLE X
RESULTS OFDISCRIMINATIVE POWERTEST AND UNIVARIATE PREDICTION FORRED HAT
Discriminant Analysis
Related Hypothesis Metric MW | Associl Hp R P IR VR Hp
W | ation

H complexity Complexity Metrics v v
CountLineCode v + v 84.2 3.1 36.c] g7 X

CountDeclFunction v + v 79.7 3.E 32.(] 837 X

CountLineCodeDecl v + v 81.3 3.1 36.7 850 X
CountLinePreprocessor v + v 66.7 2.4 39.5] 69.4 X

HUnitCompIexity SumEssential \/ + \/ 82.¢ 3.€ 29.¢ 85.¢ \/
SumCyclomaticStrict v + v 82.8f 3.6 323 858 X
MaxCyclomaticStrict v + v 84.1 3.6 32.8 86.5 X

SumMaxNesting v + v 81.2 4.C 29.(] 85.z

MaxMaxNesting V + v 87.5 3.1 39.8 89.2 X

SumFanin v + v 875 39 321 89.7 X

Y _ SumFanOut v + v 84.1 3.€ 33.(] 87.(] X
Coupling MaxFanin v + v 88.¢ 3.€] 34 90¢ X
MaxFanOut v + v 84.4 3.4 35.20 87.8 X

Hcomments CommentDensity V - v 79.4 1.8 60.00 81.6 X
H codechur Code Churn Metrics v v
Hnumchanges NumChanges v + v 81.3] 54 21.20 83.0 V
H LinesChanged v + 81.3 3.2 36.1 837 X
ChumAmount LinesNew V + 73.0 42| 241 76.8
H bevelope Developer Metrics v v
DNMinDegret X — X 54.7% 1.t 52.7 52.( X

DNAvgDegree v + X 96.¢ 24 56.5| 96.7] X

H A DNMaxCloseness v + v 93.8 21 642 9420 X
DeveloperCentralty DNAvgCloseness Vv + v 96.9 21| 658 96.1 X
DNMinBetweennes X - X 48.2 1.t 46.7| 514 X
DNAvgBetweenness v + X 96.9 24 56.3 969 X

" _ DNMaxEdgeBetweenness v + v 50.C 6.C 11.8 54.7] X
beveloperClustering DNAvgEdgeBetweenness V + v 50.(] 6.0 11.¢ 543 X
NumDevs v + v 81.3 4.9 23.5| 84.1

H ContributionCentrality CNCloseness V + v 98.4 19 733 975 X
CNBetweenness v + v 90.€ 3.2 39.2] 925 X
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A. Multivariate Prediction Results

We built multivariate models using the metrics @by stepwise variable selection method.
Table Xl provides the cross-validation results egcdmininant analysis on log transformed
metrics and Bayesian network on all the collectetrits for each category of metrics. With
discriminant analysis, complexity, code churn, anthbined metrics models provided over 70%
recall or VR with less than 30% IR. With Bayesiatwork modeling, complexity and combined

metrics models provided over 70% recall with |d¢ent30% IR.

TABLE XI
RESULTS OFMULTIVARIATE PREDICTION FORRED HAT
Discriminant Analysis Bayesian Network
R P IR VR R P IR Hp
Complexity 79.7 4.5 25.% 83.¢ 70.€ 5.0 20.2 v
Code churn 78.1 5.4 20.k 81.: 21.C 17.2 1.€ v
Developer activity 51.6 9.1 8.0 57.2 61.1 6.5 13.4 X
Combined 68.€ 75 13.C 75.2 73.¢ 5.5 19. v

VII. DISCUSSION

Most of the complexity, code churn, and develomtivey metrics we used in this study were
able to discriminate vulnerable files and neutilakfat statistically significant level. The result
from our case study support the following hypotlsem&ross two projects.

Hcomplexity p: VUINerable files are more complex than neutridi

Hcodechurn_p: Vulnerable files have a higher code churn thaotred files.

Hpeeoper p: VUlnerable files are more likely to have beenraped by poor developer activity
than neutral files.

The predictive power of the metrics was differeatviieen projects and modeling techniques.
Discriminant analysis performed better than Bayesiatwork modeling in our study. With
discriminant anaylysis, seven of eight multivariatedels presented in Table VI and Table XI

supported our hypotheses. On the other hand, dndetmodels supported our hypothesis with
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Bayesian network. We also performed logistic regjoes which is another well known
classification technique. However, using logisagnession, recall for both projects was less than
50%. We do not present the results of logistic @sgion in this paper because of the limited
space. With discriminant analysis, some of the am@te models outperformed multivariate
models in recall and VR. However, IRs were consitgelower for multivariate models than
univariate models for both projects.

The univariate and multivariate models using comiple code churn, and combined metrics
supported our hypotheses for predictability acrbgs projects using discriminant anlaysis
and/or Bayesian network. Developer activity metridisl not support our hypotheses for
predictability on Red Hat. Even in this case, hosrewdeveloper activity metrics were able to
predict over half of the vulnerable files at 8% WiRh discriminant analysis and 13.4% IR with
Bayesian network modeling. The combined metrics et®grovided lowest IR among the
models that supported our hypotheses using distaimianalysis on both projects. Even though
code churn metrics model provided high recall and IR using discriminant analysis, the
prediction performance with Bayesian network wasrp®verall there was no clear evidence
whether one category of metrics is better thanrerdiecause some metrics provided relatively
high recall with high inspection rate while otheetnics provided relatively low recall with low
inspection rate. For example, code churn metniogiged higher recall than developer metrics,
but also required higher IR than developer mettitmwever, all of the models using the three
categories of metrics and the combined metrics vabte to predict vulnerabilities with over

70% recall or VR with less than 30% IR for one ottbof the projects.
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VIIl. THREATS TOVALIDITY

Internal validity. We performed our case studies on two open sourogeqgis whose
vulnerability information is publicly available. ®uanalysis does not account for latent
(undiscovered) vulnerabilities. Additionally, onfixed vulnerabilities are reported in detail to
avoid the possible attacks from malicious useréixad vulnerabilities are usually not publicly
available. However, considering the wide use efgtbject projects and the size of community
involved in the development and testing of the gutg, we believe the currently reported
vulnerabilities are not too limited to jeopardizaraesults. Also, the associations between
vulnerabilities and the metrics found in this studg not necessarily indicate causation.
However, we believe our results provide usefulghts for organizations to take proactive or

reactive actions to reduce vulnerabilities.

External validity . Our results on vulnerability prediction were riolly consistent between
the two projects and the modeling techniques we,useen though complexity, code churn, and
combined metrics models supported our hypothesesbdth of the projects. As with all
empirical studies, our results were limited to timetrics we collected and the modeling
techniques we used in this study. To generalizeobservations from this study to other projects
in various domain, size, and operational and usagéext, further studies should be performed.
We believe our results can be used to compare thighresults from other projects and to
increase the understanding on the relationship d@vsoftware vulnerabilities and the metrics

investigated in this study.

IX. SUMMARY

Our study explored the relationship between compjexode churn, and developer activity

metrics with vulnerabilities. Complexity and devado activity metrics are actionable metrics
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that organizations can take actions to change tbasuores of metrics by redesigning code or
reorganizing a development team when necessaourlgase study on Mozilla Firefox and Red
Hat Enterprise Linux kernel, those actionable rostishowed discriminative power between
vulnerable and neutral files. Therefore, organtregican use complexity and developer activity
metrics to proactively improve software securitpr Example, while some code cannot avoid
complexity, organizations can use the average sadiceomplexity metrics for vulnerable files
and neutral files as a criterion to redesign unssmely complex code. Central developers tend
to produce less vulnerabilities than developers whik alone. Therefore, appropriate corrective
action in a development team such as pair progragnoir careful distribution of central
developers based on the measures of developeityaatietrics is encouraged.

When metrics can predict vulnerabilities, thosedmteve metrics can be used to prioritize
inspection and testing effort. In our case studlythree categories of metrics had predictability
at one or both projects by providing over 70% reoalvulnerability rate with less than 30%
inspection rate. Code churn metrics provided thst Ibecall for Mozilla Firefox among the
models using the three categories of metrics amsboted metrics using discriminant analysis.
Complexity metrics provided the best recall for Réat using discriminant analysis. However,
there was no clear evidence whether one categomyetrics was better than another. Whether
the prediction results are good or not can be deted by practitioners at organizations.
However, finding 84.3% of vulnerabilities by inspiag only 18.6% of total files (in the case of
code churn metrics model with discriminant analysisMozilla Firefox) might be a promising
result to appropriately allocate inspection effort®©ur results are promising. However,

additional studies of these and other metrics ctadd to further improvement.
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