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Abstract

We study two problems that arise in designing scalable reliable mulpcatcols.

The first problem we study is that of localizing repair packets when packetssireWhen repair
packets are multicasted, a highly lossy receiver may swamp the entire muigoasp” with duplicate
repair packets thereby wasting bandwidth; thus, the protocols need regality. In this paper, we
present a novel multicast layering protocol where the sender proactisthibdies FEC repair packets
among multiple multicast groups. Receivers can selectively tune in tosesabthese multicast groups
to obtain only the number of repair packets they require. We present ¥ gfficient algorithm that
dynamically determines the optimal distribution of FEC repair packetgigen (small constant) number
of multicast groups. The running time of this algorithm is indegamt of the number of receivers in the
multicast session, and it is hence scalable.

The second problem we address is to estimate the network delay between ea¢mpdéesin the
multicast session. This key parameter is useful, among other thingsipjpressing the implosion of
request and repair packets, and in detecting congestion. Existing impleimesiate0O(n) multicasts
with O(n) message size each (total 6{n?) bits); here,n is the session size. This paper presents
a new delay estimation protocol that requif@g:) multicasts only withO(1) message size each. This
protocol is hence more scalable. Furthermore, it does not require synizbdalocks, or any knowledge
of network topology or the session size.

Our solutions to these two problems can be integrated into many kredi@ble multicast protocols
to enhance their scalability. For concreteness, we focus on singly scopeteardiiically scoped SRM
as well as tree-based protocols and present combined protocols incorporatsmutions into each of
them. Our simulation experiments suggest that our solutions catestibdly enhance the scalability of
these reliable multicast protocols.

1 Introduction

Reliable multicast protocols need to address the issueofezing from packet losses. The crux is to design
a protocol that scales to tens of thousands, or even miltidnsceivers since the added control complexity
of multicasting has a greater payoff with such large numbéreceivers. Scalability is thus an important



problem in reliable multicasting, and it is a well-studiedeo Many clever protocols have been proposed,
e.g., SRM [1], RMTP[2], SHARQFEC [3], TMTP [4], to name a fetlie resource web site [5] gives
an extensive background. In this paper, we identify twoleogcks in known scalable reliable multicast
protocols; our main results are the efficient solutions weettgp for these two problems. We also integrate
our solutions into three well-known protocols. The resigtprotocols are substantially more scalable than
their original versions, as our experiments indicate.

In what follows, we develop the background of scalable biianulticast to identify the bottlenecks. A
natural approach to recover from packet losses is to maksehéer retransmit the lost packets to individ-
ual receivers. However, such sender-centric retransoms$bes not scale well. In a large-scale multicast
session, the probability that a given packet is lost by sogeeiver is high; thus, the sender may end up
retransmitting every packet. Additionally, if a packetast near the sender, most receivers would lose that
packet, and it leads to repair traffic that is proportionattie session size. We may avoid this problem by
allowing the sender to multicast the retransmission. H@reas recent MBone studies [6] indicate, many
packet losses are not correlated, and different receivens erperience different loss rates. This leads to
the well-knownrepair-locality problem whereby repair traffic is not localized to its desired reeesv Thus,
when retransmission is multicasted, receivers may end cgivieg many “unwanted” packets in the re-
pair traffic. Sender-centric retransmission schemes alffersrom the well-knownimplosion problem in
which the sender is potentially flooded by control trafficg{rest for packets, negative acknowledgment
from receivers, status requests, etc).

The popular consensus now seems to be to effectively delébatresponsibility of recovery to the
receivers. SRM [1], perhaps the most popular scheme fahiglimulticast, allows receivers to multicast
requests to the entire group. Any receiver with requestezkgia can multicast it. With clever use of
randomized timers and suppression, SRM effectively sallresmplosion problem. Unfortunately, SRM
does not solve the repair locality problem. This problemlisvéated, but not entirely solved, by local and
hierarchical scoping (grouping of receivers) [7].

There are tree-structured protocols such as TMTP [4], RMZA[P4nd LBRM [8] that solve the implo-
sion and repair locality problems by imposing a logical tsg@icture to the multicast session. Specialized
receivers located at the root of the sub-trees of the logiiealreceive requests and effect retransmission only
to their own children in the tree. These protocols work withany router support, but they need specialized
receivers. There are other protocols such as PGMP [9] and [18Mwhich propose to modify the routers
in order to localize repair packets to the region where theay lse most effective. For these protocols to
be effectively used, “special” receivers (or routers) neete widely deployed. Managing the logical tree
involving a large number of specialized receivers undewngk partition or machine failure would create
an enormous administrative burden.

Another approach to solving both the implosion and repaiglity problems is to use forward error
correction (FEC). This involves splitting the original &t stream into groups d8 packets, calledlocks.
For each block/s FEC encoded packets are generated for suitably chbsdReceivers can recover the
original block by receiving any packets out of thés + ~ ones. When combined with an appropriate ARQ
technique, the FEC technique incurs very low network ovadHé 1, 12, 13, 14, 15, 3].

The FEC approach can be employed in any of the protocols we Hescribed so far such as SRM,
tree-based protocols etc. A noteworthy example is the SHARQprotocol [3] that combines hierarchical
scoping and hybrid FEC/ARQ. It breaks the entire multicasup into hierarchically nested scopes and
designates a receiver within each scope as the “zone closasiver” (ZCR). After receiving each data



block, each ZCR proactively multicasts FEC packets to tloeivers in its scope. Since proactive FEC

packets and SRM-style suppression can reduce much of eamhirequest traffic, a scope can contain many
more receivers than a sub-tree in tree-based protocolgefiine, fewer ZCRs are needed than the number
of designated receivers needed in tree-based protoco[8], lih is shown that with scopes as large as 500
receivers, SHARQFEC can potentially scale to millions akieers.

To summarize, scoping and employing FEC together with sggion techniques, leads to reliable mul-
ticast protocols that are suitably scalable. Now we canrdesehe two bottlenecks that inhibit further
scalability and efficiency of these protocols.

The first bottleneck arises when the FEC technique is emglayithin a scope or a group. The main
issue is to determine how many FEC packets to transmit, andlitable protocol to schedule the transmis-
sion of these FEC packets. Most existing schemes force titeséo multicast as many FEC packets as the
most lossy receiver in the session requires. This is effecnly if all the receivers in the group have similar
loss rates. Unfortunately, in most existing protocols,pesare not defined by the loss rates of receivers,
but by their physical locations. In [16, 7], scopes are defitiebe receivers within a certain “hop count”
or time-to-live (TTL). Administrative scoping incorpoett into multicast addresses [17] is also based on
physical locations. SHARQFEC [3] also defines scopes baseleophysical regions, cities, suburbs, etc.
Inevitably, a large scope defined only by physical locatioosprises receivers with widely varying loss
rates; thus, receivers with low loss rates receive far tooymedundant repair packets, and the overall repair
traffic is excessive.

The second bottleneck in designing reliable multicastquois that scale to a large number of receivers
is in network delay estimation. When using SRM-style suggign, these protocols must engage in fre-
quently estimating the pairwise delay between receivews sisope. The currently best known estimation
process involves each receiver in a scope to multicastsion message involving delay information about
all the other receivers in the scope [3, 7]. The delay infaromaconsists of at least two time stamps. Let us
do a quick calculation to estimate the bandwidth requirdséar this session traffic. Say we have a scope
with 500 members; the size of a session message is as laigé a8 x 4 = 4 KB, assuming a micro-second
resolution on the time scale (i.e., 4 bytes for each time gjams in SHARQFEC, if we set the interval
between two consecutive session message transmissiorottelsecond, each receiver will be subject to
the total session traffic of x 500 = 2 MB/s which is prohibitive. On the other hand, if we allow only
5 KB/s bandwidth for session traffic, then the time intervatw@en session messages has to be adjusted
to about 7 minutes, which does not faithfully represent giramn delays between receivers. Thus, with the
existing delay estimation protocol, both SRM and SHARQFEGnot be widely deployed for large-scale
reliable multicast.

Contribution  Our contribution is threefold. There are briefly as folloviisrther details below):

1. We present a novel protocol callddulticast Layered Recovery (MLR). A multicast session is al-
located with multiple multicast group addresses. The senudticasts different amounts of FEC
packets to different multicast groups. Each receiver jaissibset of the groups that together provide
the number of FEC packets it needs under its current loss\Wagresent a highly efficient algorithm
to find the optimal allocation of repair packets to differemtlticast groups in order to minimize re-
dundant traffic; its running time is independent of the nurmidfeeceivers in the session. Thus, this
procedure scales effectively.



2. We present a protocol that for each receiver, estimatesiéfay from it to each of the others in its
scope during a multicast transmission. Our protocol U3es) multicasts withO(1) message size
each; herep is the size of a scope (or the session size if singly scopedjstikg protocols, in
contrast, us® (n) multicasts with message sizgn) each [1]. Our protocol thus has low overhead,
and is hence more scalable than the existing ones.

3. Our two solutions can be employed in various existingal#é multicast protocols to enhance their
repair locality, and scalability. In this paper, we intggraur solutions with SRM, a tree-based proto-
col, and a hierarchically scoped protocol. The resultingquols are substantially enhanced versions
of their original in their scalability.

In what follows, we give a more detailed overview of our firsbtcontributions.

Multicast Layered Recovery. The outline of the protocol is as follows. Within each scopesgion, if
there is only one scopef repair multicast groups (hereafter referred torgsir groups) are allocated.
MLR uses a hybrid FEC/ARQ scheme. Given the maximum numbEEG repair packetsf;,.., required
by a receiver in the scope, a ZCR (or the sender) partitfpns. packets into F5¢1, ¢o, ..., ¢x } groups
where K is given as a some small constant, and transeitepair packets to a different multicast group.
While the receiver with the worst packet loss rate joins laél tnulticast groups to receivg, .. repair
packets, others can adjust the amount of repair traffic métesd to them by selectively joining only a
subset of thex’ multicast groups.

Given the number of FEC packets needed by the differentvexsia ZCR chooses optimal to min-
imize the total redundant repair traffic to each receivetsrstope. For instance, if there are five receivers
which require 2, 2, 1, 4 and 4 repair packets respectively,fan= 2, then¢, and¢, are 2 each in order to
minimize the total number of redundant repair packets thaeeeivers would get. The first three receivers
join the first multicast group while the last two receivermjboth of the repair groups. The total number
of redundant repair packets is equal to one because onhitfteréceiver gets more than it requires when
joining the first repair group.

In this paper, we develop an algorithm determining the ogtif with running timeO (U2 K) where
U is the maximum number of FEC repair packets to add per blockilé¥n unbounded number of repair
packets can be proactively injected, we restidb be less than the block sizéwhich is typically less than
20 (in our simulation, we chose 16). This also limits the ltataount of FEC repair packets per block that
is received by a member 8. The running time of the algorithm is independent of the namid receivers
in the scope, making it scalable for large-scale multicast.

Low overhead network delay estimation. Our protocol uses at mo8i multicasts after an initial boot-
strap phase. Thus, with = 500, it consumes approximately 10 KB/s session bandwidth (nahting
the header size) if the session interval is set to one se¢hisds quite moderate compared to thel B/ s
estimate for the existing protocols. Our protocol has aoloé features. It does not require synchronized
clocks at receivers, or any knowledge of network topology @ire identities of other members. We assume
that the network delay on a path is symmetric. This assumpsi@ommon in most protocols that rely on
delay estimation, such as TCP[18], SRM[1], NTP[19], and RQFEC[3], to nhame a few.

The network delay is a key parameter, and as such, our e&mptotocol may be useful in other
scenarios such as congestion control protocols etc. We tdexptore these aspects here, and we focus only
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Figure 1: (a) A multicast tree (the number in parentheses a@ade represents the loss rate of that node),
(b) Normalized traffic volume for non-scoped and non-lagdr&C.

on scalable reliable multicast protocols.

Organization We describe our MLR protocol in Section 2, and our networlageadstimation protocol in
Section 3. We present our simulation results in Section 4erdlis a rather large body of work related to
scalable, reliable multicasting; we discuss some relevages in Section 5. We present concluding remarks
as well as potential limitations of our work in Section 6.

2 Multicast with layered recovery

We first illustrate the repair locality problem in more détaith some examples. Then we present our
layered protocol to solve this problem. Finally, we show libwan be integrated into two different protocols:
SRM and a tree-based protocol. In the Appendix, we show iaildebw MLR can be combined with a
hierarchically scoped protocol.

2.1 The repair locality problem

The repair locality problem can be best explained using @t@sn We modified several examples from [3].

Figure 1(a) shows that a single sender at the root of the casltirouting tree multicasts data to the
other nodes which represent the receivers. Branches myirasulticast routing paths. Different branches
are subject to different loss rates, from low to high rateke Total loss at each node can be calculated by
compounding the loss rate of every link between the sendéthat receiver. In Figure 1(a), the worst case
receiver loses about 17% of the packets.

Figure 1(b) illustrates the scenario when the sender nagiticthemaximum number of repair packets
requested by any receiver. It shows the number of redunda@t fepair packets received by a receiver
under this scenario. The numbers in parentheses indicatexirected (normalized) amount of FEC repair
packets that each node would receive wheth data and FEC repair packets are subject to loss. While the
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Figure 2: (a) SHARQFEC with normalized traffic volume, (b) Rlwith normalized traffic volume 1.

worst receiver recovers data blocks with no redundant rgpakets, other receivers are subject to redundant
traffic up to 16.8%. Note that if retransmission were useteisd of FEC repair packets, this number would
be much larger.

Figure 2(a) shows a scoped version (SHARQFEC) of the sanmasoeas the above. The ZCRs (i.e.,
internal nodes and the sender in the figure) of nesting sdojexs sufficient repair packets to satisfy the
receiver with the highest loss rate among its children. Trheunt of redundant packets is greatly reduced
because of scoping. However some receivers (especiallyritae in the left side of the tree) are still subject
to a significant amount of redundant traffic (about 6.4%).s®aenario is quite real. Since a single scope
can expand to include many receivers (e.g., five hundredveseas proposed in [3]), it is highly unlikely
that the receivers in the same scope have similar loss ratesrefore, scoping alone is not adequate for
solving the repair locality problem.

Figure 2(b) shows the result when MLR is applied to scopirsyasng each ZCR can have two repair
groups. The labelz + y + z) at each internal node denotes the normalized amount ofctraffiat it gets
from its parent, the normalized amount of the FEC traffithat it adds to the first repair group, and the
normalized amount of the FEC traffic it adds to the second repair group. Eachivecé&as a choice of
joining one or both groups. Under the current scenario,\exede receives no more than what it requires
to recover from its own losses. This example suggests thit avfew additional multicast groups and
appropriate assignment of the number of repair packetstseaach repair group, we can substantially
reduce the redundant repair traffic. In the following sewtionve develop and formalize the MLR protocol
in greater depth.

2.2 Asingle scoped MLR protocol

We first sketch the outline of MLR for a single scope where tedgr is the only node that can proactively
multicast FEC repair packets. Then we show how it can be riated with SRM [1] and a tree-based
protocol such as RMTP [2].



2.2.1 The outline of the protocol

The sender has a fixed number of multicast grogpg. ..., 9k, where K is a small constant.K is
typically less thanB, where B is the number of packets in a block. The sender multicasts lolatks to
multicast groupyg, which we call thebase group. The other multicast groups arepair groups.

Depending on the number of multicast groups allocated tsé&meler, the protocol runs in one of two
modes: static or dynamic. Typically, if K is larger thanB/c wherec is a small constant and a protocol
parameter, it chooses the static mode; otherwise, it issinlyfmamic mode. The mode of MLR is determined
at the beginning of the session.

In the static mode, the sender always transijts- [ B/ K | FEC repair packets to group. If there are
sufficiently many repair groups, the sender can transmigtieps of repair packets in a fine granularity;
hence, the redundant traffic is minimal. For example, wRelr B/2, each receiver gets at most one more
repair packet per block than it requires since at most twairggackets can be sent to each repair group. The
added benefit of dynamically allocating different amouritsepair packets to the repair groups is minimal.
Note that in the static mode, the sender does not need to knawntany repair packets receivers require,
so no feedback is necessary.

In the dynamic mode, each receigperiodically sends feedback to the sender containing nmébion
on the number of repair packets it needs, dengted; is computed based ars loss rate. The loss rate is
estimated through simple exponential weighted movingayesrthis estimation is based on the assumption
that persistent loss rates tend to vary slowly. The intdpefiveen two consecutive transmission of feedback
is adjusted so that the amount of traffic to the sender is n@rtt@n its back traffic in a point-to-point
transmission such as TCP. The discussion on how feedba@nidssgiven in Section 2.2.4. The sender
keeps the statistics on the number of repair packets respibgtthe receivers. This is used to determine the
optimal distribution of repair packets among repair groupet ¢; be the number of repair packets to be sent
to repair groupy;. ¢;’s are chosen so as to minimize total (equivalently, theayey number of redundant
repair packets sent to the receivers. We discuss the digoti computep; in Section 2.2.2. Initially, when
the sender does not have sufficient knowledges of the reséieguirementse; is set to| B/ K'|.

The sender includes the information about the distributibrepair packets in each packet it sends out.
We call this therepair group information (RGI). In the static mode, RGI needs to occupy only one octet
to storeB/K because all repair groups carry the same number of repakefsgcin the dynamic mode, a
data packet needs to includé numbers, each indicating the number of repair packets tebets a repair
group (i.e.¢;'s). Typically, in the dynamic modéy is less than3/2. Thus, these numbers may occupy up
to [log,(B/2)] x B/2 bits. For example, foB = 16, this requires only three octets to store §y@umbers.

We assume that the transmission rate of data and repair gsaskgoverned by a flow and congestion
control mechanism which is not described in this papeFhe overall transmission sequence works as
follows. The sender multicasts the data to the base gggupmmediately after that, the sender multicasts
a group of¢; FEC encoded repair packetsdg in increasing order of’s. Two consecutive repair packets
are delayed by\ ; units of time in order to reduce the effect of burst losses(insimulation, we set it to
three packet intervals). The rationale behind this schextiegit the transmission rate of the sender must be
about the same as that in non-layered hybrid ARQ protocols.

Based on the latest RGI, a receivalecides to be in a subset of repair groups as described bélow.
always belongs to the base grogp Then it finds the minimum, » < K, such that the sum af; to ¢, is

!For more information on the subject, see [20].



at least as large g%, and joins multicast groups, g2, . . ., g,. Thus if a receiver joing;, then it has to join
groups fromg,; to g;_1. Since repair packets i), 1 < k < K — 1 are always transmitted before those in
gk+1, this rule allows receivers to recover from losses as sogossible. This is théayering aspect of our
protocol.

If the number of packets lost per block (including data anghig by a receiver is larger than the
incoming repair packets from its current repair groupsnttie packet losses are irrecoverable. In that
case, the receiver initiates a request for additional tmassion of FEC repair or data packets from the
sender or other receivers who recover the same block. Thafigigeof how this request is handled depends
on the type of reliable multicast protocols being integiatgth MLR. We discuss this issue in detail when
we explain how the MLR protocol can be combined with SRM ancea-based protocol in Sections 2.2.4
and 2.2.5 respectively.

2.2.2 Optimal Layering

Formally our problem is as follows. We hawereceivers; theth receiver has a deman@ > 1 (of FEC
packets). Saynax; f; < U. We are given a parameté which is the number of repair groups. Our goal
is to choosepy, ¢, ..., ¢k, ¢i > 1. Here,q; is the number of FEC packets sent to the multicast grioup
by the sender. Allp;'s and f;'s are integers. Each receivéjoins the multicast groups, - - -, j such that
Zﬁj ¢¢ > f; andj is the smallest integer with this property. Tewst for thesth receiver is(zﬁj o0) — fiy
wherej is as above, and thetal cost is the sum of the cost for each receiver. The problem is to fied t
solution (;’s and their orderingy, . . ., ¢x) of minimum total cost.

We observe that although the session size large,U is substantially small; typically/ < 20. K is
also small as described earlier.

To some extent, this problem is related to thenedian problem and, more generally, to the facility
location problems in the literature, both of which are myldilard, to notoriously hard not only to solve
exactly in polynomial time, but even to approximate. Theyehheen a subject of intense study even
recently in the Theoretical Computer Science community.[Zhe focus there is on the case whéns
much larger tham and the distance function betwegys is fairly sophisticated; in our problem, is very
large compared t®& and the distance function is simple. Here, we are able to shatour problem can be
solved optimally in running time which is a small polynomialU and K, independent of.

It suffices to consider the problem of finding the c65stn the optimal solution — recall the definition
of the cost from earlier. A particular solution @f’s with this costC' can be easily retrieved from our
description below.

For now, let us consider the subproblem in which our goal i the optimal solution using repair
groups for receivers which request at mo§tEC packets, that igf;'s, 1 < f; <4 < U. Say this solution
iS ¢1,- - -, ¢p. We denote its cost bg(i, ¢) and denotezgif ; by SS(i, ). Note thatSS(i, £) is the total
number of FEC packets sent out by the sender since it senpackets over thgth multicast group if we
solve this subproblem alone. The following observatiothalgh simple, proves to be the key. Informally,
it says that the number of FEC repair packets sent by the senée all the multicast groups, ..., 7,
while solving this suproblem optimally equals the maximuomier of FEC repair packets requested by
any receiver which requested no more thigrackets. Formally,

Lemma 2.1 For any ¢, SS(i,¢) = maxy, f, where f; <.



Proof Sketch. We fix a value off and showSS(i,#) = maxy, f, where f, < 4; that suffices. Trivially,
SS(i,¢) > maxy, fr, fn < i. Therefore, it suffices to proveS(i,¢) < maxy fp, fn < i. Assume
otherwise; thus, the optimal solutian, ¢s, . .., ¢¢, ¢ < ifor1 < k < ¢, hasSS(i,¢) > max, f;, where
fn <. Consider the solutios, ¢o, ..., ¢, — 1, ¢, < ifor1 < k < £. Thistoo is clearly a valid solution,
but we can quite easily argue that this has strictly smadi&al tcost than our optimal solution. Thus we
derive contradiction to our assumption. [ |

Henceforth, we letSS(i) denoteSS(i,¢) for any . From our observation abové,S(i) = max, f,
wheref;, < i. We have the following recurrence:
S(i,) = min SGL—-1)+C(G+1---i—1),
JI<g<i
whereC(a---b) is the total cost of alli’s such thats < f, < b. Itis easy to see thaf'(a---b) =
>a<f,<6(SS(b) — fu). Inorder to solve our problem, it suffices to compStg/, K).

We computeS (U, K) using dynamic programming. We initialize an artéijl - - - U. 0 - - - K] such that
S[i,0] = oo @andSJi,j] = 0fori < jandl < j < K. Also, S[i,1] = C[1,7 — 1] for all i. Now for each
2 < ¢ < K, we consider each choice Dand we calculat&|s, /] using the equation above.

Say the time taken to determiGga - - - b) for anya, b is at most. There are) (U K ) terms of the form
S(i, ¢) each of which takes tim@(Utq) to compute. The total running time is thG§U2Kt). We can
naively upper bound, to beO(U) by computingC/(a - - - b) whenever needed. A more efficient solution is
as follows:

Lemma 2.2 We can compute C(a---b) for all a,b in time O(U?) after which we can determine any
C(a---b)intimetg = O(1).

Proof. We compute the tablg(a,b) = C(a---b) for all a, b which can be looked up when neededfil)
time. In order to computé (a, b), we determine tableX (a,b) = SS(a---b) andY (a,b) = 3.« 1, <p fu
for eacha, b. Both the tablesY andY can be easily computed i3(U?) time. We then use the following

formula:
Z(a,b) =Cla---b)= 3 (SS(b) — fu)
a<fu<b
= > SS0b)— > fu=X(ab)—Y(a,b)
a< fu<b a< fu<b
Thus it takes)(U?) time to compute the table. | |

Based on the arguments above, we have our main result:
Theorem 2.3 The optimal solution S(U, K') can be determined intime O(U*K).

We make several remarks about our result. (1) In order tachite the set of;’s in the right order with
the optimal cost (U, K'), we store inde) where the minimum occurs in the formula 8, ¢]. Using this,
we can determine the s¢f correctly and efficiently (as is standard in dynamic prograng solutions). (2)
We can provide a more sophisticated algorithm that is theadey more efficient than one we have stated
above. But for our implementations, the above solution sedfi (3) Our solution above applies to many
other cost functions such as minimizing the maximun(]@ﬁj ¢¢) — fi over all receivers.
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2.2.3 Determining the number of FEC repairs required by a re@iver

The number of FEC packets that a receiver needs depends patteen and rate of its losses.

We adopt the standard model for packet losses found in gratitre [22, 14, 11]. The data packet losses
are assumed to undergo burst losses. Hence, they are @esbsita two-state model: one state (referred
to as state 1) represents a packet loss, and the other sifgrdd to as state 0) represents the successful
receipt of the packet. If the system is in state 0, the prdibabif staying in state 0 isx, and the probability
of switching to state 1 i$ — «. If the system is in state 1, the probability of staying inethisg and the
probability of moving to state 0 is— 3. Both parametera andS can be obtained from the measured mean
loss rate and burst length. Each FEC packet belonging tcetine block is separated ly, time distance.

Ay is set large enough to force the losses of FEC packets to be tdandependent. It was reported in [22]
that periodic UDP packets separated by as little as 40 msedteundergo near-independent losses. Thus,
we assume that FEC repair packets undergo independentmaiodses; hence, they are described using a
binomial distribution; again, the independent loss prdiighis known from measurements. The losses of
data packets (in multicast growp and those of FEC packets are assumed to be independent.

We can calculate the following two quantities efficienthetl?( f, ) denote the probability of receiving
j packets out off FEC repair packets; it can be computed in a straightforwaagt from the definition of
the binomial distribution. LeD(B, ) be the probability of receivingdata packets out of a block &f data
packets under the two-state modél(B,4) can be computed using dynamic programming in tithe3?)
using the recursive definition db in [14].

Two parameters are relevant. The firspighe probability of recovering a block when the total number
of repair packet in the multicast groups the receiver bedotwis f. That is, ifi packets are received
from the base group, at lea&B — i) FEC packets are needed from the repair groups in order toveeco

the block. Thusp = Zfzmax(Bff’O) (D(B,z’) X ZfZBﬂ. P(f,j)). The second parameter of relevance
is the expected wasted bandwidth due to redundant FEC rppekets. LetF X (B, f) be the expected
number of packets received whgnFEC packets are used to protéBtdata packets. It is easy to see
that EX (B, f) = Y2 ,iD(B,i) + Z'LO jP(f,7). Then, the normalized expected bandwidth wastage is

EW (B, f) = BXZE-E.

One approach to estimate the FEC repair packets for a recetudd be to sep very close to 1; that
would give a value forf. This approach requires FEC repair packets to protectrimeasson even from very
rarely occurring events such as a large number of data paakeéihe block being lost and/or FEC packets
being continually lost. Thus, it tends to ask for too manykeés and waste bandwidth. A more appropriate
approach is the one we adopt here, namely, find the number GfrEgair packets that would maximize
the probability of recovery given the expected wasted baditws bounded by an acceptable amount for
a receiver. Since different receivers may be able to tatedifferent amounts of wasted bandwidth, this
approach would allow receivers to wage their own “risk” intggy FEC repair packets. In our simulations,
we set the tolerable wasted bandwidth to be 5% of the totaldat bandwidth.

The effect of the number of FEC packets on the wasted bankwaiati probability of recovery is shown
in Figure 3. We calculatedand EW (B, f) with B = 16 while varying f and loss rates. The plot shows that
when the normalized expected bandwidth wastage is arour@%%he chances of recovery are significant.
Note that the chances of recovery can be up to 20% higher tteanase when the bandwidth wastage is
minimum.
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Figure 3: The relation of wasted bandwidth and the prolghili recovery whemB = 16.

2.2.4 Integrating with SRM

We now show how to integrate MLR into SRM. When MLR fails toaeer a block, we employ SRM
style receiver-centric error recovery. When a receivesfa recover a block, it multicasts the request for
additional transmission as in the SRM protocol. We need threms$ an important issue before providing
further details, namely, does the receiver request ramesson of its missingriginal data packets, or
request additional FEC repair packets for the lost block®aRemitted FEC repair packets for a receiver
may additionally help some of the other receivers recovesstime block; hence, it has the potential to avoid
proliferation of repair packets and utilize bandwidth effitly. However, this recovery process has some
delay. For applications such as video transmissions fochwtie delay is critical, retransmission of original
data packets may help recover the block with partial losdgstvmay suffice. In this paper, we only describe
our protocol when retransmissions are FEC repair packe¢smodification to deal with retransmission of
original data packets is straightforward. We now desciiiteeSRM-style protocol in detail.

Request. When a receiver fails to recover a block, it sets itequest timer in the same manner as specified
by the SRM protocol. That is, the delay is chosen uniformhprgfthe intervab?[C; dsr, (C1 + Co)ds ],
whereC; are C, are protocol parameters typically set2phere,ds, is the receiver’s estimate of the
one-way network delay time from the send#) (o » during a multicast, andis the backoff factor, which

is described below. When the timer expires, it multicasescuest for FEC repair packets for its incomplete
block. The number of repair packets requested is a tunalsbenger that depends on the receiver's past
experience on the number of duplicate repair packets, ddnhtit gets for each request. If a receiver
requiresy packets, then it may requej/z | repair packets. If the receiver receives a request fromhemot
receiver for the same block before the timer expires, iténuents its backoff factarby one, and resets the
request timer.
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Repair If receiverr receives a request from receiveifor n, packets from a block has successfully
recovered, it sets itsepair timer to [D1d, 4, (D1 + D3)d, 4] where D, and D, are set to 1, and, , is
the estimated network delay fromto q. We associate with the repair timer for a numberN, which is
the number of repair packets it would send when the timerregpiV, is initialized ton, which is the
requested number of repair packets. If it receives furtbgquests for repair packetd],. is updated to the
new requested value if that is larger. If it receives a repairket ¢ from another receiver while the timer is
on, N, is decremented by one. This is the technique used in SHARQBHGr suppressing request and
repairs.

When the timer expires anll, > 0, r multicastsN, repair packets selected as follows. First, the node
generatesF' + 1) N, unique FEC-encoded repair packets wheres a tunable parameter chosen based on
the size of a block and the computational overhead in gangrat FEC repair packets (in our simulations,
we set it toB, the block size). Then, it randomly choos¥s packets from packets with sequence number
betweenF' and(F + 1)N,. This scheme increases the chance that receivers will ggaef-EC-encoded
repair packets. Note that the sender would not transmit tinameB repair packets, and every node uses the
same FEC-encoding scheme.

Feedback In the dynamic mode, the sender needs feedback on the nufrfBECaepair packets that each
receiver requires. In SRM, the feedback has to be directly teethe sender since there is no mechanism to
fuse the feedback on the path to the sender in order to decteaseedback traffic at the sender. Thus, we
need some scheme to reduce this implosion at the sendetivili) we defineimplosion to be the sender’s
computational load to process a larger amount of back tréffin the sender would get in a point-to-point
“high rate” transmission such as a TCP connection over a $pgied Ethernet.

To reduce implosion, the time interval between two conseettansmissions of feedback by a receiver
has to be properly adjusted so that the feedback receiveldebseinder in a given interval is no more than it
would receive if engaged in a TCP unicast of a high transomssite. Modern workstations can handle more
than a 1 MB/s transmission rate. This implies that these stations handle over 1000 acknowledgments
per second, assuming that one acknowledgment is sent peetpafcl KB2 We assume that the sender is
capable of handling this feedback rate. In a 500 node sedsigrinterval translates into 500 ms feedback
interval for each receiver. A receiver randomizes its traission time within the interval to reduce unwanted
synchronization.

2.2.5 |Integrating with a tree-based protocol

MLR can be combined with a tree-based protocol such as RMT&®?[2BRM[8]. As discussed in the
introduction, a tree-based protocol solves implosion apair locality by imposing a logical tree structure,
and designating a receiver — called ttiesignated receiver (DR) in RMTP — as the root in the sub-trees
of the tree.

A tree-based protocol can benefit from MLR. Because MLR roagtis FEC-repair packets, FEC repair
packets can proactively suppress many repair requestsiditian, since MLR allows receivers to choose
the amount of FEC repair packets to receive proactivelyeduces much of the repair locality problem.
Since the implosion and repair locality problems becoms liesiting by the use of MLR, the tree-based
protocol can scale to incorporate a larger fanout, reitira reduced number of DRs.

2Some TCP implementations allow one ACK per two packets.
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As in the SRM case, the recovery technique of the tree-bassdgol being combined with MLR is
used when a receiver cannot recover a block from FEC repakgts. The sender multicasts data and
repair packets, and receivers select repair groups asilbeddn Section 2.2.1. When a receiver detects
the failure to recover a block, it transmits a request (or MA@ its DR. The DR immediately retransmits
the requested packet. In tree-based protocols, we allowtDRetransmit original data packets. In some
tree-based protocols, DRs actually unicast repair pat¢keteir child receivers [2] when there are not many
requests for the same packet pending. When packets arestadcthe repair locality problem is not the key
concern.

The tree structure of the protocol actually simplifies atspe€MLR e.g., in gathering feedback, and by
decreasing the sender’s load in processing feedback froeivers. A DR can gather feedback, compile the
statistics on the number of receivers in its subtree andateired number of repair packets, and report that
to its parent DR. Thus the sender receives only a small nuoitfeedback messages from its children.

3 Low-overhead network delay estimation

In this section, we focus on the problem of estimating thevoek delay between receivers. Network delay is
an important parameter that is used in request and repgiresgion, congestion control etc. Our motivation
is its role in reliable multicasting. A crucial point in whiatllows is that the clocks at the receivers (or the
sender) are not synchronized; this is realistic.

3.1 Estimating network delays in a single scope

The problem we address in this section is to estimate theg dedarred by a transmission from any receiver
(or the sender) to any other receiver or the sender, all inglesiscope.

Clearly the delay values are dynamic, changing with théi¢rphttern and congestion in the network. In
fact, these values may be significantly affected by the @aaitof the traffic generated by the protocol that
performs the estimation by actively injecting packets i® network; hence, any such protocol must mini-
mize this traffic overhead. Another motivation for reducthg traffic overhead is to increase the scalability
of the estimation process, since it has to be run frequeathetup-to-date.

The existing protocols for estimating these network delaggiire© (n?) messages ab(1) size each,
or ©(n) messages of siz@(n) each [23, 7]; herey is the number of receivers within a scope (or within the
entire multicast group as in the case of SRM). In this sectipresent a protocol that requires ofilyn)
messages of siz8(1) each. In Section 4, we demonstrate the accuracy of this &stimprotocol.

We use the same accounting scheme as is currently employie literature: any unicast or multicast
transmission is counted as one message. We also assumtethatwork delays are symmetric, that is, the
delay from receiverR to () is the same (or nearly the same) as that fi@no R; this is also standard in the
literature. As needed, our protocol does not require syarghed clocks on the network, not the knowledge
of the network topology.

The protocol consists of two phasestup andestimation phase. We describe each phase in detail now.

Setup phase. In this phase, each receiv& determines the network delalf.S, R) from the sendefS to
itself. In order to do this, each receiver sends its curriené in message to the sender. The sender merely
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Figure 4: The delay estimation phase

sends the same message back to each of the receivers. Byromrtha time this message is received with
the time stored in the message, each receiver can computieldned(S, R). As stated, this phase uses
at most2n messages each 6f(1) size (assuming the granularity of time scale to be micrasds, the
size can be as large as four bytes). This phase can be simfdifitetting the sender multicast a message
containing the concatenation of all their message conteatk& to the receivers. This requiresmessages
of sizeO(1), and one message Of(n).

Estimation phase In this phase, each receivé determines the delay from every other receigeto
itself; here,d(S, R) is used crucially.

Figure 4 illustrates this part of the protocélix a receiver). We focus on the problem of each receiver
R estimating the delay of transmissions ¢ frgn Receiver) multicasts gorobe messagen containing
d(A, S) and the (local) time it sends. Say the time this message is received by a recdext,,. The
sender, upon receiving:, multicasts a message comprisingd,,,»r, the delay between receiving and
sending outV/. SayM is received byR at timet,,. The following holds.

Lemma 3.1 d(Q, R) = d(Q, ) + d(S, R) + dyurs — (tar — tm).

Proof. Lett be the time (in R’s clock) thaf) sentm. We can estimate the timein two different ways.
Sincem was received aR at timet,,,, t = t,,, — d(Q, R). Also sinceM was received aR at timet,,,
t =ty —d(S,R) — dmm — d(Q,S). Both estimates of must be identical, hencg, — d(Q,R) =
tar — d(S, R) — dimar — d(Q, S) ¢from which the lemma follows. | |

Thus every receiveR can computel(Q, R) for a fixed@. This take®2 multicast messages each of size
O(1). Now, we repeat this process with each receikeplaying the role of(); at the end of this, every
receiverR hasd(R, Q) for each@. The whole process requir@s multicast messages each of s(2€l).
We make two remarks.

Remark 1. One can optimize the number of messages by allowing the sémdellect the probe messages
(m’s) from all the receivers, and to multicast a cumulative acknowledgmérto all the receivers that
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containsd,,, s for all m'’s. This requires: probe messages each of sf2¢l) and a single multicast message
from the sender of siz&(n).

Remark 2. The overall protocol is to run the setup and estimation phaternately. By slightly modifying
the estimation protocol, we can ensure that followirsingle run of the setup phase, repeatedly running the
estimation protocol itself suffices. The receiv@mow sends the message comprising (a) the time the
sender sent the last packet receivedofrom the sender (this information can be obtained from thekeg
and (b) the delay between when the last packet from the sevatereceived by) and the current time
when@ sends message. The sender can determiré), S) from this information. Sender now broadcasts
d(Q, S) andd,, s as before, and the rest follows easily. The message complexnains unchanged. The
pseudo-code for this protocol appears in the Appendix.

3.2 Estimating network delay in a hierarchical scope

Our discussion on network delay estimation in Section 3deswnly on how to estimate delays between
receivers within a single scope. The protocol there relieshe fact that the feedback from the receivers
is multicasted to the entire scope. However, in presenceaepéithical scopes, a receiver does not send
feedback to the ZCRs of its outer scopes. SHARQFEC [3] deititsthis difficulty by assuming that ZCRs
are at the multicast routes from the sender, and succegsideing delays between a parent ZCR and its
child ZCR. However, this assumption may not hold true if ZGRs elected based on a challenge protocol.
This is because the closest receiver to the sender in a scap@on be always located at the routing path
from the sender to all the receivers in the scope.

In this section, we present a protocol that estimates theanktdelay from a sendeX to its receivers
without any topological assumption or synchronized clocki® feedback from the descendent receivers
other than ¢ from the immediate childrenfis necessary. As before, we assume that network delays are
symmetric.

The protocol applies the principle discussed in Sectiorc8nsvely in the hierarchical setting. Figure 5
illustrates the intuition behind the protocol. The objeetis to estimate delays from a ZCRto a receiver
B (d(Z, B)). Suppose that receiveris the immediate parent @, andA is a descendent d&f. Note that”Z
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multicasts repairs (or data if the sender) to bdtland B through the base group &f. This happens when
7 is the ZCR of a nesting scope of the scopedadind B. If it is not in a nesting scope, we do not need to
measure the network delay betwegrand B. The delay betweer and B (d(A, B)) can be computed as
described earlier (i.eB includes in the feedback the time stamp in the last messagée/eg ¢ fromA).

Suppose that receivegs knows the delay fron¥ to A (d(Z, A)). Thend(Z, B) can be estimated by
B as follows. FirstZ multicasts a repair packetto its base group to which both and B must belong.
Let ¢ be the time thatB receives this packet according s clock. WhenA receivesp, it multicasts
packetq containing the sequence number of the last packet it redgifiom Z and the delay from the
reception of that packet to the sendinggokrhich is denoted/,,. Lett, be the time thaf3 receives packet
ig from A. We have the following:t4 — T = d(Z, A) + d(A, B) + dp, — d(Z, B). It follows that,
d(Z,B) =d(Z,A) +d(A,B) +dpg — (ta — T7).

Now the remaining issue is ensure that recei®dmows the time delay betweghand A. Note that all
the ancestor ZCRs @8 (including A) can estimate the delay frof by applying the same argument recur-
sively while the delay betweefi and its immediate child receivers (which is a base case inettigrsion)
can be estimated in the usual way. Thdsknows the delays from all of its ancestor ZCRs of its nesting
scopes. This information can be piggy-backed on the repmikegis it multicasts t@. This information
would occupy no more thaf(h) space wheré is the height of the tree of scopes. This does not add much
overhead.

4 Simulation

We implemented our MLR protocol using the UCB/LBNL/VINT metrk simulatoms. We incorporated it
into three well-known protocols, namely, the basic SRM adrichical SRM, and a tree-based protocol; we
compared their performance to that of SRM [1], SHARQFEC §8id ECSRM [23] respectively. We also
implemented our delay estimation protocol, and studiedptiréormance of SRM with this new protocol.
Our overall experimental setup is very similar to the one3ih |

Topology. Our simulation experiments were run using variants of theridlymesh tree topology used
in [3]. The two topologies used in our experiments are shawhigure 6. their configuration is identical
to the ones in [3] except for the loss rates assigned to eakhTihe sender at node O feeds data to a three
level hierarchy of 112 receivers arranged as a mesh of 7uexsegach of which feeds balanced trees. Each
of seven trees in the topology is an exact copy of each othdrilaee subtrees within each tree are also a
copy of each other. The links connecting the source to th&topdes in each tree are 45Mbits/s with all
other links set to 10 Mbits/s. The latency between any tweivecs located within each tree was set to 20
ms for each link while the latencies used for the backboreslare shown in the figures. The loss rates for
the links are varied over different parts of the networks.

The loss model. To simulate a realistic loss behavior, we conducted tragsion experiments over a
transpacific link every 45 minutes between Oct. 10 and Oct.1998, and recorded all the packets being
received and lost. We gathered ouéf traces eachb minutes long, and extracted the profile information
of each trace which comprises the loss characteristics arfyavon-overlapping 300 ms segment. The loss
characteristics include the number of instances of losstbwf lengths from 1 to over 200. For each link
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Figure 6: Network simulation topology with 113 nodes

in the networks shown in Figure 6, we find a trace that undexgloe same average loss rate as that of the
link, and use the trace to pick packets to drop during eacm@9period. The loss rates for links are shown
in Figure 6. The loss rates that receivers experience cattaéned by compounding the loss rates on the
links from the sender to the receivers. In our topologiesy tvary from1% to 27.5%. Every packet passing
through a link — data, repair, request, and session — is stitjghe same loss rate indicated on that link.

Transmission. Each simulation experiment starts the session at time Inseed which time nodes begin
sending session messages, and after the initial bootdtagemf 6 seconds, node 0 starts sending traffic at a
constant bit rate of 800 Kbits/s. Each data packet is 102dsbyfthe sender stops transmitting data packets
at time 16 seconds. The block sizeis 16, and for all MLR experiments, unless specifiédjs set to 5,

and MLR uses the dynamic mode. Note that at this transmisaign each receiver will get approximately
10 packets over a 100 ms period. In MLR, every receiver detersnthe required number of FEC packets
based on 5% bandwidth wastage threshold as described il0$22.3.

Parameters of interest. We focus on three categories of traffidata (this comprises the original data
packets) proactive (this is the traffic transmitted by the sender over and abbealata packets without an
explicit request from the receivers), aractive (this is the traffic introduced by the sender or other reasive
in response to the retransmission requests). The totahdzht proactive (reactive) traffic is the total number
of proactive (reactive respectively) packets that reaehrdteivers in excess of their requirements; total
redundant traffic includes both. All ratios and percentageswith respect to the total data traffic received
by all the receivers.

Experimental results. We present a selection of experimental results to suppgrokeervations on the
performance of MLR as well as on the impact of our delay edtongprotocol.
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4.1 The performance of MLR

Impact of layering on proactive repair transmission. We measure the impact of MLR in proactive
FEC transmission schemes. We tested single-scoped SRM/SRMNR with one repair group (denoted
MLR/SRM(1)), and MLR/SRM with five repair groups (denoted RISRM(5)). The result of the simula-
tion runs are shown in Figure 7. All transmission tests fiatshpproximately at the same time.

First, since SRM does not add any FEC packets, its redundaattive traffic is zero. However, its
reactive traffic soars to at least 500%. This is because epetiripacket is multicasted to the entire session
([3] also reports a similar performance for SRM). SecondilevLR/SRM(1) shows about 78% proactive
redundant traffic ratio, MLR/SRM(5) shows only 9%. This slsatvat MLR is effective in allowing receivers
to reduce their incoming proactive traffic by selectivelinjog repair groups. However, MLR/SRM(1) has
3% redundant reactive repair traffic ratio while that of MLRMI®) is 38%. This is because MLR/SRM(1)
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Figure 8: The performance comparison of MLR/SRM, and ECSRM

aggressively subjects receivers to a large amount of pueattffic and successfully reduces the chance
that further repair packets are needed. However, the tethlndant traffic ratio for MLR/SRM(1) is 81%
which is 30% more than that for MLR/SRM(5). Thus multi-laiyer reduces the overall redundant traffic
substantially.

Comparison of FEC recovery techniques. We now compare the performance of MLR with that of other
existing FEC recovery schemes. Figures 8, 9, and 10 showdhigarison in terms of the average number
of packets (of all categories stated above) per receiveived during each 100 ms period. In all simulation
tests, the transmission finished at approximately the sameefor all the protocols; thus, their throughput

is similar. However, they differ in how efficiently they udeetbandwidth as described below.

We first compare the performance of MLR/SRM with that of ECSR@]. ECSRM is a tree-based
protocol that is a version of SHARQFEC where scoping and giiearepair are turned off, and only the
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Figure 9: The performance comparison of MLR/SRM, and SHARQF

sender participates in reactive repair. From Figure 8, aredo a calculation to conclude that ECSRM
has about 30% more redundant traffic than MLR/SRM. This imbse ECSRM multicasts reactive repair
packets, and has poor repair locality. However, the perdmice of ECSRM is much better than that of the
basic SRM we quoted earlier because ECSRM uses reactivedfia@ and also does not allow receivers to
participate in the repair. Thus, duplicates in repair traission are substantially reduced.

We then compare the performance of MLR/SRM to SHARQFEC irufé®. SHARQFEC forms
three-level hierarchy with 29 nesting scopes from the sittimih topology in Figure 6 where each bounding
circle represents a separate scope, and the roots of 7 treas &inother scope. The root of all the trees
in the topology and the sender are ZCRs. SHARQFEC generatgsls% less redundant traffic than
MLR/SRM. This result is very encouraging for MLR/SRM beocausis only a single scoped protocol
while SHARQFEC is extensively scoped. Since SHARQFEC uSesc@pes of less than five members, the
simulation experiment shows excellent repair locality.wdwer, these scopes come with additional cost of
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maintaining the scopes and ZCRs. This result suggests thRtddn enhance the repair locality of SRM up
to the level comparable to that of SHARQFEC.

Figure 10 compares the performance of SHARQFEC with scopeR/8RM. We allow MLR/SRM to
have the same scopes as SHARQFEC in the same topology. 8htaffic in scoped MLR is far less than
that of SHARQFEC. Overall, scoped MLR has only 19% redundiaftic while SHARQFEC has about
40% redundant traffic. This result strongly suggests thagrnwtombined with hierarchical scoping, MLR
can achieve excellent repair locality.

Dynamic vs. static protocols. The optimal layering protocol determines the number of FEaCkpts to
be sent to different multicast groups in a dynamic manner.alse discussed the static protocol in Section
2 where the maximum number of FEC packets to be sent is diwededlly amongst the multicast groups.
Static protocol has simple control while the optimal pratoseeds more sophisticated control. Here we
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compare their performance in Figure 11. The performancedgtherein have to be interpreted carefully
because many obvious improvement of the static protocl @ssiple.

We ran MLR/TREE over various numbers of repair groups on #mestopology to see the effect of the
dynamic allocations of repair packets using our optimabatm on the redundant repair traffic. We chose
MLR/TREE because it does not generate any global reactpagrtraffic, and thus it is suitable for studying
the effect on proactive repair traffic. Figure 11 shows thaltoumber of redundant repair packets received
by all receivers during a simulation experiment. Recalt the static allocation (i.e., in the static mode)
assigns| B/ K| FEC repair packets to each repair group regardless of themtuloss rates of receivers.
Under the loss rates assigned to the topology, approxign8ted 10 repair packets per block are sufficient
for the worst case receiver to recover its losses. Thdt,is, < 10.

The adverse effect of the static allocation is evident whely @ small number of repair groups are
available. For example, when only one repair group is abkdlathe static protocol multicasts all repair
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Time(sec)| Our Protocol| SRM

1 9056 753792
25824 1710528
24448 1652544
23840 1594560
24576 1623552
24960 1710528
24160 1609056
23648 1638048

N0~ WN

Table 1: Bandwidth (bits/sec) used for delay estimationquols measured at each second of simulation

packets per block to that repair group while the dynamicquok multicasts less than 10 repair packets
per block. Thus, in the static protocol, many receivers Wath loss rates are subject to many redundant
repair packets. However, when the number of repair groups lgeger thanB /2 (currently 8), then the
performance advantage of the optimal protocol quickly disties, favoring the static protocol because of
the overhead of the optimal protocol involved in collectiegdback from all receivers.

4.2 Delay estimation simulation

We implemented our delay estimation protocol and compasedverhead and performance with that of
SRM'’s session protocol. We use the topology shown in Figufer&imulation experiments. Table 1
compares the bandwidth overhead of our protocol with thahefSRM session protocol. Here the time
interval between two consecutive transmissions of deltignation probe (or session message) by the same
receiver is set to one second. Our protocol uses only abokh#8/s while the SRM session protocol uses
over 1.6 Mbits/s. This is because the size of session messagtRM is proportional to the number of
receivers in the session, and each receiver sends at least@ssage per second. In contrast, our protocol
uses only a constant size message.

To see the the accuracy of our delay estimation, we measenatio of actual network delays experi-
enced by each packet to our estimated delays. For this pyrpesrandomly picked node 19 in the topology
and measured the delays that node 19 experiences and cahitpagstimated delays. The actual delays can
be computed using time stamps embeded in each packet. msanulation, uses synchronized clocks,
actual delays can be easily computed by taking a weightecgeef each sample. Figure 12 shows that
our estimated delays are well within a few percents of theadatelays.

We also incorporated our protocol into SRM: we modified SRMise our delay estimation to set its
suppression timers. Figures 13 and 14 compare the humbegswést and repair packets per receiver for
the original SRM and that for the modified SRM. As the grapluidate, using our scheme does not change
the request and repair message traffic by a significant amount
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Figure 12: Ratio of estimated RTTs over actual RTTs

5 Related Work

In this section, we review related work in each of the threiegaries of relevance, namely, multicasting
using multiple groups, use of FEC in reliable multicastiagd estimating network delays.

Use of multiple multicast groups. It is a natural idea to consider using multiple multicastug® for
reliable multicasting, and it has appeared before. Pralpit has been applied to congestion control [24,
25, 26, 27] and error recovery [28]. Layering has the po&iiti work better for loss recovery rather than
congestion control because loss recovery does not needyachirenization with other receivers on the
common path. The known uses of multiple multicast grougeidifom our MLR in the particular layering
technique and in their specific applications. In particuteone of the prior work considers the dynamic
allocation of repair packets to different multicast grotp®ptimize repair locality, and do so in a provably
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optimal manner as we do.

In what follows, we review previous applications of mulépiulticast groups. Ammar and Wu [24]
first applied the idea oflestination set grouping for improving fairness among receivers with different
capabilities. Their scheme divides receivers into groujtk similar capabilities; in each group, the sender
transmits data at a suitable rate. Later, Cheeiraf). [25] extended the work for multicasting real-time video.
In both cases, the receivers do not belong to more than onpghdcCanneet al. [26] applied a technique
calledReceiver-driven Layered Multicast (RLM) to control congestion in real-time video transmissid he
sender multicasts different layers of video signals toedéht multicast groups. Each receiver chooses a
subset of multicast groups and controls the amount of itsnmag traffic. RLM and MLR are similar since
they both allow receivers to adjust the amount of incomimdfitr based on receivers’ capability (be it loss
rate or its power), but they differ in crucial ways. First, RLs applied to error recovery whereas RLM is
applied to congestion control; also, MLR layers FEC repatkets while RLM layers video data. Hence,
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the optimization concerns are very different. Second, MIaR & provably optimal way to layer the number
of FEC packets while RLM, as it stands, does not have a prgwvatiimal layering strategy. Nevertheless,
MLR may be considered as an example of a technigue similakkd &oplied successfully to error recovery.

Vicisanoet al. [27, 29] also developed a technique to layer bulk data ugiegr block coding, and ap-
plied it to reliable multicast for error recovery and conii@s control. The technique is applicable primarily
when a large portion of the data is available for encodingrp transmission. The amount of redundant
data in each multicast channel is statically allocated,itisdexponentially spaced amongst channels. Their
layering technique replicates data periodically over adfitime interval, called th&indow, while keeping
every packet within a unique window. Thus, a packet lost inirdaw can only be recovered from the
subsequent windows in the same multicast channel. Thergf@eems best suited for delay-insensitive ap-
plications. In contrast, MLR uses a very different layerteghnique where the amount of data transmitted
to each group is dynamically allocated to minimize the retdum repair traffic. Combined with an ARQ
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technique, MLR can easily accommodate delay-sensitivécapipns.

A work closely related to MLR is also in [28]. Like us, the aoth in [28] use multiple multicast groups
to solve the repair locality problem in sender-centricasimission protocols. When detecting a loss of a
packetp;, receivers multicast NACK, and join a retransmission groupThe sender retransmiis to g;.
After receivingp;, the receivers leavg;. Since receivers join only the retransmission groups wiintny
their missing packets, this technique achieves excellgpair locality. However, it requires a receiver to
join and leave a group for every data packet loss, thus patlntreating unreasonably large membership
control (IGMP) traffic. Therefore, without proper routerpgort, this techniqgue may not scale well.

Application of FEC to reliable multicast Nonnenmacheet al. [11] studied a hybrid FEC/ARQ tech-
niques for loss recovery in reliable multicast. They shoted a hybrid FEC/ARQ can significantly reduce
bandwidth overhead of a large-scale reliable multicasteyTélso compared a layered implementation of
the technique where FEC and ARQ are supported at differestesylayers with non-layered, combined
implementation, and analytically showed that the combiagproach yields more efficiency in the use of
bandwidth. Recent studies [12, 13] also show that a hybitrigue can yield high performance when
combined with local distributed recovery as in tree-basedogols. However, they report that FEC-based
recovery diminishes the performance advantage of locavesy over sender-oriented recovery. Their work
analytically shows that FEC can significantly improve thalakbility of reliable multicast. However, they
have not considered the effect of multicasting FEC packetsyair locality.

Rubensteiret al. [14] proposed several protocols using proactive FEC trassion for real-time reliable
multicast. Their protocols, based on rounds of transmisaiad feedback, rely on feedback from receivers
to determine the number of FEC packets to add at each rounegadh round, the sender transmits the
maximum number of packets requested by the receivers ad]n Clearly this layering differs from ours
substantially. Gemmel[23] applied a protocol similar te tine in [11] to SRM. In the resulting protocol,
receivers multicasts NACKs which are used to suppress o#lggrests. Unlike SRM, the protocol allows
only the sender to respond to requests and multicasts a FE@ et packet. This technique was later
incorporated into SHARQFEC [3]; we already discussed thaiomn between our work and SHARQFEC.

To summarize, FEC is very effective in handling uncorraldtesses. Thus combined with retransmis-
sion ARQ techniques which are more effective in handlingelated losses, FEC can be a viable solution
for error recovery in reliable multicast. Earlier study ipdnid ARQ techniques provides strong support for
this. However, although the study indicates that FEC catieaethigh performance in large-scale global
multicast, no protocol has been developed to localize regfic under global multicast. Our MLR shows
strong potential in this direction.

Delay estimation Sharmaet al. [7] propose to impose a self-configurable hierarchy on SRMdve
the scalability problem induced by session traffic involwedstimating the pairwise network delay. The
session members are divided into local scopes each of whithins a local representative. Local members
within a scope send session messages to each other and tdaltfycestimation among themselves while
representatives perform their own delay estimation amauah ether. Delays between two members in
different scopes are approximated via delays to their sgmatives. Under a small (local and global) scope
comprising 20 to 40 members this technique is shown to retlueebandwidth utilization of the delay
estimation protocol.

Although hierarchical scoping helps increase the scatplif the delay estimation protocol in SRM,
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it still does not remove thé®(n?) performance bound (hence, the limit on the scalability) ihecan be
the size of a scope. Thus, only small scopes can be accomedod@ur delay estimation protocol has
a better performance bound, can be incorporated into mastpqwls that require scalable, non-intrusive
delay estimation.

6 Conclusion

We study the scalability of reliable multicast protocolson& of the fundamental known techniques for
devising scalable reliable multicast protocols includeereer-centric repair [1], scoping [3], suppressing
unwanted traffic by using timers [1], use of FEC packets [] et this paper, we offer two additional
tools, namely, an efficient algorithm to transmit the optimamber of FEC repair packets in layers so as to
minimize the total excess repair traffic and a low-overheadqggol for estimating network delay between
the receivers. We employ both these tools on existing potécand present simulation results that show the
combined protocols to be substantially more scalable.

Many aspects of our work remain to be refined further and sthidixperimentally, or by building a
testbed. For example, in a hierarchical scope, a receivgrreteive repairs from all of its nesting scopes.
Thus, the repair group addresses of overlapping scopestbdaunique. Non-overlapping scopes do not
need unique addresses since administrative scoping ofcastladdresses [17] allows multicast addresses to
be safely reused in non-overlapping scopes. Thus, as agtnatinie scoping becomes widely deployed, the
number of multicast groups required for hierarchicallygeo protocols grows linearly with the nesting level
of the most deeply nested scope; it is desirable to decrbasaumber. As SHARQFEC [3] has shown, five
level nesting scopes are sufficient for millions of recesveispersed over the nation. Assuming that there
are at most 10 multicast group in each scope, we need at mosuli@ast groups. By employing non-
nested scopes for some strategic locations (where it iaingttat ZCRs are placed at the routing paths), the
nesting level of hierarchical scopes can be further redutid overall effect of the nesting level remains to
be understood. Another example is to determine the apprtepiterval between feedbacks. This depends
on the ability to predict the loss patterns, and insights ihis process will greatly help our protocols.
Yet another example is to understand the effect of loss of @&plair group information), and the delays
associated with joining and leaving multicast groups. Sofrtbese issues are the subject our current and
future study.

References

[1] S. Floyd, V. Jacobson, S. McCanne, C. G. Liu, and L. Zhaxteliable multicast framework for light-
weight sessions and application level framing. Piroceedings of the ACM SGCOMM Conference,
pages 342—-356, October 1995.

[2] S. Paul, K. K. Sabnani, J. C. Lin, and S. BhattacharyydiaBke multicast transport protocol (RMTP).
In Proceedings of the IEEE INFOCOM, San Francisco, CA, March 1996.

[3] R. G. Kermode. Scoped hybrid automatic repeat request fmiward error correction (shargfec). In
Proceedings of the ACM SGCOMM Conference, pages 278-289, October 1998.

28



[4] R. Yavatkar, J. Griffioen, and M. Sudan. A reliable disgsation protocol for interactive collaborative
applications. IrProceedings of ACM Multimedia, 1996.

[5] Reliable multicast links: http://research.ivv.naga/rmp/links.html.

[6] M. Yajnik, J. Kurose, and D. Towsley. Packet loss cotielain the mbone multicast network. In
Proceedings of |IEEE Globecom' 96, November 1996.

[7] P. Sharma, D. Estrin, S. Floyd, and L. Zhang. Scalablesisasmessages in srm using self-
configuration. INUSC Technical Report, July 1998.

[8] H. W. Holbrook, S. K. Singhal, and D. R. Cheriton. Log-bdsreceiver-reliable multicast for dis-
tributed interactive simulation. IRroceedings of the ACM SGCOMM, pages 328341, August 1995.

[9] T. Speakman, D. Farinacci, S. Lin, and A. Tweedly. Pgriat#é transport protocol. Imternet Draft,
August 1998.

[10] C. Papadopoulos, G. Parulkar, and G. Varghese. An eobtrol scheme for large-scale multicast
applications. IrProceedings of the IEEE INFOCOM, 1998.

[11] J. Nonnenmacher, E. Biersack, and D. Towsley. Pasdsel loss recovery for reliable multicast trans-
mission. InProceedings of ACM SGCOMM, September 1997.

[12] J. Nonnenmacher, M. Lacher, M. Jung, E. Biersack, ancC&le. How bad is reliable multicast
without local recovery. IfProceedings of IEEE INFOCOM, March 1998.

[13] J. Nonnenmacher M. Lacher and E. Biersack. Performaoceparison of centralized versus dis-
tributed error recovery for reliable multicast. Bubmitted to Transactions on Networking, August
1998.

[14] Dan Rubenstein, Jim Kurose, and Don Towsley. Real-tigiable multicast using proactive forward
error correction. NOSSDAV 98 (to appear).

[15] D. Rubenstein, S. Kasera, J. Kurose, and D. Towsleyrdwipg reliable multicast using active parity
encoding services(apes). To appear in |[EEE Infocom ' 99.

[16] S. Floyd, V. Jacobson, S. McCanne, C. G. Liu, and L. ZhaAgreliable multicast framework for
light-weight sessions and application level framing, el report. September 1995.

[17] V. Jacobson. Administratively scoped ip multicastly1994.
[18] V. Jacobson. Congestion avoidance and control. pat#s329, August 1988.
[19] D. Mills. Network time protocol(v3). April 1992,

[20] M. Handley. A congestion control architecture for bul&ta transfer, the reliable multicast research
group meeting in cannes. September 1997.

[21] D. Shmoys, E. Tardos, and K. Aardal. Approximation aitions for the facility location problems. In
Proceedings of the 29th ACM Symposium on Theory of Computing, pages 265—-274, 1997.

29



[22] J. Bolot. End-to-end packet delay and loss behavioh@ internet. InProceedings of the ACM
S GCOMM, pages 289-298, San Francisco, CA, September 93.

[23] J. Gemmell. Scalable reliable multicast using erasmameecting re-sends. |Microsoft Research
Technical Report, MSR-TR-97-20, June 1997.

[24] M.H. Ammar and L. Wu. Improving the throughput of poitt-multipoint arq protocols through
destination set splitting. IRroceedings of IEEE Infocom, pages 262—269, June 1992.

[25] S. Y. Cheung and M. H. Ammar. Using destination set ginogdo improve the performance of
window-controlled multipoint connections. Technical REpCC-94-32, Georgia Institute of Tech-
nology, Atlanta, August 1994.

[26] S. McCanne, V. Jacobson, and M. Vetterli. Receivevalrilayered multicast. IRroceedings of the
ACM SIGCOMM, pages 117— 130, Stanford, CA, August 1996.

[27] L. Vicisano, L. Rizzo, and J. Crowcroft. Tcp-like corggion control for layered multicast data transfer.
In Proceedings of the IEEE INFOCOM, August 1997.

[28] S.Kasera, J. Kurose, and D. Towsley. Scalable reliatliicast using multiple multicast channels. In
CMPSCI Technical Report TR 96-73, October 1996.

[29] Lorenzo Vicisano. Notes on a cumulative layered orgatibn of data packets across multiple streams
with different rates. January 1997.

30



Scopefd) = 1, Scopelc] =3
Global Scope[1] = {ab,c,def,g}

Local Scope[3] = {b,c,}

Local Scope{c] =3, Locd Scopela] =0

@ (b)
Figure 15: (a) Nested Scopes, (b) Non-nested scopes

A The hierarchically scoped MLR protocol

The preceding discussion of MLR protocol focused on thelsisgope case where the sender is the only
node proactively injecting FEC repair packets. MLR can &ls@pplied to hierarchically scoped protocols
such as scoped-SRM [1] or SHARQFEC [3]. Hierarchical scgjmrin general effective in localizing repair,
thereby scaling reliable multicast to large number of reexs. The combination of MLR and hierarchical
scoping can substantially increase this scalability.

In this section, we describe how MLR can be used in presenseaging. Informally, this can be
achieved by electing scope leaders in each local scopegtimjlscope leaders proactively distribute FEC
repair packets to different local multicast groups basedhenfeedback received from their own scopes.
Receivers can listen to a set of local multicast groups teiveaepair packets. There are many details and
we describe them now.

A.1 Hierarchical Scopes

The entire multicast group is divided in to scopes as showRigare 15. Each scope is given a unique
scope ID. Every scope except scope 0 haspanent scope, and may have one or maheld scopes. Each
scope designates the node closest to the sender to be theastative of the receivers in that scope; this
representative is called th#one closest receiver (ZCR). The sender becomes the ZCR of the scope 0. A
receiver can be a member of one or more scopes. For instdare@QR of a scope is also a member of
its parent scope. The dynamic election of a ZCR within a séepkescribed in detail in [3]; we adopt that
procedure and do not describe it here any further.

Definitions. The following definitions are helpful in describing our pwobl. Thescope of a receiver r is
i if r is a member of and there does not exist a scopet 7 of which r is a member, such thatis a child
scope ofi. Thus, in Figure 15¢’s scope isl while ¢’s scope is3. Theglobal scope of a scope includes
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every receiver that is a member of scapd-or example, in Figure 15, the global scopel ahcludesa, b,

¢, andd. Thelocal scope of a scope includes only those receivers whose scopg(ise., those belonging
only to scope). For example, in Figure 15, the local scopel afontains onlys andb which are the ZCRs
of the child scopes of scope Thelocal scope of a receiver is the scope of that node if that receiver is not
the ZCR of the scope. Otherwise, it is its parent scope. Tthedpcal scope of is 3 while the local scope
ofais1.

Scope may beested or non-nested. A nested scope is one that completely contains all of itkichi
scopes. A non-nested scope is one whose child scopes dochatérany receivers (with the exception of
their ZCRs) that are members of their parent. Scope 0 is @wayested scope because it contains every
descendent scope. All the non-ZCR receivers in a non-nsstguk; belongs to only scopesand 0. Thus,
in a non-nested scopeits global and local scopes are the same. Figure 15 showsptea of non-nested
and nested scopes respectively.

A.2 The allocation of multicast groups

Each ZCR is allocated& + 1 unique multicast groups. The number of multicast groupscatied to each
ZCR is determined at the beginning of data transmissiondoarsethe expected sizes of multicast groups
and scopes. In each scopethere arey, o, g2, - - -, g2,k Multicast groups. We cajj,. , the base group

of scopez. The sender multicasts data packetgdg and all receivers join that group. Each receiver is a
member of the base group of its own scope. ZCRs are membeg dfaise group of the parent scope of
their scopes. A local scopgeis allocated one multicast group, callémtal group /;, which comprises all
receivers whose local scopeijsand the ZCR of scope The local groups are used for the dissemination of
the feedback, and for retransmission request and repdiefmac

Each ZCR is responsible for multicasting FEC repair pacteits scope. Each ZCR at scopemul-
ticasts FEC repair packets to multicast grogps, . . .. g,k . Whether a scope is nested or not affects the
MLR protocol (especially, that of receivers and ZCRs). Wsedss the MLR protocols for non-nested scopes
and nested scopes separately.

A.3 Non-nested scopes

Each receiver multicasts its feedback only to its local grand the feedback is identical to that in the single
scoped protocol.

The ZCR of a scope responds to the feedback from its localpgnouch the same way as the sender
does in the single scoped protocol. More details are aswslloThe ZCR computes the distribution of
repair packets using the feedback received from the lo@imrand obtaing,, ..., ¢x. After the ZCR
successfully receives each block of data, it multicgsts 1 < j < K, of uniquely FEC encoded repair
packets tay; ;. As before, there is a delay between successive FEC pocketsiér to reduce short burst
losses of FEC repair packets. The ZCR multicasts its sessformation (i.e., the information on the
distribution of repair packets) to its base group and inefuid in every repair packet it multicasts. The ZCR
participates in the network delay estimation protocol foe teceivers of its local scope by multicasting
acknowledgment to probes (included in feedback) receix@d fts local group.

Receivers behave much the same way as they do in the singledspootocol. A receiver in scope
always obtains data packets frgg), and the session information from . Using the session information,
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SRM/Feedback

Figure 17: The extent of the multicasted information travelnested scopes

a receiver finds the minimum, » < &, such that the sum af,. ; to ¢, , is at least as large as its currently
required number of repair packets. It then joins multicastigsg,. 1, 9.2, - - - , gz» for FEC repair packets.

Figure 16 depicts the extent of the multicasted informatiavels in non-nested scopes. Arrows crossing
over two scopes indicate that information is multicastetbdth scopes, and arrows contained in a scope
indicate that information is multicasted only to that scofigata packets are multicasted to every scope
while FEC repair packets, retransmission requests andrseqn@ confined to local scopes.

A.4 Nested scopes

A scope can be nested in multi-levels. Tiesting level of a nested scopegis the number of scopes con-
taining scopé. We assume that if any two scopgandk nest scopé, either scopg nests scopé or vice
versa. Note that the global scope of the parent of a nestqukssadifferent from the local scope of the
parent because a receiver.

As in non-nested scopes, receivers multicast feedbacktorheir local repair group, and based on the
feedback, the ZCR of that scope determines the number of ERélrs that it proactively transmits to its
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global scope. This number also depends on how many repa@sdives from its nesting-ancestor scopes.
Figure 17 depicts the extent that messages travel to inchestipes. While FEC repair packets multicasted
to global scopes, retransmission requests and repairgeadtdack multicasted only to local scopes.

Let f4 be the number of FEC repairs needed by a receileSuppose that the scope of the receiver
is nested byt scopes,si, so,...,s; (i.e., the nesting level ig), s; is the scope of received, ands;,
2 < j < n, containss;_;. In nested scopes, receivers have choice to join repaimpgrofitheir nesting
scopes. The receiver always listens to all the base groups ésting scopes. The RGI of a scope also is
transmitted to its base group as well as included in evergirgacket that the ZCR of that scope multicasts.
Let ¢, ,,y > 1 be the number of FEC repair packets to be transmitted to caslktigroupy, .

It is nontrivial to determine the multicast groups that aefeer must belong, for obtaining the repair
packets. A receiver in scopes; first takes into account the number of repair packets thaZ @Rs of its
nesting scopes expect to receive from their own ancestorsZTRis is because a receiver may have lower
loss rates than its ZCR; this happens sometimes when the ZE& at the routing path from the sender to
that receiver. Since a ZCR can inject repair packets for ekbbmly after it successfully receives that block,
when the ZCR has higher loss rates than a receiver. relyimgmair packet from that ZCR would prolong
recovery delay for that receiver. In what follows, we sketchnore sophisticated protocol for determining
the multicast groups to which a receiver belongs.

Let R, 1 < jlen, be the number of FEC repair packets that 1€ R, expects to receive from its
own nestlng ancestor scopeB;; is part of the session information chCR multicasts. Based on the
Rs.’s, receiverA determines the expected number of repair packgtsto recelve from eaclWCR;;. E;;
is determlned as follows. LetﬂE be the smallest scope such tifat— R, is positive. We set;, = 0 for
1 <i<zandE;, = f4—Rs,. Foreach scope., z+1 < r < n—1,find the smallest nesting scopespf
sy, (I > r) such thatR,, — Ry, is positive. Then we sét;, = 0 forr <: </landF;,_, = R, — R,. We
repeat the above process until we reach the largest segpe (). Then we sef, = R; if R; is positive,
and E, = 0 otherwise. For each scope for which E;, > 0, receiverA finds the minimumr such that
joining gs; 1, - - -, gs; » gives at leastis, repair packets, and it becomes a member of those groups.

If a scopei is in the static mode, its ZCR distributd$/ K repairs to eacly; ;, 1 < j < K. If the
scope is in the dynamic mode, it uses the following algoritfitme ZCR first determines the number of FEC
repairs it would get from its nesting scopes. lLete that number, and,,.. be the maximum number of
repairs required by receivers in its local scope. The ZCRinagts at mosf,,., — p; repair packets to its
repair multicast groups. The algorithm in Section2.2.2dwatnes the distribution of these repair packets to
its repair groups.

Examples. Figure 18 shows two examples for the calculationF5f the expected number of proactive
repair packets to be received from scapé&igure 18(a) shows a scenario where receivers have highsr |
rates than their ZCRs whereas Figure 18(b) shows a diffeaamario where receivers may have lower loss
rates than their ZCRs. For simplicity, we assume that ZCRsrathe static mode an/ K = 1 which
means that only one repair packet is transmitted to eachigasiitgroup. In Figure 18(aR; = 2, Ry =
3,R3 = 4, andf, = 10. According to the equations discussed above, recelveetsE; = 10 — 4 = 6,

Ey =4-3,FE =3—2,andFE; = 2. Thus, the sum of;’s for receiver A is 10. In Figure 18(b),
Ry =2,Ry; =8 R3 = 6andfs = 6. HereR3 is less thanR,. Also E3 = 6 — 6 = 0. SinceR; > Rj,

Ey, = 0,andE, = Ry — R3 = 4 because scope 1 is the smallest scope that has the expentédrnof
packet from its ZCR R;) to be smaller thaiRs. Fy = 2. Thus, the sum oF;’s for receiverA is 10. Note
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Figure 18: Examples on compultirfg.

that receiverA does not receive any packet frafC Ry and ZC R3 because they have the same or worse
loss rates. Thus, the recovery of blocks received by receitvdoes not depend on those B8R, and
ZCRj3.

A.5 Retransmission in scopes

When a receiver cannot recover a data block from receivinG Fpairs, it asks for additional transmission
of FEC repair packets from other receivers within liggal scope in the same way it was described in
Section 2.2.4. But determining the time to send a requestriasted scope is not trivial. In the single
scoped protocol, it can be determined by detecting gapsiseljuence numbers of packets because repairs
are transmitted in a sequential order. For instance, thdesesdways multicasts in each repair group the
FEC repair packets of a block before those of the next blockekMistening to a repair group, it never
receives the repair packets of earlier blocks if no reordgdf packets happens in the network. Thus when
a receiver gets a repair for a block before receiving a refpaiits previous block, it can safely assume that
it lost that repair. Unfortunately, this does not work in teesscopes because ZCRs can only transmit repair
packets of a block only after they recover that block, and meapver blocks in different orders than they
are transmitted. Thus, even if it receives a repair for alblzefore a repair for the previous block, it cannot
decide whether that packet is lost or has not been sent.

To handle this situation, for each repair group that it jpiageceivera estimates the expected time
within which it would receive repair packets of a block. listsupposed to receiverepair packets from a
repair groupy, it computes the expected arrival timyg, of all of « repair packets relative to the receiving
time of the first packet in that block, , can be computed by addingx A s andt,, the expected time that
its ZCRb recovers all the packets in the block relative to the reogitime of the first packet. The expected
time that receiveb recover all of its packets in the block can be computed byntakine maximum of the
expected arrival time for every repair group it listens t&€RZb includest, in its RGI so that receivei can
computet, .

When a received receives a data packeof a block where is the sequence number of the packet within
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that block, and is the first packet it receives in that block, it sets its tinoatledrecovery timer, for a repair
groupy to (b — ©) x packet_interval + t,, + 2 x sd, wheresd is the standard deviation in delays from
ZCRbtoa. If it does not receive alt: packets from that ZCR, it considers that those packets & Ima¢
received are lost. When a receiver detects a packet loss\ittwioh a data block cannot be recovered even
if it would receive all FEC packets it is supposed to recenga all of its currently joined repair groups,

it sets its request timer to be a random number wittiid dz.q, (C1 + C2)dz,.] Wheredy , is the delay
from the ZCRZ of a’s local scope to itself. While the request timer is pendihi,receives a repair packet
that it considered lost (for instance, due to wrong estiomabf expected recovery), it cancels the request
timer. Even if receiving that packet, and any repair packaltswing it in the future does not recover their
pertaining block, it sets the request timer again.

When its request timer expires, receivergulticasts a request to its local groupuifs not ZCR. Ifa is
a ZCR, then it multicasts it to its parent’s local group. Wiaeneceivele gets a request, it sets its timer to be
a random number withinD: d, ¢, (D1 + D2)dg ).

A.5.1 Nesting vs. Non-nesting scopes

Nested scopes allow receivers to receive repairs from @aipes, and therefore, there is more chance of
recovery than non-nested scopes. A receiver does not haedytonly on the ZCR of its scope to receive
FEC repairs. Since it is possible that that ZCR may not beearrdliting path and experiences more losses
than its child receivers, a receiver can rely on other ZCRtsafesting scopes for FEC repairs. The protocol
described in Section A.4 handles this automatically. Nbt & ZCR injects repairs only when repairs
required to recover its losses are not enough to recovehild rceivers. Thus, if a ZCR undergoes more
losses than its child receiver, the child receiver does exgive repairs from that ZCR.

These advantages, however, come at the expense of protmoplexity because receivers depend on
the session information about its outer scopes in decidiagiumber of repairs to receive from its nesting
scopes. Even if session information about a scope is indlirdthe every packet transmitted, that informa-
tion can also be lost. A problem occurs when a ZCR misses #gageinformation from its outer scope
while its child receivers receive that information. The Z@Ry accidentally send less or more repair pack-
ets than necessary. Although this problem will disappedahasetwork stabilizes, this transient behavior
may cause receivers temporarily subject to too much oe Ittthffic than necessary. This dependency on
information adds to the complexity of the protocol, makihgarder to maintain or debug.

The protocol for non-nested scopes is relatively simpld,iamot much different from the single scoped
protocol. Since each receiver only needs to receive segdimmation from the sender and its own ZCR, it
is less likely that receivers lose both information, and tieaeivers accidentally receive too much more or
less repairs than necessary. Furthermore, when ZCRs aredotd the routing path, then nested scopes do
not provide any advantage over non-nested scopes. Thiséube all the descendents of the ZCRs always
suffer at least the same losses as the ZCRs. However, whes @€Rot placed at the routing paths, non-
nested scopes can have larger recovery delays than nesgesssince a receiver gets all the FEC repairs
from its own ZCR.

The decision whether a scope is nested within another saope @ child non-nested scope of another
is made when that scope is set up. It should be highly depénddmow the ZCR of that scope is elected. If
it is elected manually by designating one receiver at thémgypath as a cache, a non-nested scope is more
appropriate than a nested one. If the ZCR is elected throutymamic ZCR challenge, nested scopes may
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prove more effective as the closest receiver to the sencdtisecessarily at the routing path.

B Psuedocode for the network delay estimation phase

Receiveri's protocol
At every periodl’,gp.:
probe_sequence ++;
ts + the time stamp in the last message from the sender;
delay + the delay from the reception of the last message from thessend
multicast a probeP; (probe_sequence,t, ,delay)
On receiving a prob;(s,ts,delay):  //received a probe message with sequence number
Probeli].time < gettimeofday();
Probefi].seq < s,
if (Ack[i].seq =) //if received the corresponding ack from the sender
DJi, j] = (Dli, S] + D[S, j]— Ack[i].delay) - (Probe[i].time - Ack[i].time);
On receiving an ackCK(i,s,delay,d; ¢) from the sendes,
AcK[i].time « gettimeofday();
AcK[i].seq s,
Ack[i].delay < delay;
D[’i, S} — di,S;
if (Probeli].seq=s)  //if received the corresponding probe from
Dli, j] < (D[i, S] + D[S, j]— Ack[i].delay) - (Probe:].time - Ack[:].time);

Sender’s protocol
On receiving a prob@; (s, ts, delay):
thow < Qettimeofday();
DJi, S] + tpow — ts— delay;
delay + the delay from the reception of the probe message;
multicastACK(i,s,delay,D[i, S]);
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