ABSTRACT

HOSSEINALIPOUR, SEYYEDALL. Efficient Network Planning and Design for Cloud, Interdependent,
and UAV-assisted Networks. (Under the direction of Dr. Huaiyu Dai.)

In this dissertation, we address some important problems for three emerging wired/wireless
networks: cloud networks, interdependent networks, and UAV-assisted networks.

In the first part of this dissertation, we focus on cloud networks and address a specific problem
regarding the big-data job allocation. To this end, Chapter 2 is devoted to developing a framework for
efficient allocation of graph jobs in geo-distributed cloud networks (GDCNs), explicitly considering
the power consumption of the datacenters (DCs). In Chapter 2, we address the following two chal-
lenges arising in graph job allocation: i) the allocation problem belongs to NP-hard nonlinear integer
programming; ii) the allocation requires solving the NP-complete sub-graph isomorphism problem,
which is particularly cumbersome in large-scale GDCNs. We develop a suite of efficient solutions
for GDCNs of various scales. For small-scale GDCNs, we propose an analytical approach based on
convex programming. For medium-scale GDCNs, we develop a distributed allocation algorithm
exploiting the processing power of DCs in parallel. Afterward, we provide a novel low-complexity
(decentralized) sub-graph extraction method, based on which we introduce cloud crawlers aiming
to extract allocations of good potentials for large-scale GDCNs. Given these suggested strategies,
we further investigate strategy selection under both fixed and adaptive DC pricing schemes, and
propose an online learning algorithm for each.

In the second part, we study the robustness and cascading failures in a recent category of
interdependent networks. To this end, in Chapter 3, we propose a generic model for a special
category of interdependent networks, demand-supply networks, in which the demand and the
supply nodes are associated with heterogeneous loads and resources, respectively. Our model sheds a
light on a unique cascading failure mechanism induced by resource/load fluctuations, which in turn
opens the door to conducting stress analysis on interdependent networks. Compared to the existing
literature mainly concerned with the node connectivity, we focus on developing effective resource
allocation methods to prevent these cascading failures from happening and to mitigate/confine
them upon occurrence in the network. To prevent cascading failures, we identify some dangerous
stress mechanisms, based on which we quantify the robustness of the network with respect to
the resource configuration scheme. Afterward, we identify the optimal resource configuration
under two resource/load fluctuations scenarios: uniform and proportional fluctuations. We further
investigate the optimal resource configuration problem considering heterogeneous resource sharing
costs among the nodes. To mitigate/confine ongoing cascading failures, we propose two network
adaptation mechanisms: intentional failure and resource re-adjustment, based on which we propose
an algorithm to mitigate an ongoing cascading failure while reinforcing the surviving network with
a sufficient robustness to avoid further failures.

In the last part, we consider the application of unmanned aerial vehicles (UAVs) in data delivery



in wireless networks and investigate the placement of the UAV(s) on the sky to increase the quality
of communication. To this end, in Chapter 4, we investigate UAV-assisted wireless communication
employing UAVs as relays to increase the throughput between a pair of transmitter and receiver.
We focus on developing effective methods to position the UAV(s) in the presence of interferers
in the environment, the existence of which makes the problem non-trivial and our methodology
different from the current art. We study the optimal position planning, which aims to maximize the
(average) signal-to-interference-ratio (SIR) of the system, in the presence of: i) one major source
of interference, ii) stochastic interference. For each scenario, we first consider utilizing a single
UAV in the dual-hop relay mode and determine its optimal position. Afterward, multiple UAVs in
the multi-hop relay mode are considered, for which we investigate two novel problems concerned
with determining the optimal number of required UAVs and developing an optimal distributed
position alignment method. Subsequently, we propose a cost-effective method that simultaneously
minimizes the number of UAVs and determines their optimal positions so as to guarantee a certain
(average) SIR of the system. Alternatively, for a given number of UAVs, we develop a fully distributed
placement algorithm along with its performance guarantee.

In summary, we address multiple interesting and important problems for three emerging
wired/wireless network paradigms in this dissertation. We hope that the methodologies and solu-
tions proposed in our work can be adapted to other related problems in networking studies and
also trigger future works studying similar problems from different perspectives.
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CHAPTER

INTRODUCTION

In this dissertation, we mainly focus on three emerging topics in networking studies. These topics
include cloud networks, interdependent networks, and UAV-assisted networks. In the following, we

explain the specific problem(s) that we investigate for each of these networks in order.

1.1 Allocation of Graph Jobs in Geo-Distributed Cloud Networks

The demand for big-data processing has promoted the popularity of cloud computing platforms
due to their reliability, scalability and security [1-6]. Handling Big-data applications requires unique
system-level design since these applications, in most cases, cannot be processed via a single PC,
server, or even a datacenter (DC). To this end, modern parallel and distributed processing systems
(e.g., Apache/Twitter Storm [7], GraphLab [8], IBM InfoSphere [9], MapReduce [10]) are developed.
In Chapter 2, we propose a framework for allocating big-data applications represented via graph
jobs in geo-distributed cloud networks (GDCNs), explicitly considering the power consumption of
the DCs. In the graph job model, each node denotes a sub-task of a big-data application while the
edges impose the required communication constraints among the sub-tasks. One of the common
examples of processing graph jobs is receiving data from Twitter and counting the number of times
a hashtag is mentioned, to keep an ordered list of the most commonly mentioned hashtags. Each
step of the process is carried on in a so-called processing element, and it is these elements that
enforce the separation of each logical step of the process (e.g. receiving updates, extracting hashtags,
counting hashtags, ordering hastag count list) and allow the execution of the process on a distributed
platform [11]. In this context, a graph job is formed by viewing each element as a node and data

exchange requirement between the elements as edges. As the sizes of the problem and graph jobs



increase, one can imagine that a coalition of multiple DCs achieved through GDCNs is required for
the execution of the graph jobs.

Allocation of big-data jobs represented by graph structures is a complicated process entailing
more delicate analysis. Among limited literature, references [12-14] are most relevant, which focus
on minimizing the cost incurred by utilizing the links among the adjacent DCs while neglecting
the power consumption and the workload of the utilized DCs. In [12], a heuristic algorithm is
developed to match the vertices of graph jobs to the idle slots of the cloud servers considering the
cost of using the communication infrastructure of the network to handle the data flows among the
sub-tasks. Using a similar system model in [13, 14], the authors developed randomized algorithms
for the same purpose. As compared to the heuristic approach of [12], the authors of [13, 14] also
demonstrate the optimality of their proposed algorithms through a theoretical approach. However,
the algorithms used in these references are developed for a fixed network cost configuration, i.e.,
the cost of job execution using the same allocation strategy is fixed throughout the time. Also, as
mentioned in [15], the randomized algorithms proposed in [13, 14] suffer from long convergence
time. In summary, the system model and the algorithms proposed in [12-14] suffer from the following
three limitations. i) The proposed algorithms are impractical in scenarios where the job allocation
needs to be performed with respect to a time varying network cost configuration. ii) The proposed
methods are impractical for large-scale networks. This is due to the fact that efficient handling
of the NP-complete sub-graph isomorphism problem, which is a prerequisite to identify feasible
allocations for graph jobs, is not directly addressed in these works. iii) The proposed system models
do not capture the power consumption of the utilized DCs. This is despite the fact that in GDCNs,
the execution cost is mainly determined by the real-time power consumption of the DCs [16]. Hence,
an applicable allocation framework should be capable of fast allocation of incoming graph jobs to
the GDCNs considering the effect of allocation on the current DCs’ power consumption state. Also,
with the rapid growth in the size of cloud networks, adaptability to large-scale GDCNs is a must for
such a framework. In Chapter 2, we propose a comprehensive framework for allocation of graph jobs
in GDCNs with various scales, while considering the above limitation of the current literature. Our
framework is composed of a centralized algorithm suitable for allocation of graph jobs in small-scale
GDCNs, a distributed algorithm suitable for allocation of graph jobs in medium-scale GDCNs, and
a decentralized graph job extraction method based on the novel idea of cloud crawling along with a

learning-based graph job allocation technique suitable for large-scale GDCNs.

1.2 Prevention and Mitigation of Catastrophic Failures in Demand-

Supply Interdependent Networks

Interdependent networks consist of two or more networks/layers with dependent functionality.
Some well-known examples of these networks are i) smart power grid networks, where the func-
tionality of the power-related sensors and the communication infrastructure are coupled [17], and

ii) complex transportation systems consisting of multiple coupled transportation layers, e.g., rail-



ways and roadways [18]. The main motivation to study robustness, failure mechanisms, and fault
propagation (we referred to all of them as robustness analysis for brevity) for these networks is their
special failure mechanism called cascading failures [17].

Demand-supply networks are a category of interdependent networks, in which the functionali-
ty/operability of the nodes in one layer (demand layer) is contingent on receiving supplies from
those in the other layer (supply layer). Due to the freshness of the topic, there is limited literature on
conducting robustness analysis in the context of demand-supply networks. The most related works
are [19, 20]. In [19], a model for demand-supply networks is proposed, where the functionality of the
demand nodes depends on the number of connected supply nodes. Their model can be considered
as an abstract representation of some real-world economic systems such as the network of financial
firms and non-financial companies. In the proposed model, the operability of a demand node is
examined by solely counting the number of supply nodes connected to it. Hence, there is no notion
of resource as a shared quantity among the nodes. In [20], another model for demand-supply net-
works is proposed, where having at least a connection to the supply layer guarantees the operability
of a demand node. Their model has some similarity to the cyber-physical networks and shared risk
groups previously studied in [21-23]. In conclusion, in these works the functionality of a demand
node is examined solely by counting the number of supply nodes supporting it, and the notion of
resource as a quantitative value is overlooked. As a result, these works are mainly concerned with the
connectivity among the nodes, while the underlying resource sharing/configuration mechanisms
are ignored.

In Chapter 3, we conduct robustness analysis on a more generic model, in which the shared
resource among the connected nodes is represented by a quantity that varies from one pair of nodes
to another. In our model, demand nodes and supply nodes are associated with heterogeneous
requested loads and heterogeneous resource provisioning capabilities, respectively. In this paradigm,
the functionality of a demand node is examined by the total amount of resource received from
those connected supply nodes. This leads to the existence of (infinitely) many choices for the
configuration of shared resources, i.e., resource configuration, among the nodes for a network with a
fixed node connectivity, all of which satisfying the requested loads of the demand nodes. This raises
the following questions: i) is there any advantage in using a specific resource configuration? and
if yes, ii) how important is the study of the resource configuration scheme to conduct robustness
analysis? We demonstrate that the resource configuration scheme plays a key role in robustness
analysis of our proposed model for demand-supply networks, which goes beyond the connectivity
among nodes. One of the main advantages of our model is its adaptability to many real-world
scenarios, e.g., allocation of infantry (considered as resources) to multiple divisions (considered
as demand nodes with different requested loads) in battlefields, food/resources and humans in
natural disasters, datacenters and users in a cloud network, banks and assets, and power plants and
cities.

Chapter 3 can be broken down into two main parts: i) prevention of cascading failures, and

ii) mitigation of ongoing cascading failures, in each of which we focus on studying the resource



configuration schemes from a different angle. In the first part, considering quantitative values for
the loads and resources, we analyze interdependent networks via stress analysis, which cannot
be readily carried out using the system model of [19, 20]. We investigate the effect of fluctuations
incurred on both the requested loads and the resource provisioning capabilities on the stability
of the network. We then propose two metrics for the robustness of the network with regard to
the resource configuration scheme. In this context, we aim to reinforce the network with a high
robustness to prevent cascading failures from happening. In the second part, we target studying
the distinct problem of stopping/confining ongoing cascading failures by solely re-adjusting the
utilized resource configuration during the propagation of the failures. In particular, we extend the
recently introduced concept of network adaptability in interdependent networks, e.g., [24, 25], to
our model for demand-supply networks and propose effective mechanisms for adaptation of the

resource configuration to stop cascading failures.

1.3 Interference Avoidance Position Planning in Dual-hop and Multi-
hop UAV Relay Networks

Unmanned aerial vehicles (UAVs) have been considered as a promising solution for a variety of
critical applications such as environmental surveillance, public safety, disaster relief, search and
rescue, and purchase delivery [26]. Considering relaying as one of the most elegant data transmission
techniques in wireless communications [27-29], one of the recent applications of UAVs is utilizing
them as relays in wireless networks [30-32]. Constructing a UAV communication network for such
applications is a non-trivial task since there is no regulatory and pre-allocated spectrum band for
the UAVs. As a result, this network usually coexists with other communication networks, e.g., cellular
networks [33, 34]. Thus, studying the problem of interference avoidance/mitigation for the UAV
communication network is critical, where the inherent mobility feature of the UAVs can be deployed
as an interference evasion mechanism.

Chapter 4 is devoted to interference avoidance positioning of the UAV network, and can be
broken down into two main parts. In the first part, we aim to go one step beyond the current literature
and investigate the UAV-assisted wireless communication paradigm in the presence of a major
source of interference (MSI), which refers to the source of interference with the dominant effect
in the environment. Considering different interpretations for the MSI, e.g., a primary transmitter
in UAV cognitive radio networks [33, 35], an eNodeB in UAV-assisted LTE-U/WiFi public safety
networks [36], a malicious user in drone delivery application, or a base station in surveillance
application, our work can be adapted to multiple real-world scenarios. Given the intractability of
direct analysis upon having multiple sources of interference in the network, we later show that the
interference caused by multiple sources of interference with known locations can be modeled as
the interference of a single hypothetical MSI, making our framework and analysis applicable to
a wider range of applications. In the second part, we consider a distinct scenario, in which, due

to the limited knowledge of the positions of the sources of interference or the time varying nature



of the environment, we model the interference as a stochastic phenomenon. For each part, we
study the optimal placement planning upon having a single UAV, i.e., dual-hop single link scheme,
and multiple UAVs, i.e., multi-hop single link scheme, acting as relays between the transmitter
and the receiver. The existence of interference renders our methodology different compared to the
current literature; however, the previously derived results can be considered as especial cases in our
model by assuming that the MSI is located too far away or it possesses an insignificant transmitting
power. Hence, the methodology proposed in this chapter can motivate multiple follow up works
revisiting the previously studied problems considering the presence of interference in their models.
Moreover, compared with the relevant literature on multi-hop UAV-assisted relay communication,
e.g., [37-40], mostly focused on obtaining the optimal location/trajectory of the UAVs, in addition to
incorporating the interference into our model, we introduce and investigate two new problems: i)
determining the minimum required number of UAVs and their locations so as to satisfy a desired
(average) signal-to-interference-ratio (SIR), or equivalently data rate, of the system; ii) developing a
distributed placement algorithm, which requires message passing only among adjacent UAVs to

maximize the (average) SIR of the system.

1.4 Organizations

The remainder of this dissertation is organized as follows. The graph job allocation in GDCNs
is presented in Chapter 2. Prevention and Mitigation of Catastrophic failures in demand-supply
networks is investigated in Chapter 3. The UAV position planning problem for both dual-hop
and multi-hop networks considering the effect of interference is addressed in Chapter 4. Finally,
the summary of the dissertation along with possible directions for future works are presented in
Chapter 5.



CHAPTER

2

POWER-AWARE ALLOCATION OF GRAPH
JOBS IN GEO-DISTRIBUTED CLOUD
NETWORKS

The main goal of this chapter is to provide a framework for graph job allocation in Geo-Distributed
Cloud Networks (GDCNs) with various scales. In this chapter, we formulate the problem of graph
job allocation in GDCNs considering the incurred power consumption on the cloud network. we
propose a centralized approach to solve the problem suitable for small-scale cloud networks. We
design a distributed algorithm for allocation of graph jobs in medium-scale GDCNs, using the DCs’
processing power in parallel. For large-scale GDCNs, given the huge size of the strategy set, and
extremely slow convergence of the distributed algorithm, we introduce the idea of cloud crawling. In
particular, we propose a fast method to address the NP-complete sub-graph isomorphism problem,
which is one of the major challenges for graph job allocation in cloud networks. In this regard, we
propose a novel low-complexity (decentralized) sub-graph isomorphism extraction algorithm for
a cloud crawler to identify “potentially good" strategies for customers while traversing a GDCN.
For large-scale GDCNSs, considering the suggested strategies of cloud crawlers, we find the best
suggested strategies for the customers under adaptive and fixed pricing of the DCs in a distributed
fashion. To this end, we model proxy agents’ behavior in a GDCN, based on which we propose two
online learning algorithms inspired by the concept of “regret” in the bandit problem [41, 42].

This reminder of this chapter is organized as follows. Section 2.1 includes the system model.

Section 2.2 contains a sub-optimal approach for graph job allocation in small-scale GDCNs. A



distributed graph job allocation mechanism for medium-scale GDCNs is presented in Section
2.3. Cloud crawling along with online learning algorithms for large-scale GDCNs are presented in
Section 2.4. Simulation results are given in Section 2.5. Related works are presented in Section 2.6.

Finally, Section 2.7 concludes the chapter.

2.1 System Model

A GDCN comprises various DCs connected through communication links. Inside each DC, there is
a set of fully-connected cloud servers each consisting of multiple fully-connected slots. Without
loss of generality, we assume that all the cloud servers have the same number of slots. Each slot
corresponds to the same bundle of processing resources which can be utilized independently. Since
all the slots belonging to the same DC are fully-connected, we consider a DC as a collection of
slots directly in our study.! It is assumed that a DC provider (DCP) is in charge of DC management.
Abstracting each DC to a node and a communication link between two DCs as an edge, a GDCN
with n; DCs can be represented as a graph Gp =(%, &p), where 9 ={d",---,d"} denotes the set of
nodes and &p represents the set of edges. Henceforth, Gp is assumed to be connected; however, due
to the geographical constraints, Gp may not be a complete graph.

Let ' ={S ... ,Slfy "I} denote the set of slots belonging to DC d i The existence of a connection
between two DCs leads to the communication capability between all of their slots. Consequently, two
slots are called adjacent if and only if both belong to the same DC or there exists a link between their
corresponding DCs. Let &5 denote the set of edges between the adjacent slots, where (S,i, S,{l) €8s
ifand only if i = j,Yk # m or (d',d’) € &p,Yk, m. We define the aggregated network graph as
G =(¥s,8s), where ¥5 =U" % and [¥5|= .7, |71

Let # ={Gjob,,Gjob,,---,G job,}, denote the set of all possible types of the graph jobs in the
system, each of which is considered as a graph G job; =(7}, &;). Each node of a graph job requires
one slot from a DC to get executed. It is assumed that ¥; = { v}, TN v;j },andV(m,n):1<m#n<n;,
(U}", v]fl) € &} if and only if the nodes vjm and vj” need to be executed using two adjacent slots of the
GDCN. Similar to [12-14], we assume that allocation of all the nodes is required during the execution
of the respective job.

The system model is depicted in Fig. 2.1. For the small- and medium-scale GDCNs, the GDCN
network is assumed to be in charge of finding adequate allocations for the incoming graph jobs
from proxy agents (PAs) (43-45]), which act as trusted parties between the GDCN and the customers.
In these cases, each graph job is allocated through either a centralized controller or a distributed
algorithm utilizing the communication infrastructure between the DCs (see Section 2.3). For large-
scale GDCNs, cloud crawlers are introduced to explore the GDCN to provide a set of suggested
strategies for the PAs. Afterward, PAs allocate their graph jobs with respect to the utility of the
suggested strategies (see Section 2.4). The following definitions are introduced to facilitate our
subsequent derivations.

IThe number of cloud servers does not play a major role in our study except in the energy consumption models.



Definition 1. A feasible mapping between a G job; and the GDCN is defined as a mapping f; : V; —
Vs, which satisfies the communication constraints of the graph job. This implies that¥(m,n):1 <
m#n <Y\, if(wr, v e 8y, then(f(w!), fi(v!) € &s. Let Z;={f}, - f; '} denote the set of all
feasible mappings for the Gjob;.

Definition 2. ForaG job;, a mapping vector associated with a feasible mapping fj]C € .7 is defined
m

asa vectoer|fk :[mllfk,---, i

Ifk] € (Z+ u{0})", where m' |f;c denotes the number of used slots

from DCd*. Mathematically, m| iler= z =1 1 rwhes iy where 1, represents the indicator function.
Let M ;j={M; |fjl, -, M; Ifjmr i1} denote the set ofall mapping vectors for the G job;.

Finding a feasible allocation/mapping between a graph job and a GDCN is similar to the sub-
graph isomorphism problem in graph theory [46]. Some examples of feasible allocations for a graph
job with three nodes considering a GDCN with four DCs each consisting of four slots is depicted in
Fig. 2.2.

Our aim is to allocate big-data driven applications, e.g., computation intensive big-data ap-
plications [12] or data streams [13, 14], to GDCNs. Due to the nature of these applications, the
jobs usually stay in the system so long as they are not terminated. Our work can be considered
as a real-time allocation of graph jobs to the system, where we find the best currently possible
assignment considering the current network status. Hence, we deliberately omit the time index from
the following discussions. Inspired by [16, 47], we model the power consumption upon utilizing s

slots of d’ comprising N’ cloud servers each with idle power consumption Plld le

int(oi( ) spi )aiso @2.1)
n |y,| idle |’ =< .

In this model, 1’ is the so-called Power Usage Effectiveness, which is the ratio between the total
power usage (including cooling, lights, UPS, etc.) and the power consumed by the IT-equipment

of aDC, and ¢! is chosen in such a way that ¢’ + P!, determines the peak power consumption

zdle
of a cloud sever Pril 4. inside d i, Also, a' is a DC-related constant. Subsequently, we define the
incurred cost of executing a graph job with type j allocated according to the feasible mapping vector

=[m! ... Na .
M]—[mj, M ] as follows:

Li+m!

ng 3 ai ng
PR o’(—|yi|1) +Ply, [+ viml, 2.2)
i=1 i=1

where L' is the original load of DC d?, ' indicates the I/O incurred power of using the communica-
tion infrastructure of DC d’ per slot, and &' is the ratio between the cost and power consumption,
which is dependent on the DC’s location and infrastructure design. The I/O cost is considered to be
proportional to the number of used slots since the data generated at each DC is correlated with that
number, and that data should be exchanged using the I/0 infrastructure either among adjacent DCs
or between DCs and the users. Note than Eq. (2.1) and Eq. (2.2) do not capture the order of the slots
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Figure 2.2 Examples of
graph job allocation. The
green (blue) color denotes
busy (idle) slots. The red
color indicates the utilized
slots upon allocation.

Figure 2.1 System model for graph job allocation in GDCNs with
various scales.

used in each DC and assume that the utilization of a slot from every server in a DC requires the same
power consumption. However, in reality some servers might be in the idle mode, which need more
power to boot and execute the process. Since each DC may contain tens of servers, considering
the status of each server increases the dimension of the problem significantly, which makes the
problem intractable even in small-scale GDCNs. Also, obtaining the status of all the servers in all
the DCs is also challenging. Addressing these issues is out of the scope of this chapter and left as
a future work. In this chapter, we assume that after allocation of the graph jobs to the GDCN and
sending the information to the respective DCs, each DC manager makes an internal decision about

the effective usage of the servers’ slots considering the status of the servers.

2.1.1 Problem Formulation

Our goal is to find an allocation for each arriving graph job to minimize the total incurred cost on the
network. Due to the inherent relation between the cost and loads of the DCs, minimizing the cost is
coupled with balancing the loads of the DCs. In a GDCN, let N; denote the number of G job; € ¢
in the system demanded for execution. Let M j denote the matrix of mapping vectors of these graph

jobs defined as follows:

M, =My, Moy M| Vi€ )
M. —[ml m2 .. omh ]T Vie{l,---,N;}
j,(t]_ j,(i)’ j,(i)’ y j,(i) » j] BB

We formulate the optimal graph job allocation as the following optimization problem (£ 1):



* —k —x

[1\_/[1,M2, ...
g

argmin Zé‘n’N’(a

M}, My, M, ] i=1

' ng J N L
+P,.’d,e)+ D> Eviml, 2.3)
i=1 j=1 k=1
Ss.t.
J N o
Z m;,(k)ﬁ|y|l_Ll» Vie{ly""nd}) (2‘4)
j=1k=1
Mj,(i)eﬂj» VjE{l,"',]},ViE{l,"',Nj}. (25)

In 221, the objective function is the total incurred cost of execution, the first condition given by (2.4)
ensures the stability of the DCs, and the second constraint given by (2.5) guarantees the feasibility of
the assignment. There are two main difficulties in obtaining the solution: i) Identitying the feasible
mappings (. j-s) requires solving the sub-graph isomorphism problem between the graph jobs’
topology and the aggregated network graph, which is categorized as NP-complete [46]. Hence, we
only assume the knowledge of ./ ;-s in the small- and medium-scale GDCNs. In the large-scale
GDCNs, we propose a low-complexity decentralized approach to extract isomorphic sub-graphs
to a graph job and implement it in our proposed cloud crawlers. ii) £ 1 is a nonlinear integer pro-
gramming problem, which is known to be NP-hard. In small- and medium-scale GDCNs, we tackle
this problem considering a convex relaxed version of it. However, for large-scale GDCNs, we find a
“potentially good" subset of feasible mappings as the cloud crawlers traverse the network. Afterward,
the strategy selection is carried out using the computing power of the PAs in a decentralized fashion.

Remark 1. Considering the possibility of link outages and security preferences, the users may prefer
utilizing fewer DCs during the job execution. Since these situations are more likely to happen in
large-scale GDCNs, we incorporate this tendency to the utility function of the users, i.e., Eq. (2.33)
and Eq. (2.40), described in Section 2.4.

2.2 Graph Job Allocation in Small-Scale GDCNs: Centralized Approach

Solving &2 1 requires solving an integer programming problem in r, Z;le ; dimensions. For a small
GDCN with three types of graph jobs (J = 3), 5 DCs (n; = 5), and 100 graph jobs of each type in
the system, the dimension of the solution becomes 1500 rendering the computations impractical.
To alleviate this issue, we solve #1 in a sequential manner for available graph jobs in the system.
In our approach, at each stage, the best allocation is obtained for one graph job while neglecting
the presence of the rest. Afterward, the graph job is allocated to the GDCN and the loads of the
utilized DCs are updated. As a result, at each stage, the dimension of the solution is n; (5 in the

10



Table 2.1 Major notations.

Symbol Definition

Gp The GDCN graph

9 Set of DCs in the GDCN

d The DC with index i

ng Number of DCs in the GDCN

S Set of slots of DC d!

G Aggregated graph of the GDCN

Vs Set of slots of the entire GDCN

&p Set of edges between adjacent DCs of a GDCN
& Set of edges between adjacent slots of DCs in a GDCN
B2 Set of graph jobs in the system

J Number of different types of jobs in the system

Gjob; Associated graph to the graph job with type j

N; Number of jobs with type j in the system

v Set of nodes of the graph job with type j

& Set of edges of the graph job with type j

L Load of DC d*

N' Number of cloud servers in DC d’
M Set of all the mapping vectors for G job;

4 Set of PAs in the system

S Set of cloud crawler’s suggested strategies for G job;
Pjm) Probability of selection of strategy m € ./.¢/ ;

above example). Fora G job; € ¢, let the available graph jobs be indexed from 1 to N; according to
their execution order, where preferred customers can be prioritized in practice. For a graph job with

type j with index k, we reformulate 21 as (22 2):

i

ng L l'(k) a
B ) A i, .
M“;.,(k)—argmlnzgln’N’ o' 7 Pl
Mjx =1
ngq
iado i
+D 8V m (2.6)
i=1
S.t.
m]l:;(k)slyil_Li» vie{lyzr"'!nd}) (27)
ij(k)e'%., (28)

where L’ denotes the updated load of DC d’ after the previous graph job allocation. The last
constraint in &2 forces the solution to be discrete making the derivation of a tractable solution
impossible. In the following, we relax this constraint and provide a tractable method to derive the
solution in the set of feasible points. For the moment, we consider M , € (RM)™, VY j, k. We define

23 as the following optimization problem with the same objective function as 2?2, in which the

11



constraint given by Eq. (2.8) is relaxed and represented as two constraints (% 3):

ng Li+mi «
_ A (k
M’}_(k)=argm1nZ§lT)lNl UZ(—-I()}Fledle

M =1 7]
ng
+ 2 mi (29)
i=1
s.t. (2.7),
nq
2 M =17, (2.10)
i=1
m;y=0, Vie{l,2,---,ng4}, (2.11)

where Eq. (2.10) ensures the assignment of all the nodes of the graph job to the GDCN, and Eq. (2.11)
guarantees the practicality of the solution. It is easy to verify that 23 is a convex optimization
problem. We use the Lagrangian dual decomposition method [48] to solve this problem. Let A =
[AL,A2,--- AMa], v, and A=[Al,A?,---,A"] denote the Lagrangian multipliers associated with the
first, the second, and the third constraint, respectively. The Lagrangian function associated with
23 is then given by:

Nng
LM, A1, A) Z—ZAim’
ltd Li+m! o
i 0TI Jik
ZlglnlNl o.l( |5ﬂl| )+ lldle +Z€l
l:
ng . ) ) ) ng )

+Z;v(m}y(k)—|yz|+Ll)+y(zm]’.,(k)—|”t/j|). 2.12)

i=1

i=1

The corresponding dual function of 223 is given by:

DA, v,A)=min L(M; (), A, 7, A). (2.13)

M; k)

Finally, the dual problem can be written as (% 4):

max D\, 1,A). (2.19)

AAg(R)d , yeR
23 is a convex optimization problem with differentiable affine constraints; hence, it satisfies the
constraint qualifications implying a zero duality gap. As a result, the solution of 23 coincides with
the solution of 4. It can be verified that the minimum of the Lagrangian function occurs at the

following point:

. . ci i al—1 .
mm:(H;—") —L', Vie{l, -, ng}. (2.15)

(7ipet

12



Byreplacing this in the Lagrangian function, the dual functionis given by: D(A, y,A) = (M* ) AT, A),

* ng *]T

* — 1 * 2 . . . .
where M = [m i Mg Mg 1 The optimal Lagrangian multipliers can be obtamed by

solving the dual problem given by:

DA 7, Al s y2,44 = 0. (2.16)

Given the solution of Eq. (2.16), the optimal allocation in (R*)" is given by M’]‘.‘( k)I(A*,},*,A*). The

solutions of Eq (2.16) can be derived via the iterative gradient ascent algorithm [48].

Let M = [m )*, e m]'.l;’k)*]T denote the derived solution in the continuous space, we obtain

the solutlon of ?}’2 by solving the following weighted mean-square problem:?

ng 2
M* ., = argmin w-(m‘: —m! *) , 2.17)
Ji(k) M],(k)e/ﬂj; ! Ji(k) Ji(k)

where w -s are the design parameters, which can be tuned to impose a certain tendency toward
utilizing specific DCs.

So far, to derive the above solution, it is necessary to have a powerful centralized processor with
global knowledge about the state of all the DCs. This is due to the inherent updating mechanism of
the gradient ascent method [48], in which iterative update of each Lagrangian multiplier requires
global knowledge of the current values of the other Lagrangian multipliers and the DCs’ loads.
Obtaining this knowledge may not be feasible for a given GDCN with more than a few DCs. Moreover,
multiple powerful backup processors may be needed to avoid the interruption of the allocation
process in situations such as overheating of the centralized processor. In the following section, we
design a distributed algorithm using the processing power of the DCs in parallel to resolve the above

concerns.

2.3 Graph Job Allocation in Medium-Scale GDCNs: Decentralized Ap-
proach with DCs in Charge of Job Allocation

The described dual problem in Eq. (2.14), given the result of Eq. (2.15), can be written as follows:

ZD ALy, AD), (2.18)

/lle]RJr,ye]R AleR+

2Instead of solving the mean-square problem, the k-d tree data structure [49] can be used to find the closest feasible
allocation in average complexity of O(log(|.#)), where |.#| is the number of feasible allocations.
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where

irqi i i ingi i Li+m1i',(k)* ’ i
D'(ALy,A)=E&'n'N'| o B Piare

Pio 0k i 0 * i i
+EWm gy +A (mj'(k) -7 |+L)
tr(m! =1l na AT m )", Vil ng). 2.19)

In Eq. (2.18), each term can be associated with a DC. For d!, there are two private (local) variables
A, A and a public (global) variable y, which is identical for all the DCs. Due to the existence of this
public variable, the objective function cannot be directly written as a sum of separable functions. In
the following, we propose a distributed algorithm deploying local exchange of information among
adjacent DCs to obtain a unified value for the public variable across the network.

2.3.1 Consensus-based Graph Job Allocation

We propose the consensus-based distributed graph job allocation (CDGA) algorithm consisting of
two steps to find the solution of Eq. (2.18): i) updating the local variables at each DC, ii) updating
the global variable via forming a consensus among DCs. We consider each term of Eq. (2.18) as a
(hypothetically) separate term and rewrite the problem as a summation of separable functions, with
y replaced by v/ in D(.,.,.):

ng
max DALyt AD. 2.20
AieR+,}’i€R,AieR+; Aoy ) ( )

At each iteration of the CDGA algorithm, each DC first derives the value of the following variables

locally using the gradient ascent method:

Ak +1)= 2" (k) + ca(Vas D' (k), 7' (k), A (K)),
1k +1)=7'(k)+ ¢,(V, D' (A" (k), v (k), A" (K))), (2.21)
Ak +1) = A'(k)+ ey (Var D (A1 (k) 7' (K), A(K))),

where c -s are the corresponding step-sizes and 7’ is a local variable. Afterward, the local copies of

the global variable (y!-s) are derived by employing the consensus-based gradient ascent method [50]:

ng

re+1)=>(W*) (k) (2.22)

1
=Y

where W =1—€L(Gp), with L(Gp) the Laplacian matrix of G and € €(0, 1), and ® € N denotes the
number of performed consensus iterations among the adjacent DCs. In this method, the adjacent
DCs perform ® consensus iteration with local exchange of y’-s before updating y. The pseudo-code
of the CDGA algorithm is given in Algorithm 11. Since the solution is found in the continuous space,
similar to Section 2.2, the last stage of the algorithm is obtaining the solution in the feasible set of
allocations. This step requires a centralized processor with the knowledge of the feasible solutions.

14



Algorithm 1: CDGA: Consensus-based distributed graph job allocation

input :Convergence criteria 0 < v << 1, maximum number of iterations K.
1 Ateach DC d' € 9, choose an arbitrary initial value for A/(1),7/(1), A/(1).
2 fork=1toK do
3 At each DC d' € 9, derive the values of 27,7/, A’ for the next iteration (k+1) using Eq. (2.21).

4 At each DC d' € 9, update the value of y’ using Eq. (2.22).

5 if|[yi(k+1)—7yi(k)| < v and|A(k+1)—Ai(k)| < v and |[Ai(k +1)— Ai(k)| < v and
lyi(k+1)—y/(k)| < v, 1<i+#j<n,then

6 L Go to line 7.

7 Derive the convex relaxed solution described in Eq. (2.15).
8 Derive the allocation using Eq. (2.17).

Nevertheless, as compared to the centralized approach (Section 2.2), the centralized processor is no

longer in charge of deriving the optimal allocations for each graph job.

2.4 Graph]JobAllocation in Large-Scale GDCNs: Decentralized Approach

using Cloud Crawling and PAs’ Computing Resources

Large-scale GDCNs consist of an enormous number of PAs and DCs. This fact imposes three chal-
lenges for graph job allocation: i) The CDGA algorithm developed above becomes infeasible. In
particular, excessive computational burden will be incurred on the DCs due to the large number of
arriving jobs. Also, CDGA in large-scale GDCNs will incur a long delay (e.g., a GDCN with 100 DCs
involves 300 Lagrangian multipliers and requires hundreds of iterations for convergence), which
may render the final solution less effective for the current state of the network. Moreover, continuous
communication between the DCs imposes a considerable congestion over the communication links.
ii) So far, the inherent assumption in our study is a known set of feasible allocations for the graph
jobs. This requires solving the NP-complete problem of sub-graph isomorphism between the graph
jobs and the large-scale aggregated network graph, which may take a long time. iii) Even for a given
graph job, the size of the feasible allocation set becomes prohibitively large in a large-scale network.
For instance, in a fully-connected network of 100 DCs, each with 10 slots, the number of feasible
allocations for a simple triangle graph job is (10300) ~ 166 x 10%. These concerns motivate us to de-
velop cloud crawlers, based on which we address the mentioned challenges through a decentralized
framework. Here, we use the term “crawler" to describe the movement between adjacent DCs. This
may bear a resemblance to the term web crawler. Nevertheless, the cloud crawlers introduced here
are fundamentally different from conventional web crawlers (e.g., [51-53]). Our cloud crawlers aim
to extract suitable sub-graphs from GDCNs for specified graph job structures when traversing the
network, while web crawlers are mainly developed to extract information from Internet URLs by

looking for keywords and related documents.
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2.4.1 Strategy Suggestion Using Cloud Crawling

We introduce a cloud crawler (CCR) which carries a collection of structured information traveling
between adjacent DCs. It probes the connectivity among the DCs and status of them (power usage,
load distribution, etc.), based on which it provides a set of suggested allocations for the graph
jobs. For a faster network coverage, multiple CCRs for each type of graph job can be assumed.
Information gleaned by the CCRs can be shared with the PAs who act as mediators between the
GDCN and customers using two mechanisms: i) the CCR shares them with a central database, which
PAs have access to, on a regular basis; ii) the CCR shares them with DCs as it passes through them
and the DCs update the connected PAs accordingly. The goal of a CCR is to find “potentially good"
feasible allocations to fulfill a graph job’s requirements considering the network status. We consider
a potentially good feasible allocation as a sub-graph in the aggregated network graph which is
isomorphic to the considered graph job leading to a low cost of execution. In the following, we first
prove a theorem, based on which we provide a corollary aiming to describe a fast decentralized

approach to solve the sub-graph isomorphism problem in large-scale GDCNs.

Definition 3. Two graphs G and G’ with vertex sets V and V' are called isomorphic if there exists an
isomorphism (bijection mapping) g : V — V' such that any two nodes, a, b € ¥, are adjacent in G if

and only ifg(a), g(b) e V' are adjacent in G’.
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Algorithm 2: Cloud crawling

1

2
3

4
5
6
7
8
9
10
11
12
13
14
15
16
17
18
19
20

21
22

23

24
25
26
27
28
29
30

31
32

input :Initial server d’ € 2, G job i, the center node v, and its maximum shortest distance D to the nodes of the graph,
size of the suggested strategies |7 .</ ;|.
Initialize a BST (BST), I A as alist of list of lists, VISITED = {}, and vector Feas_A with length D +1,
VISITED=VISITEDUd!, Feas_A[l]=1
for r=1toD do
L Feas_Alr+1]=Feas_A[r]+ INU’E |

Observer the current pdf of the load of the server f;;

Initialize IA_temp as alist of list of lists.

forr=1tolen(IA)do

Last_Alloc =1A[r,len(IA[r])]

AN =[¥j|—Last_Alloc[4] % #assigned nodes of the job

j=find(Feas_A==AN)+1 %Next neighborhood that needs to be assigned

SA=0

while j <D +1do

SA=SA+ |N,,jE |%#used slots from the current DC

ifSA<|¥| then

p=E{#' (L' +5A)}

LL_temp =IA[r] %Initialize a temporary list

LL_temp.append([d’,SA,p,Last_Alloc[4]—SA])

if j=D +1 then
Tot_p=Find_Tot_Cost(LL_temp)%Algorithm 3
Alloc=Create_Alloc(LL_temp)%Algorithm 4
BST=BST_Add(BST,Tot_p,Alloc, Iydj [)%Algorithm 5

—_——

key value

else
LIA_temp.append(LL_temp)
j=j+1
IA=IA_temp

forr in Feas_Ado
if r <|| then
p=E{# (L' +r)}
RS =[¥}j|—r %Number of unassigned nodes of the job
if RS =0 then
| BST_Add(BST,p,[d’, ]| . ;|) %Algorithm 5

else
L IA.append([d’,r,p,RS])

if All the adjacent DC are in the set VISIT ED then
L Initialize a new I A and randomly choose one adjacent DC d*, VISITED = {}

else
L Randomly choose one adjacent DC d*

VISITED =VISITED U{d*}, set i =k, crawl to d’ and go to line 4
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Algorithm 3: Find_Tot_Cost
input :Alist LL
output:The total cost C.
C=0
j=0
while LL[j]!=null do
LC = C+ LL[j][3] % Sum the incurred costs on all the DCs involved
j=j+1

I

6 return C

Algorithm 4: Create_Alloc
input :Alist LL

output:Allocation strategy S

1 Initialize S as a list of lists

2 j=0

while LL[j/!=null do

4 LS =S.append([LL[j][1], LL[j][2]]) %The DC’s index and its number of used slots
j=j+1

w

6 return S

Algorithm 5: BST_Add

input :Abinary search tree BST, a key and a value, the desired size of the suggested strategy set | ./ ;|
output:A binary search tree BST

1 if BSTlength < | .</ ;| then

2 L BST=BST.Insert(key,value)

3 elseif key < BST.get_max().key then
4 BST=BST.Delete(BST.get_max())
BST=BST.Insert(key,value)

6 return BST

Theorem 1. Consider graphs G and H with vertex sets Vg and ¥y, respectively, where | V5| < |Vy|.
Assume that H can be partitioned into multiple complete sub-graphs hy, ..., hy, N > 1, with vertex
Sets Viysy oo Viy» Where Uﬁ.\i o Vn; = Vu, and all the nodes in each pair of sub-graphs with consecutive
indices are connected to each other. Consider node v € ¥ and let D < N denote the length of the
longest shortest path between v and nodes in V. Define J/Uk 2{DeV;:SP(0,v)=k}, ,/VUO ={v},
where SP(.,.) denotes the length of the shortest path between the two input nodes. Let {i; }]D:o be a
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sequence of integer numbers that satisfy the following conditions:

0<igy,iy,1p,-,ip<D+1, (2.23)
D
zil =D+1, (2.24)
1=0
ij=0:>ij+1=0, VjG{O,"',D—l}. (2.25)
For such a sequence {i;}2_,, there is at least an isomorphic sub-graph to G, called G’, in H with the
q j¥j=0 p grap

corresponding isomorphism mapping g, for which at least one of the nodes of G’, v’ = g(v), belongs
to hy, if the following set of conditions is satisfied:

L
Vol = D000 [ A1
i j+ig—1
Vi | = 2000 Lyl
1 |“Vh2|22;111{i221}|=/%l+l°+”_1|, (2.26)

i i+ i1
[Vip| = D020 Loyl Mo =20 L

Proof. The key to prove this theorem is considering the following mapping between the nodes of G
and the sub-graphsin H:

[v— hy, N} = hy, N2> Dy, AP = hpl. (2.27)

Under this mapping, the mapped nodes form an isomorphic graph to G since the connection
between all the adjacent nodes in G is met in H. That is because they are either placed at the
same (fully-connected) h;, 0 < i < N or in (fully-connected) adjacent h;-s, 0 < i < N. With a
similar justification, it can be proved that concatenation of the mapped nodes to the adjacent A;-s,
0<i<N,inEq. (2.27) preserves the isomorphic property. For instance, all the following mappings
form isomorphic graphs to G in H:

[v— Ry, N} = By, oo, NP2 = By,

v

N LTTUNP = hp oy, (3= hp), (2.28)
[v— hy, a/V,,l — hy, - :JV,,D_B — hp_3,

NP2UNPTUNP—hp o, {3 hpoy, {1 hp), (2.29)
[vU,/Vvl — hy, =/Vl,2 — hy, - r=/Vl,D_1 — hp_,

N = hp_1, {} = hp), (2.30)
[v— hg, ANUNZUN? = hy,

%4—’}12,"'»%1) — hp_2{} — hp_1,{} = hpl. (2.31)
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It can be seen that conditions stated in Eq. (2.23)-(2.25) denote the feasible concatenation strategies,
where each i; denotes the number of neighborhoods mapped to kj, 0 < j < D. Also, Eq. (2.26)
ensures the feasibility of the corresponding mappings. O

Corollary 1. For G jobj, assume a CCR located at DC d I allocating at least one node of G job i
V. €V}, tooneslotatd Jo, where the length of longest shortest path between v, and nodes in VisD.
Assume that the CCR’s near future path can be represented as d’o — d /' --- — d o, where j; # ji, Vi # k.
Considering d’i as h; in Theorem 1, for each realization of the sequence {i it =0 satisfying Eq. (2.23) -
(2.26), the following described allocation M; = [mjl., mjz, ,m]'.”] is feasible and is isomorphic to
Gjob;.

L .
X 145 k= jo,
i i+ig—1 )
Dim Lyl k=j,
Iy itig+i—1 .
Z': 1y >1 |</VC | k= Jo»
mk = . i=1 Hixz1} My, 05

~

' i+ i1 )
Z;D=l l{ipzl}l%c im0 i | k=]D’
0 Otherwise.

Using our method described in the above corollary, it can be verified that the complexity of
obtaining an isomorphic sub-graph to a graph job for a CCR becomes O(D), where D is the diameter
of the graph job. Henceforth, we recall v, defined in Corollary 5 as the center node, which can be
chosen arbitrarily from the graph job’s nodes. The pseudo-code of our algorithm implemented in a
CCR is given in Algorithm 2. We use the binary search tree (BST) data structure [54] to structurize
the carrying suggested strategies. To handle the large number of feasible allocations, we limit the
capability of a CCR in carrying potentially good strategies (size of the BST) to a finite number |7 .</ |
for G job; € ¢.Some important parts of Algorithm 2 are further illustrated in the following.

A) Initialization: A CCR is initialized at a DC for a certain graph job, G job; € ¢, and a specified
number of suggested strategies (|.7.</ ;|) to be carried.? Each CCR carries a BST, a list [55] of incom-
plete allocations (I A) and a set of visited neighbors (Visited) (can be implemented as a list). In
Fig. 2.3-a, topology of a graph job is shown along with three DCs where each square denotes a slot
in a DC. The CCR is initialized at d! traversing the path d! — d? — d3.

B) Determining the Graph Job Topology Constraints (lines: 2-3): For a given center node of a
graph job, i.e., v, in Corollary 5, the algorithm calculates the feasible number of nodes allocated
to DCs according to Corollary 5. In Fig. 2.3-a, the center node is denoted by v, and different set of
neighbors located in various shortest paths to v, are demonstrated.

C) Allocation Initialization and Completion (lines: 6-32): According to Corollary 5, the crawler
attempts to complete the incomplete allocations in I A by accommodating the remaining nodes

of the graph job to the current DC (lines: 6-24). During this process, if the remaining number

3Note that using a simple extension of this algorithm, a CCR can handle the extraction of suggested strategies for
multiple graph jobs at the same time.
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Figure 2.3 a: The graph job topology and the neighboring nodes to the center node (left); three DCs along
with the carried incomplete and complete allocations of the CCR upon arriving at each DC (right). b: Some
examples of completed allocations.

of unassigned nodes of the graph job becomes zero, the corresponding allocation is added to
the BST considering its incurred cost. The rest of the allocations are added to the I A. Also, the
allocations are initialized upon arriving at each DC using Corollary 5 (lines: 25-32). In Fig. 2.3-a, the
initialized allocations are depicted underneath d'. Also, the updated set of incomplete allocations
and completed allocations during the movement of the CCR are depicted underneath d? and d°.
Also, some of the completed allocations are depicted in Fig. 2.3-b for a better understanding.

D) Traversing the GDCN (lines: 33-37): The CCR examines the adjacent DCs of its current
location. If there are multiple non-visited neighbor DCs, the CCR chooses its next destination
randomly among them. However, if all the neighbor DCs are visited, the CCR clears the visited
set, and chooses its next destination at random. This process is designed to avoid re-visiting the

previously visited DCs or trapping at a DC in which all of its neighbor DCs are visited.

Remark 2. After the size of the BST reaches the predefined length (' .</ ;|), a new completed strategy
is added to the BST if it possesses a lower incurred cost as compared to the strategy with the maximum

incurred cost in the BST, and the latter is deleted subsequently.

Remark 3. It is assumed that each DC has a probabilistic prediction for its near future load distri-
bution. Hence, the crawler obtains the expected cost of allocation in line 14, e.g., E{®t'(L' + m)} =
Zu - "n(j+m)f;.(L! = j) when m slots of DC d' are taken, where f;; is the probability mass
function of the predicted load of d* and 7i(j + m) is the incurred cost stated in Eq. (2.2) with L' + m ]’
replaced with j + m.

Remark 4. Inthe BST considered (see Algorithm 2), each node has two attributes: “key” and“value”,
where ke y is a real number and val ue is a list. The functionsgetmax(), Delete(), and Insert()
are assumed to be known, for which sample implementation can be found in [54]. Also in Algorithm 2,
the function l e n() returns the length of the input argument. If the input is a list, it returns the number
of elements; if the input is a list of lists, it returns the number of lists inside the outer-list, etc. Moreover,
in Algorithm 5, the “length” attribute indicates the number of nodes of the BST.
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Remark 5. The BST is used for its unique characteristics. If the BST is balanced, (e.g., implemented as
an AVL tree) this data structure enables deletion of the strategy with the maximum cost and insertion
of a new strategy, which are both necessary in the CCR, in time complexity of O(log|.~.</ ;|). Moreover,
a simple inorder traversal, which can be done in O(|7 .</ ;|), gives the suggested strategies in ascending
order with respect to their incurred cost.

Remark 6. We designed CCRs mainly for allocation of graph jobs in large-scale GDCNs. However, they
could also be implemented in small- and medium-scale GDCNS. In those cases, if the CCR continuously
explores the network and the power consumption of DCs changes smoothly over time, the allocation
cost of the best strategy in the BST of the CCR would be similar to those of the solutions obtained
in Section 2.2 and 2.3. Note that, the analytical solutions proposed for small- and medium-scale
GDCNs s are guaranteed to find the optimal solution of 2 3, which, due to the limitations discussed at
the beginning of this section, are not applicable in large-scale GDCNs. However, cloud crawling can
be viewed as an empirical approach, which not only provides a distributed solution, but also offers
additional benefit such as extraction of isomorphic sub-graphs to a given graph job.

Fig. 2.1 depicts a sample CCR traversing over the network, where its corresponding information
is shown in the bottom left of the figure. In this figure, a crawler is considered attempting to assign a
graph job with 7 nodes to the network. It is assumed that given the center node v., we have: JVV‘Z =1,
Np =2, 42 =2, 47 =1,and A,! =1.In the depicted BST, each suggested strategy is a list of lists,
each of which consists of two elements: index of a DC and the number of slots utilized from that DC.

So far, PAs are provided with a pool of potentially good allocations using CCRs. In the following,
we address suitable strategy selection approaches for PAs with respect to the pricing policy of the
DCPs.

2.4.2 Strategy Selection Under Fixed Pricing

Due to the simplicity of implementation, fixed pricing is still a common approach to offer cloud
services to customers. In this case, DCPs determine a constant price for utilizing each slot of their
DC, which is chosen with respect to the expected load of the DC to guarantee a certain amount of
profit. In this subsection and Subsection 2.4.3, it is assumed that PAs assign their graph jobs to the
system in a sequential manner, where at each iferation each PA assigns (at most) one graph job of

each type (if it is requested by a customer) to the system.

2.4.2.1 Problem Formulation

We formulate the problem from the perspective of one PA since the utilization cost of DCs are
assumed to be constant. For the n'" arriving G jo b;, the PA chooses an allocation M ,,) = [mJl. )
e, m ;??n)] from the pool of the CCR’s suggested allocations ./ ;. In this case, we define the utility
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function of a PA as:

g
S k. k
Uj(n)le‘(n) _p] _X]ZPC m]'(n)
k=1

ng
_‘pfz:l{m]’imw}+Xj|“Vj|PCm“+¢j|“f/j|, (2.33)
k=1

where P C- denotes the slot cost of the indexed DC and P C™%* is a constant larger than the price
of all the slots the system. In this expression, different preferences of PAs are governed by positive
real constants ¢ ; and yj, p; € R* is the default reward of execution, the second term describes the
payment, the third term describes the privacy preference of the PA, and the last two terms are added
to ensure that the utility function is non-negative. In the third term, a large value of ¢ ; implies more
tendency toward utilizing fewer DCs to execute the graph job. The normalized utility function can
be derived as: U;(n)=U;(n)/[p; + x;1V;IPC™* + ¢ (171 —1)].

In this context, each PA aims to maximize his utility by selecting the best sequence of allocations
M]* Mathematically:

N;j
M}“ = ~argma)i]. Uj(n)Iij(n)
Mj=M;},L, "=t
S.t. M],(n)eyﬂ], Vne{l,,N]} (2.34)

Due to accessibility constraints, a newly joined PA may not have complete information about the
prices of all the slots. Also, DCPs may update the utilization costs periodically. Hence, initially there
is a lack of knowledge about the DCs’ prices on the PAs’ side making conventional optimization
techniques inapplicable. We tackle this problem by proposing an online learning algorithm partly
inspired by the concept of regret. This concept originates in the multi-armed bandit problem [41],
where the gambler aims to identify the best slot machine to play (best strategy) at each round of
his gambling while considering the history of the rewards of the machines. Our algorithm is an
advanced version of the original algorithm in [41] tailored for the graph job allocation in GDCNs.

2.4.2.2 Boosted Regret Minimization Assignment (BRMA) Algorithm

By choosing a strategy from the set of suggested strategies of a CCR and observing the utility, one
can get an estimate about the utility of the similar strategies targeting similar DCs. To address
this, in our algorithm, we use the concept of k-means clustering [56] to partition the strategies
into different groups with respect to their similarity. Let ¢ = {C,, C,--+, Cj4|} denote the set of
clusters obtained using the method of [56]. We group consecutive iterations of our algorithm as a
“time-frame", according to which 7 ={t f1, 1 f>,--, t fijn )} denotes the set of time-frames, where
N is the number of iterations and I' is the time-frame length. In this case, iterations 1 to I belong
to t fi, iterations I' + 1 to 2I' belong to ¢ f;, etc. Let .¢/,; denote the set of actions performed in
the k!" time-frame and Ay denote the action executed at iteration k. For strategy m € &/ .</ i let
Kk = Z]:lr:( k—1r+1 1{a,=m} denote the number of times the strategy is chosen during ¢ f;.. The pseudo-

m
code of our proposed algorithm is given in Algorithm 6. The main differences between our proposed
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Algorithm 6: BRMA: Boosted regret minimization assignment

input :Length of time-frames I', & ./ ;, number of time frames T'N;.

1 Obtain clusters 6 ={C,, G,,--, G} from ' .¢/ ; according to [56].
2 Assign w; (tfi)=1,p;,(tf)=1/|F .|, VieS ;.
3 forn=1toTN;do
4 Choose a strategy m € .¢/ ; according to p;( fi,r) (A, = m) and observe the normalized utility U]—(n)|m.
5 if n =Tk, k €Z" then
6 Obtain the virtual reward for each m € .¢/,, as follows:
kT
> 0@ s
, _z=(k—1)r+1
Qj_(m)(tfk)_ Kk . (2.36)
m
7 Obtain the virtual reward for those strategies m ¢ .</, 5, which at least one strategy from their cluster is
chosen as follows: kT
Qm(tfi)= ﬁ[ Z Lia,ecy
4L z=(k—1)I+1
e(k\fﬁﬁ\f:ﬂ -1 . ) 2.37)
o U, |ifmed,.
similarity index
8 For strategy me ¥ ./ j, Q]’.,(m)( t i) =0 if neither itself nor any strategy from its cluster is chosen in this
time-frame.
9 Update the weights of the strategies for the next time-frame:
( KQ;-v(m](ffk))
1 11
W) i)t fierr) = Wit fdet 7, (2.38)
10 | Derive the distribution p(¢ f;4,) according to Eq. (2.35).

algorithm and the method in [41] are as follows: i) the concept of clustering is leveraged to group
the analogous strategies; ii) a new weight update mechanism is proposed based on the concept
of “similarity", with which the weights of the unutilized strategies are estimated employing the
utility of the chosen strategies; iii) the concept of time-frame is incorporated in our design (see
Remark 7). These approaches significantly improve the speed of convergence of the algorithm (see
Section 2.5). In our algorithm, during ¢ f,,, every time a PA needs to allocate G jobj, he chooses a
strategy (m € .</ ;) with probability:

wj,(m)(tfn) E

Pjm{Efn) = )Zaeyﬂj wia(tfa) 17 j]

(2.35)

where w; (1 f,) denotes the current weight of strategy m and 0 < E < 1. The second term is
introduced to avoid trapping in local maxima.

Description of the BRMA Algorithm: Initially, all the strategies have the same weight and the
same probability of selection. At each iteration, one strategy is chosen according to the probability
of selection. At the end of each time-frame, virtual rewards of the chosen strategies are derived
using Eq. (2.36). Also, the utility of those strategies in a cluster from which one member is chosen

is estimated using Eq. (2.37). To obtain the estimation, we propose the following similarity index:
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(ks<Az,m>)
e\ TAzImll J—1

elks)—1
the same exact DCs with the same number of slots, and it is zero when they have no used DCs in

, where kg >> 1 is a real constant. This index is maximized when two strategies utilize

common. The weights for the next time-frame are obtained using Eq. (2.38) (K is a positive real
constant) followed by obtaining the probability of selections.

Remark 7. In case of updating the weights of the strategies at each time instant, selecting multiple
strategies with low utilities in the initial iterations boosts the weights of those strategies leading to an
undesired low probability of selection for not chosen high utility strategies. To avoid this, we use the
concept of time-frame and update the weights at the end of time-frames.

Do T NS el Toee

Closed triad Square Bull graph Double-star graph Tadpole graph
(Type 1) (Type 2) (Type 3) (Type 4) (Type 5)

Figure 2.4 Topology of the graph jobs.
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Figure 2.5 Simulation results of the small-scale GDCN.

2.4.3 Strategy Selection Under Adaptive Pricing

In modern cloud networks, cloud users are charged in a real-time manner with respect to their
incurred load on DCs and the status of the DCs [57, 58]. In this chapter, we propose an adaptive
pricing framework suitable for graph job allocation in GDCNs. Let 2 = {p,,---, p»|} denote the set
of active PAs. For G jobj, based on Eq. (2.2), upon utilizing suggested strategy M; ,,) € ./ j, we

25



model the total payment of PA p;. € 2 to the DCPs as:

|2
T(M i(ai) {M ak/} llk/?gk) Zm (ak)ilvl—l—

LSt a (2.39)
. 5’ lN’( ( Zlk/ltl _)—Fl)ildle)
i
Zl EZRY; M (ar)
i=

k=1 (ay)

Consequently, we model the utility of PA p; € & as:
P (M ha) = L 52 <|ft|}(pf
JTUM, 1) %Zl{m;mk)w}wﬂf e (2.40)
i=1
+¢j|”yj|) (1 Hxndll{Lurz‘?‘ )s|y’i|})Epk’

whereHl 1 {L’+Z|;:)|1m <1

for delaying the executlon the constants are the same as Eq. (2.33), and Y"*** denotes the maximum

ensures the availability of enough free slots, EP¢ denotes the penalty

payment of a PA. In this case, the utility of each PA depends not only on its own choice of action
but also on the chosen actions by others. In this paradigm, we model the interactions between the
PAs as a non-cooperative game, more specifically a multi-player normal form game. Consequently,
we assume that each PA is rational in the sense that it aims to maximize its own utility function.
In summary, for G jobj, the game can be defined as: G; = (2, {9/ ;},{c?},c»), where c? is the
utility of PA p € 22. To solve this game, we use the concept of correlated equilibrium (CE), which
generalizes the idea of Nash equilibrium to enable correlated strategy choices among the players.
For the proposed game G, we define 7; as the probability distribution over the joint strategy
space H 5” =S 1?1, The set of correlated equilibria € & j is the convex polytope given by the
followmg expression:*

CEj= {”j : Z i (Mj (g M ()
M, (e ef}” 1!

[eP (M 4y, M) = €7 (M (a1 M j ()] £ O,
Pk € 2, WM (0 M, () € S} (2.41)

Inspired by the pioneer work [42], we propose a distributed algorithm, called regret matching-based
assignment (RMBA) algorithm, to solve the proposed game while reaching the CE. The PAs’ actions
are described in Algorithm 7. In RMBA algorithm, each PA saves the history of actions of the other

PAs, using which he obtains the past rewards of the actions given that the other PAs would have

*M; _p, denotes the strategy of all the PAs except p.
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taken the same actions (Eq. (2.42)). Afterward, each PA derives the regret of not executing different
strategies (Eq. (2.43), (2.44)). Finally, the probability of selection of the strategies are determined,
where strategies with higher rewards in the past receive higher probabilities (Eq. (2.45)).°

Algorithm 7: RMBA: Regret matching-based assignment
input :PA py, graph job’s type j, number of iterations N;, .¢/ ;.

1 Select strategies randomly for the first iteration (n =1).

2 forn=1toN; do

3 Denote history of allocations up to iteration n as {A;}?_,, where A, is a vector consisting of |%?| elements,
which the j*" one, A, corresponds to p;’s used allocation at iteration .
4 Calculate the substituting reward for every two different allocations (Vm,, m, € & ./ ):
cP(my, AF)  if AF=m,,
SR (n)= e A ) - TEA, = m, (2.42)
L2 cPe(A,,) o.w.
5 Calculate the substituting average rewards:
n
D SR (T)—cP(A;)
Pr _ T=1 my,my
Aml,mz(n)_ n . (2.43)
6 Calculate the average regret:
R,’;ﬁymz(n)=maX{A’fy’;‘hmz(n),0}. (2.44)
7 Form the selection probability distribution of the allocations, Ym € .¢/ ;, for the next iteration:
Pk _ 1 Pk : k
! l)=—*5—R f Ak,
Pim(m+1) Swes.a; Rj’,;,m,(m () itm# 4, (2.45)
P+ D=L=3 s oy s P (12 + 1) Otherwise.
8 | Choose astrategy for the next iteration APk | according to the derived distribution.

2.5 Simulation Results

2.5.1 Simulation of a Small-Scale GDCN

In this scenario, the network consists of 5 fully-connected DCs. The number of slots per DC is
assumed to follow one of the three scenarios described in Table 2.2. Each of the cloud servers inside
a DCis assumed to have 3 slots.

SPartitioning the time into “time-frames” does not have a significant impact on the convergence of the RMBA algorithm.
This is due to the fact that at each iteration of this algorithm, the regret for all the strategies are obtained considering the
previously taken action of all the PAs, which reduces the chance of trapping in low utility strategies at the initial iterations
(see Remark 7).
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Table 2.2 Number of slots of each DC for different scenarios.

DC_1 | DC2 | DC3 | DC_4 | DC_5
Scenario 1 9 12 15 18 21
Scenario 2 12 15 18 21 24
Scenario 3 15 18 21 24 27

For all DCs, the following parameters are chosen according to [47], P;4;, = 150W, P,,,, =250W,
n = 1.3, and a = 3 (these numbers were reported to model the IBM BladeCenter server). Type and
topology of the graph jobs are depicted in Fig. 2.4. It is assumed that at each iteration 10 graph jobs
are needed to be allocated. The arrival rates of graph jobs are setto 1, 1, 1, 3, and 4 per iteration
for type 1 to type 5.5 The initial load of each DC is assumed to be a random variable uniformly
distributed between 0 and 20% of its number of slots. For each DC, inspired by [16], v is chosen to
be 5% of the peak power consumption. The cost of electricity (7, Vi) is chosen to be the average
cost of electricity in the US 0.12$/k W h. In simulations, we use the term “incurred power" referring
to the difference between the power consumption of the GDCN after the graph jobs are assigned as
compared to that before the assignment. Since we are among the first to study the power-aware
allocation of graph jobs in GDCNs, there is no baseline for direct comparison. Hence, we propose
two greedy algorithms as the baselines:

Greedy 1: In this algorithm, for each DC, its future power consumption upon allocating all the
nodes of the arriving graph job to it is derived. Then, the DCs are sorted in ascending order according
to their future power consumption as: d'1,---,d"a. Finally, from the feasible set of assignments,
the assignment with the largest number of utilized slots from d’ is chosen. The ties are broken
considering the number of utilized slots from d? and so on.

Greedy 2: In this algorithm, at first the number of free slots of each DC is derived and the DCs
are sorted in descending order with respect to their number of free slots as: d ... d ing , From the
feasible set of assignments, the assignment with the largest number of utilized slots from d’ is
chosen. Upon having a tie, the process continues by comparing the number of slots utilized form
d™ and so on.

Simulation results of the sequential graph job allocation described in Section 2.2 are presented
in Fig. 2.5. For the third scenario’ described in Table 2.2, Fig. 2.5(a) reveals a negligible gap between
solving the integer programming described in Eq. (2.6)-(2.8) using exhaustive search and using
the subsequent proposed sub-optimal method (Eq. (2.15)-(2.17)), and Fig. 2.5(b) depicts the corre-
sponding cumulative average incurred power of allocations. For all the three scenarios, Fig. 2.5(c)

depicts the cumulative profit obtained after 100 iterations upon using the proposed sub-optimal

5Tt is observed that large graph jobs containing more nodes and complicated communication constraints lead to a
larger performance gap between our proposed methods and the baseline algorithms as compared to small graph jobs.
Note that the actual performance gap is dependent on the topology of the graph job and may vary from one to another.

"The rest are omitted due to similarity.
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approach as compared to the greedy methods if graph jobs stay busy in the system for 24 hours at
each round of allocation. As can be seen from Fig. 2.5(c), on average, our method leads to saving of
$1100 on electricity cost.
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Figure 2.6 Evolution of the parameters using the CDGA algorithm. The parameters of only 6 DCs are
shown for more readability.
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Figure 2.7 Simulation results of the medium-scale GDCN.

2.5.2 Simulation of a Medium-Scale GDCN

In this scenario, the network comprises 15 fully-connected DCs. Similar to the previous case, we
consider 3 scenarios, each created via (fully) connecting the three replicas of a GDCN described in
Table 2.2. The number of slots per DC, power parameters of each DC, v, and the price of electricity
are assumed to be the same as the previous case. It is assumed that at each iteration, there are 30
graph jobs waiting to be assigned to the network (the arrival rate for each type is three times higher
than that of the first scenario). The step-sizes in Eq. (2.21) are set as follows: ¢, = 0.1, ¢, = 0.18,
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Figure 2.8 Simulation results of the large-scale GDCN upon having DCs with fixed prices.
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Figure 2.9 Simulation results of the large-scale GDCN upon having DCs with dynamic prices.

and c, =0.15. We choose ¢ =5, and for deriving the matrix W, the parameter € is chosen to be 0.1.
Also, we choose the initial value of A’, A’, y* at DC d' to be %, 0, and %, respectively.
For assignment of a graph job with type 1, Fig. 2.6 depicts the convergence of the local and global
variables of the DCs at 6 sampled DCs. Fig. 2.6(a) describes the convergence of the local variable A
at the DCs, Fig. 2.6(b) shows the convergence of the global variable y, and Fig. 2.6(c) depicts the
number of offered slots of each DC to the graph job. The parameter A takes the value of zero almost
always upon the convergence, and thus is not depicted. As can be seen from Fig. 2.6(c), the DCs
1, 6, and 11 would offer one slot to the graph job while the rest would offer zero slots. Also, from
Fig. 2.6(b), it can be seen that the initial non-identical choices of the global variable y at each DC
finally converges to a unified value among the DCs.

Fig. 2.7 depicts the results of comparing the CDGA algorithm to the greedy algorithms. Fig. 2.7(a)
depicts the incurred power of allocation for scenario 3 of network construction, and Fig. 2.7(b) shows
the cumulative average incurred cost of allocation. These two figures reveal the close-to-optimal
performance of the CDGA algorithm. Also, Fig. 2.7(c) demonstrates the obtained profit using the
CDGA algorithm as compared to the greedy algorithms after 100 iterations. As can be seen from this
figure, on average, our method results in saving of $10000 on electricity cost.
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2.5.3 Simulation of a Large-Scale GDCN
2.5.3.1 The Network and the CCR’s Setting

We consider a GDCN consisting of 200 DCs each of which possesses 3k slots, where k is a random
integer number between 4 and 11. It is assumed that each server in a DC contains 3 slots. The power
parameters of each DC, v, and the price of electricity are assumed to be the same as before. In [59],
a scale-free (SF) architecture called Scafida is proposed for DC networks. The main advantages of
this model are error tolerance, scalability, and flexibility of network architecture. Also, this graph
structure is used to model Internet connections [60]. Considering these facts, the network topology
of the GDCN is assumed to be an SF graph constructed using preferential attachment mechanism
with parameter m = 3 [60]. For each type of graph job, we run a CCR on the network, where the
initial place of the CCR is randomly chosen among the DCs and the size of carrying BST is set to
1000. In the following, the strategies of the PAs are always chosen from the suggested strategies of
the CCRs.

2.5.3.2 DCs with Fixed Prices

In this case, the load of each DC is assumed to be a uniform random variable between 20% and
100% of its number of slots. The price of utilizing each slot is fixed to be the total electricity cost of
the DC divided by its number of slots. For a PA, for each type of job, the utility is derived by fixing
all the values of p, y, and ¢ to 1. The strategy exploration parameter E is set to 0.01, length of
time-frame I is chosen to be 15, |¢| =15, k; =10 in Eq. (2.37), and K =10 in Eq. (2.38). To increase
the convergence rate, we force the algorithm to execute one strategy from each cluster during the
first time-frame. The resulting curves are obtained via averaging over 200 simulations. In this case,
our BRMA algorithm is compared with the random strategy selection method due to the lack of an
existing algorithm for the problem. Note that in this case, load parameters and prices of the DCs
are unknown prior to the graph job assignment; hence the above-defined greedy algorithms can
not be applied to this setting. Besides the utility, we also introduce P%°% as a performance metric,
which is the probability of selecting an allocation that has at most 10% lesser utility as compared to
the best suggested allocation. The results are depicted in Fig. 2.8. With one graph job assigned per

iteration, Fig. 2.8(a) depicts the convergence of P9%

using the BRMA algorithm for all types of jobs,
while Fig. 2.8(b) reveals the corresponding utility of assignment as compared to the random strategy
selection. As can be seen, the probability of choosing the high utility strategies increases while the
BRMA algorithm explores the suggested strategies. Also, it can be seen that the proposed BRMA
algorithm has a higher utility even at the first 15 iterations. This is because at the first time-frame
the BRMA algorithm exercises one strategy from each cluster, based on which strategies with good
utilities are explored with higher probabilities. The utility gain of at least 20% for each graph job
assignment upon using our BRMA algorithm can be seen from Fig. 2.8(b). Also, Fig. 2.8(c) depicts
the effect of changing the similarity coefficient k; (left sub-plot) and the effect of choosing various

number of clusters (right sub-plot). For k; =—10 all the strategies have a high similarity factor, and
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thus the algorithm does not perform well. As this parameter increases, the effect of similarity on
weight update decreases, and the algorithm aims to select the best strategy with the highest utility
rather than selecting a group of high utility strategies. Due to this fact, choosing k, =1 as compared
to ks =500 results in a higher initial utility since the algorithm has more tendency toward choosing
a portion of strategies with high utilities. However, choosing k; = 500 leads to a higher final utility.
Also, as can be seen, having more clusters (up to the size of the time-frame) leads to a finer grain
partitioning and a better performance.

2.5.3.3 DCs with Dynamic Prices

In this case, the PAs’ payments is associated with the load of their utilized DCs (Eq. (2.39)). The initial
loads of the DCs are chosen to be uniformly distributed between the 20% and 100% of their number
of slots. The presence of 5 PAs is assumed in the system. For each PA, for each type of job, the utility is
derived by fixing all the values of p, ¥, and ¢ to 1in Eq. (2.40). The results are presented in Fig. 2.9. In
Fig. 2.9(a), the average utility of the PAs for assigning one graph job over 100 Monte-Carlo simulations
is presented (left plot). As can be seen, at least 20% utility gain is obtained using our RMBA algorithm.
To demonstrate the real-time performance of the RMBA algorithm, in the right plot of Fig. 2.9(a), the
utility of all the PAs for each type of graph job in one round of Monte-Carlo simulation is depicted.
As can be seen, after exploring the environment and the other PAs’ actions, each PA identifies the
more rewarding strategies. Also, due to the inherent relationship between the utility of the PAs and
the power consumption of the DCs, this method leads to less power consumption of DCs. This fact
is revealed in Fig. 2.9(b), where the corresponding power consumption associated with the utilized
DCs opted by all the PAs is depicted for the RMBA algorithm and the random selection strategy.
Fig. 2.9(c) depicts the reduction in currency in circulation obtained through less money gathering
from the PAs and less payment for the electricity using the RMBA algorithm as compared to the
random strategy selection.

2.6 Related Works

There is a body of literature devoted to task and resource allocation in contemporary cloud networks,
e.g., [61-70], where the topology of the graph job is not explicitly considered into their model.
In [61], the task placement and resource allocation plan for embarrassingly parallel jobs, which are
composed of a set of independent tasks, is addressed to minimize the job completion time. To this
end, three algorithms named TaPRA, TaPRA-fast, and OnTaPRA are proposed, which significantly
reduce the job execution time as compared to the state-of-the-art algorithms. In [62], the multi-
resource allocation problem in cloud computing systems is addressed through a mechanism called
DRFH, where the resource pool is constructed from a large number of heterogeneous servers
containing various number of slots. It is shown that DRFH leads to much higher resource utilization
with considerably shorter job completion times. In [63], the authors develop an online job scheduling

algorithm to distribute incoming workloads across multiple DCs targeting energy cost minimization
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with fairness consideration subject to job delay requirements. They demonstrate that the solution
of their online algorithm, which is solely based on current job queue lengths, server availability
and electricity prices, is close to the offline optimal performance with future information. In [64],
distribution of the incoming workload among multiple DCs and adjustment of the service rates
of the cloud servers are addressed aiming to reduce the power consumption cost. In [65], the
problem of directing the client requests to an appropriate DC efficiently and sending back the
response packets to the client through one of the available links in the network is formulated as
a workload management optimization problem. To tackle the problem, the authors propose a
distributed algorithm inspired by the alternating direction method of multipliers. In [66], a resource
allocation scheme is proposed resulting in efficient utilization of the resources while increasing
the revenue of the mobile cloud service providers. One of the pioneer works addressing resource
allocation in GDCNs considering the power consumption state of the DCs is [67], where a distributed
algorithm, called DGLB, is proposed for real-time geographical load balancing. A good survey
of the current state of the art is given in [68]. Also, there is a body of literature utilizing swarm-
based algorithms to perform the job allocation in cloud networks, e.g., [69, 70]. None of the above
works has considered allocation of big-data jobs composed of multiple sub-tasks requiring certain
communication constraints among their sub-tasks.

Allocation of big-data jobs represented by graph structures is a complicated process entailing
more delicate analysis. Among limited literature, references [12-14] are most relevant, which focus
on minimizing the cost incurred by utilizing the links among the adjacent DCs while neglecting the
power consumption and the status of the utilized DCs. In [12], a heuristic algorithm is developed to
match the vertices of graph jobs to the idle slots of the cloud servers considering the cost of using
the communication infrastructure of the network to handle the data flows among the sub-tasks.
Using a similar system model in [13, 14], the authors developed randomized algorithms for the same
purpose. As compared to the heuristic approach of [12], the authors of [13, 14] also demonstrate the
optimality of their proposed algorithms through a theoretical approach. However, the algorithms
used in these references are developed for a fixed network cost configuration, i.e., the cost of job
execution using the same allocation strategy is fixed throughout the time. Also, as mentioned in [15],

the randomized algorithms proposed in [13, 14] suffer from long convergence time.

2.7 Conclusion

In this chapter, we study the problem of graph job allocation in geo-distributed cloud networks
(GDCNs). The slot-based quantization of the resources of the DCs is considered. Inspired by big-data
driven applications, it is considered that tasks are composed of multiple sub-tasks, which need
multiple slots of the DCs with a determined communication pattern. The cost-effective graph job
allocation in GDCNs is formulated as an integer programming problem. For small-scale GDCNs,
given the feasible assignments of the graph jobs, we propose an analytic sequential sub-optimal

solution to the problem. For medium-scale GDCNs, we introduce a distributed algorithm using
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the communication infrastructure of the network. Given the impracticality of those methods in
large-scale GDCNs, we propose a decentralized graph job allocation framework based on the idea
of strategy suggestion using our introduced cloud crawlers (CCRs). To opt efficient strategies from
the pool of suggested strategies, we propose two online learning algorithms for the PAs considering
fixed and adaptive pricing of DCs. Extensive simulations are conducted to reveal the effectiveness
of all the proposed algorithms in GDCNs with different scales.
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CHAPTER

3

PREVENTION AND MITIGATION OF
CATASTROPHIC FAILURES IN
DEMAND-SUPPLY INTERDEPENDENT
NETWORKS

In this chapter, we provide a generic system model for demand-supply networks capturing heteroge-
neous resource provisioning capabilities of the supply nodes and heterogeneous requested loads of
the demand nodes. In this paradigm, we reveal the effect of the resource sharing/configuration proto-
col on the reliability of the network and identify some dangerous stress mechanisms, which can lead
to catastrophic failures. As compared to the conventional cascading failures, we study an extended
cascading failure process triggered by resource/load fluctuations, taking into account the overload
of the supply nodes and resource deficiency of the demand nodes. We quantify the robustness of the
network with regard to its tolerability against fluctuations in both resource provisioning capabilities
and requested loads under two resource/load fluctuation scenarios: i) uniform fluctuations and ii)
proportional fluctuations. Afterward, we draw a connection between the prevention of cascading
failures and maximization of the introduced robustness metrics. We determine the optimal resource
configuration protocol to maximize the robustness for each of the two aforementioned scenar-
ios of resource/load fluctuations. We also address the cost-effective design achieving the highest
robustness considering heterogeneous geographical constraints/limitations on resource sharing
among the nodes reflected through heterogeneous resource sharing costs. Moreover, assuming a
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Figure 3.1 a: An example of a stable network. b: An example of a network with an overloaded supply node,
c: An example of a network with resource deficiency in a demand node.

budget constraint, we propose an algorithm to decrease the cost of resource provisioning while
maintaining a high robustness for the network. We introduce a new perspective to the concept of
network adaptability with respect to the underlying resource configuration protocol in demand-
supply networks. In this regard, we propose two adaptability mechanisms: intentional failure and
resource re-adjustment, based on which we develop a novel algorithm to confine/mitigate ongoing
cascading failures and provide high robustness for the surviving network so as to avoid triggering of

further failures.

The reminder of this chapter is organized as follows. The system model is provided in Section 3.1.
Designing robust demand-supply networks against resource/load perturbations is addressed in
Section 3.2. Network design under heterogeneous allocation costs between different demand and
supply nodes is addressed in Section 3.3. Confining a cascading failure with leveraging a new concept
of network adaptability is approached in Section 3.4. Section 3.5 presents the simulation results.
Related works are presented in 3.6. Finally, Section 3.7 concludes the paper.

3.1 Preliminaries

3.1.1 System model

We propose a model in which a demand-supply network comprises two layers: supply and demand
layer. In the supply layer, there is a set of supply nodes denoted by ¥ = {sy,--, s5}, | #| =S, where
each supply node s; € . is associated with some resource units R, € R*. In the demand layer, a
set of demand nodes 2 ={d,,---,dp}, |2|= D, is considered, where each demand node d; € ¥ is
associated with a requested load L; € R*. In our model, a supply node can distribute its resources
among multiple demand nodes, each of which is capable of receiving resources from multiple
supply nodes.! For demand node d; € 2, let P(s,4;) denote the amount of resources received from
supply node s; € .. We represent a demand-supply network as a weighted bipartite graph in which
each supply node s; €./ is connected to a demand node d; € 7 if p(y_4,) > 0.2

IThe geographical restrictions affecting the resource provisioning protocol are investigated in Section 3.3.
2We will define the weights of the edges with respect to different mechanisms of resource/load fluctuations in the
following section.
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Figure 3.2 a: An example of cascading failures initiated from internal failure of supply node s, (the num-
bers in the gray circles indicate time indices). b: Uniform resource/load fluctuations. c: Proportional re-
source/load fluctuations.

We study the network behavior under the following stability conditions:

e > Plondy < Re Vsee o, (3.1)
die9

li é Z p(skydi) 2 Li le € @, (32)
skey

where r; denotes the aggregate offered resources of supply node s;. € &, and [; indicates the aggregate
received resources of demand node d; € 2. In our model, violations in (3.1) are regarded as overload-
ing of the supply node(s), whereas violations in (3.2) are considered as resource deficiencies in the
demand node(s). Since the system will always suffer from instability if the total available resources
becomes less than the total requested loads, to avoid triviality, we assume Zi:l Ry > Zle Ly
throughout the paper. For a small network consisting of 6 nodes, three examples of resource shar-
ing/configuration among the nodes are depicted in Fig. 3.1. It can be verified that the stability
conditions hold only for the left instance (Fig. 3.1 (a)).

We conduct stress analysis on demand-supply networks by classifying the potential stress mech-
anisms into the following categories: i) internal failure of demand nodes; ii) internal failure of supply
nodes; iii) load fluctuations (increase/decrease) at the demand nodes; and iv) resource fluctua-
tions (increase/decrease) at the supply nodes. In the following, harmless stresses are discussed
first followed by the dangerous stresses. Considering the stability conditions ((3.1), (3.2)), the first
stress mechanism is harmless since it neither overloads the resource nodes ((3.1) remains intact)
nor affects the receiving loads of the other demand nodes ((3.2) keeps inviolate). Also, a reduction
in the load of a demand node is harmless since it has no effect on the stability of the network. A
similar reason makes increment in the resources of supply nodes harmless.

In contrast, internal failure of a supply node s; € & is potentially a dangerous stress causing
P(s.,d;) = 0,Vd; € 2, which may result in resource deficiencies in demand nodes (violation of (3.2)).
Another dangerous stress mechanism is a reduction in resource of a supply node, which (potentially)
promotes overloading of the supply node (violation of (3.1)) and, upon reduction in the amount of
offered resources to stabilize the node, resource deficiencies in those connected demand nodes
(violation of (3.2)). Similarly, an increase in the load of a demand node is dangerous since it may

(potentially) lead to resource deficiency in the node (violation of (3.2)), and subsequently overloading
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of those connected supply nodes (violation of (3.1)). These stress mechanisms promote a unique
cascading failure process, which spreads differently as compared to the conventional cascading
failures [17], discussed in the following subsection.

3.1.2 Cascading failures triggered by dangerous stress mechanisms

An example of initialization and evolution of a cascading failure caused by instability of the nodes is
depicted in the left diagram of Fig. 3.2 (Fig. 3.2 (a)), where the time indices written in gray circles
indicate the order of actions (¢y < t; < #, < t3). The cascading failure is initially (at #y) triggered with
internal failure of the supply node s, resulting in resource deficiency in the demand node d,. To
trace the evolution of the cascading failure, we check the stability conditions ((3.1), (3.2)) at each
time instance. To compensate for the resource deficiency, demand node d, drains 14 extra unit of
resources from its adjacent/connected supply nodes. Assume that d, drains 7 extra unit of resources
from both s, and s; (more elaborations on this subject is given in Section 3.2). At t;, since s, and
s3 can only provide 2 and 1 extra unit of resources while being stable, they both fail resulting in
resource deficiency in d; (violation of (3.2)). At ¢, d; drains 3 extra unit of resources from s; leading
to the failure of s; due to overloading (violation of (3.1)). At the same time, d, fails due to failure
of all of its connected supply nodes (violation of (3.2)). At the next time instant (3), d, fails due to
the same reason. In this example, the cascading failures led to failure of all the nodes; however, the
influence could be different for another resource configuration scheme.

We consider two resource/load fluctuation mechanisms triggering cascading failures: uniform
and proportional fluctuations, which are shown in diagram (b) and (c) of Fig. 3.2, respectively. In
the uniform fluctuation scenario (diagram (b)), a portion of supply (demand) nodes experience
the same amount of reduction (increment), denoted by 6 (6’) in the diagram, in their resources
(loads). In this scenario, the fluctuation in the load of a demand node is distributed evenly among
the connected supply nodes. This happens specially when there is an agreement among the supply
nodes to evenly compensate for resource deficiencies on the demand layer. Two example of this
scenario are i) equal compensation for infantry/capitals among divisions in the battlefield context
using multiple backup supply sources, and ii) compensation for the overload of the running cloud
servers by providing equal extra processing power from backup resources. It can be verified that
for a 6 slightly greater than 1 both s, and s3 become unstable and fail. Also, assuming §’ to be 2 for
d, puts s3 at the threshold of failure (see Section 3.2.1). In the proportional fluctuation scenario
(diagram (c)), the amount of fluctuations of the resources/loads is proportional to their initial values,
where nodes with larger resources (loads) experience larger reduction (increment), denoted by =
(2)) in the diagram. In this scenario, the fluctuation in the load of a demand node is distributed
among the connected supply nodes proportional to their initial offered resources. Two examples
of this scenario are i) banks-assets network, in which the fluctuation in values of the assets affects
the banks with respect to their amount of investment, and ii) power plants and cities, in which
the fluctuation in the load of the cities distributes among multiple power plants according to their

supplying powers. It can be seen that considering = slightly larger than 1/12 leads to failure of ss.
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Also, s3 fails when Z’ is slightly larger than 12/11 for both d, and d; (see Section 3.2.2). Note that,
considering the mentioned dangerous stress mechanism, internal failures of supply nodes can be
regarded as load fluctuations in the demand nodes, and thus omitted from our discussions.

3.2 Quantifying and Maximizing the Robustness Considering Load/Re-

source Fluctuations

3.2.1 Uniform resource/load fluctuations

For the uniform resource fluctuations, we pursue the worst-case design approach assuming Ry —
Ry —0,Vsp €S, 6 €RY (see Fig. 3.2 (b)). To study the stability of the supply nodes, we define the
free capacity Cy. of the supply node s, €.¥ as:

CkIRk—Tk. (3-3)

We measure the robustness of the network in terms of the maximum tolerability of the network
against resource fluctuations M T RF defined as:

MTRF =min{6: C,—6 <0, Is; € &}
SR+ N (3.4)
=min{Cy : sy € S},

where & £ {s; : 1. > 0} denotes the set of supply nodes involved in resource provisioning. In other
words, M T RF is equal to the minimum amount of resource fluctuation that results in the instability
of at least a supply node engaged in resource provisioning, which is equivalent to the minimum free
capacity among the supply nodes offering resources to the demand layer. It can be construed that,
upon uniform resource fluctuations, an increase in this parameter is directly linked to prevention of
cascading failures. In the described demand-supply bipartite graph, we consider the weight of an
edge connecting a pair of demand and supply nodes to be the amount of shared resources between
them.

Our goal is then to find the optimal weighted adjacency matrix P* = [p(s 4,)]5.e5,d,e2 cOITE-
sponding to a network with the maximum M T RF. One approach to achieve the largest M TRF
is to minimize the offered resources used at each supply node, which leads to the maximum free
capacity for each of them. On the other hand, simultaneously satisfying the loads of the demand
nodes and minimizing the offered resources used at each supply node is equivalent to stabilizing the
demand nodes by satisfying I, = Ly, Vd, € 7 (see (3.2)). Using these facts, the resource configura-
tion P*=[p(

sk,dg)] ke dge? achieving the highest robustness against uniform resource fluctuations
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can be obtained by solving the following optimization problem:

P*= argmax  {min{C;}} (3.5)
P=[p(s;. ap)lspe dgen SiI€Y
(1) s.t.
r;<R;, Vs; e, (3.6)
ly=Lg, Yd, €9, 3.7)
Pisidg) 20, Vd,€9,Vs; €S, (3.8)

where (A.20) implies the stability of the supply nodes, (A.21) ensures the functionality of the demand
nodes, and (A.22) guarantees a feasible allocation. In the following, we aim to solve this problem.
Note that the objective function of 21 is not a strict concave function. Hence, there can be multiple
resource configuration schemes that are the solutions to 2 1. As further discussed in Remark 9 and
Section 3.3 below, identifying a unique weighted adjacency matrix requires the knowledge of the

cost of resource sharing among the nodes. The following fact serves as the basis to solve 2 1.

Fact 1. If the sum of the offered resource to the demand layer is larger than or equal to the sum
of the loads of the demand nodes while all the supply nodes are stable, there is at least a resource
configuration scheme that leads to the stability of all the nodes.

With the above fact, we first focus on obtaining the optimal resource that supply nodes need to
offer to the demand layer. The derivation of the optimal weighted adjacency matrix, i.e., the optimal
resource configuration, is deferred to Section 3.3.

Lemma 1. Assume that the resources of the supply nodes can be sorted as R; > R;, > --- > R;,

ir €{1,---,S8}, Yk, and define the dummy variable R; , = 0. Let v* denote the smallest index in which
v D D . . D

ZV:I Riv — U*Riu*-H 2 Zgzl Lg Then, Zg:l pEkSkydg) >0 Vk (S {ll," -, ll)*}’ and Zgzl pEkSk,dg) =0 Vk [

{iv*+1"" ’ ZS}
Proof. Please refer to the supplementary materials. O

Remark 8. The above lemma determines the resource nodes involved in the resource provisioning:
I = {si,» Si,»+» 8i,. }. The main intuition behind the lemma is the fact that the M T RF is defined
as the minimum free capacity of the resource nodes involved in resource provisioning. Hence, to
maximize this metric those nodes with higher resources should be used. More explanation on this fact
along with the examination of the case in which resource nodes may have equal amout of resources
are given in the supplementary materials.

Theorem 2. For the sorted resources and v* described in Lemma 5, the optimal resource offered from
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supply nodes is given by:
D * Zyi Ril_ZD: Lg
Zg:l p(sk,dg) =Ry— %,
Vke{iy, iy} (3.9)
pEksk,dg) =0Vke {iv*+1’ ) is}, Vdg €g.

Proof. Assume that the set of resource nodes involved in the resource provisioning, according to
Lemma 5, are given by: & = {si,» Si,»+» 8i,. }. Upon solving 21, assume that the free capacities
of these nodes after resource provisioning are sorted as C; < Cj, <--- < C; .. Define the dummy
variables Gy = C;, — Cj,, Vk. Since Iy = Lg, Vd, € 2, we get Zk 1 Cj = =3 Ry—32 L. Onthe
other hand, Z,Z*:l Gy = Z k=1 Cj. — v*Cj,. Using these facts, the objective function of 21 can be

written as:

argmax {min{C;}}

P=[p (5. dg)lspes,ager Si€S

= argmax Cj,

P=[p(s dg)lspes dges

v v 3.10
= argmax (Z Cj, — ZG") 10
P=[p(s dg)lspes dgea \ =1 k=1

V* D V*
= argmax (ZRk Ly— ZG )/V*-
P=[p (5. dg)lse7 dgea 1 k=1 k=1

From the last expression, it can be verified that the optimal solution is attained when le* G =0.
Since Gy > 0, this is achieved when Gy = 0, Vk. This is equivalent to C;, = C},, Vk, implying the
same free capacity for those supply nodes involved in resource provisioning. Considering this
resultand (A.21), weget: D 5 C;=2 5 R; —ZgDzl Lg, which implies v*C; =’ . Ry — EgDzl Ly,
Vs; € <. Considering (3.3), we get: r; = R; — (Zskey R —Z?zl Lg) /v*, Vs; € #, and the theorem is
proved. O

So far, the resource fluctuations was the main concern of the design. Nevertheless, achieving
a high robustness against uniform load fluctuations is a straightforward extension. We define the
maximum tolerable load fluctuations M T LF as:

/
<0,
|4 (dg )l
Jdg € 7,35, € N (dy)}, 3.11)

MTLF :rr(lsi/n{é’: Cr—

where .4(d,) denotes the set of adjacent supply nodes of dg, A (dg )= {sp sk €SP (st.dg) > 0}.
In other words, M T LF is the minimum value of increment in the load of demand nodes, which
results in failure of (at least) one supply node under uniform spreading of the resource deficiencies.

Using (A.42), it can be construed that the free capacities of all the supply nodes with non-zero
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offering resources to the demand layer is the same C; = (Z]vil R;, _ZgD=1 Lg) /v*, Vs; € Z. In this
case, maximizing the value of |4 (dg)l, i.e., connecting each demand node to all the supply nodes,
leads to the maximization of M T LF. For this purpose, after solving # 1, the designer needs to
consider a small value € and allocate € unit of resources from each supply node involved in the
resource provisioning, i.e., Vs € 57\, to all the demand nodes: p(*sb dy) > €, Vdg €9, Vs € .

Remark 9. Note that (A.42) determines the total offered resources from each supply node without
specifying the exact values of resources shared among different pairs of nodes. This is due to focusing
on the free capacities of the nodes while assuming no difference in terms of resource sharing through
different links. Hence, among the optimal solutions, any resource distribution strategy satisfying
Z?:l p(*siy ) = Lg, Ydg € 9, can be deployed. Upon having heterogeneous costs associated with
different links, the precise values of shared resources among the nodes can be derived (see Section 3.3).
The same philosophy holds for the discussions in Section 3.2.2.

3.2.2 Proportional resource/load fluctuations

To capture the proportional distribution of load fluctuations among the supply nodes, we model
the offered resources of supply node s; € % to demand node d, € 7 as Ps;,dg) = WigLg, where
wig €10,1] denotes the weight of the edge between them determining the fraction of the load of dg
offered via s;. In this case, the condition 2?:1 w;g =1 ensures the functionality of demand node
dg € 9. We design the system for the worst-case scenario, where the load of each demand node
increases from Lg to = Lg, Vdg € 9, = > 1. In this case, to maintain the stability of the demand
node dg € 9, supply node s; € # should provide w;4(Z'—1)L, extra resources to the demand node.
Hence, the requested resource that each supply s; € & should provide changes as r; — Z'r;. Also, in
resource fluctuations scenario, the resources of each supply node decreases from R; to (1—E)R;,
Vs; €., where 0 < E < 1. For this scenario, we define the M T LF and the M TRF as follows:

MTLF:glai({E':E’ri <R;, Vs;€F}, 3.12)

=>

MTRF = max{Z:(1-E)R; 213, Vs; eI} (3.13)
<=<

In other words, in this case, M TLF and M T RF are the maximum amount of proportional load
increment and the maximum amount of proportional resource reduction, for which the stability of
all the supply nodes is guaranteed. In the following lemma and theorem, we identify the maximum
attainable value of these parameters and propose a simple resource configuration scheme, which

simultaneously achieves the maximum attainable values of both.

Lemma 2. Given a demand-supply network, for any resource configuration scheme, MT LF and

S D7
M TRF are bounded as follows: MTLF < %,MTRF <1- 2‘2:1 £
Zg:l Lg ZS:I RS

Proof. The result can be derived using the proof by contradiction on the definitions of M T LF and
M TRF considering the free capacities of the supply nodes. O
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Theorem 3. Any resource configuration W* =[w; g] i€, dg€P satisfying the following criteria results

in a network with the highest attainable values of both MTLF and MTRF:

g=1

D
Zw;‘ng Z i ZL Vs €. (3.14)
j=1

Proof. Considering (3.14), C; = R; Zg 1w Lg Ri—ZSR#RZD:ng,Vsiey.Byincreasing the

loads from Z g=1Lgto Zg L Z'L,, where Z’ > 1, the free capacity is given by C; = R;— =R ZD L

Z] 1 g=1 &’
S
Vs; € . The M TLF can be derived by solving C; =0, Vs; € &, which resultsin MTLF = Ezsz—lfs.
g=1"8§
Also, MTRF can be obtained considering the free capacity of the supply nodes after resource
A~ D . A~ . ZD= L
decrement, C; =(1—Z)R; — Z R Z 1 Lg, solving C; =0, Vs; €., resultsin M TRF =1— ﬁ.
O

3.3 Resource Configuration under Heterogeneous Geographical

Constraints

Consider a scenario in which allocation of resources among different pairs of demand and supply
nodes is associated with different costs. The cost can represent geographical constraints or, in
general, heterogeneous tendencies of supply nodes toward resource allocation among different
demand nodes. We model the allocation cost between s; € % and d, € 2 with corresponding

allocated resource p si.dg) AS:

Bi
C(p(s;,a.) = Qig (p(si,dg)) ‘, (3.15)

where @_€R* and 8 € (1,+00) are node specific parameters capturing the inherent heterogeneities.
Note that our approach can be applied to any convex and increasing cost function and the cost
modeling here is just for mathematical convenience.? In the following, we first obtain the precise
values of allocated resources among the nodes to achieve the highest robustness while minimizing
the allocation cost. Afterward, we provide an algorithm to reduce the allocation cost of a given

network via re-adjusting the resource configuration.

3.3.1 Achieving the highest robustness while minimizing the allocation cost

In (A.42) and (3.14) the total offered resources from each supply node is derived to achieve the
highest robustness without specifying the exact resource configuration between each pair of supply
and demand node. Considering the heterogeneous costs of resource allocation among the nodes,
to identify the cost-effective resource configuration with the highest robustness, we propose the

following optimization problem, which determines the precise value of allocated resources for all

3The results provided in this section are revisited for another general family of cost functions in Section 3 of the
supplementary materials.
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pairs of nodes P*=[p%, 4 ]s,e,d,e0’

P =  argmin ZZC(ﬁ(si,dg)) (3.16)

ﬁ:[ﬁ(sk,dg)]skefi’,dge‘/'} ;€S dj eD

(22) st

D
ﬁ(si,dg):Zp(*si'dg), Vs; e, (3.17)

ﬁ(si,dg)ng’ Vdg€@, (3.18)

ﬁ(si,dg)ZO, VSiGy,dgEQ, (3.19)

where the right hand side of the first constraint denotes the solutions obtained from the previous
section for either uniform or proportional load/resource fluctuations scenario ((A.42), (3.14)). To
obtain the solution, consider the Lagrangian multipliers associated with the first, the second, and

the third constraint as A=[A,A,,-+,As], Z=[{1,{5,---,{pl,and ® = [q),-g]seq J1.cq TeSpectively.
1= Mg
The corresponding Lagrangian function of & 2 is given by:
~ Bi
LPAZ®)=> > tiy(isay)
S;i€S dgED
+D A ( > ﬁ(si,dg)—X?)
Sie:y dgGD
(3.20)
+ > % ( >, ﬁ(si,dg)—Lg)
dgeD ;€S
- Z Z PigPs; dg)
Siey dgeD

where X[ = Z§=1 p(*si’ dy)’ From the stationarity condition of KKT conditions [71], we get:

~ ~ ﬁig_l
IL(P,AZ,®)/0ps,a,)=igPig (p(si,dg)))
+Ai+{g—Pig =0, (3.21)

which results in:

_ —Ai—Lg+Gig |
g)=(—g¢g) o (3.22)

p* s;,d
Ls ﬂigaig

As can be seen, p*(.,.) is a function of the Lagrangian multipliers, the values of which can be found
by applying the gradient descent method [71] on the following dual problem:

max D(A,Z,®), (3.23)
AERS,ZERD $e(R+)5*P
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Algorithm 8: An iterative algorithm for cost reduction while incurring the least loss in
robustness

input :The network configuration p 4, Vs € &, dg € 2, Reduction step size €, Objective Cost co
output:The load allocation configuration Plse.dy) Vsr€S,dg €9

1 Calculate the cost: CT = ii Qg (P(sk,dg))ﬁkg

2 Ag=

k=1 g=1

CI_cO

3 while A >0do

4

5

6

_da kg(P(\k dg) )
Calculate C];g = ohds Vs, € S,d, €9

(k*,g*)= argmax C] kg (break ties uniformly at random)

Among the set of solutions of (k, §)= argmin C find the supply node s;. as follows (break ties uniformly
Vspes,dge?

at random):

Uniform : k* = arg maxR; — Zp (s5p.dg)
kek

(3.25)
Proportional : k* = argmaka/Zp (55 )"
kek g=1
7 Tune the reduction size: k = min(e, g, i) Ci.)
8 Re-adjust the resource: py,.,, dge) = Plsie,dgr) —K
9 Re- ad]ust the resource: p( (5pa ) = Plsgadgr) TE
Br
10 :ZZakg (p(skvdg)) &
k=1 g=1
n | Ac=Cl-C9
where the dual function D(A, Z,®) is given by:
D=Lyt i P
—_ A — + . ﬂig_l
Dz#= 3 a0
5;€S dg€D 18718
1
A=+ Pig \ i
RS (# _x:
s dgeD Bigig
N
_Ai_gg'i'(pig Pig=1 L
2.4\ 2D\ L
dgeD Si€ES 1g7ig
=Lyt Prg \ T
g g
_Z Z ¢1g( . (3.24)
5;€S dgeD /j’galg

Since # 2 is a convex optimization problem with affine constraints, the optimal solution of the dual

problem will coincide with the optimal solution of the original problem.

3.3.2 Costreduction while incurring the least loss in robustness

For a given network, the network operator may need to reduce the resource allocation cost due to
economical situations or upon change of link cost parameters among the nodes. In this situation, it

is more reasonable to reduce the allocation cost by locally re-adjusting the resources offered through
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a portion of links as compared to (re-)designing the entire network. Moreover, to prevent cascading
failures from initiation in the final network, it is desired to incur the least loss in the robustness
while performing the resource re-adjustment. Let C! and C© denote the allocation cost of the initial
network and the objective cost, respectively, and A = C! — C©. We propose an iterative resource
re-adjustment method, described in Algorithm 8, aiming to reduce the maximum attainable cost at
each iteration while imposing the least impact on the robustness. At each iteration of this algorithm,
first the partial derivatives of the link costs with respect to the allocated resources are obtained.
Then, the resources allocated to the link with the highest derivative is decreased by a step-size
variable € € R*. Note that for a given step-size variable € € R*, the resource reduction through that
link is associated with the maximum attainable cost reduction among all the links. Afterward, the
emerged resource deficiency of the associated demand node to that link is compensated through
allocating extra resources from the supply node with the lowest associated cost derivative that has
the highest tolerance of resource fluctuations (uniform or proportional depending on the context)
obtained from (A.16). As can be construed, this resource compensation procedure ensures the

smallest impact on the robustness of the network.

3.3.2.1 On the feasibility of cost reduction

Considering the resource satisfaction paradigm ((3.1), (3.2)), our algorithm is not capable of achiev-
ing any arbitrary desired cost C°. This parameter is lower-bounded with respect to the link cost
parameters and the feasible resource configuration schemes. In the following proposition, we derive
the minimum achievable resource sharing cost.

Proposition 1. Assume A =[A;, Ay, -+, As), Z=1[{1,{5,---,{p], and ® = [q)ig]seq doeq The mini-
1= Mg

mum attainable budget for successful cost reduction using Algorithm 8 C,g i 1S given by C,g in=

— Bi — AL gt ic \FreT .
2sies Edgep Qig (p*(si,dg)) *, where P*(s,dp) = (—ﬁigitig g)ﬁ ¢, for which the value of the coeffi-
cients can be found by applying the gradient descent method on the following optimization problem:

[A*,ZF,®*]= argmax U(AZ,®), (3.26)
A€(R+)S,Z€RD de(R+)5*P

where

4The mentioned value for C°

in 18 in fact the minimum achievable cost of allocation that guarantees the stability of the
nodes.
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Big

A =L+ ; ﬁtgl
U(A,Z ®)= ZZa,g( ﬂlgz,g g)

si€S dgeD

ALy pig \
i Z AZ(Z ( ﬁigf;ig g) _Ri)

S, €S dgED

A=+ Pig \ T
+Zgg(2( ﬁig(gzig g) _Lg)

dgGD S; €S

-2 2 ¢lg( Aﬁ giwlg) : (3.27)
iglig

se/d eD

Proof. Please refer to the supplementary materials. O

3.4 Stopping/confining Cascading Failures while Maintaining a High Ro-

bustness

So far, the design goal was to prevent cascading failures from happening. In this section, we aim to
develop an adaptation scheme tailored for demand-supply networks to confine ongoing cascading
failures in the network. In particular, considering any arbitrary demand-supply network, once
cascading failures start to propagate, we aim to achieve the following goals simultaneously: i)
stopping/confining the ongoing cascading failures, ii) providing the surviving network with a high
robustness to avoid further failures. To achieve this, we introduce and deploy two network adaptation
mechanisms: intentional failure and resource re-adjustment. In the intentional failure mechanism,
we deliberately cut all the edges connecting to the demand node with the largest resource deficiency,
making it isolated from the supply layer. This can be thought as sacrificing a demand node to
(potentially) save the rest of the network. The resource re-adjustment mechanism is composed of
the following parts. i) We compensate for the resource deficiencies of the demand nodes via utilizing
the spare resources of the supply nodes with the highest tolerance of resource fluctuations in an
iterative manner. This procedure ensures the least impact on the robustness of the network while
compensating for resource deficiencies. ii) By re-allocating the offered resources from the supply
nodes with low tolerance of fluctuations to those with high tolerance (larger capacities), we modify
the resource configuration scheme to achieve a higher robustness. This stage is performed to balance
the free capacities of the nodes in the surviving network, which results in a higher robustness. As
compared to the current state-of-the-art in adaptability of interdependent networks, e.g., [24, 25],
which mainly focus on rehabilitating the failed nodes to confine cascading failures, our approach
is fundamentally different due to the distinct cascading failure mechanism in demand-supply
networks. Our approach can be recognized as smart failing of the nodes and sequential resource
re-adjustment, which simultaneously confine cascading failures and enhance the robustness. We
consider a realistic scenario in which the network operator has a limited capability/ability to perform

network adaptation mechanisms. In particular, we address the network operator’s capability by
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Algorithm 9: An iterative algorithm for confining a cascading failure while increasing the
robustness of the surviving network

input :The network configuration p(_\.k,dg](O)Vsk €, dg € 9, the set of failed demand nodes at time zero 7 (0),
maximum number of intentional failures I', maximum amount of resource re-adjustments Y, load and
resources of the nodes.

t=0
Derive the set of operational supply nodes 0;(t)= . \ Z(t).
Derive the set of operable demand nodes before the failure 0, (t).
Derive the set of demand nodes with resource deficiency Ap(¢).
Let 6, denote the amount of resource deficiency at dg(t) € Ap(f).
6 Let the sequence {d;, }',CA:DI(”| denote the elements of A () sorted in descending order with respect to the amount
of resource deficiency.

7 E(1)= Zsieﬁs(t) G
g8 r=1

\\ Perform intentional failures:
s whiley <T andzdke@(t) dg(t)>Z(r) do
w | Op(0)=0p(0)\d,
1 AD(t):AD(t)\diY
12 r=r+1

g W N =

\\ Check for the feasibility of satisfying the resource deficiencies:
13 0D, o dg()SE()and Y, cr) ) 0g(t)<T then
14 L Perform resource re-adjustment using Algorithm 10.

15 else

16 Let the cascading failure continue for one time instant and obtain Z(t + 1), Op(t + 1), and Ap(t +1)
17 r=t+1

18 go to line 2.

two parameters I' € Z* U {0} and Y € R* U {0} indicating the number of intentional failures and the
total amount of resource re-adjustments that can be executed at each time instant, respectively.
The pseudo-code of our proposed network adaptation algorithm is given in Algorithm 9. At each
stage of cascading failures, the algorithm first identifies the best set of candidates for intentional
failures, which consists of those demand nodes with the highest resource deficiencies. Failing those
demand nodes results in the minimum required amount of extra resource to stabilize the network.
Afterward, if it predicts that the cascading failures can be stopped using the spare resources of the
supply nodes, i.e., the resource deficiencies can be fulfilled via feasible resource re-adjustments, it
performs the resource re-adjustments to stop cascading failures and continues the re-adjustments
to balance the free capacities of the supply nodes using Algorithm 10. Note that at the current stage
of cascading failures, if the algorithm predicts that it cannot confine the failures, it waits until next
time instant to (possibly) handle less amount of resource deficiencies due to potential failures.

In the end, there are two worthwhile remarks regarding our proposed algorithm: i) The resource
re-adjustment stage of the algorithm can be applied by itself to any demand-supply network to
increase the robustness. ii) Instead of improving the robustness, after the cascading failures stop,
the resource re-adjustment can also be implemented from an alternative perspective to minimize

the associated costs, similar to Algorithm 8.

Remark 10. The intentional failure mechanism can also be studied considering heterogeneous im-

portance of the demand nodes. In this case, there might be a tendency toward maintaining the
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Algorithm 10: Iterative resource re-adjustment procedure

input :The network configuration py,, dg) Vs € O, dg € O (see Algorithm 9), maximum amount of resource
re-adjustments Y, Ap, 8, Vd, € Ap(1), load and resources of the nodes, tunable parameter 0 < € <1.
output:Re-adjusted configuration p,, dg) Vs € Os,dg € Op
1 v=0
\\ Satisfy the resource deficiencies using supply nodes with high tolerance of resource fluctuations:
2 while [A,|#0do

3 Select an element of A, at random. Let d; denote that element.

4 Find the operable supply node with the highest tolerance of resource fluctuations using (A.16) (break ties
uniformly at random). Let k* denote the index of that node.

5 Choose a small step size v such that 0 < v << min(6;, Ci+)

6 Pspe,di) = Psge,a TV

7 0;=0;,—v

8 v=v+vy

9 if 6, =0 then

10 | Ap=4Ap\d;

\\ Use the remaining capability of resource re-adjustments to increase the robustness:
11 while v <Y do

12 Find the operable supply node with the highest tolerance of resource fluctuations using (A.16) (break ties
uniformly at random). Let k”* denote the index of that node.

13 Find the operable supply node with the lowest tolerance of resource fluctuations with replacing argmax
with argmin in (A.16) (break ties uniformly at random). Let k”* denote the index of that node.

14 U=UFD 0 cop 2605y dg)

15 Re-allocate € fraction of all the offered resources from supply node k”* to supply node k*: (Note: The value
of € should be small enough to avoid overloading node s..)

16| Plondy) = Plsydg) T P (s dy) Vg € Op.

17| Plsmdg) = (L= €)P(spm.dq) Vg € Op.
8 Output P 4,) Vi € Os, dg € Op.

—

functionality of important demand nodes regardless of their amount of resource deficiency.

Remark 11. The problem of interest in this section can also be studied from the perspective of fault
detection and mitigation. In that scenario, there might be intended (or unintended) misreports in the
value of resources of the supply nodes and the requested loads of the demand nodes. Subsequently,
the network manager’s goal will be the detection of these misreports and suppressing their potential
catastrophic impacts on the network. A similar problem is studied in the context of smart grid networks
with a different system model and failure assumptions, e.g., [72-74]. However, the model proposed
in these works does not explicitly focus on the interdependency between the demand and the supply.
Consequently, there is no robustness analysis considering the resource provisioning among the nodes in
these works. Also, the corresponding effect of load fluctuations on the supply layer, resource fluctuations
on the demand layer, the uniform/proportional mechanisms of resource/load fluctuations, and the
cascading failure mechanism are not considered in these works. Another interesting problem is
studying the network recovery after failures, e.g., [75, 76], in the context of demand-supply networks.
We leave these interesting problems to future work.

3.4.1 On the feasibility of mitigating cascading failures in demand-supply networks

In this subsection, we provide some insights on the feasibility of the above-described methodology

in some special scenarios with respect to the network operator’s capability and the network setting.
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A) Capability of the network operator: In general, the capability of the network operator belongs
to one of the following cases: i) performing both resource re-adjustment and intentional failures
without any restrictions; ii) performing unlimited intentional failures and limited resource re-
adjustments; iii) performing unlimited resource re-adjustments and limited intentional failures; iv)
performing limited resource re-adjustments and intentional failures. In the following, we provide a
discussion on the performance of Algorithms 9, 10 for each case. At any stage of cascading failure,
let Ap ={61,0,,---,0/a,,} denote the set of resource deficiencies of those demand nodes having
resource deficiency and assume that 6; > 0, > ... > 6)5,| > 0. In the first case, it is trivial to verify
that no cascading failure will be spread upon using our proposed algorithms. In the second case, it
can be verified that the cascading failure will not spread since all the demand nodes with resource
deficiency can be isolated from the supply layer. However, failing of all the demand nodes is obviously
not the best strategy. In this case, the capability of the network operator in performing resource
readjustments Y identifies the minimum required number of failed demand nodes f; to stop an

ongoing cascading failure. Mathematically, this parameter can be obtained as:

|Ap] fa |Ap]
f;:argminZ(?i—Z&STEargmin Z 0;<T. (3.28)
facZr =1 i=1 JasZr i=p

In contrast, in the third case, the capability of the network operator in performing intentional failures
I' identifies the minimum required amount of resource readjustments. Mathematically, in this case,
at any stage of the cascading failure, if the following constraint is met, then the cascading failure
can be absorbed by performing resource re-adjustments:

S |Ap|
> .Gz D s (3.29)
i=1 i=T+1

In the fourth case, at any stage of cascading failures, the possibility of mitigation should be checked by
assuming failure of the maximum number of demand nodes with resource deficiency using (3.29).
If (3.29) holds, then the minimum number of required intentional failures can be found based
on (3.28); otherwise, the algorithm waits for the next time instant for deployment of the adapt-
ability schemes. Note that our proposed algorithms enjoy low computational complexities. In
particular, the computational complexity of performing I' intentional failures in Algorithm 9 is
O(T'), while the computational complexity of performing Y resource re-adjustments in Algorithm 10
‘ Siols oy slpls,
is O( +

= =L—), where v and ¢ are tuning parameters used in Algorithm 10. The afore-
mentioned constraints ((3.28), (3.29)) also provide interesting insights for an attacker, especially in

scenarios such as battlefields, who aims to attack some supply nodes or impose targeted resource
deficiencies on some demand node by restraining the resource provisioning to them. In particu-
lar, they can identify the required amount of resource deficiencies on the demand layer to trigger
cascading failures.

B) Networks with a stubborn/fixed topology: Our proposed resource re-adjustment method in
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Algorithm 10 assumes the possibility of adding a link between a pair of nodes, which were previously
sharing no resource, i.e., changing the weight of an edge with the zero initial weight. For a network
with a fixed topology, or equivalently when the construction of a link takes forbidding efforts, this
assumption may not be valid. In this case, the resource re-adjustments are limited to modifying
the resources among the initially connected nodes, i.e., changing the weights of those edges with
non-zero weights. For this scenario, we first provide a necessary condition for mitigating cascading
failures upon having a limited capability of performing intentional failures and then provide the
corresponding resource re-adjustment scenario.

Since the network corresponds to a bipartite graph, the adjacency matrix of the network A can

be written as follows:
0 B

BT o

(3.30)

The matrix A has D + S rows and columns, where row 1 to S corresponds to supply node s; to
ss and rows S + 1 to S + D correspond to demand node d; to dp; likewise for the columns. The
nodes, where b; i=1 if p(s;,d j) > 0, and zero otherwise. In this case, upon existence of any resource
deficiencies on the demand layer, let 7;; denote the extra resources needed to be allocated from
node s; to demand node d; to satisfy the stability condition of that demand node. We group the
supply nodes as A (d;), ¥ (d»), -, ./ (dp), where ./ (d ) denotes a group consisting of those supply
nodes providing resources to demand node d;. A supply node may belong to multiple groups
upon providing to multiple demand nodes. Consider the set A with its elements as defined above
and let dy,, dy,, -, dy, Ap| denote those demand nodes with resource deficiencies and P = A/(dy, )U
A(dy,)---U N (dy,, ). It can be verified that the necessary condition for mitigating an ongoing
cascading failure is then given by >’ sep Ci 2 leiﬂl 0;.

In this scenario, a suitable resource re-adjustment R =[7;;]i<;<s, 1< j<p should satisfy the follow-
ing set of equations:

by 711+ by oy + b3y T3y ++-+ bsy s 1 = 0,

biaTh2+ DopToo+ b3pF3 o+ + bsaFs 0 =0,
(3.31)

bipFfip+bypFop+bspfsp+-+-+bspfsp=0p.

The left hand side of this system of equations can be written as the Hadamard product of matrices B
and R. In Algebra, there is no known solution for the above equation holding for any matrix B. Hence,
the set of solutions of (3.31) must be found numerically. In that case, among the set of solutions, any
solution R* = [7i*j]1siss, 1<j<p satisfying 7'y + 77, + 7l +---+ 77 < R;, Vs; € 7, satisfies the stability
conditions on the demand and supply nodes, and thus terminates the propagation of cascading
failures. It is obvious that upon applying intentional failures, some elements on the right hand side

of (3.31) become zero.
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Figure 3.3 Percentage increase in M TRF and M T LF using our proposed design methods as compared
to the baselines under uniform fluctuations (the subplots on the left) and proportional fluctuations (the
subplots on the right).

3.5 Simulation Results

We consider a demand-supply network consisting of 250 supply nodes and 200 demand nodes.
Simulations are conducted for 200 realizations of the network, in each of which the resources and
loads of the respective nodes are generated uniformly at random in the intervals [10,280] and
[10,200], respectively.

We consider two allocation strategies, greedy allocation (GA) and random allocation (RA), as
baselines. The GA is an iterative algorithm, which is fed with the resource pool and the requested
loads of the nodes. At each iteration, the GA chooses the supply node with the largest spare resource
and fulfills the demands of the demand node with the largest unsatisfied load. In the RA, the
adjacency matrix of the network is generated randomly fulfilling the stability conditions. In both
methods, before realizing the resource configuration, we freeze/obstruct 10% of the resources of
each supply node to avoid having supply nodes at the threshold of failure. In the cost modeling,
i.e., (3.15), for each pair of nodes, parameter « is chosen uniformly at random between 10 and 100,
while S is chosen uniformly at random between 1.1 and 1.4 . In Algorithm 8, we set € =0.01.

Fig. 3.3 depicts the percentage increase in the values of M TRF and M T LF obtained by utiliz-
ing our proposed design methods as compared to the baselines under uniform and proportional

resource/load fluctuations. From the two subplots on the top, it can be seen that on average our
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Figure 3.4 Comparison between allocation cost of different resource allocation methods (top). Percentage
of decrease in cost upon using our cost-effective design as compared to RA (bottom).

method exhibits around 87% (175%) performance gain in MTRF as compared to the baselines®
upon uniform (proportional) resource fluctuations. Also, from the two subplots on the bottom,
165% (42%) performance gain in MTLF as compared to the baselines upon uniform (proportional)
load fluctuations can be observed. We have observed that our proposed methods lead to significant
performance gains as compared to the baselines for other network settings. However, the amount
of achieved gains may vary form one parameter setting to another for different metrics and load
fluctuation mechanisms. As can be seen from Fig. 3.3, the greedy algorithm often outperforms the
random allocation, which is manifested by a closer performance to our optimal designs, except for
MTLF with the uniform load fluctuations (bottom left subplot). This may be explained as follows:
in the greedy algorithm most of the demand nodes are supplied by a few number of supply nodes.
Hence, the amount of load fluctuation on the demand nodes does not spread among multiple
supply nodes, which directly endangers those supply nodes with a small free capacity.

We depict the allocation cost of different resource configuration methods in Fig. 3.4. From the
top plot of this figure, the clear superiority of our cost-effective design can be seen. Also, as can
be seen, the RA results in a less allocation cost as compared to the GA. This is due to the resource
congestion over the links connected to the supply nodes with large value of resources in the GA. To
have a better comparison, the percent of decrease in cost upon using our cost-effective design as
compared to the RA is shown in the bottom plot of this figure, which reveals a 77% cost reduction

SThese numbers are the average performance gains over the two baselines.
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Figure 3.5 Cost of allocation versus iteration for Algorithm 8 (top). Comparison between M T R F of differ-
ent allocation methods upon cost reduction under uniform resource fluctuations (bottom).
(on average) upon using our method.

For the uniform resource fluctuations scenario, Fig. 3.5 demonstrates the average performance
of our cost-reduction method (Algorithm 8). In the top plots, the cost is shown versus iteration
demonstrating the cost reduction upon applying our algorithm to different resource allocation
methods. The corresponding M T RF of the network is depicted in the bottom plot. As can be seen,
our algorithm successfully reduces the allocation cost while maintaining a high robustness for the
network. Also, as can be seen from the bottom plot, at the end of the last iteration although M TRF's
for our cost-effective design and the baselines, especially GA, are close together, the cost of the
cost-effective design is significantly lower.

The performance of confining cascading failures using our proposed network adaptability
schemes is depicted in Fig. 3.6. In this simulation, we measure the number of surviving/stable
nodes at the end of cascading failures triggered by failing various numbers of supply nodes. To
have a fair performance measurement, we apply our algorithm to 200 realizations of the network
configured using RA. Each point in the figure represents the average performance over 20000
iterations comprising 200 network realizations with 100 different choices for the initially failed
supply nodes for each realization. The simulations are conducted for two choices of the parameters
for T and T (introduced in Section 3.4): i) T = 0.15D, T = 0.15), ., L;, and i) [ = 0.35D, T =
0.35). d;ez Li, which corresponds to a higher capability of performing demand nodes isolation

and load re-adjustments as compared to the first case. As can be seen, implementing our network
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Figure 3.6 Comparison between the number of surviving supply/demand nodes under cascading failures
with and without utilizing our network adaptation mechanism. In the legend, abbreviations CFs., W.O and
W. denote cascading failures, without, and with, respectively, D indicates the number of demand nodes
andL=3,, ., L;.

adaptation scheme can have a remarkable impact on the size of the surviving network, and thus
the survivability of the network upon occurrence of cascading failures. Also, the impact of different
network adaptation capabilities on the final size of the network upon occurrence of cascading
failures is depicted in Fig. 3.7. In this simulation, initially, 30 supply nodes are randomly failed and
the results are obtained through averaging over 100 Monte-Carlo iterations. It can be seen that as
the capability of adapting the network increases, our proposed algorithm can save a significant
number of nodes from failures.

3.6 Related Works

3.6.1 Connectivity-based cascading failures

Robustness of interdependent networks is studied extensively in literature in the context of a special
failure mechanism called cascading failures [17], most of which aim at designing robust interde-
pendent networks against node/edge removals and studying the robustness with respect to the
network characteristics, e.g., [77-82]. There is a parallel trend of research in D2D networks pursuing

the same goal, e.g., [83, 84]. In these works, the functionality of a node is merely examined based
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Figure 3.7 The number of surviving supply/demand nodes under cascading failures considering different
network adaptation capabilities described by the parameter @, whereI' = @D /100, T = @ L/100, and
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on its connectivity to the giant component in its layer and its dependent nodes on the other layer.
Moreover, there are some similar works in the power-grid literature, e.g., [85, 86], which consider
the cascade of failures between the power grid network and the communication network. In this
literature, controlling the loads and the power generators in the power grid network is studied to
suppress the impact of cascading failure. Nevertheless, the resource sharing/provisioning among
the nodes between different layers is not studied in all the aforementioned works and most of

contemporary literature.

3.6.2 Load-based cascading failures

Cascading failures caused by load (re-)distribution among the nodes are studied in literature
(e.g., [87-89]), in which the load of the nodes are independent/decoupled to each other and load
distribution only occurs upon failures of the nodes. However, in our model, there is a constant
coupling between resources provided from the supply nodes and the load of the demand nodes.
Hence, fluctuations of the resources/loads in one layer can lead to instability of the nodes in the
other layer. Moreover, in our model, in the middle of a cascading failure, a demand node with
resource deficiency drains extra resources from its adjacent supply nodes, which can result in either

stability of the demand node or overloading of the supply nodes. This paradigm distinguishes our
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cascading failure mechanism and proposed robustness analysis from that literature.

3.6.3 Network adaptability

The authors in [90] provide some general ideas and approaches to prepare the telecommunication
networks priori to natural disasters. In the single layer network context, [91] proposes network
rewiring mechanisms aiming to achieve a higher robustness against cascading failures. The concept
of network adaptability is recently investigated in the context of interdependent networks in [24, 25]
in terms of rehabilitating a portion of failed nodes in the process of cascading failures. However,
the system model and cascading failures mechanism considered in these works belong to the first
enumerated category (Section 3.6.1) rendering them irrelevant to our work. In this chapter, we
provide a new perspective to the concept of network adaptability by incorporating the resource
sharing mechanism into cascading failures. Our focus is on adaptation of resource allocations
among the nodes to confine cascading failures. To this end, we propose two adaptation strategies: i)
intentional failures of the demand nodes, and ii) resource re-adjustments (re-allocations) among
the supply nodes, using which we propose an algorithm to confine cascading failures and provide

high robustness for the surviving network.

3.6.4 Demand-supply networks

There are a few works studying interdependent networks in the context of demand-supply networks,
among which the most related ones are [19, 20]. In these works, there is no notion of “resource” as
a quantitative value and the demands of the demand nodes are merely identified by the required
number of connected supply nodes. Consequently, studying the connectivity of the network is the
main focus of these studies, e.g., extending the concept of the edge-cut problem ([92, 93]) to the
node-cut problem in [20]. Also, the model in these works captures one-way dependency between
the nodes, where the functionality of the supply nodes is presupposed irregardless of the demand
layer situations. In this chapter, considering resources/loads as coupled quantitative values imposes
a two-way dependency among the nodes, where resources/loads fluctuations in one layer can lead
to instability in the other. Also, in our model, two networks with the same connectivity (wiring)
configuration may react to failures differently due to different resources/loads of the nodes. Due
to these inherent differences, the cascading failure process of this chapter along with its proposed
design/analysis is explicitly different from those works.

We would like to mention notable works of [94, 95] in economics literature, which propose bipar-
tite interdependent network modeling of bank-asset networks. We contribute to this literature with
our design framework achieving a high robustness against fluctuations and our network adaptation
methods to confine cascading failures, which are complementary and can be integrated into their
models.

Also, there is a body of works on modeling the load and capacity of the transmission lines in the
power grid literature, the most relevant of which aim to model the cascading failures caused by load

fluctuation on the transmission lines and propose effective network designs, e.g., [96-98]. In this
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literature, the network consists of multiple transmission lines; upon failure, the load of the failed
lines will be redistributed among all the remaining ones. Hence, there is no notion of node (supply
node/demand node) as an entity in the network. Consequently, the network is not considered as
a two-layer interdependent network with resource provisioning among the nodes, making their
model fundamentally different as compared to our bipartite network model. This fact makes our

system model and cascading failure mechanism completely different from that literature.

3.7 Conclusion

In this chapter, we studied the robustness of demand-supply networks by considering the resource
as a quantitative value and incorporating the inherent resource sharing mechanism into our model.
We studied the effect of different stress mechanisms on the network and investigated a suitable
cascading failure mechanism. After quantifying the robustness considering different load/resource
fluctuation scenarios, we proposed effective methods achieving the highest robustness to prevent
cascading failures from happening. We further proposed a method that achieves the highest robust-
ness under heterogeneous resource allocation costs among the nodes. We introduced an effective
algorithm to reduce the resource allocation cost while maintaining a high robustness. Moreover,
we extended the concept of network adaptability to our generic model. Along this direction, we
proposed new network adaptability methods, using which we developed an algorithm to confine
cascading failures.
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CHAPTER

4

INTERFERENCE AVOIDANCE POSITION
PLANNING IN DUAL-HOP AND
MULTI-HOP UAV RELAY NETWORKS

In this chapter, we investigate the problem of optimal UAV position planning considering the effect
of interference in the environment in the decode-and-froward relay communication context for
both the dual-hop and the multi-hop relay settings. We pursue the problem considering i) the
existence of an MSI in the network, and ii) stochastic interference. Moreover, we propose and
investigate two novel problems in the multi-hop relay setting: i) determining the minimum required
number of UAVs and their optimal positions, and ii) developing a distributed position alignment
algorithm. Considering a single UAV and an MSI, we develop a theoretical approach to identify
the optimal position of the UAV to maximize the SIR of the system in the dual-hop setting. We
also address the position planning for a single UAV upon having stochastic interference. In the
multi-hop relay context, considering the existence of an MSI, we develop a theoretical framework
that simultaneously determines the minimum required number of UAVs and their optimal positions
so as to satisfy a predetermined/desired SIR of the system. We also develop a similar framework
considering the stochastic interference in the environment and investigate the optimally of our
approach upon having independent and identically distributed (i.i.d.) and non-i.i.d interference
along the horizontal axis. In the multi-hop relay context, considering the existence of an MSI and
given the number of UAVs, we propose an optimal distributed algorithm that achieves the maximum

attainable SIR of the system, which only requires message exchange among the adjacent UAVs. We
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Table 4.1 Major notations.

X, The horizontal position of the MSI in # =0 plane
Y. The vertical position of the MSI in & =0 plane
h Altitude of the UAV
D The distance between the Tx and the Rx
22 Transmission power of the Tx
Pu Transmission power of the UAVs
Pug Transmission power of the MSI
SIRg SIR of the system

d; The distance between node i and i —1 in the multi-hop setting (1 <i <N +1)

N The number of UAVs in the multi-hop setting

I, A random variable denoting the power of interference at horizontal position x
M,

L

The moment generating function of I,
A random variable denoting the normalized power of interference at horizontal position x

also propose a distributed position planning considering stochastic interference and investigate its
optimality upon having i.i.d. and non-i.i.d interference along the horizontal axis.

The reminder of this chapter is organized as follows. After introducing the preliminary assump-
tions and notations in the following section, optimal position planning for the dual-hop setting
considering an MSI is studied in Section 4.2. For the multi-hop setting, obtaining the minimum
required number of UAVs along with their positions and developing a distributed position planning
algorithm considering an MSI is investigated in Section 4.3. Extending the study upon having multi-
ple sources of interference is explored in Section 4.4. Section 4.5 revisits the position planing for
the dual-hop and multi-hop settings considering the stochastic interference in the environment.
Numerical simulations are presented in Section 4.6. Related works are summarized in Section 4.7
before concluding the chapter in Section 4.8.

4.1 Preliminaries

We consider data transmission between a pair of transmitter (Tx) and receiver (Rx) co-existing with
a major source of interference (MSI). We consider a left-handed coordination system (x, y, h), where
the Tx, the Rx, and the MSI are assumed to be on the ground plane defined as /2 = 0. The locations
of the Tx, the Rx, and the MSI are assumed to be (0,0,0), (D, 0,0), and (X, ¥, >
practice, the location of the MSI can be estimated using jammer localization techniques (see [99]

0), respectively. In

and references therein). We assume 0 < X < D for simplicity, which can be readily generalized
with minor modification. The transmission powers of the Tx, the UAV, and the MSI are denoted by p;,
Pu, and p, ., respectively. To improve the transmission data rate, it is desired to place a UAV or a set
of UAVs, each of which acting as a relay, between the Tx and the Rx. To have tractable solutions, we
assume that the UAVs are placed at y =0 plane. While such a constraint impose certain limitations
to our study, it allows us to obtain some first analytical results that provide insightful guidance for
practical design in general and also are meaningful for some specific application scenarios. Also,
considering legal regulations, we confine the altitude of the UAVs to h € [, Binax)-

We consider the line-of-sight (LoS) and the non-line-of-sight (NLoS) channel models, for which
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the path-loss is given by:
LoS _ NLoS __
Li:(} _‘uLosdinj’ Li,jo _‘U'NLOSdiC,(j’ (4.1)

where u, = C (47r I/ c)a, Uy = Cues (47‘: fe/ c)a, C. . (C,,s) is the excessive path loss factor
incurred by shadowing, scattering, etc., in the LoS (NLoS) link, f, is the carrier frequency, c is the
speed of light, @ = 2 is the path-loss exponent!, and d;, j is the Euclidean distance between node i
and node j. The link between two UAVs (air-to-air) is modeled using the LoS model, while the link
between the MSI and the Rx (ground-to-ground) is modeled based on the NLoS model. To model the
link between a UAV and the Rx/Tx/MSI (air-to-ground and ground-to-air) either the LoS or the NLoS
model [38, 40] or a weighted average between the LoS model and the NLoS model [100-102] can be
used. In this chapter, we consider a general case and denote the path loss between a UAV i and node
Jj located on the ground by n, dl.zj. We assume that 1), . is constant in the range h € [l Binax),
and thusn, =g (U, or by o0 Pminy Pmax), where g is a function. Further discussions on obtaining
the g in different environments can be found in [100-102]. Due to the geographical limitations, direct
communication between the Tx and Rx is not considered, which is a valid assumption especially

when the Tx and the Rx are far away or there are obstacles between them [38, 40].

4.2 Position Planning for a Single UAV Considering an MSI

Let SIR;, SIR, denote the SIR at the UAV located at (x,0, k) and the SIR at the Rx, respectively (see
Fig. 4.1), which are given by:

pt/(nNLos déAv,Tx) :pt ((x B XMSI)2 + Ylvil + h2)

SIRI()C, h) = ’
Msl /(TINLUS dSAV,MSI) Pust (x2 + hz) 4.2)
SIRy(x, h) = pu/(nNLosdev,Rx) _ Pu (YMZSI +(D _XMSI)Z) '

NLoS

Considering the conventional decode-and-forward relay mode, the SIR of the system SIRg is given
by [40]:

SIRs(x, h) =min {SIR,(x, h),SIRy(x, h)} Vx, h. 4.3)
Assuming equal bandwidths for both links, maximizing the data rate between the Tx and the Rx is

equivalent to maximizing the SIRg by tuning the location of the UAV described as:

(x* h*)= argmax SIRg(x, h). (4.4)
xE[O)D]rhe[hminrhmax]

!The LOS model is used for the air-to-air channel between the UAVs, for which a =2 is a well-known choice. In some
scenarios, the value of a for the NLOS link is assumed to be greater than 2. This leads to straightforward modifications in
the derived results.
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Figure 4.1 A single UAV acting as a relay between a pair of Tx and Rx coexisting with an MSI (dual-hop
single link).

2 Uyio 2 Ui
A(x):pt’B(x):pt(XMSI_x) +pt(D_x)2_pu (LS)(D_XMSI) +YMZSI (pt_pu(ﬂ))’
7’)NLQS T’NLOS

(4.6)
Clx)=p[(D— 2 (X = %)+ V2 )]—pu(m)[xz(w +HD =X, )]

MSI MSI
nNLOS

The presence of an MSI renders our approach different from the current art mainly due to its effect
on the SIR expressions making them non-convex with respect to (w.r.t) the position of the UAV(s),
which leads to the inapplicability of the conventional optimization techniques. In this chapter, we
exploit geometry and functional analysis to obtain the subsequent derivations. In the following, we

propose two lemmas, which are later used to derive the main results.

Definition 4. In geometry, a locus is the set of all points satisfying the same conditions or possessing
the same properties.

Lemma 3. The locus of the points satisfying SIR;(x, h) = SIR,(x, h) is given by the following expres-
sion?:

h* =V A£(x), (4.5)

with A*(x) =[ — B(x)+ +/B2(x)— 4A(x)C(x)]/ (2A(x)), where A(x), B(x), and C(x) are given by (4.6).

Proof. The proof can be carried out using algebraic manipulations, which is omitted due to the

limited space. O

Lemma 4. For SIR;, the stationary point [103] with respect to x, V¥, is given by:

V24Xt 4 [2 T XL FARL I
U = MSI MSI MSI MSI MSI ) 4.7)
2XMSI
R ARG
Also, SIR, has no stationary point with respect to h when h € (hin, Ryngy ). With Ul = ML ML 30
yp p X
MSI
have
ISR 5 0 i > P, IS 5 0 jf x> wh, w8
2SIRxA) < O, ISR o O.w.
Moreover,
pe(X2 +Y2 +h2.)
max SIRy(x, h) = MsI MSI min (4.9)
x€[0,D],helhyin, hmax] M. hz i
SI " min

2In this chapter, + and — superscripts always denote the larger and the smaller solution, respectively.
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X X i
pe(x =X, ) (D= xP+h?)+ p (Y2 +h2(D—xP~p, ( — ) (Y2 +(D=X,.)°)
NLoS (412)

MSI MSI

+p h*(Y2 +1*)—p, (%) R*(Y2 +(D—X,,,)")=0

NLoS

On the other hand, SIR, has no stationary point when x €(0,D), h € (h;,i5, Binax) and

OSIR(x,h) _ ~ OSIRy(x,h)

on T ex 7
Vxe [O,D], he [hminy hmax]’ (4.10)
and 2 2
Publy, (Y2 +(D =X, )%)
max_SIR(x, ) =— e 2 = (411
XG[O,D],hG[hmianhmux] pMsjnNLoShmin

Proof. The proofcan be carried out by taking the following steps: (i) Analysis of BSIEI , aglzzl , 32152 , 8212{2

. . e o : 0%SIR, 92SIR, _ (2?SIR, \? 2%SIR 2°SIR
to obtain the stationary points. (ii) Examining the signs of —5* —577" —( EETI ) » ez srand 7t at

the stationary points. (iii) Inspecting the behavior of the SIR expressions at the boundary points. [

In practice, one of the following scenarios may occur: (i) The UAV position is vertically fixed and
horizontally adjustable [104, 105]. This may arise in urban applications, in which there is a desired
altitude for the UAVs to avoid collision with other flying objects. (ii) The UAV position is horizontally
fixed and vertically adjustable. This happens specially in the surveillance and information gathering
applications, in which the position of the UAV is fixed in the desired horizontal position and only
the altitude can be tuned [106]. (iii) The UAV position is neither vertically nor horizontally fixed,
which is practical in non-urban areas with a few flying objects. In the following, we tackle these
scenarios in order. Henceforth, whenever we refer to the roots of an equation or the points in the
locus, the feasible space is confined to x €[0, D] and h € [h,,,; 5, Pinax]-

4.2.0.1 Finding the optimal horizontal position x* of the UAV for a given altitude . = /1

In this case, we first analyze the result of Lemma 3 using Lemma 4 in the following corollary, based

on which the optimal placement of the UAV is derived in Theorem 4.

Corollary 2. Given a fixed altitude h = h, the horizontal positions satisfying (4.5) can be obtained
by solving the quartic equation given in (4.12), where the characteristic of this equation considering
x €[0, D] is described as follows:

Case 1) SIR,(0, 1) < SIR,(0, h): In this case, the quartic equation has no solution. With some
algebraic manipulations, this case can be represented as the following constraint:

P _ Uy (Y2 +(D—=X,  P)R?

. MSI , A2MSI - A2 ECI. (4.13)
Pu nNLDS(XMSI+ YMSI+h D2+ h2)
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52
Y2 +X2 + /(Y2 +X2 24+aX2 h?

MST MSI MSI MST MSI 2 2 _ 2
Hnios (( Xy +h (YMSI—i—(D XMSI))

5 5 5 5 > 5 2 5 5 5 G 5 5N\ 2
2 2 2 2 2 2 2 2 2 2 2 2 2 2
((( YMSI +XMSI+ (YMSI +XMSI) +4XMSI h )_ X ) +Y2 + hz) ((D _ YMSI +XMSI+ (YMSI +XMSI) +4XMSI h + h2
ST MSI 2X,

2X st M MSI

(4.17)

(4.18)

Mxtos ((D _XMSI)2 + YMZSI + hrznax) hrznin Miitos ((D _XMSI)2 + YMZSI + hrznm) hrznin }
Moros (YMZSI + (D _XMS1)2)(D2 +h3 ) Myios (Y2 + (D _XMSI)Z)(DZ + hrznm)

AuNLoshrznin(Yz +(D_X )2)

Pu/Pu< - -
t u =
T’NLOS ( D2 + hz

(4.19)

min)

X2 +Y2 +h?

MSI MSI mzn)(

Therefore, the necessary condition to have at least a feasible solution for (4.12) is SIR, (0, h) > SIR,(0, k),
which can be represented as p;[p,, = C;.

Case2) p,/p, > C, andV* > D and SIRy(D, h) > SIR,(D, h): In this case, the quartic equation has
one solution x,,;, which can be numerically obtained. This case can be represented by the following

conditions:

Y24+ X2 +,/(V2 +X2 2+4x2 h?
MSI MSI MSI MSI MSI
2X

MSI

=D,

a<P<c, (4.14)

u

(Y2 +(D—X,, ) D2+ h?)
h2((D— X, 2+ Y2 +h2)

A ‘LLNLoS
9 =

T’NLDS

Case 3) p;/p, = C, andV* > D and SIR,(D, h) < SIR,(D, h): In this case, the quartic equation

has no solution. This case can be represented by the following conditions:

Y2 +X2 +[(V2 +X2 2 +4X2 h?
MSI MSI MSI MSI MSI > D,

2X st (4.15)
P> max{c,, G}.

u

Case 4) p,/p, > C, and¥* < D and SIR,(U*, h) < SIR,(¥'*, h): In this case, the quartic equation

has at least a feasible solution. This condition can be represented as follows:

Y2 +X2 +,/(Y2 + X2 2+4X2 ]2
MSI MSI MSI MSI MSI

<D,
2XMSI (4.16)

a<P<c,

u

where Cs is defined in (4.17).
Case 5) p,/p, > C; andW* < D and SIR,(¥*, h)> SIR,(¥*, h): In this case, the quartic equation
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may or may not have a feasible solution. This condition can be expressed as follows:

Y2 + X2 +\/(Y2 +X2 244X2 h2
MSI MSI MSI MSI MSI

<D,
2X st (4.20)
Pt

— >max{C, G3}.
u
Proof. For a fixed altitude, according to Lemma 4: (i) SIR, is a monotone increasing function w.r.t
x, and (ii) depending on the value of the stationary points of SIR;, SIR; is a monotone decreasing
function w.r.t x in the interval x € [0,¥¥) and a non-decreasing function w.r.t x in the interval
x € [U¥, D]. This corollary is a result of these two facts combined with the usage of functional

analysis. O

In the following theorem, we use the results of Corollary 5 to determine the optimal position of
the UAV. However, the above corollary also provides a practical guide to design the p; and p,, w.r.t the
position of the MSI, which can be obtained through calculation of C; through Cs, and the conditions
given on the ratio of these two variables in (4.13)-(4.20). Similarly, it discloses useful guides for the
malicious user to effectively place the MSI. Nonetheless, we leave these interpretations as future

work since they are not the focus of this chapter.

Theorem 4. Given a fixed altitude h = h, the optimal horizontal position of the UAV x* for the cases
defined in Corollary 5 is as follows: In case 1, x* =0. In case 2, x* = X;,;. In case 3, x*=D. In case 4,
let x;,; denote the smallest solution of the quartic equation (4.12), if SIR, (X501, h)> SIR,(D, h) then

Xx* = x¢,;; otherwise, x*=D. In case 5, x*=D.

Proof. The proofis an immediate result of Corollary 5 considering the behaviors of the SIR expres-

sions given in Lemma 4. O

4.2.0.2 Finding the optimal vertical position /2* of the UAV for a given horizontal position x = %

In this case, the vertical positions (altitudes) satisfying (4.5) can be easily derived since A*(x) on
the right hand side of the equation is known. Using Lemma 4, we obtain the following theorem to
identify the optimal position of the UAV.

Theorem 5. Given a fixed horizontal position x = X, the optimal altitude h* of the UAV is given by:
Casel) X <U":h*=h,,;,.
Case 2) % > V" and (4.5) has a feasible solution (either h* or h™ belong to [yin, Bymax)): B* is the
same as the feasible solution of (4.5).
Case 3) & > U" and (4.5) has no feasible solution: h* can be derived by solely inspecting the

boundary positions:

h*= argmax SIRs(%,h). 4.21)
he{hminvhmax}

Proof. The proof is an immediate result of studying the behaviors of the SIR expressions given in

Lemma 4. O
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4.2.0.3 Finding the optimal position when both 7 and x of the UAV are adjustable

In the previous scenarios, the locus defined in (4.5) reduces to an equation since one variable (either
h or x) is given, which is not the case here. In this case, the optimal position of the UAV is identified

in the following theorem.
Theorem 6. Let A denote the set of all the feasible solutions of the locus described in (4.5). The optimal
position of the UAV (x*, h*) is given by:

Case 1) If the Locus has no solution, the optimal position can be derived by solely examining the
boundary positions:

(x*,h*)=  argmax SIRg(x, h). (4.22)
(x,1)€{(0, ) (0, i 2 ),(Dy B i ), (D B )}

Case 2) Upon having at least a feasible solution for the locus, if
SIR,(D, hy, i) < max{SIR,(D, h,,, ), SIR,(D, h,,,;,,)} described by (4.18), (x*, h*) = (D, h,;;,)- Also, if
SIR(0, hyy, i) < SIR5(0, hyy i) described by (4.19), (x*, h*) = (0, hyy,i,). Otherwise, let
(%, h)=arg max, pex SIRs(x, 1), then the optimal position of the UAV is given as follows:

e IfyY*>D:x*=X and h* can be derived using Theorem 5 considering X = X.
o IfY* <D and X >*: x*=D and h* can be derived using Theorem 5 considering X = D.
o IfY* <D and " < X <y* and SIR (%, h)> SIR\(D, hpay): (x*, h*) = (%, h).

o IfY* < D andy" < % < * and SIR\(%, h) < SIR,(D, hyyqy): X* = D and h* can be derived

using Theorem 5 considering X = D.
o IfY* <D and % <" and SIR\(X, hpin) = SIR\ (D, Rypay): (x*, h*) = (X, Bypin)-

o IfY* <D and % <" and SIR,(%, hyin) < SIR\(D, hppay): x* = D and h* can be derived using

Theorem 5 considering X = D.

Proof. The proofis an immediate result of studying the behaviors of the SIR expressions given in

Lemma 4. O

4.2.1 Special Case

Our derived expressions can be simplified to provide insights for various special situations. For

example, suppose that the MSI is located on the segment between the Tx and the Rx (Y, = 0),
Nytes = Mo @nd p; = py,. Considering (4.5), we get:
B*(x)—4A(x)C(x)=p?4x*(D— X, )’ > 0. (4.23)
Normalizing the p; to 1, the A defined in (4.5) is given by:
A*(x)=—x*+2xD—-DX,,
(4.24)

— 2
A (x)=—x"+2xX,,— DX
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Figure 4.2 Multiple UAVs acting as relays between a pair of Tx and Rx coexisting with an MSI (multi-hop
single link).
The existence of a solution for (4.5) requires A*(x) > 0 or A~(x) > 0, which is equivalent to:

D—,/D2—-DX,  <x<D+,/D2-DX_,
XMSI_ V XI\%ISI _DXMSI Sxs XMSI + V XI\%ISI _DXMSI' (4.25)

It can be seen that the position of the MSI has a significant impact on these intervals and sub-
sequently the placement of the UAV, especially if X, T D, it imposes x T D, and subsequently
h = A™(x) = A=(x) | 0, which implies no feasible/practical solution for (4.5).® Consequently, the
optimal position is identified based on Case 1 of Theorem 6.

Also, assuming that the source of interference is placed far away or it has a negligible transmission
power, the interference will not play a key role in the design anymore. In this case, the SIR expressions
in (4.2) will be replaced with signal-to-noise-ratio (SNR) expressions, which are much easier to
handle compared to SIR expressions since they are monotone functions w.r.t both & and x. In this
case, a similar approach can be followed to obtain the optimal position of the UAV, which will result
in simplified versions of Theorem 4, 5, 6. The same philosophy holds for the following discussion on
position planning for multiple UAVs.

4.3 Position Planning for Multiple UAVs Considering an MSI

We investigate the placement planning upon utilizing multiple UAVs from two different points
of view. First, we consider a cost effective design, in which the network designer aims to identify
the minimum required number of utilized UAVs and determine their positions so as to satisfy a
predetermined SIR of the system. Second, we assume that the network designer is provided with a
set of UAVs, and endeavors to configure their positions so as to maximize the SIR of the system. We
assume that the UAVs utilize the same frequency but different time slots to avoid mutual interference
among the UAVs.

4.3.1 Network Design to Achieve a Desired SIR

Let y denote the desired SIR of the system and assume that N is the minimum number of UAVs
needed to satisfy the SIR constraint, which will be derived later. We index the Tx node by 0, the UAVs
between the Tx and the Rx from 1 to IV, and the Rx node by N + 1. We denote the horizontal distance

between two consecutive nodes i —1 and i by d;, 1 <i <N +1, and considerd=[d;,---,dyn,1]. To

3The notations ] and | are used to denote approaching the limiting value from the left and the right, respectively.
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have tractable derivations, we assume that all the UAVs have the same altitude & (see Section 4.3.3
for more details). The model is depicted in Fig. 4.2. Let SIR;. denote the SIR at the k‘”* node, which

can be obtained as:

o (VE+ )

SIR;(d, h) = —
Prst n;Llos (\/(XMSI —di)2+ YNZ[SI + hz)
)
puli L v dj
SIR,(d, ) = i (V) —.
Pysi ”IQSDS (\/(XMSI_ dy —d,)? +Yl\gISI+ hz)
(4.26)
-2
-1 2
pult |y d
SIRy(d, k)= u LOS( N) —,
N
Pusi n;Llos (\/(XMSI_Z i=1 d;)?+ Yl\iSI + hz)
-2
p,ﬂ];{los ( V dl%"ﬂ + hz)
SIRy41(d, h)= : '
pMSI‘u;Llos (\/(XMSI —D)2+ YMSI)
Similar to the single UAV scenario, SIRy is given by:
SIRs(d, h)=min {SIR(d, h),---,SIRy1(d, h)}, Vd,h. 4.27)

4.3.1.1 The SIR expressions and the feasibility constraints

From (4.26), it can be observed that achieving any desired SIRs (y) may not be feasible. To derive
the feasibility conditions for the y, we need to analyze the links between the Tx and UAV;, among
the adjacent UAVs, and from UAV), to the Rx.

Analysis of the links between the Tx and UAV; (SIR;) and between UAVy and the Rx (SIRy 1) is
similar to the discussion provided in Section 4.2 (see Lemma 4). Hence, we skip them and consider
the SIR at UAV;, 2 < i < N. For this UAV, the stationary point <I)? of the SIR expression is given by:

g PR (X =Y )

MSI

- _ , (4.28)
i i—1
Xysi _Zj=1 dj
using which it can be validated that:
—1 2 2 2 2
puu”(max(Xs (D—X_  ))+Y* +h
max SIRi(x,h)S u Lob( MSI 2M51 MSI ), (4.29)
x€[0,D],he[hyin, Pmax] pMSIT’;LlUSdmin
OSIR(X,1) S () if ., > B
od; =TT (4.30)

JSIR;(x,h)
—2d, <00O.W,,
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y < min{ Pr (XMSI + YN%SI + hz) Pult ;)ls(YMZSI-FhZ) pun;ﬁos (YMZSI Ho- XMSI) ) } (4.31)
B pMSIh ' pMSI ;ﬁosdrzntn , pMSl‘u;msh
2y2 __ 2 2 2 —
df d- .= MSI + \/pt XMSI YpMSI)(pt (XMSI + YMSI) th (pt pMSIy)) (4.32)

pt _prSI

where d,,,;;, is the minimum feasible distance between two UAVs considering the mechanical
constrains. It can be verified that with tuning the locations of the middle UAVs any value for SIR; is

p 2)
LOS( MSI h
7771
MSI"'NLoS ”l

Section 4.2, we obtain the feasibility condition declared in (4.31).

achievable among the UAVs, when SIR; < . Combining these derivations with those in

4.3.1.2 Design Methodology

To derive the minimum number of needed UAVs and their optimal positions so as to satisfy a desired
SIRg, we aim to maximize the distance between the UAVs while satisfying the desired SIR of the
system. Our approach can be described by the following three main steps: (i) Considering SIR;,
for UAV,, we obtain the maximum distance from the Tx (toward the Rx) d; that satisfies the SIR
constraint and place the first UAV at the obtained location. (ii) Considering SIRy 1, for UAVy, we
obtain the maximum distance from the Rx (toward the Tx) d%* that satisfies the desired SIR. (iii)
Consider the segment with length D —df —d™“*, we use the SIR expressions of the remaining UAVs
to maximize the distance between the adjacent UAVs to cover the distance while satisfying the
desired SIRg. In the following, we explain these steps in more detail.
Considering SIR;, we solve SIR; =, the answer of which is given by (4.32). Then, using Lemma 4,
d} is given by:
dy if df > D,
di=1d; if df <¥*and d] <D, (4.33)
D O.W.

In the last case of (4.33), the optimal number of UAVs is 1, and the UAV should be placed at x = D.
Assuming df < D, using Lemma 4, the maximum distance between the last UAV and the Rx to satisfy

the SIR constraint d™%* can be obtained as:

— 2 2
gmax _ puTINL S (( s — D+ YMSI) _h2 (4.34)

TP, MSI‘U NLoS

Note that using Lemma 4 it can be verified that if the distance between UAVy and Rx is less than
d*

A1 the SIR constraint at the Rx is always met. Afterward, we solve SIR; =y and use (4.28)-(4.30)
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k—1 — k—1 _ _ k—1
+ puﬂums( M@I_Zz 1 dz* \/plztn“Lgs XM@I_Zz 1 dz*) —Pu,ULos (pu'u']_os VpMsmNﬁos)(hz"' YN%SI +(XMSI_Z: 1 dz*) )
dk dp = (4.36)
‘ulob YpMSInNIuS

1]

max

Xt Yo P = argmin dxdh (4.37)

xy€[0,D],yy €R*,py€R* .

_Z Di
(x— xHZ+yH+h2 i (x—x;)2 4y} +h?

1

to obtain d;;, 2< k < N, given by:

dy if df >D -y " d¥,
di=1d} if df <®{andd} <D-Y 7| d, (4.35)
D—d™* OW,

where d;_,d; are given in (4.36). Finally, the minimum number of required UAVs N is given by:

N = argmmZd*>D—di“—d”‘“. (4.38)
NeN

According to (4.35) and (4.36), calculation of each d; only requires the knowledge of d;,, Yk’ < k.
Hence, the solution of (4.38) can be easily obtained by initially assuming »n = 2 and increasing the
value of n by 1 until the constraint in the right hand side of the equation is met. Given the distances
dy,---,dy, from (4.38), we have dy, ., = D —Zg 1 di, forwhich dy,_ , <d™**.

4.3.2 Distributed Position Planning for a Given Number of UAVs

In this case, there exist multiple UAVs dedicated as relays to the network, which are expected to
be positioned to maximize the SIR of the system. To this end, an algorithm can be immediately
proposed based on our results in the previous subsection, which considers the number of UAVs
as given and slowly increases the SIR (y) starting from y = 0 to find the maximum value of y for
which N in (4.38) becomes equal to the number of given UAVs. Afterward, the positions of the UAVs
can be obtained as discussed before. Nevertheless, this is a centralized approach. In the following,
we propose a distributed algorithm for the same purpose, where the UAVs locally compute their
positions based on the knowledge of the positions of their adjacent neighbors, which can be obtained
through simple message passing. The following fact is an immediate consequence of examining
(4.36): with a known d; and a (hypothetically) given value for the SIRg (), starting with UAV;, the
distance between the subsequent UAVs can be obtained up to UAVy in a forward propagation, by
which each UAV transmits its position to the adjacent UAV located toward the Rx (see (4.35), (4.36)).
Note that in the mentioned propagation, no message is exchanged between the last UAV and the Rx,
and thus the SIR at the Rx might be less than y. For this purpose the last UAV uses (4.34) to derive
the maximum distance from the Rx for which the SIR constraint is met; and thus the last UAV can
immediately verify the satisfaction of the SIR constraint given its current location. We propose a
distributed algorithm for position planning of multiple UAVs, the pseudo code of which is given in
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Algorithm 11. In this algorithm, we first locate the first UAV above the Tx and the last UAV above the
Rx and derive the initial desired SIRg (y\?)); subsequently, we set the position of the first UAV to have
7 as the SIR of the first link (lines 1-3). Afterward, using forward propagation, the UAVs locally
obtain their positions w.r.t the position of their adjacent UAV (lines 4) so as to satisfy the desired
SIRs. Then, the satisfaction of the SIR at the Rx is inspected via UAV, using the current distance
from UAVy to the Rx (line 5). If this SIR satisfies the desired SIR of the system at the current iteration,
the algorithm stops; otherwise, it starts over with a new desired value for SIRg and readjusts the
locations of UAVs in the next iteration (lines 6-10).4

Algorithm 11: Distributed position planning for multiple UAVs in the presence of a major
source of interference
input :Step size €.
1i=0,d" =04, =0.
(i) — mi (i) (i)
2 v =min{SIR,(d,", h), SIRy 1, (dp,,, 1)}
s Derive d\” for the target SIR y) using (4.33).
14 Given dy), obtain déi), cee dl(\? using forward propagation based on (4.35) using r(i).
Obtain the maximum distance d""“* from the Rx to satisfy the SIR constraint }’(i) using (4.34) at
UAVy.
ifD-Y_ d>dm* then _
Derive the next target SIR: YD = y() —¢,
i=1i+1and go to line 3.
else
| Fix the UAVs at their current positions.

© o N o 5}

—
=)

4.3.2.1 Computational Complexity and Convergence Analysis

At each iteration of our proposed distributed algorithm, in forward propagation mode, each UAV
obtains its next location using a simple message passing with its adjacent UAV, through which the
location of the adjacent UAV is exchanged, and calculation of a closed form expression (using (4.35))
is performed. Hence, at each iteration, the computational complexity of the tasks performed at each
UAV is O(1). Also, it is obvious that, given a step size € < y(?), the algorithm performs at most [y(?)/¢]

iterations. Thus, the worst computational complexity of our algorithm is O(y(?)/¢€) at each UAV,

Proposition 2. For any given number of UAVs and a sufficiently small size of the step size €, assuming
the same altitudes for the UAVs, Algorithm 11 always converges to the maximum achievable value of
SIRs.

Proof. Assume that the number of UAVs is N and the maximum achievable SIRg is 4. This

implies the existence of a configuration of the UAVs in the sky corresponding to SIRg = 7,4 - Note

4We admit that in reality precise small adjustments of the locations of the UAVs may not be feasible due to physical
hovering system limitations. However, this assumption is just needed to prove the optimality of the algorithm in theory.
In reality, the error in the movements of the UAVs will result in a sub-optimal solution, which is unavoidable.
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that the proposed algorithm starts with the maximum attainable value for SIRg, since the maximum
value of SIRy,, is used to determine y©) and SIRg is the minimum SIR of all the links. Also, the
algorithm makes small changes according to € in the value of target SIR at each iteration. Thus, for
€ — 0 there always exists an iteration j, in which y{) =y, ... Note that achievability of y,,,, can be
proved by contradiction. In other words, if the proposed maximum separation scheme does not
find a configuration for the target SIR of ,,,., no other scheme would be able to do so. This is a
direct result of forcing the maximum distance between the UAVs and the behavior of SIR expressions
explained earlier. The iteration j is indeed the last iteration of the algorithm since the constraint in
line 9 of the algorithm will be met. O

4.3.3 Further adjustment of the altitudes and the horizontal distances of UAVs

The assumption made on the altitudes of the UAVs in the previous two subsections, i.e., the same
altitude for all the UAVs, is common in current literature [38, 40, 107-109]. Nevertheless, it can be
predicted that adjustment of the altitude of each UAV can further increase the SIR of the system.
Note that due to the non-convexity of the SIR expressions, proposing an analytical solution that
jointly optimizes the altitudes and the horizontal positions of the UAVs in the multi-hop setting is
hard to achieve. With this consideration, we propose a heuristic algorithm in Algorithm 12, which
takes the horizontal distances of the UAVs obtained in the previous two subsections as the input
and further adjusts the horizontal positions and altitudes of the UAVs.

The basic idea behind our algorithm is to increase the minimum SIR of all the adjacent pairs of
links, which connect the Tx to the Rx, at each iteration. Considering (4.27), this results in increasing
the SIR of the system at each iteration. At each iteration of Algorithm 12, each UAV aims to increase
the minimum SIR of the two local links, i.e., the link connecting the previous node of the network
to the UAV and the link connecting the UAV to the next node, that pass through it (lines 4,5). To
this end, at each iteration, starting from the first UAV, each UAV explores the horizontal distances
between itself and the two adjacent nodes and the range of altitudes specified by a the vertical
exploration parameter € while the location of all the other UAVs are fixed (line 6). In other words,
each UAV, u;, with height h; explores a rectangle area in the space, the width of which is the distance
between its two adjacent nodes and the height of which is 2¢;, (h is in the range [h; — €y, h; + €,]).
Then, it changes its location to the best found position corresponding to the maximum increase
in the minimum SIR of its local links (line 9). Afterward, the next UAV aims to achieve the same
goal considering the modified position of the previous UAV and the process continues until the last
UAV adjusts its location, which completes one iteration. The following three facts are immediate: i)
the algorithm is convergent. ii) the SIR of the system achieved at each iteration of the algorithm is
non-decreasing w.r.t the iteration number. In other words, the algorithm always increases the SIR of
the system by a value that is greater than or equal to zero from one iteration to the next. iii) Given
the fact that through the position adjustment process, each UAV requires the locations of the two

adjacent nodes and only conducts internal calculations, the algorithm can be implemented in a
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distributed fashion.
Algorithm 12: Heuristic joint altitude and horizontal distance adjustments for multiple

UAVs in the presence of a major source of interference

input :Vertical exploration €, initial horizontal distances of the UAVs d® = [d {m, déo), N d,(\?lrl ], where dlgo) is
the initial horizontal distance of UAV;, initial altitudes of the UAVs h® = [h((f)), FETI h((l(\),])], where h((lo)) is the
initial altitude of UAV;, number of iterations I ter,,,., safe-guard distance between UAVs d,,,;,,.

k=0.

2 fork=1tolter,,, do

3 fori=1toN do

4 For UAV;, consider the two local links passing through the UAV and obtain their SIRs for the current

network configuration, i.e., SIRE.k)(d“‘),h[k)), SIR(i’fl(d(k), h®)) using the SIR expressions given below:

pon (VaT+ng)

—

SIR,(d,h)= >
Pusi n;ﬂus (\/(lem —diP+ YNZISI + hlz)
-2
put, (VA + (i —h 1 p) ,
SIR,(d,h)= 5, 2<i<N, (4.39)
N
Pusi n;]i,s(\/(XMSI_Zzel di)2+YNZISI+hi2J
—\—2
pun;l{os( dl%”'l—‘rh]zv)
SIRy.1(d, h)= . 2
Pusi .u;ios ( 4 (XMSI —DP+ YMSI)
5 Define the local SIR at UAV_i as: SIRE*°*/(d®), h®)) £ min{SIR”(d¥, ), SIRYY), (d®), h(¥))}.
6 Confine the horizontal location of UAV; between the previous node and the next node of the network
and obtain the best horizontal location d; and altitude h} of UAV; as:
(dr )= argmax SIREoe4!(d®), h¥)), where A% and h'¥ are vectors d*) and h*)

o<d<d®+al®), nP-e, <n<n®

with their i-th lelement replaceéi by the variables under optimization, i.e., d and h, respectively; also
i +1-th element of d® is replaced with dl(f)l + d}k) —d. Note that y/ d2 +(h— hl(f)l )2 >d,n;, and

\/ (d®, +d" —d )2 +(h—h%, )2 > d,,;, are inherently assumed to avoid violating the required
safe-guard distance between the UAV and the previous and the next node.

+€p

7 Consider vectors d* and h®) as vectors d¥) and h'*) with their i-th element replaced by the solution of
the optimization, i.e., d} and h, respectively; where i + 1-th element of d*) is d'%, + d\" —d:.

8 if SIRF*°“!(d®), h®¥)) > SIR*°*!(d®), h)) then

I [ e

o htk+D = ), e+ = g,

4.4 Extension to Multiple Sources of Interference

Pursuing a similar approach to the previous two sections, i.e., obtaining the positions of the UAVs w.r.t
the position of the MSI, upon existence of multiple sources of interference (SI) is highly challenging.
Nevertheless, in the following, we demonstrate that the results derived in the previous sections
for a single MSI can be easily extended to this scenario to provide approximate solutions. Let
I ={SL;,SI,---, S|} denote the set of SIs. Let (x;, y;,0) denote the position of SI;, Vi. Assuming that
the interference is superimposed, at any given point in the sky, z > 0, the total interference power at

73



point (x, y, h), k(x, y, h), is given by:

]

pl/nNLoS
k(x,y,h)= Z FE Ty (4.40)

We model the effect of all the Sls as a single hypothetical MSI. For this purpose, we assume that
the hypothetical MSI is placed at (xy, yg,0) with power pg. The hypothetical MSI should exhibit
a similar interference effect as the SIs in the sky. Hence, we formulate the problem of obtaining
XH, Y, Py as minimizing the approximation error described in (4.37) or the discretized version of
it, i.e., replacing the integrals in (4.37) with summations, both of which can be solved numerically.
Another approach is to approximate (4.40) and the interference power expression of the hypothetical
MSI using their Taylor expansions and obtain xg, yg, py accordingly. Note that the approximation
error depends on the positions and transmitting powers of the SIs. In general, the approximation
error is lower when the SIs are closer to each other and have more homogeneous transmitting
powers. Nevertheless, when the mentioned criterion is not satisfied, the positions of the UAVs can
be obtained by measuring the interference power in the environment, which is further discussed in
the next section.

4.5 Stochastic Interference

In some scenarios, the position of the MSI or the SIs are not known. Also, the number of interference
sources, their positions, and their transmission powers may change over time, and thus not be fixed.
In these scenarios, the interference can be considered as a random variable at each point in the sky.
Deriving the distribution of this random variable at any point requires measuring the interference
power at that point for a long time. In the following discussion, to have tractable derivations, we fix
the altitude for both the single UAV and multiple UAV scenarios. Note that for both dual-hop and
multi-hop settings a similar approach proposed in Algorithm 12 can be used to further adjust the
altitude(s) and the horizontal position(s) of the UAV(s) upon having stochastic interference. In the
following, we study the position planning for a single UAV and multiple UAVs considering stochastic
interference in order.

4.5.1 Position planning for a single UAV considering stochastic interference

Assuming the altitude of the UAV to be £, let random variable I, denote the power of interference at
horizontal position x = a with the corresponding probability density function (pdf) f; (y) and the
moment generating function M (y)=E (ely I,)).> Throughout, we assume that the I -s at different

horizontal positions are independent. In this case, the SIR expressions given in (4.2) will become

®Note that due to fixed altitude, for a better readability, index h is omitted from the interference related terms such as
I and later Y since the interference is assumed to be measured in that altitude.
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random variables defined as follows:

pt/(nNLoS(xz + hz))
I
pu/(nNLus ((D - x)z + hz))
Ip ’

SIR, (x, h)=

)

4.41)
SIRy(x, )=

As areasonable extension of (4.3), we opt to work with the expected value of the SIR expressions:

SIRg(x, h) = min{E(SIRl(x, h)), E(SIR,(x, h))}, Vx,h. (4.42)

Considering (4.41), to derive the expected value of the SIR expressions, we first derive the expected

value of the inverse of the interference random variable as:
1 1
E(—)=f ;fz“(x)dx

Ia 0
:J f e(_yX)fIa(X)dJ’dx:f M;,(=y)dy.
0 0 0

Define Y, = fooo M; (—y)dy, whose calculation is deferred to Section 4.5.3. Then the expected value

(4.43)

of the SIR expressions are given by:

E(SIRy(x, 1)) =Y i/ (N5 (x* + B?)),

(4.44)
E(SIRy(x, 1)) = Yp pu/ (1,5 (D — x)* + h%)).

Similar to Lemma 4, it can be verified that E(SIR,(x, i)) is a monotone increasing function w.r.t x,
x €(0, D). Nevertheless, E(SIR;(x, h)) exhibits different behaviors for different moment generating
functions. Due to this fact, deriving the analytic optimal solution in this case is intractable. Instead,
we propose the following iterative approach to solve the problem. Assume that we need to obtain
the position of the UAV to satisfy a given SIRg(x, i) denoted by y. Using the E(SIR,(x, h)) expression
in (4.44), the corresponding value of x is the feasible answer, i.e., belonging to [0, D], of the following

T
x=D—q| 2P _po. (4.45)
T’NLOSY

Using the facts that the expression under the square root should be positive and x should belong to

equation:

[0, D], the feasible values of the y are bounded by:

T T
T’NLOS( + ) 7/]NLOS
A Yppu s Tppy

Define v,,;, = y gy and ¥ = L At each iteration, i, of our iterative algorithm de-

Mtos( NLoS

scribed in Algorithm 13, the algorithm derives the horizontal position of the UAV, x(9), to satisfy a
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Algorithm 13: Iterative approach to obtain the optimal horizontal position of the UAV
under the presence of stochastic interference
input  :Step size €.
i=0,Choose 19 =71,,4+.
Derive the position of the UAV, i.e., x\, using (4.45) with y(®.
if E(SIR,(x®, h)) < y) then
7,(1+1_) — 7,(1) —e
if)f(lﬂ) <Ymin then
Among the previously investigated horizontal positions, fix the UAV at position x(*)*, where

(i")" = argmax min{y"), E(SIR, (x'"", h))}
i’e{1,2,,i}

o G e ® N =

7 else
8 L i=i+1andgotoline 2.

9 else
10 L Fix the UAVs at its current position.

given SIRg, i.e., '), by solely considering the E(SIR,(x(", h)) using (4.45). Afterward, it checks the
SIRg constraint using E(SIR;(x?, h)). If the chosen y¥) was unfeasible, the algorithm decreases the
value of the targeted SIRg by a tunnable step size (€) for the next iteration. It can be verified that the

algorithm converges in at most |(7,,ax — 7 min)/ €] iterations.

Proposition 3. For sufficiently small values of €, Algorithm 13 identifies the optimal position of the
UAV.

Proof. The initial point of Algorithm 13 is 7,,,4+, i.e., the maximum value of E(SIR,(x(’, h)), which
coincides with the maximum attainable value of SIRg(x, &) = min {E (SIRy(x, h)), E(SIR,(x, h))}. For
sufficiently small values of €, the algorithm gradually decreases the desired y and explores all the
possible locations of the UAV, which corresponds to the interval of y, where y,,;, <7 <Y max- The
proof is complete since E(SIR;(x, h)) is a monotone increasing function w.r.t x and for the values of
y-s outside of this interval E(SIR,(x, )) is not feasible. O

4.5.2 Distributed Position planning for Multiple UAVs considering stochastic interfer-
ence

Assuming multiple UAVs as described in Section 4.3, upon having a stochastic interference, the SIR

expressions given by (4.26) will be random variables described as follows:

i (VAT

p
SIR,(d, h) = :
d

)

1

() @0

)
125‘11 d;

puny (V@ +h2)

Ip

SIRy(d, h) =

SIRy11(d, h) =
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In this case,
SIRs(d, h)=min{E(SIR(d, h)),"--, E(SIRn4,(d, h))}, Vd, h. (4.48)

Assume that the random variable Izk ;. follows the distribution f, . (y)with moment generating
= i=19i
function M, . (y)=E(e yIZk 4.))- Considering (4.43), the expected value of the SIR expressions
i=1 i =1

can be obtained as:
E(SIR(d, ) =Yg, P,/ (Ny,s (A7 + 1?)),

, (4.49)
E(SIR(d, 1) =Ys ;4 pu/ (u,..d%),

i=1
E(SIRy41(d, 1)) =Yp puu/ (N (A 41 + 1),

In the following, we investigate the two problems pursued in Sections 4.3.1 and 4.3.2 considering
the stochastic interference.

Problem 1: Determining the minimum required number of UAVs and their locations to achieve
adesired SIRg

Considering (4.49), upon having non-identical interference distributions along the x-axis, the SIR
expressions can exhibit different behaviors in various horizontal positions. Hence, in general, the
exact analysis of this problem is intractable in this case, and thus it can only be solved by exhaustive
search, which can be computationally prohibitive. Considering this fact, pursuing a similar approach
to Section 4.3.1, we propose a sub-optimal approach based on maximizing the distances between
the UAVs to cover the span between the Tx and the Rx that guarantees achieving the desired SIRg (y),
and obtains the required number of UAVs and their locations. Note that, in general, the obtained
number of UAVs using our approach may not always meet the minimum number of UAVs needed to
satisfy the desired SIRg determined by the exhaustive search. However, we will show in Proposition 4
that these two numbers collide when the interference is i.i.d. along the x-axis.

Let N denote the minimum number of needed UAVs, and, correspondingly, d7,--, d}; denote
the distances between the UAVs, both of which will later be derived. Let 2; be the set of solutions of
E (SIR4(d, h)) >y given by:

dir—p L Yo + 1Py <0, Vdy €9y, (4.50)

which can be numerically obtained. Note that d} € %,. Also, the maximum distance between the Rx
and UAVy to satisfy the SIR constraint d“* is the following closed form expression obtained from
solving E (SIRy1(d, h))=7:

Punk
dmax — J u ),NLOS TD — h2. (4.51)
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Ifid, € 2 : d™** > D —d,, using a UAV is enough to achieve the desired SIRg. Otherwise, the
position of the middle UAVs, d}, 2 < k < N, is the largest solution to the following equation:

2 -1 _
d*k‘r—puuLoSTZi'Ll ar= 0. (4.52)

It can be seen that obtaining the distances using the sequence df — d} — d;... requires solving (4.52)
numerically since d appears in the argument of the Y, which may significantly reduce the speed
of computations. Nevertheless, except for dj, all the distances between UAVs can be obtained
in a closed form expression by pursuing the following backward approach. Since Zle di =D —
Zi}ﬁrl dr, consid;rjflg dj{,‘ 41 =d™%* given by th.e closed f(.)r‘m expressio.n in (4.51), \./vith replacing
>, drbyD—> """ dfin (4.52), we can obtain the position of the middle UAVs in a backward
order dy, , — dy, — dj,_,... using the following expression:

dy= \/puy—l‘uL—OlsTD_zNH a0 2<k<N. (4.53)

i=k+1"i

Finally, the minimum required number of UAVs N using our approach is given by:

n
N=min{neN: 3d, €7, Zd,’gzD—dl—d’"“}, (4.54)
k=2

which can be solved similarly to (4.38). Since for all dy,_,, where dy,, , < d™“*, the SIR constraint
at the Rx is met, if the above equation has no solution, its right hand side can be replaced by
D—d,—(d"**—p), where d™“*—p >0 determines the position of the last UAV, i.e., d}, ., =d"**—p.
Then, starting form p =0, the problem can be solved assuming small increments in the value of p

until a solution is found.

Proposition 4. The determined number of UAVs N using our approach given in (4.54) coincides with
the minimum required number of UAV to satisfy a desired SIRs, when the interference is i.i.d. through

the x -axis.

Proof. Fori.i.d. interference through x-axis, Y, is identical for x €[0, D]. Thus, considering (4.49),
E(SIR;(x, h)) is a monotone decreasing function w.r.t d;, Yi. Hence, the distance between the UAVs
obtained using our method coincides with the maximum distance between UAVs to satisfy the
desired SIRg, given which the proposition result is immediate. O

Problem 2: Obtaining a distributed algorithm to increase SIR¢ for a given number of UAVs in the
system

Considering our methodology in the previous problem and the method described in Section 4.3.2,
we propose Algorithm 14 to increase the SIRg, which only uses message passing between adjacent
UAVs to exchange their current location. As can be seen, the proposed algorithm is similar to the

proposed algorithm in Subsection 4.3.2. The only difference is that, instead of forward propagation,
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Algorithm 14: Distributed position planning for multiple UAVs upon having stochastic
interference

input  :Step size €.
1 i=0,d0 =0.

(i) = ) J)) = P les
2 7' =E(SIRy4,(d", b)) (d%h_l)erhZTD'

s Given d\’,, and y, obtain d{' — d{ | —--- — d{” in order using backward propagation based on (4.53).
4 Send a message from Tx to UAV, and measure SIR;.
5 if SIR, < y¥) then
6 ) = )
7 i=i+1andgotoline 2.

s else

9 L Fix the UAVs at their current positions.

Algorithm 14 uses backward propagation, by which each UAV transmits its position to the adjacent
UAV located toward the Tx, which is used to exploit the closed form expression given by (4.53).
Consequently, to examine the satisfaction of the targeted SIRg, the average value of the SIR at the
first UAV is measured. Similar to Algorithm 11, Algorithm 14 converges in at most |y%)/¢] iterations,
and its worst computational complexity is O(y(?)/€) at each UAV. In the following, we obtain the
performance guarantee of our proposed algorithm for both i.i.d. and non-i.i.d interference through
the horizontal axis.

Proposition 5. For any given number of UAVs and a sufficiently small step size €, assuming the same
altitudes for the UAVs, if I, -s are i.i.d. for x €0, D], then Algorithm 14 is guaranteed to converge to
the maximum achievable value of SIRs.

Proof. Assume that given the number of UAVs N, y™%* is the maximum achievable SIRg. The proof
is similar to the proof of Proposition 2 considering the following facts: i) for i.i.d. interference through
x-axis, T, will be identical for x €[0, D]; ii) considering (4.49), in this case, E(SIR;(x, k)) will be a
monotone decreasing function w.r.t d;, Vi; iii) the algorithm aims to achieve the target SIR at each

iteration via creating the maximum distance between the UAVs. O

Proposition 6. For a given number of UAVS, a sufficiently small step size €, assuming the same
altitudes for the UAVSs, if I, -s are non-i.i.d. for x €[0, D], then Algorithm 14 is guaranteed to converge

1 15O .
to the maximum value of sequence {y(’)}lfzo/ EJ, wherey® =y —i x ¢, for the target SIRs, for which
covering the distance between the Tx and the Rx using backward propagation and maximum distance

between the UAVs obtained in (4.53) is feasible.

Proof. The proof is trivial since the algorithm makes small changes according to the step size € in
the target SIR;. Also, the algorithm stops at iteration i when the current target value of SIRg () is
feasible and the next target value for the SIRg (y+1) is smaller than the current value of SIRg. [

Remark 12. For algorithm 11, for a given step size €, we have SIR; — SIR¢ < €, where SIR; is the
optimal solution of the problem and SIR§ is the achieved SIRs of the algorithm. The same bound
holds for Algorithms 13 and 14 by replacing SIRg with SIRs and SIR; with SIRSa upon havingi.i.d
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Figure 4.3 Examples of Beta distribution with different parameters.

interference through x-axis. These bounds can be used as a guideline to tune the step sizes of the
algorithms considering the tolerable deviation from the optimal solution. Note that, in general, a
smaller step size results in a longer convergence time and a smaller final error.

4.5.3 Discussion on the moment generating function of the interference

So far, all the expressions derived in this section can be applied to any given distribution of the
interference power by obtaining the moment generating function and its integral at each horizontal
point (see (4.43)). To concertize the results, in the following, we propose estimating the distribution
of the interference power using the Beta distribution, which results in nice closed form expression

for the expected value of the SIR expressions.

S(x,h)
I, 7

where S is the power of the signal and I is the power of the interference, which is a random variable.

Any SIR expression given in this section can be written in the following form: SIR(x, h) =

Consider I™%* as an upper bound on the power of interference in the environment: I, < I"4*,
Vx €10, D]. In this case, the SIR expressions can be written as:
S(x,h)  S(x,h)/1"**

SIR(x, h)= - : 4.55
(x,h) T, 7 (4.55)

where I, = pfﬁ is the normalized interference power. We assume that I, # 0, V x, to avoid undefined
SIR expressions. Hence, to model I, we look for a family of distribution with support on [0, 1], which
take the value of zero at 0 and 1. One of the good candidates to do such is the Beta distribution, which
is known as a general distribution that can be used to approximate the exponential distribution,
Rayleigh distribution, Ricean distribution, and Gamma distribution. In this case, the pdf of I, is
given by:
yuTt 1=yt
Blay,By)

fi.(y)= (4.56)
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where a, and S, are the shaping parameters of the distribution, B(a,, 5,) = %, and I'(.) is the
gamma function. It can be construed that each point x € [0, D] is associated with a tuple (a,, B,).
Some examples of the pdf of the Beta distribution considering different shaping parameters are

depicted in Fig. 4.3. Using the Beta distribution, for a, > 1, we get:

1 11 yeli—y)hl
E(E)zfo v Blanpd
_Jl ye1-1(1 =yl B(a, —1,B,)
o Blax—1,0) Blay, Bx)
_Bla,—LBy) [yl a—y)!
~ B(ax By JO Bla.—1p,) 7 (4.57)

I )I(Bx—1)
_ Blay—1,B) T, +pD

Bla,,By)  Nelp)

H(ax+Py)
T(a,—1)
r(ax+/~3x_l) _ ax +/5x - 1
a,I(a,—1) - a,—1 ’

(ax+ﬁx)r(ax +ﬁx71)

where the first equality on the last line is the result of the gamma function property I'(z 4+ 1) = zI'(z).
As compared to (4.43), the above result eliminates the need for calculation of the moment generating
function of the interference power and its integral at each point. As a result, a new set of nice closed

form expressions can be obtained by putting 1, = %ﬁ_ﬁ_l in (4.45), (4.46), (4.50), (4.51), (4.53). Due

to space limitations, we avoid writing the corresponding expressions.

Table 4.2 Simulation parameters. The first sub-table describes the general parameters. For the dual-hop
setting, the second and the third sub-tables describe the parameters used in Fig. 4.4 and Fig. 4.5, re-
spectively. For the multi-hop setting, the fourth and the fifth sub-tables describe the parameters used
in Figs. 4.6,4.7 and Figs. 4.8,4.9, respectively.

. fC CLos CNLos - - - -
General: 3Gz 1000t 1o - - - -
waml P | D [ - | - T - 1 -
Fig.4.4: TW 35m - - - - -
: . Pusi YMSI XMSI D - - -
Fig-4.5 = 0w T 30m | 30m | 35m - . -
Figs.4.6,| p, P D h - - -
4.7: 80W 80W | 1000m | 20m - - -
Figs.4.8,| p, p: Pus h D X Y.
4.9: 1w 80W 80W 20m | 1000m | 500m | 400m
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Figure 4.4 The locus of the points described in Lemma 3 for different parameters.
4.6 Numerical Results

The simulation parameters are summarized in Table 4.2. The general simulation parameters shown

in the first sub-table of Table 4.2 are chosen by following [40], also we set 1) . = U, ..

4.6.1 Dual-Hop Setting

Considering the transmission power of the UAV and the distance between the Tx and Rx as given
in the second sub-table of Table 4.2, Fig. 4.4 depicts the locus described in Lemma 3 for various
parameters.

Considering the solid black line and the dotted red line as the references, as expected, increasing
p: (the marked blue and dashed magenta lines) shifts the locus toward the Rx. Also, considering the
dotted red line and the dashed magenta line as the references, bringing the MSI closer to the Tx/Rx
(the solid black and marked blue lines) shifts the locus downward, which is equivalent to a decrease
in the required UAV altitude.
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Figure 4.6 The minimum required number of UAVs to satisfy various values of SIRg for different positions
of the MSIL.
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Figure 4.5 Comparison between the SIRg obtained using our optimal approach, the method in [40] (la-
beled as Multi-hop baseline), and the random placement for different parameters considering a single
UAV.
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Figure 4.8 The SIRg w.r.t the iteration for our proposed distributed algorithm considering various number
of UAVs in the system (V).
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Figure 4.7 The minimum required number of UAVs to satisfy various values of SIRg for different UAV trans-
mission powers.
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Figure 4.10 The SIRg w.r.t the iteration for our proposed distributed algorithm (Algorithm 14) upon exis-
tence of stochastic interference, which is non-i.i.d (top subplot) and i.i.d. (bottom subplot) in through the
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x-axis. The number of UAVs in the system is denoted by N.
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Figure 4.9 Percentage of increase in SIRg by comparing our distributed algorithm with the random place-
ment and the method in [40] (labeled as Multi-hop baseline) for various number of UAVs ().
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Figure 4.11 The final SIRg achieved through Algorithm 11, for different altitudes, when all the UAVs have
the same altitude specified in the x-axis.

Fig. 4.5 compares the SIR of the system obtained using Theorem 4 to both the random placement,
the performance of which is obtained by randomly placing the UAV in 1000 Monte-Carlo iterations,
and the method described in [40], which does not capture the existence of the MSI. In this simulation,
it is assumed that the altitude of the UAV changes in the interval [10m, 50m] and the simulation is
conducted for two realizations of p; and p, described in the figure. The rest of the parameters are
described in the third sub-table of Table 4.2. As can be seen, the difference between the performance
of our approach and the baselines is more prominent in low altitudes (up to 65% increase in SIRg).
Also, on average, our method leads to 30.14% and 25.73% increase in SIRg as compared to the

random placement and the method of [40], respectively.

4.6.2 Multi-Hop Setting

Considering the parameters described in the fourth sub-table of Table 4.2, based on (4.38), the
minimum required number of UAVs to satisfy different values of SIRg when p,, = 1W for multiple
MSI positions (when X, =500m, Y, =400m for multiple p,, values) is depicted in Fig. 4.6 (Fig. 4.7).
From Fig. 4.6, it can be observed that as the MSI gets closer to the Tx/Rx the required number of
UAVs increases. Also, from Fig. 4.7, it can be seen that by increasing the p,, the required number of
UAVs decreases.

Considering the parameters described in the fifth sub-table of Table 4.2, d,,,;,, =4m, and € = 0.1,
Fig. 4.8 depicts the performance of our distributed algorithm (Algorithm 11) for various number
of UAVs in the network. From Fig. 4.8, it can be seen that as the number of UAVs increases our
algorithm achieves larger values of SIRg with a faster convergence speed. The faster convergence is
due to the larger coverage length when having a large number of UAVs. Fig. 4.9 reveals the significant
increase in the SIRg obtained through comparing the achieved SIRg using our distributed algorithm

with both the method described in [40] and the random placement, the performance of which is
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Figure 4.12 Locations of the UAVs in x-h plane for different number of iterations (k) of Algorithm 12. Posi-
tions of the Tx, the MSI, and the Rx are also depicted in the figure.

obtained by randomly placing the UAVs in 1000 Monte-Carlo iterations.

Position planning upon having stochastic interference leads to similar results as compared to
the previous performed simulations, especially upon having i.i.d. interference along x-axis. As an
example, considering the parameters of the previous simulation, Fig. 4.10 depicts the performance of
our distributed algorithm (Algorithm 14) for various number of UAVs in the network. We assume that
the interference follows the Beta distribution (see Section 4.5.3). We first consider the interference
to be non-i.i.d. through the x-axis, where a, and 3, are chosen such that % ranges from 0.6A™!
to A7, Vx €[0,D], where A = (nNLDS hz)_1 is the power of the signal received at the UAV if the UAV
is located above the Tx (at x = 0) for a normalized transmitter power. Also, the performance of
the algorithm upon having i.i.d. interference with %xﬁ" = 0.8A, Vx € [0, D], is depicted in the
bottom subplot of Fig. 4.10. Comparing the two subplots, upon having the non-i.i.d. interference,
moving from one iteration to the next may not lead to a better SIR_S due to the unpredictable
power of interference at different positions during the iterations (see (4.53)); however, in both cases,
the convergence is achieved through a few iterations. Also, comparing the performance of our
algorithm with the baselines will result in similar results depicted in Fig. 4.9, which is omitted to

avoid redundancy.
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Figure 4.13 The SIRg w.r.t the iteration number (k) of Algorithm 12.

4.6.3 Adjusting the altitudes and the horizontal positions of the UAVs

We first conduct a set of simulations to demonstrate the effect of the altitudes of the UAVs on the
performance of Algorithm 11, when the UAVs have the same altitude. The results are depicted
in Fig. 4.11 assuming the number of UAVs N = 50. We use the same simulation parameters as in
Figs. 4.8 and 4.9 except the value for ¥,
to the UAVs (smaller values of Y,
However, increasing the altitude after a certain value results in performance reduction. This is

«» Which is variable. As can be seen, as the MSI gets closer

), the altitude that results in the best performance increases.

because increasing the altitude initially results in decreasing the effect of interference on the UAVs;
however, after a certain point the link from the Tx to the first UAV and from the last UAV to the Rx
become the bottleneck and increasing the altitude leads to a reduction in the SIRg.

To demonstrate the effect of adjustments of the altitudes and the horizontal positions of the
UAVs on the SIRg using Algorithm 12, we fix the location of MSI at X, = 500m, ¥, = 150m and
choose the corresponding altitude that results in the best performance of Algorithm 11 from the
red curve with circle markers in Fig. 4.11, i.e., h = 220m, as the initial altitude of all the UAVs. Also,
the initial horizontal positions of the UAVs are obtained using Algorithm 11. Fig. 4.12 depicts the
location of the Tx, the MSI, the Rx, and the UAVs in the 2-D plane for different number of iterations of
Algorithm 12. Two key observations from Fig. 4.12 are as follows: i) the algorithm brings the first few
UAVs closer to the Tx, the last few UAVs closer to the Rx, while moving the middle UAVs away from
the MSI; ii) the algorithm leads to larger horizontal separations between the first few and the last
few UAVs, while the middle UAVs are closer. The reason behind these observations is that the effect
of interference on the middle UAVs is larger since they are closer to the MSI; and thus the algorithm
brings them closer to each other and moves them away from the MSI. Note that these observations
and the semicircle 2-D shape of the UAVs configuration in Fig. 4.12 are parameter specific and may
vary for a different parameter setting, e.g., a different location for the MSI. Fig. 4.13 depicts the
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increase in SIRg achieved using Algorithm 12, where 25% increase in SIRg can be observed.

4.7 Related Works

In most of the related literature, the position planning for a single UAV, which is considered either
as a gateway between a set of sensors and a ground node or as a relay node between a pair of
transmitter and receiver, is developed [110-120]. In [110], the optimal position of a set of UAV relays
is studied to improve the network connectivity and communication performance of a team of
ground nodes/vehicles, where there is no communications among the UAVs themselves. In [111],
a UAV is employed as a mobile relay to ferry data between two disconnected ground nodes. This
work aims to maximize the end-to-end throughput of the system by optimizing the source/relay
power allocation and the UAV’s trajectory. In [112], UAV-assisted relay networks are studied in the
context of cyber-physical systems, where a relay-based secret-key generation technique between
two UAVs are proposed. In [113], optimal deployment of a UAV in a wireless relay communication
system is studied in order to improve the quality of communications between two obstructed access
points, while the symbol error rate is kept below a certain threshold. In [114], UAVs are utilized as
moving relays among the ground stations with disconnected communication links in the event of
disasters, where a variable-rate relaying approach is proposed to optimize the outage probability
and information rate. In [115], UAV-enabled mobile relaying in the context of the wiretap channel is
proposed to facilitate secure wireless communications, the goal of which is to maximize the secrecy
rate of the system. In [116], considering the usage of a UAV as relay between a pair of transmitter
and receiver, an end-to-end throughput maximization problem is formulated to optimize the relay
trajectory and the source/relay power allocations in a finite time horizon. In [117], a UAV works
as an amplify-and-forward relay between a base station and a mobile device. The trajectory and
the transmit power of the UAV and the transmit power of the mobile device are obtained aiming to
minimize the outage probability of the system. In [118], the placement of a UAV in both static and
mobile relaying schemes is investigated to maximize the reliability of the network, for which the
total power loss, the overall outage, and the overall bit error rate are used as reliability measures.
Also, it is shown that that decode-and-forward relaying is better than amplify-and-forward relaying
in terms of reliability. In [119], position planning of a UAV relay is studied to provide connectivity or
a capacity boost for the ground users in a dense urban area, where a nested segmented propagation
model is proposed to model the propagation from the UAV to the ground user that might be blocked
by obstacles. In [120], the optimization of propulsion and transmission energies of a UAV relay is
considered, where the problem is studied as an optimal control problem for energy minimization
based on dynamic models for both transmission and mobility. Studying the UAV placement planning
in the multi-hop relay communication context, in which multiple UAVs can be utilized between
the transmitter and the receiver, is a new topic studied in [37-40]. The aim of these works is similar
to the aforementioned literature; however, data transmission through multiple UAVs makes their

methodology different. Moreover, there are some similar works in the literature of sensor networks,
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among which the most relevant ones are [121, 122]. In [121], the two-dimensional (2-D) placement
of relays is investigated aiming to increase the achievable transmission rate. In [122], the impromptu
(as-you-go) placement of the relay nodes between a pair of source and sink node is addressed
considering the distance between those nodes as a random variable, where the space is restricted to
be (1-D).

4.8 Conclusion

In this chapter, we studied the UAV-assisted relay wireless communication paradigm considering
the presence of interference in the environment. We investigated the UAV(s) position planning
considering two scenarios: i) existence of an MSI, and ii) existence of stochastic interference. For
each scenario, we first endeavored to maximize the (average) SIR of the system considering a single
UAV in the network. Afterward, for each scenario, we studied the position planning in multi-hop
relay scheme, in which the utilization of multiple UAVs is feasible. To this end, we first proposed a
theoretical approach, which simultaneously determines the minimum number of needed UAVs
and their optimal positions so as to satisfy a desired (average) SIR of the system. Second, for a given
number of UAVs in the network, we proposed a distributed algorithm along with its performance
guarantee, which solely requires message exchange between the adjacent UAVs so as to maximize
the (average) SIR of the system. Furthermore, we illustrated the performance of our methods through

numerical simulations.
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CHAPTER

5

SUMMARY AND FUTURE WORKS

In this dissertation, we studied efficient network planning and design for three emerging networking
concepts: cloud, interdependent, and UAV-assisted networks. In the following, we summarize this
dissertation and provide some possible future research directions:

1. In Chapter 2, we developed a framework for efficient allocation of graph jobs in GDCNs.
We addressed the following two challenges: i) the allocation problem belongs to NP-hard
nonlinear integer programming; ii) the allocation requires solving the NP-complete sub-graph

isomorphism problem. We proposed a suite of efficient solutions for GDCNs of various scales.

We have modified and extended the framework of this chapter and published some followup
works, e.g., [123-126]. For the future work, we suggest studying graph jobs with heterogeneous
order of nodes’ execution, where there is a predefined sequence for the execution of the
nodes or when the amount of time required for the execution of the nodes is different. Also,
encapsulating a mathematical model of network link outages into the allocation of graph jobs
among multiple DCs is worth further investigation.

2. In Chapter 3, we proposed a generic system model for demand-supply networks. We identified
the optimal resource configuration under different resource/load fluctuations scenarios. To
mitigate/confine ongoing cascading failures, we proposed two network adaptations mecha-

nisms: intentional failure and resource re-adjustment.

For the future work, one interesting direction is to study the demand-supply networks with
uncertainties in available resources and requested loads of the nodes. This requires utilizing

probabilistic methods to quantify the robustness and solve the optimization problems. Also,
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detection of catastrophic failures in interdependent networks considering the initial source
of failure using tools such as graph signal processing is promising. We have investigated a
closely related topic in [127, 128] focusing on the spread of epidemics in single layer networks.
Another interesting problem is studying the network recovery after failures, e.g., [75, 76], in

the context of demand-supply networks.

. In Chapter 4, we considered UAV-assisted wireless communication employing UAVs as relays.
We studied the optimal position planning in the presence of: i) one major source of interference,
ii) stochastic interference. For each scenario, we first considered a single UAV in the dual-hop
relay mode and determined its optimal position. Afterward, multiple UAVs in the multi-hop
relay mode are considered, for which we investigated two novel problems concerned with
determining the optimal number of required UAVs and developing an optimal distributed

position alignment method.

The methodology of this chapter can inspire multiple future works revisiting the previously
studied problems in the context of UAV-assisted relay wireless communications, e.g., the
UAV trajectory design, considering the existence of interference in the environment. Also,
investigating the studied problems in this chapter upon having multiple pairs of Tx and Rx is

a promising future work.

92



[1]

(2]

3]

[4]

5]

(6]

[7]

8]
[9]

[10]

(11]

(12]

(13]

(14]

(15]

BIBLIOGRAPHY

I. A. T. Hashem, I. Yaqoob, N. B. Anuar, S. Mokhtar, A. Gani & S. U. Khan. “The rise of “big
data” on puting: Review and open research issues”. Inform. Syst. 47 (2015), pp. 98-115.

H. Caij, B. Xu, L. Jiang & A. V. Vasilakos. “loT-Based Big Data Storage Systems in Cloud Com-
puting: Perspectives and Challenges”. IEEE Internet Things J. 4.1 (2017), pp. 75-87.

L.-J. Zhang. “Editorial: Big Services Era: Global Trends of Cloud Computing and Big Data”.
IEEE Trans. Services Computing 5.4 (2012), pp. 467-468.

C.Ji, Y. Li, W. Qiu, U. Awada & K. Li. “Big Data Processing in Cloud Computing Environments”.
Proc. 12th Int. Symp. Pervasive Syst., Alg. Netw. 2012, pp. 17-23.

C.Yang, Q. Huang, Z. Li, K. Liu & E Hu. “Big Data and cloud computing: innovation opportu-
nities and challenges”. Int. J. Digit. Earth 10.1 (2017), pp. 13-53.

D. Agrawal, S. Das & A. El Abbadi. “Big Data and Cloud Computing: Current State and Future
Opportunities”. Proc. 14th Int. Conf. Extending Database Technol. EDBT/ICDT '11. Uppsala,
Sweden: ACM, 2011, pp. 530-533.

Apache Storm. http://storm.apache.org/. Accessed: 2018-03-03.
GraphLab.https://turi.com/. Accessed: 2018-03-03.

S. Soares. IBM InfoSphere: A platform for Big Data governance and process data governance.
MC Press, 2013.

T. Condie, N. Conway, P. Alvaro, J. M. Hellerstein, K. Elmeleegy & R. Sears. “MapReduce
online”. Vol. 10. 1. 2010, p. 20.

Yahoo'’s Open Sourced $4 Could be a Real-time Cloud Platform. URL: www . programmableweb.
com/news/yahoos-open-sourced-s4-could-be-real-time-cloud-platform/
2010/12/31 (visited on 07/08/2019).

A.C.Zhou, Y. Gong, B. He &]J. Zhai. “Efficient Process Mapping in Geo-distributed Cloud Data
Centers”. Proc. Int. Conf. High Performance Comput., Netw., Storage Anal. SC’17. Denver,
Colorado: ACM, 2017, 16:1-16:12.

J. Ghaderi, S. Shakkottai & R. Srikant. “Scheduling Storms and Streams in the Cloud”. Proc.
2015 ACM SIGMETRICS Int. Conf. Measurement Modeling Comput. Syst. Portland, Oregon,
USA: ACM, 2015, pp. 439-440.

J. Ghaderi, S. Shakkottai & R Srikant. “Scheduling storms and streams in the cloud”. ACM
Trans. Model. Perform. Eval. Comput. Syst. 1.4 (2016), 14:1-14:28.

K. Psychas &J. Ghaderi. “On Non-Preemptive VM Scheduling in the Cloud”. Proc. ACM Meas.
Anal. Comput. Syst. Vol. 1. 2. ACM, 2017, 35:1-35:29.

93


http://storm.apache.org/
https://turi.com/
www.programmableweb.com/news/yahoos-open-sourced-s4-could-be-real-time-cloud-platform/2010/12/31
www.programmableweb.com/news/yahoos-open-sourced-s4-could-be-real-time-cloud-platform/2010/12/31
www.programmableweb.com/news/yahoos-open-sourced-s4-could-be-real-time-cloud-platform/2010/12/31

(16]

(17]

(18]

(19]

[20]

(21]

[22]

(23]

[24]

[25]

(26]

(27]

(28]

[29]

(30]

(31]

M. Dayarathna, Y. Wen & R. Fan. “Data Center Energy Consumption Modeling: A Survey”.
IEEE Commun. Surveys Tut. 18.1 (2016), pp. 732-794.

S. V. Buldyrev, R. Parshani, G. Paul, H. E. Stanley & S. Havlin. “Catastrophic cascade of failures
in interdependent networks”. Nature 464.7291 (2010), p. 1025.

P. Zhang, B. Cheng, Z. Zhao, D. Lj, G. Ly, Y. Wang &]J. Xiao. “The robustness of interdepen-
dent transportation networks under targeted attack”. EPL (Europhysics Lett.) 103.6 (2013),
p. 68005.

M. Di Muro, L. Valdez, H. A. Régo, S. Buldyrev, H. Stanley & L. Braunstein. “Cascading
Failures in Interdependent Networks with Multiple Supply-Demand Links and Functionality
Thresholds”. Scientific Rep. 7.1 (2017), p. 15059.

J. Zhang & E. Modiano. “Connectivity in Interdependent Networks”. IEEE/ACM Trans. Netw.
26.5 (2018), pp. 2090-2103.

E Poppe, J. Jones, S. Venkatachalam, S. Dharanikota, R. Jain, R. Hartani, D. Griffith & Y. Xue.
“Inference of shared risk link groups”. Internet Draft (2001).

J. Q. Hu. “Diverse routing in optical mesh networks”. IEEE Trans. Commun. 51.3 (2003),
pp. 489-494.

D. Coudert, P. Datta, S. Pérennes, H. Rivano & M.-E. Voge. “Shared risk resource group
complexity and approximability issues”. Parallel Process. Lett. 17.02 (2007), pp. 169-184.

M. Di Muro, C. La Rocca, H. Stanley, S Havlin & L. Braunstein. “Recovery of interdependent
networks”. Scientific Rep. 6 (2016), p. 22834.

C. E. L. Rocca, H. E. Stanley & L. A. Braunstein. “Strategy for stopping failure cascades in
interdependent networks”. Physica A: Statistical Mech. Appl. 508 (2018), pp. 577 -583.

S.Hayat, E. Yanmaz & R. Muzaffar. “Survey on Unmanned Aerial Vehicle Networks for Civil Ap-
plications: A Communications Viewpoint”. IEEE Commun. Surveys Tut. 18.4 (2016), pp. 2624—
2661.

Y. Hong, W. Huang, E Chiu & C.-J. Kuo. “Cooperative Communications in Resource-Co-
nstrained Wireless Networks”. IEEE Signal Process. Mag. 24.3 (2007), pp. 47-57.

T. Cover & A. E. Gamal. “Capacity theorems for the relay channel”. IEEE Trans. Inf. Theory
25.5 (1979), pp. 572-584.

Y. Zhao, R. Adve & T.]. Lim. “Improving Amplify-and-Forward Relay Networks: Optimal Power
Allocation versus Selection”. Proc. IEEE Int. Symp. Inf. Theory (ISIT). 2006, pp. 1234-1238.

Y. Zeng, R. Zhang & T. J. Lim. “Wireless communications with unmanned aerial vehicles:
Opportunities and challenges”. IEEE Commun. Mag. 54.5 (2016), pp. 36-42.

A. Jaziri, R. Nasri & T. Chahed. “Congestion mitigation in 5G networks using drone relays”.
Proc. Int. Wireless Commun. Mobile Comput. Conf. (IWCMC). 2016, pp. 233-238.

94



(32]

[33]

[34]

(35]

(36]

(37]

(38]

(39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

H. Baek & J. Lim. “Design of Future UAV-Relay Tactical Data Link for Reliable UAV Control
and Situational Awareness”. IEEE Commun. Mag. 56.10 (2018), pp. 144-150.

Y. Saleem, M. H. Rehmani & S. Zeadally. “Integration of cognitive radio technology with
unmanned aerial vehicles: issues, opportunities, and future research challenges”. J. Netw.
Comput. Appl. 50 (2015), pp. 15-31.

A. Rahmati, Y. Yapici, N. Rupasinghe, I. Guvenc, H. Dai & A. Bhuyan. “Energy Efficiency of
RSMA and NOMA in Cellular-Connected mmWave UAV Networks”. Proc. IEEE Int. Conf.
Commun. Workshops (ICC Workshops). 2019, pp. 1-6.

A. Rahmati, X. He, I. Guvenc & H. Dai. “Dynamic Mobility-Aware Interference Avoidance for
Aerial Base Stations in Cognitive Radio Networks”. arXiv preprint arXiv:1901.02613 (2019).

D. Athukoralage, I. Guvenc, W. Saad & M. Bennis. “Regret based learning for UAV assisted
LTE-U/WiFi public safety networks”. Proc. IEEE Global Commun. Conf. (GLOBECOM). 2016,

pp. 1-7.

U. Challita & W. Saad. “Network formation in the sky: Unmanned aerial vehicles for multi-hop
wireless backhauling”. Proc. IEEE Global Commun. Conf. (GLOBECOM). 2017, pp. 1-6.

G. Zhang, H. Yan, Y. Zeng, M. Cui & Y. Liu. “Trajectory Optimization and Power Allocation for
Multi-Hop UAV Relaying Communications”. IEEE Access 6 (2018), pp. 48566—48576.

P Li &]J. Xu. “Placement Optimization for UAV-Enabled Wireless Networks with Multi-Hop
Backhauls”. J. Commun. Inf. Netw. 3.4 (2018), pp. 64-73.

Y. Chen, N. Zhao, Z. Ding & M.-S. Alouini. “Multiple UAVs as Relays: Multi-Hop Single Link
Versus Multiple Dual-Hop Links”. IEEE Trans. Wireless Commun. 17.9 (2018), pp. 6348-6359.

P. Auer, N. Cesa-Bianchi, P. Fischer & R. Schapire. “The Nonstochastic Multiarmed Bandit
Problem”. SIAM J. Comput. 32.1 (2002), pp. 48-77.

S. Hart & A. Mas-Colell. “A simple adaptive procedure leading to correlated equilibrium”.
Econometrica 68.5 (2000), pp. 1127-1150.

K. M. Sim. “Agent-Based Interactions and Economic Encounters in an Intelligent InterCloud”.
IEEE Trans. on Cloud Comput. 3.3 (2015), pp. 358-371.

S. Hosseinalipour & H. Dai. “A Two-Stage Auction Mechanism for Cloud Resource Allocation”.
IEEE Trans. Cloud Comput. (2019), pp. 1-1.

S. Hosseinalipour & H. Dai. “Options-based sequential auctions for dynamic cloud resource
allocation”. Proc. 2017 IEEE Int. Conf. Commun. (ICC). 2017, pp. 1-6.

R. C. Read & D. G. Corneil. “The graph isomorphism disease”. J. Graph Theory 1.4 (1977),
pp. 339-363.

95



[47]

(48]

[49]

[50]

(51]

[52]

(53]

(54]

[55]

[56]

(57]

(58]

[59]

(60]

[61]

[62]

Y. Yao, L. Huang, A. B. Sharma, L. Golubchik & M. J. Neely. “Power Cost Reduction in Dis-
tributed Data Centers: A Two-Time-Scale Approach for Delay Tolerant Workloads”. IEEE
Trans. Parallel Distrib. Syst. 25.1 (2014), pp. 200-211.

S. Boyd & L. Vandenberghe. Convex optimization. Cambridge university press, 2004.

J. L. Bentley. “Multidimensional binary search trees used for associative searching”. Commun.
ACM18.9 (1975), pp. 509-517.

B. Johansson, T. Keviczky, M. Johansson & K. H. Johansson. “Subgradient methods and
consensus algorithms for solving convex optimization problems”. Proc. 47th IEEE Contf.
Decision Control (CDC). 2008, pp. 4185-4190.

A. Heydon & M. Najork. “Mercator: A scalable, extensible web crawler”. World Wide Web 2.4
(1999), pp. 219-229.

J. Cho, H. Garcia-Molina & L. Page. “Efficient crawling through URL ordering”. Comput.
Netw. ISDN Syst. 30.1-7 (1998), pp. 161-172.

P. Boldi, B. Codenotti, M. Santini & S. Vigna. “Ubicrawler: A scalable fully distributed web
crawler”. Software: Practice Experience 34.8 (2004), pp. 711-726.

T. H. Cormen, C. E. Leiserson, R. L. Rivest & C. Stein. Introduction to Algorithms. 3rd. The
MIT Press, 2009.

Data Structures: List. https://docs . python.org/3/tutorial/datastructures.
html. Accessed: 04-04-2018.

S. Lloyd. “Least squares quantization in PCM”. IEEE trans. Inf. Theory 28.2 (1982), pp. 129-
137.

J. Zhao, H. Li, C. Wu, Z. Li, Z. Zhang & E C. Lau. “Dynamic pricing and profit maximiza-
tion for the cloud with geo-distributed data centers”. Proc. IEEE Conf. Comput. Commun.
(INFOCOM). 2014, pp. 118-126.

J. Wan, R. Zhang, X. Gui & B. Xu. “Reactive pricing: an adaptive pricing policy for cloud
providers to maximize profit”. IEEE Trans. Netw. Service Manage. 13.4 (2016), pp. 941-953.

L. Gyarmati & T. A. Trinh. “Scafida: A scale-free network inspired data center architecture”.
ACM SIGCOMM Comput. Commun. Rev. 40.5 (2010), pp. 4-12.

A.-L. Barabasi, R. Albert & H. Jeong. “Scale-free characteristics of random networks: the
topology of the world-wide web”. Physica A: Statist. Mech. Appl. 281.1 (2000), pp. 69-77.

L. Shi, Z. Zhang & T. Robertazzi. “Energy-Aware Scheduling of Embarrassingly Parallel Jobs
and Resource Allocation in Cloud”. IEEE Trans. Parallel Distrib. Syst. 28.6 (2017), pp. 1607-
1620.

W. Wang, B. Liang & B. Li. “Multi-Resource Fair Allocation in Heterogeneous Cloud Comput-
ing Systems”. IEEE Trans. Parallel Distrib. Syst. 26.10 (2015), pp. 2822-2835.

96


https://docs.python.org/3/tutorial/datastructures.html
https://docs.python.org/3/tutorial/datastructures.html

[63]

[64]

(65]

(66]

[67]

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[75]

[76]

[77]

S. Ren, Y. He & E Xu. “Provably-efficient job scheduling for energy and fairness in geographi-
cally distributed data centers”. Proc. IEEE 32nd Int. Conf. Distrib. Comput. Syst. 2012, pp. 22—
31.

Y. Yao, L. Huang, A. Sharma, L. Golubchik & M. Neely. “Data centers power reduction: A two
time scale approach for delay tolerant workloads”. Proc. IEEE Int. Conf. Comput. Commun.
(INFOCOM). 2012, pp. 1431-1439.

H.Xu &B. Li. “Joint request mapping and response routing for geo-distributed cloud services”.
Proc. IEEE Int. Conf. Comput. Commun. (INFOCOM). 2013, pp. 854-862.

R. Kaewpuang, D. Niyato, P Wang & E. Hossain. “A framework for cooperative resource
management in mobile cloud computing”. IEEE]. Sel. Areas Commun. 31.12 (2013), pp. 2685—
2700.

T. Chen, A. G. Marques & G. B. Giannakis. “DGLB: Distributed Stochastic Geographical Load
Balancing over Cloud Networks”. IEEE Trans. Parallel Distrib. Syst. 28.7 (2017), pp. 1866-1880.

P. Poullie, T. Bocek & B. Stiller. “A survey of the state-of-the-art in fair multi-resource alloca-
tions for data centers”. IEEE Trans. Netw. Service Manage. 15.1 (2018), pp. 169-183.

X. Liu, X. Zhang, W. Li & X. Zhang. “Swarm optimization algorithms applied to multi-resource
fair allocation in heterogeneous cloud computing systems”. Computing99.12 (2017), pp. 1231-
1255.

Z. Zhang & X. Zhang. “A load balancing mechanism based on ant colony and complex
network theory in open cloud computing federation”. Proc. 2nd Int. Conf. Ind. Mechatronics
Autom. Vol. 2. 2010, pp. 240-243.

S. Boyd & L. Vandenberghe. Convex optimization. Cambridge university press, 2004.

Y. Yuan, Z. Li & K. Ren. “Modeling load redistribution attacks in power systems”. IEEE Trans.
Smart Grid 2.2 (2011), pp. 382-390.

Y. Yuan, Z. Li & K. Ren. “Quantitative Analysis of Load Redistribution Attacks in Power
Systems”. IEEE Trans. Parallel Distrib. Syst. 23.9 (2012), pp. 1731-1738.

G. Liang, J. Zhao, E Luo, S. R. Weller & Z. Y. Dong. “A Review of False Data Injection Attacks
Against Modern Power Systems”. IEEE Trans. Smart Grid 8.4 (2017), pp. 1630-1638.

J. Wang, C. Qiao & H. Yu. “On progressive network recovery after a major disruption”. Proc.
IEEE Int. Conf. Comp. Commun. (INFOCOM). 2011, pp. 1925-1933.

D. Z. Tootaghaj, N. Bartolini, H. Khamfroush & T. La Porta. “On Progressive Network Recovery
From Massive Failures Under Uncertainty”. IEEE Trans. Netw. Serv. Manag. 16.1 (2019),
pp. 113-126.

B. Min, S. Do Yi, K.-M. Lee & K.-1. Goh. “Network robustness of multiplex networks with
interlayer degree correlations”. Physical Rev. E 89.4 (2014), p. 042811.

97



(78]

[79]

(80]

(81]

(82]

(83]

(84]

(85]

(86]

(87]

(88]

(89]

[90]

[91]

S. Chattopadhyay, H. Dai, D. Y. Eun & S. Hosseinalipour. “Designing Optimal Interlink
Patterns to Maximize Robustness of Interdependent Networks Against Cascading Failures”.
IEEE Trans. Commun. 65.9 (2017), pp. 3847-3862.

X. Wang, W. Zhou, R. Li, J. Cao & X. Lin. “Improving robustness of interdependent networks
by a new coupling strategy”. Physica A: Statistical Mech. Appl. 492 (2018), pp. 1075 -1080.

Z. Huang, C. Wang, M. Stojmenovic & A. Nayak. “Characterization of Cascading Failures in
Interdependent Cyber-Physical Systems”. IEEE Trans. Comput. 64.8 (2015), pp. 2158-2168.

M. Rahnamay-Naeini & M. M. Hayat. “Cascading Failures in Interdependent Infrastructures:
An Interdependent Markov-Chain Approach”. IEEE Trans. Smart Grid 7.4 (2016), pp. 1997-
2006.

X. Huang, J. Gao, S. V. Buldyrev, S. Havlin & H. E. Stanley. “Robustness of interdependent
networks under targeted attack”. Physical Rev. E83.6 (2011), p. 065101.

S. A. Pambudi, W. Wang & C. Wang. “On the Resilience of D2D-Based Social Networking
Service against Random Failures”. proc. IEEE Global Commun. Conf. (GLOBECOM). 2016,

pp. 1-6.

S. A. Pambudi, W. Wang & C. Wang. “From Isolation Time to Node Resilience: Impact of
Cascades in D2D-Based Social Networks”. proc. IEEE Global Commun. Conf. (GLOBECOM,).
2017, pp. 1-6.

D. Z. Tootaghaj, N. Bartolini, H. Khamfroush & T. La Porta. “Controlling cascading failures in
interdependent networks under incomplete knowledge”. Proc. IEEE 36th Symp. Rel. Distrib.
Syst. (SRDS). 2017, pp. 54-63.

D. Z. Tootaghaj, N. Bartolini, H. Khamfroush, T. He, N. R. Chaudhuri & T. La Porta. “Mitigation
and recovery from cascading failures in interdependent networks under uncertainty”. [EEE
Trans. Control Netw. Syst. (2018).

J. Wang, C. Jiang & J. Qian. “Robustness of interdependent networks with different link
patterns against cascading failures”. Physica A: Statistical Mech. Appl. 393 (2014), pp. 535
-541.

A. Eslami, C. Huang, J. Zhang & S. Cui. “Cascading Failures in Load-Dependent Finite-Size
Random Geometric Networks”. IEEE Trans. Netw. Sci. Eng. 3.4 (2016), pp. 183-196.

P. Dey, R. Mehra, E Kazi, S. Wagh & N. M. Singh. “Impact of Topology on the Propagation of
Cascading Failure in Power Grid”. IEEE Trans. Smart Grid 7.4 (2016), pp. 1970-1978.

B. Mukherjee, M. E Habib & E Dikbiyik. “Network adaptability from disaster disruptions and
cascading failures”. IEEE Commun. Mag. 52.5 (2014), pp. 230-238.

H.A. Q. Tran & A. Namatame. “Improve Network’s Robustness Against Cascade with Rewiring”.
Procedia Comput. Sci. 24 (2013), pp. 239-248.

98



[92]

[93]

[94]

[95]

[96]

[97]

(98]

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

P. Zhang, J.-Y. Cai, L.-Q. Tang & W.-B. Zhao. “Approximation and hardness results for label
cut and related problems”. J. Combinatorial Optimization 21.2 (2011), pp. 192-208.

D. Coudert, P. Datta, S. Pérennes, H. Rivano & M.-E. Voge. “Complexity and approximability
issues of shared risk resource group”. PhD thesis. INRIA, 2006.

X. Huang, I. Vodenska, S. Havlin & H. E. Stanley. “Cascading failures in bi-partite graphs:
model for systemic risk propagation”. Scientific Rep. 3 (2013), p. 1219.

E Caccioli, M. Shrestha, C. Moore & J. D. Farmer. “Stability analysis of financial contagion
due to overlapping portfolios”. J. Banking & Finance 46 (2014), pp. 233-245.

T. C. Gulcu, V. Chatziafratis, Y. Zhang & O. Yagan. “Attack Vulnerability of Power Systems
Under an Equal Load Redistribution Model”. IEEE/ACM Trans. Netw. 26.3 (2018), pp. 1306—
1319.

O. Yagan. “Robustness of power systems under a democratic-fiber-bundle-like model”. Phys-
ical Rev. E91.6 (2015), p. 062811.

Y. Zhang & O. Yagan. “Optimizing the robustness of electrical power systems against cascad-
ing failures”. Scientific Rep. 6 (2016), p. 27625.

X. Wei, Q. Wang, T. Wang & J. Fan. “Jammer Localization in Multi-Hop Wireless Network: A
Comprehensive Survey”. IEEE Commun. Surveys Tut. 19.2 (2017), pp. 765-799.

M. Mozaffari, W. Saad, M. Bennis & M. Debbah. “Mobile Internet of Things: Can UAVs Provide
an Energy-Efficient Mobile Architecture?” Proc. IEEE Global Commun. Conf. (GLOBECOM).
2016, pp. 1-6.

A. Al-Hourani, S. Kandeepan & A. Jamalipour. “Modeling air-to-ground path loss for low
altitude platforms in urban environments”. Proc. IEEE Global Commun. Conf. (GLOBECOM,).
2014, pp. 2898-2904.

A. Al-Hourani, S. Kandeepan & S. Lardner. “Optimal LAP altitude for maximum coverage”.
IEEE Wireless Commun. Lett. 3.6 (2014), pp. 569-572.

A. C. Chiang. Fundamental methods of mathematical economics. Aukland (New Zealand)
McGraw-Hill, 1984.

N. Rupasinghe, Y. Yapicy, I. Guvenc & Y. Kakishima. “Non-Orthogonal Multiple Access for
mmWave Drone Networks With Limited Feedback”. IEEE Trans. Commun. 67.1 (2019),
pp. 762-777.

J. Chen & D. Gesbert. “Optimal positioning of flying relays for wireless networks: A LOS map
approach”. Proc. IEEE Int. Conf. Commun. (ICC). 2017, pp. 1-6.

S. Zhang, Y. Zeng & R. Zhang. “Cellular-Enabled UAV Communication: A Connectivity-
Constrained Trajectory Optimization Perspective”. IEEE Trans. Commun. (2018), pp. 1-
1.

99



[107]

[108]

[109]

[110]

[111]

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

Q. Wu, Y. Zeng & R. Zhang. “Joint Trajectory and Communication Design for Multi-UAV
Enabled Wireless Networks”. IEEE Trans. Wireless Commun. 17.3 (2018), pp. 2109-2121.

Y. Zeng & R. Zhang. “Energy-Efficient UAV Communication With Trajectory Optimization”.
IEEE Trans. Wireless Commun. 16.6 (2017), pp. 3747-3760.

Y. Hu, X. Yuan, J. Xu & A. Schmeink. “Optimal 1D Trajectory Design for UAV-Enabled Multiuser
Wireless Power Transfer”. IEEE Trans. Commun. 67.8 (2019), pp. 5674-5688.

P. Ladosz, H. Oh & W.-H. Chen. “Optimal positioning of communication relay unmanned
aerial vehicles in urban environments”. Proc. Int. Conf. Unmanned Aircraft Syst. (ICUAS).
2016, pp. 1140-1147.

X. Jiang, Z. Wu, Z. Yin & Z. Yang. “Power and Trajectory Optimization for UAV-Enabled
Amplify-and-Forward Relay Networks”. IEEE Access 6 (2018), pp. 48688-48696.

H. Nagubandi & J Harshan. “RASI: Relay-Assisted Physical-Layer Key Generation in Un-
manned Aerial Vehicles”. Proc. IEEE 87th Veh. Technol. Conf. (VIC Spring). 2018, pp. 1-
5.

P. Zhan, K. Yu & A. L. Swindlehurst. “Wireless relay communications using an unmanned
aerial vehicle”. Proc. IEEE 7th Workshop Signal Process. Advances Wireless Commun. 2006,

pp. 1-5.

E Ono, H. Ochiai & R. Miura. “A wireless relay network based on unmanned aircraft system
with rate optimization”. IEEE Trans. Wireless Commun. 15.11 (2016), pp. 7699-7708.

Q. Wang, Z. Chen, W. Mei & J. Fang. “Improving physical layer security using UAV-enabled
mobile relaying”. IEEE Wireless Commun. Lett. 6.3 (2017), pp. 310-313.

Y. Zeng, R. Zhang & T.J. Lim. “Throughput maximization for UAV-enabled mobile relaying
systems”. IEEE Trans. Commun. 64.12 (2016), pp. 4983-4996.

S.Zhang, H. Zhang, Q. He, K. Bian & L. Song. “Joint trajectory and power optimization for
UAV relay networks”. IEEE Commun. Lett. 22.1 (2018), pp. 161-164.

Y. Chen, W. Feng & G. Zheng. “Optimum Placement of UAV as Relays”. I[EEE Commun. Lett.
22.2 (2018), pp. 248-251.

J.Chen &D. Gesbert. “Local map-assisted positioning for flying wireless relays”. arXiv preprint
arXiv:1801.03595 (2018).

O.]. Faqir, Y. Nie, E. C. Kerrigan & D. Giindiiz. “Energy-efficient communication in mobile
aerial relay-assisted networks using predictive control”. IFAC-PapersOnLine 51.20 (2018),
pp. 197-202.

H.-T. Roh & J.-W. Lee. “Optimal placement of a relay node with controllable mobility in
wireless networks considering fairness”. Proc. IEEE Consumer Commun. Netw. Conf. (CCNC).
2010, pp. 1-5.

100



[122]

[123]

[124]

[125]

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

A. Chattopadhyay, A. Sinha, M. Coupechoux & A. Kumar. “Deploy-as-you-go wireless relay
placement: An optimal sequential decision approach using the multi-relay channel model”.
IEEE Trans. Mobile Comput. 16.2 (2017), pp. 341-354.

M. LiWang, S. Hosseinalipour, Z. Gao, Y. Tang, L. Huang & H. Dai. “Allocation of Computation-
Intensive Graph Jobs Over Vehicular Clouds in IoV”. IEEE Internet Things J. 7.1 (2020),
pp. 311-324.

M. Liwang, Z. Gao, S. Hosseinalipour & H. Dai. “Multi-Task Offloading over Vehicular Clouds
under Graph-based Representation”. arXiv preprint arXiv:1912.06243 (2019).

M. LiWang, Z. Gao, S. Hosseinalipour, H. Dai & X. Wang. “Energy-aware Allocation of Graph
Jobs in Vehicular Cloud Computing-enabled Software-defined IoV”. IEEE Int. Conf. Comput.
Commun. (INFOCOM) Workshop. 2020, pp. 1-6.

Z. Gao, M. LiWang, S. Hosseinalipour, H. Dai & X. Wang. “A Truthful Auction for Graph Job
Allocation in Vehicular Cloud-assisted Networks”. arXiv preprint arXiv:2003.12631 (2020).

S.Hosseinalipour, J. Wang, Y. Tian & H. Dai. “Infection Analysis on Irregular Networks through
Graph Signal Processing”. IEEE Trans. Netw. Sci. Eng. (2019), pp. 1-1.

S. Hosseinalipour, J. Wang, H. Dai & W. Wang. “Detection of Infections Using Graph Signal
Processing in Heterogeneous Networks”. IEEE Global Commun. Conf. (GLOBECOM). 2017,

pp. 1-6.

S. Hosseinalipour, J. Mao, D. Y. Eun & H. Dai. “Prevention and Mitigation of Catastrophic
Failures in Demand-Supply Interdependent Networks”. IEEE Trans. Netw. Sci. Eng. (2019),

pp. 1-1.

S. Hosseinalipour, A. Rahmati & H. Dai. “Interference avoidance position planning in dual-
hop and multi-hop UAV relay networks”. arXiv preprint arXiv:1907.01930 (2019).

S. Hosseinalipour, A. Nayak & H. Dai. “Power-Aware Allocation of Graph Jobs in Geo-Distribu-
ted Cloud Networks”. IEEE Trans. Parallel Dist. Syst. 31.4 (2020), pp. 749-765.

A. Rahmati, S. Hosseinalipour, Y. Yapici, X. He, I. Guvenc, H. Dai & A. Bhuyan. “Interference
avoidance in UAV-assisted networks: Joint 3D trajectory design and power allocation”. arXiv
preprint arXiv:1904.07781 (2019).

A. Rahmati, S. Hosseinalipour, Y. Yapici, X. He, I. Guvenc, H. Dai & A. Bhuyan. “Dynamic Inter-
ference Management for UAV-Assisted Wireless Networks”. arXiv preprint arXiv:1909.12777
(2019).

S. Hosseinalipour, A. Rahmati & H. Dai. “Optimal Jammer Placement in UAV-assisted Relay
Networks”. arXiv preprint arXiv:2002.10020 (2020).

S. Hosseinalipour, A. Rahmati & H. Dai. “Interference avoidance position planning in UAV-
assisted wireless communication”. IEEE Int. Conf. Commun. (ICC). IEEE. 2019, pp. 1-6.

101



[136] S.Hosseinalipour, A. Rahmati, D. Y. Eun & H. Dai. “Energy-Aware Stochastic UAV-Assisted
Surveillance”. arXiv preprint arXiv:2004.06011 (2020).

[137] A. Rahmati, S. Hosseinalipour, I. Guvenc, H. Dai & A. Bhuyan. “Lifetime Maximization
for UAV-assisted Data Gathering Networks in the Presence of Jamming”. arXiv preprint
arXiv:2005.04585 (2020).

[138] P He, L. Zhao, S. Zhou & Z. Niu. “Water-Filling: A Geometric Approach and its Application
to Solve Generalized Radio Resource Allocation Problems”. IEEE Trans. Wireless Commun.
12.7 (2013), pp. 3637-3647.

102



APPENDIX

103



APPENDIX

A

SUPPLEMENTARY MATERIALS OF
CHAPTER 3

A.1 Proof of Lemma 1 of the chapter

Consider the original problem described as a max-min in the main text as 2 1. Assume that there
are only two supply nodes s;, s, with resources R; > 0, R, > 0, and the total requested load from the
demand layer is L < R; + R,. Without loss of generality assume that R, < R;. Also, note that the MTRF
is defined as the minimum free capacity of the supply nodes involved in the resource provisioning.
We first prove the following statement: if L < R; — R,, then i) using only s; is enough to satisfy the
total load of the demand nodes, and ii) using only s; also results in maximizing the MTRE Regarding
the first part, since L < Ry — R, < Ry, using s is enough to satisfy the requested loads of the demand
nodes. Regarding the second part, upon using only s;, the free capacity of the nodes after allocation
will be ¢c; =Ry — L, c; = Ry. Since L < R} — Ry, we get: ¢; = Ry — L > R,. Also, since s, is the only node
involved in the resource provisioning, M TRF = ¢; > R,. Now, it is obvious that if s, gets involved in
the resource provisioning, r, > 0, and thus ¢, < R,, which results in M TRF < R,. Hence, utilizing s,
always results in a worse value for M TRF.

Considering the logic of the above proof for the case of having two supply nodes, it is obvious
that using the supply nodes with the largest resources always results in the best value of the M TRF.
Assume that the resources of the supply nodes are sorted as: R; > R;, >---> R;,, iy €{1,---,S}, Vk.
Using a similar logic as above, it can be proven that if L < (R,-1 —R;,., )) + (R,-2 —R;,., )) +- 4
(RU* —Riu*ﬂ)) = ZZ; R; —V*R; ., then i) using only s, 5, -, s« is enough to satisfy the total
load of the demand nodes, and ii) using these nodes also results in maximizing the MTRE The
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first part is straightforward. Regarding the second part, for every nodes involved in the resource
R This results in ¢ = R; ,, , and thus MTRF =R
However, if any of the nodes s; , ., , s;, were involved in the resource provisioning M TRF < R;

Lyxy1”

provisioning, e.g., s, we set rp, = R

e~ Ppegas Tyxg®

This concludes the proof.

Remark 13. Considering the strict inequality condition in the above lemma statement, upon having
multiple resource nodes with the same amount of resource, the v* can obtained using the sequence
Ry 2 R;, > 2 R;, iy €{1,---,S}, Vk using the same criteria given in the lemma. Upon involved in
the resource provisioning, those nodes with equal resource provide equal amount of resource to the
demand layer, the amount of which is specified by Theorem 2 of Chapter 3 in the main text.

A.2 Proof of Proposition 1 of Chapter 3

Considering Algorithm 8 with a sufficiently small value of the reduction step size ¢, for any convex
and increasing cost function C(.), the algorithm always converges to solution of the below problem,
which is the minimum achievable cost of the allocation while guaranteeing the stability of the nodes:

Crgin = min Z Z C(ﬁ(si,dg)) (A.1)
P:[P(sk,dg)]skev,dge% i€es jeD

(@) st (A.2)

D
Zﬁ(si:dg) <R; Vs;eY, (A.3)

g=1

S
ﬁ(si;dg) =Ly, Vdg €9, (A.4)

i=1
ﬁ(si,dg)ZO, V's; e,sﬂ,dge@. (A.5)

This is due to the following facts. i) The amount of resource drained from a supply node is always
lesser than its total resource (the first constraint is met). ii) The algorithm always keeps the demand
nodes stable while re-configuring the resources provided to them (the second constraint is met). iii)
The resources shared among the nodes is always strictly positive (the third constraint is met). iv)
Since at each iteration, the resources allocated to the link with the highest derivative is decreased
and get assigned to a link with a lower derivative. Given the monotone increasing and convexity of
the cost functions of the links, the algorithm always moves toward decreasing the gradient (slope)
of the summation of costs (this results in minimizing the summation of costs).

Comparing 2’ with & 2 in the main text, (3.17) in the main text is replaced with (A.3), which
ensures the stability of the supply nodes upon satisfaction of the loads irregardless of the achieved
robustness. The proposition statement is derived by obtaining the Lagrangian function and the cor-
responding dual function of 2’ assuming the cost function proposed in the main text. Considering
the zero duality gap, which is the result of the convexity of the original problem, the solutions of the

original problem and the dual problem coincide. This completes the proof.
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A.3 Studying Resource Configuration under Exponential Cost Function

The results derived in Chapter 3-Section 4 of the main text can be extended to an arbitrary choice
of (convex and increasing) cost function. As an example, we discuss the resource configuration
considering an exponential form for the cost function in the following. We model the allocation cost
between s; € & and d, € 7 with corresponding allocated resource ps, 4,) as:

Cp(syap) = g (ePiePiite) —1), (A6)

where a_, f_€R™" are node specific parameters capturing the inherent heterogeneities. As discussed
in the main text, the following optimization problem determines the precise value of allocated
resources for all pairs of nodes P+ = [E‘(si,dg)]sie,y,dgeQ:

P = argmin z Z C(P(s,dy) (A.7)
P=[D(sy. dg)lsc7.dger i€ d;eD
(P22) s.t.
D
D Plsdg =D Ploay Vi€ (A.8)
g=1 g=1
S
ﬁ(si.dg):Lg’ Vdgeg, (A.9)
i=1
ﬁ(si,dg)ZO, Y's; ey,dgeg, (A.10)

where the right hand side of the first constraint denotes the solutions obtained for either uniform or
proportional load/resource fluctuations scenario. To obtain the solution, consider the Lagrangian
multipliers associated with the first, the second, and the third constraint as A = [A;,A,,-:+, Ag],

Z=¢1,¢5,,¢pl,and ® = [¢ig]&€y 4.<q Yespectively. The corresponding Lagrangian function of
S Ug=S

22 is given by:
LPAZ®)=D D a(elislu) 1)
s;i€S dgED

DIV PIEIET

s;i€S dgGD (A 11)
+ D% ( > ﬁ(si,dg)—Lg)

dgeD ;€S
=2, 2 PigPlsudyy

Siey dgED
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where X = Z?:l pE"Sh dy)’ From the stationarity condition of KKT conditions [48], we get:

IL(P,AZ,®)/0ps;,a,)=AigPig ePisPlidg)
A+l —@ig =0, (A.12)
which results in:

—_— _ 1 ( A' gg+¢lg) (A.IS)

P*. 4y=—Ilo
(si.d) ﬁig ﬂtgalg
As can be seen, p*(.,.) is a function of the Lagrangian multipliers, the values of which can be found

by applying the gradient descent method [48] on the following dual problem:

max D(A,Z,®), (A.14)
AERS,ZeRD $e(R+)5*P

where the dual function D(A, Z, ®) is given by:

DAZ®)=> > ay (Wﬂ)
iglig

Si€S dgeD
Ai_;g""(pig) %
+ > A — | X;
s,ezy’ (d;) ﬂzg ( ﬂigaig l)
Ai—§g+¢ig) )
+> ¢ ( —L
dZeD ¢ (s; ﬁlg Bigaig 8

_Z Z ¢1g1 ( Ai_gg""gbig). (A.15)
ﬁigaig

s;€ dg eD ig

Since £ 2 is a convex optimization problem with affine constraints, the optimal solution of the dual
problem will coincide with the optimal solution of the original problem.

A.3.1 Costreduction while incurring the least loss in robustness

Note that the procedure described in Algorithm 8 in the main text is not dependent on the form
of the cost function. In fact, only lines 1,4, and 10 of the algorithm are required to be adapted to
the considered cost function. Hence, that algorithm can be used for any arbitrary (increasing and
convex) cost function. For concreteness, we revisit algorithm 1 in the main text considering the cost
function format given in (A.6) in Algorithm 15 here.

In the following, we revisit obtain the minimum achievable cost of allocation using Algorithm 15
considering the cost function described in (A.6).

Proposition 7. Assume A =[A;, Ay, ,Asl, Z=1[1,L5,--,{p], and ® = [(pig]se/d e+ The mini-

mum attainable budget for successful cost reduction using Algorithm 15 C,; . is given by c?

m mm
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Algorithm 15: An iterative algorithm for cost reduction while incurring the least loss in
robustness

input :The network configuration p 4, Vs € &, dg € 2, Reduction step size €, Objective Cost co
output:The load allocation configuration Plse.dy) Vsr€S,dg €9

s D
1 Calculate the cost: C’ :ZZakg (e(ﬁkgp(sk,dg))—l)

k=1 g=1

2 Ac=C'—-C°
3 while A >0do

;7 aakg(e PrgP(sy, dg )
4 Calculate Ckg W Vsk e, d €9
5 (k*,g*)= argmax C|, (break ties uniformly at random)
1<ks<S1sg<D ©
6 Among the set of solutions of (k, §)= argmin C, . find the supply node s, as follows (break ties uniformly
Vspes,dges
at random):
Uniform : k* = argkn;aka Zp codg)
© (A.16)
Proportional : k* = argmaka/Zp (s5500dg)"
kek g=1
7 Tune the reduction size: k = min(e, Plsie.dge)r Ci.)
8 Re-adjust the resource: Plsiedgr) = Plseedgr) — K
9 Re-adjust the resource: Plsgdg) = Plsgedgn) T
s D
o | C1=2 > an (e Bugpian)-1)
k=1 g=1
1 Ac=Cr-C9
A* é’*

Dy ngeD Uig (e(ﬁigfﬁ(si'dg))— 1), whereﬁ(si'd ﬁ,g og(—al) for which the value of the
coefficients can be found by applying the gradient descent method on the following optimization

problem:
[A*,Z",®*]= argmax U(AZ,®), (A.17)
A€(R+)S,ZeRD de(R+)5*P
where
[y [ +0:
U(A,Z, &)= Z Z aig(w_l)
;€S dgeD ﬁigaig
—A;— +0:
Sl Y _log(w)_&
s, e dg eD ig Bigig
_Ai - gg + (.big)
S )
dZeD ¢ s; ﬂlg Bigaig ¢
—A; +
_Z Z ¢’g1 (&) (A.18)
i€ dgeD Big Bigig
Proof. The proofis similar to the proof given in Section 2 of this Appendix. O
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A.4 Studying the maximization of the MTRF of demand-supply networks
from a different perspective

Here, similar to the main text, our approach to achieve the largest M T R F is to minimize the offered
resources used at each supply node, leading to the maximum free capacity for each of them. This is
equivalent to stabilizing the demand nodes by satisfying [, = L, Vd, € %. In this case, any resource
configuration satisfying all the loads of the demand nodes leads to a fixed sum of free capacities
in the supply layer: Zle C;, = Zle R; — 2?:1 L;. We thus formulate the design as the following

optimization problem:

P*=  argmax I G (A.19)
P=[p(,dg)lsp e dges
(20) s.t.
r;<R;, Vs;e <, (A.20)
ly=Lg, Vdg€9, (A.21)
Pis;dg) 20, YVdg€9,Vs;€ S, (A.22)

where (A.20) implies the stability of the supply nodes, (A.21) ensures the functionality of the demand
nodes, and (A.22) guarantees a feasible allocation. Using the monotonicity of the log function, 20

can be written as:
S

D
(1) P*=argmax log(R;. — ZP(Sk'dg)) (A.23)
1 g=1

P=[p(s ag)lsp e dgen i=

s.t. (A.20), (A.21), (A.22).

From £ 1 (or 220), it can be verified that Rk—Z§:1 Ps.dy) > 0 at the optimal point, Vs, € 7, since we
assumed Zizl Ry > Zle L. Hence, the inequality in (A.20) can be replaced with strict inequality
leading to a strict concave log function in the feasible set. Consequently, given the fact that all the
constraints are affine functions, 2?1 is a convex optimization problem with respect to the weights of
the edges p(s,,4,), Vs €, dg € 7. In the following, we aim to solve this problem.

Theorem 7. The optimal solution of 2?1 can be written as:

Mo

1
* = —

Plocdy) = Bt s V€, (A.24)

g:

where A and A are the Lagrangian multipliers, which simultaneously satisfy the set of following
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equations and constraints:

P NE)

= L,— R
_ g k>
P g=1 k=1
A <0,

1
Ap=0 or —+A, Vs e
Ry

(A.25)

(A.26)

(A.27)

(A.28)

Proof. Assume the following Lagrangian multiplier vectors/matrices associated with the first, the

second and the third constrains of 2 1: A=A, -+, Ag] e@®M5, A= A, Ap]€ERP,

A=[Aglyses, dge? € (R+)SXD . After converting to a minimization problem, the Lagrangian function

is given by:
s

S D
L(P, A\ A)= —Zlog(Rk —Z Plsedy)—G ZA,.R,-
k=1 g=1

i=1

S
+ZZ(Ai +Ag—Agi)P(si,dg)—SZ/lng.

D D
i=1g=1 g=1

Now, the KKT conditions [48] can be written as follows:

OL(P,A, N\ A) 1
= = +

D
OP(sdy) R gy Plsdy)
(Ar+2Ag—Agr), 1<k<S,1<g<D,

D
Ak( p(*sk,dg)_Rk):O» 1<k<S,
g=1

AgkP(a)=01<g<D, 1<k<S,

S
* —
Zp(si,dg) =Lg 1<g<D,

From (A.30), we can obtain:

1

Mo

ol =Rp+——F—, V5 €7,d, €9.
P (Skdlg) Ak-f-lg—Agk g
Plugging in this value in (A.31) yields:
A ! =0,1<k<S
At Ag—ADge) 70T
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(A.29)

(A.30)

(A.31)

(A.32)

(A.33)

(A.34)

(A.35)

(A.36)

(A.37)



Since, m #0,we get Ay =01 < k <S. Considering the fact that the LHS of (A.36) is indepen-
dent of g, while the RHS is dependent on g, and the equation must hold for all the g-s, A; —Agy
should not be dependent to g, and it is the same among all the demand nodes. Hence, we can write
the solution of (A.36) as follows:

D
1
: =Ry + ,1<k<S. A.38
;P(sk,dg) kT I"AL (A.38)
Using (A.36) in (A.34), we obtain:
A=A <0, 1<k<S. (A.39)

Upon having at least one non-negative resource allocation 3k, s : p(*sk a)>0 from (A.32) we have
g

Ay =0, and thus A < 0. In (A.33), applying a summation with respect to the demand nodes on both

hand sides gives us:

Lg. (A.40)

M

D
:E::E:l)ébdg):

g=1k=1 g=1

Changing the order of summation in the LHS and some algebraic steps gives us:

s D s
= L.— > R;. (A.41)
2, 2 LR

k=1

Revisiting (A.32) combined with (A.36) reveals the fact that A; can take either the value of 0 or Rik +2,
which implies the theorem statement. O

So far, finding the solutions of 221 is reduced to tuning the values of A-s to derive a solution
for (A.25)-(A.28). In the following, we provide some characteristics of 2 1, using which we derive
the solution for (A.25)-(A.28).

Lemma 5. Assume that the resources of the supply nodes can be sorted as R; > R;, > --- > R;,

ir €{1,---,8}, Vk, and define the dummy variable R;, , = 0. Let v* denote the smallest index in which
v* D D . . D

Do Ri,—V*Ri., 2> ) Lg. Then, Zgzlp(*sk’dg) >0Vke{iy, i}, and zg:1p(*sk,dg) =0Vke

{iyesr,-- ish

Proof. See Section 1 of this Appendix. O

Remark 14. The above lemma determines the resource nodes involved in the resource provisioning:
I = {si,» $i,» -5 8i,. }. Considering the strict inequality condition in the lemma statement, upon having
multiple resource nodes with the same amount of resource, they should be combined as a super node
containing the sum of their resources. Upon involving in the resource provisioning, those nodes provide
equal amount of resource to the demand layer.

The following corollary identifies the optimal solution to our described problem.
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Corollary 3. For the sorted resources and v* described in Lemma 5, the optimal resource offered from

supply nodes is given by:
D * -R 27:1 Rfj—Zéll Ly
Zg:l p(sk,dg) — kT v* ’
Vike{i, -, i} (A.42)
pEkskrdg) = 0 Vk < {iy*+1," *y ls}, Vdg S @
Proof. For the sorted resources and v* described in Lemma 5, Vk € {iy, -+, i,+} Eidg €9 p(*sk a)> 0.
ag
Using (A.32), A, =0Vk €{iy, -+, i,+}, and thus the result of the optimization problem can be written
as:
v* 1 D v*
D=2 LD R (A.43)
k=1 g=1 j=1
This results in:
U*
A= .
D v (A.44)
Zgzl Lg _ijl Rij
Using (A.24), the optimal resource configuration is given by the corollary statement. O

Problem £ 1 bears some resemblance to the power allocation problem in wireless communi-
cation systems [138] with an additional constraint on load satisfaction and different form of the
objective function. Due to this difference, this problem can be solved faster as compared to the
conventional iterative water filling approach. Using Corollary 3, the solution of the problem can be
found using the sorted sequence of supply nodes (with respect to the resources) by determining
the value of v*. The sorted sequence can be obtained using fast sorting algorithms, e.g, merge
sort, in O(SlogS) worst complexity. Given this sequence, v* can be efficiently determined in O(S)
worst complexity. Assuming v*, deriving the optimal allocations using (A.42) can be done in linear
complexity (O(S)).

Note that considering the optimal solution of 220 described in (A.42), it can be verified that the

free capacities of the supply nodes is given by:

*
Z,{:I Ri'_zgzl Lg . .
Ck = ]]v—*’ Yk e {ll,"- , ll,*},

Cr=Ry, Yke {iy*+1,"' , is}, Vdg €9.

(A.45)
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