
Abstract

Mallya, Ashok Ullal. Modeling and Enacting Business Processes via Commitment Protocols Among

Agents (Under the direction of Professor Munindar P. Singh).

Multiagent systems involve a rich variety of interactions among agents–situated compu-

tations that are autonomous in their behavior and heterogenous in structure. These interactions can

be realized unambiguously if they are governed by published protocols, since agents diverse in their

structure and behavior can interact as long as they respect the protocols. However, traditional pro-

tocol specifications are unduly rigid for application in open settings involving autonomous entities.

They represent protocols simply as an ordering of steps and stifle the participants’ autonomy due to

a lack of flexibility during enactment.

Commitments among agents, which are akin to contractual obligations among businesses,

are a powerful abstraction for modeling flexible protocols. Commitment-based design enables a

more faithful model of the openness of the business world. However, modeling business interac-

tions requires a rich variety of interaction protocols that can capture the needs of different appli-

cations. Whereas general (business) protocols might most flexibly characterize the interactions of

their participants, protocols often must be refined based on the environment in which they are to be

deployed, so as to yield improvements along various properties such as performance and risk outlay,

when applied to real-world tasks such as in e-business.

We introduce a formal semantics and an operational characterization for commitment-

based protocols wherein traditional software engineering notions such as refinement and aggrega-

tion are extended to apply to protocols. We also develop a principled approach for the design of

such protocols in addition to methodologies for modeling and handling exceptions in them. We

demonstrate, with appropriate examples, the benefits of this approach over traditional ones when

applied to business process modeling and enactment.

Our chief contributions are

• A theoretical basis for describing protocol refinement using subsumption hierarchies

and an algebra for composing protocols using existing ones.

• A methodology for modeling and handling exceptions in commitment protocols that

incorporates the preferences of the protocol designer and policies of the participants

and enables specification of exceptions independent of the protocol specification.



• Two methodologies for designing commitment protocols, one by enhancing an existing

agent-oriented software engineering methodology, and another by deriving protocols

from agent conversations.

Our work draws from and contributes to agent communication, business process modeling and

enactment, service-oriented computing, and software engineering.
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Chapter 1

Introduction: Agents, Business

Processes, and the Web

Agents, which are persistent, autonomous software entities situated within a software en-

vironment, have been successfully applied to solve problems in which collaboration, cooperation,

or communication is required between independent partners, for example, in online auctions, dis-

tributed information processing, and human-computer interaction. In this dissertation, we study in-

teractions between agents and develop a formal framework for modeling agent interaction protocols

based on the contractual obligations that exist between the participating agents as they communicate

with each other and proceed with their interactions. We show how this abstraction of obligations,

calledcommitmentssupports judgments about protocols based on knowledge-engineering notions

such as subsumption and composition. Our framework and results contribute to the field of agent

communication. Using these concepts, we demonstrate how business processes can be modeled and

enacted with flexibility. Our work also introduces a sophisticated exception handling scheme for

business processes. Both these contributions advance the state of the art in business process au-

tomation. To emphasize the broader area of application for our results, we show how commitment-

based agent interaction protocols can be applied to software engineering. We do this by using the

TROPOS agent-oriented software engineering methodology as an example.

1.1 Agents and Multiagent Systems

We define an agent asa persistent, situated computation, that is capable of autonomous

behavior. Agents are persistent because they maintain a history of the environment they perceive.
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They are said to be situated because they reside in some software environment that contains other

agents with whom communication is possible. An agent’s environment can also be viewed from the

social angle, in which the agent’s (social) relationships with other agents are described in terms of

permissions, obligations, and norms. An agent’s actions seem autonomous to other agents. Mul-

tiagent systems are systems consisting of more than one interacting agents. Whereas developing

single-agent systems presents challenges in modeling the reasoning, perception, and behavior of an

agent, we concentrate on multiagent systems, in which coordination and communication among the

agents is of prime importance.

1.1.1 Commitments

Commitments among agents represent the contractual obligations that exist among them.

An agent can commit to bringing about a certain state in the environment in which it exists or to

carry out a certain action. Commitments always exist within a well-defined social structure, which

forms theircontext. Commitments provide a powerful formalism for modeling and understanding

interactive behavior in multiagent systems, as we shall demonstrate in this dissertation. We use

the wordcommitmentto refer to what is more precisely called asocial commitment. Social com-

mitments are distinguished from private commitments, which are commitments an agent makes to

itself to perform some task or achieve some goal. Private commitments may be used in modeling

the reasoning of a single agent. For modeling the behavior of multiagent systems, however, we need

publicly observable aspects of agents such as social commitments.

1.1.2 Agent Interaction

One of the key benefits of multiagent systems over single-agent systems is that agents can

interact with one another to achieve results that might not have been possible for one agent alone.

Interaction among agents is thus an important area of study that aims to model different interaction

styles among agents, such as coordination, cooperation, and competition. Software agents can

interact by sending point-to-point or broadcast messages, or by using common data stores called

blackboards. Agent communication can be modeled and characterized by a variety of schemes such

as protocols that specify message ordering or free-form conversations that progress based on the

meanings assigned to various messages. Agent communication is an apt model for interactions

among autonomous entities.
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1.2 Business Processes

One of the most important application areas of intelligent agents has been in automating

businesses and developing newer, more productive ways of conducting business. Following this

trend, we study how agents and multiagent systems can be applied in business process modeling

and enactment. A business process is the way an organization conducts it business. This encom-

passes the businesses’ dealings with its customers, suppliers, and all other entities external to it that

it interacts with. A business can have several processes defined, or no documented process at all.

Whereas a precise definition and clear documentation makes a business process reproducible, what

we aim to achieve is a well defined methodology tochangea business process to handle external

factors such as a change in government regulations or change in market preferences and internal

factors such as a change in the businesses goals and policies. To this end, this dissertation develops

a theoretical framework for modeling business processes and describes applications of this frame-

work. The Internet, which we present next, is one of the most influential among technologies that

have affected business processes.

1.3 The Internet as a Computing Platform

The Internet has become a large, distributed-computing platform. Applications whose

reach was limited to a single machine now have access to and incorporate the services of other pro-

grams that are distributed over a wide area, span multiple heterogeneous organizations and systems,

and are governed by different policies. Two key factors driving this transformation areThe Semantic

Webandweb services.

1.3.1 The Semantic Web

The vision of the Semantic Web (Berners-Lee et al., 2001) is a transformation of the World

Wide Web from a network of human-readable pages of information marked with a description of

its presentation (such as by the HyperText Markup Language, HTML) to a network of informa-

tion marked with a description of itsmeaningor semantics (such as by the Resource Description

Framework, RDF) that can be reasoned about by programs. Progress along the lines of this vision

has been slow, and only a small fraction of the information on the WWW is currently marked up

in RDF (Finin et al., 2005). The Semantic Web vision is however, gaining traction due to active

research and industry interest.
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1.3.2 Web Services

The vision of web services is to enable programs to dynamically discover and interact

with other programs, over the WWW using XML-based standards. Examples of such standards

are the Web Service Description Language (WSDL) (Christensen et al., 2001) for describing the

data and message formats of a service and the Universal Description, Discovery and Integration

(UDDI) (Clement et al., 2004) protocol for describing a directory system for advertising and finding

web services, and the Business Process Execution Language for Web Services (BPEL4WS) (An-

drews et al., 2003) for describing workflows that involve invocation of web services. Web services

are relatively more mature when compared to the Semantic Web, and have been implemented by

large corporations such as Google and Amazon. However, web services are low-level specifications,

and can form the foundation on which richer frameworks such as the Semantic Web are built to fully

realize their potential.

These developments hold great promise for automating business processes just as com-

puterization revolutionized business processes in the last century. The two most important benefits

that the Semantic Web and web services offer to businesses aredynamismandglobal reachwhen

choosing and interacting with business partners and customers. Modern businesses have moved the

processes that they use to interact with their partners to the web, so that they can leverage the wide

reach of the Web to increase productivity and profits (Petrie and Sahai, 2004).

1.3.3 The Impact and Scope of the Web

Whereas an Internet-based business interaction scheme provides businesses access to a

larger number of partners, suppliers, and customers due to its global reach, the Internet market-

place changes constantly. New vendors and consumers go online every day, as old ones go offline.

Businesses therefore need to make partnerships dynamically, changing partners to maintain the prof-

itability of their operations as a partner’s value decreases or as laws and market situations change.

In such a changing environment, it becomes tedious, if not impossible, to manually keep track of

potential partners to interact with. Further, the presence of a large number of potential partners

means that processes need to be able to handle interaction with systems that are designed and be-

have in different ways. The key to process interoperation in such a heterogeneous environment is

standardization. When process interfaces are standardized and implementors adhere to these stan-

dards, successful interoperation is achieved easily. Web services enable businesses to leverage the

dynamism of Internet marketplaces by providing widely adopted, XML-based industry standards
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for advertising and discovering services (via UDDI). For its part, the Semantic Web can be used to

markup services using a rich vocabulary for specifying elements of quality of service, thus enabling

intelligent (automated) selection of services, as done in the OWL-S (Web Ontology Language for

Services) (Martin et al., 2004) project.

Since Internet-based operations are more cost effective than traditional brick-and-mortar

businesses, even small businesses set up operations online using online marketplaces such as eBay.

In this model of online business, the marketplace—here, eBay—provides a common platform,

avoiding incompatibilities between the partners’ software systems and governing the interaction

between them, for a fee. In an open setting, however, businesses will want to eliminate the cost of

operating in such marketplaces. Web services, with standards that are free to use, provide a viable

solution for such a need. The standardization of message formats (SOAP) (Gudgin et al., 2003)

and interface definitions (WSDL) and the wide adoption of these standards enables businesses ac-

cess partners anywhere in the world. Semantic markup of data and services can help reconcile

differences in representation used by different businesses.

1.4 Scope and Relevance

While standardization facilitates interoperability between diverse systems over the Inter-

net, business process specifications rarely specify each step of the process and its possible outcomes

(if there is any documented process at all). A business process in most organizations comes about

due to a complex interplay between legality of the organization’s operating procedures, market

trends, and company policies. Further, processes evolve over time due to changes in local poli-

cies, governmental policies, and market situations. In an open setting, it is in the best interests of

a business to change its partners to adapt to new situations. Web services standards have not in-

corporated business-level abstractions that are needed when new processes need to be developed

or existing ones need to be modified. Recent efforts in business process management and business

process composition indicate an increasing interest in the area. If processes are modeled without a

clear understanding of the changes that may occur and without a capability to handle such changes

easily, standardization efforts are rendered ineffective. Further, the standards themselves might be

too restrictive in that they might prevent a participating business from exercising its autonomy. Au-

tomating business processes is therefore an exercise in finding the right tradeoff between flexible

process models and well-defined standards.

This dissertation deals with solutions to some of the problems faced by process modeling
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and enactment. We propose that business processes (cross-enterprise or intra-enterprise) be com-

posed of well-definedprotocolsin which differentroles interact. We treat protocols as first-class

entities and develop a protocol algebra to aid designers of processes. Further, we develop method-

ologies for dealing with exceptions in protocols. Our theoretical results formalize high-level, se-

mantic aspects of business protocols leading to better and easier process design and enactment.

We propose an agent-based framework and a new way of thinking about interaction pro-

tocols. This yields a new approach for synthesizing processes from existing protocols (which are

templates for interactions) that aids process designers in developing such hybrid processes. The use

of commitments also helps us develop a theory of exception handling and a methodology for the

same. Our work has applications to traditional technologies such as workflow management sys-

tems and emerging areas such as multi-agent systems. In the course of our efforts we also have

contributed significantly to the agent communication research community.

1.5 Approach

We propose a novel approach for designing flexible processes. Simply put,a process

instantiates one or more protocolsamong designated parties. We define a protocol as a specification

of a logically related set of interactions. For example, we can have protocols for negotiation, for

payment, for selecting a shipping company, and so on. Protocols are interfaces. By this we mean

that a protocol specifies only the key desired aspects of the interactive behavior; it leaves the details

of a local implementation entirely up to those who implement the protocol.

We want general protocols to support flexibility, and specialized processes to support

efficiency, security, or risk management. Ultimately, each environment may have a set of desirable

protocols. For example, we can imagine a generic payment protocol as well as specializations of it

such as payment by cash, credit card, checks, travelers checks, bank draft, wire transfer, in foreign

currencies, via vostro and nostro accounts, by Paypal (Paypal), using hawala, and so on. Each of

these would have any number of subtleties, e.g., to pay with a check you must show a government

ID and a major credit card (which isn’t used, but its number is noted), and these protocols could

be combined in unusual ways, e.g., some restaurants accept credit cards or travelers checks only;

some only accept cash or check. Moreover, the protocols only specify the interactions, not the local

policies of the participating entities, such as that they don’t take cash after sunset. Protocols enable

such policies to be inserted but are not directly concerned with the policies. As long as we recognize

that these are payment protocols, our top-level design goal, namely, to enable some form of payment
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would be satisfied.

While at first it seems that protocols in which the participants are free to do as they wish

would be the best means of preserving their autonomy, standardized protocols are required to enable

interaction between disparate systems. Standardization helps check if all parties in an interaction

are compliant with the protocol specification. Protocols should therefore be designed with the right

balance of participants’ autonomy and standardization of the interaction.

We take inspiration from such protocols that exist in the literature already; specifically net-

working and distributed systems protocols such as IP, TCP, HTTP, and SIP (Rosenberg et al., 2002).

These protocols provide published specifications of the behavior of the roles interacting through

them. Thus they enable implementors to independently create components that, if compliant, are

guaranteed to work together. If we could specifybusiness protocolsprecisely, we could enable the

desired business processes in which the autonomy of the participants is maximized (limited only

by the requirements of the protocols in effect) and their implementations are heterogeneous. Com-

ponents could be plugged in or out with ease and processes could be readily adjusted so that the

participants can handle exceptions and exploit emerging opportunities.

Whereas networking and distributed systems need only a handful of universal protocols,

realistic business settings would need an endless variety of business processes. While some of these

processes will be widely deployed, several will be customized to special application domains, indus-

tries, and circumstances. For example, the automobile industry would have a variety of processes

to manage various aspects of its supply networks. Our basis for this belief arises from the variety

and subtlety of existing business processes, such as for supply chain management. Whereas today

these processes are coded up in a closed fashion requiring a serious integration and configuration

effort, we imagine that by employing well-specified, published protocols to compose processes, the

various stake-holders can considerably simplify their integration and configuration efforts (Huhns

et al., 2002). Given a set of protocols, they would only need to acquire implementations for the

roles of those protocols. Further, if the desired processes are developed by composing existing

protocols, integration and configuration is further simplified, because you can put together the nec-

essary software modules in a manner that parallels how the protocols are put together. RosettaNet is

already a step in this direction (RosettaNet). It defines over 100 protocols (called Partner Interface

Protocols, or PIPs, in their terminology). RosettaNet’s protocols are limited to two-party imple-

mentations and are mostly two-step protocols. Nevertheless, RosettaNet is in use in the industry

and accounts for a considerable volume of cross-enterprise interaction for businesses such as the

Intel Corporation (Krazit, 2002).
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1.6 Contributions

Protocols will be needed for every aspect of business processes that involves standardized

interaction. Payment is just one aspect, but there are as many aspects as business interactions.

Clearly, developing sophisticated protocols would not be a trivial undertaking. It needs abstraction

support akin to information or object modeling in traditional systems.

The most fundamental computer science approach for dealing with complexity is to en-

able reuse. Two of the most basic ideas for doing so are to build a specialization-generalization

hierarchy and to aggregate components. The contributions of this dissertation are twofold. One,

we develop notions akin to traditional subsumption and aggregation that are applicable to protocols.

We develop two main classes of abstractions:refinement(like the subclass-superclass hierarchy)

andaggregation(like the part-whole hierarchy). We develop a formal semantics to support the hier-

archy and propose an algebra to facilitate reasoning about protocols. This is a fundamental change

from viewing workflows as executing applications in a certain order to co-ordinating behaviors of

interacting agents. Two, we treat exceptions in process enactment as an integral part of the theory

of protocols, not as components that are added on. The introduction of the social structure of agents

models the organizational structure that exists in business processes. The existance of organizational

structures creates rich theories of exceptions and their handling.
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Chapter 2

Background: Flexible Protocols and

Commitments among Agents

This chapter describes concepts that underlie the design of interaction protocols and ex-

plains the intuitions and formalism we have developed to capture these concepts. Section2.1 de-

scribes the intuition behind our approach to develop modular and flexible protocols. Section2.2

informally introduces the concept of commitments among agents, which are an important abstrac-

tion in our protocol model. This section also describes how commitments are applicable in business

interactions(in Section2.2.2). Section2.3outlines an example of a business interaction that we use

in many parts of this dissertation to demonstrate our approach.

2.1 Protocol Design Concepts

In essence, each protocol allows a set of computations. More general protocols allow more

computations than the protocols that refine them. In simple terms, if we begin with a protocol and

eliminate even one of the computations in it, we would have produced a refinement of it. However,

in practice, the refinement of a protocol involves more than just selecting some of the computations

it allows. Typically, additional constraints and wrinkles must be added to the computations that

remain acceptable in the refined protocol. For example, a simple payment protocol might require

that the payer transfer funds to the payee. A particular refinement of this might be that the transfer

of funds is done through payment with a check. To pay with a check, the payer would send a check

to the payee who would deposit the check to his bank, which would present it to the payer’s bank,

which would (presumably after debiting the appropriate amount from the payer’s account) send the
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funds to the payee’s bank, which would make those funds available to the payee. Thus payment by

check is a specialization of payment, but it involves a lot more steps. We know it is a refinement of

the payment protocol because, as the payment protocol requires, it ends up transferring funds to the

payee.

In general, the refinement of protocols can involve a mix of changes along two dimensions

as explained below.

1. A protocol can be refined by a shrinkage along the dimension of the number of computations

allowed by it. Protocols that allow many computations are the most flexible because there

are numerous ways to satisfy such protocols. Protocols that allow fewer computations have

limited ways in which they can be satisfied.

2. A protocol can be refined by an expansion along the dimension of the number of steps in-

volved in an allowed computation. If a protocol dictates a large number of steps that have to

be taken achieve the interaction that it models, that protocol unduly restricts the autonomy of

its participants as compared to a protocol which specifies few steps and allows variations in

the length of computations.

The combination of changes along these dimensions result in the following observations.

• Protocols that allow a few long computations are the most restrictive because there are only a

few ways to enact these protocols.

• Protocols that allow many long computations are more flexible than the above, because they

offer more alternatives.

• Protocols with a few long computations restrict the autonomy of the participants. Such proto-

cols are not necessarily bad, though. They have a distinct advantage in checking compliance.

In an extreme case, if a protocol allows exactly one sequence of actions, we will know imme-

diately if it has been violated when one of the expected actions does not occur.

There is thus a tradeoff between protocol flexibility and the complexity of compliance-verification.

Figure2.1shows this tradeoff schematically.

• General protocols allow more computations; are more flexible.

• Long computations are more specific than shorter ones that achieve the same interaction.

• There is a tradeoff between protocol-flexibility and complexity of compliance-verification.
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Figure 2.1:The tradeoff between flexibility allowed by a protocol and the ease of verifying compli-
ance with it: Compliance with flexible protocols is harder to verify because of the large number of
computations it allows.

2.2 Commitments

Commitments are an important abstraction that we use to build our model of protocols.

Commitments are obligations that autonomous agents have towards one another because of promises

they make. Commitments are thus akin to contracts and enable predictability in agent interactions

to a certain degree. Here, we provide arguments for the use of commitments in business processes.

2.2.1 Commitments Among Agents

To talk about how a protocol specializes or aggregates one or more protocols presupposes

that we can characterize the computations allowed by a protocol and the evolving states of those

computations so we can consider whether a particular refinement or detour is legitimate. For busi-

ness protocols, therefore, this means we must represent not just the behaviors of the participants,

but also how thecontractual relationshipsamong the participants evolve over the course of an in-

teraction. Doing so enables us to determine if the interactions are indeed compliant with the stated

protocols.

The contractual relationships of interest are naturally represented throughcommitments,

which have gained importance in the field of multiagent systems (Castelfranchi, 1993). Commit-

ments capture the obligations of one party to another. For example, the customer’s agreement to

pay the price for the book after it is delivered is a commitment that the customer has towards the

bookstore. Using commitments enables us to model not just a participant actions, but also how they

advance the ongoing business interaction, which enables us to more readily detect and accommodate

business exceptions and opportunities (Yolum and Singh, 2002).
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To apply commitments presupposes that we are modeling the participants asagents,

which, for our purposes can be regarded as persistent computations capable of forming commit-

ments with other agents. Agents naturally represent parties such as the business partners involved

in an e-business scenario, who might collaborate but retain their autonomy. Agent interaction is

a lively field of ongoing research (Huget, 2003; Dignum, 2003) which this work contributes to as

well as draws from. Commitments lend coherence to the interactions because they enable agents to

plan based on the actions of others. In principle, violations of commitments can be detected and,

with the right social relationships, commitments can be enforced—by penalizing agents who do not

comply with their commitments. Enforceability of contracts is necessary in practical settings where

the participants are autonomous and heterogeneous (Singh, 1998).

2.2.2 Commitments in Business Interactions

Commitments have been used to model interaction protocols, especially in e-business

settings (Verdicchio and Colombetti, 2002; Yolum and Singh, 2002). Such formulations generally

afford more flexibility to the participants in choosing the actions they may take at different stages.

However, this line of research does not adequately address the specific need of designing business

protocols, particularly with respect to reasoning such as specialization and aggregation. One of the

objectives of this dissertation is to develop notions akin to traditional subsumption and aggregation

that are applicable to protocols. Doing so presupposes that we have a crisp semantics and can reason

formally about protocols. Accordingly, our first task is to develop a semantics that facilitates flexible

actions.

The semantics of protocols is orthogonal to the methodology used for specifying proto-

cols. A designer may proceed top-down by first specifying a high-level protocol and then refining

it; another designer may proceed bottom-up by first specifying a variety of refined protocols and

then generalizing over them. Still another designer may begin with an abstract protocol and merge

in specific protocols for some of its steps. In Chapter6, we describe a group effort that has sought

to realize commitment protocols. This chapter describes some protocol design considerations with

examples.

• Commitements are contracts between agents.
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Figure 2.2: Purchase scenario 1: Customer
agent asks Bookstore agent for a quote and is
given one which it accepts. Customer agent is
then sent the goods for which it pays.

Figure 2.3: Purchase scenario 2: Customer
agent asks for a quote and receives one which it
accepts. Customer agent is then sent the goods
for which it pays. Customer agent then returns
the goods for a refund.

2.3 The Purchase Example

As a running example, we consider apurchaseinteraction in which a customer wants to

buy a book from an online bookstore. The process involved is aSellprocess as defined in the MIT

Process Handbook (Malone et al., 2003), specifically theObtain order, Deliver product or service,

and theReceive paymentparts of theSellprocess. The bookstore obtains the customer’s order for

a book if the customer accepts the price quoted by the bookstore for that book. The book is then

shipped to the customer, and the bookstore is paid for the book. The actual execution of the process,

however could involve many different scenarios, as described next.

We identify four distinct, but related, scenarios that can arise during the above book pur-

chase interaction. Each of these scenarios requires a different amount of effort from the participants

in terms of protocol execution, planning, and coordination. All participating agents would bene-

fit from being able to compare scenarios to choose the one that best serves their interests. These

scenarios are shown in Figures2.2, 2.3, 2.4, and3.4. Customerrefers to the customer’s agent and

Bookstorerefers to the bookstore’s agent. Ellipses represent states, labeledsi. Solid arrows are la-

beled by the messages that are passed between the participating agents. These messages correspond

to actions that the agents take. Note that we have displayed states in columns representing roles.

This is purely for convenience, since the protocols states are not local to any role.
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Figure 2.4:Purchase scenario 3: Customer agent asks for a quote and receives one which it accepts.
After receiving the books sent by the Bookstore agent, the Customer agent authorizes its Bank agent
to pay the Bookstore agent on its behalf.

1. Normally, the customer would ask the bookstore for a price quote on the book it wishes to

buy, and upon receiving a quote from the bookstore, would accept the bookstore’s offer. The

bookstore would then send the book, after which the customer would send the payment. This

is modeled after the NetBill protocol (Sirbu, 1997). Figure2.2shows this interaction.

2. The bookstore might be willing to give a refund if the customer returns the book for some

reason. This scenario is similar to the scenario described above till the book is delivered to

the customer. However, this scenario is longer, since the customer returns the book, and the

interaction terminates only when the bookstore sends the refund to the customer. Figure2.3

shows this interaction.

3. The customer might delegate the payment to a third party, e.g., a bank. Such a situation is

not very different from using a credit card to pay for goods, and is shown in Figure2.4. The

customer, after accepting the bookstore’s price quote and later receiving the book, sends a

message to both the bookstore and the bank (although only one arrow is shown in the figure,

between statess4 ands21) indicating that the bank will honor the customers commitment to

pay.

4. The bookstore might have to negotiate with and contract out the actual shipping to a shipper.

This might happen, for example, if the customer wants insured shipping, and the bookstore’s

existing shipper does not insure goods. Here, the bookstore interacts with the shipper, and

gets the books delivered to the customer. The shipper is then paid by the bookstore, but only

after the book has been delivered to the customer. To complicate matters, the customer pays

via its bank in this scenario, just like in the previous one. This scenario is shown in Figure3.4

and discussed in detail in Section3.3.
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Table3.3explains the meanings of the states that the first scenario runs through. Table3.1

shows the meanings of the messages passed. In this table,c represents the customer,b represents

the bookstore,g represents the book that the customer is interested in buying, andk represents the

customer’s bank. Thedelegateandassignmessages relate to corresponding operations that can

be performed on commitments. Commitments and the operations that are possible over them are

defined in the next section.

2.4 Status and Trends

Current models of processes specify an ordering of steps to be taken to enact the pro-

cess. These approaches prove inflexible for modeling complex processes that change frequently.

Even when such systems allow re-configuration to meet the demands of a dynamic organization,

it comes at a high price, that of intensive software re-engineering (Janssens et al., 2000). This has

been an important reason for workflows not being very successful. Modern business processes span

multiple autonomous entities or business partners. Such processes, therefore, are based on a rich

variety of interactions among software components that are independently designed and configured,

and which represent independent (sometimes mutually competitive) business interests. Even though

technologies for implementing processes have advanced, the fundamental concepts underlying the

interaction between business components remain largely unchanged from those used in early cen-

tralized systems. We outline here the main trends in technologies that have been employed for

business process automation.

2.4.1 Trends in Workflows

Early implementations of processes were tied to specific data and applications leading

to limited usability under changing business conditions. With time and a better understanding of

business automation practices, there have been advances in abstracting out the data, the applications,

the flow, and the process from the systems that implement it (van der Aalst and van Hee, 2002).

This has been the trend that workflows, one of the oldest and most mature process automation

and modeling technologies, have followed. The Workflow Management Coalition (WfMC) is a

standards body that has created a reference model for workflows (Fischer, 2004). This model has

two basic parts, a modeling and an enactment part. The model prescribes a workflow engine as

the system that executes the workflow. These models specify a rigid sequence of steps. Workflows
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require human intervention to handle most exceptions. Because of their inflexibility, workflows have

had only limited success. Workflows are executed by a central workflow engine that steps through

the flow, invoking applications as required, and supplying the result of one invocation to the next

application in the flow. Such engines view these applications as black boxes, and are not equipped

to handle high-level exceptions (where the workflow system and its components function correctly

but are in disagreement with business policies) in an intelligent manner. The engine can retry a

failed application at best, or abort the entire workflow instance, at worst. What processes need are

models that better handle semantic exceptions, resolving them by compensating techniques. When

something bad happens in a process, retrying the failed components is not always the best thing

to do. For example, if a process involves shipment of goods, and the shipment is delayed due to

adverse weather,a monetary compensation might be more prudent than sending the goods again

after a timeout.

Although advances have been made in workflow technologies (Fischer, 2004) and excep-

tion handling in workflows (Casati, 1998; Kamath and Ramamritham, 1998), workflows provide

marginal gains over procedural scripts because they still view process enactment as a series of steps

to be performed, not as a principled combination of meaningful interactions. Agent-based tech-

nologies have been applied to workflows such as agent conversations, where a process is treated as

a conversation between partners (Hanson et al., 2002a), and multiagent system-models that enact

workflows that adapt easily to changes (Buhler and Vidal, 2003; Hanson et al., 2002b). Our efforts

are in line with the agent approach.

2.4.2 Trends in Web Services

A recent trend is to expose services offered by a business as web services and engage

a service over the web (Singh and Huhns, 2005). Web services are being promoted as the most

suitable medium to enact cross-enterprise processes because web services allow systems to interact

in a platform-independent manner. Whereas web services have helped standardize important aspects

of interoperation such as advertising a service and invoking a service, our chief concern is with

the interactionbetween a service provider and a service consumer, which has only recently been

addressed by efforts for web servicechoreography—which deals with the way services interact—

andorchestration—which deals with the way services are composed using other services (Peltz,

2003).

Web service orchestration refers to one party’s view of an interaction. It involves putting
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together service components to expose a service interface for consumers to use. For example,

a travel agency would put together software to access its internal databases and various airlines’

systems as part of orchestration of its service. The agency would reveal an interface for customers

to access and utilize the service it offers. Orchestration is therefore analogous to animplementation

of an interface. Web service choreography, on the other hand, refers to the actual interaction pattern

between services. It involves the specification of the ordering requirements among messages and

method invocations. In the above travel agency example, choreography of the interaction with the

customer would involve the sequence of operations that the customer has to invoke or messages that

it has to send to the travel agency service to engage the service normally. Among the emerging

standards for web service interaction and composition, the Business Process Execution Language

for Web Services (BPEL4WS) (Andrews et al., 2003) seems to be the most popular. BPEL4WS

specifiesabstract processesfor choreography andexecutable processesfor orchestration of web

services. Our effort applies to service choreography more than orchestration.

While web service orchestration and choreography standards facilitate interoperation,

they are too low a level of abstraction to help much with the rich variety of interactions that real-life

businesses engage in because web services, like workflows do not provide a meaning to interactions.

This has led to interest in a range of technologies and standards for coordination and process flows.

Coordination and Process Flow Technologies.

The need for process composition and interoperability has led to the development of stan-

dards for orchestration and choreography of web services (Peltz, 2003). Orchestration refers to

intra-service planning and choreography to an overall view of inter-service coordination. Notable

standards among these are the Web Service Choreography Interface (WSCI) (Arkin et al., 2002)

for describing the interface of one service in a choreography, the Web Services-Choreography

model (Burdett and Kavantzas, 2004) for describing the format and sequence of globally observable

messages sent between services in a choreography, the Business Process Management Language

(BPML) (Arkin, 2002) that specifies orchestration, The Web Services Coordination (WS-C) (WS-

C, 2003) standard, and the Business Process Execution Language for Web Services (BPEL4WS),

which is currently the most widely used web services standard for describing business processes (An-

drews et al., 2003). BPEL4WS is based partly on WS-C.

These standards, however, are not significantly different from workflows in terms of their

usage. While these approaches have some benefits, they suffer from the major shortcoming that they
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mostly take a centralized perspective, akin to workflow technologies, viewing a process as a series

of tasks to be performed. This proves too tedious for reliable modeling and too rigid for enactment.

The Collaxa BPEL Orchestration Server (Collaxa, 2003) and the IBM BPWS4J (BPWS4J, 2004),

for example, are execution engines for BPEL4WS. Both function like workflow engines, invoking

services as necessary, treating the BPEL4WS document as a script.

Fu and colleagues (2004) develop methods to verify if a given web service will adhere

to a given conversation protocol. Their work develops formal results about verification of protocol

compliance. We intend to study their work further. Hamadi and Benatallah (2003) develop a proto-

col algebra for petri nets and show its applicability to workflows and web services. However, this

approach suffers from the same pitfalls as workflows modeled using Petri nets. Buhleret al. (2003)

and Vidalet al. (2004) are working on applying multiagent systems to create agile workflows.

The MIT Process Handbook (Malone et al., 2003) is a project that aims to create a hier-

archy of commonly used business processes. The goal of the project to create an extensive clas-

sification and systematic organization of business processes based on two dimensions of process

hierarchies, one that composes theusesof a process out of its constituentparts, and another that

subclassesgeneralizationsof a process intospecializations. Based on this hierarchy, Grosof and

Poon (2003) develop a system to represent and execute business rules.

Distributed Transaction Technologies.

These include such technologies as the web service transaction (WS-T) (WS-T, 2002)

standard, which BPEL4WS improved upon, the Tentative Hold Protocol (THP) (Roberts and Srini-

vasan, 2001), and the Business Transaction Protocol (BTP) (BTP, 2002).

This dissertation relates to both workflow and web services efforts, but concentrates on

the semantical aspects of the interactions among business partners. We introduce the concept of

commitments, as used in multiagent systems, to accommodate high-level reasoning about processes

that involve interaction between business partners. Such reasoning enables business partners handle

special situations in a natural manner.

2.4.3 Trends in Agent Communication

One of the most important benefits of multiagent systems is the social structure that they

model, i.e., the the autonomy and heterogeneity of the constituent agents. To maximise these bene-

fits, agent interaction and agent communication have been extensively studied.
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Yolum and Singh (2002) give one of the first accounts of the use of commitments in mod-

eling agent interaction protocols and the flexibility that it affords the participating agents. Fornara

and Colombetti (2003) describe how commitments relate to FIPA-ACL messages and demonstrate

with an example. Both approaches highlight the benefits of a commitment-based approach to inter-

action protocol design.

Johnsonet al.(2003) develop a scheme for identifying when two commitment-based pro-

tocols are equivalent. Their scheme, however, is simplistic, classifying protocols based solely on

their syntactic structure. Our work provides stronger results about the relationships between proto-

cols from an application point of view and relates better to the Web Services approach.

Bussmannet al. (2003) present a design methodology to aid in the selection of a protocol

from a library of existing protocols to apply to agent-based control applications. They identify

criteria like the number of agents, the number of roles, and the number and kind of commitments

and use these to select a protocol from an existing pool of interaction protocols. This approach is

quantitative, and lacks a formal semantics to base the methodology on.

Pitt and Mamdani (2000) describe a semantics for agent interaction protocols using the

Belief-Desire-Intention (BDI) theory. Using this semantics, they outline the design of a system

of agent plans that are instantiated by agents to carry on conversations with other BDI agents. In

our work, an agents beliefs, desires, and intentions are private to that agent. We work with social

commitments which are observable by all agents and whose breach is easier to verify.

In more recent work, Vitteau and Huget (2004) describe an approach for designing agent

interaction protocols using modularmicro-protocols. This scheme is similar to our protocol design

proposal in spirit. However, Vitteau and Huget do not provide a formal basis for putting protocols

together.

The Foundation for Intelligent Physical Agents (FIPA) has produced many standards spec-

ifications for different parts of multiagent communication and interaction. The FIPA interaction

protocols, communicative acts, and content language specifications form the FIPA-ACL (Agent

Communication Language) (FIPA-ACL, 2000). The FIPA-ACL is a clear specification because it is

based on formal semantics, but can be computationally demanding on agents which have to reason

when protocols are being executed. The FIPA content language specifications deal with the rep-

resentation of the content of ACL messages. The communicative acts give meanings to messages

of the ACL based on modal logic. The interaction protocols describe the sequence of message

exchanges between FIPA compliant agents.
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Chapter 3

A Formalization of Interaction Protocols

In this chapter, we develop our formalism for modeling commitment protocols and an

algebra for protocols. Our formalism is developed so as to capture the flexibility of execution that

commitment protocols provide. We demonstrate the use of this algebra in combining protocols with

an example. We also outline the technical developments and applications of this algebra that will be

presented in the rest of the dissertation.

3.1 Technical Framework

We represent protocols as transition systems similar in spirit to finite state machines.

These protocols generate computations orruns, which are sequences ofstatesthat a valid proto-

col computation (execution) goes through. State changes are caused byactionsthat the participants

perform. We devise a hierarchical classification based on the runs generated by protocols. This

classification forms the basis of our work. The remainder of this section introduces commitments,

our running example, and the basic technical concepts of propositions, states, actions, runs, and

protocols.

3.1.1 Commitments

Much of our technical development is based on established concepts of distributed artifi-

cial intelligence. We first introduce commitments, a concept used in the agent realm.

Definition 1. A commitmentC(x, y, p) denotes that the agentx is responsible to the agenty for

bringing about the conditionp.
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Herex is called thedebtor, y thecreditor, andp theconditionof the commitment. The

condition is expressed in a suitable formal language.

Commitments can also beconditional, denoted byCC(x, y, p, q), meaning thatx is com-

mitted toy to bring aboutp if q holds.

3.1.2 Commitment Operations

Commitments are created, satisfied, and transformed in certain ways. The following op-

erations are conventionally defined for commitments (Singh, 1999).

1. create(x,C) establishes the commitmentC in the system. This can only be performed byC’s

debtorx.

2. cancel(x,C) cancels the commitmentC. This can only be performed byC’s debtorx. Gener-

ally, cancellation is compensated by making another commitment.

3. release(y, C) releasesC’s debtorx from commitmentC. This only can be performed by the

creditory.

4. assign(y, z, C) replacesy with z asC’s creditor.

5. delegate(x, z, C) replacesx with z as theC’s debtor.

6. discharge(x,C) C’s debtorx fulfills the commitment.

A commitment is said to beactive if it has been created, but not yet been operated upon by a

discharge, delegate, assign, cancel, or release. We adopt this definition from our previous work

on the temporal aspect of commitments (Mallya and Singh, 2005) to maintain consistency with the

commitment semantics defined therein. Although this definition suffices for our study of contracts

among businesses, models that require a concept ofresponsibilitymight necesitate the use of other

definitions in which a commitment is tracked as being active even after it has been delegated or

assigned.

3.1.3 Propositions

Propositions capture facts about what conditions hold, what commitments have been

made, and whether these commitments have been fulfilled. To motivate the comparison of states

and runs, we differentiate propositions into three pairwise disjoint sets.
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Table 3.1:Messages used in the purchase example

Message Meaning
reqQuote(c, b, g) c asksb what the price ofg is.
sendQuote(b, c, g, p) b quotes pricep to thec, for g.
sendAccept(c, b, g, p) c accepts the pricep quoted byb for g. c is now committed to pay if the

book is sent to it.
sendGoods(b, c, g) b sendsg to c.
sendMoney(c, b, p) c sends the moneyp to b.
delegate(c, k, C) c delegates the commitmentC to k.
returnGoods(c, b, g) c returnsg to b.
sendRefund(b, c, p) b refunds the moneyp to c.
authPay(c, b, p) c authorizes its bank to pay the amountp to b. Essentiallyc delegates

C(c, b, p) to k.

1. Domain propositions. The setDom of protocol-specific atomic propositions. A domain

proposition used in the purchase example isgoods(b, c, g), which means that agentb has de-

liveredg to agentc. Table3.2describes some domain propositions for the purchase example.

2. Commitment propositions. The setCom of propositions which represent active commitments.

An example of such a proposition isC(c, b, pay(c, b, p)), which means that agentc is commit-

ted to agentb to pay the amountp, as in Definition1.

3. Commitment operation propositions. The setComOp of propositions that represent commit-

ment operations that were described in Section3.1.2, and form the setComOp. An example

of such a proposition isassign(c, x, C), which means that agentc assigns its commitmentC

(which is of the formC(c, ·, ·) to agentk. In addition to the six commitment operations, this

set of propositions also contains propositions that represent whether a commitment has been

fulfilled (satisfied(·)) or violated (breached(·)).

The propositions used in a protocol are assumed to be understood by parties involved in the protocol.

In the purchase example, we use the domain propositions given in Table3.2. These propositions

belong to the setDom, but do not form an exhaustive listing of the set, since propositions given

here are parameterized byg andp. Here,c represents the customer,b the bookstore,g the book the

customer wants to buy, andp the price quoted forg by b.

The set of propositionsP is given byP = Dom ∪ Com ∪ ComOp. A proposition is

generated by the nonterminalP in the following Backus-Naur Form (BNF) grammar. Here, terminal

symbols begin with a lowercase letter, the exceptions beingC andCC. The symbols−→ and| are
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Table 3.2:Propositions in the purchase example

Proposition Meaning
reqQuote(c, b, g) c has requested a quote forg from b
quote(b, c, g, p) b quotes to c price p for g, i.e., b will deliver if c

commits to pay upon delivery. This is represented by
CC(b, c, goods(b, c, g)), acceptQuote(c, b, g, p)

acceptQuote(c, b, g, p) c has accepted the pricep that b quoted for g, i.e, c com-
mits to pay if the goods are delivered. This is represented by
CC(c, b, pay(c, b, p), goods(b, c, g))

goods(b, c, g) g has been delivered toc by b.
pay(c, b, p) The amountp has been paid tob by c.
return(c, b, g) g has been returned tob by c.
refund(b, c, p) The amountp has been refunded toc by b.

a meta-symbol of the BNF,a andb belong to the set ofroles, or participantsR of the protocol, and

atomicpropbelongs toDom.

The nonterminalCommitpropgenerates commitment propositions andCommitoper prop

generates commitment operation propositions.

1. P−→ atomicprop | Commitprop | Commitop prop

2. Commitprop−→ C(a, b, atomicprop) | CC(a, b, atomicprop, atomicprop)

3. Commitop prop−→
create(a, Commitprop)

| cancel(a, Commitprop)

| delegate(a, Commitprop)

| assign(a, Commitprop)

| discharge(a, Commitprop)

| satisfied(Commitprop)

| breached(Commitprop)

3.1.4 States

Definition 2. A state is an assignment of truth values to members ofP.

Equivalently, a state is labeled with the set of propositions which hold at that state. For

example, states1 of the purchase example is labeled by the set{reqQuote(c, b, g)} and states2 by
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{quote(b, c, g, p)}. We denote the label of a states by [s]. Table3.4gives the labels that are assigned

to states in the purchase example. The set of states is denoted byS.

Table 3.3:Meanings of some states in the pur-
chase example
State Meaning
s1 Customer has asked the bookstore the

price of the goods. No commitments
made.

s2 Bookstore has quoted a price for the
said goods. The bookstore is now
willing to send the goods if the cus-
tomer promises to pay for them

s3 Customer has agreed to the bookstores
price. The customer is willing to pay
the price if the books are delivered

s4 Bookstore has delivered the book
s5 Customer has paid for the book

Table 3.4:State labels in the purchase example

State Associated Label
s0 {true}
s1 {reqQuote(c, b, g)}
s2 {quote(b, c, g, p)}
s3 {C(b, c, goods(b, c, g)),

CC(c, b, pay(c, b, p), goods(b, c, g))}
s4 {goods(b, c, g),C(c, b, pay(c, b, p))}
s5 {goods(b, c, g), pay(c, b, p)}
s21 {goods(b, c, g),C(k, b, pay(k, b, p))}
s17 {goods(b, c, g), pay(c, b, p)}
s18 {goods(b, c, g), return(c, b, g),

C(b, c, refund(b, c, p))}
s19 {goods(b, c, g), return(c, b, g),

refund(b, c, p)}

3.1.5 Actions

Agents perform actions to bring about changes in the world. The communicative actions

of the agents correspond to messages sent by the agents to others. A communicative action of an

agent affects the state of a protocol in which it participates. For simplicity, we use messages to model

even interactions that take place in the real world. For example, asendMoney(c, b, p) message sent

during the execution of Scenario 1 of the purchase example models the action of the customerc

paying the bookstoreb an amountp, and areturnGoods(c, b, g) message models the action of the

customerc shipping the bookg back to the bookstoreb. Messages model actions just like in the

real world where, for example, filling a form and submitting it over the web can cause a transfer of

funds.

The set of actions is denoted byA. The meanings of actions used in our purchase example

are given in Table3.1. In addition to the actions shown,A also contains an action for each proposi-

tion formed from the commitment operations described in Section3.1.2. For example,A contains

an actiondelegate(c, b, p) sinceP contains the propositiondelegate(c, b, p).

3.1.6 Runs

Definition 3. A run is a sequence of states〈s0 . . . s|τ |〉.
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A run is one possible execution sequence of a protocol. A protocol can allow many com-

putations, orruns. A run is a sequence of states〈s0 . . . si . . .〉. We use∈ to indicate the occurrence

of a state on in a run. For example,si ∈ 〈s0 . . . si . . .〉. In this paper, we consider only finite runs.

The empty run is allowed.

The operator≺τ orders states temporally with respect to a runτ , so thatsi ≺τ sj implies

that si occurs beforesj in the runτ . The concatenation of a statesn to a runτ = 〈s0s1 . . . sk〉,
written asτ ◦ sn, is given by appending the state to the run, i.e., by〈s0s1 . . . sksn〉. The sequence

of states in asubrunof a runτ = 〈s0 . . . sn〉 is a possibly noncontiguous subsequence ofs0 . . . sn.

We denote the first state of a runτ by [τ ]0, thenth state by[τ ]n, and the last state by[τ ]>.

Computationally, a protocol corresponds to a set of computations that it allows. These

can be captured as a set of runs where any of the runs thatsubsumethe given runs may be realized.

That is, each run in a protocol defines a sequence of steps that must be performed in the same order

relative to each other. The subsumption of runs is defined below. A protocol is represented as a

transition system as defined by a tuple〈A, S, S0,∆,F,R〉 whereA is a set of actions,S is a set of

states,S0 is the set of initial states (S0 ⊆ S), ∆ is a set of transitions (∆ ⊆ S×A× S), F is a set of

final states, (F ⊆ S), andR is a set of roles (or participants).

∆ contains transitions of the form〈si, a, sj〉, wheresi, sj ∈ S anda ∈ A. Heresi is the

source of the transition andsj its destination. Such a transition advances a computation from state

si to statesj when an actiona is performed, i.e., when the message corresponding toa is sent (and

received, assuming synchronous message passing, for convenience). In other words, a run can be

generated from a protocol by the successive concatenation of transitions beginning from the initial

state of the transition system. The concatenation of a transition to a run appends the destination of

transition to the run if the source of the transition matches the last state of the run. Consequently, a

run 〈s0s1s2 . . . sn〉 can be generated by a protocol whose initial state iss0, and whose transition set

contains the elements〈s0, , s1〉, 〈s1, , s2〉 and so on till〈sn−1, , sn〉, wheres0 ∈ S0 andsn ∈ F.

The set of all such runs is denoted by[P ].

Protocols are specified by propositions and actions that cause states to change. The se-

mantics of actions are given in terms of commitments such as those shown in Table3.1. Given

the actions and their semantics, the formalization of a protocol is straightforward. The transition

function of a protocol can be specified explicitly as state-action-state triples or as a set of rules

that are compiled into such triples for runtime efficiency. Two example transition mechanisms for

commitment-based protocols are commitment machines (Yolum and Singh, 2002) and nonmono-

tonic commitment machines (Chopra and Singh, 2003). For example, Tables3.2, 3.1, and3.4, along
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with a set of rules for determining the new state given the old state and the action taken would define

the purchase protocol.

• Commitments can be operated upon by a fixed set of operations.

• Propositions capture the universe of discourse of a commitment protocol.

• States of a commitment protocol are labeled by propositions that hold true.

• Runs are finite sequences of states.

3.2 Reasoning about Protocols

This section presents the development of relationships among runs and protocols based

on the notion ofstate similarity. We develop our results based on the theoretical work presented

above. We categorize based on our definition of similarity of states, similarity andsubsumption

relationships between runs and protocols. Our theory captures our intuition that generic protocols

specify little and allow a lot, whereas specific protocols specify in detail and allow little freedom.

3.2.1 Similarity of States

States form the fundamental components of runs, and are identified (and labeled) by sets

of propositions. Any comparison of states, therefore, must be based on comparing propositions.

This section introduces three state-similarity functionsι, σ, andαA,P , all based on commitment

propositions, and shows how these help relate different runs.

A state-similarity functionf is a mapping from a state to a set of states, i.e.,f : S 7→ 2S.

From such a function, we can induce a binary relation≈f⊆ S × S, which is defined as≈f=

{(s, f(s)) : s ∈ S}. That is,

si ≈f sj ⇐⇒ sj ∈ f(si) (3.1)

Definition 4. A state similarity functionf is well formed if≈f is reflexive, symmetric, and transitive,

i.e.,≈f is an equivalence relation.

We denote byF the set of all well-formed state-similarity functions.

We constrain all runs to preventstuttering, i.e., to not have consecutive states that are

similar, i.e., for every runτ = 〈s0 . . . sn〉, si is not similar underf to si+1, for all 0 ≤ i < n.
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Identity State-Similarity. ι is the identity state-similarity function. That is,si ≈ι sj if and only

if si andsj are labeled by same set of propositions.ι(si) = {sj |[si] = [sj ]}. ≈ι is an equivalence

relation.

What other kinds of similarity functions can one develop? We have developed our se-

mantics to support reasoning about protocols on commitments among autonomous agents. States

are labeled by the propositions that hold in them. Whereas domain propositions can have different

semantics in different applications, commitments are an abstraction that can be used across do-

mains with uniform semantics. Since a commitment has a well-defined life cycle and is adirected

obligation, comparison of commitments can be performed based on two criteria.

• A comparison based on which agent is committed to which other agent.

• A comparison based on which commitment operations were performed.

As examples of usage of both the above criteria, we introduce two state similarity functions, the

creditor state-similarity functionσ and the role-and-commitment state-similarity functionα.

Creditor State-Similarity. As another state-similarity function, considerσ. Underσ, a statesi is

similar to a statesj if in the two states all the participants of the protocol have the same commitments

being made towards them, regardless of which agent makes it. Since the creditor of a commitment

is immaterial underσ and adelegate(·, ·, ·) action changes the creditor of a commitment,σ can be

defined asσ(si) = {sj |sj can be reached by finite number ofdelegate(·, ·, ·) actions fromsi}
As an example, consider statess4 ands21 from the of the example scenarios.These states

are similar underσ because, as described in Table3.4, these states have propositions representing

commitments that differ only in their creditors.≈σ is an equivalence relation.

Role-and-Commitment State-Similarity. From the point of view of a participant of a protocol,

two states can be said to be similar if they involve the same commitments. Based on this intuition,

we describe role-and-commitment state-similarity functionα. A statesi is similar to a statesj under

αA,P , whereA is a set of roles andP is a set of propositions, if the commitments made by any role

in A to any other role inA, and the propositions inP that hold atsi, also hold atsj . If, for example,

A represents all the roles in a protocol andP represents all the proposition used by that protocol,

thenαA,P can be used as a similarity function to detect cases where the protocol has been merged

with other protocols.
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3.2.2 Subsumption and Similarity of Runs

Comparisons among protocols are based on a notion ofsubsumptionof runs.[[f ]〉 denotes

subsumption operator over runs. The operator[[f ]〉 is an order-preserving mapping from one run to

another, and depends on the functionf .

Definition 5. A run τj subsumes a runτi under functionf if and only if, for every statesi that

occurs inτi, there occurs a statesj in τj that is similar underf , andsj has the same temporal

order relative to other states inτj assi does with states inτi.

τj [[f ]〉τi ⇐⇒ (∀si, s
′
i ∈ τi : (∃sj , s

′
j ∈ τj (3.2)

andsi ≈f sj ands′i ≈f s′j

and(si ≺τi s′i ⇒ sj ≺τj s′j)))

That is, longer runs subsume shorter ones, provided they have similar states occurring in the same

order. Before we describe properties of run subsumption, we definerun-similarity.

Definition 6. A run τi is similar to a runτj under a well-formed state-similarity functionf if and

only if the two runs are of equal length and everykth state ofτi is similar underf to thekth state

in τj . In notation,[τi]k ≈f [τj ]k, 0 ≤ k < |τi| and|τi| = |τj |.

Lemma 1. If a run τj subsumes a runτi underf , then, for all subrunsβi of τi, there exists a subrun

βj of τj such thatβi ≈f βj . That is,τj [[f ]〉τi ⇒ (∀βi subrun ofτi,∃βj subrun ofτj : βi ≈f βj).

Proof. This lemma holds trivially for subruns of lengths 0 or 1.

We prove this lemma by induction on the length of subruns.

Base Case: We note that by the definition of run subsumption, there must be a pair of

states in both runs for which the above property holds, that is,(∀βi subrun ofτi : |βi| = 2 ⇒ (∃βj

subrun ofτj andβi ≈f βj)).

Induction Hypothesis: Assume this property holds for subruns of a particular lengthk >

2.

Induction Step:Consider|β′i| = k + 1, where[β′i]
k = s′i. The firstk states ofβ′i form a

subrun of lengthk. Therefore, there exists a subrunβj of τj such thatβi ≈f βj andβj is the earliest

such subrun inτj . Consider thek pairwise temporal precedence relationships (inτi) between the

firstk states ofβ′i ands′i. By the definition of run subsumption, we know that sinceτj [[f ]〉τi, ∃s′j ∈ τj
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such that[βj ]> ≺τj s′j ands′j ≈f s′i. Let s′j be the earliest such state inτj , so thatβ′j = βj ◦ s′j .

Thus, the inductive hypothesis holds for subruns of lengthk + 1.

Conclusion:By induction, the lemma holds.

Theorem 1. Under any well-formed state similarity function, run subsumption is reflexive, transi-

tive, and antisymmetric up to state similarity.

Proof. Reflexivity:The reflexivity of run subsumption follows from the reflexivity of state-similarity

functions. Since every state is similar to itself, every run subsumes itself.

Transitivity: The transitivity of run subsumption follow from the definition. Ifτi[[f ]〉τj ,

thenτi contains states similar to those inτj , and in the same temporal order relative to each other.

If τj [[f ]〉τk, thenτj contains states similar to those inτk, and in the same temporal order relative to

each other. Therefore, for every state inτk, there is a corresponding similar state inτj , which, in

turn, has a corresponding similar state inτi. Since state similarity is transitive, the transitivity of run

subsumption holds.

Antisymmetry:The antisymmetry of run subsumption means that if two runs subsume

each other under some well-formed state similarity functionf , then those runs are similar underf .

For proof, consider Lemma1. By Lemma1 we know that ifτj [[f ]〉τi, then for each subrun ofτi,

there is a similar subrun ofτj . Let the entire runτi be treated as a subrun of itself. Then, there is

a similar subrun inτj , i.e., |τj | ≥ |τi|. In the same way, fromτi[[f ]〉τj , we infer that|τi| ≥ |τj |.
Hence,|τi| = |τj |. Since the runs are of equal length and all the subruns of one have similar subruns

in the other,τi ≈f τj .

Let us consider an example to better explain the above concepts. Letτ1, τ2, andτ3 be

the runs shown in Figures2.2, 2.3, and2.4, respectively. We then haveτ2[[ι]〉τ1. Also, τ3[[ι]〉τ1.

However,τ1 subsumes neitherτ2 norτ3, becauseτ3 has a states21, whose label does not match any

state label inτ1, andτ2 has statess18 ands19, whose labels do not match any state label inτ1. Run

τ3 does not subsumeτ2 because ofs21, andτ2 does not subsumeτ3 because ofs18 ands19.

Next, we consider run subsumption under the creditor state-similarity functionσ. Here,

τ2[[σ]〉τ1. Also, sinces21 ∈ σ(s4), τ1[[σ]〉τ2. Runτ3 subsumes bothτ1 andτ2 for the same reason,

but neitherτ1 norτ2 subsumesτ3, since neither of them have states that areσ-similar tos18 ands19.

Figure 3.1 shows the subsumption relation between the runsτ1, τ2, and τ3 under the

identity functionι and Figure3.2, underσ.
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Figure 3.1: Subsumption of runsτ1, τ2, and
τ3 (shown in Figures2.2, 2.3, and2.4 respec-
tively) under the identity state-similarity func-
tion ι.

Figure 3.2: Subsumption of runsτ1, τ2, and
τ3 (shown in Figures2.2, 2.3, and2.4 respec-
tively) under the creditor state-similarity func-
tion σ.

• State-similarity compares propositions that label states.

• A run subsumes another if its states are similar to all of the latter’s states, and in the same relative

temporal order.

• A run is similar to another if both are of the same length and theirkth states are similar.

• Run subsumption is reflexive, transitive, and antisymmetric.

3.2.3 Subsumption and Similarity of Protocols

Closure of Protocol Runs. In line with our intuitions that generic protocols allow many vari-

ations, we desscribe the semantics of a protocol to have a set of runs that is closed under run

subsumption. That is, if any run occurs in the set of runs of a protocol, all the runs that subsume

it (under a well-formed state-similarity function) are also in that set. Given a well-formed state-

similarity functionf , a protocolP contains all runs that subsume any run in[P ]. We define this

new set of runs as the set of runs allowed by the protocol

Observation 1. From the definition of closure of the set of allowed runs of a protocol[[P ]] under a

well-formed state-similarity functionf , we have that[[P ]] = {τ |∀τ ′ ∈ [P ] : τ [[f ]〉τ ′}.

We refer to[[P ]] also as theclosureof the protocolP under a well-formed state-similarity

function.

Operationally, the runs allowed by a protocol completely characterize that protocol by

naturally illustrating the key tradeoff in protocol design, that offlexibility versus compliance:A

protocol that allows many runs is better than one that allows a few runs, since the many-run protocol

affords more choice and flexibility in protocol execution to the participants. However, checking for

compliance can potentially be more demanding when protocols have more runs that do not subsume

a common run. The definition of the subsumption of protocols reflects these intuitions.
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Definition 7. A protocolPj subsumes a protocolPi under a state-similarity functionf if and only

if, every run in[[Pi]] subsumes, underf , a run in [[Pj ]].

Pj [[f ]〉Pi ⇐⇒ ∀τi ∈ [[Pi]] ∃τj ∈ [[Pj ]] : τi[[f ]〉τj (3.3)

If Pj is a protocol that has short runs (and consequently all runs that subsume them) and

Pi is a protocol that has long runs only, thenPj subsumesPi. Since long runs subsume shorter ones,

protocols with long runs only are subsumed by protocols with short runs as well.

Before we describe the properties of protocol subsumption, we define protocol similarity

as follows:

Definition 8. Two protocols are similar under a state similarity functionf if and only if for every

run in one protocol, there exists at least one similar (underf ) run in the other protocol, and vice

versa.

Pj ≈f Pi ⇔ ∀τi ∈ [[Pi]], ∃τj ∈ [[Pj ]] : τi ≈f τj (3.4)

and∀τj ∈ [[Pj ]], ∃τi ∈ [[Pi]] : τj ≈f τi

Theorem 2. For any well-formed state-similarity functionf , the protocol subsumption relation[[f ]〉
is a partial order, i.e., reflexive, transitive, and antisymmetric (up to state similarity).

Proof. Reflexivity:Follows from the definition of protocol subsumption.

Transitivity: Transitivity also follows from the definition.

Antisymmetry:Because of the property of closure of the set of runs of a protocol under

run subsumption and the definition of protocol subsumption, we know that ifPi[[f ]〉Pj , then∀τj ∈
[[Pj ]] : ∃τi ∈ [[Pi]] : τj ≈f τi. Conversely, ifPj [[f ]〉Pi, then∀τi ∈ [[Pi]] : ∃τj ∈ [[Pj ]] : τi ≈f τj .

Together, these are equivalent toPj ≈f Pi.

3.2.4 The Protocol Algebra

We now introduce our protocol algebra as consisting of two operators (mergeandchoice),

their identity elements (1 andO, respectively), and an ordering relationship (protocol subsumption,

as defined above).
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Merge. The merge operator, denoted by⊗f , splices two protocols (under a state-similarity func-

tion f ) to produce a new protocol. A merge of two protocols involves interleaving their runs.

Definition 9. The merge of two protocolsP andQ under a well-formed state-similarity functionf

creates a protocol whose closure consists exactly of runs that subsume some run from[[P ]] and some

run from[[Q]].

[[P ⊗f Q]] = {r|∃rp ∈ [[P ]], ∃rq ∈ [[Q]] : r[[f ]〉rp andr[[f ]〉rq} (3.5)

Choice. The choice operator, denoted by⊕f , combines two protocolsP andQ (under a state

similarity functionf ) to create a protocolR, whose set of runs[[R]] contains exactly those runs that

exist either in the set[[P ]] or in the set[[Q]].

Definition 10. The choice of two protocolsP andQ under a well-formed state-similarity function

f creates a protocol whose closure consists exactly of runs that subsume either a run from[[P ]] or a

run from[[Q]].

[[P ⊕f Q]] = {r|∃rp ∈ [[P ]], ∃rq ∈ [[Q]] : r[[f ]〉rp or r[[f ]〉rq} (3.6)

Choosing a run from[[P ⊕f Q]] is equivalent to choosing a run from either[[P ]] or a run

from [[Q]].

Constants. The properties of the merge operator lead us to define two protocols,O and1. TheO

protocol is an “impossible” protocol, which does not have any runs.[[O]] = {}. The1 protocol is

a “trivial” protocol which contains the zero-length run in its semantics, and consequently contains

all possible runs.[[1]] = {τ : τ [[f ]〉τφ}, whereτφ = 〈〉, andf is any well-formed state-similarity

function. TheO is the bottom element and the1, the top element of a hierarchy of protocols based

on subsumption. That is, all protocols are subsumed by the1 protocol and all protocols subsume

theO protocol.

Formal Results

We briefly present some formal results, which simplify reasoning about protocols using

our algebra. First, we present a formulation for the operators in terms of protocol subsumption.
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Since Definitions9 and10 state the properties of the operators only in terms of the runs of the

protocols, this new formulation simplifies the understanding of the behavior of the merge and choice

operators, and likens them to set intersection and union, respectively.

Theorem 3. Given the run-subsumption relation[f ]〉 under a well-formed state-similarity function

f , the merge⊗f of two protocolsP andQ underf is the greatest lower bound ofP andQ under

the protocol subsumption relation[f ]〉.

Proof. Let R = P ⊗f Q. That is,

[[R]] = {r|∃p ∈ [[P ]], ∃q ∈ [[Q]] : r[f ]〉p andr[f ]〉q} (3.7)

From Observation1, it is easy to see thatP [[f ]〉R andQ[[f ]〉R. That is,R is a lower bound ofP and

Q.

Consider some protocolR′ such thatP [f ]〉R′ and Q[f ]〉R′. By definition of protocol

subsumption,

∀r′p ∈ [[R′]], ∃p ∈ [[P ]] : r′p[f ]〉p (3.8)

∀r′q ∈ [[R′]], ∃q ∈ [[Q]] : r′q[f ]〉q (3.9)

From Equation3.7 we know that all runs that subsume a run each from[[P ]] and [[Q]] are in [[R]].

From Equations3.8and3.9, we know that every run in[[R′]] is just such a run. Hence,∀r′ ∈ [[R′]] :

r′ ∈ [[R]]. From the closure property of protocol run-sets, we further infer that∀r′ ∈ [[R′]], ∃r ∈
[[R]] : r[f ]〉r′, which means thatR[f ]〉R′. Since anyR′ is subsumed byP ⊗f Q underf , this means

⊗f gives the greatest lower bound ofP andQ underf .

Theorem 4. Given the run-subsumption relation[f ]〉under a well-formed state-similarity function

f , the choice⊕f of two protocolsP andQ underf is the least upper bound ofP andQ under the

protocol subsumption relation[f ]〉.

Proof. Let R = P ⊕f Q. This implies that

[[R]] = {r|∃p ∈ [[P ]] : r[f ]〉p or ∃q ∈ [[Q]] : r[f ]〉q} (3.10)

Consider some protocolR′ such thatR′[f ]〉P andR′[f ]〉Q. By definition of protocol subsumption,

∀p ∈ [[P ]], ∃r′p ∈ [[R′]] : p[f ]〉r′p (3.11)

∀q ∈ [[Q]], ∃r′q ∈ [[R′]] : q[f ]〉r′q (3.12)
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Let r ∈ [[R]]. From equation3.10, without loss of generality, we can assume that∃p ∈ [[P ]] : r[f ]〉p.

From this, equation3.11, and the transitivity of run subsumption, we infer that∀r ∈ [[R]], ∃r′p ∈
[[R′]] : r[f ]〉r′p, which is the definition of protocol subsumption underf . HenceR′[f ]〉R. Since

any R′ subsumesP ⊕f Q underf , ⊕f gives the least upper bound ofP andQ under protocol

subsumption underf .

Essentially, the merge is analogous to the intersection of the sets of runs of the protocols

being merged, where run similarity is used to determine equality of elements of the sets. Formally,

[[P ⊗f Q]] = [[P ]] ∩f [[Q]]

Where∩f is therun intersectionoperator, defined over sets of runsA andB as

A ∩f B = {r|∃p ∈ A : r ≈f p and∃q ∈ B : r ≈f q}

We could alternatively define∩f as the greatest lower bound ofP andQ underf .

Lemma 2. Given protocolsP andQ and a well-formed state-similarity functionf , r ∈ [[P ⊗f Q]] ⇒
r ∈ [[P ]] andr ∈ [[Q]]

Proof. Considerr ∈ [[P ⊗f Q]]. From Definition9, we know thatr[[f ]〉rp andr[[f ]〉rq for some

rp ∈ [[P ]] andrq ∈ [[Q]]. From this and Observation1 (the closure of sets of protocol runs), we infer

thatr ∈ [[P ]] andr ∈ [[Q]].

Lemma 3. Given protocolsP andQ and a well-formed state-similarity functionf , r ∈ [[P ]] andr ∈
[[Q]] ⇒ r ∈ [[P ⊗f Q]]

Proof. Considerr ∈ [[P ]]. From Observation1 and the reflexivity of run subsumption under any

well-formed state-similarity function, we can infer∃rp ∈ [[P ]] such thatr[[f ]〉rp. Similarly, fromr ∈
[[Q]], we infer∃rq ∈ [[Q]] such thatr[[f ]〉rq. From Definition9, we conclude thatr ∈ [[P ⊗f Q]].

Choice is analogous to the union of the sets of the runs, using run similarity to compare

elements of the sets. Formally,

[[P ⊕f Q]] = [[P ]] ∪f [[Q]]

Where∪f is therun unionoperator, defined over sets of runsA andB as

A ∪f B = {r|∃p ∈ A : r ≈f p or ∃q ∈ B : r ≈f q}

We could alternatively define∪f as the least upper bound ofP andQ underf .
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Lemma 4. Given protocolsP andQ and a well-formed state-similarity functionf , r ∈ [[P ⊕f Q]] ⇒
r ∈ [[P ]] or r ∈ [[Q]]

Proof. Considerr ∈ [[P ⊕f Q]]. From Definition10, we know thatr[[f ]〉rp or r[[f ]〉rq for some

rp ∈ [[P ]] andrq ∈ [[Q]]. From this and Observation1 (the closure of sets of protocol runs), we infer

thatr ∈ [[P ]] or r ∈ [[Q]].

Lemma 5. Given protocolsP andQ and a well-formed state-similarity functionf , r ∈ [[P ]] or r ∈
[[Q]] ⇒ r ∈ [[P ⊕f Q]]

Proof. If r ∈ [[P ]], then, from Observation1 and the reflexivity of run subsumption under any well-

formed state-similarity function, we can infer∃rp ∈ [[P ]] such thatr[[f ]〉rp. Similarly, if ∃rq ∈ [[Q]],

thenr[[f ]〉rq. From Definition10, we conclude thatr ∈ [[P ⊕f Q]].

The following results are then obvious

1. The merge of a protocol with itself yields the same protocol (idempotence).

(P ⊗f P ) = P

2. The merge operator is commutative and associative.

P ⊗f Q = Q⊗f P

P ⊗f (Q⊗f R) = (P ⊗f Q)⊗f R

3. Merge distributes over choice.

P ⊗f (Q⊕f M) = (P ⊗f Q)⊕f (P ⊗f M)

Proof. From Lemmas2, 3, 4, 5, and the distributivity of “and” over “or”,

r ∈ [[P ⊗f (Q⊕f M)]] ⇒ r ∈ [[P ]] andr ∈ [[Q⊕f M ]]

by Lemma2

⇒ r ∈ [[P ]] and(r ∈ [[Q]] or r ∈ [[M ]])

by Lemma4

⇒ (r ∈ [[P ]] or r ∈ [[Q]])

and(r ∈ [[P ]] or r ∈ [[M ]])

by distributivity of “and” over “or”

r ∈ [[P ⊗f (Q⊕f M)]] ⇒ r ∈ [[(P ⊗f Q)⊕f (P ⊗f M)]] (3.13)

by Lemmas3 and5
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Similarly, we can prove

r ∈ [[(P ⊗f Q)⊕f (P ⊗f M)]] ⇒ r ∈ [[P ⊗f (Q⊕f M)]] (3.14)

From Equations3.13, 3.14, and the definition of protocol-similarity (Definition8), we con-

clude that merge distributes over choice.

4. The merge of any protocol with1 gives that protocol and the merge of any protocol withO

givesO. In this way, the1 protocol is the identity element and theO is the nil element for

merge.

P ⊗f 1 = P

P ⊗f O = O

Choice also supports idempotence, commutativity, and associativity. The choice of a protocol with

1 yields1 and the choice of a protocol withO yields that protocol itself.

1. Idempotence.

(P ⊕f P ) = P

2. Commutativity.

(P ⊕f Q) = (Q⊕f P )

3. Associativity.

P ⊕f (Q⊕f R) = (P ⊕f Q)⊕f R

4. Choice distributes over merge.

P ⊕f (Q⊗f R) = (P ⊕f Q)⊗f (P ⊕f R)

5. Choice with1 andO

P ⊕f 1 = 1

P⊕f O = P

3.3 Applying the Algebra

The previous chapter introduced our algebra of protocols. We suggested that this alge-

bra can be used to compose hybrid protocols using existing ones by merging them. This chapter
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discusses a methodology for bottom-up design of hybrid protocols using existing ones. The method-

ology has not yet been fully developed and is part of ongoing research. The basic principle of this

methodology is that designers can use the merge operator to splice protocols together to create new

protocols whose behavior will satisfy both the merged protocols. We envision that tools for pro-

tocol composition will be developed based on our algebra that will enable quick and convenient

development of new protocols to suit ever-changing business needs. In this regard, state-similarity

functions will be used to guide the composition so as to yield hybrid protocols whose properties are

well understood.

3.3.1 Designing Protocols via Aggregation

Protocols can be developed by aggregating smaller protocols. Consider the purchase ex-

ample. At a high level of abstraction, this example is implemented by a protocol that has three

stages: an initialnegotiationstage, followed by ashipmentstage, and finally apaymentstage. A

stage is a logical set of interactions within a protocol. We do not formally define stages of a protocol

but use the concept only as an aid to understanding our intuitions about protocol composition using

our algebra. In the purchase scenario shown in Figure2.2, statess0, s1, s2, ands3 belong to the

negotiation stage, statess3 ands4 belong to the shipment stage, and statess4 ands5 belong to the

payment stage. Even at this level of abstraction, we see that a protocol can be flexible in the runs it

allows. That is, a protocol that allows the payment stage to precede the shipping stage essentially

achieves the same goal, that of exchanging goods for money. For simplicity, let us adhere to the ne-

gotiation, shipment, payment order. This three-stage purchase protocol can be refined, for example,

by substituting, orsplicing intoit, any one of the numerous shipping protocols available. One can

ship via regular mail or use return-receipt mail. Whatever the shipping protocol used, the splicing

works because the purchase protocol is specified as an interface, and the shipping protocol adheres

to the interface. The content of the states and the set of generated runs is the interface of a protocol.

As an example, consider the shipping protocol in Figure3.3(b). This protocol can be spliced into

Purchaseas shown in Figure3.4. Similarly, the payment protocol shown in Figure3.3(a)can be

spliced into the purchase protocol.

An important observation is that when a protocolp2 is spliced into a protocolp1, p2 itself

might be spliced into by parts ofp1. As a particular case, consider the shipping protocol. This

protocol splices the purchase protocol by taking a circuitous run to achieve the delivery of the goods

to the customer. However, the shipper is not paid by the bookstore until the customer has paid the
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Figure 3.3:A payment and a shipping protocol

bookstore. Therefore, the shipping protocol has essentially been spliced in between statess14 and

s15. From the point of view of the shipping protocol, the bookstore waits at states15. From the

point of view of the purchase protocol, the customer receives the goods, and performs the payment

via the bank.

3.3.2 Refining Protocols via Merge

To see how protocol refinement via splicing is achieved using our protocol algebra, con-

sider the state-similarity functionαA,P , whereA denotes a set of agents, andP a set of propositions.

A statesi is similar to a statesj underαA,P if the commitments made by any agent inA to any other

agent inA, and the propositions inP that hold atsi, hold atsj . That is,αA,P (si) = {sj |∀e, e′ ∈ A :

all commitments made bye to e′, by e′ to e, and all propositions inP that hold atsi also hold at

sj}.
UnderαA,P , whereA denotes the set containing the participants of shipping, i.e.,{b, x},

andP denotes the set of all propositions that are used in shipping, we see that the shipping run

shown in Figure3.3(b)is subsumed by the refined purchase run shown in Figure3.4. Specifically,

with A = {Sender, Receiver, Shipper} andP = {The propositions used in statess10 throughs16}
the statess3, s11, s12, s13, s14, s5, ands16 of refined purchase are similar underαA,P to the states

s10, s11, s12, s13, s14, s15, and s16 of shipping, respectively. Similarly, the statess4 and s21 of

the refined purchase are similar to statess20 and s21 of payment underαA,P , whenA denotes
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Figure 3.4:A refinement of the purchase protocol by splicing in the shipping protocol shown in
Figure3.3(b)and the payment protocol shown in Figure3.3(a)into the purchase protocol shown in
Figure2.2.

{Payer, Payee, Bank} andP denotes the set of all propositions used in payment. Consequently, the

refined purchase protocol subsumes payment.

The refined purchase example given here is achieved by applying the merge operator on

the purchase, shipping, and the payment protocols. Since merge is associative, the order in which

these protocols are merged is unimportant. What is important is how the merge generates runs in

which the shipping protocol and the payment protocol are spliced in at the correct states. A typical

usage scenario would be for a protocol designer to run a tool to perform the merge of the shipping

protocol with the purchase protocol. Given that the propositions used by both protocols have the

same meaning, the tool would generate all possible interleavings of the states of both protocols such

that each run of the resulting protocol subsumes a complete run of purchase and a complete run

of the shipping protocol. The set of possible interleavings will be restricted by the states in the

protocols that are similar. In Figure3.4, only one run of the resulting protocol is shown, which is

a run where the shipping protocol is begun after the bookstore has received an acceptance of the

quote it had sent to the customer. Note that this is not the only possible run. The shipping protocol

can be initiated right after the customer asks the bookstore for a quote.

Based on the above observations, we note that the runs generated by a protocol that is the
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result of merging two protocols are constrained by two main factors

1. The description of the state of the protocol as given by the propositions.

This pertains to the detail captured by the propositions labeling the states of the merged pro-

tocols . For example, the shipping protocol might require that the customer has committed (at

least conditionally) to buying an item before the shipping protocol is initiated. This might be

done, say, because protocol initiations prove to be expensive for the shipper in cases where

the shipping is not required later. Such a shipping protocol has to begin at states3 as shown in

Figure3.4, and cannot begin at any state earlier thans3. The propositions labeling the states

of the shipping protocol encode this requirement. The start state of the shipping protocol

shipping protocol requires that the role to which the goods are to be delivered be committed

to purchasing (or otherwise being the recipient of) the goods.

2. The similarity function applied to the merge.

This pertains to how different similarity functions can yield different sets of runs in the merged

protocol, as explained in Section3.2.1.

More extensive examples of merging protocols to create hybrid ones have been studied

and demonstrated as part of the OWL-P (Web Ontology Language for Protocols and Processes)

project. This effort has developed an operational framework for specifying and enacting commit-

ment protocols among agents. OWL-P uses a rule-based specification for protocols using OWL. It

is explained in greater detail in Section6. Below, we summarize the content of succeeding chapters,

to provide an overview of the applications and scope of our results.

3.3.3 Exception Modeling and Handling

Exceptions are abnormal conditions that occur during the enactment of a protocol. They

are an important aspect of real-life processes, since a process does not always encode all possi-

bilities. We have therefore developed methodologies for modeling and handling exceptions for

commitment protocols. In addition to the challenges that face traditional distributed systems, we

face the added tension between the flexibility of a commitment protocols and the need to constrain

behavior to avoid exceptions. We have taken a two-pronged approach

• Modeling foreseeable exceptions in a hierarchy of exceptions so that a notion ofseveritycan

be deduced, enabling a realistic model where one can distinguish between which runs are

normal and which are not.
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• Handling unforeseen exceptions when they occur at runtime by splicing exception handlers

from a library of handlers into the protocol.

Chapter4 describes these concepts in greater detail.

3.3.4 Designing Interaction Among Components

To complete our treatment of commitment protocols, we examine the first step in the

life of a protocol–its creation. We develop a principled methodology for designing protocols from

requirements. To this end, we develop upon two independent strands of research.

• We augment an established agent-oriented software engineering methodology, Tropos, by

introducing commitment protocols into every stage of software development. In doing so,

Tropos benefits from the modeling of interactions at design time and our approach finds a

context in which commitment protocols can be developed.

• We develop upon the theory of discourses among agents and describe how commitment op-

eration patterns and reusable commitment protocols can be identified from agent discourses,

which can be seen as use-cases.

Chapter5 describes these concepts in greater detail.

• Chapter4 describes our methodology for modeling (foreseen) and handling (unforeseen) excep-

tions in commitment protocols.

• Chapter5 describes how we have incorporated software engineering and agent-discourse prin-

ciples to develop a methodology for designing protocols.
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Chapter 4

Modeling and Handling Exceptions in

Commitment Protocols

A protocol is an agreement between participants to engage in an interaction in a prede-

termined way. Protocols lend determinism to an interaction, so that agents can plan their actions.

Sometimes, abnormal or unforeseen conditions occur during the enactment of a protocol. Such

conditions are termedexceptions. Although exceptions have a negative connotation in the literature

such as in the study of programming languages, we take the view that exceptions can be desirable in

certain circumstances. In a business interaction, one partner might wish to deviate from the proto-

col being enacted to avail of an opportunity that would not necessarily subvert the protocol they are

following. For example, a merchant in a purchase interaction might wish to proactively send quotes

to potential customers, if the customers do not object to it. Regardless of whether an exception is

desirable or not, it requires special processing so that participants of the protocol can benefit from

opportunities that arise and minimize the losses they could incur due to exceptions. Exceptions

are an essential feature of real-life processes. Many businesses, for example, entertain exceptional

requests from customers in the interest of better customer service. Whereas agent interaction is not

immune to exceptions caused due to lost or garbled messages between agents, we concentrate on

high-level exceptions, i.e., exceptions that arise even in the face of reliable messaging guarantees.

• Exceptions are abnormal conditions.

• Exceptions can sometimes be desirable, i.e., opportunities.
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4.1 Motivation

As described before, open business processes such as those conducted among indepen-

dent business partners (or interactions between autonomous agents in general) face challenges quite

different from those faced by processes in closed systems.

1. Open systems require flexible processes that can adapt as the environment evolves.

2. Flexible processes require complex models to capture interactions that are rich in semantics.

Models for flexible processes prove notoriously intractable for human process designers. None but

the most trivial of business processes can be designed with every possibility explicitly specified.

Most times, processes automation yields diminishing returns as increasing effort is expended to

encode cases of deviations from the “normal” execution of the process. Exception modeling is

therefore expensive. Further, verifying the compliance of participants with such models is difficult

since what is considered a valid detour from the normal enactment of a process in one situation may

be considered noncompliant behavior in another. Exceptions also lead to poor user satisfaction if

processes interrupt human operators to handle frequently-occurring exceptions.

Decentralization of process enactment frameworks also poses significant challenges. Work-

flows, the most popular method of automating business processes, employ aworkflow engineto

enact flows. The engine synchronizes all activities involved in the workflow as desired. With such

a framework, the engine can detect abnormal conditions easily, although such models become quite

complicated (Casati, 1998). In contrast to such centralized modeling and enactment, interactions

among businesses are not usually governed by a central engine. Inter-business coordination is in-

creasingly enacted in an open, distributed environment such as the Internet, among autonomous

partners who have differing views on what constitutes desirable or even normal behavior in a par-

ticular process. Simply put, the key features of open systems lead to the possibility of exceptions.

Traditional ways of modeling processes become intolerably complex in the face of exceptions. Tra-

ditional ways to enact processes simply fail in the face of exceptions or throw the entire reasoning

burden on humans.

There has been an increasing recognition of the importance of agent-based, semantically

rich approaches for modelling processes in open systems. However, existing approaches prove to

be limited in that they do not provide a principled means for modeling exceptions ahead of time

or handling exceptions that have not been explicitly modeled ahead of time. The basic insight that

agent-based process models agree upon is the use of a suitable rule-based mechanism and sometimes
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of organizational structure, but there are key aspects of the rules and the organizations that are not

considered by current approaches.

A strength of commitment protocols is that they enable agents to act flexibly, thereby

enabling them to accommodate varying local policies and respond to exceptions. A consequent

weakness is that commitment protocols thus fail to distinguish between possible executions that

are normal and those that may be allowed but are not desirable. Whereas protocols regulate the

externally observable behavior of business partners, distinguishing what is allowed from what is

not, they do not make any finer distinctions about what isnormaland what is not. What is required

is a knowledge engineering stance toward commitment protocols.

• To accommodate agent autonomy, protocols must enable the participating agents to choose

their actions and responses to different conditions as they see fit. For example, a purchase

protocol should allow the possibilities that negotiations may fail, that the payment may be

made via a third party, that an agent awaiting missing goods may send a reminder for them.

• To be realistic, the protocols themselves must be based on a study of different usage scenarios,

wherein not all possible executions are considered equal. For example, as a practical matter,

we would all recognize that it is more normal for a purchase protocol to lead to an exchange

of goods and money than for a refund to be issued or for the goods to be repossessed by the

merchant because of lack of payment.

In other words, protocols should be flexible enough to accommodate exceptions, but should still

be described in such a manner that the exceptions are distinguished from the normal executions.

Moreover, there must be a hierarchy of exceptions, some being more acute than others.

• Traditional process models

• cannot be changed during execution.

• become unwieldy when exceptions are numerous.

• distinguish what is allowed from what is not; not what isnormaland what is not.

• Realistic models require notions of

• preferences among allowed executions.

• howseverean exception is.
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4.2 Challenges

Exception handling is challenging for the following reasons.

• Exception handling requires domain knowledge. The risks taken by the participants in a

protocol are not the same across domains. Whereas exceptions may cause some participants

to suffer a loss, the magnitude of the loss suffered by participants depends on the importance

of the protocol to the participants in that domain. For example, delayed payment might be

acceptable to a merchant in a purchase protocol, whereas delayed shipment of life-saving

drugs might not be acceptable to customers who have ordered the drug. Therefore, exceptions

cannot be handled in the same manner across different domains and situations.

• Exceptions must be foreseen to be handled. Eder and Liebhart (1995) classify exceptions that

can occur during the enactment of workflows into four categories.

1. Basic failures, which are system level failures handled by the underlying software sys-

tems such as networks and databases.

2. Application failures, which are handled by trying to execute the failed application again

or compensating for the failure by executing a compensating application.

3. Expected exceptions, which are deviations from the normal flow that occur infrequently

but often enough to be incorporated into the workflow model. Expected failures are

handled by invoking predetermined exception handlers.

4. Unexpected exceptions, which are rare and require a change of the workflow model

itself. Such exceptions cannot be handled by systems that cannot change their flow

schema at runtime.

• Handling exceptions requires changing the process model. Traditional process frameworks

such as workflows cannot handle unexpected exceptions since the process model cannot be

changed at runtime. That is, an abstraction for reasoning about pragmatic exceptions is re-

quired. Pragmatic exceptions are those that require commonsense type of reasoning to de-

termine whether to retry a failed action or try a different action to achieve the same results.

For instance, when a payment is not received by the deadline that was set for it, the payee

can choose to wait if it wishes to give the payer some more time. If the payment is critical,

however, the payee might want the payer to arrange for an alternative means of payment.
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• Not all exceptions are equally bad. Traditionally, there have been coarse-grained classifica-

tion schemes to assign severity to exceptions. For example, anend-of-file exception is less

severe than adivide-by-zero exception in terms of how a processor handles them. For appli-

cability to business processes, however, what is required is a way to specify a finer grained

classification of exceptions. In addition, reusable protocols add another dimension to the

problem by requiring a modification of an exception-classification when the protocol is de-

ployed in different environments.

• Exception handling requires expert knowledge about the process.

• Unforeseen exceptions cannot be handled by process models that cannot change during execu-

tion.

• A hierarchy of exceptions based on their severity needs to be specified in a suitable language

with a clear semantics.

4.3 Contributions

Current implementations of business processes, based on traditional workflows or on web

service compositions, do not address the above challenges well. Exception handling in these ap-

proaches involves no more than the invocation of an exception handler. Further, current work-

flow technologies cannot handle unexpected exceptions at runtime, since workflow models are im-

mutable during execution. We propose a novel approach to exception handling in which commit-

ments provide meaning to the interactions, as a result of which cross-domain exception handling

patterns can be developed. The study and development of interaction patterns to handle changes

made to commitments is not new. Xinget al. (2001) have developed a set of interaction patterns

that agents can use to handle common exceptions in workflows such as revisions, inconsistencies,

and incompleteness of results generated by some component of the workflow. Wan and Singh (2003)

have also studied how changing commitments can be handled in agent interaction. Our approach

explains how exceptions affect a protocol as a whole, and develops a methodology to handle ex-

ceptions. We base our method for andling unexpected exceptions on our framework for protocol

composition, which enables changes to the underlying model of a protocol at runtime.

Our methodology can be used for the following

Modeling expected exceptions.In traditional process models, exceptions are modeled in an ad hoc

manner, when the designer demarcates blocks of the process and assigns exception handlers



47

to those blocks. In our approach, exceptions can be defined separately from the specification

of the process or the protocol. As a result, different exception conditions can be assigned to

the same protocol based on the context of the protocol execution. This is similar in spirit to

aspect-oriented software. Preferences are modeled in an analogous fashion.

Selecting protocols.When multiple protocols are available for an agent to realize a certain inter-

action, that agent can negotiate with the other parties involved in the protocol and, based on

its preferences, find out if an execution of that protocol with those participants would be ac-

ceptable to it. For example, a customer agent that does not wish to enact a hotel booking

protocol in which the hotel can cancel the room and award a refund can choose which hotel

to interact with if its preferences are made clear before enactment and if the hotel and the

customer negotiate the protocol to enact based on their preferences.

Handling unexpected exceptions.Our framework for modeling exceptions can be applied gener-

ically across domains using commitment protocols. Further, the protocol algebra we have

developed can be used to handle unforeseen exceptions by splicing in exception handlers,

thus changing the protocol model at runtime.

• The semantically rich abstraction based on commitments enable effective exception modeling

and handling while allowing flexibility in execution.

4.4 Approach

We propose an approach to exception handling based on commitments that exist between

the participants. Our approach has the following features:

• For expected exceptions, we define a preference structure over runs, i.e., a notion that some

runs are more desirable than others, which can be used to model expected exceptions.

• For unexpected exceptions, we introduce the use of protocol splicing using the merge operator

to handle unexpected exceptions in business processes. Essentially, exception handlers are

formalized as sets of runs, formally on par with protocols, and these handlers are spliced into

protocols.
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4.4.1 Preferences Specification and Resolution

Preferences are denotationally characterized using sets of runs (i.e., computations), and

are operationalized via translation into executable rulesets. With the above background, our ap-

proach proceeds as follows to enable augmenting protocol specifications with preferences.

• We augment an existing protocol specification language with an ability to specify preferences

among different executions of protocols. For simplicity of specification, we use a simple

linear temporal logic based language to specify expressions over protocol events to capture

executions that are of interest.

• We show how preferences based on such expressions can be operationalized into executable

rulesets for incorporation into OWL-P, which is a language and a framework for specifying

and enacting rule-based, modular protocols.

• We show how the above preferences are mapped into a graph whose points are sets of runs,

and characterized via branching time models.

• We show that the model-theoretic and the operational characterizations coincide.

4.4.2 Exception Modeling and Handling

Expected exceptions are modeled at design time using a preference structure and unex-

pected exceptions are handled at runtime by splicing in appropriate exception handler protocols

from a library of common exception handling patterns.

• We use a preference structure such as the one described above, to specify expected exceptions.

• Nodes (which represent sets of runs) towards the bottom of the preference graph are marked

as exceptions by designers who deploy the protocol within the processes of interest. In this

manner, we obtain a hierarchy of exceptions based on their severity as identified by the de-

signer.

• We show how exception handlers can be spliced into the protocol at runtime to handle excep-

tions that were not envisioned in the model at design time.
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• We specify preferences based on temporal logic.

• We incorporate preferences into a rule-based protocol enactment system.

• We specify exception severity by means of a preference directed graph.

• We splice in exception handlers from a library at runtime to handle unexpected exceptions.

4.5 Room Reservation Example

To motivate our results, let us consider a protocol used to reserve a hotel room. This pro-

tocol consists of two roles, a customer and a hotel. The essence of the interaction is the customer

booking a room at the hotel and paying for it. This protocol is similar to the room reservation work-

flow example used by Casatiet al.(1999). We have modified that example to involve a confirmation

step. The steps taken in this interaction are listed below. Here,h represents the hotel andc the

customer. Figure4.1shows this process. Table4.1describes the meanings of the messages used in

s1s0 1. checkVacancy(c,h,x) 5. pay(c,h,x)s32. vacancy(h, c, x) s4 s5s2 3. book(c,h,x) 4. confirm(h,c,x)

6. noVacancy(h,c,x) s6

Figure 4.1:The room reservation process model using traditional systems. Thick circles represent
terminating states.

this protocol.

• The customer checks if there is a vacancy at the hotel on the dates that it wishes to stay in

the room. This is done by the customer sending thecheckVacancy(c, h, x) message to the

hotel. The objectx encodes the dates for which the room is required and other possible room

preferences that the customer might have.

• If there is a vacancy, the hotel informs the customer of the price of the room by sending

thevacancy(h, c, x) message, else it informs the customer that there is no vacancy by send-

ing the noVacancy(h, c, x) message. The protocol ends if there is no vacancy. By send-

ing a vacancy(h, c, x) message, the hotel promises the customer that the room is available

for the dates and for the price indicated, i.e., the hotel makes the (temporal) commitment

CC(h, c, book(c, h, x), confirm(h, c, x)), stating that if the customer books before a certain

deadline, it will confirm the room for that customer.
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• If the quote for the room is acceptable to the customer, the customer asks the hotel to book

the room by sending thebook(c, h, x) message. By booking, the customer promises the hotel

that he will pay for the room if the hotel sends a confirmation, i.e., the customer makes the

commitmentCC(c, h, confirm(h, c, x), pay(c, h, x)).

• The hotel sends a confirmation of the room booking to the customer using theconfirm(h, c, x)

message. The customer is now obliged to pay the price agreed upon.

• The customer pays the hotel, using thepay(c, h, x) message.

Our introduction of a confirmation step is to clearly demonstrate the flexibility of commitment pro-

tocols. For example, the vacancy that the hotel promised might not be available when the customer

sends thebook(c, h, x) message, as is common in large online travel booking systems. In that

case, the customer times out waiting for theconfirm(h, c, x) message from the hotel (or receives

a message from the hotel about the inavailability of a room). Since no unconditional commitment

are violated, a commitment-based model such as ours naturally handles cases such as the above. In

Table 4.1:Messages used in the room reservation example, with their associated meanings.

Message Meaning

checkVacancy(c, h, x) c asksh if there is a vacancy for a certain room for certain dates, en-
coded byx.

vacancy(h, c, x) h informs c that the room-date-price combinationx is available.
Now, h is committed to confirming the room reservation ifc
books the room for the given dates, i.e.,h makes the commitment
CC(h, c, book(c, h, x), confirm(h, c, x)).

book(c, h, x) c asksh to book the room for the given dates. By this message,c is
committed to payingh when the room is confirmed, i.e.,c makes the
commitmentCC(c, h, confirm(h, c, x), pay(c, h, x))

confirm(h, c, x) h confirms that the room has been booked.c is now committed to paying
h.

pay(c, h, x) c pays the amount specified inx to h.
timeout(h, c, pay) h detects thatc has not sent thepay(c, h, x) message within the specified

deadline.

practice, commitment protocols are specified declaratively, for example, using the OWL-P language

proposed by Desaiet al. (2006). The specification identifies roles that participate in the protocol,

the messages that are exchanged (with the meanings of the messages in terms of commitments that

are created), and a set of rules that constrain the set of runs of the protocol by defining ordering, data
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flow, and other constraints. For a formal treatment, however, we represent protocols as transition

systems similar in spirit to commitment machines (Winikoff et al., 2004), as introduced in Chap-

ter3. To briefly summarize, protocols generate computations orruns, which are sequences ofstates

that a valid protocol computation (execution) goes through. States are labeled bypropositionsthat

hold true. Propositions represent facts about the universe of discourse of the protocol such as com-

mitments that are active and messages that have been sent. State changes are caused bymessages

that the participants send to each other.

Table4.2is a snippet of the specification of the room reservation protocol. Thepolicy(x,y)

term checks ifx wishes to send the messagey, andstart is a special proposition indicating the

start state. The derivation of local flows for each role and their binding with the policies of each

participant is described by Desaiet al. (2006). Figure4.2shows some runs of this protocol. All run

begins at the start states0 and end at thick circles, which represent terminating states. Arrows with

shaded text show exceptions and filled circles represent exception states.

Figure 4.2:Some runs of the room reservation protocol. Filled circles are exceptions; thick circles
are terminating states.s0 is the unique start state.

We have used the room reservation example in this chapter to demonstrate the effective-

ness of our methodology on an existing example, developed by others. The principles involved,

however, can be related in a straightforward manner to our original purchase example. Table4.3

lists the mapping from the messages used in the room reservation example (4.2) to the messages

used in the purchase example (3.1).
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Table 4.2:The room reservation protocol in OWL-P

Role 1: Customer,c
Role 2: Hotel,h

Rule 1: start && policy(c, checkVacancy)(h, ?x)⇒ checkVacancy(c, h, ?x)
Rule 2: start && policy(h, vacancy)(c, ?x)⇒ vacancy(h, c, ?x)
Rule 3: vacancy⇒ policy(c, book)
. . .

Message 1:checkVacancy(c, h, x)
c asksh if there is a vacancy for a certain room for certain dates, encoded byx.
This message does not create any commitments.
Message 2:vacancy(h, c, x)
h informs c that the room-date-price combinationx is available. Now,h is committed to
confirming the room reservation ifc pays the price quoted.
This message creates the commitmentCC(h, c, confirm(h, c, x), pay(c, h, x)).
Message 3:book(c, h, x)
c asksh to book the room for the given dates. By sending this message,c commits to payingh
if the room is confirmed.
This message creates the commitmentCC(c, h, pay(c, h, x), confirm(h, c, x)).
Message 4:confirm(h, c, x)
h confirms that the room has been booked.h is now committed toc to allow the use of the
room as indicated earlier in the vacancy dates.
This message creates the commitmentC(h, c, use(x)).
Message 5:pay(c, h, x)
c pays the amount specified inx to h.
This message does not create any commitments. Ifc is committed toh to pay forx, this
message fulfills that commitment.
Message 6:timeout(h, c, pay)
h detects thatc has not sent thepay(c, h, x) message within the specified deadline.
This message does not create any commitments; it is an indication of the breach of any com-
mitment thatc might have made toh to pay forx.
Message 7:cancel(h, c, confirm)
h cancels its commitment toc to allow the use of the room.
This message cancels the commitmentC(h, c, use(x)).
. . .

4.6 Modeling and Handling Exceptions

This sections describes our treatment of exceptions in commitment protocols. Handling

unexpected exceptions at runtime is described in Section4.6.2. Modeling expected exceptions via

a preference graph is outlined in Section4.6.1, but a detailed discussion is deferred to Section4.7.

In the room reservation example, the challenges to exception handling that we outlined
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Table 4.3:A mapping between the messages of the room reservation example and the messages of
the purchase example.cr denotes the customer for the room,r the room details,h the hotel,cp

the customer in the purchase,g the goods sold in the purchase,p the price of the good sold, andb
denotes the merchant in the purchase example.

Room Reservation Purchase
checkVacancy(cr, h, x) reqQuote(cp, b, g)
vacancy(h, cr, x) sendQuote(b, cp, g, p)
book(cr, h, x) sendAccept(c, b, g, p)
confirm(h, cr, x) sendGoods(b, cp, g)
pay(cr, h, x) sendMoney(cp, b, p)
cancel(h, cr, confirm) cancel(b, cp, sendAccept)

earlier manifest themselves as follows.

1. Domain-independent reasoning. The normal process dictates confirmation of the hotel room

before payment. A customer who sends in the payment before the confirmation is in violation

of the protocol under such a model, even though practical processes should allow for it, since

the essence of the process (reserving a room) is not violated.

2. Unforeseen exceptions. The hotel might be forced to revoke the confirmation for the room

because of a fire that destroys the room. In traditional process enactment mechanisms such

as workflow engines, such exceptions cannot be handled because they require a change in the

workflow model. Realistically, the customer should be compensated by some means such as

a refund or an offer for an alternative room or hotel.

In the following sections, we describe how our approach handles these situations.

4.6.1 Expected Exceptions

A protocol allows multiple runs, which is what gives its participants flexibility in enacting

the protocol. We propose that each protocol specify a graph of preferred runs using a (possibly

partial) preference relation over sets of runs. Such preferences prove valuable in reasoning about

why a particular state is an exception state. For example, a preference structure can be induced over

the process model shown in Figure4.1 by stating that runs with nonoVacancy(h, c, ·) states are

preferred over others.

Preferences between runs can be used to define exceptions independent of the protocol

specification. Run sets that are lower in the preference graph can be declared exceptions by de-
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ployers of protocols. In this manner, different deployments of the same protocol can have different

exception conditions, without having to change the protocol specification.

Consider the room reservation protocol. The protocol might specify that runs in which the

hotel does not recant itsvacancy(h, c, x) message (by sending anoVacancy(h, c, x) message) are

preferred over runs that do, and the latter set of runs signal an exception. This protocol will consider

the runs〈s0s1s2s3s16〉, 〈s0s1s6〉, and〈s0s1s2s6〉 as exception-causing runs (See Figure4.2). The

same protocol without such a preference structure and exception definition would allow the the runs

listed above and would thus be better for the hotel. Notice that commitments enable the reasoning

thats16 is a valid state, i.e., the hotel can send thenoVacancy(h, c, x) message even after it receives

thebook(c, h, x) message, since no unconditional commitments exist ats3.

Run preferences may be based on different metrics. For example, short runs might be

preferred over longer ones and runs that do not involve the delegation or cancellation of a particular

commitment may be preferred over runs that do. The benefit of inducing a preference structure over

runs are

1. A preference structure relates an exception to the protocol as a whole rather than modeling an

exception as a trigger for specific exception handler code.

2. Participants can reason about what kind of preference structures and related exception defi-

nitions they want to entertain. For example, customers might like to choose a room reser-

vation protocol with a preference structure that terms thenoVacancy(h, c, x) sent after a

vacancy(h, c, x) message an exception.

3. Preference structures decouple the specification of a protocol from the environment in which

it is enacted. A situation that is normal in a protocol in one context might be deemed an ex-

ception in the same protocol when it is being executed in a different context. For example, the

room reservation protocol allows the hotel to send avacancy(h, c, x) message to the customer

to start the protocol. Starting the protocol in this manner is equivalent to the hotel advertising

the availability of a room. In some situations, however, such an unsolicited advertisement

might be deemed illegal, as in the case of spam.

• A preference relation between sets of runs creates a preference graph.

• If the nodes of the preference graph are interpreted as sets of exception runs, we obtain a graph

of exceptions.

• Protocol specification is decoupled from specification of exceptions.
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4.6.2 Unexpected Exceptions

Unexpected exceptions are deviations from the modeled interaction detected at runtime

but not part of the process model in traditional systems. In a commitment protocol, however, a model

is a declarative specification of the meanings of messages, which, combined with the semantics of

commitment operations, drives the protocol. In this section, we show how our protocol algebra

can be used to combine exception handlers with protocols at runtime so that new situations can be

handled when they arise.

s100 100. delegate(a, d, C) s101

Exception handler. C = C(a, b, p ), Role 1: a, Role 2: d

101. discharge(d, C) s102

5. pay(c,h,x)s4 s5 100. delegate(h, h1, confirm(h,c,x)) s101 101. discharge(h1, c, confirm(h1, c, x)) s102

Handling the hotel’s cancellation of confirm by delegating it to another hotel h1. a= h, d= h1, C=C(h,c,use(x))

s4 s5100. delegate(c, bank, C(c, h, pay(c,h,x))) s101 101. discharge(bank, C(bank, h, pay(bank, h, x)))

Handling customer’s cancellation of payment by delegating it to a bank.  a= c, d= bank, C=C(c,h,pay(c,h,x))

Figure 4.3:An exception handler and its usage by splicing. Thick circles denote terminating states.

Splicing Exception Handlers

As introduced in Section3, protocols can besplicedusing the merge operator, with addi-

tional constraints. For example, if a complicated payment protocol existed, where a payer transfers

funds to a payee via a bank, that payment protocol could be spliced into the room reservation pro-

tocol between statess4 ands5 or between statess3 ands13. The new protocol thus obtained would

be arefinementof the room reservation protocol, since it dictates a finer grained protocol to its

participants than the plain room reservation protocol.

We treat exception handlers as sets of runs, just as we do protocols. This enables handlers

to be spliced into protocols. As an example, consider the exception states24 in Figure4.2. This

exception is caused by the customer cancelling its commitment to pay for the room after the hotel

has confirmed it. Normally, this would be a violation of a commitment. The customer might wish

to cancel the commitment to pay, say, because of financial hardship. Consider now an exception

handler as shown in Figure4.3, at the top. This handler can be spliced into the room reservation

protocol after appropriately binding the rolea to customer, roleb to hotel, and roled to the cus-
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tomer’s bank. This splicing lets the customer keep the hotel room while not having to pay the hotel.

Statess100 ands102 of the exception handler correspond to statess4 ands5 of the room reservation

protocol, respectively. The splicing is shown in Figure4.3, in the middle.

The same handler can also be used to delegate commitments, when the need arises, instead

of cancelling them. For example, this handler can be used by the hotel to delegate the reservation

of a room to another hotel in case of fire. In this case, the handler would be spliced at states5 of

the room reservation protocol, with the rolea corresponding to the hotel, roleb to the customer,

and roled to another hotel which can provide the room in lieu of the former hotel. States100 now

corresponds tos5 and statess101 ands102 are added to the protocol, as shown at the bottom of

Figure4.3.

Splicing Exceptions Handlers in Practice

We envision that exception handlers will be selected for splicing based on state-similarity

functions from a library of handlers or, more generally, a library of commitment protocols. In this

manner, exceptions that the protocol designer did not foresee can be handled if an extensive library

of exception handler protocols is available. Handlers would be selected based on state-similarity

functions. This requirement is not as far-fetched as one might imagine. Projects such as Rosetta

Net (RosettaNet) and the FIX protocol (Twi, 2005), have already developed libraries of business

protocols.

• Exception handlers are treated as protocols.

• At runtime, when an unexpected exception occurs, a handler can be spliced with the protocol.

• Handlers for splicing are derived from a library of exception handler-protocols.

4.7 Specifying and Resolving Preferences

We propose that protocol specifications be enhanced with modular, pluggable descriptions

of thepreferencesamong executions of the protocol. These preferences are the protocol designer’s

view of what are the most normal or most desired executions. In this sense, they have a normative

force. Individual agents would have their ownpoliciesfor how they participate in a given protocol.

The policies should generally be in line with the protocol preferences. (Verifying compliance with

protocol preferences, however, is nontrivial—we return to this point in Section4.7.1.)

Protocols can be refined to yield protocols that serve the same goal but impose additional

requirements. For example, payment by cash is a refinement of payment (in general). Agents
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contemplating interacting can negotiate about the refinement of the protocol that they will enact.

For example, if a merchant accepts only cash, payment by check or charge card is ruled out and

payment by cash is the only kind of payment that will work.

More interestingly, agents who are participating in a protocol may negotiate about the

specific actions that each would take (from among those that are allowed by the given protocol). For

example, given that two parties agree to participate as seller and buyer in a purchase protocol, they

might then negotiate about whether the buyer can have a third party pay on his behalf. Whereas this

dissertation does not study negotiation of preferences, it provide a basis for argumentation among

the parties.

For compatibility with our protocol model described in earlier chapters, we use the linear

temporal logic-based event ordering language proposed by Singh (2003) to specify preferences

between sets of executions in that transition system. Although Singh’s language is given semantics

based on linear models, the models are related in an incremental manner to other possibilities: thus

the spirit of it is arguably branching. We use expressions over events in this language to specify sets

of runs of a protocol over which preferences can be expressed. This section briefly introduces the

semantics of commitments to lay the groundwork for preference specification and introduces the

language.

OWL-P

Our work on preferences builds on OWL-P (Desai et al., 2005, 2006), which is a prac-

tical framework and an associated language for specifying, combining, and enacting commitment

protocols. OWL-P (OWL for Protocols and Processes), uses OWL (Web Ontology Language) to

specify protocol and protocol composition constructs. An OWL-P specification identifies roles that

participate in the protocol, the messages that are exchanged (with the meanings of the messages

in terms of commitments that are created), and a set of rules that constrain the set of runs of the

protocol by specifying ordering, data flow, and other constraints. The key features of the OWL-P

framework are listed below. A more detailed exposition of OWL-P appears in Chapter6.

• An OWL-P specification includes the roles, the meanings of messages, and the rules that

dictate valid executions.

• An OWL-P specification assigns meanings to messages by specifying how messages assert

and retract various propositions and how they create and manipulate commitments.
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• In the OWL-P framework, skeletons are derived for each role. A programmer can specify the

policies for each agent that plays a given role to determine whether and how to act in enacting

the given protocol. Desaiet al. (2004) discuss this aspect at length.

• Commitment protocols allow numerous runs; we enhance them with a modular, pluggable spec-

ification of preferences among the runs.

• We will demonstrate how preferences can be incorporated into OWL-P, a framework for speci-

fying and enacting rule-based commitment protocols.

4.7.1 Specifying Preferences

As explained before, OWL-P specifies protocols declaratively and leverages the seman-

tics of commitments and their operations to make protocols flexible. However, OWL-P does not

distinguish between the normal and abnormal executions of a protocol. For example, executions in

a purchase protocol that involve returns and refunds or missing shipments are treated on par with the

normal executions involving no missing shipments or delayed payments. For this reason, we extend

OWL-P to capture preferences among sets of executions. We first devise a language over events to

concisely specify sets of protocol executions. Next, we specify preferences among such sets using

this language. Preferences serve as a rough-and-ready means to capture design goals wherein the

normal executions are preferred, yet abnormal executions arising from exceptions or unexpected

actions by some of the agents are allowed.

The Constraint Specification Language

We use the event-based linear temporal logicI as introduced by Singh (2003) for speci-

fying sets of runs. We repeat here the syntax and semantics ofI from (Singh, 2003). I is the start

symbol of the BNF for the language ofI. In this BNF,slantindicates nonterminals,−→ and| are

meta-symbols of the BNF, /* and */ begin and end comments, respectively; all other symbols are

terminals.

L1. I −→ dep| dep∧ I /*conjunction: interleaving*/

L2. dep−→ seq| seq∨ dep/* disjunction: choice*/

L3. seq−→ bool | event| event· seq/* before: ordering*/

L4. bool−→ 0 | >



59

Dependency.A dependency is an expression generated byI. It specifies constraints on the occur-

rence and ordering of events.

Event Literal Set. Γ 6= {} is the set of event literals used inI. ΓD is the set of literals mentioned in

a dependencyD and their complements, for example,Γe = {e, e}. For a set of dependencies

D, we defineΓD asΓD =
⋃

D∈D
ΓD.

Since state labels in OWL-P capture the history of events in the system, the event-based language

(and semantics) that we use here can be applied to the state-based execution semantics of OWL-P.

Legal runs satisfy the following requirements:

1. Event instances and their complements are mutually exclusive.

2. An event instance occurs at most once in a computation.

Universe of Runs.UI is the universe of runs; it contains all legal runs involving event instances

from Γ.

Constraint Language Semantics

The formal semantics ofI is based on runs, i.e., sequences of events. For a runτ ∈ UI
andI ∈ I, τ |= I means thatI is satisfied over the runτ . This notion can be formalized as follows.

Here,τi refers to theith item inτ andτ[i,j] refers to the subrun ofτ consisting of its elements from

indexi to indexj, both inclusive.|τ | is the last index ofτ and may beω for an infinite run. We use

the following conventions in the specification of semantics below:e, f, e, f , etc. are literals;D, E,

etc. are dependencies;i, j, k, etc. are temporal indices; andτ , etc. are runs. The semantics ofI
is

M1. τ |= e iff (∃i : τi = e)

M2. τ |= I1 ∨ I2 iff τ |= I1 or τ |= I2

M3. τ |= I1 ∧ I2 iff τ |= I1 andτ |= I2

M4. τ |= I1 · I2 iff (∃i : τ[0,i] |= I1 andτ[i+1,|τ |]I2)

Denotation. The denotation[[D]] of a dependencyD is the set of runs that satisfyD, i.e., [[D]] =

{τ : τ |= D}.
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Preferences

The specification languageI supports dependencies to succinctly specify sets of runs. To

induce a preference structure over such sets, i.e., to specify if one set is preferred over another, we

introduce thepreference relation.

Preference Relation.Let R : 2UI 7→ 2UI be the preference relation between sets of runs.R is

irreflexive, transitive, and antisymmetric.(Di, Dj) ∈ R means that any run that satisfies the

constraints inDi is preferred over any run that satisfies the constraints inDj , i.e.,∀τi, τj :

τi ∈ [[Di]] andτj ∈ [[Dj ]], τi is preferred overτj .

Commitment protocols can be expressed as a set of dependencies. For a protocolP specified in

terms of a set of dependenciesDP , the denotation of the protocol is the set of runs that the protocol

allows, and is given by[[P ]] =
⋃

D∈DP

[[D]].

Preference Graph. A preference graph specifies preferences among a set of dependencies. Each

dependency labels one node of the graph, and a preference relation specifies preferences

among these dependencies, and consequently among the nodes they label. A preference graph

L = 〈Dx,R〉 specifies preferences among the elements of the set of dependenciesDx using

the partial order induced by the preference relationR overDx. For the aboveL, we define its

event literal set to be the set of all events that are mentioned in the dependencies inDx, and

their complements.ΓL =
⋃

D∈Dx

ΓD.

Figure4.4shows our schematic representation of a preference graph.

Figure 4.4:A preference graphL = 〈{D1, D2, D3}, {(D1, D2), (D2, D3)}〉, whereD1 = a · b · z,
D2 = z · a, andD3 = a · c · z.

Preference Node Denotation.The denotation of a preference nodeND labeled byD, with respect

to a protocolP and a preference graphL = 〈DP ,R〉, whereD ∈ DP , is the set of runs

allowed by the protocol that are also allowed byD, but not by nodes inL that are preferred
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overND. The motivation for the above is that each run can occur in at most one node in the

graph. Thus if a given run is allowed by two sets of runs, one preferred over the other, the

less set would not “get credit” for this run. On each path from a top node (i.e., a node with no

ancestors) to the bottom node (i.e., a node that is not preferred over any other) of the graph, a

given run can occur at most once. Formally,[[ND]] = [[P ]] ∩ ([[D]]−
⋃

(Di,D)∈R
[[Di]]).

Consider the room reservation protocol. In some cases, the designer might want to prevent cancel-

lation of an unconditional commitment, e.g., to prevent cancellation of the customer’s commitment

to pay after the room has been confirmed or the hotel’s commitment to confirm after a payment has

been made by the customer. The preferences for this can be encoded as follows

• P1 = confirm(h, c, x) · pay(c, h, x)

• P2 = pay(c, h, x) · confirm(h, c, x)

• P3 = confirm(h, c, x) · cancel(confirm(h, c, x))

• P4 = pay(c, h, x) · refund(h, c, x)

• P5 = pay(c, h, x) · cancel(m, C(m, c, confirm(h, c, x)))

• P6 = confirm(h, c, x) · cancel(c, C(c,m, pay(c, h, x))

• P1 andP2 are each preferred over each ofP3, P4, P5, andP6

• P3 andP4 are each preferred overP5 andP6

This preference graph is shown in Figure4.5. There is no preference betweenP1 andP2, no prefer-

ence betweenP3 andP4, and no preference betweenP5 andP6. This preference structure restricts

the runs of the purchase protocol by disallowing cancellation of unconditional commitments. Based

on our interpretation of the denotation of the preference graph nodes, we obtain the following sets

of runs:

• [[NP1 ]] = [[confirm· pay]]. All runs in which the hotel confirms the room and a payment is

made afterwards.

• [[NP2 ]] = [[pay· confirm]]. All runs in which the customer pays, after which the hotel sends a

confirmation.
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Normal runs

Exception runs

Severe exception runs

confirm.payP1 pay.confirmP2

confirm.cancel(confirm)P3 pay.refundP4

pay.cancel(confirm)P5 confirm.cancel(pay)P6

Figure 4.5:A preference graph for the purchase protocol. Grey arrows depict preferences. Events
are represented without their parameters, to avoid clutter.refundrepresents payment from the hotel
h to customerc, andcancelrepresents the commitment operation.

• [[NP3 ]] = [[confirm· cancel(confirm) ∧ pay]]. All runs in which the hotel cancels a confirma-

tion it has made before the customer pays, and the payment is never done. This run cancels

an unconditional commitment, hence it valid, although undesirable.

• [[NP4 ]] = [[pay· refund∧ confirm]]. All runs in which the hotel refunds the customers payment

and never sends a confirmation to the customer. This run cancels an unconditional commit-

ment, hence it is valid, although undesirable.

• [[NP5 ]] = [[pay· cancel(confirm) ∧ refund∧ confirm]]. All runs in which the hotel cancels the

confirmation after the customer has paid, never confirms, and never sends a refund. Note that

this set contains runs that will never occur because they violate the commitment life cycle.

Specifically, ifconfirmnever happens, thencancel(confirm) has no meaning, since commit-

ments cannot be operated upon unless they are created. Therefore, we induce constrains based

on commitment operations, to obtain[[NP5 ]] = [[(pay· confirm· cancel(confirm) ∧ refund) ∨
(pay∧confirm∧ refund)]]. That is, all runs in which the hotel cancels its confirmation or never

makes a confirmation, but does not refund the payment made by the customer.

• [[NP6 ]] = [[(confirm· cancel(pay) ∧ cancel(confirm) ∧ pay) ∨ (confirm∧ pay∧ cancel(confirm))]]

This is obtained similar to[[NP5 ]].
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• We use Singh’s linear-temporal logic specification for concisely expressing sets of runs.

• Each node in the preference graph describes one set of runs, specified by an expression using

the above logic.

• Every run occurs in at most one such set if we trace a path from amost-preferred node to a

least-preferred node of the preference graph.

4.7.2 Resolving Preferences

How can an agent use a preference graph protocol enactment? We describe here the

operationalization of a preference graph, and a methodology for inclusion of preferences into a

rule-based commitment protocol framework, OWL-P.

Evolution of Preference Graphs

A preference graph evolves as events occur and cause the state of the protocol to change.

The evolution changes the denotation of each node of the preference graph because events residuate

dependencies that label preference graph nodes.

Residuation

The residual of a dependencyD by an evente is denoted byD/e and corresponds to the

largest set of runs satisfying the given dependency. Formally,ν ∈ [[D/e]] iff (∀v : v ∈ [[e]] ⇒ (vν ∈
UI ⇒ vν ∈ [[D]]))

The residual represents what remains in the dependency after a certain event has occurred

for the dependency to be satisfied on any run. The following are residuation rules as given by

Singh:

R1. 0/e
.= 0

R2. >/e
.= >

R3. (E1 ∧ E2)/e
.= ((E1/e) ∧ (E2/e))

R4. (E1 ∨ E2)/e
.= ((E1/e) ∨ (E2/e))

R5. (e.E)/e
.= E if e 6∈ ΓE
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R6. D/e
.= D if e 6∈ ΓD

R7. (e′ · E)/e
.= 0 if e ∈ ΓE wheree′ is any event literal

R8. (e · E)/e
.= 0

Below, we describe the evolution of a (preference) preference graph, and give an algorithm for the

same. Here,τ + e concatenates evente to runτ .

Evolution Node. An evolution node is a node that represents the evolving state of a preference

graph. The event literal setΓV of an evolution nodeV is the event literal setΓL of the pref-

erence graphL it represents. An evolution node represents apath in the evolution tree. This

path is a legal run and is a concatenation of the events that took place for the evolution node

to be generated, starting from the root of the evolution tree. Evolution nodes are described

Vτ = 〈L, τ〉, whereL is a preference graph andτ is the path toVτ from the root node of the

evolution tree.

Evolution Tree. An evolution treeTL of a preference graphL represents, all possible states thatL

can evolve through as events happen inΓL. An evolution tree is a 3-tuple,TL = 〈V,E, L〉,
whereV is the set of evolution nodes in the tree,E is the set of edges between evolution

nodes, calledevolution edges, of the form〈Vτ , e, Vτ+e〉. The root node of an evolution tree

TL is Vτ0 = 〈L, τ0〉, whereτ0 is the zero-length run.

Given a preference graphL, we construct the evolution treeTL for it by first creating the

root evolution nodeVτ0 = 〈L, τ0〉. FromVτ0 , we draw an arc for each event inΓL that is not inτ0.

The arcs are labeled by the event they represent. For each arce, we create a new evolution node

Vτ0+e = 〈L′, τ0 + e〉. For this new node, we setL′ = 〈D′R′〉, whereD′ is the set of non-zero

dependencies obtained by residuating each dependency inL by e, andR′ relates two dependencies

in D′ if the dependencies corresponding to them inD were related byR. That is, we preserve the

preferences among the residuated dependencies in the evolution nodes. Figure4.7lists the algorithm

for generating an evolution tree of a specified finite depth, given a preference graph.

Figure4.6 shows parts of the evolution tree generated using the algorithm in Figure4.7

on the preference graph shown in Figure4.4.

Choosing Between Runs

Consider an agentX that operates within the preference preference graph specified for a

protocol in which it is participating. For such an agent to determine during enactment the action
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�

�

Figure 4.6: The partial evolution tree for the preference graph shown in Figure4.4, using
residuation.

to take (we assume there is an event corresponding to every action instance), each evolution node

is a decision point. Logically,X chooses the event that takes the protocol to the most preferred

preference graph node or, for a protocol whose state is already in the most preferred preference

node, keeps it there. Since preference nodes are distributed among the evolution nodes, andX

cannot change the state of the protocol at a finer granularity than that of evolution nodes,X will

have to evaluate which evolution node is the most preferred. To determine this, a preference graph

of evolution nodes is constructed as follows: At any evolution node, to decide the next action to take,

induce a preference graph among the child evolution nodes using the original preference structure,

i.e., the preference structure specified in the root of the evolution tree. Once this is done, induce

a preference graph on the evolution nodes based on the preference arcs that originate from one

evolution node and terminate in another.

Figure 4.8 shows the algorithm for constructing a preference graph between evolution

nodes.

Applying this algorithm to the children of the root evolution nodeVτ0 in Figure4.6, we

obtain the evolution node preference graph shown in Figure4.9. To explain this preference graph,
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input : A preference graphL = 〈Dx, R〉, and a limitMAX DEPTH for the depth
of the tree generated

output: An evolution treeTL = 〈V,E, L〉 of L

Create the root nodeVτ0 = 〈L, τ0〉 ;1

depth ← 1 ;2

V ← Vτ0 ;3

TL.V← {V } ;4

TL.E← {} ;5

siblings ← {V };6

while depth < MAX DEPTH && siblings 6= {} do7

foreachEvolution NodeV ∈ siblings do8

siblings ← siblings −{V } ;9

foreachevente ∈ ΓL such thate 6∈ V.τ do10

VV.τ+e ← createChildNode (V, e) ;11

TL.V← TL.V ∪ {VV.τ+e} ;12

TL.E← TL.E ∪ E ;13

if VV.τ+e.L.D 6 ={} then14

siblings ← siblings ∪{VV.τ+e} ;15

depth ← depth +1 ;16

return TL ;17

ProcedurecreateChildNode (V, e): Create a child evolution node for the node18

V on evente
input : An evolution nodeV = 〈L, τ〉, whereL = 〈D, R〉, and an evente.
output: An evolution node that represents the state ofL on evente.
D′ ← {} ;19

R′ ← {} ;20

foreachdependencyd ∈ V.L.D do21

if d/e 6 .= 0 then22

D′ ← D′ ∪ (d/e) ;23

foreachpreference(di, dj) ∈ V.L.R do24

if d == di or d == dj then25

R′ ← R′ ∪ (di, dj) ;26

L′ = 〈D′, R′〉 ;27

VV.τ+e = 〈L, V.τ + e〉 ;28

return VV.τ+e29

Figure 4.7: GenerateEvolutionTree(L, MAX DEPTH): Generate the evolution
tree for a preference graphL = 〈Dx, R〉, whereMAX DEPTH is a bound on the
depth of the tree to be generated.

we show the preference relationship among the dependencies within the evolution nodes, in Fig-

ure4.10.
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input : An evolution nodeVτ , and a root preference graphLr = 〈Dr, Rr〉
output: A preference graphLe = 〈De, Re〉 representing the preferences among

the child nodes ofVτ .

De ← {} ;1

Re ← {} ;2

foreachchild nodeVτ+x of Vτ do3

De ← De ∪ Vτ+x ;4

foreachchild nodeVτ+y of Vτ do5

De ← De ∪ Vτ+y ;6

foreachdx ∈ Vτ+x do7

foreachdy ∈ Vτ+y do8

if (getRootDep (dx, Vτ+x, Dr), getRootDep (dy, Vτ+y,9

Dr)) ∈ Rr then
Re ← Re ∪ (Vτ+x, Vτ+y);10

if (getRootDep (dy, Vτ+y, Dr), getRootDep (dx, Vτ+y,11

Dr)) ∈ Rr then
Re ← Re ∪ (Vτ+y, Vτ+x);12

Le ← 〈De, Re〉 return Le ;13

ProceduregetRootDep (d, Vτ ′ , D0): Return the dependency inD0 that was14

residuated tod along a pathτ ′.
input : A dependencyd, its evolution nodeVτ ′ ,and a set of dependenciesD0.
output: The dependency inD0 that was residuated tod along the pathτ ′; null if

no such dependency exists.
foreachd0 ∈ D0 do15

dt ← d0 ;16

for i ← 0 to |τ ′| − 1 do17

dt ← dt/τ ′[i] ;18

if dt == d then19

return d0 ;20

else21

return null ;22

Figure 4.8:GenerateEvolutionPreferenceGraph(Vτ , Lr): Generate a prefer-
ence graph of preferences among the child evolution nodes of an evolution node
Vτ , given the root preference graphLr.

Selecting the Best Path

Given the preference graph of preferences among the child (evolution) nodes, the best

action to take (event to bring about) is the event that leads to any one of the top elements of the

preference graph, i.e., to a node in the evolution node preference graph over which no other node is

preferred. However, the evolution node preference graph might have no top element. This happens
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Va

Vb

Vc

Vz

Figure 4.9: The preference
graph for the evolution nodes
Va, Vb, Vc, andVz shown in
Figure4.6, based on the pref-
erence graphL shown in Fig-
ure4.4
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Figure 4.10:A detailed view of the evolution node preference
graph shown in Figure4.9. Grey arrows indicate the preference
relation.

when all nodes are involved in a cycle, as in shown in Figure4.9, which signals an unsound original

preference specifications. The agent can then choose any of the paths available. Path selection is

discussed in greater detail in Section4.7.3.

Types of Events

So far, we have discussed the single agent case, where the choice among events is for a

single agent to make. In agent interaction, however, events are brought about by different agents

during the enactment of a protocol. Choosing the best path, if one is available, is therefore not up to

a single agent. We therefore identify two types of events,observedandcontrolled.

Controlled Events. For a given agent, an event that it can bring about is called a controlled event.

We introduce a distinguished controlled event,Noop, which means “do nothing.” An agent

can perform aNoop to wait.

Observed Events.For a given agentX, an event whichX can observe, but not bring about, is

called an observed event. We distinguish two unique observed events,start andend, which
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are observed by agents participating in a protocol when the protocol begins and ends respec-

tively.

Whether an event is observed or controlled is decided when the events are described for the system

being modeled.

4.7.3 Patterns for Path Selection

Given that an agent will make a choice at every node of the evolution tree, and that events

can be controlled or observed, we identify typical patterns of decision making that agents can adopt

in common situations. Before describing these patterns, we explain rule-based protocols of the type

found in the OWL-P framework.

Incorporating Preferences into Rule-Based Protocols

We envision the application of our algorithms in rule-based protocol enactment frame-

works such as OWL-P. OWL-P enables agents to specify theirlocal policiesindependent of the pro-

tocol specification. The general structure of rules in such protocols is the Event-Condition-Action

(ECA) structure,

On e

if localPolicy(e, x)

then do a(x)

Here,e is an event anda(·) is an action (with a corresponding eventea), which depends on the local

policy for its parameters.

As an example, consider a purchase protocol that requires that the receiver of arfq (c,

m, itemID) message (which is a request for a price quote for an item)–the merchantm–respond the

the sender–the customerc–with aquote(m, c, itemID, price) message (which is a price quote). The

rule for this requirement will be

On rfq(c,m, itemID)

if localPolicy(rfq(c,m, itemID), price)

then do quote(m, c, itemID, price)

Where multiple choices of action are afforded by the protocol on the same triggering event, there

will be one rule for each action, with the same event and condition. In such a case, the local policy
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decides which rule to enable and which to disable. In case the policy enables multiple rules, the

preference specification of the protocol is used to decide which action to take. Based on these

principles, we describe patterns of decision making that agents can use. Henceforth, we consider

the preferences from the point of view of an agentX unless otherwise specified.

Clear Myopic Choice

If an agent has to choose between paths in an evolution tree, and a top node exists in the

evolution node preference graph, the agent takes the path to the top node. This situation is shown in

Figure4.11.

Noop Usage

Sometimes, even when there is a clear myopic choice, an agent’s local policy might force

the agent to not take any action. Consider once again Figure4.11. At the decision pointVτ , agentX

can take actiona or z. According to preference specifications, takinga is clearly the better choice.

What will happen ifX ’s local policy suggests thata is not currently the best choice?X could

performz, since it is the next best choice. However, if the protocol does not require thatX act

immediately (most realistic protocols have a notion of timeouts and deadlines), thenX can perform

a Noop, waiting till the policy allowsa to be performed or till the protocol forcesX to performz

(which will also be a policy decision, if the policy has been designed to not violate the protocol).

A Noop, when used, can introduce cycles in the evolution node preference graph. In the example

given here, however, the introduction of aVNoop node as a child ofVτ will not introduce a cycle

betweenVa, Vz, andVNoop, as shown in Figure4.12.

Unclear Myopic Choice

Agent X cannot choose a path to follow if the evolution node preference graph has no

topmost element, i.e., the preference graph has a cycle over all its nodes. This pattern was illustrated

in Figure4.6, among the child nodes ofVτ0 .

Unclear Non-Myopic Choice

If there is a cycle in the evolution node preference graph but some events are only observed

by X, then we have an unclear non-myopic choice.X has to make an arbitrary choice or wait for

one of the other agents to perform one of the observed events. For example, ifa andb were observed
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Figure 4.11:Clear myopic choice: An agent can
unambiguously decide which path to choose,
since the evolution node preference graph has
a top element,Vτa.

Figure 4.12:Using aNoop when local policy
does not allow the best choice and the proto-
col does not impose immediate deadlines on the
other choice(s).

events forX, the evolution node preference graph shown in Figure4.10would have been a case of

unclear non-myopic choice forX.

• The “computation tree” of a preference due to residuation represents its evolution.

• An agent chooses the action that moves the run to the topmost node in the preference graph.

• An agent cannot choose unambiguously if all nodes of the preference graph are involved in a

cycle.

• Local policies can make an agent wait, performing aNoop even when a topmost element exists

in the preference graph, if the protocol allows waiting.

4.8 Discussion

Exceptions are numerous in real-life systems since the universe of discourse of a business

process has ill-defined boundaries. Real-world processes need pragmatic exception handling, i.e.,

reasoning about meaning in context. We have proposed a methodology that utilizes commitments

among participants to handle exceptions in a protocol. Although, protocols help us capture agent

interactions perspicuously, the very strength of protocols, namely, their flexibility, can become a

problem. Executions allowed so as to make a protocol flexible under exceptional conditions can

begin to be selected over superior executions even when the exceptional conditions do not obtain.

In this chapter, we have shown that protocols be specified generically, and preference

conditions among different sets of runs can be stated separately, depending on the context of usage
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of the protocol. Preferences serve as a rough and ready means to capture design goals wherein the

normal executions are preferred, yet abnormal executions arising from exceptions or unexpected

actions by some of the agents are allowed. We have also identified a denotational semantics for the

preference conditions understood as a preference graph and showed how such a preference graph

evolves as events and actions take place. We have also proposed a simple method by which an agent

can decide upon its next action, describing an anomalous condition and giving an algorithm for

identifying it. Preferences are often understood solely in decision-theoretic terms. Decision theory

is clearly important for modeling preferences and coming up with strategies for acting according to

them. However, a denotational understanding of preferences can support the proper application of

decision theory.

Further, we have also demonstrated how an algebra of protocols can be employed to han-

dle exceptions that are not originally in the process model. With this approach, we have demon-

strated how commitment protocols used in specific contexts can create agile processes. These con-

tributions are a significant step forward from the closed, rigid process models provided by traditional

formalisms. Next, we discuss literature relevant to the content presented in this chapter.

4.8.1 Related Literature

Exception handling has been studied for programming languages, multiagent systems,

and workflows, among others.

Exceptions in Programming

Miller and Tripathi (1997) identify four different reasons for exceptions in object-oriented

systems:errors, which are illegal conditions, validdeviations, notificationsthat invalidate certain

assumptions, andidioms, which are legal conditions that are rare, such an end-of-file encounter.

They study errors in detail and deviations and notifications to a limited extent whereas our research

deals mainly with deviations, notifications, and idioms.

Exceptions in Multiagent Systems

Klein et al.(2003) study exception handling in multiagent systems in detail. We agree

with their premise that open systems require fundamentally different exception handling techniques

than those required by closed systems. They develop an architectural framework for multiagent

systems that uses a directory of agents to keep track of the agent population so that situations such
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as the death of an agent can be handled with minimal resource wastage. In another work, Klein

(1999) develops a library of generic exception handlers and proposes the use of specialized agents

that handle exceptions. This work could be combined with our approach to enable the specialized

agents to reason about exceptions.

Exceptions in Workflows

Kamath and Ramamritham (1998) develop a rich workflow model that enablesoppor-

tunisticrollback of tasks that failed, so that the effect of the failure is contained. Their work repre-

sents a significant improvement over traditional workflow engines. Chiuet al. (2001) describe sev-

eral exception resolution techniques in ADOME-WFMS, a workflow system. They identify tasks in

the workflow as critical, optional, replaceable, or repeatable. Exceptions are handled by modifying

task assignments, or skipping a task. Casatiet al. (1999) develop a library of exception patterns

for workflow systems. In related work, Casati and colleagues (1998) architect an environment for

designing exceptions. Our approach improves upon these ideas by introducing commitments.

Preferences in Commitment Protocol

One of the first operationalization of commitments for agent interaction was done by

Yolum and Singh (2002). In their work, protocols were specified by listing legal states in terms

of the commitments and domain propositions that hold at that state, and using an event calculus

planner to generate the set of runs that were allowed. Winikoffet al.(2004) have advanced this line

of research. Fornara and Colombetti (2003) have also proposed a commitment-based interaction

protocol framework. However, none of the above approaches specify or operationalize a notion of

preferences among the various execution sequences allowed by a protocol. Our work, therefore, is

a significant step in this direction.

Preferences in Business Processes

Grosof and Poon (2003) have implemented rule based agent interaction systems where

rules are prioritized. Grosof and colleagues propose what are known ascourteous Logic Programs,

or CLPs. In a CLP, when there is ambiguity regarding which rule to fire, i.e., a conflict arising

because multiple rules can be fired at a particular state of the world, the priorities assigned to the

rules are used to resolve the conflict. Our work is similar to CLPs in this respect, but different in

that we propose a scheme in which preferences amongrunsare specified, independent of a protocol
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specification. Further, we also present a methodology for translating these preferences into rules

that can be embedded into the (rule-based) protocol specification.

Preferences in Agent Interaction

Our work is based on the concept of social interaction among agents, which gives im-

portance only to the observable behavior of agents. We describe how preferences among runs can

exist. However, we do not study how agents can reason about the benefits of using one set of pro-

tocol runs over another. Pasquier and Chaib-Draa (2003) introduce the cognitive dissonance theory

into multiagent communication by incorporating the theory and dialogue game protocols into agent

interactions. Their theory explores ways in which agents can decide when to start dialogues with

other agents and what kind of dialogues to initiate, among other things. This line of research is com-

plementary to and would strengthen the interaction framework we have presented here. Preferences

among the available runs of a protocol have also been studied from the game theoretic point of view

by Otterlooet al. (2004). They describe a logic that can be used for reasoning about a strategy to

adopt in a game when the preferences of other agents in the game are known. The work differs from

ours because of the use of games instead of commitment protocols. Also, preferences of agents are

assumed to be known by other agents, which does not always apply in real-world applications such

as the business interaction we have outlined.
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Chapter 5

Protocol Engineering: Developing

Commitment Protocols

We developed an algebra for commitment protocols and described its use in creating re-

finements of existing protocols and in a methodology for modeling and handling exceptions. How-

ever, an important question has remained unanswered:How are commitment protocols created?In

this chapter, we present two novel approaches for creating commitment protocols.

1. By gathering requirements and identifying dependencies among the interacting entities.

2. By identifying reusable components from discourses (which are use-cases) among the inter-

acting entities.

The former approach is motivated by the following observation: modern agent-oriented

methodologies deal with the key aspects of software development including requirements acquisi-

tion, architecture, and design, but can benefit from a stronger treatment of flexible interactions. On

the other hand, commitment protocols declaratively capture interactions among business partners,

thus facilitating flexible behavior and a sophisticated notion of compliance. However, they lack

support for engineering concerns such as inducing the desired roles and selecting the right proto-

cols. We therefore seek to combine these two directions. For concreteness, we choose the Tropos

methodology, which is strong in its requirements analysis, but our results can be ported to other

agent-oriented methodologies.

For identifying reusable components from discourses among independent agents, we start

from a discourse in which every utterance is annotated by its conversational relationship with other
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utterances. Our approach extends Parunak’s work on deriving Dooley graphs of discourses an-

notated by well defined relationships (Parunak, 1996), Singh’s work on generating skeletons for

individual agents in such discourses (Singh, 2000), and Wan and Singh’s work in introducing com-

mitments into annotated discourses to model business processes (Wan and Singh, 2003).

• Commitment protocols are developed by enhancing an existing agent-oriented software engi-

neering methodology, namely, Tropos.

• Commitment protocols are identified from discourses among agents.

5.1 Contributions

In conjunction with the protocol algebra and exception handling schemes we have pro-

posed, the developments presented in this chapter provide a comprehensive treatment of commit-

ment protocols. In addition, the following are our contributions.

• Engineering from requirements:With regard to software engineering, our work contributes to

both Tropos and the theory of commitment protocols. Through protocols, our approach gives

interactions the same status as goals in Tropos. Interactions among independent parties can be

captured early and successively refined based on a theory of protocol subsumption. Because

of its identification of stakeholders and their goals, dependencies, and plans, Tropos provides

a valuable approach in which to identify and refine commitment protocols. We illustrate our

approach via an example of a large software system that was developed using Tropos.

• Engineering from use-cases:Our contributions include (1) a simplified conceptual model

of communicative and other acts including an enhanced set of causal relationships among the

acts; (2) a robust, reusable characterization of patterns of communication corresponding to the

various commitment operations; (3) an algorithm to generate a graphical representation of a

discourse based on commitment operations; and (4) a methodology to synthesize specifica-

tions of commitment protocols. The ultimate benefit of this approach is improved automation

in protocol design based on a deeper understanding of commitments and communications.

5.2 Commitment Protocols and Tropos

Tropos is an agent-based software methodology that uses the notions of goals, plans to

achieve goals, and dependencies among the goals and plans of agents (Bresciani et al., 2004). The
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dependencies help capture the relationships between the various stakeholders in the system being

engineered. Followingi∗ (Yu, 1995), Tropos gives prominence to identifying stakeholders and

their goals early. Tropos models dependencies among stakeholders well and accommodates their

evolution as the goals and plans of the stakeholders are refined. The requirements serve as reminders

and guards throughout the development process. However, Tropos does not capture agent interaction

requirements in the early stages. Protocols are not identified until the penultimate (detailed design)

stage whereas dependencies are defined early. Protocols evolve as the design progresses. Tropos can

benefit from an interaction model that allows interactions to be refined with each successive stage

of software development. On the other hand, the theory of commitment protocols does not address

how interaction protocols and the contexts of their application can be identified in a multiagent

system. Tropos can provide cues for identifying protocols because it identifies actors, their goals,

their plans to achieve goals and dependencies. Thus, both approaches have their strengths, but also

have some limitations, which can be overcome by a synthesized approach.

Our approach is as follows. First, using Tropos, analyze requirements based on dependen-

cies between actors. Second, identify application points for protocols based on dependencies among

actors, while respecting the logical boundaries of their interactions. Third, refine protocols based

on the actors’ goals. Consequently, Tropos provides a rigorous basis for modeling and compos-

ing protocols whereas the protocols help produce perspicuous designs that respect the participants’

autonomy. We evaluate our approach using a large existing case.

• Tropos identifies goals and dependencies in early stages and refines these in successive stages.

• Tropos can benefit from identifying generic interaction protocols in early stages and succes-

sively refining them in later stages.

5.2.1 Background: Tropos by Example

Tropos uses the following key concepts:

Actor. An actor models an entity that has goals or plays a part in the software being developed.

Actors are similar to agents or roles, in traditional terminology.

Resource.A physical entity or a piece of information.

Goal. A goal corresponds to an actor’s desire.Hardgoalsare measurable, like functional require-

ments, whereassoftgoalsare subjective, like non-functional requirements.

Plan. A plan is an abstract description of steps to be taken to achieve a goal.
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Dependency.An actor (depender) can depend on another (dependee) for acquiring a resource,

satisfying a goal, or executing a plan. The resource, goal, or plan is thedependum. The

reasonfor a dependency is a plan, goal, softgoal, or resource (belonging to the depender) for

which the depender depends on the dependee.

Tropos uses three methods, all from an actor’s perspective, for refining goals and identifying plans

to achieve them.

Means-end analysis.identifies plans, resources, or goals (means) to satisfy a specified goal or plan

(end). When a plan is the end, the means can be another plan or a resource, but not a goal.

AND-OR decomposition. breaks up plans into subplans. AND requires all subplans; OR requires

one. Likewise for goals and subgoals.

Contribution analysis. identifies the positive and negative impact that a plan, a goal, or a resource

may have on the achievement of a goal.

Table5.1summarizes the stages of Tropos and how they use the concepts of actor, goal, plan, and

dependency.

The eCulture Example

Tropos was used to develop theeCulture Systemfor the Trentino provincial government

(calledPAT) (Bresciani et al., 2004). This system provides information about cultural services such

as museums to citizens and tourists.

Early Requirements

Figure5.1identifies four stakeholders, (top-level actors) in theeCulture System. They are,

Citizen, PAT, Visitor, andMuseum. The figure also shows goals and dependencies these stakeholders

have.Citizen has a hardgoalget cultural info and a softgoaltaxes well spent, PAT has the hardgoal

increase Internet use, Visitor has the softgoalenjoy visit, andMuseum has the softgoalprovide

cultural services. Citizen depends onPAT for the softgoaltaxes well spent.

Next, the model of Figure5.1 is refined via goal and plan analyses. During goal analysis,

each goal is eitherexpandedinto subgoals using AND-OR decomposition,delegatedto a new or

existing actor, oracceptedby an actor as its own. Tropos performs goal and plan modeling for

different actors using label propagation to check that all the root goals, i.e., goals that the modeling
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Table 5.1: Tasks performed in modeling actors, dependencies, goals, plans, and capabilities in
different stages of Tropos. Within each stage, the different modeling techniques are not ordered.

1. Early Require-
ments

2. Late Require-
ments

3. Architectural
Design

4. Detailed Design

Actor
Model-
ing

Identify “top-
level” actors actors
or stakeholders in
domain.

Introduce system
as an actor called
system-actor.

Decompose
system-actor into
subactors. Identify
all dependencies.

Define agents to
model capabilities
of system-actor
and its subactors.

Goal
Model-
ing

Refine goals using means-end anal-
ysis, AND-OR decomposition, and
contribution analysis. Find new de-
pendencies.

Plan
Model-
ing

Refine plans using the three plan
analysis methods analogous to goal
analysis.

Dependency
Model-
ing

Identify dependen-
cies between stake-
holders using goal
modeling.

Model depen-
dencies between
system-actor and
other actors.

Model depen-
dencies between
subactors of the
system-actor to
identify capabili-
ties.

Capability
Model-
ing

Identify capabil-
ities of subactors
required to handle
dependencies with
all others.

Figure 5.1: Actors identified in early requirements. Actors are circles, their scopes demarcated
by dotted ovals. Hardgoals are solid ovals; softgoals are clouds. Dependencies are lines with
arrowheads at their center, going from the depender (or from the reason) to the dependee (or to the
dependum).
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began with, are accepted by some actor. Figure5.2 shows the partial result of such a goal and

plan analysis. Theget cultural info hardgoal, which is a root goal for the actorCitizen, is OR-

Figure 5.2:Actor model after early requirements. Plans are hexagons; AND decompositions are
arrows with empty triangles as arrowheads, with an arc spanning over all the arrows; OR decompo-
sitions are similar, but without the spanning arc. Contributions are a+ or a− next to an arrowhead;
means-end relationships are similar, but without the+ or the−.

decomposed into two subgoals—visit cultural institutions and visit cultural web systems. Under

means-end analysis, the latter subgoal yields the planvisit eCulture as a means. This plan is AND-

decomposed into two subplans, namely,use eCulture and access Internet. The softgoaltaxes

well-spent—the reason forCitizen’s dependency onPAT—is delegated toPAT, which accepts it.

Late Requirements

During late requirements, the software system is introduced as an actor, called thesystem-

actor. Dependencies between existing actors (stakeholders) and the system-actor are identified, and
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goal and plan analyses are performed. Figure5.3 shows part of the actor model forPAT, Citizen,

Museum, and the system-actoreCulture. This figure also shows a part of the goal model foreCul-

ture. For example,PAT depends oneCulture for the softgoalusable eCulture and for the hardgoal

provide eCultural services, among others. Goal analysis performed on these goals from the point of

view of eCulture results in both goals being adopted byeCulture and decomposed as shown in the

goal diagram (within the dotted oval) in Figure5.3.
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Figure 5.3:Partial actor and goal models showing dependencies ofPAT, Citizen, andMuseum on
the system-actoreCulture. Resources are rectangles.

Architectural Design

During architectural design,eCulture is decomposed into several subactors, including an

actorInfo Broker introduced to satisfy the goalprovide info. Goal and plan analyses are performed

after identifying the dependencies between the new subactors and the other actors.
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5.2.2 Dependencies in Tropos

We propose the use of commitment protocols in Tropos with actors as agents, and de-

pendencies between actors as the bases of application of these protocols. This section describes

intuitions about dependencies in Tropos that are used when developing and applying protocols.

In Tropos, a plan is a sequence of steps that an actor may take in order to achieve a

certain goal, and a goal is a state which the actor wants to bring about. Plans aremeansto achieve

goals. Plans areexecuted, goals areachieved, and resources aremade available. Nine types of

dependencies can exist between actors in Tropos, since dependums on the dependee’s side and

reasons on the depender’s side can be either a plan, a hardgoal, or a resource. These dependency

types are shown in Figure5.4, leading to the following observation about the operational behavior

of the dependencies.

Actor1
Actor2

Plan2

Goal2

Resource2

Plan1

Goal1

Resource1

depender dependee

dependumreason

d1

d2d3

d4 d5

d6

d7
d8

d9

Figure 5.4:Types of dependencies in Tropos

Observation 2. The reason of a dependency cannot be executed to completion, achieved, or made

available till its dependum is executed (at least partially), achieved, or made available.

For instance, a plan cannot be executed to completion if the goal that it depends on is

not achieved. Dependencies can be fulfilled multiple times. For example, the dependency on the

resourcequery result between theeCulture and theMuseum is fulfilled every timeeCulture makes

a query result available to the museum.

Observation 3. A dependency’s reason is an actor’s local view of an interaction protocol.

For example, theaccess Internet plan ofCitizen is the citizen’s view of the interaction it

has withPAT on the dependumInternet infrastructure available. If a dependency is one of several
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dependencies realized by a single protocol, then that dependency is only part of the actor’s view of

that protocol.

Observation 4. Outgoing dependencies can be propagated up the hierarchy in AND-decomposition

trees.

Generally, outgoing dependencies from all non-root nodes of an AND tree can be propa-

gated to the root. In essence, a tree can be captured with just its root node as the reason for all its

outgoing dependencies. ConsiderPAT’s plansearch by thematic area and its AND decomposition

tree, as in Figure5.3. This plan is the reason for the dependency on the resourcequery result, be-

causesynthesize results, a non-root node in the AND tree, depends onquery result. The outgoing

dependency has therefore been propagated up the tree.

With means-end trees and OR-decomposition trees, since only one of the non-root nodes

need to be achieved, executed, or made available, the dependencies cannot always be propagated to

the root. ConsiderPAT’s planfind info sources in Figure5.3. This plan is part of the OR tree with

the planget info on thematic area as its root.find info sources has a dependency onMuseum for info

about source. This dependency cannot be propagated up to the root planget info on thematic area

because there is an alternative way—query sources—of executing the root plan without involving

any dependency. Designers propagate dependencies down the hierarchy as part of Tropos, when

goals and plans are refined.

• Actors interact using protocols only if they have dependencies.

5.2.3 Protocols Based on Dependencies

This section provides guidelines for introducing protocols into Tropos using dependencies

among actors as the basis.

Guideline 1. A protocol is required between two actors if and only if at least one dependency exists

between them.

A single protocol mightrealizeall associated dependencies between actors. This protocol

would be coherent only if the dependencies were somehow related. For example, both the depen-

dencies betweeneCulture andCitizen shown in Figure5.2can be realized by a single protocol since

the dependencies are part of a coherent interaction in whichCitizen queries and receives information

from eCulture. System designers can thus state the relationships between dependencies in terms of

interactions between actors.
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Conversely, consider actors that have multiple, unrelated dependencies realized by a sin-

gle protocol. Such a protocol would not be the best design because it combines independent inter-

actions. OWL-P is a framework for describing, composing, and enacting protocols (Singh et al.,

2004). The composition makes use of a designer-specifiedprofile, which includes axioms speci-

fying correspondences between roles, messages, and data in the protocols being combined. As an

example, consider Figure5.5, which is a part of Figure5.3. Let the dependency betweeneCulture

andCitizen on get cultural info be realized by aninformation transferprotocol with two roles:in-

formation providerand information consumer. Let the dependency onarea specification form be

realized by aform filling protocol with two roles:form creatorandform filler. These two protocols

Figure 5.5:Realizing dependencies using one protocol per dependency. Actors play multiple roles.

can be combined by specifying in the composition profile thatCitizen plays the roles information

consumer and form filler, andeCulture plays the roles information provider and form creator. The

composition profile would also specify that the form data be filled before the cultural information

is provided. Under such a scheme, a protocol that realizes unrelated dependencies between two

actors would not have any composition axioms other than the ones required to bind roles between

the protocols. That is, protocols group related dependencies, defining interactions in coherent units

rather than as unrelated dependencies.

Guideline 2. Protocols cannot realize dependencies that have softgoals as dependums or reasons.

Whereas softgoals can be used by designers to refine protocols, they cannot be realized

using protocols since the achievement of softgoals is not objectively verifiable.
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Identifying Related Dependencies

Relationships between dependencies can be identified only by the system designer, based

on expert knowledge about the stakeholders and actors. However, additional information about

potential relationships between dependencies can be obtained from the structure of the AND-OR

decomposition and the means-end analysis. Detecting sets of related dependencies corresponds to

identifying and demarcating the scope of a protocol. Identifying relationships between dependencies

also indicates how a protocol should be designed. Here, we describe the guidelines for identifying

related dependencies and how they correspond to protocols.

Guideline 3. If the means for an end are reasons for dependencies, those means should either

be parts of local views of different runs of the same protocol or parts of local views of different

protocols that achieve the same interaction. This guideline applies to OR decompositions as well.

The means for an end are possible ways to achieve or execute the end. If a plan or a

goal has many means, any one of them is a way for executing the plan or achieving the goal. If

means are reasons for dependencies, then they are an actor’s view of a protocol. Therefore, multiple

means for a common end provide different views of an actor’s involvement in an interaction whose

essence is the same: to achieve the end. As an example, considerPAT’s goalsearch info, as shown

in Figure5.3. This goal can be achieved by four means,search by geo area, search by time period,

search by keywords, andsearch by thematic area. All these means are different plans forPAT’s

view of an information-searching interaction withCitizen. Hence, all these means can be designed

as local views of different runs of an information-searching protocol or as local views of runs of

different protocols to search for information.

Guideline 4. If the non-root elements of an AND decomposition are reasons for dependencies, those

elements should be parts of the local view of the same protocol.

Again, the reasoning is that in an AND-decomposition, all non-root elements must be

executed, achieved, or made available for the root to be executed or achieved.

Identifying 3-Party Protocols

A protocol is used to realize dependencies, and dependencies in Tropos exist only between

two parties. For realistic situations, however, we need to be able to identify 3-party protocols orn-

party protocols in general, wheren > 2. We first note that anyn-party protocol can be viewed as
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a set of at mostn(n−1)
2 2-party protocols with the appropriate composition profile. Therefore, we

need an operational definition of what constitutes atrue n-party protocol. For the purposes of this

discussion, we define a truen-party protocol as a protocol which cannot be broken into constituent

protocols without any data dependency or temporal ordering among them.

Guideline 5. If the AND decomposition tree has dependencies, either incoming or outgoing, with

two different actors, a 3-party protocol exists between them.

This guideline is based partly on Observations2 and3. Consider the dependencies shown

in Figure5.6for example. ActorA0 has an AND tree, shown partially to ignore unnecessary detail.

The root of this tree is planp1, which has been AND decomposed. ActorA1 depends on plan

p1 via the dependencyd1. Further, there exist a non-root nodep2 which depends on actorA2

via the dependencyd2. From Observation2, we know thatp1 will not be executed to completion

until p2 is. Also, from Observation3, we know thatp1 andp2 are local views of some interaction

protocol. Therefore, we infer that the protocol that realizesd1 depends on the protocol that realizes

d2. Therefore, based on our operational definition of a truen-party protocol, the model shown in

Figure5.6 warrants the use of a 3-party protocol. As a more realistic example, albeit a variation

Figure 5.6:Identifying 3-party protocols based on plan dependencies among 3 actorsA1, A2, and
A3.

of the above, consider the plansearch by thematic area belonging toPAT in Figure5.3. This plan

depends onCitizen, and has an AND descendantsynthesize results, which depends onMuseum.

Therefore, this plan cannot be executed to completion without the help of bothCitizen andMuseum.

Therefore, a 3-party protocol can be used here.

Guideline 6. If a resource belonging to one actor is the dependum for a dependency with a second

actor and a reason for a dependency with a third actor, a 3-party protocol exists between the the

actors.

For example,PAT depends onCitizen for the resourcearea specification form, as shown

in Figure5.3. If Citizen depended on some actor other thanPAT for this resource, then a 3-party
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protocol would be required because of the data-dependency between the protocols realizing these

dependencies.

Refining Protocols

We have shown how protocols can be applied in Tropos models. An advantage of using

commitment protocols in Tropos is that protocols can be refined with successive stages of software

development. We proposed a protocol-design methodology based on hardgoals and the plans that

achieve them. Refinement of these protocols should be based on the softgoals of the participants. In

this regard, softgoals are analogous to the private policies of a protocol-participant.

• We proposed guidelines for identifying where to apply commitment protocols in Tropos.

5.3 Protocols from Discourses

Although commitment protocols have been proposed as a flexible model of interactions

among agents and the operationalization of commitment protocols has been studied via commitment

machines (Winikoff et al., 2004), communicative acts (Kremer and Flores, 2005), and rule-based

business process automation frameworks such as OWL-P (Desai et al., 2006), no principled ap-

proach exists for developing commitment protocols that are suitable for an application domain.

This section provides an approach for deriving reusable commitment protocols from annotated dis-

courses. A discourse is a sequence of utterances between agents, which makes it a use-cases of a

multiagent interaction. We base our work on speech-act theory and commitments.

5.3.1 Objectives and Foundations

The concepts of speech-act theory were proposed in Austin’s seminal work on the na-

ture of communication (Austin, 1962). Speech-act theory treats utterances as actions on par with

physical acts. Further, communications viewed as performatives are acts that are completed merely

by an agent uttering them under suitable conditions. For example, a duly authorized official may

declare a holiday just by saying so. In the situations of interest to this chapter, communicative acts

enable agents to request something of another, commit themselves to bringing about some state of

the world, delegate commitments, and so on.

Speech act theory is naturally applied in designing agent interaction models. To this end,

sets of communicative and physical acts are designed along with predicates capturing the state of the
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world in the domain of interest. The various communicative and physical acts are given a semantics

using an appropriate mathematical model. The semantics assigns a meaning to the communicative

and physical acts performed by interacting agents by relating the acts to the states of the world and

the states of the agents in it. A semantics that associates actions to publicly observable elements

of an interaction is verifiable; a semantics that relies upon internal, externally invisible states of an

agent is not verifiable.

This chapter takes as its point of departure the research initiated by Parunak on examin-

ing and annotating discourses among agents as a means to model the interactions among agents as

Dooley graphs (Parunak, 1996). Parunak’s work dealt with the semantics of utterances at a concep-

tual level along with the relationships between them. Based on Longacre’s work (Longacre, 1976)

on the relationships between communicative acts in a discourse, Parunak motivated additional rela-

tionships between communicative acts. Parunak outlined an algorithm to generate a Dooley graph

from a discourse annotated with the relationships between utterances. A Dooley graph has the nice

property that it places closely related acts structurally close to each other, and places unrelated acts

in disconnected components. Thus, a Dooley graph provides a visual representation of a discourse

based on the selected relationships between utterances that a modeler wishes to capture.

Parunak’s work was subsequently enhanced by Singh (2000), who developed a method-

ology for extracting the execution skeletons for individual agents participating in a given discourse.

Singh’s methodology uses domain expertise to generalize agent skeletons, potentially from different

parts of a single discourse, thus deriving reusable components from agent discourses.

Huhnset al. (2002) developed on Singh’s methodology by applying it in a business set-

ting, where state-based skeletons were used by organizations to interact with other independent

businesses. Huhnset al.also suggested the addition of exception handling techniques in such inter-

action models. Along similar lines, Wan and Singh (2003) motivated the use of agent conversations

and their Dooley graphs in business process modeling and enactment. Their work, in particular, is

relevant here since they introduced commitments and relationships among them based on an analysis

of a Dooley graph and associated knowledge. Wan and Singh related the theory of communicative

acts in agent discourses to a framework for manipulating social commitments among the agents.

They described how business processes involving independent organizations can benefit from the

flexible, yet verifiable nature of discourses using commitments. Wan and Singh developed Com-

mitment Causality Diagrams (CCDs), which depict the causal relationships between operations on

various commitments that are created in the discourse. Their treatment, however, creates processes

for specific discourses, not reusable commitment protocols that can be re-combined to demonstrate
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valuable alternatives.

Objectives

With respect to the above approaches, we aim to achieve the following:

1. Allow a large variety of conversations to be annotated using a small, principled classification

of communicative acts, without introducing additional complexity or structure in the classifi-

cation of communicative acts or their relationships, and

2. Develop a methodology to extract commitment-level conversations from a discourse. Such

conversations can later be re-combined as modular components to generate possible variations

of the original discourse, which leads to a generic protocol specification.

Along the way of addressing its main objective, this section revisits previous research on

incorporating agent communications into software engineering. Further, it develops an alternative

conceptual model of communicative and other acts including an enhanced set of causal relation-

ships among the acts. The proposed model is simpler and enables greater flexibility in combining

communicative acts. It provides the basis for a robust, reusable characterization of patterns of com-

munication corresponding to the various commitment operations.

5.3.2 Motivation

Our chief concern is how interaction protocols can be developed for real-world deploy-

ments such as for interactions between autonomous businesses. Designing a model for interaction

between autonomous agents is an exercise in tradeoffs along several dimensions, such as the degree

of autonomy of each agent, the computational complexity of enacting an interaction given a model,

and the ease of specification of the model. Therefore, such a design effort requires human expertise

in determining the relationships, dependencies, and the organizational structure of the entities in

question. Clearly, like other software specifications, the design of protocols ought to follow a sound

methodology and general principles, so that the protocols produced are not ad hoc or fragile.

Design methodologies have been studied extensively in software engineering. Require-

ments gathering for software involves understanding the interrelationships among the various enti-

ties being modeled. However, traditional approaches do not consider interactions themselves as first

class entities. Our approach differs fundamentally from such approaches in that we think of interac-

tions as worthy of modeling in their own right. Protocols are encapsulations of interactions. Just as
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traditional approaches design objects (or rather classes from which objects can be instantiated), our

challenge is to design the protocols from which correct interactions can be instantiated at runtime.

Specifically, this section focuses on developing a methodology for designing a commitment-

based interaction model given a sample discourse between the interacting entities. This chapter

answers the following question:Given an annotated discourse, how can we identify reusable com-

mitment protocols from it?Our approach combines automated reasoning about the structure of a

given discourse with human expertise to generalize discourses and extract protocols from them.

Contributions

Our major contribution is in developing a methodology for extracting reusable protocols

from annotated discourses. Whereas older work has focused on deriving skeletons for individual

agents and introducing commitments into discourses, our work enables the generalization of dis-

courses by identifying their constituent protocols.

5.3.3 Communicative Acts and Relationships

Many important terms of interest to this section have been used in different ways in the

literature. To make this chapter easy to understand, it is helpful to define the terms as used here.

Act. Actions, both communicative and physical, that have an interactional import. The local hidden

actions of an agent are not reflected in the representations and reasoning pursued here.

Discourse. A specific sequence of acts performed by interacting agents. A discourse is annotated

based on a designer’s knowledge to capture the relationships among the various acts in it. A

discourse is not to be confused withconversation, which has a technical meaning and usually

refers to a part of a discourse.

Role. A role is one participant of the discourse. Each role is played by a single agent.

Character. A part played by one role in a conversation. A character can be involved in multiple

conversations.

Conversation. A sequence of acts performed by exactly two characters. Conversations are identi-

fied from the Dooley graph generated from an annotated discourse, and are therefore a product

of the nature of the algorithm that generates the Dooley graph.
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Dooley Graph. A graph representing the conversational relationship among the utterances in a

discourse.

Communicative Acts

Figure5.7shows the classification of communicative acts as given by Parunak. TheCAN-

CEL act was added by Wan and Singh.

Figure 5.7:Parunak’s classification of communicative acts, arrows (beginning at a horizontal line
and ending at an arrowhead) showing their possible sequential relationships due to Longacre (Reply,
Resolve), Parunak (Respond, Complete), and Wan and Singh (Update). Replyand Respondare
omitted for clarity; they may relate any act to any other.CANCEL was introduced by Wan and Singh.
The⊕ symbol indicates that an utterance of typeREQUESTandINFORM resolves an utterance of
typeREQUEST.

• To SOLICIT is to ask the receiver something.

1. To REQUESTis to solicit the receiver to commit to the sender to do something.

2. To QUESTION is to solicit the receiver to inform the sender about some proposition.

• To ASSERTis to attempt to convey some proposition to the receiver.

1. To INFORM is to tell the receiver something.

2. To COMMIT is to be committed to do something that the receiver wanted.

3. To REFUSEis an tell the receiver that the sender does not commit to something that the

receiver wanted.
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4. To CANCEL is to tell the receiver that the sender is rescinding a particular commitment

that it had made to the receiver. Parunak used theREFUSEact to represent utterances

agents use to cancel commitments they have already made, unlike Wan and Singh, who

introduced theCANCEL act for the same purpose, but to aid in the design of commitment

causality diagrams.

• To PROPOSEis to propose to the receiver that the sender wishes to commit to it.PROPOSE

is a combination of anINFORM (about its willingness to commit) and aREQUEST(that it be

allowed to commit).

We modify this classification, and use only a subset of it. Our changes are motivated and

justified by the concerns described below.

Agent Autonomy

In Wan and Singh’s algorithm for generating commitments (and consequently the com-

mitment causality diagram) aREQUESTact creates a conditional commitment with the receiver of

the utterance as the debtor. For instance, a passenger’s request to a travel agent to book an itinerary

creates a commitment from the travel agent to the passenger. For an agent to unilaterally create

a commitment in which another agent is the debtor violates the autonomy of the debtor. If the

commitment created is conditional, the debtor’s autonomy might still be preserved, but Wan and

Singh’s approach unilaterally creates unconditional commitments as well. We therefore want to

structure conversations in which a commitment is proposed and the would-be debtor agrees to take

on the commitment. We therefore utilize thePROPOSEact type for proposing commitment to an

agent, commitment from an agent, or any other commitment operation. In keeping with our aim

of enabling the most general interactions (so that they can be constrained to fit specific domains),

we want to have each role confirm whether it agrees with a proposal, be it a proposal for a com-

mitment to be made to it or by it or a proposal to execute a commitment operation. Therefore, a

PROPOSEproposes a commitment or a commitment operation, and anACCEPT (which we shall

introduce shortly) or aREFUSEcreates the commitment(or agrees to the operation) or refuses the

commitment (or the operation). A commitment holds only after anACCEPTutterance has been sent

in reply to its proposal. From this point of view, both theACCEPTand theREFUSEare kinds of

INFORM, where the sender is communicating some fact to the receiver.
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Separation of Concerns

We wish to separate the communicative acts from the concepts of commitments. Com-

mitment operations such as creation and cancellation should be brought about by a well-defined

sequence of communicative acts and the conversational relationships among them. Therefore, we

remove theCANCEL and theCOMMIT act type from the classification.

Roles and Peers

The termrole has been used in different contexts in (Singh, 2000) and (Wan and Singh,

2003). Singh follows Parunak’s convention, defining each distinct (i.e., distinctly named) sender or

receiver in an annotated discourse as a role, which is the definition we adopt. In (Wan and Singh,

2003), however, a role is defined as “The abstraction of capabilities used by characters who deal

with same type of transactions or are involved in context related conversations.”

This definition puts senders and receivers with different names into a single role. For

instance, consider a customerC in a discourse in which it converses with two different bookstores

B1 andB2. C rejectsB1s quote and acceptsB2s quote. Wan and Singh assume implicitly that

an annotated discourse identifiesB1 andB2 as being agents that offer the same services, and club

them under the same role. Since their motivation for using Dooley graphs of discourses is different

from ours, Wan and Singh’s assumption that the identification of roles (under their definition) has

been done, possibly by the annotator of the discourse, is justified. Our approach,however, aims to

derivereusableprotocols from a discourse in which only the utterances of the participants and the

conversational relationships among these utterances are known. Reusability here means the ability

to apply the same protocol with a different set of participants. To reuse a protocol therefore requires

that agents playing the same role have the same capabilities, offer the same services, and be able

interact similarly. We define such agents asPeers, and describe in Section5.3.6how peers can be

identified.

With the above in mind, we propose a classification of communicative acts as shown in

Figure5.8. Here, we have removedASSERT, COMMIT , andCANCEL. Communicative acts are

of two general types,SOLICIT and INFORM. A QUESTION is a kind of solicitation, and so is a

PROPOSE. However, the proposal is also a kind ofINFORM, i.e., a proposal is an inform in that

it states what is being proposed, and it is a solicit in that it asks if the proposal will be accepted.

Under theINFORM act type, we introduceACCEPTand keep the olderREFUSE. The conversational

relationships that exist in Parunak’s scheme and the ones we have introcuded are explained in the
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next section.

Figure 5.8:Our proposal for a classification of communicative acts as related to agent interaction
based on social commitments. Arrows show sequential relationships that we propose.

Conversational Relationships

Longacre (1976) identified a couple of sequential relationships that can exist between

communicative acts in a discourse,ReplyandRespond, to which Parunak addedResolveandCom-

plete, and Wan and Singh addedUpdate. These are calledsequential conversational relationships.

Figure5.7shows such relationships by means of arrows, indicating which act typescanbe related

to which others. Whether utterances in a discourseare related depends on the annotator of the

discourse.

• Respond: Indicates a causal relationship between messages. If a messagei is sent by a rolea

as an effect of a messagej that it received, andi was the first such message, theni is said to

Respondto j. Any type of communicative act canRespondto any other type.

• Reply: Indicates a causal and reciprocal relationship between two messages exchanged be-

tween two agents. Ifj Responds toi, andj is sent to the sender ofi, thenj is said toReplyto

i. Any type of communicative act canReplyto any other type. AReplyis also aRespond.

• Resolve: Indicates a desired response to certain communicative acts. A desired response is

one that carries the conversation on to its completion, successful or otherwise. In our scheme,

an explicitACCEPT, aREFUSE, or an implicit accept by performing an action resolves aPRO-

POSE. An INFORM resolves aQUESTION. In Parunak’s scheme, aREQUEST is resolved by
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a COMMIT (since requests made by the would-be creditor), aREFUSEor by another counter

proposal. AResolveis also aReplyand, consequently, aRespondas well.

• Complete: Indicate the conclusion or closing of an act and its effects. In our scheme, an

action that performs what was promised in a commitment or what was proposed and accepted

completes the proposal. In Parunak’s scheme, aDO or REFUSEcan complete aCOMMIT by

fulfilling it or cancelling it respectively. Further, an utterancei cannot bothCompleteand

Resolveanother utterancej becausei andj are required to have the same sender (and the

same receiver) ifi completesj, and their sender and receiver are required to be exchanged

if i resolvesj (because a resolve is also a reply). In our scheme, we drop the restriction on

Complete, i.e., an utterance can complete and resolve another. Wan and Singh useCANCEL

to cancel the commitment, thereby completing theREQUEST that led to the creation of the

commitment.

• Update: Indicates that the sender agent has modified aREQUESTor a COMMITment that it

made, but the commitment or the request still stands. AnUpdatedoes not change who is

committed to whom.

We introduce a new relationship,Ground, defined as follows: An utterancei groundsj

if i converts the conditional commitment created byj (by accepting a proposal for creation of a

commitment) into an unconditional commitment. This new relationship is needed to capture the

relationship between an utterance that does not resolve or complete a commitment, but changes a

conditional commitment to an unconditional one.

Commitments Revisited

A very important characteristic of our definition of a commitment is that the fulfillment

condition, antecedent and consequent, are not directed, i.e., nothing is specified about who performs

actions or sends utterances. However, basing interaction on communicative acts requires that the

debtor of the commitment utter or do the fulfillment condition and this utterance (or action) is

directed towards the creditor. For conditional commitments, the creditor has to utter the antecedent

and the debtor, the consequent.
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Commitment Operation Patterns

We describe an operationalization of commitment operations using the communicative

acts described above. In the following,x, y, z, anda are roles,c1 ≡ CC(x, y, p ; q), c2 ≡
CC(y, x, q ; p), c3 ≡ CC(x, a, p ; q), c4 ≡ CC(a, x, p ; q), andc′ ≡ CC(z, y, p ; q).

create(c1)

A commitment can be created, i.e., made active, by an explicitcreate(·) act, or because of

the delegation or assignment of another commitment. For an explicitcreate(·), either the creditor

y or the debtorx of c1 can initiate the creation by proposing the create, as shown in theCreateP

pattern in Figure5.9. The pattern for a creditor-proposed commitment is shown in Figure5.10

for a debtor-proposed commitment in Figure5.11. Once a create is proposed, the proposal can

be accepted, thereby activating the commitment, or refused, thereby completing it. To create an

unconditional commitment, it is sufficient to setp to mean thaty need not perform any action, i.e.,

to setp = true.

CreateP(x,y,c1) c1 =  
� �

(x,y,p
�
q)

c2 =  
� �

(y,x,q
�
p)CreateP(x,y,c2)

c3 =  
� �

(x,a,p
�
q)

CreateP(x,y,c3')

c4 =  
� �

(a,x,q
�
p)

CreateP(x,y,c4')

c3'=  
� �

(y,a,p
�
q)

c4'=  
� �

(a,y,q
�
p)

a yxXOR

Begin CommToP(c1)

Begin CommFromP(c2)

Begin DelegateP(c3,y)

Begin AssignP(c4,y)

Figure 5.9:The pattern to create a commitment, either by proposing the create or by the delegation
or assignment of another commitment. The dotted vertical line under theXOR box denotes that
exactly one of the operations linked by horizontal arrows to the dotted line is performed.

discharge(c1)

A conditional commitment such asc1 can be discharged by its debtorx by performingq

aftery performsp. However, in some cases,x may not wait forp and performq. This is shown

in Figure 5.12. Note thatcreate(·) and discharge(·) are not proposed and performed like other
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CommFromP(c2) c2 =  
� �

(y,x,q
�
p)

x y
4. PROPOSE: create(c2)

5. ACCEPT: 4

6. REFUSE: 4

Begin DischargeP(4)

Completes, Resolves 4

XOR

SEQ
Resolves 4

SEQ

XOR

Begin ReleaseP(4)

Begin CancelP(4)

Begin DelegateP(4, z)

Begin AssignP(4, z)

Figure 5.10:The pattern for a creditor to propose creation of a commitment. The vertical line
under theSEQbox denotes that all the operations linked by horizontal arrows to the vertical line are
performed in sequence, starting with the topmost operation.

CommToP(c1) c1 =  
� �

(x,y,p
�
q)

x y1. PROPOSE: create(c1)

Completes, Resolves 1

Resolves 12. ACCEPT: 1

3. REFUSE: 1

SEQ

XOR

SEQ

Begin DischargeP(1)

Begin DischargeP(1)
XOR

Begin ReleaseP(1)

Begin CancelP(1)

Begin DelegateP(1, z)

Begin AssignP(1, z)

Figure 5.11:The pattern for a debtor to propose creation of a commitment.

commitment operations. The debtor does not propose to discharge a commitment and wait for an

acceptance to the proposal before performing it. Also, the debtor does not perform acreate(c1)

action; acceptance to a proposal to create suffices. Only active commitments can be discharged.

cancel(c)

In real-world settings, unilateral cancellations of commitments can lead to unpredictable

results, subverting commitments. Metacommitments can be employed to enforce restrictions on
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DischargeP(N) N pertains to c1 =  
� �

(x, y, p
�
q)

x y

7. DO: q

Resolves, Grounds N

Completes N

8. DO: p

Complete N

XOR

SEQ

9. DO: q

Begin ReleaseP(c5)

Begin CancelP(c5)

Begin DelegateP(c5, z)

Begin AssignP(c5, z)

XOR

c5 =  
� �

(x, y, q)

Figure 5.12:The pattern for discharging a commitment.

when cancellations can occur, but such specifications tend to be rigid, since they are determined

prior to an actual discourse. We wish to allow the creditor to decide at runtime if a it will allow a

cancel. Therefore, the cancellation of a commitmentc1 is proposed, usually (but not necessarily) by

the debtorx to the creditory. If y agrees,x cancels the commitment, andc1 becomes an inactive

commitment. Alternatively,y can refusex’s proposal, thereby keepingc1 unchanged. This pattern

is shown in Figure5.13. If the creditory proposes the cancel to the debtorx, x can accept the

proposal and then cancel the commitment, cancel the commitment without an explicit acceptance,

or refuse the proposal. Only active commitments can be cancelled.

CancelP(N) N pertains to c1 =  CC(x,y,p�q) or C(x,y,q)

x y

13. PROPOSE: cancel(c1)

Resolves 13

Completes 13

14. ACC: 13

SEQ

SEQ

15. DO: cancel(c1)

XOR

Completes N and 13, Resolves1316. REFUSE: 13
17. DO: cancel(c1) Completes N and 13, Resolves 13

Figure 5.13:The pattern for cancelling a commitment.
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release(c1)

A release pattern in its most generic form is similar to a cancel pattern. The creditory

proposes the release to the debtorx, who can accept or refuse it. If the debtor accepts, the creditor

will release him, otherwise the commitment is unchanged. However, the unilateral release of a

commitment by the creditor is desirable in a large number of real settings. Therefore, a creditor-

initiated release pattern will involve just one utterance releasing the debtor. However, the debtorx

can propose the release to the creditory, in which casey replies with an accept and then releases

x, or refusesx’s proposal. This case is analogous to the cancel pattern. Only the debtors of active

commitments can be released.

delegate(c1, z)

Typically, the debtorx initiates a delegate by proposing it to both the creditory and the

new, proposed debtorz. If both of them accept the proposal,x does the delegate, which is the act

which activatesc′ and inactivatesc1. This is the typical delegate pattern, as shown in Figure5.14.

Many alternative scenarios are possible, based on the fact thatx has to confirm that bothy andz

agree, and all utterances are not sent to all roles:

D1. If the creditory proposes the delegate to the debtorx, thenx has to confirm only withz (by

proposing the delegate toz and receiving an acceptance fromz) before acceptingy’s proposal

(or simply delegating the commitment).

D2. If z proposes the delegate tox, the pattern is similar to the one inD1. above, withy andz

exchanging their roles.

D3. If z proposes the delegate toy, y can send a proposal for a delegate tox and send proof ofz’s

proposal along with it. In this case, ifx is willing to delegate, it will, sending utterances to

bothy andz about the delegate. Ify proposed the delegate tox without proof ofz’s proposal,

x will confirm with z by either questioningz or by proposing the delegate toz.

D4. If y proposes the delegate toz, the pattern is similar to the one inD3. above, withy andz

exchanging their roles.

Only active commitments can be delegated.
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x zy

22. ACCEPT: 21
23. ACCEPT: 20

24. DO: delegate(c1,z)

20. PROPOSE: delegate(c1,z)

N pertains to c1 =  
� �

(x,y,p
�
q)DelegateP(N, z)

21. PROPOSE: delegate(c1,z)

25. DO: delegate(c1,z)

SEQ

Resolves 21

SEQ

Resolves 20

AND

If both
ACCEPT

AND

Completes 20

Completes 21

Completes N

Figure 5.14:The pattern for delegating a commitment.AND denotes all actions lined to its by
horizontal arrows have to be performed, but in no particular order.

assign(c1, z)

An assignpattern is analogous to a delegate pattern, withy, the creditor having the re-

sponsibility of verifying that bothx andz agree with the proposal to assign the commitment. Only

active commitments can be assigned.

update(x, c1, p, p′)

Wan and Singh introduced the notion ofupdatinga commitment by changing either its

antecedent or consequent, keeping the creditor and debtor unchanged. We cast update as a pattern in

which either the creditorx of c1 or the debtory proposes the update to the other. The proposal may

be for changing eitherc1’s antecedentp to p′ or for changing its consequentq to q′. Considering

that only an active commitment can be updated, the following cases are possible

U1. x proposes to changep to p′. y can refuse the proposal, resolving it. Alternatively, ifp has

not been performed yet, i.e., ifc1 has not be grounded,y accepts the change, resolving the

proposal. Ify has already performedp, theny can explicitly accept the proposal (resolving

it), and performp′ (updating the earlier performance ofp), or just performp′ without explicit

acceptance.

U2. x proposes to changeq to q′. y can refuse and thereby resolve the proposal. Ify accepts the

proposal, it updates the utterance that madec1 active.

The design considerations for designing commitment protocols broadly fall into two levels:
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• The design of commitment operations using the relationships among communicative acts.

This commitment level is considered the lower level, since the behavior of commitments is

uniform across domains, which may add upper level details to tailor commitment operations.

• The design of protocols incorporating domain knowledge and expertise to constrain or other-

wise structure the behavior of commitment operations. For example, the travel agent might

not entertain requests to change an itinerary once it is made.

Our approach aims to automate as much as possible the derivation of protocols from annotated

discourses using commitments as an abstraction to infer details about the discourse that may be

domain specific. To illustrate our approach, we apply our methodology to an example developed by

Wan and Singh.

5.3.4 The Travel Planning Example

We consider the travel planning example discourse to illustrate the concepts and involved

in a Dooley graph generated from annotated discourses and the advantages of our contributions.

This discourse is shown in Table5.2. In this table, S is the sender and V the receiver of a message

which is identified by a number, given in the column #. In this discourse, a passengerP asks travel

agentT to create an itinerary with a flight, a car rental, and a hotel room.T contacts airlineA1,

hotelH1 and rental car companyR. Airline A2 is contacted whenA1 informs that it has no tickets.

OnceA2, R, andH1 confirm reservations,T informsP of the itinerary.P asks for the rental car to

be removed.T get this done viaR, after whichH1 withdraws the room reservation.T asksP if an

alternative room will do. WhenP agrees,T books a room with hotelH2. P then paysT what was

promised for the itinerary andT paysA2 for the airline ticket.

Table 5.2: The annotated discourse for the trip planning exam-
ple. The sequential conversational relationships used to anno-
tate utterances areRespond(Rsp),Reply(Rpl), Resolve(Rsl),Com-
plete(Cml), andUpdate(Upd).

# S V Act
Type

Content Rsp Rpl Rsl Cml Upd

1 P T REQ I’ll pay you x if you send me itineraryi
2 T A1 REQ I’ll pay you x1 if you send me tickett for

P
1

Continued on next page
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Table 5.2 – continued from previous page
# S R Act

Type
Content Rsp Rpl Rsl Cml Upd

3 T H1 REQ P will pay you x2 if you make a room
reservationr for P

1

4 A1 T REF I have no tickets 2 2 2
5 T A2 REQ I’ll pay you x1 if you send me tickett for

P
4

6 A2 T COM Here’s tickett for P 5 5 5
7 T R REQ P will pay you x4 if you make a car

reservationc for P
1

8 H1 T COM Reservationr done forP 3 3 3
9 R T COM Reservationc done forP 7 7 7
10 T P COM Here’s itineraryi 6, 8,

9
1 1

11 P T REQ Please remove the car reservation fromi 1
12 T R CAN Please cancel reservationc 11 7
13 T P COM Here’s the updated itineraryi 11 11 11 10
14 H1 T CAN Roomr cancelled 8
15 T P QUE Will an alternative room do? 14
16 P T INF Yes 15 15 15
17 T H2 REQ P will pay you x2 if you make a room

reservationr′ for P
16

18 H2 T COM Reservationr′ done forP 17 17 17
19 T P COM Here’s the updated itineraryi 18 16 16 13
20 P T DO Here’sx I owe you for itineraryi 19 19 1
21 T A2 DO Here’sx1 I owe you for tickett 6, 20 6 5

5.3.5 Generating Dooley Graphs

The first step in the identification of protocols from discourses is to represent the dis-

courses in a suitable representation, i.e., Dooley graphs. The Dooley graphs for the travel planning

discourse is shown in Figure5.17. This graph was obtained by following the algorithm described

by Singh (2000).

Singh’s Algorithm

Singh’s algorithm creates one vertex for every utterance sender and one for every utterance

receiver. The former belongs to asender setand the latter vertex to thereceiver set. For instance,
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since utterance 5 is sent byT , a and received byA2, vertexT5 is created in the sender set and a

vertex 5A2 is created in the receiver set. Next, a vertexs from the sender set is connected to a vertex

r from the receiver set if any of the following 4 conditions hold: 1)s replies tor, 2) r resolves

s 3) r is the last utterance in the discourse and replies tos, or 4) r completest, andt resolves

s. The connected components in the resultant graph relate characters. The algorithm is listed in

Figure5.15.
For example, since 6 replies to 5, the sender set vertexA26 is connected to the receiver set

vertex 5A2. Further, since 21 is the last utterance and it replies to 6, the receiver set vertex 21A2 is
connected to the sender set vertexA26. This construction makesA26, 5A2, and 21A2 a connected
component, which is seen in the Dooley graph in Figure5.17as a characterA2. In a similar fashion,
T21 replies to 6T , and 6T resolvesT5, creating a character forT namedT6. The graph construction
is shown in Figure5.16. To illustrate the changes we propose to Singh’s algorithm, we present
in Table5.3, the travel planning example annotated with the new classification of acts. This table
introduces three utterances, 12a, 12b, and 14a. Using 12a, the travel agentT proposes that the rental
car companyR cancel its car reservation, rather that cancelling it via one utterance. This illustrates
our propose-accept pattern for commitment operations. Using 12b,R responds toTs request for
cancellation by performing the cancellation. Using 14a,H proposes toT the cancellation of its hotel
room reservation commitment, whichT accepts in 14b, thereby resolving 14a. WhenH cancels
14c, it completes 14a.

Table 5.3: The trip planning example annotated under the new
communicative act classification. The sequential conversational
relationships used to annotate utterances areRespond(Rsp), Re-
ply(Rpl), Resolve(Rsl), Ground(Gnd), Complete(Cml), andUp-
date(Upd).

# S V Act
Type

Content Rsp Rpl Rsl Gnd Cml Upd

1 P T PRO I’ll pay x if you send me itineraryi
2 T A1 PRO I’ll pay x1 if you send me tickett for P 1
3 T H1 PRO P will pay you x2 if you make a room

reservationr for P
1

4 A1 T REF I have no tickets 2 2 2 2
5 T A2 PRO I’ll pay x1 if you send me tickett for P 4
6 A2 T DO

+
INF

Here’s tickett for P 5 5 5 5

7 T R PRO P will pay you x4 if you make a car
reservationc for P

1

Continued on next page
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Table 5.3 – continued from previous page
# S V Act

Type
Content Rsp Rpl Rsl Gnd Cml Upd

8 H1 T DO

+
INF

Reservationr done forP 3 3 3 3

9 R T DO

+
INF

Reservationc done forP 7 7 7 7

10 T P DO

+
INF

Here’s itineraryi 1, 6,
8, 9

1 1 1

11 P T PRO Please remove car reservation fromi 10 10
12a T R PRO Please cancel reservationc 11
12b R T DO

+
INF

Reservationc cancelled 12a 12a 12a 12a

13 T P INF Here’s the updated itineraryi 11 11 11 10
14a H1 T PRO Can I cancel the room reservation? 8
15 T P QUE Will an alternative room do? 14a
16 P T INF yes 15 15 15
14b T H1 ACC Ok to cancel room reservation 14a 14a 14a
14c H1 T DO

+
INF

Roomr cancelled 14b 14b 14b 14b

17 T H2 PRO P will pay youx2 if you reserve roomr′

for P
16

18 H2 T ACC Reservationr′ done forP 17 17 17
19 T P DO

+
INF

Here’s the updated itineraryi 16,
18

16 16 16 13

20 P T DO Here isx I owe you for itineraryi 19 19 10
21 T A2 DO Here isx1 I owe you for tickett 6, 20 6 6

Our Algorithm

We modify Singh’s algorithm as follows: After constructing the sender and receiver sets,

we connect vertices if they relate to the same role, and one resolves, grounds, or completes the other.

This relates utterances within a commitment operation to one character. Our algorithm therefore,

changes only theConnectVertices function, as shown in Figure5.18. Using this algorithm, we
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input : A discourseD = 〈u1, u2, . . . un〉
output: A Dooley graph ofD

g ← generateVertices (D) ;1

g ←connectVertices (g) ;2

C ← generateCharacters (g) ;3

g ← connectCharacters (C) ;4

return g ;5

ProceduregenerateVertices (D): Create the sender and receiver vertices6

for a discourseD = 〈u1, u2 . . . un〉
g ← {} ;7

foreachutteranceu in D do8

create a sender vertexvs and receiver vertexvr ;9

vs.uttr ← u ;10

vr.uttr ← u ;11

addvs andvr to g ;12

return g ;13

ProcedureconnectVertices (g): Connect sender-receiver vertices ing14

foreachsender vertexvs in g do15

foreach receiver vertexvr in g do16

if vr == vs.uttr.RplTo ∨ vs ∈ vr.uttr.Rslv ∨ (vr == un ∧ vs.uttr17

∈ vr.uttr.RplTo) then
connectvs andvr ;18

foreachvt.uttr ∈ vr.Cmplt do19

if vs.uttr ∈ vt.uttr.Rslv then20

connectvs andvr ;21

return g ;22

ProceduregenerateCharacters (g): Generate characters from a23

sender-receiver vertex graphg
C ← {} ;24

foreachconnected componentg′ in g do25

foreach role r involved ing′ do26

Create a new characterrx pertaining tor ;27

Add vertices ing′ pertaining tor to rx ;28

return C29

Figure 5.15:GenerateDooleyOld(D): Singh’s algorithm (Singh, 2000) to gen-
erate the Dooley graph for a discourseD = 〈u1, u2, . . . un〉, whereuis are utter-
ances.

obtain a Dooley graph as shown in Figure5.19.
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Figure 5.16:The bipartite graph used in the construction of the Dooley graph of the travel planning
discourse shown in Table5.2, using Singh’s algorithm.

5.3.6 Reasoning About Conversations

Generating the Dooley graph of a discourse was the first step in identifying reusable pro-

tocols. In this section, we describe how we can create protocols from the Dooley graph. Singh’s
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Figure 5.17:The Dooley graph of the travel planning example shown in Table5.2generated using
Singh’s algorithm.

ProcedureconnectVertices (g): Connect sender-receiver vertices ing1

based onResolve, Ground, andComplete;
foreachsender vertexvs in g do2

foreach receiver vertexvr in g do3

if vr ∈ vs.uttr.Rslv ∨ vs ∈ vr.uttr.Rslv ∨ vr ∈ vs.uttr.Grnd ∨4

vr ∈ vs.uttr.Grnd ∨ vr ∈ vs.uttr.Cmplt ∨ vs ∈ vr.uttr.Cmplt then
connectvs andvr ;5

return g ;6

Figure 5.18:ConnectVertices(g): Connect vertices in the sender and receiver
sets

work on deriving agent skeletons from Dooley graphs was analogous to our effort here. However,

there are fundamental differences in our approaches and motivations. Whereas Singh’s approach is

based on expertise and knowledge of the discourse, we want to automate as much of the protocol

identification process as possible. We therefore use commitments as they are a domain independent

abstraction. Specifically, our effort automates the identification of peers, which was either assumed

or ignored by older work.

Every conversation is a protocol that can be reused in other situations. However, due

to our construction, each conversation will describe one commitment operation. This does not

capture larger, richer structures in a conversation. We therefore have to leverage our knowledge of

commitments and annotations to detect richer protocols. Briefly, our approach is as follows:

• Aggregate characters in the Dooley graph based on the commitments they operate upon.

• Identify peers in the Dooley graph.
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Figure 5.19:The Dooley graph of the travel planning example in Table5.3, generated using our
algorithm.

• Based on the lifecycle of commitments, identify required and optional parts of conversations.

• Using the information from the above three steps, identify protocols.

Character Aggregation via Commitment Operations

To provide an informative view of conversations in a Dooley graph, we can combine

characters based on the commitments that their conversations relate to. Weaggregatetwo characters

belonging to a role if those characters relate to the same commitment, one of them participated in

the conversation that made the commitment active, and the other character initiated a commitment

operation on the commitment. For example,P begins a new conversation withT by uttering 11 as

P2. Since this conversation relates to the commitment created by characterP1, we aggregate the two

characters. Similarly, since the hotelH1 begins a conversation asH1b with T , and this conversation

relates to the commitment created byH1a, we combineH1a andH1b. Similarly,T7 can be combined

with T1. Figure5.20shows the Dooley graph after performing character aggregations.

Peer Identification via Conversation Similarity

Once characters are aggregated, we need to identifypeers, i.e., roles in the discourse that

are conversationally similar to each other and different from other roles. We identify peers based on
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Figure 5.20: The Dooley graph of the travel planning example in Table5.3, after character
aggregation.

the “similarity” between the conversations that they have with a particular role. For instance, both

A1 andA2 have a conversation with the roleT . Let us follow the convention that all conversations

are labeled byχi, wherei is the first message in that conversation. Hence,χ2 andχ5 denote the

conversations that take place betweenA1 andT2 andA2 andT4 respectively. To identify thatA1

andA2 are peers, we need to find the similarity between conversationsχ2 andχ5. We therefore

define similarity of two conversations as follows

Definition 11. Two conversationsχi andχj are similar if and only if all utterancesui in χi that

propose the creation of a commitmentC(·, ·, q → p) by proposing either a create, a delegate or

an assign, there exists an utteranceuj in χj that proposes a commitmentC(·, ·, g(q) → g(p)) in a

similar manner (via a create, a delegate, or an assign).

Hereg is a function from the set of valid strings in the language used to expressp andq

to the same set. That is,g : 2P 7→ 2P, whereP is the set of propositions under consideration. Since

our development is at the level of abstraction of commitments, we do not study languages used to

express commitment conditions. We can therefore assume without loss of generality thatg(q) = q.

A more realistic function might compare the parse trees of the propositional expressions, ignoring

variables (leaves) in the tree.

Definition 12. Two rolesRi andRj are peers if and only if
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1. Ri has a characterRix that participates in a conversationχi

2. Rjy has a characterRjy that participates in a conversationχj

3. χi andχj are similar

4. χi andχj involve a common character.

This definition operationalizes our intuition that two roles are peers if they can potentially

take on the same commitments. Note that if two roles are peers, they need not have identical sets

of peers. That is, if a role provides multiple services, such as rental car and hotel and airline ticket

(like Orbitz.com or Priceline.com), it will be a peer not just to other rental car services, but also to

other airline services and hotel services.

Using the above definition, we can infer thatA1 andA2 are peers

• χ2 andχ5 are similar because the commitments proposed in them have the same precondition

and fulfilment condition.

• χ2 andχ5 both involve roleT .

Similarly, H1 andH2 are peers because of the similarity ofχ3 andχ17 (via the roleT )

Conversation Rearrangement via Commitment Lifecycle

Based on the commitment operation patterns we introduced, all commitment have the fol-

lowing lifecycle: A commitment is created first, after which it can be updated multiple times, it can

also be canceled, delegated, released, assigned, or discharged, after which it becomes inactive and

no operations can be performed on it. Further, we note that the “normal” lifecycle of a commit-

ment is creation followed by a discharge. Therefore, all other commitment operations (including

an update) are optional after the creation of a commitment. Further, updates of the same commit-

ment have no ordering restrictions among them in a reusable protocols. Consider the update of the

commitment betweenP andT . This commitment is updated twice, first for cancelling the rental

car and a second time for changing the hotel room. Were these updates performed in the reverse

(or any other) order, the interaction would still achieve the same result: that of changing the hotel

room and cancelling the rental car, if each update was completed before any other was begun. We

can therefore generalize the independence of conversations that update the same commitment, even



111

if those conversations are ordered by theRespondsrelationship. In our example,χ15 can be moved

beforeχ11.

Improvements

The directed nature of all utterances in discourses prevents the modeling of events to

which no sender or receiver can be assigned. We therefore require the creditor to perform the

antecedent and the debtor to perform the consequent of a conditional commitment. In realistic sit-

uations, however, commitment antecedents, consequents, and fulfillment conditions might describe

a state of the world to be brought about or an action that is not performed by either the creditor or

the debtor. Whereas events external to the multiagent system cannot be ascribed to a performer, all

agent actions and utterances can be placed in causal chains (a sequence of events with a complete

temporal ordering among them) via toRespondrelation, thus enabling verification of whether an

agent caused a certain action Incorporating a framework for processing events, such as the RAPIDE

Complex Event Processing (CEP) framework (Luckham, 2002) with a framework for developing

and enacting commitment protocols, such as the OWL-P framework (Desai et al., 2006), would

provide a grounding for realizing our commitment-based protocol enactment framework.

5.4 Discussion

This chapter demonstrated how protocols can be introduced into an agent-based software

engineering methodology. Tropos benefits from our approach, because (1) protocols capture the

dynamic, or runtime behavior of the software system being developed before the implementation

stage in addition to the static dependencies between actors; (2) protocols decouple the meaning of

an interaction by treating them as entities in their own right, which can be tailored to suit the needs

of their participants and local policies at runtime; (3) Treating protocols as coherent units captures

realistic interactions among autonomous entities. This is an advantage over a client-server model in

which protocols are part of the logic embedded in the server.

Likewise, we contribute to commitment protocols by describing guidelines for designing

them from requirements. Specifically, dependencies, means-end models, and AND-OR decompo-

sition models in Tropos provide points of reference for using protocols between actors. Tropos

provides the scope, i.e., boundaries, for the protocols.

In the second part of this chapter, we enhanced existing work on the derivation of graphs
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from agent conversations to create a methodology for identifying reusable protocol. The benefit of

our approach is that protocols can be combined in various ways, easing the effort in designing a

process as compared to designing a monolithic flow. The various ways in which protocols can be

put together also extracts the most value out of the creation and annotation of a discourse.

5.4.1 Related Literature

We next describe related work.

Commitment Protocols using Conversations

A closely allied work is Flores and Kremer’s use of theprotocol for proposalsto propose

every commitment operation (2004), thus making commitment operations non-atomic, as we have.

They formalize the protocol using the Z notation, and use obligations to denote which agents’ turn

it is to perform some action in response to some another action. In a more recent effort, Kremer

and Flores have developed a classification of the FIPA communicative acts to create, satisfy, or

remove commitments as a conversation using these communicative acts progresses (Kremer and

Flores, 2005). There are two fundamental differences between this work and theirs: One, Flores

and Kremer’s work is not a methodology for identifying protocols that can be used in other situa-

tions. Both their frameworks are different approaches to runtime state maintainence. Second, both

their approaches use only two-party commitment operations, unlike our treatment of the three-party

delegate and assign operations.

Verdicchio and Colombetti propose a commitment-based semantics for FIPA communica-

tive acts (2005), which could be used as a basis for applying the methodology we have developed.

Our methodology could also be enhanced by the use of verification mechanisms on the derived pro-

tocols, using a the correctness and completeness requirements for commitment protocols proposed

by Yolum (2005).

Commitment Protocols using Tropos

Our work relates to software engineering and multiagent systems. Yu and Mylopolous

(1993) explain the importance of identifying dependencies among autonomous entities in organiza-

tional settings, e.g., for business processes. They describe how dependencies based on resources and

goals can be used to re-engineer business processes, since dependencies help answer “what-if?” and

“why?” questions about changes in business processes. Whereas Yu and Mylopolous describe how



113

to introduce a dependency model into an existing business processes, we describe how protocols,

which can be used to construct business processes, can be developed based on the requirements.

Giorgini et al.(2005) present a rigorous analysis of goal decomposition in Tropos. They

develop algorithms to identify contributions among goals and possible conflicts among goals. This

work would help our research in identifying valid refinements of protocols based on goals.

Gaia, KAOS, MaSE, and SADDE are important agent-oriented methodologies (Bergenti

et al., 2004). Tropos differs from these in including an early requirements stage. Besides the early

requirements gathering stage, Gaia differs from Tropos in that Gaia describes roles in the software

system being developed and identifies processes that they are involved in as well as safety and live-

ness conditions for the processes (Zambonelli et al., 2003). Gaia incorporates protocols under the

interactions modeland can be used with commitment protocols. However, the lack of a reasoning

scheme based on early requirements—to answer “why?” questions—limits the flexibility of Gaia’s

protocols.
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Chapter 6

OWL-P: Realization of Commitment

Protocols

This section describes an how commitment protocols based on our protocol model have

been realized using a protocol specification language and a protocol enactment framework called

OWL-P (Web Ontology Language for Protocols and Processes). The development here is a result

of collaborative work (Desai et al., 2006), with significant contributions by Nirmit Desai, Amit

Chopra, and Payal Chakravarthy.

6.1 Motivation: Why OWL-P?

The OWL-P project aims to demonstrate the applicability of commitment-protocol con-

cepts to software engineering and process enactment in open environments among autonomous

agents. To this end, the prime requirements for OWL-P are

Component Reuse.Protocols are first-class entities. Therefore, just as objects and components are

reused, OWL-P should reuse protocols and processes across agents.

Commitment Semantics.Commitment protocols have a precise semantics based on the operations

defined on commitments. OWL-P should employ these semantics.

Distributed Enactment. A client-server model of interaction forms a poor models for many busi-

ness processes, since it violate the clients’ autonomy. OWL-P should therefore adopt a peer-

to-peer stance in which the role of each participant with respect to others in a protocol is
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determined by the commitments that exist between them and enactment is not dependent on

a centralized server.

Based on the above requirements, the OWL-P effort aims to

• Develop a language for the succinct specification of reusable protocols,

• Describe the operationalization of the above language into executable runs by mapping the

language into a declarative framework,

• Develop a language and a semantics for the language to specify the composition of protocols,

i.e., to specify restrictions applicable during a merge of protocols,

• Develop an algorithm that correctly identifies the involvement of each role in the protocol,

since a protocol specification is a global view,

• Develop a system for modularly incorporating preferences of agent’s and businesses into the

protocol to generate enactable processes, and

• Demonstrate the enactment of the above processes

6.2 The OWL-P Language and Ontology

Figure6.1 shows the conceptual model of OWL-P which was first introduced by Desai

and Singh (2004). We repeat here the notation scheme used in the figure and definitions of the

entities shown

Abstract Entities. Rectangles with sharp corners denote abstract entities or interfaces, which, when

combined with business policies, yield concrete entities. Abstract entities are published and

used by process developers.

Concrete Entities. Rectangles with rounded corners denote concrete entities. Only concrete enti-

ties can be use in a running system.

Protocol Logic. (Business) Processes in OWL-P are specified declaratively, using a set of rules.

This set is called the protocol logic.

Role. A role represents an abstract entity representing one participant of a protocol. During enact-

ment, an agent (which is an entity representing a real-world business partner with its local
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business logic) adopts one or more roles to enable concrete computations. An agent may

participate in multiple business protocols by playing a role in each of them. For example,

a bookstore may play the role of a seller while interacting with customers and the role of a

buyer while interacting with publishers.

Role Skeleton.A role skeleton specifies the protocol from the perspective of the corresponding

participant role, in contrast with the protocol logic, which specifies the protocol from the

global perspective. Thus, each role skeleton defines the behavior of the respective role in the

given protocol.

Composite Skeleton.When an agent needs to participate in multiple protocols, acomposite skele-

toncan be constructed by combining the protocols according to some composition constraints

and deriving the role skeleton. For example, in a supply chain process, a supplier would be a

merchant when interacting with a retailer in a trading protocol and would be an item-sender

in a shipping protocol for sending goods to the retailer. A composite skeleton for such a

supplier could be composed by combining trading and shipping protocols and then deriving

the role skeleton for item-sender/merchant role. The resultant composite skeleton can also be

published and then reused for developing local processes of other suppliers.

Business Logic.The business logic of an agent represents its policies as dictated by various factors

such as business goals, objectives, and market situations.

Local Process.The local processof an agent is an executable realization of a composite skeleton

obtained by integration of the protocol logic of the composite skeleton and the business logic

of the agent.

Business Process.A business processis the aggregation of the local processes of all the agents

participating in it. Conversely, a business process is an implementation of the constituent

business protocols.

The language we have developed for specifying protocols is called OWL-P. In the fol-

lowing discussion, we specify whether we are referring to the framework or to the language where

it is unclear from the context. OWL-P is an ontology based on OWL for specifying protocols; it

functions as a schema for protocols. The main computational aspects of protocols are specified

using rules. OWL-P employs the Semantic Web Rule Language (SWRL) for defining rules. SWRL
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Figure 6.1:The conceptual model of the OWL-P framework as described by Desai and Singh (2004)

allows the specification of implication rules over entities defined as OWL-P instances. The avail-

ability of tools such as Protegé is a motivation for grounding the protocol ontology in OWL. With

respect to Figure6.1, we describe the following concepts: the specification of the protocol logic,

the composition of protocols, the derivation of role skeletons, and the incorporation of an agents’

business logic to create a local process.

6.2.1 The Protocol Model

The important OWL-P elements and their properties are shown in Figure6.2. Lines be-

tween entities denote properties, the end with a little rectangle representing the domain of the prop-

erty. The properties reflect the OWL-P conceptual model. Slots are analogous to data variables. A

slot is said to bedefinedwhen it is assigned a value and it said to beusedwhen its value is assigned
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Figure 6.2:The OWL-P ontology for describing protocols.

to another slot. A slot in a protocol may be assigned a value produced by another protocol and

hence be represented as anExternal Slot. An external slot is untyped until it is given the type of

the external value to which it is bound. By contrast, aNative Slotis typed and defined inside the

protocol.

A Protocol dictates rules that govern the interaction and consults aKnowledge Base,

which consists of a set of propositions. Propositions are represented as slotted facts in a rule-based

system. Propositions capture the state of the protocol by recording sent and received messages,

active commitments, commitment operations, and domain facts.

As an example, consider three protocols, one for ordering an item, one for shipping an

item, and one for payment. Figure6.3is a pictorial representation of the detail contained in OWL-P

protocol specifications. The figure also shows aComposition Profile, which is a specification of

constraints that have to be satisfied when composing these three protocols. Leading and trailing

asterisks identify an external slot, as in *amount* in the Payment protocol. The amount to be paid

has to be determined elsewhere.

6.2.2 The OWL-P Agent Architecture

OWL-P assumes an agent based architecture for enactment of protocols and the processes

built using them. Each role in an OWL-P protocol is played by an agent. The generic architecture of

an agent which participates in OWL-P protocols is shown in Figure6.4. Each agent interacts with

others by sending and receiving messages whose format and semantics is described by the OWL-P
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Payer Payee Gateway

paymentInfo(cardNO, expDate)

authReq(cardNO, expDate, *amount*)

authOK(tokenNO, amount)

receipt(amount)

captured(amount)

captureReq(token)

CC(payer, payee, authNOKProp(error),
payFine(fine))

CC(gateway, payee, captureReqProp
(tokenNO), capturedProp(amount))

Buyer Seller

reqForQuote(itemID)

quote(itemID, itemPrice)

CC(s, b, pay(itemPrice),
goods(itemID))

acceptQuote(itemID, itemPrice)

CC(b, s, goods(itemID),
pay(itemPrice))

PAYMENT PROTOCOL ORDER PROTOCOL

Receiver Sender Shipper

shipInfo(shipAddress)

reqForShipOptions(shipAddress, *item*)

shipperOptionQuote(shipOption, shipperQuote)

senderOptionQuote(shipOption, senderQuote)

chooseOption(shipOption, senderQuote)

shipment(item)

CC(sh, se, payToShipperProp(shipperQuote),
shipmentProp(item))

CC(r, se, shipmentProp(item),
payToSenderProp(senderQuote))

CC(se, r, payToSenderProp
(senderQuote), shipmentProp(item))

shipOrder(item, shipOption, shipAddress)

CC(se, sh, shipmentProp(item),
payToShipperProp(shipperQuote))

SHIPPING PROTOCOL

COMPOSITION AXIOMS
1: roleDefinition(define:Purchase.customer, unify:Order.buyer,

    unify:Shipping.receiver, unify:Payment.payer)
2: roleDefinition(define:Purchase.merchant, unify:Order.seller,

    unify:Shipping.sender, unify:Payment.payee)
3: dataFlow(definition:Order.itemID, usage:Shipping.item)

4: dataFlow(definition:Order.itemPrice, usage:Payment.amount)
5: implication(antecedent:Shipping.shipmentProp,

    consequent:Order.goods)
6: implication(antecedent:Payment.authOKProp,

    consequent:Order.pay)
7: eventOrder(earlier:Payment.authOKProp,
    later:Shipping.shipOrderProp)

Figure 6.3:A pictorial representation of the OWL-P specification of an order, a shipping, and a
payment protocol and a composition profile specifying constraints to be satisfied when combining
them.

protocol specification. Each agent follows the protocol be computing, before enactment, itsrole

skeleton, which is the part of the protocol it is concerned with because of the role it plays in that

protocol. Further, each agent can modularly incorporate itslocal policy, or policy rules into the

protocol. It is this modular addition of agent-specific rules to generic, flexible protocols that enables

OWL-P to allow agent autonomy. An agent also maintains a knowledge base, which keeps a history

of its interactions with other agents. The rules in the role skeleton operate on this knowledge base.

The numbers in parentheses in the figure represent the typical order in which the various internal

components of an agent interact.

1. The agent receives a message.

2. The agent modifies its knowledge base to record the message received and its effects as pre-

scribed by the protocol.

3. The change in the knowledge base triggers some policy rules (which are stubs in the OWL-P
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protocol logic) to fire.

4. Policy rules consult the business logic of the agent.

5. The business logic in turn changes the knowledge base due to its invocation.

6. The change in the knowledge base activates a protocol rule.

7. The protocol rule causes a message to be sent.

8. The agent records the message sent in its knowledge base and asserts propositions as dictated

by the protocol.

Rule Base
Protocol Rules

Policy
Rules

Local domain

Public domainMessages

To and from other participants

Knowledge Base

Messaging Interface

Business Logic

(2)(8)assert prop

(4)invoke

(3)activate
(7 )sn d m sg

(6)activate

(5)assert policy prop(1 )  rcv  m sg

Figure 6.4:The architecture of an OWL-P agent. Numbers is parentheses represent the typical order
of activities during the enactment of an OWL-P protocol.

6.3 The Composition Profile

A composition profile describes the relationships among protocols that have to be pre-

served when composing protocols. These relationships are calledaxiomsin OWL-P terminology.

OWL-P composition profiles have four kinds of axioms, which follow the syntax:axiom(property1 :

range1, property2 : range2 . . . propertyn : rangen), whereaxiom1 denotes the type of the axiom,

andpropertyi are properties of axioms as described below.

Role Definition. A role definition axiom relates a role in the composed protocol to roles in the

protocols being composed. Properties of a role definition axiom aredefineand unify, the
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former specifying the name of the role in the composed protocol and the latter specifying a

role in one of the composed protocols. Each role definition axiom has exactly one value for

thedefineproperty. In Figure6.3, for example, the second role definition axiom states that the

merchantrole in thePurchaseprotocol is a unification of thesellerrole in theOrderprotocol,

thesenderrole in theShippingprotocol, and thepayeerole in thePaymentprotocol.

Data Flow. A data flow axiom provides the bindings for external slots in protocols, since an exter-

nal slot’s value has to be bound outside the scope of the protocol in which it is declared to be

external. Properties of a data flow axiom aredefinitionandusage, the former stating where

the value of a slot will be bound and the latter stating where it will be used (as an external

variable). Each data flow axiom has exactly one value for thedefinitionproperty. In Figure

6.3, for example, the third axiom is a data flow axiom which specifies that theitem ID slot

from theOrder protocol is used as theitemslot in theShippingprotocol. Note that data flow

axioms induce a temporal dependency as well, since the OWL-P framework requires that a

rule using a slot cannot fire till that slot is bound to a value.

Implication. An implication axiom is used to denote propositions in different protocols that have

the same meaning. The properties of an implication axiom areantecedentandconsequent,

the value of the former property logically implies the value of the latter property. In Figure

6.3, axiom 6 specifies that theauthOKPropproposition from thePaymentprotocol implies

thepayproposition of the protocol.

Event Order. An event order axiom specifies temporal ordering among messages in the protocols

being composed. In Figure6.3, axiom 7 specifies that anauthOKmessage from the payment

gateway must be received before ashipOrdermessage is sent to the shipper. This can be

ensured by making the rule for the later event depend on the rule for the earlier event.

A composition profile is developed by a protocol designer. A composed protocol can be

composed further like any other protocol. Desaiet al. (Desai et al., 2006)

6.4 Rules in OWL-P

OWL-P specifies protocols declaratively, using rules of the formantecedent⇒ consequent.

To be compatible with OWL syntax, the Semantic Web Rule Language (SWRL) has been adopted

in OWL-P to specify rules. Antecedents check theknowledge basefor the existence or absence of
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propositions. Consequents effect message transfers and add related propositions to the knowledge

base. In effect, rules fire based on the history of the interaction as captured by propositions in the

knowledge base. One of the most important features of OWL-P in contrast with traditional process

models such as workflows is the distributed nature of OWL-P, where each participant of a protocol

is a peer, unlike in a client-server system. The knowledge base, therefore cannot be centralized.

Further, a distributed enactment framework implies that no participant is guaranteed to be able to

observe all messages (and significant events) in the protocol. The OWL-P algorithm for generat-

ing role skeletons incorporates this feature of distributed systems and is sound and complete with

respect to the set of runs it generates.

A protocol may not be enactable when there is anonlocal choice, i.e., when an partic-

ipant’s decision (of what message to send) depends on information it does not have (Ladkin and

Leue, 1995). For example, protocols with rules of the forma ⇒ b, where propositiona is known

only to rolesρ1 andρ2, and messageb is sent byρ3, are not enactable, asρ3 cannot observea. Such

a case arises due to the extraction of local role skeletons from a global protocol specification. As

described by Desaiet al., the following properties of a protocolP avoid this problem and ensure

thatP is enactable. Here,r denotes a rule,a, b, p, andq are propositions or messages as applicable,

andP is interpreted as a set of rules.

Prop1. ∀r∈P , ∀a∈r.body, a 6=start → ∃r′∈P a∈r′.head. The propositions in the antecedent of a

protocol rule must be asserted by some protocol rule.

Prop2. ∀r∈P , ∀a∈r.head, (start ; a)∈P . All asserted propositions are reachable fromstart.

Here,p ; q meansq is reachable fromp. Formally,p ; q
def
= p ⇒ q ∨ (p ⇒ q′ ∧ q′ ; q).

Prop3. ∀r∈P , ∀a∈r.body, (∃b∈r.head∧ ∃ρ=sender(b) → ρ=sender(a) ∨ ρ=receiver(a)). If

a message exchangeb has an antecedenta then, the senderρ of b must be able to verifya.

That is,ρ must receive a message corresponding toa or must send a message corresponding

to a, i.e.,ρ observesa or causesa.

A protocol designer can obtain an enactable protocol by repeated applications of composition. For

instance, in Figure6.3, the rules ofOrder do not assert the propositionspay andgoods, both of

which are necessary for discharging the commitments created in the protocol. The rules ofPay-

mentdo not assert the propositionpayFine(fine). The rules ofShippingdo not assertpayToSender-

Prop andpayToShipperProp. The rules of the compositePurchasedo not assert the propositions
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pay(fineAmount), payToSenderProp, andpayToShipperProp. A designer chooses protocols that as-

sert the missing propositions and compose them withPurchaseto obtain an enactable protocol.

The algorithm for computing the role skeleton of a participant from the protocol specifi-

cation and the proof of its correctness and soundness is described in detail in (Desai et al., 2006).

Local Policies

A fundamental benefit of raising protocols to first-clas status is to promote their reuse.

Reusing protocols, however should not come at the cost of agent autonomy. That is, designers

should be able to customize a protocol to suit their requirements while operating within valid pro-

tocol runs. OWL-P achieves this objective by enabling agents to have their ownlocal policiesthat

can be modularly plugged into the role skeleton derived from the protocol, as described here. We

recall that a rule in a protocol may be abstract, meaning that values of some of its native slots must

be produced via the role’s business logic. That is, a role skeleton must be augmented with business

logic to obtain a local process. To capture this intuition, a skeleton is said to beconcreteif all of its

native slots are defined,abstractotherwise.

An agent’s business logic is specified as local policy rules. The skeleton of the seller in

Order augmented with the policy rules of the seller agent as shown below. The policy rule invokes

a business logic operation to decide what price to quote. The operation assertsquotePolicy, which

activates the second skeleton rule.

Seller skeleton rules:

1: startProp⇒ receive(reqForQuote(?itemID))

2: reqForQuoteProp(?itemID)∧ quotePolicy(?itemPrice)⇒
send(quote(?itemID, ?itemPrice))∧
CC(S, B, pay(?itemPrice), goods(?itemID))

3: quoteProp(?itemID, ?itemPrice)⇒
receive(acceptQuote(?itemID, ?itemPrice))∧
CC(B, S, goods(?itemID), pay(?itemPrice))

4: quoteProp(?itemID, ?itemPrice)⇒
receive(rejectQuote(?itemID, ?itemPrice))

Seller’s policy for deciding quote:

1: reqForQuoteProp(?itemID)⇒
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call(policyDecider, quotePolicy(?itemID))

This pattern of augmenting policy rules applies to rules where the agent has to make a

decision and respond. It also assigns a value to native slots that are not defined. Figure6.4 shows

the interplay between the protocol rules and the policy rules of an agent. Steps 3, 4, and 5 show

policy rules in action. The business logic could involve looking up a legacy database or waiting for

human input.

6.5 Business Process Development using OWL-P

Figure6.5summarizes our methodology with a scenario involving a customer interested

in purchasing goods online. Software designers design protocols and register them with protocol

repositories. They may also construct composite protocols by specifying composition axioms and

reusing the existing component protocols from the repository.Composeris our tool for generating

the composite protocol. A merchant wishing to supply goods online looks upPurchasein a reposi-

tory. It generates the skeleton for the merchant role, augments it with its local policies, and deploys

the result as a service. The profile for this service contains an OWL-P description ofPurchase, and

may be published to a UDDI registry. If a customer wishes to procure goods online, it searches the

UDDI registry, finds the merchant, and acquires the OWL-P skeleton for the customer role from

the merchant. The customer enacts its local process by augmenting the skeleton with its local poli-

cies and starts interacting with the merchant. Our tools support these development scenarios and a

prototype implementation based on the agent architecture of Figure6.4.

The OWL-P project is in its early stages and is being actively improved and expanded by

the introduction of new tools to support various stages of the design nad development of business

protocols.

6.6 Related Work

The uniqueness of OWL-P arises from

1. A commitment-based semantics for interactions,

2. A focus on a methodology that enables reuse, refinement, and aggregation, and

3. A practical grounding of concepts along with their theoretical foundations.
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Figure 6.5:Typical usage of OWL-P in the development and enactment of business processes.

This section summarizes several relevant research efforts.

Component behavior modeling Plasilet al.(2002) propose a language based on regular expres-

sions for describing the behavior of software components using protocols. They define software

components as agents and the proposed language allows expressions of method invocations over

components. This behavior protocols are similar to OWL-P protocols but do not support commit-

ments. Similarly, Canalet al.(2003) useπ-calculus to describe protocols over the methods provided

of CORBA objects. They reason about interaction compatibility and object substitutability, i.e., if

an object can be successfully substituted by another. Studying architectural connectors, Allenet

al.(1997) express similar intuitions about interactions being a fundamental abstraction for complex

systems. Their components correspond to OWL-P agents, connectors to protocols, and attachments

to role adoption. They formalize components and connectors in CSP (Hoare, 1985), and have ab-

stractions of roles and connector composition analogous to those in OWL-P.

These approaches seek to verify interaction specifications for correctness, compatibility,

deadlock freedom, and substitutability for components, whereas in OWL-P, the thrust is to exploit

protocols to develop processes, thus improving the quality of modeling and reuse of interactions.
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Previous approaches view interactions as sequences of send and receive actions without considering

commitment-based semantics.

Scenario-based behavior modeling This area develops visual formalisms for modeling interac-

tion scenarios of entities (agents, components, or processes). Popular formalisms include AUML

(Bauer et al., 2001), Message Sequence Charts (ITU, 1996), and UML sequence diagrams (Jacobson

et al., 1999).

Whittle et al.(2000) present an approach for creating a design model (specified as a stat-

echart) from a collection of interaction scenarios using a state-identification approach to merge

scenarios. Uchitelet al.(2003) present an MSC language to explicitly specify the assumptions un-

der which scenarios are merged. Whereas the above approaches merge behaviors to produce one

protocol, OWL-P merges several protocols to produce a composite protocol. Further, the OWL-P

methodology incorporates commitments to better capture business requirements.

Uchitelet al. (Uchitel et al., 2004) elaborate behavior models by deriving implied scenar-

ios from an existing model, categorizing them as desired or not, and updating the model. Implied

scenarios arise as a result of the partial nature of scenario-based specifications. Protocols are nat-

urally extensible, especially open protocols, which necessarily need to be fleshed out to become

enactable.

Service composition BPEL (Andrews et al., 2003) is a language for specifying the static compo-

sition of Web services. However, it mixes interaction activities with business logic, thus reducing

reusability. WS-CDL (Kavantzas et al., 2004) specifies the conversational behavior of a service

using control flow constructs. However, these specifications lack a flexible semantics, which makes

them difficult to compose and reuse. OWL-S (DAML-S, 2002), which includes a process model

for Web services, uses semantic annotations to enable dynamic composition. A composed service

is produced at runtime based on stated constraints. Dynamic service composition assumes a perfect

markup of the services being composed, and involves ontological matching between inputs and out-

puts. OWL-S formalizes process models of the ilk of BPEL, but doesn’t address protocols as such.

An end to end service creation approach separates a logical composition (service type) from a phys-

ical one (service instances) (Agarwal et al., 2005). This approach combines a service matchmaking

similar to OWL-S and a BPEL based service implementation. Due to its close ties with OWL-S and

BPEL, it inherits their limitations mentioned above.

Some approaches treat service composition via formal specifications to support verifiabil-
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ity. Solankiet al.(2004) employ interval temporal logic to specify and verify ongoing behavior of

a composed service. Their use of “assumption” and “commitment” (different meaning than here)

assertions yields better compositionality than other approaches. Geredeet al.(2004) model services

as activity-based finite automata to study the decidability of composability and existence of a looka-

head delegator for a set of services. However, these approaches consider neither the autonomy of

the partners, nor the flexibility of composition.

Agent-oriented software engineering Agent-oriented software methodologies, e.g., Tropos, Gaia,

KAOS, MaSE, and SADDE (Bergenti et al., 2004), apply software engineering principles to agent-

based systems and were discussed in detail in Chapter5. Bäınaet al.(2004) advocate a model-driven

Web service development approach to ensure compliance between a service’s implementation and

its external protocol specifications. By contrast, the objective of OWL-P is achieving protocol

reusability by separating protocols and policies, and by composing protocols.

Component catalogs The OWL-P methodology enables using protocols as building blocks of

business processes. Protocols are reused by refining them to yield improved protocols. RosettaNet

has (RosettaNet) put protocols in practice. About 100 published protocols, termed Partner Interface

Processes (PIPs), account for billions of dollars of business. However, RosettaNet is limited to two-

party request-response PIPs, which lack a formal semantics. The MIT Process Handbook (Malone

et al., 2003) classifies business processes. For example,sell is a generic business process, which

can be qualified bysell what, sell to whom, and so on.

6.7 Summary

In this dissertation, we have developed a lifecycle for engineering protocols. The basic

challenge faced was that of managing interactions among autonomous entities. We have described

how an agent-based approach grounded in the concept of social commitments forms a solid foun-

dation for modeling and enacting protocols among independent entities such as businesses. Our

approach and the problems that we have addressed are summarized in Figure6.6. Below the grey

arrowheads are problem statements that we have answered and the rectanges above the arrowheads

specify specific sections of this dissertation that have provided solutions.
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Figure 6.6:An overview of our contributions to the engineering lifecycle of commitment protocols.
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