Abstract

Mallya, Ashok Ullal. Modeling and Enacting Business Processes via Commitment Protocols Among
Agents (Under the direction of Professor Munindar P. Singh).

Multiagent systems involve a rich variety of interactions among agents—situated compu-
tations that are autonomous in their behavior and heterogenous in structure. These interactions can
be realized unambiguously if they are governed by published protocols, since agents diverse in their
structure and behavior can interact as long as they respect the protocols. However, traditional pro-
tocol specifications are unduly rigid for application in open settings involving autonomous entities.
They represent protocols simply as an ordering of steps and stifle the participants’ autonomy due to
a lack of flexibility during enactment.

Commitments among agents, which are akin to contractual obligations among businesses,
are a powerful abstraction for modeling flexible protocols. Commitment-based design enables a
more faithful model of the openness of the business world. However, modeling business interac-
tions requires a rich variety of interaction protocols that can capture the needs of different appli-
cations. Whereas general (business) protocols might most flexibly characterize the interactions of
their participants, protocols often must be refined based on the environment in which they are to be
deployed, so as to yield improvements along various properties such as performance and risk outlay,
when applied to real-world tasks such as in e-business.

We introduce a formal semantics and an operational characterization for commitment-
based protocols wherein traditional software engineering notions such as refinement and aggrega-
tion are extended to apply to protocols. We also develop a principled approach for the design of
such protocols in addition to methodologies for modeling and handling exceptions in them. We
demonstrate, with appropriate examples, the benefits of this approach over traditional ones when
applied to business process modeling and enactment.

Our chief contributions are

e A theoretical basis for describing protocol refinement using subsumption hierarchies
and an algebra for composing protocols using existing ones.

e A methodology for modeling and handling exceptions in commitment protocols that
incorporates the preferences of the protocol designer and policies of the participants

and enables specification of exceptions independent of the protocol specification.



e Two methodologies for designing commitment protocols, one by enhancing an existing
agent-oriented software engineering methodology, and another by deriving protocols
from agent conversations.
Our work draws from and contributes to agent communication, business process modeling and

enactment, service-oriented computing, and software engineering.
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Chapter 1

Introduction: Agents, Business
Processes, and the Web

Agents, which are persistent, autonomous software entities situated within a software en-
vironment, have been successfully applied to solve problems in which collaboration, cooperation,
or communication is required between independent partners, for example, in online auctions, dis-
tributed information processing, and human-computer interaction. In this dissertation, we study in-
teractions between agents and develop a formal framework for modeling agent interaction protocols
based on the contractual obligations that exist between the participating agents as they communicate
with each other and proceed with their interactions. We show how this abstraction of obligations,
calledcommitmentsupports judgments about protocols based on knowledge-engineering notions
such as subsumption and composition. Our framework and results contribute to the field of agent
communication. Using these concepts, we demonstrate how business processes can be modeled and
enacted with flexibility. Our work also introduces a sophisticated exception handling scheme for
business processes. Both these contributions advance the state of the art in business process au-
tomation. To emphasize the broader area of application for our results, we show how commitment-
based agent interaction protocols can be applied to software engineering. We do this by using the
TROPOS agent-oriented software engineering methodology as an example.

1.1 Agents and Multiagent Systems

We define an agent aspersistent, situated computation, that is capable of autonomous

behavior Agents are persistent because they maintain a history of the environment they perceive.



They are said to be situated because they reside in some software environment that contains other
agents with whom communication is possible. An agent’s environment can also be viewed from the
social angle, in which the agent’s (social) relationships with other agents are described in terms of
permissions, obligations, and norms. An agent’s actions seem autonomous to other agents. Mul-
tiagent systems are systems consisting of more than one interacting agents. Whereas developing
single-agent systems presents challenges in modeling the reasoning, perception, and behavior of an
agent, we concentrate on multiagent systems, in which coordination and communication among the

agents is of prime importance.

1.1.1 Commitments

Commitments among agents represent the contractual obligations that exist among them.
An agent can commit to bringing about a certain state in the environment in which it exists or to
carry out a certain action. Commitments always exist within a well-defined social structure, which
forms theircontext Commitments provide a powerful formalism for modeling and understanding
interactive behavior in multiagent systems, as we shall demonstrate in this dissertation. We use
the wordcommitmento refer to what is more precisely calledsacial commitmentSocial com-
mitments are distinguished from private commitments, which are commitments an agent makes to
itself to perform some task or achieve some goal. Private commitments may be used in modeling
the reasoning of a single agent. For modeling the behavior of multiagent systems, however, we need
publicly observable aspects of agents such as social commitments.

1.1.2 Agent Interaction

One of the key benefits of multiagent systems over single-agent systems is that agents can
interact with one another to achieve results that might not have been possible for one agent alone.
Interaction among agents is thus an important area of study that aims to model different interaction
styles among agents, such as coordination, cooperation, and competition. Software agents can
interact by sending point-to-point or broadcast messages, or by using common data stores called
blackboards. Agent communication can be modeled and characterized by a variety of schemes such
as protocols that specify message ordering or free-form conversations that progress based on the
meanings assigned to various messages. Agent communication is an apt model for interactions

among autonomous entities.



1.2 Business Processes

One of the most important application areas of intelligent agents has been in automating
businesses and developing newer, more productive ways of conducting business. Following this
trend, we study how agents and multiagent systems can be applied in business process modeling
and enactment. A business process is the way an organization conducts it business. This encom-
passes the businesses’ dealings with its customers, suppliers, and all other entities external to it that
it interacts with. A business can have several processes defined, or no documented process at all.
Whereas a precise definition and clear documentation makes a business process reproducible, what
we aim to achieve is a well defined methodologychmngea business process to handle external
factors such as a change in government regulations or change in market preferences and internal
factors such as a change in the businesses goals and policies. To this end, this dissertation develops
a theoretical framework for modeling business processes and describes applications of this frame-
work. The Internet, which we present next, is one of the most influential among technologies that

have affected business processes.

1.3 The Internet as a Computing Platform

The Internet has become a large, distributed-computing platform. Applications whose
reach was limited to a single machine now have access to and incorporate the services of other pro-
grams that are distributed over a wide area, span multiple heterogeneous organizations and systems,
and are governed by different policies. Two key factors driving this transformatidrhar8emantic
Webandweb services

1.3.1 The Semantic Web

The vision of the Semantic WeBérners-Lee et gl200]) is a transformation of the World
Wide Web from a network of human-readable pages of information marked with a description of
its presentation (such as by the HyperText Markup Language, HTML) to a network of informa-
tion marked with a description of itheaningor semantics (such as by the Resource Description
Framework, RDF) that can be reasoned about by programs. Progress along the lines of this vision
has been slow, and only a small fraction of the information on the WWW is currently marked up
in RDF (Finin et al, 2005. The Semantic Web vision is however, gaining traction due to active

research and industry interest.



1.3.2 Web Services

The vision of web services is to enable programs to dynamically discover and interact
with other programs, over the WWW using XML-based standards. Examples of such standards
are the Web Service Description Language (WSDChristensen et gl2001) for describing the
data and message formats of a service and the Universal Description, Discovery and Integration
(UDDI) (Clement et a].2004) protocol for describing a directory system for advertising and finding
web services, and the Business Process Execution Language for Web Services (BPERAWS) (
drews et al.2003 for describing workflows that involve invocation of web services. Web services
are relatively more mature when compared to the Semantic Web, and have been implemented by
large corporations such as Google and Amazon. However, web services are low-level specifications,
and can form the foundation on which richer frameworks such as the Semantic Web are built to fully
realize their potential.

These developments hold great promise for automating business processes just as com-
puterization revolutionized business processes in the last century. The two most important benefits
that the Semantic Web and web services offer to businesselyaaenismandglobal reachwhen
choosing and interacting with business partners and customers. Modern businesses have moved the
processes that they use to interact with their partners to the web, so that they can leverage the wide
reach of the Web to increase productivity and profitst(ie and Saha2004).

1.3.3 The Impact and Scope of the Web

Whereas an Internet-based business interaction scheme provides businesses access to a
larger number of partners, suppliers, and customers due to its global reach, the Internet market-
place changes constantly. New vendors and consumers go online every day, as old ones go offline.
Businesses therefore need to make partnerships dynamically, changing partners to maintain the prof-
itability of their operations as a partner’s value decreases or as laws and market situations change.
In such a changing environment, it becomes tedious, if not impossible, to manually keep track of
potential partners to interact with. Further, the presence of a large number of potential partners
means that processes need to be able to handle interaction with systems that are designhed and be-
have in different ways. The key to process interoperation in such a heterogeneous environment is
standardization. When process interfaces are standardized and implementors adhere to these stan-
dards, successful interoperation is achieved easily. Web services enable businesses to leverage the
dynamism of Internet marketplaces by providing widely adopted, XML-based industry standards



for advertising and discovering services (via UDDI). For its part, the Semantic Web can be used to
markup services using a rich vocabulary for specifying elements of quality of service, thus enabling
intelligent (automated) selection of services, as done in the OWL-S (Web Ontology Language for
Services) lartin et al, 2004 project.

Since Internet-based operations are more cost effective than traditional brick-and-mortar
businesses, even small businesses set up operations online using online marketplaces such as eBay.
In this model of online business, the marketplace—here, eBay—provides a common platform,
avoiding incompatibilities between the partners’ software systems and governing the interaction
between them, for a fee. In an open setting, however, businesses will want to eliminate the cost of
operating in such marketplaces. Web services, with standards that are free to use, provide a viable
solution for such a need. The standardization of message formats (SGABYi( et al. 2003
and interface definitions (WSDL) and the wide adoption of these standards enables businesses ac-
cess partners anywhere in the world. Semantic markup of data and services can help reconcile

differences in representation used by different businesses.

1.4 Scope and Relevance

While standardization facilitates interoperability between diverse systems over the Inter-
net, business process specifications rarely specify each step of the process and its possible outcomes
(if there is any documented process at all). A business process in most organizations comes about
due to a complex interplay between legality of the organization’s operating procedures, market
trends, and company policies. Further, processes evolve over time due to changes in local poli-
cies, governmental policies, and market situations. In an open setting, it is in the best interests of
a business to change its partners to adapt to new situations. Web services standards have not in-
corporated business-level abstractions that are needed when new processes need to be developed
or existing ones need to be modified. Recent efforts in business process management and business
process composition indicate an increasing interest in the area. If processes are modeled without a
clear understanding of the changes that may occur and without a capability to handle such changes
easily, standardization efforts are rendered ineffective. Further, the standards themselves might be
too restrictive in that they might prevent a participating business from exercising its autonomy. Au-
tomating business processes is therefore an exercise in finding the right tradeoff between flexible
process models and well-defined standards.

This dissertation deals with solutions to some of the problems faced by process modeling



and enactment. We propose that business processes (cross-enterprise or intra-enterprise) be com-
posed of well-defineghrotocolsin which differentrolesinteract. We treat protocols as first-class
entities and develop a protocol algebra to aid designers of processes. Further, we develop method-
ologies for dealing with exceptions in protocols. Our theoretical results formalize high-level, se-
mantic aspects of business protocols leading to better and easier process design and enactment.
We propose an agent-based framework and a new way of thinking about interaction pro-
tocols. This yields a new approach for synthesizing processes from existing protocols (which are
templates for interactions) that aids process designers in developing such hybrid processes. The use
of commitments also helps us develop a theory of exception handling and a methodology for the
same. Our work has applications to traditional technologies such as workflow management sys-
tems and emerging areas such as multi-agent systems. In the course of our efforts we also have

contributed significantly to the agent communication research community.

1.5 Approach

We propose a novel approach for designing flexible processes. Simpla pubcess
instantiates one or more protocasnong designated parties. We define a protocol as a specification
of a logically related set of interactions. For example, we can have protocols for negotiation, for
payment, for selecting a shipping company, and so on. Protocols are interfaces. By this we mean
that a protocol specifies only the key desired aspects of the interactive behavior; it leaves the details
of a local implementation entirely up to those who implement the protocol.

We want general protocols to support flexibility, and specialized processes to support
efficiency, security, or risk management. Ultimately, each environment may have a set of desirable
protocols. For example, we can imagine a generic payment protocol as well as specializations of it
such as payment by cash, credit card, checks, travelers checks, bank draft, wire transfer, in foreign
currencies, via vostro and nostro accounts, by Paypayga), using hawala, and so on. Each of
these would have any number of subtleties, e.g., to pay with a check you must show a government
ID and a major credit card (which isn’'t used, but its number is noted), and these protocols could
be combined in unusual ways, e.g., some restaurants accept credit cards or travelers checks only;
some only accept cash or check. Moreover, the protocols only specify the interactions, not the local
policies of the participating entities, such as that they don’t take cash after sunset. Protocols enable
such policies to be inserted but are not directly concerned with the policies. As long as we recognize

that these are payment protocols, our top-level design goal, namely, to enable some form of payment



would be satisfied.

While at first it seems that protocols in which the participants are free to do as they wish
would be the best means of preserving their autonomy, standardized protocols are required to enable
interaction between disparate systems. Standardization helps check if all parties in an interaction
are compliant with the protocol specification. Protocols should therefore be designed with the right
balance of participants’ autonomy and standardization of the interaction.

We take inspiration from such protocols that exist in the literature already; specifically net-
working and distributed systems protocols such as IP, TCP, HTTP, andkB#ertberg et al2002.

These protocols provide published specifications of the behavior of the roles interacting through
them. Thus they enable implementors to independently create components that, if compliant, are
guaranteed to work together. If we could spedifisiness protocolgrecisely, we could enable the
desired business processes in which the autonomy of the participants is maximized (limited only
by the requirements of the protocols in effect) and their implementations are heterogeneous. Com-
ponents could be plugged in or out with ease and processes could be readily adjusted so that the
participants can handle exceptions and exploit emerging opportunities.

Whereas networking and distributed systems need only a handful of universal protocols,
realistic business settings would need an endless variety of business processes. While some of these
processes will be widely deployed, several will be customized to special application domains, indus-
tries, and circumstances. For example, the automobile industry would have a variety of processes
to manage various aspects of its supply networks. Our basis for this belief arises from the variety
and subtlety of existing business processes, such as for supply chain management. Whereas today
these processes are coded up in a closed fashion requiring a serious integration and configuration
effort, we imagine that by employing well-specified, published protocols to compose processes, the
various stake-holders can considerably simplify their integration and configuration efiofiag
et al, 2002. Given a set of protocols, they would only need to acquire implementations for the
roles of those protocols. Further, if the desired processes are developed by composing existing
protocols, integration and configuration is further simplified, because you can put together the nec-
essary software modules in a manner that parallels how the protocols are put together. RosettaNet is
already a step in this directioRosettaNét It defines over 100 protocols (called Partner Interface
Protocols, or PIPs, in their terminology). RosettaNet's protocols are limited to two-party imple-
mentations and are mostly two-step protocols. Nevertheless, RosettaNet is in use in the industry
and accounts for a considerable volume of cross-enterprise interaction for businesses such as the
Intel Corporation Krazit, 2002.



1.6 Contributions

Protocols will be needed for every aspect of business processes that involves standardized
interaction. Payment is just one aspect, but there are as many aspects as business interactions.
Clearly, developing sophisticated protocols would not be a trivial undertaking. It needs abstraction
support akin to information or object modeling in traditional systems.

The most fundamental computer science approach for dealing with complexity is to en-
able reuse. Two of the most basic ideas for doing so are to build a specialization-generalization
hierarchy and to aggregate components. The contributions of this dissertation are twofold. One,
we develop notions akin to traditional subsumption and aggregation that are applicable to protocols.
We develop two main classes of abstractiorefinement(like the subclass-superclass hierarchy)
andaggregation(like the part-whole hierarchy). We develop a formal semantics to support the hier-
archy and propose an algebra to facilitate reasoning about protocols. This is a fundamental change
from viewing workflows as executing applications in a certain order to co-ordinating behaviors of
interacting agents. Two, we treat exceptions in process enactment as an integral part of the theory
of protocols, not as components that are added on. The introduction of the social structure of agents
models the organizational structure that exists in business processes. The existance of organizational

structures creates rich theories of exceptions and their handling.



Chapter 2

Background: Flexible Protocols and
Commitments among Agents

This chapter describes concepts that underlie the design of interaction protocols and ex-
plains the intuitions and formalism we have developed to capture these concepts. 3datien
scribes the intuition behind our approach to develop modular and flexible protocols. Szetion
informally introduces the concept of commitments among agents, which are an important abstrac-
tion in our protocol model. This section also describes how commitments are applicable in business
interactions(in Sectio@.2.9. Section2.3 outlines an example of a business interaction that we use

in many parts of this dissertation to demonstrate our approach.

2.1 Protocol Design Concepts

In essence, each protocol allows a set of computations. More general protocols allow more
computations than the protocols that refine them. In simple terms, if we begin with a protocol and
eliminate even one of the computations in it, we would have produced a refinement of it. However,
in practice, the refinement of a protocol involves more than just selecting some of the computations
it allows. Typically, additional constraints and wrinkles must be added to the computations that
remain acceptable in the refined protocol. For example, a simple payment protocol might require
that the payer transfer funds to the payee. A particular refinement of this might be that the transfer
of funds is done through payment with a check. To pay with a check, the payer would send a check
to the payee who would deposit the check to his bank, which would present it to the payer’s bank,

which would (presumably after debiting the appropriate amount from the payer's account) send the
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funds to the payee’s bank, which would make those funds available to the payee. Thus payment by
check is a specialization of payment, but it involves a lot more steps. We know it is a refinement of
the payment protocol because, as the payment protocol requires, it ends up transferring funds to the
payee.

In general, the refinement of protocols can involve a mix of changes along two dimensions
as explained below.

1. A protocol can be refined by a shrinkage along the dimension of the number of computations
allowed by it. Protocols that allow many computations are the most flexible because there
are numerous ways to satisfy such protocols. Protocols that allow fewer computations have
limited ways in which they can be satisfied.

2. A protocol can be refined by an expansion along the dimension of the number of steps in-
volved in an allowed computation. If a protocol dictates a large number of steps that have to
be taken achieve the interaction that it models, that protocol unduly restricts the autonomy of

its participants as compared to a protocol which specifies few steps and allows variations in
the length of computations.

The combination of changes along these dimensions result in the following observations.

e Protocols that allow a few long computations are the most restrictive because there are only a
few ways to enact these protocols.

e Protocols that allow many long computations are more flexible than the above, because they
offer more alternatives.

e Protocols with a few long computations restrict the autonomy of the participants. Such proto-
cols are not necessarily bad, though. They have a distinct advantage in checking compliance.
In an extreme case, if a protocol allows exactly one sequence of actions, we will know imme-

diately if it has been violated when one of the expected actions does not occur.

There is thus a tradeoff between protocol flexibility and the complexity of compliance-verification.
Figure2.1shows this tradeoff schematically.

e General protocols allow more computations; are more flexible.
e Long computations are more specific than shorter ones that achieve the same interactign.

e There is a tradeoff between protocol-flexibility and complexity of compliance-verification
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4 Long, inflexible protocols
(A few long computations)

Simple Complex
compliance €———————» compliance
verification verification

Short, flexible protocols
Many short computations)

>

Length of a computation

Number of computations allowed by a protocol

Figure 2.1:The tradeoff between flexibility allowed by a protocol and the ease of verifying compli-
ance with it: Compliance with flexible protocols is harder to verify because of the large number of
computations it allows.

2.2 Commitments

Commitments are an important abstraction that we use to build our model of protocols.
Commitments are obligations that autonomous agents have towards one another because of promises
they make. Commitments are thus akin to contracts and enable predictability in agent interactions
to a certain degree. Here, we provide arguments for the use of commitments in business processes.

2.2.1 Commitments Among Agents

To talk about how a protocol specializes or aggregates one or more protocols presupposes
that we can characterize the computations allowed by a protocol and the evolving states of those
computations so we can consider whether a particular refinement or detour is legitimate. For busi-
ness protocols, therefore, this means we must represent not just the behaviors of the participants,
but also how thecontractual relationshipgmong the participants evolve over the course of an in-
teraction. Doing so enables us to determine if the interactions are indeed compliant with the stated
protocols.

The contractual relationships of interest are naturally represented thcoagiitments
which have gained importance in the field of multiagent systebastelfranchil993. Commit-
ments capture the obligations of one party to another. For example, the customer’s agreement to
pay the price for the book after it is delivered is a commitment that the customer has towards the
bookstore. Using commitments enables us to model not just a participant actions, but also how they
advance the ongoing business interaction, which enables us to more readily detect and accommodate
business exceptions and opportunitiésigm and Singh2002).
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To apply commitments presupposes that we are modeling the participaatpentss
which, for our purposes can be regarded as persistent computations capable of forming commit-
ments with other agents. Agents naturally represent parties such as the business partners involved
in an e-business scenario, who might collaborate but retain their autonomy. Agent interaction is
a lively field of ongoing researciHfiget 2003 Dignum, 2003 which this work contributes to as
well as draws from. Commitments lend coherence to the interactions because they enable agents to
plan based on the actions of others. In principle, violations of commitments can be detected and,
with the right social relationships, commitments can be enforced—by penalizing agents who do not
comply with their commitments. Enforceability of contracts is necessary in practical settings where

the participants are autonomous and heterogen&ingl{ 1999.

2.2.2 Commitments in Business Interactions

Commitments have been used to model interaction protocols, especially in e-business
settings Verdicchio and ColombettR002 Yolum and Singh2002. Such formulations generally
afford more flexibility to the participants in choosing the actions they may take at different stages.
However, this line of research does not adequately address the specific need of designing business
protocols, particularly with respect to reasoning such as specialization and aggregation. One of the
objectives of this dissertation is to develop notions akin to traditional subsumption and aggregation
that are applicable to protocols. Doing so presupposes that we have a crisp semantics and can reason
formally about protocols. Accordingly, our first task is to develop a semantics that facilitates flexible
actions.

The semantics of protocols is orthogonal to the methodology used for specifying proto-
cols. A designer may proceed top-down by first specifying a high-level protocol and then refining
it; another designer may proceed bottom-up by first specifying a variety of refined protocols and
then generalizing over them. Still another designer may begin with an abstract protocol and merge
in specific protocols for some of its steps. In Chaiiewe describe a group effort that has sought
to realize commitment protocols. This chapter describes some protocol design considerations with

examples.

e Commitements are contracts between agents.
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Figure 2.2: Purchase scenario:1Customer (c.b)

agent asks Bookstore agent for a quote and is sendRefund(b,c,p)

given one which it accepts. Customer agent is Customer, ¢ Bookstore, b

then sent the goods for which it pays.
Figure 2.3: Purchase scenario:2 Customer

agent asks for a quote and receives one which it
accepts. Customer agent is then sent the goods
for which it pays. Customer agent then returns
the goods for a refund.

2.3 The Purchase Example

As a running example, we consideparchasenteraction in which a customer wants to
buy a book from an online bookstore. The process involved3slgprocess as defined in the MIT
Process Handboolkalone et al. 2003, specifically theObtain order Deliver product or service
and theReceive paymenarts of theSellprocess. The bookstore obtains the customer’s order for
a book if the customer accepts the price quoted by the bookstore for that book. The book is then
shipped to the customer, and the bookstore is paid for the book. The actual execution of the process,
however could involve many different scenarios, as described next.

We identify four distinct, but related, scenarios that can arise during the above book pur-
chase interaction. Each of these scenarios requires a different amount of effort from the participants
in terms of protocol execution, planning, and coordination. All participating agents would bene-
fit from being able to compare scenarios to choose the one that best serves their interests. These
scenarios are shown in Figur22, 2.3, 2.4, and3.4. Customerefers to the customer’s agent and
Bookstorerefers to the bookstore’s agent. Ellipses represent states, labelgdlid arrows are la-
beled by the messages that are passed between the participating agents. These messages correspond
to actions that the agents take. Note that we have displayed states in columns representing roles.

This is purely for convenience, since the protocols states are not local to any role.
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@—rquuote(c,b,g)%@
@sendQuote(b,C,g,p)
sendAccept(c,b,p)
W’b’p)semGoods(b,C,g)
sendMoney(k,b,p)

Customer's Bank, & Customer, ¢ Bookstore, b

Figure 2.4:Purchase scenario:3ustomer agent asks for a quote and receives one which it accepts.
After receiving the books sent by the Bookstore agent, the Customer agent authorizes its Bank agent
to pay the Bookstore agent on its behalf.

1. Normally, the customer would ask the bookstore for a price quote on the book it wishes to
buy, and upon receiving a quote from the bookstore, would accept the bookstore’s offer. The
bookstore would then send the book, after which the customer would send the payment. This

is modeled after the NetBill protocaB{rbu, 1997). Figure2.2 shows this interaction.

2. The bookstore might be willing to give a refund if the customer returns the book for some
reason. This scenario is similar to the scenario described above till the book is delivered to
the customer. However, this scenario is longer, since the customer returns the book, and the
interaction terminates only when the bookstore sends the refund to the customer.2=gure

shows this interaction.

3. The customer might delegate the payment to a third party, e.g., a bank. Such a situation is
not very different from using a credit card to pay for goods, and is shown in F&ydr& he
customer, after accepting the bookstore’s price quote and later receiving the book, sends a
message to both the bookstore and the bank (although only one arrow is shown in the figure,

between states, andss;) indicating that the bank will honor the customers commitment to

pay.

4. The bookstore might have to negotiate with and contract out the actual shipping to a shipper.
This might happen, for example, if the customer wants insured shipping, and the bookstore’s
existing shipper does not insure goods. Here, the bookstore interacts with the shipper, and
gets the books delivered to the customer. The shipper is then paid by the bookstore, but only
after the book has been delivered to the customer. To complicate matters, the customer pays
via its bank in this scenario, just like in the previous one. This scenario is shown in Bigure

and discussed in detail in Secti8r8B.
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Table3.3explains the meanings of the states that the first scenario runs through3Table
shows the meanings of the messages passed. In this ¢aklgresents the customeérrepresents
the bookstorey represents the book that the customer is interested in buying; esftesents the
customer’s bank. Theelegateand assignmessages relate to corresponding operations that can
be performed on commitments. Commitments and the operations that are possible over them are
defined in the next section.

2.4 Status and Trends

Current models of processes specify an ordering of steps to be taken to enact the pro-
cess. These approaches prove inflexible for modeling complex processes that change frequently.
Even when such systems allow re-configuration to meet the demands of a dynamic organization,
it comes at a high price, that of intensive software re-engineediaigsgens et aR000. This has
been an important reason for workflows not being very successful. Modern business processes span
multiple autonomous entities or business partners. Such processes, therefore, are based on a rich
variety of interactions among software components that are independently designed and configured,
and which represent independent (sometimes mutually competitive) business interests. Even though
technologies for implementing processes have advanced, the fundamental concepts underlying the
interaction between business components remain largely unchanged from those used in early cen-
tralized systems. We outline here the main trends in technologies that have been employed for

business process automation.

2.4.1 Trends in Workflows

Early implementations of processes were tied to specific data and applications leading
to limited usability under changing business conditions. With time and a better understanding of
business automation practices, there have been advances in abstracting out the data, the applications,
the flow, and the process from the systems that implemenait er Aalst and van He2002.
This has been the trend that workflows, one of the oldest and most mature process automation
and modeling technologies, have followed. The Workflow Management Coalition (WfMC) is a
standards body that has created a reference model for workflégchér 2004). This model has
two basic parts, a modeling and an enactment part. The model prescribes a workflow engine as
the system that executes the workflow. These models specify a rigid sequence of steps. Workflows
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require human intervention to handle most exceptions. Because of their inflexibility, workflows have
had only limited success. Workflows are executed by a central workflow engine that steps through
the flow, invoking applications as required, and supplying the result of one invocation to the next
application in the flow. Such engines view these applications as black boxes, and are not equipped
to handle high-level exceptions (where the workflow system and its components function correctly
but are in disagreement with business policies) in an intelligent manner. The engine can retry a
failed application at best, or abort the entire workflow instance, at worst. What processes need are
models that better handle semantic exceptions, resolving them by compensating techniques. When
something bad happens in a process, retrying the failed components is not always the best thing
to do. For example, if a process involves shipment of goods, and the shipment is delayed due to
adverse weather,a monetary compensation might be more prudent than sending the goods again
after a timeout.

Although advances have been made in workflow technologisstier 2004 and excep-
tion handling in workflows Casatj 1998 Kamath and Ramamrithgmi998, workflows provide
marginal gains over procedural scripts because they still view process enactment as a series of steps
to be performed, not as a principled combination of meaningful interactions. Agent-based tech-
nologies have been applied to workflows such as agent conversations, where a process is treated as
a conversation between partnekagson et a.20023, and multiagent system-models that enact
workflows that adapt easily to chang@&ubler and Vidal 2003 Hanson et a).2002. Our efforts
are in line with the agent approach.

2.4.2 Trends in Web Services

A recent trend is to expose services offered by a business as web services and engage
a service over the welS{ngh and Huhns2005. Web services are being promoted as the most
suitable medium to enact cross-enterprise processes because web services allow systems to interact
in a platform-independent manner. Whereas web services have helped standardize important aspects
of interoperation such as advertising a service and invoking a service, our chief concern is with
the interactionbetween a service provider and a service consumer, which has only recently been
addressed by efforts for web servidaoreography—which deals with the way services interact—
and orchestratior—which deals with the way services are composed using other seredg (
2003.

Web service orchestration refers to one party’s view of an interaction. It involves putting
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together service components to expose a service interface for consumers to use. For example,
a travel agency would put together software to access its internal databases and various airlines’
systems as part of orchestration of its service. The agency would reveal an interface for customers
to access and utilize the service it offers. Orchestration is therefore analogousig@amentation
of an interface. Web service choreography, on the other hand, refers to the actual interaction pattern
between services. It involves the specification of the ordering requirements among messages and
method invocations. In the above travel agency example, choreography of the interaction with the
customer would involve the sequence of operations that the customer has to invoke or messages that
it has to send to the travel agency service to engage the service normally. Among the emerging
standards for web service interaction and composition, the Business Process Execution Language
for Web Services (BPELAWSPYhdrews et al.2003 seems to be the most popular. BPELAWS
specifiesabstract processefr choreography andxecutable processdasr orchestration of web
services. Our effort applies to service choreography more than orchestration.

While web service orchestration and choreography standards facilitate interoperation,
they are too low a level of abstraction to help much with the rich variety of interactions that real-life
businesses engage in because web services, like workflows do not provide a meaning to interactions.

This has led to interest in a range of technologies and standards for coordination and process flows.

Coordination and Process Flow Technologies.

The need for process composition and interoperability has led to the development of stan-
dards for orchestration and choreography of web servieet#Z 2003. Orchestration refers to
intra-service planning and choreography to an overall view of inter-service coordination. Notable
standards among these are the Web Service Choreography Interface (\W&@1)et al, 2002
for describing the interface of one service in a choreography, the Web Services-Choreography
model Burdett and Kavantza2004) for describing the format and sequence of globally observable
messages sent between services in a choreography, the Business Process Management Language
(BPML) (Arkin, 2002 that specifies orchestration, The Web Services Coordination (WS8VS) (

C, 2003 standard, and the Business Process Execution Language for Web Services (BPEL4WS),
which is currently the most widely used web services standard for describing business pragesses (
drews et al.2003. BPEL4WS is based partly on WS-C.

These standards, however, are not significantly different from workflows in terms of their

usage. While these approaches have some benefits, they suffer from the major shortcoming that they
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mostly take a centralized perspective, akin to workflow technologies, viewing a process as a series
of tasks to be performed. This proves too tedious for reliable modeling and too rigid for enactment.
The Collaxa BPEL Orchestration Servédilaxg 2003 and the IBM BPWS4JEPWS4.) 2004,

for example, are execution engines for BPEL4WS. Both function like workflow engines, invoking
services as necessary, treating the BPEL4WS document as a script.

Fu and colleague2004 develop methods to verify if a given web service will adhere
to a given conversation protocol. Their work develops formal results about verification of protocol
compliance. We intend to study their work further. Hamadi and Benat&2®3( develop a proto-
col algebra for petri nets and show its applicability to workflows and web services. However, this
approach suffers from the same pitfalls as workflows modeled using Petri nets. Buhll€2003
and Vidalet al. (2004 are working on applying multiagent systems to create agile workflows.

The MIT Process Handboolalone et al. 2003 is a project that aims to create a hier-
archy of commonly used business processes. The goal of the project to create an extensive clas-
sification and systematic organization of business processes based on two dimensions of process
hierarchies, one that composes tleesof a process out of its constitueparts and another that
subclassegeneralizationof a process intepecializations Based on this hierarchy, Grosof and

Poon @003 develop a system to represent and execute business rules.

Distributed Transaction Technologies.

These include such technologies as the web service transaction (WSSFJ,(2002
standard, which BPEL4WS improved upon, the Tentative Hold Protocol (TRi&Y)€rts and Srini-
vasan 2001), and the Business Transaction Protocol (BTEP)R, 2002).

This dissertation relates to both workflow and web services efforts, but concentrates on
the semantical aspects of the interactions among business partners. We introduce the concept of
commitments, as used in multiagent systems, to accommodate high-level reasoning about processes
that involve interaction between business partners. Such reasoning enables business partners handle

special situations in a natural manner.

2.4.3 Trends in Agent Communication

One of the most important benefits of multiagent systems is the social structure that they
model, i.e., the the autonomy and heterogeneity of the constituent agents. To maximise these bene-
fits, agent interaction and agent communication have been extensively studied.
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Yolum and SinghZ002) give one of the first accounts of the use of commitments in mod-
eling agent interaction protocols and the flexibility that it affords the participating agents. Fornara
and ColombettiZ003 describe how commitments relate to FIPA-ACL messages and demonstrate
with an example. Both approaches highlight the benefits of a commitment-based approach to inter-
action protocol design.

Johnsoret al. (2003 develop a scheme for identifying when two commitment-based pro-
tocols are equivalent. Their scheme, however, is simplistic, classifying protocols based solely on
their syntactic structure. Our work provides stronger results about the relationships between proto-
cols from an application point of view and relates better to the Web Services approach.

Bussmanret al. (2003 present a design methodology to aid in the selection of a protocol
from a library of existing protocols to apply to agent-based control applications. They identify
criteria like the number of agents, the number of roles, and the number and kind of commitments
and use these to select a protocol from an existing pool of interaction protocols. This approach is
guantitative, and lacks a formal semantics to base the methodology on.

Pitt and MamdaniZ000 describe a semantics for agent interaction protocols using the
Belief-Desire-Intention (BDI) theory. Using this semantics, they outline the design of a system
of agent plans that are instantiated by agents to carry on conversations with other BDI agents. In
our work, an agents beliefs, desires, and intentions are private to that agent. We work with social
commitments which are observable by all agents and whose breach is easier to verify.

In more recent work, Vitteau and Huge004) describe an approach for designing agent
interaction protocols using modularicro-protocols This scheme is similar to our protocol design
proposal in spirit. However, Vitteau and Huget do not provide a formal basis for putting protocols
together.

The Foundation for Intelligent Physical Agents (FIPA) has produced many standards spec-
ifications for different parts of multiagent communication and interaction. The FIPA interaction
protocols, communicative acts, and content language specifications form the FIPA-ACL (Agent
Communication Languagelr(PA-ACL, 2000. The FIPA-ACL is a clear specification because it is
based on formal semantics, but can be computationally demanding on agents which have to reason
when protocols are being executed. The FIPA content language specifications deal with the rep-
resentation of the content of ACL messages. The communicative acts give meanings to messages
of the ACL based on modal logic. The interaction protocols describe the sequence of message

exchanges between FIPA compliant agents.
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Chapter 3

A Formalization of Interaction Protocols

In this chapter, we develop our formalism for modeling commitment protocols and an
algebra for protocols. Our formalism is developed so as to capture the flexibility of execution that
commitment protocols provide. We demonstrate the use of this algebra in combining protocols with
an example. We also outline the technical developments and applications of this algebra that will be
presented in the rest of the dissertation.

3.1 Technical Framework

We represent protocols as transition systems similar in spirit to finite state machines.
These protocols generate computationsums, which are sequences sfatesthat a valid proto-
col computation (execution) goes through. State changes are cauaetidngthat the participants
perform. We devise a hierarchical classification based on the runs generated by protocols. This
classification forms the basis of our work. The remainder of this section introduces commitments,
our running example, and the basic technical concepts of propositions, states, actions, runs, and
protocols.

3.1.1 Commitments

Much of our technical development is based on established concepts of distributed artifi-

cial intelligence. We first introduce commitments, a concept used in the agent realm.

Definition 1. A commitment(z,y,p) denotes that the agentis responsible to the agentfor
bringing about the conditiop.
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Herez is called thedebtor, y the creditor, andp the conditionof the commitment. The
condition is expressed in a suitable formal language.

Commitments can also lw®nditional denoted byCC(z, y, p, ¢), meaning that is com-
mitted toy to bring aboup if ¢ holds.

3.1.2 Commitment Operations

Commitments are created, satisfied, and transformed in certain ways. The following op-
erations are conventionally defined for commitme&isngh 1999.

1. creatdx, C) establishes the commitme@tin the system. This can only be performed®yg
debtorz.

2. cance(z, C) cancels the commitmefit This can only be performed Wys debtorz. Gener-
ally, cancellation is compensated by making another commitment.

3. releaséy, C) release<’s debtorz from commitmentC. This only can be performed by the
creditory.

4. assigny, z, C) replaceg with z asC'’s creditor.
5. delegatéz, z, C) replaces: with z as theC’s debtor.
6. dischargéz, C) C's debtorz fulfills the commitment.

A commitment is said to bactiveif it has been created, but not yet been operated upon by a
discharge delegate assign cance] or release We adopt this definition from our previous work

on the temporal aspect of commitmertéalya and Singh2005 to maintain consistency with the
commitment semantics defined therein. Although this definition suffices for our study of contracts
among businesses, models that require a concapspbnsibilitymight necesitate the use of other
definitions in which a commitment is tracked as being active even after it has been delegated or
assigned.

3.1.3 Propositions

Propositions capture facts about what conditions hold, what commitments have been
made, and whether these commitments have been fulfilled. To motivate the comparison of states
and runs, we differentiate propositions into three pairwise disjoint sets.
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Table 3.1:Messages used in the purchase example

Message Meaning

reqQuotéc, b, g) c asksb what the price ofj is.

sendQuoté, c,g,p) b quotes price to thec, for g.

sendAcceflt, b, g,p) caccepts the pricg quoted byb for g. ¢ is now committed to pay if the
book is sent to it.

sendGoodd, ¢, g) b sends to c.

sendMonef, b, p) ¢ sends the moneyto b.

delegatéc, k, C) c delegates the commitme@tto k.

returnGoodsc, b, g)  creturnsg to b.

sendRefun@, ¢, p) b refunds the money to c.

authPayc, b, p) ¢ authorizes its bank to pay the amounto 5. Essentiallyc delegates
C(e,b,p) to k.

1. Domain propositions The setDom of protocol-specific atomic propositions. A domain
proposition used in the purchase examplgdsdsb, ¢, g), which means that agehthas de-
livered g to agentc. Table3.2describes some domain propositions for the purchase example.

2. Commitment propositiond he setCom of propositions which represent active commitments.
An example of such a proposition@c, b, pay(c, b, p)), which means that ageats commit-

ted to agenb to pay the amoung, as in Definitionl.

3. Commitment operation propositionshe seComOp of propositions that represent commit-
ment operations that were described in Sec8dn2 and form the se€omOp. An example
of such a proposition iassigric, =, C), which means that agentassigns its commitmertt
(which is of the formC(c, -, -) to agentk. In addition to the six commitment operations, this
set of propositions also contains propositions that represent whether a commitment has been
fulfilled (satisfied-)) or violated preached.)).

The propositions used in a protocol are assumed to be understood by parties involved in the protocol.
In the purchase example, we use the domain propositions given in 3abl@hese propositions
belong to the sebom, but do not form an exhaustive listing of the set, since propositions given
here are parameterized hyandp. Here,c represents the customérthe bookstoreg the book the
customer wants to buy, ancthe price quoted fog by b.

The set of proposition® is given by? = Dom U Com U ComOp. A proposition is
generated by the nontermin@lin the following Backus-Naur Form (BNF) grammar. Here, terminal

symbols begin with a lowercase letter, the exceptions b€iagdCC. The symbols— and| are
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Table 3.2:Propositions in the purchase example

Proposition Meaning

reqQuotéc, b, g) ¢ has requested a quote f@from b

quotgb, ¢, g,p) b quotes to ¢ price p for g, ie., b wil deliver if ¢
commits to pay upon delivery. This is represented by

CC(b, c,goodgb, ¢, g)), acceptQuotgr, b, g, p)
acceptQuoté:, b, g,p) ¢ has accepted the price that b quoted for g, i.e, ¢ com-
mits to pay if the goods are delivered. This is represented by

CC(C? b7 pawc7 b? p)? 900d$b7 C? g))

goodsb, ¢, g) g has been delivered toby b.

pay(c, b, p) The amounp has been paid thby c.
return(c, b, g) g has been returned toby c.

refundb, c, p) The amounp has been refunded toby b.

a meta-symbol of the BNk, andb belong to the set ables or participantsR of the protocol, and
atomicprop belongs tdom.
The nonterminaCommitpropgenerates commitment propositions &ammitoper prop

generates commitment operation propositions.
1. P— atomicprop | Commitprop | Commitop_prop
2. Commitprop— C(a, b, atomicprop) | CC(a, b, atomicprop, atomic.prop)

3. Commitop_prop—
creatd a, Commitprop)
| cance(a, Commitprop)
| delegatéa, Commitprop)
| assigria, Commitprop)
| dischargéa, Commitprop)
| satisfiedCommitprop)
| breachedCommitprop)

3.1.4 States

Definition 2. A state is an assignment of truth values to membeks of

Equivalently, a state is labeled with the set of propositions which hold at that state. For

example, state; of the purchase example is labeled by the{setiQuotéc, b, g)} and statess by
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{quotdb, ¢, g, p)}. We denote the label of a statdy [s]. Table3.4gives the labels that are assigned

to states in the purchase example. The set of states is dendfed by

Table 3.3:Meanings of some states in the pur- Table 3.4:State labels in the purchase example
chase example State Associated Label
State Meaning S0 {true}
51 Customer has asked the bookstore the ¢ {reqQuotéc, b, g)}
price of the goods. No commitments S9 {quoteb, c, g,p)}
made. s3 {C(b, ¢, goodgb, c, g)),
52 Bookstore has quoted a price for the CC(c, b, pay(c, b, p),goodsb, ¢, g))}
said goods. The bookstore is now {goodgb, c, g), C(c, b, pay(c, b, p))}
willing to send the goods if the cus- S5 {goodsb, ¢, g), pay(c, b, p)}

tomer promises to pay for them So1 {goodsb, ¢, g), C(k, b, pay(k, b, p))}
53 Customer has agreed to the bookstores ;. (goodsb, c, g), pay(c, b, p) }
price. The customer is willing to pay S18 {goodsb, ¢, g), return(c, b, g),
the price if the books are delivered C(b, ¢, refundb, ¢, p))}
S4 Bookstore has delivered the book $10 {goodsb, ¢, g), return(c, b, g)
55 Customer has paid for the book refundb, c, p)}
3.1.5 Actions

Agents perform actions to bring about changes in the world. The communicative actions
of the agents correspond to messages sent by the agents to others. A communicative action of an
agent affects the state of a protocol in which it participates. For simplicity, we use messages to model
even interactions that take place in the real world. For examgendMonefe, b, p) message sent
during the execution of Scenario 1 of the purchase example models the action of the customer
paying the bookstoré an amounp, and areturnGoodéc, b, g) message models the action of the
customerc shipping the booly back to the bookstore Messages model actions just like in the
real world where, for example, filling a form and submitting it over the web can cause a transfer of
funds.

The set of actions is denoted By The meanings of actions used in our purchase example
are given in Tabl&.1 In addition to the actions showA, also contains an action for each proposi-
tion formed from the commitment operations described in Se&itdr2 For exampleA contains
an actiondelegatéc, b, p) sincelP contains the propositiodelegatéc, b, p).

3.1.6 Runs

Definition 3. Arun is a sequence of statés . .. 5.
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A run is one possible execution sequence of a protocol. A protocol can allow many com-
putations, oruns. A run is a sequence of states, ... s; ...). We usec to indicate the occurrence
of a state on in a run. For examplg,€ (sg...s;...). In this paper, we consider only finite runs.
The empty run is allowed.

The operator - orders states temporally with respect to aryso thats; < s; implies
thats; occurs befores; in the run7. The concatenation of a stagg to a runt = (sps1 ... s),
written asr o s, is given by appending the state to the run, i.e.{&1 ... sis,). The sequence
of states in aubrunof a runt = (sq ... s,) is a possibly noncontiguous subsequenceyof . s,,.
We denote the first state of a rarby [7]°, thenth state by[7]", and the last state Hy] .

Computationally, a protocol corresponds to a set of computations that it allows. These
can be captured as a set of runs where any of the runsibatimehe given runs may be realized.
That is, each run in a protocol defines a sequence of steps that must be performed in the same order
relative to each other. The subsumption of runs is defined below. A protocol is represented as a
transition system as defined by a tuple S, Sy, A, F,R) whereA is a set of actions§ is a set of
states,Sy is the set of initial statesSy C S), A is a set of transitions{ C S x A x S), F is a set of
final states,|f C S), andR is a set of roles (or participants).

A contains transitions of the fors;, a, s;), wheres;, s; € S anda € A. Heres; is the
source of the transition ang its destination. Such a transition advances a computation from state
s; to states; when an actior is performed, i.e., when the message correspondinggsent (and
received, assuming synchronous message passing, for convenience). In other words, a run can be
generated from a protocol by the successive concatenation of transitions beginning from the initial
state of the transition system. The concatenation of a transition to a run appends the destination of
transition to the run if the source of the transition matches the last state of the run. Consequently, a
run (spsiss2 ... s,) can be generated by a protocol whose initial statg,ignd whose transition set
contains the elementsy, _, s1), (s1, -, s2) and so on till(s,,—1, -, s,), wheresy € Sp ands,, € F.
The set of all such runs is denoted [#).

Protocols are specified by propositions and actions that cause states to change. The se-
mantics of actions are given in terms of commitments such as those shown in3Tablgiven
the actions and their semantics, the formalization of a protocol is straightforward. The transition
function of a protocol can be specified explicitly as state-action-state triples or as a set of rules
that are compiled into such triples for runtime efficiency. Two example transition mechanisms for
commitment-based protocols are commitment machidekifn and Singh2002 and nonmono-

tonic commitment machine€popra and Singt2003. For example, Table3.2, 3.1, and3.4, along
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with a set of rules for determining the new state given the old state and the action taken would define

the purchase protocol.

e Commitments can be operated upon by a fixed set of operations.
e Propositions capture the universe of discourse of a commitment protocol.
e States of a commitment protocol are labeled by propositions that hold true.

e Runs are finite sequences of states.

3.2 Reasoning about Protocols

This section presents the development of relationships among runs and protocols based
on the notion ofstate similarity We develop our results based on the theoretical work presented
above. We categorize based on our definition of similarity of states, similaritysalosiumption
relationships between runs and protocols. Our theory captures our intuition that generic protocols

specify little and allow a lot, whereas specific protocols specify in detail and allow little freedom.

3.2.1 Similarity of States

States form the fundamental components of runs, and are identified (and labeled) by sets
of propositions. Any comparison of states, therefore, must be based on comparing propositions.
This section introduces three state-similarity functions, anda 4 p, all based on commitment
propositions, and shows how these help relate different runs.

A state-similarity functioryf is a mapping from a state to a set of states, fe.S — 25.

From such a function, we can induce a binary relatiopC S x S, which is defined ass;=
{(s, f(s)) : s € S}. That s,

S$;i Rf8; < S§5¢€ f(SZ) (3.1

Definition 4. A state similarity functiorf is well formed it~ is reflexive, symmetric, and transitive,

I.e.,~; is an equivalence relation.

We denote byF the set of all well-formed state-similarity functions.
We constrain all runs to prevestuttering i.e., to not have consecutive states that are

similar, i.e., for every rumr = (sq ... s,), s; is not similar underf to s;;1, forall 0 < i < n.
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Identity State-Similarity. . is the identity state-similarity function. That is; ~, s; if and only
if s; ands; are labeled by same set of propositions:;) = {s;|[si] = [s;]}. ~, is an equivalence
relation.

What other kinds of similarity functions can one develop? We have developed our se-
mantics to support reasoning about protocols on commitments among autonomous agents. States
are labeled by the propositions that hold in them. Whereas domain propositions can have different
semantics in different applications, commitments are an abstraction that can be used across do-
mains with uniform semantics. Since a commitment has a well-defined life cycle amtirected

obligation, comparison of commitments can be performed based on two criteria.
e A comparison based on which agent is committed to which other agent.
e A comparison based on which commitment operations were performed.

As examples of usage of both the above criteria, we introduce two state similarity functions, the
creditor state-similarity functioa and the role-and-commitment state-similarity functian

Creditor State-Similarity.  As another state-similarity function, considerUndero, a states; is
similar to a state; if in the two states all the participants of the protocol have the same commitments
being made towards them, regardless of which agent makes it. Since the creditor of a commitment
is immaterial undet and adelegaté., -, -) action changes the creditor of a commitmentan be
defined asr(s;) = {s;|s; can be reached by finite numberd#legate¢:, -, -) actions froms; }

As an example, consider statesands,; from the of the example scenarios.These states
are similar under because, as described in TaBld, these states have propositions representing

commitments that differ only in their creditors., is an equivalence relation.

Role-and-Commitment State-Similarity. From the point of view of a participant of a protocol,

two states can be said to be similar if they involve the same commitments. Based on this intuition,
we describe role-and-commitment state-similarity functio’\ states; is similar to a state; under

aa,p, WhereA is a set of roles and is a set of propositions, if the commitments made by any role

in A to any other role iM4, and the propositions i’ that hold ats;, also hold as;. If, for example,

A represents all the roles in a protocol aRdepresents all the proposition used by that protocol,
thena 4 p can be used as a similarity function to detect cases where the protocol has been merged

with other protocols.
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3.2.2 Subsumption and Similarity of Runs

Comparisons among protocols are based on a notisoli§umptiorf runs. [ /) denotes
subsumption operator over runs. The operéfdris an order-preserving mapping from one run to
another, and depends on the functifin

Definition 5. A run 7; subsumes a rum; under functionf if and only if, for every state; that
occurs inT;, there occurs a state; in 7; that is similar underf, and s; has the same temporal

order relative to other states in; ass; does with states im;.

Tj[[fDTZ‘ e (VSZ‘,S; €T (ES]‘,S; c Tj (32)
ands; ~; s; ands; ~; s’

and(s; <r, s; = 55 <, 55)))

That is, longer runs subsume shorter ones, provided they have similar states occurring in the same

order. Before we describe properties of run subsumption, we defineimilarity.

Definition 6. A run7; is similar to a run7; under a well-formed state-similarity functighif and
only if the two runs are of equal length and evéth state ofr; is similar underf to thekth state

in 7;. In notation,[r;]* ~¢ [;]¥,0 < k < || and|r;| = |7].

Lemma 1. If arun 7; subsumes a run under f, then, for all subrung; of 7;, there exists a subrun
B; of ; such that3; ~ ;. Thatis,r;[f))7 = (V3; subrun ofr;, 35, subrun ofr; : 3; = ;).

Proof. This lemma holds trivially for subruns of lengths 0 or 1.

We prove this lemma by induction on the length of subruns.

Base CaseWe note that by the definition of run subsumption, there must be a pair of
states in both runs for which the above property holds, that/is;, subrun ofr; : |5;| = 2 = (305;
subrun ofr; andg; ~f 3;)).

Induction HypothesisAssume this property holds for subruns of a particular leigth

Induction StepConsiden3;| = k + 1, where[3/]* = s.. The firstk states of3, form a
subrun of lengttk. Therefore, there exists a subrfipof 7; such tha; ~; §; andg; is the earliest
such subrun in;. Consider thé: pairwise temporal precedence relationshipsr{)rbetween the

firstk states ofs; ands;. By the definition of run subsumption, we know that singlgf});, 3s; € 7
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such thatg;]" <., s} ands) ~; s;. Lets) be the earliest such stateif, so that3; = g; o /.
Thus, the inductive hypothesis holds for subruns of lergthl.
Conclusion:By induction, the lemma holds. O

Theorem 1. Under any well-formed state similarity function, run subsumption is reflexive, transi-
tive, and antisymmetric up to state similarity.

Proof. Reflexivity:The reflexivity of run subsumption follows from the reflexivity of state-similarity
functions. Since every state is similar to itself, every run subsumes itself.

Transitivity: The transitivity of run subsumption follow from the definition. 7if /] 7,
thenr; contains states similar to those and in the same temporal order relative to each other.
If 7;[f) 7, thent; contains states similar to thosesp, and in the same temporal order relative to
each other. Therefore, for every staterin there is a corresponding similar staterif which, in
turn, has a corresponding similar state-inSince state similarity is transitive, the transitivity of run
subsumption holds.

Antisymmetry:The antisymmetry of run subsumption means that if two runs subsume
each other under some well-formed state similarity funcfipthen those runs are similar undger
For proof, consider Lemma By Lemmal we know that if7;[ f])7;, then for each subrun of,
there is a similar subrun af;. Let the entire rum; be treated as a subrun of itself. Then, there is
a similar subrun inr;, i.e., |7j| > |5;|. In the same way, fromy;[f])7;, we infer that|r;| > |7;].
Hence|7;| = |7;|. Since the runs are of equal length and all the subruns of one have similar subruns
in the otherr; ~¢ 7;. O

Let us consider an example to better explain the above concepts;,let andr; be
the runs shown in Figure®.2, 2.3 and2.4, respectively. We then have[.)r. Also, m3[])7.
However,r; subsumes neithes nor 3, becauses has a state,;, whose label does not match any
state label in, andm, has states;s andsig, whose labels do not match any state labehinRun
73 does not subsume because 0fs1, andr, does not subsume because o5 andsig.

Next, we consider run subsumption under the creditor state-similarity funetidfere,
Tofo)m1. Also, sincess; € o(s4), T1[o])2. RunTg subsumes bothy, and, for the same reason,
but neitherr; nor » subsumess, since neither of them have states thatat®@milar tos;s andsg.

Figure 3.1 shows the subsumption relation between the rtnsr,, and 3 under the
identity function. and Figure3.2, undero.
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Figure 3.1: Subsumption of runsy, 7, and Figure 3.2: Subsumption of runsy, 7, and

73 (shown in Figure.2, 2.3 and2.4 respec- 73 (shown in Figure.2, 2.3 and2.4 respec-
tively) under the identity state-similarity func- tively) under the creditor state-similarity func-
tion .. tiono.

e State-similarity compares propositions that label states.

e Arun subsumes another if its states are similar to all of the latter’s states, and in the sam¢relative
temporal order.

e Arun is similar to another if both are of the same length and ttéistates are similar.

e Run subsumption is reflexive, transitive, and antisymmetric.

3.2.3 Subsumption and Similarity of Protocols

Closure of Protocol Runs. In line with our intuitions that generic protocols allow many vari-
ations, we desscribe the semantics of a protocol to have a set of runs that is closed under run
subsumption. That is, if any run occurs in the set of runs of a protocol, all the runs that subsume
it (under a well-formed state-similarity function) are also in that set. Given a well-formed state-
similarity function f, a protocolP contains all runs that subsume any rurift]. We define this

new set of runs as the set of runs allowed by the protocol

Observation 1. From the definition of closure of the set of allowed runs of a protgelunder a

well-formed state-similarity functiofi, we have thafP] = {r|v7’ € [P] : 7[f])7'}.

We refer to] P] also as thelosureof the protocolP under a well-formed state-similarity
function.

Operationally, the runs allowed by a protocol completely characterize that protocol by
naturally illustrating the key tradeoff in protocol design, thafflekibility versus complianceA
protocol that allows many runs is better than one that allows a few runs, since the many-run protocol
affords more choice and flexibility in protocol execution to the participants. However, checking for
compliance can potentially be more demanding when protocols have more runs that do not subsume

a common run. The definition of the subsumption of protocols reflects these intuitions.
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Definition 7. A protocol P; subsumes a protocd!; under a state-similarity functioyf if and only

if, every run in[P;] subsumes, undef, a run in[P;].

‘DJ[[fDJDZ <— V1; € [Pzﬂ 37’]‘ S [[Pjﬂ . Ti[[f])’l'j (33)

If P; is a protocol that has short runs (and consequently all runs that subsume them) and
P; is a protocol that has long runs only, thBpsubsumes?’;. Since long runs subsume shorter ones,
protocols with long runs only are subsumed by protocols with short runs as well.

Before we describe the properties of protocol subsumption, we define protocol similarity

as follows:

Definition 8. Two protocols are similar under a state similarity functignf and only if for every
run in one protocol, there exists at least one similar (underun in the other protocol, and vice

versa.

f)j%f P < Vre [[Pi]],HTjG [[P]]] ST R Ty (3.4)

andv7; € [P;],3r € [P] : 7 =5 7

Theorem 2. For any well-formed state-similarity functiofy the protocol subsumption relatidf])
is a partial order, i.e., reflexive, transitive, and antisymmetric (up to state similarity).

Proof. Reflexivity:Follows from the definition of protocol subsumption.

Transitivity: Transitivity also follows from the definition.

Antisymmetry:Because of the property of closure of the set of runs of a protocol under
run subsumption and the definition of protocol subsumption, we know ti#af if) P;, thenvr;
[P;] : 3m € [B] : 7 =5 7;. Conversely, itP;[f) P;, thenVr; € [B] : 31 € [P] : 7 =5 5.
Together, these are equivalentp~; P;. O

3.2.4 The Protocol Algebra

We now introduce our protocol algebra as consisting of two operat@mgeandchoice,
their identity elementsi(and©, respectively), and an ordering relationship (protocol subsumption,

as defined above).
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Merge. The merge operator, denoted By, splices two protocols (under a state-similarity func-
tion f) to produce a new protocol. A merge of two protocols involves interleaving their runs.

Definition 9. The merge of two protocolB and @ under a well-formed state-similarity functigh
creates a protocol whose closure consists exactly of runs that subsume some rjiR[frand some

run from[Q].

[Por@l = {r[3rpe[Pl,3r, € [Q]: r[f)rp andr[fhry} (3.5)

Choice. The choice operator, denoted by, combines two protocol$ and @ (under a state
similarity function f) to create a protocak, whose set of rungR] contains exactly those runs that
exist either in the s€ftP] or in the sefQ].

Definition 10. The choice of two protocol® and ) under a well-formed state-similarity function
f creates a protocol whose closure consists exactly of runs that subsume either a rj#froma

run from[Q].

[PorQl = {r[3rpe[Pl,3rg € [Q]: r[f)rporrlfre} (3.6)

Choosing a run fronfP @ Q] is equivalent to choosing a run from eithg?] or a run

from [Q].

Constants. The properties of the merge operator lead us to define two protdg@sdil. TheO
protocol is an “impossible” protocol, which does not have any rifis} = {}. The 1 protocol is

a “trivial” protocol which contains the zero-length run in its semantics, and consequently contains
all possible runs[1] = {7 : 7[f)7,}, wherery = (), and f is any well-formed state-similarity
function. TheO is the bottom element and the the top element of a hierarchy of protocols based
on subsumption. That is, all protocols are subsumed byi thetocol and all protocols subsume

the © protocol.

Formal Results

We briefly present some formal results, which simplify reasoning about protocols using

our algebra. First, we present a formulation for the operators in terms of protocol subsumption.
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Since Definitions9 and 10 state the properties of the operators only in terms of the runs of the
protocols, this new formulation simplifies the understanding of the behavior of the merge and choice
operators, and likens them to set intersection and union, respectively.

Theorem 3. Given the run-subsumption relatigfi) under a well-formed state-similarity function
f, the mergex ; of two protocolsP and @) under f is the greatest lower bound &f and ) under
the protocol subsumption relatig).

Proof. Let R = P ®; Q. Thatis,

[R] = {r13p € [P],3q € [Q] : r[f)p andr[f]q} (3.7)

From Observatiod, it is easy to see that[ /) R andQ[f) R. Thatis,R is a lower bound o’ and
Q.
Consider some protocd®’ such thatP[f) R’ and Q[f])R’. By definition of protocol
subsumption,
vr, € [R'],3p € [P] : m[fDp (3.8)
Vrg € [R'], 3¢ € [Q] : rq[fDa (3.9)

From Equatior3.7 we know that all runs that subsume a run each fidhh and [Q] are in[R].
From Equation8.8and3.9, we know that every run ifiR’] is just such a run. Hencey’ € [R'] :
r’ € [R]. From the closure property of protocol run-sets, we further infer\that [R'], 3r €
[R] : r[f])r', which means thak[f]) R'. Since anyR’ is subsumed by’ ®; Q underf, this means
® gives the greatest lower bound Bfand( underf. O

Theorem 4. Given the run-subsumption relatidfifunder a well-formed state-similarity function
f, the choiced of two protocolsP and @ under f is the least upper bound @t and @ under the
protocol subsumption relatiofy]).

Proof. Let R = P @ Q. This implies that
[R] =A{r|3p € [P] : r[fDpor3q € [Q] : r[fDq} (3.10)
Consider some protoc@’ such thatrR'[f]) P andR'[f] Q. By definition of protocol subsumption,
vp € [P], 3, € [R] : p[fDr) (3.11)

Vg € [Q).3) € [R]: lf)r, (3.12)
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Letr € [R]. From equatior8.10, without loss of generality, we can assume that [P] : r[f]p.
From this, equatior8.11, and the transitivity of run subsumption, we infer that € [R], 3r), €
[R] : r[f]ry, which is the definition of protocol subsumption under HenceR'[f) R. Since
any R’ subsumes? &, Q under f, @ gives the least upper bound &f and @ under protocol
subsumption undef. O

Essentially, the merge is analogous to the intersection of the sets of runs of the protocols

being merged, where run similarity is used to determine equality of elements of the sets. Formally,
[PorQ]l = [PINf[Q]
Wheren; is therun intersectioroperator, defined over sets of ruAsand B as
AngB = {rl3pe A:r=ypand3ige B:r~yq}
We could alternatively define s as the greatest lower bound Bfand@ underf.

Lemma 2. Given protocols” and@ and a well-formed state-similarity functighr € [P ®f Q] =
r € [P] andr € [Q]

Proof. Considerr € [P ® Q]. From Definition9, we know thatr[f)r, andr[f)r, for some
rp € [P] andr, € [Q]. From this and Observatidh(the closure of sets of protocol runs), we infer
thatr € [P] andr € [Q]. O

Lemma 3. Given protocols” and@ and a well-formed state-similarity functighr € [P] andr €

[Ql=re[P®;Q]

Proof. Considerr € [P]. From Observatiorl and the reflexivity of run subsumption under any
well-formed state-similarity function, we can infér, € [P] such that[f]r,. Similarly, fromr
[Q], we infer3r, € [Q] such that-[f)r,. From Definition9, we conclude that € [P @, Q]. O

Choice is analogous to the union of the sets of the runs, using run similarity to compare
elements of the sets. Formally,

[PorQl = [P]U; Q]
WhereU, is therun unionoperator, defined over sets of ruAsand B as
AUsB = {rl3pe A:r=ppordge B:r~sq}

We could alternatively define; as the least upper bound Bfand(@ underf.
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Lemma 4. Given protocols” and@ and a well-formed state-similarity functighr € [P & Q] =
r € [P]orr e [Q]

Proof. Considerr € [P &y Q]. From Definition10, we know thatr[f)r, or r[f)r, for some
rp € [P] andr, € [Q]. From this and Observatidh(the closure of sets of protocol runs), we infer
thatr € [P] orr € [Q]. O

Lemma 5. Given protocols? and (@ and a well-formed state-similarity functiofy € [P] or r €
Q] = re[Pa;d]

Proof. If r € [P], then, from Observatioh and the reflexivity of run subsumption under any well-
formed state-similarity function, we can infér, € [P] such that[f)r,. Similarly, if 3r, € [Q],
thenr[f)r,. From Definition10, we conclude that € [P ®f Q]. O

The following results are then obvious

1. The merge of a protocol with itself yields the same protocol (idempotence).
(P®fP)=P

2. The merge operator is commutative and associative.
PorQ=Q&;P
Per(QerR)=(P®R;Q)®s R

3. Merge distributes over choice.
P (QerM)=(PerQ) s (PeyM)

Proof. From Lemmag, 3, 4, 5, and the distributivity of “and” over “or”,
re[Per(Qo;M)] = re[Plandr e [Q ®f M]
by Lemma2
= r e [P]and(r € [Q] orr € [M])
by Lemma4
= (re[P]orre[Q])
and(r € [P] orr € [M])
by distributivity of “and” over “or”
re[Pep(Q@oyM)] = rel[(PerQ)dr(PerM)) (3.13)

by Lemmas3 and5
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Similarly, we can prove
re[(PerQ)@r (P M)]=rec[P;(Qo; M) (3.14)

From Equations3.13 3.14 and the definition of protocol-similarity (Definitiod), we con-

clude that merge distributes over choice. O

4. The merge of any protocol with gives that protocol and the merge of any protocol with

givesO. In this way, thel protocol is the identity element and this the nil element for

merge.
Pe;l=P
P;O=0

Choice also supports idempotence, commutativity, and associativity. The choice of a protocol with

1 yields 1 and the choice of a protocol with yields that protocol itself.

1. ldempotence.
(P®fP)=P

2. Commutativity.
(PorQ)=(QofP)

3. Associativity.
Per(Q@esR)=(PorQ)@or R

4. Choice distributes over merge.
Py (Q®sR)=(PorQ) @ (P &rR)

5. Choice with1 and©
P Dy 1=1
P, O=P

3.3 Applying the Algebra

The previous chapter introduced our algebra of protocols. We suggested that this alge-

bra can be used to compose hybrid protocols using existing ones by merging them. This chapter
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discusses a methodology for bottom-up design of hybrid protocols using existing ones. The method-
ology has not yet been fully developed and is part of ongoing research. The basic principle of this
methodology is that designers can use the merge operator to splice protocols together to create new
protocols whose behavior will satisfy both the merged protocols. We envision that tools for pro-
tocol composition will be developed based on our algebra that will enable quick and convenient
development of new protocols to suit ever-changing business needs. In this regard, state-similarity
functions will be used to guide the compaosition so as to yield hybrid protocols whose properties are
well understood.

3.3.1 Designing Protocols via Aggregation

Protocols can be developed by aggregating smaller protocols. Consider the purchase ex-
ample. At a high level of abstraction, this example is implemented by a protocol that has three
stages: an initiahegotiationstage, followed by ahipmentstage, and finally paymentstage. A
stage is a logical set of interactions within a protocol. We do not formally define stages of a protocol
but use the concept only as an aid to understanding our intuitions about protocol composition using
our algebra. In the purchase scenario shown in Figuestatessg, s1, s2, andss belong to the
negotiation stage, states ands, belong to the shipment stage, and stateandss; belong to the
payment stage. Even at this level of abstraction, we see that a protocol can be flexible in the runs it
allows. That is, a protocol that allows the payment stage to precede the shipping stage essentially
achieves the same goal, that of exchanging goods for money. For simplicity, let us adhere to the ne-
gotiation, shipment, payment order. This three-stage purchase protocol can be refined, for example,
by substituting, osplicing intoit, any one of the numerous shipping protocols available. One can
ship via regular mail or use return-receipt mail. Whatever the shipping protocol used, the splicing
works because the purchase protocol is specified as an interface, and the shipping protocol adheres
to the interface. The content of the states and the set of generated runs is the interface of a protocol.
As an example, consider the shipping protocol in Figdu&b) This protocol can be spliced into
Purchaseas shown in Figur&.4. Similarly, the payment protocol shown in Figue3(a)can be
spliced into the purchase protocol.

An important observation is that when a protogels spliced into a protocgl,, ps itself
might be spliced into by parts gf;. As a particular case, consider the shipping protocol. This
protocol splices the purchase protocol by taking a circuitous run to achieve the delivery of the goods
to the customer. However, the shipper is not paid by the bookstore until the customer has paid the
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sendAccept(m,s,[gv].q )

@ reqQuote(m,s,[ gv])
EsendQuote(s ,m,[gv].q )—@D

,2:8)
@4— sendGoods(s,v,g)
authPay(e,p)
l— - _;@—sendMoney(m,s,q)
sendMoney(k,e,p)

Bank, k Payer, r Payee, e Receiver, v Sender, m Shipper, s
Payment J Shipping
(a) Payment protocol (b) Shipping protocol

Figure 3.3:A payment and a shipping protocol

bookstore. Therefore, the shipping protocol has essentially been spliced in betwees; states
s15. From the point of view of the shipping protocol, the bookstore waits at s{gteFrom the
point of view of the purchase protocol, the customer receives the goods, and performs the payment

via the bank.

3.3.2 Refining Protocols via Merge

To see how protocol refinement via splicing is achieved using our protocol algebra, con-
sider the state-similarity functiams p, whereA denotes a set of agents, aR set of propositions.
A states; is similar to a state; undera 4, p if the commitments made by any agentArto any other
agentinA, and the propositions i that hold ats;, hold ats;. Thatis,as p(s;) = {s;|Ve,e’ € A :
all commitments made by to €/, by ¢’ to e, and all propositions i that hold ats; also hold at
s;}.
Undera4 p, whereA denotes the set containing the participants of shipping {bez},
and P denotes the set of all propositions that are used in shipping, we see that the shipping run
shown in Figure3.3(b)is subsumed by the refined purchase run shown in FiguteSpecifically,
with A = {SenderReceiverShippet and P = {The propositions used in stateg throughss}
the statess, si1, s12, 513, S14, S5, and sy of refined purchase are similar undey p to the states
810, 811, 812, 813, S14, S15, and sy of shipping, respectively. Similarly, the states and so; of

the refined purchase are similar to states and so; of payment undervy p, when A denotes
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9 rquuole(c b.g)
E sendQuote(b,c,g,p) é
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L Payment 19
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Bank, k Customer, ¢ Bookstore, b Shipper, x

Figure 3.4: A refinement of the purchase protocol by splicing in the shipping protocol shown in
Figure3.3(b)and the payment protocol shown in Figi&&(a)into the purchase protocol shown in
Figure2.2

{Payer, PayeeBank} and P denotes the set of all propositions used in payment. Consequently, the
refined purchase protocol subsumes payment.

The refined purchase example given here is achieved by applying the merge operator on
the purchase, shipping, and the payment protocols. Since merge is associative, the order in which
these protocols are merged is unimportant. What is important is how the merge generates runs in
which the shipping protocol and the payment protocol are spliced in at the correct states. A typical
usage scenario would be for a protocol designer to run a tool to perform the merge of the shipping
protocol with the purchase protocol. Given that the propositions used by both protocols have the
same meaning, the tool would generate all possible interleavings of the states of both protocols such
that each run of the resulting protocol subsumes a complete run of purchase and a complete run
of the shipping protocol. The set of possible interleavings will be restricted by the states in the
protocols that are similar. In Figuf4, only one run of the resulting protocol is shown, which is
a run where the shipping protocol is begun after the bookstore has received an acceptance of the
quote it had sent to the customer. Note that this is not the only possible run. The shipping protocol
can be initiated right after the customer asks the bookstore for a quote.

Based on the above observations, we note that the runs generated by a protocol that is the
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result of merging two protocols are constrained by two main factors

1. The description of the state of the protocol as given by the propositions.

This pertains to the detail captured by the propositions labeling the states of the merged pro-
tocols . For example, the shipping protocol might require that the customer has committed (at
least conditionally) to buying an item before the shipping protocol is initiated. This might be
done, say, because protocol initiations prove to be expensive for the shipper in cases where
the shipping is not required later. Such a shipping protocol has to begin aiststehown in
Figure3.4, and cannot begin at any state earlier thgnThe propositions labeling the states

of the shipping protocol encode this requirement. The start state of the shipping protocol
shipping protocol requires that the role to which the goods are to be delivered be committed

to purchasing (or otherwise being the recipient of) the goods.

2. The similarity function applied to the merge.

This pertains to how different similarity functions can yield different sets of runs in the merged
protocol, as explained in Secti@?2.1

More extensive examples of merging protocols to create hybrid ones have been studied
and demonstrated as part of the OWL-P (Web Ontology Language for Protocols and Processes)
project. This effort has developed an operational framework for specifying and enacting commit-
ment protocols among agents. OWL-P uses a rule-based specification for protocols using OWL. It
is explained in greater detail in Secti6nBelow, we summarize the content of succeeding chapters,

to provide an overview of the applications and scope of our results.

3.3.3 Exception Modeling and Handling

Exceptions are abnormal conditions that occur during the enactment of a protocol. They
are an important aspect of real-life processes, since a process does not always encode all possi-
bilities. We have therefore developed methodologies for modeling and handling exceptions for
commitment protocols. In addition to the challenges that face traditional distributed systems, we
face the added tension between the flexibility of a commitment protocols and the need to constrain
behavior to avoid exceptions. We have taken a two-pronged approach

e Modeling foreseeable exceptions in a hierarchy of exceptions so that a nosereasftycan
be deduced, enabling a realistic model where one can distinguish between which runs are

normal and which are not.
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e Handling unforeseen exceptions when they occur at runtime by splicing exception handlers
from a library of handlers into the protocol.

Chapterd describes these concepts in greater detail.

3.3.4 Designing Interaction Among Components

To complete our treatment of commitment protocols, we examine the first step in the
life of a protocol—its creation. We develop a principled methodology for designing protocols from

requirements. To this end, we develop upon two independent strands of research.

e We augment an established agent-oriented software engineering methodology, Tropos, by
introducing commitment protocols into every stage of software development. In doing so,
Tropos benefits from the modeling of interactions at design time and our approach finds a
context in which commitment protocols can be developed.

e We develop upon the theory of discourses among agents and describe how commitment op-
eration patterns and reusable commitment protocols can be identified from agent discourses,
which can be seen as use-cases.

Chapters describes these concepts in greater detail.

e Chapter describes our methodology for modeling (foreseen) and handling (unforeseen)lexcep-
tions in commitment protocols.

e Chapter5 describes how we have incorporated software engineering and agent-discourge prin-

ciples to develop a methodology for designing protocols.
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Chapter 4

Modeling and Handling Exceptions in

Commitment Protocols

A protocol is an agreement between participants to engage in an interaction in a prede-
termined way. Protocols lend determinism to an interaction, so that agents can plan their actions.
Sometimes, abnormal or unforeseen conditions occur during the enactment of a protocol. Such
conditions are termeexceptionsAlthough exceptions have a negative connotation in the literature
such as in the study of programming languages, we take the view that exceptions can be desirable in
certain circumstances. In a business interaction, one partner might wish to deviate from the proto-
col being enacted to avail of an opportunity that would not necessarily subvert the protocol they are
following. For example, a merchant in a purchase interaction might wish to proactively send quotes
to potential customers, if the customers do not object to it. Regardless of whether an exception is
desirable or not, it requires special processing so that participants of the protocol can benefit from
opportunities that arise and minimize the losses they could incur due to exceptions. Exceptions
are an essential feature of real-life processes. Many businesses, for example, entertain exceptional
requests from customers in the interest of better customer service. Whereas agent interaction is not
immune to exceptions caused due to lost or garbled messages between agents, we concentrate on
high-level exceptions, i.e., exceptions that arise even in the face of reliable messaging guarantees.

e Exceptions are abnormal conditions.

e Exceptions can sometimes be desirable, i.e., opportunities.
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4.1 Motivation

As described before, open business processes such as those conducted among indepen-
dent business partners (or interactions between autonomous agents in general) face challenges quite

different from those faced by processes in closed systems.
1. Open systems require flexible processes that can adapt as the environment evolves.
2. Flexible processes require complex models to capture interactions that are rich in semantics.

Models for flexible processes prove notoriously intractable for human process designers. None but
the most trivial of business processes can be designed with every possibility explicitly specified.
Most times, processes automation yields diminishing returns as increasing effort is expended to
encode cases of deviations from the “normal” execution of the process. Exception modeling is
therefore expensive. Further, verifying the compliance of participants with such models is difficult
since what is considered a valid detour from the normal enactment of a process in one situation may
be considered noncompliant behavior in another. Exceptions also lead to poor user satisfaction if
processes interrupt human operators to handle frequently-occurring exceptions.

Decentralization of process enactment frameworks also poses significant challenges. Work-
flows, the most popular method of automating business processes, emplkfiow engingo
enact flows. The engine synchronizes all activities involved in the workflow as desired. With such
a framework, the engine can detect abnormal conditions easily, although such models become quite
complicated Casatj 1998. In contrast to such centralized modeling and enactment, interactions
among businesses are not usually governed by a central engine. Inter-business coordination is in-
creasingly enacted in an open, distributed environment such as the Internet, among autonomous
partners who have differing views on what constitutes desirable or even normal behavior in a par-
ticular process. Simply put, the key features of open systems lead to the possibility of exceptions.
Traditional ways of modeling processes become intolerably complex in the face of exceptions. Tra-
ditional ways to enact processes simply fail in the face of exceptions or throw the entire reasoning
burden on humans.

There has been an increasing recognition of the importance of agent-based, semantically
rich approaches for modelling processes in open systems. However, existing approaches prove to
be limited in that they do not provide a principled means for modeling exceptions ahead of time
or handling exceptions that have not been explicitly modeled ahead of time. The basic insight that

agent-based process models agree upon is the use of a suitable rule-based mechanism and sometimes
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of organizational structure, but there are key aspects of the rules and the organizations that are not
considered by current approaches.

A strength of commitment protocols is that they enable agents to act flexibly, thereby
enabling them to accommodate varying local policies and respond to exceptions. A consequent
weakness is that commitment protocols thus fail to distinguish between possible executions that
are normal and those that may be allowed but are not desirable. Whereas protocols regulate the
externally observable behavior of business partners, distinguishing what is allowed from what is
not, they do not make any finer distinctions about whatignaland what is not. What is required

is a knowledge engineering stance toward commitment protocols.

e To accommodate agent autonomy, protocols must enable the participating agents to choose
their actions and responses to different conditions as they see fit. For example, a purchase
protocol should allow the possibilities that negotiations may fail, that the payment may be

made via a third party, that an agent awaiting missing goods may send a reminder for them.

e To be realistic, the protocols themselves must be based on a study of different usage scenarios,
wherein not all possible executions are considered equal. For example, as a practical matter,
we would all recognize that it is more normal for a purchase protocol to lead to an exchange
of goods and money than for a refund to be issued or for the goods to be repossessed by the
merchant because of lack of payment.

In other words, protocols should be flexible enough to accommodate exceptions, but should still
be described in such a manner that the exceptions are distinguished from the normal executions.

Moreover, there must be a hierarchy of exceptions, some being more acute than others.

e Traditional process models

e cannot be changed during execution.
e become unwieldy when exceptions are numerous.

e distinguish what is allowed from what is not; not whahi@maland what is not.
e Realistic models require notions of

e preferences among allowed executions.

e howseverean exception is.
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4.2 Challenges

Exception handling is challenging for the following reasons.

e Exception handling requires domain knowledg€he risks taken by the participants in a
protocol are not the same across domains. Whereas exceptions may cause some participants
to suffer a loss, the magnitude of the loss suffered by participants depends on the importance
of the protocol to the participants in that domain. For example, delayed payment might be
acceptable to a merchant in a purchase protocol, whereas delayed shipment of life-saving
drugs might not be acceptable to customers who have ordered the drug. Therefore, exceptions
cannot be handled in the same manner across different domains and situations.

e Exceptions must be foreseen to be handidkr and Liebhartl(999 classify exceptions that

can occur during the enactment of workflows into four categories.

1. Basic failures which are system level failures handled by the underlying software sys-

tems such as networks and databases.

2. Application failureswhich are handled by trying to execute the failed application again

or compensating for the failure by executing a compensating application.

3. Expected exceptionghich are deviations from the normal flow that occur infrequently
but often enough to be incorporated into the workflow model. Expected failures are

handled by invoking predetermined exception handlers.

4. Unexpected exceptionwhich are rare and require a change of the workflow model
itself. Such exceptions cannot be handled by systems that cannot change their flow

schema at runtime.

e Handling exceptions requires changing the process modelditional process frameworks
such as workflows cannot handle unexpected exceptions since the process model cannot be
changed at runtime. That is, an abstraction for reasoning about pragmatic exceptions is re-
guired. Pragmatic exceptions are those that require commonsense type of reasoning to de-
termine whether to retry a failed action or try a different action to achieve the same results.
For instance, when a payment is not received by the deadline that was set for it, the payee
can choose to wait if it wishes to give the payer some more time. If the payment is critical,

however, the payee might want the payer to arrange for an alternative means of payment.
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¢ Not all exceptions are equally badraditionally, there have been coarse-grained classifica-
tion schemes to assign severity to exceptions. For examplendof-file exception is less
severe than divide-by-zero exception in terms of how a processor handles them. For appli-
cability to business processes, however, what is required is a way to specify a finer grained
classification of exceptions. In addition, reusable protocols add another dimension to the
problem by requiring a modification of an exception-classification when the protocol is de-

ployed in different environments.

e Exception handling requires expert knowledge about the process.
e Unforeseen exceptions cannot be handled by process models that cannot change during execu-

tion.
e A hierarchy of exceptions based on their severity needs to be specified in a suitable Ignguage

with a clear semantics.

4.3 Contributions

Current implementations of business processes, based on traditional workflows or on web
service compositions, do not address the above challenges well. Exception handling in these ap-
proaches involves no more than the invocation of an exception handler. Further, current work-
flow technologies cannot handle unexpected exceptions at runtime, since workflow models are im-
mutable during execution. We propose a novel approach to exception handling in which commit-
ments provide meaning to the interactions, as a result of which cross-domain exception handling
patterns can be developed. The study and development of interaction patterns to handle changes
made to commitments is not new. Ximg al. (2001 have developed a set of interaction patterns
that agents can use to handle common exceptions in workflows such as revisions, inconsistencies,
and incompleteness of results generated by some component of the workflow. Wan an@@»3gh (
have also studied how changing commitments can be handled in agent interaction. Our approach
explains how exceptions affect a protocol as a whole, and develops a methodology to handle ex-
ceptions. We base our method for andling unexpected exceptions on our framework for protocol
composition, which enables changes to the underlying model of a protocol at runtime.

Our methodology can be used for the following

Modeling expected exceptionsin traditional process models, exceptions are modeled in an ad hoc
manner, when the designer demarcates blocks of the process and assigns exception handlers
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to those blocks. In our approach, exceptions can be defined separately from the specification
of the process or the protocol. As a result, different exception conditions can be assigned to
the same protocol based on the context of the protocol execution. This is similar in spirit to

aspect-oriented software. Preferences are modeled in an analogous fashion.

Selecting protocols.When multiple protocols are available for an agent to realize a certain inter-
action, that agent can negotiate with the other parties involved in the protocol and, based on
its preferences, find out if an execution of that protocol with those participants would be ac-
ceptable to it. For example, a customer agent that does not wish to enact a hotel booking
protocol in which the hotel can cancel the room and award a refund can choose which hotel
to interact with if its preferences are made clear before enactment and if the hotel and the

customer negotiate the protocol to enact based on their preferences.

Handling unexpected exceptions Our framework for modeling exceptions can be applied gener-
ically across domains using commitment protocols. Further, the protocol algebra we have
developed can be used to handle unforeseen exceptions by splicing in exception handlers,

thus changing the protocol model at runtime.

e The semantically rich abstraction based on commitments enable effective exception miodeling

and handling while allowing flexibility in execution.

4.4 Approach

We propose an approach to exception handling based on commitments that exist between

the participants. Our approach has the following features:

e For expected exceptions, we define a preference structure over runs, i.e., a notion that some

runs are more desirable than others, which can be used to model expected exceptions.

e For unexpected exceptions, we introduce the use of protocol splicing using the merge operator
to handle unexpected exceptions in business processes. Essentially, exception handlers are

formalized as sets of runs, formally on par with protocols, and these handlers are spliced into

protocols.
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4.4.1 Preferences Specification and Resolution

Preferences are denotationally characterized using sets of runs (i.e., computations), and
are operationalized via translation into executable rulesets. With the above background, our ap-

proach proceeds as follows to enable augmenting protocol specifications with preferences.

e We augment an existing protocol specification language with an ability to specify preferences
among different executions of protocols. For simplicity of specification, we use a simple
linear temporal logic based language to specify expressions over protocol events to capture
executions that are of interest.

e We show how preferences based on such expressions can be operationalized into executable
rulesets for incorporation into OWL-P, which is a language and a framework for specifying

and enacting rule-based, modular protocols.

e We show how the above preferences are mapped into a graph whose points are sets of runs,

and characterized via branching time models.

e We show that the model-theoretic and the operational characterizations coincide.

4.4.2 Exception Modeling and Handling

Expected exceptions are modeled at design time using a preference structure and unex-
pected exceptions are handled at runtime by splicing in appropriate exception handler protocols
from a library of common exception handling patterns.

e We use a preference structure such as the one described above, to specify expected exceptions.

e Nodes (which represent sets of runs) towards the bottom of the preference graph are marked
as exceptions by designers who deploy the protocol within the processes of interest. In this
manner, we obtain a hierarchy of exceptions based on their severity as identified by the de-
signer.

e We show how exception handlers can be spliced into the protocol at runtime to handle excep-

tions that were not envisioned in the model at design time.
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We specify preferences based on temporal logic.

We incorporate preferences into a rule-based protocol enactment system.

We specify exception severity by means of a preference directed graph.

We splice in exception handlers from a library at runtime to handle unexpected exceptiops.

4.5 Room Reservation Example

To motivate our results, let us consider a protocol used to reserve a hotel room. This pro-
tocol consists of two roles, a customer and a hotel. The essence of the interaction is the customer
booking a room at the hotel and paying for it. This protocol is similar to the room reservation work-
flow example used by Casati al. (1999. We have modified that example to involve a confirmation
step. The steps taken in this interaction are listed below. Herepresents the hotel anrdthe

customer. Figurd.1shows this process. Tablel describes the meanings of the messages used in

6. noVacancy(h,c,x)b@
@1. checkVacancy(c,h.) »@ 2. vacancy(h, ¢, x)+@3. book(c,h,x) »@—4. confirm(h,c,x)s. pay(c,h,x)—b@

Figure 4.1:The room reservation process model using traditional systems. Thick circles represent
terminating states.

this protocol.

e The customer checks if there is a vacancy at the hotel on the dates that it wishes to stay in
the room. This is done by the customer sendingdheckVacandy;, i, z) message to the
hotel. The object encodes the dates for which the room is required and other possible room
preferences that the customer might have.

e If there is a vacancy, the hotel informs the customer of the price of the room by sending
thevacancyh, ¢, x) message, else it informs the customer that there is no vacancy by send-
ing the noVacancyh, ¢, z) message. The protocol ends if there is no vacancy. By send-
ing avacancyh, ¢, z) message, the hotel promises the customer that the room is available
for the dates and for the price indicated, i.e., the hotel makes the (temporal) commitment
CC(h, c,booKc, h, x), confirmh, ¢, x)), stating that if the customer books before a certain
deadline, it will confirm the room for that customer.
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e If the quote for the room is acceptable to the customer, the customer asks the hotel to book
the room by sending theook ¢, i, ) message. By booking, the customer promises the hotel
that he will pay for the room if the hotel sends a confirmation, i.e., the customer makes the

commitmentCC(c, h, confirmh, ¢, x), pay(c, h, x)).

e The hotel sends a confirmation of the room booking to the customer usingrfiem i, ¢, x)

message. The customer is how obliged to pay the price agreed upon.
e The customer pays the hotel, using e/ c, h, ©) message.

Our introduction of a confirmation step is to clearly demonstrate the flexibility of commitment pro-
tocols. For example, the vacancy that the hotel promised might not be available when the customer
sends thébooKc, h, z) message, as is common in large online travel booking systems. In that
case, the customer times out waiting for tenfirmh, ¢, z) message from the hotel (or receives

a message from the hotel about the inavailability of a room). Since no unconditional commitment

are violated, a commitment-based model such as ours naturally handles cases such as the above. In

Table 4.1:Messages used in the room reservation example, with their associated meanings.

| Message | Meaning |
checkVacandy, h,z) | ¢ asksh if there is a vacancy for a certain room for certain dates,|en-
coded byz.
vacancyh, c, z) h informs ¢ that the room-date-price combination is available.

Now, h is committed to confirming the room reservation df
books the room for the given dates, i.&.,makes the commitment
CC(h, ¢,booKc, h, x), confirm h, ¢, )).

booKc, h, x) c asksh to book the room for the given dates. By this messags,
committed to paying: when the room is confirmed, i.ez,makes the
commitmentCC(c, h, confirm(h, ¢, z), pay(c, h, x))

confirmh, ¢, x) h confirms that the room has been bookes now committed to paying
h.
pay(c, h, x) ¢ pays the amount specified into 5.
timeouth, ¢, pay) h detects that has not sent theay(c, h, =) message within the specified
deadline.

practice, commitment protocols are specified declaratively, for example, using the OWL-P language
proposed by Desat al. (2006. The specification identifies roles that participate in the protocol,
the messages that are exchanged (with the meanings of the messages in terms of commitments that

are created), and a set of rules that constrain the set of runs of the protocol by defining ordering, data
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flow, and other constraints. For a formal treatment, however, we represent protocols as transition
systems similar in spirit to commitment machin®girgikoff et al., 2004, as introduced in Chap-
ter 3. To briefly summarize, protocols generate computatiomsmms, which are sequences sifates
that a valid protocol computation (execution) goes through. States are labegbedpmgitionsthat
hold true. Propositions represent facts about the universe of discourse of the protocol such as com-
mitments that are active and messages that have been sent. State changes are caessajeg
that the participants send to each other.

Table4.2is a snippet of the specification of the room reservation protocol. pidiiey(X,y)
term checks ifr wishes to send the messageandstart is a special proposition indicating the
start state. The derivation of local flows for each role and their binding with the policies of each
participant is described by Desgtial. (2006. Figure4.2 shows some runs of this protocol. All run
begins at the start statg and end at thick circles, which represent terminating states. Arrows with
shaded text show exceptions and filled circles represent exception states.

11. timeout(book) 22. tuneout(contlml)

11. vacancy(h, ¢, X)——( s, 12. book(c,h,x)

14.confirm(h,c,x)
19 noVacancy(h,c.x)
15. noVacancy(h,c x)
6. noVacancy(h,c,x)
1. checkVacancy(c,h,x) 2. vacancy(h, ¢, )| 3. book(e,h, x)> 4 confirm(h,e,x)

13 pa\(c h.x)

5. pay(c,h,x)
12. timeout(noVacancy) 17. tuucout(book) 1 6. noV”nc'mc) o, X) 20. uanccl(uonﬁrm)

Q 18. Ld.nwl(buok) 2z tnm,out(pav)
24. cmccl(pay)

Figure 4.2:Some runs of the room reservation protocol. Filled circles are exceptions; thick circles
are terminating statesy is the unique start state.

We have used the room reservation example in this chapter to demonstrate the effective-
ness of our methodology on an existing example, developed by others. The principles involved,
however, can be related in a straightforward manner to our original purchase example4.Bable
lists the mapping from the messages used in the room reservation exan@le the messages
used in the purchase examp®l).
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Table 4.2:The room reservation protocol in OWL-P
Role 1: Customerg
Role 2: Hotel, h
Rule 1: start && policy(c, checkVacancyh, 7z) = checkVacandy, h, 7x)
Rule 2: start && policy(h, vacancy(c, 7z) = vacancyh, c, 7x)
Rule 3: vacancys- policy(c, book)

Message IcheckVacandy:, h, =)

c asksh if there is a vacancy for a certain room for certain dates, encoded by

This message does not create any commitments.

Message 2racancyh, c, x)

h informs ¢ that the room-date-price combinatianis available. Now, is committed to
confirming the room reservationdfpays the price quoted.

This message creates the commitm@ath, ¢, confirmh, ¢, z), pay(c, h, x)).

Message 3ooKe, h, x)

c asksh to book the room for the given dates. By sending this messagenmits to paying
if the room is confirmed.

This message creates the commitm@&tc, h, pay(c, h, z), confirmh, ¢, x)).

Message 4confirm(h, ¢, x)

h confirms that the room has been bookédis now committed ta: to allow the use of the
room as indicated earlier in the vacancy dates.

This message creates the commitm@fit, ¢, usex)).

Message Say(c, h, z)

¢ pays the amount specifiedinto A.

This message does not create any commitments. idfcommitted toh to pay forz, this
message fulfills that commitment.

Message @imeouth, c, pay)

h detects that has not sent thpay(c, h, ) message within the specified deadline.

This message does not create any commitments; it is an indication of the breach of any com-
mitment thatc might have made té to pay forz.

Message Tcancelh, ¢, confirm)

h cancels its commitment toto allow the use of the room.
This message cancels the commitméfi, ¢, usgx)).

4.6 Modeling and Handling Exceptions

This sections describes our treatment of exceptions in commitment protocols. Handling
unexpected exceptions at runtime is described in Sedti®2 Modeling expected exceptions via
a preference graph is outlined in Sectwi.], but a detailed discussion is deferred to Sectioh

In the room reservation example, the challenges to exception handling that we outlined
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Table 4.3:A mapping between the messages of the room reservation example and the messages of
the purchase example:, denotes the customer for the roomthe room details) the hotel,c,

the customer in the purchasgthe goods sold in the purchagethe price of the good sold, arid
denotes the merchant in the purchase example.

Room Reservation Purchase
checkVacandy;, h, ) | reqQuotéc,, b, g)
vacancyh, c,, x) sendQuoté, ¢,, g, p)
booKec,, h, ) sendAccefit, b, g, p)
confirm(h, ¢,, x) sendGood®, ¢,, g)
pay(c,, h, x) sendMoneft,,, b, p)
cance(h, ¢, confirm) | cance(b, ¢,, sendAccept

earlier manifest themselves as follows.

1. Domain-independent reasoninghe normal process dictates confirmation of the hotel room
before payment. A customer who sends in the payment before the confirmation is in violation
of the protocol under such a model, even though practical processes should allow for it, since

the essence of the process (reserving a room) is not violated.

2. Unforeseen exceptiond he hotel might be forced to revoke the confirmation for the room
because of a fire that destroys the room. In traditional process enactment mechanisms such
as workflow engines, such exceptions cannot be handled because they require a change in the
workflow model. Realistically, the customer should be compensated by some means such as

a refund or an offer for an alternative room or hotel.

In the following sections, we describe how our approach handles these situations.

4.6.1 Expected Exceptions

A protocol allows multiple runs, which is what gives its participants flexibility in enacting
the protocol. We propose that each protocol specify a graph of preferred runs using a (possibly
partial) preference relation over sets of runs. Such preferences prove valuable in reasoning about
why a particular state is an exception state. For example, a preference structure can be induced over
the process model shown in Figutel by stating that runs with naoVacancyh, ¢, -) states are
preferred over others.

Preferences between runs can be used to define exceptions independent of the protocol

specification. Run sets that are lower in the preference graph can be declared exceptions by de-
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ployers of protocols. In this manner, different deployments of the same protocol can have different
exception conditions, without having to change the protocol specification.

Consider the room reservation protocol. The protocol might specify that runs in which the
hotel does not recant it&acancyh, c, z) message (by sendingrmVacancyh, ¢, z) message) are
preferred over runs that do, and the latter set of runs signal an exception. This protocol will consider
the runs(sgpsi1s253516), (Sos156), and(sps1s2s¢) as exception-causing runs (See Figdrd. The
same protocol without such a preference structure and exception definition would allow the the runs
listed above and would thus be better for the hotel. Notice that commitments enable the reasoning
thatsi¢ is a valid state, i.e., the hotel can sendtlo®&acancyh, ¢, z) message even after it receives
thebook ¢, h, ) message, since no unconditional commitments exisf.at

Run preferences may be based on different metrics. For example, short runs might be
preferred over longer ones and runs that do not involve the delegation or cancellation of a particular
commitment may be preferred over runs that do. The benefit of inducing a preference structure over
runs are

1. A preference structure relates an exception to the protocol as a whole rather than modeling an
exception as a trigger for specific exception handler code.

2. Participants can reason about what kind of preference structures and related exception defi-
nitions they want to entertain. For example, customers might like to choose a room reser-
vation protocol with a preference structure that termsnb¥acancyh, ¢, z) sent after a
vacancyh, ¢, z) message an exception.

3. Preference structures decouple the specification of a protocol from the environment in which
it is enacted. A situation that is normal in a protocol in one context might be deemed an ex-
ception in the same protocol when it is being executed in a different context. For example, the
room reservation protocol allows the hotel to sem&eancyh, ¢, z) message to the customer
to start the protocol. Starting the protocol in this manner is equivalent to the hotel advertising
the availability of a room. In some situations, however, such an unsolicited advertisement
might be deemed illegal, as in the case of spam.

e A preference relation between sets of runs creates a preference graph.
¢ If the nodes of the preference graph are interpreted as sets of exception runs, we obtair} a graph
of exceptions.

e Protocol specification is decoupled from specification of exceptions.
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4.6.2 Unexpected Exceptions

Unexpected exceptions are deviations from the modeled interaction detected at runtime
but not part of the process model in traditional systems. In a commitment protocol, however, a model
is a declarative specification of the meanings of messages, which, combined with the semantics of
commitment operations, drives the protocol. In this section, we show how our protocol algebra
can be used to combine exception handlers with protocols at runtime so that new situations can be
handled when they arise.

100. delegate(a, d, C)lOl. discharge(d, C)

‘ Exception handler. C=C(a b, p), Role1: a Role2: d ‘

100. delegate(c, bank, C(c, h, pay(c,h,x)))+ 101. discharge(bank, C(bank, h, pay(bank, h, x)))+@

‘ Handling customer’s cancellation of payment by delegating it to a bank. a= c, d= bank, C=C(c,h,pay(c,h,x)) ‘

5. Da}’(c,h,x)& 100. delegate(h, h;, confirm(h,c,x))lOl. discharge(h,, c, confirm(h,, c, x))

‘ Handling the hotel's cancellation of confirm by delegating it to another hotel h,. a= h, d= h;, C=C(h,c,use(x)) ‘

Figure 4.3:An exception handler and its usage by splicing. Thick circles denote terminating states.

Splicing Exception Handlers

As introduced in Sectiof, protocols can beplicedusing the merge operator, with addi-
tional constraints. For example, if a complicated payment protocol existed, where a payer transfers
funds to a payee via a bank, that payment protocol could be spliced into the room reservation pro-
tocol between states, andss or between states; ands;3. The new protocol thus obtained would
be arefinementof the room reservation protocol, since it dictates a finer grained protocol to its
participants than the plain room reservation protocol.

We treat exception handlers as sets of runs, just as we do protocols. This enables handlers
to be spliced into protocols. As an example, consider the exceptionsstaite Figure4.2. This
exception is caused by the customer cancelling its commitment to pay for the room after the hotel
has confirmed it. Normally, this would be a violation of a commitment. The customer might wish
to cancel the commitment to pay, say, because of financial hardship. Consider now an exception
handler as shown in Figuee3, at the top. This handler can be spliced into the room reservation
protocol after appropriately binding the radeto customer, rold to hotel, and roled to the cus-
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tomer’s bank. This splicing lets the customer keep the hotel room while not having to pay the hotel.
Statessigp ands; g2 of the exception handler correspond to stateandss of the room reservation
protocol, respectively. The splicing is shown in Figdr8, in the middle.

The same handler can also be used to delegate commitments, when the need arises, instead
of cancelling them. For example, this handler can be used by the hotel to delegate the reservation
of a room to another hotel in case of fire. In this case, the handler would be spliced at siaite
the room reservation protocol, with the raecorresponding to the hotel, roleto the customer,
and roled to another hotel which can provide the room in lieu of the former hotel. Stagenow
corresponds ta@s; and statesg; andsyge are added to the protocol, as shown at the bottom of
Figure4.3,

Splicing Exceptions Handlers in Practice

We envision that exception handlers will be selected for splicing based on state-similarity
functions from a library of handlers or, more generally, a library of commitment protocols. In this
manner, exceptions that the protocol designer did not foresee can be handled if an extensive library
of exception handler protocols is available. Handlers would be selected based on state-similarity
functions. This requirement is not as far-fetched as one might imagine. Projects such as Rosetta
Net (RosettaNgtand the FIX protocol Twi, 2005, have already developed libraries of business
protocols.

e Exception handlers are treated as protocols.

e At runtime, when an unexpected exception occurs, a handler can be spliced with the prgtocol.

e Handlers for splicing are derived from a library of exception handler-protocols.

4.7 Specifying and Resolving Preferences

We propose that protocol specifications be enhanced with modular, pluggable descriptions
of the preferencemmong executions of the protocol. These preferences are the protocol designer’s
view of what are the most normal or most desired executions. In this sense, they have a normative
force. Individual agents would have their oyaliciesfor how they participate in a given protocol.

The policies should generally be in line with the protocol preferences. (Verifying compliance with
protocol preferences, however, is nontrivial—we return to this point in Sedtiad)

Protocols can be refined to yield protocols that serve the same goal but impose additional

requirements. For example, payment by cash is a refinement of payment (in general). Agents
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contemplating interacting can negotiate about the refinement of the protocol that they will enact.
For example, if a merchant accepts only cash, payment by check or charge card is ruled out and
payment by cash is the only kind of payment that will work.

More interestingly, agents who are participating in a protocol may negotiate about the
specific actions that each would take (from among those that are allowed by the given protocol). For
example, given that two parties agree to participate as seller and buyer in a purchase protocol, they
might then negotiate about whether the buyer can have a third party pay on his behalf. Whereas this
dissertation does not study negotiation of preferences, it provide a basis for argumentation among
the parties.

For compatibility with our protocol model described in earlier chapters, we use the linear
temporal logic-based event ordering language proposed by SEfi8(to specify preferences
between sets of executions in that transition system. Although Singh’s language is given semantics
based on linear models, the models are related in an incremental manner to other possibilities: thus
the spirit of it is arguably branching. We use expressions over events in this language to specify sets
of runs of a protocol over which preferences can be expressed. This section briefly introduces the
semantics of commitments to lay the groundwork for preference specification and introduces the

language.

OWL-P

Our work on preferences builds on OWL-BPdsai et al.2005 2006, which is a prac-
tical framework and an associated language for specifying, combining, and enacting commitment
protocols. OWL-P (OWL for Protocols and Processes), uses OWL (Web Ontology Language) to
specify protocol and protocol composition constructs. An OWL-P specification identifies roles that
participate in the protocol, the messages that are exchanged (with the meanings of the messages
in terms of commitments that are created), and a set of rules that constrain the set of runs of the
protocol by specifying ordering, data flow, and other constraints. The key features of the OWL-P
framework are listed below. A more detailed exposition of OWL-P appears in Chapter

e An OWL-P specification includes the roles, the meanings of messages, and the rules that

dictate valid executions.

e An OWL-P specification assigns meanings to messages by specifying how messages assert

and retract various propositions and how they create and manipulate commitments.
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e In the OWL-P framework, skeletons are derived for each role. A programmer can specify the
policies for each agent that plays a given role to determine whether and how to act in enacting
the given protocol. Desait al. (2004 discuss this aspect at length.

e Commitment protocols allow numerous runs; we enhance them with a modular, pluggable spec-
ification of preferences among the runs.

o We will demonstrate how preferences can be incorporated into OWL-P, a framework for|speci-

fying and enacting rule-based commitment protocols.

4.7.1 Specifying Preferences

As explained before, OWL-P specifies protocols declaratively and leverages the seman-
tics of commitments and their operations to make protocols flexible. However, OWL-P does not
distinguish between the normal and abnormal executions of a protocol. For example, executions in
a purchase protocol that involve returns and refunds or missing shipments are treated on par with the
normal executions involving no missing shipments or delayed payments. For this reason, we extend
OWL-P to capture preferences among sets of executions. We first devise a language over events to
concisely specify sets of protocol executions. Next, we specify preferences among such sets using
this language. Preferences serve as a rough-and-ready means to capture design goals wherein the
normal executions are preferred, yet abnormal executions arising from exceptions or unexpected
actions by some of the agents are allowed.

The Constraint Specification Language

We use the event-based linear temporal I&g&s introduced by Singl2003 for speci-
fying sets of runs. We repeat here the syntax and semanti€$rom (Singh 2003. I is the start
symbol of the BNF for the language &f In this BNF, slantindicates nonterminals;,— and| are
meta-symbols of the BNF, /* and */ begin and end comments, respectively; all other symbols are
terminals.

L,. I — dep| depA I [*conjunction: interleaving*/
L,. dep— seq| seqv dep/* disjunction: choice*/
Ls. seq— bool| event| event seq/* before: ordering*/

Ly. bool— 0| T
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Dependency. A dependency is an expression generated.bly specifies constraints on the occur-

rence and ordering of events.

Event Literal Set. T" # {} is the set of event literals usedinT'p, is the set of literals mentioned in
a dependency and their complements, for exampl&, = {e, €}. For a set of dependencies
D, we definel'p aslp = U Tp.
DeD
Since state labels in OWL-P capture the history of events in the system, the event-based language
(and semantics) that we use here can be applied to the state-based execution semantics of OWL-P.

Legal runs satisfy the following requirements:
1. Event instances and their complements are mutually exclusive.

2. An event instance occurs at most once in a computation.

Universe of Runs. Uz is the universe of runs; it contains all legal runs involving event instances

fromTI.

Constraint Language Semantics

The formal semantics ¢f is based on runs, i.e., sequences of events. For a rriJz
andI € Z, r = I means thal is satisfied over the run. This notion can be formalized as follows.
Here,r; refers to theth item inT andry; ; refers to the subrun of consisting of its elements from
indexi to indexj, both inclusive /7| is the last index of and may bev for an infinite run. We use
the following conventions in the specification of semantics belaw; e, f, etc. are literalsD, E,
etc. are dependenciesyj, k, etc. are temporal indices; and etc. are runs. The semanticsDf
is

M. Tl=eiff (Ji:7=e€)

MQ.T‘:Il\/IQ iff 7 ):Il orr ’:IQ

Ms. T ‘: LANLiff 7 ): I, andr |: I

My. l: I - I iff (Hi * T0,1] |: I andT[HL‘THb)

Denotation. The denotatiorf D] of a dependency is the set of runs that satis®, i.e., [D] =
{r:7 = D}.
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Preferences

The specification languagesupports dependencies to succinctly specify sets of runs. To
induce a preference structure over such sets, i.e., to specify if one set is preferred over another, we

introduce thepreference relation

Preference Relation.Let R : 2Y7 — 2Uz pe the preference relation between sets of rikss
irreflexive, transitive, and antisymmetritD;, D;) € R means that any run that satisfies the
constraints inD; is preferred over any run that satisfies the constraint® ini.e., V7, 7; :

7; € [D;] and7; € [D;], 7 is preferred over;.

Commitment protocols can be expressed as a set of dependencies. For a pgrospeaified in
terms of a set of dependenciBs, the denotation of the protocol is the set of runs that the protocol

allows, and is given b§P] = | J [DJ.
DeDp

Preference Graph. A preference graph specifies preferences among a set of dependencies. Each
dependency labels one node of the graph, and a preference relation specifies preferences
among these dependencies, and consequently among the nodes they label. A preference graph
L = (D,,R) specifies preferences among the elements of the set of dependBpaistg
the partial order induced by the preference relakoover D,.. For the abovd., we define its
event literal set to be the set of all events that are mentioned in the dependengigsaimd

their complementsl’;, = U Ip.
DeD,

Figure4.4 shows our schematic representation of a preference graph.

a.b.z

D za ]

a.c z

Figure 4.4:A preference graplh = ({ D1, Do, D3}, {(D1, D), (D2, D3)}), whereD; = a - b - z,
Dy=z-a,andD3 =a-c- 2.

Preference Node Denotation.The denotation of a preference nadlg labeled byD, with respect
to a protocolP and a preference graph = (Dp,R), whereD € Dp, is the set of runs

allowed by the protocol that are also allowed By but not by nodes i that are preferred
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over Np. The motivation for the above is that each run can occur in at most one node in the
graph. Thus if a given run is allowed by two sets of runs, one preferred over the other, the
less set would not “get credit” for this run. On each path from a top node (i.e., a node with no
ancestors) to the bottom node (i.e., a node that is not preferred over any other) of the graph, a

given run can occur at most once. Formaly,p] = [P] N ([D] — U [Di]).
(Di,D)eR

Consider the room reservation protocol. In some cases, the designer might want to prevent cancel-
lation of an unconditional commitment, e.g., to prevent cancellation of the customer’s commitment
to pay after the room has been confirmed or the hotel’'s commitment to confirm after a payment has

been made by the customer. The preferences for this can be encoded as follows
e P, =confirmh,c, ) - pay(e, h, )
e Py =payc, h,x) - confirmh,c, z)
e P3; = confirm(h, ¢, x) - cance(confirm(h, ¢, x))
e P, =payc,h,z)-refundh,c, x)
e P; = pay(c, h, x) - cance(m, C(m, ¢, confirm(h, ¢, x)))
e Py = confirmh, ¢, x) - cancelc, C(c, m, pay(c, h, z))
e P, andP, are each preferred over eachiéf P,, Ps, and Py
e P3andPy are each preferred ovék and P

This preference graph is shown in Figdr®. There is no preference betwenand P, no prefer-

ence betweets and Py, and no preference betweéh and Ps. This preference structure restricts

the runs of the purchase protocol by disallowing cancellation of unconditional commitments. Based
on our interpretation of the denotation of the preference graph nodes, we obtain the following sets

of runs:

e [Np,] = [confirm-pay]. All runs in which the hotel confirms the room and a payment is

made afterwards.

e [Np,] = [pay- confirnj. All runs in which the customer pays, after which the hotel sends a

confirmation.
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Normal runs | P, | confirmpay | | P, [ payconfirm |
Exception runs | P, | confirm.cancel(confirm) | | P, | pay.refund |
—
: — V
Severeexceptionruns | P. | pay.cancel(confirm) | | P, | confirm.cancel(pay) |

Figure 4.5:A preference graph for the purchase protocol. Grey arrows depict preferences. Events
are represented without their parameters, to avoid clugkmdrepresents payment from the hotel
h to customer, andcancelrepresents the commitment operation.

e [Np,] = [confirm- cance(confirm) A pay]. All runs in which the hotel cancels a confirma-
tion it has made before the customer pays, and the payment is never done. This run cancels

an unconditional commitment, hence it valid, although undesirable.

e [Np,] = [pay- refundA confirnm. All runs in which the hotel refunds the customers payment
and never sends a confirmation to the customer. This run cancels an unconditional commit-

ment, hence it is valid, although undesirable.

e [Np,] = [pay- cance(confirm) A refundA confirng. All runs in which the hotel cancels the
confirmation after the customer has paid, never confirms, and never sends a refund. Note that
this set contains runs that will never occur because they violate the commitment life cycle.
Specifically, ifconfirmnever happens, thezance(confirm) has no meaning, since commit-
ments cannot be operated upon unless they are created. Therefore, we induce constrains based

on commitment operations, to obtdiVp, | = [(pay- confirm- cance[confirm) A refund Vv

(payA confirmArefund)]. That s, all runs in which the hotel cancels its confirmation or never
makes a confirmation, but does not refund the payment made by the customer.

e [Np,] = [(confirm- cance(pay) A cance(confirm) A pay) V (confirmA payA cance(confirm))]
This is obtained similar tdNp, .
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e We use Singh’s linear-temporal logic specification for concisely expressing sets of runs.
e Each node in the preference graph describes one set of runs, specified by an express|on using
the above logic.
e Every run occurs in at most one such set if we trace a path from amost-preferred node to a
least-preferred node of the preference graph.

4.7.2 Resolving Preferences

How can an agent use a preference graph protocol enactment? We describe here the
operationalization of a preference graph, and a methodology for inclusion of preferences into a
rule-based commitment protocol framework, OWL-P.

Evolution of Preference Graphs

A preference graph evolves as events occur and cause the state of the protocol to change.
The evolution changes the denotation of each node of the preference graph because events residuate
dependencies that label preference graph nodes.

Residuation

The residual of a dependenéyby an event is denoted byD /e and corresponds to the
largest set of runs satisfying the given dependency. Forma#ly[D/¢] iff (Vv : v € [e] = (vv €
Uz = vv € [D]))

The residual represents what remains in the dependency after a certain event has occurred
for the dependency to be satisfied on any run. The following are residuation rules as given by
Singh:

Ri.0/e =0

Ry.T/e=T

Rs. (Ey A Ba)fe = ((Er/e) A (Ez/e))
Ri (EyV Ba)/e = ((Erfe) V (Ez/e))

Rs. (e.E)Je=FEife¢ 'y



64

RGD/6:D|f€¢FD
R:;. (¢'- E)/e = 0if e € 'y wheree’ is any event literal
Rs. (é- E)/e =0

Below, we describe the evolution of a (preference) preference graph, and give an algorithm for the

same. Herer 4 e concatenates eveato runr.

Evolution Node. An evolution node is a node that represents the evolving state of a preference
graph. The event literal sé€t, of an evolution nodé/ is the event literal sdf;, of the pref-
erence grapld it represents. An evolution node represengathin the evolution tree. This
path is a legal run and is a concatenation of the events that took place for the evolution node
to be generated, starting from the root of the evolution tree. Evolution nodes are described
V; = (L, 7), whereL is a preference graph ands the path td/. from the root node of the

evolution tree.

Evolution Tree. An evolution tre€eT;, of a preference graph represents, all possible states that
can evolve through as events happef'jn An evolution tree is a 3-tupl&l;, = (V,E, L),
whereV is the set of evolution nodes in the trée,is the set of edges between evolution
nodes, callegvolution edgesof the form(V;, e, V;1.). The root node of an evolution tree

Ty, is V,, = (L, 1), Wherery is the zero-length run.

Given a preference graph we construct the evolution trég, for it by first creating the
root evolution nodé’,, = (L, 7). FromV,,, we draw an arc for each eventliiz, that is not inr.
The arcs are labeled by the event they represent. For eaeh arccreate a new evolution node
Vigre = (L', 70 + €). For this new node, we sét’ = (D'R’), whereD’ is the set of non-zero
dependencies obtained by residuating each dependerickyre, andR’ relates two dependencies
in D’ if the dependencies corresponding to thenDinvere related byR. That is, we preserve the
preferences among the residuated dependencies in the evolution nodes4 Filisiethe algorithm
for generating an evolution tree of a specified finite depth, given a preference graph.

Figure 4.6 shows parts of the evolution tree generated using the algorithm in Higare

on the preference graph shown in Figdrd.

Choosing Between Runs

Consider an agenX that operates within the preference preference graph specified for a

protocol in which it is participating. For such an agent to determine during enactment the action
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Figure 4.6: The partial evolution tree for the preference graph shown in Figude using
residuation.

to take (we assume there is an event corresponding to every action instance), each evolution node
is a decision point. LogicallyX chooses the event that takes the protocol to the most preferred
preference graph node or, for a protocol whose state is already in the most preferred preference
node, keeps it there. Since preference nodes are distributed among the evolution nodes, and
cannot change the state of the protocol at a finer granularity than that of evolution Aoét,
have to evaluate which evolution node is the most preferred. To determine this, a preference graph
of evolution nodes is constructed as follows: At any evolution node, to decide the next action to take,
induce a preference graph among the child evolution nodes using the original preference structure,
i.e., the preference structure specified in the root of the evolution tree. Once this is done, induce
a preference graph on the evolution nodes based on the preference arcs that originate from one
evolution node and terminate in another.

Figure 4.8 shows the algorithm for constructing a preference graph between evolution
nodes.

Applying this algorithm to the children of the root evolution nddg in Figure4.6, we
obtain the evolution node preference graph shown in FigueTo explain this preference graph,
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input : A preference graplt = (D, R), and a limitMAX_DEPTH for the depth
of the tree generated
output: An evolution tre€l';, = (V,E, L) of L

Create the root node;, = (L, 1) ;
depth «— 1;
VeV,
Tp.V—{V};
T,.E — {};
siblings — {V'};
while depth < MAX_DEPTH && siblings # {} do
foreach Evolution Nodé/ € siblings do
siblings « siblings —{V'} ;
foreachevente € T'y, such thate ¢ V.7 do
V.r+e < createChildNode V,e);
T,V «— T, VU {Vvﬂ—_;_e} ;
T, E«— T, EUFE;
if Vwrie.L.D A{} then
| siblings — siblings U{Vy.; .} ;
depth < depth +1 ;
return T ;

© 00 N O O B~ W N P

e I =
g M W N R O

[
N o

=
[ee]

ProcedurecreateChildNode (V, e): Create a child evolution node for the node
V on evente

input : An evolution nodd/ = (L, ), whereL = (D, R), and an event.

output: An evolution node that represents the staté @i evente.

19 D" —{};

20 RM—{};

21 foreachdependency € V.L.D do

22 if d/e /& 0then

23 D" — D'"U(d/e);

24 foreach preferencgd;, d;) € V.L.R do
25 if d == d; or d == d; then

26 L L R/%R/U(di,dj);

27 L' =(D",R');

28 Wirse = (L, V.T + €);
29 return Vy e
Figure 4.7: GenerateEvolutionTree(L, MAX_DEPTH): Generate the evolution

tree for a preference graph = (D,, R), whereMAX_DEPTH is a bound on the
depth of the tree to be generated.

we show the preference relationship among the dependencies within the evolution nodes, in Fig-
ure4.10
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input : An evolution nodé/;, and a root preference gragh = (D,, R,)
output: A preference graplh. = (D., R.) representing the preferences among
the child nodes o¥/.

1 De —{};

2 Re —{};

3 foreachchild nodeV; . of V. do

De — D, UVigy

foreach child nodeV; ., of V. do

D, «— D.U VT—i-y ;

foreachd, € V., do

foreachd, € V4, do

if (getRootDep (dy, Vriys, D,), getRootDep (dy, Vr4y,
D,)) € R, then

10 L Re + Re U (V’T'-i-dh V;——&—y);

11 if (getRootDep (dy, V-4, D;), getRootDep  (d, Vr1y,
D,)) € R, then

12 L Re — R. U (VT-"-y) V:r—&-a:)’

13 L, — (D., R.) retumn L, ;

14 ProceduregetRootDep (d, V.., Dy): Return the dependency i, that was
residuated tel along a path’.
input : A dependency, its evolution nodéd/,»,and a set of dependenci®g.
output: The dependency iy, that was residuated tbalong the path’; null if

no such dependency exists.

15 foreachdy € Dy do

16 dy < dy ;

17 | fori—0to|r’|—1do

18 t dt‘_dt/T[/Z-] ;

19 if d; == dthen

© 00 N o 0 b

20 L return dy :
21 else
22 L return null ;

Figure 4.8:GenerateEvolutionPreferenceGraph(V;, L,): Generate a prefer-
ence graph of preferences among the child evolution nodes of an evolution node
V., given the root preference graph.

Selecting the Best Path

Given the preference graph of preferences among the child (evolution) nodes, the best
action to take (event to bring about) is the event that leads to any one of the top elements of the
preference graph, i.e., to a node in the evolution node preference graph over which no other node is

preferred. However, the evolution node preference graph might have no top element. This happens
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Figure 4.9: The preference
graph for the evolution nodes
Vir Vi, Vi, andV, shown in
Figure4.6, based on the pref-
erence grapli shown in Fig-
ure4.4

Figure 4.10: A detailed view of the evolution node preference
graph shown in Figurd.9. Grey arrows indicate the preference
relation.

when all nodes are involved in a cycle, as in shown in Figugewhich signals an unsound original
preference specifications. The agent can then choose any of the paths available. Path selection is

discussed in greater detail in Sectib.3

Types of Events

So far, we have discussed the single agent case, where the choice among events is for a
single agent to make. In agent interaction, however, events are brought about by different agents
during the enactment of a protocol. Choosing the best path, if one is available, is therefore not up to

a single agent. We therefore identify two types of evenitservecandcontrolled

Controlled Events. For a given agent, an event that it can bring about is called a controlled event.
We introduce a distinguished controlled evaxitop, which means “do nothing.” An agent

can perform aNoop to wait.

Observed Events.For a given agenl, an event whichX can observe, but not bring about, is

called an observed event. We distinguish two unique observed estartsandend, which
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are observed by agents patrticipating in a protocol when the protocol begins and ends respec-
tively.

Whether an event is observed or controlled is decided when the events are described for the system

being modeled.

4.7.3 Patterns for Path Selection

Given that an agent will make a choice at every node of the evolution tree, and that events
can be controlled or observed, we identify typical patterns of decision making that agents can adopt
in common situations. Before describing these patterns, we explain rule-based protocols of the type
found in the OWL-P framework.

Incorporating Preferences into Rule-Based Protocols

We envision the application of our algorithms in rule-based protocol enactment frame-
works such as OWL-P. OWL-P enables agents to specify lineait policiesindependent of the pro-
tocol specification. The general structure of rules in such protocols is the Event-Condition-Action
(ECA) structure,

On e
if localPolicy(e, z)
then do a(x)
Here,e is an event and(-) is an action (with a corresponding evep}, which depends on the local
policy for its parameters.
As an example, consider a purchase protocol that requires that the receivefopfa

m, itemlD) message (which is a request for a price quote for an item)—the merehaespond the
the sender—the customerwith aquotdm, ¢, itemID, price) message (which is a price quote). The
rule for this requirement will be

On rfq(c, m, itemID)

if localPolicy(rfq(c, m,itemID), price)
then do quotdm, ¢, itemID, price)

Where multiple choices of action are afforded by the protocol on the same triggering event, there

will be one rule for each action, with the same event and condition. In such a case, the local policy
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decides which rule to enable and which to disable. In case the policy enables multiple rules, the
preference specification of the protocol is used to decide which action to take. Based on these
principles, we describe patterns of decision making that agents can use. Henceforth, we consider
the preferences from the point of view of an ag&ntinless otherwise specified.

Clear Myopic Choice

If an agent has to choose between paths in an evolution tree, and a top node exists in the
evolution node preference graph, the agent takes the path to the top node. This situation is shown in
Figure4.11

Noop Usage

Sometimes, even when there is a clear myopic choice, an agent’s local policy might force
the agent to not take any action. Consider once again Figlifle At the decision point/., agentX
can take actiom or z. According to preference specifications, takinig clearly the better choice.
What will happen ifX’s local policy suggests that is not currently the best choiceX could
perform z, since it is the next best choice. However, if the protocol does not requireXttzadt
immediately (most realistic protocols have a notion of timeouts and deadlines)Xthan perform
a Noop, waiting till the policy allowsa to be performed or till the protocol forces to performz
(which will also be a policy decision, if the policy has been designed to not violate the protocol).
A Noop, when used, can introduce cycles in the evolution node preference graph. In the example
given here, however, the introduction of/a,., node as a child of/- will not introduce a cycle
betweenV,, V., andVoop, as shown in Figurd.12

Unclear Myopic Choice

Agent X cannot choose a path to follow if the evolution node preference graph has no
topmost element, i.e., the preference graph has a cycle over all its nodes. This pattern was illustrated
in Figure4.6, among the child nodes &, .

Unclear Non-Myopic Choice

If there is a cycle in the evolution node preference graph but some events are only observed
by X, then we have an unclear non-myopic choige has to make an arbitrary choice or wait for
one of the other agents to perform one of the observed events. For exampaledif were observed
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Figure 4.11Clear myopic choice: An agent can
unambiguously decide which path to choose,_. . .
. . Figure 4.12:Using aNoop when local policy
since the evolution node preference graph haa .
oes not allow the best choice and the proto-

a top elementV/,,. . ) . .

col does not impose immediate deadlines on the

other choice(s).

events forX, the evolution node preference graph shown in Figut®would have been a case of
unclear non-myopic choice fox.

e The “computation tree” of a preference due to residuation represents its evolution.

e An agent chooses the action that moves the run to the topmost node in the preference draph.

e An agent cannot choose unambiguously if all nodes of the preference graph are involed in a
cycle.

e Local policies can make an agent wait, performirigap even when a topmost element exists
in the preference graph, if the protocol allows waiting.

4.8 Discussion

Exceptions are numerous in real-life systems since the universe of discourse of a business
process has ill-defined boundaries. Real-world processes need pragmatic exception handling, i.e.,
reasoning about meaning in context. We have proposed a methodology that utilizes commitments
among participants to handle exceptions in a protocol. Although, protocols help us capture agent
interactions perspicuously, the very strength of protocols, namely, their flexibility, can become a
problem. Executions allowed so as to make a protocol flexible under exceptional conditions can
begin to be selected over superior executions even when the exceptional conditions do not obtain.

In this chapter, we have shown that protocols be specified generically, and preference
conditions among different sets of runs can be stated separately, depending on the context of usage
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of the protocol. Preferences serve as a rough and ready means to capture design goals wherein the
normal executions are preferred, yet abnormal executions arising from exceptions or unexpected
actions by some of the agents are allowed. We have also identified a denotational semantics for the
preference conditions understood as a preference graph and showed how such a preference graph
evolves as events and actions take place. We have also proposed a simple method by which an agent
can decide upon its next action, describing an anomalous condition and giving an algorithm for
identifying it. Preferences are often understood solely in decision-theoretic terms. Decision theory

is clearly important for modeling preferences and coming up with strategies for acting according to
them. However, a denotational understanding of preferences can support the proper application of
decision theory.

Further, we have also demonstrated how an algebra of protocols can be employed to han-
dle exceptions that are not originally in the process model. With this approach, we have demon-
strated how commitment protocols used in specific contexts can create agile processes. These con-
tributions are a significant step forward from the closed, rigid process models provided by traditional

formalisms. Next, we discuss literature relevant to the content presented in this chapter.

4.8.1 Related Literature

Exception handling has been studied for programming languages, multiagent systems,

and workflows, among others.

Exceptions in Programming

Miller and Tripathi (L997) identify four different reasons for exceptions in object-oriented
systems:errors, which are illegal conditions, valideviations notificationsthat invalidate certain
assumptions, anitlioms which are legal conditions that are rare, such an end-of-file encounter.
They study errors in detail and deviations and notifications to a limited extent whereas our research

deals mainly with deviations, notifications, and idioms.

Exceptions in Multiagent Systems

Klein et al(2003 study exception handling in multiagent systems in detail. We agree
with their premise that open systems require fundamentally different exception handling techniques
than those required by closed systems. They develop an architectural framework for multiagent

systems that uses a directory of agents to keep track of the agent population so that situations such
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as the death of an agent can be handled with minimal resource wastage. In another work, Klein
(1999 develops a library of generic exception handlers and proposes the use of specialized agents
that handle exceptions. This work could be combined with our approach to enable the specialized
agents to reason about exceptions.

Exceptions in Workflows

Kamath and Ramamrithani999 develop a rich workflow model that enableppor-
tunisticrollback of tasks that failed, so that the effect of the failure is contained. Their work repre-
sents a significant improvement over traditional workflow engines. €hél (2001) describe sev-
eral exception resolution techniques in ADOME-WFMS, a workflow system. They identify tasks in
the workflow as critical, optional, replaceable, or repeatable. Exceptions are handled by modifying
task assignments, or skipping a task. Cast#l. (1999 develop a library of exception patterns
for workflow systems. In related work, Casati and colleagd®89§ architect an environment for

designing exceptions. Our approach improves upon these ideas by introducing commitments.

Preferences in Commitment Protocol

One of the first operationalization of commitments for agent interaction was done by
Yolum and Singh Z002. In their work, protocols were specified by listing legal states in terms
of the commitments and domain propositions that hold at that state, and using an event calculus
planner to generate the set of runs that were allowed. Winéadf. (2004 have advanced this line
of research. Fornara and Colombef&0(Q3 have also proposed a commitment-based interaction
protocol framework. However, none of the above approaches specify or operationalize a notion of
preferences among the various execution sequences allowed by a protocol. Our work, therefore, is
a significant step in this direction.

Preferences in Business Processes

Grosof and Poon2003 have implemented rule based agent interaction systems where
rules are prioritized. Grosof and colleagues propose what are knogougteous Logic Progras)
or CLPs. In a CLP, when there is ambiguity regarding which rule to fire, i.e., a conflict arising
because multiple rules can be fired at a particular state of the world, the priorities assigned to the
rules are used to resolve the conflict. Our work is similar to CLPs in this respect, but different in

that we propose a scheme in which preferences amamggare specified, independent of a protocol
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specification. Further, we also present a methodology for translating these preferences into rules
that can be embedded into the (rule-based) protocol specification.

Preferences in Agent Interaction

Our work is based on the concept of social interaction among agents, which gives im-
portance only to the observable behavior of agents. We describe how preferences among runs can
exist. However, we do not study how agents can reason about the benefits of using one set of pro-
tocol runs over another. Pasquier and Chaib-D2a@ introduce the cognitive dissonance theory
into multiagent communication by incorporating the theory and dialogue game protocols into agent
interactions. Their theory explores ways in which agents can decide when to start dialogues with
other agents and what kind of dialogues to initiate, among other things. This line of research is com-
plementary to and would strengthen the interaction framework we have presented here. Preferences
among the available runs of a protocol have also been studied from the game theoretic point of view
by Otterlooet al. (2004). They describe a logic that can be used for reasoning about a strategy to
adopt in a game when the preferences of other agents in the game are known. The work differs from
ours because of the use of games instead of commitment protocols. Also, preferences of agents are
assumed to be known by other agents, which does not always apply in real-world applications such
as the business interaction we have outlined.
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Chapter 5

Protocol Engineering: Developing

Commitment Protocols

We developed an algebra for commitment protocols and described its use in creating re-
finements of existing protocols and in a methodology for modeling and handling exceptions. How-
ever, an important question has remained unanswéted: are commitment protocols createti?

this chapter, we present two novel approaches for creating commitment protocols.
1. By gathering requirements and identifying dependencies among the interacting entities.

2. By identifying reusable components from discourses (which are use-cases) among the inter-
acting entities.

The former approach is motivated by the following observation: modern agent-oriented
methodologies deal with the key aspects of software development including requirements acquisi-
tion, architecture, and design, but can benefit from a stronger treatment of flexible interactions. On
the other hand, commitment protocols declaratively capture interactions among business partners,
thus facilitating flexible behavior and a sophisticated notion of compliance. However, they lack
support for engineering concerns such as inducing the desired roles and selecting the right proto-
cols. We therefore seek to combine these two directions. For concreteness, we choose the Tropos
methodology, which is strong in its requirements analysis, but our results can be ported to other
agent-oriented methodologies.

For identifying reusable components from discourses among independent agents, we start
from a discourse in which every utterance is annotated by its conversational relationship with other
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utterances. Our approach extends Parunak’s work on deriving Dooley graphs of discourses an-
notated by well defined relationshipBarunak 1996, Singh’s work on generating skeletons for
individual agents in such discours&irfgh 2000, and Wan and Singh’s work in introducing com-

mitments into annotated discourses to model business proc®¢sea(id Singh2003.

e Commitment protocols are developed by enhancing an existing agent-oriented softwafe engi-

neering methodology, namely, Tropos.

e Commitment protocols are identified from discourses among agents.

5.1 Contributions

In conjunction with the protocol algebra and exception handling schemes we have pro-
posed, the developments presented in this chapter provide a comprehensive treatment of commit-
ment protocols. In addition, the following are our contributions.

e Engineering from requirement®Vith regard to software engineering, our work contributes to
both Tropos and the theory of commitment protocols. Through protocols, our approach gives
interactions the same status as goals in Tropos. Interactions among independent parties can be
captured early and successively refined based on a theory of protocol subsumption. Because
of its identification of stakeholders and their goals, dependencies, and plans, Tropos provides
a valuable approach in which to identify and refine commitment protocols. We illustrate our
approach via an example of a large software system that was developed using Tropos.

e Engineering from use-case®ur contributions include (1) a simplified conceptual model
of communicative and other acts including an enhanced set of causal relationships among the
acts; (2) a robust, reusable characterization of patterns of communication corresponding to the
various commitment operations; (3) an algorithm to generate a graphical representation of a
discourse based on commitment operations; and (4) a methodology to synthesize specifica-
tions of commitment protocols. The ultimate benefit of this approach is improved automation
in protocol design based on a deeper understanding of commitments and communications.

5.2 Commitment Protocols and Tropos

Tropos is an agent-based software methodology that uses the notions of goals, plans to

achieve goals, and dependencies among the goals and plans of &yeatsani et a.2004. The
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dependencies help capture the relationships between the various stakeholders in the system being
engineered. Following* (Yu, 1995, Tropos gives prominence to identifying stakeholders and

their goals early. Tropos models dependencies among stakeholders well and accommodates their
evolution as the goals and plans of the stakeholders are refined. The requirements serve as reminders
and guards throughout the development process. However, Tropos does not capture agent interaction
requirements in the early stages. Protocols are not identified until the penultimate (detailed design)
stage whereas dependencies are defined early. Protocols evolve as the design progresses. Tropos can
benefit from an interaction model that allows interactions to be refined with each successive stage
of software development. On the other hand, the theory of commitment protocols does not address
how interaction protocols and the contexts of their application can be identified in a multiagent
system. Tropos can provide cues for identifying protocols because it identifies actors, their goals,
their plans to achieve goals and dependencies. Thus, both approaches have their strengths, but also
have some limitations, which can be overcome by a synthesized approach.

Our approach is as follows. First, using Tropos, analyze requirements based on dependen-
cies between actors. Second, identify application points for protocols based on dependencies among
actors, while respecting the logical boundaries of their interactions. Third, refine protocols based
on the actors’ goals. Consequently, Tropos provides a rigorous basis for modeling and compos-
ing protocols whereas the protocols help produce perspicuous designs that respect the participants’
autonomy. We evaluate our approach using a large existing case.

e Tropos identifies goals and dependencies in early stages and refines these in successie stages.
e Tropos can benefit from identifying generic interaction protocols in early stages and qucces-
sively refining them in later stages.

5.2.1 Background: Tropos by Example
Tropos uses the following key concepts:

Actor. An actor models an entity that has goals or plays a part in the software being developed.
Actors are similar to agents or roles, in traditional terminology.

Resource. A physical entity or a piece of information.

Goal. A goal corresponds to an actor’s desikardgoalsare measurable, like functional require-

ments, whereasoftgoalsare subjective, like non-functional requirements.

Plan. A plan is an abstract description of steps to be taken to achieve a goal.
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Dependency.An actor @ependey can depend on anotheddpendegefor acquiring a resource,
satisfying a goal, or executing a plan. The resource, goal, or plan idgbendum The
reasonfor a dependency is a plan, goal, softgoal, or resource (belonging to the depender) for

which the depender depends on the dependee.

Tropos uses three methods, all from an actor’s perspective, for refining goals and identifying plans
to achieve them.

Means-end analysis.identifies plans, resources, or goatsan3to satisfy a specified goal or plan
(end. When a plan is the end, the means can be another plan or a resource, but not a goal.

AND-OR decomposition. breaks up plans into subplans. AND requires all subplans; OR requires
one. Likewise for goals and subgoals.

Contribution analysis. identifies the positive and negative impact that a plan, a goal, or a resource
may have on the achievement of a goal.

Table5.1summarizes the stages of Tropos and how they use the concepts of actor, goal, plan, and
dependency.

The eCulture Example

Tropos was used to develop tB€ulture Systerfor the Trentino provincial government
(calledPAT) (Bresciani et a].2004). This system provides information about cultural services such

as museums to citizens and tourists.

Early Requirements

Figureb.lidentifies four stakeholders, (top-level actors) iné@ulture SystenThey are,
Citizen, PAT, Visitor, andMuseum. The figure also shows goals and dependencies these stakeholders
have. Citizen has a hardgoalet cultural info and a softgoataxes well spent, PAT has the hardgoal
increase Internet use, Visitor has the softgoadnjoy visit, and Museum has the softgoabrovide
cultural services. Citizen depends OIPAT for the softgoataxes well spent.

Next, the model of Figur®.1is refined via goal and plan analyses. During goal analysis,
each goal is eitheexpandednto subgoals using AND-OR decompositiatglegatedo a new or
existing actor, ormcceptedoy an actor as its own. Tropos performs goal and plan modeling for
different actors using label propagation to check that all the root goals, i.e., goals that the modeling



Table 5.1: Tasks performed in modeling actors, dependencies, goals, plans, and capabilities in
different stages of Tropos. Within each stage, the different modeling techniques are not ordered.
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1. Early Require- 2. Late Requireq 3.  Architectural| 4. Detailed Design
ments ments Design
Actor Identify “top- | Introduce system Decompose Define agents tg
Model- level” actors actors as an actor called system-actor intg model capabilitieg
ing or stakeholders in system-actor. subactors. ldentify of  system-actor
domain. all dependencies. | and its subactors.
Goal Refine goals using means-end anal-
Model- || ysis, AND-OR decomposition, and
ing contribution analysis. Find new de-
pendencies.
Plan Refine plans using the three plan
Model- analysis methods analogous to goal
ing analysis.
Dependendyentify dependent Model depen-| Model depen-
Model- cies between stake-dencies betweendencies between
ing holders using goal system-actor and subactors of the
modeling. other actors. system-actor tQ
identify  capabili-
ties.
Capability Identify  capabil-
Model- ities of subactors
ing required to handle
dependencies with
all others.

- <

~——————T

-~
-
~———— -

Figure 5.1: Actors identified in early requirements. Actors are circles, their scopes demarcated
by dotted ovals. Hardgoals are solid ovals; softgoals are clouds. Dependencies are lines with
arrowheads at their center, going from the depender (or from the reason) to the dependee (or to the
dependum).
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began with, are accepted by some actor. Figushows the partial result of such a goal and

plan analysis. Theet cultural info hardgoal, which is a root goal for the actoitizen, is OR-

VISIt cultural S~

|nst|tut|ons get cultural \*\
info N
visit cultural N
web systems

’_ ~~o

\
\ \\ ' ‘ /l
+ /

S~ao

Internet
infrastructure
available

interesting
systems

cultural
services

good ‘
build eCulture

museums for inexpensive
own systems infrastructure

‘\ taxes well e
SN spent easonable 7
RN + expenses -

-
-

offer

Figure 5.2: Actor model after early requirements. Plans are hexagons; AND decompositions are
arrows with empty triangles as arrowheads, with an arc spanning over all the arrows; OR decompo-
sitions are similar, but without the spanning arc. Contributions are@aa— next to an arrowhead;
means-end relationships are similar, but without-ther the—.

decomposed into two subgoalsisit cultural institutions and visit cultural web systems. Under
means-end analysis, the latter subgoal yields thep&itreCulture as a means. This plan is AND-
decomposed into two subplans, namelye eCulture and access Internet. The softgoaltaxes
well-spent—the reason foCitizen’s dependency oRAT—is delegated t®AT, which accepts it.

Late Requirements

During late requirements, the software system is introduced as an actor, cakgdtdra-
actor. Dependencies between existing actors (stakeholders) and the system-actor are identified, and
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goal and plan analyses are performed. Fidgufeshows part of the actor model f@AT, Citizen,
Museum, and the system-acteCulture. This figure also shows a part of the goal modeldGul-

ture. For examplePAT depends omrCulture for the softgoalisable eCulture and for the hardgoal
provide eCultural services, among others. Goal analysis performed on these goals from the point of
view of eCulture results in both goals being adopted dsyulture and decomposed as shown in the
goal diagram (within the dotted oval) in Figubes.
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Figure 5.3:Partial actor and goal models showing dependenci@®bf Citizen, andMuseum on
the system-actagCulture. Resources are rectangles.

Architectural Design

During architectural desigrCulture is decomposed into several subactors, including an
actorinfo Broker introduced to satisfy the gogtovide info. Goal and plan analyses are performed
after identifying the dependencies between the new subactors and the other actors.
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5.2.2 Dependencies in Tropos

We propose the use of commitment protocols in Tropos with actors as agents, and de-
pendencies between actors as the bases of application of these protocols. This section describes
intuitions about dependencies in Tropos that are used when developing and applying protocols.

In Tropos, a plan is a sequence of steps that an actor may take in order to achieve a
certain goal, and a goal is a state which the actor wants to bring about. Plansamgo achieve
goals. Plans arexecutedgoals areachieved and resources amade available Nine types of
dependencies can exist between actors in Tropos, since dependums on the dependee’s side and
reasons on the depender’s side can be either a plan, a hardgoal, or a resource. These dependency
types are shown in Figurg4, leading to the following observation about the operational behavior
of the dependencies.
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Figure 5.4:Types of dependencies in Tropos

Observation 2. The reason of a dependency cannot be executed to completion, achieved, or made
available till its dependum is executed (at least partially), achieved, or made available.

For instance, a plan cannot be executed to completion if the goal that it depends on is
not achieved. Dependencies can be fulfilled multiple times. For example, the dependency on the
resourceyuery result between theCulture and theMuseum is fulfilled every timeeCulture makes
a query result available to the museum.

Observation 3. A dependency’s reason is an actor’s local view of an interaction protdcol.

For example, thaccess Internet plan of Citizen is the citizen’s view of the interaction it
has withPAT on the dependurinternet infrastructure available. If a dependency is one of several
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dependencies realized by a single protocol, then that dependency is only part of the actor’s view of

that protocol.

Observation 4. Outgoing dependencies can be propagated up the hierarchy in AND-decomposition

trees.l

Generally, outgoing dependencies from all non-root nodes of an AND tree can be propa-
gated to the root. In essence, a tree can be captured with just its root node as the reason for all its
outgoing dependencies. ConsidRAT’s plansearch by thematic area and its AND decomposition
tree, as in Figur®&.3. This plan is the reason for the dependency on the resoukg result, be-
causesynthesize results, a non-root node in the AND tree, dependsgoiery result. The outgoing
dependency has therefore been propagated up the tree.

With means-end trees and OR-decomposition trees, since only one of the non-root nodes
need to be achieved, executed, or made available, the dependencies cannot always be propagated to
the root. ConsidePAT's planfind info sources in Figure5.3. This plan is part of the OR tree with
the planget info on thematic area as its rootfind info sources has a dependency dfuseum for info
about source. This dependency cannot be propagated up to the rootgelanfo on thematic area
because there is an alternative wagtery sources—of executing the root plan without involving
any dependency. Designers propagate dependencies down the hierarchy as part of Tropos, when

goals and plans are refined.

e Actors interact using protocols only if they have dependencies.

5.2.3 Protocols Based on Dependencies

This section provides guidelines for introducing protocols into Tropos using dependencies

among actors as the basis.

Guideline 1. A protocol is required between two actors if and only if at least one dependency exists

between them.

A single protocol mightealizeall associated dependencies between actors. This protocol
would be coherent only if the dependencies were somehow related. For example, both the depen-
dencies betweesCulture andCitizen shown in Figurés.2 can be realized by a single protocol since
the dependencies are part of a coherent interaction in v@iiizen queries and receives information
from eCulture. System designers can thus state the relationships between dependencies in terms of

interactions between actors.
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Conversely, consider actors that have multiple, unrelated dependencies realized by a sin-
gle protocol. Such a protocol would not be the best design because it combines independent inter-
actions. OWL-P is a framework for describing, composing, and enacting prot&ialgh(et al.

2009. The composition makes use of a designer-specjfiefile, which includes axioms speci-

fying correspondences between roles, messages, and data in the protocols being combined. As an
example, consider Figur5, which is a part of Figur®.3. Let the dependency betwee@ulture
andCitizen on get cultural info be realized by amformation transferprotocol with two roles:in-
formation providerandinformation consumerLet the dependency carea specification form be

realized by dorm filling protocol with two rolesform creatorandform filler. These two protocols
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Figure 5.5:Realizing dependencies using one protocol per dependency. Actors play multiple roles.

can be combined by specifying in the composition profile tidaten plays the roles information
consumer and form filler, aneCulture plays the roles information provider and form creator. The
composition profile would also specify that the form data be filled before the cultural information

is provided. Under such a scheme, a protocol that realizes unrelated dependencies between two
actors would not have any composition axioms other than the ones required to bind roles between
the protocols. That is, protocols group related dependencies, defining interactions in coherent units

rather than as unrelated dependencies.

Guideline 2. Protocols cannot realize dependencies that have softgoals as dependums or reasons.

Whereas softgoals can be used by designers to refine protocols, they cannot be realized

using protocols since the achievement of softgoals is not objectively verifiable.
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Identifying Related Dependencies

Relationships between dependencies can be identified only by the system designer, based
on expert knowledge about the stakeholders and actors. However, additional information about
potential relationships between dependencies can be obtained from the structure of the AND-OR
decomposition and the means-end analysis. Detecting sets of related dependencies corresponds to
identifying and demarcating the scope of a protocol. Identifying relationships between dependencies
also indicates how a protocol should be designed. Here, we describe the guidelines for identifying

related dependencies and how they correspond to protocols.

Guideline 3. If the means for an end are reasons for dependencies, those means should either
be parts of local views of different runs of the same protocol or parts of local views of different
protocols that achieve the same interaction. This guideline applies to OR decompositions as well.

The means for an end are possible ways to achieve or execute the end. If a plan or a
goal has many means, any one of them is a way for executing the plan or achieving the goal. If
means are reasons for dependencies, then they are an actor’s view of a protocol. Therefore, multiple
means for a common end provide different views of an actor’s involvement in an interaction whose
essence is the same: to achieve the end. As an example, capsitegoal search info, as shown
in Figure5.3. This goal can be achieved by four measesrch by geo area, search by time period,
search by keywords, andsearch by thematic area. All these means are different plans foXT’s
view of an information-searching interaction witlitizen. Hence, all these means can be designed
as local views of different runs of an information-searching protocol or as local views of runs of

different protocols to search for information.

Guideline 4. If the non-root elements of an AND decomposition are reasons for dependencies, those
elements should be parts of the local view of the same protocol.

Again, the reasoning is that in an AND-decomposition, all non-root elements must be
executed, achieved, or made available for the root to be executed or achieved.
Identifying 3-Party Protocols

A protocol is used to realize dependencies, and dependencies in Tropos exist only between
two parties. For realistic situations, however, we need to be able to identify 3-party protoesls or

party protocols in general, where> 2. We first note that any-party protocol can be viewed as
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a set of at mos?(g—_l) 2-party protocols with the appropriate composition profile. Therefore, we
need an operational definition of what constituteésua n-party protocol. For the purposes of this
discussion, we define a trueparty protocol as a protocol which cannot be broken into constituent
protocols without any data dependency or temporal ordering among them.

Guideline 5. If the AND decomposition tree has dependencies, either incoming or outgoing, with
two different actors, a 3-party protocol exists between them.

This guideline is based partly on Observati@end3. Consider the dependencies shown
in Figure5.6for example. Actordy has an AND tree, shown partially to ignore unnecessary detail.
The root of this tree is plap;, which has been AND decomposed. Actér depends on plan
p1 via the dependency;. Further, there exist a non-root noge which depends on actod,
via the dependency,. From Observatior2, we know thatp; will not be executed to completion
until p, is. Also, from Observatio3, we know thatp; andp, are local views of some interaction
protocol. Therefore, we infer that the protocol that realizedepends on the protocol that realizes
ds. Therefore, based on our operational definition of a trygarty protocol, the model shown in

Figure5.6 warrants the use of a 3-party protocol. As a more realistic example, albeit a variation

Figure 5.6:Identifying 3-party protocols based on plan dependencies among 3 agtors, and
As.

of the above, consider the planarch by thematic area belonging toPAT in Figure5.3. This plan
depends orCitizen, and has an AND descendayhthesize results, which depends oMuseum.
Therefore, this plan cannot be executed to completion without the help ofhiatim andMuseum.
Therefore, a 3-party protocol can be used here.

Guideline 6. If a resource belonging to one actor is the dependum for a dependency with a second
actor and a reason for a dependency with a third actor, a 3-party protocol exists between the the
actors..

For examplePAT depends ortitizen for the resourcearea specification form, as shown

in Figure5.3. If Citizen depended on some actor other thT for this resource, then a 3-party
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protocol would be required because of the data-dependency between the protocols realizing these

dependencies.

Refining Protocols

We have shown how protocols can be applied in Tropos models. An advantage of using
commitment protocols in Tropos is that protocols can be refined with successive stages of software
development. We proposed a protocol-desigh methodology based on hardgoals and the plans that
achieve them. Refinement of these protocols should be based on the softgoals of the participants. In
this regard, softgoals are analogous to the private policies of a protocol-participant.

e We proposed guidelines for identifying where to apply commitment protocols in Tropos.

5.3 Protocols from Discourses

Although commitment protocols have been proposed as a flexible model of interactions
among agents and the operationalization of commitment protocols has been studied via commitment
machines \Vinikoff et al., 2004, communicative actsKfemer and Flores2005, and rule-based
business process automation frameworks such as OWDeBg et al. 2006, no principled ap-
proach exists for developing commitment protocols that are suitable for an application domain.
This section provides an approach for deriving reusable commitment protocols from annotated dis-
courses. A discourse is a sequence of utterances between agents, which makes it a use-cases of a
multiagent interaction. We base our work on speech-act theory and commitments.

5.3.1 Objectives and Foundations

The concepts of speech-act theory were proposed in Austin’s seminal work on the na-
ture of communicationAustin, 1962. Speech-act theory treats utterances as actions on par with
physical acts. Further, communications viewed as performatives are acts that are completed merely
by an agent uttering them under suitable conditions. For example, a duly authorized official may
declare a holiday just by saying so. In the situations of interest to this chapter, communicative acts
enable agents to request something of another, commit themselves to bringing about some state of
the world, delegate commitments, and so on.

Speech act theory is naturally applied in designing agent interaction models. To this end,

sets of communicative and physical acts are designed along with predicates capturing the state of the
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world in the domain of interest. The various communicative and physical acts are given a semantics
using an appropriate mathematical model. The semantics assigns a meaning to the communicative
and physical acts performed by interacting agents by relating the acts to the states of the world and
the states of the agents in it. A semantics that associates actions to publicly observable elements
of an interaction is verifiable; a semantics that relies upon internal, externally invisible states of an
agent is not verifiable.

This chapter takes as its point of departure the research initiated by Parunak on examin-
ing and annotating discourses among agents as a means to model the interactions among agents as
Dooley graphsFParunak1996. Parunak’s work dealt with the semantics of utterances at a concep-
tual level along with the relationships between them. Based on Longacre’s hanmgdcre 1976
on the relationships between communicative acts in a discourse, Parunak motivated additional rela-
tionships between communicative acts. Parunak outlined an algorithm to generate a Dooley graph
from a discourse annotated with the relationships between utterances. A Dooley graph has the nice
property that it places closely related acts structurally close to each other, and places unrelated acts
in disconnected components. Thus, a Dooley graph provides a visual representation of a discourse
based on the selected relationships between utterances that a modeler wishes to capture.

Parunak’s work was subsequently enhanced by SiAgadj, who developed a method-
ology for extracting the execution skeletons for individual agents participating in a given discourse.
Singh’s methodology uses domain expertise to generalize agent skeletons, potentially from different
parts of a single discourse, thus deriving reusable components from agent discourses.

Huhnset al. (2002 developed on Singh’s methodology by applying it in a business set-
ting, where state-based skeletons were used by organizations to interact with other independent
businesses. Huhret alalso suggested the addition of exception handling techniques in such inter-
action models. Along similar lines, Wan and Sin@803 motivated the use of agent conversations
and their Dooley graphs in business process modeling and enactment. Their work, in particular, is
relevant here since they introduced commitments and relationships among them based on an analysis
of a Dooley graph and associated knowledge. Wan and Singh related the theory of communicative
acts in agent discourses to a framework for manipulating social commitments among the agents.
They described how business processes involving independent organizations can benefit from the
flexible, yet verifiable nature of discourses using commitments. Wan and Singh developed Com-
mitment Causality Diagrams (CCDs), which depict the causal relationships between operations on
various commitments that are created in the discourse. Their treatment, however, creates processes

for specific discourses, not reusable commitment protocols that can be re-combined to demonstrate
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valuable alternatives.

Objectives

With respect to the above approaches, we aim to achieve the following:

1. Allow a large variety of conversations to be annotated using a small, principled classification
of communicative acts, without introducing additional complexity or structure in the classifi-

cation of communicative acts or their relationships, and

2. Develop a methodology to extract commitment-level conversations from a discourse. Such
conversations can later be re-combined as modular components to generate possible variations

of the original discourse, which leads to a generic protocol specification.

Along the way of addressing its main objective, this section revisits previous research on
incorporating agent communications into software engineering. Further, it develops an alternative
conceptual model of communicative and other acts including an enhanced set of causal relation-
ships among the acts. The proposed model is simpler and enables greater flexibility in combining
communicative acts. It provides the basis for a robust, reusable characterization of patterns of com-

munication corresponding to the various commitment operations.

5.3.2 Motivation

Our chief concern is how interaction protocols can be developed for real-world deploy-
ments such as for interactions between autonomous businesses. Designing a model for interaction
between autonomous agents is an exercise in tradeoffs along several dimensions, such as the degree
of autonomy of each agent, the computational complexity of enacting an interaction given a model,
and the ease of specification of the model. Therefore, such a design effort requires human expertise
in determining the relationships, dependencies, and the organizational structure of the entities in
guestion. Clearly, like other software specifications, the design of protocols ought to follow a sound
methodology and general principles, so that the protocols produced are not ad hoc or fragile.

Design methodologies have been studied extensively in software engineering. Require-
ments gathering for software involves understanding the interrelationships among the various enti-
ties being modeled. However, traditional approaches do not consider interactions themselves as first
class entities. Our approach differs fundamentally from such approaches in that we think of interac-
tions as worthy of modeling in their own right. Protocols are encapsulations of interactions. Just as
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traditional approaches design objects (or rather classes from which objects can be instantiated), our
challenge is to design the protocols from which correct interactions can be instantiated at runtime.
Specifically, this section focuses on developing a methodology for designing a commitment-
based interaction model given a sample discourse between the interacting entities. This chapter
answers the following questio®Given an annotated discourse, how can we identify reusable com-
mitment protocols from it20ur approach combines automated reasoning about the structure of a

given discourse with human expertise to generalize discourses and extract protocols from them.

Contributions

Our major contribution is in developing a methodology for extracting reusable protocols
from annotated discourses. Whereas older work has focused on deriving skeletons for individual
agents and introducing commitments into discourses, our work enables the generalization of dis-

courses by identifying their constituent protocols.

5.3.3 Communicative Acts and Relationships

Many important terms of interest to this section have been used in different ways in the

literature. To make this chapter easy to understand, it is helpful to define the terms as used here.

Act. Actions, both communicative and physical, that have an interactional import. The local hidden

actions of an agent are not reflected in the representations and reasoning pursued here.

Discourse. A specific sequence of acts performed by interacting agents. A discourse is annotated
based on a designer’s knowledge to capture the relationships among the various acts in it. A
discourse is not to be confused witbnversationwhich has a technical meaning and usually

refers to a part of a discourse.
Role. A role is one participant of the discourse. Each role is played by a single agent.

Character. A part played by one role in a conversation. A character can be involved in multiple

conversations.

Conversation. A sequence of acts performed by exactly two characters. Conversations are identi-
fied from the Dooley graph generated from an annotated discourse, and are therefore a product

of the nature of the algorithm that generates the Dooley graph.
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Dooley Graph. A graph representing the conversational relationship among the utterances in a

discourse.

Communicative Acts

Figure5.7shows the classification of communicative acts as given by ParunalCAine

CEL act was added by Wan and Singh.

ACT
I
Communicative
Act DO_
| An action
[ 1
SOLICIT ASSERT
Attempt to communicate that the Attempt to communicate that the
sender wants something done sender believes something

| | |
REQUEST | UESTION |
Q Q | INFORM || COMMIT || REFUSE | CEL

Resolves :|_ /]i L
Updat Completes —————1—
Completes —1
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Resolves —

Figure 5.7:Parunak’s classification of communicative acts, arrows (beginning at a horizontal line
and ending at an arrowhead) showing their possible sequential relationships due to LaRgpbyre (
Resolvg Parunak Respond, Completeand Wan and SinghUpdate. Replyand Respondare
omitted for clarity; they may relate any act to any oth@sNCEL was introduced by Wan and Singh.
The & symbol indicates that an utterance of tyReQUESTandINFORM resolves an utterance of
type REQUEST.

e To SoLICIT is to ask the receiver something.

1. To REQUESTIS to solicit the receiver to commit to the sender to do something.

2. To QUESTION s to solicit the receiver to inform the sender about some proposition.
e To ASSERTIs to attempt to convey some proposition to the receiver.

1. ToINFORMis to tell the receiver something.
2. To CommIT is to be committed to do something that the receiver wanted.

3. To REFUSEIs an tell the receiver that the sender does not commit to something that the

receiver wanted.
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4. To CANCEL is to tell the receiver that the sender is rescinding a particular commitment
that it had made to the receiver. Parunak usedRBeEUSEact to represent utterances
agents use to cancel commitments they have already made, unlike Wan and Singh, who
introduced theCANCEL act for the same purpose, but to aid in the design of commitment
causality diagrams.

e To PROPOSEIS to propose to the receiver that the sender wishes to commit RR@POSE
is a combination of ahNFORM (about its willingness to commit) andREQUEST (that it be
allowed to commit).

We modify this classification, and use only a subset of it. Our changes are motivated and
justified by the concerns described below.

Agent Autonomy

In Wan and Singh’s algorithm for generating commitments (and consequently the com-
mitment causality diagram) REQUESTact creates a conditional commitment with the receiver of
the utterance as the debtor. For instance, a passenger’s request to a travel agent to book an itinerary
creates a commitment from the travel agent to the passenger. For an agent to unilaterally create
a commitment in which another agent is the debtor violates the autonomy of the debtor. If the
commitment created is conditional, the debtor’'s autonomy might still be preserved, but Wan and
Singh’s approach unilaterally creates unconditional commitments as well. We therefore want to
structure conversations in which a commitment is proposed and the would-be debtor agrees to take
on the commitment. We therefore utilize tReoPoOSEact type for proposing commitment to an
agent, commitment from an agent, or any other commitment operation. In keeping with our aim
of enabling the most general interactions (so that they can be constrained to fit specific domains),
we want to have each role confirm whether it agrees with a proposal, be it a proposal for a com-
mitment to be made to it or by it or a proposal to execute a commitment operation. Therefore, a
PROPOSEproposes a commitment or a commitment operation, anA@nePT (which we shall
introduce shortly) or &EFUSE creates the commitment(or agrees to the operation) or refuses the
commitment (or the operation). A commitment holds only afteAaTEPTutterance has been sent
in reply to its proposal. From this point of view, both tAecepTand theREFUsEare kinds of

INFORM, where the sender is communicating some fact to the receiver.



93

Separation of Concerns

We wish to separate the communicative acts from the concepts of commitments. Com-
mitment operations such as creation and cancellation should be brought about by a well-defined
sequence of communicative acts and the conversational relationships among them. Therefore, we

remove theCANCEL and theComMIT act type from the classification.

Roles and Peers

The termrole has been used in different contexts 8ir(gh 2000 and {Van and Singh
2003. Singh follows Parunak’s convention, defining each distinct (i.e., distinctly named) sender or
receiver in an annotated discourse as a role, which is the definition we adoVainand Singh
2003, however, a role is defined asThe abstraction of capabilities used by characters who deal
with same type of transactions or are involved in context related conversétions.

This definition puts senders and receivers with different names into a single role. For
instance, consider a custom@rin a discourse in which it converses with two different bookstores
B; and Bs. C rejectsB;s quote and accepiB,s quote. Wan and Singh assume implicitly that
an annotated discourse identifiBs and B> as being agents that offer the same services, and club
them under the same role. Since their motivation for using Dooley graphs of discourses is different
from ours, Wan and Singh’s assumption that the identification of roles (under their definition) has
been done, possibly by the annotator of the discourse, is justified. Our approach,however, aims to
derivereusableprotocols from a discourse in which only the utterances of the participants and the
conversational relationships among these utterances are known. Reusability here means the ability
to apply the same protocol with a different set of participants. To reuse a protocol therefore requires
that agents playing the same role have the same capabilities, offer the same services, and be able
interact similarly. We define such agentsReers and describe in Sectidh3.6how peers can be
identified.

With the above in mind, we propose a classification of communicative acts as shown in
Figure5.8 Here, we have removeflsserT, CommIT, and CANCEL. Communicative acts are
of two general typesSoLICIT and INFORM. A QUESTION is a kind of solicitation, and so is a
PROPOSE However, the proposal is also a kind lofFORM, i.e., a proposal is an inform in that
it states what is being proposed, and it is a solicit in that it asks if the proposal will be accepted.
Under thelNFORM act type, we introducAccepTand keep the olddREFUSE The conversational
relationships that exist in Parunak’s scheme and the ones we have introcuded are explained in the
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next section.
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Figure 5.8:0ur proposal for a classification of communicative acts as related to agent interaction
based on social commitments. Arrows show sequential relationships that we propose.

Conversational Relationships

Longacre 1976 identified a couple of sequential relationships that can exist between
communicative acts in a discoursteplyandRespondto which Parunak addeResolveandCom-
plete and Wan and Singh addétpdate These are callesequential conversational relationships
Figure5.7 shows such relationships by means of arrows, indicating which act tgrdse related
to which others. Whether utterances in a discoungerelated depends on the annotator of the

discourse.

e Respondindicates a causal relationship between messages. If a messagat by a role:
as an effect of a messagehat it received, andwas the first such message, thda said to
Respondo j. Any type of communicative act caRespondo any other type.

e Reply Indicates a causal and reciprocal relationship between two messages exchanged be-
tween two agents. If Respond toi, andj is sent to the sender @fthen; is said toReplyto
7. Any type of communicative act cdReplyto any other type. Replyis also aRespond

e Resolve Indicates a desired response to certain communicative acts. A desired response is
one that carries the conversation on to its completion, successful or otherwise. In our scheme,
an explicitAccePT, aREFUSE or an implicit accept by performing an action resolvésRa-

POSE An INFORM resolves &QUESTION. In Parunak’s scheme,REQUESTIs resolved by



95

aComMmIT (since requests made by the would-be creditoRgauseor by another counter
proposal. AResolves also aReplyand, consequently, Respondas well.

e Complete Indicate the conclusion or closing of an act and its effects. In our scheme, an
action that performs what was promised in a commitment or what was proposed and accepted
completes the proposal. In Parunak’s schen2par REFUSEcan complete £oMMIT by
fulfilling it or cancelling it respectively. Further, an utteranceannot bothCompleteand
Resolveanother utterancg because andj are required to have the same sender (and the
same receiver) if completesj, and their sender and receiver are required to be exchanged
if 7 resolvesj (because a resolve is also a reply). In our scheme, we drop the restriction on
Completei.e., an utterance can complete and resolve another. Wan and SinGlanseL
to cancel the commitment, thereby completing RBQUESTthat led to the creation of the

commitment.

e Update Indicates that the sender agent has modifi&@kE@uUesTor a CommITment that it
made, but the commitment or the request still stands.Ufidatedoes not change who is

committed to whom.

We introduce a new relationshiround defined as follows: An utterandgegrounds;
if 4+ converts the conditional commitment createdjbfby accepting a proposal for creation of a
commitment) into an unconditional commitment. This new relationship is needed to capture the
relationship between an utterance that does not resolve or complete a commitment, but changes a
conditional commitment to an unconditional one.

Commitments Revisited

A very important characteristic of our definition of a commitment is that the fulfillment
condition, antecedent and consequent, are not directed, i.e., nothing is specified about who performs
actions or sends utterances. However, basing interaction on communicative acts requires that the
debtor of the commitment utter or do the fulfilment condition and this utterance (or action) is
directed towards the creditor. For conditional commitments, the creditor has to utter the antecedent

and the debtor, the consequent.
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Commitment Operation Patterns

We describe an operationalization of commitment operations using the communicative
acts described above. In the following, y, z, anda are roles,c; = CC(x,y,p ~ q), ca =

CC(y,xz,q~ p), c3 = CC(x,a,p ~ q), ca = CC(a, z,p ~ q), andc’ = CC(z, y, p~ q).

createc; )

A commitment can be created, i.e., made active, by an exptesdtg-) act, or because of
the delegation or assignment of another commitment. For an expiggte-), either the creditor
y or the debtorr of ¢; can initiate the creation by proposing the create, as shown iCibateP
pattern in Figure5.9. The pattern for a creditor-proposed commitment is shown in Figute
for a debtor-proposed commitment in Figsell. Once a create is proposed, the proposal can
be accepted, thereby activating the commitment, or refused, thereby completing it. To create an
unconditional commitment, it is sufficient to geto mean thay need not perform any action, i.e.,

to setp = true.

CreateP(xy.c,) | ¢, = CC(x,y,p>0) |
CreateP(xy.c,) | c,= CC(y,x,02p) |

[ c,= CC(x,a,p=0) |
CreateP(x.y.c;) | ¢,;'= CC(y,a,p=q)
c,= CC(a,x,a=>p)
CreateP(xy.c,) | c,= CC(a,y,q=>p)

a X y
: Begin CommToP(c,) —»-
Begin CommFromP(c,)

%{—Begin DeIegateP(cg -
——-Begin AssignP(cAm—b

Figure 5.9:The pattern to create a commitment, either by proposing the create or by the delegation
or assignment of another commitment. The dotted vertical line undexdlrebox denotes that
exactly one of the operations linked by horizontal arrows to the dotted line is performed.

dischargéc;)

A conditional commitment such as can be discharged by its debtoby performingg
aftery performsp. However, in some cases,may not wait forp and performg. This is shown

in Figure5.12 Note thatcreatd-) and dischargé-) are not proposed and performed like other
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CommFromP(c,) ‘ c,= CC(y,x,q=>p) ‘

X y SEQ
—4. PROPOSE: create(c,) 9 XOR

SEQ
-——5. ACCEPT: 4—eﬁ
XOR

Begin DischargeP(4) —ppw»———>
Begin ReleaseP(4) —ppw»—— i
-f——Begin CancelP(4) —————
-§—Begin DelegateP(4, 2) —<——
Begin AssignP(4, 2) —pp»———>
-——6. REFUSE: 4———< Completes, Resolves 4

Figure 5.10: The pattern for a creditor to propose creation of a commitment. The vertical line
under theseQbox denotes that all the operations linked by horizontal arrows to the vertical line are
performed in sequence, starting with the topmost operation.

CommToP(c)) | ¢,= CC(xy,p=0) |

SEQ

X—1. PROPOSE: create(c,) XOR

SEQ
<——2. ACCEPT; 1———< Resolves 1

XOR
Begin DischargeP(1) —ppw»——

-—Begin ReleaseP(l) ———<——
Begin CancelP(1) —pw»———i
Begin DelegateP(1, 2 —ppw——
-—Begin AssignP(l, 2 ——<——
<¢——3. REFUSE: 1——— Completes, Resolves 1
-—Begin DischargeP(1)

Figure 5.11:The pattern for a debtor to propose creation of a commitment.

commitment operations. The debtor does not propose to discharge a commitment and wait for an
acceptance to the proposal before performing it. Also, the debtor does not perfoeatéc; )

action; acceptance to a proposal to create suffices. Only active commitments can be discharged.

cancelc)

In real-world settings, unilateral cancellations of commitments can lead to unpredictable
results, subverting commitments. Metacommitments can be employed to enforce restrictions on
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DischargeP(N) ‘ N pertainstoc, = CC(X, y, p=0) ‘
| c.= CC(x,y, Q) |
X y
——7.Do: q—»

XOR

Complete N

SEQ K
-4——8. Do [p——<— Resolves, Grounds N—

XOR

~¢—Begin ReleaseP(c,)
Begin CancelP(c.)—P»
—— Begin DelegateP c?)-»
-f—Begin AssignP 075;2)
—— 9. DO: g——®»—— ConpletesN——

Figure 5.12:The pattern for discharging a commitment.

when cancellations can occur, but such specifications tend to be rigid, since they are determined
prior to an actual discourse. We wish to allow the creditor to decide at runtime if a it will allow a
cancel. Therefore, the cancellation of a commitmens$ proposed, usually (but not necessarily) by

the debtorz to the creditory. If y agrees; cancels the commitment, arg becomes an inactive
commitment. Alternativelyy can refuser’s proposal, thereby keeping unchanged. This pattern

is shown in Figures.13 If the creditory proposes the cancel to the debigrz can accept the
proposal and then cancel the commitment, cancel the commitment without an explicit acceptance,

or refuse the proposal. Only active commitments can be cancelled.

CancelP(N) | Npertainstoc, = CC(xy,p=q) or C(x,y,q) |
X y
— 13. PROPOSE: cancel(c,)

SEQ
q—14. ACC: 13— Resolves 13

<¢—15. Do: cancel(c,) —¢ Completes 13

-@——16. REFUSE: 13— Completes N and 13, Resolves13—
-¢—17. DO: cancel(c,) —— CompletesN and 13, Resolves 13—

Figure 5.13.The pattern for cancelling a commitment.
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releaséc, )

A release pattern in its most generic form is similar to a cancel pattern. The crgditor
proposes the release to the debtpwho can accept or refuse it. If the debtor accepts, the creditor
will release him, otherwise the commitment is unchanged. However, the unilateral release of a
commitment by the creditor is desirable in a large number of real settings. Therefore, a creditor-
initiated release pattern will involve just one utterance releasing the debtor. However, thexdebtor
can propose the release to the creditpin which casey replies with an accept and then releases
x, or refusese’s proposal. This case is analogous to the cancel pattern. Only the debtors of active

commitments can be released.

delegatécy, z)

Typically, the debtot initiates a delegate by proposing it to both the creditand the
new, proposed debtar. If both of them accept the proposaldoes the delegate, which is the act
which activates’ and inactivateg;. This is the typical delegate pattern, as shown in Figuid.
Many alternative scenarios are possible, based on the fact thas$ to confirm that both and z

agree, and all utterances are not sent to all roles:

D, . If the creditory proposes the delegate to the debtpthenz has to confirm only with: (by
proposing the delegate toand receiving an acceptance frafnbefore accepting’s proposal

(or simply delegating the commitment).

D,. If z proposes the delegate 19 the pattern is similar to the one ;. above, withy andz

exchanging their roles.

Ds. If z proposes the delegategoy can send a proposal for a delegate:tand send proof of’s
proposal along with it. In this case, if is willing to delegate, it will, sending utterances to
bothy andz about the delegate. if proposed the delegate towithout proof ofz’s proposal,

2 will confirm with z by either questioning or by proposing the delegate to

D,. If y proposes the delegate 1o the pattern is similar to the one ;. above, withy and z

exchanging their roles.

Only active commitments can be delegated.
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DelegateP(N, z) \ N pertainsto ¢, = CC(x,y,p=>q) \

AND
[ =9 X y Z
———20. :
20. PROPOSE: delegate(c,,z) 9

21. PROPOSE: delegate(c,,2) —

" Resolves 21 —afy————22. ACCEPT: 21
K~ Resolves 20 ———— 23, ACCEPT: 20—

AND |CompletesN
- Completes 20 >——— 24, DO: delegate(c,,z) —»
— Completes 21 >————— 25, DO: delegate(c,,2)——»

Figure 5.14: The pattern for delegating a commitmemND denotes all actions lined to its by
horizontal arrows have to be performed, but in no particular order.

assigr(cy, 2)

An assignpattern is analogous to a delegate pattern, wjtthe creditor having the re-
sponsibility of verifying that both: andz agree with the proposal to assign the commitment. Only

active commitments can be assigned.

updatha C1, P, p/)

Wan and Singh introduced the notion gbdatinga commitment by changing either its
antecedent or consequent, keeping the creditor and debtor unchanged. We cast update as a pattern in
which either the creditar of ¢; or the debtow proposes the update to the other. The proposal may
be for changing either;’s antecedenp to p’ or for changing its consequeatto ¢’. Considering

that only an active commitment can be updated, the following cases are possible

U,. = proposes to changeto p’. y can refuse the proposal, resolving it. Alternativelyp ihas
not been performed yet, i.e., ¢ has not be grounded, accepts the change, resolving the
proposal. Ify has already performeg, theny can explicitly accept the proposal (resolving
it), and perfornmy’ (updating the earlier performance @f or just performp’ without explicit
acceptance.

U,. x proposes to changgto ¢'. y can refuse and thereby resolve the proposal. dtcepts the
proposal, it updates the utterance that madective.

The design considerations for designing commitment protocols broadly fall into two levels:
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e The design of commitment operations using the relationships among communicative acts.
This commitment level is considered the lower level, since the behavior of commitments is

uniform across domains, which may add upper level details to tailor commitment operations.

e The design of protocols incorporating domain knowledge and expertise to constrain or other-
wise structure the behavior of commitment operations. For example, the travel agent might

not entertain requests to change an itinerary once it is made.

Our approach aims to automate as much as possible the derivation of protocols from annotated
discourses using commitments as an abstraction to infer details about the discourse that may be
domain specific. To illustrate our approach, we apply our methodology to an example developed by
Wan and Singh.

5.3.4 The Travel Planning Example

We consider the travel planning example discourse to illustrate the concepts and involved
in a Dooley graph generated from annotated discourses and the advantages of our contributions.
This discourse is shown in Table2 In this table, S is the sender and V the receiver of a message
which is identified by a number, given in the column #. In this discourse, a passerags travel
agentT to create an itinerary with a flight, a car rental, and a hotel ro@htontacts airlined,
hotel H, and rental car compani. Airline A is contacted wherl; informs that it has no tickets.
OnceA,, R, andH; confirm reservationd informs P of the itinerary.P asks for the rental car to
be removedT get this done via, after whichH; withdraws the room reservatioft. asksP if an
alternative room will do. Whet® agrees]’ books a room with hotells. P then paysl” what was

promised for the itinerary anfl paysA, for the airline ticket.

Table 5.2: The annotated discourse for the trip planning exam-
ple. The sequential conversational relationships used to anno-
tate utterances aRespon(Rsp),Repl(Rpl), ResolvéRsl), Com-
pletdCml), andUpdatgUpd).

# | S |V | Act Content Rsp | Rpl | Rsl | Cml| Upd
Type
1 |P|T | REQ I'll pay you z if you send me itinerary
2 | T | A1| REQ I'll pay you z; if you send me ticketfor | 1
P
Continued on next page
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Table 5.2 — continued from previous page

# | S | R | Act Content Rsp | Rpl | Rsl | Cml| Upd
Type

3 | T | Hi| REQ P will pay you x5 if you make a room 1

reservation for P
4 A1 | T | REF I have no tickets 2 2 2
5 | T | A2 | REQ I'll pay you x; if you send me ticket for | 4

P
6 Ay | T | Com Here’'s tickett for P 5 5 5
7 |T | R |REQ P will pay you z4 if you make a can 1

reservatiore for P
8 H{| T | Com Reservation done forP 3 3 3
9 |R |T | Com Reservatior: done forP 7 7 7
10 | T | P | Com Here’s itineraryi 6, 8,1 1

9

11 | P | T | REQ Please remove the car reservation from 1
12 | T | R | CAN Please cancel reservation 11 7
13| 7T | P | Com Here’s the updated itineraty 11 11 |11 10
14 | Hy| T | CAN Roomr cancelled 8
15| T | P | QUE Will an alternative room do? 14
16 | P | T | INF Yes 15 15 | 15
17 | T | Ho| REQ P will pay you x5 if you make a room 16

reservation’ for P
18 | Hy| T | Com Reservation’ done forP 17 17 | 17
19 |7 | P | Com Here’s the updated itineraty 18 16 | 16 13
20| P |T | Do Here’sx | owe you for itineraryi 19 19 1
21 | T | Ay | Do Here’sxz; | owe you for tickett 6,20 | 6 5

5.3.5 Generating Dooley Graphs

The first step in the identification of protocols from discourses is to represent the dis-
courses in a suitable representation, i.e., Dooley graphs. The Dooley graphs for the travel planning
discourse is shown in Figuf17. This graph was obtained by following the algorithm described
by Singh 000.

Singh’s Algorithm

Singh’s algorithm creates one vertex for every utterance sender and one for every utterance
receiver. The former belongs tosander seind the latter vertex to theceiver set For instance,
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since utterance 5 is sent ly, a and received byls, vertexT5 is created in the sender set and a
vertex 54, is created in the receiver set. Next, a verddrom the sender set is connected to a vertex

r from the receiver set if any of the following 4 conditions hold: sljeplies tor, 2) r resolves

s 3) r is the last utterance in the discourse and replies, tor 4) r completest, and¢ resolves

s. The connected components in the resultant graph relate characters. The algorithm is listed in

Figure5.15

For example, since 6 replies to 5, the sender set veti€xs connected to the receiver set
vertex 54,. Further, since 21 is the last utterance and it replies to 6, the receiver set vefteis21
connected to the sender set vert®6. This construction make4,6, 54,5, and 214, a connected
component, which is seen in the Dooley graph in Figul&as a characted,. In a similar fashion,
T21repliesto &', and @ resolvesl’5, creating a character f@rnamedls. The graph construction
is shown in Figures.16 To illustrate the changes we propose to Singh’s algorithm, we present
in Table5.3, the travel planning example annotated with the new classification of acts. This table
introduces three utterances, 12a, 12b, and 14a. Using 12a, the travel'qigepbses that the rental
car companyR cancel its car reservation, rather that cancelling it via one utterance. This illustrates
our propose-accept pattern for commitment operations. UsingR2bsponds td’s request for
cancellation by performing the cancellation. Using 14aroposes td” the cancellation of its hotel
room reservation commitment, whidh accepts in 14b, thereby resolving 14a. WHeércancels
14c, it completes 14a.

Table 5.3: The trip planning example annotated under the new
communicative act classification. The sequential conversational
relationships used to annotate utterancesRaspon(Rsp), Re-
ply(Rpl), ResolvéRsl), GroundGnd), Complet¢Cml), andUp-
datgUpd).

# |S |V | Act | Content Rsp | Rpl | Rsl | Gnd| Cml| Upd

Type
P | T | PrRO | I'll pay « if you send me itinerary

2 | T | Ay | PrRO | I'll pay x; if you send me ticket for P | 1
T

3 H,| PRO | P will pay you z- if you make a room 1
reservatiorr for P
4 A1 | T | REF | | have no tickets 2 2 2 2
5 | T | Ao | PrRO | I'll pay z; if you send me ticket for P | 4
6 | Ao| T | Do | Here’'s tickett for P 5 5 5 5
+
INF

7 | T | R | PRO | P will pay you z4 if you make a can 1
reservatiorc for P

Continued on next page
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Table 5.3 — continued from previous page

# |S |V | Act | Content Rsp | Rpl | Rsl | Gnd| Cml | Upd
Type
8 H{| T | Do | Reservation done forP 3 3 3 3
+
INF
9 | R |T | Do | Reservatior done forP 7 7 7 7
+
INF
10 | T | P | Do | Here'sitinerary: 1,61 1 1
+ 8,9
INF
11 | P | T | PrRO | Please remove car reservation from | 10 10
12a| T | R | PrRO | Please cancel reservation 11
12b| R | T | Do | Reservatior: cancelled 12a | 12a | 12a 12a
+
INF
13 | T | P | INF | Here’s the updated itineraiy 11 11 |11 10
14al H,| T | Pro | Can | cancel the room reservation? 8
15 | T | P | QUE | Will an alternative room do? 1l4a
16 | P | T | INF | yes 15 15 | 15
14b| T | H;| Acc | Ok to cancel room reservation 14a | 14a | 14a
l4c| H1| T | Do Roomr cancelled 14b | 14b | 14b 14b
+
INF
17 | T | Hy| Pro | P will pay youz, if you reserve room’ | 16
for P
18 | Ho| T | Acc | Reservation’ done forP 17 17 | 17
19 | T | P | Do | Here’s the updated itinerady 16, |16 | 16 16 | 13
+ 18
INF
20 | P | T | Do | Hereisz | owe you for itineraryi 19 19 10
21 | T | Ao | Do | Hereisz; | owe you for tickett 6,20| 6 6
Our Algorithm

We modify Singh’s algorithm as follows: After constructing the sender and receiver sets,
we connect vertices if they relate to the same role, and one resolves, grounds, or completes the other.
This relates utterances within a commitment operation to one character. Our algorithm therefore,

changes only th€onnectVertices function, as shown in Figlgd8 Using this algorithm, we
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output: A Dooley graph ofD

1 g « generateVertices (D);
2 g «—connectVertices (9);

3 C « generateCharacters
4 g « connectCharacters

5 return g ;

(©)
6 ProceduregenerateVertices
79— {};

8 foreachutteranceu in D do
9

10 Ve Uttr «— u

11 v Uttr «—

12 addvs andv, tog ;
13 return g ;

14 ProcedureconnectVertices

15 foreach sender vertex, in g do
16 foreachreceiver vertex, in g
17
€ v,..uttr.RplTo) then
18 L connecty, anduv, ;
19
20
21

22

L

return g ;

L connectys anduv, ;

23 ProceduregenerateCharacters
sender-receiver vertex gragh

24 C —{};

input : A discourseD = (uq,us, ..

9);

for a discoursé = (uj,ug ... uy)

create a sender vertex and receiver vertex, ;

if v, == v,.uUttr.RpITo V v, € v,.Uttr.Rslv Vv (v, == u, A vg.uttr

foreach v;.uttr € v,..Cmplt do
if vs.uttr € v;.uttr.Rslv then

25 foreach connected componentin g do

26 foreachrole r involved ing’ do

27 Create a new charactey pertaining tor ;
28 L Add vertices ing’ pertaining tor to r,, ;
29 return C

(D): Create the sender and receiver vertices

(9): Connect sender-receiver verticegjin

do

(9): Generate characters from a

Figure 5.15:GenerateDooleyOld(D): Singh’s algorithm $ingh 2000 to gen-

erate the Dooley graph for a discout®e= (u, us, . .

ances.

obtain a Dooley graph as shown in Fig&rd 9

. un), Whereu;s are utter-
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s replies to

rresolves s -----------
r is last utterance and replies to s ========

r completes 7, fresolves s~ =r=r=:=:=

Sender s Receiver r

Figure 5.16:The bipartite graph used in the construction of the Dooley graph of the travel planning
discourse shown in Tabe2, using Singh’s algorithm.

5.3.6 Reasoning About Conversations

Generating the Dooley graph of a discourse was the first step in identifying reusable pro-

tocols. In this section, we describe how we can create protocols from the Dooley graph. Singh’s
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Conversation\
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Figure 5.17:The Dooley graph of the travel planning example shown in Te#ejenerated using
Singh’s algorithm.

1 ProcedureconnectVertices (¢9): Connect sender-receiver verticegjin
based orResolveGround andComplete

2 foreach sender vertex; in g do

3 foreachreceiver vertex,. in g do

4 if v, € vs.uttr.Rslv Vv vy € v,..uttr.Rslv v v, € v,.uttr.Grnd v

vr € vg.Uttr.Grnd V v, € v,.uttr.Cmplt vV v, € v,..uttr.Cmplt then
5 L connecty, andv, :
6 return g ;

Figure 5.18:ConnectVertices(g): Connect vertices in the sender and receiver
sets

work on deriving agent skeletons from Dooley graphs was analogous to our effort here. However,
there are fundamental differences in our approaches and motivations. Whereas Singh’s approach is
based on expertise and knowledge of the discourse, we want to automate as much of the protocol
identification process as possible. We therefore use commitments as they are a domain independent
abstraction. Specifically, our effort automates the identification of peers, which was either assumed
or ignored by older work.

Every conversation is a protocol that can be reused in other situations. However, due
to our construction, each conversation will describe one commitment operation. This does not
capture larger, richer structures in a conversation. We therefore have to leverage our knowledge of
commitments and annotations to detect richer protocols. Briefly, our approach is as follows:

e Aggregate characters in the Dooley graph based on the commitments they operate upon.

¢ Identify peers in the Dooley graph.
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Figure 5.19:The Dooley graph of the travel planning example in Tahi@ generated using our
algorithm.

e Based on the lifecycle of commitments, identify required and optional parts of conversations.

e Using the information from the above three steps, identify protocols.

Character Aggregation via Commitment Operations

To provide an informative view of conversations in a Dooley graph, we can combine
characters based on the commitments that their conversations relatedggigatewo characters
belonging to a role if those characters relate to the same commitment, one of them participated in
the conversation that made the commitment active, and the other character initiated a commitment
operation on the commitment. For examplebegins a new conversation withby uttering 11 as
P». Since this conversation relates to the commitment created by chaPactes aggregate the two
characters. Similarly, since the hoté| begins a conversation &s;;, with 7', and this conversation
relates to the commitment created Hy,, we combinefd,, andHy;. Similarly, 77 can be combined

with T;. Figure5.20shows the Dooley graph after performing character aggregations.

Peer Identification via Conversation Similarity

Once characters are aggregated, we need to idgredys i.e., roles in the discourse that

are conversationally similar to each other and different from other roles. We identify peers based on
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Figure 5.20: The Dooley graph of the travel planning example in Tabl8, after character
aggregation.

the “similarity” between the conversations that they have with a particular role. For instance, both
A7 and A5 have a conversation with the rdlé Let us follow the convention that all conversations
are labeled byy;, wherei is the first message in that conversation. Hengeand ys; denote the
conversations that take place betwetnand, and A; andT} respectively. To identify tha#;

and A, are peers, we need to find the similarity between conversatigr@d ;. We therefore
define similarity of two conversations as follows

Definition 11. Two conversationg; andy; are similar if and only if all utterances; in x; that
propose the creation of a commitment,-,¢ — p) by proposing either a create, a delegate or
an assign, there exists an utteramgén x; that proposes a commitmeft-, -, g(¢) — g(p)) ina
similar manner (via a create, a delegate, or an asdign).

Hereg is a function from the set of valid strings in the language used to exprasdqg
to the same set. That ig,: 2¥ — 2F, whereP is the set of propositions under consideration. Since
our development is at the level of abstraction of commitments, we do not study languages used to
express commitment conditions. We can therefore assume without loss of generaljty ihatg.
A more realistic function might compare the parse trees of the propositional expressions, ignoring
variables (leaves) in the tree.

Definition 12. Two rolesR; andR; are peers if and only if
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1. R; has a characteR;, that participates in a conversatign
2. R;, has a characteR;, that participates in a conversatiqn
3. x; andy; are similar

4. x; andy; involve a common character.

This definition operationalizes our intuition that two roles are peers if they can potentially
take on the same commitments. Note that if two roles are peers, they need not have identical sets
of peers. That s, if a role provides multiple services, such as rental car and hotel and airline ticket
(like Orbitz.com or Priceline.com), it will be a peer not just to other rental car services, but also to
other airline services and hotel services.

Using the above definition, we can infer thét and A, are peers

e Y2 andy; are similar because the commitments proposed in them have the same precondition
and fulfilment condition.

e Y2 andys both involve roleT".

Similarly, H, and H> are peers because of the similarityygfand 7 (via the roleT")

Conversation Rearrangement via Commitment Lifecycle

Based on the commitment operation patterns we introduced, all commitment have the fol-
lowing lifecycle: A commitment is created first, after which it can be updated multiple times, it can
also be canceled, delegated, released, assigned, or discharged, after which it becomes inactive and
no operations can be performed on it. Further, we note that the “normal” lifecycle of a commit-
ment is creation followed by a discharge. Therefore, all other commitment operations (including
an update) are optional after the creation of a commitment. Further, updates of the same commit-
ment have no ordering restrictions among them in a reusable protocols. Consider the update of the
commitment betwee® andT". This commitment is updated twice, first for cancelling the rental
car and a second time for changing the hotel room. Were these updates performed in the reverse
(or any other) order, the interaction would still achieve the same result: that of changing the hotel
room and cancelling the rental car, if each update was completed before any other was begun. We

can therefore generalize the independence of conversations that update the same commitment, even
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if those conversations are ordered by Respondselationship. In our exampleg;;5 can be moved

beforey;.

Improvements

The directed nature of all utterances in discourses prevents the modeling of events to
which no sender or receiver can be assigned. We therefore require the creditor to perform the
antecedent and the debtor to perform the consequent of a conditional commitment. In realistic sit-
uations, however, commitment antecedents, consequents, and fulfillment conditions might describe
a state of the world to be brought about or an action that is not performed by either the creditor or
the debtor. Whereas events external to the multiagent system cannot be ascribed to a performer, all
agent actions and utterances can be placed in causal chains (a sequence of events with a complete
temporal ordering among them) via Respondelation, thus enabling verification of whether an
agent caused a certain action Incorporating a framework for processing events, such as the RAPIDE
Complex Event Processing (CEP) framewolkickham 2002 with a framework for developing
and enacting commitment protocols, such as the OWL-P framevikekai et al. 2006, would

provide a grounding for realizing our commitment-based protocol enactment framework.

5.4 Discussion

This chapter demonstrated how protocols can be introduced into an agent-based software
engineering methodology. Tropos benefits from our approach, because (1) protocols capture the
dynamic, or runtime behavior of the software system being developed before the implementation
stage in addition to the static dependencies between actors; (2) protocols decouple the meaning of
an interaction by treating them as entities in their own right, which can be tailored to suit the needs
of their participants and local policies at runtime; (3) Treating protocols as coherent units captures
realistic interactions among autonomous entities. This is an advantage over a client-server model in
which protocols are part of the logic embedded in the server.

Likewise, we contribute to commitment protocols by describing guidelines for designing
them from requirements. Specifically, dependencies, means-end models, and AND-OR decompo-
sition models in Tropos provide points of reference for using protocols between actors. Tropos
provides the scope, i.e., boundaries, for the protocols.

In the second part of this chapter, we enhanced existing work on the derivation of graphs
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from agent conversations to create a methodology for identifying reusable protocol. The benefit of
our approach is that protocols can be combined in various ways, easing the effort in designing a
process as compared to designing a monolithic flow. The various ways in which protocols can be

put together also extracts the most value out of the creation and annotation of a discourse.

5.4.1 Related Literature

We next describe related work.

Commitment Protocols using Conversations

A closely allied work is Flores and Kremer's use of @iretocol for proposal$o propose
every commitment operatior2Q04), thus making commitment operations non-atomic, as we have.
They formalize the protocol using the Z notation, and use obligations to denote which agents’ turn
it is to perform some action in response to some another action. In a more recent effort, Kremer
and Flores have developed a classification of the FIPA communicative acts to create, satisfy, or
remove commitments as a conversation using these communicative acts progfesses @nd
Flores 2009. There are two fundamental differences between this work and theirs: One, Flores
and Kremer’s work is not a methodology for identifying protocols that can be used in other situa-
tions. Both their frameworks are different approaches to runtime state maintainence. Second, both
their approaches use only two-party commitment operations, unlike our treatment of the three-party
delegate and assign operations.

Verdicchio and Colombetti propose a commitment-based semantics for FIPA communica-
tive acts 2005, which could be used as a basis for applying the methodology we have developed.
Our methodology could also be enhanced by the use of verification mechanisms on the derived pro-
tocols, using a the correctness and completeness requirements for commitment protocols proposed
by Yolum (20095.

Commitment Protocols using Tropos

Our work relates to software engineering and multiagent systems. Yu and Mylopolous
(1993 explain the importance of identifying dependencies among autonomous entities in organiza-
tional settings, e.g., for business processes. They describe how dependencies based on resources and
goals can be used to re-engineer business processes, since dependencies help answer “what-if?” and
“why?” questions about changes in business processes. Whereas Yu and Mylopolous describe how
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to introduce a dependency model into an existing business processes, we describe how protocols,
which can be used to construct business processes, can be developed based on the requirements.

Giorgini et al (2005 present a rigorous analysis of goal decomposition in Tropos. They
develop algorithms to identify contributions among goals and possible conflicts among goals. This
work would help our research in identifying valid refinements of protocols based on goals.

Gaia, KAOS, MaSE, and SADDE are important agent-oriented methodoldggegenti
et al, 2004). Tropos differs from these in including an early requirements stage. Besides the early
requirements gathering stage, Gaia differs from Tropos in that Gaia describes roles in the software
system being developed and identifies processes that they are involved in as well as safety and live-
ness conditions for the processgsaifbonelli et al.2003. Gaia incorporates protocols under the
interactions modeand can be used with commitment protocols. However, the lack of a reasoning
scheme based on early requirements—to answer “why?” questions—Iimits the flexibility of Gaia’s
protocols.
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Chapter 6

OWL-P: Realization of Commitment

Protocols

This section describes an how commitment protocols based on our protocol model have
been realized using a protocol specification language and a protocol enactment framework called
OWL-P (Web Ontology Language for Protocols and Processes). The development here is a result
of collaborative work Desai et al. 20069, with significant contributions by Nirmit Desai, Amit

Chopra, and Payal Chakravarthy.

6.1 Motivation: Why OWL-P?

The OWL-P project aims to demonstrate the applicability of commitment-protocol con-
cepts to software engineering and process enactment in open environments among autonomous

agents. To this end, the prime requirements for OWL-P are

Component Reuse.Protocols are first-class entities. Therefore, just as objects and components are

reused, OWL-P should reuse protocols and processes across agents.

Commitment Semantics. Commitment protocols have a precise semantics based on the operations

defined on commitments. OWL-P should employ these semantics.

Distributed Enactment. A client-server model of interaction forms a poor models for many busi-
ness processes, since it violate the clients’ autonomy. OWL-P should therefore adopt a peer-
to-peer stance in which the role of each participant with respect to others in a protocol is
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determined by the commitments that exist between them and enactment is not dependent on
a centralized server.
Based on the above requirements, the OWL-P effort aims to
e Develop a language for the succinct specification of reusable protocols,

e Describe the operationalization of the above language into executable runs by mapping the

language into a declarative framework,

e Develop a language and a semantics for the language to specify the composition of protocols,

i.e., to specify restrictions applicable during a merge of protocols,

e Develop an algorithm that correctly identifies the involvement of each role in the protocol,
since a protocol specification is a global view,

e Develop a system for modularly incorporating preferences of agent’s and businesses into the
protocol to generate enactable processes, and

e Demonstrate the enactment of the above processes

6.2 The OWL-P Language and Ontology

Figure 6.1 shows the conceptual model of OWL-P which was first introduced by Desai
and Singh 2004). We repeat here the notation scheme used in the figure and definitions of the

entities shown

Abstract Entities. Rectangles with sharp corners denote abstract entities or interfaces, which, when
combined with business policies, yield concrete entities. Abstract entities are published and
used by process developers.

Concrete Entities. Rectangles with rounded corners denote concrete entities. Only concrete enti-
ties can be use in a running system.

Protocol Logic. (Business) Processes in OWL-P are specified declaratively, using a set of rules.

This set is called the protocol logic.

Role. A role represents an abstract entity representing one participant of a protocol. During enact-

ment, an agent (which is an entity representing a real-world business partner with its local
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business logic) adopts one or more roles to enable concrete computations. An agent may
participate in multiple business protocols by playing a role in each of them. For example,
a bookstore may play the role of a seller while interacting with customers and the role of a

buyer while interacting with publishers.

Role Skeleton. A role skeleton specifies the protocol from the perspective of the corresponding
participant role, in contrast with the protocol logic, which specifies the protocol from the
global perspective. Thus, each role skeleton defines the behavior of the respective role in the

given protocol.

Composite Skeleton.When an agent needs to participate in multiple protocateraposite skele-
toncan be constructed by combining the protocols according to some composition constraints
and deriving the role skeleton. For example, in a supply chain process, a supplier would be a
merchant when interacting with a retailer in a trading protocol and would be an item-sender
in a shipping protocol for sending goods to the retailer. A composite skeleton for such a
supplier could be composed by combining trading and shipping protocols and then deriving
the role skeleton for item-sender/merchant role. The resultant composite skeleton can also be

published and then reused for developing local processes of other suppliers.

Business Logic. The business logic of an agent represents its policies as dictated by various factors

such as business goals, objectives, and market situations.

Local Process. Thelocal procesf an agent is an executable realization of a composite skeleton
obtained by integration of the protocol logic of the composite skeleton and the business logic
of the agent.

Business ProcessA business process the aggregation of the local processes of all the agents
participating in it. Conversely, a business process is an implementation of the constituent
business protocols.

The language we have developed for specifying protocols is called OWL-P. In the fol-
lowing discussion, we specify whether we are referring to the framework or to the language where
it is unclear from the context. OWL-P is an ontology based on OWL for specifying protocols; it
functions as a schema for protocols. The main computational aspects of protocols are specified
using rules. OWL-P employs the Semantic Web Rule Language (SWRL) for defining rules. SWRL
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Figure 6.1:The conceptual model of the OWL-P framework as described by Desai and 30 (

allows the specification of implication rules over entities defined as OWL-P instances. The avail-
ability of tools such as Protégs a motivation for grounding the protocol ontology in OWL. With
respect to Figuré.1, we describe the following concepts: the specification of the protocol logic,

the composition of protocols, the derivation of role skeletons, and the incorporation of an agents

business logic to create a local process.

6.2.1 The Protocol Model

The important OWL-P elements and their properties are shown in F&g@rd.ines be-
tween entities denote properties, the end with a little rectangle representing the domain of the prop-
erty. The properties reflect the OWL-P conceptual model. Slots are analogous to data variables. A

slot is said to belefinedwhen it is assigned a value and it said tousedwhen its value is assigned
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Figure 6.2:The OWL-P ontology for describing protocols.

to another slot. A slot in a protocol may be assigned a value produced by another protocol and
hence be represented asExternal Slot An external slot is untyped until it is given the type of

the external value to which it is bound. By contrasiative Slotis typed and defined inside the
protocol.

A Protocol dictates rules that govern the interaction and consuksawledge Base
which consists of a set of propositions. Propositions are represented as slotted facts in a rule-based
system. Propositions capture the state of the protocol by recording sent and received messages,
active commitments, commitment operations, and domain facts.

As an example, consider three protocols, one for ordering an item, one for shipping an
item, and one for payment. FiguBe3is a pictorial representation of the detail contained in OWL-P
protocol specifications. The figure also showS@mposition Profilewhich is a specification of
constraints that have to be satisfied when composing these three protocols. Leading and trailing
asterisks identify an external slot, as iariount* in the Payment protocol. The amount to be paid

has to be determined elsewhere.

6.2.2 The OWL-P Agent Architecture

OWL-P assumes an agent based architecture for enactment of protocols and the processes
built using them. Each role in an OWL-P protocol is played by an agent. The generic architecture of
an agent which participates in OWL-P protocols is shown in Figude Each agent interacts with

others by sending and receiving messages whose format and semantics is described by the OWL-P
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ORDER PROTOCOL

Buyer Seller

reqForQuote(itemID)

quote(itemlI D, itemPrice)

goods(lf aYStanPrloe

acceptQuote(itemlI D, itemPrice)

[(J:a(f/%)t S, g?%%%iteml D),

COMPOQOSITION AXIOMS

1: roleDefinition(define: Purchase.customer, unify:Order.buyer,
unify:Shipping.receiver, unify:Payment.payer)

2: roleDefinition(define: Purchase.merchant, unify:Order.sdller,
unify:Shipping.sender, unify:Payment.payee)

3: dataFlow(definition:Order.iteml D, usage: Shipping.item)

4: dataFlow(definition:Order.itemPrice, usage: Payment.amount)

5: implication(antecedent: Shipping.shipmentProp,
consequent:Order.goods)

6: implication(antecedent:Payment.authOK Prop,
consequent:Order.pay)

7: eventOrder(earlier:Payment.authOK Prop,
later: Shipping.shipOrderProp)

Figure 6.3: A pictorial representation of the OWL-P specification of an order, a shipping, and a
payment protocol and a composition profile specifying constraints to be satisfied when combining
them.

protocol specification. Each agent follows the protocol be computing, before enactmeoik its
skeletonwhich is the part of the protocol it is concerned with because of the role it plays in that
protocol. Further, each agent can modularly incorporatédal policy, or policy rules into the
protocol. It is this modular addition of agent-specific rules to generic, flexible protocols that enables
OWL-P to allow agent autonomy. An agent also maintains a knowledge base, which keeps a history
of its interactions with other agents. The rules in the role skeleton operate on this knowledge base.
The numbers in parentheses in the figure represent the typical order in which the various internal

components of an agent interact.
1. The agent receives a message.

2. The agent modifies its knowledge base to record the message received and its effects as pre-

scribed by the protocol.

3. The change in the knowledge base triggers some policy rules (which are stubs in the OWL-P
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protocol logic) to fire.
4. Policy rules consult the business logic of the agent.
5. The business logic in turn changes the knowledge base due to its invocation.
6. The change in the knowledge base activates a protocol rule.
7. The protocol rule causes a message to be sent.

8. The agent records the message sent in its knowledge base and asserts propositions as dictated
by the protocol.

(2)(8)assert prop

Rule Base

Protocol Rules W (6)activate Knowledge Base

E Q i 5)assert policy pro
- Policy (3)activate ©) policy prop
= |8 Rules J

S A

=8 . _ ,

(S (4)invoke Business Logic

Messaging Interface

To and from other participants Local domain

Messages Public domain

Ve

Figure 6.4:The architecture of an OWL-P agent. Numbers is parentheses represent the typical order
of activities during the enactment of an OWL-P protocol.

6.3 The Composition Profile

A composition profile describes the relationships among protocols that have to be pre-
served when composing protocols. These relationships are eadiechsin OWL-P terminology.
OWL-P composition profiles have four kinds of axioms, which follow the syraadom(property; :
range, , property, : range, ... property, : range,), whereaxiom denotes the type of the axiom,
andproperty; are properties of axioms as described below.

Role Definition. A role definition axiom relates a role in the composed protocol to roles in the
protocols being composed. Properties of a role definition axiondefi@eand unify, the
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former specifying the name of the role in the composed protocol and the latter specifying a
role in one of the composed protocols. Each role definition axiom has exactly one value for
thedefineproperty. In Figures.3, for example, the second role definition axiom states that the
merchantole in thePurchaseprotocol is a unification of theellerrole in theOrder protocol,

thesenderrole in theShippingprotocol, and thepayeerole in thePaymenprotocol.

Data Flow. A data flow axiom provides the bindings for external slots in protocols, since an exter-
nal slot’s value has to be bound outside the scope of the protocol in which it is declared to be
external. Properties of a data flow axiom dedfinitionandusage the former stating where
the value of a slot will be bound and the latter stating where it will be used (as an external
variable). Each data flow axiom has exactly one value fod#feitionproperty. In Figure
6.3, for example, the third axiom is a data flow axiom which specifies thaité¢ne ID slot
from theOrder protocol is used as theemslot in theShippingprotocol. Note that data flow
axioms induce a temporal dependency as well, since the OWL-P framework requires that a

rule using a slot cannot fire till that slot is bound to a value.

Implication. An implication axiom is used to denote propositions in different protocols that have
the same meaning. The properties of an implication axionaatecedenaind consequent
the value of the former property logically implies the value of the latter property. In Figure
6.3 axiom 6 specifies that threuthOKPropproposition from thdPaymentprotocol implies
the pay proposition of the protocol.

Event Order. An event order axiom specifies temporal ordering among messages in the protocols
being composed. In Figu&3, axiom 7 specifies that aauthOKmessage from the payment
gateway must be received beforeskapOrdermessage is sent to the shipper. This can be
ensured by making the rule for the later event depend on the rule for the earlier event.

A composition profile is developed by a protocol designer. A composed protocol can be
composed further like any other protocol. Desgal. (Desai et al.2006§

6.4 Rulesin OWL-P

OWL-P specifies protocols declaratively, using rules of the famtecedent- consequent
To be compatible with OWL syntax, the Semantic Web Rule Language (SWRL) has been adopted
in OWL-P to specify rules. Antecedents check kmowledge bastor the existence or absence of



122

propositions. Consequents effect message transfers and add related propositions to the knowledge
base. In effect, rules fire based on the history of the interaction as captured by propositions in the
knowledge base. One of the most important features of OWL-P in contrast with traditional process
models such as workflows is the distributed nature of OWL-P, where each participant of a protocol
is a peer, unlike in a client-server system. The knowledge base, therefore cannot be centralized.
Further, a distributed enactment framework implies that no participant is guaranteed to be able to
observe all messages (and significant events) in the protocol. The OWL-P algorithm for generat-
ing role skeletons incorporates this feature of distributed systems and is sound and complete with
respect to the set of runs it generates.

A protocol may not be enactable when there isoalocal choicei.e., when an partic-
ipant’s decision (of what message to send) depends on information it does nol_hdke (and
Leug 1995. For example, protocols with rules of the foem=- b, where propositiom is known
only to rolesp; andp-, and messageis sent byps, are not enactable, ag cannot observe. Such
a case arises due to the extraction of local role skeletons from a global protocol specification. As
described by Desat al., the following properties of a protocd? avoid this problem and ensure
that P is enactable. Here,denotes a rules, b, p, andg are propositions or messages as applicable,
andP is interpreted as a set of rules.

Prop . VreP, Yaer.body, a#start — 3Ir'eP acr’.head The propositions in the antecedent of a

protocol rule must be asserted by some protocol rule.

Prop. VreP, Yacer.head (start ~ a)eP. All asserted propositions are reachable fretart.

Here,p ~ ¢ means; is reachable from. Formally,p ~ ¢ défp =>qVp=4dNd~q).

Prop. Vre P, Yacr.body, (3ber.headA dp=sender(b) — p=sender(a) V p=receiver(a)). If
a message exchangéas an antecedeantthen, the sender of b must be able to verify.
That is,p must receive a message correspondingdomust send a message corresponding

toa, i.e.,p Observes or causes.

A protocol designer can obtain an enactable protocol by repeated applications of composition. For
instance, in Figuré.3, the rules ofOrder do not assert the propositiopsy andgoods both of

which are necessary for discharging the commitments created in the protocol. The rBis of
mentdo not assert the propositigrayFine(fine) The rules ofShippingdo not assepayToSender-

Prop andpayToShipperPrapThe rules of the compositeurchasedo not assert the propositions
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pay(fineAmounfpayToSenderPrgmndpayToShipperPropA designer chooses protocols that as-
sert the missing propositions and compose them Ritithaseo obtain an enactable protocol.
The algorithm for computing the role skeleton of a participant from the protocol specifi-

cation and the proof of its correctness and soundness is described in ddfabai ét al.2006.

Local Policies

A fundamental benefit of raising protocols to first-clas status is to promote their reuse.
Reusing protocols, however should not come at the cost of agent autonomy. That is, designers
should be able to customize a protocol to suit their requirements while operating within valid pro-
tocol runs. OWL-P achieves this objective by enabling agents to have theilooatpoliciesthat
can be modularly plugged into the role skeleton derived from the protocol, as described here. We
recall that a rule in a protocol may be abstract, meaning that values of some of its native slots must
be produced via the role’s business logic. That is, a role skeleton must be augmented with business
logic to obtain a local process. To capture this intuition, a skeleton is saiddornmeeteif all of its
native slots are definedpstractotherwise.
An agent’s business logic is specified as local policy rules. The skeleton of the seller in

Order augmented with the policy rules of the seller agent as shown below. The policy rule invokes
a business logic operation to decide what price to quote. The operation agsgeRolicy which
activates the second skeleton rule.
Seller skeleton rules:
1: startProp= receive(reqForQuote(?itemiD))
2: reqForQuoteProp(?itemID) quotePolicy(?itemPrice)=

send(quote(?itemID, ?itemPrice))

CC(S, B, pay(?itemPrice), goods(?itemID))
3: quoteProp(?itemlID, ?itemPrice}

receive(acceptQuote(?itemlID, ?itemPrice))

CC(B, S, goods(?itemID), pay(?itemPrice))
4: quoteProp(?itemID, ?itemPrice}

receive(rejectQuote(?itemlD, ?itemPrice))

Seller's policy for deciding quote:

1: regForQuoteProp(?itemIDB3-
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call(policyDecider, quotePolicy(?itemID))

This pattern of augmenting policy rules applies to rules where the agent has to make a
decision and respond. It also assigns a value to native slots that are not defined 6Higinevs
the interplay between the protocol rules and the policy rules of an agent. Steps 3, 4, and 5 show
policy rules in action. The business logic could involve looking up a legacy database or waiting for

human input.

6.5 Business Process Development using OWL-P

Figure6.5 summarizes our methodology with a scenario involving a customer interested
in purchasing goods online. Software designers design protocols and register them with protocol
repositories. They may also construct composite protocols by specifying composition axioms and
reusing the existing component protocols from the reposi@omposeis our tool for generating
the composite protocol. A merchant wishing to supply goods online loolunghasdn a reposi-
tory. It generates the skeleton for the merchant role, augments it with its local policies, and deploys
the result as a service. The profile for this service contains an OWL-P descripttamabfase and
may be published to a UDDI registry. If a customer wishes to procure goods online, it searches the
UDDI registry, finds the merchant, and acquires the OWL-P skeleton for the customer role from
the merchant. The customer enacts its local process by augmenting the skeleton with its local poli-
cies and starts interacting with the merchant. Our tools support these development scenarios and a
prototype implementation based on the agent architecture of Fégdire

The OWL-P project is in its early stages and is being actively improved and expanded by
the introduction of new tools to support various stages of the design nad development of business

protocols.

6.6 Related Work

The uniqueness of OWL-P arises from
1. A commitment-based semantics for interactions,
2. Afocus on a methodology that enables reuse, refinement, and aggregation, and

3. A practical grounding of concepts along with their theoretical foundations.
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Figure 6.5:Typical usage of OWL-P in the development and enactment of business processes.

This section summarizes several relevant research efforts.

Component behavior modeling Plasilet al(2002 propose a language based on regular expres-
sions for describing the behavior of software components using protocols. They define software
components as agents and the proposed language allows expressions of method invocations over
components. This behavior protocols are similar to OWL-P protocols but do not support commit-
ments. Similarly, Canadt al (2003 user-calculus to describe protocols over the methods provided
of CORBA objects. They reason about interaction compatibility and object substitutability, i.e., if
an object can be successfully substituted by another. Studying architectural connectorgt Allen
al.(1997 express similar intuitions about interactions being a fundamental abstraction for complex
systems. Their components correspond to OWL-P agents, connectors to protocols, and attachments
to role adoption. They formalize components and connectors in E8&r¢ 1985, and have ab-
stractions of roles and connector composition analogous to those in OWL-P.

These approaches seek to verify interaction specifications for correctness, compatibility,
deadlock freedom, and substitutability for components, whereas in OWL-P, the thrust is to exploit

protocols to develop processes, thus improving the quality of modeling and reuse of interactions.
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Previous approaches view interactions as sequences of send and receive actions without considering

commitment-based semantics.

Scenario-based behavior modeling This area develops visual formalisms for modeling interac-
tion scenarios of entities (agents, components, or processes). Popular formalisms include AUML
(Bauer et al.2001), Message Sequence Chai®{, 1996, and UML sequence diagramacobson

et al, 1999.

Whittle et al (2000 present an approach for creating a design model (specified as a stat-
echart) from a collection of interaction scenarios using a state-identification approach to merge
scenarios. Uchitedt al (2003 present an MSC language to explicitly specify the assumptions un-
der which scenarios are merged. Whereas the above approaches merge behaviors to produce one
protocol, OWL-P merges several protocols to produce a composite protocol. Further, the OWL-P
methodology incorporates commitments to better capture business requirements.

Uchitel et al. (Uchitel et al, 2004 elaborate behavior models by deriving implied scenar-
ios from an existing model, categorizing them as desired or not, and updating the model. Implied
scenarios arise as a result of the partial nature of scenario-based specifications. Protocols are nat-
urally extensible, especially open protocols, which necessarily need to be fleshed out to become
enactable.

Service composition BPEL (Andrews et al.2003 is a language for specifying the static compo-
sition of Web services. However, it mixes interaction activities with business logic, thus reducing
reusability. WS-CDL Kavantzas et al.2004) specifies the conversational behavior of a service
using control flow constructs. However, these specifications lack a flexible semantics, which makes
them difficult to compose and reuse. OWLISAML-S, 2002, which includes a process model

for Web services, uses semantic annotations to enable dynamic composition. A composed service
is produced at runtime based on stated constraints. Dynamic service composition assumes a perfect
markup of the services being composed, and involves ontological matching between inputs and out-
puts. OWL-S formalizes process models of the ilk of BPEL, but doesn’t address protocols as such.
An end to end service creation approach separates a logical composition (service type) from a phys-
ical one (service instances)d@arwal et al, 2005. This approach combines a service matchmaking
similar to OWL-S and a BPEL based service implementation. Due to its close ties with OWL-S and
BPEL, it inherits their limitations mentioned above.

Some approaches treat service compaosition via formal specifications to support verifiabil-
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ity. Solankiet al(2004 employ interval temporal logic to specify and verify ongoing behavior of

a composed service. Their use of “assumption” and “commitment” (different meaning than here)
assertions yields better compositionality than other approaches. Gera@d2004 model services

as activity-based finite automata to study the decidability of composability and existence of a looka-
head delegator for a set of services. However, these approaches consider neither the autonomy of

the partners, nor the flexibility of composition.

Agent-oriented software engineering Agent-oriented software methodologies, e.g., Tropos, Gaia,
KAOS, MaSE, and SADDERergenti et al.2004), apply software engineering principles to agent-
based systems and were discussed in detail in ChapBzinaet al (2004 advocate a model-driven

Web service development approach to ensure compliance between a service’s implementation and
its external protocol specifications. By contrast, the objective of OWL-P is achieving protocol
reusability by separating protocols and policies, and by composing protocols.

Component catalogs The OWL-P methodology enables using protocols as building blocks of
business processes. Protocols are reused by refining them to yield improved protocols. RosettaNet
has RosettaN@gtput protocols in practice. About 100 published protocols, termed Partner Interface
Processes (PIPs), account for billions of dollars of business. However, RosettaNet is limited to two-
party request-response PIPs, which lack a formal semantics. The MIT Process Hardbtmoie(

et al, 2003 classifies business processes. For exangakjs a generic business process, which

can be qualified bgell what sell to whomand so on.

6.7 Summary

In this dissertation, we have developed a lifecycle for engineering protocols. The basic
challenge faced was that of managing interactions among autonomous entities. We have described
how an agent-based approach grounded in the concept of social commitments forms a solid foun-
dation for modeling and enacting protocols among independent entities such as businesses. Our
approach and the problems that we have addressed are summarized ir6Fég@elow the grey
arrowheads are problem statements that we have answered and the rectanges above the arrowheads
specify specific sections of this dissertation that have provided solutions.
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