
ABSTRACT

SHEN, WENBO. Physical Layer Signal Design and Control For Wireless Security. (Under the
direction of Dr. Peng Ning and Dr. Huaiyu Dai.)

In recent decades, wireless communication technology has been widely deployed and in-

creasingly adopted. As wireless devices become ubiquitous, more and more attacks targeting

wireless device emerge, including the wireless jamming attack and the man-in-the-middle attack

to the wireless pairing process. On the other hand, the recent advances in the software-defined

radio give us the flexibility to design and control wireless physical layer signals. We found that

the wireless physical layer signal has some properties, which can be used to preserve wireless

security.

In this dissertation, we first proposed a novel technique - Multi-Channel Ratio (MCR)

Decoding, which aims at providing the anti-jamming wireless communication capability for

multi-antenna wireless devices. The basic idea of MCR decoding is to fully leverage the repeated

preamble signals and the multi-channel characteristics in MIMO communications to detect

and recover desired transmission signals under constant and reactive jamming attacks. It is

shown that the proposed MCR decoding can detect the desired transmission reliably under the

jamming attack and remove jamming signals effectively.

After that, we explored the feasibility of using jamming to achieve wireless access control.

We proposed a novel mechanism, called Ally Friendly Jamming, which provides an intelligent

jamming capability that can disable unauthorized wireless communication but at the same time

still allow authorized wireless devices to communicate, even if all these devices operate at the

same frequency. The basic idea is to jam the wireless channel continuously but properly control

the jamming signals with secret keys, so that the jamming signals are unpredictable interfer-

ence to unauthorized devices, but are removable at authorized ones equipped with the secret

keys. To achieve ally friendly jamming, we developed new techniques to generate ally jamming

signals, to remove jamming signals from multiple ally jammers. Both the analytical and exper-

imental results indicated that the proposed techniques can effectively disable enemy wireless

communication and at the same time maintain wireless communication between authorized

devices.

We further proposed Fast Friendly Jamming, which eliminates the need for demodulation

and enables the friendly jammer to verify the received signals directly on the physical layer.

We have implemented a prototype of the proposed techniques based on GNURadio and USRP,

and performed real-world experiments to validate the proposed techniques. The experimental

results showed that the proposed techniques reduce the reaction delay of the friendly jammer

by 81.9%− 85.7%, and achieve accurate distinction between allies’ and enemies’ transmissions.



Wireless jamming attack is also used to launch the man-in-the-middle attack to wireless

pairing. To address this problem, we presented a novel wireless in-band pairing design, in which

the pairing device utilizes the 802.11 Clear to Send (CTS) reserved duration to detect the

existence of possible attackers in the network. We further proposed to use the on/off sub-carriers

in the frequency domain to convey the hash digest bits to protect the integrity of the benign

pairing messages. Compared with the previous work, our design reduces most of the channel

occupation time by eliminating the long synchronization packet and the on/off slots in the time

domain. Our evaluation results showed that the proposed technique of using sub-carriers to

convey hash bits works accurately in the real-world environment.
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Chapter 1

INTRODUCTION

Wireless communication technology has been widely deployed and increasingly adopted due

to the ease of installation and reduced operational cost. Various wireless applications, such

as Wi-Fi, cellular networks and blue-tooth, are reshaping the way we live. As wireless devices

become ubiquitous, more and more wireless attacks emerge. Due to the shared nature of wireless

medium, wireless communication is very vulnerable to wireless jamming attacks. The attacker

can simply use a wireless device to emit random wireless signals. As the wireless medium is

shared, signals of the benign transmitter and the jammer will collide at the receiver, and the

signal reception process is disrupted. Considering the fact that nowadays, the wireless hardware

is becoming cheaper and easier to obtain, launching the wireless jamming attack has never been

so easy before. On the other hand, recent advances of wireless technology also provide us new

hopes for combating with the wireless jamming attack. For example, software-defined radio

(SDR) provides the flexibility to manipulate wireless physical layer signals on PC, which allows

us to study the physical layer signal properties thoroughly. Multiple-input and multiple-output

(MIMO) technique uses multiple antennas to decode multiple concurrent transmissions, which

inspired my first work - MCR Decoding, leveraging the multi-channel capability to defend

against the wireless jamming attack.

While wireless jamming attack is a big threat to wireless communication, it also provides

insights for researchers to design novel wireless techniques to protect wireless communication.

Recently, friendly jamming (i.e., intentional signal interference from collaborating devices) has

been proposed to protect information confidentiality as well as achieve wireless medium access

control [75, 74]. One application of protecting information confidentiality is to protect the

unencrypted wireless channels of legacy devices, so that eavesdropping will be defeated. Wireless

medium access control applications can be blocking unauthorized wireless transmissions for

RFID systems [67, 68] and implantable medical devices [91, 32]. Previous research works of

using friendly jamming for access control cannot disable unauthorized wireless communications

1



in a region, which motivated my second work - Ally Friendly Jamming, which disables the

adversary’s wireless communication while still maintains our own wireless communication at

the same time.

Moreover, when using reactive jamming for access control, the friendly jammer needs to

first identify an on-going unauthorized wireless transmission and then launch jamming while

the transmission is still on-the-air. Previous research studies rely on the bits information to

distinguish the authorized and unauthorized transmissions, which requires the demodulation

of the wireless signals. The demodulation process is time-consuming, and thus will introduce a

non-trivial reaction delay, which will hurt the performance of friendly jamming. In order to solve

this problem, we proposed Fast Friendly Jamming, which eliminates the need of demodulation

and verifies the signals directly on the physical layer.

Wireless jamming is also used by the attacker to launch a variety of attacks, such as the

man-in-the-middle attack to wireless pairing devices. With wireless devices becoming more and

more popular, there is a demand of interconnecting them. To facilitate the pairing of Wi-Fi

enabled devices, Wi-Fi Alliance introduced Push-Button Configuration (PBC). On the other

hand, armed with cutting-edge techniques, the attacker can launch the man-in-the-middle at-

tack by jamming to form a collision on the benign pairing transmission, and then impersonating

one pairing party to pair with the other one. The previous defense scheme needs to occupy the

channel continuously for a considerable period of time, which not only wastes the channel re-

source, but also hurts the transmissions from nearby wireless devices on the same channel. These

problems motivated my fourth work - Efficient In-band Wireless Pairing through Specialized

CTS and Multi-carrier Communications.

This dissertation contains these four works toward preserving wireless security. Details of

these works will be shown in Chapters 2, 3, 4 and 5, respectively. In the following, I give

motivations of these four works.

1.1 MCR Decoding

Due to the shared use of the wireless medium, wireless applications are vulnerable to jamming

attacks. A jammer can simply emit random noise to disrupt wireless communications between

the transmitter and the receiver. Therefore, the robustness against jamming attacks is crucial

for wireless applications which require high communication reliability.

Spread spectrum techniques such as direct-sequence spread spectrum (DSSS), frequency-

hopping spread spectrum (FHSS) and their enhanced variations, including the DSSS variations

[48, 51, 64] and FHSS variations [47, 79], are commonly used techniques for anti-jamming

wireless communications. However, these spread spectrum based schemes require large spectrum

bandwidth, which is undesirable considering the scarcity of the wireless spectrum.
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Recent advances of multiple-input and multiple-output (MIMO) technique [29] bring new

hope for enhancing anti-jamming wireless communications. In particular, research groups have

investigated the MIMO systems for interference cancellation. Gollakota et al. proposed the

Technology Independent Multi-Output (TIMO) scheme [31], which exploits the channel ra-

tio (the ratio of channel coefficients) of the interference source and the transmitter’s to remove

cross-technology interference for 802.11n wireless networks. Due to the requirement of the trans-

mitter’s channel state information, TIMO cannot deal with the fast reactive jamming attacks.

Under the fast reactive jamming attack, the jamming signals start and stop at almost the same

time with the desired transmission signals. The receiver has neither enough un-jammed pream-

ble signals to estimate the transmitter’s channel state information, nor pure jamming signals

to compute the channel ratio for the jammer, and thus it cannot remove the jamming signals.

Moreover, TIMO is only capable of removing interference from a single interference source,

which is reasonable for dealing with unintended interference. However, for intended adversarial

jammers, it is very likely that multiple jammers operate on the same frequency.

To address these problems, we extend the TIMO technique into the anti-jamming domain

and propose an anti-jamming technique, Multi-Channel Ratio (MCR) Decoding, which exploits

the multi-channel ratio and the repeated preamble signals to detect and recover the desired

transmission signals under constant and reactive jamming attacks.

Unlike the spread spectrum schemes which suppress the jamming signals at the price of

spectrum bandwidth, MCR decoding exploits the MCR to subtract the jamming signals directly.

Moreover, MCR decoding does not require any shared keys to build its anti-jamming capability.

Hence, it does not suffer from the vulnerabilities introduced by the shared keys.

Compared with TIMO, MCR decoding eliminates the need of the transmitter’s channel

state information, which makes it more suitable for anti-jamming applications. MCR decoding

uses the multi-channel ratio to detect the transmissions under jamming attacks and can handle

multiple constant jammers on the same frequency band as well as the fast reactive jammer,

even though the reactive jamming signals start and stop at the same time with the desired

transmission signals.

1.2 Ally Friendly Jamming

Wireless communication technology has been widely deployed and increasingly adopted due to

the ease of installation and reduced operational cost. The applications that benefit from wireless

communications range from traditional military operations to more recent civilian applications

such as Wi-Fi and mobile phones. There have also been on-going efforts aimed at adopting

wireless communications in emerging and mission-critical applications (e.g., health-care [32, 44]

and critical infrastructure protection [18, 28]).

3



In mission-critical applications such as battlefield operations, anti-terrorism activities, and

critical infrastructure protection, it is highly desirable and sometimes necessary to gain advan-

tages over the adversary in terms of wireless communication capability. In particular, it is highly

desirable to disable the adversary’s (unauthorized) wireless communication while still maintain-

ing our own (authorized) wireless communication. For example, wireless communications have

been a common way to trigger Improvised Explosive Devices (IED) (a.k.a. roadside bombs),

which were responsible for approximately 63% coalition deaths in the second Iraq war from 2001

to 2007 and over 66% of the coalition casualties in Afghanistan between 2001 and 2012 [4]. The

capability of disabling enemy wireless communication and at the same time maintaining coali-

tion’s wireless connectivity would greatly reduce the casualties due to radio-controlled IED. It is

conceivable that such a capability will also enhance the security of other non-military mission-

critical applications such as critical infrastructure protection and health-care applications.

This work aims at providing such a capability. Specifically, we develop a novel mechanism,

called Ally Friendly Jamming, to provide an intelligent jamming capability that can disable

unauthorized (enemy) wireless communication but at the same time still allow authorized wire-

less devices to communicate, even if both the authorized and unauthorized devices operate at

the same frequency.

The basic idea behind ally friendly jamming is to jam the wireless channel continuously

but properly control the jamming signals using secret keys, so that the jamming signals are

unpredictable interference to unauthorized devices, but are recoverable by authorized devices

equipped with the secret keys. As a result, when authorized devices need to communicate, they

can employ proper signal processing techniques to remove the jamming signals and recover

the messages transmitted by other authorized devices. In other words, authorized devices can

regenerate jamming signals using the secret keys and subtract them from the received, mixed

signals to get jamming-free transmissions.

Though conceptually simple, ally friendly jamming turns out to be non-trivial to achieve.

We have to resolve three technical challenges to ensure effective jamming and at the same time

enable authorized devices to actually receive messages under ally friendly jamming, even though

such devices know the secret keys.

First, to achieve ally friendly jamming, the ally jamming signals need to be irresolvable

interference to unauthorized devices. Simply transmitting modulated pseudo random numbers

as jamming messages can be easily defeated due to the strong patterns introduced by the

digital communication process (e.g., modulation) [36]. Thus, the jamming signals injected by

ally jammers must resemble real random noises. In the proposed ally friendly jamming scheme,

we introduce the concept of epoch and use the shared keys with epoch indices as the input of a

pseudo random number generator to directly control physical layer symbols, so that these signals

are random noises to unauthorized devices and easy for authorized devices to synchronize with.
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Second, an authorized receiver has to synchronize with the ally jammers, so that it can

estimate the ally jamming signals, remove them from received signals, and recover potential

transmissions from authorized transmitters. Though synchronization is a well-studied problem

in digital communication, synchronization in ally friendly jamming faces a new challenge. As

the channel and hardware effects (e.g., frequency offset) on the received ally jamming signals

are unknown, the authorized receiver cannot synchronize with ally jammers even though it can

generate the same transmitted ally jamming signals. The frequency offset can be compensated

for by using the phase-locked loop which depends on the strong phase patterns existing in

the transmitted signals. As ally jamming signals mimic random noises, no strong patterns can

be relied on, so existing synchronization approaches (e.g., [37, 65, 30, 57]) cannot be applied

directly in ally friendly jamming. In this work, we propose to use the pilot frequency aided

correlation to synchronize authorized receivers with multiple ally jammers.

Third, when multiple ally jammers exist in the network, an authorized receiver needs to first

identify these ally jammers properly and then regenerate the transmitted ally jamming signals

in order to recover the authorized transmission. A particular challenge lies in how to identify

these ally jammers rapidly while their ally jamming signals are pseudo-random signals and the

channel and hardware effects on the received ally jamming signals are unknown. To solve this

problem, we propose to use the pilot frequency and the fast Fourier transform (FFT) to identify

ally jammers and further compensate for the hardware difference effects on the received signals.

A similar technique called IMD (Implantable Medical Device) shield [32] was proposed

recently which exploited jamming to provide access control to an IMD. The IMD shield is a small

radio device that employs two antennas for jamming and receiving, respectively. The receive

antenna is physically connected to a transmit (jam)-and-receive chain, so that when sending a

jamming signal, the jam chain can inject an “antidote” signal to the receive antenna to cancel

the jamming signal. Due to the physical connection between the jamming and the receiving

antennas, IMD shield does not have to deal with the synchronization challenge addressed in

this work. Moreover, the multiple-jammer case was not considered in IMD shield. This means

if multiple IMD shields operate at the same time in the same area, their jamming signals will

interference with each other, and all accesses will be denied. Therefore, by providing solutions

to the above problems, our work further advances the current state of the art in security

enhancement through friendly jamming.

We have implemented a prototype for ally friendly jamming using the Universal Software

Radio Peripheral (USRP) platform [10] and GNURadio [2]. Our experimental results show that

under ally friendly jamming, authorized devices have close-to-0 packet loss rate, and at the

same time unauthorized devices suffer from 100% packet loss rate.
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1.3 Fast Physical Layer Verification of Friendly Jamming

Besides continuous jamming, which is used by ally friendly jamming, reactive jamming is an-

other way to achieve wireless medium access control. By using reactive jamming, the friendly

jammer needs to block unauthorized wireless transmissions and avoid jamming the authorized

ones mistakenly. In other words, the friendly jammer needs to identify the on-going wireless

transmission first, and keeps silent if it is authorized or launches jamming attacks otherwise.

To achieve effective jamming, the friendly jammer needs to identify and jam an unauthorized

wireless transmission while the transmission is still on the air. Thus the reaction time is crucial

to the jamming performance. Previous friendly jamming studies (e.g., [67, 68, 91, 32, 85, 86])

proposed to distinguish wireless transmissions by using bit-level information, such as matching

certain patterns in the message bits. However, in order to obtain the message bits, the friendly

jammer needs to perform signal demodulation, which normally involves cascading steps, such

as frequency offset compensation, symbol synchronization, and constellation decoding. These

steps impose a non-trivial time delay for the friendly jammer, and thus the friendly jammer

may fail to identify the unauthorized transmissions in a timely manner. Therefore, to reduce

the reaction time, we propose fast friendly jamming, which eliminates the need of demodulation

and verifies the signals directly on the physical layer.

The basic idea of fast friendly jamming is that the authorized transmitter generates a special

preamble (that we name as auth-preamble, short for authentication preamble) using a shared

secret key and prepends the auth-preamble before the packet transmission (i.e., before the

normal preamble). On the other side, the friendly jammer uses the same key to synchronize and

verify the auth-preamble of an on-going transmission. If the verification succeeds, the friendly

jammer will keep silent; otherwise, the current on-going transmission will be treated as an

unauthorized one and the friendly jammer will launch jamming.

Though conceptually simple, two technical challenges need to be solved before achieving fast

friendly jamming. First, to eliminate the demodulation steps and allow the direct verification of

the auth-preamble on the physical layer, the auth-preamble signals cannot be modulated bits1.

Moreover, the auth-preamble signals must introduce enough randomness and should be ever

changing to prevent the adversary from predicting, mimicking and replaying them. To address

these problems, we propose to use the shared secret key and the time info to generate signal

symbols in the auth-preamble directly.

Second, the auth-preamble signals introduce randomness to defend against the predict,

mimic and replay attacks. However, the randomness also brings difficulties for the friendly

jammer to verify the auth-preamble. Simple correlation won’t work as the frequency offset will

1In this work, modulation refers to the base-band modulation, in which bits are mapped to points on a
constellation diagram. The modulated base-band signals still need to be up-converted to radio frequency band
before being sent out from an antenna.

6



distort the correlation results [75]. Traditional synchronization approaches [65, 30] cannot be

applied for the friendly jammer to synchronize with the auth-preamble signals, as the auth-

preamble signals are changing continuously and the channel and hardware effects (i.e., channel

attenuation, phase shift, and frequency offset) on the received signals are unknown. To address

this problem, we propose a novel technique called amplitude differential based correlation, which

can tolerate the unknown channel and hardware effects on the received signals, thereby allowing

the friendly jammer to verify the received signals directly on the physical layer.

1.4 Efficient In-band Wireless Pairing through Specialized CTS

and Multi-carrier Communications

Wireless technologies have been widely deployed in recent decades. A common application of

wireless technologies is the 802.11 Wi-Fi network with a variety of Wi-Fi enabled wireless de-

vices. While users are increasingly concerned about the wireless security, there is a proliferation

of Wi-Fi enabled devices with very simple user interfaces that don’t support strong security

configuration (e.g., no user interface for entering a key) due to limitations on the cost, design or

functionality. To facilitate the use of these Wi-Fi enabled devices, Push-Button Configuration

(PBC) was introduced by the Wi-Fi Alliance, as a mandatory part of Wi-Fi Protected Setup

(WPS) [11]. PBC allows devices with very simple user interfaces and no out-of-band channels

(e.g., key input interface, infra-red channel, camera or microphone) to generate common shared

keys to protect their wireless communications [12].

PBC uses the Diffie-Hellman key exchange [26] to protect wireless communications from

eavesdropping attacks. However, it is vulnerable to man-in-the-middle (MITM) attacks. For

example, when a PBC device wants to pair with the access point, the attacker can launch two

types of MITM attacks, as shown in Fig. 1.1.

In Scenario 1, the directional antenna and full-duplex radio techniques [17] are used by the

attacker to achieve selective jamming and jamming-and-receiving. The attacker first jams the

benign pairing message to form a collision at the access point, then it impersonates the access

point to pair with the PBC device. After that, it uses the same trick to pair with the access

point. As a result, the MITM attack is successful. While in Scenario 2, the attacker tampers

the content of a benign pairing message by transmitting FMSG at the same time with the

sender, but with a much stronger power, to produce a capture effect at the receiver, so that the

transmission from the sender becomes noise and the receiver will accept the pairing message

from the attacker.

From the above two scenarios, we can see that the root cause of the MITM attack to PBC

is the lack of authentication of pairing parties. Considering that nowadays, PBC is increasingly
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Figure 1.1: MITM attack scenarios. MSG is the benign pairing message while FMSG is the
fake pairing message. Jam means the attacker is jamming the channel. Color (Or shadowed
in black & white print) rectangles represent the transmitted messages, while un-colored ones
represent the received messages. Due to the use of directional antenna, jamming signals and
the transmitted FMSG below the time line can only be received by the access point while the
ones above time line can only be received by the PBC device.

adopted by wireless medical devices which transmit patients’ private health information [5, 13]

and home security devices such as home surveillance cameras [3, 1], the MITM attack to PBC

can be a severe threat to users’ privacy, while PBC may give users a false sense of security [35,

42].

To defend against the MITM attack in PBC, TEP [35] proposed to use an exceptionally

long synchronization packet and the on-off slots in the time domain to protect the existence

and the integrity of a pairing message. For example, to prevent the attacker from hiding the

pairing message by jamming to form a collision, TEP utilizes a synchronization packet which is

longer than any collisions in Wi-Fi networks, so that collisions introduced by attack jamming

can be distinguished from normal collisions. To detect any tampering attempts to the benign

pairing message, TEP uses on-off slots in the time domain to convey pairing message hash

digest from the sender to the receiver, in which bit “1” is represented by the on slot (i.e., slot

with energy) and bit “0” is represented by the off slot (i.e., slot with no energy). As the attacker

cannot cancel out the energy in the on slot, by equalizing the numbers of on and off slots, any
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tampering attempts to modify the benign pairing message can be detected.

However, the security comes with a price. TEP has two negative impacts on nearby wireless

devices. First, the long channel continuous occupation of a TEP message may interrupt wireless

connections of nearby devices. For example, each TEP pairing message needs to occupy the

busy 2.4 GHz channel for more than 24,760 µs continuously, which may cause the TCP re-

transmission or even TCP dis-connection. Second, TEP wastes channel resources and harms

the Wi-Fi throughput. In PBC, the joining device (i.e., enrollee) keeps sending pairing messages

to scan all channels for about 120 seconds. The repeatedly transmitted TEP pairing messages

and the responses will occupy the busy 2.4 GHz channel for a considerable amount of time during

that 120 seconds, even though there might be no attacker at all. Considering that more and

more medical devices are using 2.4 GHz channels to communicate with the Android phones [58]

or other monitoring devices and the fact that 2.4 GHz band is overcrowded, the long channel

occupation time of the TEP message is undesirable.

To reduce the channel occupation time, we propose to use a specially crafted Clear to Send

(CTS) request and the cooperation between the pairing devices to eliminate the need of the

long synchronization packet in TEP. Our key observation is that the benign devices will respect

the CTS requests and will keep silent during the CTS reserved duration. On the contrary, in

order to launch the MITM attack, the attacker has to jam the pairing packet even though

it received the CTS packet. Thus, if one pairing device sends out the CTS successfully and

detects collisions in the CTS reserved duration, it deduces that attackers may exist in the

network and hence will abort the pairing process to avoid pairing with the attacker falsely.

Moreover, we propose to use OFDM sub-carriers in the frequency domain as the on-off slots.

As the 802.11 a/g OFDM implementation supports 52 sub-carriers, the transmitter can map

the hash bits of the pairing message to different sub-carriers, in which bit “1” is mapped to an

on sub-carrier (i.e., sub-carrier with energy), while the bit “0” is mapped to an off sub-carrier

(i.e., sub-carrier with no energy). The receiver de-maps the sub-carriers to hash bits by using

the energy detection to distinguish the on/off sub-carriers. With these two techniques, each

pairing message in our design occupies the channel for about 487 µs, which reduces more than

98% of channel occupation time comparing with TEP.

1.5 Summary of Contributions

The contributions of this dissertation are summarized below:

• MCR Decoding: First, we identify the limitations of applying the TIMO technique into

the anti-jamming domain and propose MCR decoding which can detect and recover the

desired transmission signals under jamming attacks. Second, we have implemented a pro-
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totype for MCR decoding based on the GNURadio [2] and Universal Software Radio

Peripheral (USRP) [10], and performed extensive experimental evaluations. Our experi-

mental results show that MCR decoding can detect the desired transmission accurately

under the jamming attack and remove more than 99.86% of the jamming signal power.

• Ally Friendly Jamming: We explore a new concept called ally friendly jamming that

can disable unauthorized wireless communication and at the same time allow authorized

devices to maintain wireless connectivity. We develop new techniques to generate ally

jamming signals, to identify and synchronize with multiple ally jammers. We have also

implemented a prototype for ally friendly jamming and performed analysis and extensive

experimental evaluation to validate the techniques.

• Fast Friendly Jamming: First, we propose fast friendly jamming as well as the related

techniques, which enable the friendly jammer to verify the received signals directly on

the physical layer. Second, we have implemented a prototype of the proposed techniques

on GNURadio [2] and USRP [10], and performed real-world experiments to validate the

proposed techniques. The experimental results show that fast friendly jamming reduces

the reaction delay of the friendly jammer by 81.9%−85.7%, as compared to the traditional

demodulation approach. Meanwhile, it enables the accurate distinction between allies’ and

enemies’ transmissions with 100% true positive and 0% false negative rates.

• Efficient In-band Wireless Pairing through Specialized CTS and Multi-carrier Communi-

cations: The contributions of this work are two-fold. First, we propose a secure wireless

in-band pairing design by using the CTS and the cooperation between pairing devices to

prevent the attacker from hiding the pairing message, and using on-off sub-carriers in the

frequency domain to protect the pairing message integrity. Our design reduces most of

the channel occupation time of TEP and provides the same security guarantee. Second,

we have implemented and evaluated the proposed techniques based on GNURadio [2]

and USRP [10]. The real world experiments show that the proposed technique of using

sub-carriers to convey hash digest bits works accurately.
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Chapter 2

MCR Decoding: A MIMO Approach

for Defending Against Wireless

Jamming Attacks

2.1 Preliminaries

2.1.1 Wireless Communication Systems

Wireless communication systems generally use radio frequency (RF) signals to convey infor-

mation. Upon receiving bits from upper layers, the transmitter first maps them to discrete

base-band signals (a.k.a. physical layer symbols), then converts these discrete signals to analog

signals, and finally up-converts them to RF signals [75].

The RF signals go through the wireless channel before being received by the receiver. The

wireless channel introduces attenuation, phase shift, and noise during transmission. The hard-

ware of the transmitter and the receiver introduces the frequency offset ∆f [33]. Thus after the

signal x(i) is transmitted through the channel, it is transformed into the received signal y(i),

and

y(i) = hej2π∆ftix(i) + n(i)1,

where h is a complex number, containing channel attenuation and phase shift, ej2π∆fti is a

complex number in its polar form (i.e., a complex number a + bj can be represented by its

polar form Mejθ, where M =
√
a2 + b2 and θ = tan−1(b/a) [53]), n(i) is the noise and ti is the

sampling time for sample y(i); y(i) and x(i) are discrete base-band signals, which can also be

represented by complex numbers.

1This equation is for single-tap channels.
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Even though channel effects and the frequency offset are unknown, the receiver can use the

phase-locked loop to compensate ∆f , and use differential encoding schemes to tolerate the phase

shift. Therefore, it can recover the transmitted signal x(i) by using existing synchronization

approaches [65, 30, 45]. Then the receiver can de-map the physical layer symbol x(i) to bits

and recover the transmitted message.

2.1.2 MIMO Systems

In a MIMO system, if both transmitting and receiving antennas are separated properly, the

channel between each transmitting and receiving antennas pair will be different from each

other [81]. Consider a 2 × 2 MIMO system shown in Fig. 2.1, the transmitter sends signals of
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Figure 2.1: A 2 ×2 MIMO system. hij is the channel coefficient for transmitter antenna i and
receiver antenna j, include channel attenuation and phase shift.

two packets, x1 on Antenna 1, x2 on Antenna 2 concurrently, the receiver will receive y1(i) = h11 · x1(i) + h21 · x2(i) + n1(i)

y2(i) = h12 · x1(i) + h22 · x2(i) + n2(i)
,

where ym(i) is the signal received by the mth antenna of the receiver, n1(i) and n2(i) are the

white noise. As the signal to noise ratio (SNR) is high enough, if the receiver knows the channel

coefficients hij , it can solve the above equations (two equations and two unknowns x1(i) and

x2(i)) to decode the concurrently transmitted packets.

To let the receiver compute the channel coefficients, the MIMO transmitter starts each

frame by transmitting a known preamble from each of its antennas, one after the other [31].

By combining the knowledge of both the received and the transmitted preamble signals, the

receiver can compute the channel coefficients, which can be used to decode the packet signals

of this frame [57, 22]. However, if the jammer jams the preamble, the received preamble signals
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will be totally disrupted by the jamming signals, which will lead to wrong estimations of the

channel coefficients. As a result, the received signals cannot be decoded.

2.2 Assumptions and Threat Model

2.2.1 Assumptions

We assume that the wireless channels are single-tap. As the receiver needs and both the received

transmission signals and the received jamming signals at the receiver have a sufficient signal to

noise ratio (SNR). We assume all devices, including the transmitter, the receiver and the jam-

mer, are immobile, hence, channels between them do not change significantly in a short period.

Finally, we assume the receiver has at least two antennas while the jammer and the transmitter

have single antenna. We will generalize MCR decoding for the multi-antenna jammer in our

future work.

2.2.2 Threat Model

The objective of the jammer is to defeat the proposed scheme to disable the legal wireless

transmissions. MCR only depends on the channel coefficients, rather than the jamming signals,

which makes it only sensitive to whether the jamming is on or not. The jammer can use different

strategies to jam channel. According to the jamming strategies, we classify the jammers into

three categories: the constant jammer, the random on-off jammer and the reactive jammer.

The constant jammer emits random jamming signals all the time. The random on-off jammer

jams the channel or keeps silent for random intervals. The reactive jammer listens to the channel

and transmits jamming signals when an ongoing communication is detected.

The anti-jamming scheme and the analysis of MCR decoding for the constant jammer and

the random on-off jammer are roughly the same. For brevity, we only consider the constant

jammer and reactive jammer in the following sections.

2.3 MCR Decoding

In this section, we first give an overview of MCR decoding, then discuss the techniques against

the constant jammer and the reactive jammer.

2.3.1 System Overview

The basic idea of MCR decoding is to exploit the channel ratio of the jammer (i.e., the ratio

of two channel coefficients) to remove the jamming signals, then use certain techniques such

as differential encoding, phase-locked loop to recover the desired transmission signals. Let us
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use the scenario shown in Fig. 2.2 to illustrate the process. The receiver does not know the
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Figure 2.2: A scenario with the jammer. The transmitter TX and the jammer are single-
antenna devices, the receiver RX is a bi-antenna device.

jammer’s channels h11 and h12. Under the jamming attack, the receiver cannot even estimate

the transmitter’s channels h21 and h22. Therefore, the traditional MIMO approaches cannot be

applied to recover the transmitter’s signals under the jamming attack even though the receiver

has two antennas.

To defend against the jamming attacks, MCR decoding uses the multi-channel ratio (MCR)

to remove the jamming signals. Here we assume the jammer is a constant jammer and defer the

discussion on the reactive jammer case to later sections. Assume the transmitter is silent, the

jammer is jamming and for the jamming signal j(i) emitted by the jammer, the received signal

by receiver’s two antennas are y1(i) and y2(i) respectively, ignoring the white noise, we have y1(i) = h11e
j2π∆fjti · j(i)

y2(i) = h12e
j2π∆fjti · j(i)

,

where ∆fj is the frequency offset between the receiver and the jammer2 and ti is the sampling

time. We use ϕ to represent the MCR of the two channels between the receiver and the jammer,

and thus

ϕ(i) =
h11

h12
=
y1(i)

y2(i)
. (2.1)

It is worth noting that ϕ does not rely on the jamming signals. In other words, if the jammer

and the receiver do not move, ϕ should remain the same over a short period time (e.g., several

ms).

Then when the transmission is being jammed, assume the transmitter TX is transmitting

2The signal processing blocks of these two receiving antennas share the same clock source, so the frequency
offsets are the same.
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signal x(k), while the jammer is emitting signal j(k), the received signals from the two antennas

are y1(k), y2(k) respectively, we have y1(k) = h11e
j2π∆fjtk · j(k) + h21e

j2π∆ftk · x(k)

y2(k) = h12e
j2π∆fjtk · j(k) + h22e

j2π∆ftk · x(k)
. (2.2)

As ϕ remains the same for a short time, we can replace h11 in Equation (2.2) with ϕ(i) and h12

so that  y1(k) = h12e
j2π∆fjtkj(k) · ϕ(i) + h21e

j2π∆ftkx(k)

y2(k) = h12e
j2π∆fjtkj(k) + h22e

j2π∆ftkx(k)
.

As the value of ϕ(i) is known, the receiver can treat h12e
j2π∆fjtkj(k) as one unknown and

subtract it from y1(k) or y2(k), then it follows that

[ϕ(i) · h22 − h21]ej2π∆ftkx(k) = ϕ(i)y2(k)− y1(k),

where y1(k), y2(k) and ϕ(i) are known. Even though h21 and h22 are unknown, the receiver

can treat [ϕ(i) · h22 − h21]ej2π∆f as the new channel coefficient so that it can use phase-locked

loop to compensate the effect of ej2π∆f . The differential encoding at both the transmitter and

the receiver can tolerate the phase shift introduced by ϕ(i) · h22 − h21. Therefore, by regarding

[ϕ(i) · h22 − h21]ej2π∆f as the new, unknown channel efficient, the receiver can tolerate its

impacts and recover x(k) under the jamming attack.

2.3.2 Transmission Detection

To reduce the work load, the receiver only needs to perform MCR decoding when it detects the

being jammed transmissions. Therefore, it needs to be able to detect the ongoing transmissions

under the jamming attack. It turns out that this problem can be solved by monitoring MCR

values, and we term this technique as MCR Detection. To simplify the analysis, we assume the

jammer here is the constant jammer. The reactive jammer case can be treated similarly.

The intuition of MCR detection is that when only jammer is transmitting, the estimated

MCR values are stable over a short period. In contrast, when the ongoing transmission collides

with the jamming signals, the estimated MCR values will change significantly.

Considering the scenario in Fig. 2.2, when only the jammer is transmitting, we can compute

MCR value ϕ(i) = h11
h12

= y1(i)
y2(i) as the Equation (2.1) shows. ϕ only depends on the channels

between the jammer and the receiver, which will be stable in a short time.

When the transmitter TX starts to transmit, the received signals y1 and y2 contain both

jamming and the transmitter’s signals, as shown by Equation (2.2). If the receiver uses the
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same way (i.e., Equation (2.1)) to compute the MCR value, then the MCR value of the k-th

sample becomes

ϕ(k) =
h11e

j2π∆fjtk · j(k) + h21e
j2π∆ftk · x(k)

h12ej2π∆fjtk · j(k) + h22ej2π∆ftk · x(k)
.

The stability of MCR is disrupted by the transmitter’s signal components (i.e., h21e
j2π∆ftkx(k),

h22e
j2π∆ftkx(k)). Therefore, the receiver can measure the standard deviation of ϕ’ amplitudes

and use it as an indicator. If the standard deviation is greater than a certain threshold, a

jammed transmission is detected by the receiver.
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Figure 2.3: MCR values. (a) shows the case when only jammer is present; (b) shows MCR
values when both the transmitter and jammer are transmitting.

Fig. 2.3 shows ϕ values obtained in our experiments. It is easy to see that when only jammer

is present, MCR values are stable. On the contrary, when both the jammer and the transmitter

are working, MCR values change significantly from time to time.
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2.3.3 Dealing With the Constant Jammer

The constant jammer jams the channel all the time to disable any wireless communications.

To defeat the constant jamming attack, the receiver can first use MCR detection to detect the

transmission boundary. Then, as shown in Fig. 2.4, it can use the received signals which contain

Time

Receiver

TX Signal

j(k) … j(k+l‐1)

Jamming Signal
…...

y1(k)...y1(k+l‐1)
Received Signal on Antenna 1

…...

y2(k)...y2(k+l‐1)

Received Signal on Antenna 2
…...

Constant 
Jammer

Transmitter
…...

Figure 2.4: Constant jamming scenario.

no transmission signals (i.e, y1(k), . . . , y1(k + l − 1) and y2(k), . . . , y2(k + l − 1)) to compute

jammer’s MCR value ϕ, and then apply ϕ to remove the jamming signals in the following

received signal samples. Therefore, the transmission signals can be recovered even under the

jamming attack.

Note that the above discussion is for single constant jammer case. When multiple constant

jammers (i.e., n jammers) exist in the network and start to jam the channel at different time,

the receiver which equips n + 1 antennas can use the above approach to remove the jamming

signals from each jammer iteratively. Relevant discussion is omitted to avoid redundancy.

2.3.4 Dealing with the Reactive Jammer

For a fast reactive jammer, the reaction delay is very short, and the reactive jamming signals

will always co-exist with the desired transmission signals. We term this kind of jamming attack

as the fast reactive jamming attack and it cannot be defended by applying the TIMO technique.

Therefore, to defeat the fast reactive jamming attack, we propose to use repeated preambles

in the transmissions. As the same preamble signals will be transmitted twice, the receiver can

exploit the repeated preamble signals to remove the transmission signals so that jammer’s MCR

can be computed.
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Figure 2.5: Reactive jamming scenario.

As shown in Fig. 2.5, the reactive jamming starts and stops at the exactly the same time

with the desired transmission. For the transmitted signals of the first preamble, due to the

reactive jamming, the receiver obtains y1(i) = h11e
j2π∆fjti · j(i) + h21e

j2π∆fti · x(i)

y2(i) = h12e
j2π∆fjti · j(i) + h22e

j2π∆fti · x(i)
, (2.3)

where i ∈ [k, . . . , k+ l− 1]. Then, for the transmitted preamble signals of the second preamble,

the receiver gets  y1(n) = h11e
j2π∆fjtnj(n) + h21e

j2π∆ftnx(n)

y2(n) = h12e
j2π∆fjtnj(n) + h22e

j2π∆ftnx(n)
, (2.4)

where n ∈ [m, . . . ,m + l − 1]. The receiver needs to remove the preamble signals x(i) or x(n)

so that it can compute the jammer’s multi-channel ratio. However, due to the frequency offset,

subtraction cannot be done directly [75] even though x(i) = x(n). The receiver needs to find a

way to compute the frequency offset by using the jammed preamble signals.

In MCR decoding, the receiver uses the Frequency-Domain Correlation and Matching tech-

nique (FDCM) [93] to get an estimation of the frequency offset. The key observation of FDCM

is that the exponential change on a sequence of signals in the time domain becomes linear in

the frequency domain [93]. In other words, if the receiver does a Discrete Fourier Transform

(DFT) on the l received preamble signals, due to the frequency offset ∆f , all the DFT values

will be shifted by ∆f . Thus, by correlating the original DFT values and the shifted values, ∆f

can be estimated by finding the correlation peak. As the DFT also has the linearity property,
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this approach can get the ∆f even if the received signals are the mixture of the preamble sig-

nals and the jamming signals. After getting ∆f , the receiver can multiple Equation (2.4) by

α = ej2π∆f(ti−tn) and subtract Equation (2.4) from Equation (2.3) to remove x(i) and x(n),

then we have  y1(i)− αy1(n) = h11[ej2π∆fjtij(i)− ej2π∆fjtnαj(n)]

y2(i)− αy2(n) = h12[ej2π∆fjtij(i)− ej2π∆fjtnαj(n)]
.

Consequently, the jammer’s MCR can computed as

φ =
h11

h12
=
y1(i)− αy1(n)

y2(i)− αy2(n)
.

The computed MCR value φ can be used for removing the jamming signal components in the

following received jammed signals.

2.4 Analysis

In this section, we first analyze the processing gain of MCR decoding, then discuss bit error

rate of the receiver when different percentage of jamming power is removed.

2.4.1 MCR Processing Gain

By removing the jamming signal power, MCR decoding provides the processing gain for the

multi-antenna devices. Assume x is the percentage of the jamming signal power which is removed

by MCR decoding, and Gm is the MCR processing gain, then we have

Gm =
1

1− x
.

In our experiments, MCR decoding can remove more than 99.86% of the jamming signal

power, then we can derive that Gm = 28.5 dB. Note that when working with other anti-

jamming schemes (e.g., DSSS), the MCR processing gain can add up with other processing

gains. In other words, MCR decoding provides 28.5 dB extra anti-jamming capacity in addition

to other anti-jamming schemes, which can be used to defeat the high power jamming attacks.

2.4.2 Bit Error Rate Analysis

Here we assume that the receiver only uses MCR decoding for anti-jamming. We use the bit

error rate of the receiver to measure the effectiveness of MCR decoding against jamming attacks.

Let us first clarify some notations. We denote the power of received jamming signal, received

transmission signal and noise are J , R and N respectively. Thus, the jamming to signal power
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ratio is JSR = J
R , the signal to noise ratio is SNR = R

N .

According to [30], the bit error rate (BER) of a wireless device is dependent on its SNR and

the modulation method, as x percent of the jamming signal power can be removed by MCR

decoding, then we can derive the BER for binary phase shift keying (BPSK) as

Pe = Q(

√
2

1
SNR + JSR(1− x)

),

where Q(·) is the Q-function [8].
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Figure 2.6: Bit error rate under different jamming power removal rates.

Fig. 2.6 gives the BER values w.r.t. x and JSR (with sufficient SNR, 1
SNR is close-to-0). It

is generally agreed that a packet can be received correctly when its BER is less than 10−3 [33],

then from Fig. 2.6, we can see that when x = 99.85%, the packets can be received correctly even

though the jamming signal is 21 dB stronger than the transmission signal, as the vast majority

of the jamming power is removed. Note that we use BPSK for modulation in the analysis, the

results for other modulation methods can be derived similarly.
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2.5 Experimental Evaluation

We have built a prototype for MCR decoding based on GNURadio and the USRP platform, and

performed the real world experiments to validate our proposed techniques. In our experiments,

we first validate the accuracy of MCR detection, then evaluate the removal of the jamming

signal.

2.5.1 Prototype Setup

Hardware Configuration: The prototype system consists of a jammer, a transmitter, and

a MIMO receiver; the jammer and transmitter are implemented using the USRP-N210 board

connected to a host laptop via 1 Gbps Ethernet cable. The MIMO receiver is built by connecting

two USRP-N210 boards with a MIMO cable. The USRP-N210 board uses a XCVR2450 daughter

board operating on the 2.4GHz band as its RF front end. The MIMO receiver is about two

meters away from the jammer and the transmitter.

Software Configuration: The jamming symbol rate for the jammer is 5×105 samples per

second (sps). The transmitter and the receiver use the differential binary phase shift keying for

modulation and use both GNURadio and MATLAB for signal processing.

2.5.2 Evaluation

Transmission Detection

In the experiments, we first start the jammer and the transmitter, adjust their gains to achieve

0 dB, 5 dB, 10 dB, 15 dB and 20 dB JSR. The jammer keeps on jamming the channel while

the transmitter is transmitting. Then we start the MIMO receiver, which samples the wireless

channel at a rate of 106 sps and saves the samples in a file for subsequent processing.

We use the standard deviation of 500 MCR values’ amplitudes to detect ongoing transmis-

sions. By choosing different threshold values, we get the true positive and false positive rates

of MCR detection as shown in Fig. 2.7. Here true positive means there is a transmission and

the receiver detects it; while false positive means there is no transmission, but the receiver

detects one mistakenly. It is easy to see that there is a range of threshold values which allow

the transmissions to be detected almost 100% with close-to-0 false positive rate, even when

the jamming signal strength is 20 dB stronger than the desired transmission signal strength.

Therefore, the proposed MCR detection can detect the desired transmission accurately under

jamming attacks.
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Figure 2.7: False positive and true positive rates. The false positive rate is the detection rate
when there are no transmissions. True positive rate is the detection rate when there is an
ongoing transmission.

The Removal of Jamming Signal

In this part of experiments, we evaluate the jamming signal removing performance. We only

start the jammer and the receiver. The jammer jams the channel all the time. The receiver first

records the received jamming signals into a file, uses the first 1000 signal samples to compute

the MCR value of the jammer, and then use the computed MCR to eliminate the jamming

signals in the following signal samples.

In our experiments, the percentage of jamming power that can be removed by MCR decoding

depends on how many samples we need to apply the elimination. The reason is that the channels

between the jammer and receiver are changing slightly over time. If we apply the same MCR

value to do elimination on too many samples, the difference between the MCR value we use and

the real MCR value will become larger, thus less jamming power can be removed. Fig. 2.8 shows

that when the sample number is from 1, 000 to 15, 000, more than 99.86% jamming signal power

is removed. In other words, the vast majority of the jamming signal power can be effectively

removed by MCR decoding.
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Figure 2.8: Jamming power removed by MCR decoding.

2.6 Related Work

Our work is related to anti-jamming and MIMO based interference cancellation techniques.

In [14], Aryafar et al. designed and implemented a multi-user beam-forming system and

an experimental MIMO framework for wireless LANs. The Interference Alignment and Can-

cellation (IAC) technique was proposed in [34] to enable collaborative Access Points (APs) in

MIMO LANs to decode more packets by controlling transmitted signals with proper vectors.

In SAM [81], Tan et al. proposed a chain-decoding scheme which uses interference nullifying

and cancellation to decode concurrent frames. It requires all stations to coordinate their trans-

missions so that the chain-decoding can be achieved. 802.11n+ [46] proposed to use “antidote”

signals to nullify the transmitted signals from other nodes in order to enable multiple access

to wireless channels. All these three schemes require nodes to coordinate their transmissions

so that the receiver can obtain the sender’s channel coefficients, which makes them unsuitable

for anti-jamming purpose. TIMO [31] reported techniques which exploits the channel ratio of

the interference source to remove cross-technology interference for 802.11n. However, it requires

that the receiver knows the channel information of the transmitter, which is not feasible under

fast reactive jamming attack.

For the anti-jamming techniques, traditional DSSS and FHSS anti-jamming schemes are

vulnerable due to the shared keys. In recently years, researchers have developed the corre-
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sponding enhanced schemes, including the DSSS variations [48, 51, 64, 63] and FHSS variations

[47, 78, 79, 80]. All these schemes are orthogonal to and thus can be combined with our method

proposed in this work.
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Chapter 3

Ally Friendly Jamming: How to Jam

Your Enemy and Maintain Your

Own Wireless Connectivity at the

Same Time

3.1 Preliminaries

Wireless digital communication systems generally employ radio frequency (RF) signals to trans-

mit information. Transmitters need to convert digital messages represented in bits to RF signals,

while receivers convert received RF signals back to digital messages. Figure 3.1 shows a simpli-

fied structure for a wireless digital communication system with one transmitter and one receiver.

On the transmitter side, upon receiving bits from upper layers, the transmitter first modulates

them to discrete baseband signals (a.k.a. physical layer symbols, or simply symbols), then con-

verts them to analog signals using a digital to analog converter (DAC), and finally up-converts

them to RF signals. The RF signals go through the wireless channel and reach the receiver.

Upon receiving the RF signals, the receiver performs the inverse processing. It down-converts

and samples the received signals to discrete baseband signals, and then demodulates them to

bits.

Physical layer symbols are represented by complex numbers. For example, when BPSK is

used for modulation, the transmitter modulates bit “1” to x = 1+0j and bit “0” to x′ = −1+0j

(j is the imaginary unit, satisfying j2 = −1). A symbol xi = a + bj is often represented in its

polar form xi = Mejθ, where M = |xi| =
√
a2 + b2 and θ = tan−1(b/a) [53].

The wireless channel introduces attenuation, phase shift, and additional noise during trans-
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Figure 3.1: Simplified structure for a wireless digital communication system.

mission. After the signal xi is transmitted through the channel, it is transformed into the

received signal

yi = hejγxi + ni,

where h is the channel attenuation, γ is the phase shift, and ni is the noise.

In practice, the signal reception at the receiver is also affected by two additional factors:

frequency offset and sampling offset. Frequency offset ∆f generally exists between the trans-

mitter and the receiver, since there is no practical way to guarantee that two radios operate at

exactly the same frequency. ∆f causes variations on the phases of received signals [33]. Thus,

if we take ∆f into consideration, the received signal becomes

yi = hejγej2π∆ftixi + ni, (3.1)

where ti is the time at which the receiver gets the sample yi.

Moreover, the receiver uses sampling and quantizing to recover the original baseband signals.

Due to the lack of perfect synchronization in wireless communications, the receiver usually

cannot sample perfectly to get the exact physical layer symbols sent by the transmitter. When

the sampling offset is considered, the received signal becomes

yi = hejγej2π∆ftixi+µ + ni, (3.2)

where µ is the sampling offset due to mis-sampling.

In summary, the wireless channel and the hardware differences introduce various distortion

to the signal transmission. To correctly recover the transmitted messages, the receiver need to

either estimate these parameters to certain accuracy or tolerate their influences.
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3.2 Assumptions and Threat Model

Assumptions: We assume that there are multiple ally jammers and multiple authorized wire-

less devices, all of which share a secret key set that is unknown to unauthorized devices. We

assume a high signal-to-noise radio (SNR) for both transmission signals and ally jamming sig-

nals at the receiver. We also assume that the clocks at ally jammers and authorized devices are

loosely synchronized, and the frequency offsets between ally jammers and authorized devices

are within a given range. We assume that ally jammers can block the operational frequencies of

all devices, including both authorized and unauthorized devices. In other words, unauthorized

devices cannot find a wireless communication channel that is not being jammed by the ally

jammers. We also assume that the adversary cannot defeat ally friendly jamming by physi-

cally removing ally jammers. Finally, we assume that each device (authorized or unauthorized)

is equipped with a single omni-directional antenna and there is no adversarial jammer. How

to accomplish ally friendly jamming with MIMO (multiple-input and multiple-output) devices

and how to maintain wireless communication under both ally and adversarial jamming will be

addressed in our future work.

Threat Model: We consider unauthorized devices as potential adversaries. The objective

of unauthorized devices is to defeat the proposed scheme so that they can communicate under

ally friendly jamming. They may analyze the ally friendly jamming signals and attempt to

use the result of analysis to remove the jamming signals with signal processing techniques

(e.g., [24, 25]). They may also employ anti-jamming communication techniques such as Direct

Sequence Spread Spectrum (DSSS), Frequency Hopping Spread Spectrum (FHSS), and their

variations (e.g., [63, 79, 47]).

3.3 Ally Friendly Jamming

In ally friendly jamming, upon detecting a transmission, the authorized device can employ

proper signal processing techniques to remove the jamming signals from the received, mixed

signals. In contrast, the unauthorized device does not have the secret keys, and cannot remove

the interference introduced by ally jamming signals.

Figure 3.2 further illustrates ally friendly jamming, where one ally jammer is presented for

simplicity. Assuming the ally jammer, the authorized and unauthorized devices are all in the

same area. As mentioned earlier, the ally jammer and authorized devices, including A1, A2, and

AJ in Figure 3.2, share a secret key k. The ally jammer AJ uses a Pseudo-Random Number

Generator (PRNG) with k as the seed to continuously emit jamming signals XJ .

When the unauthorized device E1 transmits signals XE1 to another unauthorized device

E3, the signals received by E3 will be the mixture of both XE1 and some portion of XJ . With
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Figure 3.2: Illustration of ally friendly jamming.

enough jamming power, the jamming signals from AJ can effectively distort the signals XE1

at E3. As a result, the wireless communication between unauthorized devices E1 and E3 is

disabled.

When A1 transmits signals XA1 to A2, the jamming signals XJ will also distort the received

signals at A2. However, since A2 shares the same secret key k with AJ , it can regenerate

the same jamming signals XJ using k. If it can find out which portion of XJ is mixed with

XA1 , it can subtract this portion of XJ to get a clean copy of XA1 . To remove XJ from the

mixed signals, authorized devices need to synchronize with the ally jamming signals, estimate

their values in the mixed signals, and remove them from the received, mixed signals to recover

meaningful transmissions.

In the following sections, we will present how the ally jammer generates ally jamming signals

and how the authorized device synchronizes with ally jammers and recovers the transmissions.

3.3.1 Generation of Ally Jamming Signals

Every ally jammer uses a shared, unique secret key to generate its ally jamming signals. Ally

jammers and authorized devices share a set of secret keys. Either group key agreement (e.g.,

[41, 49, 88]) or group key distribution protocols (e.g., [61, 50, 23]) can be used to generate the

secret key set. Assuming there are n ally jammers in the network, identified as AJ1, AJ2, . . . , AJn

and n keys k1, k2, . . . , kn in the key set, the key kg will be assigned to the ally jammer AJg.
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To ensure effective jamming against unauthorized devices, the jamming signals injected

by ally jammers should resemble random noises. To achieve this goal, we use a PRNG to

directly control the physical layer symbols so that these signals appear to be random noises to

unauthorized devices. Since a physical layer symbol is represented as a complex number, we

can use a PRNG to generate random floating point numbers with certain precision as the real

and the imaginary parts of each symbol.

Moreover, the injected jamming signals should allow the authorized devices, which have

access to the secret keys, to synchronize with ally jammers, even they join the network in the

middle of a jamming session and the jamming has been going on for a long period of time.

...sT
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Figure 3.3: Generation of jamming signals.

To accomplish these goals, we make the following design, illustrated in Figure 3.3. We divide

the time into equal-sized epochs, each of which consists of n physical layer symbols. Assuming

that the duration of each physical layer symbol is Ts. Then the duration of each epoch is

Te = n · Ts. For simplicity, we consider the time period [i · Te, (i + 1) · Te) as the i-th epoch,

where i is the epoch index. For convenience, we also index and label the physical layer symbols

within each epoch. For example, in Figure 3.3, the symbols in the i-th epoch are indexed from

0 to n − 1 and labeled as ri,0 through ri,n−1. With this design, for any given time t, we can

easily compute the corresponding epoch index as i = b tTe c, and the symbol index within the

epoch as m = b t−i·TeTs
c. The corresponding physical layer symbol is thus ri,m.

To allow easy synchronization with the jamming signals on authorized devices, we propose to

use both the secret key and the epoch index to control the PRNG for jamming signal generation.

Specifically, to generate the jamming symbols in epoch i, the ally jammer, say AJg, first uses

the key kg and the epoch index i as the seed to the PRNG to get a sequence of pseudo random

floating numbers, i.e., 〈a0, a1, . . . , a2n−1〉 = PRNG(kg, i), and then forms each jamming symbol

ri,m as ri,m = a2m + a2m+1 · j, where m = 0, 1, ..., n − 1. As a result, the jamming signals are

pseudo-random samples, which are independent of the noise and shifted versions of themselves.

Therefore, when an authorized device comes to the network, it can refine its synchronization

with the ally jammer, and eventually remove the jamming signals.
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Note that the quality of the jamming signals is affected by two parameters: the duration of

each jamming symbol Ts, and the precision of the pseudo random numbers used for the real and

the imaginary parts of jamming symbols. To maximize the uncertainty of the jamming signals,

the smallest value for Ts and the maximum precision allowed for the jamming symbols can

be used. Both parameters are eventually limited by the hardware used for emitting jamming

signals. Finally, to ensure the randomness, the jamming symbols should be transmitted without

modulation and encoding.

3.3.2 Synchronizing with Ally Jamming Signals

Synchronizing by Correlation

An authorized device has to synchronize with ally jammers, so that it can estimate and remove

the ally jamming signals to maintain its communication. The goal of synchronization is to align

the received ally jamming symbols with the locally generated ally jamming signals, even though

these received signals have been distorted by the unknown wireless channel parameters(i.e.,

when the parameters γ, ∆f , and µ in Equation (3.2) are unknown).

Let us use Figure 3.4 to explain the synchronization process in ally friendly jamming. In

this and the following two sections, we will focus on one ally jammer for simplicity, and defer

the discussion of multiple ally jammers to the Section 3.3.5. Assuming when an authorized

device joins the network, the ally jammer, say AJg, is in the i-th epoch on its local clock and

the ally jamming signals being transmitted are ri,k, . . . , ri,l. The corresponding jamming signals

received by the authorized device are yi,k, . . . , yi,l. Assuming the frequency offset between AJg

and the authorized device is ∆fg, based on Equation (3.1), we have

yi,m = hejγej2π∆fgti,mri,m + ni,m,m ∈ [k, l].

At the same time, the authorized device is in the (i+ δ)-th epoch on its own clock (δ = −2

in Figure 3.4). Assuming the authorized device knows that the ally jammer is AJg (we will

address how to distinguish ally jammers in Section 3.3.3), it can use the secret key kg and

its epoch indices to regenerate the ally jamming symbols locally. It is assumed that the ally

jammer and authorized devices are loosely synchronized, with maximum clock difference of ∆T .

Thus, the current local epochs of this authorized device and the ally jammer will not be more

than w = d∆T
Te
e epochs away from each other, and the authorized device only needs to consider

possible symbol alignments within this time window. In our example, since the authorized device

is in the (i− 2)-th epoch, it should regenerate the following sequence of jamming symbols from

the ally jammer: rd,0, rd,1, . . . , rd,n−1, where d ∈ [i− 2− w, i− 2 + w].

To obtain the synchronization with the ally jammer, the authorized device can use correla-
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Figure 3.4: Synchronization with ally jamming signals.

tion to find the location of the received samples yi,k, . . . , yi,l in the locally generated symbols.

Correlation is a popular technique for detecting known signal patterns on the receiver side.

Assuming the correlation length is L. The authorized device can firstly align yi,k, . . . , yi,k+L−1

with the first L signals in rd,0, rd,1, . . . , rd,n−1, compute the correlation, shift the alignment by

one sample and re-compute the correlation, until a spike at the correlator output is identi-

fied. The jamming signals are pseudo-random samples, which are independent of the noise and

shifted versions of themselves. Therefore, the correlation is near zero except when the correct

alignment is found.

However, the above statement is only partially correct as the frequency offset can disrupt

the correlation. For example, assuming the correlation output is Γ:

Γ =
L−1∑
n=0

yi,k+n · r∗i′,k′+n

=
L−1∑
n=0

[hejγej2π∆fgti,k+nri,k+n + ni,k+n] · r∗i′,k′+n,
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where ri′,k′+n is a signal in the locally generated jamming signal sequence rd,0, rd,1, . . . , rd,n−1

and r∗i′,k′+n is its complex conjugation. As r∗i′,k′+n is independent of noise, ni,k+n will be canceled

out. If the correct alignment is found, say i′ = i and k′ = k, then we have

Γ ≈ hejγ
L−1∑
n=0

|ri,k+n|2ej2π∆fgti,k+n .

The frequency offset part ej2π∆fgti,k+n introduces dynamic phases to the individual components

in the above sum, which may lead to signal cancellation. Therefore, the authorized device must

compensate for frequency offset before the correlation can be used for synchronization. After

compensating for the frequency offset (we will discuss frequency offset compensation in 3.3.3),

the correlation output becomes:

Γ ≈ hejγ
L−1∑
n=0

|ri,k+n|2ej2π∆fgti,k+n · e−j2π∆fgti,k+n

≈ hejγ
L−1∑
n=0

|ri,k+n|2.

The correlation spikes when the received signals are aligned correctly with the generated signals,

as shown in Figure 3.4. Therefore, by detecting the correlation spike, the authorized device is

able to synchronize with the ally jammer.

Recall that there is also a sampling offset between the received ally jamming signals and

the self-generated signals. For example, assuming for any transmitted jamming signal ri,m, the

received signal by authorized device with sampling offset µ is ri,m+µ. After generating ri,m with

the shared key, the authorized device interpolates it at a rate of N . As a result, ri,m will be

expanded to ri,m+p/N , p = 0, . . . , N − 1. When N is large enough (in our experiments, N = 16

gives a good enough resolution), there will be a value p0 such that p0/N ≈ µ, as shown in

Figure 3.5. The authorized device can use p0/N to approximate the sampling offset µ.

To decide the value of p0, the authorized device uses a selection of the interpolated sam-

ples rather than the samples before interpolation, to correlate with the received signals. The

authorized device can try all values of p = 0, 1, . . . , N − 1, the one achieving the maximum

correlation spike value is regarded as p0, which can be used to approximate the sampling offset

for the following samples.

3.3.3 The Introduction of Pilot Frequencies

In order to compensate for the frequency offset as well as identify ally jammers rapidly, we

introduce the concept pilot frequency into ally friendly jamming. A pilot frequency is a 1 Hz
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wide frequency uniquely associated with each ally jammer, injected along with the pseudo-

random jamming signals into the channel. On the receiver side, the authorized device can use

this pilot frequency to identify the associated ally jammer and compute the frequency offset

between them.

Before applying pilot frequency, we need to assign a proper pilot frequency to each ally

jammer. Assuming the maximum frequency offset between ally jammers and authorized devices

is fmax, the frequency offset ∆f ∈ [0, fmax). We assign (2g − 1)fmax as the ally jammer AJg’s

pilot frequency and designate [(2g− 2)fmax, 2gfmax) as the associated shift range, as shown in

Figure 3.6.

For each ally jammer, along with the generated pseudo-random signals, it also generates the

signals of its pilot frequency. Assume an epoch has n pseudo-random signals, the ally jammer

will generate n pilot frequency signals, and apply them to all epochs. For example, for the ally

jammer AJg with the pilot frequency (2g − 1)fmax, the pilot frequency signal it will generate

for the m-th pseudo-random signals in all epochs is

pfm = ej2π(2g−1)fmaxmTs .

pfm will be added up onto the m-th generated pseudo-random signals in all the epochs. Hence

the m-th jamming signals in epoch i, say si,m, is given by

si,m = ri,m + pfm.

33



Baseband 
Frequency

0 max2fmaxf max3 f max4f max5f max6 f

AJ 1 AJ 2 AJ 3

Pilot Frequency Assignment

Baseband 
Frequency

0 max2f max4f max6 f
For AJ 1

RX Side

For AJ 2 For AJ 3

M
ag

ni
tu

de
M

ag
ni

tu
de

Pilot frequency shifted by frequency offset

Figure 3.6: Pilot frequency assignment.

On the receiver side, for transmitted signal si,m, assuming the frequency offset is ∆fg, the

authorized device will receive

yi,m = hejγej2π∆fgti,msi,m + ni,m

= hejγej2π∆fgti,m(ri,m + pfm) + ni,m.

As ri,m are pseudo-random samples, their energy is spread over a wide range of spectrum. On

the other hand, the pilot frequency signals pfm concentrate all their energy on a narrow band

(1Hz wide), which will achieve a much larger magnitude, as shown in Figure 3.7. Therefore, on

the receiver side, if the authorized device analyzes the spectrum of the received signals, it will

find a spike within the designated shift range of the pilot frequency. Since the designated pilot

frequency shift ranges of different ally jammers do not overlap, as shown in Figure 3.6, the pilot

frequencies can be used for ally jammer identification.

Assuming the ally jammer AJg is identified, the authorized device knows its pilot frequency

(2g−1)fmax. And as ∆fg+(2g−1)fmax has also been detected, the authorized device can infer

their frequency offset ∆fg, which can be used further to compensate for their frequency offset.
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3.3.4 Detecting and Recovering Transmissions

After synchronizing with the ally jamming signals, the authorized device needs to detect and

recover potential transmissions from other authorized devices. Before a transmission is recov-

ered, the authorized device cannot distinguish it is authorized or unauthorized. Therefore, the

authorized device will try to detect and recover all transmissions in the same way. For sim-

plicity, in this section and the following section, we assume all transmissions are authorized

transmissions. And we also assume that there is only one authorized transmission at one time,

the media access control mechanism in ally friendly jamming will be presented later.

Re-synchronization & Transmission Detection

When the authorized device joins the network, it needs to synchronize with the ally jamming

signals, this process is denoted as the initial synchronization. After initial synchronization, we

have each authorized device re-synchronize with the ally jamming signals periodically. Figure 3.8

illustrates the re-synchronization process. Assuming that an authorized device re-synchronizes

with the ally jamming signals every T time units. At the beginning of each re-synchronization

period (e.g., RS1 in Figure 3.8), the authorized device compensates for the frequency offset,

and correlates the received symbols with the regenerated ones to get the right alignment. Then

it will estimate the channel by forming a quotient between each pair of received and trans-

mitted (regenerated) jamming symbols. For example, as the frequency offset has already been

compensated for and the noise is negligible, estimated channel coefficient for the samples in
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RS1 is

ci,u =
yi,u
si,u

=
hejγsi,u
si,u

= hejγ , u ∈ [k, . . . , k + l − 1].

If there are no transmissions other than the ally jamming signals in RS1, ci,u tends to be stable,

as shown in Figure 3.9 (a). However, when there is an authorized transmission (e.g., RS2 in

Figure 3.8), we have

ci,u =
hejγsi,u + xi,u

si,u
, u ∈ [r, . . . , r + l − 1],

where xi,u is the received signal from the authorized transmission. The stableness of ci,u is

corrupted by xi,u, as shown in Figure 3.9 (b). Thus by imposing a threshold on the standard

deviation of the estimated channel coefficient, we can detect the existence of an authorized

transmission under ally jamming.

To ensure that authorized device does not miss authorized transmissions, we set the re-

synchronization interval T as a value smaller than the minimal packet transmission duration.
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Figure 3.9: Estimated channel.

Recovery of Authorized Transmissions

To remove the ally jamming signals, the authorized device firstly needs to estimate the corre-

sponding components from the ally jammer in the received, mixed signals, then subtract them

out to recover the detected transmissions.

Let us use the scenario shown in Figure 3.8 as an example, where the authorized device re-

synchronizes successfully in RS1, but fails in RS2 due to the collision. Since re-synchronization

in RS1 is successful, the authorized device can obtain the received ally jamming symbols in this

interval (i.e., yi,k, . . . , yi,k+l−1 in Figure 3.8), which contain no strong interference (other strong

signals, e.g., authorized transmission signals). As the frequency offset is already compensated

for and the SNR is high, the least-square (LS) estimator can be employed to obtain a sufficiently

accurate estimation of both h and γ.

The re-synchronization failure in RS2 is caused by the collision of an authorized transmission

with the ally jamming signals. Assuming the received signal components from the authorized

transmission are xi,v, . . . , xi,w, the corresponding received ally jamming signal components in

collision are yi,v, . . . , yi,w, then the received collided symbols mi,v, . . . ,mi,w, are given by

mi,u = yi,u + xi,u + ni,u, u ∈ [v, . . . , w].
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Assuming the estimated channel parameters are h′ and γ′, the authorized device can get an

estimation of yi,v, . . . , yi,w, say y′i,v, . . . , y
′
i,w, as

y′i,u = h′ejγ
′ · si,u, u ∈ [v, . . . , w],

where si,u is the generated ally jamming symbol. Then the authorized transmission can be

recovered by subtracting the estimated received ally jamming signals y′i,v, . . . , y
′
i,w from the

received collided signals mi,v, . . . ,mi,w. Thus, assuming the recovered authorized signal is x′i,u,

we have

x′i,u = mi,u − y′i,u
= yi,u + xi,u + ni,u − y′i,u
= hejγ · si,u + xi,u + ni,u − h′ejγ

′ · si,u
= (hejγ − h′ejγ′) · si,u + xi,u + ni,u, u ∈ [v, . . . , w].

As h′ and γ′ are accurate enough, (hejγ − h′ejγ′) · si,u is close to 0. Recall that the SNR of xi,u

is larger enough, then the recovered signal x′i,u has sufficient SNR to be demodulated correctly,

which further indicates the authorized transmission can be recovered readily.

Note that as the authorized device does not know the boundary of the authorized trans-

mission, it will recover all the signals between two succeed re-synchronizations (i.e., all signals

between RS1 and RS3 in Figure 3.8). Moreover, the authorized device can also use the received

signals in the later successful re-synchronization interval to estimate the channel coefficients and

recover transmission in previous intervals. For example, in the scenario shown in Figure 3.8,

the authorized device can use yi,q, . . . , yi,q+l−1 in RS3 to estimate the channel, and recover the

transmission in mi,v, . . . ,mi,w.

3.3.5 Dealing with Multiple Ally Jammers

When an authorized device joins the system, it is likely that more than one ally jammers exist

in the network, the authorized device needs to be able to remove the ally jamming signals from

multiple ally jammers.

Synchronization with Multiple Ally Jammers

The authorized device can compute the spectrum of the received signals through FFT and

identify all ally jammers by detecting all the spikes on the spectrum. It can further compensate

for their frequency offsets and synchronize with each ally jammer through correlation.

Let us use an example to illustrate the process. Assuming that there are n active ally jam-
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mers, from AJ1 to AJn, and the received signals at the authorized device are Y , which contain

the jamming signals from all ally jammers. For one ally jammer, say AJg, if the authorized

device does FFT on the received signals, it will find a spike within [(2g − 2) · fmax, 2g · fmax),

which indicates that AJg is jamming the channel. And then the authorized device can compute

their frequency offset ∆fg and find out AJg’s key kg which can be used to generate the jamming

signal sequences used by AJg, say sg(1), sg(2), . . . , sg(n).

Since the received signals Y contain the ally jamming signals from multiple ally jammers,

we cannot compensate for AJg’s frequency offset on Y directly without disrupting other ally

jammers’ frequency offsets. To address this problem, the authorized device applies ∆fg on

sg(1), sg(2), . . . , sg(n) to mimic the same frequency offset effect. Then it can correlate the fre-

quency offset compensated sg(1), sg(2), . . . , sg(n) with Y to synchronize with the ally jammer

AJg. Thus by finding out all the pilot frequency spikes on spectrum and repeating this process

n times, the authorized device is able to synchronize with all ally jammers.

Authorized Transmission Detection & Recovery

The detection of the authorized transmission under multiple ally jammers is similar to the

detection under single ally jammer: when there is no authorized transmission, the estimated

channels between these multiple ally jammers and the authorized device tend to be stable in

short period (e.g., several milliseconds).

In the previous n active ally jammers example, the authorized device can get sample y(k)

which contains ally jamming signals from all n ally jammers. As the frequency offsets have

already been compensated for, we have

y(k) =
n∑
g=1

cg · sg(k) + n0(k), k ∈ [1, n],

where cg = hge
jγg is the channel coefficient between the ally jammer AJg and the authorized

device, sg(k) is the jamming signal sent by the ally jammer AJg and n0(k) is the white noise in

received sample y(k). Assuming y = [y(1), y(2), . . . , y(n)]T , sg = [sg(1), sg(2), . . . , sg(n)]T and

n0 = [n0(1), n0(2), . . . , n0(n)]T , we have

y = [s1 s2 . . . sn] ·


c1

c2

...

cn

+ n0.

The distribution of the noise n0 is known, and we know all the transmitted ally jamming

39



signals [s1 s2 . . . sn]. Thus the LS estimator can be used to solve the above equation and get

the estimated channel coefficients

[c1 c2 . . . cn]T = (SHS)−1SHy,

where S = [s1 s2 . . . sn], ()H denotes the conjugate transpose and ()−1 is the matrix inverse

operation. The authorized device can use different received signals to compute multiple versions

of [c1 c2 . . . cn] and further compute the standard deviation of each channel coefficient. If the

mean value of all these standard deviations is larger than a threshold, then an authorized

transmission is detected, the authorized device should start to remove the ally jamming signals.

By detecting the authorized transmission, the authorized device knows whether the received

signals contain authorized transmission signals or not. Therefore, it can use the transmission-free

samples to estimate the channel coefficients [c1 c2 . . . cn], then apply these channel coefficients

to estimate the received ally jamming signals in the received collided signals and finally subtract

them out to recover the detected transmission.

3.3.6 Dealing with Multiple Authorized Transmitters

In practice, it is possible that multiple authorized transmitters exist in the network. Since ally

jamming signals will always occupy the channel, the traditional media access control (MAC)

protocol (e.g., CSMA/CA) for wireless networking cannot be applied. It turns out that the

transmission detection techniques can be used to solve this problem.

Before sending any packets, the authorized transmitter listens to the channel and computes

the channel coefficients between itself and the multiple ally jammers by using the techniques

described in Section 3.3.5. Suppose that there are n ally jammers and the computed channel

coefficients are [c1 c2 . . . cn]. If [c1 c2 . . . cn] are stable for sometime (e.g., DIFS), then there is

no other ongoing transmissions and the authorized transmitter will start to transmit, otherwise,

it will back-off for some random time, listen to the channel and compute [c1 c2 . . . cn] again.

3.4 Analysis

In this section, we provide an analysis of the proposed ally friendly jamming technique, including

ally jamming power control and the limitation discussion.

Let us first clarify the notations. We denote the power of received ally jamming signals, the

power of a received transmission (from either an authorized or unauthorized transmitter), and

the power of received noise as J , R, and N0, respectively. The jamming to signal power ratio

at the receiver side is JSR = J
R , the Signal to Noise Ratio is SNR = R

N0
. For simplicity, we
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Figure 3.10: Bit error rate analysis.

assume authorized and unauthorized receivers observe the same received ally jamming powers

and the same received transmission powers.

3.4.1 Maintaining Authorized Communication

We would like to understand how well the authorized communication can be maintained through

analyzing the Bit Error Rate (BER) at authorized devices. According to [30], the BER of a

wireless device is mainly dependent on its Signal to Interference and Noise Ratio (SINR) and

the modulation method.

Let x be the portion of the ally jamming signal power that can be removed using our

techniques. Consider the situation where the authorized devices use BPSK for modulation.

Based on the result in [30], we can derive the BER as

P ae = Q

{√
2

1
SNR + JSR(1− x)

}
,

where Q(·) is the Q-function (i.e., Q(x) is the probability that a standard normal random

variable will obtain a value larger than x). Figure 3.10 (a) gives the BER values w.r.t. x and

JSR, where 1
SNR can be ignored as SNR is high enough. The results for other modulation

methods can be derived similarly.

In our experiments, the percentage of removed jamming power x is between 99.2% and 99.6%

(See Figure 3.14). It is generally agreed that wireless communication can be well maintained

when the BER is less than 10−3 [33]. This implies that we can maintain authorized wireless

communication even if the JSR is as high as 17dB.
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3.4.2 Disabling Unauthorized Communication

We consider three kinds of unauthorized devices: ordinary ones that do not use any anti-jamming

techniques, those with DSSS-based anti-jamming capability, and those with FHSS-based anti-

jamming capability.

Ordinary Unauthorized Devices

Unauthorized devices do not know the secret keys, and thus cannot regenerate the ally jamming

symbols and remove them from the received signals. An ordinary unauthorized device may at-

tempt to guess the jamming symbols to remove the jamming signals. Note that the random

generation of the ally jamming symbols is essentially to randomly pick points from the constel-

lation map. Even assuming a coarse-grained random generation with only 10 possibilities for

the real and the imaginary parts of a random jamming symbol, there are 102 possible symbols

in total. The probability of guessing y consecutive symbols right will be 10−2y, which quickly

approaches 0 when y increases. Thus, the probability of removing the ally jamming signals

through random guessing is very close to 0.

Based on the results in [30], if BPSK is used for modulation, the BER for an unauthorized

device is

P oe = Q

{√
2

1
SNR + JSR

}
.

The BER for other modulation methods can be derived similarly. Again assuming that the SNR

is high enough, 1
SNR can be ignored, we can get the BER as shown in Figure 3.10 (a), in which

the line for x = 0% shows the expected BER for an unauthorized device when BPSK is used

for modulation. It is easy to see that when the jamming signal is 10dB stronger than the power

of a transmission, the BER of the unauthorized device is close to 50%, a value obtainable with

random guesses, and their communication is disabled.

DSSS-based Unauthorized Devices

To jam DSSS-based unauthorized devices, the ally jammer needs to act as a broadband jam-

mer [62] by increasing its symbol rate and injecting jamming signals with a bandwidth approx-

imately the same as the DSSS signals from unauthorized devices. Assuming the spreading code

length of unauthorized devices is Gp and BPSK is used for modulation, according to [62], we

can estimate the BER of a DSSS-based unauthorized device under ally jamming as

P de = Q

{√
2Gp

1
SNR + JSR

}
.
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Figure 3.10 (b) shows the BER when SNR= −10dB. It indicates that to disrupt the reception

at an unauthorized receiver, the jamming signal must overcome the processing gain of spreading

in DSSS. The result is consistent with the situation when ally friendly jamming is not used.

FHSS-based Unauthorized Devices

To jam FHSS-based unauthorized devices, the ally jammer needs to use broadband jamming

to make sure the jamming signals are strong enough on all hopping channels. Assuming a fast

hopping system, the probability that the unauthorized device fails to receive the transmission in

one hop is Pek = 1
2exp(−

1
2( 1

SNR
+JSR)

). According to [62], the BER of the FHSS communication

under ally jamming is

P fe = 1−
LF∑

k=bLF
2
c+1

(
LF
k

)
[Pek ]LF−k(1− Pek)k,

where LF is the number of hops per data bit.

Figure 3.10 (c) illustrates the jamming performance against FHSS-based unauthorized de-

vices. It is clear that when the JSR increases, the BER of FHSS-based unauthorized devices

reaches 50% quickly and the communication is disabled.

3.4.3 JSR Trade-off

Maintaining authorized communication and disabling unauthorized communication have dif-

ferent requirements for JSR. JSR needs to be large to obtain effective jamming against unau-

thorized communication, but at the same time, JSR cannot be too large to affect authorized

communication. Assuming that the BER of authorized devices should be at most P a,ue , and the

BER of unauthorized devices should be at least P o,le to disable their communication. Based on

the earlier analysis, we can conclude that in order to maintain authorized communication and

disable ordinary unauthorized devices, the JSR should be in the following range:

[(
2

(Q−1(P o,le ))2
− 1

SNR
),

1

1− x
(

2

(Q−1(P a,ue ))2
− 1

SNR
)].

For unauthorized devices using DSSS or FHSS, the jamming performance also depends on

their processing gains besides JSR. When the processing gain is high enough, the ally jammer

may not find a usable JSR to both allow authorized communication and disable unauthorized

ones. However, authorized devices can also use anti-jamming techniques such as DSSS and

FHSS. As a result, the JSR upper bound derived earlier can be significantly increased to allow

effective jamming of unauthorized devices with anti-jamming capabilities.
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3.4.4 Limitations

Ally friendly jamming provides us a desirable capability: disabling unauthorized wireless com-

munication while still maintaining authorized wireless communication. This work may be viewed

as the first step toward this goal. Several problems remain open for future works.

Fast Identification of Ally Jammers: Ally friendly jamming uses pilot frequencies for

fast identification of ally jammers, which may introduce potential vulnerabilities. The attacker

can inject or replay pilot frequency signals to mislead the authorized receiver’s synchronization

process. Therefore, a more robust fast identification approach deserves further investigations.

Fast Synchronization: Shifting correlation based synchronization used by the authorized

receiver is expensive in computation, and may have scalability issues, especially when the sam-

ple size and/or the number of ally jammers are large. Thus, a more computational efficient

synchronization approach is desirable.

Ally Friendly Jamming with MIMO Devices: To make ally friendly jamming suitable

for MIMO devices, we need to consider authorized/unauthorized MIMO devices (e.g., TX, RX)

and MIMO ally jammers. One possible way of extending the current approach to the MIMO

ally jammer case is: using a different key to generate jamming signals on each of the transmit

paths of a MIMO ally jammer, and let the authorized receiver treat the MIMO ally jammer as

multiple ally jammers. More studies are required for authorized/unauthorized MIMO devices

cases.

Handing Adversarial Jamming: Authorized devices can use the anti-jamming techniques

(e.g., DSSS and FHSS) to suppress the adversarial jamming signals after removing the ally

jamming signals, which calls for efforts on the integration of ally friendly jamming and the

anti-jamming techniques.

3.5 Implementation and Evaluation

We have implemented an “off-line processing” based prototype based on GNURadio and USRP.

In the following of this section, we will give the implementation details and the corresponding

evaluation results.

3.5.1 Experiment Setup

The prototype system consists of two ally jammers AJ1 and AJ2, a transmitter, and a receiver.

Each of them is implemented by a USRP N210 board connected to a laptop. Each USRP

N210 uses a XCVR2450 daughter board operating in the 2.4GHz range as the RF front end.

The receiver acts as an authorized device by using the techniques in ally friendly jamming to

synchronize and remove the ally jamming signals, and as an unauthorized device by directly
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demodulating the received signals. Our prototype implementation uses both GNURadio and

MATLAB for signal processing. The USRP N210 uses a 2.5 PPM [7] temperature-compensated

crystal oscillator (TCXO) as its frequency reference [9], the frequency drift is within [−6KHz,

+6KHz] (2.4GHz ·2.5 PPM= 6KHz). Therefore, the maximum frequency offset fmax = 12KHz,

and the pilot frequencies for AJ1 and AJ2 are 12KHz and 36KHz, respectively.

The experiments contain three steps as described below. First, we use a PRNG with two

different keys to generate the random floating point numbers with precision of 0.1 and uniformly

distributed within [−1, 1], which are then used to form the ally jamming symbols for AJ1 and

AJ2 respectively.

Second, we keep the transmitter silent, turn on the receiver and let two ally jammers emit

the ally jamming symbols simultaneously with the same transmit power. Ally jammers are

about 2 meters away from the receiver. The ally jammer’s symbol rate is 5× 105 sps (symbols

per second). The receiver samples the channel at 106 sps and dumps the received samples in a

file for the subsequent off-line processing. The samples collected in this step will be referred to

as the TX Off Samples.

Third, we start the transmitter, which uses DBPSK modulation and sends packets with

the length of 1, 500 bytes at a data rate of 500kb/s. The interval between packets is 15ms.

Ally jammers and the transmitter are about 2 meters away from the receiver and they all use

the default transmit power with the same transmit gain. Ally jammers are still jamming the

channel and the receiver still records the received samples in a file. The collected samples are

termed as the TX On Samples.

3.5.2 Evaluation Methodology

The experimental evaluation consists of two parts: micro-evaluation and macro-evaluation. In

micro-evaluation, we evaluate the performance of critical techniques used in ally friendly jam-

ming. In macro-evaluation, we compare the bit error rates and packet loss rates for authorized

and unauthorized devices under ally friendly jamming, including the case where unauthorized

devices use DSSS for anti-jamming communication.

3.5.3 Micro-Evaluation

Synchronization

The authorized receiver does spectrum analysis on the TX Off Samples using FFT. Figure 3.11

shows the result on frequency domain when 10000 samples is used for FFT, from which we can

clearly see that there is a spike at 7.9KHz, and another one at 32.7KHz. As 7.9KHz is within

[0, 24KHz) and 32.7KHz is within [24KHz, 48kHz), the authorized receiver knows that AJ1 and

AJ2 are jamming the channel.
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Figure 3.11: Identifying ally friend jammers.

After identifying ally jammers, the authorized receiver computes their frequency offsets,

compensates for the frequency offsets on the locally generated symbols and correlates with

the received jamming signals to synchronize with both AJ1 and AJ2. As shown in Figure 3.12,

there is a correlation peak for AJ1 at position 3190, which means that the timing offset between

AJ1 and the authorized receiver is 3190 · Tp, where Tp is the sampling interval. The authorized

receiver can use this offset to synchronize with the ally jammer AJ1. Similarly, there is another

correlation peak for AJ2 at position 22459. The authorized receiver can use the same process

to synchronize with AJ2.

We repeat this experiment 1,000 times with different samples. By using the correlation peak

position as the indicator of timing offset, the success rate of synchronization is 100%. We also

measure the time required for initial synchronization. It takes about 3 seconds for correlating

106 samples with a correlation length of 103 samples. After the initial synchronization, the re-

synchronization takes less than 1 ms. Note that timing experiments are conducted on a laptop

with an i7-2760QM CPU. The required time will be shorter on a dedicated radio chip. All of

these experiments demonstrate that the authorized receiver can accurately synchronize with

ally jammers.

Detecting Transmissions under Ally Jamming

In this experiment, we examine how well the authorized transmission can be detected under

ally jamming by using the TX On Samples. Since the packet length is 1500 bytes and the rate

is 500kb/s, the packet transmission time is 24 ms. We set the re-synchronization interval as

10 ms. We adjust the transmit and receive gains such that the JSR is 5dB, 10dB, and 15dB,

respectively, which are in the JSR trade-off range shown in Section 3.4.3. Then we examine

the true positive and false positive rates of transmission detection for different thresholds on

the standard deviation of the estimated channel coefficients. Figure 3.13 shows the result of the

46



0 0.5 1 1.5 2 2.5 3

x 10
4

0

10

20

30

40

(a) Sync With AJ1

Correlation Position
C

o
rr

e
la

ti
o
n
 V

a
lu

e

0 0.5 1 1.5 2 2.5 3

x 10
4

0

20

40

60

80

(b) Sync With AJ2

Correlation Position

C
o
rr

e
la

ti
o
n
 V

a
lu

e

Figure 3.12: Synchronizing with multiple ally jammers. The correlation length is 1000 samples.

experiment. It is easy to see that there is a range of threshold values that allow the transmissions

to be detected almost 100% with close-to-0 false positive rate. In other words, the detection of

transmissions under ally jamming can be performed very precisely.

Removal of Ally Jamming Signals

We want to know how well the authorized device can estimate and remove ally jamming signals

when only ally jamming signals are received. We use the TX Off Samples collected when one

and two ally jammers are on, respectively. After synchronization, we use the first 1000 samples

to estimate the channel(s), predict the ally jamming signals in the following received samples,

and then subtract them out from the received samples to check how much ally jamming power

remains.

In our experiment, the percentage of jamming power removed by the authorized receiver

depends on how many ally jamming samples we need to the estimate. Intuitively, as channel

changes over time, if we apply the same estimated channel coefficients to estimate too many

samples, the quality of estimation will degrade, and less jamming power will be removed. Fig-

ure 3.14 shows that the authorized device can remove 99.2% to 99.6% ally jamming power when

the length of the estimated samples increases from 1, 000 to 14, 000. In other words, the vast

majority of the ally jamming signal power can be effectively removed.
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Figure 3.14: Removal of ally jamming signals.

3.5.4 Macro-Evaluation

The TX On Samples are used here. We adjust the transmitter’s gain and ally jammers’ gains

to achieve different JSRs. The authorized receiver first detects the transmissions, recovers the

transmitted signals, and then streams them into the demodulation blocks. In contrast, the

unauthorized receiver demodulates the received samples directly.

Figure 3.15 (a) shows the BER for both authorized and unauthorized devices. It can be

seen that as the JSR increases, the BER of the unauthorized receiver quickly increases to about

50%, a value achievable with random guesses. In contrast, with the ally jamming signals removal

techniques, the authorized receiver can maintain close to 0 BER until the JSR exceeds 17dB. We

use the GNURadio benchmark receiver to evaluate the overall packet loss rate. Figure 3.15 (b)

shows the packet loss rates for both authorized and unauthorized receivers. Again, when the

JSR increases, the packet loss rate at the unauthorized receiver quickly reaches 100%, while
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Figure 3.15: Macro-evaluation.

the packet loss rate at the authorized one remains close to 0 until the JSR reaches 16 dB.

Unauthorized devices can certainly try to use Error Correction Code (ECC) to tolerate errors.

However, with close to 50% BER, it is unlikely to reduce the packet loss rate much.

We also perform some preliminary evaluation of ally friendly jamming against unauthorized

devices that are equipped with DSSS-based anti-jamming capability. In this experiment, we use

IEEE 802.11b protocol running at 1 Mbps on unauthorized devices, which uses DSSS with an

11-bit barker code for spreading and despreading [59]. More specifically, we use two laptops

with 802.11b wireless adapters operating at the DSSS mode as unauthorized devices. We use

another laptop connected to a USRP N210 board as the ally jammer. All these three devices

are about 2 meters away from each other. We set the USRP using 2.452GHz frequency and

the 802.11b wireless adapters using the same frequency (i.e., channel 9). We adjust the ally

jammer’s gain to make sure it has the same transmit power with the 802.11b transmitter. We

test the packet loss rate at the 802.11b receiver side when different jamming symbol rates are

used. (Note that higher symbol rates will cover wider spectrum.) Figure 3.16 shows that when

the symbol rate for the ally jammer is more than 600ksps, the communication between these

802.11b DSSS devices is disabled.

Note that though 802.11b DSSS mode is designed for wireless communication under interfer-

ence, it is not intended as a strong anti-jamming solution. More in-depth evaluation is necessary
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to understand the performance of ally friendly jamming against powerful anti-jamming com-

munication schemes.

3.6 Related Work

IMD Shield [32] is the most closely related work to ours. As discussed in the introduction, IMD

Shield cannot achieve ally friendly jamming. We do not repeat it here.

This work is in general related to research on interference cancellation and suppression.

Zigzag recursively applies interference cancellation to get the interference free signals from

colliding ones [33]. Another Interference Alignment and Cancellation (IAC) technique was pro-

posed to enable collaborative Access Points (APs) in MIMO LANs to decode more packets by

controlling transmitted signals with proper vectors [34]. 802.11n+ was proposed to use “anti-

dote” signals to nullify the transmitted signals from other nodes in order to enable multiple

access to wireless channels [46]. An implementation of successive interference cancellation (SIC)

for ZigBee on software radios was presented in [36] which can decode concurrently transmitted

packets. Moreover, SAM [81] provides a chain-decoding technique to decode concurrent frames.

All these techniques assume regular modulated signals are transmitted and perform interference

cancellation accordingly. Unfortunately, when the ally jamming signals mimic random noises,

none of them can be used due to the challenges in synchronization and channel estimation.
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Our proposed techniques have addressed these issues and advanced interference cancellation

techniques to the next level.

Ally friendly jamming is also related to wireless jamming and anti-jamming research. For

friendly jamming studies, Sankararaman et al. studied strategies of allocating friendly jammers

to create wireless barriers which can prevent the eavesdropping [71]. There are also other lit-

erature (e.g., [54], [67], [91]) using friendly jamming to block the responses or unauthorized

queries to protect particular wireless devices. For jamming and anti-jamming techniques, jam-

ming attack models and several ways to detect jamming attacks have been studied in [92]. Game

theoretical models have been developed for jamming and jamming defense [77, 95]. Spread spec-

trum techniques such as DSSS and FHSS have been traditionally used for anti-jamming wireless

communication. In recent years, researchers have identified some weaknesses of such schemes

due to shared keys and developed enhanced schemes, including Uncoordinated FHSS and its

variations (e.g., [47, 78, 79, 80]), Uncoordinated DSSS and its variations (e.g., [48, 51, 64, 63]),

and novel coding techniques (e.g., [15, 87]). Several filter designing jamming mitigation tech-

niques have also been proposed [24, 25]. All these works are complementary to our results in

this work.
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Chapter 4

No Time to Demodulate - Fast

Physical Layer Verification of

Friendly Jamming

4.1 Preliminaries

Wireless communication aims to transfer information via radio frequency (RF) signals. The

wireless transmitter in general modulates message bits into discrete base-band signals (signal

symbols) first, then uses the digital to analog converter to convert these discrete signals to

analog signals, and up converts them to radio frequency signals [30], and finally sends them out

from its antenna.

Discrete base-band signals can be represented as complex numbers and the modulation

process is equivalent to the mapping from bits to complex number points on the constellation

diagram. A complex number can be represented in its polar form, i.e., a complex number

a+ bj = Mejφ, where M =
√
a2 + b2 is its amplitude and φ = tan−1 b

a is its angle [53, 76].

RF signals travel through the wireless medium before being received by the receiver. The

wireless channel will introduce the attenuation, phase shift, and additional noise to the origi-

nal transmitted signals. As it is virtually impossible to operate two radios at exact the same

frequency, the hardware of the transmitter and receiver will introduce a frequency offset [75].

Considering all these effects, for the transmitted signal x(i) , we have the received signal y(i)

as

y(i) = hejγej2π∆ftix(i) + n(i), 1 (4.1)

1The equation here is for single-tap channels.
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where h is the channel attenuation, γ is the phase shift, ∆f is the frequency offset, ti is the

sampling time and n(i) is the noise.

As the received signals are distorted by channel and hardware effects, the receiver needs to

perform certain processes, such as frequency offset compensation and symbol synchronization,

to demodulate these signals correctly. These processes not only complicate the receiver design,

but also introduce certain delays to the reception process.

4.2 Assumptions and Threat Model

Assumptions: We assume that all ally devices, including friendly jammers, ally transmitters

and ally receivers, are immobile. We also assume that friendly jammers and ally transmitters

share a secret key which is unknown to unauthorized devices. As friendly jamming is normally

applied for short range wireless communications, we assume that the wireless channels are

single-tap and the propagation delay is negligible. We further assume that received signals

have a sufficient signal to noise ratio (SNR) so that the friendly jammer can detect both the

authorized and unauthorized wireless transmissions. We assume that clocks of all ally devices

are loosely synchronized and the maximum clock drift is ∆T . To facilitate the discussion, we

assume that there are no adversarial jammers to authorized wireless communications.

Threat Model: The unauthorized devices will try various approaches to maintain their

wireless communications under the friendly jamming. They may replay the received legitimate

auth-preambles right before their transmissions so that their transmissions can bypass the auth-

preamble verification at the friendly jammer. They may hijack the ongoing authorized transmis-

sions by overshadowing the authorized transmission signals with much stronger unauthorized

transmission signals right after the legitimate auth-preamble signals. The unauthorized devices

may also try to remove the friendly jamming signals to maintain their wireless connections by

exploiting advanced digital process techniques, such as the MIMO based attack approach [84].

4.3 Fast Friendly Jamming

4.3.1 Overview

The friendly jammer uses auth-preamble to distinguish authorized transmissions from unau-

thorized ones. Fig. 4.1 shows the overall design of fast friendly jamming. The ally transmitter

prepends specially generated auth-preamble signals before its wireless transmission signals. The

friendly jammer monitors channels and tries to verify received auth-preamble signals. Trans-

missions that are not accompanied by valid auth-preambles will fail the verification and be

jammed by the friendly jammer. The friendly jammer plays two important roles in this process:
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(1) it disables the wireless communications between unauthorized transmitters and unautho-

rized receivers, and (2) it prevents the ally receiver from accepting an unauthorized transmitter’s

signals.
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Figure 4.1: Jamming scenarios of fast friendly jamming.

The friendly jammer relies on auth-preambles to decide its action, the generation and verifi-

cation of auth-preambles are crucial to fast friendly jamming. To realize fast friendly jamming,

we propose to generate the auth-preamble signals by using the shared key and the time, and

verify the received auth-preamble signals directly instead of demodulating auth-preamble sig-

nals into bits. In the following sections, we will give details of auth-preamble generation at the

ally transmitter, and auth-preamble verification at the friendly jammer.

4.3.2 Auth-Preamble Generation

The auth-preamble signals need to be difficult for an adversary to predict, mimic and replay,

while they should be easy for the friendly jammer to verify. As mentioned earlier, methods of

using modulated bits as auth-preamble signals increase the reaction delay, as the friendly jam-

mer needs to perform the time-consuming demodulation operations. Moreover, the modulated

bits also give adversaries opportunities to mimic the auth-preamble signals due to the strong

patterns in the modulated signals (e.g., phases). Therefore, we propose to use the shared key
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and the timing information to control the generation of auth-preamble signal symbols directly.

As shown in Section 4.1, the auth-preamble signal symbols are discrete base-band signals

which can be represented by complex numbers. Assuming the auth-preamble contains l signal

symbols (complex numbers) and the symbol rate of the ally transmitter is r sps (symbol per

second). Upon receiving an up-layer packet at time tu (in seconds and is a float number), the

ally transmitter first uses the shared key and btuc as the input to a pseudo-random number

generator (PRNG) to generate 2r floating numbers, denoted as a(0), a(1), . . . , a(2r− 1). Then,

floating numbers are used as the real and imaginary parts of r complex numbers, denoted as

x(0), x(1), . . . , x(r−1). Each complex number x(i) can be formed by x(i) = a(2i) +a(2i+ 1) · j,
where i = 0, 1, . . . , r − 1. Finally, the ally transmitter selects l consecutive complex numbers

from the x sequence starting from the bf(tu) · rc-th symbol as auth-preamble signals, where

f(tu) is the fractional part of tu.

The generated auth-preamble signals should be prepended before packet transmission sig-

nals. The auth-preamble and packet transmission signals need to be up-converted to RF signals

before sending out from the antenna. Note that the final transmission may also contain a normal

preamble after the auth-preamble for channel training or synchronization purpose.

4.3.3 Auth-Preamble Verification

Amplitude Differential based Correlation

The ally transmitter uses the generated pseudo-random complex numbers as auth-preamble

signals, which brings challenges for the friendly jammer to verify the received copy of these

signals. As mentioned earlier, the auth-preamble signals keep changing and resemble random

noise, the channel and hardware effects are unknown. Therefore, traditional approaches cannot

be applied for the verification of the auth-preamble signals.

To solve this problem, we propose amplitude differential based correlation, which enables

the friendly jammer to verify received auth-preamble signals without demodulation. The basic

idea is to use the amplitude ratio between two consecutive signals to tolerate the channel and

hardware effects. For example, assuming that the transmitted auth-preamble signal is x(i) and

the corresponding received one is y(i). Observing that |ejγej2π∆ft| = 1 and the received signals

y have sufficient SNR, from (4.1), we have

|y(i)| ≈ |hejγej2π∆ftix(i)|

≈ |hx(i)|.

Further observe that in slow fading environments, the change of channel attenuation h over a

short period of time (e.g., a few milliseconds) is negligible. We denote the amplitude differential
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value between two consecutively received signals y(i) and y(i+ 1) as ADy(i). As the channel is

single-tap, we have

ADy(i) = |y(i+ 1)

y(i)
| ≈ |hx(i+ 1)

hx(i)
| ≈ |x(i+ 1)

x(i)
|

≈ ADx(i), i = 0, 1, . . . , l − 2. (4.2)

It is easy to see that the amplitude differential values between consecutive signals do not contain

the channel and hardware effects (i.e., channel attenuation h, phase shift γ, and frequency offset

∆f), and thus the amplitude differential values of the received signals and the corresponding

transmitted signals are roughly the same. Fig. 4.2 shows transmitted and received auth-preamble
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Figure 4.2: Transmitted auth-preamble signals, received auth-preamble signals and their am-
plitude differential values.
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signals, and their amplitude differential values from our experiment based on GNURadio and

USRP. We can see that due to channel and hardware effects, the received auth-preamble signals

are very different from the transmitted ones, but their amplitude differential values are very

close to each other.

In order to verify the received auth-preamble signals, the friendly jammer first uses the

shared key and timing information to generate the auth-preamble signals locally and compute

their amplitude differential values beforehand. Then, it computes ADy(0), ADy(1), . . . , ADy(l−2)

from the received auth-preamble signals y(0), y(1), . . . , y(l − 1). Finally, the friendly jammer

correlates these two amplitude differential sequences to verify the auth-preamble signals. But

before correlating, the friendly jammer needs to decide the correlation window for the locally

generated signals.

Assuming that the friendly jammer received the auth-preamble signals at time ta, the auth-

preamble duration is Td. To make sure that the transmitted auth-preamble falls into the correla-

tion window of the locally generated signals, considering the clock drift ∆T , the friendly jammer

needs to generate the auth-preamble signals in the time window of [ta − ∆T, ta + ∆T + Td],

denoted as g(0), g(1), . . . , g(m − 1) and computes their amplitude differential values, denoted

as ADg(0), ADg(1), . . . , ADg(m−2).

Both transmitted auth-preamble signals x and locally generated auth-preamble signals g

are generated using the same key and g covers the time period of x. Thus, x should be a

sub-sequence of g, which means that ADy is a sub-sequence of ADg. Therefore, to verify the

auth-preamble signals, the friendly jammer does a shift correlation on ADy with ADg. Assuming

the correlation result starts from ADg(i) is Γ(i), we have

Γ(i) =

l−2∑
z=0

ADg(i+z) ·ADy(z), i = 0, 1, . . . ,m− l. (4.3)

The correlation result spikes when ADy is aligned with ADg correctly. To detect the spike,

the friendly jammer imposes a threshold on the difference of the first and the second largest

correlation outputs. If the difference is greater than the threshold, a spike is detected and

the current transmission passes the verification, the friendly jammer will stay silent until the

ongoing transmission finishes. If no spike is found during the correlation process, the verification

fails and the current transmission is regarded as an unauthorized one, then the friendly jammer

will start to jam the transmission.

Efficient Correlation of Amplitude Differential Values

The correlation approach in (4.3) involves time consuming operations, such as float number

multiplications and additions. To reduce the correlation time, we propose to use an approximate
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but efficient method to perform the correlation between two sequences of amplitude differential

values (i.e., ADy and ADg). Specifically, we transform each sequence of amplitude differential

values into a bitmap by converting each amplitude differential value greater than a threshold

to “1” bit (or “0” bit otherwise), as shown in Fig. 4.3. Given two equal-length bitmaps B1 and
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Figure 4.3: Amplitude differential values and their bit representation. The chosen threshold is
1.

B2, the correlation process in (4.3) can be expressed as Γ = |B1 ∧ B2|, where |B1 ∧ B2| is the

weight (i.e., number of “1”) of bitmap B1 ∧B2. Since the correlation between two bitmaps can

be computed through bit-wise operations, this method can be executed efficiently.

4.4 Analysis

4.4.1 Against Different Kinds of Attacks

Relay Attack

In a relay attack, the adversary may relay and prepend the legitimate preamble signals before

its own transmission signals to trick friendly jammers. The relay attacks can be classified into
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two categories.

The first kind of attack may occur in a scenario with multiple friendly jammers (further

discussed in Section 4.4.3). One friendly jammer AJ cannot receive signals from an ally trans-

mitter AT as they are far away from each other. The adversary can relay AT ’s preamble signals

and append its own transmission signals to fool AJ . However, the adversary must receive all

preamble signals before it can relay it. Thus, this kind of relay attack can be defeated by choos-

ing the proper length for preambles. For example, assume that the preamble duration is Td,

AT starts the preamble transmission at local time tb, and the propagation delay for the relayed

preamble is T ′p. When the relayed preamble arrives at AJ , AT ’s time is tb+Td+T ′p. Due to clock

drift, at this time, AJ ’s clock ta is in [tb+Td+T ′p−∆T, tb+Td+T ′p+∆T ]. The adversary hopes

that AJ ’s clock falls behind AT ’s clock, so that it has more time to relay the preamble signals.

Therefore, we consider the case ta = tb + Td + T ′p−∆T , which benefits the adversary most. We

know that the correlation window is [ta − Tp − ∆T, ta + ∆T + Td]. To fail the verification, tb

needs to be out of the correlation window, which means

ta − Tp −∆T > tb.

Tp is the maximum propagation delay that allows AJ to receive AT ’s signals. In this case, AJ

is far away from AT that it cannot receive signals from AT . Thus, the propagation delay for

the relayed preamble signals T ′p should be greater than Tp, then we have

Td > 2∆T.

When Td > 2∆T , the start of the correlation window will be after time tb. Then the friendly

jammer cannot detect a validated preamble and will jam the unauthorized transmission.

Different from above, in the second kind of relay attack, AJ can receive AT ’s signals. The

adversary relays the preamble signals with a much stronger signal strength to create a capture

effect on the authorized transmission at the AJ side. As the relayed preamble signals are

legitimate ones, the friendly jammer may be tricked by just verifying the preamble. However,

as the friendly jammer has the signal strength leash, it can detect the increase of received signal

strength and will launch jamming against the unauthorized transmission.

Replay Attack

The adversary may also launch the replay attack against fast friendly jamming. In the replay

attack, the adversary records legitimate preamble signals and replays the recorded preamble

signals right before its own transmission signals, as shown in Fig. 4.4. However, as the maximum

propagation delay Tp is known, the replay attack can be thwarted if the authorized transmission
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Figure 4.4: Replay attack scenario. AT is the ally transmission while UT is the unauthorized
transmission.

duration (including the preamble) Ts achieves that

Ts > Tp + 2∆T.

The derivation is similar to the one in the relay attack discussion, so we don’t repeat it.

Preamble Hijack Attack

In this attack, the adversary will keep monitoring the channels. When it detects an authorized

transmission, it sends its transmission signals at a carefully calculated time so that the unau-

thorized transmission signals append right after the legitimate preamble signals to “overwrite”

the authorized transmission signals. The legitimate preamble signals are hijacked to trick the

friendly jammer.

Again, similar to the second type of relay attacks, the friendly jammer can detect the increase

of received signal strength due to the enforcement of the signal strength leash.

MIMO Based Attack

Tippenhauer et al. proposed a MIMO based attack to remove the jamming signals from single

friendly jammer to recover the confidential transmission signals protected by friendly jam-

ming [84]. The same technique can also be used to eliminate the friendly jamming signals to

recover the unauthorized transmission signals. To remove friendly jamming signals, the adver-

sary’s two antennas need to be placed at different locations which are equidistant to the friendly

jammer. However, when multiple (> 2) friendly jammers are deployed closely in the network,

it is impossible to find such two locations that are the same distance away from all friendly

jammers. Therefore, multiple jammers can be deployed to defeat this type of attack.
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4.4.2 Against Anti-Jamming Unauthorized Devices

The adversary may try to use anti-jamming techniques such as DSSS or FHSS to keep their

wireless connections.

To defeat DSSS based unauthorized devices, the friendly jammer monitors channels. When

detecting a low signal strength with an invalid preamble, the friendly jammer will jam channels

as a high power jammer. In this work, we assume that unauthorized transmissions can be

detected by the friendly jammer. However, when the spreading code is long, the signal power

of the unauthorized transmission can be below the noise floor. In this case, the friendly jammer

can apply anti-DSSS techniques such as inferring the spreading codes and jamming accordingly

to overcome the spreading gain of the unauthorized communicators.

To defeat FHSS based unauthorized devices, the friendly jammer monitors channels. When it

detects certain frequency hopping patterns, such as narrow-band and short-burst transmissions

with invalid preambles, it will act as a broadband jammer to jam as many channels as possible.

4.4.3 Impact of Multiple Friendly Jammers

In practice, the ally system may adopt multiple friendly jammers to enhance the jamming per-

formance. For example, the friendly jammers can work together to defeat the earlier mentioned

MIMO based attacks, to increase the jamming power against DSSS based unauthorized devices,

and to jam more channels collaboratively than a single friendly jammer to defeat FHSS based

unauthorized devices. Note that multiple friendly jammers can be easily deployed, because they

do not interfere with the authorized transmissions.

4.4.4 Communication Overhead

In fast friendly jamming, the auth-preamble signals introduce additional communication over-

head. Assume that the auth-preamble has l symbols, the packet payload has n bytes, and b bits

are modulated in one symbol, which means the payload has 8n/b symbols. The overhead ψ is:

ψ =
lb

8n
.

For example, commercial Wi-Fi systems consist of short (64-bit) and long (128-bit) pream-

bles specified in the 802.11 standard [40]. For a packet of 1500 bytes and a BPSK modulation,

the communication overhead falls between 0.53% and 1.06%.
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4.5 Experimental Evaluation

4.5.1 Experiment Setup

Our implementation is based GNURadio and N210 USRP. The prototype system contains a

transmitter, a receiver, and a friendly jammer. Each node is a USRP connected to a host PC

running GNURadio. We use XCVR2450 daughter boards operating on 2.4GHz as the RF front

ends.

For the software parameter configuration, the transmitter generates pseudo-random float

numbers with precision of 0.1 and uniformly distribution between [−1, 1], then uses these floating

numbers to form auth-preamble signals, as described in Section 4.3.2. The packet payload length

is 1500 bytes. BPSK is used for payload modulation. The bit rate is 250kbps, and sample per

symbol is 4. Our implementation uses both GNURadio and MATLAB for signal processing.

In the evaluation, we will first measure the accuracy of amplitude differential based corre-

lation, and then compare its execution time with the demodulation approach.

4.5.2 Auth-Preamble Verification Accuracy

In this part of experiments, we let the transmitter send auth-preamble signals, and the friendly

jammer tries to verify the received auth-preamble signals using amplitude differential based

correlation.

We repeat the experiment for 100 times. In each time, the transmitter transmits legitimate

auth-preamble signals and the bogus auth-preamble signals (generated using a wrong key) with

the modulated packet payload signals. The friendly jammer monitors the channel and computes

the amplitude differential values for both the received auth-preamble signal samples and m

interpolated locally generated auth-preamble signal samples. Considering the clock drift, we set

the correlation window length for the locally generated auth-preamble signals as m = 104. Note

that these signals can be generated beforehand to reduce the reaction time. The correlation

can be transformed to bit-wise operations and executed efficiently. Assume that the computed

amplitude differential values are denoted as ADy and ADg, respectively. If the difference of the

first and the second largest correlation outputs is greater than a given threshold, the received

auth-preamble signals are identified as legitimate auth-preamble signals.

In the experiments, the received auth-preamble lengths are 64 symbols (256 samples) and 128

symbols (512 samples). We evaluate the proposed techniques using the true positive rate (i.e.,

the rate that legitimate preambles are correctly identified) and false positive rate (i.e., the rate

that bogus preambles are incorrectly identified as legitimate preambles). When using different

thresholds, results for amplitude differential based correction and for the efficient variation (in

Section 4.3.3) are shown in Fig. 4.5 and Fig. 4.6, respectively.
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Figure 4.5: True positive and false positive of amplitude differential based correlation. TP is
true positive and FT is false positive.

We can see that for both amplitude differential based correction and its efficient variation,

when the auth-preamble has 128 symbols, there is a range of threshold values which achieve

100% true positive rate with 0% false positive rate. This means the amplitude differential based

correlation can distinguish authorized and unauthorized transmissions accurately.

4.5.3 Execution Time

In this part of experiments, we want to compare the running time of efficient amplitude differen-

tial based correlation with the traditional demodulation approach. As the bit-wise operations are

much faster compared to the complex float number operations, the dominating time-consuming

factor for traditional demodulation approach is the demodulation operations; while for the

proposed efficient amplitude differential based correlation approach, it is the computation of

amplitude differential values.

To measure the demodulation time, we modify the benchmark receiver in GNURadio by

connecting the receive path to demodulation related blocks (e.g., channel filter and demodula-

tor) only and connecting the output directly to a null sink. Similarly, for counting amplitude

differential value computation time, we connect the receive path to the amplitude differential
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Figure 4.6: True positive and false positive of efficient amplitude differential based correlation.

values computation blocks and direct the output to a null sink. We measure the time of de-

modulating certain number of input signals and computing amplitude differential values for the

same number of input signal samples.

When the number of input signals is small, the block setup time may dominate the real

signal processing time. To make the results more accurate, we set the input signal length from

2 · 106 to 107 and run each test for 100 times. We remove the greatest and the smallest ten

execution times, the average execution time of remaining tests is shown in Fig. 4.7 .

It is easy to see that the computation of the amplitude differential values is in general

6-7 times faster than the demodulation operation. In other words, using efficient amplitude

differential based approach rather than the demodulation approach, the friendly jammer can

reduce reaction delay by 81.9%− 85.7%.

4.6 Related Work

The concept of friendly jamming has been recently explored to enhance the security of wire-

less communications (e.g., [67, 68, 91, 32]). For example, friendly jamming has been uti-

lized to achieve information confidentiality and block unauthorized commands for RFID sys-
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Figure 4.7: Time comparison. ADV is the amplitude differential values.

tems ([67, 68]) and implantable medical devices ([91, 32]). In Jamming for Good [54], the

authors presented a reactive jamming scheme specifically designed for wireless sensor networks.

A sensor node uses acceptable intervals such as the transmission frequency, to distinguish the

malicious transmissions from benign ones. A reactive jammer against IEEE 802.15.4 network

was implemented by Wilhelm et al. to demonstrate that the software-defined reactive jamming

is feasible [85]. However, these schemes cannot be directly applied to fast friendly jamming.

However, all these works rely on the bit-level information to distinguish transmissions, which

requires the demodulation of received signals and increases the reaction delay. While in Fast

friendly jamming, the friendly jammer uses amplitude differential based correlation to verify

the physical signals directly without demodulation.

RFID guardian [67] and [68] proposed to use friendly jamming to enforce the centralized ac-

cess control policies to control the RFID access. IMDGuard [91] proposed an electrocardiogram

based shared key establishment approach and a friendly jamming access control mechanism

resilient to spoofing adversarys. IMDShield [32] proposed to use friendly jamming to protect

the un-encrypted wireless communications of implanted medical devices.

There are research works on the physical layer authentication techniques in recent years, such

as hiding the authentication signals in the data signals [94] and using physical layer properties

such as channel responses to authenticate users [89, 90]. These techniques are orthogonal to our

work.

Our work is also related to anti-jamming techniques like DSSS (e.g.,[51, 64]) and FHSS

(e.g., [79, 80]), as well as general jamming studies. For example, Thuente et al. showed that

compared with continuous jamming, intelligent jamming can achieve similar jamming effec-

tiveness but cost less energy [83]. Xu et al. gave several jamming attack models and methods

to detect jamming attacks [92]. Mobility of nodes was studied as a new approach for anti-

jamming communication [38]. These works are complementary to ours. A reactive jammer
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against IEEE 802.15.4 network was implemented by Wilhelm et al. to demonstrate that the

software-defined reactive jamming is feasible [85]. Mobility of nodes is studied as a new approach

for anti-jamming communication in [38]. Spread spectrum techniques such as DSSS and FHSS

have been traditionally used for anti-jamming wireless communication. In recent years, several

weaknesses introduced shared key establishment have been identified and the corresponding

enhanced schemes have been developed, including Uncoordinated FHSS and its variations (e.g.,

[47, 78, 79, 80]), Uncoordinated DSSS and its variations (e.g., [48, 51, 64, 63].
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Chapter 5

Efficient In-band Wireless Pairing

through Specialized CTS and

Multi-carrier Communications

5.1 Preliminaries

In this section, we will give the background knowledge that will be referred in later sections,

including the Wi-Fi Protected Setup and PBC, the 802.11 RTS/CTS, and the OFDM system.
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Figure 5.1: Push Button Configuration Pairing Process.
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5.1.1 Wi-Fi Protected Setup and PBC

Wi-Fi Protected Setup (WPS) was introduced by the Wi-Fi Alliance in 2006, aimed to allow

users to add new devices to an existing network easily. It includes the PIN method, the push

button method (a.k.a. push button configuration or PBC) and the out-of-band channel meth-

ods such as the near field communication method and the USB method. The WPS network

usually contains two types of devices: the registrar, which has the authority to issue and revoke

credentials in the network and the enrollee, which seeks to join the network. In typical WPS

settings, the registrar may be integrated into a wireless access point.

To launch the pairing process, PBC requires a user to first push a button on the enrollee,

then push the button on the registrar within a time interval of 120 seconds (i.e., the Walk

Time) [12], as shown in Fig. 5.1. After its button being pushed, the enrollee will firstly scan all

802.11 channels by sending out its probe requests. If it receives responses from more than one

registrar, it will abort its pairing attempt and signal a “session overlap” error to inform the

user. For the registrar, the button press event causes it to check whether PBC probe requests

have been received within the Walk Time. Similarly, if there are requests from more than one

enrollee, it will also signal a “session overlap” error and abort the pairing process. If the enrollee

only receives probe responses from one registrar and the registrar only receives probe requests

from one enrollee, the enrollee and the registrar will proceed with the registration protocol

operations which exchange messages containing the Diffie-Hellman primitives to establish the

shared keys.

PBC protects against eavesdropping attacks. However, due to the absence of authentication

to the pairing messages, PBC is vulnerable to the MITM attack.
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5.1.2 802.11 and RTS/CTS

IEEE 802.11 standards use distributed coordination function (DCF) protocol to control the

access to wireless physical medium. A wireless device must sense the wireless medium and wait

for the medium to be idle for DCF Interframe Space (DIFS) duration before being permitted

to transmit a data packet. Unlike the data packet transmission, the wireless device only needs

to wait for the Short Interframe Space (SIFS) duration before it can send the acknowledgement

packet of the received data packet. For 802.11 a/g implementation, the DIFS duration Tdifs is

34 µs and 28 µs, respectively, while the SIFS duration Tsifs is 10 µs.

802.11 uses a mechanism called RTS/CTS (Request to Send / Clear to Send) to reduce the

collisions caused by hidden terminals [43]. The sender transmits a RTS that indicates how long

it needs to occupy the channel. Upon receiving the RTS, the receiver replies a CTS with the

expected channel occupation time. Any wireless devices that are close to the receiver can hear

the CTS and they should hold their transmissions for CTS reserved duration. The devices that

hear the RTS but not the CTS are free to transmit because they are far from the receiver and

their transmissions will not interfere the receiver.

5.1.3 OFDM

Orthogonal frequency-division multiplexing (OFDM) is a frequency division multiplexing scheme

which is used as a digital multi-carrier modulation method [6]. In OFDM systems, the wire-

less band is divided into multiple sub-carriers which are orthogonal to each other so that the

cross-carrier interference is minimized. The data in OFDM is modulated and transmitted over

these sub-carriers in parallel. Compared with the approaches of using single carrier, OFDM

has advantages such as robustness against inter-symbol-interference (ISI) and fading caused

by multi-path propagation [52] and high spectral efficiency, which make it a popular physical

layer technology. The 802.11 a/g uses OFDM for physical layer modulation and the OFDM

implementation has 52 sub-carriers, 48 of which are used for data transmission and 4 for equal-

ization [73].

Fig. 5.2 shows a simplified basic structure of an OFDM communication system. The trans-

mitter will first convert the bit sequence from serial to parallel so that different bits will be

transmitted on different sub-carriers. Then these bits will be mapped to discrete base-band sig-

nals (a.k.a., signal symbols) on the constellation diagram [75, 76]. After that, the transmitter

utilizes the inverse fast Fourier transform (IFFT) to convert the discrete signals to the signals

occupying different sub-carriers, which is equivalent to multiplying these discrete base-band sig-

nals with different sub-carriers’ frequencies. Then the cyclic prefix is added to the signal stream

to serve as the guard interval and simplify the channel estimation and equalization. Finally, the

transmitter converts the signals to analog signals and sends them out from its antenna.
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The signals go through the wireless channel before being received by the receiver. The

receiver does the reversed processing to get transmitted bits. It first converts the received

analog signals to discrete digital signals, then removes the cyclic prefix and performs multi-

carrier de-modulation by doing fast Fourier transform (FFT) on signals. Finally, it de-maps the

signals to bits and converts the bits from parallel to serial to get the transmitted message.

5.2 Assumptions and Threat Model

Assumptions: We assume that all benign devices respect CTS requests. We further assume

that the user launches the pairing process following the PBC standard [12] and buttons on the

enrollee and the registrar are pushed within 120 seconds.

Moreover, we assume that the attacker cannot estimate the channels between the enrollee

and the registrar; therefore, it cannot cancel the wireless transmissions between the enrollee

and the registrar. Finally, we assume that the attacker cannot put the enrollee or the registrar

into a Faraday cage to block all wireless signals.

Threat model: The attacker may launch MITM attacks by jamming benign pairing mes-

sages and faking its identity to pair with the enrollee and the registrar. The attacker has

sufficient transmission power and the knowledge of the PBC and our proposed pairing proto-

cols, so that it can align its transmissions precisely with benign pairing transmissions to make

a capture effect that overshadows benign ones.

The threat model in this work is similar to the one in TEP [35]. The attacker may also

adopt state-of-art communication techniques, such as the full-duplex radio to transmit and

receive at the same time, or directional antennas so that only one pairing device can hear its

jamming signals. The attacker can change its location and multiple attackers may collude with

each other.

5.3 Protocol Design

To deal with MITM attacks, a secure pairing protocol needs to be able to prevent the attacker

from hiding and tampering benign pairing messages without being noticed. As discussed earlier,

the long channel occupation of the TEP pairing message may not only waste channel resources,

but also interrupt wireless connections of nearby devices that operate on 2.4 GHz channels,

including wireless medical devices.

To reduce the channel occupation time, we propose to use OFDM sub-carriers in the fre-

quency domain as the on-off slots, to make the pairing message tampering-proof. We further

propose to use a specially crafted CTS request and the cooperation between the pairing devices

to achieve pairing message hiding-proof. In the following of this section, we will give details
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of these two techniques. For ease of reference, we summarize all terms used in the following

sections in Table 5.1.

Table 5.1: Terminologies

Term Definition

MSGe Pairing probe request from the enrollee

MSGr Pairing probe response from the registrar

FMSGe Fake enrollee request from the attacker

FMSGr Fake registrar response from the attacker

Tsifs SIFS duration

Tdifs DIFS duration

Tm Benign pairing message duration

Ts CTS reserved duration

Tw The maximum waiting time between two pairing queries

5.3.1 Tampering-Proof Pairing Message

To protect the message integrity as well as to avoid using the on-off slots in the time domain,

we propose to convey the hash digest of the pairing message using on-off sub-carriers in the

frequency domain.

The pairing message payload contains the Diffie-Hellman public key. Upon receiving the

payload bits, the transmitter will first generate a cryptographic hash digest for them, then the

transmitter maps the bits of the hash digest to the sub-carriers in the frequency domain, as

shown in Fig. 5.3.
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Figure 5.3: Packet signal generation at the transmitter.
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For simplicity, we assume the number of sub-carriers is equal to the number of hash bits. The

mapping between a hash bit and a sub-carrier is one-to-one mapping, which means the i-th bit

is mapped to the i-th sub-carrier. If the hash bit is 1, the transmitter generates signals to occupy

the mapped sub-carrier, otherwise, it keeps that sub-carrier idle. The occupied sub-carrier is

called the on sub-carrier while the idle sub-carrier is the off sub-carrier. This processing step

makes sure that the on sub-carrier has the transmission energy while the off sub-carrier does not,

so that the receiver can apply the energy detection on a sub-carrier to decode its carried hash

bit. Finally the transmitter will append the hash signals to the modulated baseband payload

signals, up-convert them to RF signals, and send these signals out from its antenna.
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Figure 5.4: Hash bits verification at the receiver.

At the receiver, it firstly de-modulates the received payload signals to bits and computes the

cryptographic hash digest, say Hc. Then, it does a fast Fourier transform (FFT) on the received

hash signals and decodes the carried bit to 1 if the energy on that sub-carrier is greater than a

certain threshold or to 0 otherwise, to get the hash digest Hh, as shown in Fig. 5.4. Finally, the

receiver will verify Hc against Hh. If they match, the receiver will accept this pairing message;

otherwise, the pairing message will be treated as a collision as it may be tampered by the

attacker.

The last step to achieve pairing message tampering-proof is to balance the 1 and 0 bits.

As the attacker cannot cancel the energy of the on sub-carriers, the receiver can detect any

tampering on the benign pairing message if the numbers of on sub-carriers and off sub-carriers

are equal. In this work, we use the encoding scheme in TEP [35], which takes N input bits (N

is an even number) and produces 1 and 0 balanced bits with a length of N + 2dlogNe.
Note that in the original OFDM design, sub-carriers are used to transmit signals. It is
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these signals that can be decoded to bits. But in our design, signals themselves do not carry

any information, but the energy presence or absence on the sub-carrier conveys the hash bit.

Therefore, when working with 802.11 a/g OFDM, the receiver doesn’t need to reserve 4 sub-

carriers for equalization, all 52 sub-carriers can be used for hash bit mapping.

The cryptographic hash algorithms, such as MD5, SHA-1 and SHA-256, produces 128, 160,

256 bits hash digests, respectively, which cannot be one-to-one mapped to the 52 sub-carriers

of 802.11 a/g at one time. To address this problem, the transmitter can divide the hash bits

into multiple 52-bit groups to fit the sub-carriers. The last group can be padded with “01” to

52 bits. Each group contains 52 bits which can be one-to-one mapped to the 52 sub-carriers at

one time. The pairing devices should have an agreement on the size of the hash digest, so that

any attempt to append fake hash signals after the benign transmission can be detected by the

receiver.

5.3.2 Hiding-Proof Pairing Message

The basic idea of using a specially crafted CTS request and the cooperation between the pairing

devices to make the pairing message hiding-proof is that benign devices will respect the CTS

packet and remain silent during the CTS reserved period. On the contrary, the attacker has to

jam the pairing packet even though it receives the CTS packet. Otherwise, the pairing device

will receive the benign pairing message which contains the Diffie-Hellman public keys, and the

attacker has no chance to launch the MITM attack successfully. Therefore, the pairing devices

can use the collisions happened in the CTS reserved duration as an indicator of existence of

the attacker in the network. In other words, if the enrollee sends out the CTS successfully and

detects collisions in the CTS reserved duration, it knows that the attacker exists in the network,

thus it will abort the pairing process and signal a session overlap error to the user. In this way,

the enrollee will not be tricked to pair with the attacker.

When no attacker exists in the network, the interactions between the enrollee and the

registrar are shown in Fig. 5.5. The MSGe and MSGr are the pairing messages from the enrollee

and the registrar, respectively. The enrollee firstly transmits probe request MSGe which contains

a special CTS to reserve a time slot Ts. To ensure that even though the attacker messes up the

timing of the registrar, the enrollee still can receive the registrar’s reply or the collision during

the CTS reserved duration (details are included in Section 5.3.6), we set the CTS reserved

duration as two pairing messages duration and the guard interval (SIFS duration). Assuming

the pairing message duration is Tm and the SIFS duration is Tsifs, then the CTS reserved

duration Ts = 2 · Tm + 2 · Tsifs.
MSGe contains the Diffie-Hellman public keys as the payload, the hash signals and a CTS,

which are separated by a guard time of SIFS duration. The hash signals are used against
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Figure 5.5: Pairing scenario with no attackers. The buttons on the enrollee and the registrar
were pushed.

tampering attacks, which is detailed in Section 5.3.1. The format of MSGr is the same with

MSGe but does not contain CTS.

Upon receiving the CTS from the enrollee, the nearby 802.11 devices will hold their trans-

missions for the CTS reserved duration. For the registrar, after it receives the pairing message

which contains the special CTS from the enrollee, it will transmit its response MSGr to the

enrollee. Because there is no attacker and MSGr is sent during the CTS reserved duration,

the enrollee will receive a collision-free MSGr. After receiving MSGr and MSGe respectively,

the enrollee and the registrar can use the Diffie-Hellman public keys to establish a shared key,

which can be further used to protect their wireless communications for the following pairing

operations.

Attacker

MSGe MSGr

Protocol 
Operates

Enrollee

Registrar

MSGe
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MSGr

Collision 
detected

Jam

Collision detected 
Generate an error

Time

Time

Jam
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Figure 5.6: Pairing scenario with jamming attacks. The buttons on the enrollee and the reg-
istrar were pushed. The attacker uses directional antenna, so that the jamming signals below
the time line can only be received by the registrar while the ones above time line can only be
received by the enrollee.
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When an attacker exists in the network, it has to jam MSGe and MSGr to disrupt the

pairing process. As is shown in Fig. 5.6, the attacker jams the probe request MSGe to form a

collision at the registrar. The directional antenna can be used, so that only the registrar hears

the jamming signals. As a result, the probe request MSGe is hidden by the attacker, and then

the registrar will not notice the pairing attempt from the enrollee.

To prevent the attacker from hiding the pairing message, after its button being pushed,

whenever the registrar detects a collision which is greater than or equal to the duration of a

benign pairing message duration Tm, it waits for SIFS time and transmits its response MSGr

no matter whether the channel is occupied or not. In the meantime, it regards long collisions

as the possible attacks, and aborts the pairing process when long collisions are heard.

For the response MSGr, the attacker has to jam it again (otherwise the public key in MSGr

can be received by the enrollee and the MITM attack will fail). As a result, the enrollee will

detect a collision during the CTS reserved duration. As the benign devices respect CTS, the

enrollee deduces that the collision is caused by the attacker’s jamming, it will generate a session

overlap error and abort the pairing process.

Note that the walk time between two button pushes is 120 seconds (as shown in Fig. 5.1).

When the enrollee transmits the MSGe, it is possible that the button on the registrar has not

been pushed yet and the registrar will not reply to the MSGe or the collision. This gives the

attacker a chance to pair with the enrollee first. To prevent this kind of attack, both the enrollee

and the registrar will scan the channel for 120 sec + #channel × (Tm+Ts+Tw), before entering

the next pairing stage. Moreover, the attacker may jam the enrollee all the time to give it a

wrong impression that the channel is busy, and try to pair with the registrar at the same time.

To defeat this kind of attacks, the enrollee will wait for maximum Tw seconds, then it will

transmit MSGe even though the channel is busy.

5.3.3 Distinguishing Attack Collisions from Normal Ones

Collisions are common in the wireless environment. If reacting to every collision it detects, the

registrar will abort pairing process due to high false positive rate. Moreover, the probe response

MSGr will be sent many time (equals the number of collisions), which will introduce excessive

channel occupation.

To address this problem, we propose to enlarge the duration of the pairing message. Most

of collisions in 802.11 network involves two packet transmissions, and the collision duration is

shorter than two packet transmissions. The maximum packet size used by the upper layer in

802.11 is typically 1,500 bytes. Therefore, we can pad the pairing message to be 3,000 bytes, so

that its duration will be about twice of a 1,500-byte packet transmission duration. Whenever

the registrar detects a collision that is equal to or longer than two packet transmissions, it
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deduces that the collision is very likely caused by the jamming attack. Then the registrar will

send its pairing message MSGr. Because collisions that involves three or more transmissions

are much less likely than the collisions caused by two transmissions in a 802.11 network, this

design can reduce most of the channel occupation caused by unnecessary responses from the

registrar.

5.3.4 Reducing Pairing Message Collisions

In order to let the pairing device distinguish the collisions caused by jamming from normal

collisions, the pairing message is padded to be longer than before. The long pairing message

may increase collision chances at the sender side due to the hidden nodes or other reasons.

To address this problem, we propose to change the format of the pairing message. Instead

of putting the CTS at the end of a pairing message, the sender (the enrollee or the registrar)

can put the CTS at the beginning of a pairing message, before the payload signals, as shown

in Fig. 5.7.

Verify hash bits

Payload signals

Guard time

Time
Hash signals

CTS

Payload signals
Time

Hash signalsCTS

Figure 5.7: Pairing message format. The CTS, the payload signals and the hash signals are
separated by a SIFS.

The sender first transmits the CTS request. If the CTS is sent out without detecting any

collisions, it will then send the long payload signals and the hash signals. As the CTS package is

much shorter than the normal packet, the collision chance on CTS package will be very small.

Note that the CTS reserved durations are different for the MSGe and MSGr. For MSGe, the

enrollee needs to reserve the time for a initial MSGe and a time period for hearing the reply,

then the reserved time should be Tm + Tsifs + Ts. On the other side, the registrar only needs

to reserve the channel for the response MSGr, whose duration is Tm.

5.3.5 Integrating with PBC

With the hiding-proof and tampering-proof pairing message, we can form the protocol for PBC.

For the enrollee, after the button is pushed, it will keep scan all channels. To make sure that
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the registrar can receive at least one pairing request from the enrollee, we set the timer as 120

sec + #channels×(Tm+Ts+Tw). The enrollee uses cntr to count the new MSGr number and

uses a flag collision to indicate whether a collision happens during the CTS reserved time. Its

protocol is as follows. Here Ts is the CTS reserved duration. As the benign devices remain silent

function Enrollee-Run()
cntr← 0, timer ← 0, collision ← false
while timer ≤ 120 sec + # channels×(Tm+Ts+Tw) do

move to next channel and send MSGe

if hear a new MSGr in Ts then
cntr ← cntr +1

else if hear a collision in Ts then
collision ← true

end if
update timer

end while
end function

during Ts, the collision happens due to the attacks to hide or tamper MSGr.

Similarly, the registrar uses cnte to count all pairing request from different enrollees. After

its button being pushed, whenever the registrar hears a new MSGe or a collision that is longer

than Tm, it will send a MSGr to claim existence of the pairing message. Note that after the

timer expires, the enrollee (the registrar) will continue the pairing process if and only if cntr

(cnte) is 1 and collision is false. Otherwise, they will raise an error and try to pair later.

function Registrar-Run()
cnte← 0, timer ← 0, collision ← false
while timer ≤ 120 sec + #channels×(Tm+Ts+Tw) do

if receive a MSGe from a new enrollee then
cnte ← cnte +1
reply a MSGr

else if hear collisions longer than Tm then
collision ← true
for any length of Tm, reply a MSGr

end if
update timer

end while
end function
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5.3.6 Example Attack Scenarios
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Figure 5.8: Attack scenarios. The buttons on the enrollee and the registrar were pushed in a)
and b).

In this section, we will examine the behavior of our proposed protocol under different attack

scenarios. Possible attack scenarios are shown in Fig. 5.8.

In Scenario a), the attacker tries to tamper the benign pairing messages by using a much

stronger transmit power. However, the on-off sub-carriers are balanced and the attacker cannot

transform an on sub-carrier to an off sub-carrier, the pairing parties (the enrollee and the

registrar) are able to detect the mismatch between the hash computed from the payload and

the hash conveyed by the on-off sub-carriers. As a result, the fake pairing messages FMSGe and

FMSGr will be detected.

In Scenario b), in order to trick the registrar, the attacker will jam the registrar continuously

before the enrollee’s transmission, so that the response message MSGr can fall out of the CTS

reserved duration at the enrollee. To defend against this kind of attack, the CTS reserved

duration Ts is set to be 2Tm+ 2Tsifs. Whenever the registrar detects a collision that is longer

than a pairing message duration, it will wait for a SIFS duration and transmit its pairing

message MSGr. Therefore, at least one MSGr will fall into the CTS reserved duration and

the attacker has to jam it, which will cause a collision. Then the enrollee will be aware of the

existence of the attacker.

Scenario c) shows that the attacker tries to pair with the enrollee before the button on the

registrar is pushed, then jams the registrar to block MSGe. As the enrollee runs the protocol 120
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sec + #channel × (Tm+Ts+Tw) before completing the pairing process, at least one MSGe is

transmitted after the registrar’s button is pushed. Therefore, the enrollee can detect a collision

in the CTS reserved duration and refuse to pair with the attacker.

In Scenario d), the attacker tries to pair with the registrar first, then jams MSGe. The

registrar will send its pairing message MSGr upon detecting a collision that is longer than the

pairing message, and the enrollee can detect the collision in CTS reserved time. Both of them

will abort the pairing process due to collisions.

5.4 Analysis

In this section, we will first evaluate the efficiency of our proposed scheme by analyzing the

channel occupation time, then give out formal proof to show the proposed scheme is secure to

MITM attacks.

5.4.1 Channel Occupation Time

For illustration purpose, we assume that the size of the hash digest is 128 bits, which is balanced,

padded to 156 bits, and divided into 3 groups (i.e., 156/52=3). Because the CTS is much shorter

than the message payload, without loss of generality, we omit it for briefness. Let lm and r

denote the benign pairing message payload length and the bit rate respectively. Further let

Th and Tm denote the channel occupation time for hash signals and the duration for a single

pairing message respectively. We then have

Tm =
lm
r

+ Th.

When using OFDM, the transmitter will send hash signal symbols of one group in parallel.

Thus, the hash signals will occupy the channel for 3 symbol duration, each OFDM symbol in

802.11a is 4 µs, then Th = 12 µs. The pairing message length is set to be 3,000 bytes to allow

the registrar to distinguish between the jammed pairing message and the ordinary collisions.

Accordingly, the channel occupation time Tm is 456.4 µs for a 54 Mbps 802.11a network. In

other words, our pairing message reduces over 98% of the 24,760 µs channel occupation time

for one pairing message in TEP.

Note that at the enrollee, the channel will be held for the CTS reserved duration. To

guarantee that the enrollee can receive the registrar’s response, the CTS reserved duration

Ts = 2 · Tm + 2 · Tsifs. Therefore, when we count the CTS reserved duration, the channel

occupation time at the enrollee is about 3 ·Tm+2 ·Tsifs, which is still much shorter than 24,760

µs.
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5.4.2 Security Analysis

In this section, we formally prove that the proposed PBC scheme is secure to the MITM attacks.

Proposition 5.4.1 Given that the enrollee and the registrar are working properly and within

the range of each other, any tampering or hiding attempts can be detected by the receiver (the

enrollee or the registrar).

Proof. As the attacker cannot estimate the channel between the enrollee and the registrar, we

assume it cannot cancel out wireless signals between them as mentioned in Section 5.2.

First, as the on-off sub-carriers are balanced, to tamper the message successfully, the attacker

must be able to alter an on sub-carriers to an off-one. This means the attacker must be able to

cancel the signals on that sub-carriers, which contradicts with our assumption. Second, as the

attacker cannot cancel the signals of the benign pairing message, it has to launch jamming to

form a collision with the pairing message on the receiver side. As the benign pairing message is

twice of a package duration, the receiver can distinguish it from other normal collisions, then

the hiding attempt can be detected.

Proposition 5.4.2 Given that the enrollee and the registrar are working properly and within

the range of each other, suppose that the enrollee and the registrar follow the protocol in Sec-

tion 5.3.5, the proposed scheme is secure to MITM attacks.

Proof. First, the registrar cannot be tricked to pair with the attacker falsely. As the timer in the

protocol for the enrollee and the registrar are set to 120 sec + # channels×(Tm+Ts+Tw) and

the buttons of the enrollee and the registrar will be pushed within 120 seconds of each other,

then at least one MSGe is transmitted on the registrar’s channel while the registrar is listening.

According to Proposition 5.4.1, the attacker cannot tamper or hide the pairing message without

being notice. In other words, if the attacker tries to tamper or hide MSGe, in either case, the

registrar can detect the collision (a tampered message is treated as a collision), and refuse to

pair according to its protocol.

Second, suppose that the attacker convinces the enrollee to pair with it, which means the

enrollee didn’t receive any benign MSGr or detect any collision during Ts. As the registrar will

reply a MSGr whenever it detects MSGe or a collision, therefore the attacker either hid the

MSGe successfully so that the registrar didn’t detect MSGe or collisions, or hid the replied

MSGr so that the enrollee didn’t receive MSGr or collisions in Ts. Both of these two cases

contradict with Proposition 5.4.1.

Therefore, the attacker cannot convince the enrollee or the registrar to pair with it, the

proposed scheme is secure to MITM attacks.
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5.5 Implementation and Evaluation

We have implemented a prototype based on GNURadio and USRP N210, and performed the

real world experiments to evaluate our proposed techniques. The experimental results are sum-

marized in this Section.

5.5.1 Prototype Setup

The prototype system contains two nodes to represent two pairing devices. Each node is im-

plemented using a laptop running GNURadio code as the host machine and the USRP board

with the XCVR 2450 daughter board that operates at the 2.4 GHz bands as its RF front end.

We use the binary phase-shift keying (BPSK) for modulation and utilize both GNURadio and

MATLAB for signal processing.

Our experiments use 128-bit hash digest. The 128-bit hash digest is encoded and padded to

156-bit, and then is divided into 3 groups, with each group containing 52 hash bits. To generate

the hash signals for each group, the transmitter firstly uses BPSK to modulate the input hash

bits to discrete base-band signals, and then uses the ofdm carrier allocator in GNURadio to

map the signals to the 52 sub-carriers in an one-to-one way. Finally, the transmitter adopts

IFFT to move the signals to different sub-carriers, as shown in Fig. 5.9.

Constellation 
Mapping

IFFT
s51

s0

...OFDM 
Carrier 

Allocator

s0, …, s51 Hash 
signals

Hash bits

Figure 5.9: Hash signal generation. si is the discrete base-band signal.

On the other side, the receiver performs the FFT on the received hash signals, and then

applies the energy detection on the on-off sub-carriers to de-map them to hash bits. In our

implementation, we use 64-point IFFT and FFT for the signal processing, which is consistent

with the 802.11 a/g OFDM implementation.

5.5.2 Accuracy Evaluation

We evaluate the accuracy of the proposed technique using the frequency domain sub-carriers

to carry hash bits information.

In our experiment, the transmitter and the receiver are about three meters away from each

other. The transmitter sends the modulated packet signals with the hash signals. On the other
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side, the receiver firstly de-modulates the packet signals, and then uses the FFT to get the

energy of different sub-carriers.
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Figure 5.10: Hash bits and the sub-carrier energy.

Fig. 5.10 (a) shows the hash bits 1, 0, 1, 0, 1, 1, 0, 0, . . . in one group. These 52 hash bits are

mapped to the 52 sub-carriers in an one-to-one way. Fig. 5.10 (b) shows the energy of mapped

sub-carriers on the transmitter side. We can see that the 52 hash bits are mapped to the central

52 sub-carriers (except for sub-carrier 0). The on sub-carrier (mapped to bit “1”) has high

transmission energy while the off sub-carrier (mapped to bit “0”) has close-to-zero energy.

The transmitted hash signals go through the channel before being received by the receiver.

The received signals are distorted by the channel and hardware effects such as the channel

attenuation, phase shift, noise and multi-path fading. Fig. 5.10 (c) shows the FFT outcome of

the received hash signals. Even though the received signals are impacted by the channel and
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hardware effects, it is easy to see that the energy difference between the on sub-carrier and

the off sub-carrier is obvious and the receiver can distinguish the on sub-carriers from the off

sub-carriers readily.

We perform our experiments by letting the transmitter send 100 pairing packets. Each

pairing packet contains 3,000 bytes payload and 3 groups of hash signals. For each group of

the hash signals, the receiver conducts the 64-point FFT on the received hash signals to get

the energy on the 52 sub-carriers. We compare the energy of the on sub-carriers and the off

sub-carriers at the receiver. The result is shown in Fig. 5.11. We can see that the energy of the
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Figure 5.11: Energy CDF of on-off sub-carriers.

on sub-carrier is higher than the energy of the off sub-carriers and there is no overlap between

the on sub-carriers’ energy and the off sub-carriers’ energy. Therefore, by enforcing a threshold,

the receiver can distinguish the on sub-carrier from the off sub-carrier easily.

The receiver uses a threshold to de-map the energy of the sub-carrier to its carried hash

bit. If the energy is larger than a threshold, the receiver deduces that this sub-carrier is an on

sub-carrier and its carried hash bit is “1”. Correspondingly, the sub-carrier with energy less

than the threshold will be de-mapped to bit “0”.

Note that at the receiver, the off sub-carriers may contain energy due to the noise and the

energy leakage from adjacent sub-carriers. Therefore, when the threshold is too small, the off

sub-carrier will be de-mapped to bit “1” mistakenly. On the contrary, when the threshold is

too large, the on sub-carrier will be decoded as bit “0” falsely. Fig. 5.12 shows hash bit error

rate w.r.t the energy threshold. We can observe that there is a range of threshold values which

achieve close-to-zero hash bit error rate. In other words, the hash bits can be carried by using
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Figure 5.12: Hash bit error rates

the on-off sub-carriers in the frequency domain with close-to-zero bit errors. This means that

the proposed technique of using sub-carriers to convey hash bit works accurately.

5.6 Related work

TEP [35] is the most closely related work to this work. As mentioned earlier, the long pairing

message in TEP will interrupt the wireless connections and reduce the Wi-Fi throughput.

Compared with TEP, our work uses the CTS and the on-off sub-carriers to secure the wireless

in-band pairing process and reduce most of the channel occupation time.

This work is also related to the work on secure device pairing [19, 20, 70, 21]. On-off keying

slots in the time domain were first used by Capkun et al. to protect the message integrity

during the wireless transmission [19, 20]. The Good Neighbor scheme was later proposed in [21]

to securely pair two nearby devices by exploiting the multiple antennas capability. There are

also studies of using out-of-band channels to pair devices securely. The out-of-band channels

can be created by leveraging a camera [56, 72], a microphone [60, 66], an accelerometer [39, 55],

and an infra-red channel [16]. Our work removes the need of using out-of-band channels, which

makes it more suitable for PBC devices that have very simple user interfaces.

Recently, there have been multiple research work which explores the new usage of OFDM

sub-carriers. For example, in order to improve the 802.11 network throughput, Back2F [73] pro-

posed to use the sub-carrier index to replace the real backoff time in a 802.11 wireless network.

Dutta et al. proposed to use OFDM sub-carriers to achieve simultaneous transmissions [27].

MCBC [69] proposed to use short and un-modulated burst of energy on the sub-carriers for

the contention of medium access control. FICA [82] proposed to divide the channel into sub-

channels and uses the frequency domain back off to coordinate sub-channel access. All these

works are orthogonal to our work.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This dissertation contains four works towards leveraging physical layer signals manipulation

to achieve wireless physical layer security. In the first work, we presented MCR decoding, a

technique aiming at providing the anti-jamming wireless communication capability for multi-

antenna wireless devices. To perform MCR decoding, the receiver monitors the change of MCR

values to detect the jammed ongoing transmission, then applies the jammer’s MCR value to

remove the jamming signals. We have implemented and evaluated MCR decoding on GNURa-

dio and USRP. Our experimental results showed that MCR decoding can detect the desired

transmission reliably under jamming attacks and remove more than 99.86% of the jamming

signal power in the real world environment.

In the second work, we proposed ally friendly jamming, a mechanism that jams unauthorized

wireless communication and maintains legitimate communication at the same time. Ally friendly

jamming is achieved by properly controlling the ally jamming signals using secret keys shared

among authorized devices and ally jammers. We have analyzed the properties of ally friendly

jamming, implemented a prototype system, and performed a series of experimental evaluations.

Our results demonstrated that the proposed techniques can effectively disable unauthorized

wireless communication and at the same time allow wireless communication between authorized

devices.

In the third work, we proposed fast friendly jamming, a novel design to allow the friendly

jammer to distinguish the authorized and unauthorized wireless transmissions through verifying

auth-preamble signals on the physical layer. We have implemented a prototype of the proposed

techniques and performed real-world experiments to evaluate the performance. The experi-

mental results showed that the proposed techniques reduce the reaction delay of the friendly

jammer by 81.9% − 85.7% as compared to the traditional demodulation methods, and enable
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the accurate distinction between authorized and unauthorized transmissions.

In the fourth work, we came up with a novel wireless in-band pairing design, in which one

pairing node sends back its pairing messages upon detecting potential jammed pairing messages

and the other pairing node utilizes the CTS reserved duration to detect possible attackers in

the network. We also proposed to use the on-off sub-carriers in the frequency domain to convey

the hash digest of the pairing message from the sender to the receiver, to protect the integrity

of a benign pairing message.

Our design reduces most of the channel occupation time by eliminating the long synchro-

nization packet and the on-off slots in the time domain of TEP, and hence decreases the wireless

medium contention impacts on the local Wi-Fi networks. We have implemented a prototype

system of the proposed techniques based on GNURadio and performed experiments to validate

the proposed techniques. The experimental results showed that the proposed technique of using

sub-carriers in the frequency domain to convey hash bits information works accurately in the

real-world environment.

6.2 Future Work

Based on discussions in the previous sections, we propose three future research directions:

• Target ally friendly jamming on a specific kind of wireless signal. The ally

friendly jamming technique we proposed is a generic framework for a variety of wireless

applications. The ally jammer is designed to block all kinds of wireless signals. However,

different wireless signals have different characteristics, which can be exploited by the

ally jammer to achieve better jamming performance. How to use these characteristics to

achieve maximum jamming effect and maintain the ally’s wireless communication at the

same time is a challenging task. New techniques about ally jamming signal generation,

device synchronization and jamming signal removal are needed.

One specific work can be extending ally friendly jamming to GPS signals, to achieve ally

friendly GPS. The GPS signals utilize direct sequence spread spectrum (DSSS) modula-

tion, which is controlled by a set of spreading codes. The ally jammer can use the same set

of spreading codes to generate its jamming signals to maximize the jamming performance.

This work is highly desirable as it provides the flexibility to turn off the GPS service in

certain regions targeting certain devices.

• Extend ally friendly jamming to MIMO devices. Now, with MIMO devices be-

coming more and more popular, ally friendly jamming should also be extended to MIMO

devices, including authorized/unauthorized MIMO devices and MIMO ally jammers. One

possible way of extending the current approach to the MIMO ally jammer case is: using
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a different key to generate jamming signals on each of the transmit paths of a MIMO

ally jammer, and let the authorized receiver treat the MIMO ally jammer as multiple

ally jammers. More studies are required for the cases of authorized/unauthorized MIMO

devices.

• Generalize fast friendly jamming to the multi-tap channel. Currently the fast

friendly jamming removes channel effects on the received signals by utilizing the linear

channel coefficient. However, when the channel is multi-taped, channel coefficients are

not linear. Therefore, new techniques need to be explored in order to extend fast friendly

jamming to multi-tap channel scenarios.
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