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INTRODUCTION

It is well known that the so-called "independent failure" analysis can produce
meaningless results for redundancy structures. Apart from exhausting possibi-
lities of modelling e. g. shared components explicitly, to date the preferred
solution to overcome this drawback is to apply parametric common cause failure
(CCF) models. Recently an alternative class of approaches has been proposed

(Hughes, 1987; DOrre, 1989). This type of stochastic approach allows to elicit
definitions, concepts and models of conventional CCF analysis (Dérre, 1989).

This paper reviews the generalized Binomial distribution model for the reliabi-
lity analysis of redundancy structures. Furthermore, procedures for data evalu-
ation in order to determine the parameters of this approach are proposed.

CONCEPTS AND BASIC EQUATIONS OF STOCHASTIC RELIABILITY ANALYSIS

The basic concept of stochastic reliability analysis (SRA) is linked to a pro-
bability density function (PDF) which describes the objective variability of

the failure behaviour of a component with respect to its existence in different
environments (i. e. the component’'s subjection to different boundary conditions
with respect to design, installation, operation, test and maintenance, physical
environment) which coexist in a given statistical population. This variability
is manifested by different failure frequencies, although there is often few or
no knowledge on the detailed causes or mechanisms leading to the differences.

If there were only one environment, the resulting homogeneous failure behaviour
could be described by a quantity without variability (yet with uncertainty with
respect to its "true" value). Generally there is more than one possible envi-
ronment or type of failure behaviour. As a component is always in exactly one
environment, different environments do not interact (which establishes condi-
tional independence). If there is more than one environment, the use of a model
which considers only one failure behaviour corresponds to an averaging process
over the population, leading to the creation of one "average" environment.

To proceed, the relative failure frequency (e. g. per test demand of a standby

gystem) is considered as a "physical observable" X which describes the failure

process. The spectrum of "eigenvalues" of this random variable in a non-homoge-

neous population (a mixture of different failure behaviours) is defined by the

failure "probabilities"™ pi, which occur with relative frequencies ai = Pr(X=pi)

for the i-th environment, i. e. £ a1 = 1, and is described by the discrete PDF
i

f(x) =L a1 d(x-p1) (1)
1
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where & is Dirac's delta function. These parameters may further be subjectively
uncertain. This different feature is not addressed here.

Perfect redundancy is equivalent to the situation that all redundant components
are in the same environment, i. e. one component is "multiplied”. The failure
of exactly r of k redundant components is then given by

Pr/k = j‘ b(r,kix) f(x) dx (2)

with the Binomial term

b(r,kIx) = (kr) xr (1-x)k-r (3)

With the discrete PDF of eq 1, the generalized Binomial distribution model is
obtained, which for the single and multiple failure event frequencies yields

Pr/xk = (k) £ as pi* (1-pi)k-r (4)
1

Independent failure. The independent failure approach corresponds to choosing a
quasi-deterministic single-point approximation for the PDF, i. e.

f(x) = 5(x-p) , (5)

The only parameter of this degenerate PDF is given by the expected value or
first (central) moment of the original PDF (eq 1)

P = <X> = J\x f(x) dx = ¢ a1 p1 = P1/1 (6)

i
In this oversimplified approach an approximation 5;/x for Pr/x is calculated by
Pr/k = (%) pr (1-p)k-r 1

It is well-known from stochastic calculus that e. g. the n-th moment <x*> of a
PDF is never less than the n-th power of the first moment, xoe,

Xx®> =T a1 pt™ > (L a1 p1)® = (xO>n (8)
1 1

which is a special case of Ljapunov's inequality. Equivalence here only holds
when the degenerate PDF (eq 5) is used, i. e. in the independent failure case.

Perfect diversity is equivalent to the situation that the environments of the
redundant and diverse components are not coupled, i. e. the averaging procedure
can be carried out independently for each redundancy. (Realistic diversity can
be considered as a measure of the degree of imperfection in redundancy.) Hence
for non-redundant as well as for perfectly diverse structures, both the general
PDF (eq 1) and the simplified PDF for "independent failure" (eq 5) fortuitious-
ly lead to the same result. However, when for redundant structures the stochas-
tically inconsistent method (eq 7) is used, it is not astonishing that the
obtained results are usually poor, especially for higher degrees of redundancy.

With the increase in available data on multiple failure events this discrepancy
has become obvious from operational experience. To meet this issue, a subse-

quent "CCF" treatment to gemerate agreement between theory and reality is usu-
ally considered as the panacea. Fundamental disadvantages of this "practical”

approach are the "explosion" of the number of minimal cutsets caused by the ex-
plicit representation of CCF terms in the logic model (Mosleh et al, 1988) and
the dissemination of a stochastically inconsistent approximation which violates
the rule that averaging is the last step in a stochastic calculation. The lat-
ter feature can be considered as the reason for the vagueness and the lack of a
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convincing definition of the "CCF" concept as a whole. The alternative approach
is to work in the stochastically consistent picture from the beginning, which
ultimately excludes the need for any further "CCF" correction (Dérre, 1989).

These remarks address the CCF concept as a tool for quantitative calculation: I
do not doubt its usefulness for other purposes, e. g. for system design on a
comparative or qualitative level, although in my opinion the better approach
should be preferably based on a concept with at least two orthogonal features
defined by incomplete resp. complete redundancy, or coherent (coupled) failure
versus incoherent failure, the latter referring to the range from perfect red-
undancy to perfect diversity.

THE SERIES OF GENERALIZED BINOMIAL DISTRIBUTION MODELS
The number of shells considered in the PDF determines the special model.
Coherent failure. While eq 5 defines the (degenerate) PDF for independent fail-

ure, the simplest model for perfectly dependent failure (the "coherent failure"
or "no redundancy/multiplicity" case) is defined with ao > 0 by

f(x) = ao 8(x-1) + (1-ao) 5(x-0) (9)
ao, r=k
Pr/x = 0, 0<r<k (10)
1-ao, r=0 (intact state)

Coherent and independent failure. The simplest extension of the trivial PDFs
(egs 5 and 9) requires 2 parameters:

f(x) = a0 3(x-1) + (1-ao) &(x-p1) (11)

which e. g. yields for a 2-redundant structure

P2/2 = ao + (1-ao) p12 (12)

It has been shown (Dérre, 1989) that this expression is equivalent to the exact
equation for double failure in the 8-factor model, with its two parameters 8

and Q (= total component failure probability) set to

B

ao/ (ao+p1)
(13)
Q = ao+p1

Simplest general case. The simplest sufficiently flexible approximation for
higher degrees of redundancy involves 3 shells (Dérre, 1989)

f(x) = ao d(x-1) + a1 &(x-p1) + (l-ao-ai1) &(x-pz) (14)

This is a model with four parameters. Apart from the "lethal shock" or "coherent
failure” shell given by ao and po = 1, which only contributes to the "total sys-
tem" failure frequency Px,k, all other shells contribute to all multiplicities
in failure. In contrast to Hughes (1987), it is therefore concluded that the
fact of multiple failure alone is not an appropriate identifier for an environ-
ment (described by a delta shell).

In the generalized Binomial distribution model, no parameter describes failure
of only one redundancy, as is e. g. the case in the Binomial failure rate (BFR)
model with lethal shock (cf. Apostolakis and Moieni, 1987). Beyond formal simi-
larity, corresponding parameters of the two models have different meanings.
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Although it is in principle possible to define a three-parameter (two-shell)
model, all models with an odd number of parameters either do not account for
the "lethal shock" environment adequately or have a dependent or dummy parame-
ter. I finally note that due to the sum rules which hold for the ai's and the
Pr/k's, one can determine exactly k "free" parameters from multiple failure
events (including single and no failure) in k-redundant structures.

DETERMINATION OF MODEL PARAMETERS FOR SPECIAL APPLICATIONS

At least for i>0, the parameter set (pi, ai) can be determined directly from
operational experience on different component types fulfilling the same func-
tion (e. g. different auxiliary feedwater pumps), taking into account plant-to-
plant variability due to different manufacturer types, operational conditions,
test/maintenance strategies etc. Such information is also contained in records
of repeated individual failure or of enhanced single failure for specified sub-
populations. Such data are not evaluated within the CCF picture. The new re-
quirement for data evaluation therefore is to focus on how often (ai) subpopula-
tions with deviations from an expected "generic" value (especially with en-
hanced pi's) exist. Engineering judgment is needed to decide how the weights a;
determined from past operational experience have to be modified for a new appli-
cation, e. g. the reliability prediction for a system under design.

Alternatively, the set of SRA model parameters can be calculated in the conven-
tional way from usually rare multiple failure events. Here each event has to be
assessed with respect to its relevance for the application, accounting for dif-
ferences relative to the data source system; the result can be conveniently re-
presented by an impact vector, as described in Mosleh et al (1988). The solution
for the two-parameter model can be obtained by inverting eq 13 (DSrre, 1989).
The solution for the generalized Binomial distribution model with at least four
parameters is given in what follows.

PRELIMINARY DATA EXCHANGE WITH THE BASIC PARAMETER MODEL

In this section the data compatibility of the SRA approach with respect to al-
ready available data for multiple failure events collected in "CCF" contexts is
investigated. Such data can e. g. be represented by the parameters of the basic
parameter (BP) model, the "parent" model of many other parametric CCF models
(Mosleh et al, 1988), i. e. by the relative event frequencies

Qr (k) = ne (k) / ((kr) Np) (15)

Here nr(¥) is the absolute number of exactly r of k (for r>1 dependent) multi-
ple failure events, and Np the number of system demands.

For a 4-redundant structure, it can be shown that the total system failure fre-
quency P4,/4 is given by (the superscript "(4)™ is suppressed for convenience)

Pa/a = Qs + 4 Q3 Q1 + 3 Q22 + 6 Q2 Q012 + Q4
(16)
+ 6 Q32 + 12 Q3 Q2 + 4 Q28 + 12 Q22 Q

In the generalized Binomial distribution model of SRA, the same frequency is
given by the fourth (central) moment of the PDF, i. e.

Pa/a = mq4 = (x4> = L a1 p14 (GW))

1
The 3-shell approximation of the PDF (eq 14) then requires the determination of
the 4 "free" parameters ao, a1, p1, pz as functions of Qr, r = 1 to 4. It can

nov be recognized that the first line of the right-hand side of eq 16 is the
cumulant representation of the fourth moment (Miller, 1975)
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Mme =Ce + 4 c3 C1 +3 c22 + 6 cC2 c12 + 14 (18)

whereas the second line stems from the CCF logic model development (Mosleh et
al, 1988) which formally creates such highly artificial terms with "overlap-
ping" CCFs (these terms imply failure of a component by two or even more simul-
taneous common causes). If one disregards this feature, one clearly sees the
correspondence between basic parameters and cumulants, Qr <-> cr. The cumulants
cr can be calculated for any given PDF in terms of moments and hence in terms
of (pi, ai)

C1 =m = <X> = f a1 pi (19)
Cz =Mz — M2 = (x2) - (xX>2 = f ai p1? - (f ai p1)? (20)
c3 =m3 - 3 mz m + 2 m3 (21)
Ce =Mq - 4ms My - 3 m22 + 12 mz2 m2 - 6 m* (22)

If the basic parameters were derived within an empirical interpretation of mul-
tiple failure events (i. e. without discrimination between "independent" and
"common cause" failure), they would be equal to the "Binomial" moments

Or (k) = mp(k) = (xr (1-x)k-r> = £ a3 pir (1l-p1)k-r (23)
i

To conclude, it has been demonstrated that the parameters of the generalized
Binomial distribution model of SRA can be determined from available parameters
of the BP model. This was shown for a 4-redundant structure, as a minimum of 4
parameters is both required and available for this degree of redundancy in the
SRA model. In contrast to the SRA model, the BP model is redundancy-dependent.
Therefore, "mapping up/mapping down" techniques (DOrre, 1987; Mosleh et al,
1988) are needed in order to compensate redundancy mismatch in an adequate way.

DETERMINATION OF THE LETHAL SHOCK PARAMETER

The major problem seems to be the determination of ao, which defines the lower
bound of the "total system" (k of k) failure frequencies. Here an iterative so-
lution is proposed which uses operational experience as well as expert opinion.

1. Use definite knowledge from operational experience in the following way: in-
complete multiple component failure (r of k components with r<k) is always
evidence for the exclusion of a lethal shock environment. Any successful test
of a single component from a redundant structure (e. g. by staggered testing)
is a sufficient sample (counter-example) against the hypothesis of a "total
system" CCF. Here knowledge of success information, i. e. how many of the re-
dundant components did not fail in an event, is essential.

2. The following logic property is accounted for: complete (k of k) multiple
component failure is a necessary, but not a sufficient condition for the ve-
rification of the assumption "lethal shock environment", as all other envi-
ronments also contribute to this event. A proof of the sufficiency condition
requires to exclude that the failure is due to non-lethal environments. Fur-
ther engineering judgment is necessary in this case. It is clear that any
other knowledge about the special circumstances of the failure event has to
be accounted for additionally if available. For example, multiple incipient
failure can rarely be caused by a lethal shock, but is rather due to
- an enhanced failure probability or
- a failure rate growing (perhaps unexpectedly) with time.
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The requirement that multiple failures occur simultaneously (or less strict:
in a short time interval) known from the "classical" CCF picture remains va-
1lid for lethal shocks resp. coherent failure.

3. Further improvement can be obtained by accounting for the degree of belief
(certainty) associated with the degree of redundancy, especially when the
special circumstances of the case are not sufficiently known: it is e. g.
more likely that a 4 of 4 failure is due to a "lethal shock" than a 2 of 2
failure. While the case r=k=1 is uninformative, the degree of belief that
such an event is due to lethal shock increases with increasing k and appro-
aches certainty for k -> « .

CONCLUSIONS AND RECOMMENDATIONS

SRA is a consistent tool to model dependent failure. While Hughes (1987) called
this concept a new approach to CCF, I would prefer to speak of an old approach:
the concept of "ensemble averaging” is a 19th-century achievement of statisti-
cal physics. Hence there is no point in challenging it in terms of plausibili-
ty, practicability, credibility etc. which seem to be the predominant design
gaols for contemporary CCF models. This concept has been introduced into relia-
bility analysis in order to remove the largely ficticious "corrective” picture
of CCF which was used for bridging the gap between reality and the results from
the oversimplified theory of "independent failure". The gap is created by igno-
ring or "averaging out" population variability, not by the existence of an ex-
tra phenomenon related to common causes.

It is further shown how one can use available data on dependent failure events
to determine preliminary parameter values for the generalized Binomial distri-
bution model, thus compensating a possible initial (complaint about) lack of
data collected in the frame of (and hence readlly available for) SRA. For fu-
ture data collection activities, this frame is recommended only as a starting
point: in addition, data on variability have to be evaluated extensively.

The determination of the "lethal shock" parameter ao can be supported by expert
judgment: the evaluation of qualitative features of failure events and of their
value as statistical evidence within the logical concept of necessary and suf-

ficient conditions. How a sufficient condition can be specified for the identi-
fication of a "lethal shock" environment needs further investigation.
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