
ABSTRACT 

XIE, FUHONG. Microgrid Modeling and Control: from the Software-in-the-loop to the Hardware-

in-the-loop. (Under the direction of Dr. Ning Lu). 

 

The increasing penetration of distributed energy resources (DERs) makes power grid 

operation more flexible, but at the same time more complex. To access the control flexibility of 

DERs from different levels, it is critical to aggregate them from the single device level up to the 

transmission system level. Therefore, co-simulation of transmission systems, distribution grids, 

microgrids, and DER systems becomes critical in power system planning and operation studies. 

Moreover, because conducting tests and experiments in field for developing and testing new 

technologies is not only prohibitively expensive but also risky because of the lack of experiences 

and possible design flaws. Therefore, in recent years, many research efforts have been devoted to 

the development of high fidelity, real-time hardware -in-the-loop (HIL) test systems for developing 

and testing new controllers and studying the interactions for microgrids and DERs. 

In this dissertation, I propose a co-simulation framework for simulating the power system 

from the transmission networks to the DER device systems. Different control schemes can be 

tested and evaluated at the same time with actual or simulated communication links.  

A novel battery model parameterization method using actual field measurement and 

manufacturer datasheet for HIL based applications is presented in Chapter 2. It is critical that real-

time HIL models can accurately reproduce field test results so that tests can be conducted on HIL 

testbeds instead of in the field. Therefore, I propose a global-local searching enhanced genetic 

algorithm (GL-SEGA) for model parameterization. By applying the generalized opposition-based 

learning mechanism, GL-SEGA can efficiently explore the global solution space. By using the 

trust-region-reflective method to perform the local search, the GL-SEGA can improve the accuracy 



and convergence in its local exploitations. Field measurements and manufactory datasheets are 

used to test and validate the accuracy and robustness of the GL-SEGA algorithm. 

Chapter 3 introduces the design of a mobile energy management unit (M-EMU) for off-

grid mini-microgrids. A data-driven load-forecasting algorithm is developed for energy 

consumption prediction. I then formulate a mini-microgrid optimal energy management (OEM) 

problem whose objective is to maximize the user comfort respecting to the system constraints and 

duration requirement. A novel power cap-based scheduling algorithm is proposed to iteratively 

solve the OEM problem. 

The modeling framework of an asynchronous, real-time co-simulation platform for 

modeling the interactions between microgrids and power distribution systems is proposed in 

Chapter 4. Components of microgrids and distribution feeders are simulated on the OPAL-RT 

eMEGASIM and the ePHASORSIM so that inverter dynamics and load transients can be modeled. 

A MATLAB -based microgrid controller will interface controllable microgrid components through 

the Modbus communication. This co-simulation framework allows different microgrid controller 

logic to be developed and tested on a HIL testbed considering both the inverter-level transient and 

the dynamic response of loads and utility equipment.  

Chapter 5 presents a HIL based modeling approach for simulating impacts of unreliable 

communication on the performance of centralized volt-var control and for developing an encoding 

method to mitigate the impacts. Communication connections between a centralized volt-var 

controller (modeled externally to the HIL testbed) and smart inverters are built by implementing 

Modbus links and the Long Term Evolution network. On this co-simulation platform, an enhanced, 

augmented Lagrangian multiplier based encoded data recovery (EALM-EDR) algorithm for 

mitigating the impact of unreliable communication is developed and validated.  
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CHAPTER 1. INTRODUCTION  

Due to the technology development and environment protection, some distributed energy 

resources (DERs), such as internal combustion (IC) engines, gas turbines, micro-turbines, 

photovoltaic (PV) system, battery storage system, and wind-power [1], have emerged within the 

distribution system. However, application of individual distributed generators can cause as many 

problems as it may solve. A better way to realize the emerging potential of distributed generation 

and associated loads is a subsystem called óómicrogridôô. According to the U.S. Department of 

Energy Microgrid Exchange Group, the following criteria defines a microgrid [2]: 

ñA microgrid is a group of interconnected loads and distributed energy resources within 

clearly defined electrical boundaries that acts as a single controllable entity with respect to the 

grid. A microgrid can connect and disconnect from the grid to enable it to operate in both grid-

connected or island-mode.ò 

Most DERs that can be installed in a microgrid are not suitable for directly use, it is 

necessary to conduct field experiments to benchmark both the steady-state operation and the 

dynamic response characteristics of a DER under a wide variety of system operating conditions. 

However, conducting large-scale, long-duration experiments in a testing facility or in the field is 

not only prohibitively expensive but also risky because of the lack of operational experience and 

possible design flaws. Reduction of field test cost and safety considerations make the development 

of high-fidelity DER models an attractive solution. 

Microgrid is intended to operate in the following two different operating conditions: 

normal interconnected mode and emergency mode (islanded mode) [3]. In the grid-connected 

mode, the microgrid adjusts power balance of supply and demand by purchasing power from the 

main grid or selling power to the main grid to maximize operational benefits. In the islanded mode, 
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the microgrid is separated from the upstream distribution grid, and aims to keep a reliable power 

supply to customers using DER bids. Thus, a robust microgrid control strategy should take into 

account the comprehensive aspects of energy management, such as difference between grid-

connected mode and stand-alone mode. 

Moreover, when the penetration of DERs and microgrids increases, the interaction between 

microgrids and the main grids are becoming critical to the reliable operation of the main grid. This 

is because the switching transient of many small DERs and microgrid control systems may start to 

affect the main grid operation, causing stability and reliability issues. A co-simulation framework 

is desired so that the interaction between different power electronic devices and power systems 

can be assessed. 

The state of art for each work will be introduced in the following part respectively, 

demonstrating what methodologies are in the literature and what approaches will be proposed in my 

report for the Preliminary examination. 

Increasing penetration of 

DERs and microgrid

Microgrid structure and 

modeling

Energy storage modeling

Microgrid energy 

management

Microgrid HIL simulation 

and implementation

Model parameterization

Islanded mode

PHIL co-simulation Platform

Volt-var control testbed

Unreliable communication 

modeling and mitigation

Communication link modeling

Mitigation method
 

Figure. 1.1. Outline of the dissertation. 

1.1 Microgrid Modeling and Parameterization 

A high-fidelity microgrid testbed allows microgrid control software to be tested and 

validated in laboratory environments for different operating conditions. Therefore, in this report, 
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we focus on discussing the modeling of battery energy storage systems (BESSs) and the model 

parameterization from factory datasheets and validated using field measurements. 

There are two critical steps for developing a high-fidelity BESS model: the selection of a 

BESS model that can faithfully reproduce main battery operation characteristics and the battery 

model parameterization method using measurements collected in benchmark tests representing 

different operating conditions. 

In the literature, three battery modeling approaches were proposed: the computational fluid 

dynamics model (CFDM) [4]-[6], the equivalent circuit model (ECM) [7]-[12], and the empirical 

model (EM) [13]-[14]. CFDM is highly accurate but its computational time is often times too long 

to meet real-time simulation requirements. EM is computationally efficient but its accuracy is low. 

ECM balances the speed and accuracy requirement so it is widely used in HIL applications [15]. 

Thus, in this paper, we use the ECM as the battery modeling approach. 

Table 1.1. Different Approach for Battery Modeling 

Literature Modeling Consideration 
Battery 

Type 
Approach 

Model 

Accuracy 

Computation 

Efficiency 

[5] 
Electrochemical kinetics, current distribution, 

hydrodynamics, and multicomponent transport. 

Fuel 

cells 
CFDM High Low 

[6] Thermal management. Li -ion 

[7] Thermal-electrochemical coupled. Nickel 

[8],[9], 

[10] 
Nominal capacity, open-circuit voltage. Battery 

components are function of battery temperature 

and state-of-charge. 

Li -ion 

ECM 
Relatively 

high 
High 

[11],[12],

[13] 

Lead 

acid 

[14],[15] Electrothermal and aging effect. Li -ion EM Midian High 

 

Battery parameter estimation methods can be divided into two categories: the key operation 

points (KOP) based methods and the time-series data (TSD) based methods.  
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The KOP-based methods use the nominal data (e.g., voltage and current measurements) 

provided by manufacturers or collected in field tests [16]-[17]. For example, open-circuit voltage, 

nominal discharging current, and short-circuit resistance is normally provided in the datasheets 

provided by the battery manufacturer. The KOP-based method is a straightforward approach to 

develop a generic battery model. However, because of the non-linearity inherent in battery 

operation, the KOP-derived model produces results that are accurate only within a small region 

around the KOPs. Moreover, the KOP-based methods are susceptible to measurement noises and 

errors, making the robustness of the KOP-based methods poor [18].  

The TSD-based methods optimize overall time-series errors between modeling results and 

field measurements [19]-[21]. Thus, the TSD-based methods can track field measurements with 

greater accuracy in a wider range of operating conditions than the KOP-based methods.  The TSD-

based methods are also more robust because embedded noises in the field measurement have been 

accounted for in the time-series data. 

Table 1.2. Battery Model Parameterization Method 

Literature Model Data 
Battery 

Type 
Approach 

Model 

Accuracy 

Computation 

Efficiency 

[16],[17] 
Battery discharging data from datasheet. 

Li -ion 
KOP Midian 

Relatively 

high [18] Lead acid 

[19] Battery charging and discharging cycle data.  

Li -ion 
PSO Relatively 

high 
Midian [20] Battery capacity and cycle data. 

[21] Battery charging and discharging data PSO-GN 

 

Therefore, in this report, we propose a TSD and optimization-based algorithm, called the 

global-local-search-enhanced genetic algorithm (GL-SEGA) to parameterize the BESS model. 

The main contribution of the proposed approach is that both the accuracy and robustness of the 

battery model parameterization process can be improved when using time-series data as inputs. 
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1.2 Microgrid Energy Management 

Normally, the duration of the off-grid operation is known.  For example, the campers know 

when they can get the generator refueled and the batteries recharged. They also know when the 

solar panels can generate again. Being aware of the electricity supply limits, people are more 

willing to manage their electricity consumptions to ensure the most important ones are met first.  

In this report, we define a residential microgrid as a small-scale single-phase power supply 

system (mini-microgrid) that supplies single-phase appliances. Each individual load is typically 

less than 1.5kW. The mini-microgrid is powered by an energy storage unit that can be charged by 

the main grid and distributed generators (e.g. diesel generator or PV solar panel). An example of 

the proposed mini-microgrid framework is shown in Figure. 1.2. Since both of the capacity and 

power are limited, electricity consumption in such mini-microgrid must be carefully managed so 

that the critical loads can be served during the target supply duration while not exceeding the 

maximum power limits. In the mini-microgrid, we assume users will rank their consumption and 

are willing to sacrifice their comfort to meet the duration requirements. 

Ongoing research projects on microgrid management focus on applications enabling 

microgrid to provide grid services [22] or minimize the customer energy bills [23]. The capacities 

of those microgrids are normally hundreds or thousands of kW and above. Therefore, how to 

coordinate the operation of a portfolio of distributed energy resources (DERs) with the main grid 

are the main objectives of the control and energy management algorithms. Home energy 

management (HEM) algorithms [24] manage DERs at the mini-microgrid scale (i.e., at the single-

family home level). However, the design of HEM has the following assumptions: 1) the main grid 

is available; 2) DERs are mainly used for arbitrage or providing grid services such as peak load 
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reduction; and 3) shedding energy consumptions is normally not used as a method to meet the 

energy-saving goals. 

Smart 

Switch 

Panel

Thermostatically 

Controlled Loads

Must-run 

Base 

Loads

Task-based 

Loads

Distributed 

Generators 
Energy 

Storage 

Devices

Sensors 

and 

Actuator

Local 

Controller

Relay 

Module
Sensor

Remote 

Controller

DispatchMeasurement

Physical 

Connection

Mobile Energy Management Unit

 
Figure. 1.2. Architecture of mini-microgrid system 

In this dissertation, we introduce the design of a portable energy management unit (M-

EMU) for off-grid mini-microgrids. A novel rolling power cap (R-PCap) scheduling algorithm is 

developed based on the battery state-of-charge (SOC) and the forecasted loads to meet the supply 

duration requirements as well as the user comfort and the load priority settings. 

1.3 Real-time Hardware-in-the-loop Simulation 

Real-time simulation is a representation of the operation or features of a system through 

the use or operation of another running in real-time fashion with constant step duration. This is 

also commonly known as real-time fixed time-step simulation [25].  It is important to note that 

other solving techniques exist that use variable time-steps. Such techniques are used for solving 

high frequency dynamics and non-linear systems, but are unsuitable for real-time simulation [26]. 
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Figure. 1.3. shows different types of discrete-time simulation. For a real-time simulation 

to be valid, the real-time simulator used must accurately produce the internal variables and outputs 

of the simulation within the same length of time that its physical counterpart would. 

 
(a) 

 
(b) 

 
(c) 

Figure. 1.3. Real-time simulation requisites and other simulation techniques: (a) offline faster-than-real-time; (b) 

offline slower-than-real-time; and (c) synchronized real-time. 

Real-time simulators are typically used in two different application categories: hardware-

in-the-loop simulation (HIL) and power hardware-in-the-loop (PHIL) simulation.  

For HIL applications, a physical controller is connected to a virtual plant executed on a 

real-time simulator, instead of to a physical plant. Figure. 1.4. (a) illustrates a small variation to 

HIL; an implementation of a controller using actual hardware is connected to a virtual plant via 

HIL. In addition to the advantages of physical controller, HIL allows for early testing of controllers 

when physical test benches are not available. Virtual plants also usually cost less and are more 

constant. This allows for more repeatable results and provides for testing conditions that are 

unavailable on real hardware, such as extreme events testing. 

When a plant controller is implemented using a real-time simulator and is connected to a 

physical plant, PHIL offers many advantages over implementing an actual controller prototype. A 
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controller prototype developed using a real-time simulator is more flexible, faster to implement 

and easier to debug. 

Real Controller

Real-time simulator

Plant

Control

Measurement

 
(a) 

Real Plant

Real-time simulator

Controller

Control

Measurement

 
(b) 

Figure. 1.4. Typical applications for real-time simulation: (a) hardware-in-the-loop, and (b) power hardware-in-the-

loop. 

There are couple advantage of using HIL and PHIL: 

¶ By using an HIL test bench, test engineers become part of the design workflow earlier in 

the process, sometimes before an actual plant becomes available, thus, design issues can 

be discovered earlier in the process, enabling required tradeoffs to be determined and 

applied, thereby reducing development costs; 

¶ Testing costs can be reduced in the medium- to long-term since HIL test setups often cost 

less than physical setups and the real-time simulator employed can be typically used for 

multiple applications and projects; 

¶ Testing results are more repeatable since real-time simulator dynamics do not change 

through time the way physical systems do; 

¶ Can replace risky or expensive tests using physical test benches. 

Moreover, an approach known as the multi-rate simulation [27] offers significant 

advantages in the real-time simulation of such large-scale dynamic mixed electric power systems. 

Each sub-system can be simulated with the most appropriate time step and numerical integration 
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method. Combining multi-rate simulation and HIL, an asynchronous co-simulation framework that 

co-simulates transmission, distribution, microgrid, and all the way down to each DER is possible. 

There are several co-simulation platforms presented in the literature. The states of art are 

summarized in Table 1.3.  

Table 1.3. Approaches for Co-simulation Platform 

Literature Simulation Type Approach Synchronization 

[28] Real-time 
Distribution feeder in GridLAB-D with remote physical 

hardware. 
\ 

[29] Real-time 
Power system model in OPAL-RT with communication 

network simulator for the central controller 
\ 

[30] Offline 
Transmission-distribution-communication-market co-

simulation with phasor dynamics. 
HELICS 

[31] Offline 
A co-simulation framework for analyzing the communication 

effect on power system control using OPENT. 

Coordinator 

software in C# 

[32] Offline 
Co-simulation between communications simulator (ns-2) and a 

power distribution system simulator (OpenDSS). 
Fixed time 

[33] Real-time 
The delay assessment is performed for a central controller 

using OPAL-RT and a flexible message bus. 
\ 

 

This dissertation will present a modeling framework of an asynchronous, real-time co-

simulation platform for modeling the interactions between microgrids and power distribution 

systems. Components of each microgrid are simulated on the OPAL-RT eMEGASIM platform so 

that electromagnetic transients of the inverter units are modeled at a time step of 100 microseconds. 

The 3-phase unbalanced distribution feeder that microgrids are connected to is simulated by using 

the OPAL-RT ePHASORSIM so that load transients, capacitor switching, and tap-changing events 

can be modeled. 
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1.4 Unreliable Communication Link Modeling and Mitigation  

In [34], Catie McEntee et al. proposed a centralized volt-var control (CVVC) scheme to 

coordinate the operation between utility-owned VR devices and customer-owned inverter-based 

DERs. The performance of the algorithm is validated via a power flow based simulation tool with 

an assumption of no communication delays or errors between the CVVC controller and DERs. 

However, we found two modeling challenges that cannot be addressed by such a software-based 

simulation platform. First, in the field, the CVVC controller needs to communicate with hundreds 

or thousands of controllable devices. Communication with delay and erroneous or missing data is 

very common, so it is necessary to simulate and quantify how unreliable communication can 

degrade the control performance as demonstrated by Jimmy Quiroz et al. in [35]. Second, dynamic 

interactions between hundreds of smart inverters and utility-owned voltage regulation devices need 

to be fully understood to avoid competition among controllers causing over- or under-reactive 

compensation through distribution networks as pointed out by Mahsa Kashani et al. [36].  

Off-the-shelf quasi-static simulation software packages, such as OpenDSS [37] and 

GridLAB-D [38], are commonly used to simulate distribution system operation. In [39], Xinda Ke 

et al. co-simulated transmission and distribution system operation by linking PSS/e (for modeling 

transmission operation) and OpenDSS (for modeling distribution systems) for the development of 

coordinative voltage regulation solutions using both utility-owned VR devices and aggregated 

inverter-based DERs. Hao Jan Liu et al. presented a voltage control scheme considering inverter-

based DERs with limited communication capability in [40]. However, quasi-static simulation is 

power flow based, therefore, it is fundamentally a steady-state simulation approach. Although the 

simulation time step can be reduced to less than one second as proposed by Matthew Aguirre et 

al. in [41], such an approach can model neither the dynamic response of the distribution system 
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nor inverter-based DERs. Dynamic simulation tools, such as PSCAD and PSLF, suffering from 

low computational speed, cannot be used for hourly or daily time-series simulations that are 

required for testing the algorithm under different operation conditions. 

To achieve the desired computational speed while accounting for the communication 

protocol between devices, the development of a real-time hardware-in-the-loop (HIL) based co-

simulation platforms becomes an attractive and reliable solution [38],[42]-[43], [47]-[49]. The 

main advantage of this approach over the software-based simulation platform is that combining a 

high-fidelity real-time simulation test system with the modeling of communication protocols will 

allow researchers to develop and test control algorithms with reduced needs for field tests. In [42], 

Johnson Jay et al. presented a co-simulation framework for evaluating grid support functions by 

connecting HIL based test systems with the digital controller vid Ethernet links; In [43], Luca 

Barbierato et al. proposed a HIL based test system while MQTT protocol and Internet-of-Thing 

technique are used to enable the interoperability among different models and devices. The 

feasibility of applying cellular technology to smart grid applications was also discussed in [44]-

[47]. Amirshahram Hematian et al. assessed the performance of a Long Term Evolution (LTE) 

network for smart meter data transmission using HIL based simulations in [48]. In [49], Heqin 

Tong et al. proposed a real-time communication and power HIL co-simulator where the impact of 

communication bit error on the system stability control is analyzed. In [50], Konstantin Pandakov 

et al. introduced laboratory tests for a new protection scheme with unreliable communication links 

for a medium voltage network with distributed generators. 

Although the aforementioned efforts enable the co-simulation between electric power and 

communication networks, developing an HIL co-simulation platform for modeling multi-rate 

system operation with unreliable communication links has not yet been well studied. Therefore, in 
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this dissertation, we present an asynchronous, real-time HIL based platform considering unreliable 

communication links among controllable resources. The platform enables the co-simulation of a 

power distribution system (phasor-based models running every few milliseconds) and inverter-

based DERs (power electronic models running every few microseconds). The CVVC controller is 

modeled externally to the HIL testbed and communicates with the DERs modeled on the HIL 

platform using the Modbus protocol and the LTE link. This setup allows communication latency, 

errors, and missing data to be realistically modeled, enabling us to develop and test mitigation 

methods for recovering the missing and corrupted data. 

The augmented Lagrangian multiplier (ALM) based method is first introduced in [51] for 

solving the principal component analysis problem. In [52], Adnan Anwar et al. used the enhanced 

ALM -based method to remove the corrupted data from the low-rank measurement set to achieve 

robust VVC for a distribution system. However, missing measurements cannot be considered in 

their formulation. Thus, an enhanced, augmented Lagrangian multiplier based encoded data 

recovery (EALM-EDR) method is developed for recovering both the missing data and the 

corrupted data.   

1.5 Summary of the Report and Future Research Roadmap 

The result roadmap for my final dissertation is summarized in Figure. 1.5. My final 

dissertation will discuss the HIL application for microgrid modeling, control and co-simulation.  

For the microgrid modeling, I will focus on the energy storage and an optimization-based 

parameterization method will be developed to estimate model parameters using actual data from 

field or datasheet. An energy management strategy will then designed for the microgrid energy 

management during islanded mode. A HIL testbed will be developed to implement the microgrid 

and the associated control function, such tested enables the co-simulation between microgrid and 



   

13 

 

distribution feeder. Finally, external system can communicate with the HIL system with different 

communication links or communication emulator and the mitigation method for unstable 

communication channel will be discussed.  
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Figure. 1.5. Final dissertation roadmap 

Within this dissertation, Section 2 will discuss the battery modeling method and the 

parameterization strategy alone with different use cases. Section 3 presents an energy management 

strategy for a mini-microgrid under off-grid conditions. Section 4 summarizes the research work 

about the design of the HIL co-simulation platform, some use cases will be demonstrated. Section 

5 provides the modeling and mitigation for unreliable communication using HIL based approach. 

Section 6 concludes the report and discuss about the future work.  

 

 



   

14 

 

CHAPTER 2. BATTERY  MODELING  AND PARAMETERIZATION  

In recent years, battery energy storage systems (BESSs), have been played an important 

role in the microgrid systems and rapidly integrated into power grid operations. Before large-scale 

field deployment of BESSs, it is necessary to conduct field experiments to benchmark both the 

steady-state operation and the dynamic response characteristics of a BESS under a wide variety of 

system operating conditions. 

In this section, we propose a time-series data (TSD) based algorithm to parameterize the 

battery system model, called the global-local-search-enhanced genetic algorithm (GL-SEGA). By 

applying the generalized opposition-based learning (GOL) mechanism, the GL-SEGA can 

efficiently explore the global solution space. Furthermore, the trust-region-reflective (TRR) 

deterministic algorithm is used to perform the local search; therefore, the accuracy of GL-SEGA 

is improved and it can converge in its local exploitations. The main contribution of the proposed 

GL-SEGA approach is that both the accuracy and robustness of the battery model parameterization 

process can be improved when using time-series data as inputs. 

2.1 Modeling Methodology 

This section presents the battery equivalent circuit model and the objective function of the 

optimal parameterization problem. 

2.1.1 Battery Equivalent Circuit Model 

A battery ECM includes two parts: an electrical main branch circuit and a thermodynamic 

branch [53]-[54]. As shown in Figure. 2.1(a), the battery main branch model consists of the internal 

voltage source Em, the terminal resistance R0, the dynamics branch R1 and C1, and the 

thermodynamic resistance R2.  
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(a) (b) 

Figure. 2.1. Battery equivalent circuit models: (a) battery electrical main branch circuit; (b) battery thermodynamic 

branch circuit. 

When the battery is fully charged, the internal voltage source Em equals to the open-circuit 

voltage, Em0. Em is also a linear function with respect to the electrolyte temperature T and state-of-

charge SOC at time t. Thus, Em can be calculated as 

 ( )0( ) ( ) 1 ( )m m EE t E K T t SOC t= - Ö -  (2.1) 

where KE is a positive constant. 

Assuming the battery internal resistance, R0, is independent of the battery electrolyte 

temperature T but varies under different SOC, we have 

 ( )0 00 0( ) 1 1 ( )R t R K SOC t= Ö + -è øê ú (2.2) 

where R00 is the battery internal resistance at full charge; K0 is a positive constant. 

Battery branch resistance R1 varies with respect to the SOC at time t and is calculated as 

 ( )1 10( ) ln ( )R t R SOC t=-  (2.3) 

where R10 is a positive constant. 

Battery branch capacitance, C1, varies with respect to R1, is calculated as 

 
1 1 1( ) ( )C t R tt=  (2.4) 

where Ű1 is the time constant representing the battery dynamic response characteristics. 

Thermodynamic resistance R2 is related with the battery current Im following through the 

main branch and increases exponentially when the battery SOC increases, so we have 
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where K21 and K22 are negative constants; Im0 is the battery nominal C10 current; Im is positive 

when charging and negative when discharging.  

Then, the heat loss of battery, PR (t), can be represented as 

 ( )( )
2

0 2( ) ( ) ( ) ( )R mP t R t R t I t= + Ö  (2.6) 

The battery terminal voltage V (t) can be calculated as 

 ( ) ( ) ( ) ( )m m mainV t E t I t Z t= + Ö  (2.7) 

where Zmain is the total branch impedance of circuit represented in the dotted box in Figure. 2.1(a). 

Using the thermodynamic branch model shown in Figure. 2.1(b), we can calculate the 

battery electrolyte temperature T (t) as 

 ( )( )
0

1
( ) ( ) ( ) ( )

t

ini R a T

T

T t T P T T R d
C

t t t t= + - - Öè øê úñ  (2.8) 

where Tini is the battery electrolyte initial temperature; Ta is the ambient temperature;  RT is the 

thermal resistance between the battery and environment; CT is the battery thermal capacitance. 

The battery SOC varies with respect to charging/discharging activities and is correlated to 

the electrolyte temperature T at time t, so we have 

 ( )0
0

1
( ) 1 ( ) 100%

( )

t

ini m

C T

SOC t Q I d
K K T C

t t
è ø
= - Ö - ³é ù
ê ú

ñ  (2.9) 

where Qini is the battery initial extracted charge; C0 is the battery nominal capacity at 0°C; KC is 

positive constant; KT is a temperature-dependent look-up table that can be found in the manufacture 

datasheet [55]. 

Although the ECM represents one single battery cell, by multiplying with the number of 

cells, the ECM can be used to mimic the dynamic electric behaviors of a battery bank with many 
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cells. Minute-by-minute measurements collected in field tests have shown that simulation results 

produced by the one RC branch ECM match the field measurements with reasonable accuracy. A 

multi-RC-branches ECM can be used if field measurements at higher resolutions are available or 

modeling greater details of electric dynamic responses is requested [56]. 

2.1.2 Objective Function 

The goal of the parameter estimation problem is to find an optimal set of model parameters 

so that the mismatch between simulation results and field measurements is minimized. To 

benchmark the battery ECM model for HIL applications, Total S.A. conducted a series of 

benchmark field tests in their Lyon test base. In each test, five variables are measured: SOC, Im, V, 

Ta and T. Because the temperature sensor is mounted on the battery surface, the battery internal 

electrolyte temperature cannot be directly measured. Therefore, the battery surface temperature is 

used to approximate the internal electrolyte temperature. 

As shown in Figure. 2.2, the measured Im and Ta are used as the inputs of the EOM and the 

V, SOC, and T are the outputs. The summation of squared errors (SSE), f (ɗ), is calculated as 

 ( )
2

0
( ) ( ) ( ) ,

T N

t
f x t x tq q

=
= - Íä  (2.10) 

where ɗ is the N model parameters to be estimated; x (t) and ( )x t  are the simulated and measured 

output values at time t.  

 
Figure. 2.2. Inputs and outputs for lead-acid battery model. 

The objective function for minimizing errors is formulated as 

 { }3

1
min ( ) ( ) : , ,

N

N

r rr
F w f l u l u

q
q q q

=Í
= Ö ¢ ¢ Íä  (2.11) 
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where l, u are the lower and upper limits of the ECM parameters. Note that wr is the weighting 

factor with r  ɸ{1,2,3} corresponding to the three model outputs [V, SOC, T], as demonstrated in 

Figure. 2.2. Within this paper, SOC is within [0, 100] (percentage), V is within [40, 70]; T is within 

[0, 70]. 

2.2 Searching Enhanced Genetic Algorithm 

This section presents the GL-SEGA model parameterization algorithm. First, the TRR 

method for improving the accuracy and convergence of the local minimum search is presented. 

Then, the GOL algorithm for efficiently exploring the global solution space of the GA is presented. 

In the end, the combined GL-SEGA approach is introduced. 

2.2.1 Trust-Region-Reflective Algorithm 

Battery systems are complicated nonlinear systems, making the least squares estimation 

methods inaccurate. In nonlinear optimization, trust region G is a term used to denote the subset 

of the region of the objective function that is approximated using a model function [57].  

Because the ECM parameters are usually limited within a certain range, the trust-region 

method actually becomes the TRR method such that the ECM variables are bounded by applying 

a single reflection transformation. To apply the TRR method, we first simplify the objective 

function to a quadratic function ɣ (ɗ) using the first two terms of the Taylor expansion at an initial 

point ɗ0 within a small trust region G. Then, we have 

 
0 0

1
( ) ( ) ( )

2

T TF F Hy q q q d d d= +Ð +  (2.13) 

 
0q q d= + (2.14) 

where ŭ  ɸ N is the trail step and H is the Hessian matrix of F(ɗ). 
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As introduced in [58]-[61], because F(ɗ0) is fixed over G, the general constrained TRR 

sub-problem is to compute the trail step ŭ that minimizes ɣ (ŭ) over G. Therefore, the optimization 

problem is formulated as 

 ( )
1

min :
2N

k

T T

k k k k k k k k kJ B D
d

y d d d d d
Í

ë û
= + ¢Dì ü

í ý
 (2.15) 

 ( )1 ( )k kD diag vq=  (2.16) 

 
k k kB H C= +  (2.17) 

 ( ) v

k k k k kC D diag J J D= Ö Ö Ö (2.18) 

where k is the iteration number; Jk is the system Jacobian matrix at model parameters set ɗk; ŭk is 

the trial step of each model parameter; ȹk is a scalar set denoted as the scaled radius of G; Bk is a 

symmetric equivalence for Hessian matrix Hk; Dk is a diagonal scaling matrix. 

For the nth parameter ɗk,n of a model parameters set ɗk, at iteration k,1 < n < N, the vector 

function vn (ɗk,n) is defined as 
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 (2.19) 

Note that ὐ is a diagonal matrix representing the Jacobian matrix for |vn (ɗk,n)| at iteration 

k and it is expressed as 

 ( )( )v

k kJ diag sign J=  (2.20) 

where ὐ is zero when the Jacobi matrix is zero or when the parameter boundary is infinite.  

Trust region method guarantees a sufficient decrease of the objective function by adjusting 

the radius ȹk of G while using the trial step ŭk to indicate the direction reducing the objective 

function. The updating index, ‰k, is calculated as 



   

20 

 

 
1 1

( ) ( )
( ) 2

T

k k k k k k k

k

F F Cf q d q d d
y d

å õ
= + - +æ ö

ç ÷
 (2.21) 

where ŭk
TCkŭk is the error by approximating Hk using Bk. 

If the trial step can sufficiently reduce the objective function and the updating index is 

larger than the upper threshold ɛ2, the trust region is expanded by letting Ŭ2 > 1 to allow a larger 

step in the next iteration; otherwise, if the approximation is poor and the updating index is less 

than the lower threshold ɛ1, the trust region G is contracted by letting Ŭ1 < 1. Thus, we have 
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where ȹmax is the maximum radius of G; ɛ1 and ɛ2 are constants representing the selected 

thresholds of ‰k; Ŭ1 and Ŭ2 are constants to scale the trust radius ȹk in (2.15).  

The model parameters are updated based on the updating index, ‰k, such that 
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When using TRR to solve a bounded problem, at the kth iteration, given a trial step ŭk,m for 

the mth parameter ɗk,m, ŭR k is calculated by 
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where (2.24) and (2.25) mean if ɗk,m+ŭk,m falls out of the parameter range, ŭk,m will be reflected by 

the boundary it violates or capped by the scaled steepest descent direction ïD
-2 

k J
 v 

k . 

Then, we calculate the trial step ŭk again 
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The TRR algorithm is summarized in Algorithm 2.1. 

Algorithm 2 .1: TRR for Model Parameterization 

Initialization:  Select the initial values for ɗ0, ȹ0, ȹmax, kmax, and Ů.  

Output:  optimal parameters set ɗ* = ɗk. 

1. for  k = 0, 1, é, kmax 

2.     Compute Jk, Dk, Hk, Ck and ὐ. 

3.     Compute the trial step ŭk by solving (2.15). 

4.     if  ɗk + ŭk cross any bound constraint then 

        Recalculate ŭk using (2.24)-(2.26). 

    end if  

5.     Compute the updating index ‰k using (2.21). 

6.     Calculate ȹk+1 using (2.22). 

7.     Calculate ɗk+1 using (2.23). 

8.     if  ||Jk||2 Ò Ů then  

        Stop. 

    else  

        Go to step 2 until the maximum iteration number is reached. 

    end if 

9. end for 

 

2.2.2 Generalized Opposition-based Learning Mechanism 

The Opposition-based Learning (OL) mechanism has been proven to be an effective 

approach to improve the performance of meta-heuristic optimization algorithms. OL 

simultaneously evaluates the corresponding opposite solution of the original candidate solution to 

increase the chance of finding a better solution [62]-[64]. As shown in Figure. 2.3(a), let ɗ be the 

solution of the parameter estimation problem, and ɗop is the opposite solution for the nth parameter 

ɗn, we have 

 ( ) , 1op

n n n nl uq l q l= Ö + - = (2.27) 
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where ln and un are the lower and upper bounds of ɗn, respectively. 

If ɚ is a random number within [0, 1], the OL method can be extended to the Generalized 

Opposition-based Learning (GOL) method that can achieve a better performance [65] by using the 

knowledge of the current converged search space. The opposite solution can be calculated using 

the dynamically updated boundaries [ld, ud], as shown in (2.28) and Figure. 2.3(b). 

 ( ) , [0,1]op d d

n n n nl uq l q l= Ö + - Í (2.28a) 

 

 ,min( )d

n i n
i

l q
Í

= , ,max( )d

n i n
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u q
Í

=  (2.28b) 

where i is the parameter set index within the solution pool E. 
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Figure. 2.3. Conceptual descriptions of the learning process: (a) opposition-based learning; (b) generalized 

opposition-based learning. 

Comparing (2.27) with (2.28), we can see that the basic opposite solution is the symmetry 

point of the original number centered on the point (ln + un)/2 and it is still located in [ln, un], as 

shown in Figure. 2.3(a). However, when using the GOL method, where ɗop is located in [ɚĀ(l
 d 

n + u

 d 

n ) - u
 d 

n , ɚĀ(l
 d 

n  + u
 d 

n ) - l
 d 

n ], it is possible that the opposite point of the GOL will jump out of [ln, un], 

making the solution infeasible, as shown in Figure. 2.3(b).  

If the nth opposite point is outside [ln, un], ɗ
op will be reassigned to a random value within 

[l
 d 

n , u
 d 

n ] by 

 ( , ), if [ , ]op d d op

n n n n n nrand l u l uq q= Î  (2.29) 

The GOL algorithm is summarized as Algorithm 2.2. 
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Algorithm 2.2: GOL -based Transformation 

Input:  Get the values of ɗ, and the upper and lower bounds of l, u. 

Output:  transformed opposite solution ɗop. 

1. for  n = 1, 2,é, N 

2. Compute ɗop using (2.28a) and (2.28b) 

3.     if  ɗ
 op 

n  < ln or ɗ
 op 

n  > un then 

        Correct ɗ
 op 

n  using (2.29). 

    end if  

4. end for 

 

2.2.3 Modified Genetic Algorithm 

In Section 2.2.1, we introduced the TRR method to search the local optimum within the 

trust region G around ɗ0. Because the optimality of the TRR solution can be significantly affected 

by ɗ0, a heuristic GA is needed to search globally for sets of ɗ values within the given boundary 

of each parameter. We will use the best set of ɗ
 GA 

i  values among NGA sets as the ɗ0 as the input of 

the TRRA to find the optimum around ɗ0.  

Define the fitness function, ũ(F), as 

 ( ) ( )
1

( ) ( )F Fq q
-

G =  (2.30) 

The parent individuals will be selected from the individual pool based on the individual 

fitness ũ(F). Higher fitness leads to a greater chance for a set of ɗ value to be selected. Thus, the 

possibility to be selected can be defined as 

 
1

( ) ( ),
GAN N

i i ii
p q q q

=
=G G Íä  (2.31) 

where i is an index and NGA is the total number of ɗ sets within an individual pool E. 

Recombination operation is used to exchange the genetic information of two parent 

individuals to generate two new child individuals. The goal is to randomly generate new solutions 
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from an existing individual pool. For the nth parameter of the i th and j th set of ɗ, the recombination 

method can be expressed as 

 
( )

( )

, , ,

, , ,

1

1

i n i n j n

j n j n i n

q l q l q

q l q l q

= - Ö + Ö

= - Ö + Ö
 (2.32) 

where ɚ is a scaling factor randomly selected between [0, 1]. 

Mutation is used to maintain the genetic diversity. In this paper, we introduce the GOL 

machoism into the GA mutation operation to formulate a modified GA for better convergence. 

Half of the individual generation with relatively worse fitness will be transformed to the associated 

opposite individual using the GOL-based Transformation (i.e., Algorithm 2.2). 

The best set of ɗ
 GA 

i  from GA will be selected and used as ɗ0 for the TRR algorithm (i.e., 

Algorithm 2.1) to find the local optimal solution ɗ
 *  

i , which will be fed back to the GA again as a 

new child individual. In Figure. 2.4, a simple example is used to illustrate the global and local 

search process of the GL-SEGA. 

 
Figure. 2.4. An illustration of the global and local search process (NGA = 6). 
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Figure. 2.5. Flowchart of the proposed GL-SEGA. 
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The flowchart for implementing GL-SEGA is shown in Figure. 2.5. Within each iteration 

s, half of the population with poor fitness will be mutated using the Algorithm 2.2. The TRR 

algorithm will be used to further optimize the solution with the best fitness function so that a local 

optimum can be found (see Set 3 in Figure. 2.4). Then, the optimal individual ɗj
* obtained from 

TRR, the mutated sets from GOL, and the rest of the sets will be combined together as the new 

child population for the next round of GA optimization. The best individual ɗj
best, which has 

highest fitness, will be updated and recorded at the end of each iteration. When the iteration index 

s reaches the smax, the estimation algorithm will be terminated and the latest best solution ɗj
best will 

be used as the battery model parameters.  

2.3 Case Studies and Analysis 

2.3.1 Algorithm Setting 

The proposed GL-SEGA is implemented in MATLAB (i.e., version: R2018B) with the 

Parallel Computation Toolbox. Values of all the constants used in the GL-SEGA are listed in Table 

2.1. The battery model is created in SIMULINK and run on an OPAL-RT-based HIL testbed. The 

HIL simulation results are compared with the field measurements using the performance metrics 

listed in Table 2.2 [66]. 

2.3.2 Case 1: Li-ion Battery Cell 

The proposed GL-SEGA is compared with the particle swarm optimization gauss-newton 

(PSO-GN) algorithm proposed in [67] using identical settings shown in Table 2.1 to achieve an 

impartial performance comparison. Benchmark characteristic data sets (i.e., terminal voltage, 

battery SOC, and temperature) from data sheets provided by the manufacturer [68] are used to 

derive the ECM parameters of a single 48V/67Ah li-ion battery cell. The benchmark characteristic 
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data was measured from a discharging test conducted using a constant discharging current. For our 

case, the discharging current is 32A. 

Table 2.1. Setups of the GL-SEGA Algorithm 

Symbol Description Quantity 

w1, w2, w3 Weighting factors in the objective function. 1/3, 1/3, 1/3 

kmax , smax Max iteration number. 100 

ȹmax Max scaled radius of the trust region. 3 

ȹ0 Initial scaled radius of the trust region. 1.5 

ɛ1, ɛ2 Constants used to update estimations. 0.25, 0.75 

ɔ1, ɔ2 Constant used to update the trust region. 0.5, 2 

Ů Max tolerance for TRR. 10-6 

NGA Number of the individuals in the pool. 20 

sL Interval for calling TRR. 10 

pre Possibility of the recombination operation. 0.6 

pmu Possibility of the mutation operation. 0.9 

Table 2.2. Definition of the Performance Metric 

Metrics Meaning 

SSE Summation of squared errors, as defined in (2.10). 

MSE Mean square error. 

NRMSE Normalized root mean square error. 

NMSE Normalized mean square error. 

 

As shown in Figure. 2.6, using the ECM parameters derived by GL-SEGA, the battery HIL 

model can produce battery voltage, SOC, and temperature curves that match very well with the 

curves provided in the manufacturer datasheets. 

As shown in Figure. 2.7, the SSEs of the proposed GL-SEGA drop quickly right after the 

first iteration. This is because the GOL-based transformation can search the solution space more 

efficiently and can escape from the local optimum. 

The performance evaluation metrics are summarized in Table III. Because the exact battery 

parameters are unknown, the set of parameters achieve a lower SSE/MSE or a larger 
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NRMSE/NMSE are considered to be a better set of parameters. From the results shown in Table 

2.3, GL-SEGA outperforms PSO-GN in every aspect. 

 
(a) 

 
(b) 

 
(c) 

Figure. 2.6. Li-ion battery model simulated curves versus datasheet curves for: (a) Cell voltage, (b) SOC, and (c) 

Cell temperature. 

 
Figure. 2.7. SSE comparison between GL-SEGA and PSO-GN. 

2.3.3 Case 2: Lead Acid Battery Bank 

The GL-SEGA parameterization algorithm is tested using field test data collected from an 

actual 48V/900Ah battery bank consisting of 24 serially connected lead-acid battery cells [69]. We 

assume that all battery cells are identical such that the battery bank model can be constructed by 

multiplying the cell voltage with the total cell number per string. This assumption allows the 

system thermodynamics to be captured by using a lumped single battery cell model. 
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Table 2.3. Algorithm Evaluations 

Metrics Measurement GL-SEGA PSO-GN 

SSE 

SOC 176.61 195.02 

V 456.80 604.67 

T 22.40 98.06 

MSE 

SOC 0.0273 0.0386 

V 0.0721 0.0881 

T 0.0031 0.0136 

NRMSE 

SOC 0.9943 0.9932 

V 0.8014 0.7804 

T 0.9660 0.9289 

NMSE 

SOC 1.0000 1.0000 

V 0.9606 0.9518 

T 0.9988 0.9949 

 

A 24-hour field test is conducted to validate the battery model performance.  As shown in 

Figure. 2.8, 2.9 and 2.10, the voltage and SOC simulation results match the field measurements 

closely. The modeled battery bank temperature deviates the field measurements slightly. That is 

because the accuracy of the temperature measurement is not very high. In addition, the temperature 

sensor is placed on the surface of the battery bank, making the measurement susceptible to ambient 

temperature variations. Thus, the measurement data consists of some unpredictable uncertainties. 

 
Figure. 2.8. Lead-acid battery modeled voltage curve versus the field measurement. 

 
Figure. 2.9. Lead-acid battery modeled SOC curve versus the field measurement. 
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Figure. 2.10. Lead-acid battery modeled temperature curve versus the field measurement. 

2.3.4 Case 3: HIL Microgrid Energy Storage 

After the ECM parameters are derived for the battery banks, we test the battery model in a 

microgrid real-time HIL test system. The HIL test system is developed based on the microgrid 

prototype in Lyon which consists of an AC hybrid microgrid connected to the power distribution 

system via a 2.4kV/230V step-up transformer. The microgrid is powered by a lead-acid battery 

system and a rooftop photovoltaic (PV) system, as shown in Figure. 2.11.  

 AC

        DC 

 AC

        DC

Utility grid

Circuit 

breaker

Multi-cluster box

Composite 

load

Lead acid 

batteries back

Photovoltaic 

panels

Transformer

 
Figure. 2.11. The configuration of the AC hybrid microgrid model. 

A field test is conducted to obtain the transient response of the microgrid operation. 

Because the PV and battery control schemes are designed by the inverter manufacturer and are not 

in the scope of this paper, we focused our effort on duplicating the field test and validating whether 

or not the modeled battery performance will match the actual field measurements. The field 

measurements of the power consumptions of each component are shown in Figure. 2.12.  
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As shown in Figure. 2.12 (a), the modeled battery power matches the field measurements 

very well. Because the microgrid is operated in the islanding mode in the first 100 seconds, the 

load is supplied solely by the battery system. Then, the microgrid is reconnected to the grid at 

about t = 100 seconds and power from the main grid will quickly ramp up to pick up all the loads 

in the microgrid. Because the microgrid load is a constant impedance load, it increases when the 

voltage increases after the microgrid is reconnected with the main grid. Then, because the battery 

SOC is still relatively high (> 45%), the grid power will ramp down slowly to let the battery system 

supply the loads. The PV active power starts to ramp up at about t = 450 seconds, after which the 

solar will supply the load and charge the battery. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure. 2.12. Microgrid switching transients from islanding modes to grid-connected modes. (a) Battery active 

power comparison; (b) Measured grid active power; (c) Measured PV active power; and (d) field measured load 

active power. 

Simulation results in Figure. 2.12 (a), 2.13, and 2.14 show that the battery model can track 

the field measured battery active power accurately.  From the field measurements we obtained, the 

errors of SOC are normally within 1% and the errors of temperature are normally within 0.25C̄. 

Thus, the modeled SOC is also very accurate and the modeled battery temperature variations can 

track the battery temperature changes very well. 
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Figure. 2.13. Comparison of the lead-acid battery SOC (real-time HIL simulation results versus field 

measurements). 

 
Figure. 2.14. Comparison of the lead-acid battery bank temperature (real-time HIL simulation results and field 

measurements). 

2.4 Conclusion and Summary 

In this section, a novel hybrid optimization-based algorithm, GL-SEGA, is presented to 

improve and enhance the battery model parameterization process for a single battery cell or a 

battery bank. This approach allows modelers to use actual field measurements or manufactory 

datasheets to derive the battery parameters and then refine them to match different operating 

conditions.  

The uniqueness of the GL-SEGA method is two-fold. First, it combines the strong global 

searching capability of the metaheuristic GA and the powerful local exploitation capability of the 

TRR deterministic algorithm. Thus, the GL-SEGA can achieve a good balance among accuracy, 

convergence, and robustness requirements. Second, by applying the GOL-based transformation, 

the GL-SEGA can escape the local optimum to keep on searching for the global optimum. 

Therefore, a more efficient global searching can be achieved compared with the traditional GA. 
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The proposed algorithm has been comprehensively evaluated and compared with another 

state-of-the-art algorithm PSO-GN. By comparing the model simulation results with the 

benchmark datasheet measurements, we demonstrate that the GL-SEGA outperforms PSO-GN in 

term of accuracy when used for Li-ion battery parameterization. When applying to lead -acid 

battery parameterization, GL-SEGA parameterize the battery model which can produce accurate 

simulated results compared with actual field measurements. 
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CHAPTER 3. DESIGN OF A MOBILE ENERGY MANAGEMENT UNIT  

Off -grid Mini -microgrid Energy Management 

Power outages often cause severe damage to critical infrastructure and disrupt peopleôs 

lives. According to Washington Utilities and Transportation Commission (UTC), the top three 

outage-cause categories are weather, fires, and public caused. Their respective contributions are 

27.6%, 16.6%, and 12.4% [70]. Restoring from those events frequently requires temporary housing 

that may not be readily powered by the damaged main grid. Especially for people who live in 

remote villages, they often rely on portable generators such as diesel generators (DGs), 

photovoltaics (PV) and energy storage devices (ESDs) to meet daily energy needs before grid 

service can be rebuilt or restored. Thus, deploying mini-microgrids with an automated energy 

management unit is a tangible solution to quickly establish localized power supply system that 

satisfies the basic energy needs [71]. In addition, microgrids are ideal for applications such as 

mobile homes, temporary houses, military bases, and mobile homes because the main grids are not 

available when camping in remote areas or driving on the road. 

In this section, we introduce the design of a portable energy management unit (M-EMU) 

for off-grid mini-microgrids. The mobility means portability. In contrast to the HEM design, the 

design focuses specifically on the off-grid operation, in which case, DERs are the only power 

sources while shedding and deferring loads are the main methods to meet the requirement of power 

limits and supply duration. An event-trigger and data-driven forecaster is presented for forecasting 

the mini-microgrid loads. A novel rolling power cap (R-PCap) scheduling algorithm is developed 

based on the battery state-of-charge (SOC) and the forecasted loads to meet the supply duration 

requirements as well as the user comfort and the load priority settings. 



   

35 

 

3.1 System Modeling and Problem Formulation 

3.1.1 The Layout of the Mini -microgrid System 

As shown in Figure. 3.1, the energy storage device used in a mini-microgrid is mainly 

batteries. The distributed generator (DG) can either be solar panel or diesel generator. The battery 

can either be charged by the DG or swapped by another charged battery. The loads are divided 

into three categories: must-run base loads (e.g. lighting), thermostatically controlled loads (e.g. 

portable fridges and heater), and task-based loads (e.g. chargers). The M-EMU monitors and 

controls the consumption of the loads, DG, and energy storage devices (ESDs) through the smart 

switch panel (SSP). The SSP consists of a minimum number of four switches that are pre-classified 

into four categories. If there is more than one switch in each category, the customer needs to rank 

which switch has a higher priority. 
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Figure. 3.1. Architecture of mini-microgrid system 

Since the M-EMU is a portable energy management device, one must consider that in each 

application, the generators and loads connected to the SSP and managed by the M-EMU may not 
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be the same each time. Therefore, the design of the M-EMU control algorithm needs to be flexible, 

which means that the algorithm should be less dependent on the historical data. Hence, the M-

EMU measures the real-time consumption of each load every minute to update the forecasting 

result for the loads and DER operation. Then, a minute-by-minute operation schedule will be 

generated per five minutes. 

The design of the M-EMU is innovative in the following aspects. First, the controlling and 

monitoring of the consumption is realized through an integrated SSP with the pre-classified and 

ranking functionality. This greatly simplifies the design of the M-EMU control algorithm, making 

the unit modular and plug-and-play. Second, the design of the M-EMU is compact since the SSP 

integrates the control and monitoring functionalities into one panel, while a HEM system usually 

requests individual control circuit for each device [72]. A mini-microgrid typically has a supplying 

area of several hundred square feet (e.g. a tent, a mobile home, or a temporary housing facility), 

the distance to a load is usually much smaller than that in a single-family house. Third, the M-

EMU is equipped with a data-driven load forecaster to estimate the consumption of each load. An 

important innovation of our scheduling algorithm is to calculate the equivalent power cap at each 

time interval. By controlling the total power consumption around the power cap, the supply 

duration requirements and customer comfort can be satisfied at the minimum cost. 

3.1.2 Modeling of the Mini-microgrid Appliances 

The goal for an energy management system (EMS) controller to model a load is to predict 

when it is ñonò; how long it remains ñonò; and the power it consumes when it is ñonò. If both the 

power and energy storage is limited, loads are served from the highest priority to the lowest. The 

priority is assigned by the user when he/she chooses to plug the load to a certain kind of smart 

switch in the SSP.   
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Unlike grid-connected residential homes, for a mini-microgrid, using historical data of 

previous weeks or years to forecast the load consumption may not be practical. First, the operation 

pattern of controllable loads is highly influenced by the M-EMU control scheme. Second, 

consumption pattern is usually very flexible in M-EMU applications. For example, one may 

choose to eat cold food rather than a hot meal if the energy supply is low. Therefore, we developed 

an innovative data-driven, event-trigger appliance modeling approach to model loads based on the 

most recent measurements. 

1) Modeling Task-based Loads 

A task-based load (TBL) is a non-cyclic controllable load whose consumption needs to be 

completed in a duration with allowable delays. A TBL i is connected to the mini-microgrid through 

a priority-ranked green switch, as shown in Figure. 3.1. There are two user-specified variables: 

priority ύ ᶰρȟὲ  and the maximum task completion delay, Ὀ. Note that ὲ  is the number 

of the activated TBL switches. The default value of ύ is one, which is the lowest priority. The 

default value of Ὀ is the remaining scheduling period. 

A TBL will be put on standby once it is connected to the SSP. The M-EMU will turn on 

the smart switch to supply TBL Ὥ at time ὸ  based on the results of its scheduling algorithm. 

Because initially, the M-EMU does not know its actual power consumption, ὖ , or the end time, 

ὸ ͺ , the M-EMU will first assume TBL Ὥ will remain ON until the end of scheduling horizon 

ὸ . The predicted consumption ὖ ὸ from ὸ  to the forecasting end time ὸ
ͺ

 is calculated 

based on the measured power consumption ὖ  and the status ί. 

 ὸ
ͺ

ὸ  (3.1) 

 ὖ В ὖ Ὦ В ίὮ (3.2) 
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 ὖȟ ὸ
ὖ ὸɸ ὸ ȟὸ

ͺ

π ὸ ὸ
ͺ
              

 (3.3) 

 όȟ ὸ ρ ὸɸ ὸ ȟὸ
ͺ

π ÅÌÓÅ
 (3.4) 

where ίὮ is the status of the appliance at time Ὦ (1 as ON and 0 when OFF). όȟ ὸ is allowed 

operation indicator (1 when the appliance is controlled by the M-EMU and switching status based 

on scheduling and is 0 when appliance must be shut down). 

If a task is completed earlier than ὸ , the M-EMU marks ὸ
ͺ

ὸ ͺ , after that 

ὖȟ ὸ π and όȟ ὸ π. A TBL task is completed if its power consumption remains zero 

for more than 10 minutes which is not caused by the algorithm. 
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Figure. 3.2. An example of TBLs modeling 

After an appliance is turned off by the microgrid controller in the middle of its operation if 

the appliance can resume its operation when turned on again, it is considered as an interruptible 

load (IL) and is modeled as: 
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 ὖȟ ὸ

ừ
Ử
Ừ

Ử
ứὖ ὸɸ ὸ ȟὸ      

π ὸɸ ὸ ȟὸ  

ὖ
π

ὸɸ ὸ ȟὸ
ͺ
        

ὸ ὸ
ͺ
                          

 (3.5) 

If an appliance can be deferred but not interrupted, it is considered as a deferrable load 

(DL) and is modeled as: 

 ὖȟ ὸ
ὖ ὸɸ ὸ ȟÍÉÎὸ ȟὸ

ͺ

π ὸ ÍÉÎὸ ȟὸ
ͺ

              
 (3.6) 

2) Modeling Thermostatically Controlled Loads 

A thermostatically controlled load (TCL) is a load cycling between ON and OFF so that 

the temperature (e.g. the room temperature for an air conditioning unit) is controlled within a dead 

band during its operation. Assuming that when the TCL Ὥ is on, it will consume at a constant 

power, ὖȟ , therefore forecasting TCL load at ὸɴ ὸ ȟὸ  can be modeled as: 

 ὖȟ В ὖȟ ίȟ Ὦ ὸȟ ὸȟ  (3.7) 

 ὖȟ ὸ
ὖȟ          ίȟ ὸ ρ

π                   ίȟ ὸ π
 (3.8) 

A simple data-driven TCL model is developed to calculate the changing-rate of the temperature 

based on measurement. 

 Ὕ  Ὕ ɀὝ   (3.9) 

 Ὧ Ὕ Ⱦὸ   (3.10) 

 Ὧ Ὕ Ⱦὸ  (3.11) 

As the ON and OFF of the TCL is controlled by the yellow smart switch, our goal is to 

schedule the status ίȟ ὸ in  ὸ ȟὸ  so that the temperature deviation will be limited 

around the set point Ὕ . For an air conditioner unit, the room temperature at ὸ during time 

ὸ ȟὸ  can be forecasted by:  
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Figure. 3.3. An examples of room temperature and air conditioning status 

 Ὕȟ ὸ ρ
Ὕȟ ὸ Ὧ Ўὸ ίȟ ὸ ρ

Ὕȟ ὸ Ὧ Ўὸ ίȟ ὸ π
 (3.12) 

3) Modeling Must-run Loads 

The must-run loads connected to the red switches have the highest priority to run so their 

consumptions are considered as the base load, ὖȟ . The base loads are forecasted using (3.1)-

(3.4). 

4) Modeling of the Energy Storage Devices 

The modeling of energy storage is formulated by the data from APC UPS [73]. The change 

of Ὓὕὅὸ during time ὸ ȟὸ  can be calculated as: 

 Ὓὕὅὸ ρ Ὓὕὅὸ
ὖὈὋ
Ὢ
ὸ

ὖὈὋ
Ὢ
ὸ

 (3.13) 

where ὥ and ὦ are the system parameter; ὖ ὸ is the sum of all forecasted load power 

consumptions. Note that we assume DGs can be used to charge the battery by ὖ ὸ, which 

forecasts the  generation from DGs using (3.1)-(3.3), but the supply limits of mini-microgrid are 

set by the ESD power and energy limits. 

3.2 Mini-microgrid Energy Management Algorithm 

Since the mini-microgrid is designed for off-grid operation (grid outage or no grid) with 

the batteries as the main supply for plugged appliances, one of the essential operating parameters 
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is the required duration for the system. Consider a mini-microgrid with ὔ  must-run loads, ὔ  

TBLs, and ὔ  TCLs. Assume that the scheduling period is Ὕ ρȟςȟȣȟὸ . The M-EMU 

collects the minute-by-minute consumptions data of all loads through the SSP and updates 

scheduling per five minutes. Thus, the control objective of the M-EMU is to supply the base loads 

and user comfort is maximized, task delay and the load not being served is minimized following 

the given supply priorities.  

3.2.1 Problem Formulation 

One of the main innovation of our rolling power-cap (RPC) algorithm is to calculate the 

cost of supply based on the scarcity of the resources. First, a SOC-based power cap ὖ  is 

calculated at each time interval ὸɴ ὸ ȟὸ  by: 

 ὖ ὸ ὸ ὸ Ὓὕὅὸ ὥϳ
ϳ

 (3.14) 

The load aggregation based penalty ratio, ὄὸ, is calculated as (3.15). Noted that the 

primary objective of the proposed algorithm is to guarantee the supply duration for the user, 

therefore whenever the DGs are available, they will be utilized as much as possible and the M-

EMU will support more loads. 

 ὄὸ
ὖὈὋ
Ὢ
ὸ В ᶰ╝ ȟ╝ ȟ╝

 (3.15) 

The penalty functions for the task delay and temperature set point with priority ύȟ  and 

ύȟ  are calculated as: 

 ὧȟ ὸ πȢυ ύȟ ίȟ ὸ όȟ ὸ   (3.16) 

 ὧȟ ὸ πȢυ ύȟ Ὕȟ ὸ Ὕȟ  (3.17) 

Thus, the mini-microgrid optimal energy management (OEM) problem designed 

specifically for a mini-microgrid powered by mobile energy storage units cab be formulated as: 
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 ÍÉÎВ

В ὄὸ ὖ ὸ ίὸ

В ὄὸ ὖ ὸ ίὸ ὧὸ

В ὄὸ ὖ ί ὸ ὧ ὸ

 (3.18) 

 ίȢὸȢ      В ὖ ὸ ί ὸᶰ╝ ȟ╝ ȟ╝ ὖ  (3.19) 

 В όȟ ὸ ίȟ ὸ╣ɴ Ὀȟ   (3.20) 

Note that (3.19) limits the total power consumption of the mini-microgrid to be less than 

the battery power limit, ὖ ; (3.20) limits the maximum device delay time to be within Ὀȟ .  

3.2.2 Mini-microgrid Power Cap-based Scheduling Algorithm 

At the beginning of each five minutes interval, the M-EMU receives measurements from 

the SSP. Then, using Equation (3.1)-(3.3) and (3.7), an updated load forecast for each load is used 

to estimate the SOC of the battery using Equation (3.13). Note that when calculating the SOC of 

battery, the consumptions of the TCLs are estimated using the average power ὖȟ to simplify the 

calculation as the energy, not the power, is of concern. If the Ὓὕὅὸ  is less than the threshold 

3/# , M-EMU will reduce the run time of the TBL with the lowest priority by ὸ υ 

minutes until the SOC limits can be satisfied.  

If shutting down one TBL is not enough, the next one on the bottom of the priority list will 

be picked. Each time, the ὸ
ͺ

 of the TBL is updated as Equation (3.21). 

 ὸ
ͺ

 
ὸ
ͺ

ὸ ὸ
ͺ

ὸ ὸ

ὸ ὸ
ͺ

ὸ ὸ
  (3.21) 

After the SOC limit is satisfied, the rolling power cap scheduling (R-PCap) algorithm 

defined by (3.14)-(3.20) will be solved iteratively. The algorithm is summarized as Algorithm 3.1. 
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Algorithm  3.1: Rolling Power Cap Scheduling 

Input : Minimum duration ╣; maximum iteration number ὔ ; error tolerance ‐ π. 

Output : Scheduling command ίὸ,  Ὥɴ ╝ ȟ╝ ȟ╝ , ὸɴ ὸ ȟὸ . 

1. Initialize the ñpriceò and iteration indicator ὲ  as: 

     ὄ ὸ ὖ ὸ В ὖ ὸᶰ╝ ȟ╝ ȟ╝ ὖ , ὸɴ ὸ ȟὸ ,  ὲ ᴺ π 

2. M-EMU finds a new status sequence ί ὸ for each load from the solution of the OEM 

problem defined by (18). 

3. Update forecasting power ὖ ὸ based on ί ὸ. For each TBL, use (5)-(6). For each 

TCL, use (8). 

4. Calculate ὄ ὸ by (14), (15). 

5. if  ȿὄ ὸ ὄ ὸ ȿ ‐ and then 

return ί ὸ.   

end if 

6. if  ὲ ὔ  and then  

    ὲ ᴺὲ ρ and go back to step 2 

else    return ί ὸ.   

end if 

 

3.2.3 Evaluation of User Comfort 

Although the M-EMU tries to maximize user comfort, it is essential to quantify the user 

comfort affected by the proposed control algorithm. For BLs, the required operation time is the 

completely scheduling horizon, so we define the user comfort of the BL, Ὗὅ , as: 

 Ὗὅ Б В ίȟ ὸЎὸ╣ɴ ὸϳ  (3.22) 

For TBLs, we evaluate the comfort by how much delay and interruption is caused. So, if 

the required operation time is † , the user comfort of the TBL, Ὗὅ , is calculated as: 

 Ὗὅ В ύȟ
В ȟ Ў╣ɴ

ȟ

ȟ

В ȟ Ў╣ɴ
В ύȟ  (3.23) 

We assume the acceptable temperature is Ὕ ςᴈ for each TCL. Thus, the thermal 

comfort, Ὗὅ , is formulated as: 
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 Ὗὅ
В В ȟ

ȟ ȟ

ȟ ȟ
Ў

В ȟ

 (3.24) 

Therefore, we define the total user comfort, Ὗὅ , as: 

 Ὗὅ  (3.25) 

3.3 Case Studies 

Minute-by-minute sub-metered appliance consumption profiles are used in the simulation. 

Those data were collected by the Pecan Street project [74] from the residential houses in Austin, 

Texas. A summary of the loads is given in Table 3.1. Gurobi is used to solve (3.18) to obtain the 

ON/OFF status ί ὸ of each load. 

We compare the Ὗὅ  between the controlled and non-controlled (NC) cases with 

different durations requirements: 4, 6, and 8 hours. For the NC cases, TCLs and TBLs are turned 

ON/OFF based on the device level controller without any interference from the M-EMU controller. 

In the controlled cases, the M-EMU running the R-PCap algorithm and manage the TCLs and 

TBLs based on predetermined priority of running those loads. For the controlled case, we further 

compared our model-based forecasting mechanism (the RP cases in Table 3.2) with the prefect 

forecast (the RP-PF cases in Table 3.2). This results in the nine use cases in Table 3.2 

Table 3.1. Microgrid Parameter Setup 

 

Type Description  

Base Load 
Aggregated plugged load from living room, bedroom, 

bathroom, and light. (Max: 0.5kW) 

Deferrable Load 1 Small washer(Max: 0.4kW and priority: 3) 

Deferrable Load 2 Small dryer (Max: 1.4kW and priority: 2) 

Interruptible Load EV charging load (Max: 1.3kW and priority: 1) 

Thermal Load Air conditioning (Max: 1.2W, Ὕ : 28ᴈ and Ὕ : 35ᴈ) 

Energy Storage Device a = 200, b = -1.024, ὖ ρπ Ë7 

Distributed Generation PV panel (Max: 2kW) 

Simulation Start Time 17:00, September 22, 2016 
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Table 3.2. Test Cases Setup 

Case 1 Case 2 Case 3 Case 4 Case 5 Case 6 Case 7 Case 8 Case 9 

NC-4h RP-4h RP-PF-4h NC-6h RP-6h RP-PF-6h NC-8h RP-8h RP-PF-8h 

 

Figure. 3.4 shows the total user comfort and the battery SOC changes at the end of the 

scheduling period. The SOC curve for each case is plotted in Figure. 3.5. Compared with the NC 

cases (i.e. Cases 1, 4 and 7), the M-EMU successfully controlled the status of each appliance to 

meet the supply duration requirements. At the beginning stage, the solar generation was sufficient 

to support the loads and battery started to discharge after 18:00. If the supply duration is 4 or 6 

hours, the controlled case will optimize the user comfort so the overall comfort level is much 

higher than the non-controlled case by letting the deferrable load complete its cycles and 

minimizing the interruption to the interruptible load.  

 
Figure. 3.4. User comfort and remaining battery SOC at different use cases 

 

 
Figure. 3.5. Battery SOC at different use cases 
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However, if the supply duration is extended to 8-hours, to guarantee the supply duration of 

the must-run load, the TCL and TBL loads are going to be sacrificed by being turned off most of 

the time. This results in a significant drop of the user comfort level compared with previous 

controlled cases. The remaining SOC is also very low. The model-based forecasting algorithm 

performs well when supply durations are 4 and 6 hours. However, if the supply duration is 8 hours, 

the supply resource is operated at its limit, having perfect forecast of each load can results in a 

better scheduling that leads to a higher comfort level at the end of the supply duration.  

3.4 Conclusion 

In this section, the design considerations of the M-EMU are presented for managing an off-

grid mini-microgrid. When operating such supply system that is off the main grid, it is important 

to meet the supply duration requirement and prioritize the energy consumptions.  Therefore, we 

developed a rolling power-cap based control mechanism to determine the operation sequence of 

controllable loads such as TCLs and TBLs. The case studies show that the algorithm can 

effectively manage the microgrid supply and demand-side resources to meet the supply duration 

requirements. We also build up a hardware prototype sever as algorithm testbed in the future and 

parts cost is around $150.  
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CHAPTER 4. AN ASYNCHRONOUS REAL-TIME CO -SIMULATION PLATFORM  

Modeling of Interaction between Microgrids and Power Distribution Systems 

The integration of microgrids significantly increases the flexibility, reliability, and 

resiliency of power system operation. Microgrids are usually powered by distributed generations 

(DGs), such as diesel generators, cogeneration through combined heat and power (CHP), 

photovoltaics (PV) systems. Other distributed energy resources (DERs), such as battery energy 

storage systems and controllable loads, are often used to assist DGs to maintain the power balance 

in normal operating conditions and achieve frequency and voltage stability during outages. Thus, 

the reliable operation of a microgrid depends on how different DERs control systems interact with 

each other under different operation modes. 

The primary contribution of this section is the introduction of a novel asynchronous 

simulation framework that co-simulates transmission, distribution, microgrid, and all the way 

down to each DER system. Within this section, we will only introduce our benchmark co-

simulation platform, which is built using IEEE test systems. The IEEE 118-bus system is used for 

modeling the transmission grid and the IEEE 123-node feeder is used to model the distribution 

grid. Both are modeled on the OPAL-RT ePHASORSIM platform. Our microgrid models are 

developed and validated using field data collected from an actual testbed operated by Total S.A. 

4.1 System Modeling 

In this section, we outline the system modeling and coupling for transmission, distribution 

and a detailed microgrid system. 

4.1.1 Transmission and Distribution System Modeling 

The ePHASORSIM, a model-based time-series simulation tool that capable of solving 

unbalanced three-phase power flow and dynamic simulation, is used to simulate the transmission 
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and distribution system. The core of ePHASORSIM solver is that it can link different models 

which are developed in other professional software, such as PSS/E or CYME, and execute the 

models in the SIMULINK environment with a real-time fashion. The advantages of this particular 

co-simulation setup over other existing circuit-based simulators are twofold. First, it takes 

advantage of the robustness of professional software packages (e.g. PSS/E and CYME) and can 

import utility network models directly. Second, once connected those network models to an HIL 

platform, one can connect to it with external controllers, protection relays, or microgrid hardware 

components for testing the interaction among those devices. 

As shown in Figure. 4.1, the IEEE 118-bus system imported from PSS/E is used as the 

transmission system; the IEEE 123-node system is created in CYME and used as the distribution 

system. Since the bus voltage and phase angle are transferred from the positive-sequence 

equivalent transmission model to a three-phase distribution feeder head, we assume the feeder 

head has identical voltage for each phase. The phase angle of Phase a is set as the angle value 

received from the transmission simulation and, therefore, other phases then can be calculated. 

Because transmission spot loads are modeled as the constant impedance load, the equivalent 

admittance at the distribution feeder head is then fed back to the transmission system 

synchronously. 

4.1.2 Microgrid Modeling 

Since the simulation step (100ɛs) for the downstream system is relatively large compared 

to the general FPGA-based power electronics device model, an AC-bus microgrid system using 

the average models based on SIMULINK and eMEGASIM is developed for the proposed platform 

[75]. This microgrid is a part of the distribution system and operates at 120V/60Hz. It is connected 

to the distribution grid using a 2.4kV/120 V step-up transformer. There are three DGs in the 
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microgrid: a lead-acid battery system and inverter, a PV array and inverter, and a diesel generator, 

as presented in Figure. 4.2.  

 
Figure. 4.1. Co-simulation platform architecture 

 
Figure. 4.2. The configuration of the microgrid model 
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The PV array is connected to the microgrid through a three-phase inverter employing the 

maximum power point tracking (MPPT) control scheme. The lead-acid battery is modeled using 

the equivalent circuit model [76] and connected to three inverters which operates as a controlled 

current inverter for each phase when grid connected or generator operated, but its control strategy 

is switched to controlled frequency voltage source when the microgrid operates as an islanded grid 

and the generator also is disconnected. The diesel generator is modeled as a synchronous machine 

with a governor for frequency control. The microgrid load is modeled as a 3-phase unbalanced 

composite load peaking at 30kW. 

4.1.3 System Spatial Coupling 

The proposed co-simulation platform enables a closed-loop simulation for the electric 

power system from transmission and distribution grids all the down to individual DER devices. 

Each control system has its own control and modeling time steps. We implemented a multi-rate 

technique so that different parts of the system are modeled separately and connected via equivalent 

links. As shown in Figure. 4.1, the distribution feeders are connected to the transmission network 

as transmission load buses; microgrid systems are attached to distribution system as load nodes. 

At each point of common coupling, we place a 60-Hz AC sources to represent the upper system 

such that the voltage magnitude and phase angles captured from the upstream transmission or 

distribution system are passed on to the lower part of the system. The load consumptions of the 

lower systems are passed back to the upper systems as shown by the blue arrows in Figure. 4.1. 

Because this platform is developed for dynamic simulation, the load measurements is acquired 

based on the load type in the upstream system. For example, when a distribution load node is 

modeled as a constant impedance load, the load measurement is the equivalent admittance of 

downstream microgrid system. 
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The co-simulation platform conducted for this research utilized the Modbus protocol over 

Ethernet to implement the closed-loop connection between the software models and external 

physical equipment. This method offers the advantage of being one of the easiest and 

straightforward ways to implement and can exhibit the stable communication. As the dash dot lines 

shown in Figure. 4.1, a communication server is built to record the simulation results, and then an 

external controller can use these data to perform control strategies and send the control command 

back through the server.  

4.1.4 System Temporal Coupling 

A successful co-simulation platform consisting of multi-rate subsystems that require time 

synchronization between different simulation packages during the entire runtime. Existing co-

simulation platforms usually connect different software or systems using an external Application 

Programming Interface (API) as a coordinator, such as HELICS [30].   

In the proposed co-simulation platform, different systems are first imported or created in 

RT-LAB and SIMULINK. Then, they are executed as real-time discrete simulation. Figure. 4.3 

illustrates how to coordinate the simulation among three modeling systems: transmission, 

distribution and microgrid.  As shown in the Figure. 4.3, both the transmission and distribution 

systems are modeled in a module using ePHASORSIM with a simulation time step 10ms. Since 

the transmission system is driven by the distribution system, there are no calculation delays when 

passing data from the distribution system to the transmission system. However, the microgrid 

model is built in another module using the eMEGASIM with a simulation time step 100ɛs. Thus, 

a communication buffer is inserted between the distribution model and the microgrid models, and 

there will be a calculation delay before the results of the distribution model or microgrid model 

can be received by the other. As shown in Figure. 4.4, we defined ñAiò for the Arrow i and we 
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model the impact of a fault happened in the transmission system on distribution and microgrid 

operation as an example to illustrate how the co-simulation platform couples the modeling of three 

different systems together. 

 
Figure. 4.3. State transition flow chart 

 

 
Figure. 4.4. Temporal coupling between transmission, distribution, and microgrid. 

At the beginning of time t1, which is the time step right before the fault happens, the 

distribution system and microgrid system simulation start with their initial conditions. The 

distribution simulation results (A2) are immediately sent to the transmission system as its initial 

condition. Note that there is no calculation delay. After transmission simulation is completed, the 

results (A3) will be sent back to the distribution system right before the next simulation time step 

t2 starts.  



   

53 

 

Between time t1 and time t2, if a fault happens at the transmission system. The distribution 

system model still use the transmission model results (A3) as inputs to complete its pre-fault 

simulation and pass the results (A11) to the transmission system. The transmission system will 

now calculate the after-fault conditions based on the fault and the results (A11) sent by the 

distribution model. At the beginning of time t3, the distribution system will receive this after-fault 

transmission simulation result (A5) and calculate the associated impact. The after-fault results (A6) 

of the distribution system will be passed to the communication link (A7) and wait to be sent to the 

microgrid systems. Due to the communication delay, which is a constant 10ms in this paper, the 

microgrid will receive the distribution system after-fault results (A8) at the beginning of time t5, 

and microgrid will calculate it operation status (A9).  

Thus, from the fault happens at transmission to the impact is considered by the microgrid 

model, the simulation as least advanced four different time steps (A5-A6-A8-A9). Note that the 

simulation time step of the transmission and distribution model is 10ms and the microgrid 

simulation is 100ɛs, while the time delay for communication is 10ms. Therefore, the total time 

delay for spreading a simulation result from the transmission model to the microgrid model is 

about 30.1ms.  

If a fault happens to distribution system between time t1 and time t2, the distribution system 

and transmission system may still calculation the pre-fault simulation at time t2 using the initial 

conditions (A1 and A4). At the beginning of time t2, the distribution system now calculate the 

after-fault conditions (A10) based on the fault and the pre-fault results (A3) from the transmission 

system, and both them will get the after-fault result (A10 and A12) right before time t3. The after-

fault results (A10) of the distribution system will be passed to the link (A13) and wait to be sent 

to the microgrid. After the communication delay, the microgrid receive the distribution system 
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after-fault results (A14) at the beginning of time t4, and microgrid will calculate its associated 

operation status (A15). Thus, from the fault happens to distribution system to the impact is 

considered by the microgrid model, the simulation as least advanced three different time steps 

(A10-A14-A15) which is about 20.1ms. 

When a fault or event happens to microgrid system between time t1 and time t2, the 

microgrid system may use the initial condition to calculate the pre-fault results first and then at the 

time step that right after the fault happened, the microgrid system will start to calculate the after-

fault conditions based on the fault and the previous status. The after-fault results of the microgrid 

system will be passed to the communication link (A16 and A17) and wait to be sent to the 

distribution systems. At the beginning of time t3, the distribution system start to calculate the after-

fault conditions by only using the latest simulation results (A18, which is A16 before transferring 

by the communication link) from the microgrid, and both distribution system and transmission 

system will get the after-fault results (A6 and A20) right before time t3. The time cost from the 

event happens to microgrid system to the impact is considered by the transmission model is at least 

about 20.1ms (A21-A18-A20). 

We summarized the system impact propagation delay, which is defined as the time cost for 

spreading the event impact from the original system to another system, in Table 4.1. 

Table 4.1. System Propagation Delay 

 To 

Transmission Distribution Microgrid 

From 

Transmission 10ms 20ms 30.1ms 

Distribution 10ms 10ms 20.1ms 

Microgrid 20.1ms 20.1ms 0.1ms 

 

4.2 Cases Studies 

In this section, we use three cases to demonstrate the performance of the proposed co-

simulation platform. 
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4.2.1 Case Studies 1: System Benchmarking 

We first conducted a series of benchmarking tests by comparing the simulation results 

obtained by the OPAL-RT based HIL test system and the results obtained on an IEEE test system. 

The first benchmark test is conducted by using the IEEE118-bus system (serving as our 

transmission system model). We converted the constant power load into constant impedance loads 

and ran the system on the ePHASORSIM platform. The simulation results are compared with the 

results obtained by running the 118-bus system on PSS/E [77]. The second benchmark test is 

conducted using the IEEE 123-bus test feeder model (serving as our distribution system model) 

developed in CYME and ran on the ePHASORSIM platform. We compared the node voltages 

calculated with those in the IEEE standard test report [78]. As shown in Figure. 4.5 and Figure. 

4.6, the OPAL-RT simulation results match the benchmark data very well and the maximum 

deviation is less than 0.01p.u. The error of distribution system may be relative larger since we 

convert the regulator to controllable transformer in our CYME model. 

 
Figure. 4.5. Comparison between OPAL-RT model and IEEE standard model 

 
Figure. 4.6. Boxplot for the model deviation 
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4.2.2 Case Studies 2: Transmission Fault Analysis 

A combined test is conducted by using the proposed co-simulation platform. It is assumed 

that the test feeder is connected to Bus 102 of the 118-bus transmission system, while a 30 kW 

microgrid is connected to Node 47 of the 123-node distribution feeder system. A three-phase-to-

ground fault is placed on the line between Bus 92 and Bus 94 at 5s on the transmission system. 

The fault is cleared after 0.01 second.  

Since the transmission is driven by distribution system and they are modeled within one 

single module, therefore, they are synchronously linked and there is no communication delay 

between them. The distribution voltage will be updated after one calculation time step, as the red 

line shown in Figure. 4.7. However, due to the computation and communication delays, the voltage 

at the microgrid point-of-common-coupling (PCC) will start to react the fault after 30.1ms.  

 
Figure. 4.7. The propagation delay over the voltage 

When the microgrid PCC protection breaker detects the unusual grid voltage, it tries to 

protect microgrid components by disconnecting the microgrid from the external grid. As shown in 

Figure. 4.8, since the substation system is simulated with a higher resolution and more dynamic 

responses can be observed. The battery is operated at the standby mode before 5.03s because we 

start with a low battery state-of-charge, and the loads will be supported by the grid and photovoltaic 

array. The microgrid starts to respond the transmission fault at 5.031s and the grid power will drop 
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down to zeros after 0.01 second. The battery power jumps up immediately and it picks up the load 

together with PV module.  

 

 
Figure. 4.8. The active power of different component within the microgrid 

 
(a) 

 
(b) 

 
(c)  

Figure. 4.9. IEEE 123-node system voltage under different cases: (a) base case; (b) simulation in OpenDSS; (c) co-

simulation between OPAL-RT and OpenDSS. 

4.2.3 Case Studies 3: Distribution Volt-Var Control  

The proposed co-simulation platform is utilized to test an online distribution volt-var 

controller whose control objective is to limit the distribution system voltage within the allowed 

range for each time step by controlling the loads, regulator tap number, capacitor status, and the 
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active power and reactive power of the smart PV farms. Figure. 4.9 shows that the distribution 

voltage may violate the allowed boundary under the base case and we can achieve ideal control if 

we implement the controller in OpenDSS standalone. When we connect the controller to the 

proposed co-simulation platform through Modbus link, we can achieve HIL simulation and the it 

show the communication delay has a huge impact over the controller performance. 

4.3 Conclusion and Summary 

In this section, we presented the setup of an OPAL-RT based real-time co-simulation 

platform that couples the simulation of transmission, distribution, and microgrid systems all the 

way down to each DER system. The computational delay and the communication delay will cause 

the simulation to be out-of-synchronization if two systems are modeled on different HIL platforms 

and communication links are modeled. We also demonstrate the existence of those delays and 

quantified their possible impacts. Although those out-of-sync events are predictable and are short-

lived, they may cause controllers to fail if not properly handled, one need to use precaution when 

developing and testing controllers on the co-simulation platforms. In next section, we will discuss 

how to use the platform to design and develop the voltage regulation methods that mitigate the 

impact of unreliable communication links and coordinate   resources at both the distribution and 

microgrid levels. 
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CHAPTER 5. CO-SIMULATION  PLATFORM  FOR UNRELIABLE 

COMMUNICATION   

To maintain voltages along a distribution feeder with high penetration of solar generation 

within operation limits, utility voltage regulation (VR) devices may need to operate from several 

times per day to tens or hundreds of times per day. Such frequent switching actions can 

significantly shorten VR device lifespan. Recent revisions in the IEEE 1547 standard [79] require 

smart inverters to include volt-var control (VVC) functionality, opening the door for inverter-based 

distributed energy resources (DERs) with superb controllability to providing high-quality, 

localized VVC services [80]-[81]. 

The contributions of this section are threefold. First, a joint HIL platform is developed for 

simulating CVVC that coordinates the operation between utility voltage regulation devices and 

inverter-based DERs. The proposed testbed allows DER control methods to be developed and 

tested on a platform that simulates transients inside each subsystem (e.g., an energy storage device 

or a PV farm) and dynamics of the entire grids (i.e., from distribution feeders to transmission 

systems). Second, communication links between the centralized controller and the DER controllers 

are established using actual communication protocols and simulators to enable the modeling of 

noises, delays, and errors caused by unreliable communication links. Third, an EALM-EDR 

algorithm is developed for recovering both the missing data and the corrupted data by 

reformulating the objective function and the updating process introduced in [52]. Note that the 

development of the algorithm is enabled by the HIL based co-simulation platform that can model 

different control systems considering realistic communication links. 
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5.1 Asynchronized HIL based Co-simulation Platform  

This section discusses the setup and modeling considerations of the asynchronous HIL co-

simulation platform. 

5.1.1 The Configuration of the HIL based Testbed 

The configuration of the asynchronous HIL co-simulation platform is shown in Figure. 5.1. 
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Figure. 5.1. Architecture of the asynchronous HIL co-simulation platform. 
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The power distribution grid is modeled by the IEEE 123-node test feeder using 

ePHASORSIM with the simulation step size at the millisecond-level. The software can conduct 

power flow calculations for both unbalanced and balanced, 3-phase and 1-phase circuits in a 

distribution system. Because dynamic models of generators, capacitor banks, and motor loads are 

included, the ePHASORSIM-based test system can model the system transient response at the 

millisecond-level. Distributed energy resources, such as PV systems with smart inverters, are 

modeled using eMEGASIM so that their dynamic responses can be modeled with the microsecond-

level. In this paper, the simulation time step for eMEGASIM is set as 100ɛs and for ePHASORSIM 

as 10ms to balance the computational needs between speed and accuracy [82]. 

This setup has two advantages over the existing circuit-based simulators. First, the 

ePHASORSIM solver can import and link different models developed in other commercial 

software used by utility engineers (e.g., PSS/E, CYME, and PowerFactory), saving model 

development time and making it easy to benchmark system performance. Second, the HIL-

modeled devices and device-level controllers communicate via Ethernet with the externally 

modeled, system-level controllers (See Figure. 5.1). This adds in an extra modeling layer for 

simulating the data flow via communication links. Note that OPAL-RT allows the modeling of 

several common communication protocols (e.g., IEC 61850, DNP3, Modbus), thus, this simulation 

setup allows modelers to develop and test different control and protection mechanisms considering 

different communication issues, such as outages, delays, missing data, or tempered data. 

5.1.2 Communication Links Modeling  

As shown in Figure. 5.1, two communication connections are set up to model the 

communication between the device level controller and the centralized controller. The Ethernet 
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protocol that can model several communication links connect the OPAL-RT simulator and an 

external computer. An LTE simulator is used to model wireless communication network.  

We assume that each feeder node is equipped with one user equipment (UE) for 

communicating with the base station (BS) tower. Because the expected coverage radius for a BS 

is between 1200 and 2500 feet [83], it is also assumed that there are five BSs (Node 13, 25, 60, 81 

and 110) installed and each UE is assigned to one of the 5 BSs, as shown in Figure. 5.2. 
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Figure. 5.2.  Configuration of the LTE network for the IEEE 123-node test feeder. 

To calculate the path loss for LTE communication links, it is necessary to define the 

distance between different feeder nodes. In this paper, the branch length defined in [78] is used 

and the nodes of the IEEE 123-node test feeder are mapped into a Cartesian coordinate system by 

letting Node 149 be the origin node. We make all branches parallel either to the x or to the y axis 

except 4 branches, i.e., branches between Node 8 and 12, Node 9 and 14, Node 18 and 35, and 

Node 35 and 36. 

With this setup, each sensor sends its measurements to a UE via an Ethernet link. The 

measurements are converted to an LTE waveform by the UE and then sent to a receiver located at 

its assigned BS. All BSs will save the measurement data to a database. The central controller can 
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read the measurements from the database and send back the control commands to the database. 

The commands then can be sent out to device level controllers by the BS. When a UE receives the 

control command from the BS, it converts the LTE waveform to digital signals and sends the 

control commands to an executer.   

In this paper, communication links between OPAL-RT and LTE simulator is built using a 

Modbus connection. Although in the field, every measuring sensor-UE pair is connected by a 

Modbus link, only four Modbus links are set up on the OPAL-RT simulator so that communication 

needs can be balanced with computational requirements.  Each link has a unique port number, so 

all four links can be simultaneously accessed through the same Ethernet link. By mapping data 

flow into four groups, we can then transfer data between the OPAL-RT simulator and the external 

controllers. With four Modbus links, the data retrieving delay is approximately 0.2s, which is 

within the range of Modbus communication delays. Note that the rated polling time for each 

Modbus link is 0.1s. 

The ns-3, a discrete-event network simulator, is used to simulate the LTE networks such 

that communication traffics and failures can be modeled with a more realistic approach. After ns-

3 receives measurement data via Modbus links, it assigns the measurement data to UE models and 

simulates the uplink process between UEs and BSs. The ns-3 also models the downlink process. 

The ns-3 saves control actions data received by UEs and then transmits them to the Modbus links. 

It is set up so that each UE has one antenna and each BS has two sector antennas while each sector 

antenna has three directional microwave antennas. The coverage range of the LTE network and 

the zone assignment for each UE are shown in Figure. 5.3. The LTE network zone is the 

communication cell for a BS tower decided by the signal-to-interference-plus-noise ratio (SINR). 

As shown in Figure. 5.3(a), ns-3 simulates the LTE coverage range for an urban area. The inter-
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cell interference has been considered. The hybrid building propagation path loss model in ns-3 is 

used to simulate the signal propagation in the presence of loss and noise. Although the path loss 

model is a static model, the LTE communication processes (e.g., data retransmission, scheduling 

request) are simulated in real time. Therefore, components of the proposed HIL co-simulation 

platform can be connected asynchronously. The scheduling delay for LTE networks can also be 

accounted for when calculating the control actions. The zone assignments for each UE are shown 

in Figure. 5.3(b). Note that the zone is chosen based on the max uplink SINR in that area and each 

UE will only communicate with the assigned BS. 

 

 
(a)  (b) 

Figure. 5.3. Simulated results for (a) LET coverage range and (b) US assignment. 

5.1.3 Simulation Approach 

In this paper, the distribution system is considered as the ñupstreamò system and the DERs 

(i.e., PVs and loads) are defined as the ñdownstreamò systems. As shown in Figure. 1, a 

downstream system is simplified as a load node in the upstream system model (i.e., the IEEE123-

node test feeder) running on ePHASORSIM. The detailed downstream system will be modeled on 

eMEGASIM where the upstream system is simplified as a 60-Hz AC source placed at the point of 

common coupling (PCC). 
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1) Load Models 

Two types of controllable load model are used: 1-phase load and 3-phase unbalanced load. 

Each load is assigned a unique second-by-second profile designed from actual residential and 

commercial load profiles. The real power of the 1-phase load is received from the assigned load 

profile and the reactive power is calculated using the assigned power factor. The composite load 

model [84] is used to model the 3-phase unbalanced load and its aggregated consumption follows 

the assigned profile. The controllable load is implemented via a dq-frame controller. The controller 

is used to generate the load current injecting into the grid and it can adjust current based on 

commands from the distribution CVVC controller.  

On this testbed, 95 distribution loads are modeled. Four out of the 95 loads are modeled by 

detailed 3-phase composited ZIP models, and the rest are modeled by assigned load profiles. 

2) PV Models 

Three three-phase, 1.8MVA PV systems are modeled on the testbed. PV arrays are 

modeled by the equivalent circuit model [85]. Converters are equipped with the maximum power 

point tracking controllers. A 3-phase inverter is connected between the grid and the converter. A 

standard DQ controller is used for each phase so that the active and reactive power of each phase 

can be controlled separately by the CVVC controller. 

3) CVVC Controller 

The CVVC controller is a centralized controller installed at the distribution control center. 

The controller runs the CVVC algorithm every 5 minutes, which is within the control interval 

range required to maintain 10-minute-average nodal voltage within the ANSI limits [35]. The 

controller is modeled externally to the HIL based testbed. Note that the control logic of the smart 

switches of the controllable loads and the smart inverters are modeled locally on each component 
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model on the testbed. Although the controller makes decisions every 5 minutes, the HIL based 

testbed is modeled in much finer detail. This allows the dynamic response of each subsystem 

caused by the control actions and their interactions to be simulated. 

The CVVC controller uses the voltage sensitivity matrix (VSM) based linearized voltage 

calculation and the mixed integer nonlinear programming (MINLP) based optimal dispatch 

method presented in [34]. The controller inputs include power measurements of the voltage at each 

load and PV node and at the substation; real and reactive power consumption by each load and 

injection by each PV system; capacitor statuses; tap positions of on-load tap changers (LTCs) and 

line voltage regulators. Using these measurements along with cost curves for each resource, the 

controller chooses the optimal control actions. The control commands could include LTC and 

voltage regulator tap changes, shunt capacitor switching, demand response (DRs) by controllable 

loads, and smart inverter real power curtailment and reactive power injection or absorption.  

Ethernet and wireless connections are used to simulate the communication links between 

the CVVC controller (modeled on the external computer) and the local controllers (modeled on 

the HIL testbed) for controlling the smart inverters and VR devices. A Modbus point list is built 

based on the observable and controllable variables at each local controller module.  Thus, the 

CVVC controller can only access those listed local controllable and observable variables. Note 

that in this paper, it is assumed that the communication interruptions (e.g., missing data caused by 

randomly dropped packet) happen mainly in the LTE network. 

4) Mitigating Control Delays 

One of the most important advantages to conducting real-time simulation is the capture of 

realistic communication and control delays on control efficacy, which is difficult to capture using 

quasi-static simulations.  
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As shown in Figure. 5.4, at the beginning of each control interval, data produced by the 

real-time simulation test system on OPAL-RT are sent through communication links to the external 

controller. After the controller calculates the optimal control actions, the corresponding commands 

are sent back to the controllable devices modeled on the HIL testbed through the same links. The 

total time delay from when the measurements are taken to when the control actions are 

implemented can be up to 60 seconds, including the round-trip data propagation delay on Modbus 

and LTE network, which is less than 5 seconds, and the data recovery and control computation 

time, which varies from 15 to 60 seconds. If the control interval is every 5 minutes, each command 

will be in effect for approximately 5 minutes (from the time a control action is received at t = 60 s 

to the time it is updated at t = 360 s). Because the models on OPAL-RT are simulated at a small 

time step, the real-time simulation has already advanced many steps during the 360 seconds and 

the load and PV injections may have changed. Thus, a control action calculated using data 

collected at t = 0 s may no longer be an optimal or even acceptable action to resolve all the voltage 

issues during that control interval, as is often observed in real-world implementation. 

Measurements

Optimization

Commands

Optimization
...

...

OPAL-RT

Simulator

External 

Computer

t = 0s t = 60s t = 300s t = 360s

Measurements

Commands

Time

Total time between when the measurements are taken and 

the end of the corresponding command implementations

Time

 
Figure. 5.4. Control timeline for two control intervals. 

To mitigate the degradation on control efficacy caused by communication and control 

delays, the voltage deadband allowed in the optimization within the CVVC at the distribution 

control center is tightened by adjusting the minimum and maximum voltage constraint defined by 

(12) in [34]. Once the voltages are initially corrected to within the tighter voltage deadband, the 
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nodal voltage can vary as loads and PV outputs change but will remain within the ANSI limits 

throughout the control interval. However, narrowing the voltage deadband comes at a higher cost 

because more voltage control resources need to be called into action to satisfy the stricter 

constraints. 

To balance the likelihood of violating voltage constraints and the control cost, the voltage 

margin can be selected based on the expected voltage changes on a circuit. For example, the 

voltage margin is selected as 0.014 p.u., which is the 99th percentile of voltage change magnitudes 

occurring on all nodes across all 6-minute rolling intervals for one-day run without control. 

By tightening the voltage constraints in the controllerôs MINLP by this margin, the 

controller can maintain all nodal voltage within the hard limits in the entire control period. 

5.1.4 Coupling between Control Systems 

A unique characteristic of the proposed HIL platform is that it co-simulates the closed-loop 

interactions between the distribution grid and the many DER devices connected to it. Because each 

DER has its own control and modeling time steps, a multi-rate technique [86] is applied so that 

DERs are modeled separately and connected to the main grid via equivalent links.  

As shown in the RT-LAB OpComm I/O module in Figure. 1, the voltage magnitudes, V, 

and phase angles, ŭ, calculated in the upstream system simulation are passed on to the downstream 

systems (see the red dashed lines). Real and reactive power consumptions or generations of the 

downstream systems are passed back to the upstream system (see the blue dashed lines).  

Because this platform is developed for dynamic simulation, the consumption 

measurements are acquired based on the load type in the upstream system. For example, when a 

distribution load node is modeled as a constant impedance load, the load measurement is the 
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equivalent admittance of the downstream system. The PV system is connected to a constant power 

load node wherein the load consumption is a negative value representing the solar generation. 

A successful co-simulation platform consisting of multiple control systems, each running 

on its own simulation time step, requires temporal synchronization between systems during the 

entire runtime. Existing co-simulation platforms usually connect different software or systems 

using an external application programming interface (API) as a coordinator. In this paper, different 

systems are connected together using the SIMULINK internal linkage and the OpComm I/O 

module. The testbed internal temporal coordination between systems is shown in Figure. 5.5. The 

sampling rate for the RT-LAB communication bar is 10ms and the Arrow i is defined as ñAiò. 
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Figure. 5.5.  Temporal coupling between distribution and DER systems. 

Let t0 represent the time step right before an interruption happens. At t0, the simulation of 

the upstream system and all downstream systems start with their initial conditions. Between t0 and 

t1, if a voltage interruption happens at the upstream system (e.g., a tap change or a shunt capacitor 

switching in), from the time when the interruption happens in the upstream system to when the 

impact is considered by a downstream system, the simulation has at least advanced 20.1ms, 

representing three different time steps (A2-A9-A12). If a power interruption happens in the 

downstream system between t0 and t1 (e.g., solar irradiance changes), the time from when the 
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event happens on the downstream system to when the impact is considered by the upstream system 

is at least about 20.1ms (A11-A4-A3). This asynchronous connection is the main drawback of 

using OPAL-RT based simulator to co-simulate different test systems that have distinct simulation 

time steps. It is possible to reduce the sampling time of the communication bar, but such change 

requests higher computational capability for the simulator. 

Moreover, as shown in Figure. 5.5, when the simulation of the downstream system advances a 

time step, the instantaneous simulated results will be passed to the communication bar (e.g., A7 

and A8). However, the previous simulation results on the communication bar will be overwritten 

by the later signal. For example, if a downstream system transfers simulated results to the 

communication bar (e.g., A7), then this downstream system model updates its simulated result at 

next time step (e.g., A11) and passes the new results to communication bar (e.g., A8). The 

communication bar only keeps the latest simulation data (e.g., A8) and transfers the associated 

results (e.g. A4) to the upstream system for calculating new system status. More discussions about 

the temporal coupling between different OPAL-RT subsystems can be found in [82]. 

5.2 Mitigation of unreliable Communication Links 

5.2.1 Mitigating Corrupted Measurement with Missing Data 

The CVVC approach requires measurement signals of distribution load consumption and 

solar generation. Sending data via an unreliable communication link may cause corrupted 

measurement signals, missing data or erroneous data segments. To test the robustness of the CVVC 

algorithm, communication interruptions, including missing data and gross measurement errors, are 

applied to the HIL simulated measurement data.  

Denote S  ɸ m×r
 as the original measurement matrix collected by smart meters which 

contains the original r measurements for m distribution components (e.g., for distribution loads or 
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PV systems, the entries of S are active and reactive power; for shunt capacitors, the measurement 

is the operation status). S is usually a full-rank matrix and its rank r is less than the row number m.  

Measurement redundancy increases the resilience of the system state estimator, meaning 

that bad or lost telemetry will not result in a solution error in a state estimator with redundancy. A 

common practice is to add redundant measurements, such as branch active and reactive flows, to 

S as system variables. However, this approach requires additional measurements to be collected 

and processed from both sending and receiving ends.  

Thus, a linear transformation based cryptography approach is used in this paper. A key 

matrix C is assumed to be used by UEs to encrypt S and the distribution central controller can also 

use the same C to decode the received data. Therefore, the low-rank, encoded measurement matrix 

A  ɸ m×n is calculated by 

 =A SC  (5.1) 

where C  ɸ r×n, r Ḻ n, is also a full-rank matrix. 

The observation matrix D  ɸ m×n received by the BSs is defined as an observation set of A 

which contains the random missing data and the noise matrix N caused by the path loss but without 

considering measurement errors. 

 
( )if

otherwise0

i j i j

i j
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,
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D  (5.2) 

where ɋ is the set of indices for the available measurement. 

If there are data errors because of communication system disturbances or cyber-attacks, 

then, the actual observation matrix M   ɸ m×n received by the BSs is represented as 

 []
( ), , , if ,

0 otherwise
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where E ɸ  m×n is the sparse measurement errors matrix and Pɋ[Ŀ]: 
m×n ŕ m×n is a linear operator 

that keeps the entries in ɋ unchanged and sets those outside ɋ (e.g., W) to zeros. Note that by 

using this formulation, the measurement errors for the missing data is ignored. This is because 

only zeros are received and any measurement errors would not reflect in M . 

If E is sufficiently sparse (n ḻ r), the low-rank data matrix A can be fully recovered from 

M  by solving the following matrix recovery problem [87] described as 

 []( )* 1,
min Pl W+
L G

L G  (5.4a) 

s.t. 

 = +M L G  (5.4b) 

 [] []P P
W W

=-G L  (5.4c) 

where ||·||* is the nuclear norm of a matrix (the sum of its singular values), ||·||1 is the sum of the 

absolute value of matrix entries while ɚ is a positive weighting factor.  

By solving (4), the optimal estimations for A and E can be obtained, where L   ɸ m×n and 

G  ɸ m×n. Note that the matrix recovery matrix formulation defined by (26) in [52] considered 

only a measurement error matrix without accounting for the missing data in the communication 

process. By formulating Pɋ[G] into the objective function, L  and G are able to be separated from 

M  by solving (4a). Thus, we consider this reformulation as one of our main contributions. 

5.2.2 Augmented Lagrangian Multipliers based Method 

The ALM method solves a constrained optimization problem 

 min ( ), s.t. ( ) 0f x h x =  (5.5) 

by formulating the Lagrangian function as 

 ( ) () ()
2

, , , , ( )
2 F

L x f x h x h x
m

g j m j= + +  (5.6) 
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where ű is the Lagrangian multiplier, ɛ is a positive coefficient for the augmented penalty term 

||h(x)||
2 

F  compared to a regular Lagrangian problem set, ἂ·,·ἃ calculates the inner product and ||·||F 

gives the Frobenius norm of a matrix (the square root of the sum of the absolute squares of matrix 

entries). 

Therefore, let x = (L , G) and H = M  ï L  ï G = 0, the ALM function for (5.4) can be 

formulated as 

 ( ) () ()
2

, , , , ( )
2 F

L x f x h x h x
m

g j m j= + +  (5.7) 

An iterative singular threshold value based approach [89] is used to solve (5.7) by updating 

L , G and ʌ iteratively such that: it calculates L  and G by minimizing (5.7) assuming ʌ and µ are 

fixed. The Hcal and mismatch matrix ȹH can be calculated as 

 
cal, 

cal, 0

k k k

k k

= - -
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H M L G
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where L k and Gk are the calculation results in iteration k. The mismatch ȹHk will be used to 

calculate ʌk+1. 

Define a soft-threshold operator TŮ as 
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where x  ɸ  and Ů is a positive real number. 

Then, the updating function of G can be calculated using 
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where W1 is calculated from (5.7) assuming L  and ʌ are fixed. 
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After G is calculated from (5.10.a), the updating function of L  can be calculated as 
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where USVT is the singular value decomposition (SVD) of W2. 

EALM-EDR can update Gk+1 at iteration k+1 using (5.10a) as 
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In [52], only the first term in (5.11) is used.  This means that if a measurement datum is 

within ɋ, we consider it may contain measurement error; otherwise, the measured error is ignored. 

In this paper, the second term (i.e., P
W

[W1, k]) in (5.11) is added to estimate the measurement 

outside ɋ (i.e., the missing data). This problem formulation will then allow us to consider both 

corrupted and missing data in one unified problem formulation. 

To calculate L k+1, we have 
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where SVD[·] is an operator for singular value decomposition. 

Define nSTV,k as the number of singular values of Sk that are larger than ɛ
-1 

k . At iteration k, 

L k+1 is updated using (5.10b) as 
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where SnSTV×nSTV denotes the first nSTV singular values of S, Um×nSTV and Vn×nSTV denotes the first 

nSTV columns of the matrix. 

Then, EALM-EDR updates the ʌk+1 and the coefficient ɛk+1 as 

 
1 1k k k km+ += - ÖDū ū H  (5.14) 

 { }1 maxmin ,k km b m m+= Ö  (5.15) 

where ɓ > 1 is a constant and ɛmax is the upper limit of ɛ. 

The iteration stop criteria for EALM-EDR is defined as 
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where ŭ is a small positive constant. 

The EALM-EDR algorithm is summarized as Algorithm 5.1. 

 

 

 

 

 

 

 

 

 

 

Algorithm 5.1: EALM -EDR 

Initialization:  Select values for ʌ0, L0, ɛ0, ɛmax, kmax, ɓ, ŭ, and let k = 1. 

Input:  Measurement data set M .  

Output:  optimal estimation A = L k, Pɋ[E] = Pɋ[Gk].  

1. while k < kmax 

2.     Compute Gk+1 using (11). 

3.     Conduct the singular value decomposition using (12). 

4.     Compute L k+1 using (13). 

5.     Update multiplier and penalty coefficient using (14) and (15). 

6. if  satisfy the stop criteria (16) 

    Break the loop.  

end if 

7. k = k + 1 

8. end while 
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5.3 CASE STUDIES AND ANALYSIS 

In this section, the benchmarking process and a few case studies for quantifying the impact 

of unreliable communication on the CVCC performance are presented. 

5.3.1 Case Studies 1: System Benchmarking 

A series of benchmarking tests are performed to quantify the performance of the testbed 

and proposed mitigation strategies. The first benchmarking test validates the IEEE 123-node test 

feeder model run on the OPAL-RT platform. The nodal voltage calculated using OPAL-RT are 

compared with those provided in the IEEE standard test report [78].  

As shown in Figure. 5.6, OPAL-RT simulation results match the benchmark data very well 

and the maximum deviation is less than 0.01p.u. The relatively larger errors (see the upper corner 

of Figure. 5.6) were caused by the conversion of a voltage regulator model to a controllable 

transformer model in our CYME model because ePHASORSIM cannot handle voltage regulators. 

 
Figure. 5.6.  Comparison of voltage calculation. 

The second benchmarking test is conducted to demonstrate the performance of using the 

EALM-EDR strategy to recover different rates of missing and corrupted data for addressing the 

impact of the VVC under imperfect communication. If the communication interruptions will only 
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happen to the power measurements, (e.g., distribution loads and PV systems), the matrix rank of 

S is 2. Model settings are summarized in Table 5.1 and 5.2. 

In this case, because the rated power of the PV inverter installed in each phase is 600 kVA 

and measurements sent through the Modbus links are in actual value instead of per unit value, the 

testing data of S is randomly selected from [-600, 600] to represent the false data injection for PV 

active and reactive power. D is obtained by randomly sampling A in order to model the missing 

data. The color map in Figure. 5.7 reflects the empirical recovery rate of the 2000 runs (scaled 

between 0 and 1). Light yellow denotes perfect recovery in all experiments, whereas dark blue 

denotes failure for all experiments. When the test data is suffering from random missing data and 

the missing rate is less than 40% (meaning the sampling rate is larger than 60%), EALM-EDR can 

precisely recover the original test data for almost every case. The estimation error starts to increase 

rapidly when the missing data rate is larger than 55% and EALM-EDR can barely guarantee any 

accuracy when the missing data rate exceeds 70%. Gross error data is randomly selected between 

[-100, 100] to create E. Simulation results in Figure. 5.7 shows that EALM-EDR is robust in all 

cases when experiencing corrupted data. 

The last benchmarking test demonstrates the HIL real-time simulation with and without 

the proposed VSM-based CVVC to demonstrate the effectiveness of the control strategy with a 

perfect communication link. The one-minute distribution of the nodal voltage without control and 

with the CVVC from 12:00 to 22:00 is summarized in Figure. 5.8. Both cases have a perfect 

communication link without any interruption and a control voltage margin (0.014 p.u.). The total 

number of voltage violations (TNVV) and the max voltage violation magnitude (MVVM) are used 

as the evaluation metrics. In the no control case, nodal voltage violates the allowed range [0.975, 
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1.05], with the TNVV as high as 21043 and the MVVM as 0.0326 p.u. In the control case, node 

voltages are limited within the required range and both TNVV and MVVM are zero. 

Table 5.1. Setups of the EALM-EDR Algorithm 

Symbol Description Quantity 

n Column number of the encoder matrix. 20 

m Number of distribution components. 104 

r Number of measurements. 2 

ʌ0 Initial value for the Lagrange multiplier. ||M ||2 

L0 Initial value for L . 0m×n 

ɛ0, ɛmax Initial value for (7) and its upper limit. 0.01, 105 

kmax Maximum number of interation. 1000 

ɓ Constant scale to update ɛ. 1.1 

ɚ Positive weighting parameter for (7). 0.1 

ŭ Max tolerance for ITSV. 10-6 

Table 5.2. Setups of LTE Simulations for Uplink and Downlink  

Description Quantity 

Frequency bands. 900MHz 

Channel bandwidth. 3MHz 

Duplex mode. FDD 

Tx transmit power. 23dBm 

Link gain. 13.5dBi 

Size of payload. 256 

OFDM symbols for each subframe 7 

Min signal reception strength -117.4dBm 

Height of BS 40m 

Height of UE 1.5m 

Max allowed edge path loss 143.31dB 

 
Figure. 5.7.  Correct data recovery ratio for different cases. 

 
(a) 

 
(b) 

Figure. 5.8.  Nodal voltage profiles: (a) no-control baseline case and (b) controlled case with perfect communication. 
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5.3.2 Case Studies 2 

The objective of this case study is to demonstrate the impact of setting up a voltage margin 

on voltage regulation. Three 10-hour test cases are conducted assuming perfect communication. 

As shown in Table 5.3, when the voltage margin increases, there are more control actions taken to 

bring the voltages inside the tighter limit. As shown in Figure. 5.9, if no voltage margin is used, 

nodal voltage will drop below the desired voltage lower limit. While setting up a large voltage 

margins (e.g., 0.02 p.u.) can remove all voltage violations, it leads to frequent control actions, 

causing higher wear-and-tear and higher control cost. Therefore, in practice, a suitable voltage 

margin (in this case, 0.014 p.u.) needs to be selected so that voltage violations can be removed 

with minimum increase in the number of control actions. 

Table 5.3. Summary of Simulation Results for Different Margins 

Metrics Quantity 

Voltage Margin (p.u.) 0 0.014 0.02 

Voltage Deadband (p.u.) [0.975, 1.05] [0.982, 1.043] [0.985, 1.04] 

DR down (kWh) 4.1 5.2 29.8 

DR up (kWh) 0 0 0 

Tap Changes (#) 0 0 1.0 

Cap Switches (#) 0 0 0 

PV curtailed (kWh) 0 0  

PV Q injected (Mvarh) 7.8 14.5 24.4 

PV Q Absorbed (Mvarh) 0 0 7.8 

Cost ($) 1.07 1.13 5.10 

TNVV 1702 0 2 

MVVM (p.u.) 0.0116 0 0.0005 

 

 

Figure. 5.9. Phase a voltage at Node 50 when using different voltage control margins. 

12 14 16 18 20 22

0.975

1

1.025

 0 p.u.  0.014 p.u.  0.02 p.u. 

V
o

lt
a

g
e

 (
p

.u
.)

Time (hour)



   

80 

 

5.3.3 Case Studies 3 

A test case is conducted to demonstrate the impact of missing data on the CVVC and the 

effectiveness of the data recovery strategy. Under this case, the CVVC controller receives 95 

consumption measurements (from 80 single-phase loads and 5 three-phase unbalanced loads) and 

9 generation measurements (from 3 three-phase balanced solar farm). The dispatch controls with 

the control safety margin are sent to each device. The encoder matrix C is set up randomly. A UE 

will send the schedule request (SR) to the BS before transmitting data. If the UE fails to obtain 

uplink communication permission from the BS and the SR transmitting reaches the maximum 

allowed times, the LTE package will be dropped. Therefore, the allowed SR resend number is 

reduced to generate the observation set D and the missing data rate is set up as 10%. Simulation 

results for CVVC without and with data recovery algorithm are summarized in Figure. 5.10 and 

Table 5.4. The recovery performance of the EALM-EDR is compared with two existing corrupted 

data detection methods: the subspace evolution and transfer (SET) based method [88] and the 

singular value threshold (SVT) based method [89]. Identical or similar settings (see Table 5.1 and 

5.2) are used to implement the algorithm and achieve impartial performance comparison. 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure. 5.10.  Nodal voltage profiles when there are missing data sets: (a) no data recovery, (b) recovery using SET, 

(c) recovery using SVT, and (d) recovery using EALM-EDR. 
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Table 5.4. Performance Comparison for Missing Data Recovery 

Method TNVV MVVM (p.u.) AET (second) 

Unrecovered 204 0.0099 \ 

SET 135 0.0142 1.5835 

SVT 2 0.0012 0.9699 

EALM-EDR 0 0 0.0831 

 

Under the no-recovery case, the CVVC control will receive the measurement matrix S 

without encoding the data using (1). If the controller does not receive the measurement data from 

a device (e.g., distribution load or solar inverter) at time t, the CVVC will use the most recent 

successful measurement from that device as the input to the control algorithm. As shown in Figure. 

5.10 (a), the feeder nodal voltage violates the given range and has more voltage flickers with the 

TNVV and MVVM as 204 and 0.0099 p.u., respectively. For the recovered case, the recovery 

algorithm can complete matrix entries and estimate matrix A from matrix D, thus, the CVVC 

controller is able to obtain all measurements and control the nodal voltage, as shown in Figure. 

5.10 (b)-(d). Moreover, because the SET method cannot converge to the correct solution all the 

time, SVT and EALM-EDR obtain better control results. As for the average execution time (AET), 

EALM-EDR is much faster compared with SVT and SET. 

5.3.4 Case Studies 4 

Another simulation case is conducted to show the impact of gross measurement errors on 

CVVC. This case study has the same settings as Case 3 and the corrupted data rate is 10%. False 

data is inserted into A to represent cyber-attacks. For load measurement, the false data is assumed 

to follow a uniform distribution between zero and the maximum of all load profiles. For PV real 

power measurements, the false data is randomly chosen between zero and the PV rated power 

output. For PV reactive power measurement, the false data is randomly chosen between the 

negative and positive reactive power limits. Simulation results for CVVC without and with data 

recovery methods are depicted in Figure. 5.11 and Table 5.5. The performance on data recovery 
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are compared for EALM-EDR, ALM [52], and SVT [90] methods with identical or similar settings 

(see Table 5.1 and 5.2). 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

Figure. 5.11.  Nodal voltage profiles when there are corrupted data sets: (a) no data recovery, (b) recovery using ALM, 

(c) recovery using SVT, and (d) recovery using EALM-EDR. 

Table 5.5. Performance Comparison for Corrupted Data Recovery 

Method TNVV MVVM (p.u.) AET (second) 

Unrecovered 59 0.0090 \ 

ALM  13 0.0063 0.2219 

SVT 4 0.0021 0.9167 

EALM-EDR 2 0.0001 0.2659 

 

For the no-recovery case, the CVVC controller receives the corrupted measurement data 

A+E and it cannot recognize the malicious data. Thus, the controller will calculate new control 

actions based on the corrupted data, which lead to voltage fluctuation and violation, as shown in 

Figure. 5.11(a). Compared to the unrecovered case, all recovery methods can mitigate the 

corrupted data and the CVVC controller is able to control the nodal voltage, as shown in Figure. 

5.11 (b)-(d). For data recovered cases, EALM-EDR achieves better performance in both TNVV 

and MVVM compared with the ALM and SVT method. For the AET, both ALM and EALM-EDR 

require less operation time than SVT method. The EALM-EDR method is slightly slower because 

the sampling operation may consume extra time. 
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