ABSTRACT

ZHANG, QING. Microdata Privacy Protection Through Permutation-Based Approaches. (Under
the direction of Professor Ting Yu and Professor Munindar P. Singh).

Data analysts often prefer access to data in the form of original tuples(i.e., microdata),
instead of pre-aggregated statistics, since the former offers advantages in information flexibility
and availability. Two problems should be addressed before releasing microdata. First, individual’s
privacy needs to be adequately protected. In general, the data will be anonymized before shar-
ing. Second, the utility of the anonymized microdata should be maintained and common aggregate
queries should be answered with reasonable accuracy.

Most existing works on microdata anonymization are based on attribute generalization.
Though popular, these approaches have limitations: the generalization of attributes make it difficult
to answer typical aggregate queries with reasonable accuracy.

This dissertation investigates new techniques to address the limitations of existing ap-
proaches. We propose to anonymize microdata through permutation-based approaches. In particu-
lar, we first extend existing privacy goals to better fit the protection requirement of numerical data,
and develop a scheme to achieve this privacy goal through sensitive attribute permutation. Sec-
ond, we propose a stronger privacy goal where an attacker can only learn from the microdata that
an individual’s sensitive attribute follows a pre-specified target distribution, but nothing more. We
combine sensitive attribute permutation and generalization techniques to achieve this goal. To get
better query answers when the target distribution is far from that of the original microdata, we fur-
ther provide mechanisms to allow users to better control the tradeoff between privacy and accuracy.
Third, we extend our techniques to anonymize graph data and support the accurate answering of
queries that involve graph properties. Specifically, we partition the nodes and relabel (a form of
permutation) the nodes within the same partition. Finally, we study anonymization techniques that
can support personalized privacy, which allows individuals to flexibly control the privacy protection

they desire.
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Chapter 1

Introduction

1.1 Privacy-Preserving Data Sharing

With the fast development of computer hardware and software, and the rapid computeri-
zation of businesses and government operations, large amount of data have been collected. These
data often need to be published, shared with, or outsourced to collaborating companies for further
processing. For example, the government may need to publish the census data with household in-
come information in a certain area; a hospital may need to share its patient records with public
health researchers; a loan company may need to publish its customer finance data to demonstrate its
business rules, and so on.

Such data often contains private information, and should not be disclosed directly. In the
above example, the household income of a particular family in the census data, the health record
of a particular patient, and the financial history of any individual in the loan report are all sensitive
information, and its privacy should be maintained.

Traditionally, the data owner often choose some representative statistics to publish, or
pre-aggregate parts of the data that others might be interested in. In this way, an individual’s privacy
is better protected. However, data published in these forms lack flexibility. Others can only learn
about the pre-computed statistics, but nothing else.

In recent years, researchers have proposed to publish data in the form of microdata, i.e.,
data in the original form of individual tuples. Obviously the release of microdata offers significant
advantages in terms of information availability, as the original records are kept and people can issue
arbitrary queries they are interested in. So it is particularly suitable for ad hoc analysis.

However, the release of microdata raises privacy concerns when records containing



sensitive attributes (SA) of individuals are published.  Existing privacy practice relies on de-
identification, i.e., removing explicit identification information (e.g., name, SSN, home address
and telephone numbers) from microdata. However, it has been well recognized [1, 2] that simple
de-identification is not sufficient to protect an individual’s privacy. One’s other attributes (so-called
quasi-identifiers, or QI for short, such as age, zip code, date of birth and race) are usually needed for
data analysis, and thus are kept after de-identification. Individuals’ sensitive information may often
be revealed when microdata are linked with publicly available information through quasi-identifiers.
A famous example is given by Sweeney in [2], where she successfully identified the governor of
Massachusetts using only his date of birth, gender, and ZIP code from local hospital records, and
then combine this information with the census database.

k-anonymity [2] is a privacy model to address the above privacy problem. Through do-
main generalization and record suppression, k-anonymity guarantees that publicly available infor-
mation cannot be related with less than & records in a microdata database. In other words, given a
sensitive attribute value in microdata, an attacker can at most relate it to a group of no fewer than
k individuals instead of any specific one. The concept of ¢-diversity [3] was recently proposed to
further protect privacy in microdata. It is based on a stronger attack model where an attacker is
assumed to have the knowledge that both the record corresponding to an individual and some values
of its quasi-identifiers appear in a microdata database. In its basic scheme, each individual will be
associated to at least [ different sensitive attribute values in the anonymized data. Thus in order
to recover the original mapping, the attacker needs at least [ — 1 pieces of additional background
information.

The privacy goals of k-anonymization and ¢-diversity are suitable for categorical sensi-
tive attributes, such as the disease attribute in a patient record table. They assume that different
attribute values are incomparable. In /-diversity, as long as it is ensured that an individual’s sensi-
tive attribute value can at most be narrowed down to a group of no less than & tuples with no less
than ¢ distinct values, one’s privacy is protected. In practice, besides categorical attributes, many
sensitive attributes in microdata databases are in fact numerical data, e.g., one’s salary, investment
gains or losses. The privacy goals of k-anonymity and ¢-diversity are often not sufficient to protect
numerical attributes. For example, even when ¢-diversity is satisfied, if the group of salary values
falls into a narrow range, an attacker can still obtain sensitive financial information of an individ-
ual. Therefore, it is important to define new privacy goals for the protection of numerical sensitive
attributes in microdata.

In some scenarios the distribution of specific attribute values in the released microdata



can be as sensitive as the private information of individual records. For example, consider a hospital
in Beverly Hills that treats celebrities. Since reporters often keep monitoring which celebrities
have checked into the hospital, it would be desirable for the hospital to disguise the distribution of
the released sensitive attributes (e.g., symptoms and prescriptions) to a different “target distribution”
which, e.g., exactly or approximately mirrors the distribution from the general population of patients
in the Los Angeles area. It will be very useful to propose an anonymization scheme that ensures an
attacker can only derive from the microdata that an individual record’s sensitive attribute follows a
pre-specified target distribution.

Most of existing works are focusing on the privacy problems of tabular data. We also
observe that private data often arises in the form of associations between entities. An example is the
products bought by customers at a pharmacy. The set of products being sold and their properties
are public knowledge, and it may be no secret which customers visit a particular pharmacy. How-
ever, the association between a particular individual and a particular medication is often considered
sensitive, since it is indicative of diseases or health issues that they have. The most natural way to
model such data is to use a bipartite graph: nodes represent entities, and edges indicate associations
between them. Graph data pose more privacy challenges than tabular data: a single piece of back-
ground information combined with the graph structure can often leak a large amount of information
[4]. New anonymization schemes are needed which can address the challenging privacy problems
associated with graph structures.

In this dissertation, we propose solutions to all the privacy problems mentioned above.
Furthermore, we identify that since most existing approaches achieve privacy through generalization
of quasi-identifiers [5, 6, 3, 7, 8, 9], they cannot answer aggregate queries with any reasonable
accuracy, thereby reducing the utility of the released microdata. We emphasize that complementing
the desire for privacy of microdata is the need to support ad hoc aggregate analysis that select
subsets of records based on arbitrary conditions on the quasiidentifiers and compute aggregates
over sensitive attributes (e.g., what is the average salary of men over age 50 in Texas?). For each of
the privacy models we addressed above, we also investigate effective techniques to support accurate

aggregate query answering on microdata while preserving privacy.

1.2 Scope of The Research

Privacy-preserving data sharing is a broad topic. In this dissertation, We restrict our dis-

cussion within a carefully chosen scope. Solutions within this scope can serve as a foundation for



more complex scenarios.

1.2.1 Data model

In this dissertation, we study the privacy of two types of data.

e First we consider the anonymization of a de-identified tabular data from one table, where
each entry of the table corresponds to an individual. Attributes of each entry can be separated
into quasi-identifiers and a sensitive attribute. For multiple tables, if they are non-correlated,
which means there is no association between their attributes, we can anonymize them with
our approach separately. If there are some associated attributes, we can construct a combined
view on these tables based on those attributes. When we do need to publish multiple correlated
tables separately, the problem is much harder. As pointed out by Yao et al. [10], the problem
of checking k-anonymity in multiple views is generally NP-hard. We leave it as possible

future work.

e For tabular data, we assume the data is already de-identified. The remaining attributes are
either quasi identifiers or sensitive attributes. If there exist no quasi identifiers in the table,
or if some of the quasi identifiers are also sensitive, it is difficult for attackers to link the
identifiers in the outside database and tuples in the microdata. Thus we do not consider such

situations.

e In Chapter 4, we will look at the privacy of bipartite graph data. We assume in the graph
nodes represent entities, and edges indicate associations between them. Specifically, we
only consider unweighted, and undirected graphs, and each pair of nodes have only a single

edge between them.

1.2.2 Publishing model

We assume a static model of microdata release. In other words, we assume there is no
change to the original data. Therefore, once an anonymized microdata table is published, there is no
need to update it. Many real applications work in this fashion. For example, for streaming data, we
can always collect data block by block and treat each block as an independent table. For the case of
modification and deletion in the old data, the problem becomes more complicated, as attackers can

track the difference in the anonymized tables before and after the modification. This will introduce



more privacy leakage. Currently there is no solution to this kind of situation yet. We also leave it to

future work.

1.2.3 Query model

We consider queries that select subsets of records based on arbitrary conditions on the
quasi identifiers, and computes aggregates on sensitive attributes. Such queries are most commonly
used in OLAP. For graph data, we further define different types of queries, based on their conditions

on the attributes, graph structure, or different combinations of them in chapter 4.

1.2.4 Privacy model

For privacy of tabular data, we focus on protecting the sensitive attribute of individuals.
In other words, the goal is to prevent attackers from knowing the sensitive attribute values of in-
dividuals. For bipartite graph data, we focuses on the privacy of the association between the two
types of entities. We do not constrain if attackers can infer whether someone or some entity is in
the database. In other words, we do not take into account the “existential sensitivity”, where the
mere fact that there exists a record for a specific individual Alice in the microdata table may also be
considered sensitive, even though Alice’s sensitive attribute is unknown. The reason is, as stated in
[3], besides public databases, attackers may often have external background knowledge. For exam-
ple, Bob may physically see that Alice checked into a hospital. Thus, it is difficult if not impossible
to prevent such information leakage. In this dissertation, revealing one’s sensitive attribute values is
considered a privacy violation, but revealing the existence of a record with specific quasi-identifiers

18 not.

1.2.5 Attack model

For tabular data, we assume the only information attackers can access is the published
anonymized table, and some other publicly available database that contains the association between
the unique identifiers and quasi-identifiers in the microdata. We do not consider insider attacks. In
other words, we assume attackers cannot access the original data, and do not have priori knowledge
of the correlation between quasi-identifiers and sensitive attributes.

For the bipartite graph data, we also assume that attackers can only access the original

published data. They are static: they cannot inject nodes or edges to the graph. In some cases



attackers may have some information about the graph structure. It is more complicated and we will

leave the detailed discussions to chapter 4.

1.3 Contributions

The goal of privacy protection in microdata is essentially to break the association between
the identifiers in publicly available information and the sensitive attributes in microdata, due to
quasi-identifiers. Existing approaches are mostly based on generalizations on quasi-identifiers (QI-
generalization) and aim to weaken the link between quasi-identifiers in publicly available databases
and microdata. However, QI-generalization based approaches cannot maintain much utility of the
anonymized data. In this dissertation, we propose permutation-based approaches on sensitive at-
tributes (SA-permutation) to reduce the association between quasi-identifiers and sensitive attributes
in microdata. We also identify the privacy requirements for several specific scenarios, and design
corresponding anonymization schemes based on permutation approaches. In particular, the contri-

butions of this thesis include the following:

1. We propose permutation-based techniques on sensitive attributes to anonymize microdata
table and protect privacy. We show that SA-permutation based anonymization techniques can

always answer aggregate queries more accurately than QI-generalization based approaches.

2. We propose (k, e)-anonymity, a new privacy goal to better capture privacy protection for
numerical sensitive attributes in chapter 2. Besides requiring a group of sensitive attribute
values to have no less than £ distinct values, the proposed privacy goal requires the range
of the group to be larger than a certain threshold e. We design an anonymization scheme to
achieve this privacy goal based on SA-permutation. We further optimize the scheme so that
it can provide the best query answers to aggregate queries, and anonymization algorithm runs

efficiently on large dataset.

3. We propose the distributional privacy model in chapter 3, which allows data owner to specify
an arbitrary target distribution, and attackers can only derive from the microdata that any
individual’s sensitive attribute follows the target distribution but nothing else. In order to
achieve this privacy goal, we propose a novel anonymization scheme which is also based on
SA-permutation. In this scheme we first partition the SA values, generalize these values along

a predefined hierarchy tree on the sensitive attribute domain. Then permutate the generalized



domains within each partition. We also develop efficient algorithms to optimize this scheme

and provide the best query answers to aggregate queries.

When the target distribution is far from the source distribution, the query accuracy is often
poor. We further propose two approaches to achieve better accuracy for query answering. The
first approach allows data owners to approximate the target distribution in a controlled manner
to tradeoff distributional privacy protection and accurate query answering during anonymiza-

tion. The second approach is to inject fake tuples into the anonymized dataset.

4. Private data often comes in the form of association between entities. In chapter 4 we show that
existing anonymization techniques for tabular data cannot give accurate answers to queries on
graph properties: small changes on edges will change aggregate graph properties radically.
We propose a novel group of anonymization techniques for bipartite graph data, called (k,()-
groupings. Graph data pose more security challenges than tabular data. A single piece of
background information combined with the graph structure can often leak a large amount
of information. We demonstrate such attacks, and study the security properties of (k,[)-

groupings in detail.

5. In practice, users may not care about their privacy that much, which makes it possible that we
relax the privacy protection for some users, and provide more accurate answers to aggregate
queries. We initialize this privacy model in chapter 5 to give users choices to specify their

own privacy preferences and proposed the personalized privacy model.

1.4 Dissertation Outline

In the rest of this dissertation, we describe different privacy goals, as well as their re-
spective solutions in each chapter. Specifically, we will describe the (k, e)-anonymity model in
chapter 2, the distributional privacy model in chapter 3, the graph privacy model in chapter 4, and
the personalized privacy model in chapter 5. Related works are discussed in chapter 6, where we

also conclude this dissertation, and point out some possible further research directions.



Chapter 2

Anonymizing Numerical data

2.1 Motivation

The privacy goal of k-anonymity[2] and ¢-diversity[3] is suitable for categorical sensitive
attributes, such as the disease attribute in a patient record table, where different attribute values
are incomparable. In practice, besides categorical attributes, many sensitive attributes in microdata
databases are numerical, e.g., salary, investment gains or losses, credit score, white blood cell count,
etc. Applying existing privacy goals of k-anonymity and ¢-diversity is often not sufficient to protect
numerical attributes. For example, even when /-diversity is satisfied, if the salary values fall in a
narrow range, sensitive information is revealed. Thus, it is important to define new privacy goals
for the protection of numerical sensitive attributes in microdata.

In this chapter, we propose a new privacy goal to better capture privacy protection for
numerical sensitive attributes . Besides requiring a group of sensitive attribute values to have no less
than k distinct values, the proposed privacy goal further requires the range of the group to be larger
than a certain threshold e; such a threshold prevents an attacker from determining an individual’s
sensitive attribute value in a narrow range.

It is not hard to see that traditional domain generalization approaches can be used to
achieve (k, e)-anonymity when handling numeric-valued sensitive attributes. After each domain
generalization, besides checking whether every partition has no less than k tuples, we simply further
check whether the partition has a range larger than or equal to e.

However, as we will show in section 2.2, generalization based techniques impose chal-
lenges when answering ad hoc aggregate queries. In general, given an aggregate query whose

condition over quasi-identifiers is ¢, and a microdata table generalized under D’fQ 7> let D; be one



Table 2.1: An example microdata table

ID Quasi-identifiers Sensitive
tuple ID | name | age | zipcode | gender salary

1 Alex | 35 | 27101 M $54,000
2 Bob 38 | 27120 M $55,000
3 Carol || 40 | 27130 M $56,000
4 Debra || 41 | 27229 F $65,000
5 Evan || 43 | 27269 F $75,000
6 Frank | 47 | 27243 M $70,000
7 Gary || 52 | 27656 M $80,000
8 Henry || 53 | 27686 F $75,000
9 Ina 58 | 27635 M $85,000

subset defined by D). If for every possible r = (gi1, ..., qix) that belongs to D; under Dy,
c(r) is true/false, then obviously all the sensitive attribute values in the partition should be in-
cluded/excluded when computing the aggregate. Otherwise, to get correct lower/upper bounds of
the query result, we have to act conservatively, and include none/all of the sensitive attribute values
to compute the aggregate, which can be inaccurate.

In this chapter, we propose permutation-based approaches that can provide the same pri-
vacy guarantee, and enable more accurate query answers on the anonymized tables at the same
time. Before providing a formal description, we use some examples to illustrate the proposed
privacy goal, and the basic idea of permutation-based anonymization and its advantages over a

generalization-based approach in the next section.

2.2 Example

Consider the population table shown in table 2.1, which needs to be shared for business
and economic research. Among the attributes of the table, “name” can be used to directly identify
an individual in real life. To prevent the sensitive information (“salary” in this example) of individ-
uals from being disclosed, such explicit identity attributes need to be removed before the table is
disclosed. Other attributes of individuals, such as “age”, “zip code” and “gender”, often need to be
disclosed, since valuable statistical analysis relies on these attributes. For this example, we consider

the following aggregate queries:
e Query 1. The average salary of those with age over 50.

e Query 2. The sum of salaries of those with age between 35 and 55.
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Table 2.2: An example 3-anonymity microdata table after generalization.

Quasi-identifiers Sensitive
tuple ID age zipcode | gender salary

1 [31 —40] | 271* * $56,000
2 [31 —40] | 271* * $54,000
3 [31 —40] | 271* * $55,000
4 [41 — 50] | 272% * $65,000
5 [41 —50] | 272% * $75,000
6 [41 — 50] | 272% * $70,000
7 [51 — 60] | 276* * $80,000
8 [61 —60] | 276* * $75,000
9 [51 — 60] | 276* * $85,000

e Query 3. The minimum salary of females.

Clearly, after removing the identity attribute “name” from the table in table 2.1, we can
still accurately answer these queries.

On the other hand, some public databases may also contain the attributes “age”, “zip
code” and “gender”. They may also further be associated with people’s explicit identities. Due
to this reason, these attributes are called “quasi-identifiers” since they may be used to reveal one’s
identity when combined with public databases.

Current approaches to addressing potential privacy violations caused by quasi-identifiers
generalize the domains of quasi-identifiers so that many tuples will have the same quasi-identifiers.
Table 2.2 shows such a generalization, where “age” is generalized to a range of width 10, “zip
code” only keeps the first 3 digits, and “gender” is totally suppressed. The resulting table satisfies
3-anonymity, which means that after generalization each tuple can find at least two other tuples with
the same values of quasi-identifiers. It also satisfies 3-diversity since among those tuples with the
same values of quasi-identifiers there are at least 3 different sensitive attribute values.

In this chapter, we propose a permutation-based approach to anonymization. In our ap-
proach, tuples in the table are partitioned into several groups such that each group has at least
k different sensitive attribute values. We then perform a permutation between the tuples’ quasi-
identifiers with their sensitive attribute inside each group. Table 2.3 shows the table of table 2.1
after permutation, where each group has 3 different sensitive attribute values. In fact, the partition
used in table 2.3 is the same as the one resulting from the generalization in table 2.2.

The privacy objective of microdata anonymization is to prevent attackers from knowing

sensitive attribute values for an individual. In section 2.3.2, we will show that the permutation-based
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Table 2.3: An example 3-anonymous microdata table after permutation

Quasi-identifiers Sensitive
tuple ID || age | zipcode | gender salary

1 40 | 27130 M $54,000
2 38 | 27120 M $55,000
3 35 | 27101 M $56,000
4 41 | 27229 F $65,000
5 43 | 27269 F $70,000
6 47 | 27243 M $75,000
7 52 | 27656 M $75,000
8 53 | 27686 F $80,000
9 58 | 27635 M $85,000

approach will achieve the same privacy protection as existing generalization-based approaches. One
benefit of our permutation-based approach is that it will provide more accurate answers to aggregate
queries.

Let’s consider the three queries previously mentioned in this section. Since both ap-
proaches introduce imprecise information into the original table, they cannot always get the correct
answer for aggregate queries. Instead, for each approach, we can get deterministic lower and upper
bounds of the correct answer. We compare the accuracy of the bounds of each approach.

Query 1: The average salary of those with age over 50. This query covers all the tuples
in the third group of both table 2.2 and 2.3. Therefore, by using either table, we can get the exact
result for the query, which is $80,000.

Query 2: The sum of salaries of those with age between 35 and 55. In both tables, all
the tuples in the second group should be included in the aggregation. But, by using the generalized
table of table 2.2, we face a difficulty when dealing with tuples in the first and the third groups.
Since only generalized ranges [31-40] and [51-60] of ages are available to get a correct lower/upper
bound, we have to assume that none/all of the tuples participate in the aggregation. Therefore, the
bounds based on table 2.2 can only be [$210K, $615K].

On the other hand, in our permutation-based approach, we know exactly how many tuples
are included in the aggregation from each group of the partition, which aids in the derivation of
more accurate bounds. For this query, based on table 2.3, we know that 3 and 2 tuples in groups 1
and 3 respectively participate in the aggregation. Therefore, the bounds will be [$530K, $540K],

which are much more accurate than those derived from table 2.2.
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Query 3: The minimum salary of females. There is a great difficulty in answering
this query using table 2.2, since the “gender” attribute is totally suppressed in order to achieve 3-
anonymity. We do not even know whether there exists a tuple with gender female in the original
table. Even if we assume that there is at least one female in the table, the best bound we can get is
[$54K, $85K].

Based on the permuted table, we know that there are two female in groups 2 and one in
group 3, but none in group 1. Since all the salaries in group 3 are higher than those in group 2, we
can conclude that the minimum salary of females in this table is between [$65K, $70K]. Again, this
is more accurate than the bounds derived from table 2.2.

In section 2.3.2, we will show that, given the same partitions, the permutation-based ap-
proach always produces more accurate bounds for aggregation queries than the generalization-based
approach.

In fact, since we know the exact number of tuples included in the aggregation in each
group (we refer to it as the “number of hits”), more statistics about the query result can be derived.
For example, besides the lower and upper bounds for SUM and AVERAGE, we may also compute
the mean and variance among all the possible answers. Such statistics provide more information.
This is not possible for generalized tables.

One nice property is that the lower and upper bounds for an aggregation operation over
the whole table can be computed efficiently by combining bounds over each group of the partition.
To facilitate efficient query answering over a permuted table, we propose to use a help table, which
pre-computes the bounds for each group and all the possible numbers of hits. Given an aggregate
query, we can simply rewrite it to query both the permuted table, determining the number of hits
of each group, and then join this information with the help table to quickly get the bounds for the
whole query result. An example help table, for the table of table 2.1, is shown in table 2.4. Due to
space limitations, we only show the bounds for SUM and MIN in the table. It can certainly include
those for other aggregation operations.

Both the generalized and the permuted tables satisfy 3-diversity. In fact, they produce
the same partition of tuples for anonymization. However, this partition has a problem in terms of
privacy. The range of sensitive attribute values in the first group in the partition is only $2,000
while that of others are $10,000. As pointed out in [3], attackers often have external background
information about quasi-identifiers of an individual, which enables inferences for the existence of
records in the microdata database. In the above examples, if an attacker knows that the age of Alex

is 35 and his zipcode is 27101, he is able to derive that Alex’s salary is between $54K and $56K.
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Table 2.4: An example help table

group ID | hits | sum-I-b | sum-u-b | min-I-b | min-u-b

1 $54K $56K $54K $56K
$109K | $111K $54K $55K
$165K | $165K $54K $54K
$65K $75k $65K $75K
$135K | $145K $65K $70K
$210K | $210K $65K $65K
$75K $85K $75K $85K
$155K | $165K $75K $80K
$240K | $240K $75K $75K
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Though the attacker cannot know the exact salary of Alex, this range might be narrow enough to be
considered as sensitive. This example shows that for numerical sensitive attributes, besides distinct
values in each group of a partition, we also need to consider the range of each group to prevent type
of inference as the one described. In this chapter we introduce another privacy parameter e, and
further require the range of the & distinct values in a group to be no less than e. We call this privacy
objective (k,e)-anonymity. For instance, the above generalized and permuted tables only satisfy
(3,2000)-anonymity but violate (3, 10000)-anonymity.

We note that several techniques already exist to protect the privacy of numerical sensitive
attributes. In perturbation-based approaches [11, 12, 13], noise following a certain distribution is
added to sensitive attribute of each tuple. Such an approach inevitably changes important statistics
of the marginal distributions of sensitive attributes (e.g., vairance) [14]. Further, depending on the
distribution of added noise (e.g., Gaussian Distribution), it is often difficult to derive deterministic
bounds for answering aggregate queries.

To some extent, permutation-based anonymization is similar to data swapping techniques
where privacy is achieved by exchanging the sensitive attributes of pairs of randomly selected
records [15, 16]. Since no noise is introduced, both approaches preserve the marginal distributions
of sensitive attributes. However, data swapping is done globally, which has a much larger impact on
microdata utility. Even when done in a controlled manner (e.g., rank-based data swapping [17]), it
will still produce big errors for aggregate queries. Our experimental results show this point clearly
(see section 2.7).

In the following sections, we formally describe (k, e)-anonymity and a permutation-based

approach to anonymization of microdata.
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2.3 Preliminaries

2.3.1 Privacy in the Release of Microdata

We introduce notations and concepts to facilitate our discussion on potential privacy vul-
nerabilities in the release of microdata.

Microdata. There are three types of attributes in an original microdata table M: iden-
tifiers, quasi-identifiers and sensitive attributes. An identifier I D is an attribute, whose value, if
known, can always be used to uniquely identify an individual in real life. In practice, there may ex-
ist multiple identifiers such as one’s SSN and telephone number. Quasi-identifiers {Q1I1, ... QI}
are a set of attributes associated with tuples that not only appear in the microdata table but may also
appear in other publicly available databases. Example quasi-identifiers include age, date of birth,
zip code, etc. Sensitive attributes, on the other hand, are only contained in the microdata table, and
do not appear in public databases. The goal of privacy protection is thus to prevent attackers from
knowing the specific values of sensitive attributes associated with individual tuples. Without loss of
generality, we assume there is only one sensitive attribute .S in a microdata table. We further assume
that the domain of the sensitive attribute is numeric, which is widely true in a variety of microdata
databases. Examples include salary in population databases, credit score in financial databases, and
white blood cell count and other diagnosis indicators in public health databases. Table 2.1 is an
example of an original microdata table where the identifier, quasi-identifiers, and sensitive attribute
are shown.

A de-identified microdata table D is a projection of M over quasi-identifiers and sensitive
attributes. We call the projection of M over I D and S the sensitive information table, denoted S.

Note that in some situations the mere fact that there exists a record for a specific indi-
vidual Alice in the microdata table may also be considered sensitive, even though Alice’s sensitive
attribute is unknown. For example, the fact that Alice has a record in a microdata table released by
a psychiatric hospital may seem quite sensitive. However, as stated in [3], besides public databases,
attackers may often have external background knowledge. For example, Bob may physically see
that Alice checked into a hospital. Thus, it will be very hard to prevent such information leakage.
In my dissertation, revealing one’s sensitive attribute values is considered a privacy violation, but
revealing the existence of a record with specific quasi-identifiers is not.

Public information. Attackers may often gain access to publicly available information

related to individuals. We model publicly available information as a table P with the following
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attributes {ID, QI, ..., QI }. In practice, there may exist multiple sources of public information,
such as county real estate databases and voter registration records. The above model represents the
overall public information that an attacker may derive when combining information from multiple
sources.

Aggregate queries. We consider queries that select subsets of records from a micro-
data table based on arbitrary conditions on the quasi-identifiers and compute aggregates over the
sensitive attribute. Such aggregate queries are important during microdata analysis in a variety of
domains. Since the domain of the sensitive attribute is assumed to be numeric-valued, a variety of
SQL aggregation operations, such as COUNT, SUM, AVERAGE, MIN and MAX, can be used in
aggregate queries.

Privacy is violated when an attacker successfully recovers one or more tuples in the sen-
sitive information table S. Formally, we have the following privacy definition, which is based on

the one proposed in Yao et al. in [10].

Definition 2.3.1. Each tuple on (1D, S) is called an association. A set A of associations on (1D, S)
is called an association cover if all the tuples in A have the same 1D value and ANS # (. An

association cover of size k is called a k-association-cover.

For example, considering the microdata table in table 2.1, { (Alex, $54, 000),
(Alex, $55,000), (Alex, $56,000)} is a 3-association cover.

Definition 2.3.2. A de-identified microdata database D satisfies k-Anonymity if from D and any

given public database P, an attacker cannot derive any association cover with size less than k.

The above definition captures the essence of privacy in microdata, i.e., preventing the
association between an individual’s ID and its sensitive attribute value. The originally proposed
concept of k-anonymity was defined specifically for generalization based approaches. It required
that, after generalization, for each tuple ¢ in the table, there should exist no less than £ — 1 other
tuples having quasi-identifiers equal to those of ¢. This original definition can be viewed as the goal
for generalization in order to achieve k-anonymity. Definition 2.3.2, on the other hand, is declarative
and independent of specific techniques for anonymization. Therefore, it serves as a good privacy
definition for the comparison of different anonymization techniques.

As shown in section 2.2, for numeric-valued attributes, preventing attackers from deriving
an association cover of size less than £ may not be enough to protect one’s privacy, especially when
the range of attribute values in the association cover is small. Therefore, we propose the following

extended definition for the protection for numeric-valued sensitive attributes:
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Definition 2.3.3. A de-identified microdata database D satisfies (k, e)-anonymity if given D and
any given public database P, any association cover that an attacker can derive satisfies: (1) the
size of the association cover is no less k; and (2) the range of the sensitive attribute values in the

association cover is no less than e.

2.3.2 Anonymization Through Generalization

Most existing works achieve k-anonymity through domain generalization of quasi-identifiers.
That is, instead of releasing the exact values of quasi-identifiers, the values are generalized in a way
that many tuples appear to have the same values for quasi-identifiers. For example, instead of dis-
closing one’s exact age, the microdata only shows that the age falls into a certain pre-defined range.
Thus, an individual identifier can only be associated with those who have the same quasi-identifiers
after generalization.

More specifically, following the notation introduced in [3], let D be a domain. A gener-
alized domain D* of D is a domain { D, ..., D, }, such that each D; is a subset of D, D; N D; = ()
when i # j, and |JD; = D. Let z € D. The generalization of = under D*, denoted g(z, D*), is
D; € D*, where x € D;.

Let Dy, be a generalized domain for each quasi-identifier QI;. Then D¢y, = Dp;, %
-+ x D¢y, forms a generalized domain for quasi-identifiers. Given a tuple ¢ € D, its generalization
under DF,;, denoted g(t, Dg);), is a tuple ¢’ such that ¢'[Q1;] = g(t[Q1i], Dfy;.) and ¢'[S] = ¢[S].
The generalization of D, denoted g(D, D¢;), is thus {g(¢, Dg);) | t € D}.

In the example shown in table 2.2, the generalization domains for the three quasi-identifiers
are {[1 — 10], [11 — 20], ... }, the first 3 digits of zip codes, and {«} (denoting any gender), respec-
tively.

Given a microdata table D, a generalized domain D in fact defines a partition
{Dy,...,D,} of D such that any two tuples ¢; and ¢ in D, belong to the same D; if and only if
they have the same generalized quasi-identifiers under Dg;. Let r = (qiy,. .., qix) be a value of
quasi-identifiers. We say r belongs to D; if the generalization of r under Dz2 7 1s the same as that of
tuples in D;.

Most existing works on k-anonymity only require that, after generalization, each D; has
no less than k tuples. However, as pointed out in [3], this requirement may not always satisfy
k-anonymity when the attacker has background knowledge regarding the appearance of individual

records in a microdata table. To fix the problem, in [3], it is further required that there should be



17

at least ¢ distinct sensitive attribute values in each D; after generalization. When ¢ is set to be k,
the partition obtained by using ¢-diversity techniques will then guarantee k-anonymity. It is not
hard to see that domain generalization can also be used to achieve (k, e)-anonymity when handling
numeric-valued sensitive attributes. After each domain generalization, besides checking whether
every partition has no less than k tuples, we simply further check whether the partition has a range
larger than or equal to e.

However, as shown in section 2.2, generalization based techniques impose challenges
when answering ad hoc aggregate queries. In general, given an aggregate query whose condition
over quasi-identifiers is ¢, and a microdata table generalized under ng 1> let D; be one subset defined
by Dy, If for every possible r = (gi1, ..., giy) that belongs to D; under Df);, c(r) is true/false,
then obviously all the sensitive attribute values in the partition should be included/excluded when
computing the aggregate. Otherwise, to get correct lower/upper bounds of the query result, we have
to act conservatively, and include none/all of the sensitive attribute values to compute the aggregate,

which can be inaccurate.

2.4 Anonymization Through Permutation

The essential reason that an attacker may recover an individual’s sensitive attribute value
is the existence of the following three links: (1) the link between the identifier and quasi-identifiers
in the public database P; (2) the link between the quasi-identifiers in P and those in the de-identified
microdata D; and (3) the link between quasi-identifiers and the sensitive attribute in D. Figure 2.1
shows the association between identities and sensitive attributes through quasi-identifiers. Breaking
or weakening the associations of any of the above links will help protect privacy. Domain general-
ization actually weakens the second and the third links.

In our framework, we propose to only break the third link through permutation. Given a
set of tuples in a de-identified microdata table, we randomly permute the association between quasi-
identifiers and the sensitive attribute instead of using domain generalization on the quasi-identifiers.
Intuitively, even if an attacker can link an individual’s identifier with a tuple’s quasi-identifier (for
example through background knowledge), he will not be able to know with certainty the exact value

of the individual’s sensitive attribute.

Definition 2.4.1. Let T' = {t1,...,t,} be a table with attributes {a1, . . ., an}, and p be a random

permutation over {1, ... n}. We define the permutation of T,
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Figure 2.1: The association between identities and sensitive attributes through quasi-identifiers

denoted p(T,{ar,...,a;},{ais1,...,am}) as the set of tuples {t; | Vj,1 < j < I, t}a;] =
tila;] and V5,1 + 1 < j < m, ti[a;] = t,;)las]}.

Definition 2.4.2. Let D be a de-identified microdata table with attributes {QI4, ..., QIy, S}, and
{D1,..., Dy} be a partition of D. A group D; is (k,e)-anonymous if the projection of D; over
the sensitive attribute S contains no less than k different values, and the range of these different
values in D; is no less than e. We say the partition is (k, e)-anonymous if every D; in the partition
is (k, e)-anonymous. We denote D; = p(D;, {Q11, ..., QIx},{S}). Dy =U;=y__, Diisa (k,e)-

anonymous permutation of D.

As an example, table 2.3 shows a (3,2000)-anonymous permutation of the table in ta-

ble 2.1.

Theorem 1. Given a (k, e)-anonymous permutation Dy, and a public database P, any association

cover that an attacker can derive satisfies (k, e)-anonymity.

Proof. Prove by contradiction that, if attacker derives an association cover A of size less than k& or
with range less than e, then we can construct a microdata table M such that its (k, €)-anonymous
permutation is the same as D), and the sensitive attribute of that identifier is not in the association

cover. O

In [18], Wong et al. proposed the minimality attack which is effective against almost all

the existing generalization-based anonymization schemes. However, we identify that it is not ef-
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fective against the permutation-based scheme. The essential reason is that, in order to maximize
the utility of the anonymized data, the anonymization scheme often needs to do optimizations on
the groupings of quasi identifiers, to create quasi-identifier equivalent classes (QI-EC). The opti-
mizations will leak information about the sensitive attribute distribution in each QI-EC, and can
be further used to deduce the actual sensitive value for each tuple, by exploring the generalization
criteria during the quasi identifier generalization process. For our permutation-based techniques, we
do not group tuples based on the quasi-identifiers, and we do not have such notion of QI-EC. Thus
our approach does not have this vulnerability which most generalization-based approaches have.

The minimality attack will not work in permutation-based schemes.

2.5 Aggregate Query Answering

Given a (k, e)-anonymous permutation D,, and an arbitrary query condition over quasi-
identifiers, since the quasi-identifiers of a tuple are unchanged, we know exactly how many tuples
satisfy the condition in each group D; of the partition. Suppose this number is m;. Due to the
random permutation between quasi-identifiers and the sensitive attribute in D;, the actual result of
the aggregate in D; may be over the sensitive attribute of any m; tuples in the group. Thus, in the
worst case, there may be totally C'(|D;|, m;) different results for the aggregate. It would be too
expensive to enumerate all the possible results when the size of the group is large. Instead, we are
interested in efficiently computing important statistics, such as the lower and upper bounds, mean,

variance, of all the possible aggregates. Such statistics will be very useful for ad hoc analyses.

2.5.1 Lower and Upper Bounds

Let m; be the number of tuples in D; that satisfy the condition of an aggregate query Q.
If the aggregation operation is monotonic, then the lower/upper bound of the result of () in D; is the
aggregation of the m; smallest/largest sensitive attribute values in D;. Standard SQL aggregation
functions, such as SUM, AVERAGE, MIN, MAX and COUNT, are all monotonic. Therefore, the
lower and upper bounds of the result of an aggregate query in each D; can be efficiently computed.

The lower and upper bounds of the query over the whole microdata table can be de-
rived from those of each D;, depending on different aggregation functions. For sum, the overall
lower/upper bound is the summation of the lower/upper bound of each D;, respectively. Since we

know the total number of tuples satisfying the query condition, the lower/upper bounds of the aver-
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age function can be directly computed from those of the sum function. It is also easy to see that the
overall lower/upper bounds of the MIN function is the minimum among the lower/upper bounds of

all the D;. The bounds for the MAX function can be obtained similarly.

Theorem 2. Let {Dy, ..., D, } be a partition of D defined by a generalization. Given any aggregate
query, the lower and upper bounds given by the generalized table always include that given by the

permuted table using the same partition.

For sum and average, other statistics besides lower and upper bounds can also be com-

puted by combining those of each group in a partition. We omit details for reasons of space.

2.5.2 Auxiliary Relation and Query Rewriting

We observe that, for the same aggregation operation, no matter what the query condition
is, as long as the number of tuples satisfying the condition in each D; is the same, the bounds of the
aggregation in D; remain unchanged. Therefore, we do not need to compute the bounds for each D;
on the fly when answering a query. Instead, we propose to create a help table to facilitate efficient
query answering.

The primary key of the help table is “group ID” and “hits”, where the former indicates a
group in the partition, and the latter represents the number of tuples in the group satisfying a query
condition. For each group in the partition and the number of hits, the table lists the lower and upper
bounds for each aggregation operation on the sensitive attribute. Table 2.4 shows the help table for
the permuted table in table 2.3. It contains the bounds for SUM and MIN, though in practice it
should also contain the bounds of AVERAGE, MAX and other aggregation operations supported by
SQL. The number of tuples in the help table is the same as in the microdata table.

Besides the help table, we also create a binary mapping table that indicates which tuples
the groups of a partition contain.

Given an aggregate query of the form “select agg(sensitive-attribute) from permuted-table
where C”, we rewrite it to get the bounds of the query result. The rewritten query first selects the
tuple IDs of tuples that satisfy condition C' from the permuted table P7'. The result in the first step
is then joined with the mapping table M T to count the hits of each group of the partition. Once
this information is available, it is further joined with the help table HT', and the bounds of the
aggregation of each group are combined to compute the bounds for the final query result.

More specifically, for the SUM aggregation operation, we rewrite the query as follows.
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1. select grouplD, count(tupleID) AS hits into R1
from MT
where MT.tuplelD in (select tupleID from PT where C')
group by grouplD

2. select sum(sum-1b), sum(sum-ub)
from HT, R1
where HT.groupID = R1.groupID and HT.hits = R1.hits

The processing of other aggregate queries is similar.

We emphasize that the help table can be constructed directly from the permuted table
(using the mapping table), without requiring any access to the original microdata table. Therefore,
the use of the help table does not compromise the privacy of microdata in any way. Further, we only
need to compute the help table and the mapping table once for a released microdata database. It can

be done offline, which will not affect the performance of ad hoc analyses.

2.6 Criteria for (%, ¢)-Anonymous Partition

We have shown that, given the same partition, the anonymized table obtained through per-
mutation will always answer aggregate queries more accurately than that obtained through domain
generalization. However, given an arbitrary partition, even with the permutation-based approach, it
is unlikely to get satisfactory answers to aggregate queries. Thus, in this section, we turn our discus-
sion to the problem of generating “good” (k, e)-anonymous partitions which are likely to produce
accurate answers to aggregate queries.

Formally, let D denote a total order of the multiset of sensitive attribute values D =
1,22, ...,ZTn, and P = {G1,..., Gy} be a partition of D. Since D is a totally ordered multiset,
we denote the indices of the first and the last data point in a group G; as min; and max; respectively.
Thus, the range of Gj is obtained by [Zmin,, Tmaz,]- Let E(G;) denote an error measure defined
on a group D;, and F' be a point-wise additive function. We can now formally define the optimal

partition problem:

Problem 2.6.1 (Optimal Partition). Given a total order D of a sensitive attribute, obtain a (k,e)-
anonymous partition P = {G1,- -+ ,Gp, } that minimizes F(E(G1), E(G2),
-, E(Gy,)) for suitable choices of F' and E().
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Given a point query x4, if 4, € G;, our scheme will return any point inside G; as an
answer. As a result, the maximum error incurred for any point query inside a group G; is E(G;) =
Tmaz; —Tmin;- Therefore, intuitively, the smaller is the range of each group, the smaller error will be
introduced to the answer of aggregate queries. Since all the groups of P may be used for querying,
it seems imperative to define the function F' in a way that the error across all groups, assuming
a uniform random workload of point queries, is minimized. It is natural to aim to minimize the
additive error or the max error across all groups. Thus candidate point-wise additive functions are
sum or max. We call the optimization problems using the sum and the maz functions the minimum
sum-of-error problem and the minimum max-of-error problem respectively. We denote the sum and
the max of errors of all the groups in a partition P as sum_of_error(P) and max_of _error(P)

respectively.

2.6.1 The Minimum Sum-of-Error Problem

Recall that the goal of this problem is to find a (k, e)-anonymous partition P = {G1,...,Gn,}
of D such that sum_of_error(P) is minimized. Without loss of generality, we assume that G, ..., Gy,
are ordered according to the index of the minimum value of each group, i.e., ¢ < j implies that

min; < minj, which also means that z,,;,, < T, -

Lemma 2.6.1. There exists an optimal partition P = {G1, . .., Gy, } to the minimum sum-of-error

problem such that for any groups G; and G;41, we have max; < min;,1.

Proof. We first observe that max; < max;+1. Otherwise, since min; < min;y1, we can simply
merge (G4 and G; into one group, whose maximum error is still 4z, — Zmin,, and obtain another
(k, e)-anonymous partition P'. We have sum_of_error(P') = sum_of_range(P) — (Zmaz,., —
Tmin,,, )> contradicting the fact that P is optimal.

Second, if max; > min;11, we can still merge G; and G;+1. The maximum error of the
new group is Tmaz;,; — Tmin;> Which is less than or equal to the sum of the maximum errors of G;

and Gi+1. ]

Lemma 2.6.1 shows that the ranges of groups in an optimal partition are disjoint. It
suggests that this problem has the optimal substructure property, thus it is amenable to dynamic
programming solutions. Let f (i) denote the minimum cost way to partition z1, . . . , z; into a number

of groups, say m*, such that the partition is (k, e)-anonymous for x1, ..., x;. Then

f(Z) = minlgdgiF(f(d — 1), E({xd, . ,:1:‘,})) (2.1)
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Thus, the optimal solution for partitioning the data points 1, ... x; into m* groups is equal to the
minimum cost way of extending (according to the point wise additive function F) the optimal m™* —1
partitioning of x1,...x4_1 (for some d, 1 < d < 4) with the group {xg4,...,2;}. Algorithm 1
presents the dynamic programming solution for the sum-of-error problem. The algorithm considers
all values of 7,1 < ¢ < n, and for each value of d,1 < d < ¢, assesses the sum of errors using
equation 2.1. The index of the minimum item of each group is stored in the array partition. A linear
scan of this array at the end of the algorithm (starting from partition[n] and going backwards) will
extract the optimal group descriptions. The algorithm makes use of the array distinct that returns
in O(1) the number of distinct elements in D between the arguments supplied. The size of this array
is O(n?) and can be populated in a preprocessing step in O(n?) time, so that access to it remains

O(1). It is evident that Algorithm 1 runs in O(n?).

Algorithm 1 Optimal partition for the minimum sum-of-error problem
f[0] = infinity
partition[0] =0

fori=1tondo
f[é] = infinity
partition[¢] = partition[z-1]
ford=1toido
if distinct({xg, ..., z;}) > k and x; — x4 > e then
error = x; — T4
else
error = infinity
end if
temp = max(f[d-1],error)

if temp < f[i] then

il = temp
partition[¢] = d
end if
end for
end for

Theorem 3. Given a total order of a sensitive attribute D of n items, with O(n?) preprocessing

and O(n?) space, we can compute in O(n?) time, the optimal partition of D for the sum-of-error



24

problem.

Proof. The proof is straightforward following the above analysis. O

2.6.2 The Minimum Max-of-Error Problem

Though seemingly similar to the minimum sum-of-error problem, the minimum max-of-
error problem turns out to be much more complex. We have shown that the groups of an optimal
partition in the sum-of-error problem are disjoint, i.e., the ranges of different groups are not over-
lapping (except possibly the boundary where %,,42; = %min,,,). Therefore, each group can be
described completely by using the indices of its first and last attribute values min; and max;, and
every attribute value with index between them belongs to the group. This property significantly
reduces the search space for an optimal partition.

The non-overlapping property, however, does not hold for optimal partitions for the min-
imum max-of-error problem. As a simple example, consider the following set of sensitive at-
tributes {1, 2, 3,5, 5,6, 6,8}, the only optimal partition for (4, 5)-anonymity is G; = {1,2,5,6}
and G = {3,5, 6,8}, where G1’s range (1, 6) overlaps with G'2’s range (3, 8).

On the other hand, we observe that the minimum max-of-error problem has the following

property.

Lemma 2.6.2. There exists an optimal (k, e)-anonymous partition P = {G1, ..., Gy} for D such
that there are no more than two groups whose ranges overlap with each other. In other words, there
is no value in the domain of the sensitive attribute such that the value falls into the ranges of more

than two groups.

Proof. First, by a similar proof to that of lemma 2.6.1, no group’s range is included by that of
another.

Second, given any optimal partition, suppose there are three groups G;, Gj and Gy, i <
j < [, whose ranges overlap with each other. Then we must have Tmaz; = Tming- Otherwise,
since Tmag; < Tmaz;, W have the ranges of GG; and G are not overlapping. We thus can divide
all the items in G; into two groups, G ;1 including those less than ,,,,, and G2 including those
greater than or equal to Z,,in,. We merge G ;1 with G; and G j2 with G;. The ranges of G; and G,
do not change, which means the new partition is still optimal. By repeating this step, we will get an

optimal partition where the ranges of no three groups overlap with each other. O



25

Let P = {G4,...,Gpn} be an optimal (k, e)-anonymous partition that satisfies the above
property. Consider the first two groups (G; and G'». If the ranges of G; and G2 do not overlap, then
(71 contains all the values from Z;,,5,, = %1 t0 Tz, in D. Then the remaining groups in fact form
an optimal partition for the rest of the items Zpgg,+1, - - - , Tn.

On the other hand, suppose the ranges of G; and G2 overlap, which means mins <
mazx1. We divide G into two parts, the former part Go¢ which includes those items less than or
equal to Zyqz,, and the latter part Go; which includes those items greater than x,,q,,. Let ¢ be
the smallest index of items in D such that ; > @42,. According to lemma 2.6.2, GG1 and Gy
combined together include all the values in D that are less than x;. Further, we have x; € Go.
Otherwise, suppose x; € G;,7 > 2. Then x; must be the smallest value of ;. This allows us to
merge Goy with Gy and G with G;. The resulting partition P’ is still optimal, and there is no
overlap between the first two groups in P’.

Based on the above observation, we have that G9;, Gs, ..., G, forms a partition of
Ty, Tpgl, ..., Tn. Except Gop, every group is (k,e)-anonymous. For G, it has at least k — d
distinct values where d is the number of distinct values in Goy. Further, the width of the range
of Gg; is no less than e — r, where r = x4 — Zynin,. In other words, given any partition P’ =
{G},...,G.} of z4,...,xy,, such that G} is (k — d,e — r)-anonymous and the rest are (k, e)-
anonymous, if the maximum of E(G)) + r, E(GY), ..., E(G.) is minimized, then the partition
{G1,G25 UG, GY, ..., G} also forms an optimal (k, e)-anonymous partition of D.

Therefore, we study the following more general optimization problem:

Problem 2.6.2. Given d and r, obtain a partition P = {G1, . ..,Gn} of D, where Gy is (k—d,e—
r)-anonymous and the rest groups are (k, e)-anonymous, such that maz(E(G1)+r, E(G2), ..., E(Gn))

is minimized.

Clearly, the minimum max-of-error problem is a special case of the above problem where
d=0andr = 0.

The above argument shows that the above problem has the optimal substructure property.
Intuitively, for each possible max; and mins, we move as many values between Z,ipn, and Tmaz,
as possible to Gy, the first part of G2, as long as (1 still has k£ — d distinct values. After this step,
we denote the number of distinct values in Goy as #(mini, max1, ming, d), as it is determined by
these four parameters. Let g(d, r, i) denote the minimum cost way to partition x;, . . . , x,, such that
the first group is (k — d, e — r)-anonymous and the rest groups are (k, e)-anonymous. Then we have

g(d,r,i) = minj<u<ni<v<u—1maz(g(d — #(i,u,v,d), 7 — (Tyg1 — ), u+ 1), 2y — 25 +7)
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Algorithm 2 Optimal partition for the minimum max-of-error problem
fori=nto1ldo

for d =0 to distinct(1,n) do

for j=0to do
r=T; — T
if distinct({z;,...,xn}) <k —dorz, —z; < e—rthen
li)[d)r]=INF
continue
end if
glilld][rl=zn — ;i
for mari=iton —1do
if distinct({z;, ..., Tmaz,) < k — d then
continue;
end if
for miny =1+ 1tomazx, +1do
dy = #(i,max1, ming, d)
1 = Tmaz1+1 — Tming
m = max(Tmaz, — Ti + 1, g[mazxy + 1][d1][r1])
if m < g[i][d][r] then
glilld][r] = m
end if
end for
end for
end for
end for

end for

Algorithm 2 shows the dynamic programming solution to the minimum max-of-error
problem. For simplicity, algorithm 2 only returns the maximum error of an optimal partition. With
some simple bookkeeping, the algorithm can be easily modified to return the items contained in
each group.

The purpose of our discussion so far is to show that the minimum max-of-error problem

is in fact tractable. However, with complexity of O(n%), it is far from practical. Instead, it is very
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desirable to design efficient approximation algorithms for the problem. For this purpose, we limit
our search space to those partitions whose groups do not overlap with each other. In other words,

we consider the following problem:

Problem 2.6.3. Obtain a (k, e)-anonymous partition P = {G1, ..., Gp} of D, where the ranges of

any two groups in the partition do not overlap, such that maz(E(G1), ..., E(Gy,)) is minimized.

We call the above problem the non-overlapping minimum max-of-error problem. With
a similar argument to that of the optimal solution to the minimum sum-of-error problem, it is not
hard to see that this problem also has the optimal substructure property, and thus can be solved by

dynamic programming with O(n?) in both space and time complexities.

Theorem 4. Let P and P’ be the optimal partitions of D of the minimum max-of-error problem and
the non-overlapping minimum max-of-error problem. Then min_max _error(P’)

< 2-min_max_error(P).

Proof. Let P = {Gy,...,Gn}. According to lemma 2.6.2, overlapping ranges can only happen
between adjacent groups. We examine each group by order. If the range of G'; does not overlap with
that of G2, we continue to Gi3. Otherwise, G2 can be divided into two groups, G2 which includes
those no less than ., and G'9; which includes those greater than x,,;,, (G'2; may be empty if
the ranges of G2 and G'3 do not overlap). We merge Goy into G and G'g; into G'3. Note that the
range of G5 does not change, while the range of G is at most increased by maz_of _error(P). We
next move to GG3 and check whether it overlaps with G4. We continue this process until G,,,. The
resulting partition P’ does not contain overlapping groups, and max_of _error(P’) is at most twice

maz_of _error(P). O

2.7 Experiments

Our experiments are conducted on the Adult Database from the UCI Machine Learning
Repository [19]. The database is obtained from the US Census data, and contains 14 attributes
and over 48,000 tuples. The same database has been used in previous works on k-anonymity and /-
diversity [6, 3]. We choose the same quasi-identifiers (which contain 8 attributes) in our experiments
as that used in previous works. Since our approach focuses on numerical-valued sensitive attributes,
in the experiments we choose “capital loss” as the sensitive attribute. In particular, we are interested

in those people who do have capital loss. Therefore, we remove those tuples whose capital loss
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attributes are 0 or NULL. That leaves us with 1427 tuples. The range of capital loss in these tuples
is from 155 to 3900, with 89 distinct values.

We also conduct experiments on a synthetic data set, so that we can adjust a variety of
parameters to comprehensively evaluate the properties of the proposed permutation-based approach.
The synthetic data set uses the same schema as the Adult Database. We populate the database with
different numbers of tuples, assuming certain distribution of the capital loss attributes. We also
consider the correlation between the capital loss attribute and quasi-identifiers. The details of the
synthetic data set will be described later when we present the experimental results.

We design three sets of experiments to study the following aspects of different k-anonymity
techniques.

Query Answering Accuracy. In this set of experiments, we compare the accuracy of the
bounds derived from the generalized table and the permuted table. Specifically, let [ and u be a
lower and an upper bound of an aggregate query result r respectively. We define error = (u—1)/r
to be the relative error of the bounds. The smaller error is, the more accurate the bounds are.

We also compare the accuracy of those bounds when using different optimization criteria
to get (k, e)-anonymous partitions.

Query answering overhead. As described in section 2.5, to answer an aggregate query
Q over a permuted database, we first rewrite it into a query Q" which queries the permuted table,
the mapping table and the help table. Our second set of experiments measure the running time of
(', and compare it with the time that it takes to execute ) over the un-permuted microdata table.
The difference shows how much overhead our technique introduces to answer aggregate queries.

Scalability of partitioning algorithms. We have shown in section 2.6 that the optimal
algorithm for the minimum sum-of-error problem and the approximation algorithm for the minimum
max-of-error problem are of complexity O(n?). In this set of experiments, we empirically show
their scalability when increasing the size of the microdata table.

Next, we describe each set of experiments in detail.

2.7.1 Accuracy

We first compare the relative error of the bounds derived from the generalized table and the
permuted table, given the same partition. Specifically, the partition, which satisfies (4, 0)-anonymity
(the same as 4-diversity in the ¢-diversity work), is obtained by using the ¢-diversity algorithm and

the same generalization hierarchies reported in [3]. We note that the experiments in the work of /-
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diversity actually computed 6-diverse partitions. However, after generalization using those 6-diverse
partitions, a majority of quasi-identifiers (6 out of 8) including “age”, “race”, “native country”, etc.,
are all generalized to “*”, which essentially removes these attributes from the microdata table. This
significantly limits the type of queries the generalized table can answer. To make the comparison
more meaningful and in favor of the generalization-based approach, we instead choose 4-diverse
partitions so that interesting attributes such as “age” can be generalized to reasonable domains. In
fact, in order to prevent “age” from being generalized to “*” when using the ¢-diversity algorithm,
we also have to remove some of the outliers (6 tuples with age over 80). Otherwise, the “age”
attribute will still be suppressed even with 4-diversity.

The resulting 4-diverse partition is composed of 25 groups. We first consider a general
model of aggregate queries. Note that no matter what the query condition is, the result of the
condition is to select a set of tuples in each group of the partition. Therefore, a query can be viewed
as {T,...,T,}, where each T; is a subset of D;. By selecting different tuples in each group, we
may model arbitrary aggregate queries.

In the first experiment, we issue queries that randomly touch an arbitrary number of tu-
ples from the table, and compute the average of their sensitive attribute values. We call these queries
arbitrary queries. Arbitrary queries are representative of various disjunctive queries. From a gen-
eralized table, we cannot know for sure how many tuples are actually selected by a query in each
group. To get deterministic lower and upper bounds, we have to assume either no tuples are in-
cluded in the query, or only the tuple with the maximum capital-loss is selected. On the other hand,
from a permuted table, we can always know exactly the number of tuples in each group that are
selected by the query. Figure 2.2 shows the relative errors of the bounds derived from the gener-
alized table and the permuted table. We see that the relative errors introduced by the generalized
table is significantly higher than that by the permuted table. In fact, the bounds from the generalized
table are often over two times of the actual query results. Further, as the total number of tuples
selected increases, the relative error introduced by the permuted table drops dramatically, while that
introduced by the generalized table does not drop at all.

We recognize that, since the arbitrary query is a very general model, the generalized table
will not be able to take advantage of the semantics of a query condition. In the next experiment, we
issue aggregated queries over a certain range of the age attribute. In particular, we issue a sequence
of queries of the form “select avg(capital_loss) from adult-table where age > X and age < Y”, and
vary the range [X, Y|. Clearly, for the generalized table, if the generalized value of the age attribute
of a group falls completely in [X, Y], then all the tuples in the group should be selected for the
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Figure 2.2: The relative errors of arbitrary queries when using the generalized table and the per-
muted table respectively

aggregation. Otherwise, we have to derive the lower and upper bounds of the group as in the first
experiment. For the permuted table, we will still know the exact number of tuples selected in each
group. The relative errors for range queries are shown in figure 2.3. We see that the accuracy of the
bounds derived from both the generalized table and the permuted table improve for range queries.
In particular, the relative error computed from the permuted table is less than 20% even when the
span of the range query is only 5, which does not completely cover any groups in the partition. For
the generalized table, the error is still very high when the range of the query is small, because some
groups are only partially covered by the query. Since we do not know exactly how many tuples
are selected by the range query in a partially covered group, the lower and upper bounds will be
quite coarse. When the span of the range query increases, more and more groups are completely
covered by the query. Thus, we observe a dramatic drop of relative errors for the generalized table.
However, the error for the generalized table is still always higher than that for the permuted table.
The adult database contains 9 attributes as quasi identifiers. When we have less attributes,
the hierarchy of generalization may be less coarse and lead to smaller partitions. To study the impact
of dimensions on accurate query answering, we have also conducted experiments when assuming

”age” is the only quasi identifier. We have observed very similar trends to that in Figures 2.2 and 2.3
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Figure 2.3: The relative errors of range queries when using the generalized table and the permuted
table

(see figure 2.4 and 2.5). Our observation suggests that the poor query answering accuracy from the
generalized table is often not caused by high dimension of quasi-identifiers. Instead, it is intrinsic
to the domain generalization approach.

The way the microdata table is partitioned has a great impact on the accuracy of the
bounds derived from the permuted table. Next, we compare the relative errors of permuted tables
when using partitions generated by the following algorithms (see section 2.6): (1) ¢-diversity based
on domain generalization; (2) Min Max: the approximation algorithm for the minimum max-of-
error problem; (3) Min Sum: the optimal algorithm for the minimum sum-of-error problem; (4)
Max Group: an algorithm that generates the maximum number of groups in the partition. Simi-
lar to the minimum sum-of-error proble, the optimal algorithm can be obtained through dynamic
programming; (5) a random algorithm: this algorithm sequentially scans each tuple. As long as
the scanned tuples have k distinct sensitive attribute values, and its range is no less than e, they
form a group of the partition. The random algorithm serves as a baseline for comparison; and (6)
the rank-based data swapping algorithm [17]. To be comparable to (k, ¢) anonymity, given a tuple ¢
whose rank is rank(t), we select [ such that the set of tuples with ranks in [rank(t) — [, rank(t)+1]
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Figure 2.6: The relative errors of arbitrary queries when using different partitioning algorithms

satisfies (k, e) anonymity. We then swap ¢ with a random tuple whose rank is in the range.

We set k = 4 as before, and set e = 100 for the two optimization algorithms and the
random partitions. To be in favor of the generalization-based approach, the groups in the partition
generated by ¢-diversity algorithm is only required to have no less than 4 distinct values. The
parameters of the arbitrary queries and the range queries in this experiment are the same as in the
first two experiments.

The relative errors corresponding to the above algorithms are shown in figure 2.6 (for
arbitrary queries) and figure 2.7 (for range queries). It is clear that the three optimization algo-
rithms introduce significantly less relative errors than the other two algorithms for arbitrary queries.
This can be easily explained since the two optimization algorithms are not constraint by pre-defined
domain hierarchies. They have more flexibility to partition the table and achieve better accuracy.
We also observe that the partition from generalization is even worse than the random partition for
arbitrary queries. This shows that the partition derived from pre-defined generalization hierarchies
greatly reduces the utility of microdata, even if we use permutation-based anonymization. The
rank-based data swapping algorithm, though with better accuracy than that from the partitions ob-
tained through generalization hierarchy, still introduces much large relative errors than the the three

optimization algorithm.
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Figure 2.7: The relative errors of range queries using partitions from different partitioning
algorithms

Intuitively, if there is a strong correlation between quasi-identifiers and the sensitive at-
tribute, the tuples in the same group tend to have similar values in the partition generated through
domain generalization. This may result in more accurate bounds for answering range queries. Our
next experiment is to investigate the impacts of correlation on the accuracy of query answering.
We compare the partitions obtained by the above four algorithms when varying the correlation be-
tween quasi-identifiers and the sensitive attribute. We run range queries that select tuples whose age
attributes are in the range [ X, Y| where Y — X = 30. In the synthetic data set, we introduce a corre-
lation between “age” and “capital loss”. The larger a tuple’s age attribute, the larger its capital-loss,
with a certain variance, which controls the strength of the correlation.

Figure 2.8 shows the relative errors of the six algorithms when the strength of correlation
varies. We observe that as the correlation is strong(variance=5), tuples with the same age often
have the same capital loss. Thus a higher generalization is needed, which causes the partition
from generalization to yield a large error. As the variance goes up to 10, a lower generalization is
sufficient since it is more likely for tuples in the same domain to have different capital loss values.
That explains the quick drop of the error when variance=10. As the variance keeps increasing,

tuples in the same group tends to have quite different sensitive attribute values, which will cause the
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Figure 2.8: The relative errors of range queries using partitions from different partitioning algo-
rithms, when the strength of the correlation between quasi-identifiers and the sensitive attribute
varies.

error to increase. Since “age” is the only quasi identifier in the synthetic data set, a range query may
completely cover many groups in the partition obtained through domain generalization. Therefore,
it yields comparable accuracy with the partitions generated by the two optimization algorithms. The
randomly algorithm does not take advantage of the correlation between “age” and “capital” loss, and
thus performs poorly as expected. The rank-based data swapping algorithm does not perform very
well because it is hard to deterministically reason the bounds of a query after data swapping. Only
when a long sequence of consecutive sensitive attribute values are covered by a query, can we say
for sure that some tuples are definitely included in the original query answers. This only happens
frequently when a large portion of tuples are touched by a query.

Finally, we study the tradeoff between privacy and query answering accuracy. Intuitively,
the larger & and e are, the more tuples each group in a (k, e)-anonymous partition tends to include,
which will in turn introduces more errors when answering aggregate queries. To see the tradeoff
more clearly, we run experiments over a synthetic random data set, whose quasi-identifier and sensi-
tive attribute are “age” and “capital-loss” attributes respectively. The ranges of them are the same as
in the adult database. We issue range queries over “age” attribute. The span of range queries is set

to 30 as before. To examine the impact of the privacy parameter k, we fix e = 50, and vary k& from 4
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to 40. We measure the relative errors of the partitions obtained by the two optimization algorithms
and the random partitioning for each k . Figure 2.9 shows the experiment’s results. We see that the
accuracy for the partitions obtained by the three optimization algorithms are essentially the same,
and do not deteriorate much as we increase k. This suggests that the optimization algorithms are
capable to generate partitions that preserve high privacy while still supporting accurate aggregate
query answering. Meanwhile, we see that the accuracy of the range-based data swapping approach
decreases significantly, since it does not provide a mechanism to minimize the error introduced by
data swapping.

We next evaluate the impact of the other privacy parameter e. In this experiment, £ is
fixed to be 10, and e varies from 40 to 200. Figure 2.10 shows the same trend as in figure 2.9: a
much larger privacy requirement e does not impact the accuracy of the partitions obtained by the
two optimization algorithms. As for the random algorithm, the increase of e does not affect the
generated partition much, since random distinct values in the same group usually result in a range
much larger than the privacy parameter e set by the experiment. The range-based data swapping

approach does not perform well due to the same reason as explained in the previous experiment.

2.7.2 Query Execution Overhead

Given an aggregate query (), we compare its execution time over the original un-permuted
microdata table with that of the rewritten query Q' which performs selection and joins over the
permuted table, the mapping table and the help table. To make the comparison more clearly, we run
the experiments on the synthetic data set with 10000 tuples. The partition is (20, 0)-anonymous, and
is obtained by the first optimization algorithm. There are totally 38 groups in the partition. Both
arbitrary queries and range queries are tested.

In order to study the impact of the number of tuples and partitions involved in a query
on query execution overhead, we use constrained arbitrary queries in this experiment: we vary the
number of partitions involved in the query while having the percentage of tuples selected in each
group fixed to be 30%. In figure 2.11, we show the time of the two steps when executing a rewritten
query. The first step is to query the permuted table and join it with the mapping table so that the
number of tuples selected in each partition is obtained. In the second step, the result from the first

step is joined with the help table and the lower and upper bounds are computed. We also show the

Partitions from generalization is not studied because the original /-diversity does not have the parameter e. Moreover,
we observe that when we require 6-diversity, in the real database “age” is already generalized to ”*”, and it cannot tell
any information about a query on “age”.
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total running time of the rewritten query and compare it with the case if we run the original query
directly on the un-anonymized microdata table. We see that, when the number of involved groups
increases, so does the running time of both steps. For the first step, it is because the number of
tuples selected in the first steps grows. For the second step, the more groups involved, the longer it
takes to finish the join with the help table. The overall execution time of the rewritten query is about
four times that of the original query.

The range query takes the same form as in the previous experiments. We increase the
span of its range from 10 to 50. Intuitively, the larger the span of the range, the more groups of
the partition and tuples will be selected by the query. Figure 2.12 presents the experiment’s result,

which is consistent with the experiment using constrained queries.

2.7.3 Scalability

We study the scalability of the optimization algorithms presented in section 2.6. All of
them have computational complexity of O(n?), and have similar performance. Figure 2.13 shows
the running time of the first partitioning optimization algorithm while the database size is varied

from 100 tuples to 2000 tuples.
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2.8 Summary

In this chapter, we propose a permutation-based anonymization schemes to perform mi-
crodata protection. We show that microdata anonymized via the permutation-based based schemes
will have much better utility than traditional generalization-based schemes. And it is effective
against the minimality attack.

We further propose an extended privacy objective to better capture the protection of
numeric-valued attributes in microdata. We show that we can achieve the same privacy guaran-
tee as existing work when we partition a microdata table and perform random permutation between
quasi-identifiers and sensitive attributes inside the groups of the partition. Further, since the quasi-
identifiers of tuples remains in the anonymized table, aggregate queries can be answered much more
accurately. We also design auxiliary relations and query rewriting algorithms to facilitate efficient

ad hoc analyses over anonymized tables.
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Chapter 3
Disguising Data Distribution

3.1 Motivation

In the previous chapter, we propose an ad hoc privacy model which provides privacy
guarantee for numerical data. As we have seen it successfully increases the protection for numeric
data. However, in some situations, attackers may know some background information about the
sensitive attributes. For example, attackers can find out the distribution of the salary for all IT
professionals in the U.S aged between [30, 35] from the internet. Suppose it is a normal distribution
with mean 70K . After publishing the (k, e)-anonymity table, the salary value in a certain group
falls in the range [90K, 100K, and there is a person whose age is in the range of [30, 35]. Then for
this person, his privacy is compromised in some sense.

Generally, we observe that in many scenarios the distribution of specific attribute values
in the released microdata can be as sensitive as the private information of individual records. For
example, consider a hospital in Beverly Hills that treats celebrities. Since reporters often keep
monitoring which celebrities checked into the hospital, it would be desirable for the hospital to
disguise the distribution of the released sensitive attributes (e.g., symptoms and prescriptions) to a
different “target distribution” which, e.g., exactly or approximately mirrors the distribution from the
general population of patients in the Los Angeles area.

Sometimes, the distributional information of only a part of the microdata may be sensitive.
As an example, a company may secretly adopt an aggressive policy to attract and keep employees
with certain skills (e.g., security), which causes the salary distribution of those employees to be
significantly different from that of other similar companies. Thus, the company may want to dis-

guise the salary distribution of a particular portion of its employee records so that outsiders cannot
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infer its current strategic policies. For instance, when sharing its employee records, the company
may choose to transform this portion of employee salaries to follow a target distribution similar to
a distribution considered typical in the industry.

From the above examples, we see that there are two desirable properties when protecting
sensitive distribution information of microdata. First, it is often the case that not all the distributional
information is sensitive. Hence, a protection scheme should allow the microdata owner to indicate
exactly the parts of the data whose distribution should be disguised. Second, the microdata owner
should have the flexibility to disguise different portions of the data to exactly or approximately
match different target distributions. For example, while the distribution of the general population of
patients in the Los Angeles area is an appropriate target distribution for a hospital in Beverly Hills,
it is not so for hospitals in Washington DC.

Unfortunately, existing approaches to microdata protection cannot achieve the above goals.
The exact distribution information of microdata will always be revealed in both quasi-identifier gen-
eralization [7, 3, 20] and sensitive attribute permutation [21, 22], two major techniques in microdata
protection. Further, there are no mechanisms available to selectively disguise the distributions of
particular parts of the released data to match an arbitrary target distribution.

Besides disguising the actual distribution, it is also important to maintain as much use-
ful information as possible in the microdata. In particular, it should still be possible to answer ad
hoc aggregate queries with reasonable accuracy. Otherwise, the whole purpose of data sharing be-
comes meaningless. For instance, one simple approach to disguising a distribution is to replace each
record’s sensitive attribute value with one that is randomly generated from the target distribution.
However, this approach changes the original data completely, and does not have any deterministic
guarantee on the accuracy of query answering.

In this chapter, we propose a new privacy model that provides supports for flexible privacy
requirements. In other words, we allow the owner of microdata to flexibly constrain what informa-
tion an attacker can derive about the sensitive attribute of an individual. Though existing works such
as [-diversity and ¢-closeness, or our previous (k, e)-anonymity model do provide parameters to ad-
just privacy requirements, they do not provide sufficient flexibility to the microdata owner. As an
example, if the microdata owner would like an attacker to infer nothing more about an individual’s
sensitive attribute value than the fact that it could be any value in the domain of the attribute with
equal probability, irrespective of the actual distribution of sensitive attribute values in the original
microdata table, none of the existing privacy definitions can meet this need.

In order to achieve this privacy goal, we propose a variation of the basic SA-permutation
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Table 3.1: An example microdata table

ID Quasi-identifiers || Sensitive

tuple ID | name | zipcode | gender salary
1 Alice || 91110 F $30K
2 Bob 91110 M $40K
3 Carol || 91110 M $50K
4 Debra | 91130 F $60K
5 Elaine | 91210 F $40K
6 Grace || 91220 F $30K
7 Helen | 91240 F $50K
8 Jason | 91310 M $40K
9 Kyle 91320 M $60K
10 Leo 91330 M $60K
11 Nancy || 91340 F $60K

scheme. We first generalize the sensitive attributes according to a predefined hierarchy, then we can
group them and permute the generalized domains within each hierarchy. As previous the design goal
is still to give accurate deterministic bounds of the actual query result when the query is executed
over the original microdata which is not anonymized.

Next, we use some examples to illustrate the proposed privacy goal, and the basic idea of

the new anonymization scheme and its advantages over a generalization-based approach.

3.2 Example

Table 3.1 shows an example employee record table of a company. Before this table is
shared for business analysis, the explicit identity attribute Name should be removed. Attributes
Zipcode and Gender are quasi-identifiers. If an individual can be uniquely identified when an
attacker combines its quasi-identifiers with publicly available information, then the attacker can
discover his/her sensitive attribute Salary. For simplicity, we assume that the domain of Salary is
{30K,40K,50K,60K }.

There are two concerns when releasing the above microdata. First, outsiders should not
discover the exact salary of an individual, even with the help of some external knowledge. For
example, an attacker may know that his neighbor Nancy is working for the company. Thus, even
if we remove the name attribute and only keep the first three digits of the zipcode attribute, he can
still figure out that Nancy’s salary is likely to be 60K (as most people with zipcode 913** are with
salary 60K).
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Table 3.2: An example microdata table after sensitive attribute generalization and permutation

Quasi-identifiers Sensitive
group ID | tuple ID || zipcode | gender salary
1 1 91110 F $40K
1 2 91110 M $50K
1 3 91110 M $30K
1 4 91130 F $60K
2 5 91210 F {$30K, $40K, $50K, $60K}
2 6 91220 F {$30K,$40K}
2 7 91240 F {$50K, $60K }
3 8 91310 M {$30K, $40K, $50K, $60K}
3 9 91320 M {$30K, $40K}
3 10 91330 M {$30K, $40K, $50K, $60K}
3 11 91340 F {$50K, $60k}

Second, we can also observe that employees from those areas with zipcode 913** are paid
significantly higher than those from other nearby areas. This trend may be related to the company’s
sensitive strategic policies of resource allocation. Thus the company may have the motivation to
disguise the salary distribution so that it appears to be, for example, a uniform distribution from
{30K, 40K, 50K, 60K}, which is typical for employees working for other companies in that area.
This goal cannot be achieved by existing anonymization techniques. Even though recent works
in microdata protection take the distribution of sensitive attributes into consideration [3, 7], they
cannot transform the sensitive attribute values to follow an arbitrary given target distribution.

Our basic scheme is to leave quasi-identifiers unchanged and generalize and permute the
sensitive attribute values. One unique feature of this scheme is to give data owners the flexibility to
determine the distributions of which parts of the data should be protected and how. The microdata
owner may partition the microdata into multiple groups, and specify the target distribution that
each group’s sensitive attribute values should appear to follow. This allows a much finer control of
information sharing. For example, if the distribution of one part of the microdata is not considered
sensitive, the target distribution may just be its original distribution. For some other part, the target
distribution may be a typical one among the industry, among a geographical area or worldwide. Our
scheme does not impose any restrictions on target distributions.

Table 3.2 shows one possible anonymized microdata table after applying our scheme. In
this example, we partition the table according to the first three digits of the zipcode attribute. For
simplicity, we assume that the target distributions for all the groups are the uniform distribution

over {30K, 40K, 50K, 50K}. Figure 3.1 shows the generalization hierarchy. As we will show later,
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(30K, 40K, 50K, 60K}

1 1
{30K, 40K} {50K, 60K}
1 1 1 1
(30K} (40K}  {50K} (60K}

Figure 3.1: An example domain generalization hierarchy

any target distribution can in fact be specified over the domain generalization hierarchy by giving
different weights between the children of the nodes in the hierarchy tree. The weight assignments
in figure 3.1 actually correspond to a uniform distribution.

Once a group of tuples and the corresponding target distribution are given, each tuple’s
sensitive attribute is generalized to a subdomain corresponding to a node in the domain hierarchy.
Then the generalized domains of the tuples in the same group are permuted. For example, in group 1
of Table 3.2, each tuple’s sensitive attribute is generalized to itself. These values are then permuted
among group 1. In group 2, the two sensitive attribute values 40K are generalized to {30K, 40K},
while the other two sensitive attribute values are unchanged. Then again we perform a permutation
of the generalized sensitive attributes among group 2. The combination of generalization and per-
mutation guarantees that even if an attacker can associate a tuple with a unique individual through
its quasi-identifiers, he can only infer that a tuple’s sensitive attribute follows the target distribution
but nothing more.

Clearly, since sensitive attributes are generalized and permuted, we usually cannot get
exact answers to aggregate queries. But we can always derive a correct bound for a query from the
anonymized table. For example, consider the following queries:

Query 1: What is the average salary of female employees?

Query 2: What is the average salary of employees living in the area with zipcode 911107

To answer Query 1, as our scheme does not change the quasi-identifiers of each tuple,
we know exactly how many tuples in each group are selected by the query, i.e., 2 tuples from

group 1, 3 tuples from group 2, and 1 tuple from group 3. Since sensitive attributes are generalized
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and permuted, we do not know these tuples’ original salaries. But we can derive the lower and
upper bounds of the query result. Specifically, from group 1, the minimum and the maximum of
the sum of the two tuples’ salaries are 30K+40K = 70K and 50K+60K=110K, respectively. For
group 2, for the generalized value {30K, 40K}, as we do not know its original value, we have
to estimate conservatively to make sure that the derived bounds are correct. Thus, the minimum
and the maximum of the sum of the three tuples in group 2 would be 30K+30K+50K=110K and
40K+60K+60K=160K respectively. And bounds for the tuple from group 3 would be [30K, 60K].
Overall, the bounds for the answer of query 1 would be [35K, 55K]. Similarly, for Query 2, the
bounds would be [40K, 50K].

Meanwhile, because of sensitive attribute generalization and permutation, we can easily
verify that the distribution of each tuple’s sensitive attribute follows the uniform distribution, which
means that privacy of individuals are effectively protected. As a contrast, approaches based on
quasi-identifier generalization cannot provide such a strong protection.

We note that, given a group of sensitive attributes, there are many ways to generalize
them so that after permutation the target distribution is followed. For example, table 3.3 shows
another way of generalization and permutation to achieve the same target distribution for each group.
Another extreme example is to generalize the sensitive attribute of each tuple to the whole domain.
Though they all offer the same protection of sensitive information, the accuracy of query answering
from all these different schemes may vary greatly. In fact, it is not hard to verify that the bounds
offered derived from table 3.3 and from the trivial generalization table are much worse than that
from table 3.2.

Intuitively, the less generalization we perform, the better bounds we tend to obtain. Mean-
while, the more clustered quasi-identifiers of tuples in a group are, it seems the better, especially for
range queries. Based on the above observation, in this paper, we identify optimization metrics and
design algorithms which produce sensitive attribute generalization and permutation schemes that
offer better query answering accuracy.

Another important technique we propose to improve the accuracy of query answering
while protecting distributional information is to introduce fake sensitive attribute values along with
sensitive attribute generalization and permutation. To show the benefit of this technique, let us have
a closer look at group 2 in table 3.2, which contains records of those employees in area with zipcode
912**, With only generalization and permutation, it is easy to see that the generalization shown in
table 3.2 is the best we can do in terms of minimizing the sum of ranges of generalization. If we ask

what is the average salary of employees in that area, the best bound we can getis [110K /3, 160K /3].
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Table 3.3: An example microdata table after sensitive attribute generalization and permutation,
where aggregate queries cannot be accurately answered.

Quasi-identifiers Sensitive
group ID | tuple ID || zipcode | gender salary
1 1 91110 F {$30K, $40K}
1 2 91110 M $50K
1 3 91110 M {$30K, $40K}
1 4 91130 F $60K
2 5 91210 F {$50K, $60K }
2 6 91220 F {$30K, $40K}
2 7 91240 F {$30K, $40K, $50K, $60K}
3 9 91310 M {$30K, $40K, $50K, $60K }
3 10 91320 M {$30K, $40K, $50K, $60K}
3 11 91330 M {$30K, $40K, $50K, $60K }
3 12 91340 F {$30K, $40K, $50K, $60K}
Table 3.4: Inserting fake values into microdata
Quasi-identifiers || Sensitive
group ID | tuple ID || zipcode | gender salary
2 5 91210 F {$30K}
2 6 91220 F {$40K}
2 7 91220 F {$50K}
{$60K}

Instead, if we introduce another sensitive attribute value 60K into the group (we call it
a fake value as it does not appear in the original data set), the resulting distribution will be exactly
the same as the target one. Thus we only need to perform a permutation without any generalization.
Group 2 will then be transformed into table 3.4.

Note that here we list three employees in this group but four possible salaries, meaning
that their salaries can be any three out of the four'. It can be easily verified that from the above
published table one can only infer that the possible salary of each employee is uniformly distributed
between 30K and 60K, but nothing more. Meanwhile, since we reduce the generalization of sen-
sitive attributes dramatically, the average salary of employees in that area can be more accurately
bounded to be [40K, 50K].

We observe that adding fake values may reduce the level of generalizations needed to

match a target distribution. On the other hand, fake values also introduce uncertainty into the origi-

'In practice, this table can be easily implemented by separately creating a quasi-identifier table and a sensitive attribute
table, which can be joined through the group ID. This technique has been used in previous works [21].
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nal data set. If we do not have any restriction on the number of fake values, given any data set, we
can always transform it to match a target distribution without using any generalization. However,
this may not be the best choice in terms of the accuracy of aggregate query answering. For exam-
ple, in group 3 of Table 3.2, we can add the following fake values: three 30K, two 40K and three
50K. Clearly, this will result in much worse bounds for aggregate queries. For example, the only
bounds we can get for the average salary for group 3 would be [130K /4, 250K /4], which is worse
than [140K, 220K /4], the bound if we only apply generalization and permutation without adding
any fake values. Thus, it would be sensible to minimize the sum of ranges of generalizations while
limiting the number of added fake values. In this paper, we will present an efficient algorithm to do

SO.

3.3 Disguising Data Distribution

3.3.1 Basic Concepts and Notations

Without loss of generality, we assume the schema of a de-identified microdata table is
composed of two parts: quasi-identifiers {Q1, ..., @k}, and sensitive attributes S. In our work, we
focus on only one sensitive attribute. When there are many, we can treat each attribute independently
using our techniques on one attribute. The problem becomes tricker when the multiple sensitive
attributes are correlated. We note that the previous related work [21, 22] has no good solutions for
this case either, and we leave it for future work. We focus on numerical data since they support
more interesting aggregation operations, such as SUM and AVERAGE, which are not applicable to
categorical data.”

Given the domain D(S) of S, we say D' C D(S) is a subdomain of S if it covers a
continuous segment of D(.S). A generalization hierarchy of S is a rooted tree H that satisfies the
following conditions: (1) each node of H is a subdomain of D; (2) D(S) is the root node; (3) all the
children of a node N form a partition of N; and (4) a leaf node is a subdomain {t¢}, where t € D(5).
Without loss of generality we assume H is a binary tree.

As mentioned in section 3.2, the owner of a microdata table specifies a partition {g1, . .., gn }
of the microdata table and a target distribution F; for each group g;. The requirement is to make
sure that in the released microdata table, one can only observe that the sensitive attribute value of

each group follows its target distribution. Note that we do not require the target distribution to be

2It is not hard to see that our techniques can be easily adapted to handle categorical data.
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the same for all groups. Without loss of generality and for ease of explanation, in the rest of our
discussion, we assume that the data owner only specifies a target distribution for the whole micro-
data table. When we have multiple groups each with their own target distributions, we can simply
disguise the distribution of each group independently.

From an anonymized table 7', if we can only derive that the distribution of the sensitive
attribute of each tuple follows a distribution P, then we say 7' is P-private. For example, the first
and third groups of the microdata table in table 3.2 are U-private, where U is the uniform distribution
over {30K, 40K, 50K, 60K}. To prevent the attacker from inferring sensitive information from the
target distribution, the target distribution P is generally modeled as the best knowledge an attacker
may have about a sensitive attribute, given all the external knowledge. For example, the attacker
may already know the distribution P’ of the salaries of software engineers in the United States. From
the anonymized table, the attacker may be able to have a better guess of the salary of a particular
software engineer in the company. This situation generally is not desirable. The microdata owner
may thus specify P’ to be the target distribution, which ensures that an attacker cannot gain any
additional information.

Given a target distribution P and a domain generalization hierarchy H for .S, we assign
a weight to each edge of H such that for any two children C; and C5 of a node N, we have
weight((N,C1)) : weight((N,C3)) = P(x € C1) : P(x € C3). We call the resulting domain
hierarchy a privacy-annotated hierarchy. For simplicity, we assume all the weights are integers. In
the rest of this chapter, unless otherwise noted, we assume that a target distribution is given as a

privacy-annotated hierarchy.

3.3.2 Generalization and Permutation

As shown in section 3.2, the basic idea of our approach is to generalize the sensitive
attribute value of each tuple to a subdomain of D(S). We then randomly permute the resulting
subdomains among all the tuples, so that the distribution of the possible values of a tuple ¢’s sen-
sitive attribute ¢.S is the same as the target distribution. Note that the distribution of ¢.S depends
on the given privacy-annotated hierarchy. For example, for a subdomain {30K, 40K}, given the
privacy-annotated hierarchy in figure 3.1, we know that, if .S € {30K, 40K}, then ¢.S has an equal
probability to be either 30K or 40K. On the other hand, suppose the ratio between the weights of
30K and 40K is 2:1 instead of 1:1 (i.e., the hierarchy corresponds to a different target distribution).
Then if ¢.5 € {30K, 40K}, then the probabilities of ¢.5 to be 30K and 40K will be 2/3 and 1/3
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respectively.

Definition 3.3.1. Ler G = {D,...,D,} be a multiset of subdomains of D(S), and P be a tar-
get distribution over D(S). We say G is P-private if for any element t € D(S), P(x = t) =
=Y 1cicn Plz = tlz € Dy).

For example, both {{30K}, {40K}, {50K}, {60K}} and {{30K, 40K}, {30K, 40K},
{50K}, {60K}} are U-private.

Definition 3.3.2. Let g = {s1,. .., Sn} be a multiset of elements in D(S), G = {D1,...,Dy} bea
multiset of subdomains of D(S), and P be a target distribution over D(S). We say G is a P-private
generalization of g, if G is P-private and there is a one-to-one mapping f from g to G, such that

SiEf(Si),iZI,...,n.

For example, both {{30K}, {40K}, {50K}, {60K}} and {{30K, 40K}, {30K, 40K},
{50K}, {60K}} are U-private generalizations of {30K, 40K, 50K, 60K} while only {{30K, 40K},
{30K, 40K}, {50K}, {60K}} is also a U-private generalization of {30K, 30K, 50K, 60K}.

Given a group of sensitive attributes, there are many different P-private generalizations.
A trivial P-private generalization is to generalize each sensitive attribute value to the whole domain
D(S). Though secure, the resulting microdata table is hardly useful. It is thus important to develop
algorithms to produce generalizations that protect privacy, and also answer aggregate queries accu-
rately. Before presenting such algorithms, we next discuss how to answer aggregate queries over an

anonymized microdata table.

3.3.3 Answering Aggregate Queries

As what we have described in the (k, e) anonymity model, we focus on aggregate queries
that select a subset of tuples based on arbitrary conditions on quasi-identifiers and then aggregate
over the sensitive attributes, i.e., they are of the form “select Aggr(.S) from Microdata where C”,
where C' is a condition on quasi-identifiers, and Aggr may be common aggregations such as SUM,
AVERAGE, MIN, MAX. Such queries are commonly used in ad hoc data analyses. The detailed
query answering scheme has been proposed in section 2.5, and we will not further elaborate on the
details here. But it is worth pointing out that we have to do a minor extension to allow for sensitive
attribute values that are generalized to subdomains. This is not needed in techniques that rely only

on permutation.
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3.4 Accurate Query Answering Optimization

In this section we present optimization criteria to disguise distributional information of

microdata so that aggregate queries can be more accurately answered.

3.4.1 Minimize the Sum of Ranges of Sensitive Attribute Generalizations

The higher a subdomain is in the domain hierarchy, the more “uncertainty” is introduced
when answering queries. A natural measure of such uncertainty is its range, i.e., the difference
between the maximum and the minimum elements in the subdomain®. Formally, we define the

following optimization problem.

Problem 3.4.1. Given a multiset g of sensitive attribute values, a privacy-annotated domain gener-
alization hierarchy H that corresponds to a distribution P over D(S), find a P-private generaliza-

tion G of g such that ), ; range(D'") is minimized.

We call G the optimal P-private generalization of g.

To facilitate our discussion, we introduce the following notation. Given a subdomain
D’ and a multiset g of sensitive attribute values, we denote gps to be the multiset that contains
all the elements in g that belong to D’. For example, suppose g = {30K,30K,40K,50K } and
D' = {30K,40K}. Then gp = {30K,30K,40K}.

Definition 3.4.1 (m-bound allocation). Let N = (nq,--- ,ny) be a sequence of integers, W =
(w1, ..., wy) be a sequence of weights, and m be an integer. An m-bound allocation of N subject
to W is a set of integers (n),...,n}), where n; < n; fori =1,...,k andnl : - - :nj = wy :

. !
- wy, and Zlgigkz n; < m.

We say (n],...,n}) is a maximum m-bound allocation, if no other m-bound allocation
has a larger sum. With a slight abuse of notation, we assume that (0,0,...,0) is always an m-
bound allocation that is subject to any sequence of weights W. For example, suppose we have
N = (3,6,5), W = (1,2,1) and m = 10. Then (2, 4, 2) is the maximum m-bound allocation of N
subject to WW. If m = 3, then the only m-bound allocation of N subject to W is (0,0, 0).

To minimize the sum of ranges of generalization, it is preferable to generalize a sensitive
attribute value to a smaller subdomain in the privacy-annotated hierarchy. Meanwhile, to be P-

private, the number of sensitive values generalized to a certain level of subdomains should preserve

3For categorical data, the uncertainty is determined by the number of elements in a subdomain. We thus can treat its
cardinality as its range.
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the ratio between the weights among them in the privacy-annotated hierarchy. This explains the
intuition of applying maximum allocation to solve problem 3.4.1.

Algorithm 3 shows an optimal solution to this problem. Initially we set m = |g|. We start
at the root node, and determine how many tuples have to be generalized to the root node. The basic
idea is that we should push as many tuples as possible to the subtrees rooted at its children, as long as
the distribution P is preserved (i.e., subject to the weights of its children). In detail, suppose we have
n elements in g and the root node has k& children Dy, . .. Dy in the domain generalization hierarchy.
We determine what is the maximum number of tuples that can be generalized to subdomains in the
subtree rooted at each D;, i = 1, ..., k, subject to the target distribution P. The remaining tuples

must be generalized to the root domain.

Algorithm 3 MinSumOfRange(g, H, m): optimal generalization for the minimum sum of range

problem
D = the root of H

D1, ..., Dy = the children of the root
W = (wy,- - ,wi) = weights of Dy, ..., Dy in H

N = (‘9D1‘7'” ,’ng‘)

(n1,...,n,) = maximum m-bound allocation(N,W)
Outputm — >, ;. n; D to the final generalization
for each subtree H; rooted at D; do
if n; > 0 then
MinSumOfRange(g, H;, n;)
end if

end for

For example, consider the privacy-annotated hierarchy in figure 3.1 and a multiset g of
sensitive attribute values {30K, 30K, 40K, 40K, 50K, 60K}. We have |g¢30x 40x}] = 4 and
l9ts0x,60k3] = 2. Since the ratio between the weights of {30K, 40K} and {50K, 60K} is 1:1,
we can at most have two subdomains in the subtree rooted at {30K, 40K} in the final P-private gen-
eralization. Otherwise, the target distribution cannot be preserved. This means that any P-private
generalization should contain at least two root domains. After we have decided how many subdo-
mains under each subtree should be contained in the final generalization, we recursively continue
the same process for each subtree.

Observe that as we continue to the children of a node by calling the function Min-
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SumOfRange, we pass the subtree rooted at a child node, and the new bound m. Meanwhile,
we still pass g, all the tuples in the group, to the function. In other words, in our algorithm, it is not
necessary to decide which tuple’s sensitive attribute value is generalized to which subdomain. This
decision is not relevant because we will later permute all the generalized subdomains anyway. We
only need to know what generalized domains we have to have in an optimal solution. This is the
essential reason for the efficiency of the algorithm.

We can compute |gpr | for all subdomains D’ bottom-up from all the leaf nodes. Therefore
the complexity of this step is O(|g|) assuming |g| is greater than the number of subdomains in H.
The above algorithm simply has a depth-first traversal of H, with complexity of O(|H|). Thus the

overall complexity is O(|g

), i.e., linear to the size of the microdata. This makes it practical for very

large microdata tables.

Theorem 5. The multiset of subdomains generated by algorithm MinSumOfRange is a P-private
generalization with the minimum sum of ranges of subdomains. The complexity of MinSumOfRange

is linear to the size of the microdata.

Proof. At each step of the algorithm 3, we push any many values towards the leaf nodes of the tree
as possible. So the algorithm processes at each step such that the values generalized to the root of
each subtree is minimized. Suppose there’s an another algorithm A* that is optimal, and produced
a generalized G* which is different from the output of G| produced by Algorithm 3. As we require
that the generalization should follow the hierarchy, that is, the generalized domains must be from
the nodes of the hierarchy tree. We can then count the number of generalized domains of each node
in G*, and then compare it from the root with that of G1. Suppose the first difference is at some
node NN; in height 4. It must be that G* has o more values generalized to the domain of N; than
(1. Now if we keep the other parts of G* unchanged, and simply push the « values to the subtrees
following the process of Algorithm 3, the sum of ranges will be reduced. This suggests that G* is
not optimal. Thus we can prove that Algorithm 3 produces the optimal solution. The complexity

analysis is already shown as above. 0

3.4.2 Minimize Range of Quasi-Identifiers

We have shown an optimal algorithm that finds a P-private generalization with the min-
imum sum of ranges of subdomains for a given set of sensitive attribute values. Meanwhile, we
observe that the more tuples in a group an aggregate query selects, the more accurate the bounds

tend to be. For example, consider group 1 in Table 3.2. If a query asks for the average salary of
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employees who live in the area with zipcode 911**, since all the selected tuples are in group 1, we
can get very accurate bounds for this query. On the other hand, if the selected tuples are scattered
in three different groups, then we can only get the trivial bounds [30K-60K]. Since a majority of
aggregate queries involve range conditions, tuples with similar quasi-identifiers tend to be selected
together. These observations suggest that, we may further partition the group specified by the mi-
crodata owner, and have tuples with similar quasi-identifiers together to improve query answering
accuracy.

One possible approach is to preserve the optimal P-private generalization of the whole
group. In other words, we further partition the tuples in the group into multiple subgroups such
that the union of the optimal P-private generalization of each subgroup is the same as that of the
whole group. And the optimization goal is to minimize the sum or max of the distances among the
quasi-identifiers of tuples in all the subgroups. Here several possible distance functions can be used.

However, clustering problems involving multi-dimensional attributes are generally in-
tractable. In this paper, we instead take a pragmatic approach. Specifically, we first partition a
group into multiple subgroups such that tuples in each subgroup have the same quasi-identifiers.
And then for each subgroup we find its optimal P-private generalization. We call this algorithm the
QI-SA algorithm. As a contrast, we use SA-only to denote the approach that only uses the optimal
sensitive attribute generalization to answer queries without further partitioning.

One advantage of this approach is that, given any aggregate query, either all or none of
the tuples in a subgroup are selected by the query. On the other hand, even though the union of
each subgroup’s optimal P-private generalization is still a P-private generalization for the whole
group, it may not be optimal. Thus in general we cannot claim that one approach always yields more
accurate query answering than the other. In our experiments, we will perform a detailed comparison

of the two approaches with different data sets.

3.5 Integrating Fake Values into The Framework

In this section, we consider the use of fake values to further improve query answering
accuracy. As shown in section 3.2, adding fake values may reduce the level of generalization needed
to match a target distribution. However, if we do not limit the number of fake values, though the
sum of ranges of generalizations can always be reduced to 0, it may not be beneficial to get accurate
bounds for queries. The sum of ranges of generalizations can serve as a reasonable heuristic only

when we restrict the number of added fake values. Formally, we study the following optimization
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problem.

Problem 3.5.1. Given a multiset g of sensitive attribute values, a privacy-annotated hierarchy H
corresponding to a distribution P over D, and a threshold t, find a multiset { of no more than t

fake values, such that MinSumO f Range(g U f, H,|g U f|) (minSOR(g U f, H) for short) is

minimized.

For simplicity, for the rest of our discussion, we assume H is a binary hierarchy. As men-
tioned before, with appropriate privacy annotation, a binary hierarchy can represent any distribution
P over a domain D.

Though in general the more fake values we add, the less generalization we need to match
the target distribution, this trend is not monotonic. For example, suppose g = {1,3,5}, ¢t = 2, and
H is the uniform distribution over {1, ...,8}. The optimal solution is for f to have only one fake
value (either 7 or 8). Any f with two fake values is suboptimal. This example suggests that it is not
sufficient to only examine set f that contains exactly ¢ fake tuples.

In fact, we can also show that there exists fake value set f which is locally optimal but
suboptimal globally. By locally optimal, we mean that for any f; and fo, where |f1| = |f| — 1 and
|f2| = |f| + 1, we have minSOR(g U f1, H) > minSOR(gU f, H) and minSOR(g U fo, H) >
minSOR(gU f, H).

Consider g = {1,3,5,7} and ¢ = 4. We can see that f = {1,5} is a locally optimal
solution. The optimal generalization for g U f is {[1-2], [3-4], [5-6], [7-8], [1-4], [5-8]}, whose
sum of ranges is 10. For any f; with size 1, the optimal generalization for g U f; is {[1-2], [3-
4], [5-6], [7-8], [1-8]}, whose sum of ranges is 11. Similarly, for any fo with size 3, the optimal
generalization for gU fy is {[1-2], [3-4], [5-6], [7-8], [1-4], [5-8], [1-8]}, whose sum of ranges is 17.
Though f is locally optimal, it is not a globally optimal solution, which should be f’ = {2, 4, 6, 8},
as minSOR(gU f',H) = 0.

The above example shows that problem 3.5.1 cannot be solved by sequentially scanning
fake value sets from size O to size ¢ and using local optimality as a stopping condition.

To further show the complication of the problem, let us consider a simpler case. Suppose
we only allow to add a single fake value to g, and the target distribution is uniform. Assume in g the
number of values in one subtree (assuming left subtree) is one more than that in the other subtree
(assuming the right subtree). When adding a fake value, a natural conjecture is that it is optimal to
add a value belonging to the right subtree. Intuitively, by doing so the number of values in the two

subtrees are balanced and thus closer to the target distribution. If this conjecture were true, then we
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can solve the problem in a straightforward top-down manner.

Unfortunately, it turns out that adding fake values to the subtree with fewer values in g is
not always the best choice. For example, consider g={1, 1, 1,2, 3,4,5,6,7,9,9, 11, 11, 13, 13, 15,
15}, where the domain D = {1...16}. Here g has one more element in the subdomain [1 — 8] than
in [9 — 16]. If we add a fake value to the right subtree, i.e., [9 — 16], then the optimal generalization
would be three copies of [1-8], two copies of [9-10], [11-12], [13-14] and [15-16] respectively, and
a single copy of [1-2], [3-4], [5-6], [7-8], [1-4], [5-8] and [9-16] respectively, whose sum of ranges
is 46.

Instead, if we add 8 which belongs to the left subtree, the optimal generalization would be
two copies of [1-16], [9-10], [11-12], [13-14] and [15-16] respectively, and a single copy of [1-1],
[2-2], ..., [8-8], whose sum of ranges is 38 < 46.

The above example shows that when determining where to put fake values, we have to take
the whole data set into consideration. Heuristics that only examine local properties (e.g., the balance
of the subtrees at some level of the generalization hierarchy) would not yield optimal solutions.

Next we present an optimal algorithm for problem 3.5.1. The basic idea is illustrated as
follows. For simplicity, assume the target distribution represented by H is uniform. Let the two
children of the root domain be D; and D,. Suppose we want to find a set f of exactly k fake
values, among which x comes from D; and k — z comes from Dy, such that minSOR(g U f, H)
is minimized. Once z is fixed, we would know exactly how many values should be generalized to
the root domain and from which side. In detail, let n = |gp,| + = and m = |gp,| + k — = (which
are the numbers of values in g U f that belong to D; and Dy respectively). If n > m, then exactly
n —m values should be generalized to the root domain, and they are all from D;. Thus, to minimize
minSOR(g U f, H), we need to do the following. First, choose a set f5 of k — x fake values, such
that minSOR(gp, U fa2, Hp,) is minimized, where Hp, is the hierarchy rooted at Dy. Second,
choose a set f of z fake values, and then choose f' C gp, U f1, where f/ = n — m, such that
minSOR(gp, U f1 — [, Hp,) is minimized. In other words, for the side of D;, we need to insert
x fake values and then remove n — m values so that the resulting data set offers the minimum sum
of ranges of generalizations. Note that this is not the same as simply inserting x — (n — m) fake
values, as the n — m removed values may come from both the inserted fake values and the original
data set gp, .

In general, if H is not uniform, for both subdomains we may need to insert some fake
values and then remove several others. For example, suppose in H the ratio between D; and Dy is

2:1. Originally |gp, | = 10 and |gp,| = 7. Now assume we want to add 3 fake values to each of gp,
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and gp,. In this case, we need to have 5 values generalized to the root domain, 1 from those in D;
and 4 from Dy. That means, for gp,, we need to insert 3 fake values and then remove 1 value. And
for gp,, we should insert 3 fake values and then remove 4 values. Here we see that sometimes the
number of removed values may be more than that of those inserted.

The above discussion shows that problem 3.5.1 is in fact a special case of a more general
problem: adding a set of k fake values to g and then removing r values, what is the minimum sum
of ranges for the remaining data set after it is generalized and permuted to achieve P-privacy? We
denote the problem as minSORFake(g, k,r, H). Our discussion also suggests that this problem
has the optimal substructure property, and is amenable to dynamic programming solutions. Specifi-
cally, let the ratio between D; and D> be a : b. Suppose among the k added fake values, x belongs
to subdomain D; and k — x belongs to subdomain Ds. Clearly, to minimize the sum of ranges of
generalizations, the fewer values generalized to the root domain, the better. Let (u, v) be the max-
imum pair such that u < |gp,| +z, v < |gp,| + k¥ —x and u : v = a : b. Therefore, among the
|g| + K values, there should be at least |g| + k — (u + v) to be generalized to D.

Remember that we also need to remove r values. If » < |g| + k — (u + v), we can simply
take r values out from those generalized to the root domain. Otherwise, we have to further take
values from gp, and gp,. Thus, in general, we should let (u,v) be the maximum pair such that
urv=a:bu<|gp,|+z,v<|gp,|+k—x,and |g| +k— (ut+v)>T.

Once (u, v) is determined, we essentially break the solution to minSORFake(g, k,r, P)
into three parts: (1) those values generalized to the root domain D; (2) those values generalized to
the subdomains within the hierarchy rooted at D;; and (3) those values generalized to the subdo-
mains within the hierarchy rooted at Ds.

For the subdomain D; and gp,, we essentially insert = fake values and then remove r; =
lgp, | + * — w values, i.e., it is the subproblem minSORFake(gp,,x, 1, Hp,). Similarly, for the
+ (k-

subdomain D5, we have the subproblem minSORFake(gp,,x, 2, Pp,), where 13 = |gp,
x) —v.

In summary, we have

minSORFake(g,k,r, P) = o<, minSORFake(gp,,x, 1, Pp,) +
minSORFake(gp,, z, 72, Pp,) + (|g| — w — v — r)Range(D)

where u, v, 1 and ro are calculated as described above. Algorithm 4 shows the pseu-
docode for the optimal algorithm. For simplicity, we present the algorithm in the form of recursion,

which can be easily converted to a standard dynamic programming algorithm.
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Algorithm 4 minSORFake(g, k, r, H): the minimum sum of ranges of generalization when allow-

ing fake values
Let D be the root of H

Let D; and D3 be the left and right children of the root
if minSORFake(g, k, r, H) calculated before then

return the calculated result
end if
if H is a leaf node then
return 0
end if
man=inf;
for z=0to k do
let a : b be the ratio between left and right children of the root
sizeL=|gp, |+
sizeR=|gp,|+k —
let (u,v) be the maximum pair such that w : v =a : b, u < |gp,| + x, v < |gp,| + k — x, and
lg| +k—(u+v)>r
r=|gp| +z—u
re = |gp,| +k—x —v
tmp = minSORFake(gp, , x, r1,Hp, )+ minSORFake(gp,, k — x, ro,Hp, )+ (|g] —u —v — 1) *
Range(D)
if tmp < min then
min = tmp
end if
end for

return min
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To solve problem 3.5.1 completely, we have to invoke minSORFake(g, k, 0, H) for
k = 0,...,t in order to identify the optimal number of fake values to add. Another interesting
observation is that, if we set £ = 0, i.e., we do not insert any fake values, then algorithm minSOR-
Fake is exactly the same as algorithm MinSumOfRange.

Example. Let g = {1,2,3,5,6,7,7} and D = {1,2,...,8}. Assume H is a balanced
binary tree that represents the uniform distribution over D. Suppose we want to insert exactly 2 fake
values into g, and thus invoke minSORFake(g, 2, 0, H). At the root level, we first let x = 0 and
k —x = 2, i.e., all the fake values are from [5 — 6], and will have size. = 3 and sizeR = 6.
Since now the right subtree has 3 more values than the left one, we have to extract 3 values from
the right tree and generalize them to the root domain. This is exactly what the algorithm does,
aswesetu = v = 3,r; = 0and 7y = 3, and invoke minSORFake(g; 4, 0, 0, H[;_4) and
minSORFake(g(5_g}, 2, 3,H[5_g)). Because we do not need to add or remove any values from
9g[1—4], minSORFake(g 4, 0, 0, Hpj_y)) is the same as MinSumOfRange(gy; —4), Hi—a» [gp1—a1])-

After minSORFake(g(5_g, 2, 3,H[5_g]) is invoked, we also first check the case z = 0. As
we need to eventually remove 3 values from the domain [5 — 8], we willhave u = v =1,r; =1
and 2 = 3. Here we take a total of 4 values from the domains [5 — 6] and [7 — 8|, among which
3 are removed (they are in fact those taken to the higher level to be generalized), and the remaining
one is generalized to [5 — 8]. The algorithm will then continue to the next level of H.

From the example, we see that the algorithm does not really need to generate specific fake
values to add. Instead, it directly computes domain generalizations supposing optimal fake values
are added.

Complexity Analysis. Suppose the hierarchy H is a balanced binary tree, and the domain
of the sensitive attribute is D (i.e., the root domain of H). Observe that there are at most 2|D| nodes
in H. For each node, the algorithm can be invoked with at most £ + 1 possible values of the number
of fake values to be inserted in the node’s subtree. And for each node and each possible number of
fake values to insert in the node’s subtree, there are at most |g| + ¢ values for the number of values
to remove from the subtree. Thus a natural but loose bound for the number of cells in the dynamic
programming matrix is 2(¢ 4 1)(|g| +t)|D|. For each cell, the computation takes the minimum over
t + 1 possible cells, which gives the time bound as O(t?(|g| + t)|D]).

However, observe that, given g and H, even though algorithm minSORFake has two ad-
ditional parameters k£ and r, 7 is not a free parameter. From the pseudocode we see that, once the
number of fake values for each subdomains of the root is fixed (i.e., « and k — x), r is also uniquely

determined. Let d be the depth of a node D' in H (where the root’s depth is 0). Then the number of
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possible choices of fake values to add is bounded by ( + 1)¢, which, based on the above observa-
tion, also bounds the number of possible choices of values to remove from the subtree. Further, as
the number of values to remove from a subtree cannot exceed the number of values in I)', a tighter
bound is given by min((t 4+ 1)%, |gpy| + t).

Summed over all the 27 nodes in the same level as D', we get the bound for the number of
values to remove from all nodes in that level as min((2t + 2)%, |g| + t2¢). Note that the first term
is small close to the root of the tree and gets much larger than the second term close to the leaves of
the tree, if D is reasonably large.

Summed over all levels (and hence all the nodes) in the tree, the sum of the second term is
given by |g|(1+ log|D|)+ 2t|D|. Thus, even ignoring the first term in min((2t +2)¢, |g| +2%), this
would yield a bound for the number of cells to be maintained in the dynamic programming matrix
as (t+1)(|g|(1 + log|D|)+ 2t|D|), which is much tighter than the bound 2(¢ + 1)(|g| + ¢)|D| given
above. Similarly, a much tighter bound for time complexity is given by O(t?(|g|log|D| + 2t|D)).

3.6 Approximate Target Distributions

Our discussion so far assumes that an anonymized table has to follow the target distribu-
tion exactly. However, in many situations this may not be necessary. It is usually not sensitive for an
outsider to know, for example, that a company’s salary distribution is not exactly the same as that of
the whole industry (there is probably no such company). What is sensitive is the magnitude of the
difference. Strictly requiring the distribution .,y after anonymization to be the same as the target
distribution P,g¢; may significantly reduce the quality of microdata. Hence, it would be desirable
to have a mechanism so that a microdata owner can control how much the target distribution can be
approximated to tradeoff support for more accurate data analysis.

Recall that we use a privacy-annotated tree to model a target distribution, where the
weights of two sibling subdomains show the probabilities for a tuple’s sensitive attribute value to
fall into the subdomains. Given a privacy-annotated tree, it is thus natural to quantify the difference
between Fypony and Pigrger in terms of this ratio. In detail, a data owner may specify a shift factor
x € [0,1]. Panony is acceptable for privacy protection if for any node N in the hierarchical tree,
the weights w; and wy of N’s children in Pigge¢ and the weights w) and w4 in Ppyony satisfy

s — ] < v and |t — G| <ot
w1 +wsg wi+w) = T an w1 +wsg wi+w) = 2.

4A straightforward extension is to specify a different x for each node. Our algorithm can be equally applied to this
control mechanism.
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Given the shift factor z, a set S of sensitive attribute values and P;4;.gc, We can easily
compute P,y results in the least generalizations after anonymization among all acceptable dis-
tributions. Essentially, we shift the weight of each node in Py4;4e; subject to x to make it as close to
the actual distribution as possible.

Specifically, given two children subdomains D; and D9, whose weights are w; and w»

: - gD | w
n Ptarget> if |S\1 = wl-l-lwg

wll _ |g'D1| if |gD1|

, then we set w} and wy, the weight of D; and Dy in Ppyony, such

/!

w1 _ 1 — w1 _ :
that e = 9] B > Gitaw, — % or e oita,; otherwise. The case when
|9D1\ w1 e
ST vt 1S similarly handled.

Once Pypnony 1s obtained, we can apply algorithm 3 on FPy,0ny. Intuitively, since Punony
is the closest to the actual distribution, the anonymization process will introduce the minimum

generalization in terms of sum of the ranges of the generalized subdomains.

3.7 Experiments

Our experiments are conducted on the Adult Database from the UCI Machine Learning
Repository [19]. The same database has been used in previous works [6, 3], and we choose the same
quasi-identifiers (which contain 8 attributes). We choose “capital loss” as the sensitive attribute as
we focus on numerical data in this section. In particular, we are interested in those people who do
have capital loss. Therefore, we remove those tuples whose capital loss attributes are 0 or NULL.
That leaves us with 1427 tuples.

We also conduct experiments on synthetic data sets, so that we can adjust a variety of
parameters to comprehensively evaluate the properties of the proposed anonymization scheme. The
synthetic data sets use the same schema as the Adult Database. We populate the database with data
from different distributions. We also consider the correlation between the sensitive attribute and
quasi-identifiers. Details will be described later as appropriate.

We design the following experiments to verify the effectiveness of our approach, and
study the impact of the target distribution and the generalization hierarchy on the accuracy of query
answering. In all the experiments, we evaluate the accuracy of the bounds derived from a micro-
data table protected by the proposed sensitive attribute generalization and permutation technique.
Specifically, let [ and u be the lower and an upper bounds of an aggregate query result  respectively.
We define error = (u — 1) /r to be the relative error of the bounds. The smaller error is, the more
accurate the bounds are.

The performance of anonymization through SA generalization. In this set of exper-
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iments, we show the accuracy of aggregate query answers of different query sizes, when applying
the SA-only algorithm and QI-SA algorithm on both real and synthetic datasets.

The impact of adding fake values. In this set of experiments, we show the impact of
integrating different number of fake values with the QISA and SAonly schemes.

The impact of the target distributions. In this set of experiments, we study the accuracy
tradeoff when the data owner specifies different target distributions other than the actual distribution
of the sensitive attributes in the original microdata.

Enforcing different target distributions on different parts of the data. In this set of ex-
periments, we show the effectiveness of our algorithm when we enforce different target distributions
for different parts of the data.

Privacy-accuracy trade off. In this set of experiments, we study the tradeoff between
privacy and accuracy by studying the resulted sum of ranges of generalization and query accuracy
under different shifting parameter x.

Next, we describe each set of experiments in detail. Unless otherwise specified, the do-

main generalization hierarchy used in these experiments is a balanced binary tree.

3.7.1 Performance of Anonymization through Sensitive Attribute Generalization

We first study the relative errors of our algorithms applied on different datasets. In all
experiments in this section, the target distribution is set as the source distribution of sensitive at-
tribute values in the overall microdata table. We issue a sequence of queries of the form “select
avg(capital_loss) from adult-table where age > X and age < Y”, and vary the range [ X, Y]. More
specifically, given a range R, we randomly pick 100 pairs of X and Y from the domain of the age
attribute such that Y — X = R. We then report the average relative error of these 100 queries.

Figure 3.2(a) shows the relative errors of the bounds derived when using SA-only and
QI-SA respectively. We observe that, as the total number of tuples selected increases, the relative
error introduced by SA-only drops dramatically, while that introduced by QI-SA does not change
much. This is because for SA-only, when the query range increases, the number of tuples touched in
each group also increases, which results in a more accurate estimate. For QI-SA, each ~age” value
is by itself a group, and tuples in each group are either completely touched or not touched at all by
a query. So the derived bounds do not change much when the query range changes.

Another observation is that when the query range is small, SA-only produces quite inac-

curate bounds. The reason is that when the query range is small, the selected tuples only count for a
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very small portion of each group, which results in bounds with poor accuracy. When the query range
increases, as SA-only minimizes the sum of ranges across all generalized subdomains, it produces
bounds with better accuracy than QI-SA.

Meanwhile, as QI-SA generates much more groups than SA-only, each group is of a much
smaller size. Thus when using QI-SA, the sensitive attribute values in many groups are generalized
to the root domain, because the distribution of each group with the same quasi-identifiers is often
quite different from the overall target distribution. So even when the query range increases, the
accuracy of the bounds does not improve.

To further validate our evaluation, we compare the accuracy of QI-SA and SA-only on two
synthetic data sets, with different sensitive attribute distributions and correlations between quasi-
identifiers and the sensitive attribute. In the first dataset, there is no correlation between quasi-
identifiers and the sensitive attribute. We randomly generate 10k tuples whose sensitive attribute
values for each tuple follows a normal distribution. The only quasi-identifier “age” is randomly
generated uniformly in the range [17, 79]. The experimental results are shown in figure 3.2(b).

From the figure we can see that when there is no correlation between quasi-identifiers and
the sensitive attribute, QI-SA consistently produces accurate bounds. This is because the sensitive
attribute values in each age group follow the overall distribution closely. Thus, only a few sensi-
tive attribute generalizations are needed to achieve the privacy requirement. As the query range
increases, more tuples are selected, and the relative errors of SA-only quickly drops. In particular,
when most of the tuples are selected by a query, SA-only outperforms QI-SA, due to its emphasis
on a global optimal subdomain generalization of the sensitive attribute.

Intuitively, if there is a strong correlation between quasi-identifiers and the sensitive at-
tribute, tuples in each age group generated by the QI-SA algorithm tend to have similar sensitive
attribute values. Therefore, they need to be generalized to higher subdomains in the hierarchy in
order to follow the target distribution. Our next experiment aims to investigate the impact of cor-
relation on the accuracy of query answering. We compare QI-SA and SA-only when varying the
correlation between quasi-identifiers and the sensitive attribute. In the second synthetic dataset,
we introduce a correlation between “age” and ‘“‘capital loss”. First, ”age” is generated following
a uniform distribution in the range [17,79]. We assume a positive correlation between “age” and
“capital loss”. Therefore, for each tuple with age a, we generate its capital loss following a normal
distribution with mean v. The higher one’s age is, the larger v we choose. In more detail, we divide
the domain of “capital loss” equally into 79-174+1=63 buckets. For a tuple with age a, the mean v of

the corresponding normal distribution is set to be the central point of bucket @ — 17. The size of the
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dataset is also 10k. Figure 3.2(c) shows the relative errors of QI-SA and SA-only over this data set.
We see that SA-only consistently outperforms QI-SA. In fact, the trend of SA-only is sim-
ilar to the case when there is no correlation between quasi-identifiers and the sensitive attribute. On
the other hand, QI-SA, as expected, performs poorly, since it only considers the sensitive attribute
values inside a single group, whose distribution is far different from the overall distribution.
Overall, the above experiments suggest that our optimization algorithms are capable of
supporting aggregate query answering with reasonable accuracy while protecting privacy. In par-
ticular, when quasi-identifiers and the sensitive attribute are correlated, SA-only tends to answer
aggregate queries more accurately. In the case when quasi-identifiers and the sensitive attribute are

not correlated, QI-SA offers more accurate query answering for smaller query ranges.

3.7.2 Impact of Integrating Fake Values

In this section we will study the impact of integrating fake values with the QI-SA and
SA-only schemes. First we look at the QI-SA scheme. In each QI partition of size /N, we allow
up to K = 2% - N fake values. Figure 3.2 shows the results on the real data set and the two
synthetic data sets. Different number of fake values allowed are denoted in the legend as “+z2%".
Figure 3.2(a) shows the impact in the real database. When adding a few fake tuples, it can help
reduce the error rates effectively. But when adding too many fake tuples (20%), the fact that more
SA values than QI values in each group begin to dominate, and query accuracy is getting worse.
Figure 3.2(b) shows the impact in the non-correlated synthetic data. Where there’s no correlation
between QI and SA, in each partition the SA will be very close to the target distribution, so there
are very few generalizations initially. When adding few fake tuples (5%), it helps to reduce the
error rate. But when adding more fake tuples, more SA values than QI values in each group begin
to dominate quickly, and query accuracy is getting worse. Figure 3.2(c) shows the impact on the
correlated synthetic data. There are many generalizations initially in this case. When adding more
fake tuples, it keeps reducing the error rate. One major reason lies in the target distribution: In this
case all ratios in the hierarchy are 1:1, so adding more values can effectively push more nodes to
lower levels of the hierarchy tree.

Next we look at the SA-only scheme. When the target distribution is the same as the
source distribution, we know that the SA-only scheme is the same as global permutation, and no
generalization is involved. So adding fake values will not have effect. Thus we need to modify

our simulation setup so that we can study the impact of integrating fake values with the SA-only
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scheme. First we will randomly remove 10% of the source data. The source distribution is then
different with the target distribution, and some sensitive attributes have to be generalized. We also
notice that the ratio of the source distribution may contain some big values initially, which may
result in massive generalizations. For example if the ratio is 1000:1001, and the actual counts in the
two subtrees are 100:100, then all the 200 values has to be generalized to the root. To avoid such
case, we also normalize the ratios in the tree to the ranges of 10. Figure 3.3 shows the results. We

have exactly the same observations as those of the QI-SA case.

3.7.3 Impact of Target Distributions

In the following experiment, we investigate the relative errors of QISA and SA-only when
we have different target distributions and domain generalization hierarchies. As QISA does not
perform well when there is a strong correlation between quasi-identifiers and the sensitive attribute,
in this experiment we use a non-correlated dataset.

The first experiment studies the trends when the target distribution is different from the
actual distribution. In the synthetic dataset of size 10k, the sensitive attribute “capital loss” is gen-
erated following a uniform distribution in the range D = [1024,3072]. We then set the target
distribution to be a normal distribution. Its variance equals range(D)/r, where r is a adjusting
parameter. The bigger r is, the smaller the variance of the normal distribution, and the larger the
difference between the target distribution and the actual uniform distribution. We then examine the
relative errors of range queries whose ranges are set to be 50. The result of the experiment is shown
in figure 3.4(a).

We observe that when the target distribution is close to the actual uniform distribution,
both algorithms offer better accuracy. As r increases, the error rates also increase. This is expected
as more tuples’ sensitive attribute values have to be generalized to higher domains in order to follow
a target distribution that is quite different from the actual one.

We also investigate the impact when the sensitive attribute values in the original microdata
are skewed. We set the actual distribution of the sensitive attribute values to be a zipf distribution.
In a zipf distribution, all values in the sensitive attribute domain are ordered and assigned a rank

correspondingly. Denote the size of the domain as N. For any element with rank k, its probability

is set to be P(k) = = L el where s is a control parameter. The smaller the value s is, the less
=1

skewed the data is. The control parameter s is set to 0.1 for the source data. The target distribution

is also a zipf distribution, with s set to different values. The results are shown in figure 3.4(b).
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From the results we observe that when the target distribution has parameter s = 0.1 as the
source, we have the best accuracy for query answering. As s increases, the difference between the
target distribution and the actual distribution is enlarged, which results in increased relative errors.

Our scheme does not impose any constraints on the structure of the domain generalization
hierarchy of the sensitive attribute. The data owner has complete freedom to design their own
hierarchy. Since it is infeasible to enumerate all possible hierarchies, we provide some general
guidelines. In the following experiment, we choose a balanced binary tree and a balance ternary
tree as two domain hierarchies. In the legend of figure 3.4(c), we use (2) to represent the binary
hierarchy, and (3) to represent the ternary hierarchy. The sensitive attribute values in the 10k data
are uniformly generated in the range [1024,3072]. The target distribution is also set to be a uniform
distribution for simplicity.

From the figure we see that the binary hierarchy results in lower relative errors. This
is because there are more subdomains in the binary hierarchy than in the ternary one. Thus, sta-
tistically we have more choices of smaller subdomains when generating optimal generalizations.
Smaller subdomains introduce less uncertainty to the microdata, and thus benefit aggregate query

answering.

3.7.4 Disguising Distribution for Different Parts of Data

As we have described in section 3.3, one powerful feature of our scheme is that we can
disguise the data in a non-uniform way and set different target distributions for different parts of
the data. Next we will enforce this mechanism and see how it affects the quality of ad hoc query
answering. First, we conduct experiments on the real database. We study two cases in which we
partition the data into 2 groups and 10 groups respectively, based on the quasi identifier “age”. In
each case, the target distribution of each group is set to be the distribution of the source data in that
group. In the legend of figure 3.5(a), —k means we partition the table into & groups.

From the figure we see that as the number of partitions increases, the accuracy of both
SA-only and QISA improves. The reason is that the number of tuples in each group is getting
smaller, and the same range query will cover a bigger portion of each group, which leads to better
accuracy of query answering.

Next we use the same correlated synthetic dataset as the one in section 3.7.1. Now we
uses a uniform distribution as target for each group. The results are shown in figure 3.5(b).

As previously, we observe the same trend for SA-only and QISA with respect to query
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range. An additional reason contributing to this result is due to the strong correlation between
”age” and “capital loss”. As we split the data based on “age”, the range of sensitive attribute values
in each group also becomes smaller. So we can use a smaller hierarchy tree for each group, which
leads to smaller generalizations, and reduces the error further. SA-only is still better than QISA,

due to the correlation between quasi-identifiers and the sensitive attribute.

3.7.5 Approximate Target Distribution

As shown in figure 3.4, when the target distribution is far from the source distribution, the
query accuracy is poor. In order to improve the query accuracy, data owners may trade off some
distributional privacy and specify some privacy tolerance as the shift z € [0, 1] allowed from the
target distribution.

In this experiment, we take the real dataset, and study the tradeoff between the privacy
tolerance and query accuracy for different target distributions: uniform, normal with a adjusting
parameter 4 and 20 (denoted as normal(4/20) in the legend), and zipf with control parameter 1. First
we build the binary privacy-annotated hierarchy S for the source distribution, and normalize the
weights(ratios) between each sibling edges to as : bs, where 0 < as < 1 and as + bs = 1. For
each target distribution, we also construct the corresponding hierarchy H similarly. Then for any
tolerance z, we go though each pair of ratios a : b in H, and shift it to a’ : b’ such that o', is
closest to the corresponding weights as, bs in S after normalization, and |a — a/| < z, |b — V| < .
We then generalize the sensitive attribute values on the new hierarchy H'.

First we check the generalized sum of ranges resulting from different target distributions,
as shown in figure 3.6(a). We can see that result for normal distribution with adjusting parameter
20 is the smallest, and both normal curves approximate minimum when = 0.3. The uniform
distribution goes next, and it approximate minimum at x = 0.5. The sum of ranges is the biggest
when the target is zipf distribution. For better comparison and understanding, we normalize all the
weights to ranges [0-100]. The first two levels of ratios of each distribution are shown in table 3.5.

We can see that the ratios in Level 1 and Level 2 in both Normal(4) and Normal(20) can
be transformed into that of the source ratio when x = 0.3. Normal(20) is the closest to the source,
so its sum of ranges is minimum. In order to transform Level 1 to the source, uniform needs x close
to 0.5. So this explains its sum of ranges approximates minimum when x = 0.5. Finally, Zipf needs
x about 0.8 to transform Level 1 to source, and 0.9 to transform Level 2, that also matches its trends

in figure 3.6(a).
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Table 3.5: First two levels of ratios of each distribution

Distribution | Level 1 Level 2
left child | right child
source 82:18 3:97 98:2
uniform 50:50 50:50 50:50
normal(4) 50:50 29:71 71:29
normal(20) | 50:50 0:100 100:0
zipf 8:92 41:59 9:91

We also run range queries of size 30 and 50. The result is shown in figure 3.6(b). Here
we omit the results for uniform(4) to avoid clutter. We can see the trends of query accuracy match

those of the sum of ranges perfectly.

3.7.6 Discussion

In our experiments, we do not compare QISA and SA-only with other existing approaches
to microdata protection, as no existing techniques have the capability to disguise the actual distri-

bution of parts of the microdata with an arbitrary target distribution.

3.8 Summary

In this chapter, we present a generic framework for microdata privacy protection, which
allows a microdata owner to specify as the privacy requirement any distribution of the sensitive
attribute. The framework then creates a partition of the microdata table. Sensitive attributes of
tuples in each group of the partition are generalized and permuted which ensures that even if an
attacker uniquely identifies an individual from a tuple’s quasi-identifier, the attacker can only derive
from the microdata that that individual’s sensitive attribute follows the distribution specified by the
microdata owner but nothing more.

When the difference between the target distribution and the source distribution is big, the
query accuracy is often poor. We further propose two approaches to achieve better accuracy for
query answering. The first approach allows data owners to approximate the target distribution in a
controlled manner to tradeoff distributional privacy protection and accurate query answering during
anonymization. Specifically, we shift the target distribution towards the source distribution within

a given threshold, then apply the anonymization algorithm on the new shifted distribution. The
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second approach is to inject fake tuples into the anonymized dataset. After data owner specify a
threshold for the number of fake tuples, we design optimal algorithms to decide what fake values
to be added. Note that although we have injected false information, we can still provide correct

deterministic bounds for query answering.



Chapter 4

Anonymizing Bipartite Graph Data

Using Safe Groupings

4.1 Motivation

75

In previous chapters, we have studied the privacy requirements in several different sce-

narios. In all these scenarios, we have a tabular table, whose attributes are composed of quasi

identifiers and sensitive attributes, and we want to protect the privacy of sensitive attributes. How-

ever, we further identify that private data can often arise in the form of associations between entities.

An example is the products bought by customers at a pharmacy. The set of products being sold and

their properties is public knowledge, and it may be no secret which customers visit a particular

pharmacy. However, the association between a particular individual and a particular medication is

often considered sensitive, since it is indicative of a disease or health issue that they have. A large

(a) Author table

Table 4.1: Example data set
(b) Paper table

(c) Author-Paper table

Author | Location Paper | Venue Author | Paper || Author | Paper
al UsS pl | SIGMOD al p2 ad p5
a2 EU p2 VLDB al po as pl
a3 AS p3 VLDB a2 p3 as pS
a4 US p4 VLDB a2 p4 a6 p3
as EU pS SIGMOD a3 p2 a6 po
a6 AS po VLDB a3 p4
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Figure 4.1: Graph representation of example data set

example of association data is the Netflix prize data set, released in 2006, which was anonymized
based on an unspecified heuristic method [23]. This led to speculation on how easy it would be to
break the privacy [24]. Another example that we shall return to repeatedly is that of authors and pa-
pers: for a conference such as SIGMOD, reviewers learn information about submitted papers (title,
area, abstract), and could (in future) also see detailed information about authors who have submitted
papers, in order to verify conflicts of interest. But, since SIGMOD is a double-blind conference, the
association between authors and papers should not be revealed to reviewers.

The most natural way to model such data is as a graph structure: nodes represent entities,
and edges indicate an association between them. In this work, we study data that can be modeled
as bipartite graphs—there are two types of entity, and associations link together one entity of each
type. In the pharmacy, customers buy products, and in SIGMOD, authors write papers, building
(customer, product) and (author, paper) associations. Each entity can be involved in few or many
associations, but in most common situations, only a tiny fraction of all possible associations are
present. In other words, the induced graph is quite sparse, and we must ensure that these associations
are not easily revealed.

Although the data is private, it is still desirable to allow aggregate analysis. Pharmaceuti-
cal companies wish to understand which pattern of products are bought by people in particular age
ranges; public health organizations want to watch for disease outbreaks affecting particular demo-
graphics based on certain types of medicine being purchased; SIGMOD may encourage analysis of
hot topics in databases, or better understanding of coauthorship patterns. Publishing the raw data

would allow these questions to be answered directly, but would fail to meet the privacy concerns



7

outlined above. The model where the data owner accepts queries and either adds noise to results
or refuses to answer some questions requires the data owner to be an active participant and may
limit what analysis is possible. Instead, we adopt the approach of publishing some anonymized
version of the data, and ensuring that the scope for inferring any given association from this data is
limited. This approach allows a wide variety of ad hoc analyses and novel valid uses of the data,
while ensuring our privacy goals are met.

The problem of publishing anonymized data has attracted significant interest in recent
years [7, 3, 25, 2, 9, 21, 22]. However, the focus has mostly been on tabular data, rather than
the associations we study here. As a consequence, applying existing anonymization techniques
tends to erase almost all structure, so that little use can be made of the resulting data. Moreover, a
tabular approach ignores the inherent graph properties which hold a lot of the value of the data: e.g.
structure such as number of authors of a paper co-authorship, collaboration “hop” distance between
a pair of authors, pattern of collaboration between authors on a paper, and so on. These are all
important features of interest for aggregate analysis, but are radically altered by simply treating the
data as a table and masking or perturbing the data. In Section 4.3, we work through several detailed
examples to show that existing approaches for tabular data are insufficient for handling associations.

Some recent work has begun to address anonymizing graph data, motivated by social net-
work structure. But rather than proposing ways to ensure privacy, such work has tended to analyze
the strength of attacks on simple anonymization schemes [4, 26]. These works tend to assume
a large amount of knowledge or power on behalf of the attacker, and show that under such as-
sumptions some associations can be inferred. In contrast, we give a new approach for anonymizing
associations which can be represented as bipartite graphs and show it to be resilient against a variety

of attacks.

Our Contributions. Our methodology is based on the idea that rather than masking or altering
the graph structure, we should preserve the graph structure exactly, and instead focus on masking
the mapping from entities to nodes of the graph. This approach ensures that the complex and
sensitive graph structure is not affected, and so we can be sure that any analysis based principally
on the graph structure will be correct. Privacy is ensured by grouping the nodes and entities: we
partition the nodes in the graph, and the corresponding entities into groups so that, given a group of
nodes, there is a (secret) mapping from these nodes to the corresponding group of entities. There
is no information published that would allow an attacker to work out, within a group, which nodes

corresponds to which entity. This gives a tradeoff between privacy and utility: intuitively, larger
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groups give more privacy, but less certainty when answering queries which select a subset of entities.

We give a simple condition for a grouping to be safe, which precisely limits the ability of
an attacker to make any inference from the published information alone. We provide an algorithm
which is successful at finding safe groupings in practice, and go on to describe how to answer a
variety of query types efficiently given the published anonymized data. We also give formal analysis
of how little can be deduced by an attacker who has additional background knowledge in the form
of known associations between particular pairs of entities, and show that there is high security for
entities about whom no information is known by the attacker.

We demonstrate the efficacy of our approach with a careful experimental analysis of the
ease of building safe groupings, and the accuracy with which a variety of queries can be answered
over such anonymized data. We also study the effect of variations of our approach, and demonstrate
that techniques based on publishing two versions of the same data, while significantly increasing the

utility and accuracy of query answering, can also expose more associations to unintended revelation.

4.2 Preliminaries

4.2.1 Graph Model

Throughout, we focus on problems of anonymizing bipartite graphs G = (V, W, E) (bi-
graph for short). That is, the bigraph G consists of m = |V| nodes of one type, n = |W| nodes of a
second type, and a set of |E| edges E C V' x W. Such graphs can encode a large variety of data, in
particular, the set of existing links between two sets of objects. For example, we can encode which
products at a supermarket were bought by a set of customers; which websites were visited by users;
which courses were taken by students; and so on. Throughout, we shall work with a single familiar
illustrative example, that of a set of authors A = V and a set of papers P = W. An edge (a,p)
indicates author ¢ € A was an author of paper p € P. Observe that here, as in many of the exam-
ples above, the graph is relatively sparse. That is, each author typically writes only a small fraction
of all papers, and each paper is written by only a few authors. As a consequence, the number of
edges e is small compared to the number of possible edges, which is n x m. In full generality, we
can consider graphs with multiedges, with weights or additional attributes. However, for clarity, we
describe only the unweighted, undirected, single edge case: this has sufficient richness to capture
many challenging problems.

In a relational database, a bipartite graph G = (V, W, E) is naturally and concisely rep-



79

resented by three tables, corresponding to V', W and E. In our example, we would have a table
of authors V/, including attributes such as affiliation and location; a table of papers W, including
attributes such as title, venue, and date; and an author-paper table E' encoding who wrote what.
Thus entities in the tables V' and W correspond to nodes in the graph defined by F, in a one-to-one

fashion.

Example 1. Table 4.1 shows a sample instantiation of this schema with Figure 4.1 showing the
graph representation of the author-paper relation in Table 4.1(c). Authors have an additional at-
tribute, location, indicating whether they are based in the US, Europe (EU) or Asia (AS). The venue
of a paper indicates which conference it was published in. Since the graph accurately represents

the relational data, we use both graph and relational terminology. [

4.2.2 Privacy Goals

Our objective is to publish an anonymized version of the graph (G, which still allows a
broad class of queries to be answered accurately, but which maintains privacy of the associations.
To make this goal precise, we describe our privacy goals, and outline classes of queries which we
aim to answer.

Our privacy objective is based on the idea that in many cases it is the association between
two nodes which is private and must be disguised. As noted, the set of customers of a pharmacy
may not be considered particularly sensitive, and the set of products which it sells may be consid-
ered public knowledge. However, the set of products bought by a particular customer is considered
private, and should not be revealed. For now, we focus solely on preserving the privacy of associa-
tions, and assume that properties solely of entities (e.g. venue of a paper) are public. Clearly, there
are situations with differing privacy requirements, which we comment on in Section 4.6.

Since it is desirable to allow answering of ad hoc aggregate queries over the data (e.g. how
many customers from a particular zip code buy cold remedies), we wish to release some anonymized
version of this data which gives accurate answers to such queries but protects the individual associ-
ations. More strongly, we want the graph properties of the data to be preserved. This corresponds to
simple features, such as the degree distribution of the nodes, but also more long-distance properties,
such as the distribution of nodes reachable within two steps, three steps, etc.

Here, as in all work on anonymization, there is an inherent tradeoff between privacy and
utility, although this can be hard to quantify precisely. Various extreme approaches maximize one

over another: publishing the original data unchanged clearly maximizes utility, but offers no privacy;
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removing all identifying information and publishing only an unlabeled (“fully censored”) graph
gives high privacy, but limited utility for aggregate queries over nodes satisfying certain predicates.

Prior work has considered strong dynamic attack models (where nodes and edges can be
inserted into the graph), which can result in some small number of associations being revealed [4].
We argue that for the situations we consider, this is not a realistic model. It assumes that an attacker
knows what data will be covered by the release and can easily modify it in advance. But, in the
pharmacy example, adding edges means particular individuals must buy certain products in certain
stores at certain times, which may be remote from the location of the attacker. Adding nodes would
involve creating new products for sale in the stores, which seems most implausible. Even then, such
attacks [4] only reveal information about entities for which some information is already known.
Entities not involved in the attack remain secure in their work.

In extreme cases, the graph structure can still leak information about individual edges: for
example, if the underlying graph is complete then we can deduce the existence of any edge from
the censored graph structure alone. In typical cases such as the examples we consider, virtually
nothing can be deduced from the graph structure alone. We aim for privacy guarantees relative to
the baseline of the unlabeled graph. In particular, we want to study what guarantees can be made in

the following scenarios:

Definition 4.2.1. In the static attack case, the attacker analyzes solely the information which is
published by the scheme, and tries to deduce explicit associations from this information. Ideally,
the number of associations which can be correctly inferred (beyond what is implicit in the censored
graph) should be minimal if not zero.

In the learned link attack case, the attacker may learn some associations — for example,
that author al wrote paper p2. Again, ideally the additional associations that can be inferred should

be minimal if not zero, when the number of link revelations is small.

We are principally concerned with an attacker being able to make positive inferences,
e.g. being able to deduce that a6 wrote p6. We are less concerned about negative inferences, e.g.
deducing that al did not write pl. Since the graphs we are concerned with are sparse, and the
maximum degree is small compared to the total number of nodes, we consider such discovery to
be entirely acceptable (the same assumption is implicitly present in much of the prior work on
anonymizing tabular data). We should only be concerned when a sequence of negative inferences
eliminates enough possibilities to leave a positive inference: learning that a4 wrote at least one paper

but did not write p1, p2, p3, p4, or p6 allows us to infer that a4 did write pS. However, we treat this
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as an instance of the positive inferences that we seek to limit.

4.2.3 Query Types

As in prior work, given the difficulty of giving a precise privacy/utility tradeoff, we con-
sider approaches which first fix a given level of privacy and then try to optimize and measure the
utility, or vice-versa. In order to more precisely analyze utility, we describe a set of sample aggre-
gate query types which we wish to support. These can be based on predicates over solely graph
properties of nodes (such as degree), which we denote F,,, and predicates over attributes of the enti-
ties, P,. In our author-paper example, P, could select out authors from the US, or papers published
in VLDB, while a typical P,, might be that a paper has a single author. We separate these two types
of predicates, since when we publish a censored graph, we can still evaluate P, predicates exactly,
whereas we have complete uncertainty in applying P, predicates.

We list a set of types of queries of increasing complexity, based on standard SQL aggre-

gates (sum, count, avg, min, max):

o Type 0—Graph structure only: Compute an aggregate over all neighbors of nodes in
V that satisfying some F,.
E.g.: Find the average number of papers per author;

Compute the average number of single author papers per author.

e Type 1—Attribute predicate on one side only: Compute an aggregate for nodes in
V satisfying F,; Compute an aggregate on edges to nodes in V satisfying P, from nodes in W
satisfying P,.
E.g.: Find the average number of papers for US authors;

Count the total number of single author papers of US authors.

o Type 2—Attribute predicate on both sides: Compute an aggregate for nodes in V'
satisfying P, to nodes in W satisfying P,..
E.g.: Count the total number of papers by US authors in SIGMOD; Find the most single author
VLDB papers by a US author.

Naturally, one can define yet higher orders of queries that are more complex, either
through more constraints or more steps through the graph. Join-style queries would compute an
aggregate of nodes from V' at distance 2 from nodes in V satisfying P, connected via nodes in
W satisfying P/, and so on. One can also bring in other graph properties (such as measuring the

diameter of an induced subgraph). For this work, we constrain our interest principally to the classes
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of queries defined above, since these are sufficiently rich to be challenging to answer accurately,
while being sufficiently concise to specify compactly and work with over realistic data sets. In par-
ticular, note that while queries of type O can easily be answered on the fully censored graph exactly,
answering queries of other types requires some more information about attributes of the entities in

order to give any reasonable accuracy.

Datasets and Experimental Environment. All experiments for this paper were implemented in
JDBC and SQL Server 2000. The primary dataset used is derived from DBLP and corresponds to all
conference data. It was retrieved from http://dblp.uni-trier.de/xml/ on 06/21/2007.
The data set contains |V| = 402023 distinct authors, |W| = 543065 distinct papers, and |E| =
1401349 (author, paper) edges. We also carried out experiments on association data from other
sources such as the Internet Movie Database (actors, movies), but in the interest of brevity, we only

present results from DBLP, since other data gave similar conclusions.

4.3 Applying Existing Techniques

A natural first approach to addressing these privacy questions is to apply prior work on
table anonymization, since we have observed that tables can represent graph data. However, such
prior anonymization techniques only try to preserve the accuracy of table-based queries, and do not
consider any graph semantics. As a result, we show that fundamental graph properties are quickly

lost under such transformations.

4.3.1 Representing as a relation

Representing the author-paper example in Table 4.1 using tables, gives an author relation
(Table 4.1(a)), a paper relation (Table 4.1(b)), and an author-paper relation (Table 4.1(c)). We can
join these to make a single table (Table 4.2(a)), and try to anonymize it. In our example, each row
lists an author, a paper, the author’s location, and the paper’s venue. How can we meet our goal of
not revealing any (author, paper) association by applying a k-anonymization algorithm? Removing
all author IDs destroys all graph structure. Setting author as a quasi-identifier and paper as sensitive
attribute fails because k-anonymization allows & papers of the same author to be grouped together,
since they share a quasi-identifier. Setting (author, paper) as the sensitive attribute fails, because k-
anonymization does not alter or mask sensitive attributes. Instead, we could add a dummy sensitive

attribute of “true” to each row to indicate that the association is sensitive. The k-anonymized version



Table 4.2: Attempting to apply existing anonymization to graph data

(a) Original data table

(b) 3-anonymous data table

Author | Paper | Location | Venue Author | Paper | Location | Venue
al p2 | US VLDB * * * VLDB
al p6 | US VLDB * * * VLDB
a2 p3 | EU VLDB * * * VLDB
a2 p4 | EU VLDB * * * VLDB
a3 p2 | AS VLDB * * AS VLDB
a3 p4 | AS VLDB * * AS VLDB
a4 pS | US SIGMOD * * * SIGMOD
as pl EU SIGMOD * * SIGMOD
a5 pS | EU SIGMOD * * SIGMOD
a6 p3 | AS VLDB * * AS VLDB
a6 p6 | AS VLDB * * AS VLDB

(c) Matrix (top), 3-anonymized (bottom)

pl p2 p3 p4 p5 pb6

al | 0O 1 0 0 0 1
a2 0 0 1 1 0 O
a3| 0 1 O 1 0 O
a4/ 0 O O O 1 O
as|1 0 0 O 1 ©O
a6 0 0 1 0 0 1
pl p2 p3 p4 p5 pb
a 1 * * O * * *
a2l 0 0 * * x %
33 k * 0 %k * *
a4/ 0 O * * x %k
as k * O k * *
a6 | 0O 0 * * % %k
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of this table must use generalization and suppression to ensure each row is indistinguishable from
k — 1 others [20, 2]. Options for concealing author and paper identifiers are limited: since they are
arbitrary identifiers, there is no natural hierarchy for generalization so they can only be withheld. A
3-anonymized version of our example data set is shown in Table 4.2(b), which provides very low
utility.

This attempt at anonymization loses the notion of individual authors and papers, and so is
unable to give useful answers to the query types outlined above. One could augment the anonymized
data with additional information, but this risks breaching privacy and does not guarantee to an-
ticipate all reasonable queries which could be formulated: recall that the purpose of publishing

anonymized data is to allow a broad variety of ad hoc queries to be posed.

4.3.2 Representing as a matrix

A fundamental problem with the above approach is that k-anonymity is formally defined
so that there should be at least k individuals whose representation is identical; in this representa-
tion, each individual is present in multiple places, so for example in Table 4.2(b), two rows in the
anonymized table refer to the same author, giving them weaker privacy. This leads us to represent
the graph data instead as a binary matrix: rows correspond to nodes in V', columns to nodes in W,
and an entry (,7) is set to 1 if there is an edge between v; € V and w; € W, and 0 otherwise.
We can now take such a table, and try to apply existing anonymization techniques on it. Similar to
above, the only meaningful anonymization of a 0 or 1 value is to generalize to “*”.

Applying k-anonymization is similar to having author as a quasi-identifier and paper as a
sensitive attribute: now papers with more than k authors may be revealed, while other papers may be
fully masked. This also virtually wipes out the utility of the data. For example, Table 4.2(c) shows
the matrix representation of the sample data from Table 4.1, and the result of 3-anonymizing it: all
that is left is a few negative associations. The fundamental problem here is that these approaches

have two equally unpalatable options: either an association is fully revealed, or else it is withheld.

4.3.3 Anonymization Through Permutation

A third approach to anonymizing tabular data is based on the idea of “permutation”:
breaking the links between quasi-identifiable attributes and sensitive attributes [21, 22]. This seems
more suited to the graph setting: we have an association between nodes in a graph that we wish to

anonymize. This leads to the following algorithm: form edges into groups, and within each group,
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Figure 4.2: Permutation destroys the co-author relationship

publish the pair of node (multi)sets that form edges. For example, grouping the edges from Fig-
ure 4.1 into sets of size 3 and 4 based on author pairs gives:
({al,al,a2,a2}, {p2,p3,p4,p6}),
({a3,a3, a4}, {p2, p4,p5}),

({ab, a5, ab,a6}, {pl,p3,p5,p6})
Equivalently, for a group containing edges e; = (vi,w1), ez . .. e, we generate ¢ permuted

edges by picking a random permutation 7 and publishing €} = (v1, wr(1)) - .. €; = (vi, Wr(;)) - - - €.
Conceptually, imagine taking every edge in the group and “breaking it in the middle”, then forming
new edges by joining half-edges from V' to half-edges from W. This method initially seems more
promising than the above, since it guarantees to preserve node degrees (i.e. the number of papers
linked to an author is the same before and after the permutation, and vice-verse), and the true
mapping from authors to papers seems well-masked. However, when we try to evaluate simple
graph queries (type 0) over this data, we find that the results are highly inaccurate.

We created a global permutation of the DBLP data where all edges are placed into a single
group and permuted. We also created a small group permutation based on sorting papers primarily
by conference and year and then by author count. Small groups were formed from edges corre-

sponding to pairs of papers. Figure 4.2 shows the result of plotting the distribution of the frequency
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of co-authorship for each pair of co-authors. The results clearly demonstrate that this permutation
approach does not accurately maintain the coauthor relationship. In the source data 1.6M pairs of
coauthors have written at least one paper together, and one pair has co-written 210 papers. In the
global permutation, the maximum number of papers coauthored together is only three. The permu-
tation of small groups is closer to the source distribution, but the error is still significant. This is
unsurprising since coauthors often collaborate over long periods, writing multiple papers together.
Permutation of papers breaks this correlation and links unrelated authors. All other grouping meth-

ods that we tried similarly failed to preserve these basic graph properties.

4.4 Privacy through Grouping

All the above attempts to use existing techniques render the data virtually unusable for
the simple reason that they alter or mask the graph structure in ways that fundamentally alter its
properties. In contrast to the table case, where modifying a row has relatively minor impact on
table properties, adding or deleting an edge can have significant impact on properties of a graph (for
example, it can change a graph from being connected to disconnected). So techniques which involve
perturbing the graph structure, for example by redirecting edges, will be considered unacceptable.
Instead, we focus on techniques which retain the entire graph structure but perturb the mapping from
entities to nodes. That is, methods that publish a set of edges E’ that are isomorphic to the original

edges E, but where the mapping from E to E’ is partially or fully masked.

4.4.1 Definition of Grouping

In this paper, we focus on masking the mapping via grouping the nodes of the graph. This
technique preserves the underlying graph structure perfectly, but masks the exact mapping from

entities to nodes. We provide some formal definitions.

Definition 4.4.1. Given a set V, a k-grouping is a function H such that for any v € V, the subset
Vo ={vi € V: H(v;) = H(v)} has |V,| > k. Formally,

YoeV :3V, CV:|V,| > kAN €V, : H(v;)) = H(v))
That is, H partitions of V' into subsets of size at least k. The k-grouping is strict if every group V,,
has size exactly k or k + 1.

In other words, a k-grouping partitions V' into non-intersecting subsets of size at least k.

The strictness property insists all groups in a k-grouping be close to k in size, since smaller groups
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allow more accurate query answering. k-grouping ensures that each group is at least size k, to meet
privacy goals; strictness ensures no group is much larger than k, for accuracy. We use the definition

of grouping to publish a modified version of the graph:

Definition 4.4.2. Let Fy be a relabeling function to relabel elements of V injectively onto a new set
F(V); and let Fyy be a relabeling function to relabel elements of W injectively onto a (disjoint) set
F(W). Given a k-grouping on'V, Hy, and an (-grouping on W, Hyy, of a graph G = (V,W, E),
define the (k, ()-grouped graph G' as G' = (V, W, Hy, Hw, E', Ry, Ry ) where:
(a) V and W are the original sets of entities V and W, and Hy and Hyy are the grouping functions
defined above.
(b) E' is the relabeled edge set given by
B = {(Fv(v), Fir(w))|(v,w) € F}.

(c) Ry, Rw are remappings defined by

Ry (Fy(veV)) = Hy(v)and Ry (Fyw(w € W)) = Hy (w).

When both Hy and Hyy are strict, this is a strict (k, {)-grouping.

Example 2. For the example in Table 4.1, set groups AG1, AG2 (author group 1 and 2) and PG,
PG2 (paper group 1 and 2) as
H Y (AG1) = {al,a2,a4} H;'(AG2) = {a3,a5,a6}

Hp'(PG1) = {p2,p3,p5} Hp'(PG2) = {pl,p4, p6}
This is a strict (3, 3)-grouping since every author group and every paper group has (exactly) three

members. The resulting grouped graph is shown in Figure 4.3(a), with the arbitrary relabeling of
nodes on xi’s and yi’s. The published information can be derived from this: Figure 4.3(b) shows the
five published tables (in addition to the original author and paper tables, Table 4.1(a) and 4.1(b)).
The result is also compactly represented as a graph in Figure 4.3(c): this shows the underlying
edge structure, and the fact that a set of nodes map to a set of entities, but the exact mapping is not

revealed. O

The key properties of this modified graph as a function of the original graph G is given
by the choice of the grouping functions Hy and Hyy. This definition is well-suited to storage
within a relational database. In the above example, we publish author and paper relations as before
(corresponding to V' and W); author-group and paper-group tables which encode the mapping of
each author and paper to groups (corresponding to Hy and Hyy); a masked-author-paper relation,
in which each author and paper is mapped to a new node id (corresponding to E’); and lastly

masked-author-group and masked-paper-group tables which map from the masked identifiers to
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groups (corresponding to Ry and Ryy). It is important that the base relations corresponding to
V and W do not contain any information relating to the graph, such as the degree of the node.
Otherwise, an attacker could potentially use this to relink between rows of V or W and nodes in E’.

We give two further examples which illustrate extremes of privacy and utility

Example 3. Perfect Utility. Setting Hy (v) = v and Hy (w) = w, (the identity functions) gives a
(1,1)-grouped graph G'. Here, E' = E, and hence G’ encodes the original graph G exactly. Every
query on G’ can be answered with the same accuracy as on G. So there is perfect utility, but no

more privacy than we began with. O

Example 4. Perfect Privacy. Serting Hy to map all m = |V| members of V' to the same group,
say 0, and Hyy to map all n = |W| members of W to, say, group 1 gives the (m, n)-grouped graph
G'. G’ has no useful information mapping between entities in V, W and the nodeset of E'. That
is, we publish entity tables and the fully censored graph. Recall we stated that in our model, it
is acceptable to publish a censored graph, and so we say that this grouping guarantees privacy.
This retains the graph structure, as required, but completely removes the mapping from entities (e.g.
authors and papers) to nodes in the graph. We cannot have any more privacy in our setting, when
we insist on publishing at least this much information. This offers very limited utility in answering
the query types listed in Section 4.2.3, since we cannot apply any selective attribute predicate with

any certainty. [

Between these two extremes lie many possibilities which trade off utility and privacy.
Given (k, £)-grouped graph, where both k and ¢ are fairly small, aggregate queries such as those
described in Section 4.2.3 can be answered approximately. Bounds can be placed on the answers
within which the true answer must fall. When k& and ¢ are small, these bounds will be narrow; as k
and ¢ grow large, the bounds will widen accordingly. Thus, choices of k and ¢ define a lattice over
possible groupings, bounded by (1, 1) and (m, n). This is illustrated in Figure 4.4, which includes

points of note that are defined and discussed in subsequent sections.

4.4.2 Safe Groupings

There are many ways to form a k-grouping, but not all of these offer the same level of

privacy, due to the local graph structure.

Example 5. Consider a large graph G, which happens to contain the complete subgraph between

nodes {v1,va,v3} and {wi,wa, ws}. Suppose {v1,ve,vs} forms the entirety of one group in Hy,
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Figure 4.4: Lattice over groupings and privacy/utility tradeoff
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and {w,wa, w3} forms the entirety of a group in Hyy. From the published G', it is possible to
infer immediately all the connections between these six nodes (a static attack). Such inference is
not possible on the fully censored version of G', but the unfortunate choice of grouping allows

information to leak. O

Some natural attempts to fix this, such as insisting that the density of edges between any
pair of groups is low, fails to preserve the same level of privacy as edges are learned by an adversary.
We define a notion of ‘safe grouping’, which we subsequently prove is more robust against static

and learned link attacks.

Definition 4.4.3. Hy is a safe grouping of V in the context of a graph G = (V,W, E), if the
following condition holds:
Vo, #v; € Vi Hy(v) = Hy (vj) =
Aw e W : (vj,w) € EN(vj,w) € E
By extension, a (k, {)-grouping of a graph G is safe if Hy and Hyy are both safe groupings.

That is, a safe grouping ensures that any two nodes in the same group of V' have no
common neighbors in W (the definition for a safe grouping of W is symmetric, interchanging the
roles of V and W). In the author-papers example, it means that no two authors in the same group
have co-authored any papers if the grouping is safe. Given G and k& > 1, there is no guarantee that
there exists a safe k-grouping (for k = 1, all groupings are trivially safe).

A necessary condition for the existence of a safe (k, £)-grouping arises from the sparsity
of the graph. A group of size k in V' and a group of size ¢ together induce a subgraph of G which
could have at most k¢ edges. However, if the grouping is safe then (within the induced subgraph)
any node can have degree at most 1; otherwise, there are two nodes with a common neighbor.
Figure 4.5(a) shows a typical structure between two groups of size k = 5 and £ = 6. So there can
be at most min(k, £) edges between these two groups. This is true for every possible pair of groups.
Since every edge touches exactly two groups, the density of the graph, defined by |E|/|V||W|, can
be at most min(k, ¢)/(k¢) = 1/ max(k, ¢). Finding a k-grouping can be hard even for small values
of k, by the below theorem:

Theorem 6. Finding a safe, strict 3-grouping is NP-hard.
Proof. Define G?(V') = (V, E?) as the (non-bipartite) graph on V' so that
(vi,vj) € E? <= Aw e W : (v;,w) € EA (vj,w) € E.
The requirement on Hy, to be safe is equivalent to requiring every pair of nodes in the same group

form an edge in £2. That is, the group of nodes in the grouping forms a clique in G?(V). Therefore,
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Algorithm 5 Group(V, W, E,k)j < 0
while |V | £ 0 do
for u € V do

1+ 1;
while (Jv € VG;,w € W : (v,w) € EA (u,w) € E)V|VG;| > k+ jdo
1+— 1+ 1;
end while
VG, — VG; Uu;
end for
Jei+ LV —0i— 111,
fori: ([VG;;—1| > 0)do
if [VG;(j—1)| = k + j then
VG — VGl — 1+ 1
else
V= VUVG;-1);
end if
end for

end while

a strict 3-grouping of V' corresponds to a partition of G?(V') into triangles (when m = |V is a
multiple of 3). For any desired graph G; = (V1, E1), define a bigraph G = (V, W, E)) such that
G*(V) = Gq: create V.=V and W C V x V, and for each (v, v;) € Fy, insert (v;, (v;,v;)) and
(vj, (vi,vj)) into E. Since partitioning a graph into triangles is NP-hard (problem [GT11] in [27]),
and we can encode this problem as an instance of finding a safe, strict 3-grouping, we conclude that

this problem is NP-hard also. O

However, safe groupings can be found easily when the graph is sparse. For a bigraph
G = (V, W, E) where every node has degree 1 (i.e. E gives a matching between V' and W), every
possible grouping is safe, trivially. More generally, when the graph is sparse and has few high
degree nodes, safe k-groupings can be found for most moderate values of k. The intuition is that the
constraints posed by the edges of the graph are easy to satisfy when not too many edges are present.
Most of the graph types discussed already are quite sparse and have few nodes of high

degree: most shoppers purchase only a small number of the items on sale in a store, and most items
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are purchased by a fraction of all shoppers; most authors write only a small number of papers relative
to the total number of papers written, and most papers have a small number of authors. Studying
the data from DBLP, we observe that the most prolific author has written around 400 papers (out of
500K), and most authors on a single paper is about 100 (out of 400K). In total, there are only 1.4M
edges in the author-paper graph, out of a possible 400K x 500K = 200, 000}, making this very

sparse. Section 4.4.5, gives an algorithm to find a safe grouping.

4.4.3 Security of (k, /)-Groupings

We analyze what can be deduced by an attacker presented with a safe (k, £)-grouping of
graph data, where both k and ¢ are greater than 1. We first argue that safe groupings are secure

against the static attacks defined in Definition 4.2.1.

Lemma 4.4.1. In a safe grouping, given nodes v € V and w € W in groups of size k and {
respectively, there are k{ possible identifications of entities with nodes and the edge (v, w) is in at

most a 1/ max(k, £) fraction of such possible identifications.

Proof. Consider a group VG of V' containing k£ nodes, and a group W G of W containing ¢ nodes.
In the subgraph of G induced by VG and WG, there are 0 < e < min(k, ¢) edges, following from
the definition of safe grouping. There is no information available in what is published to break the
symmetry between the nodes of V' G, or between the nodes of WG. Recall, we insist that tables V'
and W contain no data related to the graph itself, such as degree or neighborhood, that could break
this symmetry.

For any entities v € VG and w € WG, it is feasible that (v, w) is an edge, and also
feasible that (v, w) is not an edge. More strongly, consider the number of ways of identifying entities
v and w with the anonymized nodes {z1...xzk} and {yl...y¢}. Since all k¢ possibilities are
feasible, then there is an edge between v and w in exactly an e/k/ fraction of feasible configurations,
i.e. at most min(k, ¢)/k¢ = 1/ max(k,{), the bound on the density of the whole graph derived in
Section 4.4.2. Since this analysis holds for every pair of groups, then the attacker cannot infer any

associations with certainty. O

Under this measure, a (k, 1) grouping offers the same static guarantee as a (k, k)-grouping.
However, as we discuss in more detail in Section 4.4.6, there are other factors to consider. We re-
mark on a connection to the concept of ¢-diversity [3]: here, the requirement is that between two

groups the fraction of sensitive information (associations that are present) is bounded by 1/ max(k, ¢),
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which is similar to the /-diversity requirement. If there are small groups, the attacker’s confidence in
a particular association can be higher. In particular, two groups of size 1 with an edge between them
corresponds to a known association between entities. Although a safe (k, £)-grouping has no groups
of size 1, in the active attack model, when an attacker learns the existence of an edge (v, w), he may
be able to refine the grouping in order to create groups of size 1. We will show that this refinement
has bounded impact on the security of entities not directly impacted by the edge revelation, after

presenting an example where an attacker may learn an association.

Example 6. Consider the four groups shown in Figure 4.5(b), and the three edges that connect
them. Other nodes in the same groups have edges to other groups (dashed lines) which do not affect
this example. In the static case, as proved above, the attacker cannot make any strong inferences.
However; in the link learning case, if the attacker learns (t,v) is an edge, he can use the fact that
there is only one edge between the group of t and the group of v to identify t and v with nodes in the
anonymized graph. Likewise, learning (u,w) allows u and w to be identified with the nodes that
represent them. As a consequence, the attacker can infer that (u,v) is an edge, no matter how many

other nodes are in the groups. O

This example shows that revealing an edge can potentially allow an attacker to learn more
about the nodes that it connects, and thus infer more about the connections between such nodes.
However, the amount revealed about entities for which the attacker does not have information is
minimal. A relaxed definition of grouping allowing groups of size one enables this intuition to be

formalized.

Definition 4.4.4. Define a (k, E)*(p’q) -grouping as a grouping in which removing at most p nodes
from V leaves a k-grouping of V, and removing at most q nodes from W leaves an (-grouping of

w.

Observe that a (k, £)-grouping is also a (k, £)*(*:9)_grouping. Also, by applying Lemma
4.4.1, we note that a safe (k, 6)*(177‘1)—gr0uping still gives a lot of privacy for nodes in the grouping:
between a group of size k and one of size ¢, each possible edge is present in at most a 1/ max(k, ¢)
fraction of possible configurations, as before. But also, between a group of size 1 and one of size /,
there can be at most one edge in a safe grouping, and (also by Lemma 4.4.1) the edge is present in
at most a 1 /¢ fraction of possible configurations. Symmetrically, between a group of size k and one
of size 1, the (at most one) edge is present in at most a 1/k fraction of possible configurations. Only

between two groups of size one can we infer the existence (or absence) of an edge with certainty.



96

Theorem 7. In the learned link case, given a safe (k,{)-grouped graph and r < min(k,{) true

edges, the most an attacker can infer corresponds to a (k — r,{ — T)*(T’T)-grouped graph.

Proof. This is shown by induction over the revelation of r edges. The base case r = 0 yields the
(k, 6)*(0’0) -grouped graph. In the inductive case, there is a (k — 7, — r)*(“')—grouped graph, and
an additional edge (v, w) is learnt. As shown in the example above, in the worst case, this is enough
to identify which node in the anonymized graph is v and which is w. This corresponds to refining
of the groups: if v was in a group of size at least k — r, it is effectively split into a group of size 1
(containing v alone), and the remaining nodes now form a group of size at least k —r — 1. Likewise,
the group containing w is split into one of size 1 containing w alone, and one of size at least { —r—1.
The resulting grouping is therefore at leasta (k —r — 1, —r — 1)*(T+1’T+1)—grouping.

Observe however, that the identification of v and w reveals nothing about any other nodes,
even those connected to v and w. More precisely, the resulting grouping is still safe by Defini-
tion 4.4.3. The crucial observation is that any refinement of a safe grouping by partitioning groups
into smaller pieces remains safe. By appealing to Lemma 4.4.1, the attacker cannot infer any associ-
ations beyond those that are revealed by the grouping directly (i.e. only those links between groups

of size one). This is sufficient to bound the new knowledge by the (k —r, { — r)*(T’T)-grouping. O

This is directly comparable to results on tabular data k-anonymization where the aim is
to ensure that individuals are secure up to the revelation of k — 1 pieces of information about other
individuals. Here, individuals and their associations are secure up to the revelation of k — 1 pieces

of information (edges) about others.

4.4.4 Query answering on (k, /)-grouped graph

We show that aggregate queries of the type considered in Section 4.2.3 can be answered
accurately and efficiently from a published (k, £)-grouped graph. First, since F’ is isomorphic to
E and queries of type 0 are solely on the underlying graph structure, they can be answered exactly.
Queries of type 1 and 2 cannot guarantee perfect accuracy, since it is not possible to to determine
exactly which nodes their predicates select. However, they can be answered approximately, by
providing bounds and expected values on the aggregate query. It is beyond the scope of this paper
to cover all possible such queries, so we instead analyze various typical cases.

A typical type 2 query is of the form “count the total number of papers by US authors in
SIGMOD?”, Since the papers within each group is known, the number of nodes selected by the paper

predicate in a group is easily found. The same is true for any author group. The tightest bounds



97

follow from evaluating the query over all possible assignments of entities to nodes, but this would

be very costly, as the following theorem argues.

Theorem 8. Finding the best upper and lower bounds for answering an aggregate query of type 2
is NP-Hard.

Proof. The hardness of the tight upper bound problem is shown by a reduction from the set covering
problem [27]. Given subsets S1, .. .,.S;, whose union is U = {ayq,...,a,}, construct a bipartite
graph (V, W, E). For each subset .S;, create a node v; in V. All nodes in V' are placed into a single
group of size ¢. For each a; € Sj, create a node w;; in W, and an edge (v;, w;;). W is partitioned
into groups corresponding to the same aj, i.e., group G; = U;j{w; ;}. The grouping of the graph is
safe, by construction. To decide whether there exists k& subsets that cover U, we set our problem as
follows: the query selects k£ nodes in V', and exactly one node from each group of W. There is a set
cover of size k if and only if the answer to the tight upper bound problem is |U].

The hardness of the tight lower bound problem is shown by a reduction from the maxi-
mum independent set problem [27]. Given an undirected graph G; = (V1, E), construct a bipartite
graph G’ = (V, W, E') similarly to the proof of Theorem 6: for each edge (v;,v;) € Ej, insert
(vi, (v, v5)) and (vj, (v;, v;)) into E’, and create a group of size 2 containing the two nodes (v;, v;)
and (v;, v;). All nodes in V' are put in a single group. Again, the grouping of G is safe by construc-
tion. To decide if there exists an independent set of size k in G, set the query to select k£ nodes in V/,
and only one node in each group of W. There is an independent set of size k if and only if the tight

lower bound for this query is 0. O

Instead, slightly weaker bounds are obtained by considering each pair of groups in turn to

find bounds on the query answer:

Example 7. Consider answering the query “Count the total number of papers by US authors in
SIGMOD”. Given a safe group AG; of k; authors, of whom a; are US Authors; a safe group PG of
¢ papers, of which b; are SIGMOD papers; and c;; edges between the two groups: (i) There can be
a contribution of at most U; ; = min(a;, b, ¢;j) to the query (Upper Bound). The total contribution
over all author groups AG; is at most U; = min()_, U; j,b;), and the final bound over all paper
groups is U = Ej Uj. (ii) There is a contribution of at least L; j = max(0, a; + bj + ¢;j — ki — {;)
to the query (Lower Bound), and the bound over all author groups is L; = max; L; j. We can

sum this to get the overall lower bound, L = ), L;. (iii) Treating all assignments of nodes to
aibjcij
kﬂ?

entities as equally likely, the expected selectivity between AG; and PG, is E;j = (Expected
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Bound). Over all groups, the estimated expected bound is E; = {;(1 — [[,(1 — E; ;)), assuming
independence and using inclusion-exclusion principle. The expected bound for the query is then

E=> j Ej. These can be verified by simple case analysis over the structure in Figure 4.5(a). [

Such queries can be answered in time O(|E|), since each edge in the original graph con-
nects a single pair of groups, and for groups with no edges between them (c;; = 0), U; j = L; ; =

E;; =0.

Example 8. The query “Find the maximum number of single author papers in VLDB by a US
author” can be answered by considering in turn each node that could possibly be a US author (is
in a group which contains at least a; > 1 US authors), and finding exactly the single-author papers
associated with that node. Upper and lower bounds increase by one if there are b; > 1 VLDB paper
or fewer than {; VLDB papers in the paper’s group of size {;, respectively. These imply upper and
lower bounds on the global maximum. Similarly, expected bounds follow by assuming an author
has probability of being a US authors with probability a;/k; in a group of k; authors; and that a
paper in a group of {; papers has probability b; /{; of being a VLDB paper. O

As above, since we have to do a constant amount of work for each edge in the original

bigraph, the computational cost is O(|E).

4.4.5 Finding a safe grouping

We describe a greedy algorithm which attempts to find a safe k-grouping. Precomputing
the self-join of the edge table 2 on W allows quickly testing whether it is safe to put two nodes
in the same group. For each node v in turn, the algorithm attempts to place v in the first group
of the partial grouping with fewer than k£ nodes. If this would make the grouping unsafe, it tries
the next group, and so on. If there is no group that meets these requirements, then a new group is
started, containing v alone. After processing all nodes, there may be some (few) groups number
with fewer than k nodes in them. The algorithm collects these nodes together, and reruns the above
loop allowing for groups of size k£ + 1 instead of k. If the graph is sufficiently sparse, then a safe
grouping in which every group has either k or £ + 1 nodes in is produced, and so the grouping is
strict. Else, the algorithm continues but now allows groups up to size k£ + 2, and so on. Eventually,
either a safe grouping is found, or the algorithm terminates once some large group size is reached.
In this case, the method fails, but can be run again by choosing a different ordering of the nodes, or

by picking a smaller value of k. Pseudo-code of this heuristic is shown in Figure 5.
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In our experiments it was easy to find safe k-groupings for small values of k. There is the
opportunity to optimize by choosing an initial ordering for the nodes, with the aim of giving better
accuracy on queries. When a selective predicate is evaluated over a group, tighter query bounds are
given when either (almost) all nodes in the group are selected, or none are selected. When a handful
of nodes are selected from a group, there will be more uncertainty in answering the query. Putting
similar nodes in a group together will therefore give higher accuracy. It is tempting to do this based
on attributes of the entities. However, this can lead to attacks in the style of the minimality attack
defined in [18]: knowing that groups were formed in a particular way allows an attacker to deduce
the identity of nodes, and hence infer associations. Instead, if groups are chosen solely on graph
properties, then the attacker will have no additional information, as the grouping is formed using
only open information (recall, the underlying graph is public).

This still gives many possibilities. For example, if to improve accuracy on queries involv-
ing graph properties such as node degree (e.g. selecting single author papers), then sorting by node
degree will greatly improve query answering. The sorted list of degrees of neighbors can break ties.
Other arrangements are possible, but in our experimental evaluation we will compare the groupings
found by an arbitrary ordering of the nodes to one based on first sorting in the manner we have

outlined.

44.6 (k,1)-and (1,¢)-Groupings

A significant class of groupings arise when all groups of one set of nodes are of size 1.
These are (k, 1)- (or symmetrically, (1, ¢)-) groupings. Here, more is revealed about associations
between entities of the same type (our focus up to now has been on associations between entities of
differing types), since the true mapping from one set of nodes to entities is revealed. In the author-
papers example, a (1, £)-grouping reveals exactly how many papers a particular author has written,

who their coauthors are, which sets of authors have collaborated together to write papers, and so on.

Example 9. Figure 4.5(c) shows a safe (1, 3)-grouping of our example data. The corresponding
published tables are Hyy and Ry as shown in Figure 4.3(b); Hy and Ry, are not needed, since V
maps directly onto the nodes of E'. Despite this information being revealed, the private associations
between authors and papers are still hidden: although Figure 4.5(c) shows that authors al and a3

collaborated on a paper, it could be any one of {p2, p3, p5}. ]

This again resembles ¢-diversity: any author is known to have written one paper out of a

group of ¢. Checking the guarantees of Lemma 4.4.1 and Theorem 7, given a safe (k, 1)-grouping,
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any edge still is between one of k equally likely nodes of V/, and given r edge revelations, an attacker
is still faced with a (k — r, 1)*(’"’”)— grouped graph. While information is revealed about interactions
between one set of nodes (authors, in the example above), in many cases, this information release
may be permissible. Our above results show that there are still strong guarantees on the privacy
of associations, while revealing information such as, from pharmacy sales, which medicines were
bought by the same person (without revealing who that person is). If it is acceptable to release such

information, some queries can be answered with higher accuracy.

Query answering on (1, /) and (k, 1)-grouped data. Queries are answered in much the same way
as in the more general (k, ¢) case. However, many queries are answered more accurately, since the
amount of uncertainty is reduced: in Examples 7 and 8, a; = k; = 1 or b; = {; = 1, simplifying
the bounds. In particular, some queries of type 1 can be answered exactly: if the predicate is on the
1-grouping, the correct set of entities can be found exactly, which allows the exact answer to the

aggregate query to be found. Type-2 queries can be answered with tighter bounds:

Example 10. For the query of Example 7 over a (k, 1)-grouped graph, the set of SIGMOD papers
is known precisely. For each of SIGMOD paper, we add 1 to the upper bound if they have an author
in a group which contains a US author; and add 1 to the lower bound if they have an author in a
group in which every author is in the US. For the expected bound, the probability that an author in
a group of size k; with a; US authors is E; j = a;/k;, so the probability of any author of the paper
being from the US is 1 — [ [,(1 — E; ;). Similarly, for Example 8, we can consider all single author
papers by US authors exactly, and find the corresponding bounds (upper, lower, and expected) on
which are in VLDB. O

4.4.7 Experimental Analysis of Utility

In this section, we evaluate the utility of the anonymized data through experiments on the
DBLP data. Specifically, we study the accuracy of three queries with different properties. For each
query, we compute the lower bound estimation L, the upper bound estimation U, and the expected
value F. If the correct answer to the query is (), we compute two error measurements: the error
bounds UQ—Z?L (the worst case error from using (U + L)/2 as an estimate for ()), and the expected

E-T .
error ‘7T| The three queries are:

o Query A: Find the average number of authors of any paper satisfying predicate P,.
This is a type-1 query with an attribute predicate only. We vary the selectivity of P, from 10% to
90%.
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o Query B: Find the total number of single author papers satisfying P,. This is also a
type-1 query with both attribute predicates and structural predicates. The selectivity of P, is varied

as above, while the single author predicate is held constant.

e Query C: Find the total number of papers satisfying P, having authors who satisfy
P!. This is a type-2 query. We vary the selectivity of both P, and P,.

These fit exactly the form of the queries we have studied in Example 7 and Example 8
(note that type-1 queries can be thought of as type-2 queries where one of the attribute predicates is
always true). We do not consider any type-0 queries, since our earlier analysis shows that they can
be answered exactly from the graph structure alone. We computed groupings over the papers and
authors in the DBLP data described in Section 4.2 using the method detailed in Section 4.4.5. We
built 20-groupings, 10-groupings, and 5-groupings over the data. The first iteration of the algorithm
was able to find safe k-groupings covering almost every node: the 20-grouping of papers had 43
papers (out of 540K) not in groups of size 20, while there were just 3 authors not in groups of size
20. The next iteration easily found a safe, strict 20-grouping.

The following parameters can impact query accuracy:

e Group size: We compare approaches from (k, 1), (1,¢) and (k,¢) groupings. We

expect smaller group sizes to offer better accuracy for query answering.

e Selectivity of predicates: More highly selective queries are more likely to touch just a

few nodes within a single group, and so lead to wider worst case bounds.

e Grouping formation: We will study the impact of building the groupings based on
an arbitrary initial ordering of the nodes, and based on sorting based on degree and neighborhood
degree, as discussed in Section 4.4.5. We expect sorted groupings to give better answers when

queries have structural predicates based on degree.

Worst Case Error Bounds. Figure 4.6 shows the worst case error bounds for query answering
with (k, k)-groupings over the queries A, B, and C. As expected, smaller groupings achieve smaller
error. There is also a clear trend for Queries A and B (Figure 4.6(a) and 4.6(b)) that as the selectivity
of P, increases, the accuracy improves. When only a single node in a group is touched by a query,
as happens when selectivity is low, it could be any node, and so we have high uncertainty for the
aggregate value in the group. But when many nodes are selected in a group, there is less relative
uncertainty for an aggregate like sum or average.

For Query C (Figure 4.6(c)), there is little variation as we vary the selectivity of P, (in

this plot, selectivity of P, is set to 0.8). Note that when we have a paper group of size 1, as in
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the (10, 1)-grouping, we can directly select out exactly those papers that meet the predicate, and so
have better accuracy compared to other groupings. There is little difference between the (10, 10)-
grouping and the (1, 10)-grouping. This is because P, selects most authors, so there is not much
benefit from the (1, 10)-grouping’s ability to eliminate some candidates. When P, selects fewer

authors, there is a clearer advantage of (1, 10) over (10, 10) grouping.

Expected Case Error Bounds. Although the above worst case bounds show that there can be a
wide range between the upper and lower bounds on a query, we show next that the expected bound
can give a quite accurate answer. Figures 4.7(a) and 4.7(b) show the expected error on queries B
and C (the expected error on query A was too close to zero to plot). The general trend is again that
higher values of selectivity give better accuracy. On query C, as in the worst case, the expected
error is much smaller on (10, 1) than (1, 10) or (10, 10), which are about the same for this (more

selective) P..

Impact of ordering on grouping. Query 2 involves a structural predicate (single author papers),
so we compare ordering the grouping by degree and second-order degree to an arbitrary grouping
in Figure 4.8(a). We see that there is a very dramatic benefit to having a grouping based on this
ordering: two orders of magnitude improvement in the accuracy. This is because most groups now
contain papers with the same number of authors, meaning the contribution to the aggregate can be
found exactly for those groups, and the few remaining contribute to the uncertainty.

We further investigate the impact of the correlation of the predicate with the grouping.
For query B, we construct an artificial predicate P, which selects the same number of total papers,
but touches a variable number of papers in each paper group within a (5, 5) grouping. Figure 4.8(b)
shows that as the number of papers touched in each group increases, both the expected and worst
case bounds improve up to the point when all papers are selected in a group, the aggregate query
is answered with perfect accuracy. This shows that if we can anticipate the kinds of structural
predicates that end users will want, then we can improve the utility of the published data without

compromising the privacy.

4.5 Unions of groupings

In this section, we consider the impact of publishing multiple groupings of the same graph.
This allows a class of queries to be answered with perfect accuracy, but is open to stronger classes

of attack based on the graph structure. Recall that publishing the fully-censored (m,n)-grouped
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Figure 4.9: Author identifiability with (m, 1) U (1, n)-grouping

graph allows type-0 queries to be answered exactly, but gives us no handle to answer other query
types with any certainty. As observed in Section 4.4.6, publishing (1, ¢) or (k,1) grouped graphs
offers greater utility for a variety of queries while preserving the privacy of associations.

So it seems that publishing both as a (1, ¢) U (k, 1) grouping of a graph is desirable, since
any query of type 1 could be answered exactly. But while either version of the graph in isolation
is resilient against attack, by publishing both an attacker could combine the information in the
static attack model (Definition 4.2.1). If an author has written more papers than any other, she can
be identified from the (1, ¢) graph. From its unique degree, the same node can be located in the
(k, 1)-grouped graph, revealing all the papers written by that author. This attack applies even over
(m, 1) U (1,n)-grouping, which give the most privacy in this class.

More strongly, if certain types of mappings between the isomorphic (m,1) U (1,n)-
grouped graphs can be found, the original data can be recovered. This problem is related to, but
distinct from, the (well-studied) graph isomorphism problem. Some information will remain pri-
vate: associations between authors who have only ever written one single author paper and their
papers cannot be recovered from (k, 1) U (1, ¢)-grouped graphs, even though finding an isomor-
phism over these nodes is easy. But if the attacker can find node or edge pairs that must be uniguely

mapped to each other in every isomorphism, their identity is compromised. Clearly, the amount of
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privacy that remains is input dependent: data consisting solely of single author papers by one-time
authors is secure; but if each node has a unique degree then total re-identification is trivial. On

realistic data, the truth lies somewhere in between.

Experimental Analysis of Privacy. We define the following attack on publishing (m, 1) U (1,n)-
grouped graphs, based on finding matching pairs of nodes between the two graphs. Each node
in the fully censored graph is given a compact signature. Initially, the signature of every node
is a default value, say 0, since there is no a priori way of telling them apart. Given a node, its
next-step signature is formed by concatenating its current signature with the signatures of all its
neighbors in the graph, and sorting this set lexicographically. Once next-step signatures are found
for all nodes in the graph, they can be compactly relabelled (since there can be at most n different
signatures for n nodes). By this construction: (a) If two nodes have different signatures then they
cannot be matched in any isomorphism—since the signature canonically encodes features of the
neighborhood of a node, different signatures entail non-isomorphic neighborhoods. (b) Since the
process is entirely deterministic, each node will obtain the same signature every time the procedure
is run on the graph. As a result, if a node receives a signature that is not shared by any other node,
then this node must be uniquely matched in any isomorphism. Moreover, it can be matched to the
unique node with the same signature in an isomorphic copy. Note that the implication is only one
way: the guarantee is that if signatures are unique then nodes can be uniquely matched, and not
vice-versa. Schemes which build signatures for edges instead of for nodes are also feasible; the
details are quite similar, and we present results only for the node-based scheme for brevity.

We apply this signature scheme on the (m, 1) U (1, n)-grouped graphs, and measure how
many nodes are uniquely identified, and how many fall into equivalence classes of size 2, 3, 4
etc. The cumulative distribution over such classes of authors in the DBLP dataset are shown in
Figure 4.9. Multiple steps of signature computation were performed, but on this data (and on similar
datasets such as IMDB), no improvement was seen after the forth iteration, and there is only limited
difference from the third to forth step. A 4-step signature is sufficient to identify half of authors
uniquely, and only 20% are in equivalence classes of 10 or larger. Such privacy levels are weak for
many typical applications, so we conclude that (1,¢) U (k, 1)-groupings should be avoided. The
single groupings discussed in the previous section offer much stronger privacy guarantees while

allowing queries to be answered accurately.



108

4.6 Summary

We have considered the problem of anonymizing data in the form of bipartite graphs, and
shown that methods based on finding safe (k, ¢)-groupings are effective at securing published data

against a variety of attacks. There are several directions for future work:

e We have shown how to answer queries for various natural classes of aggregates, but
it remains to automatically rewrite arbitrary queries to give upper, lower and expected bounds on
safely grouped graphs. It is also of interest to study advanced query types, such as join-style queries

over longer edge paths.

e We have assumed that full information can be revealed about entities, but the mapping
from entities to nodes in a graph must be masked. Other models may be needed if we wish to

anonymize both entities and the associations between them.

e QOur focus has been on the important class of data that can be represented as a bipartite
graph linking two types of entity. It is natural to also study arbitrary graphs over a single type of
entity, i.e. the social network graphs that have so far frustrated attempts at anonymization [4, 26].
A natural approach would be to extend the definition of safe groupings to ensure that a group of k&
nodes has no edges between nodes in the group, and no common neighbors, and to analyze what

privacy guarantees hold over such groupings.
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Chapter 5

Personalized Privacy

5.1 Motivation

In chapter 3, we provide flexibility to data owners to specify a target distribution, such that
after generalization and permutation on the sensitive attributes, the distribution of any user’s data
in the table can be inferred only as the target distribution, but nothing else. From the experimental
results we observe that in many cases the error rates of query answering are big under this strong
privacy requirement. This is because what we have proposed is a uniform privacy guarantee. Each
user’s privacy is protected at the same level. In order to satisfy such a strong privacy requirement,
we have to sacrifice the utility of the anonymized tables.

In practice, people have different privacy requirements. Some people may care about their
privacy very much, while some others may not care about it at all. If we can relax the privacy for
those users who are not so concerned about their privacy, empirically we can reduce the generaliza-
tions involved, and get better query answering. In this chapter, we investigate techniques to improve
query answering accuracy while preserving each individual’s personal privacy requirement. This
personalized privacy model is comparable with the work in [8]. However, their model only works
with categorical data, which is similar to previous works such as k-anonymity and [-diversity. And it
is also based on the QI-generalization mechanism. The privacy model we proposed is an extension
to the distributional privacy we proposed in chapter 3. It not only addresses the privacy require-
ments of numeric data, provides more flexible privacy specifications to data owners, but also has
much better query answering accuracy.

In our proposed model, each user ¢ having a tuple in the table will be asked to specify a

node H; in the privacy-annotated hierarchy H as his/her privacy preference R;. After anonymiza-
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Table 5.1: An example microdata table

ID Quasi-identifiers || Sensitive
tuple ID | name || zipcode | gender salary Privacy Requirment
4 Debra | 91130 F $60K [$60K]
5 Elaine || 91210 F $40K [$30K, $40K]
6 Grace || 91220 F $30K [$30K]

tion, the published data should respect the privacy requirement of all R;s. We will also identify
the optimization problem to provide accuracy query answering, and design efficient algorithms to

achieve our goal.

5.2 Example

In this section, we use some examples to illustrate the proposed privacy goal and the basic
idea of the new anonymization scheme. We also show that by relaxing the privacy guarantee for
those users whose privacy requirement is not so strong, we are able to provide more accurate query
answers compared with the distributional privacy.

We use the same example microdata table as shown in table 3.1, and the annotated hi-
erarchy is the same as that in figure 3.1. Each user will choose a node in the hierarchy tree as
the specification of his privacy requirement. If a user choose a node with domain D, it means
the user’s sensitive attribute value is in the range of D, and after publishing the anonymized table,
for all values in D, their relative probability should follow the target distribution P. For example,
suppose a user chooses the node with domain [$50K, $60 K] from the tree in figure 3.1. Then in
the anonymized table, anyone should only infer that his salary is either 50K or 60K is equally
likely. With this definition, the generalized and permuted domain generalizations {50K, 60K }, or
{30K,40K,{50K — 60K }} both satisfies his privacy requirement.

In the microdata table, suppose we have collected all the users’ personal privacy require-
ments, based on the hierarchy in figure 3.1. We will add an additional column to represent the
privacy requirement chosen by each user. The resulted table is shown as table 5.1. For simplicity,
we only show the tuples from group 2.

One possible way to do SA generalization permutation is shown in table 5.2. By compar-
ing the output with the generalization result of group 2 in table 3.2, we can easily see the range of
generalized domains are much smaller than the previous scheme, and we can further split them into

3 groups. This is because the range of their privacy requirements are disjoint with each other. The
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Table 5.2: The example table after sensitive attribute generalization and permutation

Quasi-identifiers Sensitive
group ID | tuple ID || zipcode | gender salary
2a 4 91130 F $60K
2b 5 91210 F [$30K, $40K]
2c 6 91220 F [$30K]

resulted generalized domains after we do grouping and permutation within each group satisfies the
privacy requirements specified by each user.

Given a microdata table, there are many ways to partition it into multiple groups and
perform sensitive attribute permutation and generalization. In the remaining part of this chapter, we
will formally define the personalized privacy problem, and then identify proper optimization goals

that can improve the accuracy of query answers.

5.3 Personalized Privacy Model

After the data publisher specifies a hierarchy tree H, each user 7 with sensitive attribute
value v; will chose a level h; as his/her privacy preference. Denote the leaf node in the tree cor-
responding to v; as n;. The node corresponding to the privacy requirement that v; specifies is the
node in the path from n; to the root, and whose height is h;. Denote the domain of this node as R;,
obviously v; € R;. We also refer R; as the privacy specification of user 7. Now given a multiset G
of subdomains of the the sensitive attribute domain D(S), we can compute the probability of any

element x = ¢ as Prob(xz = t|G), after we permute all the domains in G.

Definition 5.3.1. Let G = {Di,..., Dy} be a multiset of subdomains of D(S), and R; be the
privacy preference specification of user i. We say G respects R; if for any elements t1,to € R;, if

P(xz =t2) # 0, then % =1

This definition says, for all the values in the range R; specified by user ¢, their probability
should follow a uniform distribution in G after permutation of all the generalized domains. For
example, G = {[1 — 2], [1 — 2], 3,4} respects R = [3 — 4], as each value 1, 2, 3, 4 has a probability
of 1/4 after domains in G are randomly permuted.

Suppose we have NV tuples in the database, and we will collect IV privacy preference
R = {R1, Ry, -+, Rn}. We say a multiset of subdomains G respects R if it respects R; for all
1<i<N.
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Definition 5.3.2. Let S = {s1,..., sy} be a multiset of elements in D(S), G = {D1,..., Dy} be
a multiset of subdomains of D(S). We say G is a R-respect generalization of S, if G respects each

R;, and there is a one-to-one mapping f from S to G, such that for all s;, i =1,...,n, s; € f(s;).

Intuitively, if an attacker only has access to a R-respect generalization, then for each user
1’s sensitive attribute, within the range of R; he can not derive more information of the values in R;
other than a uniform distribution.

Once we get a R-respect generalization, answers to the aggregate queries can be obtained
by first pre-computing the help table, which contains the bounds of the query answers when any
number of tuples in a partition is touched. Then for any query we only need to identify how many
tuples in each partition is touched, then join with the help table to get the bounds and aggregated
them.

A trivial R-respect generalization is to produce the same generalization as we’ve proposed
in distributional privacy. This can be seen as setting all the I?;s to the whole domain. In the person-
alized privacy model, the privacy requirement is relaxed. We can expect that in many cases we do
have better choices of the generalized domains which lead to more accurate query answers. In the
next section, we will formally define the optimization problem. We then present algorithms that can
produce generalizations which conforms to the personalized privacy requirement, and meanwhile,

can answer aggregate queries accurately.

5.4 Optimization for Accurate Query Answering

We have already identified the personalized privacy goal, and given the formal definition
based on the hierarchy framework. Next we will design optimization criteria for anonymization in
order to provide accurate query answers.

Intuitively, the lower a subdomain D is in the domain hierarchy, the narrower range | D|
it has, and will introduce less uncertainty in query answers. So our first optimization goal is to

minimize the range of generalizations. We formally define the problem as following:

5.4.1 Problem definition

Problem 5.4.1 (Optimal Personalized Privacy Problem). Given a multiset S of sensitive attribute
values, a domain generalization hierarchy H over D(S), and the privacy specification R of all

users, find a R-respect generalization G of S such that Y . |D'| is minimized.
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For short, we also call G the optimal R-respect generalization of S, and the personalized

privacy problem as PPP.

Case 1:

We don’t generate any subgroups for each group. That is, we put the generalizations R;

of all v; in one group and permute them.

Lemma 5.4.1. If there’s one tuple with (value, privacy) pair (v1, R1), and another with (ve, Rs),

and satisfies Ry C R1, then we can raise vy’s privacy to Ry.

Proof. Denote the generalization group as G. After permutation, G must satisfy that all values in
the range of R; and Ry follow uniform distribution. Because Ry C R1, so R; follows uniform
distribution automatically make true that Ry also follows uniform distribution. This indicates that
although vy’s privacy is set as R, the output is the same as it is set as [21. So we can replace I2; as

v9’s privacy requirement. O
With Lemma 5.4.1, we can derive the following theorem.

Theorem 9. For any (value, privacy) pair (v, R;), its privacy level can be raised to max(R;),

where v; € R;.

O
And we have the following algorithm 5.4.1 to solve for the optimal solution of this special

case.

Algorithm 6 MinGenUniformOneGrp(7T', P)
/linput: a hierarchy tree 7', a set of (values, privacy) pair P; = (v;, h;).

/loutput: a group of generalized domains G.
Put each pair P; at its privacy specification node h;;
level = root;
BigDomains = GetBigDomains(level); //this function returns the biggest disjoint domains that
cover the whole tree. Details omitted here.
for each domain D; in BigDomains do
V=all values in the subtree rooted at D;;
generalize(V); // this is the generalization algorithm we already have.

end for
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Note that in this case, the same values within the same group will have the same pri-
vacy requirement, as for any (v, Ry), (v, R2), - - -, their privacy will be promoted to the biggest R;
according to Lemma 5.4.1.

Another observation is that, when the BigDomains is not the root, we can further separate
all the values V' into |BigDomains| subgroups, each of them contains all values from the subtree
rooted at each element of BigDomains, and generalization are within each subtree respectively. It is

obvious as the subtrees are disjoint with each other.

Case 2:

In general we may want to have multiple groups. It will enhance the accuracy of query
answering. One possible solution to this case is that, we design a scheme to partition the data into
multiple groups, then for each group apply the solution of case 1. One such heuristics is to group

tuples by their quasi identifiers, as shown in algorithm 5.4.1.

Algorithm 7 MinGenUniformMultiGrp(T’, P)
/linput: a hierarchy tree 7', a set of (QI, SA, privacy) triple P; = (g¢;, v;, hj).

/loutput: groups of generalized domains G.
Group tuples based on g;;
for each group do

call MinGenUniformOneGrp;

end for

Although grouping based on quasi identifiers can increase the number of tuples touched
in each partition, it doesn’t taken into consideration the properties of sensitive attribute values. As
demonstrated in previous work, optimizing the overall sum of generalized ranges will give the best
query accuracy.

A heuristic algorithm to solve the PPP problem works as following:

1. Given a balance binary tree on the domain, we assign all values to each leaf node.

2. We first extract the partitions which contains all leaf nodes, until some leaf node doesn’t have
any value left.

3. Prune the tree, and it’s now unbalanced. The ”leaf” level now contains nodes which are previously
inner nodes of the tree.

4. For each node in the new “leaf” level, find the partition which gives the maximum saving. For

any value v; at that node, the saving is computed as s; = |R;| — | D;

, in which R; is v;’s privacy
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requirement, and D; is the generalized domain. The maximum saving for a partition g is szie g Si-
5. For all nodes in the leaf level, extract the group with the maximum saving.
6. Prune the tree again and continue step 4.

However, we’ve find a counter example to show that step 2 is not optimal already: suppose
we have a set of values with their privacy requirements (1, 1-8)x4, (2,2), (3,3), (4,4), (5,5), (6,6),
(7,7), (8,8), where (a,b) x ¢ means we have ¢ tuples whose values are a, and its corresponding
privacy requirement is b. The best partition and generalization should be g; = {1 — 4,1 — 4,1 —
4,1—-4,5,6,7,8}, {2}, {3}, {4} That is, we group the 4 tuples of 1 together with 5,6,7,8. But step
2 we will output g2 = {1,2,3,4,5,6,7,8}, {1 — 8} x 3.

We notice the maximum saving is still valid in this case, g; has a bigger saving than g. So
actually we can remove step 2 and start from step 4 directly. However, we do find another counter
example that the maximum saving also cannot give the optimal solution: Suppose we have (1, 1-16),
(5,5-8), (6,5-8),(7,5-8),(8,5-8),(9,9-12),(10,9-12),(11,9-12),(12,9-12),(16, 1-16) The partition with
the maximum saving is 1-4, 5-8, 9-12, 13-16. Saving is 1240+0+12 = 24. And the resulted partition
would be {1 —4,5—8,9—12,13 — 16},{5 — 6,7 — 8},{5 — 8},{9 — 10,11 — 12}, {9 — 12}.
Savings for the 5 groups are 24, 4,0,4,0 respectively. However, the optimal solution should be:
{1-28,9—-16},{5,6,7,8},{9,10,11,12}. Savings for the 3 groups are 16, 12, 12 respectively.

The modified algorithm is to compute the average saving of each group. This solves the
above problem, as the average savings for {1 — 4,5 — 8,9 — 12,13 — 16} is now 24/4=6, while for
{1 —-28,9 — 16} is 16/2=8. Formally, suppose the domain of v;’s privacy requirement is R;, and v;
is finally generalized to D;, then the saving s; = |R;| — | D;|. It’s possible s; < 0. For each group

g, the total saving is S; = >, __s;, and the average saving is A, = S, /|g|.

v;€

Given a hierarchy treegT, a set of N values (v;, h;), where v; is the SA value of user 1,
and h; is user ¢’s privacy specification level in the tree. h; = 0 is the leaf level, the structure of the
algorithm is shown as algorithm 8.

But there’s still unsolved problem when there are multiple choices in a subtree: Suppose
we have (1, 1-8), (3, 3-4), (4, 3-4)x2, (5,5-6), (8, 7-8) The biggest saving is {1—2,3—4,5—6, 7—8},
in which obviously we should generalize 4 to 3-4. But if we select 3 into this group and generalize
to 3-4, we will have the same saving. One possible solution when choosing between multiple
equivalent values, is to make the left values in the subtree as balanced as possible.

Whether this solution is optimal, is not obvious yet. We need to identify more properties

of the problem.

Another possible solution is use a top-down approach as shown in algorithm 9.
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Algorithm 8 MinSORbu(7", P): Bottom-up approach to find the optimal groupings and generaliza-

tions
//input: a hierarchy tree T', where each leaf node has a set of (values, privacy) pair P; = (v;, h;).

/loutput: a grouping G.
L =set of all leaves of T;
while there exists value pairs left in 7" do
for each node n; in L do
(94, s;)=FindMinGroup(n;, T, L);
end for
extract g as the g; with the maximum average s;;
save g to G
Prune(T);

end while

Algorithm 9 MinSORtd(7', P): Top-down approach to find the optimal groupings and generaliza-

tions
/linput: a hierarchy tree 7', where each leaf node has a set of (values, privacy) pair P; = (v;, h;).

/loutput: a grouping G.
while there exists values whose privacy at the root do
output a group of domains using the global generalization algorithm;
output the tuple ids group of the corresponding generalized values as those with largest R;s;
end while
/fmow no privacy requirement at root

repeat the above algorithm for each subtree
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Unfortunately, our previous example (1, 1-8)x4, (2,2), (3,3), (4.,4), (5.5), (6,6), (7,7), (8,8)
again serves as a counter example here: the global algorithm will output the generalized domains

1,2,3,4,5,6,7,8 and 1-8x3.

5.5 Summary

In this chapter, we propose a new privacy goal— the personalized privacy. We formally
defined it based on the same framework of sensitive attribute generalization and permutation as
the distributional privacy in chapter 3. We show properties and hardness of the problem through
examples. We also propose heuristical solutions to this problem. As the next step, we will try
to either prove the hardness of the problem formally, or identify if there exist polynomial time

solutions.
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Chapter 6

Discussion

6.1 Summary of contributions

The demand of cross-domain data sharing has been increasing substantially in recent
years, when more and more companies are collaborating and outsourcing their data with others.
The release of microdata offers advantages for ad hoc analysis. Meanwhile, it also raises privacy
concerns when individual records are released.

In this dissertation, I identify the privacy requirements for microdata sharing in several
specific scenarios, and propose novel anonymization schemes based on the permutation schemes.
The anonymization schemes are optimized to maximize the utility, which is evaluated in terms of

query error rates. Specifically, our contributions are as the following:

e New anonymization scheme Existing anonymization works are mostly based on domain gen-
eralization on QI attributes. After generalization, tuples with the same QI values will be put
into the same partition, thus it breaks the association between identifiers and QI values. We
show that the query error rates resulted from domain generalization are generally too big,
and make the anonymized dataset useless. Thus we propose a novel anonymization scheme
[22]. We group tuples into partitions and permute the sensitive attributes (SA) within each
partition. Privacy is thus maintained by breaking the QI-SA association. We show that given
the same partition, permutation-based approach is always better than the generalization-based
approach. To improve the query efficiency, we also propose the construction of a help table

which pre-computes the bounds when different number of tuples are selected in each partition.

As pointed out in [18], anonymization schemes based on QI-generalization suffer from min-
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imality attack. In our scheme, tuples in the same partition are not based on optimal QI-
generalization criteria. So one advantage of our scheme is that, it is resistant to the minimality

attack.

e Protecting numeric data We identified that existing privacy goals such as k-anonymity or
[-diversity are often not sufficient to protect numerical attributes. We propose a dedicated
privacy definition for numeric data called (k, e) anonymity [22]. In addition to require that
each partition has at least k different values, we further require that the range of the possible
SA values in a group is no less than e. When anonymizing the microdata, we partition tuples
such that each partition satisfies (k, e) anonymity. We also propose several criteria to optimize

partitions for accurate answering of aggregate queries.

o Disguising data distribution In many scenarios, data owners may not want others to infer the
actual distribution of portions of the published dataset. We propose an anonymization scheme
that ensures an attacker can only derive from the microdata that an individual record’s sensi-
tive attribute follows a pre-specified target distribution [28]. Specifically, we build a hierarchy
tree on the sensitive attribute domain. Weights are given to nodes in the tree to model the tar-
get distribution. For all tuples in the same group, SA values are first generalized along the
hierarchy, then permuted within the group. SA values of each tuple can only be derived as
following the target distribution then. We identify the optimal algorithm that minimizes the

sum of ranges of all generalized domains, while maintaining the privacy requirement.

When the difference between the target distribution and the source distribution is big, the
query accuracy is often poor. We further propose two approaches to achieve better accu-
racy for query answering. The first approach allows data owners to approximate the target
distribution in a controlled manner to tradeoff distributional privacy protection and accurate
query answering during anonymization. The second approach is to inject fake tuples into the

anonymized dataset.

o Anonymizing bipartite graph data Graph data pose more privacy challenges than the tabular
data. We are the first to propose privacy models for bipartite graph data, and design and
optimize the anonymization scheme to accurately answer queries of several well-defined types
[29]. Specifically, I first show that existing anonymization techniques for tabular data cannot
give accurate answers to queries on graph properties: small changes on edges will change

aggregate graph properties radically. We propose novel anonymization schemes for bipartite
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graph data, called (k, [)-groupings. We also demonstrate attack with background information
of the graph structure, and propose the criteria for a safe grouping. We then study the security
properties of (k,[)-groupings in detail. Generally finding a safe grouping is hard, so we
also propose a greedy solution. We further classify queries on graph data based on their
predicates on the graph structure, and show the query answering process for some typical

types of queries, as well as analyzing their hardness.

e Personalized Privacy We propose personalized privacy model, so that users can specify their
own privacy requirements. We give the formal definition of the problem, and show properties
and hardness of the problem through examples. We also propose heuristical solutions to this
problem. In the future, we will try to either prove the hardness of the problem formally, or

identify if there exist polynomial time solutions.

6.2 Related Work

Privacy has raised many concerns in recent years, when data is shared between different
parties through Internet. On the one hand, privacy practice needs to be declared when data is
collected from individuals. One the other hand, there is great need of mechanisms to ensure that the
collected data will be protected from disclosure when later disseminated. Privacy problems have
been identified and studied in a broad area of applications [30, 31, 32, 33, 34, 35, 11, 36, 37, 38,
12,5,20,3,7,8, 10, 39, 40, 6, 21, 22]. In this section, we only discuss the following works related
to our research. First, we introduce the policy-based privacy enforcement, which helps server and
client negotiate their privacy practice and requirement. Privacy-preserving data mining is another
hot topic these days, when several parties want to collaborate and compute some functions of their
data together, or transfer their data to some specialized data miners, which will be discussed next.

Our proposed approaches fall in the third part, where the collected data is to be published.

6.2.1 Policy-based Privacy Enforcement

When users share their data with websites, they prefer that the website will not abuse the
information they submitted. Policies have been designed to help users and websites to negotiate
their privacy practice.

The Platform for Privacy Preferences(P3P) [30] is a protocol allowing websites to declare

their intended use of information they collect about browsing users. It enables websites to encode
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their data-collection and data-use practices in a machine-readable XML format, known as P3P poli-
cies [41]. The W3C has also designed APPEL (A P3P Preference Exchange Language) [42], which
allows users to specify their privacy preferences. By adopting these policies a user’s agent will be
able to check a website’s privacy policy against the user’s privacy preferences, and automatically
determine when the user’s private information can be disclosed.

In order for enterprises to effectively enforce their privacy policies in addition to simply
specifying them, IBM proposed the Enterprise Privacy Authorization Language (EPAL) [31] as
a formal language that provides enterprises with a way to automate and enforce privacy policies.
EPAL policies, unlike P3P policies, are enforceable, as they are written and structured in a similar
fashion to access control policies that one may find in the security domain. The policies are enforced
by an enforcement engine that parses the files, assuring the information collection, use and storage
that occurs within the organization, and amongst the organization and its partners, complies with

the EPAL specified privacy practices.

6.2.2 Privacy-Preserving Data Mining

Data mining techniques are used to find patterns in large databases of information. But
sometimes these patterns can reveal sensitive information about the data holder or individuals whose
information are the subject of the patterns. The notion of privacy-preserving data mining is to
identify and disallow such revelations as evident in the kinds of patterns learned using traditional
data mining techniques.

In some cases several individuals may want to collaborate and evaluate some function of
their inputs, such that no more is revealed to a party or a set of parties about other parties’ inputs and
outputs, except what is implied by their own inputs and outputs. This problem is formally referred
to as secure multi-party computation. It was first investigated by Yao [32], and later generalized to
multiparty computation. The seminal paper by Goldreich proves existence of a secure solution for
any functionality [43].

Sometimes a user do not have the ability to do data mining, and will transfer his data to
specialized data miners for analysis. Certain degree of anonymization is needed in order to protect
the individual reports or his data. In [12], Agrawal et. al identify the primary task in data mining as
the development of models about aggregated data(sum, count, average, maximum, minimum, pth
percentile, etc.) without access to precise information in individual data records. They classify the

solutions to modify a value in a field into three methods. (1)Value-Class Membership: partition
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values into sets of disjoint, mutually-exhaustive classes and return the class to which x; belongs.
We know that it is also referred to as generalization now. (2)Value Distortion: return z; + r instead
of x;. It is also referred to as randomization. (3)value dissociation: a value returned for a field of
a record is a true value, but from the same field in some other record. This method is essentially
the permutation and swapping approach. It is a global method and requires knowledge of values in

other records.

6.2.3 Macrodata/Microdata Protection
Macrodata and microdata

Previously data is released in pre-aggregated tabular form through statistical database
[11]. Such form of data are generally called macrodata, which represents estimated values of sta-
tistical characteristics concerning a given population. There are two main approaches for protecting
statistical databases. The first approach restricts the statistical queries that can be made or the data
that can be published. The second approach modifies the query result returned to users. The modi-
fication can be enforced directly on the stored data or at run time when computing the query results.

To accommodate the increasing demands for flexibility and availability of information
from the users, microdata are to be released in many situations. Simple de-identification is not
enough to protect privacy, as we have already seen in chapter 2. Quasi-identifiers linked with public
data database can often lead to the disclosure of identities. Many approaches have been proposed
to protect the privacy of microdata, which we will elaborate below. It shall be pointed out that our

approach also falls in this category.

Microdata protection

The privacy vulnerability of the release of de-identified microdata was first discussed by
Sweeney [1, 2]. It has been shown that, after linking a de-identified medical database with voter
registration records, medical records of many individuals can be uniquely identified. Sweeney fur-
ther proposed k-anonymity as a model for protecting privacy of microdata. Domain generalization
and record suppression have been introduced as two techniques to achieve k-anonymity [5].

In [20], Samarati presented a framework for generalization and suppression based k-
anonymity, where the concept of generalization hierarchies was formally proposed. Given a pre-
defined domain hierarchy, the problem of k-anonymity is thus to find the minimal domain general-

ization so that, for each tuple ¢ in the released microdata table, there exist at least k-1 other tuples
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which have the same quasi-identifiers as ¢{. Samarati also designed a binary search algorithm to
identify minimal domain generalizations. The concept of /-diversity is introduced by Machanava-
Jjhala et al. in [3] to prevent attackers with background knowledge. In [7], distribution of sensitive
attributes is first considered. Based on this, a more robust privacy measure (which we refer to as ¢-
closeness) is proposed. Their work guarantees that the distribution of any sensitive attribute within
each group (equivalence class) is close to its global distribution in the table. In [8], Xiao et al.
proposed to let individuals specify privacy policies about their own attributes.

It has been shown that the problem of general k-anonymity with suppression and ar-
bitrary domain generalizations (instead of pre-defined generalization hierarchies) is NP-complete
[44, 45, 46]. Several approximation algorithms have been proposed [47, 44]. Several other works
investigate the characteristics of k-anonymity. For example, Aggarwal discusses the curse of di-
mensionality related to k-anonymity [48]. In particular, he shows that it is not possible to create
even a 2-anonymous table in high dimensional space without considerable information loss. In
[10], Yao et al. show that, when several microdata tables are disclosed, even if each of them sat-
isfies k-anonymity, by pooling them together, k-anonymity may be violated. They further design
algorithms to detect such violations. Zhong et al. [39] devise a protocol for obtaining k-anonymous
tables in distributed environments.

To improve the quality of the anonymized data, recently much work has been done to
efficiently compute minimal and optimal generalizations [40, 6]. In [40], Bayardo and Agrawal
presented a general model of the problem of finding optimal generalization and suppressions to
achieve k-anonymity. The model can accommodate a variety of cost metrics. Pruning techniques
have been proposed to reduce the search space of optimal generalization and optimization. In the
Incognito approach of [6], generalization hierarchies are explored in a vertical way. It first computes
the minimal solution to k-anonymity in the generalization hierarchy for each quasi-identifier. These
solutions are then combined to form the candidate generalizations for the domain hierarchies of
quasi-identifier pairs. This process continues until a set of minimal domain generalizations are
obtained for the full domains of quasi-identifiers.

All the above works focus on introducing less imprecise information to microdata. But
their impact on the accuracy of aggregate queries have not been discussed. Recently Xiao et al. [21]
propose to achieve k-anonymity by separating quasi-identifiers and sensitive attributes into two
tables. These two tables are connected by the group ID of each tuple. It is easy to see that their
scheme is equivalent to a permutation of sensitive attributes among tuples in the same group. They

show that when quasi-identifiers are maintained, the accuracy of aggregate reasoning is improved a
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lot, as the probability of each tuple being touched is known. As with most other works discussed
above, however, this work only focuses on categorical sensitive attributes. Their techniques cannot

be directly applied to handle numerical sensitive attributes, which was the focus of the work by [22].

Graph data protection

Since year 2007, there has been considerable interest in anonymizing data which can
be represented as a graph, with motivation coming from wanting to publish social network data.
Backstrom et al. [4] consider attacks on publishing such data with identifiers removed (the “fully
censored” case). They study both active attacks, in which the attacker is allowed to insert a number
of nodes and edges into the graph before it is published, and passive, in which the attacker learns
all the edges incident on a set of linked nodes. In both cases, the authors show that with high
probability, the known subgraph can be located in the overall graph, and hence information can
be learnt about connections between nodes. However, as here, nothing is learnt about connections
between nodes that are not incident on edges known to the attacker.

Hay et al.[26] analyze what privacy is present inherently within the structure of typical
social networks, by measuring how many nodes have similar or identical neighborhoods (based,
e.g. on degrees of nearby nodes). This is similar to the attack we studied in Section 4.5. They
analyze what additional privacy is gained by deleting and then randomly inserting up to 10% of
edge, but observe as we do that such large scale modification can significantly alter graph properties.
Zhou and Pei [49] define privacy so that each node must have k others with the same (one-step)
neighborhood characteristics, and measure the cost as the number of edges added, and number
of node label generalizations. Korolova et al. [50] analyze attacks in a different model, where
the attacker can only “buy” information about the neighborhood of certain nodes. Zheleva and
Getoor [51] study the effectiveness of machine learning techniques to infer sensitive links which
have been erased, given a graph in which non-sensitive links have been anonymized. They consider
a collection of anonymizations based on grouping nodes: randomly deleting some non-sensitive
edges; reporting only the number of edges between groups (similar to Section 4.3.3); and simply
reporting whether or not two groups have any edges. They do not consider our approach of retaining
the graph structure but hiding the mapping from entities to nodes. Our work differs from prior
work essentially because we focus on a different region of the privacy-utility tradeoff: we consider
settings where releasing the unlabelled graph is permitted, but lacks utility, whereas prior work does

not allow such release.
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Also relevant is work which considers relations with many sensitive attributes, since such
data is often effectively represented in graph form. Nergiz et al.[52] mention the shortcomings of
representing and anonymizing bitmap representations of relational data, which we argue is also in-
sufficient for graph data in Section 4.3.2. Closest to our work in setting is recent work by Ghinita e?
al. [53] on anonymizing sparse high-dimensional data (since a bipartite graph can be seen as defin-
ing such a sparse relation). Their approach is to extend known permutation based methods [22, 21]
to improve utility. In their data, sensitive attributes are rare, so they can ensure at most one sensitive
attribute in each group of £ individuals; in contrast, in our setting, every attribute (association) is
sensitive and so we cannot apply their method. Moreover, [53] does not consider graph properties
of the data, which is vital for us to preserve in our setting. Work on /¢-diversity briefly considers
the issue of multiple sensitive attributes, and concludes that much larger groups would be needed to
guarantee privacy [3]. The crucial difference that allows our techniques to succeed is that although
we have a large number of sensitive attributes (e.g. all papers) in graph data, the graph is sparse, so

most of these attributes take a non-sensitive value.

6.3 Future work

The performance and utility of traditional database has been studied extensively in the
literature. However, very limited research has been done concerning the performance of anonymized
data. In the long run, I would like to explore research areas of combining performance, utility and
privacy in the releasing of public database. In recent years, many emerging applications also pose
new and challenging privacy requirement in their corresponding data releasing. Example databases
include the social network data, data collected from sensor networks or RFID, etc. I also plan to

extend my research to such applications which needs special privacy treatment.
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