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For example, if the application/service is LANE [1], an access node in the network can be viewed as aLAN Emulation Client (LEC) that requires service from a LAN Emulation Server (LES) with a speci�edprobability. This type of network can be modeled with Stochastic Reward Nets (SRNs) so that desiredperformability attributes can be obtained. Modeling of this type is becomingmore important due to increasedinterest in issues such as scalability, redundancy, and dependability [2].Several measures of system e�ectiveness have been proposed that combine the e�ects of failure/repair withsystem performance. First is the e�ect of increased load on the failure rates of the individual processors [8].Another measure is throughput-oriented availability; however, failure is a relatively rare event that averagesfault-free behavior with the behavior under faults. Therefore, this approach is not a very useful measure ofsystem e�ectiveness [6]. Similarly, the mean response time that includes the e�ect of faults and queueingsu�ers from the same di�culty [13, 15]. In [6], Geist has woven the variance and the mean of the responsetime in the perceived mean. Tail probabilities of the response time distribution will also `equitably' show thee�ect of performance and availability, but in spite of some recent progress in this direction [14], computingthe response time distribution is di�cult.One measure used for this paper is the total loss probability of requests. It is the probability of rejectionof an incoming task due either to a system down event or system overloaded event [17]. This measure appearsto equally re
ect performance and availability of the system. Another measure used which is associated tothe latency of a request being serviced is bu�er utilization. It is simply the expected queue length dividedby the total queue size.The paper is outlined as follows: Section 2 gives a brief overview of ATM along with some of the networkservices to be o�ered. Section 3 describes the network con�gurations to be analyzed. Section 4 providesbackground on stochastic Petri nets. In Section 5 the implementation of the network con�gurations aregiven using Petri nets [16]. Section 6 gives results for loss probability and bu�er utilization with pureperformance models and Section 7 adds availability to the models by allowing failures and repairs amongthe LAN Emulation Servers. The conclusion sums up what is learned by this exercise.2 ATM SwitchingOne of the advantages of ATM switching is its ability to forward packets as small �xed length cells over apoint to point circuit. This feature drastically reduces the amount of memory and processor power requiredat intermediate nodes and also reduces the latency of the network. However, the most important advantageof ATM is seen in the fact that it is a universal, service-independent switching and multiplexing techniquethat is totally independent of the underlying transmission technology and the transmission speed [4]. Thisability makes ATM highly 
exible for supporting existing and future network technologies.2.1 Types of ATM ServiceWith the large number of established LANs that exist today, a method of migrating the existing LANsto ATM backbones is needed. At least two techniques are being pursued in doing this. One techniqueis \LAN Emulation" as described by the ATM Forum LAN Emulation SubWorking Group (LANE SWG)2



[1]. The second technique, chosen by the IETF (Internet Engineering Task Force), is \Classical IP andARP over ATM" and is described in RFC 15771. This service operates at the network layer and providesinternetworking with legacy LANs using IP routing. The background of these two techniques is presentedin some detail in [10, 18].For the purposes of this paper, the importance of these two proposals is that they both require serviceto be located somewhere within the network. This service could be located on a single server or, by usingthe same aggregate amount of processing power, the service could be distributed across multiple servers towhich would provide better performability. Since both proposals are somewhat similar, the LAN Emulationtechnique and terminology will be the focus of the model presented.2.2 LAN EmulationThe speci�cation for LAN Emulation [1] was adopted in March 1995 by the ATM Forum. The basic ideais to implement a connectionless MAC service over a connection oriented circuit. This is combined with aserver to provide the multicast MAC service.Any station that is connected directly to the ATM network and is a participant in the ATM servicecontains a \LAN Emulation Client" (LEC). These stations can be workstations, servers, bridges, routers, oranother type of user of the ATM service. The LECs primary function is to provide the MAC connectionlessservice by using the AAL5 for communication between ATM stations and UNI signaling services to set upand tear down VCCs to establish the communication.Due to its dual nature, a LEC is identi�ed by its 6 byte IEEE MAC address, for MAC emulation and a 20byte ATM address, for its ATM attachment. When the LEC receives a LAN packet, it searches a resolutiontable to map the MAC destination address to a VPI/VCI pair that corresponds to a \Data Direct VCC" tothe receiving LEC station. If the MAC destination address is unknown, a \LE Address Resolution Protocol(LE-ARP)" request is sent by the source LEC to the \LAN Emulation Server" (LES) asking for the ATMaddress. With this address a \Data Direct VCC" can be set up by the LEC.The primary function of the LES is to resolve MAC addresses, via the LE-ARP request. These requestsfrom the LECs are sent over the \Control Direct VCC" to the LES. Having resolved the request, the LESforwards the request to the destination LEC, which has the responsibility of responding to the LES withan LE-ARP reply containing its own ATM address. The LES forwards the reply to the source LEC and aconnection is set up.3 Network DescriptionThe network being analyzed consists of some number of LECs and LESs. The LECs receive LAN tra�cand will deliver it to a host across its ATM link using the techniques described by the LAN Emulationspeci�cation. Similarly, packets are received from the ATM link and are forwarded to the appropriatehost/LAN.As a packet enters a LEC, an address search is started and with some probability the search is successful.This probability depends on the size of the cache and the retention technique used and can be estimated or3



determined by measurements. If the search isn't successful, the LE ARP procedure is started. In any case,the packet is forwarded to the ATM interface once the forwarding address is found.As previously mentioned, the LES function can be performed across some number, N , of network servers.For the case of multiple servers, common and separate queue con�gurations, as shown in Figure 1, areevaluated. The di�erence in these two techniques from the network perspective is the LES function with acommon queue has a centralized network location while the same function with a separate queue is mostlikely distributed across the network. These two techniques are compared in some detail in [9].
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Common Queue Separate QueuesFigure 1: Queue Con�gurationsThe goal of this paper is to determine the best design topology for the LES function by taking into accountpacket loss, product failure and queue structure in order to optimize performability.4 Stochastic Petri NetA Petri net [16] is a directed bipartite graph with two disjoint and �nite sets of nodes: places andtransitions. In a graphical representation, the places are depicted as circles and the transitions by rectangles(bars). A place is an input to a transition if there is a directed edge called an input arc from the place tothe transition. Similarly, a place is an output to a transition if there is a directed edge called an output arcfrom the transition to the place. Tokens, depicted by dots, are associated with places and the movementof these tokens represents the dynamic behavior of the system. The tokens move based upon the �ring oftransitions. A transition is enabled to �re if each of its input places contains at least one token. Upon �ring,one token from each input place is removed and in each of the output places, one token is deposited.A marking of a Petri net is the distribution of tokens in the set of places. Thus, �ring of a transitionresults in a new marking. Each marking de�nes a state of the system. If the number of tokens in the net isbounded, then the number of markings is �nite. A marking is said to be reachable from an original markingif there is a sequence of �rings starting from the original �ring which result in that marking. The reachabilityset(graph) of a Petri net is the set of markings that are reachable from the initial marking.4



A stochastic Petri net (SPN) is a Petri net with an exponentially distributed delay associated with �ringof each of its transitions. A SPN can be used to model the temporal behavior of a system along with itsfunctional behavior.Generalized stochastic Petri nets (GSPNs) are an extension to SPNs and allow immediate transitions tohave zero �ring delay or exponentially distributed �ring delay [12]. GSPNs also include an inhibitor arcto allow a transition to be disabled by being connected to a place with at least as many tokens as themultiplicity of the arc. Both SPNs and GSPNs have been shown to be equivalent to CTMCs.The speci�cation of a system using GSPN's can be tedious and troublesome. To remedy this, Ciardo etal. [3] introduced several structural extensions to GSPNs. Variable multiplicity arcs, enabling functions (alsoknown as guards) for transitions, marking dependent arc multiplicities and user de�ned transition priorities.The resulting net with all these extensions and the capability of assigning a real valued reward rate to anymarking is termed as a stochastic reward net (SRN). These enhancements allow a model to keep a simplerrepresentation of the system at the net level [11].5 Model of Network ApplicationFor the networking con�gurations shown in Figure 1, it is assumed that each LES has its own repairfacility and is independent of failure and repair of any other component. Also, if an LES should fail, allincoming requests are directed to an active LES. The models for these two con�gurations are described inthe following sections, but �rst the tra�c model is described.5.1 Tra�c ModelThe input tra�c streams are modeled with independent Markov-Modulated Poisson Processes (MMPPs).The MMPP is used in a wide variety of applications due to their ability to capture the bursty nature ofnetwork tra�c [5]. For the purpose of this paper a two-state MMPP as shown in Figure 2 is used.
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Two-state MMPP Petri  Net ModelFigure 2: Tra�c ModelThe Petri net con�guration for the tra�c model is also shown in Figure 2 and corresponds to the MMPPif �ring rates for transitions T1, T2, T3, and T4 are exp(�1), exp(�2), exp(q21), and exp(q12), respectively.To include burstiness in the model, the parameters �1 = 3000 and �2 = 1000 are used. If no burstiness isdesired, then the parameters are set to �1 = 2000 and �2 = 2000. The parameters for q12 and q21 are thesame so that each MMPP state has the same occupancy probability.5



5.2 Common Queue ModelThe SRN used for the common queue model is shown in Figure 3. The approach used combines the failureand repair behavior of the LESs into one model and is used to determine the total processing capability.
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The model for failure and repair is represented by places P20 and P21 with transitions T20 and T21.Place P20 shows the initial number of servers available by the number of tokens it contains; therefore, failuresoccur at rate #P20 � �fail, where �fail is the �ring rate of transition T20. Similarly Place P21 representsthe number of servers that have failed and are repaired at #P21 � �repair, which corresponds to transitionT21. The queue failure and repair are represented by transitions T30 and T31, respectively.Similar to transition t8, transition t11 is used to purge requests held in the queue; however, these requestsare removed only when all servers have failed. For both t8 and t11, guards are used to activate the transitionsfor the appropriate circumstances.5.3 Separate Queue ModelThe approach used for the common queue model to combine all the servers into a single transition cannotbe used for the separate queue model, as shown in Figure 4. Therefore, the numerical results of the separatequeue model are more state intensive for the same number of LESs.
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Figure 4: Separate Queue SPN with N = 3The acceptance policy of the requests is changed for this model, such that the requests, as well as thetotal amount of bu�er, are evenly distributed over all active servers. Therefore, the requests are lost on aper server basis.Figure 4 is an example of 3 servers with each using 1/3 of the total bu�er space. When a request entersthe system and is bu�ered into place P8, P12, or P16, it is accepted by the �ring of transition t8, t12, ort16, respectively. If accepted, the request is queued into the corresponding place P9, P13, or P17 and isserviced by transition T10, T14, or T18. If an individual queue is full, a request is purged by the appropriatetransition t30, t31, or t32. 7



Similar to the case with the commonqueue, the addition of transitions t9, t13, and t17 and places P10, P14and P18 allow the service time of a request, at each server, to be modi�ed by including Erlangian stages. Themodel shown in Figure 4 is an example of a 6-stage Erlang, if the �ring rate of transitions T10, T14, and T18is individual processing rate � 6 with the individual processing rate and the aggregate processing rateas previously de�ned.Three submodels for the failure and repair of the servers are represented by places P20-P25 and transitionsT20-T25. For example, if place P20 contains a token, then the queue, represented by place P10, receivesrequests and transition T10 processes them. For this case the rate of failure, represented by transition T20is �fail; therefore, place P21 contains a token if the server has failed with repair rate �repair, representedby transition T21. Since the processors and queues are separated in this model, the failure of the queues isincluded as part of the server failure and repair submodels.Also similar to the common queue, if an individual queue has failed, requests are purged from its queueand incoming requests are routed to other servers until the failed server is repaired. This is the purpose oftransitions t33� t35. For the separate queue con�guration, it is necessary to add transition t36 to purge allincoming requests when all servers are in a failed state. All of transitions t30� 36 are activated under theappropriate circumstances by the use of guards.6 Performance-only Model ResultsTo better understand the e�ects of failure later, the �rst runs of the model use performance criteria only.That is, transitions T20, T22 and T24 (where applicable) of the Petri nets shown in Figures 3 and 4 aredisabled; therefore, all loss of requests is due to bu�er over
ow.6.1 Non-Bursty Tra�cThe �rst results are for a common bu�er con�guration with no burstiness present in the arrival stream.For this case, distributing the processing power over several processors has no e�ect and the resulting Butilare 0.0166666675359 and 0.0143518522382 for k = 1 and k = 6, respectively. The resulting Ploss is zero, dueto precision. The results for no burstiness and a separate bu�er con�guration are shown in Table 1. Forthis case distributing the processing power does have an e�ect on the steady-state results. Ploss increasessteadily with the number of servers and Butil increasing up to 4=5 servers for E1=E6, but then decreasing,due to the high loss rate of requests. As expected, based on this criteria the common queue con�guration isthe better technique.6.2 Bursty Tra�cThe results for bursty tra�c and a common bu�er con�guration again has no e�ect when distributing theprocessing power over several processors and the resulting Butil are 0.0175623744726 and 0.0150103112683for k = 1 and k = 6, respectively. The resulting Ploss is zero. The results for the separate bu�er con�gurationwith burstiness present in the arrival stream is shown in Table 2. Comparing Table 2 with the Table 1, Plossincreases steadily with the number of servers and Butil increasing up to 3=4 servers for E1=E6, instead ofas before, and then again decreasing, due to the high loss rate of requests. Again, based on this criteria thecommon queue con�guration is the better technique.Plots of Ploss are shown in Figure 5 for the separate queue con�guration with both bursty and non-burstytra�c applied. 8



Table 1: Model Parameters and Results for Non-Bursty Tra�c with Separate Bu�ers and No FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss7 3600 1 0.0166666675359 0.0000000000000000 0.0143518522382 0.00000000000000008 1800 2 0.0658534765244 0.0007623434066770 0.0481253191829 0.00002259016036999 1200 3 0.1666666716340 0.0909090638161000 0.1684107780460 0.058171749115000010 900 4 0.1630001366140 0.2778126597400000 0.1774601936340 0.257152438164000011 720 5 0.1567199528220 0.4115199446680000 0.1678081303830 0.401477217674000012 600 6 0.1365079283710 0.5079365074630000 0.1440338194370 0.5007636249070000Table 2: Model Parameters and Results for Bursty Tra�c with Separate Bu�ers and No FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss19 3600 1 0.0175623744726 0.0000000000000000 0.0150103112683 0.000000000000000020 1800 2 0.0720643252134 0.0017126798629800 0.0545707903802 0.000158965587616021 1200 3 0.1649379134180 0.1014494299890000 0.1663605719800 0.070275247097000022 900 4 0.1589946150780 0.2847732305530000 0.1710152775050 0.262413084507000023 720 5 0.1534353643660 0.4152586460110000 0.1635769307610 0.403134644032000024 600 6 0.1341051012280 0.5105206370350000 0.1412726193670 0.50166353583300007 Combined Performance and Availability ResultsBy including availability into the model, the transitions T20, T22 and T24 (where applicable) of the Petrinets shown in Figures 3 and 4 do �re; therefore, requests are lost due to both bu�er over
ow and systemfailure.The mean time to failure (MTTF) used for this model for the processors and queues, respectively, are 1failure per year and 1 failure per 6 years. The mean time to repair (MTTR) for both processors and queuesis 4 hours.7.1 Non-Bursty Tra�cThe results, shown in Table 3, uses a common bu�er con�guration with no burstiness present in thearrival stream. From these results it is seen that distributing the processing power over several processorsnow has an e�ect. For the service time of both cases the best solution for Ploss is to use a 2 servers, butthis causes a slight rise in Butil. This rise is reduced some by going to 3 or more servers. The results withno burstiness and a separate bu�er con�guration are shown in Table 4. If the service time is Ek with k = 1,the best solution for Ploss is to use a single server; however, if the service time becomes more deterministicwith k = 6, then the best solution is to use 2 servers assuming a signi�cant rise in Butil is allowable. Forthis case, the rise in Butil continues to increase by adding more servers. Comparing these results, the bestPloss occurs with 2 servers, each with a more deterministic service time.9



Table 3: Model Parameters and Results for Non-Bursty Tra�c with Common Bu�er and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss1 3600 1 0.0166577398777 0.000534892082214 0.0143441809341 0.0005342960357672 1800 2 0.0167100057006 0.000076472759247 0.0143812941387 0.0000764131546023 1200 3 0.0166882872581 0.000076293945313 0.0143673680723 0.0000762343406684 900 4 0.0166836511344 0.000076293945313 0.0143642462790 0.0000762343406685 720 5 0.0166816972196 0.000076293945313 0.0143629228696 0.0000762343406686 600 6 0.0166806112975 0.000076293945313 0.0143621806055 0.000076234340668Table 4: Model Parameters and Results for Non-Bursty Tra�c with Separate Bu�ers and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss7 3600 1 0.0166577510536 0.000534296035767 0.0143441883847 0.0005337595939648 1800 2 0.0658534392715 0.000762641429901 0.0481252893806 0.0000228881835949 1200 3 0.1666666716340 0.090909063816100 0.1684107929470 0.05817174911500010 900 4 0.1630001366140 0.277812659740000 0.1774602085350 0.25715243816400011 720 5 0.1567199528220 0.411519944668000 0.1678081303830 0.40147721767400012 600 6 0.1365079432730 0.507936507463000 0.1440338194370 0.5007636249070007.2 Bursty Tra�cFor the common bu�er con�guration with burstiness present, the results of the comparisons are the same,but with just a slightly higher result for Ploss. These results are shown in Table 5. Also, for the separatebu�er con�guration with burstiness present, the results, shown in Table 6, of the comparisons are the same;however, there is a more drastic di�erence between the cases for 1 and 2 servers for the �rst service timedistribution than there was with non-bursty tra�c. The opposite e�ect occurs (i.e., the di�erence becomesless) when the service time becomes more deterministic. Comparing these results, the best Ploss again occurswith 2 servers, each with a more deterministic service time.Plots of Ploss are shown in Figure 6 for both the common queue and separate queue con�gurations withbursty tra�c applied. Note the e�ect failure has in comparison to Figure 5.8 Combined Performance and Availability Results 2A second set of results were obtained after changing the failure rate of the queue to 1 failure in 2 yearsinstead of 1 failure in 6 years, as before. All other parameters remain the same.8.1 Non-Bursty Tra�cTable 7 shows the new results for non-bursty tra�c and a common queue. These results show that Plossincreases somewhat for a single server, but drastically for 2 or more servers. Butil increased slightly forall cases. Table 8 shows the new results for non-bursty tra�c and a separate queue. There is very little10



Table 5: Model Parameters and Results for Bursty Tra�c with Common Bu�er and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss13 3600 1 0.0175529588014 0.0005351305007930 0.0150022823364 0.00053453445434614 1800 2 0.0176111254841 0.0000764727592468 0.0150449229404 0.00007641315460215 1200 3 0.0175864491612 0.0000762939453125 0.0150280026719 0.00007623434066816 900 4 0.0175812151283 0.0000762939453125 0.0150243053213 0.00007623434066817 720 5 0.0175790097564 0.0000762939453125 0.0150227453560 0.00007623434066818 600 6 0.0175777859986 0.0000762939453125 0.0150218755007 0.000076234340668Table 6: Model Parameters and Results for Bursty Tra�c with Separate Bu�ers and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss19 3600 1 0.0175529718399 0.000534474849701 0.0150022916496 0.00053393840789820 1800 2 0.0720642879605 0.001713037490840 0.0545707568526 0.00015932321548521 1200 3 0.1649378985170 0.101449429989000 0.1663605570790 0.07027524709700022 900 4 0.1589946150780 0.284773230553000 0.1710152775050 0.26241308450700023 720 5 0.1534353643660 0.415258646011000 0.1635769307610 0.40313464403200024 600 6 0.1341051012280 0.510520637035000 0.1412726193670 0.501663535833000di�erence with multiple servers, the result for a single server increased some and is approximately the sameas the single server common queue. Comparing these results, the best Ploss occurs with separate queueswith 2 servers, each with a more deterministic service time.8.2 Bursty Tra�cThe results for bursty tra�c and a common queue are shown in Table 9. These results show that Plossincreases somewhat for a single server, but drastically for 2 or more servers. Butil increased slightly forall cases. The results for bursty tra�c and a separate queue are shown in Table 10. There is very littledi�erence with multiple servers, the result for a single server increased some and is approximately the sameTable 7: Model 2 Parameters and Results for Non-Bursty Tra�c with Common Bu�er and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss1 3600 1 0.0166551955044 0.000687360763550 0.0143419941887 0.0006866455078122 1800 2 0.0167074538767 0.000229001045227 0.0143791018054 0.0002287626266483 1200 3 0.0166857372969 0.000228822231293 0.0143651776016 0.0002285838127144 900 4 0.0166811030358 0.000228822231293 0.0143620558083 0.0002285838127145 720 5 0.0166791491210 0.000228822231293 0.0143607333302 0.0002285838127146 600 6 0.0166780631989 0.000228822231293 0.0143599910662 0.00022858381271411



Table 8: Model 2 Parameters and Results for Non-Bursty Tra�c with Separate Bu�ers and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss7 3600 1 0.0166552066803 0.0006867051124570 0.0143420025706 0.00068598985672008 1800 2 0.0658534318209 0.0007628798484800 0.0481252819300 0.00002312660217299 1200 3 0.1666666716340 0.0909090638161000 0.1684107929470 0.058171749115000010 900 4 0.1630001366140 0.2778126597400000 0.1774602085350 0.257152438164000011 720 5 0.1567199528220 0.4115199446680000 0.1678081303830 0.401477217674000012 600 6 0.1365079432730 0.5079365074630000 0.1440338194370 0.5007636249070000Table 9: Model 2 Parameters and Results for Bursty Tra�c with Common Bu�er and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss13 3600 1 0.0175502765924 0.000687658786774 0.0149999950081 0.00068688392639214 1800 2 0.0176084339619 0.000229060649872 0.0150426281616 0.00022882223129315 1200 3 0.0175837632269 0.000228881835938 0.0150257116184 0.00022858381271416 900 4 0.0175785291940 0.000228881835938 0.0150220142677 0.00022858381271417 720 5 0.0175763219595 0.000228881835938 0.0150204543024 0.00022858381271418 600 6 0.0175751000643 0.000228881835938 0.0150195844471 0.000228583812714as the single server common queue. Comparing these results, the best Ploss occurs with separate queueswith 2 servers, each with a more deterministic service time.9 ConclusionBased on the results, it is seen that including the possibility of server failure does make a di�erence onPloss. Also, it is shown that having multiple servers for a virtual network can show signi�cant improvement.However, the amount of improvement can depend on the service time distribution and con�guration type ofthe servers. It is also learned that the potential burstiness of tra�c has less e�ect than what a person mightexpect.Table 10: Model 2 Parameters and Results for Bursty Tra�c with Separate Bu�ers and FailureParm Processing SS Results: Ek with k = 1 SS Results: Ek with k = 6Set �proc #Procs Butil Ploss Butil Ploss19 3600 1 0.0175502896309 0.000686883926392 0.0150000052527 0.00068616867065420 1800 2 0.0720642730594 0.001713275909420 0.0545707456768 0.00015950202941921 1200 3 0.1649378985170 0.101449429989000 0.1663605570790 0.07027524709700022 900 4 0.1589946150780 0.284773230553000 0.1710152775050 0.26241308450700023 720 5 0.1534353643660 0.415258646011000 0.1635769307610 0.40313464403200024 600 6 0.1341051012280 0.510520637035000 0.1412726193670 0.50166353583300012
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Figure 5: Loss Probability for Bursty and Non-bursty Tra�c with Separate Queues and No Failure
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