
ABSTRACT

ZAHAN, NUSRAT. Evaluation of Security Practices Towards the Enhancement of Software Supply Chain
Security. (Under the direction of Laurie Williams).

CONTEXT: High-profile supply chain attacks and regulatory mandates like Executive Order 14028 and the

EU’s Cyber Resilience Act have compelled organizations worldwide to adopt software security practices. Or-

ganizations increasingly turn to security frameworks for comprehensive guidelines on securing the software

supply chain.

PROBLEM: While different security frameworks offer guidelines and extensive lists of practices to prevent

supply chain attacks, verifying the effectiveness of these practices in enhancing product security remains

challenging. To make the best use of available resources, practitioners seek to make informed decisions about

adopting security practices guided by scientific evidence that demonstrates an impact on project security

outcomes.

OBJECTIVE: The goal of this thesis is to aid practitioners in prioritizing the adoption of security practices to

prevent software supply chain attacks through the empirical evaluation of software security practices and

security outcomes in the software supply chain.

APPROACH: This research follows a systematic progression from prevention to measurement to evaluation.

We begin by studying proactive practices that help organizations avoid SSC attacks, including identifying

metrics to prevent account takeover attacks and proposing effective automated code review techniques to

detect malicious dependencies. We then shift focus to understanding the trend and evaluating the adoption of

practices in open-source ecosystems. Finally, we quantify the effectiveness of these security practice adoptions

through security outcome metrics, establishing empirically grounded links between what developers do and

how secure their software becomes. Throughout this work, we hypothesize that maintainers who adhere to

good security practices are more likely to achieve measurable improvements in security outcomes. By testing

this hypothesis through data-driven evaluation, we aim to understand whether the adoption of software

security practices contributes to better security outcomes, offering a practical, evidence-based path toward

improved SSC security, especially in resource-constrained environments.
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CHAPTER

1

INTRODUCTION

Open-source software has revolutionized the development of modern applications, enabling rapid innovation

through reusable components. The growing reliance on third-party components in modern applications

expands the attack surface, exposing applications to Common Vulnerabilities and Exposures (CVE) [144]

exploits or malicious code injection, facilitating software supply chain (SSC) attacks. For instance, in the 9th

State of the Software Supply Chain Report [229], Sonatype reported that CVEs have surged by 463% in the

last 10 years, and since 2019, more than 700,000 malicious packages have been proactively identified. While

facilitating modular and rapid development, SSC also introduces inherent risks, particularly in the form of

SSC attacks. The high degree of automation provided by package managers in ecosystems like npm and PyPI

can obscure the underlying dependency chain from end users, who may implicitly trust each component,

often without visibility into the full transitive graph or any awareness of the maintainers of those maintaining

third-party components. The SSC risk is amplified by the hidden complexity of the interconnected third-party

components chain, where a single compromised component can affect thousands of downstream users.

In the software development lifecycle (SDLC), applications often rely on external components or packages

known as direct dependencies. Each of these direct dependencies can, in turn, have additional dependencies,

referred to as indirect or transitive dependencies. Together, these interconnected dependencies, along with

their contributors and maintainers, form the foundation of the open-source software supply chain. Overall,

the SSC encompasses all components, libraries, tools, processes, and individuals involved in the develop-

ment, building, and delivery of a software application [231, 262]. Attackers can exploit dependencies, build

infrastructure, and even the humans involved in development to execute an attack targeting thousands of

downstream users [262]. The SSC attacks often target dependencies by injecting malicious code or exploiting

accidentally introduced existing vulnerabilities, leveraging outdated or insecure components, or compromis-

ing developers through social engineering and account takeovers [127, 126]. Additionally, the build process

itself can be a point of compromise, with threats emerging from tampered configurations in continuous
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integration and deployment (CI/CD) pipelines or from vulnerabilities in development tools such as integrated

development environments (IDEs) [127, 262, 126]. While non-reproducible builds do not directly increase

the likelihood of attack, they hinder the ability to detect unauthorized changes, making it more difficult to

ensure build integrity.

Recent high-profile incidents, such as Log4Shell, SolarWinds, and the XZ Utils backdoor, have underscored

the multifaceted nature of SSC security risks. The Log4Shell vulnerability [71, 157] exemplifies the exploitation

of a severe, unintentionally introduced vulnerability in a widely used open-source logging library, highlighting

the risks of unintentional vulnerabilities in dependencies. In contrast, the SolarWinds attack [48, 223, 73]

demonstrated how compromising the build infrastructure of a trusted vendor can allow attackers to inject

malicious code into software updates, bypassing traditional security defenses. As a result, the malicious

SolarWinds’ Orion platform was downloaded by approximately 18,000 customers, including government

agencies and providers of critical infrastructure [46]. More recently, the XZ Utils backdoor exemplifies an

emerging threat where attackers infiltrate open-source software (OSS) communities by gaining trust and

intentionally implanting malicious code into core dependencies, posing a direct challenge to dependency

trust and maintainership models [76, 101, 195]. The exploitation of the trusting trust problem [240] of OSS

has elevated SSC attacks to one of the most pressing threats in today’s cybersecurity landscape, as highlighted

by ENISA [66]. The Allianz Risk Barometer [17] and Bank of England Systemic Risk Survey [21] both identify

cyberattacks as the top business risk, with the latter also ranking them as the most difficult organizational

risk to manage. Given the foundational role OSS plays in the modern digital economy, safeguarding the

OSS supply chain has become a matter of public interest and is now recognized as part of national security

strategy [238, 237, 116]. Consequently, both the academic community and industry have increasingly turned

their attention to this issue, aiming to develop systematic approaches and robust defenses to secure the OSS

supply chain. The goal of this thesis is to aid practitioners in prioritizing the adoption of security practices

to prevent software supply chain attacks through the empirical evaluation of software security practices and

security outcomes in the software supply chain.

1.1 Problem Statement

As software ecosystems become increasingly interconnected through third-party dependencies, organizations

face escalating risks from compromised maintainers, malicious packages, and insecure development practices

within their dependency graphs. This challenge is particularly acute in the context of dependency security,

where downstream projects inherit security risks from third-party components over which they have little

visibility or control. The urgency of addressing SSC security has been recognized by stakeholders worldwide.

Many stakeholders have recognized this urgent concern; most prominently, Section 4 of US Executive Order

(EO) 14028 [238] calls for enhancing the security of software products purchased by the US government

through the adoption of software security practices. Similarly, the European Union’s Cyber Resilience Act

(CRA), approved in March 2024, mandates common cybersecurity standards for digital products, including

incident reporting and automatic updates [116]. The implications of not complying with the CRA include

significant fines, the inability to sell a product in the EU, and reputational damage.

These global government actions have compelled software organizations to implement good security

practices to strengthen their supply chain security. As organizations seek to address the escalating risks of SSC

attacks and comply with these emerging mandates, they increasingly turn to embrace security frameworks
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to guide the adoption and assessment of security practices. Government and industry have developed

software supply chain risk management frameworks, compiling what practices software organizations should

adopt to reduce security risk. Frameworks such as Building Security In Maturity Model (BSIMM) [31], the U.S.

National Institute of Standards and Technology (NIST) Secure Software Development Framework (SSDF) [230],

Supply-chain Levels for Software Artifacts (SLSA) [217], OpenSSF SCorecard [206], Open Source Software

(OSS) Secure Supply Chain (SSC) Consumption Framework (S2C2F) [140], Proactive Software Supply Chain

Risk Management (P-SSCRM) [263], OWASP Software Component Verification Standard (SCVS) [177] and

others provide comprehensive guidelines and structured checklists for securing the SSC. However, in practice,

organizations often lack the resources, whether budgetary, temporal, or personnel, to implement and evaluate

all recommended practices. More interestingly, none of these frameworks provides sufficient empirical

evidence to help organizations prioritize which practices will yield the most significant impact in their

specific operational contexts. Recognizing this gap, agencies CISA and NIST have emphasized the need for

measurable, evidence-based approaches to assess security risk and identify high-impact security practices [39,

41, 40, 109, 108, 47]. Therefore, practitioners stand to benefit from data-driven empirical studies that link

security practices to improved security outcomes. Such research can help inform strategic decision-making,

enabling organizations to adopt the most effective and contextually relevant practices to improve their SSC

security posture. The thesis statement of this work is the following:

The adoption of software security practices, including vulnerability prevention and
detection practices, leads to better security outcomes, as measured by vulnerability count

and dependency update metrics.

This thesis addresses the identified gap by empirically investigating the relationship between security

practice adoption and security outcomes within the open-source ecosystem. The research focuses specifically

on dependencies as an attack vector and empirically investigates how the adoption of security practices

relates to measurable improvements in security outcomes. The work investigates four key areas:

• Identify potential SSC risks in the supply chain by analyzing package and maintainer metadata, con-

tributing to early prevention of account takeovers or social engineering attacks.

• Detect malicious code in dependencies proactively.

• Assess whether a project’s dependencies adhere to secure development practices.

• Evaluate whether the adopted security practices are improving security outcomes.

Security practices are actions, procedures, techniques, or other measures that an organization can adopt

to reduce the vulnerability of an information system [160]. Examples of security practices include whether a

project is actively maintained, conducting code reviews before merging pull requests, and utilizing static or

dynamic analysis tools as detection measures for vulnerabilities. In this paper, we used the term “security

practice”, also synonymous with security control, tasks, safeguards, and countermeasures [160].

Security outcomes are quantifiable indicators of the effectiveness of security practices prescribed for an

information system [237]. Security outcomes measure the degree to which security practices reduce harm to
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users and systems. Security outcome metrics can include both industry-level measures, such as reductions in

attacks, incident frequency, or financial losses, and internal measures, such as reduced vulnerability exposure

(e.g., lower vulnerability counts) and faster mean time to respond, which shortens the window of exposure to

threats. Outcome metrics can serve as the feedback loop needed to assess and evolve security strategies in

complex, adaptive environments.

This research follows a systematic progression from prevention to measurement to evaluation. We begin by

studying proactive practices that help organizations avoid SSC attacks, including identifying metrics to prevent

account takeover attacks and proposing effective automated code review techniques to detect malicious

dependencies. We then shift focus to understanding the trend and evaluating the adoption of practices in

open-source ecosystems. Finally, we investigate the effectiveness of these security practice adoptions through

security outcome metrics, establishing empirically grounded links between what developers do and how

secure their software becomes.

Throughout this work, we hypothesize that maintainers who adhere to good security practices are more

likely to achieve measurable improvements in security outcomes. By testing this hypothesis through data-

driven evaluation, we aim to understand whether the adoption of software security practices contributes to

better security outcomes, offering a practical, evidence-based path toward improved SSC security, especially

in resource-constrained environments.

1.2 Contribution

This dissertation makes the following main contributions:

1. Weak Link Signals (ICSE SEIP, 2022) We proposed six weak link signals that are indicative of security

weakness in npm SSC: 1) expired email domain; 2) install scripts; 3) unmaintained packages; 4) too

many maintainers; 5) too many contributors; and 6) overloaded maintainers. An attacker can exploit

these signals to execute an account takeover attack. We conducted the study from a data-driven attacker

hat perspective to understand how an attacker can collect and analyze package metadata from the

package registry to find and exploit the weakest links (e.g., less secure modules, maintainers) and then

execute an attack in the targeted supply chain. We conducted a survey completed by 470 npm package

maintainers to obtain the practitioners’ feedback on our weak link signals. Developers supported

three of our six proposed weak link signals: expired email domains, install scripts, and unmaintained

packages. We conducted three case studies to understand the impact of these weak links in the SSC.

We found that (1) weak link signals exist in popular packages and present a higher supply chain risk;

(2) weak link signals can aid in detecting malicious samples; and (3) how data-driven attackers can

combine multiple weak link signals to execute a supply chain attack.

Impact: This work has been recognized and adopted in the industry, and security specialists are now

promoting these signals as part of proactive SSC security [269]. The expired domain was a novel signal

proposed in this study and is now widely accepted in the industry. Major ecosystems, including npm

and GitHub, enforced two-factor authentication on top of developers’ accounts to prevent account

takeover attacks. Industry tools (Socket [2], packj [175], SDC-Check [20], guarddog [50], and others)

integrated these signals as automated supply chain security checks.

2. Malicious Dependency Detection (MSR 2024, ICSE 2025) We proposed a malicious package detection
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workflow leveraging large language models to review code for malicious samples. We also constructed

a benchmark dataset containing both malware and neutral packages. Our study can be used as a

baseline study in the security domain. We enhanced existing prompt techniques by incorporating

malware-domain-specific prompts and instructions on the expected outcome. We conducted a base-

line comparison of the GPT-3.5 and GPT-4 models with CodeQL, which showed promising results

for the GPT models with low false-positive alert rates. Our workflows aid in reducing the burden of

manual review on security analysts and offer explainable findings with minimal misclassification. The

study also highlighted the current limitations in ChatGPT, especially the mode collapse, difficulties of

intraprocedural large file analysis, and prompt injection, areas that necessitate further research for the

models’ effective utilization.

Impact: Practitioners can utilize our workflow to reduce the code review burden while maintaining a

minimal false positive rate. Additionally, researchers and tool developers can use our workflow and

prompts to evaluate other LLMs and assess their performance across more diverse datasets.

3. Security Practice and Security Outcome (IEEE S&P Magazine, ICSE SEIP’23, Submitted) The work

explores evidence on how adopting security practices impacts the security outcome. To measure the

adoption of security practices, we evaluate the OpenSSF Scorecard tool [206], an automated tool to

monitor the security health of the OSS supply chain that auto-generates a “security score” for OSS

projects using a list of security metrics. We used the tool to understand the gaps in the current adoption

of security practices and evaluate the Scorecard tool’s applicability for npm and PyPI ecosystems.

In another study, we explore the vulnerability count of a package as a security outcome metric by

evaluating the relationship between Scorecard security practice metrics and security outcomes. Since

the scarcity of reported vulnerability data makes the vulnerability count of a package metrics less reliable

as security outcome metrics, we further explore additional security outcome metrics, such as utilizing

comprehensive vulnerability count data from both package code and complete dependency trees and

dependency update metrics (time to respond to shorten the window of exposure). We investigate the

relationship between publicly available data on the adoption of security practices using Scorecards

and the aforementioned security outcome metrics to understand which security practices have a

meaningful impact on security outcomes. We also investigate whether project characteristics have an

impact on security outcomes.

Impact: The OpenSSF Scorecard team appreciated our research and committed to improving the

Scorecard tool based on our findings in Scorecard version 5 for better ecosystem security measurement.

Supported and funded by organizations such as Google and Cisco, this research advances an open

research challenge in software security by deepening the understanding of the relationship between se-

curity practice and security outcome measurement, providing actionable insights for both practitioners

and policymakers.

1.3 Thesis Organization

In Chapter 2, we provide background on key concepts and related work. Chapter 3 presents our first study on

identifying weak link signals in the software supply chain. In Chapter 4, we present our benchmark dataset

study constructed to conduct the study in Chapter 5. In Chapter 5, we present our study on automated code
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review practice to detect malware. Chapter 6, Chapter 7, and Chapter 8 present our final work, where we

investigate the relationship between the security practices and security outcome metrics.
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CHAPTER

2

BACKGROUND AND RELATED WORK

2.1 Key Terminology

2.1.1 Software Supply Chain Security

The software supply chain encompasses everything that goes into or affects code from development through

the CI/CD pipeline until production deployment in the software development life cycle (SDLC). Software

supply chain security is securing the components, activities, and practices involved in creating and deploying

software, including third-party and proprietary code, deployment techniques and infrastructure, interfaces

and protocols, and developer practices and development tools [231]. Organizations are responsible for

performing these security activities and for providing proof of their security efforts to consumers.

2.1.2 Software Supply Chain Attack

A software supply chain attack is a cyber-attack that aims to infect organizations and end-users by targeting

less secure components in the supply chain [117]. Supply chain attacks are considered critical because of

the increasing reliance on third-party packages as a direct and transitive code dependency. A single package

dramatically increases a system’s attack surface due to the “nested” nature of code dependencies [285].

2.1.3 Software Security Practice

Security practices are actions, procedures, and technical controls that an organization can adopt with the

goal of preventing, detecting, and responding to threats against information systems. In this thesis, the term

“security practice" is used interchangeably with security control, safeguard, countermeasure, or task [160].

Security practices encompass both technical and organizational measures that are typically standardized and
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carried out by individuals or teams as part of an organization’s efforts to protect its information, resources, and

operations [121]. Security practices are either mandated or recommended by nationally and internationally

recognized standards bodies—such as the National Institute of Standards and Technology (NIST) and the

International Organization for Standardization (ISO)—to help prevent future security incidents [5]. Govern-

ments and industry organizations publicly provide various security standards, guidelines, and frameworks,

which define recommended practices for securing software systems. Examples of security practices include

whether a project is actively maintained, conducting code reviews before merging pull requests, and utilizing

static or dynamic analysis tools as detection measures for vulnerabilities.

2.1.4 Software Security Outcome

Security outcomes are quantifiable indicators that reflect the effectiveness of security practices implemented

within an information system [237]. They measure the extent to which such practices mitigate harm to users,

systems, and organizations. Security outcome metrics may encompass both external, industry-level indicators,

such as reductions in attack frequency, security incidents, or financial losses, and internal operational

measures, such as decreased vulnerability exposure (e.g., lower vulnerability counts) and faster response

times, which shorten the window of exposure to threats. These outcome metrics can be used as a feedback

loop for evaluating and refining security strategies, particularly in complex and adaptive environments.

While industry-level metrics offer valuable insight into the broader impact of security practices, they are

often difficult to obtain due to proprietary restrictions, underreporting & inconsistent data, complex costs, or

challenges in attributing outcomes to specific interventions [208, 57, 80]. In contrast, internal-level measures

are more readily available, observable, and actionable within development teams and organizations. These

internal indicators can be consistently monitored to establish baseline trends and track progress over time.

As organizations mature in their use of internal outcome metrics, the next step involves examining whether

sustained improvements in these areas align with broader reductions in attacks, incident rates, user harm, or

financial impact.

2.1.5 Software Security Metrics

Security metrics are quantifiable measurements used to understand the status of systems and services through

the collection, analysis, and reporting of relevant data [83]. Security practices metrics focus on preventive

and reactive actions, and security outcomes metrics aid in measuring the positive or negative impact of the

use of security practices.

2.2 Guidelines and Frameworks

Software supply chain security has received increasing attention from government bodies, standardization

organizations, industry, and open-source players due to the high impact of software supply chain attacks. In

the following, we focus on the most prominent activities only.

The US government’s concern for the increased security risk posed by the increasing threat due to mount-

ing supply chain attacks is embodied in Section 4 of Executive Order 14028 [238], which mandates increased

use of security practices by suppliers who sell to the US government. The mandate includes the adoption of

the software development controls documented in NIST SP 800-218, Secure Software Development Framework
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(SSDF) [230]. NIST SP 800-161r1, Cybersecurity Supply Chain Risk Management Practices [3], overlaps with the

SSDF and includes controls related to vendor/third-party management.

The Software Component Verification Standard (SCVS) [177] by OWASP is a framework to develop a

common set of activities, controls, and security practices that can help in identifying and reducing risk in a

software supply chain. There are 6 control families that contain 87 controls for different aspects of security

verification or processes. The SCVS has three verification levels, where higher levels include additional

controls.

The Building Security In Maturity Model (BSIMM)[31] is the result of a multiyear study of real-world

software security initiatives (SSIs). Each year, various firms in different industry verticals use the BSIMM to

manage their SSI improvements because the BSIMM report provides a clear picture of actual practices used

by organizations across the security landscape [257]. The BSIMM is organized as a set of 122 activities, which

consist of four domains distributed into 12 practices.

The CNCF Technical Advisory Group (TAG) [75] published a series of recommended best practices,

tooling recommendations, and design considerations that can reduce the likelihood and overall impact

of a successful supply chain attack. They discuss the 5 stage of software supply chain security—securing

code, materials, building pipelines, artifacts, and deployments. The framework proposes 54 practices with

associated risk factors to provide a holistic, end-to-end guide for organizations and teams.

In response to Section 4 of the President’s Executive Order (EO) on “Improving the Nation’s Cybersecurity

(14028)” [238], the U.S. National Institute of Standards and Technology (NIST) improvised the Secure Software

Development Framework (SSDF) [230]. The framework does not introduce new practices or define new

terminology. Instead, the framework describes a set of high-level practices based on established standards [31,

30, 176, 75] of secure software development practices.

The Proactive Software Supply Chain Risk Management (P-SSCRM) framework [263], released in 2024,

results from the study of real-world software supply chain risk management initiatives and the union of the

73 security practices in ten government and industry documents (standards and frameworks).

Industry has also documented mitigating controls, often endorsed by industry groups brought together

through the Linux Foundation’s Open Source Security Foundation (OpenSSF) [6] (is a cross-industry collabo-

ration), such as the Supply Chain Levels for Software Artifacts (SLSA) [217], which provides controls to fortify

the build infrastructure attack vector, and the Software Supply Chain Consumption Framework (S2C2F),

Scorecard [206]which provides a secure open source software (OSS) ingestion pipeline to protect developers

from supply chain threats.

Supply Chain Levels for Software Artifacts (SLSA) [217] is a security framework established by industry

consensus, a set of standards and controls to prevent tampering, enhance the integrity, and also a set of

security rules that may be adopted incrementally. SLSA has four levels, with SLSA 4 representing the ideal end

state. The lower levels represent incremental milestones with corresponding incremental integrity guarantees.

In August 2022, the Cybersecurity and Infrastructure Security Agency (CISA) and the National Security

Agency (NSA) released a recommended practice guide on Securing the Software Supply Chain for Devel-

opers [67]. The report advocated specific frameworks like SLSA and SSDF. The framework is a roadmap to

building a healthy software development environment that includes a Software Bill of Materials (SBOM) for

describing software components, active monitoring for vulnerabilities and software supply chain attacks,

and a secure build environment and development team.

Microsoft released the Open Source Software (OSS) Secure Supply Chain (SSC) Consumption Frame-
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work (S2C2F) [140], which is a security assurance and risk reduction process focused on securing how

developers consume open source software. The framework provides security guidance and tools throughout

the developer’s inner-loop and outer-loop processes that have played a critical role in defending against

and preventing supply chain attacks through the consumption of open-source software across Microsoft. In

September 2022, the OpenSSF released the npm Best Practices Guide[170] to help JavaScript and TypeScript

developers reduce the security risks associated with using open-source dependencies.

OpenSSF launched the Scorecard project [206] in November 2020 to provide an automated security

tool that gives a “security score" for OSS and reduces the manual effort required to analyze a package’s

security. These results are made available via a BigQuery public dataset and the Open Source Insight (OSI)

site. Additionally, practitioners can execute the Scorecard on a specific GitHub repository to evaluate the

security practices of that repository.

Open Source Insights (OSI) or Deps.dev [174] is a Google-developed and hosted tool to aid practitioners in

grabbing information about the source code location, package metadata, licenses, releases, and vulnerabilities

of open-source products. OSI scans millions of open-source packages from different ecosystems, constructs

dependency graphs, and annotates the metadata in a dashboard. Apart from the package’s metadata, the

OSI dashboard also shows statistics about a package’s direct or transitive dependencies. On the OSI website,

users can view the vulnerability mapping of a package as well as the vulnerability mapping with associated

dependencies. In addition to the package metadata, OSI has also incorporated Scorecard security practices

to help understand package security practices.

In-toto: A framework that enforces the integrity of a software supply chain by gathering cryptographically

verifiable information about the chain itself [242, 113]. in-toto grants the end user the ability to verify the

software’s supply chain from the project’s inception to its deployment. To achieve this, in-toto requires a

project owner to declare and sign a layout of how the supply chain’s steps must be carried out and by whom.

The concerned parties will document their actions and produce a cryptographically signed declaration for

each step as they are completed. The link metadata recorded from each step can be verified to ensure that each

step was completed correctly. Both SLSA [217] and CNCF Technical Advisory Group (TAG) [75] recommend

in-toto as a framework to secure the integrity of software supply chains.

2.3 Related Work

2.3.1 Software Supply Chain Attack

Several approaches have been proposed to detect and prevent supply chain attacks that can be classified

as rule-based [60, 275, 81, 90], differential analysis [164, 249, 251, 204] and machine learning (ML)[163, 210]

approaches. Rule-based approaches often rely on predefined rules about package metadata (e.g., package

name), suspicious imports, and method calls. Many studies [60, 275, 81, 90] have focused on detecting static

features like libraries that access the network, file system access, features in package metadata, dynamic

analysis, or language-independent features like commit logs and repository metadata to flag packages as

suspicious using heuristic rules. Then, differential analysis involves a comparison of a previous version with a

target version to analyze differences and identify malicious behavior. These tools [164, 249, 251, 204] leverage

artifacts, file hashes, and "phantom lines" to show differences between versions of packages and source code

repositories. The studies [163, 210] evaluated various supervised ML models to identify effective ML models
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for detecting malware. Additionally, multiple research studies [251, 235] exist on detecting typosquat attacks.

Despite the existence of such vast research in this domain, Ohm et al. [166] revealed in a Systemization of

Knowledge (SOK) study that none of the presented approaches can be considered a complete and isolated

solution to detect malicious behavior. Rather, these approaches are an important part of the review process to

reduce the workload of reviewers. Ohm et al. also call for advanced and more automated malware detection

approaches for accurate, low-alert, and minimally false-positive results.

2.3.2 Security Outcome Metrics

Various metrics can assess the effectiveness of security practices by tracking security performance over time,

generally categorized as threat-oriented, asset/impact-oriented, and vulnerability-oriented [155, 156]. While

threat- and asset/impact-oriented metrics offer valuable insights, they are difficult to quantify at scale due to

reliance on real-time threat intelligence and complex impact assessments. In contrast, vulnerability-oriented

metrics are more accessible and relevant to software security. Among them, severity-based metrics (e.g.,

CVSS) face challenges such as scoring inconsistencies and reliance on exploitability data [180]. Temporal

vulnerability metrics, such as vulnerability count, time to detect, time to repair and time to remediate, are

widely used to evaluate security [148, 202, 41, 147]. Morrison et al. [147] conducted a systematic mapping

study on software security metrics to evaluate the security properties of software and found that the most

cited and most used metric is the vulnerability count (vulnerability metric). Davidson [51] studied the time to

close bug/vulnerability (a form of mean time to repair) as a security metric and measured its effectiveness.

Beres et al. [23] studied the window of exposure (vulnerability metric), which is the length of the interval

of time needed by the security team to remediate a vulnerability once it has been disclosed. However, the

scarcity of reported vulnerabilities, compounded by silently fixed issues, limits their reliability in assessing

security outcomes [15, 61]. To address these limitations, prior work suggests alternative metrics, such as

fault prediction models [212]. Additionally, in software reliability, MTTR and MTTU have long been used to

measure system resilience and maintenance efficiency [88, 33]. While MTTR is often employed in security

contexts [179, 182, 228], its reliance on reported vulnerabilities restricts its applicability. MTTU, by focusing

on dependency updates, offers broader coverage but remains constrained by proprietary measurement

methods [44].

2.3.3 Large Language Model (LLMs)

Different government reports by CISA and NIST highlighted the leverage of AI to reduce human loads as part

of recommended security practices [41, 108]. LLMs are now widely applied in software engineering across

various tasks, including code generation, testing, program repair, and summarization [14, 268]. In this section,

we explore related work in LLM and its prospects in software security.

Zero-shot is a technique that enables models to tackle unseen tasks without prior examples. Zero-shot

learning has shown promising results in various NLP tasks [29, 255], with Chain-of-thought (CoT) or step-by-

step reasoning prompts enhancing LLMs’ ability to produce intermediate reasoning steps [255]. Studies [267,

122, 123] have identified effective CoT components, such as zero-shot CoT and role-play prompting, that

improve reasoning quality. Kojima et al.[122] demonstrated LLMs’ proficiency in zero-shot reasoning, while

Kong et al. [123] found that role-play prompting yields more effective CoT. Madaan et al. [137] observed

that the SELF-REFINE method, applied to tasks ranging from dialog to reasoning using GPT-3.5 and GPT-
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4, significantly improves performance, validated by human and automatic metrics. Zelikman et al. [277]

confirmed the utility of self-generated rationales for model self-improvement.

White et al. [260, 259] demonstrated that augmenting the model with domain-specific information im-

proves the model’s performance since language models find more value in detecting specific identifiers in

code structures when generating code summaries. Chen et al. [35] investigated the performance of GPT-3 code

generation. They explored the model’s ability to understand and generate code, offering valuable insights

into the potential of using such models for code-related tasks. Ahmed et al. [14] showed that the GPT model

can significantly surpass state-of-the-art models for code summarization, leveraging project-specific training.

In another study, Sobania et al. [220] utilized ChatGPT for code bug fixing, further improving the success

rate of bug fixing. Purba et al. [185] conducted a study measuring LLMs performance in detecting software

vulnerabilities. The authors concluded that LLMs do not perform well in detecting software vulnerabilities,

but models are particularly good at finding common patterns that are involved in vulnerable code. The author

also observed that ChatGPT 4.0 can explain the “intention” of a given code snippet.
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CHAPTER

3

WEAK LINKS IN THE NPM SUPPLY CHAIN

Modern software development frequently uses third-party packages, raising the concern of supply chain

security attacks. According to Snyk [107], 96% of applications use third-party packages, and 80% of the code

in the software supply chain comes from third-party packages. The scope and scale of the expanding supply

chain also come with high-security risks [285, 225]. Large package managers, like npm, maintain a centralized

repository where developers can access and add third-party packages to their dependency tree easily [285, 60].

Unfortunately, attackers can also leverage the same features of npm and inject malicious package updates

into a software supply chain.

A recent report from Sonatype shows supply chain attacks has increased 650% in 2021 on top of year-over-

year growth of 430% in 2020 [225]where attackers injected malicious code into benign packages [283, 111, 247,

211, 233, 65]. An example of a sophisticated supply chain attack is the SolarWinds attack [84]. SolarWinds is a

proprietary cybersecurity monitoring solution [107, 46]whose customers include 425 Fortune 500 companies

and at least nine U.S. federal agencies [46]. More than 100 companies and federal agencies were exposed to

the breach [56]. The attacker gained access to customer networks, systems, and data through a malicious

package update [46]. An incident of this magnitude raises significant concerns about the consequences of

supply chain attacks.

In supply chain attacks, instead of exploiting latent vulnerabilities in source code, attackers inject malware

directly into benign code that is likely to be deployed by users [225, 165]. A common strategy is to target the

most commonly used packages in a dependency chain to infect a maximum number of users [225]. In that way,

bad actors can execute an attack that will propagate throughout the supply chain. Thus, popular large registries

like npm, which hosts 1.8 million JavaScript packages as of 2021, are a highly targeted malware distribution

channel for attackers due to heavy growth and dependence on JavaScript packages [117, 165, 225, 72, 90].

One way attackers can develop such supply chain attacks is by following a data-driven attack strategy. For

example, an attacker can collect and analyze package metadata from the package registry to find and exploit
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the weakest links (e.g., less secure module, maintainers) and then execute an attack in the targeted supply.

The dynamic nature of such attacks challenges conventional detection methods [165, 60, 90, 72] because

the attacks are new and spread fast without the victim knowing where bad actors planted the malware in

the supply chain. Hence, practitioners need proactive approaches to identify warnings events that predict

package susceptibility at low cost measures to prevent future supply chain attacks. The goal of this work is to

help software developers and security specialists in measuring npm supply chain weak link signals to prevent

future supply chain attacks by empirically studying npm package metadata.

Our work addresses the following research questions:

• RQ1 (Quantification): What type of weak link signals exist in npm package supply chain?

• RQ2 (Agreement): How do practitioners perceive the proposed weak link signals in the npm supply

chain?

As we know, the saying- "A chain is only as strong as its weakest link". A weak signal is an indicator of an event

or change that may become significant in the future [241] and can break the supply chain. In this study, we

define a signal as a weak link if the signal exposes a package to a higher risk of a supply chain attack and an

attacker can exploit the signal to execute a supply chain attack. We focus on the relationship between neutral

and suspicious metadata in a supply chain. We propose six weak link signals for npm package dependencies.

To that end, we perform an empirical study on the metadata of 1.63 million npm packages to quantify and

prioritize weak link signals in the npm supply chain. This paper makes the following contributions:

• Six proposed weak link signals, three of which are confirmed as strong signals from a survey completed

by 470 npm package maintainers.

• Eight new weak link signals suggested by survey participants.

• A framework1 to collect, categorize and analyze package metadata in npm registry to evaluate weak

link signals.

3.1 RQ1: Weak link signals

In this section, we describe our weak link signals and present quantification of those signals to answer RQ1.

We define a signal as a weak link if the signal exposes a package to a higher risk of a supply chain attack

and an attacker can exploit the signal to execute a supply chain attack. If a bad actor targets the supply

chain, they are going to follow the path of least resistance [248], for example, finding weakest links from

publicly available package metadata without penetrating the whole source code. In this study, we followed an

approach the attackers might take to find the weakest link in the npm registry. An accurate estimation of the

impact on a target application may not be given from a single weak link signal but identifying multiple weak

link signals from different metadata aiming at a common target is probably a hints that this target will be

impacted in future.

One of the critical challenges in identifying the weak link signals was selecting the suspicious candidate of

metadata for further investigations. To overcome this, we took advantage of the prior reported supply chain

attack patterns reported in literature [165, 60, 81] and the author’s security domain expertise. Additionally, we

1Due to reduce malicious use of the scripts, please contact the authors for access to the framework.
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discussed our observation with security specialists from GitHub working on npm supply chain security. Based

on our discussion, we focused on metadata associated with human involvement (e.g., maintainer, contributor

information) since many past attacks involved human actors as a weak link to the package [106, 38, 43, 111, 68].

Then we selected functional metadata (install scripts) [283, 211, 233, 247, 81, 60, 246, 120, 236, 138] that was

exploited by attacker mostly. We also measure the attack surface (e.g., dependency, dependents) to understand

the underlying reason that might lead to an attack attempt.

3.1.1 Data Process

Data Collection

We captured a snapshot of 1,630,101 package.json files on June 7, 2021 through the npm public API2. Each

JSON file contains metadata properties of an npm package. We used the package ID (package name and

version together form a unique identifier called “ID”) as the primary reference while storing corresponding

metadata for each package. As a root, package ID maps to all other metadata like dependency information,

package last modified time, scripts, versions, license, repository, unpacked package size, a total number of files,

maintainers and contributors names and email addresses. We used Python libraries (JSON,Numpy, Pandas,

and Pyscopg2) to extract all the relevant metadata from each package.json file which we stored systematically

in a PostgreSQL database. Each package.json file contained multiple versions history of package metadata

against one unique ID. In this study, we only used the most recent version of the metadata to analyze our

weak link indicators. Apart from metadata extraction, we analyzed the maintainer reach and package reach

to understand the impact of a package and its maintainers in the npm registry. Below we explain how we

queried and measured package and maintainer reach–

Package Reach: We measured the package reach to evaluate a package’s popularity in terms of dependents

and downloads. Hence, we considered two metrics: (1) the number of packages that depend on a package

(dependents ), which we computed from a set of all the packages that have a direct dependency on a package;

and (2) the number of downloads of a package in the past 12 months which we collected from public npm

API3.

Maintainer Reach: We measured the number of unique dependents that depend on a maintainer’s packages

to evaluate the maintainer reach in npm. We queried against npm packages to compute maintainer reach, a

set of unique packages where atleast one package of the maintainer is listed as a package dependency.

Exclusion Criteria

We removed packages that might introduce noise (for example, wrong ownership, invalid metadata, etc.).

In this study, we removed a package if the package has no dependents and it meets with any one of the

following IF conditions:

First. If a package is tagged as a security holding package [58] and is removed from the npm registry by the

npm security team due to malicious activities. Hence, the JSON file we received for such packages consisted

of dummy metadata filled by the npm team. We removed 8,344 packages as security holding packages. The

“descriptions” and “dis-tags” property of the package.json file define the security holding status.

2https://replicate.npmjs.com/_all_docs?include_docs=true
3https://api.npmjs.org/downloads/point/{period}[/{package}]
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Second. If a package is deprecated [161], meaning, the package is not actively maintained by the maintain-

ers. The package.json file contains a separate property called “deprecated” to indicate package deprecated

status, which is assigned by the npm administrators or the maintainers themselves. Though a deprecated

package does not always indicate an unusable package, npm and maintainers recommend using alternative

packages or versions. While the deprecated packages are not actively maintained, end-users might still use

them directly or transitively. Hence, we only removed deprecated packages in the recent version if no other

packages in the npm registry used them in their dependency tree. We removed 37,917 deprecated packages

that used by none.

Third. If a package has no repository and no license. A repository is essential to track, organize, and

validate the source coderights and a license allows the OSS community to reuse the code. A package without a

license indicates that the authors retain all source code [162] and no repository is attached to verify otherwise.

We have identified packages where both repository and license property was null or filled with invalid

values (e.g., “UNLICENSED”, “XYZ”, “personal use” etc.). Hence, we only removed the packages from further

considerations if they meets all three conditions: 1) no dependent and; 2) no license and; 3) no repository.

We found 89,893 such packages and removed them from the database.

In total we removed 9%(135,996) packages that fits into our proposed exclusion criteria, and our final

dataset contained 1,494,105 packages, which were used for further analysis.

3.1.2 Weak Link Signals

We briefly discuss six weak link signals proposed in this study, their attack models, and specific data analysis

in this section.

W1: Expired Maintainer Domain

An attacker can hijack a component if a maintainer’s domain is expired and does not have 2FA authen-

tication set up on their account. In general, any domain name can be purchased from a domain registrar

allowing the purchaser to connect to an email hosting service to get a personal email address. An attacker

can hijack a user’s domain to take over an account associated with that email address. Typically, a domain

hijacking attack occurs by 1) gaining unauthorized access to the registrar or 2) gaining access to the owner’s

email address and then resetting the password. Domain hijacking is not a new notion. We have seen many

attacks in the past, such as p e r l .c o m hijacking [49], where the attacker changed the domain registrar and

renewed the domain expiration date until 2029, and then changed the DNS address.

In the npm registry, an attacker can execute a more simplistic approach to hijack an email address. An

attacker can track the domain of a maintainer in the domain registrar site. If the domain is expired and

available for sale, the attacker can register and alter the DNS “mail exchange” (MX) records to hijack the

maintainer’s email address. In most cases, maintainer accounts are associated with an email address in the

package registry. One could reset a npm account directly by email address unless the maintainer activated

2FA authentication or used different email address in user account.

Analysis of npm maintainers domain: To collect the maintainer email address, we extracted and stored

the maintainer name and email address from each package.json file. We then queried and split the domain

name from each email address and counted the number of times a domain is used across all npm packages.

Out of 93K domains in the 1.63M npm packages, 86% were unique (appeared once), while the rest were from

16



the public or organizational domain. We hypothesize that all maintainer domains in the npm registry are

up-to-date, and none of them are available for sale. To that end, we performed a bulk query of 93K domains

in Godaddy a domain registrar site. We found 5,346 domains available for sale. We picked a random sample

of 50 domains to determine the true positive rate and checked each domain independently in Godaddy. We

found 33 of them are not for sale. Due to the high false-positive rate, we manually verified 5,346 domains in

Godaddy.

We found 2,818 maintainers’ domains are available for sale and can be purchased. These maintainers

own 8,494 packages in the npm registry with average direct dependents of 2.43 packages and average

downloads of 53K in the past 12 months.

We reported our findings to the npm security team to validate the email address for npm user accounts.

We note that our bulk query may have a high false-negative rate since we found 47% false positives from the

5,346 domains. Hence,npm may have more than 2,818 maintainers associated with expired domains

W2: Installation Script:

An attacker can use installation scripts to run commands that perform malicious acts through the package

installation step [234]. Install scripts run automatically either before, during, or after package installation

when certain events are triggered. These scripts are used to make the installation process easy since they

are automatically run by npm. However, for an attacker, such scripts create opportunities where “sky is the

limit”. The attacker could steal user-sensitive data or execute a new child process to create backdoor access or

gain access to execute a series of commands remotely [283, 211, 233, 247, 81, 60]. Alternatively, the attacker

can infiltrate the third-party dependency since that installation script will run automatically by the targeted

package and its users during installation. The rc, coa, ua-parser-js [183], CCleaner [120], Solarwinds [46],

NotPetya [138], and Adverline [236] data breaches are examples of such attacks where attackers targeted the

remote server, third-party vendors to execute a large supply chain attack. Though the presence of installation

scripts themselves are not a direct indication of maliciousness, the privilege to run automatically makes

installation scripts a weak link signal in the supply chain. As best practices, even npm registry recommends

avoiding install script- “Don’t use install...You should almost never have to explicitly set a preinstall or install

script.”4.While evidence of such an attack through the installations script is not rare [283, 211, 233, 247, 81,

60, 246, 120, 236, 138], similar or perhaps even worse attacks may happen in the future.

Analysis of npm packages: To collect script details, we extracted and stored the script key, which is the

script’s name (e.g., preinstall), and the script value, which contains the script path/shell commands from the

package.json file. Then, we query and separate all the packages that have script keys like “%Install%”.

We found 2.2% (33,249) of packages use install scripts, indicating that 97.8% of packages may follow npm

recommendation of not using the install script as best security practices.

Additionally, we collected 3,635 malicious packages.json files from npm. They are similar to the security

holding package.json file (see Section 3.1.1) with all dummy metadata. The only difference is that these JSON

files have actual malicious script key and value pairs, for example, the original directory of malicious code

4https://docs.npmjs.com/cli/v7/using-npm/scripts
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files or a malicious shell script embedded in JSON files with other dummy metadata. To analyze the malicious

JSON file, two researchers separately reviewed these scripts and compared results for verification. Since the

scope of the project was limited to package.json files only, we were only able to analyze 485 (out of 3,635)

packages where malicious shell command was embedded directly in the JSON file and 442 of them were in

install scripts. From our analysis, we found four types of attack patterns that attackers use frequently-

• Transfer Users data to third party server (e.g.-hostname, etc/shadow, /etc/passwd, /home/<user>/.ssh
). We found 344 packages that communicate and transfer data with third party server.

• Download the malicious tool and run it on the user’s machine. For example, download a crypto miner

software and run it on a user’s machine. We found 115 packages.

• Reverse Shell 12 packages opened reverse shell and transferred data to a third-party server.

• Removed directories 14 packages removed file/folder from current directories.

We found 93.9% (3,412) of malicious packages had atleast one install scripts, indicating that malicious

attackers use install scripts frequently.

W3: Unmaintained Package

Attackers can target packages that are more likely to take over and sneak in malware due to a lack of

maintenance. Differentiating between unmaintained and feature-complete packages that require no further

releases is complex and ambiguous [245]. Even if the package may not require any maintenance by itself, it

may need maintenance due to security issues in its dependencies or use new syntax to improve performance,

bug fixing & documentation improvements. In 2020, the average time to remediate security issues was 68 days

in open source projects [142] and 66% of security vulnerabilities in npm packages remain unpatched [224].

Hence, the time required to remediate a security issue in unmaintained packages remains unknown. We

considered unmaintained packages from two directions: 1) Inactive packages; and 2) Inactive maintainers.

Inactive Packages: We considered a package inactive if the package’s last modification time in the pack-

age.json file is past two years. Other prior work [245, 224] has defined inactivity as one year gap. However,

many npm packages have low complexity with a few lines of code and may not require any recent update.

Thus, we consider two years as an inactivity period.

An attacker can exploit vulnerabilities in all applications that directly or transitively depend on vulnerable

code as long as the vulnerable dependency or the package itself remains unfixed [285]. The response time

to fix such issues is undetermined for inactive packages, and end-users may remain infected due to their

unawareness of the security threat. A deprecated package (see Section 3.1.1) exposes an even higher security

risk since the maintainers no longer maintain the package to fix security issues. An attacker can inject malware

into widely used but unmaintained packages. A prominent example of such an attack is the “Mailparser”

attack [45], an old deprecated package. An attacker indirectly reaches the “MailParser” through a relatively

new package named “getcookies”, which had indirectly been made into the nested dependency chain of

MailParser.

Inactive Maintainers: We defined an inactive maintainer if the maintainer had no active packages in

the past two years. An attacker can target packages with inactive maintainer(s) because any attack will
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remain undetected due to the inactivity of maintainers. Therefore, distinguishing between active and inactive

maintainers is necessary to identify the packages that require maintenance. Although inactive maintainer’s

packages are a subset of inactive packages, we must identify them separately. Because an inactive package

may have maintainers who are active in other packages, whereas inactive maintainers indicate the maintainer

is inactive in the entire npm registry.

Analysis of npm packages: We extracted and stored the “time” property of the package.json file to measure

the number of packages that have been inactive for the past two years. We identified inactive maintainers by

evaluating the last modified time properties for all packages corresponding to an individual maintainer. A

package where none of the maintainers are active elsewhere in the entire package registry is determined as

an inactive maintainer of unmaintained packages. We also considered deprecated packages as unmaintained

since they are officially unmaintained by the maintainer. We separated the deprecated package where the last

modification time passed our threshold value because the deprecation was declared later.

We found 58.7% of packages and 44.3% of maintainers are inactive in the npm registry. There are 5,532

additional deprecated packages where the deprecation date passed our threshold value.

The package.json does not provide the individual maintainer’s activities history. Hence, distinguishing

inactive maintainers from active packages was not plausible.

W4: Too many Maintainers

A package with too many maintainers will provide an attacker many targets to exploit account takeover and

social engineering attacks. Having too many maintainers requires security assurance of many maintainers.

The open nature of open source software and npm not enforcing the two-factor authentication make it harder

to ensure the maintainer’s secure account. Bad actors may leverage the possible oversight of a large team and

hide their identity by compromising one maintainer profile or performing social engineering to access the

package. The fewer number of maintainers facilitates better security in terms of better communication.

Our hypothesis is supported by the previous work of Meneely et al. [139]where they empirically showed

that projects with more developers have more vulnerabilities. Zimmermann et al. [285] also addressed our

concern, where they suggested that the value of over 20 maintainers in a npm package is questionable. A

recent attack on inactive rc and coa [183] packages shows that additional or inactive maintainers pose a

security threat. In both packages, malicious code was injected via the compromised maintainer’s account

in November. Since the attack, the current version has fewer maintainers than before. Though we do not

know how the attacker compromised the maintainer account, we have observed the change in maintainer

metadata after the attack was resolved.

Analysis of npm packages: Though the exact number of maintainers varies from project to project, in the

case of npm, the number of maintainers is more likely to be less because npm is building upon reusing small

JavaScript libraries. 1.5 million npm packages have an average cost of 1.7 maintainers, which makes sense as

small packages may not require many maintainers. Hence, analyzing the whole data set is not practical to

identify the unusual package with too many maintainers. We picked the top 1% (14,941) packages in npm

ranked by the total number of maintainers. We extracted and stored the list of maintainers corresponding to

each package in a SQL database and then ranked them by the total number of maintainers in the package.
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We found that our selected 1% packages had an average of 32.4 maintainers per package, which was 19

times more than average package maintainers in the entire registry.

W5: Too many contributors

An attacker can sneak in malicious code, bypassing the maintainer’s radar when a maintainer is responsible

for many contributors. Many prior studies show that when multiple contributors change a file, the file is more

likely to have more failures [25, 139, 150, 24], which may include security issues. These observations motivated

our next signal: A maintainer-to-contributors ratio or an increased number of contributors increases the

security risks.

Contributors may vary in knowledge, skill, and experience. Package quality will inevitably suffer if the

maintainers do not pay enough attention to reviewing the pull request from contributors. Especially where an

average of 1.7 maintainers maintain JavaScript packages, many contributors bring additional responsibility for

maintainers in product functionality or security. If the maintainers do not pay enough attention, contributors

with malicious purposes can include potential backdoors into code, and malicious code will merge. An

attacker can target packages with many contributors, where the attacker can do social engineering to become

a trusted contributor and make some minor contribution to gain trust, and then sneak in malicious code.

Analysis of npm packages: We extracted and stored the contributor(s) list from package.json files. We mea-

sured the ratio between the total number of maintainers to the total number of contributors of corresponding

packages. Out of 1.5 million npm packages, only 2.6% (38,913) of the packages have listed contributors,

and the average maintainer to contributors ratio is 3:2. To understand the extreme cases where package

maintainers added many contributors, we picked the top 1% packages in npm where the maintainer to

contributor ratio was minimum.

We found that the selected 1% (389) packages had an average maintainer to contributor’s ratio of 1:40,

which was 60 times more than the average ratio.

W6: Overloaded Maintainer

An attacker may target a maintainer who owns many packages because the maintainer may not have

enough time to maintain security of all the packages. Overloaded maintainers are weak links if the maintain-

ers 1) have a large number of dependents; 2) use a large dependency chain in packages, attackers may inject

malware in their dependency; or 3) if they have many inactive packages, an attacker may try to take over

those packages. A well-known attack on an overloading maintainer is the event-stream attack [111], where

an original maintainer handed over a popular npm package ownership to a malicious maintainer simply

because the package was inactive and the original maintainer no longer needed the package. We queried the

same maintainer in our database. We found that he is an overloaded maintainer, and he owns 62% inactive

packages with more than 30k direct dependents. Although one may argue that a maintainer who owns many

packages may be considered a sign of stability over any new maintainer. While we agree with the statement,

we want to include such a maintainer in the supply chain administrator’s security radar. Attackers are more

likely to target such maintainers if the maintainer is overloaded and does not have enough time to maintain

all of their packages equally. We propose that the supply chain administrator should follow up on the security
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measures of overloading maintainers, such as minimum package dependency, ownership transfer of inactive

packages, two-factor authorization set up on their account, and active domain registration.

Analysis of overloaded maintainers: We analyzed the overloaded maintainer using our maintainer reach

metric (section 3.1.1). We found that 48.2% maintainers own more than one package, whereas only 24.8%

have downstream users. We again picked the top 1%(4,743) maintainers ranked by higher maintainer reach

to understand the extreme cases.

We found that the top 1% maintainers own an average number of 180.3 packages with direct dependents

of 4,010 average packages

We analyzed further to understand risk factors associated with inactive packages and downstream de-

pendencies. We found that 30% (1,442) of maintainers do not hold any inactive packages, however, 70%

shows otherwise. In terms of package dependency, we found that 80% of packages have dependencies, which

indicates that overloading maintainers are responsible for their dependency chain security to protect the

downstream users.

3.2 Case Study

This section provides three case studies of our proposed weak link signals. First, we present our analysis in

popular packages. We hypothesize that the popular package maintainers are aware of such weak links and will

avoid them to protect the downstream user’s security. Second, we present a case study on malicious packages

identified by our signals, and at the end, we present an example of a data-driven supply chain attack.

3.2.1 Case study #1: Popular packages

Considering 650% growth in supply chain attacks as an indication [225], attackers will likely continue to target

popular packages and maintainers as a preferred path to exploit downstream victims at scale. Hence, we

analyzed whether weak link signals exist in popular packages.

To measure package popularity, we used the package reach metrics from Section 3.1.1. We picked the top

10,000 packages from 1) package dependents and 2) package downloads analysis; and combined the two lists,

removing duplicates, into a combined popular package sample. The sample included 14,892 packages (1% of

total packages) as popular with an average of 937.4 dependents and 88.5 million downloads in 12 months. We

note that the popular package analysis does not consider transitive dependents. Hence, the impact of a weak

link in a popular package may present a higher supply chain risk than presented.

Expired Domain (W1) Among the popular packages, 33 packages (average direct dependents: 382.9 and

average downloads: 11.1 million) have at least one maintainer with an expired domain. These accounts can

be used to compromise the package unless two-factor authentication is enabled.

W1: 12,637 packages that depend on popular packages were exposed to higher supply chain risk due to

expired domains.

Install Scripts (W2): Among the popular packages, 362 packages (average direct dependents: 1,416.3 and

downloads average: 34.6 million) have install scripts. This is an encouraging result, showing that 97.5% of

21



popular packages are aware of the risks and avoid using install scripts.

W2: 362 popular packages had install scripts and exposed 1,416 packages on average to attacks through

install scripts.

Unmaintained Package (W3): Of the popular packages, 38% (5,645) packages (average direct dependents:

422.4 and downloads average: 76.1 million) had an inactive status. Interestingly, 560 of them (average direct

downstream dependents: 1369.3 and downloads average: 32.8 million) were deprecated. Deprecated packages

(Section 3.1.1) are a classic example of unmaintained packages where maintainers officially declare the

package unmaintained. We also found 619 inactive maintainers who still own 645 popular packages.

W3: 38% of popular packages were inactive, and 560 of them were deprecated. 645 popular packages did

not have any active maintainers. An inactive package exposed 422 packages on average to higher supply

chain risk.

Too many Maintainers (W4): Among the popular packages, 421 packages (average direct dependents:

269.2 and downloads average: 41.6 million) had an average of 34.6 maintainers.

Large packages may need more maintainers. Hence we hypothesize that 421 popular packages are large

compared to the other popular packages. To test the hypothesis, we extracted and stored the “unpacked size”

and “file count” property to measure the package size. We created two samples: 1) 14,471 popular packages

without 421 packages (average of 54 files, 696.8 MB unpacked size, and 2.4 maintainers) and 2) 14,892 popular

packages (average of 55 files, 697.8 MB unpacked size, and 3.4 maintainers). We found the 421 packages

added an average cost of one maintainer without any significant difference between package size and file

counts. Hence, having too many maintainers in a JavaScript package does not necessarily indicate that the

package is large.

W4: 421 popular packages had an average of 34.6 maintainers and potentially exposed their dependents

to higher supply chain risk.

Too many contributors (W5): Among the popular packages, 23 packages (average direct dependents:

6458.04 and downloads average: 64.2 million) had an average maintainer to contributor’s ratio of 1:37. There-

fore, on average, one maintainer has to manage 37 contributors’ to secure packages against malicious code

and malicious contributors.

W5: 23 popular packages are exposed to higher supply chain risk due to maintainers having to manage an

average of 37 contributors.

Overloaded Maintainers (W6): Among the popular packages, 9,871 (66.3%) are owned by popular main-

tainers who manage many packages (average direct dependents: 1039.02 and downloads average: 110.3

million). Attackers can try to compromise these maintainers’ accounts to exploit downstream victims at scale.

W6: 2,491 overloaded maintainers own 9,871 popular packages.
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3.2.2 Case study #2: Installation scripts

Even though the focus was not on detecting malicious packages, our analysis of installation scripts revealed

malicious activity within packages. Some packages have shell commands embedded directly in the pack-

age.json file, including malicious scripts. We generated a keyword lists from our 485 malicious packages

analysis (section 3.1.2) and queried those keywords in 2.2% packages where they had install scripts.

We identified 74 packages where the installation scripts included keywords such as- curl, wget, /etc/shadow,

/etc/passwd. Of those, 11 were found to be malicious packages and rest were benign. All the malicious pack-

ages performed DNS lookups and send user-sensitive data to a specific URL. Three of the malicious package

included shell commands for both windows and UNIX OS.

After three months of our initial data collection, we collected a new security holding package list from

npm to validate our result. Our findings aligned with the npm security specialists; they identified 10 out of

the 11 packages as malicious. We reported the remaining malicious package to the npm security team.

This analysis demonstrates the risk of having a dependency on packages that include installation scripts.

3.2.3 Case study #3: Data-Driven Attacker

To illustrate we used the sample of popular packages (14,892) sample for this case study. Figure 3.1 shows

an example of a data-driven attack that combines two of the signals: Expired Maintainer Domain (W1) and

Unmaintained packages (W3). An attacker can scan the npm registry for popular packages and download

relevant metadata from the package.json file. Then an attacker can easily extract unmaintained packages

(5,645) and maintainer email addresses (1,108) from package metadata. The next step would be looking for

domain availability in the domain registrar site (e.g., GoDaddy).

Figure 3.1: Data-driven Attack by combining W1 and W3

In this stage, we have identified 15 domains available for sale in Godaddy. An attacker can purchase these

domains and alter the MX record to hijack the maintainer’s email addresses (section 3.1.2). In general, npm

requires an email address to set up an user account; attackers can reset npm accounts by using those 15 email

addresses to access 899 npm packages.

Another example of a data-driven attack would be looking for overloaded (W6) and inactive maintainers

(W3) in popular packages. An attacker can perform social engineering to take over these packages. We have

found 25 popular packages associated with 16 overloaded inactive maintainers. Out of 25, for three packages

(average package dependents 117 and downloads 6,906) the last update year was 2013. Table 3.1 shows a

subset of other possible combinations and how they would reduce a large number of 1M+ npm packages to a
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Table 3.1: A subset of combination signals quantified from our popular package analysis

Signal combination package
count

Signal combination package
count

W6 ∩W3 ∩W4 32 W2 ∩W3 86

W6 ∩W3 ∩W1 5 W6 ∩W1 17

W6 ∩W3 ∩W2 38 W6 ∩W2 187

W3 ∩W4 32 W6 ∩W3 3356

small number of candidate packages for potential supply chain attacks.

3.3 RQ2: Survey

In this section, we discuss our RQ2:How do practitioners perceive the proposed weak links in the npm supply

chain? To that end, we conducted a survey on npm package maintainers. We selected the top 10% (47,433)

of the maintainers ranked by the number of owned packages as survey candidates. We chose this selection

criterion for the following two reasons: The maintainers are 1) experienced with JavaScript packages since

they own many packages in npm, and 2) part of a large supply chain as many packages use these maintainer’s

packages as dependencies.

Our survey is designed to capture practitioners’ views on our proposed weak links and whether they want

to be notified if any of the proposed weak links exist in their package dependency graph.

Table 3.2 is a complete summary of our survey. We attached the agreement and disagreement of practition-

ers regarding each weak link signal in the second and third columns. The last column provides the percentage

of the practitioner who wants to be notified about such signals. We observed that package maintainers

supported three of our proposed signals as a weak link, and they would want to be notified about these signals

existence in the package dependency graph.

Agreement: Out of six signals, more than 50% of practitioners supported W1 (Expired Maintainer Domain),

W2 (Install Scrips) and W3 (Unmaintained Packages) as a weak link signal. We observed that practitioners

indicated a desire to be notified of weak link signals despite not supporting the weak link signal directly. As

shown in Table 3.2, the percentage in the "want to be notified" column exceeds the percentage of ”Agreed as

a weak link" for W2, and W3.

Disagreement Our survey findings show that practitioners did not support W4 (Total Number of Main-

tainers), W5 (Maintainer to contributors ratio) and W6 (Packages per maintainer) as weak link signals. More

than 40% of people disagreed with these signals, whereas less than 20% supported this as a weak link. To

understand the context behind why practitioners think otherwise, we analyzed practitioner’s comments in

the open-ended questions. For example– “Historically, I would have agreed with “Too many maintainers”

being a risk, but as long as they are known people to you....I believe it to be ok.” or “Many contributors is not

a signal, it’s a desired state of open source and if all are reviewed by a reliable maintainer, they are no risk.”

Both of the statements indirectly support our weak links assumptions under certain condition like “reliable

maintainer” or “as long as maintainer are known people”. Moreover, we do not claim that having any of these

signals means a bad package; instead, our proposed metrics are guidelines for practitioners to make informed
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Table 3.2: Survey responses from 470 npm package maintainers

Weak link Signal Agreed as a
weak link

Disagreed
as a weak
link

Want to be noti-
fied

W1: A maintainer’s email address is associated with an ex-
pired domain

58.5% (275) 13.19%(62) 55% (258)

W2: A package has pre and post install scripts 44.8% (211) 22.34%
(105)

57.4% (270)

W2: A package script has shell commands- CURL,WGET,
NC,DIG

67.45%
(317)

8.09% (38) 72.6% (341)

W3: A package has no update for X years 58.7% (276) 16.6%(78) 63.6% (299)

W3: A maintainer is inactive for X months/years 57.7% (271) 16.6%(78) 63.6% (299)

W4: A package has many maintainers 15.3% (72) 54.7% (257) 11.7% (55)

W5: A maintainer reviews a large number of pull requests
from many contributors

17.87% (84) 46.6% (219) 8% (38)

W6: A maintainer owns too many packages 18.7% (88) 49.4% (232) 9.6% (45)

decisions about the use of the package.

New signals proposed by Maintainers We asked an open-ended question for the respondents to recom-

mend additional signals that we should consider in future work. Out of 470 practitioners, we received 213

responses for new signals. To label the new signals, two researchers separately reviewed the 213 responses

and compared results. We included the new signal if the signal was raised by “at least” two respondents. In

some cases, the practitioner’s intent was unclear, and the comment was discarded. We summarize the two

most frequently mentioned concepts:

Maintainers: 41 practitioners in some way mentioned maintainers being a risk. We have identified the

most frequent discussion on maintainers and propose the following four signals:

• Ownership transfer or adding new maintainers: Any sudden change in a package maintainers list is

proposed to be a weak link from practitioners. Practitioners would want to know about such changes in

the package dependency graph if a package transfers the ownership or adds any new maintainers.

• Maintainer Identity: Practitioners commented on the role of maintainer expertise and identity verifica-

tion in the supply chain. A maintainer with a real picture, organizational background, and email address,

linked social media or repository, history of co-authoring with other maintainers will make a maintainer

reliable over any new maintainers. Although npm provides the list of packages owned by maintainers,

enforcing maintainers to add real identity or experience may be a big security improvement in the

community.

• Maintainer Two-Factor Authentication A maintainer missing two factored authentication (2FA) for

package hosting or releasing a new version or login to the npm account is a weak link. 2FA authentication

should be enforced for all maintainers to publish a package.

Integration of version control software: 52 (24.4%) of the responses were related to version control soft-

ware(VCS), package repository and npm integration.
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• No source code repository: When a package has no or wrong public source code repository/home-

page/VCS or the linked repository is archived, the access to review source code is restricted, forcing

users to trust a package blindly.

• npm package vs source code repository The practitioners raise the concern to validate the published

npm package against the code on the source code repository. Hence, all files inside a given package

must match the exact contents in the repository.

• CI/CD pipeline: Missing CI/CD infrastructure to test code and build of npm packages. The practitioners

also mentioned that the type of CI/CD services matters. Whether CI/CD service providers or self-

hosted infrastructure, the practitioners prefer details on testing, code coverage, or alerts on the use of

compromised CI/CD systems from past security incidents.

• Open pull request: A package with many open issues and pull requests (PR) indicates a poorly main-

tained package. One can view if a package has open issues in npm online repository. However, practi-

tioners commented on adding such information in the package dependency graph.

Since our analysis is limited to package metadata from npm, we did not consider any repository-related weak

link signal in this study but can be considered as a future research direction.

3.4 Limitations

We proposed and studied several weak link signals inferred from npm metadata and which can be used to

evaluate security risks associated with npm packages. However, we do not claim that these weak link signals

are the only ones that should be considered. Additional other signals suggested by practitioners indicate that

further research is needed on weak link identifications. Another limitation of this work is that three of our six

proposed signals W4 (Too many Maintainers), W5 (Too many Contributors), W6 (Overloaded Maintainer)

were hard to empirically evaluate because we did not have enough metadata on maintainers activities to

validate these in contrast to the clearer "ground truth" we have for W1, W2, W3. Another limitation of our

study is that we analyzed npm ecosystem only, which is the largest package manager ecosystem today, but we

did not evaluate other package manager ecosystems which may have similar weak link signals. Despite these

limitations, we believe there is an advantage of taking action to remediate such weak links instead of waiting

for an attacker to explore them first. By performing a preliminary analysis on npm supply chain weak links,

we hope to create an awareness within the community on why we need a risk model to mitigate such issues.

3.5 Discussion

Through this study, we increase awareness and visibility in detecting weak link signals to enhance supply

chain security. Although this study does not provide a complete solution to mitigate the proposed weak link

signals, we expect the findings will aid practitioners to predict package susceptibility in supply chain. The

following subsections discuss our recommendations on how to strengthen supply chain security proactively

instead of reacting to attacks.
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3.5.1 Risk Model

Currently, JavaScript npm package users have access to public data on package dependencies, as well as

information about the package maintainers. However, npm packages do not have any overall "health" or

security score. Therefore, estimating a security risk score associated with installing and using a new package

is currently hard. Our work identifies several weak link signals which could be used for this purpose. We

envision a community effort that could address this problem in the near future. For package managers, npm

could compute and display a risk model based on weak link signals. Package managers would then know

where their packages stand and improve their security scores by addressing the identified weaknesses. Such

a risk model would allow package users to make more educated, data-driven decisions and comparisons

before including new packages into their supply chains. To this end, we suggest adding automated indicators

for W1, W2, W3 in the OpenSSF Metrics [169] and OpenSSF Scorecard [206] projects.

3.5.2 Control in Package Release

New packages are being released in npm by different maintainers every day. Within a timeline of five months,

the npm has hosted more than 200K new packages, increasing the size and complexity of the npm supply

chain. As a package managers, npm could validate any new release against the risk model that could be

developed following the recommendations of this study. After a particular package is validated using the risk

model, npm could publish the package and make it available to users. If the validation is unsatisfactory, npm

could ask the maintainers of that package to improve its security by reducing weak link signals, for instance

by confirming specific requirements impacting secure CI/CD pipelines for different OS environments or

limiting the use of install scripts.

3.5.3 Trusted Package System

In our survey (Section 3.3), practitioners mentioned grading packages based on security risk, aligning with

our proposed risk model above, which may be in conjunction with the OpenSSF Metrics [169], Scorecard

[206], and Best Practices Badge [184] projects. Respondents indicated a recommendation system in terms of

different security grades. We acknowledge that any kind of grading and measuring of such a large ecosystem

is difficult and expensive. In that case, npm could prioritize or separate packages based on package reach in

terms of dependents and downloads: the above security risk model could be implemented only for the most

popular npm packages, which would then form a new "trusted package system". npm could exclude new

packages or packages without any dependents or with few downloads from this trusted package system to

avoid friction with the publication of new packages.

3.6 Summary

In this work, we presented a framework that helps prioritization and quantification of weak link signals in

the npm supply chain. We hope that identifying these weak link signals will help practitioners structure

discussions and analyses of such issues. As part of an ongoing investigation, we submitted a list of suspicious

packages to the npm security team to take necessary action, such as taking over packages from inactive

maintainers, freezing the maintainer account if the maintainer domains are available for sale, or measuring
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security status of deprecated packages. Additionally, npm now requires mandatory 2FA on maintainers of

top-100 npm packages by dependents [27]. Our second contribution consists of a list of new weak link signals

proposed by a survey of npm practitioners. We hope our work will promote further research on weak link

signal identifications. Moreover, implementing a risk model around these signals would allow developers to

make more educated, data-driven decisions before including packages into their software.
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CHAPTER

4

MALWAREBENCH: MALWARE SAMPLES

ARE NOT ENOUGH

The primary challenge in detecting software supply chain security attacks in open-source software (OSS)

is distinguishing between malicious and neutral packages. We refer to a package as neutral when it has no

discovered malware. Often, practitioners use the terms malicious and benign instead of malicious and neutral.

Still, we use neutral since there may be undiscovered vulnerabilities or malware that have not yet been

discovered. However, the distinction between malicious and neutral code is subtle. For example, a reverse

shell can be used to gain unauthorized control over a victim’s computer to execute commands remotely,

potentially leading to data theft and system manipulation. However, in a debugging scenario, a reverse shell

can provide insights into system performance and help identify issues in real-time. The technology is neutral

in both cases, but the user’s intent determines the classification as malware or benign.

To detect malware and reduce the number of false positives, malware detection tools must be able to

discern between neutral and malicious code reliably. By utilizing a benchmark dataset, developers may

develop algorithms to train these tools to differentiate between the contextual use of code, deciding whether

it is designed for malicious intent or neutral activities. Therefore, building, contributing to, and studying large

datasets can help organizations elevate their defenses against software supply chain attacks.

Recent works [165, 60, 97, 124] constructed malware datasets, and many works [250, 129, 77, 60, 97]propose

different malware detection techniques. However, these studies did not incorporate neutral package data into

their labeled datasets. The lack of labeled benchmark datasets limits our insight into the ecosystem’s malicious

and neutral code characteristics. To ensure that the proposed malware detection methods effectively address

the issue of malicious code and produce low false positives, it is necessary to develop comprehensive datasets

containing malicious and neutral packages. The goal of our study is to aid researchers and tool developers in
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evaluating and improving malware detection tools by contributing a benchmark dataset built by systematically

collecting malicious and neutral packages from the npm and PyPI ecosystems.

We present MalwareBench, a labeled dataset of 20,792 malicious and neutral packages of npm and PyPI

ecosystems. MalwareBench was meticulously assembled, incorporating data from existing malicious package

datasets [165, 60, 97, 124], as well as incorporating the internal threat feed data of Socket [2]. Socket uses

Socket AI Scanner [7], a malware detection tool that uses static and AI-enhanced source code analysis for

npm and PyPI ecosystems. Since August 2023, Socket has systematically annotated malicious and neutral

packages for benchmarking by leveraging Socket AI Scanner analysis and manual inspection. We extracted

the malicious and neutral package data from Socket’s internal database, followed by an expanded collection

of popular and newly released packages from the npm and PyPI ecosystems. Then, we used Socket AI Scanner

on these additional popular and new packages to determine an accurate ground truth.

The dataset is hosted on GitHub[70] and encompasses 6,659 malicious and 14,133 neutral packages of

the npm and PyPI ecosystems. The dataset overcomes the time-consuming process of building ground-

truth datasets from open-source data, expediting research and enhancing tool effectiveness in identifying

malicious and neutral code. Our dataset can also aid in refining malware detection algorithms and reducing

false positives and negatives.

4.1 Data Collection

Our benchmark dataset is compiled from existing malicious databases, augmented by new malicious and

neutral packages. We discuss the package collection process in the following subsections:

4.1.1 Malicious Package Collection

To enhance our dataset in the malware category, we assembled a comprehensive dataset by aggregating

existing malicious packages. We collected malicious packages from two sources: Open-Source malicious

datasets and a Socket internal benchmark dataset. First, we collected malicious packages from already-

existing malware datasets that security researchers had constructed. The rationale behind adding these

datasets was that since they were constructed by conducting automatic and manual analysis, we can assume

they are high-quality malware data. In the next step, we added the Socket internal malicious benchmark

dataset. The dataset was constructed using the Socket AI Scanner, which was later manually triaged by the

Socket research team.

Open-Source malware Datasets We identified four sources [165, 97, 60, 124] that have demonstrated

significant diligence in compiling extensive collections of malicious packages within the npm and PyPI

ecosystems. Here, we provide a high-level overview of their dataset collection process:

1. Backstabber’s Knife Collection (BKC) [165] is a dataset of 2,829 malicious instances that have been

used in real-world attacks on OSS supply chains since 2015. These packages were manually analyzed

and categorized. The dataset consists of packages sourced from npm, PyPI, RubyGems, mavencentral,

and Packagist. The malicious packages were downloaded from the official repositories of the respective

package managers and alternative repositories or mirrors. The authors also used advisories from the

National Vulnerability Database (NVD) and the GitHub Security Advisory API to identify malicious
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packages. The dataset access is provided upon reasonable request for ethical considerations. Out of

2,829 malicious instances, BKC contains 1,630 npm packages and 319 PyPI packages.

2. Guo et al. [97] The study constructed a dataset of 2,416 PyPI malicious code samples, making it the

largest publicly available malicious data for the PyPI ecosystem. The researchers used a semi-automated

approach to check the code files of packages obtained from open databases, IT technology websites,

code hosting websites, and official software repositories. They manually examined the data to remove

false positives. The dataset is available on GitHub [26].

3. Datadog [124]published an open-source dataset of 1,397 malicious PyPI packages identified by Datadog

as part of security research efforts in software supply-chain security. The dataset was collected using

GuardDog [50], a CLI tool to detect malware, and has undergone manual triage by humans. The dataset

is available on GitHub [125].

4. MALOSS [60] is a dataset of 852 malicious npm and PyPI packages. The authors use program analysis

techniques like metadata analysis, static analysis, and dynamic analysis to study the security of package

managers. The pipeline processes over one million packages from PyPI, npm, and RubyGems to identify

suspicious and malicious packages. Access to the dataset is provided upon reasonable request for

ethical considerations. MALOSS contains 393 npm and 459 PyPI packages.

Socket internal dataset Since 2023, Socket has been evaluating npm and PyPI ecosystems using Socket AI

Scanner, which uses AI-driven source code analysis. Socket initiated the systematic collection and storage

of npm malware data for benchmarking purposes in August 2023. Subsequently, in November 2023, Socket

extended its data collection efforts to include malware data from PyPI. When the scanner generates a malware

alert in the pipeline, two security researchers from the Socket research team manually investigate the package

to determine whether it is malicious. Hence, to enhance these pre-existing malware datasets, we added

malicious packages from the Socket internal database for npm and PyPI. We collected 1,822 npm and 48 PyPI

malicious packages.

To construct a comprehensive benchmark dataset, we combined the above-mentioned malware datasets.

The dataset includes only one instance if a package was present in multiple datasets. We also refactored

all the packages with the package names, versions, and release types so that data from different sources has

a uniform format. We collected npm malicious packages from BKC, MALOSS, and Socket. PyPI instances

were collected from BKC, Guo et al., Datadog, MALOSS, and Socket. Ultimately, we collected 3,469 npm

and 3,190 PyPI malicious unique packages.

4.1.2 Neutral Package Collection

Along with malicious packages, the benchmark dataset consists of neutral packages with no known malware.

Such data will enable tool developers and researchers to differentiate between malicious and non-malicious

packages, thereby minimizing false positives. To our knowledge, there is no such existing dataset. In multiple

works [250, 129, 77], researchers constructed datasets particular to their project but did not share the labeled

data of neutral packages. As a result, multiple sources of malicious packages are available, yet labeled datasets

that contain neutral packages are absent.
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Package Selection

We first collected a manually annotated neutral packages list from the Socket internal database and then a

list of popular and new packages from the ecosystem registry. To determine whether the popular and new

packages were neutral, we downloaded and scanned them using Socket AI Scanner.

Socket internal dataset: Along with annotating malicious packages, the Socket research team also an-

notated neutral packages that are not malware. We included these packages as they represent high-quality,

manually annotated, well-curated neutral package data accumulated over time at Socket. Registry: We

collected popular and new packages list from the ecosystems registry by following approaches from re-

search [250, 275]. We included popular packages in our dataset since malware injected in popular packages is

typically removed quickly, so the likelihood that these packages were malicious is low. We selected the latest

version of popular packages by using download counts. Then, we selected the latest version of randomly

chosen new packages released between September and October 2023 in the npm and PyPI ecosystems.

The rationale behind including new packages was to counterbalance the potential bias that might arise

from exclusively using popular packages. Popular packages are generally presumed to be better engineered,

larger, and more adherent to standard coding practices. In contrast, new packages possess a higher propensity

for containing malware or exhibiting insecure coding practices, thereby providing a broader perspective on

the security landscape within these ecosystems.

Package Download

npm and PyPI ecosystems have different package release approaches. For npm, only one version is released

at a time. However, in the case of PyPI, one version may contain multiple releases and distribution formats

due to platform-specific requirements, version compatibility, packaging needs, and user preferences. The

industry has witnessed many attacks focusing on different platforms and users [222, 12]. In this regard, we

added multiple releases for the latest version of PyPI; one release may have malware, and other releases might

be safe to use. However, the existing malicious dataset (BKC, Guo et al., Datadog, and MalOSS) (Section 4.1.1)

did not consider the release type for malicious PyPI packages. Hence, we could not collect more than one

release for these packages.

npm: Initially, we retrieved the top 5,000 packages based on download counts to represent popular packages

in npm. Concurrently, we gathered 5,000 packages randomly chosen from those released in September 2023,

representing new package contributions. We refined this dataset by excluding duplicates appearing in both

categories and any packages unavailable for download from the registry. This refinement process resulted in

9,373 unique packages, encompassing the latest version of popular and newly released package categories.

Further, we incorporated neutral packages identified by the Socket Research Team. This integration added to

our final dataset, totaling 10,765 unique neutral npm packages and 11,829 distinct releases.

PyPI: Contrary to npm, for PyPI, we observed that neutral packages are large and contain multiple releases

compared to malicious PyPI packages. If we wanted to collect 10,000 neutral packages from PyPI, as we did

for npm, we had to collect around 50k releases for 10k neutral packages, whereas we had 3,190 malicious

PyPI packages. Some of these neutral packages were significantly larger, measured in gigabytes, compared to

npm where most packages are in kilobytes. The variation in package sizes between PyPI and npm ecosystems

32



underscores their fundamental differences, with important implications for data management and analysis.

As our goal is to enable practitioners to use this dataset for malware detection, keeping the dataset size

within a practical and manageable range is essential. We restricted ourselves to 1,500 popular and 1,500

new packages to ensure utility and effectiveness in real-world applications. Therefore, we selected the latest

version in both categories and downloaded all the releases. A random selection of 1,500 packages in each

category was chosen, with a bias towards small packages, from the lists of the top 5,000 downloaded and

recently released packages. Ultimately, we ended up with 3,368 PyPI-neutral packages for the latest version

and 5,495 total releases after including 368 packages from the Socket internal dataset and popular and new

categories.

Popular and New Package Scanning

While there is a chance that some of these popular and new packages are malicious, the likelihood of these

packages being malicious is small. However, we still want to verify these packages to create a labeled dataset

for neutral packages. We used Socket AI Scanner to identify whether these packages were malicious. While we

could not audit the millions of lines of code in 3 million files, we randomly picked 900 npm packages and 300

PyPI packages (3:1 ratio) to verify whether these alerts were malicious. We did not find any known malware in

these neutral packages.

The dataset was consolidated into a neutral category, incorporating popular, new, and internally annotated

Socket data. We randomly picked 1,200 packages to confirm whether these packages contained malicious

behavior. The dataset includes only one instance if a package is present in multiple datasets. Ultimately,

we collected 10,765 unique npm and 3,368 PyPI neutral packages.

Table 4.1: Overview of the Benchmark dataset

Field Name Description Data Type

id Unique Identified of each package Integer

ecosystem Name of the ecosystem String

scoped npm Scoped name (@) String

name Packages name String

version Package version String

releases_type Package releases type String

total_files Total number of files in a package Integer

package_size Total package size in KB Integer

label Ground truth label of packages String

file_path Path of a specific file within the package String

file_extension File’s extension of a specific file within the package String

file_size Size of the file within the package in KB Integer
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4.2 Benchmark Dataset

MalwareBench included malicious and neutral packages containing package names, versions, release types,

and ground truth of the package. We annotated the ground truth label of packages in two groups:

1. Malicious: Packages that are written intentionally to carry out harmful actions and intended to perform

an unauthorized process that will have an adverse impact on the confidentiality, integrity, or availability

of a system [154].

2. Neutral: Packages with no discovered malware.

In addition, we included additional metadata for packages, including the file path, file size, total number of

files, file size, package size, file extension, and package group. Table 4.1 presents data fields for each package

from our MalwareBench dataset.

Table 4.2 provides overall statistics of our benchmark dataset for npm and PyPI ecosystems, detailing

the count of unique packages and their respective releases, categorized as malicious or neutral. The npm

ecosystem has 3,469 unique malicious packages with 4,430 releases. We collected 10,765 unique packages

for the neutral category, including packages from the popular, new category, and socket internal datasets,

with 11,829 releases altogether. For the PyPI ecosystem, there are 3,190 unique malicious packages with 3,770

releases. The neutral packages have 3,368 unique packages and 5,495 releases.

Table 4.2: Statistics of the Benchmark Dataset

Ecosystem Dataset Unique Package Total Release

Total malicious 3,469 4,430

Total neutral 10,765 11,829

neutral (popular) 4,740 4,740npm

neutral (new) 4,633 4,633

neutral (Socket) 1,392 2,456

Total malicious 3,190 3,770

Total neutral 3,368 5,495

neutral (popular) 1,500 2,222pypi

neutral (new) 1,500 2,912

neutral (Socket) 368 1,281

4.3 Originality of MalwareBench

This paper constructs a comprehensive benchmark dataset encompassing malicious and neutral packages.

Prior studies [165, 60, 97] focused on constructing malicious datasets; However, these studies did not incor-

porate neutral packages into their labeled datasets. Subsequent research [250, 129, 77] utilized these prior

datasets [165, 60, 97] in their research project. While they did construct neutral package datasets, they did not

make these datasets available for future research. One of the probable reasons behind this would be that the

relevance of packages may change over time, affecting their categorization as popular or new. However, the
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ongoing need to reconstruct labeled datasets for neutral packages presents a significant challenge in terms of

time and manual labor. This repetitive process highlights the need to develop a more reliable and reusable

benchmark dataset. Our dataset will offer a valuable resource for practitioners, facilitating more efficient and

consistent research in this area.

Apart from including neutral packages for the labeled datasets, we also enhanced the existing malware

dataset by aggregating the Socket internal malware dataset. As of 2023, MalwareBench is the largest malicious

dataset for the npm and PyPI ecosystems. The integrated malicious and neutral packages from diverse sources

are uniformly formatted. Uniformity is achieved by establishing a consistent mapping schema that includes

the package name, version, release information, and other pertinent metadata. The dataset is segmented into

various strata to select samples from distinct groups methodically. Practitioners can apply stratified random

sampling based on the threat level of packages regarding malware, neutral, package size, file size, number of

files, and file extension.

4.4 Research Opportunities

Tool Developers and Researchers: Our dataset can aid in refining malware detection algorithms and reducing

false positives and negatives. Since the distinction between malicious and neutral code is subtle, tool devel-

opers and researchers can use our dataset to identify different rules and patterns between true malicious

and neutral packages. The dataset overcomes the time-consuming process of building ground-truth datasets

from open-source data, expediting research and enhancing tool effectiveness in identifying malicious code.

Downstream Users: In addition, since several malware detection tools exist, practitioners face difficulty

choosing one tool out of many. In this case, our MalwareBench dataset can act as a benchmark for comparing

the effectiveness of the malware detection tools for their projects.

4.5 Ethics and Data Protection

Since our dataset contains malware from the real world, some packages may contain sensitive information.

We will provide GitHub access for the dataset upon reasonable request based on ethical considerations

regarding the purpose of using the data [70].

4.6 Threats to Validity

This dataset may suffer from selection bias since malicious packages were identified by, in most cases, rulesets

defined by different tools or research techniques. Additionally, the dataset might be biased towards certain

categories of attacks. For example, many similar attacks occurred during the wave of typosquat or dependency

confusion attacks [221, 91, 243]. We minimize the bias by combining datasets from different sources and

collecting them in different periods. Apart from similar attacks, some of the packages in this dataset were

similar due to the execution of the same attack in multiple packages, which might skew the dataset. As the

prior studies did not share the file-level granularity, our dataset lacks the ground truth of file-level. We invite

the community to improve the dataset quality by incorporating detailed, file-level ground truth data.
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4.7 Conclusion

MalwareBench dataset consists of 20,792 (of which 6,659 are malicious) labeled packages for the npm and

PyPI ecosystems. Our dataset will aid in evaluating and improving malware detection tools, thus preventing

software supply chain attacks in ecosystems and application packages. By adding new packages and features,

we aim to expand our dataset. We invite the research community to join our effort to expand and enrich the

dataset to prevent software supply chain attacks.
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CHAPTER

5

LEVERAGING LARGE LANGUAGE MODEL

TO DETECT MALICIOUS

DEPENDPENENCIES

Classifying a package as malicious is challenging because malicious code detection necessitates comprehend-

ing the reasoning about the possible purpose and intent of the code. Given the increasing rate of software

supply chain attacks, the demand for approaches to detect such attacks is also increasing. The current mali-

cious package detection [81, 90, 275, 164, 204, 210, 251, 250, 254] including static, rules, heuristics, differential

analysis, and different machine learning techniques encounter challenges of incomplete solutions, high

misclassification rates [166]. Additionally, no single technique can comprehensively address different attack

types, like detecting malicious code injection, dependency confusion, and typosquat, and often fails to

support languages like TypeScript and CoffeeScript or research packages [166]. As a result, practitioners

need to integrate multiple tools to detect malware patterns. An advanced detection technique is needed to

identify diverse attack types effectively and minimize manual review efforts with minimal misclassification.

LLMs have the potential to address these limitations by detecting diverse attacks through their advanced

understanding of context, semantics, and patterns, thereby reducing reliance on multiple tools.

Large Language Models (LLMs) are pre-trained models that can solve a variety of natural language

processing (NLP) tasks by conditioning the model on appropriate prompts [29, 37, 188]. While the existing

literature lacks the contribution of using LLMs to detect malicious code, organizations are adopting LLMs

as an advanced technique for threat analysis [10, 136]. However, assessing the performance of LLMs in

production presents challenges: 1) comprehensive evaluation in a production environment is resource-

intensive: 2) LLM missing actual malicious code (false negative); 3) validation due to the lack of ground truth;
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and 4) after reporting potential malicious packages to the package registry, the package managers often only

acknowledge receipt of the reports without confirming the presence of malicious code. Hence, we conduct

an empirical study to evaluate LLMs’ performance in malicious code detection. The goal of this study is to

assist practitioners and researchers in making informed decisions on which security practices to adopt

through the development of models between software security practice scores and security vulnerability

counts. In this study, we address the following research questions (RQs)—

• RQ1: What performance can be achieved in malicious code detection using LLMs compared with static

analysis (baseline comparison), in terms of precision, recall, and F1 score?

• RQ2: What is the effectiveness of using a static analyzer as a pre-screener with SocketAI in terms of the

number of files that need to be analyzed and the associated cost?

• RQ3: What types of malicious packages are detected or missed by LLMs?

To the best of our knowledge SocketAI, a malicious code review workflow is a first-ever study leveraging

LLMs to detect malicious code and compares the effectiveness of the workflow with static analysis tools. The

workflow leverages Iterative Self-Refinement [137], LLM-as-a-Judge [279] and Zero-Shot-Role-Play-Chain

of Thought (CoT) prompting [122, 123] techniques in ChatGPT models (GPT-3 and GPT-4). We leveraged

MalwareBench [271], a benchmark dataset, and studied 5,115 npm packages, including 2,180 malicious and

2,935 neutral packages, to evaluate the performance of LLMs.

To answer RQ1, the chapter presents a baseline comparison between ChatGPT models and the mature,

state-of-the-art commercial tool, CodeQL. We used 39 custom rules of CodeQL that have been used in prior

study [77] to detect malicious Javascript packages. We compare results using the standard machine learning

(ML) evaluation metrics, precision, recall, and F1 score. We answer RQ2 by comparing the effectiveness of

using “SocketAI only” versus using “CodeQL as a pre-screener with SocketAI ” based on the number of files

analyzed and the associated costs. For RQ3, we provide qualitative insights by manually evaluating the model’s

responses to understand the types of malicious packages identified or missed by ChatGPT and demonstrate

the opportunities and strengths of these models. For the benefit of other researchers, we further report issues

we encountered while using ChatGPT. Our contributions are:

• SocketAI, a malicious code review workflow to detect malicious packages in the npm ecosystem;

• Malware-domain-specific prompt to trigger LLMs reasoning in detecting malicious code;

• A baseline comparison of SocketAI with CodeQL tool to understand the effectiveness of LLMs; and

• Strengths and shortcomings of ChatGPT for large-scale code review.

This chapter is organized as follows: Section 5.1 includes our design approach, discussing our dataset,

allocated cost, package selection, and model selection criteria. Section 5.2 covers our proposed workflow of

SocketAI. We answer our three RQs in section 7.2.1, section 7, and section 5.5. Then, we discussed challenges

in using LLM in section 5.6.2. We close with limitations and discussion of our work (Section 7.5 and 5.7).
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5.1 Dataset and LLM Selection

Section 5.1.1 discusses the benchmark dataset used in this study, Section 5.1.2 discusses LLMs selection

process, and Section 5.1.4 explains our package selection criteria with cost constraint discussed in Section

5.1.3.

5.1.1 Benchmark Dataset: MalwareBench

Recent studies [165, 60, 97, 125] constructed malicious package datasets. However, these studies did not

incorporate neutral package data into their labeled datasets. Neutral packages are needed to improve the

accuracy of detection techniques. To address the lack of labeled neutral packages, Zahan et al. constructed

MalwareBench [271], a labeled benchmark dataset of malicious and neutral npm packages. Zahan et al. refer

to a package as neutral when it has no discovered malicious code [271]. The ground-truth labels for the

benchmark were established using a hybrid approach: researchers manually reviewed and confirmed all

malicious cases flagged by automated tools, while neutral cases were initially identified through automation

and further validated via manual analysis of randomly selected samples. MalwareBench contains 3,523

malicious and 10,691 neutral npm packages. The malicious category comprises real-world malicious packages,

while the neutral category includes popular, new, and randomly annotated real-world npm packages.

5.1.2 Large Language Model Selection

LLMs based on the GPT architecture have demonstrated superior performance in inference tasks compared

to BERT-style models [188, 280, 266, 135]. Inference tasks involve using a model’s trained knowledge with new

data to generate conclusions. While other GPT-style language models exist, ChatGPT has shown noteworthy

capabilities in zero-shot learning through effective prompting and in-context learning [266]. In this study, we

employed the gpt-3.5-turbo-1106 (GPT-3) and gpt-4-1106-preview (GPT-4) models of ChatGPT to

evaluate LLMs’ performance in detecting malicious packages using zero-shot learning techniques.

5.1.3 Cost Allocation

Due to the cost and time associated with using GPT models, we first allocated a budget for this project. The

budget will inform the scope of our analysis regarding the number of files or packages that can be assessed.

We set up a budget of $3000 because increasing the budget would extend the model’s computation time and

the time needed for authors to manually review the model’s generated response. We conducted a preliminary

analysis of 1000 Javascript files using both GPT-3 and GPT-4 following the workflow mentioned in Section

7.2.1. We found that analyzing 1000 Javascript files with GPT-3 incurred a cost of $10.5, while the same analysis

with GPT-4 cost $130. Armed with this cost information, we deduced that with a budget of $3000, we could

analyze around 20,000 files.

5.1.4 Package Selection

In this work, we evaluated all files within a package rather than only analyzing files containing malicious code.

The approach was taken for two reasons: to address the lack of file level granularity in MalwareBench [271]

and to understand false-positive and false-negative rates in our baseline comparison comprehensively. The
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dataset comprised 14,214 npm packages with 1,048,576 individual files. Packages varied in size, with some

containing up to 60,000 files and occupying 600 MB. Analyzing exceptionally large packages could exceed our

budget and may not provide sufficient diversity of malicious or neutral package types. Therefore, we excluded

large packages to stay within budget and ensure diversity. Using stratified inverse random sampling [131],

we selected a representative sample of malicious and neutral categories, favoring packages below the 75th

percentile. The 75th quartile encompasses packages with a maximum of 25 files or a package size of 175 KB.

After applying the sampling method and adhering to budget constraints (section 5.1.3), our final dataset

comprised 2,776 malicious versions (2,180 packages) and 2,974 neutral versions (2,935 packages), containing

20,926 (18,754 unique files) files.

Table 5.1: System Role Prompt of Initial Report

Role: System Chain of Thought Prompting

Task (D1) As SecureGPT, a JavaScript cybersecurity analyst, your task is to review open-source

dependencies in client and server-side JavaScript code for potentially malicious

behavior or sabotage. This code review is specifically for JavaScript libraries that

are part of larger projects and published on public package managers such as npm.

Review this code for supply chain security attacks, malicious behavior, and other

security risks. Keep in mind the following:

Analyze code for JavaScript security issues such as code injection, data leakage,

insecure use of environment variables, unsafe SQL, and random number gen-

eration. Do NOT alert on minified code that is a result of standard minification

processes using tools like UglifyJS or Terser. Third-party library usage is not, by

itself, suspicious behavior.

Guidelines (D2) Spot anomalies: hard-coded credentials, backdoors, unusual behaviors, or ma-

licious code. Watch out for malicious privacy violations, credential theft, and

information leaks. Note observations about the code. Evaluate the provided file

only. Indicate low confidence if more info is needed. Avoid false positives and

unnecessary warnings. Keep signals and reports succinct and clear. Consider user

intent and the threat model when reasoning about signals. Focus on suspicious

parts of the code.

Malware (D3) In the context of an npm package, malware refers to any code intentionally in-

cluded in the package that is designed to harm, disrupt, or perform unauthorized

actions on the system where the package is installed.

Malware Example

(D4):

Sending System Data Over the Network, Connecting to suspicious domains, Dam-

aging system files, Mining cryptocurrency without consent, Reverse shells, Data

theft (clipboard, env vars, etc), Hidden backdoors.

Security risks (D5): Hardcoded credentials, Security mistakes, SQL injection, DO NOT speculate about

vulnerabilities outside this module.

Continued on next page
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Table 5.1 – continued from previous page

Role: System Chain of Thought Prompting

Obfuscated code

(D6):

Uncommon language features, Unnecessary dynamic execution, Misleading vari-

ables, DO NOT report minified code as obfuscated.

Malware score (D7): 0: No malicious intent,

0 - 0.25: Low possibility of malicious intent,

0.25 - 0.5: Possibly malicious behavior,

0.5 - 0.75: Likely malicious behavior, e.g., tracking scripts,

0.75 - 1: High probability of malicious behavior; do not use.

Security risk score

(D8):

0 - 0.25: No significant threat; we can safely ignore,

0.25 - 0.5: Security warning, no immediate danger,

0.5 - 0.75: Security alert should be reviewed,

0.75 - 1: Extremely dangerous, package should not be used.

Confidence Score

(D9)

Rate your confidence in your conclusion about whether the code is obfuscated,

whether it contains malware, and the overall security risk on a scale from 0 to 1.

Code Review (D10): Please consider both the content of the code as well as the structure and format

when determining the risks. Your analysis should include the following steps:

Identify sources: These are places where the code reads input or data.

Identify sinks: These are places where untrusted data can lead to potential security

vulnerabilities.

Identify flows: These are source-to-sink paths.

Identify anomalies: These are places where there is unusual code, hardcoded

secrets, etc.

Conclusion: Finally, form the conclusion of the code, provide a succinct explana-

tion of your reasoning.

JSON Response (D11) **Only respond in this format:**

[

“purpose":“Purpose of this source code",

“sources":“Places where code reads input or data",

“sinks":“Places where untrusted data can lead to potential data leak or effect",

“flows":“Source-to-sink paths",“anomalies":“Places where code does anything

unusual",

“analysis":“Step-by-step analysis of the entire code fragment.",

“conclusion":“Conclusions and short summary of your findings",

Continued on next page
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Table 5.1 – continued from previous page

Role: System Chain of Thought Prompting

“confidence": 0-1,

“obfuscated": 0-1,

“malware": 0-1,

“securityRisk": 0-1

]

ONLY RESPOND IN JSON. No non-JSON text responses. Work through this step-

by-step to ensure accuracy in the evaluation.

Table 5.2: System Role Prompt of Critical Reports

Role:System Chain of Thought Prompting

Task Your role is a security researcher who will review X reports of a supply chain
security incident in an open source dependency. Here’s your step-by-step guide:

- Confirm if the reported issues are present in the code. If not, make a note.

- Identify and record any errors, flaws or mistakes in the report’s logic, reasoning
or summary.

- Review the scores given to each issue. Suggest any changes if they seem unrea-
sonable.

- Justify any risk score higher than 0.5, as it’s considered serious.

- Pay close attention to the malware score. If a package is doing something mali-
cious, it must be reflected in this score.

- Challenge any claims about potential vulnerabilities that are based on assump-
tions.

- Make sure the scores are consistent with the report.

Note Be critical. After reading all reports, give your own estimate for what you think
the malware, obfuscated, and risk scores should be. Let’s carefully work this out
step-by-step to be sure we have all the right answers.

5.2 SocketAI

The section discusses the multi-stage decision-maker workflow of SocketAI. Socket has been using SocketAI

to detect malicious packages in production for npm, PyPI, Go, and Maven ecosystems. On average, SocketAI

is used to evaluate 17 million package versions quarterly in production. As of 2024, three authors are actively

developing and maintaining the workflow. In Section 5.2.1, and 5.2.2, we discuss our design decisions and

the prompting techniques, and section 5.2.3 discusses our proposed SocketAI workflow.
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Table 5.3: System Role Prompt of Final Report

Role:System Chain of Thought Prompting

Task As an experienced JavaScript cybersecurity analyst, review X software supply
chain security reports of an open source dependency. Select the best report and
improve it. If all are unsatisfactory, create a new, improved summary.

System Role Prompt of Initial Reports from Table 5.1.

Note In your final report:

- Omit irrelevant signals from your report.

- If you are certain code is really malicious set the malware score to 1.

-ENSURE THAT YOUR FINAL SCORE IS CONSISTENT WITH THE REPORT.

**ONLY RESPOND IN JSON. PLEASE DO NOT USE ANY TEXT BESIDES THE JSON
REQUIRED FOR THE FINAL FORMATTED REPORT.** Let’s work this out in a step-
by-step way to be sure we get the correct result.

5.2.1 Leveraging LLM-Based Techniques

Since SocketAI is used in production to review different ecosystems, we designed our domain-specific prompt

to be model-agnostic and adaptable to open and closed-source models where the prompt techniques are

fundamental to any LLM. Our prompting techniques were inspired by advanced LLM-based techniques

by [137, 279, 122, 255, 267], while also prioritizing a domain-targeted prompt using the author’s domain knowl-

edge. Prior studies [14, 260, 259] demonstrate that augmenting the model with domain-specific information

improves the model’s performance.

The SocketAI workflow employs an iterative self-refinement [137] approach, systematically leveraging

LLM’s responses in a sequential analytical workflow. Iterative self-refinement is a process that involves

creating an initial draft response generated by the model and subsequently refining the response based

on the model’s self-provided feedback [137, 278]. Madaan et al. [137] showed that iterative self-refinement

prompting had superior results compared to one-step response generation and improved performance (20%).

Then, we also leveraged the LLM-as-a-Judge approach [279] to evaluate and score the outputs against specific

criteria. Self-refinement is a loop of generation and improvement, while LLM-as-a-Judge is better for scoring

or verifying outputs against criteria. We used the Zero-Shot-CoT [122, 255, 267] technique along with Role-

Play prompting [123] to enhance model reasoning in evaluating npm packages. Prior studies [122, 123, 267]

showed that Zero-Shot-CoT and Role-Play prompting enhance model performance across multiple domains.

Subsequently, in Role-Play prompting, the role provides context about the model’s identity and background,

which serves as an implicit CoT trigger, thereby improving the quality of reasoning.

5.2.2 Prompt Design

We designed a two-fold prompt structure: the system role prompt serves as the instructions to set the

context for how the model should behave. We assign different system roles for LLMs to follow in multiple

steps (Section 5.2.3) such as SecureGPT, a JavaScript cybersecurity analyst and security researcher, to narrow

the focus to JavaScript’s particular security issues. The user role prompt comprises the input content (npm

packages files) we want the models to review. For each file, we include the code as a user prompt, following the

prompt— Analyze the above code for malicious behavior. Remember to respond in the required JSON format.
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Figure 5.1: SocketAI workflow

Consider ALL of the code carefully. Check the beginning, middle, and end of the code. Work step-by-step to get

the right answer. Table 5.1, Table 5.2 and Table 5.3 contain the prompts used in this study.

Task & Guidelines. We first augment the prompt by defining the task of reviewing JavaScript code for

supply chain attacks, malicious behavior, and other security risks. Then, we provide guidelines to spot

anomalies, such as hardcoded credentials, backdoors, and unusual behaviors, while noting code observations

and avoiding unnecessary warnings.

Malware, Security Risk, and Obfuscated Code. We provide definitions and examples for malware, security

risks, and obfuscated code. The targeted information helps the model recognize and differentiate between

malware and other security vulnerabilities. Additionally, in malware detection, one of the primary challenges

is prioritizing and differentiation between malware cases and security vulnerabilities. Motivated by LLM-

as-a-Judge approach [279], we address this challenge by incorporating scoring metrics— malware intent,

security risk, and confidence — to standardize the evaluation output, enabling the model to quantify

the severity of findings and assisting human reviewers in prioritizing potentially malicious files. Since attackers

commonly use obfuscation to avoid detection, it is included to identify such cases. The confidence score

also aids in evaluating the reliability of the model’s findings, while malware, security risk, and obfuscation are

included to understand the nature of the code. Each scoring is defined in a range of 0-1, which we divide into

different groups. Table 5.1 (D7-D9) are examples of scoring prompts.

Requirement: Code Review & JSON Response. Motivated by [14, 260, 259], we included code-review

prompts (Table 5.1-D10) that guide the model in step-by-step thinking and generating conclusions by detect-

ing key identifiers of code such as sources, sinks, flows, anomalies. Additionally, large-scale analy-

sis in production requires machine-readable reports. Therefore, we improved the prompting technique by in-

structing the model to conduct a sequential analysis (purpose-sources-sinks-flows-analysis-conclusion)

and to generate the output report via a JSON format (Table 5.1-D11). Besides the report being machine-

readable, following such templates forces the model to rethink its evaluation and generate analysis reports in

the specified format.

Token Limit: GPT-3 has a maximum of 16K tokens, and GPT-4 has a limit of 128K tokens. To quantify

the tokens required for a specific file, we initially deducted the required tokens for the system role prompt,

allocating the remaining tokens for the user role prompt.
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5.2.3 Proposed Workflow

Our SocketAI workflow comprises four steps (Figure 5.1): code as user input along with a system role prompt

(Step 1); refining the model’s responses through iterative self-refinemnet in the next two steps (Steps 2 and 3);

and finally, adding humans in the loop to evaluate the model-generated report (Step 4).

Step 1: Initial Reports

We provide the file to evaluate as user role prompts alongside predefined system role prompts from Table

5.1 to generate initial response reports. The step involves generating a specified number of reports using

multiple LLM agents, utilizing their ability to yield diverse responses in a single interaction. The technique

balances cost and time by repeatedly eliminating the need to input the same prompt for individual reports.

In this study, we prompted GPT-3 to generate 5 reports per file. We used GPT-4 to generate 3 reports per

file due to its higher accuracy and cost. The model is tuned with a temperature parameter of 1 and a t o pp

value of 0.9 to explore a wide range of ideas. The prompts are designed to save time on manual analysis by

instructing the model to produce reports in JSON format, incorporating essential malware analysis details

such as scoring metrics for prioritization. The output of this step consists of 5 reports generated by GPT-3

and 3 reports generated by GPT-4, which we then feed into Step 2 as user role prompts (Figure 5.1).

Step 2: Critical Reports

The critical reports step is designed to reassess the model’s initial report responses to perform an in-depth

evaluation. As input, the system prompt (Table 5.2) instructs the model, acting as a security researcher, to

review and evaluate the initial findings thoroughly. The task involves confirming the presence of reported

issues in the code, identifying errors or flaws in the initial report, and reviewing the given scores. The model

is asked to justify any risk score above 0.5, ensure the score accurately reflects malicious behavior, challenge

assumptions about vulnerabilities, and maintain consistency in scoring. For the user role prompt, we input

the model-generated responses from Step 1 (section 5.2.3) and the file to be evaluated. The model generates a

predetermined number of output reports (5 for GPT-3 and 3 for GPT-4). The model is tuned to a temperature

parameter of 0.75 and a t o pp value of 0.6 to constrain the idea generation.

Step 3: Final Report

The final report prompt (Table 5.3) is designed to select and refine the best report from step 2. As input, the

system prompt instructs the model, acting as an experienced JavaScript cybersecurity analyst, to review

multiple reports and choose the best one. The task involves eliminating irrelevant signals by reviewing reports

from step 2 and setting the malware score to 1 if the code is malicious to emphasize consistency between the

final score and the report content. The model is also directed to create a new, improved summary if all prior

reports are unsatisfactory. The step also involves sequentially feeding the model system role prompts from

Step 1 (Table 5.1) to remind the objectives and ensure a thorough code reevaluation. Overall, the model uses

system role prompts (Table 5.3 and Table 5.1), the input content (npm packages files), and reports from step

2 to output a conclusive summary report, operating at a lower temperature of 0.5 and a t o pp value of 0.5 to

enhance focus and precision.
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Shell Scripts for GPT-4 Evaluation

Corporate-delegate-
packages #!/bin/bash

curl -H "Hostname: $(hostname | base64)" -H "Whoami: $(whoami |
,→ base64)" -H "Pwd: $(pwd | base64)" -d $(ls -la | base64)
,→ https://eo1z2prk4as56mb.m.pipedream.net

GPT-4 Generated Final Report

Purpose (R1) The purpose of this source code is to covertly exfiltrate sensitive system informa-
tion to a remote server, which is indicative of a malicious script.

Sources (R2) hostname command, whoami command, pwd command, ls -la command

Sinks (R3) curl command

Flows (R4) hostname command→Hostname HTTP header, whoami command→Whoami
HTTP header, pwd command→ Pwd HTTP header, ls -la command→HTTP
POST data

Anomalies (R5) Base64 encoding of system information, Incomplete URL in the curl command,
Sending system information via HTTP & POST

Analysis (R6) →Uses the hostname, whoami, and pwd commands to collect the system’s host-
name, current user, and current working directory.,→ ls -la command is used to
list all files and directories in the current working directory, which may include
sensitive information,→ All collected data is base64 encoded (a weak form of
obfuscation) to avoid simple detection mechanisms.,→ The encoded data is sent
to a remote server using the curl command with custom HTTP headers and POST
data, which indicates data exfiltration.

Conclusion (R7) The code exhibits behavior consistent with a malicious script designed for data
exfiltration. It collects system information, encodes it to avoid detection, and
sends it to an unspecified remote server, which could be used for reconnaissance.

Score (R8) Confidence: 0.9, Malware: 1, SecurityRisk: 1, Obfuscated: 0.2

Table 5.4: Example of the user input file for model to analyze and GPT4 generated final report

Step 4: Report Evaluation

In this step, a human evaluates the final report generated in step 3. Table 5.4 contains the shell scripts of

real-world malicious packages “corporate-delegate-packages” and the associated GPT-4-generated

final report. The JSON-formatted final report includes the purpose of the code, source, sink, flows, anomalies,

analysis, rationality behind model-derived conclusions, and scores for confidence, obfuscation, malware, and

security risk. Reviewers can prioritize evaluations based on the malware score. Based on our scoring rules, a

package is prioritized for human evaluation if any file has a malware score exceeding 0.5 (Section 5.3.1). A

high malware score with a high-security risk score increases the likelihood of malicious code. In contrast, a

high-security risk score but a low malware score indicates a security vulnerability, not malicious code. The

confidence score provides insight into the model’s certainty in its findings. An obfuscated score is helpful to

understand whether the attacker used obfuscation to hide the code intent. Reviewers can review the purpose

and conclusion parts (R1 & R7 in Table 5.4) to comprehend the code’s intent. If further verification is needed,

they can analyze the code review metrics (R2-R6 in Table 5.4).

46



5.3 RQ1: Baseline Comparison

In this section, we discuss RQ1: What performance can be achieved in malicious code detection using LLMs

compared with static analysis (baseline comparison), in terms of precision, recall, and F1 score? To that

end, we adopt a traditional static analysis that is used to extract static features from the code and GPT-3 and

GPT-4 for LLM analysis. Section 5.3.1 covers our methodology, and Section 5.3.2 covers our result.

5.3.1 RQ1: Methodology

CodeQL Static Analysis

For our baseline comparison, we selected the static analyzer over any other existing technique to reduce

the production cost of pre-screening. We chose not to adopt other existing static analyzers focused on

malicious detection due to several factors: 1) a high false positive rate [181, 34], reliance on combined

detection techniques such as static, dynamic, and machine learning [60], whereas we used static rules only

to minimize overhead, and 3) the tools were tailored to detect malicious commits in VCS [90] or targeted

languages like Python [141] and Java [128], rather than our focus on npm.

Froh et al., in a recent 2023 study [77], introduced a differential static analyzer leveraging custom CodeQL

queries to identify JavaScript malicious code. For our baseline comparison, we utilized CodeQL queries (avail-

able in Github [4]) developed by Froh et al. [77]. We utilized CodeQL over other existing static tools because

1) CodeQL is a commercially mature, state-of-the-art static analyzer, open source, and more developed than

other static analyzers proposed in research for malicious package detection [166]; 2) the CodeQL queries used

by Froh et al. [7]were explicitly designed for npm malicious packages, aligning with our dataset selection.

We used 39 out of 40 queries developed by Froh et al., excluding the query, to detect the introduction of new

dependencies. Since our focus is not on differential static analysis, retaining this query resulted in high false

positive rates, making it unsuitable for our current approach. The 39 remaining queries include code injection-

involving the use of functions like eval for executing dynamically generated code; sensitive data exposure-

focusing on unauthorized access to sensitive user and system files; network issues- identifying unauthorized

data flows potentially indicating exfiltration or backdoor attempts; file system access- monitoring access to

files that may indicate security breaches; obfuscation and encoding- detecting code obfuscation techniques

used to hide malicious intent; and miscellaneous- covering other concerns such as unsafe handling of domain

names.

ChatGPT Models

We leverage the SocketAI workflow discussed in Section 5.2 to review 18,754 unique files using GPT-3 and GPT-

4. We ran both models on each file and then collected the final reports discussed in Section 5.2.3. According to

our evaluation criteria (Section 5.2.3), a malware score of 0.5 marks the threshold between ’possible malware

behavior’ (0.25-0.5) and ’likely malicious behavior’ (0.5-0.75). We aimed to assess the accuracy of LLMs in

generating these scores, considering a package malicious if any file within it scored above 0.5.

5.3.2 RQ1: Results

Here, we discuss our baseline comparison and show confusion metrics and model performance in Table 5.5.
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Table 5.5: Performance Evaluation using 5,115 Packages

Model TP TN FP FN Precision Recall F1

CodeQL 2117 2254 684 60 0.75 0.97 0.85

GPT-3 2128 2740 195 52 0.91 0.97 0.94

GPT-4 2089 2932 3 90 0.99 0.95 0.97

CodeQL’s Performance

After executing CodeQL on the dataset, we found 2,861 packages with at least one file with suspicious features.

CodeQL queries had high coverage in identifying features in malicious packages, with a recall rate of 0.97.

A high recall is expected since the queries constructed by Froh et al. [77] utilized the same past malicious

package dataset that we used in our study. However, the model correctly identified 97% of malicious packages

but at the cost of potentially incorrectly labeling many non-malicious instances as malicious. The model had

successfully classified 2,117 malicious instances (true positives) and 2,254 instances as neutral (true negatives)

out of 5,115 unique packages. The model has a false positive of 684 neutral packages that demanded other

techniques or manual analysis to confirm the classification. The precision rate is 0.75, and the F1 score of

0.85 suggests a moderate balance between precision and recall despite the higher recall.

GPT Model’s Performance

The GPT-3 model demonstrates an improvement over static analysis, with a precision of 0.91 and an F1 score

of 0.94, identifying 2,128 malicious and 2,740 neutral cases accurately (Table 5.5). GPT-3 exhibits a lower

false positive rate (195) than CodeQL, highlighting the model’s reliability. A recall rate of 0.97 indicates the

model captures 97% of malicious instances. The GPT-4 model further advances performance, achieving the

highest precision (0.99) and an F1 score of 0.97, correctly classifying 2,089 malicious cases and 2,932 neutral

cases, with significantly fewer false positives (3) and a recall rate of 0.95. This comparison highlights GPT-4’s

superior ability to balance precision and recall, making it an effective model for distinguishing malicious and

neutral packages.

Summary of RQ1 Both GPT-3 and GPT-4 models demonstrate superior performance in precision and F1

score for malicious code detection. GPT-4 has the highest false negative rate. Static analysis, while offering

high recall and moderate precision, had a high false positive rate.

5.4 RQ2: Effectiveness of SocketAI

In this section, we discuss RQ2: What is the effectiveness of using a static analyzer as a pre-screener with

SocketAI in terms of the number of files that need to be analyzed and the associated cost?

5.4.1 RQ2: Methodology

An LLM workflow can be expensive if practitioners want to review at scale (in millions of $ for GPT-4).

Additionally, OpenAI has an API call rate limits [168]. Hence, practitioners require a sustainable workflow for

large-scale analysis while remaining cost-efficient. Figure ?? investigates the effectiveness of static analyzers
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Figure 5.2: Workflow incorporating static analyser as a pre-screener

as a pre-screening step (step 1) before our LLM workflow (step 2). The rationale involves using static analysis

to filter out unequivocally secure packages and reduce the cost and workload for LLMs.

We compare the effectiveness in terms of the number of files needed to be evaluated and the total cost of

LLMs’ evaluation. We designed the experiment in which we first scanned all files (a total of 18,754 files) using

both GPT models and calculated the associated costs. In the second phase, we excluded all files not flagged

by our CodeQL queries and recalculated the GPT model costs only for the files where CodeQL generated an

alert. We then compared the effectiveness of these two phases in terms of the number of files scanned by the

GPT models and the associated costs.

Note that we did not conduct a detailed time analysis, as the response times for both GPT models were

similar ( 24 days per GPT model and approximately 190 hours of qualitative study per independent researcher)

and often influenced by OpenAI’s performance, including the need for re-runs due to technical issues. CodeQL

took one day to run all the queries. Since we did not thoroughly evaluate false positives and negative cases

of the static analyzer used in the prior study [77], comparing CodeQL with GPT run time did not provide a

balanced assessment. Figure 5.3 shows our comparison of file and cost analysis.

5.4.2 RQ2: Result

GPT Model’s file Analysis

As a pre-screening step, CodeQL is used to identify files that should be flagged for further LLM analysis. Out

of 18,754 unique files, 4,146 files were flagged by CodeQL.

GPT Model’s Cost Analysis

A cost comparison of the GPT-3 and GPT-4 models demonstrates substantial differences in expense. To scan

a total of 18,754 unique files, the GPT-3 model incurred a cost of $125.65. In contrast, the GPT-4 model, with

its advanced capabilities and presumably superior performance [1], cost $2013.84 for the same number of

files. Scanning the 4,146 files flagged by CodeQL cost $49.13 with GPT-3 and $482.46 with GPT-4. The cost

estimate highlights the need to consider budget constraints alongside analytical performance when selecting

a model for practical applications.

49



Figure 5.3: Effectiveness of using static analysis as pre-screener

Summary of RQ2: Pre-screening files with a static analyzer reduces the number of files needing analysis

from 18,754 to 4,146, demonstrating a 77.9% reduction. This pre-filtering step also substantially decreases

costs, with GPT-3 expenses dropping from $125.65 to $49.13 (60.9%) and GPT-4 costs reducing from $2013.84

to $482.46 (76.1%). The results highlight that a static analyzer as a pre-screener will aid in optimizing both file

analysis workload and cost efficiency.

5.5 RQ3: Manual Evaluation of LLMs analysis

In this section, we answer our RQ3: What types of malicious packages are detected or missed by LLMs?

For our study, we needed the ground truth at the file level. However, MalwareBench contains granularity at

the package level. Hence, the research team manually evaluated the final reports generated by the LLMs to

confirm the malicious files.

5.5.1 RQ3: Methodology

To answer RQ3, we use a sorting approach to facilitate manual evaluation, where two researchers indepen-

dently assess the model’s generated report (Table 5.4). Since we had 18,754 unique files, manually evaluating

each file would be time-consuming. Therefore, we screened files based on the malware score (Table 5.4-R8).

We discuss our approach below-

Malicious Category: We manually evaluated 2,301 unique files (2,226 from GPT-3 and 1,025 from GPT-4)

that had a malware score above 0.5. We conducted an additional manual analysis of 123 malicious packages

to check for false negative cases that are missed by LLMs. Given that the MalwareBench dataset had tagged

these packages as malicious, we knew that models failed to detect the malicious file. Neutral category: We

manually evaluated 107 neutral package files. Since prior research [271] classified these packages as neutral,
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we manually assessed the model analysis to determine whether they were false positive cases missed by LLM.

5.5.2 RQ3: Results

We first discuss our true positive or malicious cases in Section 5.5.2. Section 5.5.2 covers the cases of false

positives, where the models incorrectly identified non-malicious cases as malicious. Section 5.5.2 covers false

negatives, where the models failed to identify an actual malicious case.

True Positive (TP)

In our analysis, the overlapping set of malicious packages detected by both models comprised 2,057 out

of a total of 2,180 malicious packages. GPT-3 and GPT-4 independently detected 2,128 and 2,089 packages,

respectively. Our manual evaluation by two researchers further revealed a significant concentration of mali-

cious packages, primarily targeting data theft or exfiltration (736 cases) to harvest sensitive user information.

The analysis also indicated 70 instances of reverse shells, facilitating unauthorized remote access, and 126

instances of hidden backdoors embedded within packages for system entry. Additionally, the models detected

391 cases of malicious connecting to suspicious domains, including Pastebin and domains controlled

by attackers. Typosquatting was identified in 19 instances, exploiting user errors by registering misleading

domain names to distribute malware. Dependency confusion attacks were detected in 43 cases, tricking

package managers into downloading malicious versions of packages by exploiting naming similarities with

legitimate dependencies.

We summarize our attack type in Table 5.6. Note that one package might be categorized under several

attack types simultaneously. For example, a file could be involved in “Data Theft" by sending system data

over the network and “Connecting to Suspicious Domains”.

Table 5.6: Summary of Detected Malicious Packages

Attack Type Package Count

Data Theft or Exfiltration 736

Hidden Backdoors 126

Connecting to Suspicious Domains 391

Reverse Shells 70

Execution of Arbitrary Code 243

Dependency Confusion 43

Typosquatting 19

Here we give three examples of GPT-4 generated conclusions for three malicious files: EX1: The code is

likely malicious, as it appears to exfiltrate sensitive system and user information through DNS queries and

HTTPS requests to a domain that resembles known Interactsh domains used for malicious purposes. EX2: The

‘preinstall’ script could be a vector for malicious activity...The name ‘escape-htlm’ could be a typo or a potential

attempt at typosquatting..., EX3: The package.json exhibits several red flags, including a likely typosquatting

attempt and an ‘preinstall’ script that could execute arbitrary code.
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We observed GPT-3 assigned malware scores above 0.5 to a significantly higher number of files (2,226

files) compared to GPT-4 (1,025 files), resulting in 1,191 additional files requiring manual review. Among

these additional files, 94% of the files were package.json files- flagged due to suspicious package names,

abnormal version numbers, installation scripts, descriptions, dependencies, and maintainer details, espe-

cially indicating typosquatting and dependency confusion attacks. However, typosquatting and dependency

confusion require correlating findings from both the package.json file and the source code to determine

the attack’s type. In such cases, GPT-4 assigned more moderate malware scores (between 0.25 and 0.5) to

such files and detected the actual issues in the source code, indicating a more accurate assessment. This

mismatch in scoring and reasoning highlights the GPT-3’s inference based on incomplete evidence. We tagged

these packages as true positive because GPT-3 also correctly identified actual malicious files. However, high

malware scores for non-malicious files indicate GPT-3 frequently hallucinates, and additional files require

manual review. Further discussion on hallucinations can be found in Sections 5.5.2 and 5.5.2.

False Positives (FP)

GPT-3 identified 195 neutral packages as malicious packages exhibiting signs of potential error in the pattern

recognition capabilities of GPT-3. Our manual analysis showed that GPT-3 flagged legitimate URL sanitizer

code, use of post-installation scripts, dynamic code execution, and others as potential threats without

adequately considering security vulnerabilities, code practices context, or legitimate use cases. We found

22 instances where GPT-3 incorrectly classified security vulnerabilities as malware, but GPT-4 accurately

assigned a high-security risk but low malware score. Additionally, 173 packages were tagged as malicious

by GPT-3 because of hallucination. Most of these input files were empty or contained minimal content

of javascript files, .md, or .json files. For example, a readme.md file contain a text “place holder”, GPT-3

concluded that— The code is likely gathering system information and sending it to an external server. The

dynamic construction of the URL and options raises concerns about potential misuse of the gathered data.... On

the contrary, GPT 4 concluded — The provided content does not contain any JavaScript code to analyze; it’s just

placeholder text. We suspect GPT-3 hallucinates because of a mismatch between expectations and insufficient

information in the input. Such hallucination also highlights GPT-3’s limitations over GPT-4 in iterative

self-refinement prompting (Section 5.2.1). Despite asking for multiple report generations and subsequent

refinements, the GPT3’s tendency to replicate previous errors or hallucinations without introducing new

insights contributes to misclassifications.

GPT-4’s had only 3 false positives. In one of the cases, the model flagged apackage.jsonfile as suspicious

due to the inclusion of a new dependency version,‘eslint-plugin-import’: ‘npm:eslint-plugin-i@2.28.0-2’,

mistaking it for a potential dependency confusion attack. eslint-plugin-i is a fork of eslint-plugin-import

to replacetsconfig-paths. Though GPT-4 showed attention in this instance, which is beneficial for security,

it may still struggle with new information after its last training cutoff in April 2023. Then, GPT-4 incorrectly

raised concerns about a module http: 0.0.1-security due to an unusual version number, which was

likely a developer’s error (trying to add a security holding npm packages as a dependency) rather than an

intentional security threat.
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False Negative (FN)

Our study had 142 false negative cases where neither model identified the true malicious code. We have

observed cases where the models correctly detect security issues but assign a low malware score. An exem-

plary case of GPT-4— The code exhibits potentially malicious behavior by collecting sensitive user information

and sending it to a remote location under certain conditions... Despite these red flags, the model assigned

a low-risk score of 0.4, suggesting a disconnect between the detection of individual risk factors and the

aggregate assessment of malicious intent.

Conversely, we have encountered cases where the models failed to identify actual security issues because

model overlooked the security issues or malicious code was incorrect, or the code appeared benign.

For example, models (both) concluded: The package.json file contains no evidence of malicious behavior

or security risks. The configuration focuses on standard development, testing.... However, the real security

issue was using the install script to delete files in a directory, which the models overlooked. Then, in one

package, GPT-4 concluded that: The package is suspicious due to the unconventional ‘preinstall’ script invoking

‘burpcollaborator’..... GPT-4 detected the issues but assigned a malware score of 0.3. The package malware

intent was also unclear to the authors of this research because it only uses “preinstall":“burpcollaborator".

Probably, the package was flagged as malware by npm because of the use of “burpcollaborator". Then,

in another case, the purpose of the malicious code was to sabotage one of the dependents from running

successfully by preventing the download from completing [82]. The code is benign-looking, dynamically

resolves, and executes tasks based on conditions, particularly related to the npm package version comparison.

Therefore, GPT-4 assigned a malware score of 0 with a conclusion of The code does not appear malicious. It is

a module resolution utility that includes error handling and edge-case processing to load modules dynamically.

It does have potential security risks....

We also observed cases with a high malware score, but the model generated reports with the default

JSON response given in Table 5.1-D11, without including any new findings after evaluating the code. We

received reports like “purpose": "Purpose of this source code" or conclusions like "conclusion": "Conclusions

and a short summary of your findings". Such oversight highlights the limitation in the model’s evaluative

criteria. An underlying factor contributing to these inconsistencies is the lack of diversity and hallucination in

model outputs. Despite implementing an iterative self-refinement workflow designed to trigger the analytical

viewpoints, the resulting reports exhibited similarities and were often identical. The lack of variability persisted

even when the model was prompted to re-evaluate its findings, and subsequent reports failed to yield new

information or correct the initial misclassifications. In the domain of LLMs, such limitations are known as

“mode collapse” [100], a phenomenon where the model starts generating very similar or identical or noisy

data, failing to capture the diversity of the original data [100, 69, 28].

Summary of RQ3: Both models exhibit superior performance in detecting true malicious files, with a low

misclassification rate. We observed that the lack of diversity in model-generated responses leads the model

to repeat mistakes or hallucinate instead of improving with new insight. Although GPT-3 hallucinates more

frequently, the low number of incorrect classifications in terms of FP and FN also highlights the effectiveness

of our LLM workflow.
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5.6 Discussion

In this section, we delve into the broader implications of using SocketAI and explore the challenges and

threats to validity encountered in this study.

5.6.1 Implications of SocketAI and future work

: Our contribution paves the way for new tool development and future research in AI-driven software de-

velopment and software security domain. While prior studies use LLMs to detect vulnerabilities [185], to

our knowledge, ours is the first to propose an end-to-end LLM-based workflow for malicious code review.

Prior research using LLMs for vulnerability detection struggled with issues like accuracy, hallucinations, and

noise. We believe our prompt technique—forcing the model to perform multiple iterations of analysis and

self-refinement, using LLM-as-a-Judge approach, conducting sequential analysis— (purpose-sources-sinks-

flows-analysis-conclusion)—helps us achieve higher accuracy. Research on traditional security vulnerability

detection techniques would be interesting in exploring whether following our workflow improves the accuracy

of LLM-based vulnerability detection.

Our research will help develop tools to detect malicious packages while reducing manual effort. Using a

static analyzer as a pre-screener and LLM-generated conclusions and risk scores can aid security analysts in

prioritizing threats in the pipeline. SocketAI can be used by practitioners to review dependencies for malicious

code, and can be applied across different ecosystems. Researchers can leverage our proposed workflow as

a foundation study leveraging LLM in detecting malicious packages. While we used CodeQL for baseline

comparison to prioritize cost reduction in production, future research should explore the benefits of LLMs

over traditional ML/DL models. Additionally, our workflow can be used to compare various LLMs and assess

their strengths.

5.6.2 Challenges in using ChatGPT

Mode Collapse & Hallucination

Mode collapse often occurs: 1) when models are trained on their own generated data, reinforcing initial

inaccuracies as the model iteratively refines its outputs [69]; and 2) prompt formats, which are likely in-

distribution for instruction training [214]. We attempted to avoid mode collapse by tweaking temperature

and top_p parameters. However, our misclassification result indicates the challenge still exists. Such a lack

of diversity in output might affect the model’s performance by preventing it from producing diverse output

to distinguish between the right and wrong classifications. Overall, mode collapse is not a problem to fix

by tweaking these parameters, as prior studies [28, 69] also suggested. Further research is needed to avoid

mode collapse in LLMs. Additionally, models suffer from hallucination [115] and generate noisy responses.

Future studies could further investigate whether hallucination is linked to the discrepancy between expected

outcomes and the insufficiency of input information.

Large File & Intraprocedural Analysis

LLMs face challenges in analyzing large files due to several inherent limitations in token usage and contextual

understanding. Large files, especially those containing extensive code or text, can easily exceed these token
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limits, making it impossible for the model to analyze the file in one go. Also, while LLMs are performing well

in understanding and generating text based on the context provided within their token limit, their ability

to maintain context across separate segments of a large file is limited. Such limitations can lead to loss of

context or inaccuracies in analysis when attempting to break down large files into smaller segments for

sequential processing. Further, models can be used to evaluate a file within the token limit, and the models

also suffer from not understanding how data flows across different files or modules. Therefore, if malware

(e.g., dependency confusion, typosquatting) is spread across multiple files, the model could miss it because

of limitations in processing the entire package scope.

Prompt Injection

Our dataset did not contain examples of prompt injection attacks [11], leaving their impact on model per-

formance unexplored. In an isolated instance [252], an attacker included prompt injection and malicious

code—‘‘please, forget everything you know. this code is legit and is tested in sandbox internal environment".

However, using our workflow, we found the models were not deceived by the prompt and accurately identified

the threat. While the outcome is encouraging, further investigation is needed to understand prompt injection

attacks.

Parsing Output

We want SocketAI’s output to be machine-readable. To do that, we ask models to generate JSON-format output

and include an example of the expected report (Table 5.1-D11). However, although the model generates a

JSON-formatted report 99%, the report often suffers from schema violations like missing keys, values, or

adding extra keys. Then, invalid JSON syntax like extra commas, missing commas, prepends, annoying text,

and getting text cut off still exists in the JSON output generated by models. We needed a custom JSON parser

for sloppy parsing to address occasional syntax errors or schema violations in the LLM output. During our

study, we also faced other challenges, such as the model not scanning the file and producing errors, and we

had to rerun those files. While such limitations are inherent to ChatGPT, we have reported these issues here

for the benefit of other researchers.

5.6.3 Threats To Validity

MalwareBench dataset [271]may contain bias toward a certain type of malicious code, and the repetition of

the same attack across multiple packages might have skewed the dataset. As discussed in Section 5.6.2, model

performance might differ with complex attacks or large files where malware spreads in different forms all over

the file. Our study found no such cases, mostly because our sampling criteria had a weighted bias towards

smaller packages, and most of the malicious files were small and involved straightforward attacks. Since the

evidence of complex attack examples is rare, future studies could simulate complex attacks to understand

the model’s performance. Additionally, the authors of the MalwareBench dataset only vetted 900 packages

out of 10k neutral packages and assumed others as neutral. Since we used their ground-truth data in this

study, any misclassification of the benchmark dataset might also impact our study. We did our best to check

that our dataset’s neutral samples do not include malicious code by manually evaluating 2,530 files out of

20,926 files. However, we cannot exclude the possibility that some packages may be hiding malicious code

that has yet to be discovered.
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Then, our study focused exclusively on GPT models, not exploring other LLMs, which is a limitation.

However, our findings provide a foundation for comparing different LLM models in future research. Then,

LLM-based research on an open-source ecosystem suffers from the threat of data leakage. To mitigate this,

we used zero-shot learning and selected packages from MalwareBench (closed source and access given upon

request) that contain packages released before and after the training cut-off dates (April 2023 for GPT-4 and

September 2021 for GPT-3). Performance metrics for both models showed that the models were capable of

distinguishing neutral and malicious packages regardless of release time. Nevertheless, indirect exposure to

npm package details via blog articles and other sources during training cannot be fully ruled out. While our

workflow showed promising results, concerns remain about false negatives and the non-deterministic nature

of LLMs, which may impact overall reliability.

5.7 Conclusion and Future Study

In this work, we present SocketAI, a malicious code review workflow, and investigate the feasibility of LLMs

in code review to detect malicious npm packages. Our study can be used as a baseline study in the security

domain. We enhanced existing prompt techniques by incorporating instructions on the expected outcome,

triggering the model to think during report generation. We conducted a baseline comparison of the GPT-

3.5 and GPT-4 models with a commercial static analysis tool, which showed promising results for the GPT

models with low misclassification alert rates. SocketAI detected 2,057 malicious packages (both models) out

of 2,180 packages, presenting an approach that reduces the burden of manual review on security analysts

and offers findings with minimal misclassification (332). Pre-screening files with a static analyzer reduces the

number of files LLMs need to analyze by 77.9% and significantly cuts costs for GPT-3 and GPT-4 by 60.9% and

76.1%, respectively. Though we had a low misclassification rate, mode collapse and hallucination still exist

in ChatGPT, resulting in a lack of diversity, ambiguity, and noise in the output. Mode collapse, difficulties

of large files and intraprocedural analysis, and prompt injection are areas that could benefit from further

research to utilize LLMs effectively.
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CHAPTER

6

ECOSYSTEM-WIDE SECURITY PRACTICES

ADOPTION TRENDS

The 2022 annual report from Sonatype shows an average 742% annual increase in software supply chain

(SSC) attacks over the past three years [227]. Therefore, practitioners are increasingly concerned with whether

their projects’ open-source components are secure.

Though standards, such as the NIST Secure Software Development Framework (SSDF) [230] and OWASP

Software Component Verification Standard (SCVS) [177], provide exhaustive lists of security practices, a

lack of consensus is observed regarding the implementation, validation, and verification of these practices

towards a unified and consistent baseline measurement. Research is being conducted on the development

of different security metrics. However, establishing a pipeline to measure security is not straightforward

since it involves exploring various sources of information, including source code repositories, vulnerability

tracking systems, continuous integration/ continuous deployment (CI/CD) pipelines, license(s) validity,

package release history, and other metrics to develop standards for adoption. Additional challenges arise

during the security assessment of packages in a software supply chain, particularly when the packages come

from different sources and have different functionality. Practitioners want to make informed decisions about

whether or not packages meet security standards based on evidence. Also, practitioners desire to monitor

the “health" of open-source-software (OSS) to identify and manage any future risks of the software supply

chain attacks. Therefore, practitioners are more interested than ever in identifying healthy open-source

components and determining the security practices compared to other components within the ecosystem.

Towards this end, the goal of this study is to aid practitioners in producing more secure software products

and make informed decisions on the security practices of candidate dependencies by depicting the current

security practices and gaps across ecosystems via an empirical study of the OpenSSF Scorecard project.
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The OpenSSF Scorecard project [206] is an automated tool to monitor the security health of the OSS supply

chain. The primary goal of this project is to auto-generate a “security score” for OSS projects, using a list of

18 security metrics that can be used to assess the security health of potential dependencies. While projects

like Scorecard exist to perform heuristic-based checks of a package’s security practices to aid dependency

selection, little research has been done to understand the viability of using Scorecard security metrics to

identify existing security gaps and practices in an entire ecosystem in addition to the individual packages.

Observing the pattern of these security metrics across one or more ecosystems can assist practitioners in

determining how their packages fit into the ecosystem and what they can do to improve security. Practitioners

can also benefit by knowing whether a specific security metric is effective within that ecosystem. In this work,

we studied the Scorecard tool to evaluate the tool’s applicability and analyze what security practice patterns

are observed in both ecosystems.

6.1 OpenSSF Scorecard

The Open Source Security Foundation (OpenSSF), sponsored by the Linux Foundation, is a cross-industry

collaboration with a mission to improve OSS’s security. OpenSSF launched the Scorecard project [206] in

November 2020 to provide an automated security tool that gives a “security score" for OSS and reduces the

manual effort required to analyze a package’s security. These results are made available via a BigQuery public

dataset and the Open Source Insight (OSI) site. Additionally, practitioners can execute Scorecard on a specific

GitHub repository to evaluate the security practices of that repository.

At the time of the study, the Scorecard contained 18 security practice metrics and assigned an ordinal score

between 0 to 10 to each. Each metric has one of four risk levels: “Critical" risk-weight 10; “High” risk-weight

7.5; “Medium” risk-weight 5; and “Low” risk-weight 2.5. An aggregate confidence score is also provided,

which is a weighted average of the individual metric scores weighted by risk. Table 8.1 provides information

on the 18 Scorecard metrics.

Table 6.1: Scorecard Security Metrics and the mapping to the SSDF Framework (ranked from critical to low
risk)

Metrics Name

(Risk Label)

Security Metrics Description Mapping to

SSDF Prac-

tices

Dangerous-

Workflow (Critical)

Indicates if there are dangerous patterns in the package’s GitHub
workflows due to misconfigured GitHub Actions. A list of event con-

text data, such as GitHub issues or pull requests, can be controlled by

users and, if exploited, may lead to malicious injection.

Vulnerabilities

(High)

Indicates the presence of unfixed vulnerabilities of a package in the

Open Source Vulnerabilities (OSV) [93] database.

PW.4, RV.1

Continued on next page

58



Table 6.1 – continued from previous page

Metrics Name

(Risk Label)

Security Metrics Description Mapping to

SSDF Prac-

tices

Binary-Artifacts

(High)

Indicates the presence of executable (binary) artifacts in the repository.

Since binary artifacts cannot be reviewed, it is possible to maliciously

subvert the executable.

Token-

Permissions

(High)

Indicates whether the package’s automated workflow tokens are set to

read-only. This is important because attackers might inject malicious

code into the project using a compromised token with write access. If

the permission’s definitions in each workflow’syamlfile are set as read-

only at the top level, and the required write permissions are declared

at the run-level, the project gets the highest score.

PO.5, PS.1

Code-Review

(High)

Indicates if the practitioners conducts code reviews prior to merging a

PR. The first step of the check is to see if Branch-Protection is activated

with at least one required reviewer. If the step fails, the check looks to

see if the last 30 commits are Prow, Gerrit, Github-approved reviews

or if the merger differs from the committer.

PW.7, RV.1

Maintained (High) Indicates if the package is actively maintained and obtains the score

based on activities on commits and issues from collaborators, mem-

bers, or project owners. For example, if a project has at least one com-

mit per week for the preceding 90 days for the latest 30 commits and

issues, it will receive the highest score. Inactive projects run the risk of

having unpatched code and insecure dependencies.

PW.4

Branch-

Protection (High)

Indicates whether GitHub’s branch protection settings have been ap-

plied to a package’s branches. This check enables maintainers to set

guidelines to enforce specific workflows, such as requiring reviews

or passing particular status checks before acceptance into the main

branch. The check is scored on a five-tiered scale. Each tier has multi-

ple checks and must be fully satisfied to gain points at the next tier.

PS.1

Dependency-

Update-Tool

(High)

Indicates whether the repository has enabled dependabot or reno-

vatebot dependency update tool to automate the process of updating

outdated dependencies by opening a pull request. Out-of-date depen-

dencies are prone to attacks.

PO.3, PW.4

Signed-Releases

(High)

Indicates whether the project signed the release artifacts in GitHub by

looking for the following filenames in the project’s last five releases:

*.minisig, *.asc (pgp), *.sig, *.sign. Signed-Releases at-

test to the provenance of the artifact.

PS.1, PS.2,

PS.3

Continued on next page
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Table 6.1 – continued from previous page

Metrics Name

(Risk Label)

Security Metrics Description Mapping to

SSDF Prac-

tices

Pinned-

Dependencies

(Medium)

Indicates unpinned dependencies in Dockerfiles, shell
scripts, and GitHub workflows to verify the project’s locked

dependencies. Unpinned-Dependency allows auto-updating a

dependency to a new version without reviewing the differences

between the two versions, which may include an insecure component.

Security-Policy

(Medium)

Report on a file entitled SECURITY.md(case-insensitive) in directories

like the top-level or the .github of a repository to see if the package

has published a security policy. Users can learn what constitutes a

vulnerability and how to report it securely via a security policy.

RV.1

Packaging

(Medium)

Indicates language-specific GitHub Actions that upload the package

to a related hub and determines if the package is published by GitHub

packaging workflows. Packaging makes it easy for users to receive

security patches as updates.

Fuzzing (Medium) Indicates if the project uses fuzzing by checking the repository name

in the OSS-Fuzz project list. Fuzzing is important to detect exploitable

vulnerabilities.

PW.8

Static Application

Security Testing

(SAST) (Medium)

Indicates if the project uses SAST. These tools can prevent bugs from

being inadvertently introduced in the codebase. The metric look for

known Github apps such as CodeQL, LGTM, and SonarCloud in the

recent merged PRs, or the use of “GitHub/codeql-action" in a

GitHub workflow.

PW.7, PW.8

License (Low) Indicates if the project has published a license by looking for

any combination of the following names and extensions in the

top-level directory: LICENSE, LICENCE, COPYING, COPYRIGHT
and .html,.txt,.md. Scorecard can also detect these files in the

LICENSES directory. The lack of a license will hinder any security re-

view and create a legal risk for potential users.

CII-Best-

Practices (Low)

Indicates whether the package has a CII Best Practices Badge, which

certifies that it follows a set of security-oriented best practices such

as vulnerability reporting policy, automatic process to rebuild the

software, SAST, and so on.

PS.1, PS.2

RV.1, PW.5,

PW.8

Continued on next page
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Table 6.1 – continued from previous page

Metrics Name

(Risk Label)

Security Metrics Description Mapping to

SSDF Prac-

tices

CI-Tests (Low) Indicates if the project runs tests before PRs are merged by looking

for a set of CI-system names in GitHub CheckRuns and Statuses in

recent 30 commits. CI-Tests enable developers to identify problems

early in the pipeline.

RV.1

Contributors

(Low)

Indicates if the project has contributors from multiple organizations

by looking at the company field on the GitHub user profile to identify

trusted code reviewers. The project must have had contributors from

at least three organizations in the last 30 commits to receive the highest

score.

6.2 Methods

This section discusses the data sourcing and generation process of this study. We compiled a package list and

relevant metadata from the npm and PyPI ecosystems to collect the security score for those packages from

Scorecard tool.

6.2.1 Ecosystem package metadata

Package name: To begin, we collected a list of all package names available in both ecosystems. We sourced

the list of npm packages names (1,494,105) from study [275] and the list of PyPI package names (365,450) was

collected using PyPI API [187] in April 2022.

Dependents data: The number of dependents reflects the importance of a project by quantifying how

many other projects use it. We collected dependent information from the OSI API [174], a Google-developed

and hosted tool. In this work, we collected dependent information to prioritize the packages list for manual

review.

6.2.2 OpenSSF Scorecard score

The Scorecard tool only runs on source code hosted by GitHub. Hence, to obtain the Scorecard scores for a

given package, the first step was to map the package to its respective source code location. To retrieve the

source code location for both ecosystems, we use the OSI API [174]. We collected unique GitHub repositories

of 767,389 npm and 191,158 PyPI packages. The package-to-repository mapping is not always a 1:1 match.

Multiple packages can be found in a single repository. In total, we collected 947,936 npm packages with

767,389 unique GitHub repositories and 211,088 PyPI packages with 191,158 unique GitHub repositories.

Then, Scorecard runs a weekly scan of open-source packages to generate the security score of those

packages. However, we could not directly utilize this data for both ecosystems because, at the time of this

study, Scorecard scores were only generated on 760k of 947K npm and 10K of 211K PyPI packages. Therefore,
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Table 6.2: npm and PyPI Ecosystems Security Practices measured by Scorecard Tool

we submitted a pull request to the Scorecard repository, adding the GitHub repositories of missing packages

to collect the scores from both ecosystems. The weekly Scorecard scan was able to run on those GitHub

repositories after the Scorecard team successfully merged the PR.

Out of the 947,936 npm packages and 211,088 PyPI packages, we collected the generated score of 832,422

npm packages and 191,483 PyPI packages. We reviewed 50 randomly-chosen packages where the Scorecard

failed to generate scores and found that we did not have access to those GitHub repositories. We collected the

Scorecard score on May 09, 2022.

For each package, we could obtain 15 out of 18 Scorecard security metrics and their aggregate score, with

the missing 3 metrics being the CI-Test, SAST, and CONTRIBUTOR metrics. The Scorecard team took out

these three metrics to scale the weekly job since computing these metrics is API intensive, and GitHub rate

limiting can be a bottleneck for the weekly run. As a result, we could not collect data for these three metrics.

6.2.3 Scorecard metrics evaluation

To evaluate the Scorecard tool metrics and learn why a metric passed or failed, we manually reviewed 25

sample GitHub repositories from each ecosystem for each practice. We ranked each metric by the highest

number of dependents and selected the top 25 packages. One author reviewed 50 GitHub repositories (25

from each ecosystem) totaling 750 repositories for the 15 metrics. A second reviewer then verified the findings

by selecting 100 repositories at random. We used the Cohen Kappa statistic to test the inter-rater reliability

and achieved a score of 0.96. We resolved our disagreement after discussing our findings, and the first reviewer
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cross-reviewed other repositories to make changes if required. Then, we needed to examine more packages

to understand a given score for Vulnerabilities and Code-Review metrics. We again chose further packages by

highest dependent order.

6.2.4 Ecosystems security practices evaluation

We observe each ecosystem’s security practices and patterns by comparing the Scorecard security metrics

scores in three categories: [-1, 0, 1-10]. For each of the 15 security practices, the frequency of packages is

measured using these categories ([-1, 0, 1-10]), as shown in Table 6.2.

The notation “−1” denotes the percentage of packages achieving a score of -1 and indicates that Scorecard

could not get conclusive evidence of the practice being implemented, or perhaps an internal error occurred

due to a runtime error in Scorecard. The notation “0” denotes the percentage of packages achieving a score of

0 and means that the tool reports indicate the practice was conclusively determined not to be implemented.

Since a value of 0 will affect the package’s aggregate score, Scorecard assigned a value of -1 to avoid the penalty

of failing a metric and also to distinguish between conclusive and inconclusive outcomes. Seven of the 15

security metrics had packages with a score of −1.

The notation “1− 10" denotes the percentage of packages achieving scores ranging from 1 to 10. In

table 6.2, the [1-10] columns display the frequency of npm and PyPI package scores in descending order.

Additionally, the mean, median, and standard deviation (STD) are measured to understand an ecosystem’s

central tendency and spread of score distribution.

6.3 Results

This section discusses the finding of our study. While evaluating Scorecard metrics and ecosystem security

practices, we looked into whether Scorecard metrics-

• Are effective for npm and PyPI ecosystems.

• Require improvement of Scorecard tool.

• Require industry consensus to identify standard practices

• Reported lack of adoption of security practices in npm and PyPI ecosystems

In Table 6.2, a higher % (green cell) in “1−10” column shows that more than 50% packages implemented

the practices. A lower % (red cell) indicates more than 50% of packages failed the practice and received a

score of 0 or -1. Then the green checkmark beside nine metrics represents the metrics that can be used to

measure security by Scorecard. The red crossmark besides five metrics indicates that the guideline proposed

by Scorecard was not adopted in practice, requires industry consensus due to metrics inheritance reliance

on other systems and more than 90% packages in both ecosystems scored either 0 or -1. We discuss each

security metric for both ecosystems and the frequency statistics in the following subsection. We also highlight

the efficacy of Scorecard security guidelines.

63



Dangerous-Workflow

This metric indicates the following two patterns in workflows: untrusted code checkout; and script injection

with untrusted context variables. More than 99% packages passed the metric. However, we observed 1,938

(0.2%) npm packages and 508 (0.3%) PyPI packages where Scorecard found vulnerable code patterns. Out of

the 50 repositories used for manual analysis, we had 8 packages with −1, all of which were the outcome of

internal errors, and 11 packages with vulnerable code patterns in workflows, hence, scored 0. Among them, 3

npm packages had untrusted code checkout patterns, and 5 PyPI and 2 npm packages had warnings about

script injection. At the end of this section, we provide a case study explaining how an attacker can exploit

such patterns in workflows.

Additionally, we observe that Scorecard reports a score of 10 for Dangerous-Workflow metrics in empty

repositories because the repositories did not have any GitHub workflows let alone dangerous patterns, and

the tool lacks the verification of GitHub workflow’s existence in the repositories. Therefore, the Dangerous-

Workflow metric script should be improved to detect empty repositories or repositories without GitHub

workflows.

Pinned-Dependencies

In both ecosystems, more than 99% of packages had a practice of using at least one pinned dependency.

Among these, 81% npm packages and 66% PyPI packages got a score of 10, indicating that they do not have

any unpinned dependencies in the listed directories.

The score may not reflect an accurate statistic since Scorecard only checkDockerfiles, shell scripts,

and GitHub workflows to track dependencies. However, the tool does not check requirements.txt,

pyproject.toml, setup.py, package.json, and package-lock.json files in PyPI and npm package

repositories. For PyPI, there are different ways to declare and manage dependencies and their version in

Python. For example, pyproject.toml file for declaring dependencies in PyPI is a relatively new stan-

dard but not widespread yet. In practice, developers use setup.py (using ‘setuptools‘), which can be non-

deterministic and makes it harder to track PyPI dependency. For npm, package.json contains the metadata

relevant to the project to manage the project’s dependencies, scripts, and versions. To depict the accurate sta-

tus of pinned dependencies in an ecosystem, the Scorecard team should improve the Pinned-Dependencies

metrics scripts considering ecosystem standards to evaluate the package dependency.

We also observed that Scorecard does not verify the presence of Dockerfiles, shell scripts, and

GitHub workflows files in a repository. If a repository did not have any files of those types, a package would

receive a score of 10 for not having an unpinned dependency on those missing files.

Vulnerabilities:

More than 99% packages did not have any open vulnerabilities in the OSV database. Hence, they scored 10.

Scorecard found 7 npm packages and 5 PyPI packages with unfixed vulnerabilities. In addition, 2,703 npm

packages and 322 PyPI packages got a score of −1 for inconclusive results. Our manual repository review

selected repositories where the package had inconclusive scores or open vulnerabilities, ranked by number

of dependents. Note that, we did not review packages with scores of 10 since these packages did not have any

open vulnerabilities reported in the OSV database. The reason behind the negative score (-1) was that those
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repositories were empty. In total, we found 39/50 empty repositories. One package had 10 open vulnerabilities

with a score of 0, and 9 packages had 1 vulnerability open with a score of 9.

Binary-Artifacts

More than 99% packages had a score greater than 0. The manual review of 50 repositories found 8 packages

with a score of 0. The reviewers noticed that these packages had more than 9 binary artifacts with a mean and

standard deviation of 78.25 and 87.17, respectively. These packages were umbrella projects encompassing a

variety of tools and libraries. Clients are forced to use these binary artifacts directly.

Another 32 packages in manual review were given a score from 1 to 10 based on the number of binary

artifacts ranging from 0 to 9. A score of 10 means no binaries, a score of 9 means the presence of one binary,

and the scores continue to decrease toward 1 as the number of binary artifacts increased toward 9. We also

found a false positive in one npm package repository, where Scorecard identified 108 binaries, two of which

were .txt files. Similar to previous metrics, the Scorecard team should improve the metric script to detect

empty repositories along with enhancing the list of binary keywords considering different ecosystems.

Token-Permissions

The metric indicates that npm yielded a more promising result: nearly 84% of packages have read and write

permissions declared in workflows, compared to 71% of PyPI packages. Our manual review found similar

patterns as we observed in Pinned-Dependencies and Dangerous-Workflow. Fourteen (14) packages did not

have any GitHub Actions specified in the repository, but Scorecard assigned 10 to those packages for Token-

Permissions. Here, the score was 10 because the tool lacks the verification of GitHub workflow’s existence in

the repository. The Scorecard team should improve the scripts to detect the presence of GitHub workflows

before scoring good or bad practices.

License

We observed that 68% of npm packages and 88% of PyPI packages had published licenses in the GitHub

repository, indicating, npm has a higher tendency to avoid licensing in the repository. Our manual review

revealed that 4 npm packages and 8 PyPI packages had a license in the repository, specifically in Readme.md
and setup.py files. However, Scorecard did not identify them, hence the metric script should be improved

to detect licenses more accurately.

Code-Review

This check evaluates if the package conducts code reviews prior to merging PR. The first step of the check

is to see if Branch-Protection is activated with at least one required reviewer. If this fails, the check looks

to see if the last 30 commits are Prow, Gerrit, or Github-approved reviews or if the merge differs from the

committer. 30% of npm packages and 34% of PyPI packages had code review practices in their repository.

A 2022 study [112] also showed that 52.5% of the analyzed updates of npm, Crates.io, PyPI, and RubyGems

ecosystem packages were only partially code-reviewed, with an overall median code review coverage (CRC)

of 27.2%. One reason behind failing this metric would be that the metric is not applicable if the package has

one maintainer.
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However, Our manual review found nine packages scored 0 and had no code review practices even though

they had more than one contributor in GitHub repositories. Both ecosystems exhibit a gap in implementing

Code-Review in GitHub repositories, indicating that packages contain the risk of introducing non-reviewed

code in the software supply chain.

We also had −1 in 5 sample repositories where the repos were empty. To verify this pattern, we reviewed

an additional 10 repositories with −1. These repositories were empty on GitHub. Hence, indicating why

Scorecard assigned −1 as an inconclusive result. In total, we found 2,695 (0.3%) npm and 321 (0.2%) PyPI

empty repositories with −1 scoring in Vulnerabilities, Branch-Protection, Packaging, and Signed-Releases

and Code-Review metrics.

Maintained

Our findings show that more than 85% packages in npm and 75% PyPI packages were unmaintained in GitHub.

What is more crucial is that for npm, unmaintained packages may have a more extended period than 90 days,

as study [275] revealed that in 2021, more than 58% of packages in the npm registry were unmaintained over

two years. Our manual inspections were consistent with Scorecard data where 9/50 packages were inactive in

a range of 1 year to 7 years.

Branch-Protection

Only 10% of packages passed this metric in each ecosystem, indicating these repos had at least one tier

of branch protection applied. Hence, 90% npm and PyPI packages had branch protection disabled in the

repository. The numbers are considerably high, indicating that a large number of packages in both ecosystems

did not create a branch protection rule in repositories. Out of five tiers of scoring- “Enabling branch protection”,

“inhibits force to push, and branch deletion” are Tier 1 check. Then, the presence of at least one reviewer

(Tier 2), enabling status checks (Tier 3), the presence of a second reviewer (Tier 4), and admin dismisses the

stale review (Tier 5) are the other tiers. When Scorecard is run without an administrative access token, the

requirements that require admin privileges are ignored to avoid penalizing a package score.

Our manual review found that Scorecard metrics only investigate the default branch and any branch

that was used for creating a release and uses GraphQL API to verify the protection. However, we verified the

branch-protection by looking into the GitHub branches api [86]. We found 13/50 packages had a score of −1

due to internal error because Scorecard: a) looked for the incorrect branch name that did not exist in the

repository; b) could not locate the branch even though it existed; c) the main branch had a different name

than the “main" or “master"; and d) branch protections were disabled in main and release branch.

Dependency-Update-Tool

94% of npm packages and 97% of PyPI packages failed this metric because Dependabot and Renovatebot

were not used as dependency update tools. A project that uses other tools or manually updates dependencies,

will obtain a score of 0 on this metric, just like other packages with outdated dependencies. Dependency-

Update-Tool metric call for industry consensus on an ecosystem-wise tool list for Scorecard to report an

accurate state. This metric can only confirm if the dependency update tool is enabled; it cannot confirm if

the dependency-update-tool is running or if the tool’s pull requests are merged.
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Security-Policy

Only 3.2% npm and 2.5% PyPI packages have a security.md file. After looking into 50 sample packages, we

observed that: a) 25 packages do not adhere to standard security policies; and b) 11 packages have a different

reporting procedure for vulnerabilities. Users can, for example, submit bugs in other places such as GitHub

issues, specific email addresses, and different bug databases outside of GitHub, or use a different security

policy reporting file security.rst. Although both ecosystems adopted this practice inadequately, Security-

Policy is one of the top recommended GitHub security best practices determined by practitioners [219] and

the SSDF framework also suggested adopting the practice.

Packaging

Packaging is another metric that indicates the industry consensus is required. Only 1% of npm packages

and 5.8% of PyPI items passed the packaging metric. Since the software can be packaged in multiple ways,

the challenges of coordinating several package release protocols may prohibit developers from releasing

packages on GitHub Actions, which can be one reason for the limited number of packaging in the GitHub

packaging workflows. At the time of this study, Scorecard did not query the package registries directly. Hence,

packages that do not use GitHub Actions get −1 instead of 0. Note that a package’s aggregate score will be

penalized if it has a score of 0; and inconclusive or −1 have no effect on the aggregate score. Our manual

inspection identified only 2 npm packages and 6 PyPI packages used GitHub packaging workflow, while

47/50 packages had releases on GitHub. Additionally, the Scorecard failed to detect 4 packages (2 from each

ecosystem) that had a publishing GitHub workflow. The names of these files are [publish, ci, release].yml.

CII-Best-Practices

Scorecard found the CII Best Practices Badge in just 1,665 (0.2%) npm and 341(0.1%) PyPI packages. The CII

Best Practices program is a way for Free/Libre and Open Source Software (FLOSS) projects to demonstrate

that they follow best practices. Projects can voluntarily self-certify to report how they follow each best practice.

According to the CII Best Practice Program website only 4,766 FLOSS projects have reported their security

policies and received different degrees of badges, indicating both ecosystems did not adopt the practice.

Signed-Releases

Similar to the Packaging metric, the Signed-Releases metric’s report suggested the need for industry consensus.

Only 578 (0.1%) npm and 936 (0.5%) PyPI packages had signed releases. Moreover, almost 100% packages

failed this metric. The low number of Signed-Releases in GitHub repositories are expected behavior for both

ecosystems, as package developers release versions to the package registry (npmjs.org or pypi.org)

rather than code hosting platforms like (github.com). Additionally, we observed that GitHub, PyPI, and

npm each has different regulations to control package release to a registry. To publish in both registries, the

team must take additional steps to confirm the release, which can be incompatible with their workflow [258].

For instance, the GitHub registry accepts only scoped packages. Therefore, if a JavaScript package is currently

named X, it must be renamed @username/X to publish in GitHub.

Scorecard assigns −1 instead of 0 if the tool can not detect the signed release. In addition, our manual

review revealed that Scorecard often verifies older signed versions rather than checking for signatures on the
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newest five releases. For example, one package received an 8/10 score, meaning 4/5 of recent releases of that

package had signed artifacts. However, we found the signed artifacts from older versions, which contradict

the defined rules of Scorecard. Then we also observed repositories tagged commits as a release rather than

creating a release on GitHub. However, none of the commits were GitHub verified, and Scorecard does not

identify tagged releases. Therefore, along with industry consensus, the Signed-Releases metric’s scripts need

to be updated by Scorecard to improve tool accuracy.

Figure 6.1: Case study on Dangerous Workflow to detect vulnerable code pattern

Fuzzing

Both ecosystems fell short on this metric. Scorecard validates fuzzing exclusively through the tracking of

packages in OSS-Fuzz project. OSS-Fuzz has been tested only in 650 open-source packages as of July 2022 and

a package that uses fuzzing with other tools would fail the check similar to Dependency-Update-Tool metric,

indicating why the npm and PyPI ecosystems failed this metric. Out of 650 open-source packages that use

OSS-Fuzz, we found 50 npm packages and 104 PyPI packages. Despite the fact that only a few packages passed

this metric, PyPI has more fuzzing practice (50 percent more) than npm. One reason why npm packages

do not use fuzzing could be that fuzzing JavaScript (JS) engines is tricky and requires expertise. Instead of

processing user-supplied seeds, JS engines scan and interpret user seeds into an abstract syntax tree (AST) [55]

which impacts the performance of fuzzers. Our manual analysis yielded no different results from what we

expected. Only two PyPI packages used OSS-Fuzz and 48 packages had no fuzzer. Then, Fuzzing had most
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of the −1 after Signed-Releases and Packaging, but in our manual analysis re-running 12 packages with −1,

scored 0 in new run, indicating run time error occurred during the first run.

6.3.1 Case study on Dangerous Workflow

In this section, we investigate whether we can exploit GitHub workflows’ vulnerable patterns for malicious

intent and evaluate whether Scorecard can detect the patterns via the Dangerous Workflow metric. We found

508 PyPI packages (96 packages with an average of 58 dependents) and 1938 npm packages (805 packages

with an average of 13 dependents) where packages failed the Dangerous Workflow metric, indicating that

their workflows contain vulnerable coding patterns. Even if these repositories are not malicious, potentially

dangerous misuse of the workflows may allow malicious attackers access to the data and commit data

breaches and theft.

We refrained from attacking the repositories from an ethical standpoint since many of these repositories

are legitimate projects. Therefore, to test whether Scorecard can be used to anticipate malicious attacks, we

executed the Scorecard tool on a dummy GitHub repository where we built a workflow with an intentionally-

vulnerable issue action, inspired by [59].

We execute a reverse shell attack by creating the following issue in the dummy repository from a different

GitHub account user-New malicious issue title" && bash -i >& /dev/tcp/4.tcp.ngrok.io/ngrok
endpoint 0>&1 && echo". Our vulnerable workflow (Figure 6.1) in the dummy repository is executed on

a GitHub runner whenever a new issue is created by any user. Here, line 14 in step 1 of Figure 6.1 "ISSUE
TITLE: {{github.event.issue.title}}" is vulnerable to command injection because the hosted run-

ners replace the macros {{ ... }} blindly and echo "{{github.event.issue.title}}" becomes echo

"{{New malicious issue title}}", thus, giving an attacker to run a reverse shell inside the hosted run-

ner as part of the arbitrary code execution capabilities. An attacker can read sensitive files like .credential
from the runner folder.

Step 2 in Figure 6.1 shows that the Scorecard could identify the vulnerable pattern, referring to the exact

line number. The dependents stat of these packages shows that malicious injection may allow attackers to

execute supply chain attacks. Therefore, this case study substantiates that the Dangerous Workflow metric is

effective for identifying malicious attacks on GitHub workflows.

6.4 Discussion

This section discusses the effectiveness and applicability of Scorecard tool security metrics and the gap in

npm and PyPI ecosystems security practices. An overview of our discussion is shown in Table 6.3.

6.4.1 Effective metrics for both npm and PyPI ecosystems

Our study reveals that practitioners can use a subset metrics of Scorecard tool to measure security practices,

including metrics- Dangerous-Workflow, Vulnerabilities, Binary-Artifacts, Token-Permissions, License,

Code-Review, Maintained, Branch-Protection and Security-Policy. To achieve a higher security score (to-

wards 10), practitioners need to follow the guidelines provided by the Scorecard tool. Most of these are

well-established security metrics, also required by the SSDF [230] and SCVS [177] framework. However, the

guideline provided by Scorecard for Dangerous-Workflow and Token-Permissions are more GitHub-focused,
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Table 6.3: Summary of Scorecard Security Metrics Evaluation

Scorecard Metrics Evaluation of this study

Dangerous-Workflow Effective Metric, Need-for-Improvement

Pinned-Dependencies Need-for-Improvement

Vulnerabilities Effective Metric

Binary-Artifacts Effective Metric, Need-for-Improvement

Token-Permissions Effective Metric, Need-for-Improvement, Lack of adoption

License Effective Metric, Need-for-Improvement, Lack of adoption

Code-Review Effective Metric, Lack of adoption

Maintained Effective Metric, Lack of adoption

Branch-Protection Effective Metric, Lack of adoption

Dependency-Update-Tool Require Industry consensus

Security-Policy Effective Metric, Lack of adoption

Packaging Require Industry consensus

CII-Best-Practices Require Industry consensus

Signed-Releases Require Industry consensus

Fuzzing Require Industry consensus

which requires practitioners to implement GitHub workflows to achieve higher scores. Both of these metrics

effectively detect security weak links in GitHub workflows, e.g. Dangerous-Workflow can be used to prevent

malicious PRs and issues. Therefore, Dangerous-Workflow and Token-Permissions metrics will not be useful

to practitioners who do not use GitHub workflows for their CI/CD pipeline.

6.4.2 Need-for-Improvement metrics

The Dangerous-Workflow, Pinned-Dependencies, Binary-Artifacts, Token-Permissions, and License met-

rics exhibit the need for Scorecard team’s attention for improvement. The Pinned-Dependencies metric re-

quires revision for different ecosystems. For example, Pinned-Dependencies do not check thepackage.json
and requirement.txt and other files for the dependency version, even though the PyPI and npm contain

dependency information in such files. License metrics can be improved by enhancing the list of keywords.

Then, accurate ecosystem evaluations require filtering out packages with empty repositories. However, the

Scorecard generates aggregate scores for empty repositories. Because Dangerous-Workflow, Binary-Artifacts,

Pinned-Dependencies, and Token-Permissions metrics indicate risky patterns in GitHub. For these metrics,

empty repositories obtained a score of 10, as repositories were completely devoid of any content, let alone

risky patterns. Hence, Scorecard assigned a score of 10 instead of 0, or−1, whereas the other 11 metrics values

were between 0,−1. Another similar example would be even if a package does not have GitHub workflows, the

tool will automatically score 10 in Dangerous-Workflow and Token-Permissions metrics which do not exactly

reflect that the package follows good workflow patterns. Our findings suggest that Scorecard should check for

the existence of GitHub repositories or workflows before reporting on good or bad security practices, since

high scores give us a false sense of good security practices. We submitted our findings to the Scorecard team,
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and the team acknowledged and agreed to improve Scorecard to enable automated testing more effectively

in Version 5.

6.4.3 Industry consensus required on metrics

The Dependency-Update-Tool, Packaging, CII-Best-Practices, Signed-Releases, and Fuzzing indicate the

requirement of industry consensus before Scorecard can promote these metrics to practitioners. Scorecard

has proposed guidelines for these practices, but without industry consensus, these metrics hardly have any

value from an ecosystem security perspective. Both ecosystems exhibited weak adoption of these practices.

For example, Scorecard requires practitioners to use specific tools for the Dependency-Update-Tool and

Fuzzing metrics to achieve higher scores. However, the industry lacks consensus on the list of tools or research

showing the ecosystem’s preference regarding those tools. The ecosystem needs to agree on or standardize

these tools so that Scorecard can measure the practices. Then, practitioners did not show evidence of using

Packaging and Signed-Releases practices on GitHub. The reasons could be that practitioners used the package

registry to release the signed/unsigned version and used GitHub as a platform for source code distribution.

Either Scorecard could integrate with package registries to collect accurate data on Packaging and Signed-

Releases, or practitioners could agree to release signed packages on GitHub, which can be an additional

task since different platforms may have different regulations for releasing a package. CII-Best-Practices

requires maintainers to self-report their security practices’ adherence. Therefore, failing these metrics may

not necessarily advocate package owners failed to implement the practices required for CII-Best-Practices,

they simply may not have self-reported the practices.

We do acknowledge, however, that such an industry-wide agreement may be challenging and may take

time to implement. In that case, Scorecard may separate these metrics from the aggregate score calculation.

If a package implements these practices, the package may get bonus points instead of directly impacting

the aggregate score. Either way, practitioners and the Scorecard team should address the above-mentioned

issues to achieve an accurate picture of ecosystem security practices.

6.4.4 Ecosystems security comparison

In the case of License, Code-Review, and Maintained, PyPI outperformed the npm ecosystem. For example,

only 68% npm packages had a published license in the repository, compared to over 88% of PyPI packages.

Although both ecosystems failed the Fuzzing metric check, we found that PyPI exhibited 50% more fuzzing

tools implementation than the npm ecosystem. Then, the Token-Permission metrics showed that npm (84.4%)

has better file permissions in the GitHub workflow compared to the PyPI (71.7%) ecosystem.

6.4.5 Lack of adoption in ecosystem-wide security practices

Both ecosystems indicate lack in practicing Token-Permission, License, Code-Review, Maintained, Branch-

Protection, and Security-Policy practices in the GitHub repository. These Scorecard metrics effectively

measure security in GitHub (Table 6.2), but both ecosystems showed inconsistency in adopting these security

practices. On the contrary, metrics that require industry consensus demand modification in guidelines

proposed by Scorecard, metrics have inheritance reliance on other systems, and more than 90% packages in

both ecosystems scored either 0 or -1.
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Even if the Token-Permission metric needs to be improved, Scorecard identified 15.6% of npm repositories

and 28.2% of PyPI repositories containing yaml files with write access, indicating package susceptibility to

malicious attack. License is important for an organization to comply with organization’s legal policies. 30%

npm packages and 12% PyPi packages did not contain any valid License in GitHub repositories which is

legally require for any organization intending to use those packages. Then both ecosystems lacked to adopt

Code-Review (npm: 69%, PyPI: 65%) and Maintained (npm: 86%, PyPI: 76%) metric, indicating the risk of

using unreviewed, unmaintained code. Additionally, around 90% of the packages in both ecosystems did not

show evidence of implementing default Branch-Protection and Security-Policy practices in their repositories.

Token-Permission, Code-Review, Maintained, and Security-Policy were all listed by the SSDF framework

as important security practices, highlighting the significance of implementing these practices.

6.5 Limitations

In our study, we group security scores into three categories ([-1,0,1-10]) to avoid arbitrary scoring bias; some

metrics scoring may not be representative of the severity of security risk. For example, the vulnerabilities

metric looked for open vulnerabilities in OSV database and assigned scores based on number of open

vulnerabilities. However, the tool does not look into the severity of vulnerabilities. If a package has one

exploitable vulnerability it will score 9, whereas a package with more than 9 open but non-exploitable

vulnerabilities will score 0. Even though 9 seems like a better score, severity-wise, it is a high-risk package

with exploitable open vulnerabilities. Additionally, if a package did not contain any vulnerabilities reported

in OSV database, the package will receive a score of 10, which does not confirm that the package is free of

vulnerabilities. Although this scoring is a limitation of the Scorecard tool, and we tried to reduce the bias by

grouping the score into three categories, metrics like vulnerabilities may prevent us from achieving accurate

security status of these ecosystems. Then, our case study on Dangerous Workflow on a dummy repository

may not represent 2,446 packages, which is a limitation of this study.

6.6 Conclusion

This study compares the npm and PyPI ecosystems’ security practices in GitHub repositories using Scorecard

tools. Our work focuses on measuring and understanding the adoption of cross-ecosystem package security

practices. We also evaluated whether we can leverage the Scorecard tool metrics to measure ecosystem-

wide automated security practices. We found that 13 Scorecard security metrics were compatible with the

SSDF framework. Next, we identified 9 Scorecard security metrics that can be used to measure npm and

PyPI package security. Then, “Dangerous Workflow” can aid in identifying malicious attacks. Five practices,

however, necessitate industry agreement. Both ecosystems showed gaps in implementing Token-Permission,

License, Code-Review, Maintained, Branch Protection, and Security Policy practices.

Knowing about these security practices and their challenges will inspire and direct practitioners on what

to do to adopt these practices or identify the gaps preventing them from doing so. We have also observed

and been told that the Scorecard team welcomes new security metrics and discussions that indicate the

Scorecard is evolving with time. Therefore, our study aims to draw practitioners’ attention to creating action

plans to enhance Scorecard security metrics for assessing ecosystem-wide security practices. To improve the
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tool’s ability to measure security automatically, the ecosystem managers, the Scorecard team, and the practi-

tioners can drive ecosystem-wide standards. Such industry-wide consensus will push software producers to

start implementing those practices.
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CHAPTER

7

SOFTWARE SECURITY PRACTICES YIELD

FEWER VULNERABILITIES

As organizations seek to address escalating security risks and comply with regulations, a myriad of activities

are available to improve software security. The National Institute of Standards and Technology (NIST) issued

guidance [230, 159] on software development practices that enhance the security of the software supply

chain. The Open Source Security Foundation (OpenSSF), a cross-industry organization hosted at the Linux

Foundation, provides the vehicle for collaboration on tools, services, training, infrastructure, and resources

for securing open-source projects. The OpenSSF Scorecard [206] project computes automated scores of

package’s security practices to help developers make better decisions about security when consuming open

source projects.

While NIST’s guidelines and OpenSSF projects provide guidelines and comprehensive lists of security

practices, challenges arise in validating whether these practices improve security. Organizations may not

have the resources to adopt a full suite of these practices. They would like to understand the key drivers

of success, especially which of many possible software security practices to undertake first. A data-driven

study on the relationship between the use of software security practices and vulnerability count could aid in

this understanding. The goal of this study is to assist practitioners and researchers in making informed

decisions on which security practices to adopt through the development of models between software security

practice scores and security vulnerability counts.

To that end, this study is focused on the relationship between publicly-available data of security practice

use and externally-reported vulnerability count. This relationship may be used to provide actionable recom-

mendations to practitioners on security practices. Our work addresses the following research questions:

• RQ1 (Security Practices): Which Scorecard security practices are most important to understand the

74



relationship between security practices and vulnerability counts in regression models?

• RQ2 (Security Outcome): Do packages with higher aggregate security scores have fewer vulnerabilities?

The OpenSSF Scorecard project [206] uses security practice metrics and auto-generates a “security score”

for each practice. The tool also computes an aggregate “security score” which is a weighted average of the

individual score. In this study, we leverage the security practice score data provided by the OpenSSF Scorecard

project and vulnerability information from security advisory databases to evaluate the relationship between

security practices and vulnerability count. To answer RQ1, we used the “feature importance” technique in four

regression models to understand the importance of each security practice in interpreting the relationship

between security practices and vulnerability count. For RQ2, we built our fifth regression model to evaluate

the statistical association of a package’s aggregate security scores with package vulnerability count and to

understand whether implementing security practices assists in secure coding with fewer vulnerabilities.

This study can assist practitioners in making informed choices regarding their security practices, particu-

larly on which practices have the most impact or whether specific security practices have improved security

outcomes. This study makes the following contributions:

• A proposed model to identify important security practices to enhance software security.

• A proposed model to understand how higher aggregate security scores affect security outcomes.

• Evaluation of the proposed model and security practices using open source datasets.

• The list of challenges impeding the model’s performance

This chapter is organized as follows: Section 7.1 describes the data collection process, and Section 7.2

describes the data analysis to measure model performance. We close with a discussion and the limitations of

our findings (Section 7.3).

Figure 7.1: Research Workflow

7.1 Study Design and Data Collection

In this section, we discuss our study design and the data collection process that was used in our research.

Section 8.1 highlights our high-level overview of the research workflow. Section 7.1.2 covers how we ob-
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Table 7.1: Unique vulnerabilities count collected from OSV and Snyk

Ecosystem Database Github Pack-
age

GitHub Vul_-
Count

CVE Non-
CVE

Total GitHub
Package

Total GitHub
Vul

PyPI
Snyk 523 1189 830 359

589 2261
OSV 352 1407 1374 33

npm
Snyk 1689 2838 1888 950

1833 3655
OSV 1311 1883 1559 324

tained Scorecard security practices’ scores for each package, and Section 7.1.3 discusses how we collected

vulnerability count data from Open Source Vulnerabilities (OSV) and Snyk databases.

7.1.1 Study Design

To answer our two research questions, we leverage regression models where we use the security scores of

package repositories as independent variables and security outcomes in terms of package vulnerability count

as the dependent variable. Figure 7.1 shows an overview of the research workflow.

RQ1 aims to identify the most important practices that explain the relationship between security practices

and security outcomes. To that, we utilized the 15 security practice scores as independent variables generated

by the Scorecard tool. Next, our RQ2 verifies whether packages with higher aggregate security scores have

fewer vulnerabilities. Here, we leverage each repository’s aggregate security score as an independent variable,

which is generated by Scorecard by measuring the weight-based average of the individual security practices’

scores, weighted by risk. For both RQ1 and RQ2, we used the security outcomes in terms of vulnerability

counts as the dependent variable.

For RQ1, we classified a security practice as an important metric if it is identified as important in more

than one model. To that, we analyzed 4 different regression model responses. For RQ2, we developed our fifth

regression model to test our hypothesis.

7.1.2 Scorecard Security Practices data

We obtained Scorecard security practices data from [272](see Chapter 6). The data includes the 15 security

practices scores and aggregate security score of 767,389 npm packages and 191,158 PyPI packages. The

dataset contained mapping between the package name, the GitHub repository, the 15 security practices,

and the aggregate security score. Each practice score ranges between −1 to 10. We describe the OpenSSF

Scorecard project in Chapter 6. More details of these checks can be found in the Scorecard Project GitHub

repository [206].

The Scorecard tool has 18 security practices. However, the OpenSSF Scorecard team publishes the security

score data for 15 of these practices. The Scorecard team took out CI-Test, SAST, and Contributor practices to

scale the weekly job since computing these practices is API intensive. The security scores for the other three

practices can be obtained by running Scorecard from the command line interface (CLI). Our study can be

replicated for 15 security practices by collecting weekly data from the Google BigQuery dataset published by

the Scorecard team.
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7.1.3 Advisory Data

This section provides background on the database used in this study and advisory data collection processes

to obtain the vulnerability count.

Database

We used the OpenSSF Open Source Vulnerabilities (OSV) [93] and Snyk.io vulnerability [218] databases in this

study. Both databases have a similar structure in terms of the patch, Common Vulnerabilities and Exposures

(CVE), and Common Weakness Enumeration (CWE) information and they track vulnerabilities across multiple

ecosystem’s databases. In September 2022, we acquired vulnerability data from these two databases for both

ecosystems.

OSV provides both human and machine-readable data formats to describe vulnerabilities and maps to

open-source package versions or commit hashes. OSV is an aggregator of vulnerabilities from different security

advisories, e.g., GitHub Security Advisories [85], PyPI Advisory Database [186], Go Vulnerability Database [89],

Rust Advisory Database [197], OSS-Fuzz (mostly C/C++) [92], and Global Security Database [16]. These

databases have adopted the OpenSSF OSV format to facilitate use in tooling and aggregation. Snyk.io is

another platform that provides security reports containing vulnerability information for different package

ecosystems, including npm, PyPI.

Vulnerability Data Collection

As Scorecard only works for GitHub repositories, our vulnerability collection was limited to packages with

GitHub repositories. Hence, each database may have more vulnerabilities than we presented in this study.

Table 7.1 contains the detailed counts of vulnerabilities.

The [272] data contained 767,389 npm and 191,158 packages with GitHub repositories. We extract the

vulnerability data from both databases using the package name. For each package, we collected vulnera-

bility details in terms of CVE, CWE, and patch link from both databases. OSV exported data to a Google

Cloud Storage (GCS) bucket. The bucket contains a zip of all vulnerabilities JSON file for each ecosystem at

gs://osv-vulnerabilities/<ECOSYSTEM>/all.zip. However, we had to build a scraper for Snyk to

extract data from the Snyk website.

To create the dataset, we counted the number of unique vulnerabilities found for each package. First, we

merged both databases and applied our filter conditions. During this stage, we eliminated vulnerabilities if

we found i) duplicate package-to-CVE mappings or duplicate patches for the Non-CVE vulnerabilities; ii)

Non-CVE vulnerabilities without patch links; iii) Vulnerabilities with Non-CVE, NON-CWE and No Patch link.

Table 7.1 shows the unique count for each row. After filtering and merging both advisory databases, we found

589 PyPI packages with 2261 vulnerabilities and 1,833 npm packages with 3,655 vulnerabilities. In total, we

have vulnerability counts of 2,422 packages as a dependent variable.

At this stage, we mapped 2,422 packages with the Zahan et al. [272] dataset to collect the Scorecard security

practice’s values. As a result, 2,422 packages with vulnerability count and security score are used as our final

dataset, and we did not consider any other packages from [272] study.
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7.1.4 Dependents and Downloads Data

The number of dependents and downloads reflects the importance of a project based on how many other

projects use it. To determine whether the packages in our dataset are utilized by other open-source packages,

we obtained dependents and downloads data. We collected direct-dependent and transitive-dependent

information from the Open Source Insights (OSI) API (Section ??). Then, we collected 12 months of download

statistics of npm packages from the study [?] and for PyPI packages from the Google BigQuery public dataset.

7.2 Data Analysis

This section discusses our data analysis to answer our research questions. Sections 7.2.1 and 7.2.2 discuss

pre-processing and regression models to answer our research question.

7.2.1 RQ1: Important Security Practices

In this section, we discuss the analysis approach for RQ1: Which Scorecard security practices are most important

to understand the relationship between security practices and vulnerability counts in regression models?

Data Pre-processing

In this section, we discuss the data pre-processing of missing, inconsistent, and noisy data found in Scorecard

data due to internal and external errors. For example, we eliminated predictors and packages from our dataset

if Scorecard generated a score of −1. The score −1 depicts that the tool could not obtain concrete evidence

that practice had been implemented or if an internal error had occurred due to a runtime error. Therefore,

we utilized the following exclusion criteria for security practices and packages to acquire consistent security

scores.

• Practice Exclusion: We removed security practices if a practice has more than 10% packages with −1

score. Signed-releases (91%), Packaging (94%) and Fuzzing (16%) practices had more than 10% packages

with a score of −1. We also removed “Vulnerability” metrics as a predictor. The metric checks whether a

package has open or unfixed vulnerabilities in the OSV database. Since part of our dependent variable

was collected from OSV, we removed this metric to avoid introducing bias. Although we did not find any

package in our dataset where a package had open vulnerabilities, it may occur in any future packages.

To standardize our study for replication, we removed the vulnerability metric from our dataset. At this

stage, we removed 4 practices and have 11 practices as predictors.

• Package Exclusion: We found Branch Protection (6%), and Code-Review (0.08%) had less than 10% of

packages with a score −1. Therefore, we only removed those packages instead of removing the practice

itself. At this stage, we removed 150 packages from the dataset.

To protect the quality of the data that can directly affect how well our ML model learns, we are removing

these practices. Given that Scorecard will compute the accurate security status of these practices in the future,

practitioners can elect them when constructing our model. Conversely, leveraging different vulnerability

databases other than OSV would allow us to use vulnerability practice as one of the predictors. However, the

lack of vulnerability data compelled us to gather vulnerabilities from several sources.
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Then, we used qq-plot [209] to determine outliers in vulnerability count data. Four packages had

vulnerability counts (36, 77, 158, 217) far from the reference lines and were considered outliers. Since we will

use regression models, extreme outliers will affect the line of regression. Hence, we removed those packages

from our dataset as an outlier in the dependent variable. We utilized 2268 packages and 11 security practices

in our model.

Figure 7.2: Heatmap matrix for the Spearman rank correlation test

Correlation Analysis

To evaluate the normality of the dataset, the Henze-Zirkler multivariate normality [104] test was utilized.

Results indicated that the dataset was not normally distributed. We expected non-normality, given that

the independent variables were discrete variables. At this stage, we measure the correlation to know the

association or the absence of a relationship between two variables in our dataset. With evidence of non-

normality, we deployed the Spearman rank correlation [276] tests.

A value close to +1 and -1 indicated a strong positive or negative correlation, respectively. A correlation

coefficient close to 0 indicates a weak correlation between the variables [190]. Since values above ±0.3 start to

indicate a moderate positive (negative) linear relationship [190], we consider values between ±0.3 to ±1 as a

limit. Figure 7.2 shows the heatmap matrix for the Spearman rank correlation test.
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The Spearman test showed the strongest correlation between Pinned-Dependencies and Token-Permission(0.84),

followed by Code-Review and Maintained (0.51), Branch-Protection showed a moderate correlation with

Code-Review (0.50), and Maintained (0.44) and Security Policy (0.3). Negative correlations were observed be-

tween Maintained and Pinned-Dependencies (-0.61), Maintained and Token-Permission (-0.59), Code-Review

and Pinned-Dependencies (-0.46), and Code-Review and Token-Permissions (-0.46).

Token Permission looks at the permission of the GitHub workflow files, and Pinned Dependencies look

for the presence of unpinned dependencies in those files, indicating why they might have a strong positive

relationship. Both the Code-Review and Maintained variables showed a moderate positive relationship. In

contrast, an increase in Maintained comes with a decrease in Pinned-Dependencies and Token-Permission

practices. Token-Permission and Pinned-Dependencies do not require active maintenance directly, which

might explain the inverse relationship. However, code review could be part of active maintenance, hence the

positive relationship. Branch-Protection enables a formal approval process for code changes and pairs well

with Maintained and Code-Review.

Feature Selection

For the selection of best features, we used the SelectKBest [216] library from the s k l e a r n , which shows

the feature importance based on K highest scores. F-regression was selected as the scoring function, which

performs a univariate linear regression test and returns F-statistics and p-values. All of the independent

predictors were considered to identify the most important features (K=“all”). The SelectKBest analysis iden-

tified nine predictors as the most important features: Maintained, Security-Policy, Pinned-Dependencies,

Code-Review, Branch Protection, Token-Permission, License, CII-Best-Practices and Dependency-Update-

Tool. Each of them had a high F-score and statistically significant p-values (p<0.01). A reduced dataset was

prepared from the statistical significance measure with the selected components as independent variables

and the total vulnerability count as the dependent variable.

Table 7.2: Model performance and important features

Models R 2 Adj. R 2 Important Features (Ranked)

OLS 0.09 0.08 Security Policy, Pinned Dependencies, Maintained

DT 0.11 0.10 Security Policy, Pinned Dependencies, Branch Protection, Main-
tained, Code Review

GB 0.12 0.10 Code Review, Security Policy, Pinned Dependencies, Branch Protec-
tion, Maintained

RF -
0.008

-0.022 Code Review, Pinned Dependencies, Branch Protection, Maintained,
Security Policy

Model Performance:

We measured the performance of each model with the following metrics:

• R2 is the statistical measure representing the proportion of the variance for a dependent variable ex-
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plained by an independent variable or variables in a regression model. R-squared explains to what

extent one variable’s variance explains the second variable’s variance or “percent of variance explained

by the model" [190]. It supports values between 0 and 1, with greater values suggesting more vari-

ability explained by the model. A high R 2 value suggests good explanatory power but not predictive

capability [284].

• The adjusted R2 is a variant of R-squared that accounts for predictors that are not significant in a

regression model. By considering the degrees of freedom of the independent variables and the sample

population, adjusted R 2 demonstrates how well the data fit a curve or line and explains any bias in

the R 2 value. A model’s adjusted R-squared will decrease if insignificant variables are added and will

increase when significant variables are added. Adjusted R 2 will always be less than or equal to R 2.

Regression Model

Four supervised machine learning models were used to evaluate the importance of each feature variable

in interpreting the relationship between security practices and vulnerability count. Feature Importance

techniques in machine learning models assign a score to input features for a given model based on their

importance in predicting the output.

We first applied ordinary least square (OLS) to the dataset. Then, tree-based regression models were

selected due to the non-normal distribution of the dataset. Since non-parametric tests do not require the

data to follow the normal distribution [256], we applied three tree-based regressor models in this study:

Decision tree (DT), Random Forest (RF) and Gradient Boosting (GB). Following a split of the dataset into a

70/30 training/test split, all models were fit on the training dataset. Then, we used grid search techniques to

optimize each model’s hyperparameters. To minimize bias and over-fitting, ten-fold cross-validation was

used during model training.

Table 7.2 provides the performance comparison of four regression models. The dataset contains nine

statistically significant variables suggested by the SelectKBest tool. Compared to all models, the Gradient

Boosting (GB) model showed the highest R 2 and adjusted R 2 values, followed by DT, OLS and RF. However, the

inferior performance of each model indicates that models (Table 7.2) were unable to explain the variability

above 12%. The OLS model found the highest coefficients for Security Policy, Pinned Dependencies, and

Maintained. The DT model included Branch Protection and Code-Review as important features, along with

Security Policy, Pinned Dependencies, and Maintained. The GB model ranked the same practices as DT as

important practices. However, in the case of ranking, Code-Review was the most important metric in GB,

whereas DT ranked Code-Review last. The RF model showed the lowest prediction performance of all four

models, with a negative R 2 score.

The performance of four models indicates that the currently-available independent security practices

are inadequate to explain the variability of vulnerability counts. In Section 7.4, we discuss factors that might

influence the model’s prediction performance.

7.2.2 RQ2: Aggregate Security Score and Security Outcomes

In this section, we describe our analysis for RQ2: Do packages with higher aggregate security scores have fewer

vulnerabilities? We look for the statistical association of a package’s aggregate score with package vulnerability

count to understand if implementing security practices assists in secure coding with fewer vulnerabilities.
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We hypothesize that- packages with higher security scores promote better security practices and contain fewer

externally-reported vulnerabilities than packages with lower security scores. We mentioned in Section ?? that

Scorecard generates an aggregate score for each package, which is a weighted average of the individual checks,

weighted by risk. To that end, we used the vulnerability count data of 2,422 packages (Section ??) as a target

variable and the aggregate score of those packages as independent variables to answer RQ2.

We removed six packages as outliers, identified by qq-plot. We perform the normality check to verify

the normal distribution of the independent variable or aggregate score. We found the data was normally

distributed to proceed with the linear regression model. The model, however, rejected our hypothesis by

showing a significant positive relationship between aggregate score and vulnerability count. The linear model

(p-value< 0.001, R 2 = 0.04, adj. R 2 = 0.03) had a 0.5-unit increase in vulnerability count for every unit increase

in aggregate security score.

7.3 Discussion

This section discusses the implications of our findings. We also addresses the other factors (section 7.4) that

might impact the effectiveness of the use of Scorecard scores to identify the security practice.

7.3.1 Important security practices

To explore the findings related to RQ1, we used a wide range of security practices, multiple statistical learners,

and prediction models to help practitioners to identify important security practices for improving package

security. Table 7.2 showed the performance of four models.

Since we were interested in understanding the relationships between the variables, a low R-squared does

not always negate the importance of any significant variables where there might be multiple unknown factors.

Even with a low R-squared, statistically significant coefficients represent the mean change in the dependent

variable given a one-unit shift in the independent variable [78, 95]. Hence, using statistically significant

variables as predictors indicates there is a relationship between these predictors and the vulnerability count

in the current dataset. Our models explain the past data in a statistically significant manner, but its predictive

ability is less than 12% to extrapolate beyond the available data.

Security Policy, Pinned Dependencies, Maintained, Code Review and Branch Protection were the most

important practices to explain our models. These five practices were statistically significant and came as

an important feature in at least three models. Even if we discounted the RF model because of negative

R 2, Security Policy, Pinned Dependencies, and Maintained came as an important practice in OLS, DT, GB

models. Code Review and Branch Protection were important in DT and GB models. Our findings align with

the Sonatype report [226], where they found Code-Review, Pinned Dependencies, Branch Protection, and

Binary-Artifacts as important practices for Java projects. Binary-Artifacts were not important in our model

for npm and PyPI ecosystems. Sonatype used 12k Java Projects, which is six times bigger than our dataset. We

need more research to validate whether it is because of the size of the dataset or because Binary-Artifacts is a

crucial practice for Java projects.

From correlation analysis (Section 7.2.1) we have observed that Pinned Dependencies is negatively

co-related with four of these important practices (Security Policy, Maintained, Code Review, and Branch

Protection). Pinned-Dependency prevents auto-updating a dependency to a new version without reviewing
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the differences between the two versions, which may include an insecure component. Zahan et al. [272]

showed that “Pinned-Dependencies” has high false positives in the Scorecard’s current computing process,

which might explain the inverse relationship. Scorecard looks for the presence of unpinned dependen-

cies in Dockerfiles, shell scripts, and GitHub workflows. However, the tool does not check package.json,

package-lock.json or setup.py files where npm and PyPI package developers lock their dependencies.

Hence, “Pinned-Dependencies” scoring only involved GitHub-specific workflows, limiting the metric’s gener-

alizability for npm and PyPI ecosystems. To verify the negative association of “Pinned-Dependencies" with

other practices, we will need precise data from Scorecard tool that detects all pinned or unpinned depen-

dencies in different ecosystems. Due to the necessity for additional research to establish the importance of

“Pinned-Dependencies" by gathering reliable data, we have thus withdrawn “Pinned-Dependencies" as a

suggested important practice.

Scorecard defined Maintained, Code Review, and Branch Protection as high-risk practices and Security

Policy as a medium-risk practice. Zahan et al. [272] showed that both ecosystems have a gap in practicing

Code-Review, Maintained, Branch-Protection, and Security-Policy practices. Although the current security

trend shows practitioners do not employ these practices, our study indicates that practitioners adopting

these practices will improve package security.

Maintained (high risk), Code Review (high risk), Branch Protection (high risk), and Security Policy (medium

risk) are the most important practices that practitioners can adopt to improve package security outcomes by

minimizing vulnerabilities.

7.3.2 Aggregate Security Score and Externally-reported Vulnerabilities:

Our model suggests that packages with more indicators of good security practices also had more reported

vulnerabilities. Many factors are believed to increase the vulnerability count of packages. A possible explana-

tion for the increase in reported vulnerability count while the security score increases could be that other

open-source packages frequently use the selected packages. Since more clients utilize these packages, there is

a higher likelihood that the package will be tested or attacked, and there will be more reported vulnerabilities.

The average stats (Direct Dependents: 427, Transitive Dependents: 2,758, Downloads: 72M) of packages in our

dataset revealed that other open-source packages frequently used these packages. The number of developers

may also impact the number of vulnerabilities. For instance, Meneely et al. [139] empirically showed that

projects with more developers have more vulnerabilities. However, from the OSV and Snyk databases, we

can not collect such metadata to evaluate the relationship between package vulnerabilities and package

popularity and the developer community.

Without exploring and controlling for confounding variables, such as package popularity, the findings

are unlikely to provide certainty that the good security practices of these packages helped to find more

vulnerabilities. We need to conduct a more thorough investigation to confirm the claim, taking into account

the time it took to find and fix the vulnerabilities, the practices that were used to find them, and whether or

not third-party users found the vulnerabilities while using the package rather than the package’s owner. The

scarcity of vulnerability data could be another reason influencing our model. We utilized externally-reported

reported vulnerabilities and not those found prior to release and by the development team.
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Packages with increased good security practices also had increased reported vulnerability counts. Additional

research is needed to determine if finding more vulnerabilities through good security practices is the cause

of the increased vulnerability count or if the relationship is explained by other factors.

7.4 Challenges in available data

In this section, we discussed the challenges we found in explaining our findings. To improve model perfor-

mance, future research replicating our study should consider these issues.

7.4.1 Scarcity of Vulnerability Data

Our findings raise the concern of scarce vulnerability data in OSS communities. We need more studies and

accurate vulnerability data to evaluate the relationship between security practices and vulnerabilities as

security outcomes, especially to comprehend how security practices influence vulnerability detection and

prevention. A package may have more vulnerabilities than we found in OSV and Snyk vulnerability databases

(Section 7.1.3). Dumidu et al. [261] showed that a large number of vulnerabilities that affected the Linux

kernel (39.4%) and the MySQL database server (62.23%) were vulnerabilities found in bug reports but not

listed in common vulnerability databases, such as the NVD. Elder et al. [62] also identified 1,047 vulnerabilities

in OpenMRS applications using five vulnerability detection techniques and tools. However, at the time of their

study, OpenMRS had 11 reported CVE vulnerabilities. These studies show that we acquire vulnerability data

from OSV and Snyk databases hardly contain the accurate number of vulnerabilities as security outcomes.

Additionally, even within our dataset, we removed four packages as outliers because the distance from

other packages in terms of vulnerability count was high. Out of 2,272 packages, 2,268 had an average vulnera-

bility count of 2.07; these four packages had an average of 122 vulnerabilities. Even if these four packages had

real-world vulnerabilities that were more prevalent than those of other packages, we were unable to use the

data to build models because of their low percentage (0.2%) in the dataset. In Chapter 8, we will explore

7.4.2 Time

The multivariate nature of security practices significantly complicates its quantification and measurement [36].

To validate security practice and security outcomes relationships, we need to evaluate the time when security

practices were implemented and the time when vulnerabilities were injected, identified, and fixed. The data

for time to remediate an externally-reported vulnerability can be collected from the vulnerabilities database.

At the time of the study, Scorecard only measures security practices from the last 90 days’ activities, which

does not verify the security practices before 90 days. For better clarity, we need to do a controlled study by

recording time of security practices implication in a packages and detection of vulnerabilities. The scorecard

team run a weekly Scorecards scan and publish the results in a BigQuery public dataset. OSV and Snyk also

record the time of vulnerability detection and fix. Researchers could gain valuable insight from our proposed

model by conducting a long-term control study on package security practice data and tracking vulnerabilities.
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7.4.3 Unpredictability

Security metrics are a hard problem, especially in predicting vulnerabilities or assessing the effectiveness

of counter measures [203, 36]. We should consider that the software security field has an inherently greater

amount of unexpected variation. Due to a lack of precision and unknowable variables, industries are still

exploring how to adopt the most effective security measures to eliminate the most number of vulnerabilities

efficiently [62, 282, 196].

For instance, on July 20, 2022, Checkmarx security researchers warned people about a new supply chain

attack strategy that uses fake commit metadata to give the appearance of legitimacy to malicious GitHub

repositories [18]. Threat actors may modify the metadata in GitHub repositories to improve their reputation

and increase the likelihood that application developers will choose them as reliable package owners. The

researchers found it is possible to manipulate commit metadata, including timestamps, to make a repository

appear older than it is or to show that credible contributors have been actively involved in its maintenance.

This attack is an example of how frequently the software industry encounters new security threats. Attacks

and attackers are unpredictable, as other recent supply chain attacks have also shown [84, 65]. Such unpre-

dictability in software security often makes it challenging to interpret how security practices have affected

software’s security outcomes.

7.5 Threats to Validity

To our knowledge, our study is the first peer-reviewed paper to look at how software security practices impact

security outcomes using OpenSSF Scorecard data. However, as stated by Basili et al. [22], drawing general

conclusions from empirical studies in software engineering is difficult. Because the software security process

depends on a potentially large number of relevant context variables, we only used the OpenSSF Scorecard tool

to measure software security practices. Our study findings are dependent on the ruleset defined by the tool.

For this reason, we cannot assume that the results of our study can be generalized to all ecosystems. Since

Scorecard only operated on GitHub repositories at the time of the study, GitHub was the only platform we

looked at. Scorecard has four practices (Dangerous-Workflow, Binary-Artifacts, Pinned-Dependencies, and

Token-Permissions) that are GitHub workflow specific. Hence, our findings could vary if we used datasets

outside of GitHub repositories.

7.6 Conclusion

We looked into how multiple security practices and their aggregate score are relate to the security outcome of

software. First, our models identified Maintained, Code Review, Branch Protection and Security Policy as the

most important feature practices in our dataset. However, low R 2 and adj R 2 values raise concerns about

model performance beyond the available data. Second, packages with increased good security practices

also had increased reported vulnerability counts, demonstrating the need confounding variable control

and more vulnerability data to ascertain whether other factors explain the relationship. To overcome the

limitations imposed by data scarcity and enhance our understanding of security outcomes, the study calls

for exploring additional metrics beyond vulnerability count. Future studies should select security outcome

metrics that cover a wide range of packages to measure the relationship. In Chapter 8, we explore different
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security outcome metrics to understand whether the metrics can be used to explain the relationship between

security practice and security outcome metrics.
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CHAPTER

8

PRIORITIZATION OF SECURITY

PRACTICES THROUGH SECURITY

OUTCOME ANALYSIS

SSC security standards and frameworks (e.g. [238, 116, 237, 230, 140, 263]) have been proposed by industry and

government agencies to help organizations adopt security practices that mitigate SSC security risks. However,

historical experience demonstrates the risks of adopting security practices without empirical validation.

For example, long password complexity requirements, such as mandating uppercase letters, numbers, and

symbols, were long assumed to enhance security [13, 145]. However, empirical studies [53, 52, 130] later

revealed that such policies often led users to create predictable passwords by encouraging reuse and minor

modifications. Similar theoretical assumptions may persist in SSC security, where different practices are widely

promoted without comprehensive empirical validation. Security success is often measured through adoption

metrics—e.g., the number of teams that adopted code review or the number of vulnerabilities detected

or fixed, rather than actual security outcomes. Therefore, little is known about the effectiveness of best

practices in improving security. The absence of empirical evidence arises from multiple systemic challenges:

widespread disagreement about best practices among experts [193, 192], poor evidence even where consensus

exists [213, 239], and dependence on intuition and convention rather than empirical evidence.

The cybersecurity community’s reliance on perceived common sense has created an information-poor

environment characterized by conflicting guidance and expert disagreement about fundamental priori-

ties [193, 192, 151]. Meanwhile, organizations have limited budgets, time, and resources [201, 99], yet practi-

tioners currently lack the empirical evidence needed to prioritize security practices that mitigate security risk.

Therefore, developing empirical research to evaluate the security outcome of recommended practices is both
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a research priority and a fundamental prerequisite for evidence-based security decision-making [207, 151].

The goal of this study is to assist practitioners and policymakers in making informed decisions on which

security practices to adopt by evaluating the relationship between software security practices and security

outcome metrics. We address the following research questions (RQs):

• RQ1: Is higher adoption of security practices associated with measurable improvements in security

outcomes?

• RQ2: Which security practices are most strongly associated with security outcomes?

To that end, the study investigated the relationship between publicly available data on security practice

adoption and security outcomes metrics. For large-scale analysis, we focus on security practice adoption that

can be measured automatically. We selected the OpenSSF Scorecard tool [206] that automatically collects

18 metrics on the adoption of security practices in GitHub repositories. The Scorecard metrics are valuable

for collecting ecosystem-scale data, as well as for evaluating the security posture of project dependencies.

Examples of security practices that can be measured by Scorecard include maintainers conducting code

reviews before merging pull requests, using a static analyzer tool, and others. For each metric, the Scorecard

tool assigns a score of 0-10 based on pre-defined criteria. The tool also computes an aggregate security score

as a risk-weighted average of the individual security practice metrics, weighted by risk. For security outcomes,

we selected project-based outcome metrics, where a project is defined as a software package that includes all

components in its dependency graph. Specifically, the number of open vulnerabilities (Vul_Count), the mean

time to remediate (MTTR) vulnerable and outdated dependencies, and the mean time to update (MTTU)

outdated dependencies were used.

To address RQ1, we investigate the aggregate adoption of security practices and their impact on security

outcomes. We developed a regression model to assess the relationship using Scorecard aggregate security

score and security outcome metrics. Additionally, we applied Propensity Score Matching (PSM), a statistical

matching technique used in observational studies, to estimate causal effects and mitigate the potential

confounding effects based on repository characteristics. For RQ2, we employed a regression model and

feature importance-ranked techniques to identify which individual security practices have the strongest

associations with security outcomes. To further validate these findings, we used PSM to estimate the effect of

individual security practices on security outcomes, isolating their impact while accounting for differences in

repository characteristics. The study has the following contributions:

• Introduction of project-based security outcome metrics.

• Application of industry-standard metrics, MTTR and MTTU, to assess security outcomes.

• A proposed model that can be used to explore the relationship between security practice and security

outcome metrics.

• Empirical evidence on how security practices impact the security outcome of npm packages.

The chapter is organized as follows: Section 8.1 discusses the design of our study; Section 8.1.1 discusses the

metrics used in our study; and Section 8.1.2 discusses our dataset construction steps. Section 8.2, Section 8.3

and Section 8.4 describe the data processing, methodology, and results. We close with a discussion of our

study (Section 8.5) and related work in Section 8.6.
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8.1 Experiment design

In this section, we outline the experimental design and dataset used to investigate our research questions.

To answer RQ1 and RQ2, we define Scorecard security practices metrics and aggregate security score as

predictor variables and security outcome metrics as target variables. We also incorporate control variables

to account for potential confounding project characteristics. We leveraged machine learning and causal

analysis techniques to examine the relationship between practices and outcomes. Our analysis is based on

data collected from npm packages and their corresponding GitHub repositories, using dependency graphs

to define project scope. The dataset construction integrates multiple data sources and applies systematic

inclusion and exclusion criteria to ensure reliability and reproducibility. Section 8.1.1 details the selection of

metrics used in our study, while Section 8.1.2 describes how we collected the dataset.

8.1.1 Metrics Utilized in the Study

In this section, we discuss our metrics selection process, including security practices, security outcomes, and

control variables.

Security Practice Metrics

To assess the adoption of security practices, the OpenSSF Scorecard tool [206]was employed. The tool au-

tomatically evaluates a set of security practices implemented in GitHub repositories, based on observable

project metadata and activity. Table 8.1 contains the list of 18 security practices measured by Scorecard. The

tool also computes an aggregate security score to assess the overall security of a repository, computed as a

risk-weighted average of individual security practice metrics. Scorecard was selected due to its widespread

adoption and recognition in both academic and industry contexts. In academic research, Scorecard has been

the subject of empirical evaluations, including SSC risk measurement [274, 149, 32, 200, 215, 118, 264, 198],

surveys on practitioners’ perspectives on Scorecard [63, 198], and qualitative studies [272] examining its

applicability and effectiveness. In industry, Scorecard has been adopted as part of standard security frame-

works and requirements [263, 167] and has also been used in reports by organizations, such as Sonatype and

Veracode, to assess the state of open-source software ecosystems [227, 64]. Adoption by major projects such as

Kubernetes, Node.js, and Apache, along with integration into platforms like Ortelius [172] and Deps.dev [174],

also highlights wide adoption.

Security Outcome Metrics

A comprehensive understanding of security outcome metrics remains an open research challenge. Although

defining and validating such metrics is inherently challenging, our work represents a step toward advancing

that goal. In this study, we selected project-level outcome metrics because prior studies [274] showed that

only a small fraction of packages (0.1% of the npm ecosystem) have reported vulnerabilities at the individual

package level. Limited availability of vulnerability data prevents models from learning meaningful relation-

ships between security practices and security outcomes. Therefore, we leveraged three project-level outcome

metrics, where a project is defined as an individual package and its dependencies. The security risk of a project

decreases when a vulnerable component is replaced with a fixed one, providing a measurable indication of
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improved security outcomes, reflected in fewer open vulnerabilities and reduced exposure windows due to

faster response times.

• Vul_Count: A measure quantifying the number of publicly disclosed or reported open security vulnera-

bilities within a package and its full dependency tree, including both direct and transitive dependencies.

• MTTR: A measure of the average aggregated time a package uses outdated and vulnerable direct

dependencies in its lifetime [189]. MTTR quantifies how long vulnerable dependencies remain outdated

after a new version with a security fix has been released.

• MTTU: A measure of the average aggregated time a package uses outdated direct dependencies in its

lifetime [189]. MTTU quantifies how long dependencies remain outdated after a new version has been

released.

The number of vulnerabilities is widely used in academic research, industry, and policy as outcome

metrics [237, 42, 148, 202, 146, 274]. While MTTR and MTTU are widely used industry metrics, our work is

novel in applying them as outcome measures for security responsiveness. Faster updates reduce exposure

windows, limiting attackers’ opportunity to exploit disclosed weaknesses. We draw inspiration from the

DevOps Research and Assessment (DORA) framework [54]. DORA is one of the largest research studies in

software engineering research, analyzing survey responses from over 31,000 professionals across six years

(researched in the years 2014 through 2019) [74]. DORA research identifies which software engineering

practices, including security practices, improve software delivery performance. One of DORA’s outcome

metrics is a responsiveness metric that measures how long it takes a project to respond and deploy the

corresponding updates. Research conducted in 2022 by the Google DORA team [94] specifically investigated

SSC practices derived from the Secure Software Development Framework (SSDF) [230] and Supply-chain

Levels for Software Artifacts (SLSA) [217], and examined their impact on outcomes. The research has shown

that SSC practices are positively associated with faster response and deployment times, and practitioners

also anticipate a lower chance of security vulnerabilities. Motivated by DORA metrics, we hypothesize that

teams that adopt good security practices are also more likely to be more responsive, as measured by MTTR and

MTTU. We used MTTU because ecosystem-wide MTTR data is often unavailable (only 15% of our dataset;

see section 8.1.2). While MTTR focuses on the response to security updates, MTTU measures responsiveness

to any upstream updates and is available for all packages. Prior work [189] also found a moderate correlation

between MTTR and MTTU, suggesting that MTTU can serve as a proxy when MTTR is unavailable.

Control Variables

Control variables are properties that researchers hold constant in an experiment to understand the true

relationships between the predictor and target variables [79]. We included six variables to measure repository

characteristics based on two criteria: (1) alignment with prior use of control variables on software quality and

practices work [143, 281, 191, 173, 244, 132, 114], and (2) maintaining model interpretability with a minimal

yet effective set of metrics to reduce data collection and cost. We controlled for six repository characteristic

metrics grouped by their hypothesized influence. Contributor count (Contributors_CT) and commit staleness

reflect team capacity and development activity, which may affect the implementation and maintenance of

security practices. Download count and direct dependencies capture project adoption and external exposure,

potentially influencing both scrutiny and security risk. Repository age and size represent project maturity and
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complexity, which may impact maintenance effort and security performance. We excluded highly correlated

variables such as forks, stars, and dependents due to redundancy and because they did not improve model

performance.

Table 8.1: Distribution of Scorecard Security Practices Metrics

For columns with scores of -1 and 0, the number in parentheses indicates the raw count.

Security Practice -1 % 0% 1–10% Median Mean Std

Aggregated Score 0.0 0.0 (47) 99.8 2.0 2.4 1.2

Metrics Used in Model

Binary-Artifacts 0.0 0.2 99.8 10.0 10.0 0.6

Branch-Protection 0.0 (3) 85.9 14.1 0.0 0.7 1.9

Code Review 0.4 75.4 24.2 0.0 0.8 1.9

License 0.0 30.9 69.1 10.0 6.9 4.6

Maintained 0.0 86.7 13.3 0.0 0.9 2.5

Pinned-Dependencies 72.2 18.0 9.8 -1.0 -0.4 1.3

Dependency-Update-Tool 0.0 (65) 81.3 18.7 0.0 1.9 3.9

Contributors 0.0 36.7 63.3 3.0 4.6 4.3

CI-Tests 50.3 41.3 8.4 -1.0 0.0 2.2

SAST 0.0 (23) 96.9 3.1 0.0 0.3 1.4

Security-Policy 0.0 (2) 93.2 6.8 0.0 0.6 2.4

Metrics excluded from the model due to high correlation

Token-Permissions 73.2 25.6 1.2 -1.0 -0.6 1.2

Dangerous-Workflow 73.2 0.3 26.6 -1.0 1.9 4.9

Metrics excluded from the model due to high -1 or 0 value

Fuzzing 0.0 (2) 99.8 0.2 0.0 0.0 0.4

CII-Best-Practices 0.0 99.9 0.1 0.0 0.0 0.1

Signed-Releases 97.7 2.3 0.0 -1.0 -1.0 0.2

Packaging 97.5 0.0 2.5 -1.0 -0.7 1.7

Metrics excluded from the model due to the use of Vul_Count as outcome metrics

Vulnerabilities 0.0 32.2 67.8 9.0 6.1 4.5

8.1.2 Dataset Source and Construction

Section 8.1.2 discusses different sources used to construct our dataset. Our dataset is available in Figshare1.

Data Sources

To collect data, we leveraged multiple sources. We selected the npm ecosystem for this study because npm is

the largest open-source ecosystem, comprising 37 million package versions, with 74% of open-source code-

bases using JavaScript [232, 229]. Scorecard analyzes packages with source repositories hosted on GitHub [171]

and periodically evaluates popular open-source projects. Within Scorecard’s dataset of selected popular

1https://figshare.com/s/e74f94dfe1be6a90c4d1?file=54861686
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Figure 8.1: Scorecard Metrics Distribution

packages, 64% are npm packages. Additionally, our security outcome metrics require analyzing project de-

pendencies, specifically counting vulnerabilities in dependencies and measuring outdated and vulnerable

dependency update patterns for MTTR and MTTU. To support our analysis, we collected the dependency

graph of npm packages and mapped packages to their corresponding GitHub repositories using deps.dev [174].

Deps.dev, developed and hosted by Google, provides comprehensive insights into OSS, including source code

locations, dependency graphs, package metadata, licenses, releases, and vulnerabilities. Another platform

used in our study is Open Source Vulnerabilities (OSV) [93]. The OSV platform aggregates vulnerabilities

from various security advisories. Scorecard and Deps.dev depend on OSV to collect vulnerability information

for projects and their dependencies. We also used the Libraries.io platform [134], which collects publicly

available OSS metadata scraped from the internet, including GitHub.
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Package Inclusion and Exclusion Criteria

To construct our dataset, we systematically filtered, cleaned, and processed npm packages based on de-

pendency relationships, repository availability, and data availability. The dataset construction followed the

following steps:

• Initial Dataset: We began with a total of 2,119,044 unique npm packages extracted from the Deps.dev

BigQuery dataset [8]. This dataset contains the mapping between npm packages and GitHub repositories

and captures all dependency edges within npm.

• Packages with GitHub Repositories: Of these, 877,312 packages were excluded because they lacked valid

GitHub repository information, either because they were hosted outside GitHub or had missing repository

URLs. Mapping packages to GitHub repositories was necessary because Scorecard runs directly on GitHub

repositories. After this filtering step, 1,241,732 packages remained that could be successfully mapped to

GitHub.

• Packages with Dependencies and Dependents: Further filtering identified 1,159,891 packages with at

least one declared dependency, ensuring relevance to our security outcome metrics. Additionally, we are

primarily interested in packages that practitioners may use; hence, we refined the dataset further to include

only packages with at least one dependent, reducing the dataset to 264,413 packages.

• Ensuring Unique Repositories: Scorecard generates metric scores based on security practice adoption

at the repository level rather than for individual packages. While we collected vulnerability data at the

repository level (Section 8.1.2), MTTR and MTTU can only be measured at the package level. Consequently,

if a repository contains multiple packages, all packages share the same Scorecard score and vulnerability

data but may have different MTTR and MTTU values. Such inconsistency leads to duplicate rows with

identical Scorecard metrics but differing security outcome metrics, which could mislead our machine

learning model. To resolve this issue, we filtered the dataset to include only repositories that map to a

single package. After applying this filtering step, we retained 172,999 unique repositories.

OpenSSF Scorecard Data

Once we identified the set of 172,999 unique npm GitHub repositories, we collected OpenSSF Scorecard scores

for each repository associated with a package. Our primary data source was the OpenSSF Scorecard dataset in

Google BigQuery [9]. However, Scorecard only evaluates a subset of repositories, specifically popular packages

and those explicitly requested by practitioners for inclusion. Hence, many repositories in our dataset were not

included in the original Scorecard dataset. To address these gaps, we ran Scorecard locally for any repositories

missing from the BigQuery dataset, using the same configuration applied to populate BigQuery. After merging

data from Google BigQuery and our local runs, we obtained Scorecard scores for 145,817 out of 172,999

repositories. The remaining repositories did not generate a score using Scorecard. Upon manual verification

of a random sample of 100 repositories and their Scorecard output, we found that Scorecard failed to produce

scores due to HTTP 404 errors. The primary reason for the lack of scores was that the repositories were no

longer accessible via public GitHub URLs. The repositories were either private or had been removed from

GitHub.
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Metrics exclusion: We began by collecting all 18 metrics provided by Scorecard. However, due to limited

adoption and Scorecard measuring limitations, we excluded Fuzzing, CII-Best-Practices, Signed-Releases, and

Packaging from our analysis (Table 8.1 and Figure 8.1)). In Table 8.2, we show the difference between different

Scorecard score interpretations. Fuzzing and CII Best Practices were excluded because 99.8% of repositories

scored 0, indicating minimal adoption of Scorecard recommendations across ecosystems. Signed Releases

and Packaging were excluded, as almost 98% of the repositories received a -1 score due to not having any

signed release or a package release workflow in GitHub. Prior research [272] found that practitioners primarily

used package registries for releases rather than GitHub, and no improvements in Scorecard’s methodology

addressing this limitation were observed. We also removed the vulnerability metric as a practice because we

use Vul_Count as a dependent variable. Thus, we removed five metrics from the analysis.

Table 8.2: Interpretation of Score Values for Each Scorecard Metric

Metric -1 0 1–10

Binary Artifacts – Large number of binary

files in the repository

Fewer binary files result in

higher scores

Branch Protec-

tion

Internal error No protection rules en-

abled for main branches

Score increases with

stricter and more compre-

hensive branch protection

rules

Code Review Found no human ac-

tivity in the last 30

changesets

No code reviews on

changes before merging

Score reflects the propor-

tion of changes that went

through formal code re-

view

License – No valid license file is

found

Score depends on whether

the license exists, is top-

level, and is OSI/FSF ap-

proved

Maintained Project is less than 90

days old

Project is archived Score reflects how active

the project is in terms of

commits and issue updates

over the past 90 days

Pinned Depen-

dencies

No dependencies

found

Dependencies are not

pinned or locked

Score reflects the extent

to which dependencies are

pinned or locked in config-

uration

Dependency

Update Tool

Internal error No automated update tool

is used

Tool such as Dependabot,

Renovate, or others is ac-

tively used

Continued on next page
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Table 8.2 (continued from previous page)

Metric -1 0 1–10

Contributors – All contributors come from

the same organization

Score increases with diver-

sity of contributor organi-

zations

CI Tests No pull request found No automated tests run on

pull requests

Score reflects how many

pull requests are covered

by continuous integration

tests

SAST Internal error No static analysis tool

found

Score reflects presence and

configuration of static anal-

ysis tools like SonarQube or

GitHub CodeQL

Security Policy Internal error No security policy file is

present

Score reflects presence

of contact info, free-form

guidance, and disclosure

instructions in the policy

file

Token Permis-

sions

No Github tokens

found

Top-level and Job-level per-

missions are write or unde-

clared

Score decreases as more

sensitive permissions are

enabled by default in work-

flows

Dangerous

Workflow

No workflows found Dangerous or insecure

workflow patterns detected

No dangerous patterns are

found in GitHub workflows

Fuzzing Internal error No fuzzing tools detected

in the project

Recognized fuzzing tools

are used in the project

CII-Best-

Practices

Internal error No badge or badge is in-

complete

Score reflects the badge sta-

tus (in progress, passing, sil-

ver, or gold)

Signed Releases No releases found No signed or verifiable re-

lease artifacts

More signed or verifiable

releases result in a higher

score

Packaging No GitHub/GitLab

publishing workflow

detected

No packaging workflows

used in the project

Project uses GitHub-based

packaging workflows to

publish artifacts

Vulnerabilities Internal error High number of unresolved

vulnerabilities

Fewer vulnerabilities result

in higher scores

95



Security Outcome Metrics Data

We collected our security outcome metrics for 145,817 npm packages with Scorecard data. Here, we describe

our outcome metrics data collection process.

Vul_Count metric: The Scorecard Vulnerability metric measures whether the project has open, unfixed

vulnerabilities in its codebase or its dependencies using the OSV [93] service. Initially, we used the Scorecard

tool to collect the total vulnerability count. The Scorecard tool normalizes the vulnerability score, where

a score of 10 indicates no vulnerabilities, 9 corresponds to one vulnerability, and 0 represents more than

nine vulnerabilities. To obtain the exact vulnerability count, we first denormalized the score. For cases where

the vulnerability score was 0 (indicating more than nine vulnerabilities), we ran the vulnerability metric

separately using Scorecard to retrieve the raw, unnormalized data and used the total number of vulnerabilities

in the model.

MTTR and MTTU metric: In this study, we adopt the algorithms proposed by Rahman et al. [189] for

computing MTTR and MTTU. Following their methodology, we contacted the Googlee deps.dev team and

considered deps.dev as our primary data source to collect comprehensive package versions, dependency

versions and their release information for our dataset. Additionally, we retrieved CVE data for selected packages

and their direct dependencies from OSV [93]. Note that while MTTU captures all dependency updates, MTTR

specifically accounts for updates addressing vulnerable dependencies. MTTR needs a vulnerability in direct

dependency, then the availability of a new fix version, and the adoption time to adopt the new fix version by

the dependent. While we successfully collected Vul_Count and MTTU data for 145,817 packages, MTTR data

was only available for 22,412 packages (15% of total dataset).

Control Variable Metrics Data

We collected control variable data from different sources. GitHub contribution count and package size are

collected from Libraries.io [134]. Then we got the number of downloads of a package in the past 12 months,

which we collected from the public npm API2. We calculated the repository age (in years) and commit staleness

dates using the GitHub REST API [87]. The number of dependency information is collected from Deps.dev [8].

8.2 Data Preprocess

Before constructing the machine learning (ML) modeling to answer RQs, we performed data preprocessing

steps to handle missing values, ensure data integrity, and assess statistical properties. Section 8.2.1 covers fea-

ture decomposition and imputation techniques to manage missing values. Section 8.2.2 discusses correlation

and multicollinearity in our dataset.

8.2.1 Feature Decomposition and Imputation

Our manual analysis found that Scorecard assigned -1 in two cases: (1) when there was no conclusive

evidence of security practice adoption; and (2) due to internal runtime errors. Since not all metrics within a

repository had a -1 score (Table 8.1), excluding an entire repository due to a -1 in any one of the 18 metrics

would result in unnecessary data loss. To handle missing data effectively, we implemented a missing data

2https://api.npmjs.org/downloads/point/{period}[/{package}]
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pattern decomposition strategy based on Scorecard score reasoning. For high-missing features CI-Tests,

Pinned-Dependencies, Token-Permissions, and Dangerous-Workflow (each with >50% -1 scores), a score

of -1 indicates that the repository lacks the relevant configuration. Here, -1 for CI-Tests indicates no pull

requests to confirm CI workflows were present; for Pinned-Dependencies, it suggests the absence of declared

dependencies in GitHub; for Token-Permissions, it reflects that no GitHub token settings were configured;

and for Dangerous-Workflow, -1 means no GitHub Actions workflows were found to test workflow patterns.

To preserve the distinction, we decomposed each feature into two components: a binary indicator of relevant

configuration presence (1 for values 0-10, 0 for -1) and scores that capture adoption effectiveness (keeping

original discrete values 1-10, with both -1 and 0 scores mapped to 0). For low-missing features (<1% -1 values),

where -1 was due to internal errors of Scorecard, we applied median imputation [205] to maintain data

completeness while minimizing distortion.

Figure 8.2: Spearman Correlation between Predictors

8.2.2 Correlation Analysis

To evaluate dataset normality, we applied the Henze-Zirkler multivariate normality test [104] separately

to the RQ1 and RQ2 datasets. The RQ1 dataset includes aggregate scorecard scores, the control Variables,

Vul_Count, MTTR, and MTTU. The RQ2 dataset contains 13 Scorecard practice metrics, control variables, and
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Vul_Count, MTTR, and MTTU. Both datasets failed the normality test (p < 0.05), indicating deviations from

a normal distribution. To further assess skewness, we flagged features with |s k e w ne s s | > 1 for potential

transformation [102]. Based on skewness, we applied a log(x + 1) transformation to highly skewed control

variables (GitHub contributors, repository size, DependencyCount, downloads) to mitigate skewness. Post-

transformation, Q-Q plots, histograms, and statistical tests confirmed improved distribution symmetry.

We did not apply transformation to the practice or outcome metrics to preserve their original scale and

interoperability. Since residual normality is important for regression analysis, we conducted D’Agostino-

Pearson tests [119] on regression residuals. Results showed that residuals remained non-normally distributed

(p < 0.05).

Given the non-normal distribution of our dataset, we proceeded with the Spearman correlation [276], a

nonparametric method suitable for capturing monotonic relationships in non-normal data. We conducted

a correlation analysis for predictor variables (security practice and control variables) and target variables

(security outcome metrics). Figure 8.2 presents the Spearman correlation heatmap for predictor variables.

The highest correlations ( 1) were observed among Dangerous-Workflow, Pinned-Dependencies, and Token-

Permissions. To avoid multicollinearity and redundancy in the model [98], we removed Dangerous-Workflow

and Token-Permissions, retaining only Pinned-Dependencies as a representative feature. The correlation

between target variables reveals a strong positive correlation (0.7) between MTTR and MTTU, aligning with our

expectation of potential overlap [189]. In contrast, the Vul_Count metric exhibits a weak negative correlation

with MTTR (-0.3) and MTTU (-0.4). Hence, we confirmed that MTTR and MTTU cannot be used as target

variables in the same model due to their strong correlation, since including both would introduce redundancy,

bias, and multicollinearity. Additionally, we also computed the Variance Inflation Factor (VIF) [178] for all

predictor variables to confirm multicollinearity. For the VIF computation, we did not find any feature that

exhibited a VIF score greater than 5, indicating no multicollinearity.

8.3 RQ1: Overall security posture and its security outcomes

In this section, we discuss our RQ1: Is higher adoption of security practices associated with measurable

improvements in security outcomes? Section 8.3.1 discusses the methodology of RQ1, and Section 8.3.2

discusses the results.

8.3.1 RQ1: Methodology

For RQ1, we evaluate the relationship between the aggregated Scorecard score of npm package repositories

and control variables as predictors, and security outcome metrics as the target variable. To visualize the

relationship between aggregated Scorecard scores and security outcomes, we first binned repositories by

aggregated Scorecard scores and analyzed mean security outcomes within each bin (Figure 8.3). Next, we

applied regression analysis to quantify the association of the aggregated Scorecard score with outcomes.

However, regression analysis does not establish causality. We implemented a Propensity Score Matching (PSM)

framework with caliper-based matching, covariate balance diagnostics, and segment-level analysis to estimate

the causal effect of security practice adoption on outcome metrics, controlling for project characteristics.
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Figure 8.3: Security Outcome Trends and npm Repository Distribution Across Aggregated Scorecard Score
Bins

Data Expolation

To visualize initial relationships, we binned repositories by aggregated Scorecard scores into five equal-width

bins and calculated mean security outcomes within each bin. The binning approach provides an intuitive

view of how security outcomes trend across different score ranges before applying statistical modeling.

Regression Model:

At this stage, we focus on interpreting how security outcomes change per unit change in the aggregated

Scorecard score (e.g., a coefficient of -0.1 implies a 10% decrease in the outcome for every one-unit increase

in aggregated Scorecard score). We selected Generalized Linear Models (GLMs) [152], given the non-normal

distribution of our dataset, and our target variables are count data. GLMs are explicitly designed for count

data and provide interpretable coefficients. Coefficients quantify the expected change in the target variable

for a unit increase in a predictor. To identify the best-fitting GLM, we systematically evaluated dataset

characteristics using standard diagnostic tests: overdispersion (variance <mean) and zero-inflation. We

began with Poisson Regression [103] as our baseline model and found significant overdispersion across all

outcomes, with zero-inflation present only in Vul_Count. We applied Negative Binomial (NB) Regression [105]

to address overdispersion and attempted Zero-Inflated Negative Binomial (ZINB) [194] for Vul_Count to

handle both issues simultaneously. However, ZINB models encountered numerical convergence failures with

precision loss warnings during maximum likelihood estimation. Therefore, we applied NB regression across

all outcomes, providing stable parameter estimation while adequately addressing overdispersion.

High vs. Low Aggregated Scorecard Scores: Comparing Similar Repositories

To move beyond correlational evidence and establish causality, we employed PSM to simulate experimental

conditions by comparing high and low-scoring repositories with similar project characteristics. PSM [19] is a

statistical technique that simulates the conditions of a randomized experiment by matching repositories with

similar characteristics but differing in their level of security practice adoption. Similar project characteristics

refer to repositories matched on the same covariates used as control variables in section 8.1.1.

Repositories are classified as “treated" if their aggregated scores fall within the top quartile, with the
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remaining projects serving as a control group. We tested multiple treatment thresholds (median, tertile,

quartile) and selected the top quartile (≥ 3 on a 1-10 scale) to ensure sufficient contrast between treatment

and control groups while maintaining adequate sample sizes. Using logistic regression on covariates that

influence both aggregated scores and security outcomes, we estimated each repository’s propensity score

(probability of having a high aggregated score given its characteristics), then matched treated and control

repositories with similar propensities. We then applied nearest-neighbor matching with a 0.1 standard

deviation caliper to pair treated and control repositories with similar propensities. We validated matching

quality using standardized mean differences (SMD) and calculated Average Treatment Effects (ATE) through

difference-in-means with bootstrap confidence intervals (CI) to quantify uncertainty. We complement this

analysis with NB on post-matched samples (containing only the matched treated and control repositories).

Table 8.3: Segment-specific ATEs and percentage impacts. Strongest tercile per variable shown.

Outcome Controls Segment ATE Impact

Vul_Count Contributors_CT Many -8.2 28.9%

Age Mature -11.0 42.2%

Commit Staleness Fresh -9.4 47.5%

Downloads High -9.3 35.9%

Size Large -8.4 27.7%

Dependency Medium-Dep -9.8 37.0%

MTTR Contributors_CT Many -350.1 41.7%

Age Mature -429.8 37.5%

Commit Staleness Fresh -244.8 37.3%

Downloads High -269.5 40.5%

Size Large -315.0 40.2%

Dependency Few -245.7 28.1%

MTTU Contributors_CT Many -87.2 19.1%

Age Mature -86.0 12.8%

Size Small 146.3 40.0%

Commit Staleness Stale 212.1 23.5%

Downloads Few 146.1 38.5%

Dependency High-Dep -81.0 20.6%

Impact Across Segments of Each Repository Characteristic

While our PSM analysis establishes an overall causal effect by controlling for repository characteristics, it

estimates one average treatment effect without examining how this effect varies across different repository

types. For instance, the security benefits of higher aggregated scores might be stronger for large reposito-

ries compared to small ones. To examine whether this effect differs in magnitude across different levels

of repository characteristics, we conducted post-hoc heterogeneity analyses on the matched sample. We

stratified the matched repositories into terciles based on each control variable using quantile-based binning
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and calculated segment-specific ATEs, comparing high and low scorecard scores within each segment. This

approach identifies which repository contexts benefit most from higher aggregated scores. We used bootstrap

CI to quantify uncertainty around segment-specific ATEs.

8.3.2 RQ1: Result

Data Exploration: Figure 8.3 shows a sharp decline in security outcomes (indicating improvement) as

aggregated Scorecard scores increase. The highest bin (7.3–9.1) reflects the top-scoring repositories, as no

project achieved a perfect score. However, the plot only reflects an overall trend and does not account for

confounding factors and associations.

Quantitative Confirmation: Table 8.5 confirms visual trends (Figure 8.3) through three analytical ap-

proaches: full-sample regression, PSM post-matched sample regression, and PSM causal analysis. The

columns show full-sample NB coefficients, post-matching NB coefficients, and post-matching ATEs with

95% confidence intervals. For Vul_Count, both full-sample (–0.20) and post-matching (–0.26) NB models

show negative coefficients, with ATE indicating 5.2 fewer vulnerabilities. MTTR demonstrates consistent

improvements: full-sample (–0.05), post-matching (–0.16), and ATE (–216.8 days). For MTTU, while the

full-sample model shows a positive coefficient (0.03), post-matching (–0.04) and ATE (–52.3 days) reveal faster

updates, suggesting confounding factors mask the relationship.

Repository Context-Dependent Effects: While our PSM analysis established overall causal effects, we

conducted segment-specific analyses to understand where these effects are strongest. Table 8.3 presents the

most pronounced effects within each repository characteristic, with the "Segment" column identifying the

specific subgroup and the "Impact" column quantifying percentage improvements relative to the control

baseline within that segment.

Across all segments, Vul_Count consistently shows positive security outcomes (i.e., negative ATE values),

with improvements ranging from 27.7% to 47.5%. The most substantial reductions in open vulnerabilities are

observed in mature repositories with fresh commit staleness (47.5% and 42.2%, respectively), indicating that

actively maintained and mature repositories with high aggregated scores tend to have fewer vulnerabilities.

Medium-dependency group repositories show the greatest vulnerability reduction, highlighting the effect of

dependency complexity. MTTR improvements are also observed across all segments. Mature repositories

have the largest absolute improvement (429.8 days faster), followed by those with many contributors (350.1

days). Repositories with fewer dependencies and fresh commit staleness show meaningful reductions as

well (-245.7 and -244.8 days). Then, repositories with higher download counts tend to have fewer Vul_-

Count and faster MTTR. MTTU reveals the most heterogeneous pattern, with some segments showing

improvements while others exhibit deterioration. Small repositories by size and download and repositories

with stale commit activity show increases in MTTU, suggesting that top quartile aggregated score repositories

that are small, less downloaded, or less active have slower dependency updates compared to low Scorecard

score repositories in the same segment category. Conversely, repositories with many contributors, mature

age, and high dependency counts demonstrate faster updates.

Summary of RQ1 Findings:

• Overall Effects: Higher aggregated Scorecard scores improve security outcomes, with repositories achieving

5.2 fewer vulnerabilities, 216.8 days faster MTTR, and 52.3 days faster MTTU.

• Repository Context Matters: The adoption of aggregated security practices improves security outcomes.
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The segment-specific analysis reveals nuanced patterns in how repository characteristics influence security

practice effectiveness.

• Organizational Capacity: Mature repositories with many contributors consistently show better outcomes,

suggesting that well-staffed and mature projects with high adoption of security practices benefit from

improved security outcomes.

• Project size, activity, and downloads: Project size, recent commit activity, and download volume are

associated with improvements in Vul_Count and MTTR. However, their absence creates challenges (i.e.,

smaller, inactive, or less-downloaded projects) and correlates with slower MTTU, highlighting how inactivity

and smaller projects with fewer downloads can hinder general updates.

• Dependency Complexity: Different dependency levels excel in different areas. Medium-dependency

projects have the fewest open vulnerabilities, likely balancing manageable complexity. Few-dependency

projects remediate issues fastest, benefiting from simpler, more transparent dependency trees. Large-

dependency projects excel at general updates, likely leveraging automation to manage scale effectively.

While selecting dependencies, organizations should prioritize mature, actively maintained large projects

with many contributors, fewer dependencies, and high downloaded packages, as our analysis showed that

such projects have fewer vulnerabilities and faster MTTR due to better security performance. Conversely,

smaller, inactive packages with fewer downloads require enhanced monitoring and proactive security

assessments to compensate for slower MTTU.

Table 8.4: R2, Security practice Importance Ranked and PSM Insights. Positive ATE indicates an increased
outcome (worse), negative ATE indicates a reduced outcome (better).

Outcome R2 for RF Ranked Security Practices PSM Effect (ATE direction)

Vul_-
Count

0.39 Contributors, Code Review, License, Pinned-
Dependencies, Branch Protection, CI-Tests,
Dependency-Update-Tool

Code Review (+), CI-Tests (mixed), Branch
Protection (+), Dependency-Update-Tool
(+), Others (-)

MTTR 0.50 Contributors, Code Review, License, CI-Tests,
Pinned-Dependencies

Code Review (+), Others (-)

MTTU 0.32 Contributors, License, Code Review, CI-Tests,
Pinned-Dependencies

Code Review(+), CI-Tests (mixed), Others
(-)

Table 8.5: Combined GLM and PSM analysis for RQ1

Outcome NB Coef NB Coef (PSM) PSM ATE (95% CI)

Vul_Count -0.20 -0.26 -5.2 [-5.7, -4.7]
MTTR -0.05 -0.16 -216.8 [-241.8,-193.2]
MTTU 0.03 -0.04 -52.3 [-60.2, -44.8]
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8.4 RQ2: Impact of individual security practices and outcomes

In this section, we discussed our RQ2: Which security practices are most strongly associated with security

outcomes? Section 8.4.1 discusses the methodology for RQ2, and Section 8.4.2 discusses the result.

8.4.1 RQ2: Methodology

For RQ2, we investigate the association between individual security practices and security outcomes. Unlike

RQ1, where we analyzed aggregated Scorecard scores as a predictor, for RQ2, we analyzed eleven security

practices as predictors after exclusion (Section 8.1.2 and 8.2.2) alongside six control variables. Due to the

large number of predictors, non-normal distribution, and non-linear relationships (Section 8.2), we selected

a tree-based regression model suited for handling complex, high-dimensional data. We also conducted

the feature importance ranked analysis to identify the security practices that most strongly contribute to

predicting security outcomes. We performed causal analysis to explore potential causal relationships since

regression and feature importance identify associations but do not establish causality.

Regression Model:

We employed Random Forest (RF) regression due to its robustness to non-linear relationships and ability

to handle high-dimensional data without overfitting. Following preprocessing (section 8.2.1), the dataset

was split into training (70%) and testing (30%) subsets using random sampling. The model was trained

on the training dataset using hyperparameters (n_estimators=100, random_state=42). To ensure robust

performance estimation and reduce bias, five-fold cross-validation was applied exclusively to the training

data, calculating R² scores(Table 8.4).

Security Practice Ranking

: Feature importance was quantified using Gini Importance, extracted directly from the trained Random

Forest model’s feature importances attribute, which measures each feature’s contribution to reducing node

impurity across all decision trees in the ensemble. Features were ranked by their grouped importance scores

using dense ranking methodology (method=‘dense’) within each dependent variable. Since the preprocessing

step decomposed high-missing features (CI-Tests, Pinned-Dependencies) into separate components, we

grouped all feature importance scores by their base security practice to provide more interpretable ranking

results. The method involved summing the decomposed components for CI-Tests and Pinned-Dependencies,

while non-decomposed features retained their individual importance scores. Using the ranked importance

scores of 11 practice metrics, we selected the top-performing security practices that collectively accounted for

approximately 80% of the cumulative feature importance across all three outcome metrics [96]. The approach

provides interpretable insights into which security practices have the strongest overall predictive power for

each outcome variable (Table 8.4).

High vs. Low Security Practice Scores: Comparing Similar Repositories

We conducted PSM analysis on the top-ranked security practices from Table 8.4. We focused on these

top practices because the remaining ones demonstrated negligible importance values while the selected
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top features collectively accounted for approximately 80% of the cumulative feature importance. However,

individual security practices exhibit extreme binary distributions, with most repositories scoring either 0

(not adopted) or 10 (fully implemented), creating an extreme class imbalance that violates PSM overlap

assumptions. Unlike aggregated Scorecard scores, which combine multiple practices to ensure nonzero

values, individual practices remain at their adoption extremes. To enable valid causal inference, we applied

balanced sampling to create sufficient propensity score overlap. Our PSM methodology employed a universal

threshold of 5.0, classifying repositories with scores above this threshold as treated units and those at or

below as control units. Following balanced sampling, after constructing balanced groups, we followed the

technique discussed in Section 8.3.1, where we used nearest-neighbor matching with a caliper adjustment

and computed ATE.

Unlike RQ1, where segmentation revealed how repository characteristics impact outcome, we could not

perform a similar analysis in RQ2 due to data imbalance (Section 8.4.1). The limited sample size in the PSM

analysis further constrained our ability to isolate project-specific influences on security outcome metrics.

8.4.2 RQ2: Result

Quantitative Confirmation: Table 8.4 summarizes our RQ2 findings, analyzing individual security practices’

relationships with security outcomes. Security practices collectively explain a moderate portion of variance

across outcomes: R²= 0.39 for Vul_Count , R²= 0.50 for MTTR, and R²= 0.32 for MTTU. The higher explanatory

power for MTTR suggests stronger relationships between security practices and MTTR compared to Vul_Count

or MTTU.

Important Security Practices: The analysis reveals consistent patterns across outcome metrics. Contrib-

utors emerge as the most influential factor across all three outcome metrics, followed by Code Review and

License practices. CI-Tests and Pinned-Dependencies consistently rank among the top practices. The rank-

ing pattern suggests that collaborative human factors (Contributors) and development workflow practices

(Code Review, CI-Tests) have an influential, measurable impact on security outcomes. Branch Protection

and Dependency Update Tool ranks among the top seven features required to reach the 80% cumulative

importance threshold for Vul_Count. In contrast, MTTR and MTTU reach the threshold with five features,

but including these two additional practices raises the cumulative importance to nearly 92% for MTTR and

MTTU, indicating these practices also have a stronger impact on the outcomes.

Impact of Security Practice: The PSM analysis reveals complex and counterintuitive relationships

between individual security practices and outcomes. Code Review consistently exhibits a positive ATE across

all three security outcomes, indicating associations with more vulnerabilities, slower MTTR, and MTTU. This

paradoxical finding aligns with CISA’s Secure by Design guidance [47], a rise in reported vulnerabilities can

reflect a healthy security posture due to code review and testing by the community. CI-Tests show a mixed

pattern: projects with pull-request (PR) infrastructure tend to have faster MTTR but also higher vulnerability

counts and slower MTTU, possibly due to added complexity from collaboration. However, projects with PR

infrastructure that also achieve high CI-Test scores consistently perform better across all security metrics. The

finding suggests that PR workflows alone are insufficient; security benefits arise when effective CI practices

are fully implemented. Beyond Code Review and CI-Tests, other practices show more intuitive associations.

Contributors, License, and Pinned Dependencies are associated with negative ATEs, suggesting improved

outcomes if adopted by repositories. For Vul_Count, the Branch Protection and Dependency Update Tool
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shows positive ATEs, suggesting these practices enhance vulnerability detection capabilities.

Our analysis shows that Contributors, Code Review, License, CI-Tests, and Pinned-Dependencies are the

most influential security practices across all outcome metrics. While adoption of Code Review practice

shows positive associations with more vulnerabilities and slower MTTR and MTTU, Contributors, License,

and Pinned Dependencies demonstrate negative ATEs, indicating improved security outcomes. CI-Tests

show mixed effects depending on CI-test adoption.

8.5 Discussion

The section discusses the research implications (section 8.5.1) and explores the threat to the validity (section

8.5.4) of our study.

8.5.1 Research Implication

Defining and validating security outcome metrics is challenging; our work represents a step toward advanc-

ing that goal. Our study provides actionable insights for practitioners, policymakers, and researchers by

investigating measurable security outcome metrics to assess the effectiveness of security practices.

Holistic security practice adoption:. RQ1 demonstrates that aggregated scores consistently improve

security outcomes, while RQ2 reveals context-dependent and sometimes counterintuitive effects of individual

practices. Our findings suggest that comprehensive security practice adoptions are more effective than isolated

measures, as coordinated practices generate synergistic effects that individual actions alone cannot achieve.

Context-Aware Adoption: The impact of security practice on security outcomes varies by project charac-

teristics, requiring tailored strategies. While selecting dependencies, organizations should prioritize mature,

actively maintained large projects with large contributors, fewer dependencies, and high downloaded pack-

ages, as our analysis showed that projects have fewer vulnerabilities and faster MTTR due to better security

performance. Conversely, smaller or inactive packages with fewer downloads require enhanced monitoring

and proactive security assessments to compensate for slower MTTU.

Strategic Practice Prioritization: Despite individual variability, Code Review, CI-Tests, License, Contribu-

tors, and Pinned Dependencies consistently demonstrate high feature importance across security outcomes.

Our findings suggest that practitioners can adopt these empirically validated practices within their workflow,

while recognizing that practices like Code Review, CI-test positive association reflect enhanced detection

capabilities rather than security degradation. To ensure that security practice adoption is yielding tangible

benefits, teams should regularly monitor outcome metrics. Continuous tracking of these indicators enables

practitioners to assess the effectiveness of implemented practices and iteratively refine their security strategies

based on empirical feedback.

Evidence-Based Policy Development: The quantified relationships between security practices and secu-

rity outcomes provide empirical evidence for security frameworks and regulations. Policymakers can leverage

these findings to develop guidelines that promote frameworks emphasizing coordinated, measurable practice

adoption rather than checklist-based compliance. By aligning regulatory efforts with empirically supported

metrics, policy can more effectively incentivize secure development behaviors across the software ecosystem.
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8.5.2 Lesson Learned: Automation Challenges and Tooling Limitations

Figure 8.1 illustrates the adoption of individual security practices across the npm ecosystem, as visible

npm packages have yet to adopt software security practices widely. However, ecosystem-wide automated

measurement is also constrained by tool limitations and incomplete metric coverage, which can obscure

the true extent of practice adoption. The section outlines the key challenges we encountered during our

study, highlighting the limitations of automated security measurement and the complexities of interpreting

Scorecard results at scale.

Metrics Detection Challenge: Although the dataset contains over 145k repositories, not all metrics are

scored equally. For instance, Packaging and Signed-release show scores of 10 for only 3,692 and 3,426 reposito-

ries (Figure 8.1), respectively, due to the tool’s reliance on GitHub workflows. The scorecard does not capture

all packaging ecosystems, primarily because it lacks awareness of every possible packaging workflow or the

capability to measure them comprehensively at this stage. Hence, the remaining repositories ( 97%) receive a

score of -1, signaling inconclusive evidence rather than serving as a penalty. Many developers use GitHub

mainly for source code [272], while actual package releases—signed or unsigned are handled in ecosystems.

To tackle the gap would require Scorecard to integrate with external registries or for developers to mirror

signed releases on GitHub, which can introduce overhead and may not scale well across teams. Similarly,

SAST and Fuzzing metrics achieve a score of 0 across most repositories (Figure 8.1), not because the practices

are not adopted at all, but because Scorecard only detects a limited set of predefined tools and configurations.

For instance, SAST yields a positive score only if one of three specific tools is identified; otherwise, repositories

receive a zero, even if another valid tool is used. The limitation leads to skewed distributions that hinder

meaningful comparisons across repositories. These limitations highlight a broader challenge: the absence of

industry consensus on tooling and the lack of interoperability between platforms. Although Scorecard offers

guidelines, the lack of standardized tooling and cross-platform interoperability hampers effective detection.

Without shared conventions, automation remains brittle and incomplete, limiting the usefulness of these

metrics and increasing the cost and complexity of enhancing tool support.

Measurement Inconsistency: Many Scorecard metrics rely on binary heuristics, yielding either a perfect

score of 10 or a 0, which results in skewed and extreme score distributions. For instance, the Binary-Artifacts

check deducts one point per binary file, reaching zero after ten, without inspecting their content. While binary

artifacts can introduce risk, such as the potential injection of malicious, non-reviewable code, the checks

do not inspect the content of these binaries. The metric treats all binaries equally, regardless of purpose,

leading to misleading risk signals, especially when binaries are used legitimately for testing or builds in many

repositories. Without contextual analysis, the check offers limited insight and may misrepresent the security

posture.

Similarly, the Code-Review metric scores repositories based on whether recent commits were reviewed by

someone other than the committer. Automated reviews and bot approvals are excluded. This penalizes single-

maintainer projects, which inherently cannot satisfy the “different merger and committer” rule, even if there is

a possibility that changes are manually vetted. Only 2% of repositories have received a score of 10 (Figure 8.1),

not because review is absent in the remaining repositories, but due to strict heuristics. Furthermore, these

reviews are not assessed for quality or security issues; rather, the presence of a code review is equated with

effectiveness, which may not hold in practice. Then, the license metric checks for a valid license from a

predefined list of licenses, but this assessment is not inherently linked to software security. Determining

license compatibility is more of a software engineering and legal practice than a security-relevant evaluation
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since the tool does not assess whether the license is safe to use from a security perspective. Our findings

reflect a broader issue in automated measurement: oversimplified rules that can overlook real-world software

development practices. Hence, contextual awareness or flexibility matters, as rigid checks can misrepresent

open-source projects’ true security posture and limit the resulting metrics’ actionable value.

Inconsistency Across Data Sources: Another challenge appeared during data acquisition when we com-

pared Scorecard results obtained via BigQuery with those generated by running Scorecard directly on reposi-

tories. In the BigQuery dataset, many repositories received a score of 10 for the Vulnerabilities check, indi-

cating no known vulnerabilities (Figure 8.1). However, running Scorecard locally on the same repositories

simultaneously revealed that several repositories had vulnerabilities, contradicting the BigQuery results.

The discrepancy highlights that the choice of data source and extraction method can impact the accuracy,

completeness, and reliability of reported security scores.

Measuring Security Outcomes: We encountered several challenges in measuring security outcomes

during the study. While we collected MTTU data for 145,817 packages, MTTR was available for only 22,412

(15%). MTTR is challenging to compute at scale because it depends on a specific sequence of observable

events: the existence of a known vulnerability in an upstream dependency, the availability of an upstream

fix, and the subsequent adoption of that fix by the dependent package. For the Vul_Count metric, only 49%

of the packages had any publicly linked vulnerability data. In many cases, vulnerabilities may have been

silently patched or never disclosed [61, 133, 265, 253, 153, 199]. In such cases, silently fixed vulnerability data

are often inaccessible because the vulnerabilities were never publicly reported, which limits the reliability

of Vul_Count as a comprehensive indicator of security posture. We tried to overcome these challenges by

investigating temporal software metrics, MTTU, as a security outcome metric. Our finding shows that MTTU

exhibits trends similar to Vul_Count and MTTR, making it a potential proxy metric when vulnerability and

MTTR data are unavailable.

Additionally, the multivariate and time-dependent nature of the secure development practices makes

it challenging to establish direct links to security outcomes. Understanding whether a practice leads to

better security requires tracking when the practice was adopted, when the vulnerability was introduced,

and when it was fixed. However, accessing such data is often challenging; for instance, for many metrics,

Scorecard metrics only reflect activity from the past 90 days, making it difficult to assess historical practice

implementation or its long-term impact. To more reliably assess the relationship between security practices

and outcomes, future work should consider a controlled, long-term study that aligns timestamps of security

practice implementation with vulnerability events. Such longitudinal tracking can help us draw more definitive

conclusions about the effectiveness of secure development practices.

8.5.3 Future Work

Our findings highlight the need to better understand the temporal feedback loop between security practices

and outcomes. As projects adopt more practices, they may initially report more vulnerabilities and delays in

dependency updates and fixing vulnerabilities due to improved detection rather than increased risk. The

complexity calls for longitudinal studies that track how individual and aggregated practices affect security

outcome metrics. For researchers, future work should model these dynamics in the context of project maturity,

contributor activity, and development cycles to clarify whether observed security trends reflect degradation

or deliberate, ongoing improvement. A comprehensive understanding of security outcome metrics is an open
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research challenge; therefore, researchers should explore new security outcome metrics beyond those used

in this study.

8.5.4 Threat to Validity

Our regression and causal analyses provide evidence supporting associations and causality between ag-

gregated Scorecard scores, security practices, and security outcomes within our dataset. However, several

inherent biases in our dataset must be acknowledged. First, our analyses are based on snapshot data capturing

repository Scorecard metric scores and characteristics at a single point in time, lacking temporal granularity.

Without longitudinal or time-series analysis, uncertainty remains about whether changes in security practices

precede or directly influence observed security outcomes, thereby limiting the generalizability of our findings

beyond our dataset. Second, selection bias may be present, as repositories adopting security practices could

differ in unmeasured factors such as organizational policies, economic incentives, developer motivations, or

project complexity. Although PSM mitigates confounding through observed covariates, unobserved variables

may still influence both practices and outcomes.

Apart from that, our dataset exhibits other imbalances, as repositories have security practice scores of

either 0, or -1, reflecting the limited adoption of these practices across the npm ecosystem. The real-world

imbalance, characterized by the few repositories that adopt security practices, may introduce bias into

our models, potentially skewing predictions or causal estimations. However, this imbalance highlights a

widespread lack of security practice adoption among npm repositories. Hence, the imbalance reflects the

actual state of adoption rather than a methodological flaw, highlighting the need for targeted interventions to

increase the adoption of security practices among npm repositories. At the same time, the metric collection

also needs improvement, a team may be following a practice, but evidence of that practice may not be

captured in the automated metrics.

8.6 Related Work

This section highlights prior related studies, existing security guidelines, frameworks, and security outcome

metrics. Prior studies [274, 226] have utilized OpenSSF Scorecard metrics alongside vulnerability count

data to understand the relationship between security practices and security outcome metrics. Zahan et

al. [274] analyzed 2,422 PyPI and npm packages and found a positive association between Scorecard metrics

and vulnerability counts at the package level, but with low explanatory power (R 2 < 12%). They attributed

this to limited dataset size, sparse vulnerability data at the package level, and missing control variables.

Sonatype [226] used a random forest classifier to predict vulnerable repositories based on Scorecard metrics

and project attributes. However, binary classification limits understanding of the strength and direction

of relationships between practices and outcomes. In contrast, our study employs regression and causal

analysis to quantify associations, uses a larger, more representative dataset of 145,817 npm packages, incor-

porates project-level outcome metrics, and controls for key project characteristics to improve validity and

generalizability.

Security Practice Frameworks: Executive Order (EO) 14028 emphasized adopting security practices to

improve software security. To align with the EO, government agencies and industry experts have introduced

various software supply chain security frameworks to enhance software supply chain security. These include
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the Software Component Verification Standard (SCVS) by OWASP [177], the Building Security In Maturity

Model (BSIMM) [31], the CNCF Technical Advisory Group (TAG) recommendations [75], Supply Chain Levels

for Software Artifacts (SLSA) [217], NIST Secure Software Development Framework (SSDF) [230], the Open

Source Software (OSS) Secure Supply Chain (SSC) Framework by Microsoft [140], NIST’s Cybersecurity Supply

Chain Risk Management Practices [158], the CISA Secure Software Development Attestation Form [42] and

OpenSSF Scorecard [206]. The Proactive Software Supply Chain Risk Management (P-SSCRM) [263] released

in 2024, results from the study of real-world software supply chain risk management initiatives and the

union of the 73 security practices in ten government and industry documents (standards and frameworks)

mentioned above. In 2025, EO 14144 [237]was issued, emphasizing the need for NIST to evaluate common

cyber practices and security outcomes across industry sectors.

Security Outcome Metrics:Various metrics can assess the effectiveness of security practices by track-

ing security performance over time, generally categorized as threat-oriented, asset/impact-oriented, and

vulnerability-oriented [155, 156]. While threat- and asset/impact-oriented metrics offer valuable insights,

they are difficult to quantify at scale due to reliance on real-time threat intelligence and complex impact

assessments. In contrast, vulnerability-oriented metrics are more accessible and relevant to software security.

Among them, severity-based metrics (e.g., CVSS) face challenges such as scoring inconsistencies and reliance

on exploitability data [180]. Temporal vulnerability metrics, such as vulnerability count, time to detect, time

to repair and time to remediate, are widely used to evaluate security [148, 202, 41, 147]. Morrison et al. [147]

conducted a systematic mapping study on software security metrics to evaluate the security properties of

software and found that the most cited and most used metric is the vulnerability count (vulnerability metric).

Davidson [51] studied the time to close bug/vulnerability’ (a form of mean time to repair) as a security metric

and measured its effectiveness. Beres et al. [23] studied the window of exposure (vulnerability metric), which

is the length of the interval of time needed by the security team to remediate a vulnerability once it has

been disclosed. However, the scarcity of reported vulnerabilities, compounded by silently fixed issues, limits

their reliability in assessing security outcomes [15, 61]. To address these limitations, prior work suggests

alternative metrics, such as fault prediction models [212]. Additionally, in software reliability, MTTR and

MTTU have long been used to measure system resilience and maintenance efficiency [88, 33]. While MTTR

is often employed in security contexts [179, 182, 228], its reliance on reported vulnerabilities restricts its

applicability. MTTU, by focusing on dependency updates, offers broader coverage but remains constrained

by proprietary measurement methods [44].

8.7 Conclusion

In this study, we investigated how the aggregate Scorecard score and Scorecard security practices metrics

impact security outcome metrics. Our regression model and causal analysis reveal that higher aggregated

Scorecard scores are associated with fewer vulnerabilities, shorter MTTR, and shorter MTTU. However, while

regression models and causal analysis indicate better outcomes, our segment analysis to understand the

impact of project characteristics suggests that factors beyond security practice adoption, such as project

maintainability, resource availability, and dependency complexity, influence security outcomes. Feature

ranking highlights Code Review, Contributors, License, CI-Tests, and Pinned Dependencies as top security

practices associated with security outcomes, though their associations with security outcomes vary in direc-

tion. Additionally, MTTU exhibits trends similar to vulnerability count and MTTR, making it a potential proxy

109



metric when vulnerability and MTTR data are unavailable. Future work should incorporate longitudinal data

and additional security outcome metrics to further refine our understanding of how security practices impact

software security over time.
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CHAPTER

9

CONCLUSIONS

This chapter concludes the thesis, presenting a summary of the primary findings. The chapter also discusses

the challenges encountered during the research of OSS supply chain security. Lastly, the chapter outlines

prospective future directions in this research area.

9.1 Key Results

The dissertation presents an empirical investigation into SSC security, with a particular focus on dependency

security, analyzed along two key dimensions: security practices and security outcomes. To evaluate the

adoption and effectiveness of security practices, the work explores (1) identifying weak links in software

dependencies to prevent account takeover and dependency hijacking; (2) an automated code-review workflow

to detect malicious dependencies using large language models (LLMs); and (3) understanding the trends in

the adoption of recommended security practices within the open-source ecosystem. On the outcomes side,

the dissertation introduces and evaluates quantifiable security outcome metrics, including (1) the number

of reported unfixed vulnerabilities in a package and its dependency graph; (2) the mean time to remediate

(MTTR) vulnerable dependencies; and (3) the mean time to update (MTTU) dependencies. At the end, we also

looked into quantifying the effectiveness of security practices through these outcome metrics, establishing

empirically grounded links between what developers do and how secure their software becomes.

The identification of “weak link signals” was published in a conference paper [275], where we explored

package metadata that makes packages or maintainers vulnerable to account takeover and dependency

hijacking. Although we conducted the study on the npm ecosystem, the data-driven attacker-perspective

analysis provided technology-agnostic, data-driven metrics that were later adopted by different ecosystems.

The practical relevance of these findings has since influenced both platform-level policy and tool development.
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Major ecosystems, including npm and GitHub, enforced two-factor authentication on developers’ accounts

to prevent account takeover attacks. Additionally, tools such as Socket, packj, GuardDog, and SDC-Check

integrated the proposed metrics into their automated security checks, demonstrating the direct impact of

this research on ecosystem-wide SSC defenses.

The second major contribution of this thesis was an automated code-review workflow to detect malicious

dependencies using large language models (LLMs), which led to the publication of two conference papers [271,

270]. By constructing a malicious-specific benchmark and introducing novel prompt engineering strategies,

the study demonstrated that LLMs can serve as effective agents for assisting in automated code review,

achieving low false-positive rates. The MalwareBench dataset [271] from this study has been adopted by

leading industry organizations, including Microsoft, Datadog, Chainguard, Fortinet, and Socket, as well as by

over 50 academic research efforts, highlighting its broad applicability across both industry and academia.

The automated code-review workflow [270], initially developed for the npm ecosystem in this study, is now

being adapted and implemented across multiple ecosystems by Socket.

The third and most comprehensive study explored how the adoption of security practices impacts security

outcomes. The research began with two studies examining ecosystem-wide security practice adoption trends

and their impact on package vulnerability counts as security outcomes, published in a magazine [272],

and a conference paper [274]. Building on these, our final study investigates 17 security practices and their

relationship to three security outcome metrics, aligning with the recent shift in policy from checklist-based

to outcome-based evaluation (e.g., U.S. EO 14144 [237]). While prior work [274] revealed limitations in

using reported vulnerability counts due to insufficient data, our final study addresses this gap by utilizing

comprehensive vulnerability data from both package code and complete dependency trees. We also introduce

well-known metrics like MTTR and MTTU as novel security outcome indicators and demonstrate their

effectiveness as proxies when traditional vulnerability metrics are unavailable. The insights from this study

will enable practitioners to assess whether development practices improve security over time and provide

policymakers with empirically grounded metrics for regulatory frameworks.

In conclusion, this thesis makes novel contributions to SSC security by conducting comprehensive

investigations into both security practices and outcome metrics. The research advances the state of the art by

introducing novel metrics like expired domain, automated techniques for detecting malicious dependencies

using LLM, and empirically evaluating the relationship between security practice adoption and measurable

security outcomes. Our contributions demonstrate that higher aggregated security practice adoption leads to

better security outcomes, providing evidence-based foundations for both practitioners seeking to improve

their security posture and policymakers developing outcome-focused regulatory frameworks. However, the

challenge of establishing reliable and standardized security metrics at scale remains complex, requiring

continued empirical research and cross-sector collaboration to reach industry consensus on what defines

effective security practices and meaningful outcome measures. As the SSC landscape continues to evolve, it

is important to advance our empirical understanding of the measurement of security practice and security

outcome metrics and their effectiveness. The work presented in this thesis represents a step forward in

this ongoing endeavor, and the methodologies developed and insights gained provide directions for future

research in this domain of SSC security.
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9.2 Reflection of OSS Supply Chain Security Research

This section outlines the challenges encountered during our study, highlighting the challenges of measuring

security metrics in SSC research. The complexity of SSC security metrics measurement stems from the multi-

faceted nature of modern software ecosystems, involving diverse platforms, toolchains, and development

practices across numerous stakeholders with varying roles and privileges. This socio-technical complexity

transcends purely technological boundaries, encompassing management practices, team dynamics, and

user interactions that resist standardized measurement approaches. The inherent diversity of development

workflows, dependency management strategies, and security implementations across different platforms

makes it difficult for research and automated measurement tools, which often rely on narrow heuristics that

fail to capture the full spectrum of legitimate security practices.

One of the primary challenges in malicious dependency detection research is the limited availability of

labeled malicious samples. While recent works have constructed malicious datasets [165, 60, 97, 124], these

studies typically lack neutral package data, limiting insights into ecosystem-wide good and bad code charac-

teristics. Although we addressed this gap by constructing the MalwareBench dataset [271]with both malicious

and neutral packages, all existing research datasets represent only a small fraction of real-world malicious

samples due to systematic standard removal practices. Package repositories routinely remove malicious

packages and replace original metadata with dummy entries, leaving researchers with access to only limited

samples from deprecated mirrors, internet archives, community reports, and public research repositories.

However, the 2024 SSC Report reveals that over 700k malicious packages have been proactively identified

since 2019 [229], and these samples remain inaccessible to researchers. While this protective approach is

beneficial since it effectively prevents downstream users from inadvertent exposure to malicious code, it

simultaneously limits research opportunities that could enhance community-wide security. Controlled access

to these malicious examples could provide valuable insights, including technical implementation details

of malicious behaviors, identification of dominant attack patterns, analysis of temporal evolution in attack

sophistication, and documentation of emerging new attack techniques. Such research contributions would

not only enable users to recognize known malicious patterns but also accelerate the development of more

sophisticated detection methodologies. Additionally, AI-based approaches for detecting malicious packages

are gaining popularity due to their promising initial results. However, these methods face a fundamental

limitation: models are often trained and evaluated on known, relatively simple malicious samples, as also

mentioned in our study [270]. In the absence of diverse examples, including obfuscated, mutated, or more

sophisticated variants, existing malicious techniques will struggle to generalize effectively to real-world

threats.

Another core challenge in SSC research lies in the inherent complexity of measuring security metrics

at scale across diverse platforms. Automated tools like Scorecard ace fundamental constraints in detection

accuracy and scope, often relying on rigid heuristics or platform-specific workflows that systematically

underrepresent legitimate security practices falling outside predefined parameters. Our analysis in Chapters

6–8 discusses limitations in tools like OpenSSF Scorecard, particularly regarding coverage, consistency, and

interoperability. For example, Scorecard often assigns zero scores to practices such as static analysis or

fuzzing, not because these practices were never adopted, but because the tool only recognizes a narrow

set of predefined tools, failing to detect custom implementations or other tools. We also identify a lack of

interoperability between GitHub and package registries: package metadata (e.g., dependency lists or package
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URLs) may diverge from GitHub records, especially when one repository hosts multiple packages from

different registries. The disconnect hinders accurate attribution of development practices and contributor

activity for individual packages. Furthermore, Scorecard’s reliance on GitHub-centric indicators introduces

bias, disadvantaging projects that use alternative platforms. Software is not merely a technical artifact, but

a product of human decisions, team dynamics, and evolving context [110]. Practices such as code review,

CI/CD integration, and dependency management are deeply embedded in collaborative and socio-technical

workflows that resist simple checklist-based evaluation. Thus, metrics designed without considering these

dimensions risk producing incomplete or misleading evaluations.

From our study of MTTU and MTTR metrics in Chapter 8 and also from [189], we have learned the

complexity of dependency resolution that further compounds these measurement challenges. The non-

deterministic nature of dependency graphs, where a single package can yield millions of valid configurations,

makes establishing consistent dependency views difficult. Dynamic ecosystem states, including evolving

package versions and build environments, may lead each build to produce different dependency footprints,

undermining reproducibility and complicating security metrics measurement. Cross-platform inconsisten-

cies in naming conventions, versioning schemes, and resolution algorithms fragment the measurement

landscape and hinder comparative analysis. To ensure reproducible research, researchers need to have access

to standardized dependency snapshots at specific time points and use deterministic resolution algorithms to

eliminate temporal and environmental variations.

These challenges open research opportunities to broader issues in automated security assessment: the

need for standardized frameworks, improved tooling, and research to enable reproducible dependency track-

ing and standardized measurement approaches accounting for context-dependent security implementations.

Future research should prioritize developing unified metadata standards and tools capable of reconstructing

precise historical dependency graphs while refining existing detection capabilities to capture broader practice

spectrums and integrate predictive models. To make meaningful progress, the field requires both sustained

empirical research and greater industry coordination to establish shared standards that support security

metric evaluation across diverse software ecosystems and characterize complex systems more holistically.

9.3 Future Work

We now discuss possible future research prospects of this thesis in the field of OSS supply chain security.

As the 2024 Sonatype research reported, over 700,000 malicious packages have been identified since 2019.

However, the impact of such a large-scale attack frequency is still undetermined. Using the dataset from

Chapter 5, we found that while 99% of malicious packages had limited reach (less than 10k downloads), one

package alone amassed 11.7 billion downloads and over 7,000 dependents, revealing the outsized impact

of a few widely adopted packages. Future work should develop frameworks for quantifying attack impact,

incorporating dependency depth, affected users, and downstream propagation patterns, while examining

whether high-impact malicious packages exhibit different characteristics than low-impact ones. Longitudinal

studies tracking attack evolution could reveal how attackers adapt distribution strategies in response to

detection mechanisms, informing more effective early detection and mitigation approaches.

Building on the empirical bases found in this thesis, future research should expand the security practice-

outcome validation framework to encompass emerging different security frameworks and enterprise-grade

projects under test. In Chapter 8, we found evidence that the characteristics of repositories influence the
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effectiveness of security practices. A promising direction might involve investigating how security prac-

tice adoption differs between enterprise-grade repositories and small open-source packages, integrating

additional frameworks such as SLSA, Macaron, Sigstore, in-toto, and enhanced OpenSSF Scorecard imple-

mentations. This research would collect comprehensive metrics, including SLSA compliance levels, SBOM

generation practices, and cryptographic signing adoption, while building upon vulnerability counting, MTTU,

and MTTR metrics as security outcomes. Furthermore, a comprehensive understanding of security outcome

metrics remains an open research challenge. Metrics such as severity-based vulnerabilities, threat-centric

indicators, and asset- or impact-focused measures warrant deeper investigation as meaningful security

outcome metrics. Our findings also highlight the need to better understand the temporal feedback loop

between security practices and outcomes, as projects adopting new practices (e.g., implementation of SAST/-

Fuzzing) may initially report more vulnerabilities due to improved detection rather than increased risk. Such

complexity calls for longitudinal studies tracking how practices affect security outcomes in the context of

project maturity and development cycles, clarifying whether observed trends reflect degradation or deliberate

improvement. While evaluating different frameworks and metrics is a valuable research direction, future

work should also address practitioner adoption barriers through mixed-methods approaches, combining

quantitative analysis of these frameworks with qualitative studies that explore usability challenges and real-

world implementation constraints. Additionally, future research should investigate whether improvements

in internal security outcomes correlate with incident frequency and severity at the user end, specifically,

whether faster response times (MTTR/MTTU) or lower vulnerability counts correlate with fewer high-impact

incidents. Establishing such correlations would represent another step toward measuring security outcomes.

In the context of SSC security, Software Bills of Materials (SBOMs) are gaining increased attention, particu-

larly due to regulatory momentum such as the U.S. Executive Order 14028 [238]. SBOMs provide transparency

into a software component’s composition. However, current SBOM generation tools often struggle with accu-

racy [273], which undermines the reliability of dependency-based security metrics. Future research should

focus on improving the completeness and precision of SBOMs to enable more accurate tracking across entire

dependency trees. Additionally, extending SBOM formats to include security-relevant metadata such as install

scripts, expired domains,security-sensitive API calls, and others can provide richer context for automated

detection and help resolve ecosystem-specific inconsistencies. Incorporating standardized documentation of

security practices into SBOMs would further support context-aware, cross-platform measurement of security

adoption, enhancing both the evaluative power and practical utility of SBOMs in SSC research and policy.
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