ABSTRACT

WANG, YONGHONG. Evidence-Based Trust in Distributed Agent Systems. (Under the
direction of Professor Munindar P. Singh).

Trust is a crucial basis for interactions among parties in large, open distributed
systems. Yet, the scale and dynamism of such systems make it infeasible for each party
to have a direct basis for trusting another party. For this reason, the participants in an
open system must share information about trust. Traditional models of trust employ simple
heuristics and ad hoc formulas, without adequate mathematical justification. These models
fail to properly address the challenges of combining trust from conflicting sources, dealing
with malicious agents, and updating trust.

This dissertation understands an agent Alice’s trust in an agent Bob in terms of
Alice’s certainty in her belief that Bob is trustworthy. Unlike previous approaches, this
dissertation formulates certainty in terms of a statistical measure defined over a probability
distribution of the probability of positive outcomes.

Specifically this dissertation makes the following contributions. It

e Develops a mathematically well-formulated approach for an evidence-based account
of trust; proves desirable properties of certainty; and establishes a bijection between

evidence and trust.

e Defines a concatenation, an aggregation, and a selection operator to propagate trust,

and proves desirable properties of these operators.
e Develops trust update mechanisms and formally analyzes their properties.

e Extends the definition of certainty from binary events to multivalued events. Es-
tablishes a bijection between Dempster-Shafer belief space and evidence space, and
defines a novel combination operator, which is commutative and associative. In con-
trast with traditional combination operators, which ignore conflict and sometimes

yield counterintuitive results, the proposed operator treats conflict naturally.
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Chapter 1

Introduction

1.1 Trust and Autonomous Agent Systems

Trust is a broad concept with many connotations. We concentrate on trust as it
relates to beliefs and not, for example, to emotions. We study trust that involves settings
wherein independent (i.e., autonomous and adaptive) parties interact with one another, and
each party may choose with whom to interact based on how much trust it places in the
other. Examples of such applications are social networks and webs of information sources.
We can cast each party as providing and seeking services, and the problem as one of service
selection in a distributed environment.

The currently dominant computer science approaches for trust emphasize identity
and generally take a qualitative stance in determining if a party is to be deemed trustworthy
or not. Let us briefly consider the pros and cons of the existing approaches in broad terms.

(Chapter 7 discusses the relevant literature in some detail.)

e [dentity. Traditional approaches address trust primarily with respect to identity.
A party attempts to establish its trustworthiness to another party by presenting a
certificate. The certificate is typically obtained from a certificate authority or (as in
PKI, the Public Key Infrastructure) from another party. The presumption is that the
certificate issuer would have performed some offline verification. The best case for
such an engagement is that a party truly has the identity that it professes to have.

Establishing identity is, of course, central to enabling trust.

However, identity by itself is inadequate for the problems we discuss here. In particu-



lar, identity does not yield a basis for determining if a given party will serve a desired
purpose appropriately. For example, if Amazon presents a valid certificate obtained
from Verisign, the most it means is that the presenter of the certificate is indeed
Amazon. The certificate does not mean that Alice would have a pleasant shopping
experience at Amazon. After all, Verisign’s certificate is not based upon any relevant
experience: simply put, the certificate does not mean that Verisign purchased goods
from Amazon and had a pleasant experience. From the traditional standpoint, this
example might sound outlandish, but ultimately if trust is to mean that one party
can place its plans in the hands of another, the expected experience is no less relevant

than the identity of the provider.

e All or none. Traditional approaches model trust qualitatively. This is based on an
intuition of hard security. If one cannot definitely determine that a particular party

has the stated identity, then that is sufficient reason not to deal with it at all.

Yet in many cases, requiring an all-or-none decision about trust can be too much
to ask for, especially when we think not of identity but more broadly of whether a
given party would support one’s plans. When we factor in the complexity of the real
world and the task to be performed, virtually no one would be able to make a hard
guarantee about success. Following the above example, it would be impossible for
Bob to guarantee that he will get Alice to the airport on time, recommend only the

perfect movies, or introduce her to none other than her potential soul mate.

Approaches based on reputation management seek to address this challenge. They
usually accommodate shades of trust numerically based on ratings acquired from
users. However, these approaches are typically formulated in a heuristic, somewhat
ad hoc manner. The meaning assigned to the aggregated ratings is not clear from a

probabilistic (or some other mathematical) standpoint.

A key intuition about trust as it is applied in the autonomous and adaptive settings
is that it reflects the trusting party’s belief that the trusted party will support its plans
[Castelfranchi and Falcone, 1998]. For example, if Alice trusts Bob to get her to the airport,
then this means that Alice is putting part of her plans in Bob’s hands. In other words, Alice
believes that there will be a good outcome from Bob providing her with the specific service.

In a social setting, a similar question would be whether Alice trusts Bob to give her a



recommendation to a movie that she will enjoy watching, or whether Alice trusts Bob to
introduce her to a new friend, Charlie, with whom she will have pleasant interactions. In
scientific computing on the cloud, Alice may trust a service provider such as Dell that she
will receive adequate compute resources.

We take the view that a quantitative account of trust that considers the interac-
tions among parties is crucial for supporting the above kinds of applications. For rational
agents, trust in a party should be based substantially on evidence consisting of positive and
negative experiences with it. This evidence can be collected by an agent locally or via a rep-
utation agency [Maximilien, 2004] or by following a referral protocol [Sen and Sajja, 2002].
In such cases, the evidence may be implicit in the trust reports obtained that somehow
summarize the evidence being shared.

A common way to estimate trustworthiness is to evaluate the probability of the
number of good services provided in the past. However, a traditional probability representa-
tion cannot distinguish between getting one good service from two interactions, and getting
100 good services from 200 interactions. As a result, modern trust models define trust in
terms of both probability and certainty [Gémez et al., 2007, Harbers et al., 2007, Zacharia
and Maes, 2000, Teacy et al., 2006]. The certainty is a measure of the confidence that an
agent may place in the trust information. Computing the certainty can help an agent filter
out those for whom it has insufficient information even if nominally the probability of a
good outcome is high. In general, the certainty of a trust value should (a) increase as the
amount of information increases with a fixed probability, and (b) decrease as the number
of conflicts increases with a fixed total number of experiences.

We develop a mathematically well-formulated evidence-based approach for trust
that supports the following four crucial requirements, which arise in multiagent systems
applied in important settings such as electronic commerce or information fusion.

Evidence-based. How to model trust based on evidence so that it increases
as the amount of information increases with a fixed probability, and de-

creases as the number of conflicts increases with a fixed total number of
experiences.

Dynamism. Practical agent systems face the challenge that trust evolves over
time. This may happen because additional information is obtained, the
parties alter their behavior, or the needs of the rating party change. An
update mechanism is required to update the trust assessments based on
new information.



Composition. It is clear that trust cannot be trivially propagated. For ex-
ample, Alice may trust Bob who trusts Charlie, but Alice may not trust
Charlie. However, as a practical matter, a party would not have the oppor-
tunity or be able to expend the cost, e.g., in money or time, to obtain direct
experiences with every other party. This is the reason that a multiagent
approach—wherein agents exchange trust reports—is plausible. Conse-
quently, we need a way to combine trust reports that cannot themselves be
perfectly trusted, possibly because of the source of such reports or the way
in which they are obtained. And we need to accommodate the requirement
that trust is weakened when propagated through such chains.

Conflict. Trust reports can’t be trivially combined either. For example, Bob
and Alice may have totally contradictory opinions about the services that
Dell provides. So trust combination should handle conflict of trust from
different sources.

1.2 Combination Rules and Dempster-Shafer Theory

Combining information from different sources can be difficult, especially when the
sources are not dependable and the information they provide is conflicting. Dempster-
Shafer belief functions have been used in many works to represent and manipulate uncer-
tainty. Many combination rules for Dempster-Shafer theory have been proposed to combine
information from different sources.

The traditional DS fusion rule completely ignores conflict. Whereas it is associative
and commutative, it is not continuous. Further, it yields counterintuitive results in the face
of conflicting information. Zadeh [Zadeh, 1986] gives a well-known example. Suppose a
patient, Bob, is diagnosed by two doctors, Alice and Peter. Alice believes that Bob has
either meningitis with probability 0.99, or a tumor with probability 0.01. Peter believes
that Bob has either concussion with probability 0.99, or a tumor with probability 0.01.
According to the traditional DS rule, combining Alice and Peter’s beliefs yields that a

tumor is certain. This is unintuitive because neither physician considers a tumor likely.



1.3 Previous Work

1.3.1 Trust and Autonomous Agent System

In electronic markets, due to the high uncertainty about quality and reliability of
the products and services offered by others, it is crucial for agents to compute the trust-
worthiness of the other agents before initiating any service request. Similar considerations
apply in Web-based information systems, in general: agents must be able to compute how
much trust to place in others with whom they might have had no prior experience.

The mechanisms that support finding trust estimations are called reputation sys-
tems. There are two kinds of reputation systems: centralized and distributed. Central-
ized reputation systems include collaborative filtering (social information filtering) systems
[Breese et al., 1998],

[Resnick et al., 1994] and [Dellarocas, 2004], and online reputation systems [Dellarocas,
2004]. Distributed reputation systems include peer-to-peer (P2P) systems [Aberer and
Despotovic, 2001, Xiong and Liu, 2004] and referral systems [Yu and Singh, 2002, 2003a].

Collaborative filtering approaches select resources based on the relationships be-
tween agents as modeled by the similarity or dissimilarity between their subjective judg-
ments. For example, GroupLens [Resnick et al., 1994] helps users find netnews articles based
on how their past ratings correlate with ratings given by other users. Online reputation
systems [Dellarocas, 2004] build the reputation for an object by aggregating beliefs from
agents about a specified agent. One of the most successful commercial examples is eBay.
After each transaction, buyers and sellers can rate each other. A participant’s reputation
is the sum of the ratings he or she has received over the last six months. The centralized
approaches do not scale well and they all have a single point of failure, so they are not
appropriate in a distributed system.

Peer-to-peer systems and referral systems are built for distributed environments.
They enable peers to share their experiences with each other. Trust between peers is
captured by the neighborhood relation. Various mathematical approaches have been used
to combine trust ratings in these systems. Traditional methods in combining the trust are
not efficient in dealing with malicious agents who provide biased information.

Open systems are dynamic and distributed. In other words, an agent often needs

to select a service provider with whom its has had no previous interaction. Referral networks



enable agents to collect trust information about service providers in a distributed manner
[Yu and Singh, 2002]. In a referral network, an agent requests other agents, called referrers,
to provide trust information about a service provider. The referrers may refer to other
referrers if they have no direct experience with the service provider. In some trust models
[Barber and Kim, 2001], trust propagation (or inference) is defined for agents to aggregate
trust information from multiple sources (referrals and direct interactions). Also, the referrals
can be viewed as services the referrers provide. In other words, the agents can estimate the

referrers’ trustworthiness based on the quality of the referrals they provide.

1.3.2 Trust and Uncertainty

Josang [Jgsang, 2001] models trust via two-dimensional belief, which is triple
(b,d,u) where b,d,u are belief, disbelief and uncertainty. (Here b + d + v = 1, hence two

independent dimensions). Jgsang also defines the evidence space (r, s). He defines certainty

by ri;ro Jgsang’s approach satisfies our intuition about the effect of evidence but fails our
intuition about the effect of conflict (certainty should decrease with increasing conflict pro-
vided the amount of evidence is held constant). It falsely predicts that mounting conflicting
evidence increases certainty—and equally as much as mounting confirmatory evidence. Say
Alice deals with Bob four times: in either case, her evidence would be between zero and four
positive experiences. It should be uncontroversial that whereas Alice’s certainty is greatest
when the evidence is all in favor or all against, her certainty is least when the evidence

is equally split. Section 2.2.2 shows that Jgsang, in contrast to our approach, assigns the

same certainty in each case.

1.3.3 Dempster-Shafer Combination Rules

Yu and Singh [Yu and Singh, 2002] model positive, negative, or neutral evidence,
and apply Dempster-Shafer theory to compute trust. Neutral experiences yield uncertainty,
but conflicting positive or negative evidence does not increase uncertainty. Further, for
conflicting evidence, Dempster-Shafer theory can yield unintuitive results. The following
is a well-known example about the Dempster-Shafer theory, and is not specific to Yu and
Singh’s use of it [Sentz and Ferson, 2002b, Zadeh, 1979]. Say Pete sees two physicians, Dawn

and Ed, for a headache. Dawn says Pete has meningitis, a brain tumor, or neither with



probabilities 0.79, 0.20, and 0.01, respectively. Ed says Pete has a concussion, a brain tumor,
or neither with probabilities 0.79, 0.20, and 0.01, respectively. Dempster-Shafer theory
yields that the probability of a brain tumor is 0.725, which is highly counterintuitive and
wrong, because neither Dawn nor Ed thought that a brain tumor was likely. Section 2.2.3
shows that our model of trust yields an intuitive result in this case: the probability of a
brain tumor is 0.21, which is close to each individual physician’s beliefs.

The problem with the traditional Dempster rule of combination is that it com-
pletely ignores conflict.

Many researchers have proposed different combination operators. [Shafer, 1976,
Yager, 1987, Inagaki, 2008, Ferson and Kreinovich, 2002]. These operators either ignore
conflict or linearly combine conflict. They do not consider the body of evidence behind
the beliefs and fail to explore the subtle relationship between conflict and evidence. When
they combine beliefs by weighted averaging, they first assign weights to sources, that is,
discounting the information based on itself, which is counterintuitive (it is a bit circular).
This trust placed in an information source should not depend on the current information

the source provides, but may be estimated from the previous experience with the source.

1.4 Scope of Work

We consider a distributed system of software agents who provide and require ser-
vices, and who cooperate in helping each other find the most trustworthy service providers.
Agents are autonomous and self-interested. Since the agents need to ensure that the service
providers they select are trustworthy they help each other determine the trustworthiness of

the service providers they are interested in.

1.5 Contributions

This dissertation makes the following contributions. For trust representation, it
formulates certainty in terms of evidence based on a statistical measure defined over a
probability distribution of the probability of positive outcomes; proves that for a fixed
amount of evidence, certainty increases as conflict in the evidence decreases; proves that for

a fixed level of conflict, certainty increases as the amount of evidence increases; establishes



a bijection between evidence and trust spaces, enabling robust combination of trust reports;
and provides an efficient algorithm for computing this bijection.

For trust propagation, this dissertation applies a probabilistic theory of evidence
to represent the trust between agents in terms of referrals and the quality of service ob-
tained; defines three operators, aggregation, concatenation, and selection, for efficiently and
accurately propagating trust in social networks; and proves some useful formal properties
of the operators.

For trust updating, this dissertation provides three different operators to update
trust; shows that one of provides accurate estimates of the trustworthiness of agents that
change behavior frequently; and shows that this method captures the dynamic behavior of
the agents.

Lastly, this dissertation addresses the challenges of evidence and uncertainty in
a multivalued setting related to Dempster-Shafer theory. It extends certainty from binary
events to multivalued events; proves important mathematical properties of certainty based
on multivalued event; establishes the bijection of the multidimensional belief space and
evidence space; and provides a combination operator that applies on Dempster-Shafer belief

space and satisfies desired mathematical properties.



Chapter 2

Trust Representation

2.1 Modeling Certainty

The proposed approach is based on the fundamental intuition that an agent can
model the behavior of another agent in probabilistic terms. Specifically, an agent can
represent the probability of a positive experience with, i.e., good behavior by, another
agent. This probability must lie in the real interval [0,1]. The agent’s trust corresponds
to how strongly the agent believes that this probability is a specific value (whether large
or small, we do not care). This strength of belief is also captured in probabilistic terms.
To this end, we formulate a probability density function of the probability of a positive
experience. Following [Josang, 1998], we term this a probability-certainty density function
(PCDF). Crucially, in our approach, unlike in Jgsang’s, certainty is a statistical measure
defined on a PCDF, and thus naturally accommodates both the amount of evidence and

the extent of the conflict in the evidence.

2.1.1 Certainty from a PCDF

Because the cumulative probability of a probability lying within [0, 1] must equal 1,
all PCDFs must have the mean density of 1 over [0, 1], and 0 elsewhere. Lacking additional
knowledge, a PCDF would be a uniform distribution over [0, 1]. However, with additional
knowledge, the PCDF would deviate from the uniform distribution. For example, knowing
that the probability of good behavior is at least 0.5, we would obtain a distribution that is
0 over [0,0.5) and 2 over [0.5,1]. Similarly, knowing that the probability of good behavior
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lies in [0.5,0.6], we would obtain a distribution that is 0 over [0,0.5) and (0.6, 1], and 10
over [0.5,0.6]. Notice that although a cumulative probability must equal 1, a probability
density can be any nonnegative real number: densities are constrained only to ensure that
cumulative probabilities equal 1.

In formal terms, let p € [0, 1] represent the probability of a positive outcome. Let
the distribution of p be given as a function f : [0,1] — [0, 00) such that fol f(p)dp = 1.
The probability that the probability of a positive outcome lies in [p1, p2] can be calculated
by zi > f(p)dp. The mean value of f is f‘}{%‘?dp = 1. As explained above, when we know
nothing else, f is a uniform distribution over probabilities p. That is, f(p) = 1 for p € [0, 1]
and 0 elsewhere. This reflects the Bayesian intuition of assuming an equiprobable prior.
The uniform distribution has a certainty of 0. As additional knowledge is acquired, the
probability mass shifts so that f(p) is above 1 for some values of p and below 1 for other
values of p.

Our key intuition is that the agent’s trust corresponds to increasing deviation from
the uniform distribution. Two of the most established measures for deviation are standard
deviation and mean absolute deviation (MAD) [Weisstein, 2003]. MAD is more robust,
because it does not involve squaring (which can increase standard deviation because of
outliers or “heavy tail” distributions such as the Cauchy distribution). Absolute values
can sometimes complicate the mathematics. But, in the present setting, MAD turns out
to yield straightforward mathematics. In a discrete setting involving data points xy ...z,
with mean #, MAD is given by %E?zl\xi — Z|. In the present case, instead of summation
we have an integral, so instead of dividing by n we divide by the size of the domain, i.e.,
1. Because a PCDF has a mean value of 1, increase in some parts above 1 must yield a
matching reduction below 1 elsewhere. Both increase and reduction from 1 are counted by

|f(p) — 1]. Definition 1 scales the MAD for f by % to remove this double counting; it also

conveniently places certainty in the interval [0, 1].
Definition 1. The certainty based on f, cg, is given by cy = %fol |f(p) — 1ldp

In informal terms, certainty captures the fraction of the knowledge that we do
have. (Section 7.3 compares this approach to information theory.) For motivation, consider
randomly picking a ball from a bin that contains N balls colored white or black. Suppose p

is the probability that the ball randomly picked is white. If we have no knowledge about how
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many white balls there are in the bin, we cannot estimate p with any confidence. That is,
certainty ¢ = 0. If we know that exactly m balls are white, then we have perfect knowledge
about the distribution. We can estimate p = 5 with ¢ = 1. However, if all we know is that
at least m balls are white and at least n balls are black (thus m +n < N), then we have

m+n m

partial knowledge. Here ¢ = ™. The probability of drawing a white ball ranges from %

N
to1l— % We have

0, [0, %)
W)=\ 5= pelf -]
0 (1—%.1].
Using Definition 1, we can confirm that certainty based on the function f as defined above,
— m+4n,
Cr = N -

cr = L [N1F(p) —1]dp

m 1—
= UV Ldp+ [o Mg — Ddp+ [{_p L

N—m—n
N—m— N
= 3R+ s D+ R)
_ m4n
- N

2.1.2 Evidence Space

For simplicity, we begin by thinking of a (rating) agent’s experience with a (rated)
agent as a binary event: positive or negative. Evidence is conceptualized in terms of the
numbers of positive and negative experiences. When an agent makes unambiguous direct
observations of another, the corresponding evidence could be expressed as natural numbers
(including zero). However, our motivation is to combine evidence in the context of trust. As
Chapter 1 motivates, for reasons of dynamism or composition, the evidence may need to be
discounted to reflect the weakening of the evidence source due to the effects of aging or the
effects of imperfect trust having been placed in it. Intuitively, because of such discounting,
the evidence is best understood as if there were real (i.e., not necessarily natural) numbers
of experiences. Similarly, when a rating agent’s observations are not clearcut positive or
negative, we can capture the ratings via arbitrary nonnegative real numbers (as long as

their sum is positive).
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Accordingly, following [Josang, 2001], we model the evidence space as F = Rt x
R*\ {(0,0)}, a two-dimensional space of nonnegative reals whose sum is strictly positive.
(Here R is the set of nonnegative reals.) The members of E are pairs (r, s) corresponding

to the numbers of positive and negative experiences, respectively.
Definition 2. Evidence space E = {(r,s)|r > 0,s > 0,t =7+ s > 0}

Combining evidence as a result is a trivial operation: simply add up the positive
evidence and add up the negative evidence.

Let z be the probability of a positive outcome. The posterior probability of evi-
dence (r, s) is the conditional probability of x given (r, s) [Casella and Berger, 1990, p. 298|.

Definition 3. The conditional probability of x given (r,s) is

where g((r, s)|z) = " (1 —x)*
r
Throughout this dissertation, r, s, and t = r + s refer to positive, negative, and
total evidence, respectively. The following development assumes that there is some evidence;
ie., t>0.
Traditional probability theory models the event (r,s) by the pair (p,1 — p), the

expected probabilities of positive and negative outcomes, respectively, where p = rfg}ﬂ =
Ii—%. The idea of adding 1 each to r and s (and thus 2 to r + s) follows Laplace’s famous

rule of succession for applying probability to inductive reasoning [Ristad, 1995]. This rule
in essence reflects the assumption of an equiprobable prior, which is common in Bayesian
reasoning. Before any evidence, positive and negative outcomes are equally likely, and this
prior biases the evidence obtained subsequently.

In practical terms, Laplace’s rule of succession, alluded to above, reduces the
impact of sparse evidence. It is sometimes termed Laplace smoothing. If you only made one
observation and it was positive, you would not want to conclude that there would never

be a negative observation. As the body of evidence increases, the increment of 1 has a
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negligible effect. More sophisticated formulations of rules of succession exist [Ristad, 1995],
but Laplace’s rule is simple and reasonably effective for our present purposes. Laplace’s
rule is insensitive to the number of outcomes in that 1 is always added. The effect of this
statistical “correction” (the added 1) decreases inversely as the number of outcomes being
considered increases. More sophisticated approaches may be thought of as decreasing the
effects of their corrections more rapidly.

Importantly, as explained above, total evidence in our approach is modeled as a
nonnegative real number. Due to the effect of discounting, the total evidence can appear to
be lower than 1. In such a case, the effect of the Laplace smoothing can become dominant.
For this reason, this dissertation differs from Wang and Singh [Wang and Singh, 2007] in
defining a measure of the conflict in the evidence that is different from the probability to

be inferred from the evidence.

2.1.3 Conflict in Evidence

The conflict in evidence simply refers to the relative weights of the negative and
positive evidence. Conflict is highest when the negative and positive evidence are equal,
and least when the evidence is unanimous one way or the other. Definition 4 characterizes
the amount of conflict in the evidence. To this end, we define o as 7. Clearly, a € [0, 1]:
« being 0 or 1 indicates unanimity, whereas o = 0.5 means r = s, i.e., maximal conflict in

the body of evidence. Definition 4 captures this intuition.

Definition 4. conflict(r,s) = min(«a, 1 — «)

2.1.4 Certainty in Evidence

In our approach, as Definition 1 shows, certainty depends on a PCDF. The par-
ticular PCDF we consider is the one of Definition 3, which generalizes over binary events.
It helps in our analysis to combine these so as to define certainty based on evidence (r, s),
where r and s are the positive and negative bodies of evidence, respectively. Definition 5

merely writes certainty as a function of r and s.

(o)t 1|dx

Definition 5. ¢(r, s) o
=3 fO f x’” 1—z)%dx

Recall that ¢t = r + s is the total body of evidence. Thus r = ta and s = (1 — «).

We can thus write ¢(r, s) as c(ta,t(1 — «)). When « is fixed, certainty is a function of ¢,
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and is written c(t). When ¢ is fixed, certainty is a function of «, and is written ¢(«). And,

d(t) and ¢/ («) are the corresponding derivatives.

2.1.5 Trust Space

The traditional probability model outlined above ignores uncertainty. Thus it
predicts the same probability whenever r and s have the same ratio (correcting for the
effect of the Laplace smoothing) even though the total amount of evidence may differ
significantly. For example, we would obtain p = 0.70 whether » = 6 and s = 2 or r = 69
and s = 29. However, the result would be intuitively much more certain in the second
case because of the overwhelming evidence: the good outcomes hold up even after a large
number of interactions. For this reason, we favor an approach that accommodates certainty.

Following [Jgsang, 2001], a trust space consists of trust reports modeled in a three-
dimensional space of reals in [0, 1]. Each point in this space is a triple (b, d, u), where b+d+
u = 1, representing the weights assigned to belief, disbelief, and uncertainty, respectively.
Certainty c is simply 1 —w. Thus ¢ = 1 and ¢ = 0 indicate perfect knowledge and ignorance,

respectively. Definition 6 states this formally.
Definition 6. Trust space T = {(b,d,u)|b >0,d >0,b+d > 0,u>0,b+d+u=1}

Combining trust reports is nontrivial. Our proposed definition of certainty is key
in accomplishing a bijection between evidence and trust reports. The problem of combining
independent trust reports is reduced to the problem of combining the evidence underlying

them. Section 2.1.6 further explains how evidence and trust space are used in this approach.

2.1.6 From Evidence to Trust

As remarked above, it is easier to aggregate trust in the evidence space and to
discount it in trust space. As trust is propagated, each agent involved would map the
evidence it obtains to trust space, discount it, map it back to evidence space, and aggregate
it as evidence. We cannot accomplish the above merely by having the agents perform
all their calculations in either the evidence space or the trust space. Therefore, we need a
function to map evidence space to trust space. This function should be (uniquely) invertible.

Definition 7 shows how to map evidence to trust. This mapping relates positive and

negative evidence to belief and disbelief, respectively, but with each having been discounted
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by the certainty. Definition 7 generalizes the pattern of [Josang, 1998] by identifying the
degree of conflict @ and certainty ¢(r, s). The development below describes two important

differences with Jgsang’s approach.

Definition 7. Let Z(r,s) = (b,d,u) be a transformation from E to T such that Z =
(b(r, ), d(r, 5), u(r, 5)), where

where a = § and c(r, s) is as defined in 5.

One can easily verify that ¢(0,1) > 0. In general, because t = r+s > 0, ¢(r, s) > 0.
Moreover, ¢(r, s) < 1: thus, 1 — ¢(r,s) > 0. This ensures that b +d > 0, and u > 0. Notice

_ b

Josang [Jgsang, 1998] maps evidence (r, s) to a trust triple (

T S

1
ARREAwE t+1)‘ Two

main differences with our approach are:

e Our definition of certainty depends not only on the amount of evidence but
also on the conflict, which Jgsang ignores.

e Our definition of certainty incorporates a subtle characterization of the
probabilities whereas, in essence, Jgsang defines certainty as HLI He offers
no mathematical justification for doing so. The underlying intuition seems
to be that certainty increases with increasing evidence. We finesse this
intuition to capture that increasing evidence yields increasing certainty

but only if the conflict does not increase.

Section 2.2.2 shows a counterintuitive consequence of Jgsang’s definition.

In passing, we observe that discounting as defined by Jgsang [Jgsang, 1998] and
Wang and Singh [Wang and Singh, 2006] reduces the certainty but does not affect the
probability of a good outcome. Discounting in their manner involves multiplying the belief
and disbelief components by the same constant, v # 0. Thus a triple (b, d, u) is discounted

by v to yield (by,dvy,1 — by — dv). Recall that the probability of a good outcome is given

b

by a = ﬁbd. The probability of a good outcome from a discounted report is bwiivdw = 37ar

which is the same as «.
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Let us consider a simple example. Suppose Alice has eight good and two bad
transactions with a service provider, Charlie, yielding a trust triple of (0.42,0.1,0.48). Sup-
pose Bob has one good and four bad transactions with the Charlie, yielding a trust triple of
(0.08,0.33,0.59). Suppose Alice and Bob report their ratings of Charlie to Ralph. Suppose
that Ralph’s trust in Alice is (0.2,0.3,0.5) and his trust in Bob is (0.9,0.05,0.05). Ralph

then carries out the following steps.

e Ralph discounts Alice’s report by the trust he places in Alice (i.e., the belief
component of his triple for Alice, 0.2), thus yielding (0.084,0.02,0.896).
Ralph discounts Bob’s report in the same way by 0.9, thereby yielding
(0.072,0.297,0.631).

e Ralph transforms the above two discounted reports into the evidence space,
thus obtaining (0.429,0.107) from Alice’s report and (0.783,3.13) from
Bob’s report.

e Ralph combines these in evidence space, thus obtaining a total evidence of
(1.212,3.237).

e Transforming these back to trust space, Ralph obtains that he trusts Char-
lie to (0.097,0.256,0.645).

Notice how, in the above, since Ralph places much greater credibility in Bob than in Alice,

Ralph’s overall assessment of Charlie is closer to Bob’s than to Alice’s.

2.2 Important Properties and Computation

We now show that the above definition yields important formal properties and

how to compute with this definition.

2.2.1 Increasing Experiences with Fixed Conflict

Consider the scenario where the total number of experiences increases for fixed
a = 0.50. For example, compare observing 5 good episodes out of 10 with observing 50
good episodes out of 100. The expected value, «, is the same in both cases, but the certainty
is clearly greater in the second. In general, we would expect certainty to increase as the
amount of evidence increases. Definition 5 yields a certainty of 0.46 from (r, s) = (5,5), but
a certainty of 0.70 for (r,s) = (50, 50).

Figure 2.1 plots how certainty varies with ¢ both in our approach and in Jgsang’s

approach. Notice that the specific numeric values of certainty in our approach should not
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Figure 2.1: Certainty increases with ¢ both in Jgsang’s approach and in our approach when
the level of conflict is fixed; for our approach, we show a = 0.5 and a = 0.99; in Jgsang’s
approach, certainty is independent of the level of conflict; X-axis: ¢, the amount of evidence;
Y-axis: ¢(t), the corresponding certainty

be compared to those in Jgsang’s approach. The trend is monotonic and asymptotic to 1 in
both approaches. The important observation is that our approach yields a higher certainty
curve when the conflict is lower.

Theorem 1 captures this property in general for our approach.
Theorem 1. Fix . Then c(t) increases with t for t > 0.

Proof sketch: The proof of this theorem is built via a series of steps. The main idea is
to show that ¢/(t) > 0 for ¢ > 0. Here f(r,s,x) is the function of Definition 3 viewed as a

function of r, s, and x.

1. Let f(r,s,x) = %. Then ¢(r, s) = %fol |f(r,s,z) — 1|dx. We can

write ¢ and f as functions of t and a. That is, ¢ = ¢(t, @) and f = f(¢, a, x).

2. Eliminate the absolute sign. By Lemma 22, we can define A and B where

f(A) = f(B) = 1 so that c(t,a) = § [y |f(t,o,z) — 1|dz = [{(f(t,0,2) —
1)dz A and B are also functions of ¢ and «.

3. When « is fixed, c(t,a) is a function of ¢t and we can differentiate it by t.

Notice that: & [+8)(f(t,2) = 1)dw = B'(t)(f(t, B) — 1) — A'()(f(t, A) —
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1)+ ffgf))(%f(t, x) — 1)dz. The first two terms are 0 by the definition of
A and é?

4. Using the formula, %aﬂx) =Inaf'(z)a’® we can calculate %f(t, a, ).

5. Then we break the result into two parts. Prove the first part to be positive
by Lemma 22, and the second part to be 0 by exploiting the symmetry of
the terms.

Hence, ¢/(t) > 0, as desired. O
The appendix includes full proofs of this and the other theorems.

2.2.2 Increasing Conflict with Fixed Experience

Another important scenario is when the total number of experiences is fixed, but
the evidence varies to reflect different levels of conflict by using different values of . Clearly,
certainty should increase as r or s dominates the other (i.e., o approaches 0 or 1) but should
reduce as r and s are in balance (i.e., a approaches 0.5). Figure 2.2 plots certainty for fixed

t and varying conflict.

0.95 9
certainty defined by us
certainty defined by Josang
0.9 1
=
=
s
@
[5)
0.85 1
0.8} 1
0.75 ; ;

20 40 60 80 100
Number of positive outcomes

Figure 2.2: Certainty is concave when ¢ is fixed at 100; X-axis: r+1; Y-axis: ¢(«); minimum
occurs at r = s = 5; certainty according to Jgsang is constant and is shown for contrast

More specifically, consider Alice’s example from Chapter 1.3. Table 5.1 shows the
effect of conflict where ¢ = 4. Briefly, Yu and Singh [Yu and Singh, 2002] base uncertainty



19

Table 2.1: Certainty computed by different approaches for varying levels of conflict

0,4) (1,3) (2,2) (3,1) (4,0)

Our approach 0.54 0.35 029 0.35 0.54
Jgsang 0.80 0.80 0.80 0.80 0.80
Yu & Singh 1.00 1.00 1.00 1.00 1.00

not on conflict, but on intermediate (neither positive not negative) outcomes. If there is no
intermediate value, the certainty is maximum.

Let’s revisit Pete’s example of Section 1.3. In our approach, Dawn and Ed’s
diagnoses would correspond to two b, d, u triples (where b means “tumor” and d means
“not a tumor”): (0.20,0.79,0.01) and (0.20,0.79,0.01), respectively. Combining these we
obtain the b, d, u triple of (0.21,0.78,0.01). That is, the weight assigned to a tumor is 0.21
as opposed to 0.725 by Dempster-Shafer theory, which is unintuitive, because a tumor is
Dawn and Ed’s least likely prediction.

Theorem 2 captures the property that certainty increases with increasing unanim-
ity.

Theorem 2. The function c(«) is decreasing when 0 < a < %, and increasing when % <

a < 1. Thus () is minimized at o = 5.

Proof sketch: The main idea is to show that ¢'(a) < 0 when « € (0,0.5) and ¢/(«) > 0
when « € [0.5,1.0). This is accomplished via steps similar to those in the proof of Theorem 1.
First remove the absolute sign, then differentiate, then prove the derivative is negative in
the interval (0,0.5) and positive in the interval (0.5, 1). O

Putting the above results together suggests that the relationship between certainty
on the one hand and positive and negative evidence on the other hand is nontrivial. Fig-
ure 2.3 confirms this intuition by plotting certainty against r» and s as a surface. The
surface rises on the left and right corresponding to increasing unanimity of negative and
positive evidence, respectively, and falls in the middle as the positive and negative evidence
approach parity. The surface trends upward going from front to back corresponding to the

increasing evidence at a fixed level of conflict.
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Figure 2.3: X-axis: r, number of positive outcomes; Y-axis: s, number of positive outcomes;
Z-axis: certainty ¢(r, s), the corresponding certainty

It is worth emphasizing that certainty does not necessarily increase even as the
evidence grows. When additional evidence conflicts with the previous evidence, a growth
in evidence can possibly yield a loss in certainty. This accords with intuition because the
arrival of conflicting evidence can shake one’s beliefs, thus lowering one’s certainty.

Figure 2.4 demonstrates a case where we first acquire negative evidence, thereby
increasing certainty. Next we acquire positive evidence, which conflicts with the previous
evidence, thereby lowering certainty. In Figure 2.4, the first ten transactions are all negative;
the next ten transactions are all positive. Certainty grows monotonically with unanimous
evidence and falls as we introduce conflicting evidence. Because of the dependence of
certainty on the size of the total body of evidence, it doesn’t fall as sharply as it rises, and

levels off as additional evidence is accrued.

2.2.3 Bijection Between Evidence and Trust

A major motivation for modeling trust and evidence spaces is that each space
facilitates computations of different kinds. Discounting trust is simple in the trust space
whereas aggregating trust is simple in the evidence space.

Recall that, as Theorem 1 shows, we associate greater certainty with larger bodies
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Figure 2.4: Certainty increases as unanimous evidence increases; the addition of conflicting
evidence lowers certainty; X-axis: number of transactions. Y-axis: ¢ certainty.

of evidence (assuming conflict is fixed). Thus the certainty of trust reports to be combined
clearly matters: we should place additional credence where the certainty is higher (generally
meaning the underlying evidence is stronger). Consequently, we need a way to map a trust
report to its corresponding evidence in a manner that higher certainty yields a larger body
of evidence.

The ability to combine trust reports effectively relies on being able to map between
the evidence and the trust spaces. With such a mapping in hand, to combine two trust

reports, we would simply perform the following steps:

1. Map trust reports to evidence.
2. Combine the evidence.

3. Transform the combined evidence to a trust report.

The following theorem establishes that Z has a unique inverse, Z 1.
Theorem 3. The transformation Z is a bijection.

Proof sketch: Given (b,d,u) € T, we need (r,s) € E such that Z(r,s) = (b,d,u). As
explained in Section 2.1.6, o = ﬁbd. Thus, we only need to find ¢ such that ¢(t) = 1 — w.

The existence and uniqueness of ¢ is proved by showing that
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1. ¢(t) is increasing when ¢ > 0 (Theorem 1)
2. limy_,o0 ¢(t) = 1 (Lemma 24)
3. limy—c(t) = 0 (Lemma 25)

Thus there is a unique ¢ that corresponds to the desired level of certainty. ]

2.2.4 Computing the Bijection: Algorithm and Complexity

Theorem 3 shows the existence of Z~!. However, no closed form is known for Z 1.
For this reason, we develop an iterative, approximate algorithm for computing Z .

As explained in Section 2.1.6, the ratio o depends solely on b and d. Thus given
(b,d,u), we can determine o immediately as Hid. Since r = ta and s = ¢(1 — «), in this
manner, we know the relationships between r and ¢, and between s and ¢. But we do not
immediately know ¢. In essence, no closed form for Z~! is known because no closed form is
known for its third component, namely, .

The intuition behind our algorithm to compute ¢ is that after fixing «, we should
find ¢ that would yield the desired certainty of (1 — w). This works because, as remarked
in the proof sketch for Theorem 3, ¢(t) ranges between 0 and 1. Further, Theorem 1 shows
that for fixed «, c(t) is monotonically increasing with ¢. In general, ¢ being the size of the
body of evidence is not bounded. However, as a practical matter, an upper bound can be
placed on ¢t. Thus, a binary search is an obvious approach. (When no bound is known, a
simple approach would be to (1) guess exponentially increasing values for ¢ until a value
is found for which the desired certainty is exceeded; and then (2) conduct binary search
between that and the previously guessed value.)

For binary search, since we are dealing with real numbers, it is necessary to specify
€ > 0, the desired precision to which the answer is to be computed.

Algorithm 2.2.4 calculates Z~! via binary search on c(t) to a specified precision,

€ > 0. Here t,q, > 0 is the maximum size of the body of evidence considered. (Recall that

lg means logarithm to base 2.)
Theorem 4. The complezity of Algorithm 2.2.4 is Q(—1ge).

Proof: After the while loop iterates i times, to — t; = t;ne22'. Eventually, to — ¢; falls

below €, thus terminating the loop. Assume the loop terminates in n iterations. Then,
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c=1—-u

t1=0

t2 = tmaa

while t5 — t1 > e do
t:%;

if ¢(t) < c then

t =t
else
to =1
end if
end while

return r = (ta), s=t—r

to —t1 = tmae2™™ < € < tmae2 "L

(lgtmar —1lge) >n — 1.

This implies 2" > fmez > 2n-1
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That is, n >
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Chapter 3
Propagating Trust

Say an agent A, does not have adequate evidence to determine whether to trust an
agent A,. A, could obtain evidence from other agents, i.e., witnesses, who have experience
with A4. The mechanism of finding witnesses is irrelevant here: a possible approach is based
on referrals [Yu and Singh, 2002]. A, can evaluate the trustworthiness of A, by combining
the trust in A, placed by those witnesses. In general, A, would not have direct experience
with the witnesses, and would need witnesses for them, and so on: so this would be a case
of propagating trust.

We use the term “reference” to generalize over a referral or another means for an
agent to indicates its level of trust in another agent. A reference could correspond to a
URI on a web page or even to a reference in a specialized application or vocabulary such

as Friend of a Friend (FOAF).

Definition 8. A reference r to A; by A; is represented by (A;, Aj, M;j), where M;; repre-
sents the trust in A; placed by A;.

Definition 9. A trust network TN(A,, Ay, A, R,W) is an acyclic directed graph rooted
at A, where A is a finite set of agents {A1,As,...,An}, R is a finite set of references

{ri,ma,...,m}, and W is a set of witnesses for A,.

A referral network, which is a kind of a trust network, can be constructed as
described in [Yu and Singh, 2002].
Building on the above model of a social network as a graph, we propose a model

called CertProp that handles the propagation of trust. CertProp is based on three operators.
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Concatenation or ® deals with the propagation of trust ratings along a path. Selection or
(® chooses the most trustworthy path to each witness, whereas aggregation of @ deals with
the combination of trust ratings from paths between the same source and target. The

aggregation operator is due to Jgsang [Josang, 1998]; the others are new here.

3.1 Path Algebra

We use the idea of path algebra from the generalized transitive closure literature
[Richardson et al., 2003] for our computation of the merged trust. Path algebra provides a

means to talk about trust propagation and aggregation. Below we formalize it in our terms.

Definition 10. Let G = (V, E) be a graph. For each edge e(i, j) € E, where i is the source
and j 1is the destination, define the label associated with the edge as L(e(i,j)) € L. Here L
is the range of the labels, for example, R for real numbers, R? for vectors. The edge e(i, j)

together with the label L(e(i,7)) is called an edge tuple.

Definition 11. A path from node i to node j is denoted by P(i,j), which is the concate-
nation of an ordered set of labeled edges ey (vi,vgt1), for k = 1,--- ,n, where i = v; and
Jj = Uny1. Define the label associated with the path as L(P(i,j)) € L. The label associated
with the path is computed as a function of the labels associated with the edges in the path
through the concatenation operator ®. The path together with its label is called a path tuple.

Definition 12. A path-set from node i to node j, denoted by (i, j), is the set of all paths
from i to j in the given graph G = (V, E). ¥(i,7) = {Px(i,7)}, for k =1,---,m. Define the
label for the path-set as L(v(i,7)) € L, which should be computed as a function of all the
labels of the paths in (i,j) through an aggregation operator ®. A path-set together with
its label is called a path-set tuple.

Definition 13. Concatenation operator ® : Lx L — L. This accommodates the propagation

of trust along a path.

Definition 14. Aggregation operator ® : L x L — L. This accommodates combining trust

from different paths.
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3.2 Merge and Combine Trust Ratings

Given a trust network, we adapt the two operators used in the path algebra to
merge the trust.

Assume agent A has a trust M; in agent B’s references and B has a trust M in
agent C'. Suppose M; = (by,d1,u1) and My = (ba,d2,u2). We use a different approach
from Jgsang [Josang, 1998], in which A disbelieves B’s references means that A thinks B
is uncertain about agent C’s trustworthiness. In our approach, A’s belief in B determines
how much A discounts the information B provides, which is the number of transactions B
has with C. So we define A’s trust in C due to the reference from B to be M = M ® Mo.
Here ® is the concatenation operator.

Motivation: We treat the number of positive and negative transactions provided
by agent B as the amount of information provided by B. We discount this information by

how much A trusts in B, thus we have the following definition:

Definition 15. Concatenation operator @ [Josang, 1998]. Let Z = (B, D,U) be the trans-
formation from evidence space to belief space as defined in Definition 7 and Z~' = (R, S) is
the inverse of Z. Suppose My = (by,dy,u1) and My = (b, d2,us) are two belief functions,
we define M = My ® My = (b,d,u) as:

= B(b1r2,b152)

Assume agents A and B have trust M; and Mp, respectively, in A4. The combined
trust of A and B in A, is captured via the aggregation operator ©, as in My ® M. Suppose
A has 71 positive experiences and s; negative experiences with A4, and B has ry positive
experiences and s negative experiences with A,. Then the combined evidence will be r; +7o
positive experiences and s; + sz negative experiences with A,.

In order to combine the beliefs M; and Ms, we first transform the two beliefs
to two bodies of evidence in the evidence space, combine them, then map the combined

evidence back to belief space.
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Motivation: Suppose the number of transactions of A with A, is 7 and s respec-
tively, the number of transactions of B with A, is 7’ and s respectively. If we look at this
in a different way, it is to say A, has provided r+r’ positive transactions and s+ s’ negative

transactions to A and B in total. Thus we have the following definition:

Definition 16. Aggregation operator @. Let Z = (B,D,U) be the transformation from
evidence space to belief space as defined in Definition 7 and Z~! = (R, S) is the inverse of

Z. Suppose My = (by,d1,u1) and My = (ba,d2,us). Then My & My = M = (b,d,u) where

b = B(ri+rasi+s2)

d = D(r+rg,s1+ s2)

u = U(ri+r2,51 + 82) (3.2)
r1 = R(bi,di,u1),r2 = R(b2,d2,uz)

S1 = S(bl,dl,ul),SQ = S(bQ,dQ,UQ)

By using path algebra, we can enumerate all paths from the originating agent to
the target. Using concatenate operator to combine all beliefs along each path, then using
aggregate operators to combine all beliefs from all paths. But there is a problem by doing
this way: For example, suppose agent A has two neighbors Ny and Ns. Nj refers witness
Wi. Ny refers witness Wi and Wa. Wi reported (5,5) and Wy reported (1,1). Suppose
A’s trust in Ny, Na, and Ny’s trust in W7 are the same , (0.9,0.05,0.05). Ny’s trust in W
is (0.8,0.1,0.1) and Ny’s trust in Ws is (0.85,0.1,0.05). There are 3 paths from A to the
target, two from Wp and one from Ws. By using the above method, the aggregated trust
(R,S) = (6.477,6.477). This does not make sense , since the total number of transactions
made by W7 and Wy is (6,6). The problem comes from double counting.

So how to combine beliefs which come from the same source, but propagate from
different paths? For example, witness Wy tells agent A that he has 1 positive and 1 negative
experience with the target. He tells the same information to agent B. Both A and B are
agent A,’s neighbors. A, can not use the aggregation operator @ to combine the beliefs
from A and B, since their beliefs come from the same source and it will create double
counting. So we define a new operator, which is called selection operator, (). To select one
path from multiple paths which end with the same point. In this example, we have two
paths: P, = A, - A — Wi, and P, = A, — B — Wj. Let A,’s trust in A and B is 0.8
and 0.5 respectively. A and B’s trust in Wy is 0.5 and 0.6 respectively. We pick the most
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reliable path from A, to Wj. Since 0.8 x 0.5 > 0.5 x 0.6, so P; is the most reliable path.
So PP, = P.

Motivation: Why do we select the most reliable path? For example, if A, has
perfect trust in A and A has a perfect trust in W7, then A, should not consider the opinion
from other agent since it has perfect trust in A. So only the path through A counts which
is the most reliable path.

Definition 17. Selection operator ). Let P = A, — Ay — Ay--- — A,, — W and
P,=A.— By — By--- — B, — W are two paths from A, to W. Let A,’s trust in Ay
and By are (bo, do, uo) and (by, dj, up). Let A;’s trust in Ajpq be (bi, di,u;) and B;’s trust
in Bit1 be (U, d},u). Ap’s trust in W is (bp, dm, um) and by’s trust in W is (b, d),, ul,).

Then if T]" o bi <=1, b}, then P\®P> = P», otherwise PP, = P,

Figure 3.1: Selection operator (S

For a given trust network, to propagate trust of A with C, we combine beliefs as
follows. Using selection, we find the best path (to a fixed depth) from A to each witness.
Then we concatenate beliefs along this path. The resulting belief is the consolidated belief
supported by that witness. Then we combine all beliefs supported by all witnesses by using
aggregation.

For example, in Figure 3.1, by applying all three operators, the propagated trust
is M = ((My® M) ® (M ® M) ® (Ms ® M3)) ® Ms) @ (My @ My).

To illustrate the double counting problem without selection in Figure 3.2, let
My, @ M} = (0.8,0.1,0.1), My ® M} = (0.6,0.2,0.2), M3 ® M} = (0.6,0.3,0.1), Z~*(M;) =
(50,5), My = (0.9,0.05,

0.05), and Z~Y(M}) = (20,0). The actual trust of C is M, where Z= (M) = Z~1(M;) @
Z=Y(M}) = (70,5). However, by applying only concatenation and aggregation, the esti-
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mated trust Z-H (M) = Z7H (M1 @ M]) ® (My® Mb)@ (M3 @ M})) @ Ms) @ (My @ M})) =
(118,10), which double-counts M5. This shows that multiple paths via the same witness
can lead to double-counting. This is especially obvious when the aggregated belief of the

paths from the source to a witness is greater than one.

Figure 3.2: Trust propagation in a social network

3.3 Properties of the Operators

In order to combine the trust ratings in a meaningful way and to deal with decep-
tion caused by malicious agents, we desire certain properties of our approach. We motivate
and prove that the concatenation operator ® and aggregation operator @ satisfy the fol-

lowing properties. The proofs of the theorems are given in the appendix.
Theorem 5. The concatenation operator ® is associative.

This property enables us to merge the trust in a bottom up fashion. For example,
consider the path A, — B — C — Ay, (see Figure 3.3). Suppose it is the only path from
A, to Ay in the trust network. The trust of A, in B is Mj, the trust of B in C'is M3 and the
trust of C'in Ay is M3. If we merge M; and M>, we will get the trust of A, in C, which is
M ® M>, when we merge it with M3z, we get the trust of A, in Ay, which is (M; ® Ma)® Ms.
If we do it bottom up, then we merge M and M3 and get the trust of B in A, and then
merge it with AM; and get the trust of A, in Ay which is M ® (My ® Ms). Certainly we
expect these two results are the same, that is (M; ® Ma) @ M3 = My ® (Ms ® Ms). This

means ® should be associative.
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Figure 3.3: Path in a trust network

Theorem 6. The aggregation operator & is associative.

This is required to aggregate trust ratings across independent paths. Suppose A,
has three neighbors B,C and D who are the only witnesses of A, (see Figure 3.4). The
trust ratings of B,C and D in Ay are M{, M) and Mg, respectively. Suppose the trust
ratings of A, in B,C and D are My, Ms and Ms, respectively. Then according to the
algorithm to find the trust of A, to A,. We first concatenate the trust ratings, M; ® M,
My ® M) and M3 @ M. Then we aggregate them. There are different ways to aggregate
them. We can aggregate My ® M; with My ® MY and then with M3 ® M}, or we aggregate
M, ® M, with M3 ® Mj, and then with M; @ M]. These should be the same. So we require
(My® M) & (My © M3)) & (M @ M) = (My © Mj) @ (Mo © Mp) & (M © M). That

is, @ should be associative.

M’

Figure 3.4: Associativity of ®

Theorem 7. The selection operator () is associative.

Proof. We have to show M; © (Mg ® Mg) = (Ml ® MQ) ® Ms. Let My = <bl,d1,u1>,
M2 == <b2,d2,’LL2>, and M3 = <b3,d3,U3>.
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Case 1 : Suppose by is larger than by and bs. If by > b3. Then My © (Ma ® M3) = M; =
My S M3 = (M1 @Mg) © Ms. If by < bs, then My © (M2 ®M3) =M ® Mz =
My =M ® M= (M1 ® Mz) ® Ms.

Case 2 : Suppose by is larger than by and bs. Then M; ® (M2 ® Ms)
=M ® Mz =My = My ® M3z = (M; ® M) ® Ms.

Case 3 : Suppose bs is larger than by and be. Then M7 ® (Ma ® Ms)
=M ® M3 = M3 = (M ® M) ® Ms.

Thus, M1 @ (MQ @ Mg) = (Ml @ MQ) @ Mg. ]
Theorem 8. The aggregation operator & is commutative.

This is required to aggregate trust ratings across paths that are not ordered. For
example, suppose A, has two neighbors B and C, who are the only witnesses. The trust
ratings of B and C' in A, are M| and M;. (see Figure 3.5). Suppose the trust ratings of A,
in B, and C are M1, and My, respectively. After concatenating the trust ratings, we obtain
My ® Mj, and M, ® M). We have two ways to aggregate them: (M; @ M) & (M2 ® M),
or (My ® M) & (M ® M}), these should be the same. That is, (M; ® M]) & (My ® M) =
(M1 @ M{) ® (Ma ® M}). So @ should be commutative.

M’

M,

Figure 3.5: Commutativity of &

Theorem 9. The aggregation operator S is commutative.
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Proof. We have to show M{Q®Ms = Ms@M,. Let My = <b1,d1,u1>, My = <b2,d2,’LL2>, and
MMy = M, which means by > by. Then Ms®M, = M;. ]

Case 1 Case?2

Figure 3.6: Nondistributivity of ® over &

Theorem 10. The concatenation operator @ distributes over the aggregation operator @.

Proof. We need to prove that M; @ (Ms & M3) = (M; ® M) @ (M; ® Ms). Assume
the equivalent evidence corresponding to My and Ms is (rg, se) and (rs, s3), respectively.
Let M; = (b1,di,u1). Then the equivalent evidence corresponding to M; @ (Ma © Ms)
is (bi(r2 + r3),b1(s2 + s3)). The evidence corresponding to (M; ® M) @ (M; ® Ms) is
(b1(r2),b1(s2)) @ (b1(r3),b1(s3)) = (b1(r2 +13),b1(s2 + s3)), which completes the proof. [
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Chapter 4

Updating Trust

4.1 Max-Certainty: Adaptive Trust Model

4.1.1 Evidence-Based Trust Model

This dissertation takes as its underlying model of trust the one proposed by W&S
[Wang and Singh, 2006, 2007, Wang, 2004], which is based on a probability-certainty dis-
tribution function (PCDF) [Jgsang, 1998]. We provide a mechanism to update the trust
values of agents, based on the referrals they provide (Section 4.1.2). Experimental results
are shown by Hang et al. Chung-Wang-Singh-08,Chung-Wang-Singh-09

For example, an agent A estimates the trustworthiness of agent B by maintaining
trust values of B. The trust value of B comes from both agent A’s direct experience with
agent B, and any referrals provided by a third-party, say, agent C. We model trust values in
both the evidence space and the belief space. In evidence space, a trust value of an agent B
is in the form (r, s), where r +s > 0. Here, r > 0 is the number of positive experiences with
the agent B and s > 0 is the number of negative experiences with the agent B (r +s > 0).
We define the probability a = TLJFS, the expected value of the probability of a positive
outcome. In belief space, a trust value is modeled as a triple (b, d,u), where b,d,u > 0
and b+ d+ u = 1. The values of (b,d,u) can be interpreted as the weights of belief,
disbelief, and uncertainty, respectively. The certainty ¢ = 1 — u represents the confidence
of the probability. A bijective trust transformation from evidence to belief space is defined
in [Wang and Singh, 2007].

W&S provide aggregation and concatenation operators (similar to Jgsang’s con-
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M

Figure 4.1: C calculates its trust in S by combining two parts

sensus and recommendation operators [Jgsang, 1998]) that enable agent A to combine the
trust values of B from different sources (e.g., direct experience with B and a referral pro-
vided by agent C').

The concatenation operator ® is used when agent A collects a referral of agent
B from agent C. The aggregation operator @ is used when agent A combines trust values
My = (r1,s1) and My = (rg, s2) of B from different sources [Wang and Singh, 2006].

For example, in Figure 4.1, agent C' estimates the trustworthiness of the target S
by combining its direct experience M and the referral Mg from referrer R. The combined

trust is M & (Mp ® Mg), where Mp, is the trustworthiness of R.

4.1.2 Adaptive Trust Update Mechanism

A limitation of current trust models is that they lack support for trust update.
Thus current systems perform trust updates in an ad hoc manner. The trustworthiness of
an agent is the prediction of its future behavior, built on the experience of past interactions.
However, for most trust models in referral networks, they do not provide appropriate trust
update methods for the agents to update the trustworthiness of the referrers, although
referrals are also a kind of interaction. In our model, the trustworthiness of the referrers
is estimated based on how accurate their referrals are. The accuracy is determined by

comparing the actual trustworthiness of the source and the referrals.

Trust Update Based on Max Certainty

Let the trustworthiness of R before the update is (rg, sg) in evidence space. Sup-
pose the actual trust of the service provider S is (r,s), and R reported (r’,s’). We define

the trustworthiness of R after update, (ry, s’z) by
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O/T(l _ O/)S

¢ = a’(l— )’ 1)

R = Orp+(1-P)rr (4.2)

sg = dsp+(1—P)sr (4.3)

drp = dq (4.4)

dspg = d(1—¢q) (4.5)

Here a = ﬁ and o/ = ﬁ The accuracy g is the difference of C’s aggregated

trustworthiness M = (r,s) of S and the referral Mg = (1, s’) provided by agent R in the
PCDF, as shown in Figure 4.1. Actually ¢ represents how likely that the referral M’ is
correct. We will explain that in the following.

When agent C receives a report from an agent R, say, the quality of service pro-
vided by S is o/, how does C interpret the report as good or bad? That depends on the
true quality of the service provided by S. Instead of defining the correctness of a referral
based on how likely o represents the true quality provided by S, we define it to be how
likely that the quality of the service provided by S is .

The probability that the quality of the service provided by S is p, is defined by
the PCDF %. This PCDF maximizes at a, which means that the quality of the
° o (1—a)®
fol 2" (1—x)sdx

a/r(l_a/)s
fol " (1—z)sdx’
probability that the quality of the service provided by S is o’. So g measures how likely the

service provided by S is most likely to be a. If we assume =1, and if a referral

said the quality of the service provided by S is ¢/, then ¢ = which is the

referral’s report is to be correct.

Trust Update Based on Sensitivity

Though the update mechanism based on Max Certainty can tell how likely the
referral tells the truth, it is not sensitive against malicious referral. It takes a long time for
the agent to pinpoint a malicious referral. For example, if the actual trust of the service
provider is (2, 1), the referral reported (5,5). According to the formula above, (drr,0Sgr) =
(0.37,0.07). If the reported trust is (1000, 1000), then (6rg,dSr) = (0.79,0.15). Since the
effect of the bad report of (1000,1000) is very misleading and may overweight many good
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reports, so the report of (1000, 1000) should be considered a bad report. So we have the
following update mechanism

Let the trustworthiness of R before the update is (rg, sg) in evidence space. Sup-
pose the actual trust of the service provider S is (r,s), and R reported (r’,s’). We define

the trustworthiness of R after update, (ry, sz) by

o (1—a)

= A= (4.6)
R = orr+(1—=P)rr (4.7)
sg = Jdsp+(1—P)sr (4.8)
srr = dq (4.9)
ssp = J(1-q) (4.10)

Here a = ﬁ and o = Actually g represents how likely that the referral

(r'+s") ’+ ")
thinks the quality of the service provider is . In referral’s view, the probability that the

"(P) s’

quality of the service provider is p, is defined by I(p) = , where n(p) = prl(l —p)® and
d= fo s da.

l(p) maximizes at o/, which means that the referral thinks the quality of the service
provided by S is most likely to be o’. If we normalize [(¢/) to be 1, then % measures

how likely that the referral thinks the quality of the service provider is a.
Returning to the previous example, (drr, dSg) = (0.01,0.93), which means (1000, 1000)

is a bad report.

Trust Update Formula Based Average Accuracy with No Uncertainty

Both of the above mechanism has sensitivity problems when the number of trans-
actions is too large. In the update formula based on max certainty, let the trust of the
service provider is (r, s). When r+ s is very big, then the formula is very sensitive, since the

PCDF will be at maximum when z = o = but decreases very quickly when x deviates

7"+s ’
from a. For example, Let trust of the service provider is (800, 200), when the agent report
(19, 6), it predicts that the quality of the service provider is 0.76. it is very close to the actual
quality of the service provider which is 0.80, but the formula gives (drg,dsgr) = (0.06,0.58)

which indicates it is a very bad referral.
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Similar problem happens for the update formula based on sensitivity when the
number of transactions in the reported trust is large.

We we propose the following update mechanism based on average of accuracy.

Suppose the actual trustworthiness of the source is (o, 1 —a, 0). It is the case when
we know for sure that the source can provide quality of service or referral at probability
a, here the uncertainty is 0. Assume that the referred trust about the source is (V/,d’,u’)
which corresponds to the event (1, s).

The updated trustworthiness (rg, sg) of R is defined as

)¥ |z — ald
g = fo )|z O" ’ (4.11)
max(a, 1 — fo 27 (1—x)¥dz
rr = brr+(1-P)rg (4.12)
se = dsp+(1—P)sr (4.13)
drp = dq (4.14)
dspg = d(1—q) (4.15)

Here ¢ = ¢(r',s') is the certainty based on langler’,s’). ¢ measures how much
error the referral is, if we look at the PCDF function corresponding to the referral (rg, sg).

it’s an average of accuracy of the referral. The reason we normalize it by max(a, 1 — «) is

that fo z (1—x)® |z/ aldz .
a fo " (1—z)s da
between 0 and 1.

is between 0 and max(a,1 — «). After normalization, the error is

Theorem 11. Let q be defined in 4.16. Then 0 < g < 1.

Theorem 12. Let ((r,s)) be the referral

Trust Update Formula Based on Average Accuracy with Uncertainty

When the trust of the service provider is a belief function with uncertainty, i.e.

M = (b,d, ) which corresponding to (r, s) in evidence space, we have the following formula
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Figure 4.2: The new trust M}, =
1 <rg <20 and tg = 20, and actual trust is M = (r, s) = (10, 10)

0sp =

. i -
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rg (referred trust (rg,ss) = (rs,20 — rg))

fol 2" (1 —2)¥ |z — alde

max(a, 1 — a) fol 27 (1 —z)¥dx
orr+ (1= B)rg

osr+ (1 — B)sr

cc'q

cd(1-q)

Here ¢ = ¢(r,s) and ¢ = ¢(r', §')
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(1", s') when referred trust is Mg = (rg,ss) where

the only difference is drg = ¢c’qS and dsgp = /(1 — q), the reason we consider

the certainty of M = (b,d,u) = langler,s) is that when we are not certain of the actual

quality of the service provider, we are not certain to evaluate the referral, so we discount

the update by extra term c.

Return to our previous example, let the trust of the service provider is (800, 200),

when the agent reports (19, 6), the new formula gives (drg,dsg) = (0.53,0.06) which indi-

cates it is a very good referral.

4.1.3 Trust in History

To accommodate trust updates in a natural manner, we introduce the idea of trust

in history. An agent’s current level of trust in a service provider is treated as if it were a
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History

\

Ty = (1, 5h) T = (Th, Sh)

(r',s") = (6r 4+ bpr, s + bys)

Figure 4.3: Illustration of trust in history

referral from the agent’s past assessments of the provider. The idea is that the agent tries
to estimate how much trust to place in the past. In this manner, we can avoid hard-coding
a parameter, such as a discount factor, to determine the weight placed in the past. The
trust in history gives an estimate of how much to weigh the past.

We formalize trust in history on par with other uses of trust, as Ty, = (rp, sp). We
can update our trust in history based on how accurate the transactions in history match

our new transaction. So when a new service is received, T}, is updated as the following

o= g+ (4.21)
sy = l—q+sy (4.22)

Here T} = (r},s}) is the updated trust in history; and ¢ represents how close the new
service quality is to the history. Recall that ¢ is calculated in Section 4.1.2.

Let C’s trust in S after new service be (1, s’). Then

o= r+byr (4.23)
s = ds+bps (4.24)

Here (bp,,dp,, up) is equivalent to (rp, sp). The difference of our approach is that
Ty, is not a fixed discounting scalar; it is based on how much the history matches the
subsequent transactions. If the provider’s behavior changes a lot and cannot be predicted
from the history, then the trust in history becomes low, and the history is discounted to a

greater extent. Figure 4.3 illustrates the idea of trust in history.
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Chapter 5

Certainty Based on Multivalued
Events and Dempster-Shafer
Theory

5.1 Introduction

We study the challenges of combining information from unreliable and potentially
conflicting sources. Applications of this problem arise in multiagent systems, sensor net-
works, and trust and security. Dempster-Shafer (DS) theory provides an elegant basis for
representing and manipulating uncertain information. However, despite DS theory’s foun-
dations in probability theory, its existing fusion rules are somewhat ad hoc, and yield coun-
terintuitive results in circumstances where there are conflicts in the combined information
or the certainty that one may place in it is low.

Sentz and Ferson [Sentz and Ferson, 2002a] argue that a fusion rule should satisfy
four algebraic properties: commutativity: so that the fusion rule does not depend on the
order in which information is received; associativity: to combine new information with
the already combined old information [Yager, 1987]; continuity: meaning that if the result
varies gradually if one of the inputs is changed gradually, so as to avoid sudden jumps; and
idempotence: meaning that the result of two identical reports equals any of the reports.

Of these properties, we reject idempotence. Like most previous work on this topic,

we make the closed-world assumption [Smets, 1990], under which combining information
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from two independent sources may increase the total amount of information. For example,
consider a box with 100 balls, each black or white. The probability that a randomly picked
ball is white would vary from 0 to 1 depending on how many white balls there are in the box.
Suppose Alice knows there are 10 white balls and 10 black balls, and has no information
about the remaining 80 balls. Suppose Bob knows there are 10 white and 10 black balls,
and does not know anything about the other 80 balls. If these two sets of information are
completely independent, e.g., if Alice and Bob each put 20 balls into the box, the sets of
balls they refer to are disjoint. Combining their information will yield the information that
20 black and 20 white balls are in the box, with the remaining 60 balls unknown.

We introduce a new property. A null belief, 1, is totally uninformative (i.e., it
has uncertainty 1.0). The property null says that any belief b that combines with L yields
b. For example, if Alice says the probability that Dell sells a good computer is 0.9 (with
uncertainty 0.1), and Bob says he knows nothing about Dell, then the combined belief is

the same as Alice’s belief. Bob’s null belief is ignored.

5.2 Certainty Based on Multivalued Events

5.2.1 Certainty vs Information: An example

Certainty measures how much information we have. Wang and Singh [Wang and
Singh, 2007] show how to calculate certainty in a binary setting. In their example, a bin
contains total n balls, each ball being either white or black. Let’s estimate the probability
that a randomly drawn ball is white. If we have complete information, i.e., that w balls are
white and n—w balls are black, then we know > is the probability. Otherwise, we can’t give
a certain answer. However we can still give a reasonable answer with some certainty. Say
we know that half of the balls are white, but don’t know the color of the rest, which could
include from 0 to 5 white balls. That is, we only have half the possible information. Thus

we can guess a probability between 0.5 and 1.0, but with certainty 0.5. Wang and Singh
w+b

define certainty to be the percentage of total information. In this example, this equals <=
where we know there are w white and b black balls in the bin, but have no information
about the rest of the (n — w — b) balls.

From the definition of certainty in the case of finitely many balls, Wang and

Singh [Wang and Singh, 2007] define certainty in general, where the number of balls might



42

be infinity. Their certainty definition is based on the posterior certainty density function
(PCDF).

Certainty defined for binary events has limited use, because many settings require
multivalued events. But we need to clarify some notions first before we talk more about
the certainty based on multivalued events.

Suppose there are a total of n balls in a bin, with four colors: pink, blue, green,
and red. Again, the certainty we place in the probability that a randomly drawn ball is
pink depends on what we know of the color distribution of some or all of the n balls. If
we know there are p pink, b blue, g green, and r red balls, then we can define certainty

W. However, this is not adequate for

as the percentage of information we have, or
multivalued settings, because the information on an event can be partial. Suppose we know
that one ball is either pink or blue, and we don’t know the colors of the other n — 1 balls.
The information we have in this case should be less than knowing the exact color of a ball.

We model multivalued situations by mapping them to the binary case. The usual
intuitions from information theory apply here. One ball with four possible colors is equiva-
lent (in information) with two balls, each of two possible colors. For example, we can map
pink, blue, green, and red from the four-color setting to two balls in the binary setting. The
original ball being pink means the corresponding two balls have the specified configuration
of colors. The original ball being pink or blue means the corresponding two balls may be
of two possible configurations. Similarly, in an eight-color setting, we can map one ball to
three binary balls, and each of its colors to a configuration of the three binary balls.

We generalize the above discussion to m different colors. The knowledge of the
color of one ball carries lgm bits of information (lg is logy). We can think of this as a unit
of information in the given setting. When we have partial knowledge, i.e., that a ball can
only be one of k colors where 1 < k < m, then the information we have is lgm — Ig k bits,

: lgm—Igk __ m . . .
which equals =3-5= = log,,, 7+ units of information.

5.2.2 Posteriori Probability Based on Multivalued Events

Let’s introduce our key concepts and notation. Let O = {01, - ,05,,} be the set
of m possible mutually exclusive and exhaustive values. A multivalued event e is an m-
tuple (rq,--- ,7y). Let x; represent the probability of the outcome with value o;. Notice

that > " 2 = 1 or @y = 1 — Z:i_ll x;. We define the space of possibilities as =
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{(z1,- , 2m_1)| Z:’;l x; < 1}. V(Q), the volume of Q, is ﬁ, and is used below to

define the prior.

The probability-certainty distribution function (PCDF) of x = (21, ,Zm—1) is
a function f : Q — R where fQ f dr =1. It doesn’t need to be less than 1, but the integral
of f over 2 should always be 1. We assume that the prior f) (x) is a uniform distribution,

ie, fi(x)= % = (m —1)!, for any = € Q.

The posterior distribution of z = (21, -+ ,Zm—1), fe(z) = f(z|e), given a multival-
ued event e = (rq, -+ ,7y) is a conditional distribution [Casella and Berger, 1990, p. 298].
m—1 m—1
Below, g(e|z) =6 ] «*(1— > a;)™.
i=1 i=1
___g(elr)f(2)
fale) = ot

m—1 . m—1
5( '1;[1 7521(1— > x) ™™ (m—1)!

i=1

Jod T el (1="5 ayrm (m—1)tde (5.1)
=1 i=1
m—1 . m—1
I = 0= 8 )

1=

[

m—1 m—1

Jo I @fi(= X @i)rmda

i=1

Notice that § = (E}n:ilf,)l # 0 appears in both the numerator and the denominator,
i=1Ti

I

so it cancels out from f(z|e).

Figure 5.2.2 is an example of a three-dimension PCDF function. f = f(x1,x2)

where 1 + o < 1.

5.2.3 Certainty from a Multivalued PCDF

Wang and Singh [Wang and Singh, 2007] define certainty for binary events. We

extend their definition to multivalued events. When more information is obtained, the
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density function f deviates from f|. To preserve fQ fdx =1, f is greater than f| for some
values and less than f, for other values. As in Wang and Singh, we take the mean absolute
deviation of f and f; (dividing by 2 to normalize to 1).

Definition 18. Let f: Q+— R. The certainty based on f, cs is given by cf = %fQ |f(x) —
f 1 ‘d{B

Combining with (5.1), the certainty based on multivalued event e = (ri, -+, rm)

is given by the following.

Ce =3 Jo | — (m —1)!|dx (5.2)

5.2.4 Fuzzy Multivalued Events

The foregoing only considers an observation with a specific value o; where 1 <1¢ <
m. However, a definite value may not be available. For example, suppose there are three
possible values: blue, red, and pink. If an observation only tells you that a ball is not blue,
and yields no information about if it is red or pink, then it is a fuzzy observation, since it
has more than one possible value. So we extend the notion of multivalued events to fuzzy

multivalued events.
Definition 19. A fuzzy outcome A is defined to be a subset of O where A # O and A # ().

For example, A = {01, 02} means the outcome is either the value o; or o2, but not
any of the others. When A = {o;}, it means the outcome has the value of 0;. The reason
we require A # O is that an outcome with O means the outcome could be any value, which

does not provide any new information, and is the same as a null experiment.

Definition 20. A fuzzy multivalued event e is a function e : 2°\{0), O} — R+ | J{0}, where e(A) >
0, and Y- -0 a9 €(A) > 0.
That is, e maps any subset of O to a nonnegative real number. For example, con-
sider drawing a ball from a bin with balls of any of three colors, i.e., O = {red, pink, blue}.
An outcome {red,pink} means that the ball drawn is either red or pink. Suppose é is
an event where é({red}) = r1, é({pink}) = ra, é({blue}) = rs, é({red,pink}) = ry,
é({red,blue}) = 0, and é({pink,blue}) = 0. Then é is an event with r red balls, ro
pink balls, r3 blue balls, and r4 either red or pink balls.
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5.2.5 Certainty Based on Fuzzy Multivalued Events

To define certainty based on a fuzzy multivalued event, we transform the fuzzy
multivalued event to a classical multivalued event, in which each outcome only has one
possible value. Consider again the example of é above. As Section 5.2.1 explains, knowing
one ball with color either red or blue is equivalent to logs % units of information. Since this

information tells us that the ball is either red or blue, we assume the probability is uniformly

log; (3/2)

distributed between these two colors. In other words, it is equivalent to saying that 5

balls are red and W balls are blue. So r4 balls being red or blue is equivalent to % logs %
balls being red and 5 logg % balls being blue. Thus we can transform the fuzzy multivalued
event to a classical multivalued event e = (ry 4+ 5 logg %, Ty + 5 logg %, r3). For the general

case, we have the following transformation.

Definition 21. Let e be a fuzzy multivalued event. The equivalent classical multivalued

event € = (ry, - ,rp) is

e(A m
ri= Y @) 1og,, ™1 <i<m
ACO,A£0,0,€ A |4 |4
In order to understand the above formula, consider an outcome A that contains
value o;. A contributes log,, ﬁ unit information, which is uniformly distributed among |A|

1 m
possible values, and o; is one of them. As Section 5.2.1 explains, A contributes Og(Z"A‘ to

i, which is the total number of outcomes with value o;. Since there are e(A) outcomes A,
A)log,, 2
the contribution to r; is e()r%.
Now we can simply define certainty based on the equivalent classical multivalued

event, as given in (5.2).

5.3 DS Belief Space and Fuzzy Events

Below, let 8 be frame of discernment or universe of discourse. 6 is a set of mutually
exclusive alternatives. Definitions 22 and 23 are from DS theory [Dempster, 1968, Shafer,

1976).

Definition 22. A DS basic probability assignment (BPA) is a function b : 2° +— [0,1],
where (1) b(0) =0, and (2) 3 4c4b(A) =1
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Definition 23. Let by and by be two independent BPAs on 6. The orthogonal sum of by
and by, b = by @ by, is:
b(0) =0
> bi(X)ba(Y)
b(A) = XNY=A

I— > bi(X)be(Y)
XNy =0

5.4 Mapping Fuzzy Events to DS Belief Functions

We map fuzzy events to DS belief functions by translating fuzzy events to the crisp
representation of the previous section. Taking O as the frame of discernment in DS theory,
we can define a basic probability assignment on any A C O.

For the binary case, where O = (B, W), for each binary event (rg,rw), Wang and
Singh [Wang and Singh, 2007] define the belief (b(B),b(W),u) by b(B) = c—E—, b(W) =

rg+rw’

rw
retrw

is b(0), the total uncertainty. Notice that the ratio of rg and ry is the same as the ratio

C

,and u = 1 — ¢(rg, rw), where ¢(rg,rw) is the certainty based on (rg,rw). Here u

of b(B) and b(W). Similarly, for fuzzy multivalued events, we can keep the ratio of r4 and

rg the same as for b(A) and b(B), for any A, B C O.

Definition 24. We define the DS Belief Space as B = {b|b : 2° + [0,1],b(0) = 0, > acob(A) =
1}

Definition 25. We define the fuzzy multivalued evidence space as E = {e|e : 20\ {f), 0}
RTU{0}, where e(A) >0 and 3 40 azp€(A) > 0}

Definition 26. With B and E as in Definition 24 and 25, let function Z : E — B be a
map from fuzzy multivalued evidence space to DS Belief Space. Let e € E be represented as

in Definition 20. When A C O, define b = Z(e)

Ti = D ACO,ALD e A e(:\) log,,, (a1, V1 <@ <m
Ce =35 Jo |—m = — (m —1)!|dz
a Il (=2 aormde (5.3)
b(A) = ce stz
b(O)=1—ce

b(®) = 0

~—
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It is easy to see that Z is a total function: it yields a unique value for each e.

5.4.1 Key Mathematical Properties

We would like to have Z be a bijection between E and B. In order to prove Z is
a bijection, we need to prove that for each b € B, there is unique e € F such that Z(e) = b.

Let e be a fuzzy event. Then Egg% equals zgg%, for any A, B C O and A, B # .
The certainty ¢, depends on the amount of evidence. If we assume e(A) = b(A)t for
A C O,A# 0, then c. is a function of ¢, i.e., c(t).
b(A .
bi = 3 A ACO A£0.0:€A % log,,, fap, 1 <@ <m
m—1 m—1
) I (= X w)mt (5.4)
C(t) =3 fQ | ;7—1 bit ;n7—1 - (m - 1)'|d$
fQ [T 2" (1= > z;)’mtd
=1 =1

We only need to show that there is a unique ¢ such that ¢(t) = 1—b(0O). Figure 5.1
plots how certainty varies with the total amount of evidence r1 + ro + r3, where the ratio
r1:7y: 71y is fixed at 1:2:3. The trend is monotonic and asymptotic to 1.

Thus we have the following theorems. Theorem 13 shows that ¢(¢) is bounded.

That is, the certainty is in [0, 1] regardless of the amount of evidence.
Theorem 13. 0 < ¢(t) < 1 for any t > 0.

Theorem 14 shows that ¢(t) is monotonic with the amount of evidence provided

that conflict in the data is held constant.

Certainty

L L L L L L
24 30 36 42 48 54 60

1‘8
Total transactions, ratio 1:2:3

L L
0 6 12

Figure 5.1: Certainty increases with evidence

Theorem 14. c(t) is strictly increasing, t > 0.
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Proof idea: The proof of this theorem is built via a series of steps. The main idea is to

show that ¢/(¢) > 0 for ¢ > 0.

1. Eliminate the absolute sign by showing that there exists a region €2 such that ¢(t) is

an integral on €.
2. Differentiate c(t) to obtain an integral on the boundary of €; plus an integral on €.
3. Show that the integral on the boundary of §2; is 0.

4. Break the integral on € into two terms, with first term to be 0 by the symmetric

property and the second term greater than 0. Hence ¢/(¢) > 0.

Another important scenario is when the total amount of evidence is fixed, but
the evidence varies to reflect different levels of conflict. Certainty should decrease where
there is more conflict in the evidence. For the binary case, we can define conflict as ratio
of positive and negative outcomes. For the multivalued case too, the conflict intuitively
relates to the ratio of data. For example, for a three-dimensional event (9,0,0) indicates
no conflict, whereas (9,9,9), means the conflict is maximal. Figure 5.2 plots certainty for

r1 4+ 1o + r3 = 10, and varying conflict.

4
OO
0,:.0,,

7

Certainty

Figure 5.2: Certainty increases with evidence and decreases with conflict

Theorem 15. 7 : E — B as in Definition 26 is a bijection.
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Proof sketch: From Definition 26, Z yields a unique value for each event in £. Conversely,
to establish existence and uniqueness of Z~1, observe that the evidence has the same ratios
as the belief, and the size of the evidence depends on the certainty in the belief. For an
amount of evidence, ¢, let ¢(t) be as in Section 5.4.1. By Theorem 14, there is a unique ¢,
corresponding to any certainty. By Theorem 13, ¢ exists for any valid certainty (in [0, 1]).
Thus, given b, it suffices to calculate the correct amount of evidence, t.

Let ¢(t) be defined in equation 5.4. Algorithm 5.4.1 calculates Z~! via binary
search on ¢(t) to a specified precision, € > 0. Here t,,q, > 0 is the maximum size of the

body of evidence considered. (Recall that lg means logarithm to base 2.)

&= b4

c=1—-u

t1 =

t2 = tmax

while 9 — 1 > e do
tz#;

if ¢(t) < c then

t1=1
else
ty =t
end if
end while
return ¢

5.5 Proposed Fusion Rules

Combining evidence is trivial. We just sum up the corresponding numbers. Let

the evidence fusion rule be ©.

Definition 27. With E from Definition 20, let ej,eqs € E. Let e = e; ® ea. Then e(A) =
e1(A) +ex(A) VA C O, A # 0.

Theorem 16. The evidence fusion rule ® is commutative, associative, and continuous.
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We introduce &, a new DS fusion rule. This rule maps the beliefs to evidence
space, combines them in the evidence space, then maps the combined evidence back to DS

belief space.

Definition 28. Let B be as in Definition 24, and let by,bs € B. Then by ®by = Z(Zfl(bl)(D
Z7(ba))

Since Z is a continuous bijection between E and B, we have the following theorem.

Theorem 17. The belief fusion rule ® is commutative, associative, and continuous.

5.6 Zadeh’s Example

The above properties provide a formal evaluation of the soundness of our approach.
A more practical and conceptual evaluation involves showing that our approach produces
different and better results than existing approaches. To this end, we compare our belief
fusion rule with Dempster’s rule and Jgsang and Pope’s (J&P) [Jgsang and Pope, 2008]
cumulative and averaging rules. We consider a series of examples to demonstrate that our
approach produces intuitive results in a variety of settings whereas the above approaches
are intuitive only in some cases. Below following Zadeh’s [Zadeh, 1986] example, M, T', and
C represent meningitis, tumor, and concussion, respectively.

J&P propose two fusion rules: cumulative and averaging. These rules rely on the
bijection between Dirichlet distribution and belief functions. Since J&P treat each outcome
equally and fail to consider conflict when calculating certainty, both rules yield unintuitive

results in some cases.

Table 5.1: Zadeh’s example using different approaches

Dempster’s rule  0.000  1.00  0.000
J&P cumulative  0.495  0.01  0.495
J&P averaging  0.495 0.01 0.495
Our approach 0.495 0.01 0.495
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Table 5.1 shows that our approach behaves the same as J&P’s approaches on
Zadeh’s example, since both doctors have no uncertainty in their beliefs. Our approach and
J&P’s approaches produce the average of two beliefs.

Let’s modify the example by introducing uncertainty to both doctors’ beliefs, as
J&P propose. Suppose Alice believes that Bob has either meningitis with probability 0.98
or a tumor with probability 0.01 (with uncertainty 0.01). Peter believes that Bob has either
a concussion with probability 0.98, or a tumor with probability 0.01 (with uncertainty 0.01).

Table 5.2: Adding uncertainty to Zadeh’s example

m(M)  m(T)  m(C)  m(O)

Dempster’s rule  0.49000 0.01500 0.49000 0.0050
J&P cumulative 0.49246 0.01005 0.49246 0.0053
J&P averaging  0.49000 0.01000 0.49000 0.0100
Our approach  0.48390 0.00980 0.48390 0.0224

In Table 5.2, the m(©) column indicates uncertainty. Our rule gives a slight smaller
probability for a tumor than each doctor’s belief, since we take into account the conflict
between the two beliefs. Our approach correctly captures the fact that conflict decreases
certainty. J&P ignore the conflict when calculating certainty, so their cumulative rule yields
slightly higher probability than both doctors’ beliefs that Bob has a tumor. The averaging
rule yields the same probability as each doctor’s belief.

When uncertainty is higher, J&P’s cumulative rule yields unintuitive results. Sup-
pose Alice believes that Bob has either meningitis with probability 0.30, or tumor with
probability 0.10 (thus, uncertainty is 0.60). Peter believes that Bob has either a concussion
with probability 0.30, or a tumor with probability 0.10 (thus, uncertainty is 0.60).

As Table 5.3 shows, Dempster’s and J&P’s cumulative rules yield lower uncertainty
than expected, and about 50% higher probability that Bob has a tumor. Since the two
doctors provide contradictory information, even though they both claim that the probability
that Bob has a tumor is 0.1, the combined belief should not be much higher than 0.1. When
conflict is severe, the combined belief might be even lower, since we treat the information

obtained as unreliable. Our rule yields a probability of 0.095, which is slightly below 0.10.
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Table 5.3: Zadeh’s example with high uncertainty

m(M)  m(T)  m(C) m(O)

Dempster’s rule  0.2118 0.1529 0.2118 0.4325
J&P cumulative 0.2143 0.1429 0.2143 0.4285
J&P averaging  0.1500 0.1000 0.1500 0.6000
Our approach  0.1448 0.0965 0.1448 0.6139

The uncertainty is 0.6139: slightly above 0.60 due to the conflict.

Table 5.4: When two beliefs are the same

m(M) m(T) m(C) m(O)

Dempster’s rule  0.2632 0.2632 0.2632 0.2104
J&P cumulative 0.2500 0.2500 0.2500 0.2500
J&P averaging  0.2000 0.2000 0.2000 0.4000
Our approach 0.2436 0.2436 0.2436 0.2692

J&P’s averaging rule takes the average of the two beliefs. Though it is close to
our intuition, the averaging rule does not make sense under the closed-world assumption,
since averaging is idempotent, i.e., b@® b = b. If two doctors provide the same beliefs b, the
averaging rule will yield the same belief b, whereas our intuition tells that the combined
belief should have more certainty, or equivalently, less uncertainty. Table 5.4 illustrates an
example. Suppose both Alice and Peter believe that Bob has a tumor with probability 0.2,
meningitis with probability 0.2, concussion with probability 0.2, uncertainty 0.4. Under
the closed-world assumption no other diseases are possible [Smets, 1990]. Our approach,
Dempster’s rule, and J&P’s cumulative rule all yield more certainty in the fused beliefs, but
J&P’s averaging rule keeps the certainty the same.

Table 5.5 illustrates another shortcoming of J&P’s averaging rule. Suppose Alice
believes that Bob has a tumor with probability 0.5 (and uncertainty 0.5). Peter provides no
information, i.e., his belief is | with uncertainty 1.0. J&P’s averaging rule yields a highly

unreasonable result, namely, that Bob has a tumor with probability 0.33 and uncertainty
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Table 5.5: Example where one of beliefs is null

Dempster’s rule  0.00 0.50  0.00 0.50
J&P cumulative 0.00 0.50  0.00 0.50
J&P averaging  0.00 0.33 0.00 0.67
Our approach 0.00 0.50 0.00 0.50

0.67. This contrasts with the null property that Section 5.1 introduces: we should have
b&® 1 = b. Our approach, Dempster’s rule, and J&P’s cumulative rule all obey this property.
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Chapter 6

Discussion

This dissertation offers a theoretical development of trust that would underlie a
variety of situations where trust reports based on evidence are combined. In particular, it
contributes to a mathematical understanding of trust, especially as it underlies a variety of
multiagent applications. These include social networks understood via referral systems and
webs of trust, in studying which we identified the need for this research. Such applications
require a natural treatment of composition and discounting in an evidence-based framework.
As Chapter 1 shows, these applications broaden to service-oriented computing in general.

Further, an evidence-based notion of trust must support important properties
regarding the effects of increasing evidence (for constant conflict) and of increasing conflict
(for constant evidence). Theoretical validation, as provided here, is valuable for a general-
purpose conceptually driven mathematical approach such as ours. The main technical
insight of this dissertation is how to manage the duality between trust and evidence spaces
in a manner that provides a rigorous basis for combining trust reports.

A payoff of this approach is that an agent who wishes to achieve a specific level of
certainty can compute how much evidence would be needed at different levels of conflict. Or,
the agent can iteratively compute certainty to see if the certainty of its beliefs or disbeliefs
has reached an acceptably high level.

It is worth considering briefly the benefits of treating trust as a well-defined con-
cept. Potentially, instead of exchanging trust reports, the agents could exchange probability
distributions based upon the evidence. However, discounting such evidence would require

going through the trust report representation that we described. Because of the bijection
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that Theorem 3 establishes, the trust and evidence representations are equivalent, so the
choice between them is arbitrary. However, trust is an important concept for both con-
ceptual and practical reasons. In conceptual terms, trust represents a form of relational
capital [Castelfranchi et al., 2006] among the agents. From a practical standpoint, trust
summarizes the prospects for an interaction in way that makes intuitive sense to people
and fits into practical agent architectures. Making intuitive sense to people is crucial from
the standpoint of effective requirements elicitation and for explaining outcomes to users.
Moreover, in open architectures where the agents are implemented heterogeneously, a nu-
meric treatment of trust can provide a simple means of facilitating inter-operation without
requiring that the implementations agree on their internal representations.

The broad family of applications that this approach targets includes social net-
works and service-oriented computing. These applications rely on the parties concerned
acquiring evidence in order to make reasoned judgments about interacting with others. As
a practical matter, it is inevitable that there will be conflicts in the trust reports received
from others. There is agreement that certainty is crucial in combining trust reports. How-
ever, previous approaches calculate certainty naively in a manner that disregards conflict.
Thus our results are a significant advance even though our approach begins from the same
PCDF framework as applied by Jgsang in his treatment of trust.

This dissertation treats reputation management as a well-defined path algebra
problem. Each agent only needs to maintain the trust ratings for its neighbors and to use
referral networks and path algebra to merge and combine the trust ratings and obtain the
trust in the service provider with which it has no direct interactions. Our algorithm scales
well, since the trust ratings are merged in a bottom up fashion.

The underlying notion of a reference associated with a trust rating is extremely
general. It accommodates referrals, neighborhood relationships in peer-to-peer computing,
symbolic references across information resources, and potentially even physical neighbor-
hood relationships such as on certain kinds of ad hoc networks.

This dissertation proposes 3 different mechanisms to update referrers’ trustwor-
thiness. Further, the discounting rate parameter offers the flexibility to capture different
dynamic behavior of agents.

Further directions include further experimental evaluation. More different types

of agents, say, discriminative agents, should be also considered in our future work. Besides,
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the decision-making strategies for agents to compare trust estimates for service selection
should be also discussed.

The broad family of applications that this approach targets includes social net-
works and service-oriented computing. These applications rely on the parties concerned
acquiring evidence in order to make reasoned judgments about interacting with others. As
a practical matter, it is inevitable that there will be conflicts in the trust reports received
from others. There is agreement that certainty is crucial in combining trust reports. How-
ever, previous approaches calculate certainty naively in a manner that disregards conflict.
Thus our results are a significant advance even though our approach begins from the same

PCDF framework as applied by Jgsang in his treatment of trust.
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Chapter 7

Literature

A huge amount of research has been conducted on trust. We now review some of

the most relevant literature from our perspective of an evidential approach.

7.1 Distributed Trust

Trust models are widely studied in various domains. Trust propagation methods
can be categorized as the models that consider the witness information sources
[Sabater and Sierra, 2005], or retrieve and aggregate ratings from the social network
[Ramchurn et al., 2004]. Here, we focus on trust propagation approaches not covered in
above surveys.

Richardson et al.[Richardson et al., 2003] discuss an abstract framework for trust
propagation. Each user maintains trust in a small number of other users. A user’s trust in
any other user can be computed by using the existing web of trust recursively. Richardson
et al. first enumerate all paths between the user and every other user who has a local belief
in a given statement. Next they calculate the belief associated with each path by using a
concatenation operator along each path, and combine the beliefs associated with all paths
using a predefined aggregation operator.

Yu and Singh [Yu and Singh, 2002, 2003b] study distributed reputation man-
agement in a social network whose member agents cooperate with each other to find the
trustworthiness of other agents. When an agent wants to find the trustworthiness of a

service provider, it uses the referral network to find witnesses, and combines the beliefs of
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those witnesses regarding the service provider. Yu and Singh’s approach is based on the
Dempster-Shafer theory of evidence. It treats a service with medium quality as of unknown
quality, not as a known medium quality. More importantly, it does not completely address
double counting in that multiple paths through the same agent are treated as if they were
independent. Although the approach identifies witnesses who have direct experience, so
there is no double counting at that level.

Gray et al. [Gray et al., 2003] solve trust propagation problem in mobile ad hoc

networks. In their approach, the concatenation is calculated as the average of trust of each
edge along the referral path, where the trust of edges is discounted by the depth in the
referral path. Trust from different paths is aggregated by choosing the most trusted of the
available paths. Quercia et al.
[Quercia et al., 2007] also propagates trust in mobile network context. Based on the web of
trust, they build relationship graphs where nodes are relationships. Two related nodes are
linked if they are either from the same rater or rating the same person. At the beginning,
some of nodes are rated at the first place. Then trust is propagated from rated nodes to
unrated ones by computing a predictive function. However, the number of relationships in
real-world networks is much larger than the number of nodes. For example, there are 1,234
edges (538 nodes) in FilmTrust, and 317,979 edges (39,246 nodes) in PGP. Propagating
trust in the corresponding relationship graphs would be more computationally expensive.

Trust management in peer-to-peer systems have been also widely studied
[Kamvar et al., 2003]

[Zhou et al., 2008]. Spectral decomposition is used on the adjacency matrix of the network
graph to estimate global reputation, which is also called the global group trust metric [Ziegler
and Lausen, 2004].

Guha et al.[Guha et al., 2004] associate trust relations to matrix operations. For example,
the commutativity of trust is associated to matrix transpose, while direct propagation is
associated to matrix multiplication. Different from global group methods, our approach
models trust from a personal perspective. Propagated trust takes into account personal
bias. Besides, matrix approaches require several iterations to converge.

Advogate [Levien, 2003] and Appleseed [Ziegler and Lausen, 2004] are two local
group trust metrics, which propagate global trust only on the local subgraph. Advogate

applies network flow on a modified graph, where capacities are assigned to edges based on
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the depth in the referral path. The deeper the edge is the less capacity it has. Conversely,
Appleseed adopts spreading activation. It spreads energy across the graph, and, when prop-
agating through a node, divides energy among successors based on the edge weights. The
idea of Appleseed is similar to the spectral decomposition, which requires several iterations
to converge. CertProp propagates trust in local subgraphs. It provides local trust, rather
than group-level (local group) or global trust. In other words, the propagated trust of Alice
from Bob is different from the trust of Alice from Charlie. Richardson et al. [Richardson
et al., 2003] have studied the trust management for the semantic web. Each user maintains
trust in a small number of other users. A user’s trust in any other user can be computed by
using the existing web of trust recursively. Richardson et al. first enumerate all paths be-
tween the user and every other user who has a local based belief in a given statement, then
calculate the belief associated with each path by using a predefined concatenation function
along each path and the belief held by the final user, and those beliefs associated with all
paths can be combined by using a predefined aggregation function. Since Richardson et
al. use the path algebra interpretation on the whole network, it is not appropriate in a
distributed network where agents in the network are autonomous, since the topology may
change constantly and some agents may not be cooperative.

Yu and Singh [Yu and Singh, 2002], [Yu and Singh, 2003a] have studied distributed
reputation management in a social network of agents where the agents cooperate with each
other in finding trustworthiness of the other agents. Yu and Singh build their work on
referral networks. They use Dempster-Shafer theory to represent the agent’s trust on the
service provider. When an agent wants to find the trustworthiness of a service provider,
it uses the referral network to find witnesses, and combines the beliefs of those witnesses
regarding the service provider. Yu and Singh assign weights to each witness to detect and
penalize deceptive agents. There are some limitations to this approach. First, a service with
medium quality is treated as unknown quality, not as a known medium quality. Second,
suppose some witnesses are found. Let’s consider two cases. In one case, all witnesses are
referred by the same agent, while in the other case, all witnesses are referred by different
agents. We should expect more evidence from the second case. By assigning weights to
each witness these two cases are not differentiated.

Despotovic and Aberer [Despotovic and Aberer, 2005] propose a simple probabilis-

tic method, maximum likelihood estimation, to consolidate ratings. Though it reduces the
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calculation overhead and admits a clear statistical interpretation, however, their model is
overly simplified. The agents rate a target as either good or bad, Thus their method can-
not be used where the agents need to give precise ratings, secondly, their method does not
consider the uncertainty of a rating, or equivalently, the number of transactions on which
a rating might be based. Since only a small number of witnesses are chosen and each agent
only knows a small number of all agents, most of the time, the agent cannot compute the
trust to the necessary witnesses, which causes problem to scale up.

Huynh et al. [Huynh et al., 2004] introduced a trust model, FIRE, which has four
components: interaction trust, role-based trust, witness reputation, and certified reputation.
FIRE incorporates all those components to provide a combined trust. Referrals were used
to obtain the witnesses, each witness is assigned a weight. But we have not seen any work
on the biased information referred by the malicious acquaintances. Further, it does not
scale well since a weight for each witness needs to be maintained.

Josang et al. [Josang et al., 2003] analyzed transitive trust topologies, specified
three basic topology dimensions: trust origin, trust target and trust purpose. They also
described principles for recommendation, measuring and computing trust based on those
topologies. Whereas detailed mathematical computation formula for computation of the
combined trust has not been found in his work. J@gsang et al. used cryptography to provide
authenticity and integrity of referrals, but key management is still a major and largely
unsolved problem on the Internet today.

Carbone et al. [Carbone et al., 2003 study trust formally in a setting based on
distributed computing systems. They propose a two-dimensional representation of trust
consisting of (1) trustworthiness and (2) certainty placed in the trustworthiness. Carbone
et al. introduce the notion of ordering for each dimension of the trust. But they do not
specify how to calculate the certainty or the properties of it.

Weeks [Weeks, 2001] introduces a mathematical framework for distributed trust
management systems. He uses the least fixed point in a lattice to define the semantics of
trust computations. Importantly, Weeks only deals with the so-called hard trust among
agents that underlies traditional authorization and access control approaches. He doesn’t
deal with evidential trust, as studied in this dissertation.

Quercia et al. [Quercia et al., 2007] design a system to propagate trust among mo-

bile users. They use a graph-based learning technique. Quercia et al.’s model is lightweight,



61

distributed and efficient for mobile users. However, their approach only uses a very simple
similarity between agents to predict the trust, it is not based on evidence.

Ziegler and Lausen [Ziegler and Lausen, 2004] classify trust metrics among various
axes: global, local, centralized, distributed, group, and scalar trust. They apply the idea
of Appleseed to activate and distribute energy among the nodes. The connection between
energy and trust is not justified. In their work, trust is subjective, which is only based on

agent’s opinions instead of evidence.

7.2 Trust and Evidence

Abdul-Rahman and Hailes [Abdul-Rahman and Hailes, 2000] present an early
model for computing trust. However, their approach is highly ad hoc and limited. Specifi-
cally, various weights are simply added up without any mathematical justification. Likewise,
the term uncertainty is described but without being given any mathematical foundation.

Sierra and Debenham [Sierra and Debenham, 2007] define an agent strategy by
combining the three dimensions of utility, information, and semantic views. Their frame-
work defines trust, reputation, and uncertainty. Their definition is rather complex. It is
justified based on the authors’ intuitions and is experimentally evaluated. Thus it is plau-
sible in a conceptual way. However, it lacks an explicit mathematical justification, such as
we have sought to develop in this work.

The Regret system combines several aspects of trust, notably the social aspects
[Sabater and Sierra, 2002]. It involves a number of formulas, which are given intuitive, but
not mathematical, justification. A lot of other work, e.g.,

[Huynh et al., 2006], involves heuristics that combine multiple information sources to judge
trust. It would be an interesting direction to combine a rigorous approach such as ours with
the above heuristic approaches to capture a rich variety of practical criteria well.

Teacy et al. [Teacy et al., 2005] proposed TRAVOS, the Trust and Reputation
model for Agent-based Virtual OrganisationS. TRAVOS uses a probabilistic treatment of
trust. Teacy et al. model trust in terms of confidence that the expected value lies within
a specified error tolerance. An agent’s confidence increases with the error tolerance. Teacy
et al. study combinations of probability distributions to which the evaluations given by

different agents might correspond. They do not formally study certainty. Further, Teacy et
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al.’s approach does not yield a probabilistically valid method for combining trust reports,
which is the focus of this dissertation.

Despotovic and Aberer [Despotovic and Aberer, 2005] propose a simple probabilis-
tic method, maximum likelihood estimation, to aggregate ratings. This method dramat-
ically reduces the calculation overhead of propagating and aggregating trust information.
Further, the aggregated trust admits a clear statistical interpretation. However, Despotovic
and Aberer’s model is overly simplified: the agents rate a target as either good or bad.
Thus their approach cannot be used where the agents are required to give more accurate
ratings, e.g., even a scalar (as a real value) from 0 to 1. Further, Despotovic and Aberer’s
method does not consider the uncertainty of a rating or equivalently the number of trans-
actions on which a rating might be based. Since witnesses can be any agents, in order
to estimate the maximum likelihood, each agent needs to record the trustworthiness of all
possible witnesses, thus increasing the complexity of scaling up. More importantly, since
only a small number of witnesses are chosen and each agent only knows a small number
of all agents, most of the time, the agent cannot compute how much trust to place in the
necessary witnesses.

Reece et al. [Reece et al., 2007] develop a method to consolidate an agent’s direct
experience with a service provider and trust reports about that service provider received
from other agents. Reece et al. calculate a covariance matrix based on the Dirichlet distri-
bution that describes the uncertainty and correlations between different dimensional proba-
bilities. The covariance matrix can be used to communicate and fuse ratings. The Dirichlet
distribution considers only the ratio of positive and negative transactions. It does not de-
pend on the number of transactions, so the resulting uncertainty or certainty estimates are
independent of the total number of transactions. As we explained above, this is contrary
to intuition because certainty does increase with mounting evidence if the ratio of positive
and negative transactions is kept constant. Lastly, Reece et al. neglect the trustworthiness
of the agent who provides the information. This dissertation provides a basis for accom-
modating the trustworthiness of agents who provide information: this aspect is studied by
Wang and Singh [Wang and Singh, 2006], which applies the present approach to specify
operators for propagating trust.

Halpern and Pucella [Halpern and Pucella, 2006] consider evidence as an operator

that maps prior beliefs to posterior beliefs. Similar to our certainty function, they use a
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confirmation function to measure the strength of the evidence. However, there are many
kinds of confirmation functions available, and it is not clear which one to use. Halpern and
Pucella use the log-likelihood ratio. They do not give a mathematical justification for its
optimality, only that it avoids requiring a prior distribution on hypotheses.

Fullam and Barber [Fullam and Barber:, 2006] describe trust-related decisions
based on agent role (trustee or truster) and transactions (fundamental transaction or rep-
utation transaction). They propose applying Q-learning and explain why the learning is
complicated when reputation transaction is used. Fullam and Barber use the Agent Repu-
tation and Trust (ART) test-bed to evaluate their learning techniques. Fullam and Barber
[Fullam and Barber, 2007] study different sources of trust information: direct experience,
referrals from peers, and reports from third parties. They propose a dynamical learning
technique to identify the best sources of trust, based on some parameters. Both the above
works do not consider the uncertainty of trust information and do not offer any mathemat-
ical justification for their approach.

The following work is not closely related to our work but worth discussing because

it deals with service discovery based on uncertainty. Li et al.
[Li et al., 2008] describe ROSSE, a search engine for grid service discovery. They introduce
the notion of “property uncertainty” when matching services. A property is uncertain when
it is used in some but not all advertisements for services in the same category. Thus, for
Li et al., uncertainty means how unlikely a service has the property in question. This is
quite different from our meaning based on the probability of the probability of a particular
outcome. Li et al. use rough set theory to deal with property uncertainty and select the
best matched services.

Other approaches study systems in which agents alter their relationships or their
behaviors based on calculations of each other’s trustworthiness. Jurca and Faltings
[Jurca and Faltings, 2007] describe a mechanism that uses side-payment schemes to provide
incentives for agents so that it becomes rational for the agents to report ratings of other
agents truthfully. Jurca and Faltings use a simplistic trust model. They express trust as a
scalar from 0 to 1, and do not consider uncertainty. As a result, one bad experience out of
ten yields the same trust as 1,000 bad experiences out of 10,000. By contrast, our approach
finds the two cases to yield different measures of certainty. Overall, though, our approach is

complementary to theirs. Jurca and Faltings are interested in obtaining individual ratings;
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we are interested in aggregating the ratings into measures of belief of certainty, which can
then be propagated [Wang and Singh, 2006].

Sen and Sajja [Sen and Sajja, 2002] also address the problem of deceptive agents.
They study reputation-based trust with an emphasis on the problem of estimating the
number of raters (some of whom may be liars) to query in order to obtain a desired likelihood
threshold about the quality of a service provider. They model the agents’ performance as
drawn from two distributions (high and low); agents use reputation to determine if some
of the raters are liars. Sen and Sajja experimentally study the effect on performance of
systems wherein some of the raters are liars with a view to identifying thresholds beyond
which the number of liars can disrupt a system. Yu and Singh [Yu and Singh, 2003a] show
how agents may adaptively detect deceptive agents. Yolum and Singh [Yolum and Singh,
2003] study the emergent graph-theoretic properties of referral systems. This dissertation
complements such works because it provides an analytical treatment of trust that they do

not have whereas they address system concerns that this dissertation does not study.

7.3 Information Theory and Dempster-Shafer Theory

Shannon entropy [Shannon, 1948] is the best known information-theoretic measure
of uncertainty. It is based on a discrete probability distribution p = (p(z)|x € X) over a
finite set X of alternatives (elementary events). Shannon’s formula encodes the number of
bits required to obtain certainty: S(p) = — > . x p(x)lgp(z). Here S(p) can be viewed as
the weighted average of the conflict among the evidential claims expressed by p. Jaynes
[Jaynes, 2003] provides examples, intuitions, and precise mathematical treatment of the
entropy principle. More complex, but less well-established, definitions of entropy have been
proposed for continuous distributions as well, e.g., [Smith, 2001].

Entropy, however, is not suitable for the present purposes of modeling evidential
trust. Entropy captures (bits of) missing information and ranges from 0 to oco. At one
level, this disagrees with our intuition that, for the purposes of trust, we need to model the
confidence placed in a probability estimation. Moreover, the above definitions cannot be
used in measuring the uncertainty of the probability estimation based on past positive and
negative experiences.

Shafer [Shafer, 1976] introduces tradeoff combination rule. It first discounts the
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information according to information source, then combines them. The weighted average
of the beliefs is the combined belief. Though it is continuous and commutative, it is not
associative. Shafer does not consider volume of evidence behind the beliefs or the subtlety
of the conflict in the information. The calculation of discount parameter is ad hoc at best.

Yager [Yager, 1987] attributes conflict to the universal set X through the conver-
sion of basic probability assignment to ground probability assignment. The combination
rule is continuous, commutative, but not associative. It does not consider body of evidence
underlying the beliefs.

Inagaki [Inagaki, 2008] defines a continuous parameterized class of combination
rules, which subsumes both Dempster’s rule and Yager’s rule. His rule is commutative but
not associative. Inagaki wrongly claims that his rule subsumes all combination rules. He
does not realize that he only considers linear combination rules where weights of averaging
only depend on beliefs linearly. He does not consider the body of evidence either. As we
showed above, the body of evidence depends on evidence nonlinearly.

Ferson and Kreinovich [Ferson and Kreinovich, 2002] introduce a generalized av-
eraging rule. It slightly differs from Shafer’s tradeoff method by the definition of weights.
It is continuous, commutative, but not associative. Since their method is linear, it does not
capture the body of evidence or the extent of conflict contained in the beliefs.

Josang and Diaz [Jgsang and Elouedi, 2007] define certainty based on dirichlet
distribution for multivalued events. They argue that certainty increase as evidence increase.
But there are two major problems with their approach. First, they map each outcome to
each singleton in the dirichlet state space, thus treating all outcomes equally. Secondly,
they define certainty to be a function of the total amount of evidence, without considering
conflict.

Josang and Pope[Jgsang and Pope, 2008] propose two fusion rules: cumulative
fusion of evidence and averaging fusion rule. They all based on bijection between dirichlet
distribution and belief distribution functions. Since they treat each outcome equally and

fail to consider conflict when calculate certainty, their rules yields counterintuitive results.
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Lemma 18. f. s(z) is increasing when x € [0, ;%) and decreasing when x € (;1,1] frs()

18 maximized at ¥ = ——.
r+s

Proof: To show monotonicity, it is adequate to assume r and s are integers and r + s > 0.
The derivative
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Since r — (r 4+ s)x > 0 when = € [0, 2=) and r — (r + s)z < 0 when z € (=

N 1], we have

r+s’

df”(z) > 0 when x € [0, 1) and df”(w) < 0 when x € (;55,1]. Then f, s() is increasing
When z € [0,;:5;) and frs() is decreasmg when = € (%,1] frs(x) has maximum at
T = O

The motivation behind Lemma 19 is, in essence, to remove the absolute value

function that occurs in the definition of certainty. Doing so enables differentiation.

Lemma 19. Given A and B defined by frs(A) = frs(B) =1, 0 < A< = < B <1, we
have ¢y = ff(fm(m) —1)dz

Proof: As in Definition 2, r+s > 0 throughout this paper. By Lemma 18, f; s(z) is strictly

, 745 )» strictly decreasing for € (1, 1] and maximized at x = .

Since the average of f,¢(z) in [0,1] is 1.0, we have that f,«,s(ﬁ) > 1.0. Since f,4(0) =

fr,s(1) = 0, there are A and B such that f.s(4) = f;s(B)=1land 0 < A< 1o <B<1

From Lemma 18, we have f, (x) < 1 when z € [0,A) or z € (B,1] and f; s(z) > 1 when
€ (4, B). By Definition 3, we have fol (frs(z) = 1)dz = 0.

Therefore, fOA (frs(x) — 1)dz + fé (frs(z) —1)dz + ff (frs(x) —1)dz =0

and [;' (1~ fra(@))dz + [ (1 = fra(2))da

= [ (frs(@) = 1)da.

Thus [ |frs(2) = 1dz = ' 1= (fra(@)dz + [5 (1= fra@))dz + [ (fra(z) — 1)da

and %fol | frs(z) —1ldx = fA (frs(x) —1)dz. O

increasing for = € [0

Lemma 20.
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Proof: We use integration by parts.
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Where 1 is a positive integer.

Proof: This lemma is used in the next lemma, to show that the right side of an equation
approaches a constant, where the equation has duplicated roots, and then the two roots of

the equation approach that duplicated root.
T

. 1 i
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Lemma 22.
1
lim A(r) = lim B(r) =

r—00 r—o0 1+«

(-2)
Where r is a positive integer.

Proof: The idea is to show that A(r) and B(r) are two roots of an equation g(x) = 3(r).
If lim, . B(r) = B and the equation g(x) = [ has duplicated roots of «, then we have

lim, 00 A(r) = lim, oo B(r) = «
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By Lemma 19, A(r) and B(r) are two roots for the equation
z(l —xz)* \/fom”’l—mm‘dx

since

lim, s {/fol ;L'r(l — .x)ardw

T
. - 1 ;
= lim, oo \/ar+r+1 H1 i (by Lemma 20)
1=

— ﬁ (by Lemma 21)

_ 1 1
= a1 — 53)"

since z(1 — x)® achieves its maximum at z = 1+1a’ and z = 1+7a is the only root for the
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we have c ( ) > 0, so ¢(r) is increasing when r > 0. O
1 A _ 1 1
Lemma 23. Define L(r) = e Jo 7 fla,r)dx and R(r) = e fB(r) f(z,r)dx.
Where

flx,r)=2"(1 —x)*" Then
lim, oo L(r) = 0 and lim, . R(r) =0

Proof: We only need to show that lim, . L(r) = 0. Since lim, ., R(r) = 0 can be
proved similarly. The idea is to show that L(r) is the remainder of the Taylor expansion of

(A+1—AW”T

2" (1 —2)*dz
_foA rd aH_ <1 )ar+1)
= M_Hx ( —z)or A ¢ + a1 OAxT_l(l — )ty
— arT«H 1(1 )O‘T'de ar+1Ar( _ A)ar—i—l

= e (1= (= A ie)

Z I1 %A—,i(l — A)ar+rli
=1 i

car+r4+1—j 1
So
A
L(T) = W 0 .’L'r(l — x)ardx
T .
= (ar+r+1) [ atotl=t fOA 2" (1 — x)*dz
i=1
= 1— (1 _ A)ar—l—?“—i—l
r ar+r i )
—(047’ +r+ 1) 2 AT<1 _ A)ar+r+1fz
=it
= (ar+r+ )Mz +1— A)rtrde
r ar+r : .
_ Z fOA xz—l(l _ A)ar+r+1_ld:c)
= i—1
ar—+r 1—i N .
where =11 % for any positive integer k. Since

k i=1
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o) ar+r : ;
(l’ + 1— A)ar+r — Z $Z(1 _ A)ar—i—r—z

=0 i
so we have

o) ar+r : ;
Lir)=(ar+r+1) % [ 2i(1 — Ayortr=idy
= i
o ar +r i )
=(ar+r+1)% AT (1 — A)ertri

i=r .
1

ar—+r

< %THA > Ai(1 — A)artr—i

i=r .
1

r—1 + . .
— ar—l—rr—&—lA((A +1— A)ar+r _ Z ar r Az(l _ A)on"+rfz)

=0 i
since

=11 ar+r ) )
A'(1 — A)*r =" is the Taylor expansion of (A +1— A)**" =1, so

=0

=11 ar—+r ) )
lim 1— ) A1 — A)artr=i =
r—00 i=0 .

and by Lemma 22 lim %’”HA = 1. Therefore,

T—00

lim, o L(r) = 0 and similarly lim,_,. R(r) = 0. O
Lemma 24. lim, . c(r) =1

Proof: Let f = A=) Phon we have
. Jo zr(1—x)erde
(&) = J{ F(@)da — Lia) — R@) — (B - A)
since fol f(z)dz =1, lim, o B— A =0 (by Lemma 22) and lim,_,oo L(r) = lim, o, R(r) =
0 (by Lemma 23). So

lim, oo c(r) =1
Lemma 25. lim,_,oc(r) = 0.

Proof: We only give a sketch of the proof. Let f(x) < M when r < 1. For Ve > 0, let

6 _ € xT(lil‘)aT
2(M+1)° fol zr (1—z)orda

r — 0. So 3 r¢p > 0 such that,

since approaches to 1 uniformly in the interval [4,1 — ¢], when
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f(z) — 1] < e when r < rg,z € [§,1 — d]. So when r < rg,
o(r) =% [} 1f(2) — 1|dz
= () 1f (@) = Udz + [} f(2) — Udz [ 5 |f(x) — 1|da)
(M +1)0+ e+ (M +1)5) = e. Hence we have }1_{1(1) c(r) =0. O

Theorem 5 The concatenation operator ® is associative.

Suppose M7 = (b1, dy,u1), My = (ba,da,uz), M3 = (bs,ds, ug), My x (My x M3) =
(b,d,u), and (M; x M) x Ms = (V/,d’;u), Then
b = by1(bab3) = b1bobs and
b = (b1ba)bs = b1bobs, so we have
b=1V
d = by(bad3) = b1bads and d' = (b1by)ds = bybebs, so we have d = d’, and
u=1l-b—d=1-V—-d =
Which completes the proof.

Proof of Theorem 6

Aggregation (@) is associative. Since the belief space is equivalent to the evidence space.
So the aggregation operator in the belief space is equivalent to the plus operator in the
evidence space by our definition, and the plus operator is associative, so the aggregation
operator in the belief space is also associative.

Proof of Theorem 8

Aggregation (@) is commutative.

Since the belief space is equivalent to the evidence space. Since the aggregation
operator in the belief space is equivalent to the plus operator in the evidence space by our
definition, and the plus operator is commutative, so the aggregation operator in the belief
space is also commutative.

Proof of Theorem 10
We need to prove that

My ® (My @ M3) = (My ® Ma) © (M ® M3)

Assume the equivalent events corresponding to My and Ms are (, 79, s2) and (, r3, $3) respec-
tively. Let My = (b1, dy,u1). Then the equivalent event corresponding to My ® (My@® Ms) is
(b1(ro+73), b1(s2+s3) and Then the equivalent event corresponding to (M3 Ms)® (MR Ms)
is (b1(r2),b1(s2) + (b1(r3),b1(s3) = (b1(re +73),b1(s2 + s3) Which completes the proof.



Proof of Theorem 14 ¢(t) is increasing where t > 0

Let O = {01,09, - ,0n} be the Frame of Discernment and {b|b : 2°
where b(()) = 0,3 40 b(A) = 1 be a belief.

v

bi _ZAACOA¢@OLEA|(TI % l<ism

|
m—1 —
. 11 = - 2 ;)b
~ bl — ~ (m— 1)lda
o Iz (1= Z wi)bmtde
m—1 m—1
1. We can simplify the notations. Define f(z) = [] #2(1 — 3 a;)’» Then
=1 =1

=3 fQ |f f(y)tdy ( - 1)!|d37
2. Eliminate the absolute sign. There exists a region ) such that €, C €,

+ t

f f( )tdx > ( - 1)' when z € Qt’ f f(ﬁ)tdz < (m B 1)' when z € Q\Qt7
and T f(i)) = (m — 1)! when z € 0Q; where 0 is the boundary of €.
So

f(:v)
= Jq, T — (m —1)ldz
3. D1fferent1ate c(t).
t
dt th fﬂ tdy — (m—1))dzx
T t
= Joa,( fﬂf((y))tcgy — (m—1)Yg(z,t)ds
d(__flz)
The first term is the integral on the boundary of §2; which is denoted by

04, while ds is the variable defined on the boundary. g(z,t) is a function
which is related with the deformation of ;. The first term is 0 since

I J}(»’C)idy (m — )l =0 when z € 9.
ff 2)'In f S{f( tdy J@)" [ ] 0)f () dy
= dz

Qt ff )idy)?
f f f(z tln Exg dydx

Where d fQ tdy We divide region Q by Q; and Q\ £, so the integral
above will be the sum of two terms, ¢/(t) = Ay + As.

Ay = dQ//f E;;dyd (.4)

Qe Q
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[0,1]}



1 f(z)
A:/ / ) f(y) In =L dydx .5
o= [ [ s@sw i, (5
Qr O\
If we exchange x and y , we have A; = d% [ [ f)tf(z)n ;Ei’gdxdy =
Q Q4

Ay
so we have A7 = 0.

For the second term, by definition of A(t), we have % > (m — 1)! and

@ < (m —1)!, then In f{;)xim and Ay > 0. So we have ¢/(t) > 0.
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Proof of Theorem 13 ¢(t) € (0,1),¢t > 0. We only show ¢(t) < 0 since ¢(¢t) > 0 is trivial.

f)!

c(t) =1 J;, |M(7>) (m — 1)!|da

<3 Jol

y)tdy
a:)t

W + (m — 1)')dl‘ =1.

So ¢(t) < 1 which completes the proof.



