
ABSTRACT

KARRENBERG, CADE. Digital Water: Addressing Cybersecurity and Equity in Changing Water
Resources Engineering and Management. (Under the direction of Dr. Emily Berglund).

Across the US, water utilities are facing the challenges of managing critical drinking water

infrastructure while enduring deteriorating and aging infrastructure, urbanization and the growing

demand that comes with growing urban populations, rising energy costs and security threats. To

address these challenges, many water utilities adopt digital technologies to manage or automate billing,

operations, security, and maintenance. These digital technologies can include advanced metering

infrastructure, or smart meters, industrial control systems, and information and communication

technologies. While this digital evolution offers increased efficiency, operational oversight and

higher resolution data that can be used for conservation and management programs, it also exposes

water distribution systems to increased security risks, and has the potential to introduce inequitable

management and pricing policies. A sociotechnical systems approach is used in this dissertation

to develop methods and models to address the security and equity impacts of Digital Water. This

sociotechnical lens approaches Digital Water as a three-layered system: cyber, physical, and social.

The layers of Digital Water interact with and impact each other.

To address the growing security and equity concerns within the cyber-physical-social layers

of Digital Water, this dissertation has three main objectives. The first is to address the growing

security threats within cyber-physical water distribution systems. The second objective is to assess

how price-based water management policies impact equity across populations of water users. The

third is to characterize water users based on their demand data, and estimate their price elasticities

based on their water-use characterizations. This research outlines the development of computational

methods and models to meet these objectives. A state machine model of a water distribution system

using formal methods is developed and successfully identifies security vulnerabilities within the

water distribution system. An agent-based model is developed to introduce dynamic pricing to

a community of water users. Changes in water consumption, water affordability, and equity are



assessed as outputs of the agent-based model. Results from this model indicate that low-income

households and households with low access to technology such as high-speed internet face higher

water costs than under standard pricing. The third objective of this research is addressed using a

framework that integrates machine-learning and econometric modeling to segment a population of

water users based only on their water demand data, and estimates the price elasticity of water on the

segmented population. The results from the machine learning clustering of demand data show that

water users have distinct time-of-use patterns that differ greatly from the average demand pattern.

Additionally, users with different time-of-use patterns differ in their response to the price of water.

The contributions of this dissertation include the development of a novel model of cyber-connected

water distribution systems, an agent-based model that incorporates socioeconomic and equity

metrics, and a computational approach to elucidate heterogeneous water uses patterns and responses

to water price changes using medium-resolution water demand data.
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CHAPTER

ONE

INTRODUCTION

Throughout the U.S., urban water utilities must manage critical water systems while facing the

challenges of deteriorating infrastructure, growing demand due to increasing urbanization, rising

energy costs, and intensifying security threats. Modern water distribution systems have evolved into

complex systems comprised of advanced metering infrastructure (AMI), industrial control systems

(ICS), and information and communication technologies (ICT) to manage the security, billing,

operations, and maintenance of water distribution systems (Tuptuk et al. 2021). The resulting rise of

digital technologies within water resources planning and management has been termed \Digital

Water." Increased integration of AMI, ICS, and ICT into water distribution systems has ushered

in gains in e�ciency, operational oversight, and conservation measures, but has also introduced

security and equity concerns that are absent in analog water (Sarni et al. 2019; Hoolohan et al. 2021).

Digital Water can be thought of as having three distinct but interconnected layers: the cyber,

the physical, and the social. The cyber layer encompasses digital components such as sensors,

controllers, monitors, supervisory software, and the communications between these elements. The

physical layer comprises the infrastructure that treats, stores, and transports water. This includes

reservoirs, tanks, pipes, pumps, valves and end-use devices. The social layer comprises the people

that use and manage water services, as well as the policies and decisions that govern water use

1



behavior. The social layer also encompasses the economics of households and of utilities; rules and

regulations of water treatment, disposal, transportation and consumption; and behavioral choices

driven by interactions within households, between water users, and between water users and utilities.

While the cyber, physical, and social layers each have distinct features and roles, they are not

isolated from each other, nor do they interact in strictly linear, unidirectional ways (Bhandari et al.

2023). The interaction and interconnection among the cyber, physical, and social layers provides an

opportunity to explore digital water through a sociotechnical systems lens. A sociotechnical system is

characterized by the interdependence of social and technical elements, and the resultant behaviors of

the wider system (Sha�ee and Zechman 2013). Cominola et al. (2021) use a sociotechnical systems

approach to demonstrate how smart-meters and digital platforms can elicit long-term consumption

changes of water users. Koutiva and Makropoulos (2016) couple an agent-based model with an

urban water management tool to illustrate the feedback loop between water use behaviors and water

management policies. Sha�ee and Zechman (2013) demonstrate the relationship between water

users and contamination events of water distribution networks by coupling an agent-based model

with a hydraulic model of a water distribution system. To demonstrate the implications of pricing

policies on households of varying incomes and social values, Lamolla et al. (2022) develop an

agent-based model that introduces dynamic pricing.

As illustrated by the existing research, the cyber, physical, and social layers of digital water

greatly a�ect each other and the performance of the system as a whole. Digital components of the

cyber layer can control the physical components in response to ways that water is being consumed on

the social layer. Networked elements of water distribution systems such as the computers and servers

that control and monitor regular operations rely on wireless communications that are susceptible

to cyber-attacks (Adedeji and Hamam 2020). Cyber-attacks on digital water can interrupt regular

water service, introduce unsafe drinking water conditions, and cause costly damage to infrastructure

(Taormina et al. 2017; Hassanzadeh et al. 2020). The physical, �nancial, and health impacts of

cyber-attacks on digital water a�ect individuals, communities, and water utilities, and the degree

and lasting e�ects of these impacts vary across individuals, households, communities, and utilities.
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Pricing policies developed and implemented on the social layer can a�ect the performance of the

physical elements, which, in turn, can a�ect how management policies are developed. This research

applies a sociotechnical systems framework to understand the growing vulnerabilities in digital

water systems. This research also explores how digital water systems management decisions can

a�ect individuals' water use behavior changes, and the impact those changes have on households

with varying socioeconomic statuses.

1.1 Research Objectives and Dissertation Overview

This research probes the connections between the cyber, physical, and social layers of urban water

systems to identify emergent issues in digital water. The models and computational tools employed

in this research highlight the sociotechnical approaches needed to understand digital water.Formal

methodsare modelling tools that represent complex systems as state machines and apply rigorous

logic to assert the systems' correctness. Formal methods are applied in this research to represent the

cyber and physical components of water distribution systems and exhaustively search cyberphysical

water distribution systems for attack vulnerabilities. Agent-based models (ABMs) simulate complex

adaptive systems using individual, autonomousagentsthat interact with each other and their

environment driven by their individual attributes and decision-making behaviors (Willensky and

Rand 2015).

Chapter 2 addresses the cybersecurity concerns of digital water systems by applying computer

science modelling techniques to water distribution systems. The application of formal methods to

vulnerability detection is introduced and applied to a case study as proof of concept. The deployment

of smart water technology in existing water distribution systems includes technologies that rely on

wireless communications and can be vulnerable to cyberattacks. These vulnerabilities can lead to the

disruption of normal operations, unsafe water conditions, and costly repairs. Current research in the

security of cyberphysical water distribution systems focuses on real-time detection of cyberattacks

and impact assessment modelling of cyberattacks. These methods can be computationally expensive
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and rely on modelling tools that only model the physical layer of water distribution systems with

no representation of the cyber layer. This research develops and demonstrates a new methodology

that overcomes current limitations of modelling approaches. A small water distribution system

(Mini-Town) is used to demonstrate the process of applying formal methods to water resources

research. This research develops Python scripts to automate the linearization and discretization of

Mini-Town, and to produce the textual �nite state process (FSP) model. A veri�cation tool (Labelled

Transition System Analyser (LTSA)) was used to compile and verify the safety properties of the FSP

model of Mini-Town. LTSA also identi�es counterexamples to all the speci�ed safety properties

of the model. A second formal methods tool was used (nuXmv) to demonstrate the di�erent types

of tools, and explore the strengths and limitations of applying formal methods modelling to water

resources research.

Chapter 3 explores the di�erential impact that AMI-aided water management decisions can have

on diverse communities of water users. As digital water expands, many water utilities are installing

AMI to support leak detection, billing, conservation, and management decisions. Medium resolution

demand data produced by smart meters installed on single family residences inform utilities of

hourly demand patterns and times of peak demand. Peak demands across the water distribution

system exacerbate strains on water infrastructure and incur greater operating and management costs.

To mitigate these issues, utilities can employ demand-side management which uses price signals to

deter high-volume usage during peak times, shift usage to o�-peak times, and thus reduce strains on

infrastructure and utility operating costs. Because smart meters introduce higher resolution demand

data, utilities' demand-side management policies can include price changes that occur sub-daily.

Dynamic pricing policies introduce variable pricing rates that depend on the hour of the day. Hours

of peak water usage incur a high water cost, where hours of low water use incur a low water cost.

Using an ABM, this chapter explores the impact dynamic pricing has on the volume and time-of-use

of water demand of a population of diverse households. Agents represent households with di�erent

sociodemographics such as income, household size, access to technology, and social values. The

ABM developed in this chapter is used to explore the di�erent dynamic pricing policies that can
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be implemented, the impact those policies have on mitigating the e�ects of peak water demand on

digital water systems, and the e�ects on the social equity of water users.

Chapter 4 explores how data produced and collected through AMI can elucidate water user

characteristics, water demand patterns, and water users' willingness to respond to pricing policies.

Digital water technologies allow utilities to produce data sets that provide insight into customer

demand patterns. Until recently, hourly demand data has not been available for research in water

distribution systems. Historically, water demand at the household level has only been recorded at

intervals corresponding with the utility's billing cycle, ranging from monthly to quarterly intervals.

Daily and hourly water demand patterns could not be captured at this resolution, and customer

demands were derived as a function of their average use. As digital water takes root in U.S.

water utilities, high resolution demand data has become available. This chapter will discuss the

characterization of demand patterns of water users using demand data from a utility that installed

smart water meters in 2017. This utility has provided two years of demand data recorded at hourly

intervals for their 20,000+ water customers and the rate structure. In this chapter, machine learning

clustering techniques are applied to AMI data to characterize di�erent groups of water users. Time

series clustering of the data is performed to identify distinct groups of users. Time series clustering

identi�es groups of users who may di�er in lot-level or household characteristics, but share similar

demand patterns. After establishing characteristic groups of water users, analyses are performed to

establish relationships between user attributes and water-use patterns. The water users in this data

set also experienced a price change between years one and two. With the price change information,

an econometric regression model is used to identify the price elasticity of water among the di�erent

groups of water users.

Finally, Chapter 5 o�ers a summary of the key �ndings of this dissertation and investigates

future research possibilities that builds on the research in this dissertation. This dissertation explores

the digitization of our water resources, and the impacts that digital water has on our security,

socioeconomics, and equity.
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CHAPTER

TWO

USING FINITE STATE PROCESSES TO IDENTIFY CYBER

VULNERABILITIES IN WATER DISTRIBUTION SYSTEMS

2.1 Introduction

The adoption of \smart" technology has grown across the water industry as utilities seek to improve

the e�ciency of operating and maintaining water distribution systems through industrial control

systems (ICSs) (Tuptuk et al. 2021). Water distribution systems that integrate smart technology can

be treated, operated, and analyzed as cyberphysical systems, or cyberphysical water distribution

systems (CWDSs) (Rasekh et al. 2016). In addition to physical components that store, transport,

and deliver water, CWDSs include cyber components. Supervisory control and data acquisition

(SCADA) systems, programmable logic controllers (PLCs), remote telemetry units (RTU), and

advanced metering infrastructure (AMI) control physical components, facilitate communication

between physical and cyber components, enhance data analytics, and automate operations (Lin

et al. 2009). The integration of ICSs in the water industry has promoted more e�cient and reliable

water service. Water utilities around the world have implemented smart systems to reduce water

leaks and pipe bursts, respond quickly to incidents, improve water supply reliability, and empower

customers to monitor their water consumption and detect post-meter leaks early (Allen et al. 2012;
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Davies et al. 2014; Liu and Jensen 2018; Conejos Fuertes et al. 2020). Connected technologies that

are incorporated within CWDSs, however, introduce vulnerabilities into water networks (Tuptuk

et al. 2021). SCADA, PLCs and RTUs found in CWDSs rely on wireless communications and are

susceptible to cyber-attacks (Adedeji and Hamam 2020). A critical review of 15 incidents in the

water sector found that cyber-attacks were executed to discharge sewage to the environment; steal

bandwidth and funds; ex�ltrate emails, personal documents, and water system data; turn pumps

on and o� to burn out their motors; create inaccurate water bills; manipulate valves, 
ow control

applications, and chemicals; and encrypt documents (Hassanzadeh et al. 2020).

Since 2015, the United States Environmental Protection Agency (USEPA) and the National

Institute for Standards and Technology (NIST) have emphasized that water utilities need to assess

cybersecurity risks (Clark et al. 2017). A range of research studies have been conducted to assess

and improve the security of CWDSs (Hassanzadeh et al. 2020; Berglund et al. 2020; Tuptuk et al.

2021). Many studies focus on event detection and apply machine learning, deep neural networks,

and clustering to detect cyber-attacks (Abokifa et al. 2019; Tsiami and Makropoulos 2021; Moazeni

and Khazaei 2022; Mahmoud et al. 2022), with some studies speci�cally addressing replay attacks

and false data injection attacks (Palleti et al. 2021; Moazeni and Khazaei 2022). Other research

focused on system impacts to evaluate network resilience after a cyber-attack (Moraitis et al. 2020;

Taormina et al. 2019). These studies rely on attack scenarios that are developeda priori using

heuristics or rules of thumb and assume that all cyber elements in a CWDS are equally susceptible

to cyber attack. Some components, however, may be vulnerable to cyber attacks when only a limited

number of sensors and actuators are compromised. Exhaustive vulnerability analysis can reveal

serious vulnerabilities that are not known to engineers maintaining a system (Kang et al. 2016), and

insight can be used to prioritize resources for hardening a system.

New methodologies are needed to characterize speci�c vulnerabilities that are introduced through

cyber elements of CWDSs. Existing tools to manage CWDS security are limited in their ability to

characterize vulnerabilities, however, because many cyber-attack detection models rely only on the

physical modeling of a WDS and do not include the cyber elements in modeling a CWDS. This
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simpli�cation of CWDSs can obscure the complex relationships between the physical and cyber

elements of a network, and the cascading e�ects of a cyber-attack on the network. The di�erences

in temporal and spatial resolutions of physical models and cyber models can lead to inaccurate

representations of cyberphysical WDSs, resulting in cyber-security models that lack applicability to

real WDSs (Lin et al. 2009). Existing hydraulic modeling tools, such as EPANET simulate only

the physical components of WDSs and lack the capability to model the cyber components and the

communication links of a cyberphysical WDS (Rossman et al. 2020). Tools such as epanetCPA

incorporate cyber elements into the network model, which enables modeling of all cyber and physical

elements of a WDS to evaluate the hydraulic response to cyber-attacks on a network (Taormina et al.

2019). However, similar to existing tools to detect cyber-attacks and assess impacts and network

resilience, epanetCPA and other impact assessment models require exhaustive hydraulic simulation

of the WDS (Tuptuk et al. 2021). Hydraulic simulations are computationally intensive, depending

on the complexity of the water network, and can limit the design of methods that exhaustively model

all potential attack scenarios.

This research introduces an approach to identify vulnerabilities of CWDSs using formal methods.

Formal methods are modeling techniques that assure the correctness of the properties of a modeled

system (Voas and Scha�er 2016; Sirjani et al. 2020). Formal methods rely on state machines, which

represent systems as a set of transitions between system states, rather than as a set of simultaneous

equations. A type of technique calledmodel checkingcan be conducted to exhaustively search

systems states and verify a desired system property, such as safety (Clarke and Wing 1996). Using

a high level representation of the system, the model checker can identify a vulnerability and a

counter-example trace showing which steps lead to a property violation (Clarke and Wing 1996).

For example, a model checker applied to a water tank can identify a series of out
ows that would

deplete storage in the tank below a speci�ed level.

State machines and model-checking techniques have been used to model complex and dynamic

environmental and infrastructure systems, especially where exhaustive equation-based simulation is

computationally infeasible. Cellular automata, a type of �nite state machine, was applied to simulate
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cloud dynamics (Silva et al. 2019) and to model the spread of wild�res (Ghisu et al. 2015). Largou•et

et al. (2012) applied another form of �nite state machine, temporal automata, to simulate marine

ecosystems and used model-checking to explore the e�ects of di�erent �shing scenarios on marine

ecology. Formal methods have been applied to check safety properties for cyberphysical systems,

such as nuclear power plants (Pakonen 2021), steam boilers (Yang et al. 2019), and automotive

control systems (Zhang et al. 2023). Kang et al. (2016) used a �nite-state model checking language,

Alloy, to verify safety properties of a water treatment plant in the presence of cyber-attacks. Formal

methods have also been explored for CWDSs (Martinelli et al. 2019; Krivokuca et al. 2020).

Martinelli et al. (2019) modeled the SCADA system for a CWDS, while Krivokuca et al. (2020)

represented the CWDS that included a SCADA system, PLCs, actuators, water quality sensors, and

gateways as a data 
ow diagram and applied model checking to identify vulnerabilities for tank

over
ow and contamination scenarios. These research studies demonstrated the application of formal

methods for CWDSs, but did not include hydraulic equations, such as those that describe water 
ows

and pressures within pipe networks. In this research, we integrate physics-based approximations

with model checking tools to evaluate temporal properties of cyber vulnerability within a CWDS.

This research transforms hydraulic equations to a set of state machines and removes the need for

repetitive hydraulic simulations. This research applies formal modeling to state machine models of

CWDSs to characterize potential vulnerabilities and assess the amount of time between an attack

and the failure or change in status of infrastructure components. By integrating formal methods with

approximations of system hydraulics, this research provides immediate insight about the physical

consequences of security breaches. This insight can be useful for prioritizing resources for hardening

infrastructure components.

This research explores two formal methods tools to model the physical and cyber components

of a CWDS. LTSA (Magee 2006), the Labelled Transition System Analyser, is a model checking

tool for a notation called FSP, or Finite State Processes. LTSA represents a CWDS as a set of

discrete states and transition relationships. It automatically performs exhaustive property checks on

a model. A second tool, nuXmv (Cavada et al. 2014), represents the CWDS as a set of linear, rather
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than discrete states. Hydraulic equations representing conservation of mass and energy are used to

represent transition relationships. Both LTSA and nuXmv are used in this research to model a small

example CWDS and verify the safety of the CWDS. These approaches identify counterexamples

that violate safety properties and characterize the vulnerabilities of the CWDS that are introduced

through cyber elements. This research demonstrates a new methodology based on formal methods

to improve the resiliency and security of CWDSs.

2.2 Methods

2.2.1 Overview

This research develops two approaches for model checking a CWDS. In both cases, the tools

automatically traverse all reachable states in a �nite state machine to �nd property violations. As a

�rst step, a model is encoded as a �nite state machine; then, desirable properties are expressed in a

logical notation called Linear Temporal Logic (LTL) (Pnueli 1977). Counterexamples are produced

as a trace, or history, of states where the �nal state results in a property violation (Biere et al. 2009).

Properties are generally classi�ed as one of two types:safetyproperties, which describe what should

never happen, andlivenessproperties, which describe what should eventually happen. For example,

a safety property may state that a water tank never falls below a threshold, and liveness may stipulate

that the tank will eventually return to full capacity.

The two alternative approaches are based on symbolic model checking through Binary Decision

Diagrams (BDD) (Bryant 1986) and Bounded Model Checking (BMC) (Clarke et al. 2001). BDD

has limited applicability for complex systems because the size of the state space in the models may

become too large to be exhaustively explored. BMC techniques are incomplete and su�er when

property violations require deep execution paths, but are preferable when models are large and

bounded checking is appropriate. Both methods require the modeler to reduce the model size where

possible, as state explosion is the primary limitation. As the following describes, the BDD approach

is taken in LTSA, and the BMC approach is taken in nuXmv. Finite state modeling is limited to
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discrete relationships between components, and a system must be modeled as being in one of a �nite

number of states. This research describes a CWDS in discrete terms and linear relationships in the

context of the LTSA and nuXmv tools.

Figure 2.1 outlines the overall approach to the application of formal methods to identify

cyber-vulnerabilities of water distribution systems.

Figure 2.1: Overview of research approach

2.2.2 Representing a CWDS using State Machines

Water distribution networks are dynamic and weakly non-linear systems. Hydraulic modeling and

simulation tools calculate these dynamics using algorithms such as the global gradient algorithm

(Rossman et al. 2020). This research translates the hydraulic relationships of cyber-controlled water

distribution components, such as pumps and tanks, into state machines governed by linear transitions.

The transition rules of the state machine representations of CWDS implicitly capture the hydraulic

dynamics of the CWDS.

Representing a CWDS using Linear Relationships

The �rst step in creating a state machine model of a CWDS is to identify target components of a

water distribution network that should be included, speci�c to the CWDS of interest. The linear

approximation of a CWDS with tanks and pumps can include the height of water in tanks in addition

to 
ows from reservoirs, pumps, and demand nodes. Systems with pumps are modeled as state
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machines with transitions governed by Equation 2.1 for each pump regime.

& ? = 20& 3 ¸
=Õ

9=1

29� 9 ¸ intercept (2.1)

where& ? is the 
ow rate through the pump(s),& 3 is total demand 
ow rate,� 9 is the height of water

in tank 9, and2= are coe�cients found through a linear regression. Equation 2.1 can be developed

for each pump regime, which is de�ned based on the status of the pumps within each pump station

in a network, or across all pumps within a network. For example, a CWDS with a pump station with

two identical pumps will have up to three regimes: one where one of the pumps is on, one where

both of the pumps are on, and one where neither pump is on. A CWDS that has two pumps with

di�erent pump curves may have up to four regimes: regime one is when only pump 1 is on, regime

two is when both pump 1 and pump 2 are on, regime 3 is when only pump 2 is on, and regime 4 is

when neither pump 1 or pump 2 is on. CWDSs with no pumps have one regime where the state

machine transitions are governed by Equation 2.2, which calculates the height of water in a tank.

� 1 = 20& 3 ¸
=Õ

9=2

29 ¸ intercept (2.2)

Hydraulic simulation of the CWDS is conducted using EPANET to develop the dataset to calculate

coe�cients in Equations 2.1 and 2.2. Behavior of target elements is recorded for the duration of a

speci�ed period under normal demand conditions. Using time-series behavior of the target elements

recorded throughout the hydraulic simulation, linear regressions are conducted for each regime to

establish transition rules for the state machine model of the CWDS. Figure 2.2 illustrates the time

series data of network components used in a linear regression to establish transition rules for a state

machine model of a CWDS. The linear approximations of system dynamics are used to describe

state transitions in the state machine models, described in the following section.
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Figure 2.2: Linear regression of CWDS

Larger, more complex CWDS can be represented by smaller sub-CWDS using a clustering approach

or a district metered area (DMA) approach. Target components and their relationships to each other

can be identi�ed for each cluster or DMA, and linear approximations can be applied to each cluster

or DMA following the steps outlined above using Equation 2.1 or 2.2. The process of identifying

target components of a CWDS may require an iterative approach to determine which components to

regress together and which linear approximations best describe network dynamics.

Discretizing a CWDS

To utilize �nite state modeling tools, physical and cyber network components must be described in

discrete terms as a state machine. This approach models the height of water in a tank, demand, 
ow

rate at pumps, sensors, actuators, remote control units, and SCADA as discrete terms. The height of

water in a tank, originally a continuous variable between a minimum value and a maximum value, is

discretized into a variable that takes on one of a �nite number of discrete values. For example, a

cylindrical tank with a �xed diameter, a minimum height of water of 1m and a maximum height of

water of 8.5m can be represented by a tank with four discrete states (Figure 2.3 ). Continuous values

of height of water in the tank are binned into the discrete states (e.g., a state to represent the water

level between 1 and 1.5 m, another state to represent the level between 1.5 to 2m, and so on).
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Figure 2.3: Height of water in a storage tank is discretized to apply �nite state modeling: (a)
continuous height of water and (b) discretized height of water represented as four states.

Demand is also represented as a continuous value that must be discretized. Similar to tank volume,

demand can be represented using a �nite number of states to represent minimum, maximum, and

intermediate values. For example, a system with demands that range from 0 LPS to 250 LPS may be

represented by �ve bins spanning 50 LPS each. Pumping stations in a network can be represented by

a single element with a �nite number of states, depending on the number of pumps in the station

and the properties of each pump. A pumping station with three pumps that have identical pump

curves can be represented by a single composite element that has four states: zero, one, two, or

three pumps on. Additional states would be needed if pumps vary in their characteristics. Cyber

components can be discretized into a �nite number of states dependent on the number of states

of the corresponding physical components. A sensor connected to a pump can be discretized into

�ve states: one state for each of the four pump states and a neutral state. The same discretization

process is applied to actuators, PLCs, and SCADA. The number of discrete states used to represent

any physical components that are continuous values, such as height of water and 
ow rate, must be

selected by the modeler. This research applied a calibration approach to select bins to discretize

demands and volume of water in a tank.

14



2.2.3 Modeling with LTSA

LTSA is a �nite state modeling tool that uses a process algebra called FSP to describe models as

processes, each with a �nite number of states, andactions, which describe how the model transitions

among states.Processesdescribe components in a model and are represented in all uppercase letters.

A \process . . . transforms its state by executing statements [which consist] of one of more atomic

actions that make indivisible state changes" (Magee 2006), p. 32. The engagement by a process

in an atomicaction is described by arrows (->) in the textual FSP model. FSP can also model

deterministic and non-deterministic choice actions, indexed or parameterized processes, composite

processes, and shared actions and processes. Because FSP has a graphical interpretation as a labeled

transition system, the LTSA tool can be used to display and animate the state behavior of the model.

Properties of the FSP model can be speci�ed in LTL, as an FSP processproperty , or implicitly as

a parameterized FSP process. The LTSA model checking tool can assert that all safety properties

are met and provide a trace of behaviors that lead to an unsafe condition of the model if the safety

properties are not met. Figure 2.4 illustrates an example of using parameterizedprocessproperties

in FSP to assert the safety of a system. The process,TANKis comprised of the sub-processHEIGHT.

Nrepresents the range of values the height of the tank can occupy. WhenN=5, HEIGHTcan safely

have parameter values of1,2,3,4,5 . Values not equal to1,2,3,4,5 will result in a safety property

violation. For the example shown in Figure 2.4 , LTSA will raise a property violation, and the error

trace is generated that outlines the behavior of the system leading to the property violation.

1 const N = 5
2 range Valve = 0..1
3 TANK = T_HEIGHT[1][1],
4 T_HEIGHT[t:1..N][v:Valve] =
5 (when (v == 1) lower ->
6 (when (t-1 > 2) openValve -> T_HEIGHT[t-1][1]
7 |when (t-1 <= 2) closeValve -> T_HEIGHT[t-1][0]
8 |raise -> T_HEIGHT[t+1][v])
9 |when (v == 0) raise -> T_HEIGHT[t+1][v]).

Figure 2.4: LTSA model of a tank
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A trace provided by LTSA is shown in Figure 2.5 and outlines the actions that lead to a property

violation in the TANK model.TANK is instantiated with states represented by the values1, 2, 3,

4, 5 . Theraiseaction causes the state of TANK to increase by 1, while thelower action causes the

state of TANK to decrease by 1. If the state of TANKraisesbeyond the value of 5, it enters an error

state, as demonstrated by the LTSA trace.

Composition:
DEFAULT = TANK
State Space:
14 = 2 ** 4

Analysing...
Depth 6 -- States: 10

Transitions: 13
Memory used: 17690K

Trace to property violation in TANK:
lower
closeValve
raise
raise
raise
raise

Analysed in: 0ms

Figure 2.5: Trace displayed when model checking was conducted for an LTSA model of a tank

2.2.4 Modeling with nuXmv

The nuXmv tool is a model checker for synchronous systems. Unlike other model checking notations,

nuXmv implements bounded model checking capabilities for in�nite-state systems to support reals

and unbounded integer variables (Cavada et al. 2014). Models in nuXmv are composed of modules

that can contain �nite state variables (such as integer sets and symbols) and in�nite state variables

(integers and reals). For each variable, an initial state can be speci�ed, as well as anextrelation

that describes transitions between states. Invariants can also be speci�ed to enforce constraints

over variables that are expected in every state. LTL speci�cations are written to exhaustively check
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properties of the model.

In Figure 2.6, a simple tank is represented as an in�nite state model, where the water height and

valve are captured as real variables, and a numeric expression calculates the change in water height

relative to the openness of the valve (which is a real number between 0.0 and 1.0). Because the

model uses in�nite state variables, checks must be bounded on the number of possible transitions.

When checking the LTL speci�cations for this model, nuXmv will �rst check all 1-step traces, then

2-step traces and so on, until �nding a counter-example or reaching its limit.

1 MODULE tank (initH)
2 VAR
3 height:real; -- water height
4 valve:real;
5 ASSIGN
6 init(height) := initH;
7 next(height) := height - delta;
8 DEFINE
9 delta := valve * 10;

10 INVAR valve >= 0;
11 INVAR valve <= 1;
12 ------------------
13 MODULE main
14 VAR
15 t:tank(40);
16 INVAR t.height <= 20 -> t.valve =0;
17 LTLSPEC G (t.height>=10);
18 LTLSPEC G (t.height>=20);

Figure 2.6: Water tank and control valve modeled using nuXmv with in�nite state

2.3 Case study: Mini-Town

Mini-Town is a CWDS that is used to demonstrate the application of LTSA and nuXmv to identify

vulnerabilities (Figure 2.7 ). The Mini-Town pipe network is a looped water distribution system

comprised of one reservoir, one cylindrical tank with a �xed diameter, one pumping station with

two identical pumps in parallel, two loops of �ve pipes total, and four demand nodes (Table 2.1).
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Demands that are exerted at nodes follow a randomized diurnal pattern. The status of the pumping

station is governed by the level of water in the tank by the following PUMP RULES:

1. PUMP1 is turned ON if the level of water in TANK is below 4m

2. PUMP1 is turned OFF if the level of water in TANK is above 6.3m

3. PUMP2 is turned ON if the level of water in TANK is below 1m

4. PUMP2 is turned OFF if the level of water in TANK is above 4.5m

Figure 2.7: Cyberphysical representation of Mini-Town CWDS

The time series of tank storage, pump 
ow, and demand were generated using hydraulic simulation

for a 168-hour period (Figure 2.8 ). At the �rst time step, PUMP1 and PUMP2 are turned on. PUMP1

remains on throughout the simulation, because the tank height never reaches 6.3m. PUMP2 is turned

o� when the water reaches 4.5m shortly after 30 hours and is turned on again when the tank storage

falls below 1m, shortly after 40 hours.

Cyberelements are also included in the Mini-Town CWDS. Two PLC units include PLC1 and PLC2.

PLC1 is connected to the tank, PLC2, and a SCADA unit. PLC2 is connected to the pumping station

and PLC1. PLC1 reads the water level in the tank via a tank sensor and sends that reading to the

SCADA and PLC2. PLC2 reads the status of the pumps via a pump sensor, and with the pump

reading and the tank reading provided by PLC1, changes the status of the pumps according to pump

rules via a pump actuator. PLC2 also sends the pump status reading to PLC1, which sends the pump

status reading to the SCADA (Figure 2.7 ).
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This research explores the safety property stating that the tank height remains within speci�ed

thresholds. The Mini-Town tank drains quickly when demand is high and �lls quickly when demand is

low, without cyber-attacks a�ecting the pump station. The approach applied to Mini-Town represents

multiple potential attacks such as denial-of-service (DOS) attacks and packet injection.

Table 2.1: Physical components of Mini-Town

Component Name Elevation (m) Description

reservoir R1 59.0 {
tank TANK 71.5 Min/max elev: 0.0m/6.5m; Diameter: 31.3m

pump PUMP1 { Pump Curve Equation:� � = 70� •07731@1•36

pump PUMP2 { Pump Curve Equation:� � = 70� •07731@1•36

node J156 56.2 Demand: 21.8 LPS
node J332 44.2 Demand: 8.61 LPS
node J421 37.1 Demand: 15.04 LPS
node J39 45.9 Demand: 62.41 LPS

Table 2.2 outlines safety properties of the cyberphysical components of the case study water

distribution network, MiniTown.

Figure 2.8: Total demands, pump 
ow, and tank level over 168 hours
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Table 2.2: Safety properties of MiniTown

CWDS component safety properties

TANK TANK must be in one of the states 1, 2, 3, 4, 5, 6, 7

PUMP PUMP must in one of the states 0, 1, 2

TANKSENSOR the state-reading that TANKSENSOR sends to PLC1 must be equal to the
current state of the TANK

PUMPSENSOR the state-reading that PUMPSENSOR sends to PLC2 must be equal to the
current state of PUMP

PUMPACTUATOR PUMPACTUATOR must execute the instructions transmitted by PLC2

PLC1 the TANK state reading that PLC1 sends to SCADA and PLC2 must be
equal to the TANK state reading that TANKSENSOR sends to PLC1. the
PUMP state reading that PLC1 sends to SCADA must be equal to the
PUMP state reading that PLC2 sends to PLC1.

PLC2 PLC2 must tell PUMPACTUATOR to send PUMP to state 0 when TANK
is in states 6, 7. PLC2 must tell PUMPACTUATOR to send PUMP to state
1 when TANK is in states 3, 4, 5. PLC2 must tell PUMPACTUATOR to
send PUMP to state 2 when TANK is in states 1, 2

SCADA the status information displayed by SCADA must be equal to the status
information transmited by PLC1
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2.3.1 Representing Mini-Town using Linear Relationships

To apply FSP and nuXmv, the hydraulic simulation of Mini-Town was represented as linear equations.

First, the hydraulic simulation of Mini-Town was split into two regimes. In the �rst regime, one

pump is on, and in the second regime, two pumps are on. A multivariate linear regression was

performed for each regime to predict the total 
ow through the pumps,& ?, based on the height of

water in the tank,� ) , and the total demand of the nodes,& 3. Equations 2.3 and 2.4 demonstrate

linear relationships for the �rst and second regime, respectively. In equations 2.3 through 2.10 all


ows (& ?– &3– &) ) are in liters per second (LPS), and height of water in the tank (� ) ) is in meters

(m).

& ? = 0•036& 3 � 1•34� ) ¸ 113•9 (2.3)

& ? = 0•067& 3 � 2•20� ) ¸ 183•5 (2.4)

Equation 2.3 reports a root mean square error (RMSE) of 0.34, and Equation 2.4 an RMSE of 0.17.

The total demand,& 3, is equal to the 
ow from the reservoir,&A, plus the 
ow from the tank,& ) ,

as shown in Equation 2.5.

& 3 = &A ¸ & ) (2.5)

The pumping station is directly downstream of the reservoir with no other junctions between the

reservoir and the pumping station, and the total 
ow of the pumps is equal to the 
ow from the

reservoir, as shown in Equation 2.6.

&A = & ? (2.6)

Combining Equations 2.3 and 2.4 with Equations 2.5 and 2.6, the 
ow from the tank under regime

one and two, is shown in equations 2.7 and 2.8, respectively.

& ) = & 3 � 0•036& 3 � 1•34� C¸ 113•9 (2.7)
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& ) = & 3 � 0•067& 3 � 2•20� C¸ 183•5 (2.8)

The 
ow rate from the tank is given by Equation 2.9, and the change in height of water in tank,� � ,

is shown in Equation 2.10.

& ) =
cA2�

C
(2.9)

� � = � C
& 3 � & ?

cA2
(2.10)

Equations 2.3-2.10 generate the dynamic hydraulic relationships of Mini-Town that are represented

as linear state transitions in FSP and nuXmv. Figure 2.9 illustrates the performance of the linear

representation of Mini-Town compared to a hydraulic simulation of Mini-Town using EPANET.

The linear model reported an RMSE of 0.058, indicating that the linearization of Mini-Town is an

accurate representation of the dynamic relationships of Mini-Town.

Figure 2.9: EPANET simulation and linear-discrete simulation of Mini-Town

Figure 2.10 is a process diagram that outlines the structure of the cyber and physical components of

Mini-Town and their relationships. Based on this process diagram, the FSP and nuXmv models were

encoded to capture the linear elements of Mini-Town and the communication links between those

elements.
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Figure 2.10: Process diagram of Mini-Town

2.3.2 Representing Mini-Town using Discrete Terms

A Python script was developed to calibrate a linear-discrete model of the Mini-Town water distribution

system that could be used to create the state machine models. The script iterated through values of

the parameters of the linear-discrete model to minimize the RMSE between the linear-discrete model

and hydraulic simulations of Mini-Town using the EPANET hydraulic analysis engine. Decisions

variables were the values of TANK height in PUMP RULES, the initial height of the tank, and the

initial state of the pumps.

The Python script iterated through values between 3.5 and 4.5 at increments of 0.1 for the �rst and

forth conditions of the PUMP RULES, the values 5.5 and 6.5 at increments of 0.1 for the second

condition, and values between 0.1 and 2.0 at increments of 0.1 for the third condition. Using this

calibration, the PUMP RULES for the linear-discrete model of Mini-Town were updated:

1. PUMP1 is turned ON if the level of water in TANK is below 4.0m
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2. PUMP1 is turned OFF if the level of water in TANK is above 6.3m

3. PUMP2 is turned ON if the level of water in TANK is below 1.0m

4. PUMP2 is turned OFF if the level of water in TANK is above 4.4m

Note that the fourth condition is the only condition that was changed, when compared with the

original rules shown above. The Python script was also used to calibrate the number of demand

and tank states. Increasing the number of states used to represent the WDS decreases the RMSE

between the linear-discrete model and the hydraulic simulation model, but also increases the size

of the state space in the resulting state machine models (thereby, also increasing the number of

states that a model checking procedure must analyze). To minimize the RMSE and the state space,

the calibration script iterated through ranges of values for each of the discretized elements of the

Mini-Town WDS. The result of this calibration is a Pareto frontier of solutions that asymptotically

approach a minimum RMSE as the size of the state space increases, illustrated in Figure 2.11 . The

asymptotic behavior demonstrates that increasing the number of states has negligible e�ect on the

RMSE, and the model can be represented in fewer states while maintaining a minimum RMSE.

Figure 2.11: RMSE as a function of state space

2.3.3 The LTSA Model

Each physical and cyber component of a water distribution system was described as an FSPprocess.

A composition of allprocessesinto a single FSP model represents a complete cyberphysical water
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distribution system. Figure 2.12 is a labelled transition system (LTS) of a tank modeled in FSP as

theprocessTANKwith four discrete states. The states of the tank, represented in the LTS as nodes

0-3, correspond to the discretized intervals of water height in the tank. When the height of water

increases in the tank, theincrease actionis executed, and the tank moves from state 0 to state 1,

representing an increase of the water level in the tank from 1m to 3.5m. If the water decreases, the

decrease actionis executed, and the tank transitions from state 1 to state 0, representing a decrease

in the water level of the tank from 3.5m to 1m. If the tank is in state 0 and the water decreases, the

LTS demonstrates that the model enters an error state, represented by node -1 in Figure 2.12 . This

error re
ects an invariant in the physical tank: The height of water in a tank should not decrease if

it is already at its minimum. The error state is a mechanism that LTSA uses to check models for

violations of speci�ed properties. These safety properties can include physical limitations of the

system, such as those represented by the error state ofTANK: The height of water in the tank cannot

exceed the maximum height of the tank, and cannot be less than the minimum height of the tank.

Figure 2.12: Labelled Transition System of a tank with four states

Safety properties in a FSPprocesscan also be used to specify the conditions under which the cyber

elements in the system operate correctly. A tank sensor operates correctly if and only if its reading

and writing of the level of water in the tank corresponds to the actual level of water in the tank.

The FSPprocessof a tank sensor can be encoded to have a safety property that asserts that the

value read from the sensor must match the actual state of the tank. If a tank sensor reads that the

tank is in State 2, but the tank is actually in State 3, then LTSA would assert that a safety property

has been violated. LTSA also provides an error trace, the path through the system that allows the

model to enter an error state. The mechanisms provided by LTSA can be used to identify error states

throughout the model which can correspond to vulnerabilities in the represented CWDS.
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Encoding the LTSA Model

Based on the calibration process outlined in Section 2.3.2, Mini-Town is modeled in LTSA with

the followingprocesses: TANK, TANKSENSOR, DEMAND, DEMANDSENSOR, PUMP, PUMPSENSOR,

PUMPACTUATOR, TIMER, SYSCONTROL, PLC1, PLC2, SCADA, and with the following parame-

ters:DEMANDis discretized into seven states,TANKis discretized into 13 states, and thePUMPis

discretized into three states (Table 2.4).

The equations outlined in Section 2.2.2 are used to describe the FSP transitions between the states

of each of theprocesses: TANKandPUMP. TANK, PUMP, andDEMANDare synchronized with their

respective sensors by an FSP action,TICK, which denotes a time-step.

The sensors send the state readings of their respective physical components toSYSCONTROLvia cyber

communication links, which are modeled as the synchronous actionspumpchan.{receive/send} ,

tankchan.{receive/send} , demandchan.{receive/send} . Using the current states ofPUMP,

TANKandDEMAND, and Equations 2.3, 2.4 and 2.5,SYSCONTROLdetermines the state transition of

TANKfor the following timestep. TheSYSCONTROLprocessis also responsible for modelling the

water demand exerted on the system and models demand non-deterministically (see Section 2.7 for

access to full codes and models).

Vulnerability Identi�cation using LTSA Model Checking

The LTSA model checker was applied to the discrete FSP model described in Section 2.3.3 to perform

a safety property check and a progress check, which identi�es safety violations and unreachable

states, respectively. When running normally and with no threats present, the state of each of the

sensors re
ects the state of their corresponding component, and the state of the pumps is driven

deterministically by the pump actuator. For example, given the safety properties speci�ed in the

FSP model of Mini-Town, when the tank is in states `9' - `13' (which correspond to a tank capacity

between 4.5 m and 6.5 m), the pump actuator triggers pump 2 to turn o�. This behavior is modelled
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Table 2.4: Demand, tank, and pumps are represented as discrete terms for �nite state modeling.

Continuous system values Discrete model state

Demand (LPS)

0.00 - 63.14 1
63.15 - 94.70 2
94.71 - 126.27 3
126.28 - 157.84 4
157.85 - 189.41 5
189.42 - 220.98 6
220.99 - 252.55 7

Tank storage (m)

0.00 - 0.50 1
0.51 - 1.00 2
1.01 - 1.50 3
1.51 - 2.00 4
2.01 - 2.50 5
2.51 - 3.00 6
3.01 - 3.50 7
3.51 - 4.00 8
4.01 - 4.50 9
4.51 - 5.00 10
5.01 - 5.50 11
5.51 - 6.00 12
6.01 - 6.50 13

Pump

0 pumps ON 0
1 pump ON 1
2 pumps ON 2
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deterministically in the FSP model as a safety property (see Section 2.7 for access to full codes and

models). If a vulnerability is present in the system, such as an unsecured communication link between

a PLC and the pump actuator, the state of the pump actuator is modelled non-deterministically and

can be in any of its possible states regardless of the communication from the PLC. This discrepancy

between the actuator state and the one communicated through the PLC can result in a safety violation.
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Figure 2.13: Safety property violation output from LTSA
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Composition: SYS = TANK || TANKSENSOR || DEMAND || DEMANDSENSOR || PUMP
|| PUMPSENSOR || PUMPACTUATOR || TIME || SYSCONTROL || PLC1 || PLC2 ||
SCADA >> tick
State Space: 2 ** 74
Trace to property violation in TANK:

start
getTankState.3
getDemandState.2
getPumpState.1.0
tick
pumpchan.1.0
tankchan.3
demandchan.2
noChangeT
getTankState.3
demand.1
getDemandState.1
plc1chan.3
plc2chan.1.0
pumpcontrollerchan.8
pump1off
getPumpState.0.0
scadachan.1.0
display.3.1.0
tick
pumpchan.0.0
tankchan.3
demandchan.1
decT.1
getTankState.2
demand.5
getDemandState.5
plc1chan.3
plc2chan.0.0
pumpcontrollerchan.7
pump2off
getPumpState.0.0
scadachan.0.0
display.3.0.0
tick
pumpchan.0.0
tankchan.2
demandchan.5
decT.2

Analysed in: 31ms
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In the LTSA model of Mini-Town there are several possible controls the PCL can send to the pump

actuator to control the state of the pumps. Di�erent communication messages tell the actuator to

turn the pumps on and o�. Under safe conditions, the pumps should only be turned on or o� at

speci�ed height thresholds of the tank (per the pump rules outlined in 2.3.2). These conditions are

implemented as an FSP safety property (see Section 2.7 for access to full codes and models). LTSA

will check that this safety property is not violated, and if it is violated, LTSA will provide an error

trace (Figure 2.13 ) to outline the conditions that allow this property to be violated. A violation of

this safety property indicates that a vulnerability exists in the system that allows the tank to exceed

its maximum capacity.

2.3.4 The nuXmv Model

The in�nite state approach was used to model the Mini-Town system in nuXmv, as an alternative

modeling approach to provide a comparison with the �nite LTSA approach.

Encoding the nuXmv Model

In the model of Mini-Town implemented in nuXmv, the primary components (tank, pumps and

control system) are modularized and instantiated in the main module (see Section 2.7 for access

to full codes and models). Each pump is assigned a binary state variable inf on, o� g and the tank

has a water height variable of typereal. The control system module manages the actuator variables

which turn the pumps on or o� depending on the reading from a tank sensor variable and according

to the pump rules described in 2.3.2. The advantage of in�nite state modeling is that the change

in height of the tank can be calculated directly from the system equations (Equations 2.3-2.10).

Equations 2.3-2.10 re
ect the change that occurs over a one-hour period, and, as a result, the

transition relationships coded in the nuXmv model implicitly capture a one-hour step.
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Vulnerability Identi�cation using nuXmv Model Checking

Figure 2.14: NuXmv attack trace leading to safety violation

During safe, normal operations of the Mini-Town WDS, the tank sensor variable matches the height

of water in the tank, and the pumps are controlled by the pump actuators, which are controlled by

the height of water in the tank. The links connecting the PLCs to the tank sensor and actuators are

modeled as binary state variables inf secure, compromisedg. If a link is compromised, the behavior

of the tank sensors and pumps become non-deterministic. For example, if the PLC to pump station

link is secure, the status of PUMP1 will always match its corresponding actuator; otherwise, if the

link is compromised, its next status will non-deterministically take on one off on,o� g. Similarly, if

the PLC to tank sensor link becomes compromised, the tank sensor reading can be any real number.

Allowing nuXmv to take any possible attack path almost always leads to a safety violation within

the default 10-step bound. Although nuXmv does not have any built-in GUI, the command line tool

is robust and allows models to be run in batch mode. For interacting with nuXmv more e�ciently, a

Python shell was created to specify model parameters (such as initial tank height and checks to be

performed) and automatically parsing error traces to create plots (e.g., Figure 2.14 ).
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2.4 Results

Safety properties of the cyberphysical components of MiniTown are expressed using Linear Temporal

Logic (LTL) within the LTSA and nuXmv models. LTSA performs a breadth-�rst search to check

for any property violations, while nuXmv uses Boolean satis�ability. Violations of safety properties

are output as a trace, or history of all the states and transitions that precede the property violation.

Four attack scenarios were introduced to both the LTSA and nuXmv models of MiniTown (Table

2.5). The built-in model checking tools for LTSA and nuXmv were used to check for safety violations

that would result from the attacks. The �rst attack scenario represents PLC2 as a compromised

cyber component, where communications sent to or from PLC2 do not necessarily re
ect the

physical states of the tank or pumps. When the LTSA model was compiled with this vulnerability

present, the model checker found a property violation and produced a trace which outlines the

states and transitions that lead to the property violation in the TANK (Figures 15a and 15b 2.15 ) .

LTSA compiled this scenario using 297089K of memory in 3245ms. The trace reveals that because

PLC2 was compromised, both of the pumps could be turned o� via the pump actuator regardless

of the level of water in the tank, which allowed the tank to drain completely. The second attack

scenario represents a deception attack. This type of cyberattack is characterized by the alteration of

communication signals between system components. For example, while the pump sensor sends the

correct status of the pumps to the PLC, the PLC receives an erroneous status of the pumps. When

this attack was presented, LTSA compiled this scenario using 195800K of memory in 1264 ms

and found a property violation within the SCADA unit (Figure 2.16 ). The third attack scenario

represents that the pump actuator was compromised, allowing the pumps to turn on or o� regardless

of the state of the tank. LTSA compiled this scenario using 195080k of memory in 1442 ms and

identi�ed a property violation of the tank. The property violation trace for scenario 3 shows that the

compromised pump actuator allows both pumps to be turned o� regardless of the height of water in

the tank, allowing the tank to drain completely (Figure 2.17 ). The fourth attack scenario represents

a compromised tank sensor where an actor replaces the actual sensor reading with an o�set value.

The sensor reads the correct state of the tank, but sends an incorrect state- the current state plus
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1. LTSA compiled this scenario using 107587K of memory in 680 ms and identi�ed a property

violation in the SCADA unit and the TANK (Figure 2.18 ).
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Figure 2.15: Safety property violation output from LTSA
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Composition: SYS = TANK || TANKSENSOR || DEMAND || DEMANDSENSOR || PUMP
|| PUMPSENSOR || PUMPACTUATOR || TIME || SYSCONTROL || PLC1 || PLC2 ||
SCADA >> tick
State Space: 2 ** 74
Trace to property violation in TANK:

start
getTankState.8
getDemandState.2
getPumpState.1.0
tick
pumpchan.1.0
tankchan.8
demandchan.2
noChangeT
getTankState.8
demand.5
getDemandState.5
plc1chan.8
plc2chan.1.0
pumpcontrollerchan.8
pump1off
getPumpState.0.0
scadachan.1.0
display.8.1.0
tick
pumpchan.0.0
tankchan.8
demandchan.5
decT.2
getTankState.6
demand.5
getDemandState.5
plc1chan.8
plc2chan.0.0
pumpcontrollerchan.7
pump2off
getPumpState.0.0
scadachan.0.0
display.8.0.0
tick
pumpchan.0.0
tankchan.6
demandchan.5
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decT.2
getTankState.4
demand.5
getDemandState.5
plc1chan.6
plc2chan.0.0
pumpcontrollerchan.7
pump2off
getPumpState.0.0
scadachan.0.0
display.6.0.0
tick
pumpchan.0.0
tankchan.4
demandchan.5
decT.2
getTankState.2
demand.5
getDemandState.5
plc1chan.4
plc2chan.0.0
pumpcontrollerchan.7
pump2off
getPumpState.0.0
scadachan.0.0
display.4.0.0
tick
pumpchan.0.0
tankchan.2
demandchan.5
decT.2
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Composition: SYS = TANK || TANKSENSOR || DEMAND || DEMANDSENSOR || PUMP
|| PUMPSENSOR || PUMPACTUATOR || TIME || SYSCONTROL || PLC1 || PLC2 ||
SCADA >> tick
State Space: 2 ** 74
Trace to property violation in SCADA:

start
getTankState.3
getDemandState.2
getPumpState.1.0
tick
pumpchan.1.0
tankchan.3
demandchan.2
noChangeT
getTankState.3
demand.1
getDemandState.1
plc1chan.3
plc2chan.1.0
pumpcontrollerchan.6
pump1on
getPumpState.1.0
scadachan.0.0
display.3.0.0

Figure 2.16: Safety property violation output from LTSA
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Figure 2.17: Safety property violation output from LTSA
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Composition: SYS = TANK || TANKSENSOR || DEMAND || DEMANDSENSOR || PUMP
|| PUMPSENSOR || PUMPACTUATOR || TIME || SYSCONTROL || PLC1 || PLC2 ||
SCADA >> tick
State Space: 2 ** 74
Trace to property violation in TANK:

Trace to property violation in TANK:
start
getTankState.3
getDemandState.2
getPumpState.1.0
tick
pumpchan.1.0
tankchan.3
demandchan.2
noChangeT
getTankState.3
demand.1
getDemandState.1
plc1chan.3
plc2chan.1.0
pumpcontrollerchan.6
pump1off
getPumpState.0.0
scadachan.1.0
display.3.1.0
tick
pumpchan.0.0
tankchan.3
demandchan.1
decT.1
getTankState.2
demand.5
getDemandState.5
plc1chan.3
plc2chan.0.0
pumpcontrollerchan.6
pump2off
getPumpState.0.0
scadachan.0.0
display.3.0.0
tick
pumpchan.0.0
tankchan.2
demandchan.5
decT.2
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Composition: SYS = TANK || TANKSENSOR || DEMAND || DEMANDSENSOR || PUMP
|| PUMPSENSOR || PUMPACTUATOR || TIME || SYSCONTROL || PLC1 || PLC2 ||
SCADA >> tick
State Space: 2 ** 74
Trace to property violation in SCADA:

start
getTankState.3
getDemandState.2
getPumpState.1.0
tick
pumpchan.1.0
tankchan.1
demandchan.2
noChangeT
demand.1
getDemandState.1
plc1chan.1
plc2chan.1.0
pumpcontrollerchan.5
pump2on
getPumpState.1.1
scadachan.1.0
display.1.1.0

Figure 2.18: Safety property violation output from LTSA

2.5 Discussion

2.5.1 Use of Formal Methods

Formal methods can provide ways to explore and automatically identify vulnerabilities in cyber-

physical water distribution systems. Water utilities typically operate with limited resources, and

managing cybersecurity is expensive. Generating hypothetical threat scenarios without exploring

which components are actually vulnerable to cyber attack can lead to poor management decisions.

Safety critical systems, such as CWDSs, warrant rigorous checks to �nd inconsistencies and corner

cases. Formal methods, as opposed to traditional simulation, can perform automated and exhaustive
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Table 2.5: Attack scenarios

Scenario Target Description LTSA model checking results

1 PLC2 communication signals to and
from PLC2 were compro-
mised allowing erroneous in-
formation to be used to turn
the pumps o�

safety property violation in
TANK, 3245 ms, 297089K

2 PLC1 instead of actual pump sensor
readings, a constant value of
\1" for the state of PUMP is
supplied to the SCADA

progress property violation in
SCADA, 1264 ms, 195800K

3 PUMP ACTUATOR pump actuator is compro-
mised and pumps can be
turned on or o� regardless of
PLC2 control signals

safety property violation in
TANK, 1442 ms, 195080K

4 TANK SENSOR the state reading of the tank is
replaced with the current state
of the tank plus 1

safety property violation in
TANK, and progress property
violation in SCADA, 680 ms,
107587K

analysis of system behaviors to identify potential vulnerabilities, which can then be used to conduct

risk analysis or prioritize infrastructure hardening strategies. The computational comparison between

simulation and formal methods can be di�cult to quantify, because simulation and formal methods

perform di�erent tasks. Model checking explores all possible situations states and transitions, while

simulation can only explore explicitly stated situations. Formal methods models may require a

greater state space (memory) to capture all the relationships between CWDS components, but they

use a breadth-�rst approach to identify property violations, or cyber-vulnerabilities. This search

guarantees that if a property violation exists, it will be found. Simulation methods cannot provide the

same assurance because the same search space using simulation would require an in�nite number of

simulations. State space can be a limitation in using formal methods, but can be overcome in the

choice of formal methods tools and the level of abstraction of the model. For cyber-physical systems,

model checking is advantageous over other formal methods because it is highly automated.
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There are many approaches to narrow the search space to attack paths that can be considered fair or

relevant. This research allows the user to specify which type of attack is of interest with a variable in

the setf none, sensor, actuator, anyg. The `fake' sensor reading can be set to a value that is only a

small delta away from the real tank height, to emulate an attacker attempting to avoid detection. The

`fake' demand reading may also be restricted to avoid unrealistically large jumps from one state to

the next. Finally, the BMC bound may be lowered, to test if an attack can lead to safety violations in

shorter, more realistic periods of time. Using this type of approach, modelers can carefully explore

model choices to search for attack vulnerabilities that are most relevant to their systems.

The tools developed in this research can be used dynamically to explore the vulnerabilities of a

CWDS under di�erent operating conditions. In the FSP model, one of the safety properties asserts

that the state of the tank can only exist in one of the speci�ed range(1, 13) . Upon compiling

the model, LTSA performs a breadth-�rst search of the FSP model and provides as output the

shortest trace of actions that leads to the tank process entering the unsafe state. Because the FSP

model is �nite, the safety checks performed are unbounded: The LTSA searches the entire model for

safety violations. In comparison, although nuXmv has the bene�t of being able to directly model

continuous variables (such as height) without discretization, the BMC-based analysis in nuXmv is

incomplete, in that it can only analyze states up to a user-speci�ed bound on the number of actions.

For the example provided in Section 2.3.4, the modeler speci�es the lower limit of the height of

water in the tank and the time horizon, which becomes the BMC bound. The violation found in the

nuXmv model is constrained by those speci�ed bounds; if a property violation exists, it will only be

found if it exists within those bounds, as is the case in the example.

2.5.2 Representing water distribution systems hydraulics using a state ma-

chine model

Previous research used formal methods to conduct risk analysis of smart water distribution systems

(Krivokuca et al. 2020) and assess the risk of attack associated with di�erent infrastructure

components. This research extends our abilities to gain insight about vulnerabilities by incorporating
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state machine modeling of water distribution system hydraulics. Representation of hydraulics within

this approach identi�es vulnerable cyber units and the consequences of vulnerabilities: for example,

this research found that an attack on a PLC allows a tank to drain completely. The modeling

that is developed in this research can be extended to assess further consequences associated with

vulnerabilities in a CWDS, such as loss of pressure, exposure to water-borne toxins or pathogens,

equitable access to safe water, and loss of water supply. This insight provides new information for

allocating resources to harden water infrastructure components.

A linear approximation of CWDS network hydraulics is developed to allow integration with formal

method tools through state machine modeling. The approach that is adopted in this research provides

an over-approximation of the physics of the system. Unlike hydraulic simulations, the error residuals

introduced by the linear approximations used to model MiniTown do not propagate in the model

checking performed by the formal method tools used in this research. Rather, the inclusion of linear

approximations is an over-approximation of the system when modelled in LTSA and nuXmv, where

the linear approximations of the hydraulic relationships of the network are included as possible

behaviors of the system. This over-approximation means that if the model checking tools (LTSA and

nuXmv) show that the system is safe for the linear representation of the hydraulic relationships of

the network, they are safe for the actual hydraulic dynamics of the network. A possible limitation

in the use of over-approximation in formal methods is the potential for false positives. The model

checking tool may identify a property violation in the model where none exists in the real system.

The process of creating a state machine model of the CWDS uses discretization and linearization

processes that abstract the target system and can create large errors if not properly calibrated. Through

the use of a hydraulic simulation engine (such as EPANET) or recordings from network sensors as

calibration data, an iterative calibration process can minimize errors in the abstraction of the target

water distribution system. Price and Ostfeld (2013) and Alvisi and Franchini (2014) demonstrate

the use of linearization within WDS optimization frameworks. Both studies emphasize that the

linearization of a WDS is an iterative process and requires the veri�cation of hydraulic behavior

using a hydraulic simulator, such as EPANET. While our analysis was applied to a nontrivial case
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study, Mini-Town is a comparatively simple two-loop water distribution network. Mini-Town was

accurately modeled (RMSE = 0.058) using a linear regression framework, and other research has used

linear approximations to represent large and complex water distribution systems for leak detection

(Berglund et al. 2017). Further research is needed to explore how the process of applying state

machines can be applied to larger, more complex water distribution systems and to water distribution

systems while accounting for uncertainty in modeling errors. One approach to address the issue of

scale is through the use of a district metered area (DMA) algorithm (Pesantez et al. 2019). DMAs

are isolated water distribution areas within a water distribution system, and large, complex water

distribution systems can be decomposed into DMAs. Each DMA can be independently abstracted

and analyzed for cybersecurity vulnerabilities using the approaches outlined in this paper. Machine

learning can also be applied to address the issue of scale. Machine learning methods can be used to

develop relationships that simulate behavior of individual components based on aggregated terms,

such as demand and pump status. While system components need to be abstracted as individual

elements, a machine learning approach may be a faster and easier approach to learn relationships that

describe component behavior. Neural networks are a class of machine-learning algorithms based on

the adaptation of the modeled system to incorporate input data to predict output. Neural networks

are non-linear and can be used to model complex systems where a linear regression framework is

inadequate.

2.6 Conclusions

Research in cybersecurity attacks on CWDSs focuses on attack detection and network resilience.

The existing literature describes research directions that rely exclusively on hydraulic simulation and

may miss di�cult-to-�nd corner cases. This research develops and demonstrates a formal methods

approach to identify cybersecurity vulnerabilities in water distribution systems to augment traditional

simulation approaches with safety and progress checks that can be automatically performed with

model checking tools. Two model checking tools, LTSA and nuXmv, are applied to model a small
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representative CWDSs, check safety properties, and identify vulnerabilities to eavesdropping, packet

injection, and other attacks. State machine modeling was applied to develop an approximation of

a water distribution system model through linearizing and discretizing the relationships between

infrastructure components. The modeling approach was applied to explore four attack scenarios,

and LTSA and nuXmv positively identi�ed property violations that emerge in attack scenarios.

When a threat is present in the model, LTSA and nuXmv can identify the vulnerabilities in the

system by �nding traces that violate safety and progress conditions. Attack scenarios demonstrated

which vulnerable cyber elements could lead to draining of a water tank, which can have lead to

damage of infrastructure components and loss in level of service, or pressure required to deliver

water. The identi�cation of vulnerabilities through �nite state processes can be used to inform utility

managers of potential security system needs or upgrades and as a reference for attack detection

and network resilience analysis. By coupling formal methods modeling with approximations of

hydraulic simulations, this approach provides new insight into the consequences of vulnerable cyber

components on infrastructure and delivery of water. Outcomes can be used to prioritize resources to

harden and protect critical infrastructure systems.
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Table 2.7: Abbreviations

Abbreviation De�nition

LTSA Labelled Transition System Analyser
ICS Industrial control systems
SCADA Supervisory control and data acquisition
PLC Programmable logic controller
RTU Remote telemetry unit
AMI Advanced metering infrastructure
USEPA United States Environmental Protection Agency
NIST National Institute of Standards and Technology
LTL Linear Temporal Logic
BDD Binary decision diagrams
BMC Bounded model checking
LPS Liters per second
RMSE Root mean square error
FSP Finite State Processes
LTS Labelled transition system
DMA District metered area
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CHAPTER

THREE

ADDRESSING EQUITY AND SOCIOECONOMIC IMPACTS OF

AMI-ENABLED DYNAMIC PRICING OF RESIDENTIAL

WATER

3.1 Introduction

Across the U.S., climate change and urban population growth exacerbate strained and aging urban

water distribution systems. Water utilities must balance infrastructure investments to maintain

safe and reliable water supplies and meet growing demands with a�ordability and other equity

concerns. Across the U.S., 11.9% of households face una�ordable water rates, and a majority of

those households are low-income and non-white (Mack and Wrase 2017). When compared with

white a�uent counterparts, low-income, low-resource, and rural communities and communities of

color also experience higher rates of surface water and drinking water contamination (Neville et al.

2022; Schaider et al. 2019); lower rates of access to piped community water, indoor plumbing, and

sewer services (?Leker and MacDonald Gibson 2018); higher rates of shut-o�s; and less access to

outdoor water features such as pools and irrigated green spaces (Napieralski et al. 2022).

In this model, water uses are assigned water consumption in hourly intervals, and the model proceeds
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in daily time steps for a period of two years.

3.1.1 Process Overview and Scheduling

The following steps proceed in daily time steps (C), and the current day of the week and date (�0C4)

is updated at each time step. Detailed description of steps is provided in Section 3.1.6.

Step 1. Agents schedule household-level end uses events.Dishwashers, washing machine, and

garden irrigation are assigned at the beginning of each week for households. The hour of the day

for each end use is assigned based on the value for the water use behavior�) 4, which speci�es

standardor conscioustiming of each end use4. Thestandarddistribution re
ects typical water use,

with high uses during peak periods, and theconsciousdistribution re
ects more water use during

mid-peak and o�-peak periods. Pool re�lling is a household-level event that occurs at every hour of

each day and does not change for households.

Step 2. Agents schedule inhabitant-level end uses events.Toilet 
ushing and sink uses are assigned

each day, and showers are assigned at the beginning of each week for each inhabitant in a household.

The hour that is assigned to each end use is selected based on the value for water use behavior�) 4,

standardor conscious, as above.

Step 3. Agents assign volume to end uses events.The volume for each end use event is calculated

as the product of the duration and 
ow rate or the 
ow rate per use. The 
ow rate is assigned for

standard or high e�ciency devices, based on the agent's value for water use behavior�� 4 (standard

or high e�ciency). The duration of end use events for garden irrigation, sink use, and shower is set

using standard values if the agent's value for water use behavior�� 4 is standard; otherwise, if�� 4

is reduced, the duration is set at 90% of standard values.

Step 4. Agents calculate daily water use pro�le.Water use is calculated for each hour in a day as

the sum of end use events in that hour.

Step 5. Agents calculate weekly water consumption.The total water consumption is calculated

for the most recent week.

Step 6. Agents calculate water cost.Water bills are calculated using a standard increasing block
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Table 3.1: ABM Agent parameters and state variables

Parameters De�nition Range of Values

� annual household income ($500, $311000)W¹º
! income level f low, medium, highg
� number of household inhabitants [1,7]
' residential neighborhood density f low, medium, highg
+ social values f client, techno-solutionist, committed,

environmentalistg
) technology access f weekly, monthly, bimonthlyg
� ) number of days in technology access

period
calculated for weekly, monthly, bi-
monthly periods

$ home ownership status f owner, renterg
� has garden f true, falseg
% has pool f true, falseg
C�! % of income triggers decision- L = low;C�;>F = 0•8

making for income level L L = medium;C�<438D<= 0•25
L = high; C��86� = 0•15

State variables De�nition Range of Values

,# F number of weekly end use events per
household for end useF

Table 3.7

(# � number of weekly shower end use
events per inhabitant�

Table 3.7

�# 3–� number of daily end use events per
inhabitant� for end use3

Table 3.7

, C water consumption at hour8and dayC generated using Eq. 3.5
� A total water use during reporting period

A
generated using Eq. 3.6

� A cost of water during reporting periodA generated using Eqs. 3.7, 3.8
�) 4 water use behavior, timing of end use4 f standard, consciousg
�� 4 water use behavior, installation of de-

vice for end use4
f standard, high e�ciencyg

�� 4 water use behavior, duration of end use
4

f standard, reducedg
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Table 3.2: ABM Global parameters and state variables

Parameters De�nition Range of Values

) 4=3 number of time steps in simulation 729
%)8 marginal price of water of tier8 Table 3.8
%� 8 marginal price of water at hour8 Table 3.9
( dynamic pricing time periods f peak, mid-peak, o�-peakg

State variables

C current day [1, 729]
�0C4 current day of the week and date [Thursday-January-1, Thursday-

December-31]

rate or a dynamic pricing policy.

Step 7. Agents decide to change water use behavior.If the current time step corresponds to the

agent's technology access level, then the agent chooses if water use behaviors will be changed

to more conservative actions or standard (less conservative) actions. For agents with social value

of techno-solutionistor client, decisions to change water use behaviors are determined based on

economic signals. If the ratio of the cost of water during a 2-month billing period to income exceeds

a threshold, the agent selects to change water use behaviors to conservative actions; whereas if the

ratio is less than the threshold, the agent selects to change water use behaviors to standard actions.

The value for the threshold that triggers decision-making varies for households of di�erent income

levels (C�! in Tables 3.1 and 3.2).

Agents with social valuesenvironmentalistandcommittedselect water use behavior changes based

on water conservation. If the agent's average weekly consumption is greater than the average weekly

consumption of other agents, then the agent decides to change water use behaviors to conservative

actions; if not, then the agent selects to change water use behaviors to standard actions.

Step 8. Agents select a water use behavior.The agent selects one of three water use behavior

changes, installing devices, reducing duration, and changing the time of water use, and selects one

end use associated with the action. Agents that select to change the duration of end uses set�� 4 =

51



Table 3.3: Social values

Social values Driver of savings Type of change

Client economic install devices, reduce duration, change timing
Techno-solutionist economic install devices, change timing
Committed water conservation install devices, reduce duration, change timing
Environmentalist water conservation reduce duration, change timing

reducedor standardfor shower, sink, or garden irrigation for conservative or standard behaviors,

respectively. Agents that select to change the timing of water use set�) 4 = consciousor standard

for an end use (shower, sink, garden, dishwasher, washing machine, or toilet) corresponding to the

decision to change to conservative or standard behaviors, respectively. Agents install water-saving

devices and set�� 4 = high e�ciency for an end use (shower, sink, garden, dishwasher, washing

machine, or toilet) if the agent has selected a conservative action change; agents do not change

devices to standard if they have selected standard behaviors. When an agent decides to install a new

device, the device is selected with a higher probability of selection assigned to low-cost devices.

Agents select uniformly among devices, duration, and schedule, based on their social values (Table

3.3). Techno-solutionist and environmentalists choose between duration and schedule alone. Agents

that own their homes ($ = owner) can select among all water use behaviors, while agents that rent

($ = renter) are limited to select among schedule and duration, regardless of their social values, and

cannot select to install water saving devices.

Step 9. Terminate.If the time step is equal to the simulation horizon () 4=3), stop. Otherwise, return

to Step 1.

3.1.2 Design concepts

Individual Decision-making. This ABM models scenarios that represent the ways that AMI and

digital water technology can introduce or exacerbate issues of equity as noted by Solis and Bashar

(2022) and Pascual et al. (2014). The \digital divide" is addressed in this ABM by modeling
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households' access to technology based on the 2019 American Community Survey (Bureau 2019).

A�ordability and the distribution of costs and burdens is addressed by comparing the impact dynamic

pricing has on households with di�erent income levels, type of residential density, household size,

water-saving beliefs, levels of technology access, and home ownership status. In Lamolla et al.

(2022), an agent's water savings is driven, in part, by their social values. In their model, social values

are equally represented among the population, and the assignment of social values to a household is

random. In this ABM, social values are also used as a factor in agent decision-making (Table 3.3)

but their distribution among households is based on other household attributes (Schwarz and Ernst

2009).

Emergence.This ABM is expected to demonstrate the emergence of shifts in water-use behaviors

and patterns driven by agents' adoption or abandonment of water-saving behaviors and installation

of devices. While water-saving behaviors are driven by agents' values, the choices each agent makes

in regard to water-savings are also in
uenced by the agent's other attributes. We should also expect

the emergence of di�erences in bill savings, water savings, the percent of an agent's income spent

on water, and impacts on individual and system measures of equity.

Interactions. Interactions happen between agents and between an agent and the environment. At

each time step, based on an agent's residential housing density (' ) and an agent's social values (+),

an agent can interact with their neighbors and imitate or adopt some of their neighbors' water-savings

behaviors. \Committed" and \Environmentalist" agents compare their own water use to the average

water use in their decision-making. Agents interact with their environment and with themselves by

assessing water-saving adoption or abandonment options in response to the price of water, their

water bill, their water consumption, and their satisfaction with current savings.

Stochasticity.Stochasticity is employed in several elements of this ABM. Demographic, behavioral,

and property attributes are assigned to agents using empirical probability distributions. Details

on the distributions, empirical data, and weights used are included in 3.1.3. Stochasticity is also

employed in the agent decision-making process. At any given time step, if an agent meets all the

criteria to make multiple decisions, a single action is chosen randomly so that an agent only engages
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in one water-use intervention at each time step.

Collectives.Each agent has a number of neighbors, depending on the agent's house type. Therefore

agents form collectives based on social networks. For observation purposes, agents also belong to

collectives based on some of their other attributes. Economic savings, water savings, and changes

in the equity metrics are measured for each level of income (! ), type of residential density (' ),

household size (� ), type of social value (+), level of technology access () ) and ownership status

($ ).

3.1.3 Details: Input

New input data were developed for the application of the ABM. Household agents were created to

represent communities in Los Angeles County, California. This area was selected because water

managers have expressed interest in reducing utility costs of energy by shifting water demands

(Alghamdi et al. 2024). Data input were developed to represent demographic and property attributes

for Los Angeles County, and sources for the data are listed in Table 3.4. Social values were generated

for households using data about like-minded groups in the U.S. population, as reported through

Sinus milieus . Sinus milieus reports the distribution of the U.S. population with values of tradition,

modernisation, and re-orientation within upper class, middle class, and lower class groups (Table

3.5) and has been used in simulating water use and appliance decisions (Schwarz and Ernst 2009).

Sinus milieus uses 10 milieu, or groups, and this research mapped milieu to techno-solutionist,

client, environmentalist, and committed, within levels of high income, medium income, and low

income groups (Table 3.6). Because raw data for the Sinus milieus are not available, percentage of

the population within social values and income levels were developed through visual inspection of

the Sinus Milieus graphical population distributions which are available as downloadable images

(Sinus Institut 2020).

This research developed distributions to describe average 
ow rates and water consumption patterns

for end use �xtures (Table 3.7). Uniform distributions were created for the number of end use events

and the duration of events to match values reported by existing sources about water use in the U.S.
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(Deoreo and Mayer 2012), as shown in the seventh column of Table 3.7. Weights were used to

generate the timing of water use events as standard or conscious use (Figure 3.1). Weights that

represent standard use were adopted from data that reports the percent of total use of each end use

at each hour Gurung et al. (2014), and conscious use weights were developed to shift weights to

o�-peak periods. Note that the timing of toilet use is not shifted under the conscious use distribution

of weights.

Household agents apply a threshold to trigger decision-making based on the cost of water as a

percent of income. The threshold varies for households of di�erent income levels (C�! in Table 3.1).

If a low income agent spends more than 1.0% of their income on their water bill they are more likely

to decide to change a water use behavior than low income agents that spend less than 1.0% of their

income on their water bill. For medium income agents the threshold is 0.3% of their income, and for

high income agents, the threshold is 0.15%. The threshold is set higher for low income households;

this is because the cost of water as a percent of income is initialized at higher values for low income

households than for high income households.

Two water pricing policies were developed and used as input for pricing scenarios. The prices and

volumetric thresholds used in the increasing block rate are based on the pricing schedule from

the City of Lakewood for the 2018 �scal year . The marginal price of water is provided in Table

3.8. A dynamic pricing policy was developed to represent a policy that encourages water users to

decrease their water use during hours of peak demand, or shift their water use from hours of peak

demand to hours of lower demand on the system. Because Lakewood's increasing block rate has

three tiers, the dynamic pricing rate also has three periods: peak demand, 
at demand, o�-peak

demand. An iterative process was use to identify the price for each period such that the price would

elicit behavior changes from the agents, would remain revenue neutral between the increasing block

rate and dynamic pricing, and would re
ect the average ratio of demand during the period to peak

demand. (Table 3.9).

55



Table 3.4: Initialization and input values of agent attributes

Attribute (variable) Value Percent of population Source

Household inhabitants (� ) 1 24.6 US Census Bureau
American Community
Survey (ACS) 2019

2 26.1
3 19.3
4 17.9
5 7.6
6 3.0
7 1.4

Income Level (! ) Low 36.9 ACS 2019, Housing
and Urban
Development 2019
Income Limits

Medium 58.2
High 4.9

Social Values (+) Client 12.8 adapted from Lamolla
et al. (2022) and
Schwarz and Ernst
(2009)

Techno-solutionist 28.2
Committed 22.6
Environmentalist 36.5

Neighborhood Density (' ) Low 86.0 Los Angeles County
Assessor 2019 Parcel
Data

Medium 2.0
High 12.0

Technology Access () ) Weekly 25.0 ACS 2019
Monthly 40.0
Bimonthly 35.0

Garden (� ) True 50.6 Los Angeles County
Assessor 2019 Parcel
Data

False 49.4

Pool (%) True 10.3 Los Angeles County
Assessor 2019 Parcel
Data

False 89.7

Ownership status ($ ) Owner 71.4 ACS 2019
Renter 28.6
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Table 3.5: Distribution of Sinus-Milieus values within economic groups
for the U.S. population

Traditional Modernization Driver

Upper class 4% 20% 8%
Middle class 9% 22% 10%
Lower class 10% 13% 4%

Table 3.6: Distribution of social values for Lakewood population

Techno-solutionist Client Environmentalist Committed

High income 2.7% 1.4% 3.3% 2.1%
Medium income 12.9% 5.1% 21.7% 13.8%
Low income 13.0% 6.1% 11.7% 6.2%

Table 3.7: Water End Use Device Data (gpcpd - gallons per capita per day;
pcpd - per capita per day).

Device Number
of Daily
End Use
Events

Number
of Weekly
End Use
Events

Duration Standard
Flow Rate

High
E�ciency
Flow Rate

Reported
Data

(Deoreo
and Mayer

2012)

Dishwasher - [1,7] per
household

1 load 8.6
gal/load

5.8
gal/load

1.04
gpcpd

Washing machine - [1,7] per
household

1 load 40
gal/load

24
gal/load

15.35
gpcpd

Garden - [1,6] per
household

[10, 50]
min

8 gal/min 5 gal/min 25 gpcpd

Shower - [4,7] per
inhabitant

[6,11] min 2.5
gal/min

2.15
gal/min

8.36 min;
0.58

shower/day
Toilet [5,7] per

inhabitant
- 1 
ush 1.6

gal/
ush
1.28

gal/
ush
5.1


ush/day
Sink [9,14] per

inhabitant
- [0.5, 1.1]

min
1.2

gal/min
0.95

gal/min
9.34

min/day
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Figure 3.1: Weights used to generate standard and conscious use timing for (a) toilet, (b) shower,
(c) washing machine, (d) sink, (e) dishwasher, and (f) garden.

3.1.4 Details: Initialization

This model is initialized with 1,800 household agents which represents a medium-sized municipality

with a population of 18,000 households. Agents are initialized with parameter values and settings

for devices shown in Tables 3.4, 3.6, and 3.7. At initialization, all water use behaviors�) , �� , and

�� for all agents are set asstandard.

Table 3.8: Marginal price of water for increasing block
rate

Tier (4) Volume (CCF1) Marginal price per CCF (%: )

0 Ÿ 3 $0.00
1 3 - 4 $2.89
2 ¡ 4 $3.50
1 CCF = 100 cubic feet
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Table 3.9: Marginal price of water for dynamic pricing

Time of day (B) Time of use Marginal price per CCF (%B)

o�-peak 12:00am - 6:00am $0.45
11:00pm - 12:00am

mid-peak 6:00am - 7:00am $0.90
12:00pm - 5:00pm
8:00pm - 11:00pm

peak 7:00am - 12:00pm $1.45
5:00pm - 8:00pm

3.1.5 Details: Implementation

The model was implemented in Netlogo. Each simulation required approximately 8 minutes 40

seconds to run using a 2.7 GHz Dual-Core Intel i7.
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3.1.6 Details: Submodels

Schedule household-level end uses events.Dishwashers, washing machine, and garden irrigation

are assigned if the current day of the week, indicated by the variable�0C4 in Table 3.2, is equal

to Sunday. A uniform distribution is used to generate the number (,# F ) of end use events per

household per week for dishwashers (F = 1), washing machine (F = 2), and garden (F = 3). End

use events are created (� 8–C–F–=) occurring at hour8and dayCand correspond to the=C� event of

end use typeF. The dayCis assigned using a uniform distribution across seven days in a week.

The hour of the day8is assigned using weighted random selection with replacement from one of

two distributions. The value for water use behavior�) (standardor conscious) speci�es which

distribution is used to generate8: the standard distribution re
ects typical water use, with high uses

during peak periods, and the conscious distribution re
ects more water use during mid-peak and

peak-periods.

Pool re�lling (F = 4) is a household-level event that occurs uniformly across a week. The number

of end use events per week,,# 4, is 168, and events are scheduled at every hour of each day. Each

household was initialized with a pool equal to the average pool size for Southern California, and

evaporation rates varied across the hours of a day.

Schedule inhabitant-level end uses events.Toilet 
ushing and sink end uses are assigned for each

inhabitant on each day (C). A uniform distribution is used to generate the number of end use events

per day (�# 3–�) for toilet 
ushing (3 = 1) and sink use (3 = 2) for each inhabitant� . End use events

(� 8–C–3–=–�) are assigned for each inhabitant� and daily end use3 and occur at hour8on dayC. The

hour8is selected using weighted random selection with replacement from one of two distributions,

based on the value for water use behavior�) , standardor conscious, as above.

Showers are assigned for each household inhabitant at the beginning of each week, if the variable

�0C4 is equal toSunday. A uniform distribution is used to generate the number of shower events per

week ((# � ) for each inhabitant� . End use events are created (� 8–C–3–=–�) for shower events (3 = 3).

The dayCfor each shower event is assigned using a uniform distribution across seven days in a week.

As above, the hour of the day8is assigned using weighted random selection with replacement from
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distributions that representstandardor consciousbehavior.

Assign volume to end uses events.The volume for household garden end use events (F = 3) is

calculated as the product of the duration and 
ow rate.

� 8–C–F–== * F–=� &F–= (3.1)

where� 8–C–F–=is the volume of the end use event on dayCand hour8corresponding to the=C� event

of end use typeF = 1–2–3; * F–=is the duration of the end use event, and&F–=is the 
ow rate of the

end use event. Garden end use events occur during non-winter seasons (March 21 - December 21),

and the 
ow rate is set as 0.0 during the winter season.

For inhabitant end use types, including sink use (3 = 2), and shower (3 = 3), the volume of end use

events is calculated using Equation 3.2.

� 8–C–3–=–�= * 3–=–�� & 3–=–� (3.2)

where� 8–C–3–=–�is the volume of the end use event on dayCand hour8corresponding to the=C� event

of end use type3 = 2–3 for inhabitant� ; * 3–=–�is the duration of the end use event, and& 3–=–�is the


ow rate of the end use event.

For dishwasher (F = 1) and washing machine (F = 2), end use volumes are equal to the 
ow rate:

� 8–C–F–== &F–= (3.3)

For toilet (3 = 1), end use volumes are equal to the 
ow rate:

� 8–C–3–=–�= & 3–=–� (3.4)

The 
ow rate for each end use event (&F–=and& 3–=–�) is assigned for standard or high e�ciency

devices, based on the agent's value for water use behavior�� (standardor high e�ciency). The
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duration of an end use event (* F–=and* 3–=–�) is set using standard values if the agent's value for

water use behavior�� is standard; otherwise, if�� is reduced, the duration is set at 90% of

standard values. For end uses shower, sink, and garden, the duration is sampled uniformly from a

range of values (shown in Table 3.7) and multiplied by 90% to generateA43D243values.

For pool re�lling (F = 4), � 8–C–F–=is calculated based on the volume of water lost to evaporation for

households that have pools (%= 1) and is applied uniformly over each one-week period for weeks

during non-winter seasons (March 21 - December 21).

Calculate daily water use pro�le. Hourly water use is calculated using Equation 3.5.

, 8–C=
4Õ

F=1

,# FÕ

==1

� 8–C–F–=¸
�Õ

� =1

2Õ

3=1

�# 3–�Õ

==1

� 8–C–3–=–�¸
�Õ

� =1

(# �Õ

==1

� 8–C–3–=–�for 8= 1–2– ••–24 (3.5)

where, 8–Cis the volume of water consumption for an agent at hour8and dayC; � is the number of

inhabitants for the agent.

Calculate weekly water consumption.For each agent, water consumption is calculated for the

most recent week.

� A =
24Õ

8=1

C2Õ

C=C2� 7

, 8–C (3.6)

whereC2 is the current time step.

Calculate water cost.The cost of water is calculated to represent the water bill over a 2-month

period (� A). Water bills are calculated using the standard increasing block rate (Equation 3.7) or the

dynamic pricing policy (Equation 3.8).

Equation 3.7 is used to calculate costs for an increasing block rate policy. Weekly consumption (� A)

is extrapolated to match the billing period by assuming that the agent would continue to use water at

the same rate over two months (� 0
A = 8 � � A).
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� A = %0 ¸

8>>>>>>>><

>>>>>>>>
:

0– � 0
A < 3 CCF

%)1¹� 0
A � 3º– 3 � � 0

A < 4 CCF

%)2 ¸ %2¹� 0
A � 4º– � 0

A � 4 CCF

(3.7)

where%0 is the �xed cost of water,%)1 is the marginal price of water in tier 1, and%)2 is the price

of water in tier 2 for an increasing block rate program.

Equation 3.8 is used to calculate the cost of water for a dynamic pricing policy for the most recent

week of consumption.

� A–, = %0 ¸
24Õ

8=1

C2Õ

3C=C2� 7

%� 8 � , 8–C (3.8)

where� A–, is the cost of water during the recent week, and%� 8 is the price of water during hour8

for a dynamic pricing program. The cost over a 2-month billing period is� A = 8 � � A–, .

3.1.7 Details: Equity Metrics

This research develops and calculates �ve metrics to evaluate the impact of dynamic pricing on

di�erent groups: water consumption, cost of water, cost of water as a percent of income, return on

water savings, and return on water changes. The change in water consumption and change in the cost

of water are calculated as the change in the volume of water consumed and cost of water between an

IBR policy and a dynamic pricing policy. The cost of water as a percent of income is calculated as

the annual cost of water for a household agent normalized by the agent's annual income, and changes

are assessed based on the di�erence between outcomes for IBR and dynamic pricing policies.

The ROWS represents the average savings in water cost for each unit of water saved.

'$, ( =
%� � �

%� � �
(3.9)

where %� � � is the percent change in water cost when dynamic pricing is adopted, %� � � is the
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percent change in water use when dynamic pricing is adopted. ROWS is the percent change in

annual water costs for every 1% decrease in water use. A negative value for ROWS means that water

savings results in a water cost decrease. A positive value for ROWS means that water savings does

not result in a water cost decrease.

The ROWC evaluates the savings in water cost per water behavior change.

'$,� =
%� � �Í

� �) 4 ¸ � �� 4 ¸ � �� 4
(3.10)

where� �) 4, � �� 4, and� �� 4 are equal to 1.0 if a household agent changed the timing of end use4,

installed a device for end use4, or changed the duration of end use4, respectively. These values are

set to 0.0 when behavior changes are not adopted.

3.2 Results

Two scenarios were simulated. The IBR Scenario was simulated with an increasing block rate

pricing policy (Table 3.8), and the DP Scenario was simulated using dynamic pricing, where the

marginal price of water changes based on the time of day of use (Table 3.9). Each scenario was

simulated for 30 random seeds to capture the e�ect of stochasticity on modeled outcomes. In the

IBR Scenario, gross revenue was $759,351, and $763,305 for the DP Scenario, representing a 0.52%

di�erence in revenue. The gross revenue calculation was used to validate that the settings for the

pricing policies do not result in a substantial change in revenue.

3.2.1 Water Use Behaviors and Demand Changes

The DP Scenario led to the adoption of water use behaviors (Figure 3.2). Results demonstrate that

across income groups, agents adopted changes in timing more than changes in the duration of end

use and installation of devices. Timing is selected more often based on several modeled mechanisms:

changes in timing can be implemented for more devices than other mechanisms; renters are likely to
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Figure 3.2: Adoption of water use behaviors for DP Scenario: changing the timing of water use,
reducing the duration of water 
ow, and installing devices for (a) high income households, (b)
medium income households, and (c) low income households. Adoption is reported as the average
across 30 simulations.

select timing because they cannot install new devices; changing the timing can be selected by all

social values, while duration and installing devices are not selected by some types (detailed in Table

3.3). Medium-income groups adopted the highest numbers of behavioral changes because there are

more medium-income households than low-income and high-income households.

The adoption of new behaviors led to changes in water consumption for di�erent end uses. The

volume of water used at toilets, sinks, and dishwashers reduced slightly, while the volume of water

used by washing machines and shower reduced more signi�cantly (Figure 3.3a and c). The volume of

water used for gardens also reduced signi�cantly (Figure 3.3b and d). Under dynamic pricing, total

water consumption decreased by 17.0% when compared with the IBR Scenario. By income-level,

water consumption decreased by 17.9% for high-income households, 21.5% for medium-income
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Figure 3.3: Volume of demand for (a) indoor end uses for IBR Scenario, (b) outdoor end uses for
IBR Scenario, (c) indoor end uses for DP Scenario, and (d) outdoor end uses for DP Scenario.

households, and 12.6% for low-income households (Fig. 3.4). Although medium- and low-income

households have di�erent water use pro�les under the IBR Scenario, their water use is similar

under the DP Scenario, and water use is nearly equivalent from July-October. Figure 3.4 reports the

variation among simulations as the maximum and minimum around the average for each simulation;

bands are very small, and this analysis demonstrates that the stochasticity in the model settings does

not produce large variation in the results.

The daily water demand pro�le is shown as the average hourly water use during the months of

January and December under IBR and DP Scenarios (Figure 3.5). The change in water use behaviors

has a substantial e�ect on the demand pro�le. Peak demands are reduced signi�cantly in the �rst

month of simulated data, January, and in the last month of simulated data, December. December

daily pro�les show more di�erences compared with January pro�les, because agents were able
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Figure 3.4: Average daily water consumption per household. Lines show average values, and bands
show the range of results as the maximum and minimum over 30 random simulations.

to adopt behavior changes over the year, as shown above in Figure 3.2. Demands shift from early

morning to mid-day, and the morning peak in December is shifted one hour earlier for the DP

Scenario.

3.2.2 Equity Impacts

Equity impacts are evaluated using the �ve metrics introduced above (Section 3.1.7) to assess how

segments of the population would be a�ected when comparing the IBR with the DP Scenario. The

cost of water as a percent of income is assessed using a threshold of 2%, which is used as a metric

of a�ordable water (Figure 3.6). Across both Scenarios, groups that are characterized with a size of

one person and low income have the highest percent of households with una�ordable water.

Equity impacts are reported as the change in consumption, change in the cost of water, and change in

the cost of water as a percent of income for segments within the population (Figure 3.7). Di�erences

between IBR and DP Scenarios for each segment were tested using a paired t-test, which found that

the mean of each metric under the DP Scenario is statistically di�erent from the mean of each metric

under the IBR Scenario (U = 0•05). ANOVA was used to test the di�erences among three or more
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Figure 3.5: Average daily demand pro�le in January and December for DP and IBR Scenarios
shown for (a) high income households, (b) medium income households, and (c) low income
households.
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Figure 3.6: Portion of each group with cost of water as a percent of income (COWPI) exceeding
2%. Reported for IBR and DP Scenarios as the average across 30 simulations.
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groups to allow comparisons among the e�ects of dynamic pricing on low-income, medium-income,

and high-income households. ANOVA tests found that the null hypothesis can be rejected, which

concludes that the means among groups are not statistically the same. The di�erence of means

among groups are all statistically signi�cant atU = 0•05, except when assessing the cost of water by

home tenure, which is statistically signi�cant atU = 0•1.

Income level

Medium-income households reduced water consumption the highest percent under the DP Scenario,

but water bills decreased by 4% for high-income households and only 3% for medium-income

households (Figure 3.7). The cost of water for low-income households, however, increased by 7%.

The higher cost of water for low-income households is demonstrated by the ROWS and ROWC

metrics. High-income households have a ROWS of -0.24, medium-income households have a ROWS

of -0.12, while low-income households have a ROWS of 0.59. For every 1% decrease in water

use, high-income households experience a 0.24% decrease in their water cost, while low-income

households experience a 0.59% increase in their cost of water for the same 1% decrease in water

use. ROWC is the average percent change in water costs for every one water use behavior change

adopted. Low-income households have a ROWC of 1.81, medium-income households have a ROWC

of -0.53, and high-income households have a ROWC of -0.72. Similar to the ROWS, high-income

and medium-income households experience a decrease in their average cost of water for every 1%

decrease in their water use, while low-income households experience an increase in their average

cost of water for every 1% decrease in their water use.

Household size

Small households could change water consumption by a relatively small percentage, compared with

larger households. As a result, water bills for small households increased, whereas water bills for

larger households decreased. An exception is household size of seven. 7-person households comprise

only 1.44% of the population (26 agents), and these results may not indicate signi�cant trends.
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Further, the average income for 7-person households is less than the average income for 6-person

households and breaks the trend of increasing average income with increasing household size.

For 1-person households, the cost of water increased by 10% while the cost of water as a percent

of income decreased by 3%. While the average bill of all households increased, some households

experienced an increase and other households, a decrease, and these changes a�ected households

with di�erent incomes in di�erent ways. For low-income households, small decreases in the cost of

water has a greater impact on their cost of water as a percent of income than the same magnitude of

increase in the cost of water for high-income households.

Home tenure

Renters could not make device changes at �xtures and relied more heavily on changing the timing

of water use. Further, changing the duration of water uses has a greater impact on conservation than

adoption of e�cient �xtures. As a result, renters were able to reduce their consumption more than

owners. In addition, because renters were more likely to change the timing of their water use, renters

saw a 3% decrease in the cost of water, compared with a 2% increase in the cost of water for owners.

Social values

Households with social values classi�ed as client and environmentalist reduce demands and save

water. Households that prioritize changes in the duration and timing of end uses generated the

greatest savings in water demand, regardless of whether decisions are driven by economic savings or

water conservation savings. Agents that prioritize economic savings over water savings see a greater

reduction in water cost. Client agents and committed agents select similar water behavior changes

and generate similar water savings. Client agents are driven by economic savings, however, while

committed agents are motivated by water savings; therefore, client agents make decisions to save

water and money. Committed agents changed water use nearly the same percent as client agents, but

had a signi�cant increase in the cost of water, while client had a negligible change. Environmentalist

agents reduce their water demand by almost twice as much as client agents, yet the cost savings for
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environmentalist agents is similar to the cost savings for client agents; this suggests that client agents

driven by economic savings really make decisions that save costs, and cost reduction is not merely a

result of saving water. Techno-solutions prioritize device installation, which has the smallest impact

on water savings, and the 1% decrease in water demand is not enough to translate into economic

savings.

Residential density

Residential density had a major a�ect on the cost of water. Agents in high density housing had

an increase of 33% in their water bill and an increase of 41% in the cost of water as a percent of

income. Agents in medium density housing had similar impacts, through they were able to reduce

their water consumption more than those in high density housing. This is due to the use of water for

gardens. Zero high density households have a garden; less than 30% of medium density households

have a garden; and more than 60% of low density households have a garden. In summer months,

gardens account for almost 50% of water consumption for some households. While medium density

households were able to reduce their garden water consumption, they were unable to reduce water

demands to the same degree as low density households. The results suggest that there is a threshold

for how many water behavior changes speci�c to gardens that will result in a decrease in both water

consumption and water cost. While low density households pass this threshold, medium density

households do not.

Technology access level

Access to technology had the largest e�ect on the cost of water compared with other attributes.

Households with a low level of technology access were able to update decisions about water use

behaviors and, while they decreased their average annual water consumption by 9.0%, their average

annual bill increased by 58.1% (Figure 3.7). The cost of water as a percent of income for low-access

households increased by 58%, and as a result, the percent of households that experience una�ordable

water increased from 6% to 12% (Figure 3.6). While agents select water-saving decisions, those

72



decisions do not translate to water behavior changes that save money. Water consumption is reduced

via device installation and duration decreases, but if water is consumed during peak pricing, the

savings in water volume may not be greater than the increase in water cost during peak periods.

Low-technology households only have six periods during which they receive feedback and can

update their behaviors, and these agents are not able to update decisions to improve water savings or

economic outcomes. Households with a medium level of technology access decreased their average

annual water consumption by 19.5%, and experienced a decrease in the average annual bill by 16.9%.

Households with a high level of technology access decreased their annual water consumption by

29.1% and experienced an average decrease of 50.6% of their annual bill. Households with high

access to technology were able to respond almost immediately to changes in their water bills and

continued to update their water use behaviors throughout the simulation. While all agents update

their water use behaviors throughout the simulation, agents with high technology access respond

almost immediately and make changes 52 times throughout the year-long simulation. Agents with

medium access make water behavior decisions only 12 times across a year.

Interacting Household Attributes

The impact of dynamic pricing is also reported for interacting household attributes to explore how

the burdens of dynamic pricing policies are distributed inequitably (Figure 3.8). The average annual

water bill increased by 0.5% across all homeowners; however, high-income and medium-income

homeowners experienced a decrease in average annual water bills, by 4.3% and 2.7% respectively,

while low-income homeowners saw an average increase of 7.4% in their annual bill. Among

households with a high level of technology access, low-income households experience a smaller

decrease in their annual water bill than medium- and high-income households; a 46.7% reduction

in the average annual water bill is reported for low income households, while medium income

households experience a 55.9% decrease, and high income households, a 53.5% decrease. When

comparing how household size a�ected the impact of dynamic pricing, low income households

fared worse when compared with high income households. Low income households experienced a
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Figure 3.7: Average change in (a) water consumption, (b) cost of water, and (c) cost of water as
a percent of income (COWPI) across di�erent groups of consumers. Change is calculated as the
di�erence from Scenario IBR to Scenario DP, and the average is calculated across 30 simulations.
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greater increase in the average annual water bill than medium- and high-income households of the

same size (Figure 3.8). On average, large households saw a decrease in their average annual water

bill, yet large low-income households did not experience the same trend. Low-income households

with 4 members saw no signi�cant change to their annual water bill, while medium-income and

high-income households experienced a decrease of 11.5% and 7.6%, respectively. When comparing

the impact of dynamic pricing on homeowners compared to renters, results suggest that renters

fare better than homeowners: renters experience an average decrease of 3.3% on their annual water

bill, while home owners see an average 2.0% increase in their annual water bill (described above

and in Figure 3.7). However, comparing the income levels of homeowners shows a di�erent story.

Medium-income and high-income homeowners experience an average decrease of 1.1% and 4.3% of

their annual water bill, while low-income households see a 10.2% increase in their annual water bills.

These results demonstrate that low-income households cannot take advantage of lower price periods

under dynamic pricing to the same bene�t that medium-income and high-income households can.

For the case study presented here, disadvantaged households do not bene�t from dynamic pricing as

well as high-income households bene�t, and low-income households experience a greater increase

in the price of water, which further exacerbates problems of inequity.

3.3 Discussion

The ABM developed in this research explicitly addresses issues of equity as a result of the introduction

of AMI-supported dynamic pricing. Dynamic pricing relies on behavioral responses to higher prices

during periods of peak water demand. Yet, these behavioral responses to price are not uniform across

households and are informed by socio-economic and demographic attributes of each household of

water users (Olmstead and Stavins 2009). This research contributes to knowledge around equity

based on four mechanisms, which are described below. A discussion of the limitations to this

research follows the list of equity issues.
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Figure 3.8: Average change in (a) water consumption, (b) cost of water, and (c) cost of water as
a percent of income (COWPI) across di�erent groups of consumers. Change is calculated as the
di�erence from Scenario IBR to Scenario DP, and the average is calculated across 30 simulations.
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3.3.1 A�ordability

Across the groups, low-income households experience higher changes in the cost of water, and in

many segmentations, low-income groups experience an increase in cost, while high- and medium-

income groups experience a decrease. Low-income groups have a higher threshold to adopt water

use behaviors, and when those households do not adopt, the change in the cost of water is substantial,

when compared to medium- and high-income households that experience the same change. Low-

income and single-person groups reported the highest percentage of households whose cost of water

as a percent of income exceeded 2%.

3.3.2 Digital Divide

Low-income households with low access to technology experience signi�cant increases in the cost

of water. These results quantify the e�ects of the digital divide, as the cost of water as a percent of

income increases by 60% for these households, compared with a decrease of more than 50% for

high-income households with high access to technology. Limited access to technology resulted in

twice as many households with una�ordable water, based on a the cost of water as a percent of

income exceeding 2%.

3.3.3 Recognition

This research explores how di�erent groups can participate in dynamic pricing through the divide

between renters and owners. In this ABM, renters cannot replace devices with more e�cient

appliances; however, this is the least e�ective approach to changing water demands, and as a result,

renters fare better than owners. This research did not include other dynamics that could exclude

renters from dynamic pricing. For example, renters may not receive water bills directly from the

utility and may not have the opportunity to access information to update their decisions to change

water use behaviors. This could be modeled by enforcing that all renter agents have low access to

technology.
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Some households may not be able to participate in dynamic pricing due to an inability to shift the

timing of their water use. Limitations to participation based on employment, school, disabilities, or

illness were not modeled in this formulation. Further research can incorporate these mechanisms to

explore impacts of dynamic pricing on equity.

3.3.4 Distribution of Burdens and Bene�ts

This research explores how the interaction of household attributes compounds the burdens experi-

enced by marginalized and low-resource households. Potential water savings has been linked to

residential density, which is correlated to median household income (Mini et al. 2015; Renwick and

Archibald 1998). Higher income households tend to purchase homes on larger lots, in lower-density

neighborhoods. While these homes often require greater outdoor water use to maintain gardens and

pools, the higher water bills of these households still account for a smaller percent of household

income when compared to lower income households on smaller lots in higher-density neighborhoods.

The higher outdoor water consumption of higher income households is driven by larger lot size,

which provides higher income households greater opportunity for water savings under price-driven

management mechanisms such as dynamic pricing. Outdoor water use is considered discretionary

water use (Crouch et al. 2021) and can be reduced or shifted without a�ecting household ability

to meet physiological water needs. The average water use of lower income households is closer to

average non-discretionary water use, or what (Crouch et al. 2021) call \realistic everyday acceptable

limited needs consumption (REAL)." This volume of water use captures the volume of water

needed to meet a household's physiological needs in a \comfortable [and] modern" environment. A

household's water use re
ects only what is needed to meet its safety and physiological needs, but

without imposed restrictions or limits. Lower income households' average water use re
ects the

volume of water needed to meet that households physiological needs, with little to no discretionary

water use that can be reduced or shifted, even under imposed conservation measures or price changes

(Garcia-Valinas et al. 2013). The e�ect of discretionary water use is seen in the results for residential

density, showing that while agents in low density areas with high volumes of water used for gardens
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reduce the cost of water under dynamic pricing, agents without gardens instead experience an

average increase in the cost of water.

This research evaluates distribution of burdens using several metrics, including ROWS, ROWC, and

the cost of water as a percent of income. These metrics provide a means to assess policies beyond

change in water use and change in cost and evaluate how changes in behaviors and changes in cost

a�ect households with di�erent characteristics. These results identify that low-income households

experience lower water savings and lower cost savings for behaviors that are adopted than medium-

and high-income households. Further, low-income households and households with low access to

technology experience signi�cant changes to cost of water as a percent of income. The modeling

framework developed in this research addresses a gap in the ability of tools to evaluate equity in

water resources and infrastructure management (Osman and Faust 2021) and enables an existing

ABM to represent distributional inequity by developing new computational techniques and data

sources (Giang et al. 2024).

3.3.5 Limitations of Research

This research adopted the ABM developed by Lamolla et al. (2022) to simulate the adoption of

changes to water use behaviors. The model uses social values to represent how households prioritize

water savings and cost savings when making decisions to adopt changes to the duration, device,

and timing of water end uses. Alternative models may be used to represent adoption dynamics that

take into account communication from the water utility and social networks in making water use

decisions. For example, such extensions might adopt an ABM uses an opinion dynamics model to

simulate that households shift the timing of water demands in response to communication from

the water utility, information from neighbors, interactions with a social network, and interactions

with an online leaderboard game (Pesantez et al. 2024). Another approach assumes that households

respond to dynamic pricing based on elasticity values alone (Alghamdi et al. 2024). A hybrid of

the current approach and the elasticity approach would allow di�erent user types to have di�erent

elasticities.
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This study also models that some households respond to dynamic pricing based on the cost of

water as a percent of income. Once the cost of water as a percent of income passes a threshold,

households adopt behaviors. The threshold was set for di�erent income groups based on the average

cost of water as a percent of income, with a higher threshold for low income households. Further

research is needed to parameterize this threshold by evaluating the change in cost of water that

causes households to adjust the way that they use water. Additional research is needed to characterize

other interactions and information that in
uence household decisions to shift demands.

This research simulates changes in the demands across a population and the impacts of those changes

on community members, evaluated to capture equity impacts. Further research is needed to assess

how demand changes results in infrastructure-based outcomes. Alghamdi et al. (2024) evaluate the

impacts of dynamic pricing on water 
ows, energy consumption, energy costs, and lifespan of a

water infrastructure network. The ABM developed in this research can be coupled with hydraulic

modeling to assess infrastructure outcomes.

This research evaluates how the digital divide, the ability of di�erent groups to participate in

dynamic pricing, and household characteristics impact inequities in a�ordability and the distribution

of burdens. Further research can explore additional mechanisms that may create further inequities

due to dynamic pricing. Dynamic pricing relies on smart water systems, and other negative impacts

that can be introduced through digital water, such as job loss, should be explored (Solis and Bashar

2022). Digital water introduces vulnerabilities to cyberattack (Karrenberg et al. 2024), which may

have inequitably distributed impacts on a community. This research did not involve the community in

developing an understanding of the impacts of equity. Research around procedural equity is needed

to apply a community-based perspective to formulation of ABM (Seigerman et al. 2022; Giang et al.

2024). New research approaches must involve communities in developing resource management

strategies and exploring the ways that participants experience changes to water services.
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3.4 Conclusions

Dynamic pricing is an important demand management strategy that can be used to incentivize

changes in the timing of water use to reduce peak demands, which can save energy and extend the

life of aging infrastructure. Dynamic pricing, however, can lead to inequitable water costs across

a community. This research adopts an existing ABM to simulate that households adopt dynamic

pricing based on intrinsic values related to water savings, compared with other household water use,

and cost savings. This research develops an ABM to capture a wide range of household behaviors and

attributes and represent diverse characteristics of a community and evaluate the impacts of dynamic

pricing on equitable access to a�ordable water. Results demonstrate that dynamic pricing creates

inequitable outcomes for disadvantaged groups, and low-income households with limited access to

technology experience a signi�cant increase in the cost of water, while high-income households with

high access to technology have reduced cost of water under dynamic pricing policies. Households

that use water for discretionary purposes are able to save water and costs more than households that

use water for necessary purposes alone. This research develops the modeling tools to evaluate how

the digital divide, the ability of di�erent groups to participate in dynamic pricing, and household

characteristics drive inequities in a�ordability and create inequitable distribution of burdens and

bene�ts of dynamic pricing.

Researchers have emphasized that pricing policies for water create inequities in accessing water

for necessary end uses. Dynamic pricing is subject to the same criticism, due to the need for smart

technologies and the inability of some households to respond to time-based tari�s. This research

develops a new modeling approach to quantify the distribution of burdens across a population. The

ABM can be used to demonstrate the impact of pricing policies on disadvantaged groups. The ABM

can also be applied to develop and assess dynamic pricing policies that improve the distribution of

bene�ts across a population by simulating and evaluating alternative policies that target discretionary

water use and improve access to technology. This framework can contribute to the development

of new strategies that improve equitable access to water and the sustainable use of resources and

infrastructure.
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CHAPTER

FOUR

IDENTIFYING DEMAND CHARACTERISTICS OF WATER

USERS WITHK-MEANS CLUSTERING OF ADVANCED

METERING INFRASTRUCTURE DATA

4.1 Introduction

As water utilities face rising energy costs, urbanization, aging infrastructure, and climate change

impacts, many have turned to digital water technologies to support operations, promote e�ciency,

and introduce data-driven management tools. Digital water technologies such as advanced metering

infrastructure (AMI) provide utilities with medium- to high-resolution data, which can be used

to design and implement water management and water pricing policies that increase operational

e�ciency (Monks et al. 2020; Daniel et al. 2023). Utilities can leverage medium and high resolution

data to manage daily peak demands, which can accelerate infrastructure degradation and the need

for expensive repairs, upgrades, or expansion (Roug�e et al. 2018). Peak demands can also incur high

energy costs. Peak demands may require additional pumping to ensure adequate pressure throughout

the water distribution system and provide reliable service. Periods of peak water demand coincides

with periods of high energy costs, which compounds the operational costs of meeting water demand
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during peak periods (Escriva-Bou et al. 2018). Demand-side management strategies that focus on

reducing or shifting demands during peak periods have been shown to be e�ective (Alghamdi et al.

2024), but these studies also demonstrate the need for a greater understanding of demand patterns at

the household-level and heterogeneous customer response to the price of water (Cole et al. 2012;

Beal et al. 2016).

AMI provides non-intrusive access to sub-daily resolution water demand data that can be used to

better understand water users and their water-use patterns (Cole and Stewart 2013). Understanding

water users' demands and demand patterns is essential in allowing utilities to design and adapt

demand management strategies and water conservation policies to the unique demand characteristics

of customers. Insight into heterogeneous responses to price based on time-of-use patterns can

bolster these management strategies. There is growing research in using AMI data to partition

groups of water users to better understand heterogeneous water use, its drivers, and its impacts to

support targeted water management policies. High-resolution (sub-hourly) demand data has been

analyzed to explore which end-use devices drive water consumption (Beal and Stewart 2014) and

create end-use pro�les for customers (Cominola et al. 2019). Smart water meter data has been used

to identify di�erent water user groups based on volumetric consumption (Leit~ao et al. 2019) in

addition to identifying groups of water users that represent deviations from normal and non-peak

use (Cardell-Oliver 2013). Malinowski and Povinelli (2020) analyse AMI data to determine which

customers contribute to water losses due to leaks. Medium resolution AMI data have also been used

to segment a population of water users by type of consumer: residential, industrial, commercial,

or agricultural (McKenna et al. 2014), and by geographic location and seasonality (Avni et al.

2015; Leitao et al. 2018). Other analyses using smart water meter data connect volumetric water

demand with sociodemographic and economic characteristics of water users. Willis et al. (2013) use

high resolution data to assert the sociodemographic relationship with end-uses and high-volume

consumption, as well as assess the use of high e�ciency devices across di�erent segments of the

population. Other studies using medium resolution smart water meter demand data aim to segment

customers into constituent groups based on water use and water user attributes (Panagopoulos
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2013; Mazzoni et al. 2023). Unlike the studies noted above, this research uses medium-resolution

AMI data to partition customers based on sub-daily demand patterns and couples the resulting

customer groups with housing characteristics and census-tract information. This approach not only

explore di�erences in household water time-of-use patterns but also assess the impact that physical

housing characteristics, and household attributes have on water time-of-use patterns, in addition

to how di�erent time-of-use patterns impact system-level demand patterns. We also close the gap

in estimating heterogeneous price elasticities by leveraging digital water data to quantify di�erent

water users' response to the price of water.

While digital water technologies such as AMI provide water utilities a trove of raw demand data, the

resolution of the data, the analytical approaches applied to the data, and the supporting information

such as household demographics, determine the type of information that utilities can actually exploit

in management and policy development. Time-series clustering has emerged as a powerful tool for

exploring and understanding the data produced by advanced metering infrastructure in water utilities

(Kwac et al. 2014). While water demand modeling and forecasting have been the predominant goal

of research focusing on water demand data from digital water technologies, more recent research has

begun to apply clustering analysis to water demand data to elucidate drivers of water use, determine

the primary end uses within households (Cominola et al. 2023), and draw connections between

water use and sociodemographic information about water users (Ste�elbauer et al. 2021; Wang

et al. 2024). Ste�elbauer et al. (2021) use synthetic demand data and known sociodemographic

parameters to apply a supervised clustering technique to identify clusters of water users based on

their work-from-home status. Similarly, Ioannou et al. (2021) assess di�erent supervised clustering

approaches applied to demand data to identify household size. Cardell-Oliver et al. (2016) conduct a

consumer survey to augment the results of their clustering analysis with behavioral attributes and

attitudes about water consumption. While these studies establish a foundation for understanding

how and when di�erent people use water, there are few studies that explicitly explore the connection

between distinct patterns of water use and their contribution to system peak demands, and fewer

still that address how demand patterns di�er based on housing characteristics, location, and in their
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response to water price.

Understanding water users end-use patterns, contributions to system peak demands, and

sociodemographic characteristics can aid utilities in designing and adapting water management

policies under the pressures of growing demand, limited supply, deteriorating infrastructure and

limited budgets. While many studies have demonstrated how the data produced by digital water

technologies supports these endeavors, there are no studies known to the authors that have used

higher resolution demand data to quantify customer's response to water price in addition to the

characterization of water users by end use pro�les, time of use pro�les, and sociodemographic

pro�les. The research presented here closes this gap by applying a three-step approach to

medium-resolution AMI data. We employ a clustering algorithm to segment a population of water

users based on their time of use. We then couple the clusters with open-access physical housing

characteristics and census data to establish and characterize water user clusters based on housing

and household attributes. We extend this analysis by introducing a novel econometric application to

clustering analysis of residential water demand data and identify heterogeneous responses to water

pricing policies across users with di�erent time-of-use patterns. The goal of this research is to

demonstrate how data produced and collected through advanced metering infrastructure (AMI) can

elucidate water user characteristics, water time-of-use patterns, and water users' willingness to

respond to price. We also contribute price elasticity estimates for water customers in Southern

California to the literature. Water demand data is collected via AMI and analysed to reveal how

time-of-use patterns vary across di�erent segments of a population of water users. Using an

unsupervised clustering algorithm, residential water users are clustered based solely on their

demand data. We then perform an analysis on each cluster's lot-level physical housing characteristics

and census-tract-level household information to identify how demand patterns di�er across these

attributes. Further, we run an elasticity regression to establish di�erences in the price elasticity

of demand based on water demand pattern. Because the water demand patterns are time-variant,

the elasticity regression we perform in this research can also provide insight into price elasticity

of time-of-demand. These analyses reveal variations in volumetric demand, time of demand, and
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sensitivity to price across the population of water users that can be leveraged by water utilities in

targeted management and conservation policies.

4.2 Materials and Methods

4.2.1 Data

Several data sources are used in this research. Hourly water demand data are recorded using AMI

at each account in the study area and are used in the clustering step of this research. Open access

lot-level housing characteristics and tract-level census data are used to perform post-clustering

analysis on cluster housing characteristics, income, and household attributes. Elasticity regression is

performed using aggregated AMI data, average water price, and local weather data.

Smart Water Meter Data and Demand Variables

AMI records data at medium and high frequencies. High resolution data is recorded sub-hourly,

and medium resolution data is recorded sub-daily. High resolution data can provide insight into

household end uses, but requires expensive information and communication technology (ICT)

that can support high bandwidth data transfers between meters and centralized data storage. High

resolution AMI data also require that utilities have the capacity to store and process extremely large

amounts of data (Attallah et al. 2021). Existing studies have disaggregated high resolution water

demand data into ends uses for only small groups of households and not for an entire population

served by a utility, due to the technological and computation overhead required to gather, store, and

process high resolution water data for thousands of water users (Mazzoni et al. 2023; Cominola et al.

2015). While medium resolution data cannot be disaggregated into demands by end use devices,

they requires less infrastructural and technical overhead and provides ample data for analysing

time-of-use demand patterns and customer response to water price. The data set that is used in this

research consists of hourly water-use recordings of all residential, commercial, and industrial water
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customers of the water utility of the City of Lakewood, California. Lakewood, CA is served by two

water utilities. The households represented in the data are provided by the City of Lakewood Water

Utility and include approximately 20,000 unique customer accounts. Data are recorded at hourly

intervals over a period of two years, from July 2, 2018 to June 30, 2020. Water consumption is

recorded in cubic feet and is identi�ed by a unique meter identi�er (MIUId) which represents a single

customer unit (household, business, industrial user). The data also contain the latitude, longitude and

street address of each meter. Because the purpose of this research is to cluster residential water users

into groups based on characteristic demand patterns, commercial and industrial water customers are

excluded from this analysis. In addition to excluding commercial and industrial customers, the data

is cleaned of outliers including negative values, duplicate values, and extreme values. As weekend

water consumption di�ers from weekday water consumption, weekends are removed from each

time-series. The cleaned data set is comprised of time-series¹H1•••H=º where= = 18–444and the

length of each time-seriesH8 is ) = 12–480.

Each time-series in the dataset represents the hourly water demand of a single family residence over

two years, excluding weekends. Dataset 1 is created by reducing the time series for each account to

24 data points, as the mean water demand at each hour calculated across the two years of data.

Calculating the mean for each weekday hour reduces noise in demand patterns, while maintaining

the sub-daily time-of-use patterns. Dataset 2 is created for each costumer, as the hourly mean for

the summer and winter seasons, resulting in two time-series of 24 data points for each customer.

Seasons are delineated using summer months and winter months, and hourly mean demands for

both season are used to assess seasonal changes in characteristic demand patterns. Finally, Dataset 3

is created for the purpose of conducting elasticity regression. Dataset 3 reports the total volume of

water for each two-month billing period over a period of two years, or a series of 12 data points for

each customer.

87



Housing Characteristics and Census Data

Lot-level data for each water customer are used in post-clustering analysis to explore the relationship

between physical housing characteristics and water demand patterns. Lot-level data are obtained

through the Los Angeles County OpenData Portal (County of Los Angeles 2018) and include the

e�ective age of the home, the square footage of the home, the number of bathrooms, the number

of bedrooms, the square footage of the lot, and the total value of the home in 2018 USD. Census

income data are used to assess how income, age of head-of-household, and household size varies

across characteristic water time-of-use patterns. Census data are obtained through the American

Community Survey (Bureau 2019) and includes the median income, median number of household

occupants, median age of the head of household, and the percent of households with a household

member at least 75 years old for each census tract in Lakewood water utility service area. Census

tracts that include households within Lakewood city limits but are serviced by another water utility

are excluded.

Price Variables

The Lakewood water utility bills customers every other month (henceforth, \bimonthly") and uses

an increasing block rate to charge customers. An increasing block rate is a tiered fee schedule where

large volumes of water use incur a higher marginal price. All water use that falls within the �rst tier

is charged the price of the �rst tier, and the volume of water that exceeds the volumetric threshold of

the �rst tier incurs the price of the second tier. The price of water in Lakewood varies between the

two years of data collection. There are two volumetric price tiers in Year 1, and in Year 2, there are

three tiers and a price increase in the rate schedule (Table 4.1). The price change that occurs between

Year 1 and Year 2 provides the data needed to perform an elasticity regression. Customer bills are

calculated based on water consumption during the billing period as reported by smart water meters

and the price schedule provided by the utility. Equations 4.1 and 4.2 are used to calculate water bills

for each two-month billing period in Year 1 and Year 2, respectively, where� 8Cis the water bill for

customer8for billing periodC, and&8Cis the total water use for customer8during billing periodCin
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Table 4.1: Marginal price of water for Year 1 and Year
2

Tier Volume (CCF1) Marginal price per CCF

Year 1
1 Ÿ 4 $0.00
2 ¡ 4 $2.89

Year 2
1 Ÿ 3 $0.00
2 3 - 4 $2.89
3 ¡ 4 $3.50
1 CCF = 100 cubic feet

100 cubic feet (CCF). There are a total of 12 billing periods represented in the data, six in Year 1

and six in Year 2.

� 8C= 17•69¸

8>>>><

>>>>
:

0– &8CŸ 4 CCF

3•50� ¹ &8C� 4º– &8C� 4 CCF
(4.1)

� 8C= 18•40¸

8>>>>>>>><

>>>>>>>>
:

0– &8CŸ 3 CCF

2•89� ¹ &8C� 3º– 3 � &8CŸ 4 CCF

2•89¸ 3•50� ¹ &8C� 4º– &8C� 4 CCF

(4.2)

The average price is calculated as a customer's total bill during billing periodCdivided by the

customer's total water consumption during billing periodC(Equation 4.3).

%8C=
� 8C

&8C
(4.3)

Weather Variables

Weather data are collected from the National Center for Environmental Information's (NCEI) Global

Summary of the Month (GSOM) report for Long Beach Airport, which is approximately 4 miles
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from the center of Lakewood. The weather variables used in this research are minimum temperature,

monthly days with temperature greater than 90� F, number of days with precipitation, greatest

amount of daily precipitation, monthly mean temperature, monthly minimum temperature, total

precipitation for the month, cooling degree days, and average relative humidity. GSOM weather data

are recorded for calendar months, while billing cycles for the water utility of Lakewood are every

two months. Weather data are resampled to correspond with the billing cycles. Weather variables

that represent monthly totals are summed for the two months in the billing cycle, means are averaged

over the two months in the billing cycle, minimums are the minimum of the two months in the

billing cycle, and maximums are the maximum of the two months in the billing cycle.

4.2.2 Dynamic Time Warpingk-means Clustering

A time-series clustering approach is used to partition customers based on their water demand

patterns. Time-series clustering algorithms divide the population of time-series into groups based

on the similarity between time-series. Clustering analysis of time-series can be performed directly

on time-series data (Wang et al. 2024), on features produced from the data through dimensionality

reduction techniques such as principal component analysis (PCA) or t-distributed Stochastic Neighbor

Embedding (tSNE) (Abu-Bakar et al. 2021), or on models built using the data such as Gaussian

mixture models (GMM) (McKenna et al. 2014).This research uses a clustering approach applied

directly to the water demand data.

Clustering algorithms apply unsupervised or supervised machine-learning techniques to partition

datasets into sub-groups by minimizing the within-cluster distance metric,3¹G– Hº (Rodriguez

et al. 2019). This research uses dynamic time warping: -means clustering (DTWkm), which is

an unsupervised machine learning algorithm, to identify characteristic water use patterns among

the water users represented in our dataset. -means clustering assigns= time-series¹G1– G2– •••– G=º

into : clusters,f � 1– �2– •••– �: gsuch that Equation 4.4 is satis�ed, whereH9 is the time-series mean

of cluster� 9, and3¹G8– H9º is a distance metric between customer time-seriesG8and cluster mean

time-seriesH9. DTW provides a distance metric3¹G8– H9º so that time-series are shifted along
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the time parameter to optimize Equation 4.5, wherec is the optimal time-warped path between

time-seriesG8– H9.

min arg
:Õ

9=1

Õ

G82� 9

3¹G8– H9º (4.4)

�), ¹G8– H9º = <8=c

s Õ

¹8– 9º2c

jG8 � H9j2 (4.5)

DTWkm allows the distance metric between time-series to be computed between time invariant

data series. While the purpose of this research is to identify time-based water demand patterns,

DTWkm provides the 
exibility to capture water users' similarities in time-of-use patterns without

the strict requirement that the time-series align exactly, as is the case with using Euclidean distance

as the distance metric (Petitjean et al. 2011). Additionally, the DTWkm clustering algorithm uses

the warping window,A, which provides the user control over the degree to which the time warping is

performed. A smaller warping window,A, restricts the time-warped pathc, while a larger value ofA

expands the possible paths ofc (Sakoe and Chiba 1978). For example, a window size ofA= 1 uses

the data point ahead and data point behind to minimize the DTWkm distance between time-series

G8– H9 within a three-hour window»C� 1, Ç 1¼.

Because there is no known ground truth in this dataset, internal validity tests, visual analysis, and

engineering judgement are applied to select the most appropriate number of clusters,: , to represent

the data. Theelbow methodis an iterative process used to identify the optimal number of clusters for

a set of data. To apply theelbow methodto determine an appropriate value for: , the within cluster

sum of squares (WCSS) is plotted as a function of the value of: , and an elbow is identi�ed along the

curve as where the change in slope greatly decreases. The DTWkm algorithm is iteratively applied

to the time-series dataset while varying the number of clusters,: . The resulting �nal WCSS for each

run is plotted against its corresponding value of: . The elbow represents the optimal number of

clusters without over-speci�cation and while limiting the computational costs of clustering.

Figure 4.5 shows the hourly demand pattern for each member in each cluster. Visual inspection of
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this heatmap shows very little variation in the demand patterns within clusters, and distinct variations

between clusters. This re-asserts that: =5 if the most appropriate choice for this dataset, and veri�es

the goodness of the clustering results.

4.2.3 Demand Analysis and Characterization

Two metrics are used to describe the shape of demand patterns. Peak demand is distinguished as a

local maxima in the 24 hour demand pattern, base demand is the single minimum demand in the

demand pattern, and o�-peak demand is the demand that occurs between peak demands, excluding

the period that contains the minimum demand. The primary peak demand is the single maximum

demand, while the secondary peak is the second-highest demand. The prevailing peak ratio (PPR) is

used to determine if a single demand peak is more prevalent or if other demand peaks are nearly

equally prevalent. The PPR is calculated as the ratio of the primary peak (maximum demand) over

the secondary peak (second highest demand), as illustrated by Equation 4.6.

%%' =
� <0G1

� <0G2

(4.6)

The Peak-O�-Peak Ratio (POPR) describes how much greater the peak demand is than the o�-peak

demand.

%$%' =
� <0G1

� <8=2

(4.7)

The POPR is calculated as the ratio of the primary peak demand (maximum demand) over the

mid-day o� peak demand. A larger POPR value indicates that the cluster's demand pattern is

dominated by peak demands, while a smaller POPR indicates that the demand pattern is not

dominated by peak demands, but that demands are more consistent throughout the day. The hour

at which the maximum demand occurs for each cluster is used to describe whether the cluster's

demand occurs predominantly in the morning, mid-day, evening, or night.
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4.2.4 Econometric Modeling

Econometric models are used to derive price elasticity of water demand often describe water

demand as a function of price, precipitation, time, and household sociodemographics. The regression

methods applied in this research closely follow the methods presented by Puri and Maas (2020).

A �xed e�ects (FE) model is applied to the two years of AMI data from Lakewood, CA, and the

cluster ID variable (2;DBC4A9) for each customer is interacted with the price variable (%8C� 1) for that

customer. The average price of water lagged by one billing period is used as the price variable (%8C� 1)

and the total demand for the billing period (&8C) is used as the demand variable in the elasticity

regression. As noted in Puri and Maas (2020), using lagged price in the elasticity regression model

reduces simultaneity bias in the regression results.

Model Speci�cation

Econometric model speci�cation is determined by the type and format of the data used in the model,

as well as the intended interpretability of the coe�cients of the regression results. The model for this

regression needs to account for the �xed e�ects of the individual users, and of each period of time

represented in the data. In addition to the �xed e�ects of the users, each users' cluster ID is also

used as a variable in the model, which introduces collinearity. To address these concerns, the model

is speci�ed as a double-log �xed e�ects model. The �xed e�ects absorb the average use for each

household represented in the dataset. The double-log form allows us to directly estimate the price

elasticity of demand as the value of the coe�cient of the average price variable (Holmes et al. 2023).

Interaction terms are used in the model to identify how the price elasticity of each cluster di�er

from each other while overcoming collinearity of customer ID and cluster ID. Weather variables are

also included in the model speci�cation to account for seasonal and weather-dependent variability

in water demand. The �xed e�ects model is described in Equation 4.8:

93



;=¹&8Cº =V1;=¹%8C� 1º ¸ V92;DBC4A9 � ;=¹%8C� 1º ¸ V2C<8=C¸ V3C0E4C¸ V4A�0E4C¸ V5??C

¸ V6??30HBC¸ V7C>C0;??C¸ V8�) C¸ V9233C¸ V10�$( 8Ç U8¸ n8C

(4.8)

where;=¹&8Cº is the natural log of water consumption for household8during billing periodC;

and;=¹%8C� 1º is the natural log of the average price lagged by one billing period for household8.

The following variables are calculated for the billing periodC: C<8=Cis the minimum temperature,

C0E4Cis the average daily temperature,A�0E4Cis the average relative humidity,??Cis the average

precipitation,??30HBCis the number of days of precipitation,C>C0;??Cis the total precipitation,

�) Cis the average evapotranspiration rate,223Cis the number of cooling degree days, and�$( C

is the number of days of service.VB are the coe�cients of the parameters that are estimated

through regression;U8 is the �xed e�ect for household8; andn8Cis an error term. Because the

model is speci�ed using the double-log form,V1 is the price elasticity of demand. We assume

heteroscedasticity and use robust standard errors. Based on the theoretical arguments and empirical

tests in the literature that water price is endogenous to water consumption (Flyr et al. 2019), we

instrument the price variable to reduce bias in the coe�cient estimates. We instrument average price

(;=¹%8C� 1º) with days of service in the previous billing cycle (�$( C� 1), and �xed charges incurred

during the previous billing cycle (�� C� 1). Equation 4.9 shows the �rst stage ordinary least squares

(OLS) model used to predict lagged average price.

;=¹%8C� 1º =[ 1C<8=C¸ [ 2C0E4C¸ [ 3A�0E4C¸ [ 4??C¸ [ 5??30HBC¸ [ 6C>C0;??C¸ [ 7�) C

¸ [ 8233C¸ [ 9�$( C¸ d8¸ X1�$( C� 1 ¸ X2�� C� 1 ¸ W8C

(4.9)
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Figure 4.1: System-wide hourly demand and contribution of �ve clusters.

4.3 Results

4.3.1 System-wide Demand Characterization

The average demand pattern was analyzed using Dataset 1. The demand across the total population

has two demand peaks (Figure 4.1). The primary peak occurs at 6:00am and accounts for 6.72%

of daily demand. The secondary peak occurs at 7:00pm and accounts for 5.61% of daily demand.

The PPR is 1.20 indicating that the primary peak is only moderately greater than the secondary

peak. The POPR is 1.99 indicating that peak demand is much greater than o�-peak demand. The

demand pattern of the total population is dominated by peak demand, but not by a single peak. Total

consumption for Year 1 is 1.59 billion gallons (BG), while total consumption for Year 2 is 1.63 BG.

Average daily consumption for the total population is 236.8 gallons per household.

4.3.2 Clustering Results

DTWkm clustering is applied to Dataset 1, which reports average hourly demand, calculated over

two years, for 18,444 households. Theelbow methodis applied to determined the number of distinct
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clusters. The inertia values of DTWkm for values of: = f 2–3–4–5–6–7–8–9gare shown in Figure

4.2. The elbow occurs at: = 5, indicating that the data are best represented by �ve distinct clusters.

Figure 4.2: Inertia fork clusters using DTWkm on Dataset 1

Each cluster in the data represents a characteristic water time-of-use pattern and is comprised

by households that are best represented by that characteristic demand pattern (Figure 4.1). The

�ve clusters are Dominant Late Night (DLN), Steady Mid-Day (SMD), Dominant Early Morning

(DEM), Dominant Evening (DE), and Dominant Morning (DM) (Figures 4.3 and 4.4), which are

characterized based on peak demand, base demand, and o�-peak demand. Clusters are distinct

in the presence and number of peak demands, the timing of peak demands, and the prominence

of peak demands, compared to o�-peak demands. Finally, clusters are characterized based on the

contribution to system-wide peak demand, total volumetric demand, and hourly mean consumption

per household. Table 4.2 summarizes each cluster's demand pattern metrics. Table 4.3 summarizes

total and average volumetric demands for each cluster and for the total population.

Dominant Late Night Cluster

The DLN cluster has two demand peaks, the primary of which occurs at 11:00pm and accounts

for 10.0% of its daily demand and the secondary peak occurs at 6:00am and accounts for 3.8% of
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Figure 4.3: Average hourly household water demand for each cluster
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Figure 4.4: Percent contribution to hourly demand

Table 4.2: Peak demands and pattern metrics by cluster

Cluster Time of demand
peaks

% of daily de-
mand

PPR POPR

DLN
10:00pm 10.0%

2.65 3.66
6:00am 3.8%

SMD
9:00am 7.5%

1.47 1.62
6:00pm 5.1%

DEM
4:00am 14.3%

4.01 6.13
7:00pm 3.6%

DE
7:00pm 9.1%

1.97 2.55
7:00am 4.6%

DM
6:00am 12.8%

2.87 4.62
7:00pm 4.5%

Total population
6:00am 6.7%

1.20 1.99
7:00pm 5.6%
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Table 4.3: Total volumetric consumption by cluster

Annual Demand (MG) Daily Demand (gallons)
Cluster Year 1 Year 2 % of total Average de-

mand
Average peak
demand

DLN 181.1 183.3 11.3 264.3 26.3

SMD 297.8 309.4 18.9 204.6 15.3

DEM 245.9 246.3 15.2 294.6 42.3

DE 409.9 426.5 26.0 219.4 19.9

DM 453.9 466.3 28.6 245.2 31.5

Total 1,588.6 1,631.8 100.0 236.8 15.9
population

daily demand. DLN has a PPR of 2.65, which signi�es that the primary peak is more prevalent

than its secondary peak. The POPR is 3.66, signifying that the peak demand is much greater than

o�-peak demand. The DLN cluster consumed a total of 181 million gallons (MG) in Year 1, and

183 MG in Year 2. This constitutes 11.3% of total system-wide annual consumption. DLN demands

account for approximately 6.4% and 8.9% of system peak demands for the morning and evening

peaks, respectively. Average daily household consumption for DLN is 264.3 gallons.

Steady Mid-Day Cluster

The SMD cluster has two demand peaks. The primary peak demand occurs at 9:00am and accounts

for 7.5% of daily demand and the secondary peak occurs at 6:00pm and accounts for 5.1% of daily

demand of the SMD cluster. SMD has a PPR of 1.47 indicating that the primary peak demand is

only moderately greater than the secondary peak demand. Similarly, the POPR is 1.62 suggesting

that peak demand is only slightly greater than o�-peak demand. While the demand pattern for

this cluster has two peak demands, neither dominates the demand pattern and demand is fairly

consistent between the two peaks. SMD consumed a total of 298 MG in Year 1 and 309 MG in

Year 2. This is 18.9% of total consumption. SMD demands make up approximately 10.7% and
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17.0% of system-wide morning and evening demand peaks, respectively. Average daily household

consumption for SMD is 204.6 gallons.

Dominant Early Morning Cluster

The DEM cluster has two demand peaks. The primary peak occurs at 4:00am and accounts for

14.3% of daily demand and the secondary peak occurs at 7:00pm and accounts for 3.6% of daily

demand. The DEM demand pattern has a PPR of 4.01 indicating that the primary peak heavily

dominates the demand pattern. The POPR is 6.13 suggesting that peak demand is considerably

greater than o�-peak demand. The primary peak demand dominates the demand pattern of the

DEM cluster. The DEM cluster consumed a total of 246 MG in Year 1 and 246 in Year 2. This

makes up approximately 15.2% of total consumption. DEM demands constitute 11.3% and 9.9%

of system-wide peak demands for the morning and evening demands, respectively. Average daily

household consumption for DEM is 294.6 gallons.

Dominant Evening Cluster

The DE cluster has two demand peaks. The primary peak occurs at 7:00pm and accounts for 9.1%

of daily demand while the secondary demand peak occurs at 7:00am and accounts for 4.6% of daily

demand. The PPR is 1.97 indicating that the primary peak demand dominates the demand pattern,

but not to a great degree. The POPR is 2.55, suggesting that peak demand is much greater than

o�-peak demand. The DE cluster consumed a total of 410 MG in Year 1 and 427 MG in Year 2

comprising approximately 26.0% of total consumption. DE demands are approximately 16.8% and

41.3% of system-wide morning and evening peak demands, respectively. Average daily household

consumption for DE is 219.4 gallons.

Dominant Morning Cluster

The DM cluster has two demand peaks. The primary demand peak occurs at 6:00am and accounts

for 12.8% of daily demand. The secondary peak occurs at 7:00pm and accounts for 4.5% of daily
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