ABSTRACT

GARG, VAIBHAV. Unveiling Harassment through Natural Language Processing. (Under the
direction of Dr. Munindar P. Singh).

Warning: This dissertation contains some examples of harassment that may be triggering to
some individuals.

Harassment is a prevailing and challenging problem in our society, leading to various types
of abuse. This research studies three different scenarios of harassment: online, real-world, and
a mix of both. We analyze online posts describing specific problems within each scenario and
solve such problems using natural language processing.

In digital space, many apps can be misused for stalking and spying purposes. We found
that app reviews reveal critical information about misused functionalities. These reviews are
useful in auditing such apps and preventing further misuse. We leverage app reviews (written
by victims, abusers, and third parties) to identify such problematic apps and their misused
functionalities.

In the space of real-world harassment, we focus on the problem of sexual harassment
and assault. Survivors of such experiences freely share their MeToo stories on platforms such
as Reddit. However, due to the high character limit per post, such stories could be long and
demanding to read, which may challenge prospective helpers to provide effective responses.
We develop a natural-language-based tool that highlights important parts of long stories, in
turn facilitating helpers in providing effective support. In the same real-world scenario, we also
understand how the language of MeToo stories reflects on violations of survivors’ consent. We
linguistically study how consent violation stories are expressed.

In the mixed scenario, we understand an unexplored yet interesting form of speech, inciting
speech. We investigate public WhatsApp messages and identify rhetorical strategies used to
incite readers against a religious community. On social media, inciting speech can be disturbing
to read (online harassment) and may lead to violence against its target in the real world. We
understand the nature of such speech along with its prevalence on multiple platforms against
multiple targets.

Overall, we employ NLP techniques to understand natural language text and build compu-

tational models addressing harassment in all three scenarios.
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CHAPTER

INTRODUCTION

Harassment is a well-known problem in our society. According to the Center for Disease Control
and Prevention (CDC), in the United States, one in five women has experienced attempted
rape, and one in four men has experienced sexual violence. With the advent of the internet,
the problem of harassment is not only limited to real-world scenarios (e.g., verbal, physical,
or sexual harassment) but also applies to online and mixed scenarios. In totality, we divide
the harassment scenarios into three types: (i) online harassment, (ii) real-world harassment,
and (iii) mixed of both. Online harassment includes targeting individuals through disturbing
text or by disseminating their personal information, in turn causing them threat, harm, and
distress (Rights 2023). On the other hand, Real-world harassment is an unwelcome conduct
that is based on attributes such as sex, race, color, and so on (EEOC 2023). In the third scenario,
harassment is initiated in the online setting but may also spread to a real-world setting. In
this thesis, we identify specific problems in each of these scenarios and computationally solve
them.

In the online harassment scenario, we identify that the abusers misuse mobile apps to
access information (such as location and call logs) of other users or bystanders (victims). Such
apps are dual-use and violate victims’ privacy expectations. App users should be aware of such
apps and their functionalities before installing them. Moreover, app developers and platforms

such as Apple App Store should take measures to ensure victims’ privacy. We found that both



abusers and victims report such harassment in reviews of these apps. In reviews, abusers brag
about using these apps to spy on or stalk their family or friends, whereas victims share their
concerns and grievances, including frustration at the loss of privacy. We leverage the rich
information in reviews and apply NLP techniques to identify these apps and their problematic
functionalities.

For the real-world harassment scenario, we focus on the prevailing problem of sexual
harassment and assault. Survivors of such experiences may not be open about sharing it with
family or friends. To seek supportive responses or advice, they leverage online platforms to
anonymously post about their experiences. One such platform is Reddit which hosts multiple
subreddits such as r/meToo. We found that while sharing harassment experiences on these
subreddits, the survivors end up writing long posts (with mean and maximum of 1,881 and
33,432 characters, respectively). For a prospective helper on subreddits, reading long stories can
be demanding and time-consuming. Moreover, while framing the response to the survivors, the
helper may miss out on important parts of the long posts that should be addressed. We leverage
these long MeToo stories (shared on subreddits) to identify three types of key information: (i)
incident, (ii) effects on the survivor, and (iii) advice sought. We develop a natural language-
based model that can highlight this key information (in long posts) for helpers to address in
their responses.

In the real-world scenario, we also study MeToo stories expressing consent violations. We
leverage the FRIES consent framework by Javidi et al. (2023) and investigate their violations in
MeToo stories. We study the prominent violations and how linguistically they are expressed in
stories.

In the third scenario, we focus on the problem of inciting speech prevalent on social media.
Inciting speech is speech that can make the readers angry or urge them to act against the
target. As compared to hate speech, inciting speech is subtle and hence harder to identify.
On one hand, inciting speech on social media can disturb, embarrass, or threaten the target
(online harassment), whereas on the other hand, it can also lead to violence against the target
(real-world harassment). For concreteness, we focus on WhatsApp posts (from Indian groups
discussing politics) that include inciting speech against Muslims. We found that incitement
can of three forms: criticizing the target community’s members and their beliefs, criticizing the
target community for its imputed misdeeds, and exhortation against the target community.

We leverage NLP techniques to identify inciting sentences in a social media post.

1.1 Background and Research Objectives

This thesis supports the following statement.



Each harassment scenario is structurally different and the associated NL text is linguistically
distinct. Despite such differences, similar approaches involving curating datasets followed by
transfer learning are effective at understanding harassment cases or identifying them in each
scenario.

Abuser—exploits Platform harms—Victim To put out an app in which you can
completely control what's going on on

someone else'’s phone? It's a huge

Online )
privacy concern.....

App reviews reporting
rogue behavior

Abuser—harms——Victim—shares on Platform ...l remember that he pressurized
me to make out with him. Honestly, |

don't think that | gave my consent to
Real-world him but I also don’t remember

Other —provide support on asking him to stop....
Users

MeToo stories on Reddit

Abuser—exploits Platform —may harm—sVictim  y¢1n0 madrasa (Islamic school) is

not closed, after 15 years, more
than half of the Muslims of the
. read by ) .
Mix country will be supportive of the
l ISIS ideology....

Inciting speech on
Instrument——may harm WhatsApp

Figure 1.1: Each scenario of harassment is both structurally and linguistically different.

We explain the above thesis statement through Figure 1.1, which illustrates how each
harassment scenario is distinct. Structurally, in the real-world scenario, the abuser directly
harms the victim, who then leverages the platform to seek support from other users. However,
in the other two scenarios, the abuser harms the victim by exploiting the platform. The sample
text in the figure describes three different harassment cases, also indicating the linguistic
distinction between these scenarios. Despite such structural and linguistic differences, this
thesis emphasize that similar NLP approaches are effective at understanding or identifying
these harassment cases. Such NLP approaches include training transfer learning models on
the curated datasets.

We discuss the specific research objectives in each scenario in the sections below.
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1.1.1 Online Harassment

Chatterjee et al. (2018) use app descriptions to identify intimate partner surveillance (IPS)
apps, the apps that someone can use to spy on their intimate partners (spouse, boyfriend, or
girlfriend). Such IPS apps are dual-use apps, that have a legitimate purpose but are misused for
spying. Their work is specific to IPS, whereas we focus on the general misuse of mobile apps
for information access.

The privacy expectations of an app user or a third party (i.e., a victim) are violated when the
victim (1) is not aware of the information access (spying) or (2) may know about the access, but
is uncomfortable with it. The latter case includes incidents of forced consent or when public
information on apps (such as dating platforms) is accessed beyond the victim’s level of comfort
(stalking). We use the term rogue behavior to mean these two types of information access and
use rogue apps to mean the apps that enable rogue behavior. We use the term rogue behavior to
mean these two types of information access and use rogue apps to mean the apps that enable
rogue behavior.

We found that app reviews contain rich information about such misuse. Hence, we aim to
identify such rogue apps through their reviews and uncover their rogue functionalities. This
will help in misuse audit and warn users (potential victims) about rogue behavior. Moreover,

app platforms and developers should take measures to meet users’ privacy expectations.

1.1.2 Real-World Harassment

For understanding experiences of sexual harassment and assault, prior studies on MeToo stories
(Karlekar and Bansal 2018; Hassan et al. 2020; Khatua et al. 2018; Ghosh Chowdhury et al. 2019a)
focus on classification. The expectation is that a prospective helper (on online platforms) can
provide support to the survivors of the identified posts. However, merely identifying relevant
posts is not enough. Prior research shows that important parts of the posts such as (i) the
Incident, (ii) the effects on the survivor (Field-Springer et al. 2022), and (iii) the advice that the
survivor is seeking (Andalibi et al. 2016), must be addressed to provide help. We delve into how
these three components of a story can be identified. Automatically identifying and highlighting
them can assist helpers in addressing important concerns in their responses.

In addition, we look for consent violations in MeToo stories from the language standpoint.
This includes investigating what type of prominent violations are expressed, their language

attributes, and how they are interrelated. This will help in understanding consent linguistically.



1.1.3 Mixed Harassment Scenario

Inciting speech is to be differentiated from hate speech, which is another kind of antisocial
communication (Calvert 1997). Unlike hate speech (ElSherief et al. 2018), inciting speech
doesn’t necessarily contain derogatory language (words such as n*gger and a**hole) to attack
anindividual or a group. Whereas many social media studies focus on hate speech identification
(Aluru et al. 2021; Das et al. 2022), identification of inciting speech has not garnered as much
attention.

Our qualitative analysis revealed three rhetorical strategies used for incitement: (i) identity
(attacking target members and their beliefs), (ii) imputed misdeeds (highlighting misdeeds
of the target), and (iii) exhortation (calling for action). This problem is even more prominent
on platforms such as WhatsApp where incitement is used against religious groups but there
is no content moderation due to end-to-end encryption (Saha et al. 2021). Hence, we aim to

understand such inciting speech.

1.2 Contributions and Novelty

We list contributions and novelty for each project below.

1.2.1 Understanding App Reviews for Misuse Audits

Our work’s novelty lies in leveraging app reviews to identify rogue apps and their rogue func-
tionalities. App reviews despite being a public source of information, remain unexplored in the
rogue scenario. We introduce assigning alarmingness scores to reviews and rogue scores to
apps, based on the reported rogue behavior. We list our contributions below.

iROGUE, an app reviews-based approach for identifying rogue apps and their functionalities.
We have predicted a ranked list of 239 rogue apps, along with their alarming reviews reporting
rogue behavior. Our approach can be used in real-time to identify new rogue apps as soon as
their reviews arrive. We envision our approach to be incrementally updated by incorporating
new reviews and keep identifying other rogue apps through the learnt behavior. Moreover, our
approach is not only applicable to the Apple App Store but also other platforms such as Google
Play Store.

Our qualitative analysis revealed four types of rogue functionalities being prominent. These
functionalities range from profile stalking to monitoring daily phone activities. Future app users
(potential victims) should be warned of the identified functionalities before installing them on

phones. Moreover, app platforms such as the Apple App Store can prioritize scrutinizing the



rogue apps ranked high in the list or ask their developers to work on providing user privacy. We

discuss about this project in Chapter 2.

1.2.2 Identifying Incidents, Effects, and Requests for Advice from MeToo

Stories

Prior research (Karlekar and Bansal 2018; Hassan et al. 2020; Khatua et al. 2018; Ghosh Chowd-
hury et al. 2019a) computationally identifies relevant MeToo stories from a massive stream of
online text. To the best of our knowledge, we are the first ones to identify important parts of
the relevant stories. In particular, we make the following contributions.

We curate METHREE, a dataset containing 8,947 sentences, labeled for the three categories.
Constructing a sufficiently natural and precise dataset turns out to be nontrivial. We leverage
active learning for labeling with tractable manual effort.

We investigated MeToo stories for the structure and prominence of three parts. On an
average, union of incident, effects, and advice requests constitute 55.11% of the story’s content.
We also found a lot of variation in story structure which makes the automatic highlighting a
challenging task.

We conducted an empirical study of helpers on multiple MeToo-related subreddits. We
found that they find reading and responding to long stories demanding. We also tested the
effectiveness of our highlighting tool through the same survey of helpers. We discuss this

project in Chapter 3.

1.2.3 Understanding Consent Violations through Stories

To the best of our knowledge, this is the first study to understand consent stories linguistically.
We contribute in the following manner.

MYCONSENT, a labeled dataset of stories with their consent violations. This dataset helped
us to analyze linguistic attributes in stories describing violations. Moreover, while labeling, we
found language cues representing each type of violation, which could be helpful for future
researchers understanding consent.

Our statistical analysis revealed prominent violations expressed through language. We also
investigated co-occurances of multiple violations in the same story. We found that informed and
specific violations co-occur most frequently, followed by the pair of explicit and enthusiastic
violations.

Our linguistic analysis revealed how time-sensitive attributes are often expressed in stories

describing freely given violation. Moreover, the language in violation stories indicate low



confidence, leadership, and social status as compared to non-violation stories. However, the
authenticity of language is high in violation stories as opposed to non-violation ones. We

discuss this project in Chapter 4.

1.2.4 Understanding Inciting Speech As New Malice

Inciting speech as a discrete category of antisocial communication has not been computation-
ally studied. Hence, our research is inherently novel. We make the following contributions.

Through qualitative analysis, we found three distinct ways of how religious incitement is
expressed: identity, imputed misdeeds, and exhortation. We call them rhetorical strategies.
In identity, the inciting speech either criticizes or stereotypes the victim, indirectly inducing
readers’ hostility against the victim. In imputed misdeeds strategy, the abuser alleges the
victim of certain misdeeds. The allegations are sometimes based on facts or intended to spread
misinformation. In exhortation, the abuser calls for real-world action against the victim, either
directly or through subtle hints.

We curated a dataset called INCITE containing 7,000 sentences labeled for three rhetorical
strategies. INCITE helped us to understand textual signatures of each strategy in the religious
context. Moreover, we could train a computational model to identify such strategies from
sentences of WhatsApp, Twitter, and Gab posts.

We found that not only Islamophobic but also non-Islamophobic posts contain inciting
speech. This finding emphasizes the linguistic differences between Islamophobic speech (fear
speech) and inciting speech. Through a variation of our computational model, we identified
the prevalence of inciting speech even against non-religious targets. This explains the dire

need to address inciting speech on online platforms. We discuss this project in Chapter 5.



CHAPTER

2

UNDERSTANDING MOBILE APP REVIEWS
TO GUIDE MISUSE AUDITS

Background: Software audits majorly focus on program analysis of open-source applications.
However, misuse done by app users (instead of app developers) falls out of the scope of such
audits. Moreover, many apps on distribution platforms (such as Apple App Store) don't have
their code as public open-source, making us incapable of auditing them. Problem: We address
this challenge in responsible computing where a rogue mobile app is misused by one app user
(an abuser) against another user or bystander (victim). We introduce the idea of a misuse audit
of apps as a way of determining if they are rogue. Method: For misuse audit, we leverage app
reviews to understand the problematic rogue apps and their functionalities causing misuse.
First, we build a computational model to identify alarming reviews reporting such misuse.
Second, using the model, we identify rogue apps and their functionalities and validate them
through manual inspection of reviews or installed apps. Findings: Abusers and victims mostly
write stories indicating rogue acts, whereas stories from the third person dominantly represent
rogue potential. Surprisingly, positive reviews, including abusers’ language with high domi-
nance, also reveal rogue behavior. Our model identified a total of 239 apps exhibiting four types
of rogue functionalities. Implications: Our method can help in the real-time identification of
rogue apps and their functionalities, in turn facilitating their audits.



2.1 Introduction

Traditional audits of mobile apps conduct a review of their source code (Garcia et al. 2021; Xia
et al. 2015). However, interpersonal misuse arising from app users (instead of app developers)
goes unnoticed by such processes. We introduce misuse audit, a process for auditing mobile
apps through the reported misuse cases.

A misuse occurs when an app user (abuser) exploits the app to access information of other
users or third parties (victims). In particular, a misuse audit can identify cases when the victim:
(1) doesn’t know about the information access (spying) or (2) may know about the access, but
is uncomfortable with it. The latter case (often missed by traditional audits) includes incidents
of forced consent or when public information (such as on dating apps) is accessed beyond the
victim’s level of comfort. We use the term rogue behavior to mean these two types of information
access and use rogue apps to mean the apps that enable rogue behavior.

Research (Chatterjee et al. 2018; Freed et al. 2019; Havron et al. 2019) shows that rogue apps
may cause discomfort, fear, and potential harm to the victim. Possible ways to prevent this
risk include highlighting these apps and their rogue functionalities to users, app distribution
platforms, and app developers. However, identifying these apps is nontrivial as they are dual-
use in nature Chatterjee et al. (2018), meaning they have a legitimate purpose but are misused
by abusers. We propose an approach, iROGUE, for misuse audits that identify rogue apps and
uncover rogue functionalities.

We found that the reviews of an app often describe rogue functionalities, its misuse (poten-
tial and actual), and the expectations of users. Such reviews are evidence of rogue behavior and
can guide audits of such apps. Moreover, app reviews are more valuable than app metadata
(such as app descriptions) because metadata indicates only the legitimate purpose of dual-use

apps and not the actual misuse. In particular, we propose the following research questions:
RQ;,50- What information regarding misuse audit is contained in reviews?

RQjgenditye HOw can we conduct a misuse audit through app reviews?

RQfunctionality- What rogue functionalities are present in audited apps?

Example 1 shows three reviews (edited for grammar), taken from Apple’s App Store Store
(2023b) that are relevant to the rogue behavior. Although our study is based on Apple App
Store’s reviews, iROGUE can be applied to reviews from other sources, including Google’s Play
Store Store (2023m).



Example 1: Cases relevant to rogue behavior

Fly on the wall!
(for the AirBeam Video Surveillance app Store (2023a))

“with this app, i can spy on my family without them knowing it! it’s such an awesome app!”

This app basically ruined my family to an extent
(for the Life360 app Store (2023f))
“My mother made everyone in the family get this app. She freaks out when the app doesn’t do

its job because of random obstacles that mess with the location accuracy. Drains the battery

and makes my parents paranoid to know where I am at all times. I don'’t even do any bad

stuff, yet years of trust building are being swept away by the ability to spy on the children

of a household. If you're a parent I highly recommend you don'’t get this app because it is

extremely uncomfortable to have and it makes parents trust their children less.”

Honest
(for the 3Fun: Threesome & Swingers app Store (2023k))
“...Alot of the local people I've talked to (Male half of a couple) have been guys who are

saying they’re part of a couple, and in all reality are single guys just looking to collect pictures.

There is no way to report that that is why you are reporting them. It’s just a boilerplate report
feature. I feel there should be a way for the 3Fun community to point out people for bad
behavior like this.”

In Example 1, the first review for AirBeam Video Store (2023a), addresses the scenario
where the app assists a user in accessing a victim’s information without the victim’s knowledge.
AirBeam Video is a surveillance app to be installed on the abuser’s device. Hence, the victim
may not be an app user but a bystander. The second review, for Life360 Store (2023f), complains
about the problem of inappropriate access to the user’s location by the user’s mother. Due to
the unequal power dynamics between the victim (reviewer in this case) and the abuser (mother
in this case), the victim is forced to install apps that violate their privacy. The third review,
from 3Fun Store (2023k), describes a story of improper access to profile pictures. Even though
the profile pictures are public, the victim is uncomfortable with the access. It is common for
users to upload such information (pictures in this case) on an app. When doing so, they hold
expectations of how other users would access it. As shown in these three cases, information
access may lead to discomfort, fear, or potential harm (Freed et al. 2019; Havron et al. 2019).
Thus, despite such cases of information access being common, they should be brought to in
notice of app developers and platforms.
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2.1.1 Key Findings

We found that reviews contain rich information about apps which is crucial in auditing them.
For example, not only negative but positive reviews also reveal an app’s rogue behavior. Rele-
vant reviews are written by abusers, victims, and third person, each having a distinct linguistic
variation, which makes mining reviews challenging (Section 2.2). Moreover, while reporting
rogue behavior, reviews have varying degrees of convincingness and severity, which can be
leveraged in misuse audit (Section 2.3). We found rogue apps exhibit a variety of rogue func-
tionalities, ranging from tracking location to monitoring phone activities such as accessing

chats, phone contacts, call history, and so on (Section 2.4).

2.1.2 Contributions and Novelty

Our work’s novelty lies in introducing the problem of misuse audits. We leverage app reviews,
which despite being a public source of information, still remain unexplored for misuse audits.

We contribute to responsible computing by:
* Presenting app reviews as a viable source to mine for rogue behavior.
¢ iROGUE, an approach based on app reviews for auditing apps.

* Aranked list of rogue apps along with their alarming reviews revealing rogue behavior.

2.1.3 Organization

The rest of this chapter is organized as follows. Section 2.2 describes our preliminary investi-
gation that shows that app reviews contain evidence useful for audits. Section 2.3 describes
how to identify rogue apps using our misue audit approach, iROGUE. Section 2.4 shows the
procedure to uncover rogue functionalities of audited apps. Section 2.5 lists related work on
app reviews and mobile apps. Section 2.6 describes the supplementary materials. Section 2.7

concludes this research project.

2.2 App Reviews for Misuse Audits

We describe how we collected and investigated reviews for misuse audit, which led to several

qualitative findings.
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2.2.1 Seed Dataset

Chatterjee et al. Chatterjee et al. (2018) identified 2,707 iOS apps as candidates for Intimate
Partner Surveillance (IPS), i.e., apps used by a person to spy on their intimate partner. IPS apps
are specific to intimate partners and hence are a subset of general-purpose rogue apps. Hence,
we start our analysis from Chatterjee et al.’s IPS candidate list.

During our data collection, 1,687 of these 2,707 apps had at least one review on the Apple
App Store, leading to seed dataset containing 11.57 million reviews. Out of 1687 apps in the
seed dataset, only 210 were confirmed IPS by Chatterjee et al.. We include all details of dataset
collection in the supplement section (Section 2.6).

2.2.2 Investigating Reviews

Since the seed dataset contains 11.57 million reviews, it is impractical to manually check each
review. To find the reviews revealing rogue behavior, we sampled them using our keywords
(spy, stalk, and stealth). We describe the curation of our keywords in the supplement section
(Section 2.6).

There are 5,287 reviews containing at least one of our keywords. From these 5,287 reviews,
we randomly sampled 995 reviews for manual scrutiny. This sample involves 179 apps with
between 1 and 237 reviews each. We checked 995 reviews for misuse audit. Out of these 995
reviews, we found 402 reviews (of 83 apps in this sample) reporting rogue behavior.

We found that such reviews show variation across two dimensions: story and reviewer.

Based on the story, we found reviews of the following two types:

Rogue act: Reviews describing someone performing a rogue behavior. In such reviews, the

reviewer is sure about the app’s rogue functionality. For example,

“This app is useless and it just helps overprotected parents spy on their sad kids”

Rogue potential: Reviews express the possibility of rogue behavior. The reviewer may not be
sure of rogue functionality but identifies risks with the app. For example,

“... Hate to be a hater. May work well to spy on the kids by ‘accidentally’ leaving iPhone in
secret place.”

The above two reviews are negative. However, we also found positive reviews indicating a
rogue app. Example 2 shows positive reviews by abusers, who brag about the rogue functionali-
ties (history tracking in this case) and sometimes express their delight in it. Other reviews are
written by victims, who state their concerns and grievances (frustration at the loss of privacy),
and some by third persons reporting the misuse of the app.

12



Example 2: Types of reviewers reporting rogue behavior
Abuser

“So much better than <other app>. I love the history feature. My kids say it'’s creepy and I'm
being a stalker. I don'’t disagree but it is really nice and convenient to be able to keep track of
my kids.”

Victim
“I hate this app so much! My mother is always questioning me and if I delete it she will ground

me ... No one wants their parents to stalk them!!”

Third Person
“...Idon't feel like parents should track their kids AT ALL. everyone needs a little something

called trust and if you don't have it then your kids will act out and have to become sneaky ...I

do have this app but only with my friends and we don't stalk each other...”

Our linguistic analysis reveals that reviews by abusers are not only positive (higher valence
than the other two categories) but also illustrate the abuser’s dominance over other parties. Fig-
ure 2.1 shows this difference in the valence and dominance scores between all three reviewers
(supplementary section describes how these scores are computed). In general, these relevant
reviews show linguistic variations, making the automatic mining of reviews a daunting task.

Figure 2.2 shows the relative distribution of 402 relevant reviews (normalized by percent-
age) across the type of story and reviewer. The third person mostly writes rogue potential
stories (73%), whereas abusers and victims dominantly describe rogue acts (99% and 100%
respectively).

To sum up, reviews contain rich information about an app’s rogue behavior. We found two
types of stories that are relevant for auditing such apps. Moreover, such stories are written by
three types of reviewers, whose language varies, making the problem of mining these reviews a
difficult task.

2.3 Identifying Rogue Apps through Misuse Audit

We propose iROGUE, a review-based approach for misuse audits. Figure 2.3 shows an overview
of the iROGUE approach. First, we collect reviews from the Apple App Store, as shown for the
seed dataset in Section 2.2.1. Second, we label a subset of the collected reviews for alarmingness
(defined below) and train a computational model (Section 2.3.1). Third, we apply our model to

all reviews to identify rogue apps (Section 2.3.2). Fourth, we manually examine some of the
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Figure 2.1: Valence, arousal, and dominance scores for three types of reviewers. Abusers’
language shows high dominance and valence as compared to the language used by victims and
third person. The task of mining reviews becomes challenging due to these linguistic variations.
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Figure 2.2: Out of 402 reviews manually identified as relevant, abusers and victims mostly
write stories indicating rogue acts (~99% and 100% respectively), whereas stories from the
third person dominantly represent rogue potential (~73%).

identified rogue apps to find rogue functionalities (Section 2.4).
We envision iROGUE to be incrementally updated by adding reviews of newly found rogue
apps. Moreover, apps that don’'t have reviews, can be audited as soon as their reviews arrive.

2.3.1 Alarmingness of Reviews

We found that reviews exhibit two characteristics: (i) their claims about misuse (we call it

convincingness) and (ii) the effect of misuse (we call it severity). We describe each of these
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Figure 2.3: Overview of iROGUE.

characteristics below.

Convincingness depends on how strong the rogue claim is. Some reviews report detailed
rogue behavior (hence convincing), whereas others are merely suspicions. In Example 3, the first
review is unrelated to rogue behavior and hence is not convincing. The second review describes
the reviewer’s suspicion of the app, which may or may not be true (slightly convincing). The third
review (by an abuser) confirms the rogue behavior but lacks details of the rogue functionalities
or victims. On the contrary, other reviews (in Example 3) are extremely convincing because
they confirm rogue behavior along with mentioning the location feature, how to set up devices,
or the victims being stalked. Extremely convincing reviews also include cases when the app is
used for positive purposes (tracking family members or pets for safety) but has the potential to
be misused in the future. The reviews that are slightly, moderately, or extremely convincing
are relevant to misuse audits. Assigning a convincingness score helps in ranking all reviews
according to the strength of their claims.

Severity measures the effect of rogue behavior on the victim. Example 4 shows the range of
reviews varying in severity. The first review is unrelated to rogue behavior. Thus, it is not severe.
The second review shows that the rogue act is performed with consent, making this review a
slightly severe case. The third review is written by the abuser and lacks the victim’s perspective
to analyze the rogue effect. We assume such acts are performed without consent and consider
them moderately severe. The fourth review describes the victim’s misery. The victim even says
“This app has truthfully ruined my teenage years” in the review, which gives solid evidence to be
an extremely severe case. Moreover, in the fifth review, the victim complains that others can see
when he was last active (also known as last seen information). This is the public information
on each profile, but still, the victim is uncomfortable with the access. App developers should
be aware of such misuse. Since app reviews discuss these cases, we can identify and rate them

as extremely severe.
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Example 3: Varying degree of convincingness

1: Not convincing

“It is such a great game, love it so much!”

2: Slightly convincing
“Setup was a breeze. Quicktime 7 pro found it easily. Unfortunately, resolution seems much,
much, lower than hoped. Video size can not be adjusted live. Hate to be a hater. May work

well to spy on the kids by ‘accidentally’ leaving iPhone in secret place.”

3: Moderately convincing

“This app is perfect for stalking people...”

4: Extremely convincing

“This app is awesome for our family to keep track of where everyone is at all times! (You can

turn the location off too in case you want to be in stealth mode when buying Christmas
presents too.) ... Even our dog knows that the alert sound when a family member arrives

home means...”

“...1use it to spy on my dogs while I'm at work; so I use it for fun, nothing fancy. My iPad is

my camera, and my iPhone is my viewer. ... "

“bro this app is high key creepy. when i’'m with my dad on his days my mom even mentions

how she knew everything i was doing and it even made my dad creeped out. if you need this

app then ngl yo wack. i don't want my mom stalking me.”

L J

. Example 4: Varying degree of severity
1: Not severe

“Love the graphics so far it is a great game”

2: Slightly severe
“I love this app, just great because you can time your day accordingly, I like my girlfriend
knowing where I am and I love stalking her, we have fun with it....”

3: Moderately severe
“This app is perfect for stalking people...”

4: Extremely severe

“honestly if you want your kid to rebel against you even more, this is the app for you! This app

16




has truthfully ruined my teenage years all because my mother now has a way of tracking me

down 24/7. I couldn’t do the normal teenage things because I was being stalked all day ... "

“...1want to share my last seen just to my family and my girlfriend not others. please add new

feature in privacy that i can share my last seen to no body except my family and girl friend

thanks soo much !”

To capture the above two characteristics, we define alarmingness of a review, which is
the geometric mean of its convincingness and severity. An app can receive a large number
of reviews. Unlike binary classification of reviews, the alarmingness score not only identifies
relevant reviews for audit but also ranks them based on rogue behavior. For an app, the higher
the alarmingness of the review, the more solid evidence it provides about the rogue behavior
and hence more useful in auditing.

We manually annotated a subset of reviews for alarmingness and used the annotated data
for training. From the seed dataset, we selected two sets: 952 randomly selected reviews (set s,)
that contain at least one of our keywords and 932 randomly selected reviews (set s,) that do
not contain any of those keywords. Having both sets s; and s, made our training data unbiased
toward any keywords.

From these 1,884 reviews, we excluded the reviewers’ identifiers such as their usernames.
Two authors rated these reviews for convincingness and severity on a four-point Likert scale (1:
not, 2: slightly, 3: moderately, 4: extremely). The supplementary section (Section 2.6) describes
the details of the annotation process. For reviews that were rated by the two annotators, we
computed the average convincingness and severity scores. This annotation study possessed
minimal risk and was exempted by the Institutional Review Board (IRB) of our university. We
used these annotated reviews as our training data.

We extracted linguistic features of 1,884 reviews through the Universal Sentence Encoder
(USE) Cer et al. (2018), a widely used approach that is proven effective for app reviews (Guo and
Singh 2020; Devine et al. 2021). Using USE features, we trained various multi-target (convinc-
ingness and severity scores were targets) regression models Borchani et al. (2015) and found
that the Support Vector Regressor (SVR) outperforms. The supplementary section (Section 2.6)
provides all the training details and evaluation.

We leveraged trained SVR to predict convincingness and severity scores of all 11.57 mil-
lion reviews in the seed dataset. The alarmingness of each review is calculated by taking the

geometric mean of its predicted convincingness and severity.
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2.3.2 Identifying Rogue Apps

Using statistical methods, we aggregated the alarmingness of reviews and ranked all apps
according to their reported misuse (details in Supplementary Section 2.6). From the seed
dataset, our model identified a total of 100 rogue apps (model evaluation in Supplementary
Section 2.6). Moreover, our approach is not dependent on the choice of candidate apps and
could be applied to any set of apps. To audit more apps, we applied our model on (i) a dataset of
similar apps and (ii) a dataset of 100 popular apps in the utility category. We found not only IPS
but many general-purpose rogue apps exhibiting multiple rogue functionalities, also described
in the next section.

Similar Apps

We retrieved 896 apps (similar to 100 predicted rogue from the seed dataset), using the Apple
App Store’s recommendations (“You May Also Like” section). Our motivation for using Apple
recommended apps was that these apps should offer functionalities similar to those in 100
predicted apps. Further, we collected 2,652,678 reviews of these 896 apps which we call snowball
dataset.

Our model predicts 138 rogue apps from the snowball dataset. Examples 5 shows alarming
reviews of one such app from the snowball dataset, Smart Family Companion App Store (2023;).

Our evaluation of the snowball dataset reveals that our model yields the best recall of
77.27% as compared to all other baselines (discussed in the Supplementary Section 2.6). In this
scenario, a false negative can lead to harm through misuse, whereas a false positive just wastes
effort in an unnecessary audit. Hence, high recall is more valuable than high precision.

. Example 5: Rogue from snowball dataset
App: Smart Family Companion Store (2023j)

Rogue Score: 2.35/4.00

Alarming Review 1
Alarmingness: 4.00/4.00
Date of Review: 2020-03-15

“How is this even ethical? To put out an app in which you can completely control what's

going on on someone else’s phone? It’s a huge privacy concern. To be honest, apps like this
shouldn'’t exist. It's one thing to put control on a YOUNG CHILD'’S phone (which can be done
in settings easily) put to put this on an older kids phone is going to destroy trust. No parent

should be able to see what their child is doing on their phone 24/7. It’s borderline abusive.”
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Alarming Review 2

Alarmingness: 4.00/4.00

Date of Review: 2019-09-03

“... This app tracks every last thing your child does on their phone. As you can imagine, no

16-year-old wants to have their own private life constantly exposed to you. Just because you

are their parent, and you live together, doesn’'t mean that they have to share everything with

you. Location, data usage, browsing history, etc. frankly aren't your business. That's their own

private information that you don'’t need to know. Coming from a family with control issues,

there is no better way to destroy your relationship with your children. I doubt anyone would

want to be around someone who is constantly monitoring and controlling them ... "

100 Popular Utility Apps

Surveillance apps that can be misused for spying, fall under the “Utilities” category, making
it an important category to audit. We considered 100 popular utility apps (mentioned on the
Apple App Store page Store (20231)) and collected their reviews.

From these 100 apps, our approach, iROGUE, predicts only one app as rogue, which after
reviews’ scrutiny by us, comes out to be non-rogue. We also scrutinized some apps predicted
as non-rogue and found their predictions true. We report all details of this analysis in the
Supplementary Section 2.6.

We found that any generalized set of apps can contain a wide range of subcategories such
as payment apps, calculators, and so on, which are less likely to be misused. Hence, they don’t
form good candidates for identification. Iteratively auditing apps (through iROGUE) similar to
the already identified rogue apps (as shown in Section 2.3.2), is a feasible solution to uncover a

large rogue landscape.

2.4 Uncovering Rogue Functionalities

We illustrate the idea of uncovering rogue functionalities using top 40 ranked apps (according
to iROGUE) in the seed dataset. First, we analyzed an app’s description to know the basic
functionalities. Second, we analyzed 10 most alarming reviews (discovered by iROGUE) for
identifying existing misuse and rogue functionalities. Third, we installed a few apps on a device
to validate the claims in reviews. Through this process, we discovered the following types of

rogue functionalities:

Monitoring phone activities. Some apps monitor a victim’s phone activities, such as browsing
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history and text messages. Such apps are installed on the victim’s device and activities can
be monitored on another synced device. SaferKid Text Monitoring App Store (2023i) is an

example of such an app.

Audio or video surveillance. Some apps enable audio or video surveillance without the vic-
tim’s knowledge. These apps listen, view, or record a victim’s voice or actions and some of
them need not be installed on the victim’s phone. Find My Kids: Parental control Store (2023c)

contains such functionality.

Tracking location. Some Global Positioning System (GPS) apps enable tracking a victim'’s
phone, with (forced consent) or without their knowledge. For example, Find My iPhone Store
(2023d).

Profile stalking. Some apps are misused for stalking user profiles or user content (such as
images), making the victim uncomfortable about the misuse. For example, Kik Messaging
and Chat App Store (2023e).

Table 2.1 shows these four types of rogue functionalities, and alarming reviews reporting
them. Some reviews in Table 2.1 are old (2014 or 2012), but we confirmed that similar concerns
are being raised in the recent reviews of the same apps. For example, the Find My iPhone Store
(2023d) app still lets its users see the location of the connected devices. Due to unequal power
dynamics between abuser and victim (say in a family setting) Chatterjee et al. (2018), the victim
is sometimes forced to connect to such apps and allow their device to be located. In other
words, legitimate apps designed for locating loved ones can be misused for rogue behavior,
hence they are dual-use Chatterjee et al. (2018).

We also illustrate the rogue behavior of the SaferKid Text Monitoring App Store (2023i) by
installing it on two devices: a parent’s device (iOS version 14.4.1) and a child’s device (Android
version 11.0). Figure 2.4 shows the rogue features present in this app such as monitoring text
messages, web history, and call history. Activities on the child’s device can be monitored on
the synced parent’s device. We verified each of these functionalities. Figure 2.5 shows the
screen displaying all chats of the victim. Apps such as SaferKid are advertised as safety apps
for children but can be secretly or forcefully installed on another device to monitor the user’s
activity. Not only parents, but any individual can misuse such apps by installing them on the

victim’s phone.
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Figure 2.4: The SaferKid Store (2023i) app provides multiple ways to monitor victim’s phone
activities.

2.5 Related Work

We describe previous works focusing on auditing apps, app reviews, and spying through mobile
apps.

2.5.1 Auditing and App Reviews

Most of the research in software audits analyzes the flow and dependencies in the source code
(Garcia et al. 2021; Xia et al. 2015; Perl et al. 2015; Pashchenko et al. 2020). Only a few audit
studies focus on other metadata such as system trace Wang et al. (2015). However, all these
studies miss identifying rogue apps because their analysis doesn’'t address cases of forced
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Figure 2.5: Using the SaferKid Store (2023i) app, victim’s chats can be seen on the abuser’s
phone.

consent and inappropriate access to public information. Our work leverages app reviews
(unexplored by prior studies) for misuse audits.

Prior studies show that reviews offer valuable feedback for the app’s improvement. Dhi-
nakaran et al. (2018) mine requirement-related information from app reviews and propose
an active-learning framework to fetch relevant ones in a semi-supervised manner. Haque
et al. (2022) leverage reviews to draw implicit and explicit comparisons between competing
apps. Guo and Singh (2020) extract <action, app problem> pairs from the stories expressed in
reviews, which can be useful for the developers to work on. Chen et al. (2014) showcase the
most relevant reviews to developers by grouping informative ones and applying unsupervised

techniques. For developers to learn from feature suggestions and bug reports, Kurtanovi¢ and
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Table 2.1: Types of rogue functionalities.

Rogue App Example  Alarming Review
Functionality
Monitoring SaferKid Text ... Tracking things like social media, texts, and search
phone Monitoring history is just a complete disregard of privacy. You have to
activities App Store have trust in your kids ... Apps like these shouldn'’t be
(20231) allowed. IF YOU TRUST YOUR KID, DONT DOWNLOAD.
(Date: 2019-12-07)
Audio or Find My Kids:  This app proves to have a invasion of privacy. Due to the
video Parental fact if your kids was at a friends house and talking to his
surveillance control Store  friends parents, this app records what is going on and is a
(2023c) invasion of privacy. If your child left their phone
downstairs or anywhere and they are playing it can record
private conversation between adult and is a unsafe...
(Date: 2019-01-16)
Tracking Find My ... It’s supposed to be used to recover a lost phone, not to
location iPhone Store  religiously stalk your children.... The fact that a mom
(2023d) actually installed this app onto her son's phone without
his knowledge is flat out wrong. ... If you're constantly
monitoring your child 24/7, just imagine what your child
will do when they go off to college. ... (Date: 2014-02-13)
Profile Kik Messaging MAKE THIS SAFE PEOPLE WANT TO USE IT BUT DON'T
stalking and Chat App WANT TO BE STALKED OR ABUSED IN THE APP

Store (2023e)

PROTECT THE APP OR PEOPLE WON'T USE IT MY
FRIEND HAD A MAN SEND HER A BAD PICTURE IF YOU
KNOW WHAT I MEAN. OVERALL THIS APP IS GREAT!!!!"
(Date: 2015-06-24)

Maalej (2017) filter rationale-backed reviews through classification. Moreover, some studies

(Nguyen et al. 2019; Besmer et al. 2020) mine reviews to know users’ perceptions about apps

selling their data. However, to the best of our knowledge, app reviews remain unexplored for

misuse by app users, basically user-based spying or stalking scenarios.

2.5.2 Spying through Mobile Apps

Chatterjee et al. Chatterjee et al. (2018) identify IPS apps with carefully designed search queries

and manual verification based on app information. They leverage information such as app

descriptions and permissions. However, for dual-use apps, the actual usage deviates from

the intended purpose shown in app descriptions. To identify such misuse, we focus on the
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evidence provided in app reviews.

Roundy et al. Roundy et al. (2020) focus on identifying apps used for phone number spoofing
and message bombing, which lie outside the scope of rogue apps. Conversely, rogue apps
include those that enable stalking public information, which are outside their scope. Roundy et
al. use metadata such as installation data, to uncover spying apps that are installed on infected
devices. However, we focus on evidence of rogue behavior present in app reviews, to uncover
rogue apps. Roundy et al. rely upon Norton’s security app Store (2023g) to determine which
devices are infected. Thus, their approach would miss apps that a general user can leverage to
Spy.

All these studies along with a few others (Tseng et al. 2020; Zou et al. 2021; Tseng et al. 2021)
investigate how technology is abused for spying. However, they are only limited to IPS and
not the broader set of rogue apps. In particular, they do not consider cases when the victim
is uncomfortable with the access (of public information) even if aware of it, along with cases

involving friends and strangers as abusers.

2.6 Supplementary Materials

2.6.1 Seed Dataset

Chatterjee et al. Chatterjee et al. (2018) identified 2,707 iOS apps as potential Intimate Partner
Surveillance (IPS) apps, i.e., apps used by a person to spy on their intimate partner. Out of these
2,707 apps, Chatterjee et al. confirmed 414 apps to be IPS, using semi-supervised pruning.

When we collected our data (from 2008-07-10 to 2020-01-30), 1,687 (out of 2,707) apps
existed with at least one review on the Apple App Store. This yielded our seed dataset containing
11.57 million reviews. Out of 1687 apps in the seed dataset, only 210 were confirmed IPS by
Chatterjee et al..

2.6.2 Our Keywords

For the formation of a list of keywords, we initialized a set with the words: spy, stalk, and stealth
and queried WordNet Miller (1995) for their synonyms. We performed the query operation
until we didn’t find any new word in the set. The resulting set contained keywords: spy, stalk,
stealth, descry, chaff, and haunt. However, chaff and haunt weren'’t relevant for describing
rogue behavior in reviews. Also, descrywas present in only two reviews, both of which were
irrelevant to rogue behavior. To expand the set of keywords, we explored other corpora such as
PyDictionary PyDictionary (2023) and Thesaurus Pythesaurus (2023) but did not find synonyms
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that are widely used in app reviews. Moreover, keywords used in the previous study Chatterjee
et al. (2018), such as track and control bring many false positive reviews. For example, “I like
tracking my distance when I walk with my dog.” and “...you can also control the audio of your

mac through the app ...I can control music tracks without having to touch the computer.” are

not relevant. Thus, our relevant set of keywords reverts to spy, stalk, and stealth.

2.6.3 Linguistic Analysis

To compute valence, arousal, and dominance scores, we leveraged lexicons provided by Mo-
hammad (2018), which contains scores for about 20,000 English words. First, from each review,
we extracted relevant sentences using our keywords. Second, using parts of speech tagging, we
extracted adjectives mentioned in the relevant sentences. Since sentences describe the rogue
behavior, adjectives in them represent the reviewer’s sentiment. For example, “This horrible
(adj) app spy on me”. Third, for each type of reviewer, we computed average scores of adjectives

that are present in the lexicon.

2.6.4 Annotating Reviews and Model Training

The annotation was conducted in three steps. First, two researchers of this project rated 599
of 1,884 selected reviews according to the initial set of annotation instructions. The initial
instructions included definitions (of convincingness and severity scores) and examples corre-
sponding to each point on the Likert scale. In this step, for each annotator, we calculated the
alarmingness scores of reviews using the convincingness and severity ratings. If the alarming-
ness scores computed for both the annotators were not at least three (median value on Likert
scale), or both are not less than three, annotators resolved such cases via discussions. After
discussing, the annotators produced the final set of annotation instructions. In the second step,
the annotators followed the final instructions and rated 900 reviews. In this step, we computed
an Intraclass Correlation Coefficient (ICC) Hallgren (2012) to measure inter-rater agreement.
We found ICC(3,k) to be 0.9195 for convincingness and 0.9190 for severity, which accounts
for excellent agreement. ICC is suitable for Likert scale ratings. Unlike other measures such
as Cohen’s Cohen (1988) kappa, which is based on (all or nothing) agreement, ICC takes into
account the magnitude of agreement (or disagreement) to compute inter-rater reliability. In
the third step, the remaining reviews were divided among the two annotators so that only one

annotator rates each review.
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Extracting Deep Learning Features from App Review

We obtained the feature vector of each app review as follows:

Combine Sentences: Remove periods in each app review and combine all its sentences to
form single sentence.

Text Preprocessing: Remove all punctuation marks, stop words Uysal and Gunal (2014), and
our keywords, the latter because those keywords may correlate with reviews with higher
scores and could create bias in the model.

Sentence Embedding: We leverage the Universal Sentence Encoder (USE) Cer et al. (2018)
to extract embeddings for each app review. USE uses Deep Averaging Network (DAN) to
provide a 512-dimension embedding for a long text. USE is trained on a large variety of
natural language tasks with the aim of capturing the context. In our case, USE directly
provides sentence level embeddings of an app review, by keeping the context intact. However,
alternatives such as GLoVe Pennington et al. (2014) and Word2Vec Mikolov et al. (2013) lose
such context. We leverage the pretrained USE network by using Tensorflow Hub Flow (2023).

We evaluated the performance of three regression models: support vector regression Basak
et al. (2007), random forest Smith et al. (2013), and decision tree Xu et al. (2005), by ten-fold
cross-validation on our dataset. To mitigate bias of our keywords, we remove such keywords
in the preprocessing step, so that the regression model learns from the the context of the
review and not from specific keywords. As shown in Table 2.2, the Support Vector Regressor
(SVR) yields the smallest MSE of 0.625 with 0.458 standard deviation, so we choose it for the
subsequent phases of our approach.

Table 2.2: Performance of three regression models on ten-fold cross-validation.

Regression Model Average MSE Standard Deviation

Decision Tree 1.344 0.402
Random Forest 0.712 0.417
Support Vector 0.625 0.458

2.6.5 Statistical Methods for Identifying and Ranking Rogue Apps

Weighted Mean of Alarmingness: In general, for a rogue app, a small proportion of reviews
report rogue behavior. Thus, we need to catch rogue apps using their few reviews that have
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high values on the alarmingness scale. Thus, we assign weights to reviews based on their

alarmigness, as follows:

Defining score buckets: While annotating reviews, we defined levels of convincing reviews
(not convincing to extremely convincing) and severe reviews (not severe to extremely severe)
on a Likert scale. We also follow the same levels on the alarmingness scale (1: not alarming
to 4: extremely alarming). We define a score bucket between every consecutive level of
alarmingness (not alarming to slightly, slightly alarming to moderately alarming, moderately
alarming to extremely alarming). Table 2.3 shows how score buckets are formed using levels

of alarmingness.

Assigning weights to score buckets: We have 11.57 million reviews in the seed dataset. Based
on the alarmingness computation, we calculated the probability of a review falling into a
score bucket. Since the reviews reporting rogue behavior are less, probabilities in buckets 2
and 3 are less than that in bucket 1. We take the inverse of these probabilities to get the
weights for each score bucket. As a result, we assign higher weights to buckets 2 and 3 than

to bucket 1. Table 2.3 also shows the weight assigned to each score bucket.

Table 2.3: Score buckets for alarmingness.

Alarmingness Alarmingness  BucketBucket Weight

Score Level Range
Range
[1,2) Not alarming to 1 229 x1073
Slightly
[2,3) Slightly to 2 6.08 x1072
Moderately
[3,4] Moderately to 3 936 x107!
Extremely
Ifa,, a,, ..., a, are the alarmingness scores of an app’s reviews, and w,, w,, ..., w, are

their respective weights (according to Table 2.3), then, W yjaimingness, the weighted mean of

alarmingness is given by:

A %W+ ay*Wy+...4 % W,
Walarmingness =

w,+w,+...w,

The weighted mean of alarmingness ranges from 1 to 4.
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Normalized Count: The weighted mean of alarmingness does not account for the count of
reviews that report rogue behavior against an app. Suppose, app A has 15 reviews reporting
rogue behavior and app B has 25 reviews reporting rogue behavior. If all reviews reporting
rogue behavior have the same alarmingness score, the weighted means of the two apps
would be the same. But, app B shows more evidence of rogue behavior and should have a
higher rogue score than app A. Thus, we also consider the count of reviews. For each app, we
calculate the number of reviews in bucket 3. We tried incorporating counts of other buckets,
but it led to worse performance of the approach.

The minimum possible value of the count is zero. However, in some cases, counts can be high,
leading to no definite upper limit. Thus, we normalize the counts of all the apps between

one and four.

We want to assign high rogue scores to apps that have high scores in both (i) weighted mean
of alarmingness and (ii) normalized count. Thus, the rogue score is computed as the geometric

mean of these two values.

Selecting Threshold for Prediction

For each app in the seed dataset, iROGUE computes the rogue score. All apps are ranked in
decreasing order of rogue scores. The apps with a score greater than a threshold are predicted
rogue. To decide the correct threshold, we follow two steps: (i) label the ground truth of rogue
apps and (ii) vary a threshold between certain values and choose the threshold that gives the
best performance of iROGUE.

We create our ground truth by manually scrutinizing reviews. However, scrutinizing reviews
of all 1,687 apps (seed dataset) is not feasible. Thus, first, we scrutinize the 50 most alarming
reviews (with a minimum score of two—at least slightly alarming) for apps with the highest
100 rogue scores. Second, we scrutinize reviews containing our keywords for these 100 apps.
The first step is aligned with our approach since it checks the top alarming reviews. However,
the second step is neutral because it searches for evidence for the apps that iROGUE failed to
identify through top alarming reviews. This way we mitigate the threat of bias while curating
ground truth for apps with the highest 100 rogue scores.

We label an app as rogue provided any of the scrutinized reviews report a rogue behavior.
Table 2.4 shows the types of reviews we consider indicative or otherwise of rogue evidence. If
the reviews of an app describe information access performed without the victim’'s knowledge
or when the victim shows discomfort (first three reviews in Table 2.4), we consider the app as a
rogue. Also, some rogue apps are used for positive purposes such as tracking family members

for safety (fourth review in Table 2.4) but still possess a potential for future misuse. Similarly,
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apps used for tracking pets or other objects are considered rogue (fifth review). Reviews of
some apps don’t possess any misuse in the present or in the future, leading to their final label
of not rogue (sixth review). Through manual inspection, we determine that of the 100 apps, 73

are rogue and 27 are not.

Table 2.4: Instructions followed for labeling rogue apps.

Type of case Subtype of case Example Rogue?
Tracking people’s Without the vic- “Now thatIcan spy on my wifel willal-  Yes
information tim’s knowledge ways know when she is cheating”
Tracking people’s With the victim’s “Ok my mom got this for me and ...it's  Yes
information knowledge  but kinda creepy that this app was made so
with discomfort parent could basically stalk their kids.”
Tracking people’s Publicinformation “I had someone cyberstalking and harass-  Yes
information but the victim is ing me. Multiple attempts in every way
uncomfortable shape and form were made to contact

app-name to block and ban the stalker’s
account due to a concern for my well- be-

ing.”
Tracking people’s Positive purpose “I love finding my family members. Wife  Yes
information was in bad car wreak and I was able to

find her location using this app. Thank

you!”
Tracking pets or “Wow! Day one and I'm stalking my pup-  Yes
other objects pet like a soccer mom that ran out of

adderall! I'm very excited to use this to in-
teract with my puppet while I'm at work
and to check in on the dog walker!”

Not related to ‘an absolutely amazing and very helpful No
information app. i don’t know how i would keep track
accessing of prayer times without it. love the app.

thank u!!l”

For the 100 apps, the rogue score varies between 1.74 and 3.60. We vary the threshold from
1.73 to 3.59 in steps of 0.01. Apps with a rogue score above the threshold are predicted rogue
but not rogue otherwise. At each value of the threshold, we report the recall, precision, and F1
score.

Table 2.5 shows the performance achieved at specific thresholds. As we increase the thresh-

old, the precision increases at the cost of recall. For rogue apps, a false negative costs more
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than a false positive because a false negative leaves a rogue app undetected, which can harm
many victims, whereas a false positive causes only wasted effort in manual scrutiny. Hence,
achieving high recall is more important than achieving high precision. Thus, from Table 2.5,
we choose 1.73 threshold that gives the best recall of 100% at 73% precision. Since we fine-tune
the threshold on the same seed dataset, we also check iROGUE’s performance (using the chosen
threshold) on the other dataset (Section 2.6.6).

Table 2.5: Choosing an appropriate threshold according to the recall scores.

Threshold Precision (%) Recall (%) F1 Score (%)

1.73 73.00 100.00 84.39
1.74 73.40 94.52 82.63
1.75 76.13 91.78 83.22
1.76 76.82 86.30 81.29
1.77 76.92 82.19 79.47
1.78 78.37 79.45 78.91
1.79 79.71 75.34 77.46
1.80 80.95 69.86 75.00
1.81 80.95 69.86 75.00
1.82 81.96 68.49 74.62
1.83 81.03 64.38 71.75
1.84 80.35 61.64 69.76
1.85 82.69 58.90 68.80
1.86 83.33 54.79 66.11
1.87 82.97 53.42 65.00
- Example 6: Rogue app from seed dataset \

App: Find My Family & Friends Store (2023f)
Rogue Score: 3.60/4.00

Alarming Review 1
Alarmingness: 4.00/4.00
Date of Review: 2019-11-28

“...Such a terrible thing for unaware parents to use. Most parents think teens don’t need

privacy and they constantly need to know where they are and what theyre doing and who

they're with at all times. This may make the parent feel at peace but what about the child?
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It’s selfish of parents to not take into consideration of how the teen may feel about always

having this app and the parent giving them a very stalkish feeling, it’s very uncomfortable.”

. Example 7: Rogue app from seed dataset
App: OurPact Jr. Child App Store (2023h)

Rogue Score: 2.47/4

Alarming Review 1
Alarmingness: 4.00/4.00
Date of Review: 2018-06-19

“...however this app shuts down almost everything and can see every text and website you've

visited. now, i haven’t done anything bad online (recently), but i find that a little creepy and

honestly an invasion of privacy. no wonder this app has such crappy reviews. also, i used to

have way more apps than i do now. because my parents now have the ability to restrict apps
that may be “inappropriate’. i already have to ask permission to download apps, so if they
were inappropriate my parents wouldn'’t let me download them. theres too many apps like
this and i think kids need a break from all this crap on their devices.”

Alarming Review 2

Alarmingness: 4.00/4.00

Date of Review: 2018-08-16

“This is a useless app that no parent need to install I pray for every child who has this app
installed on their electronics some parents don'’t understand the modern society but that’s
okay (but not really) I'm only given 2 hours and writing this review is using up time WHICH
IS NOT FRIKEN OK!!' I hate this hate this app and I hope every child that has had their device
attacked by this installment hates this app as much as me. This app should never be okay

to use its inappropriate and everybody's children who have this app installed are making

there children ANTI-SOCIAL AND VERY NOT COOL. I have many reasons why this app is

SO0O0000O0 scaring and dreadful so if your reading and thinking about installing this on ur
child’s device DONT INSTALL IT because that will ruin their future.”

Performance of Baseline Methods

On the seed dataset, we also check the performance of the baseline methods described below.

Our Keywords on App Description. We search for the presence of one of our keywords (spy,
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stalk, and stealth) in app descriptions. Apps whose descriptions contain any of these key-

words are predicted rogue, whereas other apps are predicted as not rogue.

Extended Keywords on App Description. We identify additional relevant keywords by extract-
ing verbs through Part-Of-Speech (POS) tagging Manning (2011). POS tagging marks every
word in a sentence to an appropriate part of speech (verb, noun, adjective, and so on). Ap-
plying this process on descriptions of 73 rogue apps (from the ground truth) produced 145
verbs, out of which six (track, monitor, locate, control, stolen, lost) we selected as relevant
to rogue behavior. The verbs: stolen and lost are relevant because they describe the apps
that are used to find a misplaced phone, which indicates an ability to track another device.
We extend our keywords by adding these six verbs. Apps whose descriptions contain these

keywords are predicted rogue.

T% Keyword Reviews. For each app, we compute the percentage of reviews containing our
keywords. We set a threshold, 7, on this percentage, above which apps are predicted rogue.
In our evaluation, Ttakes the values of 0.3, 0.2, and 0.1, respectively.

Table 2.6 summarizes the precision, recall, and F1 scores of all baselines and our approach.
Our keywords on the description predict only one rogue app, leading to 100% precision (the
highest among all). However, our keywords miss 72 rogue apps, which leads to the worst recall
of 1.36%. Among all the baselines, keyword search on reviews with 0.1% threshold achieves
the highest recall of 65.07%, which is much lower than iROGUE’s recall value. iROGUE’s better
performance may be due to fine-tuning iROGUE’s threshold on the same seed dataset. Thus, we

also compare iROGUE’s performance with these baselines on the other dataset (Section 2.6.6).

Table 2.6: Performance (in %) of baseline methods and iROGUE on the seed dataset. A bold
value for a metric indicates the highest score among all approaches.

Method Recall Precision F1
Our keywords on app de- 01.36 100.00 02.68
scriptions

Extended keywords on 61.64 80.35 69.76
app descriptions

0.3% keyword reviews 46.03 96.66 62.36
0.2% keyword reviews 50.79 96.96 66.66
0.1% keyword reviews 65.07 95.34 77.35
iROGUE 100.00 73.00 84.39
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Examples 6 and 7 show alarming reviews of Find My Family & Friends App Store (2023f)
and OurPact Jr. Child App Store (2023h), which iROGUE correctly identifies as rogue. Both of
them are dual-use apps. Find My Family & Friends is a safety app, but alarming reviews report
parents misusing the tracking functionality on children, which children are uncomfortable
with. Moreover, the alarming reviews of the OurPact Jr. Child App report that parents can

monitor children’s texts and visited websites by installing the app on the child’s device.

2.6.6 Performance on Snowball Dataset

In the snowball dataset, to curate the ground truth, we follow the same labeling process as
described in Section 2.6.5, for the apps with the highest 200 rogue scores. That’s how we label
132 apps as rogue.

Table 2.7 shows the performance of all baseline methods and iROGUE on the snowball
dataset. Our keywords when used on descriptions predict only one app as rogue, leading to
the lowest recall. This is because, on Apple App Store Store (2023b), dual-use apps are not
advertised using keywords: spy, stalk, and stealth. The same approach achieves 100% precision
but high recall is desirable in the context of rogue apps.

On app descriptions, extended keywords perform better (68.18% recall at 85.71% precision)
than our keywords due to commonly used words (such as track, locate) in app descriptions.
Our keywords are applied on reviews (rows 3-5 in Table 2.7), and discover evidence of rogue
behavior.

Table 2.7: Performance (in %) of baseline methods and iROGUE on the snowball dataset. A
bold value for a metric indicates the highest score among all approaches.

Method Recall Precision F1

Our keywords on app descriptions ~ 00.75  100.00 01.48
Extended keywords on descriptions  68.18 85.71 76.26

0.3% keyword reviews 41.66 91.66 57.29
0.2% keyword reviews 44.69 92.18 60.20
0.1% keyword reviews 51.51 88.31 65.07
iROGUE 77.27 73.91 75.55
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2.6.7 Scrutinizing Utility Apps

We consider 100 popular utility apps that are mentioned on the Apple App Store page Store
(20231). Out of 100 apps, nine are already scrutinized either in the seed or snowball dataset. For
the rest 91 apps, we retrieved 392,928 reviews, over the duration of 2008-10-18 to 2022-08-04.

iROGUE predicts only one app as rogue, which after reviews’ scrutiny by us, comes out to be
non-rogue. We also scrutinize 10 apps with the highest rogue scores, by reading their top 50

alarming reviews and reviews containing our keywords. But, none of them are rogue.

2.7 Discussion

We proposed iROGUE, an approach to automatically analyze app reviews for misuse audits.
iROGUE, first, collects reviews from the Apple App Store Store (2023b). Second, it trains a
computational model to identify alarming reviews. For auditing, the identified reviews were
leveraged to flag rogue apps and find their rogue functionalities. In total, iROGUE predicts 239
rogue apps from multiple sources, leading to the best recall, as compared to other baseline
methods.

Below, we describe our data availability, threats to validity, and promising future directions.

2.7.1 Data Availability

During computation, we used Tensorflow Hub Flow (2023) for extracting features and Scikit-
learn library Pedregosa et al. (2011) for training the regression model. We will release all alarming
reviews associated with each app, as an open dataset. Our annotated reviews along with the

computational model will also be shared.

2.7.2 Reporting to App Store and Developers

We informed the Apple App Store and app developers about the potential misuse of their apps
as indicated in alarming reviews. Our manual search found that 23 apps are already deleted
from the Apple Store, which may be because of raised privacy concerns or other unknown
reasons. Moreover, we heard back from 12 developers about their concerning misuse. Eight
of them confirmed that their privacy teams will take necessary steps to curb misuse, whereas
two developers assumed that app users (including abusers) will never misuse their apps (non-
realistic assumption) and the other two developers were not open to any feedback.
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2.7.3 Threats to Validity

We now discuss the threats we identify in our work. The identified threats are of two types: (i)

the threats that we mitigate; and (ii) the threats that remain.

Threats Mitigated

We mitigated the following threats to validity. First, reviews in the set s, contained our keywords.
This may create a bias in the model to predict high scores for only reviews having our keywords.
To mitigate this threat, we added s, in the training set. This helped the model to learn from the
context and not from specific keywords. Second, review annotation by crowd workers could
yield incorrectly rated reviews, because of their inability to understand the problem well. Thus,
two researchers of this project annotated the whole training data. Third, the ground truth (of
rogue apps) could be biased if it was formed only using top alarming reviews. We mitigated this
bias by scrutinizing reviews containing our keywords, which can contain evidence missed by
alarming reviews. Fourth, the ideal scrutiny of apps will be done after installing all on the phone
and testing them, which is an onerous and time-consuming task. Moreover, many apps show
problematic functionalities in their paid versions. Hence, many audit studies Pashchenko et al.
(2020); Garcia et al. (2021); Wang et al. (2015) rely on automated methods instead of installation.
We rely on actual misuse reported in app reviews.

Threats Remaining

Now, we describe the threats that remain in our work. First, we investigated only a few thousand
apps, which may not be representative of all apps on the Apple App Store Store (2023b). The
performance of iROGUE may vary while testing it on all apps of the Apple App Store. Second,
we targeted apps and their reviews only on Apple’s App Store. Upon deployment on other app
stores, the performance of our approach can differ. Third, if an app distribution platform does
not have a similarity recommendation, iROGUE can be prioritized for the apps that are flagged
by app users (victims). Fourth, some negative reviews about rogue behavior may be written by
the app’s competitors. Identifying fake reviews is a challenging task and out of the scope of our

study.

2.7.4 Limitations and Future Directions

We identify the following limitations of this work. Each limitation gives rise to possible future
work. First, iIROGUE may miss some rogue apps if they do not have alarming reviews at the time

of analysis, possibly because they are new apps. However, such rogue apps can be identified as
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soon as alarming reviews begin to arrive. By leveraging the current evidence, iROGUE helps

protect future users and third parties. A possible extension for iROGUE would be to include

other information sources such as privacy policies, to identify rogue apps ahead of time.
Second, uncovering rogue functionalities involves the manual effort of inspecting top

alarming reviews. A possible future direction is to automate this process.

36



CHAPTER

3

IDENTIFYING INCIDENTS, EFFECTS, AND
REQUESTS FOR ADVICE FROM METOO
STORIES

Warning: This chapter may contain triggering language for some readers, especially survivors of
sexual harassment and assault.

Survivors of sexual harassment and assault sometimes share their experiences on social
media, revealing their feelings and emotions and seeking advice. On platforms such as Reddit,
some stories can be long due to 40,000 allowed characters per post. We found that such long
stories are demanding for helpers to read and respond to. Hence, we focus on automatically
highlighting parts of the story that are considered important by the prior research. Highlighting
those parts can draw helpers’ attention toward key information and assist them while reading
and responding to long stories.

For stories posted on diverse subreddits, we first investigate the prevalence of these impor-
tant parts and analyze various story structures. Further, we develop a natural language-based
model to highlight sentences from a story that describe any of these parts. On ten-fold cross-
validation of a dataset, our model achieves a macro F1 score of 0.82. In addition, we contribute
METHREE, a dataset comprising 8,947 labeled sentences for these parts from Reddit stories.
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On subreddits, we conducted a survey of helpers which shows that the highlighted parts
represent important information and assist them while reading and responding to long stories.
We found that highlighted text significantly reduces the demandingness of long stories. More-
over, almost all helpers felt that highlighted stories are helpful and easier to read, understand,
and respond to than nonhighlighted ones.

3.1 Introduction

In the United States, 81% of women and 43% of men have reported some form of sexual
harassment or assault in their lifetime (NSVR 2023). Both sexual harassment and assault are
unlawful acts as they include unwelcome or nonconsensual sexual advances and verbal or
physical acts of a sexual nature (EEOC 2023; RAINN 2023). Due to such experiences, survivors
often feel anxious, depressed, or go through post-traumatic stress disorder (Field-Springer et al.
2022; O’Neill 2018).

To help survivors know they are not alone, Tarana Burke, a civil rights activist, coined the
phrase “me too,” using which survivors can openly share their experiences of sexual harassment
and assault. This led to the MeToo movement, which leveraged social media platforms to
disclose sexual harassment and assault stories. While writing MeToo stories on social media,
survivors can choose to remain anonymous and hence be unafraid of public shaming. Sharing
such stories facilitates survivors to vent out or seek support from fellow users on the platform,
called helpers. The guidance provided by helpers can aid survivors in various ways such as
healing and reporting abuse (Andalibi et al. 2016; O’Neill 2018).

This work investigates MeToo stories on social media to assist helpers providing support to
survivors. More specifically, we focus on Reddit, a popular social media platform that includes
forums called subreddits, some of which (r/meToo (Reddit 2023a), r/SexualHarassment
(Reddit 2023c), and r/sexualassault (Reddit 2023b)) are geared toward survivors sharing
their MeToo stories.

Reddit allows long posts (of up to 40,000 characters) and survivors take advantage of this
high limit by posting long stories. For instance, 5,327 relevant stories collected by us have a
mean length of 1,742 and a maximum length of 33,432 characters. The high length limit is an
advantage of this platform because it ensures survivors to write without length limits and share
whatever information they wish to.
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3.2 The Setting: MeToo Stories on Reddit

Example 8 shows a MeToo story of approximately mean length in which the survivor describes
their experience and needs support about how to handle it. We include the instances of much
longer stories in the Supplement Section 3.11 (Examaple 11). To be used as examples in this
chapter, we have paraphrased these stories so that the traceability of the survivor and their
details is reduced. This is because even though the stories are public, it may not be appropriate

to draw attention to survivors’ identifiable details.

Example 8: A MeToo story. \
In 20xx, I went out with a group, consisting of my girlfriend and her two guy friends. She

ended up canceling on us last minute so it ended up just being me and these two guys. [ had
hung out with those guys before so I thought they were trustworthy. We were out in the city

driving around and drinking in the car and we three got wasted.

After pulling me over in a dark area, where some vehicles were parked, I found that one of
them was trying to kiss me. Most of the incident was blurry to me but I remember that he
pressurized me to make out with him. Honestly, I don'’t think that I gave my consent to him
butI also don’t remember asking him to stop. I have blurry memories—pieces and gaps of
being laid down after getting off my clothes. I also have memories of having his friend riding
on me. I woke up the next day and found myself naked. I wore my dress and asked him to
take me home. This was because I thought my family was probably looking for me at this

point. I was not in the state of thinking but rather wanted to get home ASAP.

Once I got home my parents were in tears and questioned me if anything had happened,
she asked if I was raped? I said no promptly. How was I sure that it was rape and how could I
convey the same to my parents? Once I came into my room, I saw my body and found bruises
on my hands and cuts and scrapes on my legs. I kept telling myself that since I was drunk,
maybe I started having intercourse with the guy. But I was also getting memories of his friend
in me. He messaged me the next day to ask about my health and told me that he had done
nothing wrong, which confused me. So I buried this incident and moved on. When I look

back, I understand and realize that [ was raped by both of them that night.

I am still getting glimpses of the assault and I can'’t stop thinking about it. Things are not yet

clear to me. I am getting anxious after all these glimpses.

But Why now? Why am I having flashbacks and what to do about it? Do you recommend me

to go to a counselor?
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3.2.1 Helping Survivors

Due to sexual harassment and assault, survivors face immediate and long-lasting emotions
such as anger, fear, anxiety, self-guilt, shame, and so on (Gold et al. 2008; Fortier et al. 2009).
However, the literature (Rickwood et al. 2005; Andalibi et al. 2016; O’Neill 2018) suggests that
seeking supportive responses from helpers can have a positive psychological impact on their
mental health.

On Reddit, helpers provide support by responding to stories seeking a variety of advice,
ranging from validating the experience to confronting the abuser. However, due to the high
character limit on Reddit, long stories, such as those found typically pose a challenge to helpers.
A survey of helpers that we conducted found that reading and responding to long stories is
demanding for helpers (Section 3.6). Such a scenario may cause no or delayed responses to
survivors.

The problem addressed in this project is to assist helpers in reading long stories by identify-
ing their key parts, and thereby facilitating the helping process. We leverage advanced NLP
methods to automatically highlight the key parts of MeToo stories. We evaluated its effective-
ness by surveying a sample of users, who serve as helpers on MeToo-related subreddits and on

average have written between four and ten supportive responses.

3.2.2 Focus of This Study

The objective of this study is two-fold. First, identify and analyze the challenges faced by
helpers while providing support on social media. We do so by conducting a survey of them on
subreddits and understanding their reactions to long stories. Second, build a computational
approach that can assist helpers in real time. We leverage an active learning approach to curate
METHREE, a dataset of sentences (labeled for three parts and None), and a computation model.
We validated the effectiveness of our model through the survey which also led to several other
findings.

In no way, we are restricting survivors from posting long stories. Neither, do we think
negatively about such stories. Instead, we are assisting helpers in reading and responding to

such stories.

3.3 Key Contributions and Findings

We have two contributions. First, we curated METHREE, a dataset containing 8,947 sentences
drawn from stories in r/meToo, r/sexualassault, and r/SexualHarassment. Each sen-
tence in METHREE is labeled for the above three parts as well as None. METHREE can be used
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for future computational research in the MeToo domain. Second, the survey of helpers we
conducted that unveiled some of the following findings.

While investigating MeToo stories, we found multiple variations in story structure. This
complexity in the story structure makes automatic highlighting more difficult but potentially
more useful to helpers.

A survey of 29 helpers shows that helpers find long stories demanding to read and respond
to. On a four-point scale of demandingness, the survey respondents provided mean ratings of
3.10 for reading and 3.13 for responding.

We conducted the Mann-Whitney U-test that shows highlights significantly reduce the
demandingness of reading (statistic value =484, p-value = 0.01) and responding (statistic value
=486, p-value =0.01) to long stories. Moreover, almost all respondents prefer the highlighted
stories as they are helpful and easier to read, understand, and respond to than nonhighlighted

stories.

3.4 Organization

Section 3.5 describes the three parts of stories considered important in literature and the
analysis of stories based on them. Section 3.6 discusses our findings from the survey and the
benefits of using our model. Section 3.7 delves into all the technical details, including how
we collected Reddit stories and leveraged active learning to curate METHREE dataset and the
model. Sections 3.8, 3.9, and 3.10 describe the related work, the implications of our work, and
ethical concerns, respectively. In the end, we also present a supplementary section including
additional details.

3.5 Diving Deep into MeToo Stories

For the highlighting task, we take three parts of MeToo stories that are considered important
in the literature. To demonstrate these parts, we highlight them in Example 9 containing the

same story described in Example 8. We describe these parts below.

Incident Text describing unwelcome sexual advances, sexual behavior, requests or forcing for
sexual favors, verbal or physical acts of sexual nature, offensive jokes or remarks that are
either sexual or based on someone’s gender (EEOC 2023; RAINN 2023; Ghosh Chowdhury
et al. 2019a; Karlekar and Bansal 2018).

Example 9’s text highlighted as this describes inappropriate touching, which accounts

for sexual assault.
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Effects on the survivor Survivors describe how they are affected by revealing their feelings
and emotions that arise during or after the incident (Field-Springer et al. 2022; O’Neill
2018). Examples of effects include the survivor feeling uncomfortable due to the abuser’s

actions, or being angry or upset due to the incident.

Example 9’s text highlighted as this is where the survivor discusses their uncomfortable

feeling due to this incident.

Advice requested Text in which survivors seek advice from other platform users (Andalibi et al.
2016; Rickwood et al. 2005; O’Neill 2018). Some examples of advice requested include
asking if their (i.e., the survivor’s) reported experience constitutes harassment or assault,

how to pursue a legal case, and how to confront the abuser.

Example 9’s text highlighted as this indicates that the survivor is confused and asks if
they are overthinking the incident. Even if they are confused, such situations are clearly
about harassment and assault, according to the incident described. Hence, key parts of

such stories must be brought to the helpers’ attention.

We also analyzed 50 randomly selected stories (from 5,327 relevant stories, whose collection
is described in Section 3.7.1) to see the prevalence of the three parts. Table 3.1 shows the mean
length for each of these parts in MeToo stories. On average, the effects part takes 34.18% of
story text, which is greater than incident (30.76%) and advice (02.65%). Because of overlaps
between the three parts, overall we find that 55.11% of story text is important.

Besides the length of the stories, an underlying challenge is complexity, which also translates
to how demanding a helper finds understanding and responding to a story. We validated
the importance of these parts and the overall demandingness of stories through helpers on

subreddits, as discussed in Section 3.6.

Table 3.1: Distribution of a story’s length across three parts.

Parts of story Average proportion of length
Incident 30.76%
Effects 34.18%
Request for advice 02.65%
Union of all parts 55.11%

Considering these three parts, we analyzed the structure of 50 randomly selected stories. As
depicted in Example 9, the expected story structure is I-E-A, meaning incident first (I), followed
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by effects (E), and finally seeking advice to overcome the current situation (A). However, only
nine (18%) of 50 analyzed stories preserved this structure. The remaining 82% stories showed
multiple variations of ordering I, E, and A. Two of these variations are shown in Example 10.
The first paraphrased story in the example starts directly with seeking advice, which may be
the main reason for a survivor to share their experience. Afterward, the survivor discusses the
incident and its effects, leading to the A-I-E structure. The second paraphrased story mentions
an effect and its associated incident in an iterative manner (E-I-E-I-E structure). We found that
some sentences belong to more than one of the three parts, leading to more complex variations
in story structure. These variations make automatic highlighting a challenging task.

Some stories (like the second story in Example 10) don’t show advice being requested in
their structure. We found that it's because of one of two reasons: (i) advice is already sought
in the title of the story, or (ii) the survivor is only venting their experience and not seeking
advice. We investigated helpers’ responses to the latter case and found that helpers provide
sympathetic responses to make survivors feel better. To provide such responses, reading and

understanding long stories remains important.

Example 9: Incident, effects, advice requested.
Parts: Incident, Effects, Advice requested

In 20xx, I went out with a group, consisting of my girlfriend and her two guy friends. She
ended up canceling on us last minute so it ended up just being me and these two guys. [ had
hung out with those guys before so I thought they were trustworthy. We were out in the city

driving around and drinking in the car and we three got wasted.

After pulling me over in a dark area, where some vehicles were parked, I found that one of
them was trying to kiss me. Most of the incident was blurry to me but I remember that he
pressurized me to make out with him. Honestly, I don’t think that I gave my consent to him
butI also don’t remember asking him to stop. I have blurry memories—pieces and gaps of
being laid down after getting off my clothes. I also have memories of having his friend riding
on me. [ woke up the next day and found myself naked. I wore my dress and asked him to
take me home. This was because I thought my family was probably looking for me at this

point. I was not in the state of thinking but rather wanted to get home ASAP.

Once I got home my parents were in tears and questioned me if anything had happened,
she asked if I was raped? I said no promptly. How was I sure that it was rape and how could I
convey the same to my parents? Once I came into my room, I saw my body and found bruises
on my hands and cuts and scrapes on my legs. I kept telling myself that since [ was drunk,

maybe I started having intercourse with the guy. But I could also feel his friend in me. He
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messaged me the next day to ask about my health and told me that he had done nothing
wrong, which confused me. So I buried this incident and moved on. When I look back, I
understand and realize that [ was raped by both of them that night.

I am still getting glimpses of the assault and I can'’t stop thinking about it. Things are not yet
clear to me. I am getting anxious after all these glimpses.

But Why now? Why am I having flashbacks and what to do about it? Do you recommend me
to go to a counselor?

Example 10: Variations in story structure
Parts: Incident, Effects, Advice requested

Story exhibiting the A-I-E structure

Through this post, I want to know one thing: was I raped? ... Once, he was pressurizing me to
lift me up my clothes and show him my breast. ...I hate myself for letting it happen and for
not saying a word against it ...

Story exhibiting the E-I-E-I-E structure

...I get anxious while recalling incident, but my current partner doesn’t do anything that can
help me ...Basically, I was raped by a female friend multiple times. ...... For all of this, I still
blame myself for not saying no to the abuser-...... Another friend of mine pounced me once.
...... Due to all these experiences, I sometimes feel stuck and freeze up if someone comes
close to me

We found that two of these 50 stories included TLDR: an acronym for Too Long; Do Read,
a brief summary of the MeToo story optionally provided by the poster. One of the TLDRs
described the incident and advice, whereas the other described all three parts, thus indicating
the importance of these parts even from the survivors’ perspective. Moreover, a story including
TLDR is rare (2 in 50), hence automatic highlighting is required.

3.6 Empirical Study of Helpers

We conducted a survey of helpers to understand their reactions to long stories, validate the
importance of the three parts, and the effectiveness of our model in generating highlights. Since

our study is primarily based on Reddit, we decided to recruit respondents from MeToo-related
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subreddits.

Many MeToo-related subreddits (including r/SexualHarassment, r/sexualassault, and oth-
ers such as r/afterthesilence and r/Molested) don’t allow such postings for research surveys. To
recruit suitable respondents, we were left with two subreddits, namely, r/metoo and r/rape.

Our study posed minimal risk to respondents and was exempted by the Institutional Review
Board (IRB) at our university. We received 29 completed surveys that passed the attention-check
questions. On average, these 29 respondents of the survey have written between four and ten
helpful responses on MeToo-related subreddits. Upon survey completion, each respondent
received an Amazon gift card of $20. Respondents were also provided an optional bonus
questionnaire. 24 of 29 respondents answered bonus questions and received an additional $9
Amazon gift card. We provide the whole survey along with a bonus section in Section 3.11.

The initial survey questions were related to the demographics of the respondents and were
optional. Out of 29 respondents, 28 chose to reveal their gender identities (19 males, 8 females,
and 1 non-binary, genderqueer, or genderfluid) and 27 revealed their age (ranging in 22-38).

We discuss our findings from 29 responses in Sections 3.6.1 and 3.6.2 and from the bonus

questions in Section 3.6.3.

3.6.1 Long Stories are Demanding

For the first section of the survey, we selected ten stories (from 5,327 relevant stories) longer
than the mean length of the stories: 1,742 characters. The average length of these ten selected
stories was 10,211 characters. Out of these ten stories, one story was randomly assigned to each
respondent. Respondents were required to read the story and answer two questions: (i) how
demanding was completely reading the story (Q1) and (ii) how demanding was it to construct
aresponse (Q2). On a Likert scale of one to four, the mean rating for Q1 was 3.13 (standard
deviation of 0.95) and 3.10 (standard deviation of 0.90) for Q2. This shows that helpers find

such stories demanding to read and respond to.

3.6.2 Highlights are Helpful

In the second section of our survey, we showed respondents the highlighted stories (based
on our computational model’s predictions about the incident, effect, and advice requested)
and validated: (i) if the three parts highlighted by our model provide important information
about the survivor’s situation and (ii) if the highlighted text assists helpers while reading and
responding. We include all technical details pertaining to our dataset and model in Section 3.7.

For this human study, we selected ten stories different than the ones selected in the first

section of the survey but of comparable lengths (average length was 10,135). We set up our
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survey in such a way that one of these ten highlighted stories was randomly assigned to each
respondent. Respondents had to read the entire story containing highlights, write a supportive

response addressing survivors’ concerns, and answer the following survey questions:

Q3: Do highlighted sentences represent important parts of the story?

Q4: (If answered yes to Q3) On a scale of one to four, how would you rate the importance of
highlighted text?

Q5: (If answered yes to Q3) What information did the highlighted text provide you?

Q6: How helpful was the highlighted text while reading and responding?

Table 3.2 summarizes the results of our study. Almost all (28 of 29) respondents answered
yes to question Q3, indicating the importance of the three parts we considered for highlighting.
Moreover, Q4 received a high rating on the importance scale. In answering Q5, respondents
backed their ratings with a qualitative text about the highlights’ benefits. And, in Q6, they rated
the predicted highlights as being highly helpful. Overall, Table 3.2 shows the effectiveness of

our model in assisting helpers in providing support.

3.6.3 Demandingness is Reduced with Highlights

In the bonus section of the survey, we asked respondents the following questions:

Q7: On ascale of one to four, how demanding was it to read and understand the highlighted

story?

Q8: On a scale of one to four, how demanding was it to construct a response to the highlighted

story?
Q9: Are stories with highlights easier to read and understand than stories without highlights?

Q10: Is it easier to construct a response to stories with highlights than stories without high-
lights?

We analyzed if highlights affect the demandingness while reading and responding to long
stories. To do so, we considered respondents’ ratings for Q7 and Q8 and compared them with
Q1 and Q2, respectively. For this comparison, we conducted a renowned statistical test namely,
the Mann-Whitney U-test, which shows that highlights significantly reduce demandingness in
reading (statistic value =484, p-value = 0.01) and responding (statistic value = 486, p-value
=0.01) to long stories.
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According to Q9 and Q10 responses, we found that almost all helpers (23 of 24) prefer
highlighted stories as they are easier to read, understand, and respond to, in comparison to

non-highlighted stories.

3.7 Method: The METHREE Dataset and Classifier

In this section, we describe all the technical details, starting from how we collected MeToo
stories to how we applied active learning for the highlighting task. The active learning process
developed hand-in-hand a labeled dataset (called METHREE) and a model to automatically
highlight three parts of the story.

3.7.1 Collecting MeToo Stories

We collected a total of 9,140 MeToo stories from three subreddits: r/meToo, r/sexualassault,
and r/SexualHarassment, for the period 2016-01-01 to 2021-07-18, using Reddit’s Pushshift
API (Pushshift 2023). This set of 9,140 stories was the entire set of stories in that time range in
those subreddits.

Filtering Relevant MeToo stories

Some MeToo stories don’t share survivors’ experiences but instead share news articles, seek
opinions about allegations against celebrities, or promote other platforms. Such stories are
irrelevant to our study. Similar to a previous study (Hassan et al. 2020), we applied the following

heuristics to focus on stories containing survivors’ personal experiences:

* First-person pronouns: Many survivors while describing their personal experiences, use
first-person pronouns in the title of the story. For example, “I started to do something
about my past assault, but instead of feeling better, it actually gets worse” and “My
mom’s boyfriend tried to get me to do things to him.” Thus, we checked the presence of

first-person pronouns: i, me, my, and mine in the title to find relevant MeToo stories.

* Advice-related keywords: We observed that survivors also use advice-related keywords
in the title. For example, “Need advice, or support” and “pls someone read this and
help me figure out if i was assaulted or not.” We used the keyword, advice, as seed and
queried its synonyms from the Oxford dictionary. We obtained 25 synonyms and manually
filtered four of them based on their relevance to our problem. The final list contains
help, suggestion, advice, guide, and counsel. We referred to this list of keywords as advice
keywords. To filter relevant stories, we checked the presence of these keywords in the

47


r/meToo
r/sexualassault
r/SexualHarassment

title. For extracting synonyms, we also explored other corpora such as WordNet (Miller

1995) but did not find synonyms that were commonly used.

¢ Advice-related questions: We observed that many relevant stories ask a question (related
to harassment or assault) in the title. For example, questions like “Was this rape?" and
“Is this sexual harassment?” are seeking advice without mentioning any of the advice
keywords. Using Part-Of-Speech (POS) tagging (Manning 2011), the titles that have an
interrogation form and include rape, harassment, assault, and abuse as the object, were
filtered.

Stories with titles satisfying one of the above rules were chosen. We checked 50 randomly
selected stories for relevancy, involving a total of 812 sentences and a total 72,130 characters.
Of these 50 stories, 47 (94%) were relevant because they either sought support or advice related
to their case. Among these 47 stories, we found one story written by the survivor’s friend but
the story still expressed the effects on the survivor and sought advice.

In total, we obtained 5,327 relevant stories using the above heuristics. Our statistics about
mean and maximum length, and the distribution of the three parts pertain to this set of stories.
We might have missed some relevant stories, but the objective here is to filter stories with high
precision. This is because high precision (94% in our case) means we can build a dataset of
relevant sentences without further pruning. Out of 5,327 filtered stories, 69.38% (3,693) are
from r/sexualassault, followed by r/meToo (22.78%; 1,214) and r/SexualHarassment
(7.84%; 420).

3.7.2 Curating Dataset and Model via Active Learning

The preparation of the dataset and the development of a classifier happen iteratively. For
classification, we adopt a pool-based active learning approach which is known for training
robust models while reducing manual labeling effort (Settles 2012). We tackle the problem
of highlighting elements at the sentence level. Doing so gives us the ability to highlight key
portions of long posts on Reddit.

We curate METHREE, a dataset comprising 8,947 labeled sentences that are sampled from
5,327 stories as explained below, and train an XLNet model on METHREE. Each sentence can
either belong to None or at least one of three categories: incident, effects, and advice (being)
requested. Hence, we have a multilabel classification task.

Pool-based active learning (Settles 2012) starts with an initial dataset (denoted by L) includ-
ing labeled sentences, most of which were selected based on certain keywords (Section 3.7.3).

In active learning, the four steps shown in Figure 3.1 are repeated multiple times. First,
a model (denoted by M) is trained on the set L. To do so, we compared the performance
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of multiple models and chose the best-performing one (XLNet) as model M (Section 3.7.4).
Second, an unlabeled dataset U is labeled by the predictions from the trained model M. In our
case, since most of the sentences in L contained certain keywords, to avoid bias, we selected
U from sentences without those keywords. Third, from U, data points having a high chance of
being misclassified are queried and manually labeled (Section 3.7.5). Fourth, U is added to L
(Section 3.7.6). We repeated the active learning cycle five times to curate METHREE, the final
dataset of 8,947 labeled sentences, and our computational model.

Train model on
labeled data

Add newly
labeled data to
already labeled
data

Model predicts on
unlabeled data

Query and
label some data
points from
predictions

Figure 3.1: Active learning cycle involving four steps.

3.7.3 Initial Training Data for Active Learning

To form our initial training data (set L), we leverage 5,327 relevant stories. First, for each
category, we found candidate sentences from these stories. Second, we labeled a sample of

candidate sentences along with other sentences.

Finding Candidate Sentences

We split each of the 5,327 relevant stories into 102,204 sentences, using Natural Language Toolkit
(NLTK) library (NLTK 2023). However, a random sample of these sentences was inefficient in
getting sentences that describe incidents, their effects, or advice being requested. Thus, we
first found candidate sentences of each category using the following keywords:
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¢ Incident: Hassan et al. (2020) create a list of 27 MeToo-related verbs (such as molest,
touch, rape, masturbate). We expanded the list by retrieving synonyms of these verbs
from the Oxford English dictionary. The resulting list contained 652 verbs. We manually
checked them and found 539 relevant verbs, of which only 313 were unique. We called
this final set of 313 verbs incident keywords. We found 30,927 sentences having one or

more incident keywords.

 Effects: In the NRC word emotion lexicon (Mohammad and Turney 2013, 2010), we
considered four emotions: anger, disgust, fear, and sadness, that a survivor can express,
and used lexicons associated with them. In this process, we found 37,271 emotional
sentences. Next, we identified 14 synonyms of the word, feel, that are highlighted from
the Oxford English dictionary. Out of these, eight are relevant to the survivor’s feelings.
We referred to this set (feel, perceive, sense, experience, undergo, bear, endure, suffer) as
the feelings keywords, and found 8,617 candidate sentences containing one or more of

them.

* Advice requested: We observed that many questions in MeToo stories are advice seeking.
For example, “Was it actually just a mistake and should I forgive him?” and “Am I blowing
it out of proportion?” Hence, we considered all questions as candidates for advice-seeking
sentences. We found 6,354 such candidates. Next, we leveraged advice keywords to find
additional 2,678 candidates.

To find synonyms, we used the Oxford English dictionary as Corpora such as WordNet and
PyDictionary were not useful. For example, PyDictionary produced no synonyms representing

feelings, and WordNet produced one word, palpate, which was uncommon to describe feelings.

Labeling Sentences

Due to the presence of keywords (such as incident, feelings, and so on), candidate sentences
are likely to be relevant to the three categories (incident, effects, and advice). Hence, for set
L, we took a random sample of 6,900 sentences from all of the above sources: incident key-
words, feelings keywords, and so on. However, the training set (set L) would be biased toward
these keywords. To mitigate that risk, at this step of labeling, we also included random 500
sentences not having any keywords. After discarding duplicates, we were left with a total of
5,947 sentences.

Since a majority of these 5,947 sentences contained chosen keywords, labeling them would

produce a biased dataset. Note that this was the initial training data (set L). In subsequent
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steps of active learning, to mitigate bias, we kept including sentences without any keywords
(set U), as described in Section 3.7.6.

For these 5,947 sentences, three researchers in this project were the annotators. Before
labeling, they were aware of the uncomfortable and disturbing text present in these sentences.

For each sentence, the annotators answered the following questions:
1. Does this sentence describe sexual harassment or assault?
2. Does this sentence describe the effects of the incident on the survivor?
3. Does this sentence ask for any advice?

The annotators read each sentence and answered the above questions as yes or no. Initially,
two annotators labeled 200 sentences based on their understanding of the problem statement.
Later, they discussed their disagreements and defined the final labeling instructions for all
the annotators. The brief definitions are shown in Section 3.5, whereas the detailed labeling
instructions (along with examples) are shown in the appendix.

All 5,947 sentences were divided among the three annotators (let’s denote them by A;, A,,
and A;) such that each sentence was labeled by two of them. After labeling all the sentences,
we obtained Cohen’s kappa scores (Cohen 1960) of 0.772 (for incident), 0.774 (for effects), and
0.865 (for advice requested). These scores indicate that we achieved substantial agreement for
two categories: incident and effects, and almost perfect agreement for the advice requested
category. Table A.2 also shows Cohen’s kappa scores for each pair of annotators. Finally, the
first author resolved all the disagreements. The labeled 5,947 sentences form the initial training

data (set L) for active learning.

3.7.4 Initial Model to Highlight Sentences

Once set L is curated, the next step is to train model M. We consider our problem a multilabel
classification task in which each sentence is an input to the model and the output has three
binary labels (one label for each category). We trained and evaluated multiple methods on the
5,947 labeled sentences (set L) as described below.

For each of these sentences, we computed embeddings such as Sentence-BERT (Reimers
and Gurevych 2019), TF-IDF (Cahyani and Patasik 2021), Stanford’s GloVe (Pennington et al.
2014), Word2Vec trained on the Google News (Mikolov et al. 2013), and Universal Sentence
Encoder (USE) (Cer et al. 2018). For each embedding, we used the sentence vector as an input to
a multilabel classifier. For GloVe and Word2Vec, we averaged word vectors to form the sentence

vector. For classification, we tried Logistic Regression (LR) (Dreiseitl and Ohno-Machado 2002),
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Support Vector Machine (SVM) (Cervantes et al. 2020), and Random Forest (RF), and report
the best method.

Besides embedding-based methods, we applied transformer-based approaches such as
RoBERTa (Liu et al. 2019b) and XLNet (Yang et al. 2019). We fine-tuned RoBERTa and XLNet on
set L by adding an output layer containing three units, one dedicated to each category. Both
models minimized binary cross entropy over five epochs. The training batch size and tokenizer
length were set to 32 and 256, respectively.

Table 3.3 reports the mean F1, precision, and recall scores for the above approaches over
ten-folds of set L, as well as category-wise keywords (those used in Section 3.7.3). A sentence
containing at least one keyword was predicted as 1 for that category and 0 otherwise. For the
embeddings-based approaches, Table 3.3 reports the results only for their best-performing
classifiers.

TE-IDE GloVe, Word2Vec, Keyword search, and USE underperform as compared to other
methods.

Sentence-BERT followed by SVM achieves the highest macro precision (0.84). However,
it shows lower macro recall (0.66) than RoBERTa (0.84) and XLNet (0.87). Overall, XINet out-
performs all other methods by achieving the highest macro F1 score (0.82). Thus, we choose
XLNet as model M in our method.

3.7.5 Predicting and Querying from U

After model M is trained, it’s time to make predictions on the set U and label it. To mitigate
the risk of a biased dataset, we chose the set U to be a random sample of 500 sentences not
containing any keywords and applied the model M to it. We selected potentially misclassified
sentences (in U) for manual labeling, as described below.

Uncertainty sampling (Culotta and McCallum 2005; Dagan and Engelson 1995) queries data
points (sentences) for labeling where the model is uncertain. However, uncertainty sampling
methods (such as least confidence and entropy) did not work well in our case. This is because,
in the first active learning cycle, model M (XLNet trained on 5,947 sentences; Section 3.7.4)
predicted low probabilities on sentences that lack the keywords (set U). We validated this by
predicting on 100 such sentences, where the mean prediction probability was 0.08 (standard
deviation of 0.23) for incident, 0.10 (standard deviation of 0.27) for effects, and 0.05 (standard
deviation of 0.21) for advice requested. Due to most of the probabilities being low, uncertainty
sampling methods could not discriminate between misclassified and other sentences.

To query the misclassified sentences from U for manual labeling, we found a threshold on
the prediction probability. To find that threshold, we used a set U’, another random sample of

52



500 sentences not having any keywords. On U’, we plotted the Receiver Operating Characteristic
(ROC) curve and computed Youden’s J-statistic (Youden 1950), as described below. This plot
was based on the first active learning cycle and the model M referred to below is XLNet trained
on the 5,947 sentences described in Section 3.7.4.

1. The first author labeled the set U’.

One annotator was adequate because of the high inter-rater agreement that we achieved
on the earlier sample of 5,947 sentences

2. The model M made predictions on the set U”.
3. We split U’ into 400 sentences (set V) and 100 sentences (set T).

4. We used V to fine-tune the threshold above which we would select sentences for manual
labeling. Out of the above 400 sentences, model M misclassified 28 sentences for the
incident category, 38 for effects, and 9 for advice requested. Since we wish to retrieve
these sentences, we consider misclassification as positive and plot its true positive rate
on the Y-axis of the ROC curve for each category, as Figures 3.3a-3.3c show. From each
ROC curve, we found the best threshold by maximizing Youden’s J-statistic (Youden 1950),

which equals the height above the chance line.

For incidents, effects, and advice, we identified thresholds of 0.038,177, 0.008,476, and
0.007,874, respectively. We selected sentences in the classes if they exceeded the respective
threshold.

5. For each category, to ensure that we did not miss out on the misclassified sentences, we
additionally selected 30 sentences below the threshold for every 100 predictions. For
example, the model M predicted on the set V that has 4 x 100 =400 sentences. Therefore,

we selected 4x30 = 120 sentences for each category below the threshold.

In brief, for each category, query (1) sentences with prediction probability above or equal
to the threshold, and (2) 30 sentences below the threshold for every 100 sentences.

Through this query strategy, we could identify most of the misclassified sentences in V:
89.28% for the incident, 92.10% for effects, and 100% for advice requested.

6. We used the set T to test our query method. In T, M misclassified 10 sentences in
the incident, four in effects, and three in advice. Our thresholds identified nine (90%)
misclassified incident sentences and all misclassified sentences (100%) for effects and

advice.

53



We used the above method in each iteration to retrieve potential misclassified sentences
from U and manually labeled retrieved sentences. For manual labeling, each of the three

annotators (researchers in this project) labeled the sentences retrieved for a category.

3.7.6 Completing Active Learning Cycles

We completed the first active learning cycle (Figure 3.1) by adding labeled U to L.

We iterated the cycle four more times, to add 2,500 labeled sentences (each time U having
500 sentences without keywords) to the initially 5,947 labeled ones. As a result, the final L
includes 8,447 sentences. As discussed in Section 3.7.5, we labeled U’, an additional 500 sen-
tences without keywords. After adding U’, METHREE becomes a dataset of size 8,947 labeled
sentences.

In METHREE, there are 4,331 (48.4%) sentences that belong to at least one category, and
4,616 (51.6%) to None. Figure 3.2 shows the Venn diagram of the 4,331 sentences over the three
categories.

Finally, we trained XLNet on METHREE which is used to highlight sentences from long
stories. Over ten cross validation of METHREE, the model achieved 0.82 macro F1 score (0.78
for incident, 0.79 for effects, and 0.89 for advice requested), 0.86 macro recall (0.82 for incident,
0.83 for effects, and 0.92 for advice requested), and 0.78 macro precision (0.74 for incident, 0.76

for effects, and 0.85 for advice requested).
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Figure 3.2: Distribution of sentences in METHREE across the three categories.
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Figure 3.3: ROC curves showing true positive and false positive rates, while considering mis-
classified sentences under positive class.

3.8 Related Work

Existing literature in psychology and healthcare focus on survivors’ mental health (Gold et al.
2008; Fortier et al. 2009) and discuss how it can be improved (Rickwood et al. 2005; O’Neill
2018) through support seeking. Moreover, there has been extensive research in analyzing the
stories seeking support and their reactions on online platforms (Manikonda et al. 2018; Deal
et al. 2020; Field et al. 2019; Reyes-Menendez et al. 2020). However, these works don’t primarily
focus on classification tasks unlike us.

Afew studies have focused on classifying MeToo stories, whereas we focus on sentence-level
classification. Karlekar and Bansal (2018) collect 9,892 MeToo stories from the SafeCity website
(Safecity 2023) and classify them for one of the harassment types: (i) groping or touching,
(ii) staring or ogling, and (iii) commenting. Yan et al. (2019) improve the performance of this
classification by proposing a quantum-inspired density matrix encoder. Liu et al. (2019a)
leverage the same dataset and annotate it for attributes such as the abuser’s age (below 30 or
older), the abuser’s relationship with the survivor (for example, relative or teacher), the location
of the harassment (for example, park or street). They propose a framework to identify these
attributes from a MeToo experience. Bauer et al. (2020) also use the SafeCity dataset and build a
chatbot system to help survivors. The SafeCity dataset contains concise experiences (typically
three or four sentences long) and is ill-suited to highlighting sentences, as in our approach.

Hassan et al. (2020) train a model on 520,761 tweets with the #MeToo hashtag to identify
tweet-level attributes, such as the category of sexual violence reported, the survivor’s identity
(tweeter or not), and the survivor’s gender. They achieve overall 80.4% precision and 83.4%
recall in identifying sexual violence reports. Ghosh Chowdhury et al. (2019b) label 5,119 tweets
for types: (i) disclosure of a survivor’s personal experience and (ii) nondisclosure. Out of these
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5,119 tweets, they find 1,126 (22%) indicate disclosure. They propose a language model to
classify tweets into these types. Studies by Khatua et al. (2018) and Ghosh Chowdhury et al.
(2019a) also focus on similar classification tasks.

These studies identify relevant MeToo stories from a massive stream of social media text.
The expectation is that a helper on these platforms can provide support to the survivor of the
identified story. However, merely identifying relevant stories is not enough. In order to provide
support, a helper should be able to read and understand those stories. To facilitate that, we
generate sentence-level highlights covering incidents, their effects on the survivor, and the
advice requested.

Traditional text summarization works (Jadhav and Rajan 2018; Cheng and Lapata 2016; See
etal. 2017; Li et al. 2011; Zhang et al. 2012) are trained or evaluated on other domains such as
news datasets but are not built for the MeToo context. Our work is the first attempt to highlight

text from long MeToo stories to the best of our knowledge.

3.9 Discussion

We now discuss our conclusion, our work’s limitations, and possible future directions.

3.9.1 Conclusion

Our study addresses a crucial aspect of online support communities by harnessing NLP to
identify vital elements of MeToo stories. Our aim is to facilitate a more streamlined and effective
helping process within these online spaces. The computational model developed is not meant
to alter or diminish the authenticity of survivors’ narratives, nor is it intended to impose a
singular narrative structure. Rather, the model is designed to spotlight three pivotal components
of survivors’ stories: the description of the incident, the effects associated with it, and the
specific advice sought from fellow forum members (called helpers).

The results of our work are encouraging, hinting at the potential benefits of utilizing such
an NLP model. The analysis of our sample demonstrated that stories, where these critical
components were highlighted, exhibited a significant reduction in cognitive demand for helpers.
This implies that the model succeeded in enhancing the readability and comprehensibility of
survivor stories, potentially enabling helpers to respond more empathetically and efficiently.
With the introduction of this model, we aim to complement and amplify the existing dynamics
of support, fostering a more nuanced and empathetic dialogue regarding non-consensual
and traumatic sexual experiences. However, further research and refinement of the model are

essential to determine its long-term effectiveness and the broader implications it might hold
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for online support communities.

3.9.2 Limitations and Future Work

Our work suffers from some limitations, which motivate future improvements.

One limitation is that our model is trained on the sentences collected from only three
subreddits. We expect the nature of sentences in METHREE to be similar to sentences present
on other MeToo-related subreddits. However, we plan to fine-tune the model before applying
it to the other subreddits.

We can extend our work to generate an automated response based on the highlighted
incidents, effects, and advice requested. The automated response after slight corrections by a
human helper can offer support and advice to the survivor. Moreover, the similarity between
the advice-seeking sentences and users’ responses can help assess how relevant each response
is. This way, we could improve social media platforms to show more relevant responses above
the less helpful ones.

3.10 Broader Perspective and Ethical Considerations

Although we highlighted text from long stories to help survivors, we acknowledge some limita-

tions and possible misinterpretations.

1. Consent: Our data was collected from public Reddit stories. Hence, we did not take
the consent of the survivors writing such stories. As stated by Ghosh Chowdhury et al.

(2019b), some survivors may wish not to be contacted.

2. Anonymity: From stories, we did not save survivors’ personal information such as user-
names, or log of their stories. We paraphrased the stories and sentences presented in this
chapter as examples to remove potentially identifying content, such as the survivor’s age,
job title, and location.

3. Labeling disturbing text: Some sentences from MeToo stories can be disturbing, es-
pecially for people who have gone through a similar experience. Therefore, we didn’t
hire crowd workers or volunteers for any labeling task. Instead, three researchers of this
project did the labeling.

4. Potential misinterpretation: We were extremely aware of the sensitivity of this research
before labeling sentences. However, we may have misinterpreted some MeToo experi-
ences. That's why we don’t claim that our labeling is fully accurate.
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5. Reproducibility and research: We are not posting this dataset openly to avoid the risk of
drawing attention to specific posts. Upon request, we will share anonymized METHREE
with accredited researchers to accelerate future research.

3.11 Supplementary Materials

3.11.1 Survey Details

In our survey, respondents filled the consent form followed by answering the following ques-
tions:

* Demographics

* How many responses do you think you have written in total on MeToo-related subreddits?
Please take your best guess.

— No responses

— Between 1 and 5
— Between 6 and 10
— Between 11 and 30

— More than 30
* What is your age? (optional to answer)
* What is your gender? (optional to answer)
* First section

* Please read the following real story from a MeToo-related subreddit, and write a helpful
or supportive response for the survivor.

- Example 11: Sample story presented in survey
At <age>, I was studying in <school-name> when I was also dating my first boyfriend. He

was <age> at that time. We never made out and had no experience even with kissing or
other things. None in my group used to like him. He was very bad at his studies and failed all
subjects in school (he even repeated some years) but was good at sports. he visited me quite
a few times when I was in boarding school. I could see some red flags in him but I did not

bother. This was because he was too affectionate and touchy-feely, he would put his hand
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above mine and I would move away, he held my hand without consent so I pulled out mine,
and he asked if he could hug me, then hugged me without me answering anything. I felt
uncomfortable even if the incident was not sexual. I used to ignore all this but later realized I
should have kept my boundaries. Once I was taking the train from a group outing to <place>
for a family occasion. He used to live near the place and suddenly appeared to see me after
the function. Then he gave an excuse that he wanted something to buy nearby, hence he
boarded the train with me. Despite me refusing multiple times, he was waiting for me while I
was meeting my dad at the station. I was seriously feeling uncomfortable but he wouldn’t
leave until my dad showed up and he said hi to my dad, my dad even questioned me who
he was to which I replied that he is a friend. These incidents are before we started dating.
After a few months into the relationship, when we used to spend time and eventually took a
nap, he would touch me inappropriately on my private parts with my clothes on. It was not
in an aggressive way, but he was wrong in his assumption that I was sleeping. I didn’t have
courage to confront at that moment as it was shocking and confusing experience, but later
on I did confront him through chats to which he denied all accusations (and me putting lot
of pressure, he finally felt apologetic and convey that he was sorry for being opportunist at
that moment). By nature, he was also clingy on and possessive, and whenever I had to to go
somewhere (such as to and from my workplace) he would check on me by coming along.
Initially, I considered these incidents as his sweet gestures, such that he was investing all his
time and effort to keep seeing me and worries for my well-being, but later on I realized he
was going overboard and didn’t like being around him all the time. After a few months into
our relationship, I was almost <minor’s age> (and him almost <age>), he used to bring up
the topic of having sex and kept persuading me for the same. I refused his sexual offers a few
times so he didn’'t do much physically. But one day I finally gave up on his insistence and
we had sex on my bed in one of my rooms. He was quite considerate and was very cautious
to make sure I wouldn’t get pregnant (used contraceptives) but didn’'t know anything about
foreplay so it was not there. And gosh did it hurt! After that, we started having sex quite
often, almost every time when he came to visit me. I turned 17 by then. Slowly my pain was
reducing and each time he used contraceptives but there was still little to no foreplay. Once
he suggested me to go to a hotel with him for having sex and I did not refuse, which shows
how dumb I am. We ended up going to a hotel multiple times, all during the initial parts of the
day except once when it was a special occasion and we made out at night at that time. To my
surprise, we did sex multiple times in the same night. After the first few times of having sex,
he stopped asking for consent, I never convey my yes to him for the following "n" times, he

just assumed it and inserted his penis every time without asking. I would admit that I did not
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struggle or yell, but each of the times it was physically hurting and he would not stop until he
finishes. I never confronted even once with him. At one point during my final years of study, I
was highly anxious as I might have gone pregnant because contraceptives also have a failure
rate. Moreover, once when he pulled his penis out after he finished and he was deflating so
the contraceptive didn’'t come out with his penis, hence he used his hand to pull it out. Since
I am an overthinker and worry a lot, so I started becoming anxious. I took 2 pregnancy tests
and both were negative. My private part was also bleeding a bit so I decided to consult the
doctor. The doctor said that this case is of implantation bleeding which generally happens
after a few days of period. Due to God’s grace, I was not pregnant at that time, hence I also
received my next period the next month. The next year of our relationship went into a lot
of arguments, we argued in the worst possible ways and I initiated to break this tie with
him. I met him at <place> and brought all the gifts and other things that he gave me but he
accepted none of them. He was extremely angry at me and I was afraid if he would yell at me
in public, so I took him to the roof of that place. he then shouted at me and threw all the stuff
around. He also bought some liquid food items for eating together but he took one cup and
poured it all over his clothes and body. After this incident, I was extremely shocked, taken
aback, and afraid at the same time. As a result, I just froze. By the time he went to one of the
restrooms to clean his clothes and found me huddled on the ground after coming back. After
seeing me this way, he hugged me and apologized for his behavior. Prior to this incident,
he would threaten to hurt himself during any argument. Once, he threatened to jump off
the roof (ran towards the edge and then stopped), took the scissors and a nail clipper and
acted to hurt his fingers and hands, and even took a knife and pretended to hurt himself
when I visited him at his home. As a result, I was worried and concerned about him and took
all potential-hurting equipments away from him, but it was that concern he wanted to see
in me, to confirm my care towards him. By the way, he also used to show care for me and
was always there for me as my boyfriend, especially in investing some time just to see that I
am okay. He also bought me some food items such as snacks and drinks because he knew
that I like eating all of them, he would always ask for my heavy bag whenever I am carrying
it, always opened doors for me, and was always with me whenever I took public transport
anywhere. On the day of <occasion>, I told him not to come because my family would be
present and there were only two people allowed to accompany the candidate. When I went
back to the dorms, he was already there waiting for me. Then he wouldn’t allow me to have
lunch in the cafeteria because he himself was hungry and brought some food for both of us
to eat in my room. He was already angry with me because I did not allow him to attend the

<occasion>. I was still wearing my outfit for the occasion, and suddenly I see him lifting my
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outfit and inserting his penis inside me. I was not in the mood and refused to have sex at
that time. However, he did not listen and kept going until he ejaculated. At that moment, I
never thought that he raped me in my own room and that too in an outfit. He even said I was
ungrateful because I did not thank him enough for the food that he ordered for both of us. I
generally say thanks, hence he was expecting it this time. I told him that he was the one who
restricted me from eating at the cafeteria. After I graduated, I went to a different country for
my higher education. Even though he was not with me, we were still in touch with each other
through online chats. During winter break, I flew back to visit my home and met family and
friends. He came to pick me up at the airport and helped with my luggage which was nice
of him. But when we arrived at my home, he wanted to come in just to see my family and
interact with them. I was very confident that I do not want him to know which floor I lived
so I asked him to go up to my front door where I literally shouted at him and asked him to
leave. During the break, I visited his home once. He asked me to come to his room when his
family including his parents were not home. I was happy and surprised that he had bought
cloth for me that I liked, so I even thanked him for that. Then he instructed me to lie down
on his bed, I thought we were going to cuddle so I did lie down. He climbed into bed after me
and suddenly started taking my pants off. I was very perplexed by his reaction and put my
hand out to stop him but he did not resist and continued taking my pants off. After a point,
he disappeared from the bed for a while and I wondered where he ran to. Still oblivious to
the danger I was in. When he came back he had contraceptives with him, forced me down
on the bed, and inserted his penis suddenly. I shouted at him and told him it hurts. He said
it'’s hurting because we have not done it in the past few months just because I went abroad
for my studies. He then continued until he got the satisfaction that he required. After a few
months, I finally broke up our relationship because I found he cheated on me since I flew
back abroad. At first, he refused all allegations but then got desperate because I was breaking
up with him and admitted that he cheated on me quite a few times. Still, I was very confident
that I would never go back to him again and even told him that. I blocked him from all of
my social media accounts. He sent me 3 parcels in which he was saying sorry with small
gifts inside and I briefly unblocked him to tell him to stop sending me things or bothering
me and my social circle before blocking him again. When I flew back home during another
vacation, I bumped into him twice in public and felt extremely uncomfortable. Throughout
those times he had been desperately trying to make contact through some new and fake
social media accounts and again trying to connect with me and my friends. He texted some
of my friends who would get back to me regarding this. One time he even went to my friend’s

place, called her and pushed her to meet him. She was scared and went down to meet him,
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where she gave him some ideas of what to gift me to apologize again. He even reached out to
my mom pushing to meet her for food and wanting to buy me a flight to fly back due to covid
era. | was absolutely stressed and sad that he was reaching out to my family and multiple
friends and I couldn’t do anything about it except guide them on how to handle him. There
were many more wrong things he did, these were just the main things I felt that forced me
to have an opinion against him. After a whole year, he was still reaching out to talk to me,
demanding why I blocked him and trying to prove he did nothing and was not even a cheater.
He turned the tables on me saying that he said that he cheated just to see my reaction, to
which he found me going out with a guy friend for a drink once. Whenever I think of all this, I
feel like I was so screwed up during all those years I spent with him. I never ate healthy food,
hardly studied anything, and was constantly under pressure and anxiety. Now, I feel I am
safe and in a much better place in all aspects: physically, emotionally, mentally, spiritually,
and psychologically. Recently, I am dating a guy in school and he is also the only person
who knows everything about my past assault. I know that if I told my parents about my ex,
they would be highly stressed and restrict me even for going out. I don’t get support from my
friend. They think that I was still with my ex even when I did not like him. But they do not
know the whole matter. I m very fortunate that I found someone now who understands me,
connects well, guide and love me. Thanks to god!

How demanding was completely reading the story?

— Not much demanding
— Alittle bit demanding
— Quite a bit demanding

— Significant demanding
How demanding was it to construct responses to the given story?

— Not much demanding
— Alittle bit demanding
— Quite a bit demanding

— Significant demanding
Second section

Now, you will do the same thing you just did. Please read the following story and then
write a helpful or supportive response for the survivor.
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<One MeToo story with highlights is shown>

The post you just read contained highlighted sentences. Do these sentences represent
some important parts of the story?

— Yes

— No
(If yes to the last question) How would you rate the importance of the highlighted text?

— Not much important
— Alittle bit important
— Quite a bit important

— Significant important

(If yes to the second last question) What information did the highlighted text provide

you?
How helpful was the highlighted text in reading and responding?

— Not much helpful
— Alittle bit helpful
— Quite a bit helpful
— Significant helpful

Bonus section
How demanding was it to read and understand the highlighted story?

— Not much demanding
— Alittle bit demanding
— Quite a bit demanding

— Significant demanding
How demanding was it to construct a response to the highlighted story?

— Not much demanding

— Alittle bit demanding
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— Quite a bit demanding

— Significant demanding
* Are stories with highlights easier to read and understand than stories without highlights?

— Yes

— No
* Is it easier to respond to stories with highlights than to stories without highlights?

— Yes

— No
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Table 3.2: Key questions in our survey and summary of responses received. The complete
survey is provided in the supplement section.

How demanding was completely reading
the story?

How demanding was it to construct re-
sponses to the given story?

Mean rating: 3.13, standard
deviation: 0.95
Mean rating: 3.10, standard
deviation: 0.90

Do highlighted sentences represent im-
portant parts of the story?

(If yes on Q3) How would you rate the
importance of the highlighted text?

(If yes on Q3) What information did the
highlighted text provide you?

How helpful was the highlighted text
while reading and responding?

28 of 29 responded Yes

Mean rating: 3.34, standard
deviation: 0.76

“It gives me a quick idea of
what the point of the article
is”

“Grabbed my attention”
“Help me to focus on the key-
words and better understand
the content of this story”
Mean rating: 3.37, standard

deviation: 0.62

First section
Q1 [1,4]

Q2 [1,4]
Second section
Q3 Y/N

Q4 [1,4]

Q5  Text

Q6 [1,4]
Bonus section
Q7 [1,4]

Q8 [1,4]

Q9 Y/N
Q10 Y/N

How demanding was it to read and un-
derstand the highlighted story?

How demanding was it to construct a re-
sponse to the highlighted story?

Are stories with highlights easier to read
and understand than stories without
highlights?

Is it easier to construct responses to sto-
ries with highlights than to stories with-
out highlights?

Mean rating: 2.41, standard
deviation: 1.01

Mean rating: 2.41, standard
deviation: 0.97

23 of 24 responded Yes

23 of 24 responded Yes
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Table 3.3: Comparing performance of multiple trained models. Bold indicates the highest
score for a metric.

Category Metric TF- GloVe Word2Vedeyword USE Sentence- RoBERTa XLNet

IDF+ + + search + BERT
LR RF RF SVM +

SVM
F1 Score 0.64 0.43 0.50 0.47 0.69 0.70 0.77 0.77
Incident Recall 0.56 0.31 0.33 0.79 0.63 0.61 0.80 0.82
Precision 0.75 0.71 0.73 0.34 0.77 0.83 0.74 0.74
Effects F1 Score 0.66 0.38 0.39 0.49 0.69 0.70 0.78 0.80
on the Recall 0.60 0.25 0.26 0.82 0.65 0.61 0.80 0.86
survivor Precision 0.73 0.76 0.79 0.35 0.75 0.84 0.77 0.74
Advice F1 Score 0.74 0.63 0.64 0.67 0.74 0.80 0.89 0.89
requested Recall 0.70 0.58 0.59 0.93 0.71 0.75 0.91 0.94
Precision 0.78 0.73 0.73 0.53 0.77 0.86 0.87 0.84
Macro F1 Score 0.68 0.48 0.51 0.54 0.71 0.73 0.81 0.82
Recall 0.62 0.38 0.39 0.85 0.66 0.66 0.84 0.87
Precision 0.75 0.73 0.75 0.41 0.76 0.84 0.80 0.77
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CHAPTER

4

UNDERSTANDING STORIES DESCRIBING
CONSENT VIOLATIONS

In Chapter 3, we discussed how natural language can be used to highlight important parts of
the MeToo story. Such MeToo stories discuss the abusers’ unwelcome behavior, which may be
considered as the violation of the survivor’s consent (especially in assault cases). According to
Singh (2022), understanding consent is complex due to the many cognitive and performative
aspects involved.

In particular, sexual affirmative consent is defined as a mutual agreement between all
parties (indulging in sexual activity) that is clearly communicated, enthusiastic, and voluntary
(Jozkowski 2015; Parenthood 2021). Javidi et al. (2023) extend this consent formulation by artic-
ulating it as FRIES framework which stands for Freely given, Reversible, Informed, Enthusiastic,

Explicit, and Specific. We explain these six criteria of consent below.

Freely given: Participants should have a choice to make without pressure, manipulation, or

under the influence of drugs or alcohol. Moreover, minors are not able to consent

Reversible: During sexual activity, participants can change their minds anytime and be free

to stop the sexual act

67



Informed: Participants should be well informed about the whole sexual activity before in-
dulging in it. For example, agreement about using or not using condoms and types of

sexual gestures

Enthusiastic: Participants should only do stuff they want to do, not things that they feel they're
expected to do.

Explicit: Consent should be clearly communicated between parties before indulging in any

sexual activity

Specific: Saying yes to one thing (like going to the bedroom) doesn’t mean they have said yes

to others (like having sex).

We found that MeToo stories indicate how these criteria of the survivors’ consent are
violated. Example 12 illustrates the violation of three FRIES criteria (underlined) in a story.
As described in the story, the survivor was gaslighted and convinced to have sex, suggesting
that consent was not freely given. The survivor said “no” (violation of Explicit) and was not
completely aroused or interested during sex (violation of Enthusiastic).

Understanding consent and its violations has been a challenging task. Some researchers
argue that providing consent is a mental action, however, others claim it to be a communicative
act (Singh 2022; Schniiriger 2018; Hohfeld 1919). Moreover, the dynamics between multiple
parties (abusers and survivors) make consent a complex concept (Singh 2022). We understand
the stories indicating consent violations by analyzing the language expressed in them. To this
end, we leverage FRIES framework (explained above) to label violations expressed in 989 MeToo
stories. We call this labeled dataset MYCONSENT. Each story in MYCONSENT expresses one or
multiple or sometimes no violations (non-physical harassment), making it a rich multilabel
dataset. Based on the final labels in MYCONSENT, we analyze violation stories on multiple
linguistic aspects such as LIWC attributes, emotions, named-entity mentions, and so on. We
found that a popular large language model is incapable of understanding such violation sto-
ries, making this problem a challenging task. To the best of our knowledge, this is the first

computational study to understand violation stories from a linguistic perspective.

Example 12: Consent violations expressed in MeToo story
Opinions on my story

I want to know your opinions on my assault and hence decided to post it here. I was 18
and my boyfriend was 16. He was very toxic to me and I was heavily abused by him, both
emotionally and verbally. One night he gaslighted and convinced me to indulge in sexual

intercourse with him, even after I told him not to do that. As a result, I suffered through lots
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of pain (not sexually aroused) and bleeding. He reacted to my bleeding as something gross. I

have told some people about this incident and they think it’s not an assault as he was my
boyfriend and also younger than me. I feel disheartened by hearing all these opinions. Hence,

I am seeking an unbiased opinion about my case here.

We organize this chapter as follows. Related work on consent is listed in Section 4.1. Sec-
tion 4.2 explains the curation of our consent dataset, MYCONSENT, based on MeToo stories.
While building the dataset, we consider the same ethical guidelines, as described in the previ-
ous chapter (Section 3.10). We analyzed a popular large language model for its understanding
of violation stories, as described in Section 4.3. The linguistic findings obtained after analyzing
such stories are described in Section 4.4. Moreover, Section 4.5 includes our main contributions

and limitations along with future directions.

4.1 Related Work

Prior studies focus on formulating the theoretical model of consent. Some studies consider
consent to be a mental choice, whereas some consider it to be a communicative act (Hohfeld
1919; Koch 2018; Singh 2022). In the area of computing, there have been multiple frameworks
of consent (Singh 2022; Im et al. 2021) covering both objective (communicative act), subjective
(mental act), and practical aspects (power dynamics and so on) of consent. However, these
approaches don't target the setting of sexual consent.

Sexual consent is defined as an agreement between all participants engaging in a sexual act
to be clearly communicated, mutual, enthusiastic, ongoing, and voluntary (Jozkowski 2015;
Parenthood 2021). Taking this idea forward, Javidi et al. (2023) designed an informative program
to teach adolescents about sexual consent. They use the catch acronym, FRIES, to educate their
subjects about all aspects of consent: freely given, reversible, informed, enthusiastic, explicit, and
specific. Using this framework, they obtained high efficacy when tested on 833 U.S. adolescents
coming from various backgrounds. This lends credence to the FRIES framework to be used in
future research involving sexual consent.

We adopt the FRIES framework to study consent and stories expressing its violations. Lever-
aging natural language can uncover how such stories are expressed. As described above, most
of the prior studies formulate the consent theoretically, whereas we understand its violations

through MeToo stories and NLP techniques.
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4.2 Curation of MYCONSENT

In Chapter 3, we describe how we collected 5,327 relevant stories from three subreddits. For
studying consent, reading and labeling vivid experiences of sexual violence is disturbing. Hence,
we selected 1,000 stories shorter than the mean length (1,742 characters) for our analysis. In
particular, the length of selected stories was between 500 and 1,100 characters.

The task was to read a complete story and label “yes” or “no” for the categories: (i) violation of
Freely given, (ii) violation of Reversible, (iii) violation of Informed, (iv) violation of Enthusiastic,
(v) violation of Explicit, (vi) violation of Specific, (vii) unknown violation, and (viii) none. If
the story describes verbal or other types of harassment (not involving physical touch), it is
labeled “yes” for None and “no” for others. Moreover, stories briefly mentioning the incident
but focusing more on the survivors’ trauma or seeking advice are labeled “yes” for “unknown
violation” and “no” for others. All other cases with vivid descriptions are labeled “yes” for one
or more FRIES violations. The detailed labeling process is described in the appendix, which led
to a total of 1,000 labeled stories for violation of consent. After removing duplicate stories, we
were left with 989 of them in MYCONSENT.

4.3 Incapability of Large Language Models

We analyze if large language models are capable of understanding stories describing consent
violations. To begin with, we used ChatGPT, one of the popular large language models that is
trained on online text to generate answers to queries. Our analysis goes as follows. First, we
described the FRIES framework by explaining definitions of each criterion to the ChatGPT.
Second, we randomly selected 10 stories from MYCONSENT and showed them to ChatGPT.
Third, for each story, we asked ChatGPT about all consent violations expressed in language.
Fourth, it responded with violated criteria and the explanation for how they were violated.
Our qualitative analysis found that ChatGPT is unable to understand multiple violations
through stories. For example, it identifies reversible violation from many stories, which may not
hold as per the story description. The following excerpt from a story shows how a survivor could
stop the incident while being abused, indicating that reversibility was respected. However,
ChatGPT states that the survivor was not given the chance to stop their participation in the

sexual interaction.

“...Wedid not discuss much about sexual interaction and suddenly I was choked and slapped.
I could not digest what just happened. Eventually, I got the chance to speak and told him to stop.
He did stop and went to bed. However, I was shaken and very perplexed about the situation as I

initiated the sexual gesture....”
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Particularly, ChatGPT was confused between explicit and freely given violations. As a result,
it considered many cases of pressure and coercion as explicit violation, despite having com-
munication between participants. We illustrate this confusion with an example below. The
survivor was gaslighted and pressured to be involved in sex, which is against their consent.
Under such circumstances, they made a conscious decision to be sexually involved (“ended
up giving in”). Hence, we consider it as a freely given violation but not explicit. We found that
ChatGPT could not spot the difference between the two violations.

“He gaslighted me to believe that if I was the one withholding sex from him then I have an
unfair power over him. Every week, I felt so pressured and guilty about it that I ended up giving
in. I never used to enjoy the process as it was an obligation for me, but technically it was consent

”

because I made a conscious decision? ...

Moreover, for most of the stories possessing informed or specific violations, ChatGPT could
not identify such violations. The below story shows how the survivor was not informed and did
not consent to the abuser for specifically touching their private parts. However, the abuser still
did so. In many cases, ChatGPT could not judge if the survivor was well-informed about sexual

interaction and if they consented to a specific sexual gesture.

“...She kept asking for a kiss although I was not sure. I did not expect that she would also
touch my private parts without even asking me. A part of me liked this but I always wanted to

say no. Am I wrong for liking it? I don’t know”

Despite being trained on massive online data, popular large language models are ineffec-
tive at understanding violation stories. Our research aims to understand such stories from
the language perspective. We build MYCONSENT dataset and analyze its stories for multiple

linguistic attributes, as described in the following sections.

4.4 Findings

4.4.1 Occurrences of Violations

Table 4.1 shows the distribution of categories in the final MYCONSENT dataset. We found that
Freely Given is the most violated criterion as indicated by stories on MeToo-related subreddits.
51.6% stories in MYCONSENT express this violation. The majority of such cases account for
assaulting a minor or someone under the influence, or sometimes due to unequal power
dynamics between the abuser and survivor. The criteria of Enthusiastic (18.1%) and Explicit
(14.5%) are also prominently expressed to be violated in these stories. Moreover, 27.1% stories
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lack enough information to identify the correct violation (unknown violation), whereas 6%

stories describe verbal or non-physical harassment (None).

Table 4.1: Violations found in MeToo stories of MYCONSENT.

Violation type Number of stories found (Percentage)

Freely given 510 (51.6%)
Enthusiastic 179 (18.1%)
Explicit 143 (14.5%)
Specific 78 (7.9%)
Reversible 77 (7.8%)
Informed 63 (6.4%)
Unknown 268 (27.1%)
None 59 (6.0%)

To find frequent co-occurrences of multiple violations, we visualized the correlation as a
heatmap, as shown in Figure 4.1. We found that informed and specific violations have a high
correlation (0.68) indicating their strong co-occurrence in multiple stories. Such cases generally
appear when two participants (survivor and abuser) consent over one act but end up doing
another act. The survivor was neither well informed of nor did they consent to the specific act
performed. The following excerpts of two such stories (from MYCONSENT) are provided below.
Note that such cases take place not only in intimate relationships but also in professional
settings. For example, a patient consents to the gynecologist to check private parts but not to

inappropriately touch them.

“...1agreed to have slow and soft sex. But later he went rough and hard. I was in a lot of pain
so  wanted him to stop ...”
“I went to see a gynecologist some days ago. .. it was weird that toward the end of the medical

examination, he took off his gloves and fingered me ...”

Enthusiastic and explicit violations also have a significant correlation (0.43). Such cases are
those when the survivors don't say “yes” clearly but are still urged to participate, which makes
them feel violated. Even in the absence of a clear “yes”, abusers assumed that survivors did
consent and went ahead with sexual activity. As a result, instead of being enthusiastic, survivors

became uncomfortable, as shown in the two excerpts below.

“My partner and I were watching something and he asked me if I wanted to make out several
times and I kept declining it. Maybe I moved over in a way that indicated him my interest so he
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directly kissed me. I kissed him back because I thought it's rude not to, but honestly I didn’t really
want to...”

“...He asked for my consent and I said I don'’t think so. I think it may be a fault to not clearly
say no. After a few minutes of making out, it just happened. I just froze and became clueless. 1
couldn’t utter a word...”

Freely given violation

Reversible violation 0.078 0.8
0.6
Informed violation 0.1 0.13
-0.4
Enthusiastic violation 0.19 0.16 0.12
-0.2
Explicit violation 0.21 0.084 0.12 -0.0

Specific violation 0.036 0.12

o
(o)}
[¢4]
o
N
[
o
N

Informed violation
Explicit violation
Specific violation

Freely given violation
Reversible violation
Enthusiastic violation

Figure 4.1: Heatmap illustrating correlations found between distinct violations.

4.4.2 Time-Sensitive Attributes

We observed that some stories frequently mention time-sensitive information such as “she

» o«

did this when I was 5 year old”, “2 years ago my abuse took place”, “I was young when all this

happened”, and “He repeated this abuse for the second time we met”. Such information defines
the time for the incident or the parties involved (ages of survivor and abuser). Using the Named-
Entity-Recognition (NER) model (of the spacy module) and synonym keywords (of “young” and
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Table 4.2: Violations that are significantly different in the number of time-sensitive attributes.

First violation Second violation  P-value

Freely given = Reversible 0.021268
Freely given Informed 0.001181
Freely given  Explicit 0.007368
Freely given  Enthusiastic 0.000968
Freely given Specific 0.000065

“minor”), we identified attributes in stories revealing time-sensitive information. We computed
the number of such attributes for each type of violation and compared these values using the
T-test. We report the p-values of the T-test in Table 4.2.

The p-values < 0.05 show significant differences between the two types of violations in the
number of such attributes used. To conclude, stories indicating freely given violations mention

time-sensitive attributes much more frequently than all other violations.

4.4.3 LIWC Analysis

LIWC-22 toolkit (Boyd et al. 2022) contains 100 in-build dictionaries, where each dictionary
consists of lexicons, emoticons, and other verbal constructs to identify the psychological
aspects from a story. We applied LIWC-22 on MYCONSENT and compared the stories on different
types of scores. We show our analysis below.

Sometimes, consent violations are expressed through negations in the language. Through
the LIWC-22 toolkit, we identified the percentage of negation words (such as “no”, “couldn’t”,
“shouldn’t”, and so on) in each story. Table 4.3 indicates the average percentage of such words
in each type of story. We found that negation words are dominantly present in stories of (i)
reversible violation to show the victims’ inability to reverse the situation, (ii) enthusiastic
violation to show the victims’ lack of interest, and (iii) explicit violation illustrating to show
denial of sexual proposal from the victims’ side. An example of the story including negations
for two of these three violations is shown below. The first mention of negation indicates the
inability to reverse the act, whereas the second shows explicit violation.

“I'wanted to stop, but he covered my mouth so I couldn’t say anything. [ was terrified during

that time because I had no control over me. It all started when he asked me if I wanted to which
Isaidno...”

For a story, LIWC-22 (Boyd et al. 2022) yielded four types of summary scores: analytic
(depicting analytical and logical thinking patterns), clout (depicting social status, confidence,

or leadership), authentic (depicting how much people reveal about themselves, without any
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Table 4.3: Average mentions of negations in each type of story.

Violation type Average score

Reversible 3.19
Enthusiastic 3.11
Explicit 3.04
Unknown 2.79
Specific 2.74
Freely given 2.73
Informed 2.67
None 2.23

Table 4.4: Average clout score for each violation type.

Violation type Average clout score

Freely given 10.35
Reversible 07.41
Informed 12.49
Enthusiastic 07.91
Explicit 08.42
Specific 12.54
Unknown 10.74
None 21.93

filter), and tone (depicting the emotional tone). On MYCONSENT, we computed these summary
scores (using the LIWC-22 toolkit) for each story. Further, for each category, we averaged these
scores. Table 4.4 shows category-wise average clout scores. All violation categories (including
unknown) have low average scores for clout, as compared to the None category' (which includes
non-physical harassment cases). This indicates less leadership, confidence, and social status
in the stories describing assault than the ones describing non-physical harassment. This is
because the assault cases may be more severe than verbal or non-physical harassment cases.

On the contrary, we found cases with violations to have high authenticity as compared to
None, as shown in Table 4.5. Violation stories are shared without any filter. Such stories are
open to reveal survivors and how they felt due to the incident. We did not find any conclusive

insight from the LIWC-22’s fourth summary variable.

P-values indicate significant difference
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Table 4.5: Average authenticity score for each type of violation.

Violation type Average authenticity

Freely given 80.70
Reversible 83.83
Informed 83.15
Enthusiastic 85.57
Explicit 86.81
Specific 83.25
Unknown 80.39
None 65.01

4.5 Discussion

We investigate MeToo stories describing sexual harassment and assault for multiple categories
of consent. Stories describing violations are hard to understand even through popular large
language models. First, we develop a dataset, MYCONSENT, containing 989 stories labeled
for FRIES violations. Our dataset can be used by future research in this domain. Second, we
linguistically analyze stories in our dataset through tools such as NER and LIWC-22. We found
that freely given is the most prominent violation. Stories expressing this violation mention
time-sensitive attributes more frequently as compared to other stories. Moreover, there is a
significant interplay between (informed and specific) and (explicit and enthusiastic) violations.
LIWC-22 analysis (Boyd et al. 2022) helped us to infer how the language in violation stories
indicates low confidence but high authenticity, as compared to other stories. Moreover, all

these stories are emotional and generally reference male entities.

4.5.1 Limitations and Future Directions

Our work has a few limitations which give rise to future directions. First, our dataset contains
stories from the Reddit platform; however, in the future, stories on other platforms can also
be explored for consent violations. Second, it would be interesting to deeply understand the
stories in the “unknown” category for possible violations. This could be done by having a large
database of MeToo stories and predicting possible violations (for the “unknown” category) using
the limited information given in such stories. Third, many stories indicate that survivors are
confused about whether the incident was an assault. Building computational tools predicting
consent violations will help in automatically answering such questions based on the violated

criteria.
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CHAPTER

S

UNDERSTANDING INCITING SPEECH AS
NEW MALICE

Trigger warning: This chapter includes examples of inciting posts that may be disturbing to some
readers.

BACKGROUND: Inciting speech seeks readers to instill hostility or anger, or motivate them to
take action, especially against a religious group, potentially leading to violence. Whereas hate
speech in social media has garnered much attention from researchers, inciting speech has not
been well studied. PROBLEM: We address two aspects of religious incitement: (1) What rhetorical
strategies are used in it? (2) Do the same strategies apply across disparate social contexts and
targets? DATA AND METHOD: We first identify inciting speech against Muslims but demonstrate
the generality of the construct vis a vis other targets. We adopt existing datasets of Islamophobic
WhatsApp posts and hateful and offensive posts (Twitter and Gab) against other targets. Our
methods include (1) qualitative analysis revealing rhetorical strategies, (2) an iterative process
to label the data, resulting in a computational tool to detect incitement. FINDINGS: We found
three rhetorical strategies in incitement that focused respectively on the target group’s identity,
their imputed misdeeds, and an exhortation to act against them. We showed that the three
rhetorical strategies carry distinct textual signatures. We showed by applying our tool (with

additional verification) that inciting sentences appear in non-Islamophobic posts and in other
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Figure 5.1: Three kinds of malice on social media. Hate speech involves an attacker expressing
hatred toward a target. Provocative speech involves an attacker provoking a target to elicit
a reaction from them (such a reaction may have the target lose face or otherwise advance
the attacker’s agenda). Inciting speech involves the attacker riling up an intermediary as an
instrument to express hostility or act maliciously against the target. We focus on inciting speech.

contexts (e.g., posts against certain gender identities), indicating the generality of incitement as
a concept. IMPLICATIONS: Characterizing incitement reveals a large swath of malicious speech
omitted from traditional analyses. Understanding and identifying inciting speech can facilitate

online moderation and, in turn, reduce concomitant harm in real life.

5.1 Introduction

We investigate inciting speech as a distinct type of malicious communication on social media.
Previous works (Lubinski 2017; Alexander 2001) on inciting speech focus on violence against a
target. However, our characterization respects the broad definition given by the International
Covenant on Civil and Political Rights (ICCPR 2023). Specifically, we consider inciting speech
as speech that stimulates its readers’ hostility or anger or urges them to act (e.g., discrimination
or violence) against a target.

Interestingly, inciting speech on social media has not been intensively studied, being largely
overshadowed by hate speech (Calvert 1997). We posit that inciting speech is a distinct category
of malicious speech. In comparison to other malicious speech, inciting speech is different
based on at least one of the two factors: (1) structure and (2) language.

Figure 5.1 shows hate (UN 2023) and provocative (Boudana and Segev 2017) speech are
structurally different because they involve only two parties (an attacker hating or provoking a
target), whereas in incitement the attacker incites an instrument (a reader not from the target
group) to elicit the instrument’s anger, hostility, or action against the target.
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Based on language, inciting speech is different from others in terms of the words or nature
of language (direct or indirect) used in it. For example, hate speech is typically understood and
computationally recognized using derogatory language such as n**ger and a**hole (ElSherief
et al. 2018). Inciting speech doesn’t necessarily contain such derogatory or abusive words,
which makes its computational detection harder than hate speech. Our analysis digs deep into
the language aspect and draws a comparison between inciting and other malicious speech.

The past few years have witnessed harassment and violence against multiple religious
groups such as Christians, Hindus, and Muslims (Pew 2023; HAF 2023). Inciting speech on
social media may lead to an increase in such antisocial behavior in the real world. Hence, we
primarily focus on incitement targeting a religious group. In addition, we find the applicability
of incitement constructs in other social domains.

Saha et al. (2021) conduct a study of “fear speech” on WhatsApp posts discussing politics.
Their dataset identifies some posts as Islamophobic (i.e., indicating fear speech as these posts
instill fear or threat of Muslims in their readers) and others as non-Islamophobic. Example 13
shows an Islamophobic and a non-Islamophobic post from Saha et al.’s dataset. Importantly,
both illustrate inciting speech. The underlined snippets either typecast Muslims or highlight
their alleged practices as misdeeds, seeking to engender hostility toward them.

Example 13: Inciting speech against Muslims

Islamophobic post
“Leave chatting and read this post or else all your life will be left in chatting. In 1378, a part
was separated from India, became an Islamic nation - named Iran...and now Uttar Pradesh,

Assam and Kerala are on the verge of becoming an Islamic state...People who do love jihad

is a Muslim. Those who think of ruining the country - Every single one of them is a Muslim

Il Everyone who does not share this message forward should be a Muslim...”

Non-Islamophobic post

“...Sharemarket’s rise and fall is not the right indicator of the actual economy. The unprece-
dented rise in Index is not going to happen soon -the real rate of return will be around 12-15%.
Govt next agenda besides solving the Article 370 problem is to bring a uniform civil code
and it will solve a lot of issues in India in the long run. *Saving economy in the context of
triple talaq bill* Indirectly due to triple talaq, the hidden agenda of mullahs was flourishing—

2-3 kids from the first wife, 2-3 kids from the second wife. “How much it is gonna drain our

strained economy/resources * or have been draining the economy in the past. These were

sinister agendas of Mullahs in India funded by a few neighboring countries to change the

demographic pattern of India. Due to vote bank appeasement politics none of the political
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parties thought of its economic constraints ...”

Further, we analyze inciting speech against other targets such as gender, sexual orientation,
and so on. We adduce evidence throughout this chapter that inciting speech is a distinct cate-
gory from hate and fear speech. In particular, inciting posts in Example 13 don’t use derogatory
language (such as abusive words) and thus are not classified as hate speech (ElSherief et al.
2018). Also, one of these posts is labeled non-Islamophobic (non-fearful) by Saha et al. We defer
additional discussion of the literature on malicious speech (such as Islamophobia, provocation,

hate speech, and fear speech) to Section 5.7.

5.2 Dataset and Main Steps

Saha et al. (2021) studied Islamophobia on public WhatsApp groups in India. They found that
groups focused on politics also included Islamophobic posts. They shared a dataset of 4,782
WhatsApp posts, out of which they identified 1,142 posts as Islamophobic.

We introduce the notion of inciting posts and build on Saha et al.’s public dataset. First,
through qualitative analysis of their posts, we identify three rhetorical strategies used in inciting
speech. Second, we provide INCITE, a dataset of 7,000 sentences labeled for the three rhetorical
strategies and None. These sentences are extracted from some of the WhatsApp posts collected
by Saha et al. (2021). We train a computational model for classifying sentences according to
these strategies. Third, we apply our computational model on all 4,782 posts in Saha et al.’s
dataset. Interestingly, we find that inciting speech occurs not only in Islamophobic but also
in non-Islamophobic posts, indicating that the established notion of fear speech misses an
important swath of malicious speech in social media. Our model is trained on incitement
against Muslims, however, it can be fine-tuned to identify such speech against other religious
communities such as Hindus. Fourth, we study the prevalence of the identified strategies
outside the religious context. To this end, we generalize and apply our computational model
to the HateXplain dataset, which includes hate or offensive speech from Twitter and Gab (i.e.,
not limited to India or Islamophobia). Throughout, we manually spot-check the results of our
computational model.

Most importantly, the evidence shows that incitement appears in non-hateful or non-
offensive text, indicating that inciting speech is a valuable construct missed by current analyses.
We describe all technical details, including curation and training, and evaluation metrics in
the Supplementary Section 5.9.

80



5.3 Rhetorical Strategies in Incitement

We adopted thematic analysis (coding reliability) (Nowell et al. 2017) to understand how inciting
speech is expressed on social media. To this end, we analyzed more than 100 Islamophobic posts
(from Saha et al.’s Islamophobia dataset) and identified three prevalent rhetorical strategies in
such posts. We observed that a post may exhibit multiple strategies but a sentence typically
has no more than one. Therefore, we focus on individual sentences to make our analysis more
robust; a post can be considered inciting if it contains at least one inciting sentence. We describe

the three rhetorical strategies we found below.

Identity Sentences that criticize or stereotype the target group, based on the group’s beliefs
(including their scriptures), pratices, or leaders. Example 14 illustrates this rhetorical strategy,
which may be realized through explicit defamation or implicature through disingenuous

rhetorical questions.

. Example 14: Rhetorical strategies: Identity
“...Hindu-Muslim unity is impossible because the Muslim Quran does not tolerate Hinduism

as a friend.”
“Now you can think that whom will these Muslims serve as IAS ...Islam or country?”
“The testimony of Kafir (non-Muslims) in Sharia court, ie Qazi court, is not valid”

“...Which superstitious religions are in India * * Yes Islam is the anti-human religion of
superstition * * 1) If Allah , God is equally powerful * * There is God and he hates Kafiro * *

And Kafiro does not have the right to live”

Imputed misdeeds Sentences highlighting past or current misdeeds such as oppression
or violence (allegedly) perpetrated by the target group. Example 15 illustrates this rhetorical
strategy, which may be realized through accusation or indirectly presenting fake or genuine

incidents as “facts.”

. Example 15: Rhetorical strategies: Imputed misdeeds
“...Only Hindu temples are destroyed and business and other activities are being increased

'”

in their place and Hindus are also being attacked

“Entered, broke the Shivling into pieces, and acquired as much property as he could in the

solution”
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“Muslim doctor silently sterilized 4000 Buddhist women ...”

Exhortation Sentences that urge readers to act against the target. Such actions include
violence, discrimination, or boycotts. Example 16 illustrates this rhetorical strategy, which may

be realized through explicit commands or subtle hints about what must be done.

, Example 16: Rhetorical strategies: Exhortation
“Hindu society should stop worshiping these tombstones, tombs, pirs.”

“Be violent for religion”

“If the madrasa (Islamic school) is not closed, after 15 years, more than half of the Muslims of

the country will be supportive of the ISIS ideology”

While curating INCITE, our dataset containing 7,000 sentences, we validated that incitement
follows only the above three strategies. While labeling these sentences for incitement strate-
gies (and None), we considered the context by also reading their preceding and succeeding
sentences in the posts. All details about this labeling and data curation are described below.

5.3.1 Curation of INCITE

As shown in Figure 5.2, our quantitative method includes two phases. First, we used NLTK
(2023), a natural language processing toolkit, to split Saha et al.’s Islamophobic posts into
sentences. We curated INCITE, a dataset of a sample of 7,000 inciting sentences. Second, we
trained and evaluated multiple embeddings-based and transformer-based models over five-
fold cross-validation of INCITE. Then, we chose the best-performing model for the identifi-
cation of incitement sentences from posts. We describe the first phase of labeling INCITE in
the appendix, whereas the details of the training computational model are provided in the
Supplementary Section 5.9.

Out of 7,000 labeled sentences, 1,065 (15.21%) belonged to identity, and 1,579 (22.55%)
represented imputed misdeeds, and 433 (6.19%) represented exhortation. Moreover, 3,923
(56.05%) sentences did not belong to any of these strategies (None). This is because the propor-
tion of malicious speech is generally low in a sample, also corroborated by other studies (Yin
et al. 2023; Saha et al. 2021). Our computational model (technical details in the Supplementary
Section 5.9) trained on INCITE is leveraged for further identification and analysis of inciting
speech, as described later in this chapter (Sections 5.4.3 & 5.5).
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Figure 5.2: Overview of our method. Curating a dataset of inciting sentences followed by
training multiple models and choosing the best one.

5.4 Analyzing Incitement Strategies

We now take a closer look at the above three incitement strategies to establish their robustness

as constructs.

5.4.1 Generality of the Incitement Strategies

Although our study primarily focuses on religious incitement, we also find the prevalence of
three rhetorical strategies in other domains. As a result, such strategies are generic and apply to
a variety of targets. To show their general applicability on social media, we examined Mathew
et al.’s HateXplain dataset, which includes Twitter and Gab posts along with a label of whether
each post is hateful or offensive speech and whom it targets. We found many inciting posts in
HateXplain, addressing a variety of targets, of which Example 17 shows three instances. The
first post in Example 17 exemplifies two strategies: identity and imputed misdeeds. The second
post exemplifies all three strategies. The third post exemplifies the identity and exhortation

strategies.
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. Example 17: The strategies apply against multiple targets
Targeting whites (Identity, imputed misdeeds)

“<number> year old white hat boys are the worst breed. All they do is recycle their same old

holocaust racist sexist and homophobic jokes to hide their insecurities. I got news for you

buddy it not working”

Targeting zionists (Identity, exhortation, and imputed misdeeds)
“Zionism is the epitome of evil. We must demand that US congress ceases the funding of the

atrocities committed by zionists against Palestinian Gazans Lebanese. Any other Muslim

country or people of Iran will never bow to Israel or Saudi Arabia the world will not either.”

Targeting nonwhites (Identity, exhortation)
“Studies show non-whites view freedom completely different than whites, for example, <num-

ber> of Hispanics view hate speech as an act of violence which means they would ban it

...their view of hate speech could be anything, wake up your family and friends”

Importantly, the posts in Example 17 do not fall under hate or offensive speech (as cor-
roborated by Mathew et al.’s annotations), again demonstrating inciting speech as a distinct

category.

5.4.2 Textual Signatures of Incitement Strategies

Linguistically, each rhetorical strategy can be characterized by its most frequent words, which
we call textual signatures. We obtain these textual signatures for sentences in INCITE. First,
to be context natural, we removed prominent words such as Hindus, Muslims, India, people,
and country from these sentences. Second, we visualized the word clouds for each rhetorical
strategy, as shown in Figure 5.3.

For the identity strategy (Figure 5.3a), words such as allah, Islam, quran, and mosque
indicate the target community’s beliefs and practices along with pejoratives such as terrorist
and jihadi. For imputed misdeeds (Figure 5.3b), we found verbs showing violence such as killed,
looted, rape, and attack. Nouns such as children, daughter, women, and temple indicate the
victims or sites of the alleged misdeeds. For exhortation, action verbs such as make, stop, fight,
take, support, and boycott are prominent. Moreover, words such as now and today convey
an urgency to take action. This shows that the textual signatures are majorly distinct (despite

some common words) across three strategies.
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Figure 5.3: Prominent words found for each rhetorical strategy.

5.4.3 Distributions of the Incitement Strategies

We first applied our computational model (model details in the Supplementary Section 5.9) to
identify inciting speech from all posts in Saha et al.’s dataset. To this end, we took their entire set
of 4,782 posts and split them into 108,319 sentences. Our model predicted the three rhetorical
strategies or None for each sentence. A total of 29,755 inciting sentences were identified (9,374
for identity, 15,849 for imputed misdeeds, and 4,532 for exhortation); the remaining 78,564
being None. As corroborated by other studies (Yin et al. 2023; Saha et al. 2021), the proportion
of malicious instances is found low, which makes the detection task even more challenging
and important.

Figure 5.4 shows the relative distributions of these incitement sentences in both Islamo-
phobic and non-Islamophobic posts. For quality, we spot-checked the model’s predictions as

described later in this section.

Non-Islamophobic

0 10 20 30 40 50 60 70 80 90 100
M |dentity M Misdeeds M Exhortation M None

Figure 5.4: Relative distribution of incitement sentences from Islamophobic and non-
Islamophobic posts in Saha et al.’s dataset. Though, Islamophobic posts show a higher preva-
lence of inciting sentences, non-Islamophobic posts also show a substantial (~23%) proportion
of such sentences.
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We define inciting posts as those with at least one inciting sentence. We found a total of
3,972 inciting posts (1,102 Islamophobic and 2,870 non-Islamophobic), out of all 4,782 posts
(1,142 Islamophobic and 3,640 non-Islamophobic) in Saha et al.’s dataset. Example 13 shows a
non-Islamophobic but inciting post. Saha et al. don’t label such posts as Islamophobic because
such posts don’t portray Muslims (or Islamic traditions) as a threat. However, these posts seek
to elicit hostility or action against the target. For example, the underlined sentences in the
second part of Example 13 criticize Muslims (through the use of “mullah” as a pejorative) for
having large families (with a side attack on their allegedly poor values in terms of divorce) and
impute responsibility on them for draining the country’s economy (along with another side
attack based on their purportedly high relative population growth). The attacker even describes
this behavior of the target as a “sinister agenda.” Since such posts show hostility toward the
target, they are inciting in nature.

We conducted a spot-check of 100 inciting posts, 50 randomly selected from both Islam-
ophobic and non-Islamophobic posts. We reviewed these 100 posts and determined that 49
Islamophobic and 39 non-Islamophobic posts were inciting: they elicit hostility or urge readers
to act against Muslims.

For each post in Saha et al.’s dataset, we computed the percentage of identified inciting
sentences in it, as Figure 5.5 shows. Although the prevalence of inciting sentences is higher in
Islamophobic posts, what is surprising is how high it is for non-Islamophobic posts—again

indicating that inciting speech differs from fear speech.

100 100

80 80

60 60

Average = 48.22%

40 40

Average = 28.27%

20 20

Percentage of sentences that are inciting

500 1000 1500 2000 2500 3000 3500
Non-Islamophobic Posts

200 400 600 800 1000
Islamophobic Posts

Percentage of sentences that are inciting

Figure 5.5: Percentage of sentences that are inciting (in descending order) found in Islamo-
phobic and non-Islamophobic posts. On average, our model identified 48.22% of the sentences
in Islamophobic posts and 28.27% of the sentences in non-Islamophobic posts as inciting.
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Further, many inciting posts include two or more inciting sentences that instantiate distinct
rhetorical strategies. Figure 5.6 shows that the rhetorical strategies frequently co-occur. Many
inciting posts leave little to no chance by applying multiple strategies. Basically, over 75%
Islamophobic posts contain at least two, and 39% contain all three rhetorical strategies. On the
other hand, 57% non-Islamophobic posts have at least two and 25% have all three strategies.

o Z. o Z.

S o S (0

< (>4 I (¢S
$ % $ %
3 % 3 %

90 454

Exhortation Exhortation
(@) Over 75% (438+244+43+109) of the (b) Over 57% (718+492+209+217) of the
1,108 Islamophobic posts involve two or 2,870 non-Islamophobic posts involve
more strategies and 39% (438) involve all two or more strategies and 25% (718) in-
three. volve all three.

Figure 5.6: Distributions of inciting posts (identified by our model) across rhetorical strategies.

5.5 Inciting Speech Against Other Targets

We tweaked our computational model to check the prevalence of inciting speech against other
targets. We describe details of this model variant in the Supplementary Section 5.9. We apply
this variant on HateXplain (Mathew et al. 2021), a dataset rich in hate and offensive speech
extracted from Twitter and Gab that covers multiple targets. In Figure 5.1, we discussed how
hate speech is structurally different from inciting speech, whereas, in this section, we focus on
the language aspect of malicious speech.

HateXplain contains 20,148 posts. After removing posts with undecided labels (posts for
which Mathew et al.’s annotators did not agree) and infrequent targets, we were left with 15,905
posts. Out of these 15,905 posts, our model predicted 7,102 posts to be inciting. The evaluation
of our model on the HateXplain dataset is described in the Supplementary Section 5.9. Figure 5.7

shows the relative distribution of incitement sentences for hateful or offensive and other posts.
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Targets for these inciting posts are based on ethnicity, gender, sexual orientation, and so on.
Of these 7,102 posts predicted as inciting, 2,409 posts do not contain hate or offensive
speech (according to Mathew et al.), corroborating our finding that inciting speech is a distinct
category of malicious speech. For example, “Well this gives more credence to the hypothesis
that Zionism is behind the Muslim invasion to add strength and credence to Zionism and Israel
expansionism” incites readers against Zionists but fails to be identified by traditional malicious
speech (Mathew et al. 2021). The other 4,693 posts are both considered inciting and hateful or
offensive. For example, “guilty until proven innocent unless it’s a jew or a n**ger [redacted],
or a lover of both” shows hatred toward Jews and Blacks (through abusive words) and incites

readers by criticizing the alleged advantage taken by both groups.

Hateful

Not Hateful
0 10 20 30 40 50 60 70 80 90 100
M |dentity M Misdeeds M Exhortation M None

Figure 5.7: Relative distributions of incitement sentences for hateful (including offensive)
posts and others. Not surprisingly, Hateful or offensive posts show a higher prevalence of
incitement sentences, yet other posts also show a substantial (~39%) proportion of incitement
sentences.

HateXplain identifies the target group for hateful or offensive posts. Figure 5.8 shows the

distribution of targets across posts that are both inciting and hateful or offensive.

Sexual orientation 705

Religion 1009

Gender 576

Figure 5.8: Distribution of targets across 4,693 posts that are both inciting and deemed hateful
or offensive by Mathew et al. (2021). Recall that HateXplain provides targets only for posts
deemed hateful or offensive.



5.6 Contributions and Novelty

We identified incitement as an under-studied but important form of antisocial communication
prevalent on social media and conducted the first computational study of it. Using qualitative
analysis, we found that three rhetorical strategies are used for religious incitement, also showing
that they are illustrated in diverse ways. Despite that, these strategies are distinct in their textual
signatures. Our dataset INCITE can be leveraged for future research on religious incitement.
Overall, our study contributes to the realm of malicious speech used in a religious context
(Saha et al. 2021; Chandra et al. 2021).

Using our computational tool, we identified these strategies from WhatsApp posts. More-
over, the tool enabled us to show that leading datasets having non-Islamophobic and non-
hateful or non-offensive posts contain a substantial amount of inciting speech. As a result,
we could demonstrate the prevalence of inciting speech toward other targets (such as ethnic

groups, gender, and sexual orientation), which may go unnoticed by hate-speech detectors.

5.7 Related Work

In this section, we discuss existing studies related to various malicious speech such as hate,
provocation, dangerous, Islamophobia, and fear speech. We also show how our study is different

from these studies.

5.7.1 Hate Speech

There is no all-encompassing definition of hate speech (Benesch 2014). Typically, hate speech
is considered abusive speech and a direct serious attack on an individual or a group based
on attributes such as race, ethnicity, religion, and sexual orientation (Sellars 2016; ElSherief
et al. 2018). Due to its direct and abusive attacks, hate speech often contains derogatory words
such as n*gger and a**hole that are used against the target (ElSherief et al. 2018). However,
inciting speech doesn’t necessarily have derogatory words. For example, “Question- What
is non-violence... 22 Answer: Bakra Eid” uses sarcastic language to incite readers against the
Muslim tradition of sacrificing goats (“Bakra” in Hindi) during the Eid-ul-Adha celebration. As
a result, this sentence falls under the identity strategy of incitement but not hate speech.
Many studies (Yin et al. 2023; Chiril et al. 2022; Aluru et al. 2021; Das et al. 2022; Bohra et al.
2018; Gambick and Sikdar 2017; Zhang et al. 2018; Nobata et al. 2016; Park and Fung 2017;
Del Vigna et al. 2017; Vitiugin et al. 2021) aim to understand or identify hate speech from text

but inciting speech is not well-studied.
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Moreover, hate speech (UN 2023) is defined between two parties, attacker and target. How-
ever, inciting speech involves an instrument (non-target) being hostile, angry, or taking action
against the target. In the same way, incitement differs from other studies involving two-party
situations such as cyberbullying (Huang et al. 2018; Singh and Hofenbitzer 2019).

5.7.2 Provocative Speech

Boudana and Segev (2017) conceptualize provocation as a communication strategy, “a speech
that elicits a nonviolent, beneficial, or a violent response from the target.” The literature
(Boudana and Segev 2017; de Castro et al. 2012; Champion and Clay 2007) on provocation
emphasizes its definition in a two-party environment, unlike inciting speech as introduced
here.

Moreover, to the best of our knowledge, no prior computational study seeks to understand

rhetorical strategies in a speech that elicits a response.

5.7.3 Dangerous Speech

Dangerous speech refers to the text that can invoke violence against a group (Speech 2023). Such
violence-invoking cases overlap with the exhortation strategy. For example, “Someday Hindus
should be ready to fight against Muslims.” falls into both dangerous speech and exhortation.
However, unlike dangerous speech, exhortation includes not just violence but also supporting
groups opposing a target and discriminating against the target’s businesses or possessions.
For example, “You buy only from Hindus like all your festivals, etc.” asks readers to boycott
other businesses. Such sentences indirectly urge readers to discriminate (potentially against

Muslims) without being dangerous speech.

5.7.4 Islamophobia and Fear Speech

The dictionary meaning of Islamophobia is fear of, dislike or hate toward, and discrimination
against Islam and Muslims (Webster 2023). In computational social science, most studies on
Islamophobia consider only dislike or hate (Sindoni 2018; Vidgen and Yasseri 2020; Chandra
et al. 2021). Such studies cover the cases overlapping with the identity strategy, however, still
miss the other two incitement strategies.

Other studies on Islamophobia focus on fear or threat aspects (Saha et al. 2021, 2023).
In particular, Saha et al. (2021) study Islamophobic (also called fearful) messages posted on
WhatsApp. They curate 27,000 posts from Indian public WhatsApp groups and find ~8,000
of them to be Islamophobic through manual annotation and similarity hashing (Gionis et al.
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1999). We adopt their dataset to find inciting sentences. Sometimes the same sentence may
induce hostility and fear (or threat). However, many inciting sentences such as “Muslims call
Jinnah great ... They should be ashamed of something” predominantly instill hostility and don’t
overlap with fear speech. In addition, fear speech doesn’t cover exhortation.

5.8 Discussion

We identify inciting speech as a form of malicious speech that is structurally distinct from hate
speech and provocative speech. We demonstrate that inciting speech is prevalent on social
media and yet linguistically undetected by hate and fear speech tools: specifically, in leading
social media datasets. This chapter doesn’'t emphasize that a religious group always targets
another, however, we acknowledge the prevalence of such inciting speech against all religious
groups (HAF 2023; Pew 2023). A potential benefit of identifying incitement is that doing so
can help in online moderation and resist readers from incoming inciting messages. We now

describe the conclusion and limitations of our study and propose future directions of research.

5.8.1 Conclusion

Previous studies focus on identifying hate and fear speech. To the best of our knowledge,
there is no existing study on understanding strategies used in incitement and computationally
identifying them. We found these strategies in the religious context and their prevalence against
many other targets, indicating inciting speech as a distinct category.

We develop INCITE, a dataset of 7,000 incitement sentences for the three rhetorical strate-
gies. Further, we used INCITE to train and evaluate multiple NLP models (embedding-based
and transformer-based) over five-fold cross-validation (Supplementary Section 5.9). Our best-
performing model, RoBERTa achieves an average of 0.851 AUC score. The automatic identifica-
tion of inciting sentences can prevent the spread of religious incitement and, in turn, prevent
possible violence against the target.

We will release our dataset using FAIR guidelines Wilkinson et al. (2016), by registering it
online, receiving its unique identifier and license, and sharing files for interoperability.

5.8.2 Limitations and Future Work

We primarily focus on religious incitement and train a computational model to identify it. We
also found the prevalence of the same rhetorical strategies against other targets. However,

building a cross-domain model for all targets is out of the scope of this work. Moreover, there
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can be other rhetorical strategies specific to non-religious domains, which can be explored
in future work. We envision our study as the first step toward understanding inciting speech
and hence can accelerate many future research in other social domains. Further, NLP models
can be built with a broad vision of identifying all three: inciting speech, fear speech, and hate
speech. Such models will serve as a one-stop solution to identify malicious text on social media.
Moreover, it will be interesting to conduct an affective analysis of all types of malicious speech

on multiple platforms.

5.8.3 Ethics Note and Broader Perspectives

We labeled the sentences present in posts from Saha et al. (2021). Such posts did not include
any private information of the WhatsApp users who wrote them. Moreover, since these posts
were part of public WhatsApp groups, neither Saha et al. (2021) nor we were required to obtain
the consent of WhatsApp users. We acknowledge that the nature of the text can be disturbing.
That’s why we did not hire crowd workers to annotate sentences. Instead, two researchers in
this project, who were aware of the nature of the text, completed the annotation.

Broadly, we envision a positive impact of this research, particularly accelerating future

research on inciting speech, using our dataset and rhetorical strategies found.

5.9 Supplementary Materials

5.9.1 Model Training and Evaluation

Our computational model is geared toward identifying incitement against Muslims. We con-
sidered the problem of identifying inciting sentences a multiclass classification task, for which
we explored multiple training approaches. From INCITE, each sentence was input to a model
and the output was one of the four classes: three rhetorical strategies and None. We discuss

multiple approaches and compare their performances below.

TF-IDF weighs each word in the corpus according to its Term Frequency (TF) and Inverse
Document Frequency (IDF) (Cahyani and Patasik 2021). Based on the number of unique
tokens in INCITE, TF-IDF yielded a 11,441-dimensional embedding for each sentence. We
provided these embeddings as input to multiple classifiers, including Logistic Regression
(LR) (Dreiseitl and Ohno-Machado 2002), Random Forest (RF) (Zakariah 2014), and
Support Vector Machine (SVM) (Cervantes et al. 2020), and compared their performance.

Word2Vec converted each word in INCITE into a 300-dimensional embedding (Mikolov et al.
2013). We obtained such word embeddings using the Word2Vec model pre-trained on
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the Google News dataset. To obtain a sentence embedding, we averaged Word2Vec
embeddings for all words present in that sentence. Further, sentence embeddings were
provided as inputs to LR, RE and SVM.

GloVe yields an embedding for each word in the corpus (Pennington et al. 2014). We used
Stanford’s GloVe model, which is trained on the Wikipedia dataset and returns a 100-
dimensional word embedding. We averaged these word embeddings in the same way
as we did in Word2Vec. Finally, we trained the above three classifiers on GloVe sentence
embeddings.

Universal Sentence Encoder (USE) applies a Deep Averaging Network (DAN) to extract 512-
dimensional embeddings for each sentence (Cer et al. 2018). We used these embeddings
as features of the LR, RE and SVM classifiers.

Transformers: We applied modern transformers such as BERT (Devlin et al. 2019), RoBERTa
(Liu et al. 2019b), and XLNet (Yang et al. 2019). We fine-tuned these models on our
dataset by adding a layer (with softmax activation) in the forward direction, containing
four output units (one for each class). These models were trained using a batch size of 32,
a maximum sequence length of 256, and five epochs to minimize the cross-entropy loss.
Trained each transformer on an online GPU having 16 GB memory took only between

seven and ten minutes.

The above approaches were evaluated on INCITE for five-fold cross-validation. INCITE was
divided into five folds in a stratified manner, leading to the same class distribution in each fold.
For evaluation, prior works on hate and fear speech (Pereira-Kohatsu et al. 2019; Salminen
et al. 2020; Saha et al. 2021) adopted the AUC-ROC metric because it measures the goodness of
fit, especially appropriate for imbalanced datasets. Since INCITE is also imbalanced, we also
leveraged the AUC-ROC score for evaluation.

Table 5.1 shows the AUC-ROC score (obtained by the one-versus-one method (Sklearn
2023)) achieved by the above approaches in five folds. Among embeddings-based methods,
TF-IDF with LR achieved 0.818 as the average AUC-ROC score, followed by Word2Vec with
SVM (0.815), USE with SVM (0.812), and GloVe with SVM (0.800). However, all transformer-
based approaches such as BERT (0.832 average AUC-ROC), RoBERTa (0.851 average AUC-ROC),
and XLNet (0.845 average AUC-ROC) outperformed embedding-based approaches. Overall,
RoBERTa achieved the highest average AUC-ROC score and was chosen as the best model for
identifying inciting speech.
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Table 5.1: AUC-ROC score for each of the five folds. Bold indicates the highest average AUC-
ROC score.

Approach Fold1 Fold2 Fold3 Fold4 Fold5 Average
TF-IDF + LR 0.810 0.825 0.832 0.805 0.820 0.818
TF-IDF + RF 0.790 0.793 0.812 0.786 0.803  0.780

TF-IDF + SVM 0.810 0.818 0.832 0.801 0.812 0.814

Word2Vec + LR 0.810 0.800 0.788 0.792 0.784 0.794
Word2Vec + RF 0.756 0.752 0.747 0.745 0.758 0.751
Word2Vec + SVM  0.823 0.820 0.805 0.816 0.814 0.815

GloVe + LR 0.784 0.785 0.775 0.755 0.766 0.773
GloVe + RF 0.760 0.758 0.752 0.760 0.758 0.757
GloVe + SVM 0.809 0812 0.793 0.794 0.795 0.800
USE + LR 0.812 0.825 0.801 0.786 0.807 0.806
USE + RF 0.768 0.773 0.760 0.754 0.757 0.762
USE + SVM 0.821 0.829 0.811 0.798 0.803 0.812
BERT 0.838 0.826 0.839 0.819 0.838 0.832
RoBERTa 0.851 0.849 0.854 0.845 0.856 0.851
XLNet 0.843 0850 0.856 0.833 0.847 0.845

5.9.2 Model for the HateXplain Dataset

Besides INCITE, we also applied our model on the HateXplain dataset (Mathew et al. 2021).

To check the prevalence of inciting speech against multiple targets, e.g., gender identity, we
tweaked our computational model. To this end, we replaced religion-specific or India-specific
words in INCITE with generalized tokens—i.e., Muslims by <target>, India by <country>, and
Quran, Allah, and Islam by <belief>. Second, we retrained our model on the modified corpus.
The intuition is that the retrained model learns how inciting speech is expressed without
over-fitting to Islamophobia or the Indian setting.

Since we don't have the ground truth of inciting speech for the HateXplain dataset, we
spot-checked of our model’s predictions. From 15,905 posts in HateXplain (Mathew et al. 2021),
our model predicted 7,102 to be inciting and others non-inciting.

For spot-checking, we first randomly selected and checked 50 posts predicted as inciting
and found 37 of them actually inciting (true positive percentage = 74%). Second, to analyze true
negatives, we checked 50 randomly selected posts predicted as non-inciting and found 45 of
them to be non-inciting, leading to 90% as a percentage of true negatives. Third, we randomly
selected 100 posts regardless of their predictions and analyzed them for recall. Our analysis

revealed 37 posts as inciting, out of which 27 were identified by our model, leading to a recall
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0f 72.9%.
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CHAPTER

6

CONCLUSIONS

This thesis delves into the interesting fact that similar NLP techniques (involving transfer
learning) can be leveraged to address diverse types of harassment. By investigating online
text where harassment is either described or caused, we gain several useful insights such as
how rogue functionalities are described, understanding violations of consent, and identifying
multiple strategies of incitement. Our research method includes utilizing large amounts of
natural language data, spanning across diverse contexts from multiple platforms: app reviews
on the Apple App Store, MeToo stories on Reddit, and inciting posts on WhatsApp. Our work
not only understands and tackles specific problems on these platforms but also sheds light on
the prevalence of similar issues on other platforms. This paves the way for future researchers
(intending to combat harassment) in multiple areas such as computational social science and
responsible computing. In this chapter, we discuss the summary of our findings (Section 6.1),

possible social impact (Section 6.2), and some future directions (Section 6.3).

6.1 Summary of Findings

In the realm of online harassment, an abuser (app user) exploits a mobile app to violate the
privacy expectations of other app users or third parties (called victims). We found that app

reviews reveal critical information about an app’s rogue functionalities, and hence are crucial

96



in auditing such apps. Relevant reviews were written by all parties (abusers, victims, and third
person), each expressing distinct linguistic variations. To our surprise, not only negative but
positive reviews (by abusers) also reported rogue behavior. While describing a rogue behavior,
we found that reviews vary in their claims (convincingness) and in describing the severity of
the incident. Using our computational method, we found a total of 239 rogue apps and four
prominent types of rogue functionalities.

In the real-world scenario, we consider MeToo stories from Reddit, expressing experiences
of sexual harassment and assault. We surveyed 29 helpers recruited from MeToo-related sub-
reddits and found that reading and responding to long MeToo stories is demanding. Hence, we
built a computational tool that identifies three important components of a MeToo story. Due to
multiple variations in the story structure, identifying and highlighting these components was
challenging. Our survey concluded that the tool was successful in reducing the demandingness
of reading and responding to such stories.

Using MeToo stories, we also studied how violations stories are linguistically expressed.
We found freely given as the most prominent violation and stories describing it frequently
mention time-sensitive attributes, as compared to other violations. Some violations (explicit
and enthusiastic; informed and specific) have positive correlations and hence co-occur. The
LIWC-22 (Boyd et al. 2022) analysis found that stories indicating consent violations illustrate
low confidence and leadership but high authenticity.

In the mixed scenario, we study inciting speech used in the religious context. Inciting speech
is both structurally and linguistically different from hate speech. Hence, it may be difficult
to be identified by traditional hate speech detectors. We found three rhetorical strategies in
incitement and identified them using our computational tool. Our analysis showed that these
strategies differ in their textual signatures. One post can contain multiple strategies but a
sentence typically has only one. We found the prevalence of such inciting speech on other
platforms such as Gab and Twitter, targeting groups based on non-religious attributes such as

sexual orientation and gender.

6.2 Social Impact

We discuss the possible social impact of our projects below. First, we describe how the problems
we solved can potentially prevent abusers from causing harassment. Second, we describe how

our computational methods can positively impact the victims.
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6.2.1 Preventing Abusers

Abusers can directly or indirectly harm the victims (Figure 1.1). For instance, abusers directly
harass the victim in the real-world scenario, however, exploit the online platform to harass in
the other two scenarios. We discuss the notion of preventing such harassment in each of the
scenarios below.

Abusers exploit rogue apps for spying and stalking purposes. The more the rogue apps, the
more options they have for such misuse. Moreover, some legitimate apps can be easily found
to have rogue functionalities and hence misused (Chatterjee et al. 2018). In order to prevent
such misuse, these apps should be brought into the attention of app distribution platforms
and developers. We did so as described in Section 2.7.2.

In the real-world scenario, abusers sexually harass or assault the victims. Since the harm
is directly done, we are incapable to prevent it. However, we mitigate its consequences by
assisting in providing support, as discussed in Section 6.2.2.

The case of mixed harassment is peculiar. Abusers exploit online platform to cause both
online and real-world harassment. As shown by our study, inciting speech is not only prominent
against religious communities but also against other targets such as people of an ethnicity,
sexual orientation, and so on. We found three types of rhetorical strategies that abusers leverage
to express incitement. Delving into such linguistic patterns are useful in identifying such speech

and preventing exploitation of online platforms.

6.2.2 Helping Victims

This thesis emphasizes the social good of victims by providing responsible NLP solutions. In
the online scenario, awareness of identified rogue apps may prevent future users (potential
victims) from installing them, curbing future misuse. Moreover, timely identification of such
apps and reporting them will be the first step toward their rectification. Our proposed approach,
iROGUE, can do so based on reviews received in real time. This step will make such apps safe
and privacy-sensitive from the victims’ perspective.

In the real-world scenario, providing support to the victims of sexual harassment and
assault is crucial to help them cope with trauma and depression (Andalibi et al. 2016). We built
a tool that can highlight important parts of a MeToo story. Through the survey of helpers, we
found that the generated highlights are not only important but significantly reduce the effort of
reading and responding to MeToo stories. As a result, our tool has proven effective at assisting
helpers in providing support.

In the mixed scenario, we built a computational model to identify inciting speech. Such

online speech may be disturbing for the target to read. Moreover, it may induce real-world ani-
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mosity and violence against the target. Identification models can be used for online moderation,

potentially preventing the reach of such speech to the instrument and target.

6.3 Future Work

We contribute three datasets: METHREE, MYCONSENT, and INCITE. In conjunction with our
findings, these datasets open up interesting directions for future research. We describe them
in detail below.

Cross-domain models can be trained to leverage knowledge in these datasets and identify
similar problems on other platforms. For example, INCITE can be used to learn inciting patterns
from WhatsApp and uncover similar patterns on other social media. Such models will not only
uncover interesting findings but also identify antisocial speech on multiple platforms. This
research may unveil a new category of antisocial speech which is under-studied and requires
attention. These efforts would be beneficial in real-time content moderation addressing new
kinds of problematic online text.

A comparative study between multiple platforms will provide an in-depth understanding of
the whole landscape of harassment. For example, investigating violation stories on the Safecity
(Safecity 2023) website and comparing them with MYCONSENT will provide a broad view of
real-world harassment. Stories on such websites may not be as long as Reddit stories, hence
language expressing violations may vary. Identifying differences in language from MYCONSENT
is an interesting direction. Moreover, many corporate portals allow employees to report their
harassment or assault experiences. Understanding incidents, effects, and consent through
stories from these various sources can help the authorities in providing effective support to
the survivors.

While tackling harassment, there is a scope for building explainable models that provide
transparency to users on how the prediction was made. For example, answering why a user’s
post is flagged as inciting and how they can improve its language. This may include suggesting
actions to the user to correct specific parts of their post. In the online harassment scenario, a
potential user can be warned about the harms of the app before installing it. This can be done
by mining previous reviews of that app and generating alarms based on the reported rogue
behavior.

We focus on specific problems in each of the scenarios. However, many targeted problems
in such scenarios are still unaddressed. In future, there is a scope of understanding cases such
as racial harassment, domestic violence, and so on. Social media studies focusing on such
sensitive topics may explore a different spectrum of societal problems.

All these directions accelerate research in multiple areas such as computational social

99



science and responsible computing. By acknowledging diverse experiences and contexts of
harassment, effective and sustainable Al solutions should be built to have a high societal
impact. At a large scale, such solutions would promote online and real-world interactions that

are safe and inclusive.
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APPENDIX

A

LABELING CODEBOOK

A.1 Labeling METHREE Dataset

We follow the following labeling instructions to annotate sentences in METHREE:

1. Incident: Any unwelcome sexual advances, sexual behavior, requests for sexual favors,
verbal or physical acts of a sexual nature, offensive jokes, or remarks that were either
sexual or based on someone’s gender were labeled as incidents (EEOC 2023; RAINN 2023).

2. Effects on the survivor: We considered survivors’ feelings and emotions that arose during
or after the incident. Examples range from feeling uncomfortable (due to the abuser’s

actions) to being afraid (emotion: fear) of reporting the incident.

3. Advice requested: We considered sentences in which survivors asked for suggestions on
topics related to the incident, e.g., whether to report the incident, where to get therapy

from, and how to face the abuser again.

Table A.1 shows examples of each category. For confidentiality, we have masked details
that might be used to identify survivors or abusers. The first example describes inappropriate
physical behavior and is considered an incident. The second example describes that the survivor
is sexually exploited (incident) and suffers from depression and anxiety (effects). In the third
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Table A.1: Relevant examples according to the labeling instructions. Columns I, E, and A reflect

the incident, effects, and advice requested, respectively.

Sentence I E

A Rationale

... he slid his hand up my leg and into my shorts. v

Inappropriate physical
behavior

...Twas sexually used by <abuser> on many occasions...I <
am in a constant battle with major depression, crippling

real event OCD (I ruminate for 16 hours/day) & debilitat-

ing anxiety.

Sexual abuse leading
to depression and anx-

iety

...I'm freaking out and have no one to talk to because no v
one knows about him or what happened ... What do I do?

V' Freaking out and ask-
ing about future action

Does anyone know how a legal advocate works and what
you experienced with them?

V' Asking for legal advice

example, the survivor expresses fear (by mentioning “freak out”) and seeks advice about dealing

with it. In the last example, the survivor seeks advice relating to the legal process. Table A.2

reports the Cohen’s kappa score among annotators.

Table A.2: Cohen’s kappa scores while labeling METHREE.

Annotators Incident Effects Advice requested

A, A, 0.798  0.793 0.891
Ay, Ag 0.720  0.725 0.843
As, A, 0.795  0.801 0.861
Total 0.772  0.774 0.865

A.2 Labeling INCITE Dataset

Two researchers in this project were the annotators. They were given a sentence and asked to

label one of the following categories: (i) Identity, (ii) Imputed misdeeds, (iii) Exhortation, and

(iv) None. Along with the sentence to label, they read preceding and succeeding sentences to

get enough context while labeling.

The labeling was conducted in three phases. In the first phase, the annotators were provided
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with initial labeling instructions, which they used to label a total of 400 sentences, in four rounds
of 100 sentences each. In this phase, Cohen’s kappa score was 0.48 (moderate agreement)
(Cohen 1960). After each round, the annotators discussed their disagreements, which helped
in finalizing the labeling instructions. In the second phase, the two annotators labeled 600
sentences using the final instructions, leading to Cohen’s kappa score of 0.73 (substantial
agreement). In the third phase, the remaining sampled sentences were split among the two
annotators, such that only one annotator labeled a sentence.

The final labeling instructions (codebook), including definitions and examples of each

rhetorical strategy, are shown below:

 Identity: Sentences that can stereotype or criticize the target, including its beliefs such

as its ideologies, sacred books (in a religious context), and leaders, such as

“In Kashmir, every person who speaks ‘Murdabad’ is a Muslim” (targeting Muslims)

“...Muslim children are well taught Jihadi Quran in madrasa” (targeting Quran, the main

Islamic scripture)

The first example claims that Muslims say ‘Murdabad’ (the Hindi word for India’s dis-
missal). Moreover, the second example (‘madrasa’ means Islamic school) mentions the
Quran to be Jihadi, meaning it spreads terrorism. Indirectly, the latter example typecasts
all Muslim children to become terrorists. Such sentences invoke hostility or anger against

Muslims and hence are considered inciting.

¢ Imputed misdeeds: Sentences that express ongoing or past misdeeds (real or fake) of the
target. These include oppressive incidents (such as violence) allegedly perpetrated by
the target. A relevant sentence structure is “X did violence to Y,” where X is the target and

Y is an individual or some other group of people. Such an example is presented below.

“<A person> - set fire - heavy damage at Sartala; 3 out of four rooms were destroyed”

* Exhortation: Sentences that urge readers to act against the target. For example, the
following sentence asks readers to support Hindus in the fight against Muslims. This
support-seeking is open to interpretation and can mean anything from boycotts to

violence against Muslims.

“Be violent for religion”
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“Always support Hindus in the fight of Hindu Muslim, right wrong no matter, all of them
later!”

We also considered subtle cases that indicate some action. For example, an indirect call

to shut down a madrasa (Islamic school) is depicted in the following:

“If the madrasa is not closed, after 15 years, more than half of the Muslims of the country
will be supportive of the ISIS ideology”

The sentences not indicating any of the above types were labeled None. Combining the sen-

tences annotated in the three labeling phases, we curated a dataset of 7,000 sentences.

A.3 Labeling MYCONSENT Dataset

The three researchers in this project were annotators. We defined our labeling instructions
following the definitions given in the FRIES framework. The instructions contained language
examples (shown below) that helped annotators to identify each consent violation. We divided
the labeling process into two phases. First, 400 sentences were distributed among all annotators
such that two of them labeled each sentence. For interrater agreement, we computed the G-
index of agreement (Holley and Lienert 1974), which is preferred over Cohen’s kappa (Cohen
1960) for datasets with multiple categories labeled “no” (Bonett 2022). We report G-index
in Table A.3. According to Bonett (2022), the agreement is “excellent” (0.75-1.00 range) for
reversible and specific categories, and “good” (0.51-0.75 range) for other categories. Second,
after achieving reliable agreement, we equally distributed the remaining 600 sentences such
that each is labeled by one annotator. After removing duplicates from a total of 1,000 stories,
we were left with 989 labeled stories.

M1t

Violation of Freely given: “I was sleeping”, “My gynecologist/doctor/teacher/relative/massage
therapist did something ...and I felt pressured to be part of it” (uneven power dynamics),
“Twas drunk’, “I was minor/underage’, “I was tricked into it", “I was high on drugs and

don’t remember it”

Violation of Reversible: “Isaid no but he/she/they kept going’, “I wanted to stop but he/she/they
didn’t let me”

Violation of Informed: “Twentin fora hugand then he/she/they grabbed my br**sts/b*tt/XYZ’,
“I thought we were using a condom but then I found out the other person never put one on’,
“I thought we had both been tested but I found out he/she/they lied and had an STD’, “I just
wanted to kiss for a second but then he/she/they made out with me for a whole minute”
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Violation of Enthusiastic: “I didn’t really want to but I wanted to make him/her/them happy’,

» o« » o«

“I felt pressured so 1 gave in’, “I let it happen’, “I wasn't that excited”

Violation of Explicit: “I didn'’t say anything that would make him/her/them think I wanted to’,
“He assumed’, “I said maybe’, “I said I'd be okay with it later but he/she/they said no we
need to do it now”

Violation of Specific: “We were making out and I wanted to stop there but we did more’, “I told
him/her/them I wanted to just do XYZ but then he/she/they did something else...”

Table A.3: G-index of agreement while labeling MYCONSENT.

Violation type G-index of agreement (Holley and Lienert 1974)

Freely given 0.64
Reversible 0.76
Informed 0.81
Enthusiastic 0.58
Explicit 0.56
Specific 0.76
Unknown 0.67
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