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Abstract. This paper presents the development of TIAA, a visual tadddiin-
trusion alert analysis. TIAA is developed to provide an iatgive platform for
analyzing potentially large sets of intrusion alerts reépdy heterogeneous in-
trusion detection systems (IDSs). To ensure timely respdresn the system,
TIAA adapts main memory index structures and query optitiopatechniques
to improve the efficiency of intrusion alert correlation.ARH includes a num-
ber of useful utilities to help analyze potentially intargsintrusion alerts, in-
cluding alert aggregation/disaggregation, clustering analydisused analysis,
frequency analysis, link analysisndassociation analysisMioreover, TIAA pro-
vides several ways to visualize the analysis results, ngakkieasier for a human
analyst to understand the analysis results. It is envistgg human analyst and
TIAA form a man-machine team, with TIAA performing automatiasks such
as intrusion alert correlation and execution of analysikties, and the human
analyst deciding what sets of alerts to analyze and how thbysia utilities are
applied.
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1 Introduction

Intrusion detection has been studied for more than 20 y®ar®us kinds of research
and commercial intrusion detection systems (IDSs) hava Heeeloped and deployed.
Examples of IDSs include EMERALD [1], STAT series scendrased IDSs [2, 3],
Snort [4], and ISS’s RealSecure\s a security mechanism complementary to intrusion
prevention techniques such as access control and authamticintrusion detection
serves as a second line of defense of today’s networks aadnation systems.

However, intrusion detection is still facing several chalies. Besides the inabil-
ity to detect unknown attacks without generating a large Ipemnof false alerts, most
of today’s IDSs suffer from two additional problems. Finstost of the IDSs focus on
low-level, individual attacks or anomalies, without cajrig the logical steps or strate-
gies behind these attacks. As a result, human users havaite figt the connections
between alerts. Second, current IDSs usually generatge tarmber of alerts, which
include both real and false alerts. In situations wheredlage intensive intrusions, not
only are actual alerts mixed with false alerts, but the nundelerts also becomes
unmanageable. As a result, it is difficult for human usersitbusion response systems
to understand the intrusions behind the alerts and takeopppte actions.

! http://www.iss.net.
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In this paper, we present the development of TIAA, a visualkib for intrusion
alert analysis, which is intended to address the aforemmeeti problems and thus to
improve the usability of the current IDSs.

The primary goal of TIAA is to provide system support for irgetive analysis
of intrusion alerts reported by misuse detection systen&ATis based on the alert
correlation techniques that we developed in [5] and [6].ilBesthe previous results, in
this paper, we develop several additional techniques toaugalert analysis. First, to
ensure timely response from TIAA, we adapt several main nmgimdex structures and
query optimization techniques to improve the efficiencyrtfusion alert correlation.
Second, in addition to the analysis utilities we proposg6éJywe develop several other
utilities to facilitate the analysis of potentially largets of intrusion alerts, including
alert aggregation/disaggregation, clustering analy$isquency analysis, link analysis
andassociation analysiginally, we develop two additional visual representasion
analysis results besides hyper-alert correlation graphysgsed in [5], making it easier
for a human analyst to understand the analysis results.dtvgsaged that a human
analyst and TIAA form a man-machine team, with TIAA perfongiautomated tasks
such as intrusion alert correlation and execution of anslyslities, and the human
analyst deciding what sets of alerts to analyze and how talysis utilities are applied.

The remainder of this paper is organized as follows. Seciqmesents the ar-
chitecture of TIAA. Section 3 gives the efficient alert cdateon algorithm, which
adapts main memory index structures and query optimizagchniques. Section 4
presents the interactive analysis utilities. Section gflyridescribes the implementa-
tion of TIAA. Section 6 discusses related work, and secti@oricludes this paper and
points out some future research directions.

2 TIAA Architecture

TIAA is composed of three subsystenadert collection subsystem, alert correlation
subsystemandinteractive analysis subsystemhich are centered arounckaowledge
baseand adatabaseFigure 1 shows the architecture of TIAA.

The knowledge base stores the prior knowledge of varioussty alerts possibly
raised by IDS sensors. Such knowledge is represented itiredf ahyper-alert type
for each type of alerts. A hyper-alert type consists of thertaattributes, the prereg-
uisite, and the consequence of the alerts. Informally, tleeggjuisite of an alert is the
necessary condition for the corresponding attack to subcaed the consequence is
the possible outcome of the attack. (Further details ot atarelation will be given in
Section 3.) Both prerequisites and consequences are egpeesas predicates that take
alert attributes as arguments. The knowledge base thiessdatictionary of predicates,
the implication relationships between these predicates,aacollection of hyper-alert
types. Moreover, to facilitate the management of a potiynterge number of intrusion
alerts, TIAA stores all the alerts and the analysis resuolthé database.

The purposes of the alert collection subsystem are to regbly potential naming
inconsistency in different types of IDS sensors and to itaté the central storage of in-
trusion alerts. Ideally, a common intrusion alert formattsas IDMEF [7], if adopted,
should revolve possible naming conflicts in intrusion aldftowever, in practice, possi-



TIAA: A Visual Toolkit for Intrusion Alert Analysis 3

Alert Collection Subsystem
Vendor Specific_
Alert Schema 1
Batch/Streamed Alerts in |
Vendor Specific Format51 |

Alert Correlation Subsystem

- | | Batoh/Streamed Raw Alert
— : atch/Streamed Raw Alerts Hyper-alert
— | Alert Collector [ » P -
] ! Generator
IDSs | BatchiStreamed AlertsIn §+ & & ;
; IDMEF Format [ i Batch Hyper-alerts—

'
— ~ — — — — IDMEF Schema — — 4

Streamed
Hyper-alerts

Database

Collections of Hyper-alerts:

) ! Engine
j¢——Correlation Results

I
il
|
|
|
I
|
[l
|
1
I

Analysis i

I

Results |

|— — -Hyper-alert Types — — — _i |

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, ! |

‘ 0 : : \

: ¥ > !
: Analysis Utilities ! | Knowledge

Base

I
I
I
1
1
1
I
I
I
1
i ! i
Hyper-alerts-————| Correlation :
I
I
1
1
1
I
I
1
1
I

. _ . Hyper-alert Types &
Implication Relationships

!| (Alert Aggregation, Focused Analysis, Clustering Analysis,
Frequency Analysis, Link Analysis, Association Analysis)

3
User Ilnputs Analysis Results
I
’ GUI ‘
A ——  — . 3
User I!npuls ‘Q::TL‘Z;‘; j‘ Interactive Alert ——» Batch Alert Data
; Output Analysis Subsystem ———— > PriorKnowledge
: i i — Streamed Alert Data

Fig. 1. The Architecture of TIAA

ble inconsistency still remains. For example, IDMEF allaxesdor specific names for
the classification of alerts, and it is possible to have dffie classifications in differ-
ent IDSs for the same attack. The current version of TIAA sufspIDMEF alerts and
ISS’s RealSecure. More vendor specific alerts can be suggpbst adding additional
software components.

Alert correlation forms the foundation of intrusion alenadysis in TIAA. Our alert
correlation is centered arouriyper-alerts Intuitively, a hyper-alert is an instance of
a hyper-alert type, and may correspond to one or many imnuglerts reported by the
IDS sensors. The alert correlation subsystem is composatioofomponentshyper-
alert generatoandcorrelation engineThe hyper-alert generator produces hyper-alerts
based on the intrusion alerts collected by the alert calacsubsystem, and at the
same time, derive the prerequisites and the consequenties bjper-alerts using the
information stored in the knowledge base. The correlatiggiree then uses these results
to perform the actual correlation.

The interactive alert analysis subsystem is the most atifiart of TIAA; it consists
of a set of interactive analysis utilities and a graphicafsterface (GUI). The utilities
are developed in such a way that they can be applied indeptnde a collection of
hyper-alerts. As a result, these utilities can be iteratigpplied to a collection of hyper-
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alerts generated by previous analysis. The analysis seatdtvisualized in a graphical
form, and presented to the user through the GUI. Theseesibtilow roll-up/drill-down
analysis of alerts. Intuitively, a human analyst may hagiHevel view of a potentially
large set of intrusion alerts, and gradually investigatec#fit details as he/she knows
more about the alerts.

There are currently six utilities in our system: alert aggréon/disaggregation,
clustering analysis, focused analysis, frequency argllisk analysis, and association
analysis. The input of each utility is a collection of hyderts (or the collection of
raw alerts corresponding to these hyper-alerts) genefatdtle correlation engine or
an analysis utility. The output is either another collectad hyper-alerts, or properties
of the input hyper-alerts. The output results are saved baokhe database for possi-
ble further process. The details of the interactive analggddel and the utilities will be
discussed in Section 4.

3 Efficient Intrusion Alert Correlation

Intrusion alert correlation in TIAA is based on our techrégpresented in [5], which
have been shown to be promising in constructing high-lettatk scenarios from low-
level alerts.

Although the techniques in [5] provide a foundation for akmrrelation in TIAA,
a few challenges remain to be addressed. In particular, @wiqus implementation in
[5] was aimed at validating the correlation techniquetielittention was paid to the ef-
ficiency issue. As a result, correlating a large set of alestsally results in a long delay.
Such performance is clearly not suitable for interactivalgsis. Our timing analysis
indicates that the main reason for this delay is that theipusvimplementation relies
on the DBMS to perform the correlation, and the performanaitidneck lies in the
interaction between the alert correlation program and tBMS. To address this prob-
lem, we investigate a number of main memory index struct(eeag, Linear Hashing
[8] and T Trees [9]), and develop a few techniques to perfdert aorrelation in main
memory by taking advantage of the unique features of intrualert correlation.

To be self-contained, in this section, we first give a briefmiew of the intrusion
alert correlation model (See [5] for more details.), anchtbescuss our efficient corre-
lation techniques.

3.1 Overview of the Intrusion Alert Correlation Model

The alert correlation model is based on the observationithaeries of attacks, the
component attacks are usually not isolated, but relatedfaseit stages of the attacks,
with the early ones preparing for the later ones. For exangleattacker has to install
Distributed Denial of Service (DDOS) daemon programs leefe can launch a DDOS
attack. To take advantage of this observation, we corralatés using prerequisites and
consequences of the corresponding attacks. Intuitiiedpterequisiteof an attack is

the necessary condition for the attack to be successfulekample, the existence of
a vulnerable service is the prerequisite of a remote bufferftow attack against the
service. Moreover, an attacker may make progress (nstall a Trojan horse program)
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as a result of an attack. Informally, we call the possibleconte of an attack theon-
sequencef the attack. In a series of attacks where earlier ones arelsed to prepare
for later ones, there are usually connections between theetuences of the earlier
attacks and the prerequisites of the later ones. Accorgimggd identify the prerequi-
sites €.g, existence of vulnerable services) and the consequerogsdiscovery of
vulnerable services) of attacks and correlate detectedlst(.e., alerts) by matching
the consequences of previous alerts and the prerequiii@eoones.

We use predicates as basic constructs to represent prsiteg@nd consequences of
attacks. For example, a scanning attack may discover UDRcssrvulnerable to cer-
tain buffer overflow attacks. We can use the preditid®Vulnerable ToBORVictimIP,
VictimPor( to represent this discovery. In general, we use a logicahfa,i.e., logical
combination of predicates, to represent the prerequiée attack. Thus, we may have
a prerequisite of the forrdDPVulnerableToBORVictimlIP, VictimPor} A UDPAcces-
sibleViaFirewall (VictimIP, VictimPor}. Similarly, we use a set of logical formulas to
represent the consequence of an attack.

With predicates as basic constructs, we ubgzer-alert typeo encode our knowl-
edge about each type of attackshyper-alert type Tis a triple fact, prerequisite, con-
sequencewhere (1)factis a set of attribute names, each with an associated domain of
values, (2)prerequisiteis a logical formula whose free variables are alfact, and (3)
consequencis a set of logical formulas such that all the free variabtesansequence
are infact Intuitively, thefact component of a hyper-alert type gives the information
associated with the alepprerequisitespecifies what must be true for the attack to be
successful, andonsequencdescribes what could be true if the attack indeed happens.

Given a hyper-alert typd@ = (fact, prerequisite, consequernca hyper-alert (in-
stance) h of type 1B a finite set of tuples ofact, where each tuple is associated with an
interval-based timestampégintime, endtime]. The hyper-alert, implies thatprereg-
uisite must evaluate to True and all the logical formulasémsequencmight evaluate
to True for each of the tuples. THact component of a hyper-alert type is essentially
a relation schema (as in relational databases), and a lajgeiis a relation instance
of this schema. A hyper-aleistantiatests prerequisiteand consequencby replac-
ing the free variables iprerequisiteand consequencwith its specific values. Note
thatprerequisiteandconsequencean be instantiated multiple timesféct consists of
multiple tuples. For example, if an IPSweep attack involsegeral IP addresses, the
prerequisiteandconsequencef the corresponding hyper-alert type will be instantiated
for each of these addresses.

To correlate hyper-alerts, we check if an earlier hypertaentributego the prereg-
uisite of a later one. Specifically, we decompose the préséqof a hyper-alert into
parts of predicates and test whether the consequence ofrier égper-alert makes
some parts of the prerequisite Truee( makes the prerequisite easier to satisfy). If
the result is positive, then we correlate the hyper-alémtsur formal model, given an
instanceh of the hyper-alert typd = (fact, prerequisite, consequencéhe prerequi-
site set (or consequence set, resp.qhptlenotedP(h) (or C'(h), resp.), is the set of
all such predicates that appeapirerequisite(or consequenceesp.) whose arguments
are replaced with the corresponding attribute values ofi ¢éagle inh. Each element
in P(h) (or C(h), resp.) is associated with the timestamp of the correspgrtdple in
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Fig. 2. A hyper-alert correlation graph discovered in our previeMperiments

h. We say that hyper-aleft; prepares forhyper-alerth, if there existp € P(hs) and
C C C(h1) such that for ale € C, c.end_time < p.begin_time and the conjunction
of all the logical formulas irC' impliesp.

Given a sequencé of hyper-alerts, a hyper-alefitin S is acorrelated hyper-alert
if there exists another hyper-aldrt such that eitheh prepares for' or i’ prepares
for h. We use ahyper-alert correlation graphio represent a set of correlated hyper-
alerts. Specifically, &ayper-alert correlation graplC' G = (IV, E) is a connected graph,
whereN is a set of hyper-alerts and for each pajr n, € N, there is a directed edge
from ny to ny in E if and only if n; prepares fons. Figure 2 shows one of the hyper-
alert correlation graphs discovered in our experimenth wie 2000 DARPA intrusion
detection evaluation datasets. Each node in Figure 2 rejpt®a hyper-alert, where the
label inside the node is the hyper-alert type followed byttiper-alert ID.

3.2 Efficient Correlation Using Main Memory Query Optimization Techniques

In our previous work [5], we expanded the consequence seaaf byper-alert by in-
cluding all predicates implied by the consequence set. Wehzaresult theexpanded
consequence sef the hyper-alert. The predicates in both prerequisite exganded
consequence sets of the hyper-alerts are then encodedrintssalledEncoded Pred-
icateand stored in two tableBrereqSeandExpandedConseqSatong with the corre-
sponding hyper-alert ID and timestamp. Both tables havibatesHyperAlertID, En-
codedPredicatgbegintime, andendtime, with meanings as indicated by their names.
As a result, alert correlation can be performed using thiediohg SQL statemert

SELECT DISTINCT c.HyperAlertID, p.HyperAlertID
FROM PreregSet p, ExpandedConseqSet ¢
WHERE p.EncodedPredicate = c.EncodedPredicate AND diemel< p.begintime

The essential problem of efficient alert correlation is tofen this SQL query ef-
ficiently. One option is to directly use database query ojtion techniques, which

2 This SQL statement is simplified for the sake of discussioheWalerts are reported from
multiple IDS sensors, the sensor id and the maximum timestdifference (which is the
maximum difference between the timestamps of alerts radiyatifferent IDS sensors for the
same attack) must be taken into consideration.
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have been studied extensively for both disk based and mainamedatabases. How-
ever, alert correlation has distinctive access patteras thipical database applications,
and the unique characteristics in alert correlation prespportunities for further im-
provement. Thus, we decide to adapt existing query optitimzaechniques, especially
main memory index structures such as T Trees [9] and Lineahldg [8], by taking
advantage of the unique features of alert correlation,isgakore performance gains
than that can be achieved by generic query optimizatiomigcies.

Correlating Intrusion Alerts (without Memory Constraint) Figure 3 presents a
nested loop method that can accommodate streamed alegth@Aname suggests,
nested loop correlation is adapted from nested loop joif.J1Dassumes that the in-
put hyper-alerts are ordered ascendantly in terms of thegirtming time. With such

methods, an alert correlation system can be pipelined mifhand produce correlation
result in a timely manner.

The nested loop method takes advantage of main memory indetwges. Many
different kinds of index structures have been proposedanitérature. In our study, we
focus on the following ones: Array Binary Search [11], AVLeBs [12], B Trees [13],
Chained Bucket Hashing [14], Linear Hashing [8], and T Tri®s(Details of these
index structures can be found in the corresponding refeehc

While processing the hyper-alerts, the nested loop methaidtains an index struc-
tureZ for the instantiated predicates in the expanded consequsis along with the
corresponding hyper-alerts. Each time when a hyper-alesrprocessed, the algorithm
searches if¥ for each instantiated predicagethat appears ik’s prerequisite set. A
match of a hyper-alet’ implies thath’ has the same instantiated predicatm its
expanded consequent sethIfEndTime is beforé.BeginTime, therk' prepares fof..

If the method processes all the hyper-alerts in the ascgralider of their beginning
time, it is easy to see that the nested loop method can finehdlbaly the prepare-for
relations between the input hyper-alerts.

We develop two adaptations to improve the performance afetfiedex structures.
Ouir first adaptation is based on the following observation.

Observation 1 Multiple hyper-alerts may share the same instantiatedigggé in their
expanded consequence sets. Almost all of them prepare &erhlyper-alert that has
the same instantiated predicate in its prerequisite set.

Observation 1 implies that we can associate hyper-alettsavi instantiated pred-
icatep if p appears in the expanded consequence sets of all these dlgpsr-As a
result, locating an instantiated predicate directly le@dbe locations of all the hyper-
alerts that share the instantiated predicate in their expaigonsequence sets. We call
the set of hyper-alerts associated with an instantiatedigaite ahyper-alert container

However, using hyper-alert containers does not alwaydtrgsbetter performance.
There are two types of accesses to the index structure ingbtah loop correlation
method (Figure 3): insertion and search. For the index &iras that preserve the order
of data items in them, insertion implies search, since eswh tvhen an element is
inserted into the index structure, we have to place it in tight” place. Using hyper-
alert container does not increase the insertion cost sigmifiy, while at the same time
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Outline of Nested Loop Correlation
Input: Alist H of hyper-alerts ordered ascendantly in their beginninggsim
Output: All pairs of (h', h) such that botth andh’ are inH andh’ prepares foi.
Method:
Maintain an index structur for instantiated predicates in the expanded conseqguence
sets of hyper-alerts. Each instantiated predicate is &sdowith the corresponding
hyper-alert. Initially,Z is empty.
1.for each hyper-aleit in H (accessed in the given order)
for each instantiated predicgten the prerequisite set df
Search the set of hyper-alerts with index kein Z. Let H' be the resullt.
for eachh’ in H’
if (h’.EndTime< h.BeginTime)then output ¢, k).
for eachp in the expanded consequence seh of
Insertp along withh into Z.

Nogaswhd

end

Fig. 3. Outline of the nested loop alert correlation methods

reduces the search cost. However, for the non-order prieggindex structures such as
Linear Hashing, insertion does not involve search. Usingemalert containers would
force to perform a search, since the hyper-alerts have tabm the right container.
In this case, hyper-alert container decreases the seastlbgbincreases the insertion
cost, and it is not straightforward to determine whetheraherall cost is decreased or
not. We resolve this issue through extensive experimentdles [15].

Observation 2 There is a small, static, and finite set of predicates. Tweaimsated
predicates are the same only if they are instantiated froestime predicate.

Observation 2 leads totavo-level index structurdeach instantiated predicate can be
split into two parts, the predicate name and the argumenis tdp-level index is built
on the predicate names. Since we usually have a static arldseinaf predicate names,
we use Chained Bucket Hashing for this purpose. Each eleimémé top-level index
further points to a second-level index structure. The sddewel index is built on the
arguments of the instantiated predicates. When an inatadtpredicate is inserted into
a two-level index structure, we first locate the right hasbket based on the predicate
name, then locate the second-level index structure witkerhiash bucket (by scanning
the bucket elements), and finally insert it into the secawllindex structure using the
arguments.

We expect the two-level index structure to improve the penénce due to the fol-
lowing reasons. First, since the number of predicates idl emd static, using Chained
Bucket Hashing on predicate names is very efficient. In opegrents, the size of the
hash table is set to the number of predicates, and it uswakstone or two accesses
to locate the second-level index structure for a given magéiname. Second, the two-
level index structure decomposes the entire index stragtio smaller ones, and thus
reduces the search time in the second-level index.
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We have performed an extensive set of experiments, and shiésare described in
arelated technical report [15]. Because of the space mgizannot include the detalied
results in this paper. In summary, these experiments detmaded that (1) hyper-alert
containers improve the efficiency of order-preserving indeuctures, with which an
insertion operation involves search, (2) two-level indepioves the efficiency of all
index structures, and (3) a two-level index structure canimlgi Chained Bucket Hashing
and Linear Hashing with hyper-alert container is the maitieht for streamed alerts.

Correlating Intrusion Alerts with Limited Memory The previous approaches to in-
memory alert correlation have assumed that all index sirestfit in memory during
the alert correlation process. This may be true for anatyaitrusion alerts collected
during several days or weeks; however, in typical operatisnenarios, the IDSs pro-
duce intrusion alerts continuously and the memory of the atarelation system will
eventually be exhausted. A typical solution is to use a fistidvindow” to focus on
alerts that are close to each other; at any given point in,tonky alerts after a previous
time point are considered for correlation. This is equinél® ignoring “correlated”
alerts that are too far from each other.

We adopt a sliding window which can accommodate up iatrusion alerts. The
parametert is determined by the amount of memory available to the iiruslert
correlation system. Since our goal is to optimize the intmslert correlation process,
we do not discuss how to choose the appropriate valti@dhis paper. Each time when
a new intrusion alert is coming, we check if inserting thisvradert will result in more
thant alerts in the index structure. If yes, we remove the oldestt éiom the index
structure. In either case, we will perform the same coriatgprocess as in Section 3.2.
It is also possible to add multiple intrusion alerts in batichthis case, multiple old
alerts may be removed from the index structure.

Using a sliding window in our application essentially ingdideleting old intrusion
alerts when there are more thamlerts in memory. This problem seems trivial at the
first glance, since all the data structures have known aeletigorithms. However, we
soon realize that the index structures we use in the predtgaithm are in terms of
instantiated predicates. To remove the oldest intrusienslwe need to locate and
remove alerts in terms of their timestamps. Thus, the previndex structures cannot
be used for deleting alerts.

To address this problem, we addecondary data structute facilitate locating the
oldest intrusion alerts. Since the intrusion alerts arerites! as well as removed in terms
of their time order, we use a queue (simulated with a circhidfer) for this purpose.
Each newly inserted intrusion alert also has an entry addtedhis queue, which points
to its location in theprimary index structuréuilt in terms of the instantiated predicates.
When we need to remove the oldest intrusion alert, we simptyuéue an alert, find
its location in the primary index structure, and delete redily. Indeed, this is more
efficient than the generic deletion method of the order puéisg index structuresq.g,
AVL Trees), since deletion usually implies search in thasiek structures.

We have also performed a series of experiments to study tHierpgnce of alert
correlation when there is limited memory [15]. Our expenrteeindicated that even if
there is memory constraint, two-level index combining @leai Bucket Hashing and
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Linear Hashing is still the most efficient index structure $treamed alerts. Thus, we
use the nested loop correlation with the above two-levedinith the current TIAA
implementation.

4 TIAA Interactive Analysis Utilities

The most critical part of TIAA is its interactive analysidmmystem, which consists of a
set of interactive analysis utilities and a GUI. In this gmttwe first give an overview
of these utilities, and then describe them individually @tadl.

4.1 Overview

Intrusion alerts are organized intollections of hyper-alerts TIAA's interactive anal-
ysis subsystem. Each collection consists of a number ofhgleets, and each hyper-
alert corresponds to one or mai@w intrusion alertsreported by IDS sensors. Hyper-
alerts in different collections may correspond to the saameintrusion alerts; however,
each raw intrusion alert corresponds to at most one hyet-aithin one collection,
and each hyper-alert belongs to one and only one collection.

Each utility takes a collection of hyper-alerts as inputpBreding on the output,
these utilities can be divided into two classkgper-alert generating utilitieandfea-
ture extraction utilities Intuitively, a hyper-alert generating utility outputs aw col-
lection of hyper-alerts, while a feature extracting wiliinly outputs the properties of
the input collection of hyper-alerts.

We have developed a number of utilities, includaigrt aggregation/disaggregation,
clustering analysis, focused analysis, frequency angljisk analysisandassociation
analysis The first three utilities are hyper-alert generating ti#i$, while the following
three are feature extraction utilities. Among these ig#it focused analysis has been
discussed in our previous work [6], and alert aggregatisafyregation and clustering
analysis are extended from tlagljustable graph reductioand graph decomposition
presented in [6], respectively.

TIAA provides both text-based and visualized represematiof the analysis re-
sults. Each collection of hyper-alerts can be visualizethnia ways. The first is the
hyper-alert correlation graph discussed in Section 3.@e(Sgure 2 for an example.)
Hyper-alert correlation graphs provide an intuitive regmetation of the causal rela-
tionships between hyper-alerts. Because a hyper-alertaoagspond to many alerts
reported by IDS sensors, hyper-alert correlation graphspravide a concise view of
a potentially large number of raw intrusion alerts. Nevel#iss, certain information,
especially the exact time information, is hidden in a hyglert correlation graph.

In addition to hyper-alert correlation graphs, TIAA alsmypides achronological
alert correlation graphto represent correlated alerts. In a chronological aleretation
graph, each node represents one raw alert reported by areli3®is Nodes are arranged
vertically in the order in which they are reported, with nefiece to a time line. Each
directed edge from one node to another represents thatitimef@repares for the latter.
Chronological alert correlation graphs are intended foselexamination of a small set
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Fig. 4. A chronological alert correlation graph.

of correlated alerts; they could be difficult to read whenr¢hare a large number of
alerts. Figure 4 shows an example of a chronological aleretation graph.

TIAA also visualizes the results of link analysis. We willldg its discussion until
the section of link analysis.

The GUI is a critical component to facilitate interactiveaysis. With the support of
the GUI, an analyst may examine various properties of inéeliate analysis results. For
example, an analyst may click on a node in a hyper-alert @iioa graph to examine
the attributes of all the raw alerts corresponding to thiden@n analyst can then make
appropriate decision about the next step in intrusion aigly

Note that these utilities are intended for interactive gsialwhere it is usually dif-
ficult to determine what to do before the analyst sees theubatipthe previous step.
We argue that this is often the case in practice. Thus, theliges are developed as
independent building blocks. It is certainly possible ttomuate some of them, if there
is a clear reasoning framework as to how these utilities meagpplied. Nevertheless,
we focus on the description of individual utilities in thiager, while considering auto-
mated analysis process as our future work.

4.2 Alert Aggregation/Disaggregation

The purpose of alert aggregation is to reduce the complexity collection of hyper-
alerts while keeping the structure of sequences of attaflected by these hyper-alerts.
Alert disaggregation is to provide the flexibility to exaraimore detailed information
about selected aggregated hyper-alerts.

The alert aggregation utility is extended from the adjuletgivaph reduction utility
presented in [6], which is controlled by amterval constraint Formally, given a time
interval I (e.g, 10 seconds), a hyper-alédrtsatisfiesinterval constraint off if (1) h
has only one tuple, or (2) for all in &, there exist another in h such that there
existt.begin_time < T < t.end_time, t'.begin_time < T' < t'.end_time, and
T -T'| <1.


1-Sadmind_Ping-66111
1-Sadmind_Amslverify_Overflow-66226
1-Sadmind_Amslverify_Overflow-66224
1-Sadmind_Amslverify_Overflow-66242
1-Sadmind_Amslverify_Overflow-66240
1-Rsh-66345
1-Rsh-66346
1-Rsh-66347
1-Rsh-66355
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Level 1

DDoS_Daemon

Level 2

Mstream_Zombie
stream_Zombie tream_Zombie_ Tinoo_Daemon_ Tinoo_Daemon_
Request Response Request Response

Fig. 5. An example abstraction hierarchy of hyper-alert types

Level 3

Adjustable graph reduction allows hyper-alert aggregatinly when the resulting
hyper-alerts satisfy an interval constraint of a given shid . In other words, hyper-
alerts can be aggregated only when they are close to each Bth@xample, in Figure
2, hyper-alerts 63963, 63967, 64063, and 64066 are allrinstof hyper-alert type
SadmindAmslverifyOverflow Thus, we may aggregate them into one hyper-alert if
permitted by the given interval constraint. Edges are redaong with the aggregation
of hyper-alerts. In Figure 2, the edges between the 8admindAmslverifyOverflow
hyper-alerts and the twBTP_Put hyper-alerts can be merged into a single edge. The
larger a threshold is, the more a hyper-alert correlation graph can be reduBgd.
adjusting the interval threshold, a user can control theeket¢p which a hyper-alert
correlation graph is reduced.

Though adjustable graph reduction can simplify complexemadert correlation
graphs and thus improve their readability, one problerhrstihains. That is, there may
be many types of alerts in a hyper-alert correlation grapie ®centive to have many
types of alerts is to allow fine-grained names for differgutets of alerts and thus to
keep more semantics along with the alerts. As a result, acestiyper-alert correlation
graph may still have too many nodes and remain difficult toausiéind.

To allow further reduction of hyper-alert correlation ghesp we extend adjustable
graph reduction by combiningbstractionwith interval constraints. Specifically, we
generalize each type of hyper-alerts to a more general areeXample, RealSecure
Network Sensor 7.0 may raiséstreamZombieRequesandMstreamZombieResponse
alerts, which represent the request sent from an mstreatenpegram to an mstream
zombie program and the response, respectively. We mayaabdioth of them into
one type ofMstreamZombiealerts. Abstraction may be performed hierarchically so
that there are different levels of abstractions. For exampke may further generalize
MstreamZombieand Trinoo_.Daemoninto a type ofDDoS Daemonalert. We further
assign an abstraction level to each (abstract) hyper4gieet to reflect the degree of
abstraction. Figure 5 shows the abstraction hierarchyWerabove examples.

Abstraction in alert aggregation is a dynamic process. Aalyet may aggregate a
set of hyper-alerts into one, and may also disaggregate giregated hyper-alert into
several hyper-alerts. Both of them can be done in terms adtis&raction hierarchy. One
way to effectively use alert aggregation/disaggregasdn uses the highest abstraction
level for all hyper-alerts when performing alert aggregatfor the first time. This en-
sures the most concise hyper-alert correlation graphs fgiwen interval constraint.
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After getting the high-level idea of the alerts in the hypéert correlation graphs, the
analyst may select hyper-alerts in the graph and disagtgrégam by reducing their ab-
straction levels. TIAA can then regenerate the hyper-alentelation graphs in a finer
granularity for selected hyper-alerts. As a result, défgrlevels of abstractions can be
used for different hyper-alerts in the same hyper-alentadation graph, and abstraction
levels assigned to hyper-alerts have less impact to thgsinaksults.

4.3 Clustering Analysis

Intuitively, clustering analysis is to partition a collemt of hyper-alerts into different
groups so that the hyper-alerts in each group share cexaimon features. Clustering
analysis is based on tlggaph decompositiontility in [6]. The difference is that clus-
tering analysis in TIAA can be applied to any collection opky-alerts, while graph
decomposition in [6] is limited to analyzing hyper-alerrigation graphs. To be self-
contained, we briefly discuss clustering analysis herepitkeshe similarity between
clustering analysis and graph decomposition.

Clustering analysis usedustering constraintg¢o specify the potential “common
features” shared by hyper-alerts. Given two sets of atfiibamesi; andA,, acluster-
ing constraintC,.(A;, A2) is a logical combination of comparisons between constants
and attribute names iA; andA,. A clustering constraint is a constraint for two hyper-
alerts; the attribute set$; and A, identify the attributes from the two hyper-alerts. For
example, we may have two sets of attribute nastes= {SrcI P, DestI P} andAs =
{SrcIP, DestIP}, andC.(A;1, As) = (A1.SrcIP = A3.SrcIP) A (Ay.DestIP =
As.DestI P). Intuitively, this is to say that two hyper-alerts remairtlie same cluster
if they have the same source and destination IP addresses.

A clustering constrain€'.(A;, As) is enforceable w.r.t. hyper-alert typ&s and 7%
if when we represen®.(A;, As) in a disjunctive normal form, at least for one disjunct
C.;, all the attribute names iA; appear in7; and all the attribute names i, appear
in Ty. For example, the above clustering constraint is enforleeab.t. 7; and T if
both of them hav&rcl P andDestI P in the fact component. Intuitively, a clustering
constraint is enforceable w.rT. if it can be evaluated using two hyper-alerts of types
Ty andTy, respectively.

If a clustering constrain€. (A, Az) is enforceable w.r.tT; andTs, we caneval-
uate it with two hyper-alertsh; and hs that are of typel’} and T, respectively. A
clustering constrainf’.(A;, A) evaluates to True fak, andh, if there exists a tuple
t1 € hy andts € hy such thatC.(A;, A2) is True with the attribute names ih; and
As replaced with the values of the corresponding attributels @indt,, respectively;
otherwise,C.(A1, As) evaluates to False. For brevity, we writé (hq, ho) = True if
C.(A1, Ag) = True for hy and he. Then two hyper-alertd; andh, are in the same
cluster ifC.(h1, ha) = True orC.(ha, hy) = True.

One application of clustering analysis is to decompose a&hgfert correlation
graph into smaller ones with the relationship between (tivébates of) hyper-alerts.
This is the graph decomposition discussed earlier. (We deweonstrated its useful-
ness in our previous work [6].) In TIAA, clustering analyias a more general appli-
cation than graph decomposition, though the latter stilagns an important utility as
a special case of clustering analysis.
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4.4 Focused Analysis

Focused analysis was first introduced in [6]. We include efliscussion here to be
self-contained.

Intuitively, focused analysis is to concentrate on selteterts by filtering out those
that do not satisfy a given focusing constraintfokusing constraints a logical com-
bination of comparisons between attribute names and autssfeor example, we may
have a focusing constraitrcIP = 129.174.142.2 V DestIP = 129.174.142.2. A
focusing constrain€’';y is enforceable w.r.t. a hyper-alert tyf# if when we represent
C¢ in a disjunctive normal form, at least for one disjuri¢t;, all the attribute names
in Cy; appear inI'. For example, the above focusing constraint is enforceable
T = ({SrcIP,SrcPort}, NULL,), but not w.rt.7' = ({IP, Port}, NULL,{).
Intuitively, a focusing constraint is enforceable w.Ztif it can be evaluated using a
hyper-alert instance of tygg.

We mayevaluatea focusing constrain®’; with a hyper-alert if C'; is enforceable
w.r.t. the type ofh. For a tuplet in h (which usually corresponds to a raw intrusion alert
reported by an IDS sensor), we say a focusing constéajrdvaluates to True (or False)
for ¢ if C'; is True (or False) with the attribute names replaced withcthreesponding
attribute values of. For example, consider the aforementioned focusing caimstt',
which is SrcI P = 129.174.142.2V DestI P = 129.174.142.2, and a hyper-alert =
{(SreIP = 129.174.142.2, SrcPort = 80), (SrcIP = 152.14.51.14, SrcPort =
1033)}, we can easily have that; = True for the first tuple ik, while C; = False for
the second one. We say a focusing constraipevaluates to True fok if there exists
at least one tuple € h such thatC; evaluates to True far, otherwise Cy evaluates to
False. The output of a focused analysis of a collection oEmgterts is the hyper-alerts
with (only) the tuples for which the focusing constraint lexasdes to True. In the above
examplep’ = {(SrcIP = 129.174.142.2, SrcPort = 80)} remains in the output.

Focused analysis is particularly useful when we have aettabwledge of the
alerts, the systems being protected, or the attacking cterguNVe expect an analyst to
discover, or hypothesize and then verify, such knowledgidewtsing the other utilities.

4.5 Frequency Analysis

Frequency analysis is developed to help an analyst idepéfierns in a collection of
alerts by counting the number of alerts that share some confeatures. Similar to
clustering analysis, frequency analysis partitions thgutrcollection of hyper-alerts.
For example, an analyst may count the number of raw alertsttae the same desti-
nation IP address to find the most frequently hit target. leowenience, we reuse the
notion of clustering constraints to specify the clusters.

Frequency analysis in TIAA can be applied in botunt modendweighted analy-
sis modeln count mode, frequency analysis simply counts the nurabew intrusion
alerts that fall into the same cluster, while in weightedlgsia mode, it adds all the val-
ues of a given numerical attribute (called weight attriputieall the alerts in the same
cluster. As an example of frequency analysis in weightediyaisamode, an analyst may
use the priority of an alert type as the weight attribute, leadn the weighted frequency
of alerts for all destination IP addresses.
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For convenience reasons, frequency analysis automaticaiks the clusters as-
cendantly or descendantly in terms of the results. A filteichispecifies a range of
frequency values may be applied optionally so that onlyltesiat fall into this range
are returned to the analyst.

The frequency analysis utility is conceptually equivaterdapplying clustering anal-
ysis followed by a simple counting or summing for each of thisters. However, since
frequency analysis is developed for interactive analysismuch more convenient for
an analyst if the utility combines all the operations togetkespecially when not all the
clusters need to be reported to the analyst.

4.6 Link Analysis

Link analysis is intended to analyze the connection betveegities represented by cat-
egorical attribute values. Examples include how two IP edses are related to each
other in a collection of alerts, and how IP addresses areemiad to the alert types.
Though link analysis takes a collection of hyper-alertsrgoait, it indeed analyzes the
raw intrusion alerts corresponding to these hyper-alkeitk analysis can identify can-
didate attribute values, evaluate their importance adngrb user defined metric, and
rank them accordingly.

Link analysis takes at least two categorical attributés,and A, (e.g, source IP
and destination IP), as parameters. Similar to frequenaiyais, link analysis may be
used incount moder weighted analysis mod# the latter case, link analysis needs an
additional weight attribute with a numerical domain. Foclegair of attribute values
(A1 = a1, A2 = as), link analysis with categorical attribute$; and A, counts the
number of all the alerts that havle, = a; and A, = a» in count mode, or summarize
the weight attribute values of these alerts in weightedysmimmode.

Given a link analysis with categorical attributds and A, over a collection of
hyper-alerts, or equivalently, the corresponding set wfirgrusion alerts, we call each
pair of attribute values Bnk involving attributes4; and A, denoted A; = a3, Ay =
az). We then define theveight of a link(4; = a1, A2 = a2) as the number of alerts
that haved; = a; andA, = a9 in count mode, or the sum of the corresponding weight
attribute values in weighted analysis mode. TWedght of an attribute valuis then the
sum of the weights of the links involving the value. Speclficahe weight ofA; = a;
is the sum of the weights of all links that hawe as the value ofd,, while the weight
of A; = ay is the sum of the weights of all links that hawgas the value ofl,.

Link analysis has two variationslual-domain link analysisind uni-domain link
analysis depending on the treatment of the values of the two categjaattributes. In
dual-domain link analysis, values of the two categoricattattributes are considered
different entities, even though they may have the same v&loeexample, we may
perform a dual-domain link analysis involving source IP i@dd and destination IP
address. An IP address representing source IP is considsradlifferent entity from
the same IP address representing a destination IP addresmtrast, uni-domain link
analysis requires that the two attributes involved in limlalgsis must have the same
domain, and the same value is considered to represent threesaity, no matter which
attribute it corresponds to. In the earlier example, theeséihaddress represents the
same host, whether it is a source or a destination IP address.
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Fig. 6. Visual representation of a uni-domain link analysis (Nb@t £dges are in different colors)

In TIAA, the result of a link analysis is visualized in a grégdd format. Attribute
values are represented as nodes in the (undirected) gréphdifferent sizes represent-
ing the weight of the corresponding attribute values. Wheirdomain link analysis is
used, all the nodes have the same shapg Circle); when dual-domain link analysis
is used, two different shapes.§, circle and square) correspond to the two different
attributes, respectively. The link between two attributdues are represented by the
edge connecting the corresponding nodes. The weight of ledcts indicated by the
color of the edge. Figure 6 shows an example of a uni-domalndnalysis. Note that
additional information €.g, attribute values) about each node or link can be obtained
through the GUI.

Link analysis can be considered a special case of assatiatialysis, which is
discussed next. However, due to its simplicity and the Visesentation of its results,
we use link analysis as a separate utility in TIAA.

4.7 Association Analysis

Association analysis is used to find out frequent co-ocaowres of values belonging to
different attributes that represent various entities. &mmple, we may find through
association analysis that many attacks are from sourcedressl 152.14.51.14 to des-
tination IP address 129.14.1.31 at destination port 80h$uatterns cannot be easily
found by frequency analysis, because before knowing thée'pd of patterns, it is
difficult to know how frequency analysis should be performed

Association analysis is inspired by the notion of an assimciaule, which was
first introduced in [16]. Given a sdtof items, anassociation rulas a rule of the form
X — Y,whereX andY are subsets (called item sets)iaind X NY = (. Association
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rules are usually discovered from a §ébf transactions, where each transaction is a
subset ofl. The ruleX — Y has a support in the transaction sef’ if s% of the
transactions if” containX U Y, and it has a confidenesif ¢% of the transactions in

T that containX also contairt”.

TIAA doesn’t use association rules directly; instead, #sithe item sets that have
large enough support (calléarge item setsto represent the patterns embedded in alert
attributes. We consider each alert a transaction. The Itggesets discovered from the
intrusion alerts then represent frequent attribute paster the alert set.

Syntactically, association analysis takes asef categorical alert attributes and a
thresholdt as parameters. Similar to frequency analysis and link amlpassociation
analysis can be applied in both count mode and weighted sisatyode. In the latter
mode, association analysis requires a numerical attrilalge called a weight attribute)
as an additional parameter. To facilitate the weightedyaigimode, we extend the
notion of support taveighted supportGiven a setX of attribute values and a weight
attributew, theweighted support ok w.r.t. w in the transaction séf is

_sum ofw of all alerts inT" that containX

weighted suppot(X) sum ofw of all alerts inT’

Thus, association analysis of a collection of alerts in ¢aguade finds all sets of at-
tribute values that have support more thamwhile association analysis of a collection
of alerts in weighted analysis mode returns all sets oftaite values that have weighted
support more than

5 Implementation

TIAA is implemented in Java, with JDBC to access the databBseave development
effort, TIAA uses the GraphViz packagas the visualization engine to generate the
graphical representation of the analysis results. TIAAesebn a knowledge base for
prior knowledge about different types of alerts as well aplioation relationships be-
tween predicates. Because of the need for human analyststéoand possibly revise
the knowledge base, the knowledge base is represented iMarfotmat. TIAA uses
the Apache Xerces2 Java Pafserfacilitate the manipulation of the knowledge base.
Figure 7 shows a screen shot of TIAA. The collections of hyaderts and analysis
results are organized in a tree structure rooted at “AnalRgisults” in the left window.
Each node either represents a collection of hyper-alerttheresult of applying an
analysis utility to the collection of alerts representediy corresponding parent node.
Nodes representing analysis results are all terminal nddes analysis history is kept
in the database. For each node, the utility and the parasnesed to obtain the corre-
sponding collection of hyper-alerts or analysis resulésar stored in the database, and
can be retrieved through the GUI. The top right window is th&immoutput window,
which displays all the visualized analysis results. Thesaalized results are further
organized in tabs, which can be activated by clicking on threasponding labels. The

% http://lwww.research.att.com/sw/tools/graphviz/
4 http://xml.apache.org/xerces2-jlindex.html.
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Fig. 7. A screen shot of TIAA

lower right window is used to output text-based informatisach as the parameters
of the analysis utilities. Additional floating windows cae hctivated to display re-
quested information. For example, Figure 7 includes a figatvindow that displays
the attribute values of a selected hyper-alert in the matputwindow.

6 Related Work

Research on intrusion alert correlation has been rathseaetcently. Early approaches
(e.g, Spice [17], probabilistic alert correlation [18]) cora¢é alerts based on the sim-
ilarities between alert attributes. Though they are effedor correlating some alerts
(e.g, alerts with the same source and destination IP addreskeg)cannot fully dis-
cover the causal relationships between related alerts.

Another class of methods (g, correlation based on STATL [19] or LAMBDA [20],
the Tivoli approach [21], and the data mining approach [B2Bes alert correlation on
attack scenarios completely or partially specified by humsers, or learned through
training datasets. A limitation of these methods is thay taee restricted tdknown
attack scenarios.

A third class of methodd.g, JIGSAW [23], the MIRADOR approach [24], and our
previous approach [5, 6]) targets at recognizing multgstattacks; it correlates alerts
if the precondition of some later alerts are satisfied by tiressequences of some earlier
alerts. Compared with the previous two classes of methbisctass can potentially
uncover the causal relationship between alerts, and isestticted to known attack
scenarios. The results presented in this paper is contieuahthe results in [5, 6].
Based on the previous results, we have developed methodsfarm intrusion alert
correlation efficiently, as well as new analysis utilitiggdavisualization techniques to
facilitate alert analysis.
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A formal model named M2D2 was proposed in [25] to correlagrtalby using
multiple information sources, including the charactéesof the monitored systems,
the vulnerability information, the information about theonitoring tools, and infor-
mation of the observed events. Due to the multiple infororaources used in alert
correlation, this method can potentially lead to betteultsshan those simply looking
at intrusion alerts.

A mission-impact-based approach was proposed in [26] teelaie alerts raised by
INFOSEC devices such as IDS and firewalls. A distinguish@sgudre of this approach
is that it correlates the alerts with the importance of syséssets so that attention can
be focused on critical resources.

Association rules have been used in network intrusion detef27] as well as IDS
sensor profiling [28]. However, association rules are useitomatically build misuse
detection models in [27], and model the normal IDS sensoabiens with bursts of
alerts in [28], while in TIAA, association rules are used tsadver patterns in intrusion
alert attribute values.

7 Conclusions and Future Work

This paper presented the development of TIAA, a visual ibfdkintrusion alert analy-
sis. TIAA is developed to provide an interactive platformémalyzing potentially large
sets of intrusion alerts reported by heterogeneous imtrudetection systems (IDSs).
Itis envisaged that a human analyst and TIAA form a man-mmectéam, with TIAA
performing automated tasks such as intrusion alert caroeland applications of anal-
ysis utilities, and the human analyst deciding what sets$esfsato analyze and how the
analysis utilities are applied (through user input pararst

Our future work is two-fold. First, we would like to developame utilities to fa-
cilitate intrusion alert analysis. Second, we would likegain more insights into the
analysis process and thus automate as many analysis tgstissisle.
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