ABSTRACT

MATHEW, GEORGE. Cross-Language Code Similarity and Applications in Clone Detection and
Code Search. (Under the direction of Kathryn T. Stolee.)

Code similarity is a precursor to multiple applications in software development, including du-
plicate code detection for refactoring, identifying candidates for program repair, and language
translation. Most existing code similarity techniques rely on static attributes like the comparison
of tokens and abstract syntax trees. These approaches have high recall, scale well to support large
repositories, and many can handle cross-language analysis, but they have low precision. In contrast,
contemporary dynamic similarity approaches have high precision but are not scalable and do not
support comparing code across programming languages. In this research, we present three cross-
language code similarity techniques to improve precision, recall, and scalability. Each approach
aims to address a particular shortcoming of prior state-of-the-art and explores the costs and bene-
fits of each approach in the applications of clone detection and code-to-code search. Our thesis:
Combining static and dynamic code similarity metrics impacts precision, recall, and scalability
in code-to-code search and clone detection applications.

We first present SLACC, a cross-language code clone detection that uses dynamic analysis.
SLACC demonstrates the application of dynamic similarity to compare code across programming
languages by using input/output behavior for cross-language code clone detection. Prior work on
cross-language similarity, used languages with similar type systems but cross-language analyses
are needed in broader contexts. SLACC is designed to target a static typed language, Java, and a
dynamic typed language, Python. Compared to the state-of-the-art dynamic code clone detection
tool HitoshilO for Java, SLACC has higher precision (86.7% vs. 30.7%). SLACC is the first work to
perform clone detection for dynamic typed languages (precision = 87.3%) and the first to perform
clone detection across languages that lack a common underlying representation (precision = 94.1%).
However, as SLACC is predicated on the availability of executable code, it has lower recall compared
to static similarity approaches.

In our next study, we present COSAL, which augments SLACC with two static similarity measures.
COSAL uses non-dominated search to rank similar code snippets based on code token similarity,
structural similarity using a generic AST, and behavioral similarity using SLACC. COSAL is empirically
evaluated on Java, Python and Haskell files from two benchmarks and find that non-dominated
search on static and dynamic approaches is more effective compared to single search similarity
and state-of-the-art within-language and cross-language code-to-code search tools. With respect
to code clone detection, COSAL has better precision and recall compared to state-of-the-art static
code clone detection tools and better recall compared to dynamic clone detection tools. However,
for large code repositories, non-dominated ranking, AST-, and I0-based similarity renders COSAL
impractical and less maintainable.

Our last study presents StaCE, a scalable cross-language code similarity technique using em-



bedded representations of context and structure in source code. StaCE addresses the scalability
shortcomings of COSAL by fundamentally redesigning how code similarity is computed and stored.
Using the static analysis components of COSAL, it learns and stores embedded representations
of code snippets. Contextual features extracted from tokens of code and structural features ex-
tracted from the ASTs are used to generate the code embeddings. The embedded representation
of code enables faster code search compared to non-dominated ranking. We empirically evaluate
StaCE using 139,255 code snippets and find that StaCE has higher precision and recall compared to
state-of-the-art code-to-code search and code-clone detection techniques.

In aggregate, this thesis presents novel contributions to the software engineering literature,
with a particular focus on cross-paradigm and cross-language static and dynamic code similarity
analyses. We have studied problems related to precision, recall, and scalability in an effort to produce

practical, scalable, cross-language code search techniques.
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CHAPTER

INTRODUCTION

Modern programmers typically work on systems built with a cocktail of multiple programming
languages [42]. Arecent survey found that professional software developers have a mean of seven dif-
ferent programming languages in their industrial software projects [107] and open-source software
projects frequently have between 2-5 programming languages [86, 90]. To learn a new programming
language, studies have shown that programmers attempt to use a cross-language learning strategy
by reusing knowledge from a previously known language [9, 10, 117]. This means programmers often
need the ability to relate code snippets across multiple programming languages. However, finding
similar code across languages is not limited to learning new programming languages. It is a precursor
to multiple applications in software engineering ranging from duplicate code detection [125, 127],
finding translations of code in a different language [108] and automated program repair [48, 80]

Code similarity is the task of identifying similar snippets of code across different program-
ming languages (cross-language) or within a programming language (in-language) using a specific
similarity measure. Code similarity can be broadly categorized as static or dynamic based on the
representation of code used to measure the similarity. Most code similarity techniques compare
code within a programming language [14, 18, 26, 30, 47, 77, 115]. Some techniques [47, 102, 120]
though intended for in-language code similarity can be extended to support cross-language code
similarity. A handful of techniques are explicitly designed for cross-language code similarity but
limited to languages that are similar to each other like Java and C# [108, 125]. However, none of these
techniques can be used to find similar code across languages that belong to different programming
paradigms like Java and Haskell or with dynamic type systems like Python.

Traditional approaches for comparing source code, both in-language and cross-language, pri-
marily rely on static analysis techniques like comparison of tokens [14, 26, 30] and abstract syntax



trees [18, 77, 125]. The success of such measures is heavily predicated on “how the developer codes"
rather than “how the code behaves". For example, Fig. 1.1 shows a Java and Python implementation
for finding the minimum value in an array. The Java function min_java iterates over the array and
returns the minimum while the Python function min_py uses an external function reduce. A static
analysis approach would fail to detect that these functions are behaviorally similar since they use
different tokens and have different ASTs. However, a dynamic analysis approach based on comparing

the Input-Output would identify that these functions produce same outputs for the same inputs.

int min_java(int[] arr) {

int min = arr[0]; 1 def min_py(lst):

1
2 .
s int 1 = arr.length 2 import functools
for (int i B 151 < 1: i+4) s return functools.reduce(
4 - s s
. . . lambda a,b :
5 if (arr[i] < min) ! . ’ \
min = arr[i]: 5 a if a < b else b,
° . ’ 6 1st
7 return min; )
7

8 }

Figure 1.1 Minimum value in array using Java and Python

Some techniques use dynamic approaches for code similarity like comparing Input-Output
(I0) relations [47, 102] or instruction graphs. These techniques suffer from limitations like different
typing schemes for languages, limitations on profiling of code, low recall and limited scalability [56].
Hence, cross-language code similarity as a result, until recently has been computed based on static
attributes. However, dynamic code similarity approaches has its merits like high precision and high
interpretability [47]. However, there exists a lack of demonstrable cross-language code similarity tool
using dynamic similarity and how limitations of a similarity measure can be overcome by using it in

tandem with other similarity measures. This work advances the knowledge of the thesis statement:

Combining static and dynamic code similarity metrics impacts precision, recall,

and scalability in code-to-code search and clone detection applications.

1.1 Overview

This research aims at studying and developing similarity measures to compare different program-
ming languages. The similarity measures developed are compared in the context of code clone
detection and cross-language code-to-code search.

The research begins with SLACC, a cross-language code clone detection tool. SLACC demon-
strates the feasibility and the merits of using a dynamic similarity measure to compare code across
programming languages. However, SLACC suffers from low recall, does not scale to open-source
code and is predicated on the execution of source code. The second tool COSAL overcomes some of
these limitations by augmenting SLACC with token-based and AST-based static similarity measures



using non-dominated ranking. The feasibility of COSAL is demonstrated using cross-language code-

to-code search across Java, Python and Haskell. Finally, the last tool StaCE generates embeddings

based on the static similarity measures from COSAL. StaCE and COSAL have similar performance

metrics but have trade-offs based on the applications. The merits and demerits of COSAL and StaCE

is explored at the end of this research.

1.2

Contributions

Each tool developed as part of this research is published at ICSE 2020 [134], FSE 2021 [139], submitted
to PLDI 2022 [140] and awaiting a journal submission. Here are the contributions of this study:

1.3

An empirical validation for single-language static typed clone detection demonstrating SLACC
is more precise (86.7% vs. 30.7%) than the state-of-the-art code-clone detection technique
HitoshilO ( section 3.9.1).

The first exploration of cross-language clone detection when the languages lack an underlying
representation; SLACC is successful in identifying cross-language clone clusters between
Python and Java with 94.1% precision ( section 3.9.2, section 3.9.3).

COSAL, a first code-to-code search using multi-objective search over static and dynamic
search objectives ( Chapter 4),

A comprehensive evaluation of COSAL with state-of-the-practice code search techniques
in GitHub and ElasticSearch ( section 4.9.2), with state-of-the-art code search techniques
FaCoY ( section 4.9.3) and cross-language clone detection technique CLCDSA and SLACC
( section 4.9.4).

A demonstration of COSAL across languages with different programming paradigms, func-

tional programming (Haskell) and object-oriented programming (Java).( section 4.9.4)

StaCE, a first cross-language code-to-code search by embedding multiple search similarities
( Chapter 5).

An evaluation of StaCE against state-of-the-practice and state-of-the-art cross-language code-
to-code techniques ( section 5.4.1, section 5.4.2) and state-of-the-art code-clone detection
tools ( section 5.4.2).

Open source tool for SLACC, COSAL and StaCE. !

Outline

The rest of this thesis document begins with a background on source code similarity and its differ-

ent associated components in Chapter 2. Next, Chapter 3 presents SLACC and cross-language

lgithub.com/dr-bigfatnoob/CodeSeer
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code clone detection using dynamic similarity. Chapter 4 presents COSAL and cross-language
code-to-code search using static and dynamic search similarities. Chapter 5 presents StaCE and
embedding multiple search similarities for cross-language code similarity. In Chapter 6 we discuss
the implications, limitations and a discussion on the results of all three tools. Chapter 7 presents the
related literature to this research. Finally, a broader look at future work for this study is presented in

Chapter 8 followed by a conclusion in Chapter 9.



CHAPTER

2

BACKGROUND

This chapter encompasses basics of source code similarity, multi-objective code search and embed-

ding objects used in this work.

2.1 Similarity of Code

Source code similarity is used to characterize the relationship between snippets of code in software
engineering applications such as program repair [53, 63, 74, 85, 89], code search [115, 123, 127],
software security [40, 77, 119] and identifying plagiarized code [14]. Code similarity can be measured
in a variety of ways, including textually, structurally, or semantically. Roy et al. [49] categorizes
similar code snippets into four types based on the differences between the snippets.

In the literature, Types I, I and III are classified based on syntactic measures of similarity (i.e how
the code looks) and Type IV clones are based on semantic measures of similarity (i.e., how the code
behaves).

However there is an interplay between this broad classification of syntax and semantics particu-
larly when it comes to Type IV clones or functionally similar code fragments. Kim et al. [115] use
tokens extracted from source code to determine semantically similar code. On the other hand, Su
etal. [102] uses dynamic information, specifically an Input-Output based profiling approach, in
determining Type IV code clones. On the code search front, S6 [48] uses a hybrid approach involving
both syntactic and dynamic Input-Output (I0) behavior to identify functional code clones. It is
unclear based on the literature if semantic code similarity is based on static information, dynamic
information, or a combination. As a result, to avoid such ambiguities, we classify code similarity

measures and techniques based on the analyses used: static or dynamic.



Table 2.1 Types of code similarity. Types I, Il and III are static similarity measures while type IV is be-
havioural similarity [49]

Type Description

I Identical sans whitespace and comments

II  Identical AST but uses different variable
names, types or function calls

III  Similar AST but uses different expres-
sions/statements. For example, a) using
while in place of for loops or b) using
if else if inplace of switch statements.

IV Different syntax but behaviorally same. For
example, an iterative stack approach or a
recursive approach can be used for breadth

first search of a graph.
1 def f1(x): 1 def f2(x):
2 if x > 5: 2 if x > b:
3 print "more" 3 print "more"
4 if x < 10: 4 if x < 10:
5 print "less" 5 print "less"

Figure 2.1 Python functions with same tokens but different behavior

2.1.1 Static Code Similarity

Techniques that use static code attributes to compute similarity often parse code into an intermedi-
ate representation and then compare the intermediate representations to compute a measure of
syntactic similarity. Based on the choice of intermediate representations, such techniques can be
classified into text-based [14, 26, 30], AST-based [18, 38] and graph-based [43, 61].

2.1.1.1 Text based Approaches

Similar code within and between languages tend to use the similar vocabulary. Similarity studies
show that chunks of code within the same language and that perform the same task tend to use the
same tokens [31]. This is the prime intuition behind text based approaches [26, 30, 110, 130]. Libraries
across languages tend to share similar names based on their functionalities; for example List class
from java.util library and 1ist from the built-in Pythonsystem library is both commonly used to
represent an array. Similarly, open source projects follow a code style of naming variables based on

the functionality [78].

2.1.1.2 Tree based Approaches

Tree based similarity approaches compare the similarity between these tree based representation of
code as a proxy for the similarity between code [18, 29, 38, 125]. In most cases [18, 38, 125] the code is

represented as the Abstract Syntax Trees (AST) and subsequently compared. Consider the example



of grouping list of posts in Java and Python as shown in Fig. 2.2a and Fig. 2.2c. The corresponding
ASTs Fig. 2.2b and Fig. 2.2d can be seen to show similarities although they are programmed in
different programming languages and encoded as ASTs using different libraries. For example, both
the body of the Python function group_post and the Java method groupPost contain three children

—an assignment, a for loop and a return statement.

Map groupPosts(List<Post> posts) {

1

2 Map<String, List<Post>> grouped = | def group posts(posts):

3 new HashMap<>(); ) rei ° I{)ip P :

4 for (Post post: posts) { s for post in posts:

. . . : :

5 if (!grouped.containsKey(post.getOwner())) ) b = res.setdefault(

6 grouped.put (post.getOwner (), . post . owmer, [1)

7 new ArrayList<Post>()); . b apper.ld(posi,:s)

8 grouped.get (post.getOwner()) .add(post) ; , ret1:1rn res

9
10 return grouped;
n 3} (c) Python: group_posts method in

Python
(a) Java: groupPosts method in Java @
< Block‘stmf )
'E%ﬁ{essiollﬁ-t{llt' -F?EFaThS,El,nt., 7 < Rre-r:uert-rpfr p) @ @ @
- "yari;hleDecl‘a}atof' . (posts” '}larigbleDecla;atc-f' ¢ .'iBltgckSLrll_t..." "'g.u:nupéd
— J— ~ [ S S -
Map "~ 'l_jmuped . QﬁjectCreatmnExp]j ~ > ( Post ) { posts ; @ @ @ @ @ @
String > (It HositMop (d) AST for group_posts method in Java
08t using Python-AST module [152].

(b) AST for groupPosts method in Java using JavaParser [87].

Figure 2.2 Sample Java and Python functions to group posts based on the post owner. Example and AST
from [125].

Although we can see similarities between the ASTs, due to different notations and lack of a
uniform AST encoding module across different languages, most similarity techniques function only
within the scope of a single programming language [18, 38]. In some cases, the trees are projected
onto a uniform vector space and comparisons are made on this space instead. Perez and Chiba use
this approach where they succeed in comparing cross language clones by using an unsupervised
learning approach to learn vector representations from the ASTs and an LSTM based neural network
to measure the similarity between the vector representations [125].

Later in this study ( section 4.2.2) we propose a common grammar for AST using similar notations
to encode code from Java and Python and use node edit distance between the trees as a measure of

syntactic similarity.

2.1.1.3 Graph based Approaches

In graph based similarity approaches code using a graphical representation and similarity is mea-

sured as a proxy of the difference between the graphs. In most of these approaches [21, 22, 36, 43],



code is generally represented as Program dependence graphs [7] (PDGs) which is a representation,
using graph notation, that makes data dependencies and control dependencies explicit. Komondoor
and Horwitz [21] apply program slicing on PDGs generated from C programs. Krinke et al. also
detect isomorphic subgraphs with maximum size k after generating PDGs. In this case, the PDGs
are constructed at a much finer granularity where each vertex roughly maps to a node in the AST.
Gabel et al. [43] uses a combination of AST and PDG. They first fenreate the PDF of a methhod and
maps it to an AST. They then compare similarity of the AST using Deckard [38].

When it comes to cross-language syntactic similarity, most techniques are text-based [108, 124]
or a combination of tree-based and text-based [44, 125]. A major limitation of text-based approaches
is in ignoring syntactic constructs. For example, consider functions £1 and £2 from Fig. 2.1, which
have the same set of tokens extracted but are structurally different since Pythonuses indentation
to represent code block levels and nesting. Tree- and graph-based approaches have not been
explored for cross-language similarity. We suspect this can be attributed to different annotations in
grammars used by standard language parsers like ANTLR [76], JavaParser [87] and python-ast [152].
Later in the study, we overcome this challenge by using a common language-agnostic grammar
based on abstracting out common features across programming languages to build a generic AST
(section 4.2.2).

2.1.2 Dynamic Code Similiarity

Techniques that execute code to determine similarity are classified as dynamic. These measures
typically rely on identifying input parameters and then monitoring the behavior of the code as it
runs. For some techniques, functions are adjudged to be similar if they have similar inputs, outputs
and side-effects [47, 58, 102, 134]. Other techniques use abstract program states after executions
to analyze the behaviors of the code fragments [54, 101, 126]. Dynamic measures are particularly
successful in detecting code-clones across programming languages since it does not rely on syntactic

properties [47, 134]. These approaches include multiple limitations such as

¢ Execution: Since the code fragments need to be dynamically profiled, they need to be valid
executable fragments of code. This leads to additional challenges in dependency management
and syntactic validation. As a result the number of valid standalone executable code snippets
can be limited.

¢ Granularity: Such techniques work mostly on a method level granularity. Functioning at lower
level granulates can lead to memory explosion in larger repositories [56]

¢ Runtime: Finally, such techniques can have a large runtime since the methods need to be

profiled for a large number of inputs.



2.2 Pareto Dominance

A Multi-Objecitve Search(MOS) is a category of mathematical search problem which involves more
than one objective function to be searched across simultaneously. Mathematically, a MOS can be
defined as

MiNye, F(x):(fl(x)»---’fm(x)) 2.1)

where Q2 is the decision (variable) space, R™ is the objective space and F : Q — R™ consists of m
real-valued objective functions. If 2 is a closed and connected region in R” and all the objectives
are continuous of x, the problem in Eq. 2.1 is categorized as a Continuous Multi-Objective Search
Problem. Note that Eq. 2.1 represents a minimization problem where an objective for two points is
considered to be better/dominate if it has a smaller value. It can also be applied for a maximization
problem where a larger value is considered as better. All the inequalities is reversed to maximize the
objective. For consistency and simplicity, we consider better to be smaller in this section.

Classically, search methods [5, 15] and evolutionary algorithms [13] convert multi-objective
search to a single-objective search problem [62]. For example, linear scalarization is a common
approach taken to convert a multi objective problem to a single objective one by using a weighted
sum of all the objectives min,<q Z:’il w; * f;(x). This approach would require additional challenges
in tuning the weights (w;) and a loss of information of the individual objectives. Using such methods
is not very optimal as ranking the results would be very subjective if the objectives are independent
(which ours mostly are).

Hence, we rank two search results using Pareto Dominance [62]. For two

Leta=(ay,...,a,),b=(by,...,b,) € R™ be two objective vectors, then a is said to dominate b
ifa; < b;foralli=1,...,m,and a # b.! A point x* € Qs called (globally) Pareto? optimal if there
is no x € Q such that F(x) dominates F(xx). The set of all the Pareto optimal points is called the
Pareto Set(PS). The set of all the Pareto objective vectors is defined as PF = {F(x)€ R™|x € PS}, is
called the Pareto Front]{62].

2.3 Embedding Objects

Objectembedding is a means to represent an object as a vector by projecting it onto lower dimensions
such that similar objects are closer when compared using the embeddings. Fig. 2.3 represents the
general architecture of an object embedding model. The figure contains three major components:
an object representation layer, an embedding layer and the embedded representations (Embeddings).
Consider color as a feature we want to use to adjudge similarity. Objects A and B share a similar
shade of color, as do objects C and D. Ideally, the objects should be embedded such that distance
between the embeddings of the pairs (A,C) and (B,D) are minimum.

I This is described for a minimization problem. All the inequalities is reversed to maximize the objective in [62].
“Dominate" refers to “better than".
2Named after Vilfredo Pareto, an Italian engineer and economist
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Figure 2.3 General architecture of embedding objects

The representation of the object varies based on the nature of the object and similarity rela-
tionship. For example, textual objects are represented using one-hot encoding where each word is
represented as sparse vector with one components set to 1 and all other components set to 0. These
encoded representations are sent as input to the embedding layer based on the relationship between
the individual objects. For example, if the sequential order of words influences the relationship
of the objects (like a paragraph), a Continuous-Bag-Of-Words (CBOW) approach can be used to
input the objects. In contrast, if the order of the objects has no influence on the relationship, a Term-
Frequency-Inverse-Document-Frequency (TFIDF) approach can be adopted. Similar approaches
can be used for encoding images [39], speech [112] and in our study even code [114, 120].

The choice of the embedding layer depends on the nature of the dataset, similarity relationship
and computing resources. For textual data, a popular approach is the skip-gram model [34] where
the model model is trained to predict a word based on its neighboring words. Similarly, for longer
sequential data an LSTM [97] based approach can be used to generate embeddings. With the rise of

computation power, attention based methods have gained popularity [91].
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CHAPTER

3

SIMION BASED LANGUAGE AGNOSTIC
CODE CLONES

This work was published in ACM International Conference of Software Engineering (ICSE) 2020 in
collaboration with Dr. Chris Parnin and Dr. Kathryn T Stolee [134].

3.1 Motivation

Avery is preparing for a technical interview and was given a few practice coding challenges [129] to
work on. Avery is more comfortable writing code in Java during an interview setting but is worried
because the company exclusively codes in Python. As practice for the interview, Avery wants to
code with Python. First, Avery decides to write the code in Java to understand the solution, and then
translate those solutions into Python code.

One of the practice questions asks the coder to interleave the results of two arrays. Avery quickly
writes this solution in Java:

11



1 public String interleave(int[] a, int[] b) {

2 String result = "";

3 int i = 0;

4 for( i = 0; 1 < a.length & i < b.length; i++ ) {
5 result += alil;

6 result += b[i];

7 }

8 int[] remaining = a.length < b.length 7 b : a;
9 for( int j = i; j < remaining.length; j++ ) {
10 result += remaining[j];

11 }

12 return result;

13+

While one approach is to directly translate the code into Python, Avery wonders if there are other
ways to take advantage of idioms and capabilities in Python. After spending a few hours searching
Stack Overflow [157] and GitHub Gists [154], Avery finds a few code snippets that seem to do the
same thing.

The first one seems a bit too complex and relies on another dependency.

1 def fancy_interleave(ll, 12):

2 from itertools import chain
3 return "".join([str(x)
4 for x in chain.from_iterable(zip(1l1, 12))1)

This other solution is similar to the Java solution, but is using something new, a zip function.

Avery is excited to learn some new Python tricks!

1 def problem2(11, 12):

2 result = ""

3 for (el, e2) in zip(1l1l, 12):
4 result += str(el)

5 result += str(e2)

6 return result

Avery found the strategy of writing code in Java and translating that code into Python helpful.
However, the process of manually searching and translating the code between languages was time-
consuming. Avery’s unfamiliarity with Python made it difficult to verify whether these snippets were
truly the same.

At the interview, Avery was relieved to be asked to solve the same interleave problem from
the practice set! However, while coding up a solution in Python, the interviewer asked, does this
handle interleaving uneven lists? The original Java-based solution handled this case, but the Python
translation did not. Because searching for code took so long, Avery never had the chance to fully

verify that the Python solution worked the same as the Java solution. Avery’s assumption that the

12



new zip function would work on uneven lists was wrong! Had there been a better way for Avery
to find semantically related snippets in other programming languages, this issue may have been
avoided.

This work introduces COSAL, which could detect that these functions are not equivalent. From
a corpus of code, it could instead find this semantically identical snippet—just one of many applica-
tions enabled by cross-language clone detection:

1 def valid_interleavel(1l1l, 12):

2 result = ""

3 al, a2 = len(11), len(12)

4 for i in range(max(al, a2)):

5 if i < ail:

6 result += str(listi[i])
7 if i < a2:

8 result += str(list2[i])
9 return result

3.2 SLACC

Code clones can be broadly classified into four types [49] as described in Table 2.1. Types I, IT and III
represent static code clones where similarity between code is estimated with respect to the structure
of the code. On the other hand, type-IV indicates functional similarity. Static code clone detection
techniques are impractical for cross-language code clone detection as it would require an explicit
mapping between the syntax of the languages. This is feasible for syntactically similar languages
like Java and C# [144] but much harder for different languages like Java and Python. On the other
hand dynamic approaches for cross-language code detection [108] rely on large number of training
examples between the languages and was yet again tested on similar programming languages.

Code-to-Code Search Across Languages (SLACC) is a semantic approach to code similarity that
is predicated on the availability of large repositories of redundant code [80]. Instead of mapping API
translations using predefined rules [4, 144], or using embedded API translations [23, 108], SLACC uses
10 examples to cluster code based on its behavior. Further, it relaxes the bounds of the datatypes
across programming languages, which helps dynamic typed code snippets (e.g., Python) to be
clustered alongside static typed code snippets (e.g., Java).

SLACC builds on the ideas pioneered by EQMiner [47] for using segmentation and random
testing for clone detection. SLACC starts by identifying snippets from a large code base and involves
a multi-step process depicted in Fig. 3.1, which starts with a) Segmentation of the code base into
smaller fragments of code called snippets, b) Function creation from the snippets, c) Input generation
for the functions, d) Execution of the functions, and e) Clone detection based on clustering functions

arguments and execution results.
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Figure 3.1 High level workflow for SLACC.

3.2.1 Segmentation

In the first stage, code from all the source files in a project is broken into smaller code fragments
called snippets. Consecutive statement blocks of threshold MIN_STMT or more are grouped into a

snippet. A statement block can be
1. Declaration Statement. e.g,, int x;
2. Assignment Statement e.g.,x = 5;
3. Block Statement e.g., static {x = 10;}
4. Loop statements. e.g., for, while, do-while
5. Conditional statements. e.g., if, if-else-if, switch,
6. Try Statement. e.g., try, try-catch

Algorithm 1 illustrates the segmentation phase. For an AST A of a function, the algorithm performs
a pre-order traversal of all the nodes in the AST (l/ine 5) and then uses a sliding window to extract seg-
ments of size greater than a minimum segment size MIN_STMT (lines 12-13). Further, for statements
like Block, Loop, Conditional and Try which have statements in its nested scope, the algorithm is

called recursively on them (lines 14-15).

3.2.2 Function Creation

Next, snippets are converted into executable functions. This section describes how arguments,
return variables, and types are inferred.

3.2.2.1 Inferring arguments and return variables

SLACC adapts a dataflow analysis similar to that used by Su et al. [102]. For each method, potential
return variables are identified as variables that are defined or modified within the scope of the
snippet. If the last definition of a variable is a constant value, that variable is removed from the set
of potential return variables. Arguments are variables that are 1) used but not defined within the

scope of the snippet, and 2) not declared as public static variables for the class. For each variable,
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Algorithm 1 Segmentation

1: Input: Ar - AST Node

2: OQutput: S - List of Segment
3: procedure SEGMENT(AF)
4: S—¢

5: stmts — PreorderTraverse(Ar)
6: for all i erange(0,len(stmts)—1) do
7 Si—{}
8: stmt; —stmts[i]
9: for all j erange(i,len(stmts)) do
10: stmt; —stmts|j]
11: Si.append(stmt;)
12: iflen(S;)>MIN_STMTS then
13: S—SuUs§;
14: if st mt;.hasChildren() then
15: S « SUSEGMENT(stmt;)
16: return S

the scope and positions of declaration, initialization, usages and modifications are recorded. Using
this metadata, for a snippet, variables that have not been defined at the start of the snippet and
variables that have been modified within the snippet are identified. The undefined variables become
arguments of the function while the modified variables become potential return variables. For each

potential return variable in a snippet, a function is created.

3.2.2.2 Inferring types

In the case of static typed languages, argument types and return values can be inferred via static code
analysis. For dynamic typed languages, the parameters can take multiple types of input arguments.
This increases the possible values of the arguments generated (see section 3.2.3) to identify its
behavior. In many cases, the possible types for the arguments can be inferred by parsing the code
and looking for constant variables [3] in its context. This technique has been used in inferring types
in other dynamic languages like JavaScript [46]. For example, in the following Python function, the

type of n can be assumed to be an integer since it is compared against an integer.

1 def fib(n):
2 if n <= 1: return n
3 return fib(n-1) + fib(n-2)

In cases where the types of the parameters could not be inferred at compile time, such as:

1 def main(a):

2 print a

a generic type is assigned (i.e., for a) allowing the argument to assume any of the primitive types

used in argument generation ( section 3.2.3).
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class Shape {
public int length;
int width;
private int height;
public Shape(int 1, int w, int h) {
length=1; width=w; height=h;
}
}
public Shape func_s (int 1, int w, int x) {
return new Shape(l + x, w * 2, x);

© ® N g R W N =

—
o

}
public int func_1 (int 1, int w, int x) {
return func_s(1l, w, x).length;

—
o

—
N

—
w

—_
'S

}
public int func_w (int 1, int w, int x) {
return func_s(1, w, x).width;

—
o o

}

—
3

Figure 3.2 An example depicting conversion of a function with object as a return type to multiple func-
tions with non-primitive members of the object’s class.

3.2.2.3 Converting object return types into functions

If a snippet returns an object, the object is simplified into multiple functions returning each of its
non-private members independently. For example, in Fig. 3.2, func_s has a return type of Shape.
Shape has two members, length and width. Hence, func_s is broken down into two functions,
func_1 and func_w, which return the length and width of the shape object independently. Note
that a third function for height is not created since it is a private member.

3.2.2.4 Permuting argument order

For each of the snippets, different permutations based on the input of arguments are generated
since order matters for capturing function behavior. Consider the two functions in Fig. 3.3; the first
function divides a with b using the division (/) operator while the second divides dividend with
divisor using the subtract (-) operator recursively. For the inputs (5, 2) the two functions would
produce the values 2 and 0 respectively. But if the arguments for the second function was reversed,
it would produce the same output 2. Thus, for every function, duplicates in different permutations
of the arguments (ARGS) are created, resulting in |[ARGS|! different functions. To limit the creation of
this exploding space, an upper limit on the number of arguments per function is set that is included
in the analysis (ARGS_MAX).

3.2.3 Input Generation

A set of inputs are required to execute the created functions. Following this, clustering is performed.
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public int divide_simple (int a, int b) {
if (b == 0) return O
return a / b;
}
public int divide_complex (int divisor, int dividend) {
// Same as dividend/divisor
if (b == 0) return O
int quotient = O;
while (dividend >= divisor) {
dividend = dividend - divisor;
quotient++;

© ® N g R W N =

=
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}

return quotient;

—
w

=
(-]

Figure 3.3 An example illustrating the need for reordering arguments. The two functions perform integer
division but do not return the same return value for the same set of inputs due to the order of arguments
in the function definition.

3.2.3.1 Input creation

Inputs are generated based on argument type and using a custom input generator inspired by grey-
box testing [60] and multi-modal distribution [47]. First, the source code is parsed and constants
of each type are identified. Next, a multi-modal distribution is declared for each of the types with
peaks at the constants. Finally, values for each type are sampled from this multi-modal distribution.

Our experiments create 256 inputs per function, as justified in section 6.1.1.

3.2.3.2 Memoization

For every function with the same argument types, a common set of inputs have to be used to
compare them. This is ensured using a database and the input generator. The generator is used
to create sample inputs for the given argument types and stored in the database. For subsequent
functions with the same signature for the arguments, the stored input values are reused.

3.2.3.3 Supported argument types

SLACC currently supports four types of arguments.

1. Primitive. The multi-modal distribution for the argument type is sampled to generate the
inputs. This includes integers (and longs, shorts), floats (and double), characters, booleans,

and strings.

2. Objects. Objects are recursively expanded to their constructor with primitive types; inputs
are generated for the types.
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3. Arrays. A random array size is generated using the input generator for integers!. For each
element in the array, a value is generated based on the array type (Primitive or Object).

4. Files: Files are stored as a shared resource pool of strings in the database. If a seed file(s) is
provided, it is randomly mutated and stored as a string in the database. In the absence of a
seed, constants from the multi-modal distribution are sampled and stored as strings. For an
argument with a File type (or its extensions), a temporary (deleted on termination) file object
is created using the stored strings.

3.2.3.4 Type s size restrictions

Comparing code snippets requires compatible sizes of types across programming languages. For
example, Java has 4 integer datatypes byte, short, int and long which occupy sizes of 1, 2, 4 and 8
bytes, respectively. On the other hand, Python has two integer datatypes: int which is equivalent to
the long datatype in Java and 1ong which has an unlimited length. Thus, a restriction is made when
generating inputs for functions across different languages: inputs are generated from the smaller
bound of the two programming languages. For example, in the case of Java and Python function

that has an int, inputs are generated within the bounds of Java.

3.2.4 Execution

In the next stage, the created functions are executed over the generated input sets and the subsequent
return values are stored. Each function is assigned an execution time limit of 7; seconds, after which
a Timeout Exception is raised. This occurs most frequently when there is an infinite loop, such as
while(true) when the loop invariant is an argument. Each execution of the function is run on
an independent thread. Subsequently, the return value, runtime and exception for the executed
function over the input set is stored.

3.2.5 Clone Detection

The last stage of SLACC is identifying the clones, where the executed functions are clustered on their
inputs and outputs. SLACC uses a representative based partitioning strategy [49, 102] to cluster the
executed functions.

3.2.5.1 Similarity Measure

In this work, a pair of functions have the highest semantically similarity if for any given input, the
functions return the same output. The similarity measure between two functions is computed as
the number of inputs for which the methods return the same output value divided by the number
of inputs, same as the Jaccard index. This creates a similarity value between two functions with a
range of[0.0,1.0] with 1.0 being the highest.

!1f a negative integer is sampled, the distribution is re-sampled.

18



Algorithm 2 Clustering

1: Input: F - List of Functions with Input and Output
2: Output: C - List of clusters
3: procedure CLUSTER(F)

4: C—¢
5 forall F €F do
6 forall C eCdo
7: O — GetRepresentive(C)
8 if Similarity(O, F)> SIM _T then
9: C—CUF
10: break
11: ifVC €C, F ¢ C then
12: C|C|+1 —F
13: SetRepresentative(Cic|11, F)
14: C—Cu C|c|+1
15: return C

Consider the functions from section 3.1, interleave, fancy_interleave,and valid_interleave.
Forvaluesa = [2,3]andb = [4],weseethatinterleave(a,b) = [2,4,3],fancy_interleave(a,b) = [2,4]
andvalid_interleave(a,b) = [2,4,3].Functionsinterleave andvalid_interleave are sim-
ilar since they have the same output for the same input but interleave and fancy_interleave are
not similar. In contrast, fora = [2,3] andb = [4,5], all three functions would return the same
output [2,4,3,5]. Based on these two inputs, interleave and fancy_interleave have a similar-
ity of 0.5, interleave and valid_interleave have a similarity of 1.0, and fancy_interleave and
valid_interleave have a similarity of 0.5. This process is repeated for many such inputs a and b
to compute similarity scores between each pair of functions.

Functions are only compared if they have the same number of arguments and cast-able argu-
ment types. For example, consider the four functions £1(int a, String b),f2(long a, File b),
f3(File a, String b) and £4(String a).Functions f1 and £2 can be compared since int can
be cast to a long value. But they cannot be compared to £3 since primitive types cannot be cast to
File. Similarly, £1, £2 and £3 cannot be compared £4 due to the difference in number of arguments.

3.2.5.2 C(lustering

A function is compared to a cluster by measuring its similarity with the first function added to the
cluster (called representative). The clustering algorithm is briefly described in Algorithm 2. An empty
set of clusters is first initialized (line 4). Each function (line 5) is compared against each cluster (line
6). If the similarity between the representative (line 7) and the function is greater than a predefined
similarity threshold, SIM_T (/ine 8), the function is added to the cluster (line 9). If the function does
not belong in any cluster (line 11), a singleton cluster is created for the function (/ine 12) and the
function is set as the cluster’s representative (line 13). The singleton cluster is added to the set of

clusters (line 14)
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3.3 Research Questions

Our goal is to evaluate the effectiveness of SLACC. There is a three-phase evaluation, first to compare
SLACC to a comparable technique in a single, static typed language. Next, SLACC is applied to a
single, dynamic typed language (Python) and then to a multi-language context; in both cases SLACC
is compared to type-III clones.

SLACC is benchmarked against HitoshilO [102] with respect to coverage and precision of code-

clone detection. This leads us to our first research question:

Research Question 1

How effective is SLACC on semantic clone detection in static typed languages?

Prior research has already shown that semantic clones can be found in static typed languages [47,
57, 102] like C and Java. The literature search for this study failed to find techniques that identified
semantic code clones in dynamic typed languages. Therefore, an AST based comparison approach
is used as an alternative baseline to benchmark SLACC. This leads to the next research question:

Research Question 2

How effective is SLACC on semantic clone detection in dynamic typed languages?

Prior work identified code clones between languages by mapping APIs between similar languages
(e.g., Java and C#) using predefined rules [144] or using an embedded API translations [23, 108]. As a

result, these code clones are syntactic rather than semantic. Therefore:

Research Question 3

How effective is SLACC at cross-language semantic clone detection?

3.4 Data

SLACC is validated on four problems from Google Code Jam (GC]J) repository and their valid sub-
missions in Java and Python. GCJ is an annual online coding competition hosted by Google where
participants solve the programming problems provided and submit their solutions for Google to
test. The submissions that pass Google’s tests are considered valid and are published online. The
first problem from the fifth round of GCJ from 2011 to 2014 is used as early rounds have many sub-
missions to create a reasonably scoped experiment. The details about the problem and submissions
are in Table 3.1. Overall in this study, 247 projects are considered; 170 from Java and 77 from Python.
The 170 Java GCJ submissions contain 885 methods and generated 111,203 Java snippets most of
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Table 3.1 Projects used in this study with the number of valid submissions in both Java and Python.

Year Problem ID Java Python
2011 TIrregular Cake YI11R5P1 48 16
2012 Perfect Game Y12R5P1 47 24
2013 Cheaters Y13R5P1 29 19
2014 Magical Tour Y14R5P1 46 18
Total 170 77

which are “invalid" syntactically or contain compilation errors. After removing the invalid snippets
and subsequent transformation, SLACC generated 19,188 Java functions.

The 77 Python submission contains 301 methods and generated 82,362 Python functions. Like
Java, most of these segments are invalid due to syntactic or compilation errors. After removing the
invalid snippets and subsequent transformation generates 17,215 Python functions.

The code, projects and execution scripts for the project can be found in our GitHub Reposi-
tory [149].

3.5 Experimental Setup

The experiments were run on a 16 node cluster with each node having a 4-core AMD opteron
processor and 32GB DDR3 1333 ECC DRAM. Our experiments have four hyper-parameters

¢ Minimum size of snippet (MIN_STMT - section 3.2.1): This is set to 2 to capture snippets with

interesting behavior.

¢ Maximum number of arguments (ARG_MAX - section 3.2.2): This is set to 5. Hence if a snippet

has more than 5 arguments, it is omitted from the experiments.

¢ Number of executions ( section 3.2.4): Each snippet is executed with 256 generated inputs

(section 3.2.3); see section 6.1.1 for details on this choice.

e Similarity Threshold (SIM_T - section 3.2.5): This is set to 1.0 which implies that two functions
are only considered to be clones if for all inputs they generate the same outputs.

Sensitivity to the number of executions and ARG_MAX is explored and discussed in Sections 6.1.1
and 6.1.3 respectively.

3.6 Metrics

The study uses three metrics primarily to address the research questions.
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* Number of Clusters: A cluster is a collection of functions with a common property (i.e., type
I-IV similarity). This metric is the number of clusters generated by a clone detection algorithm.
This is represented as |Clusters|, # Clusters or #C.

¢ Number of Clones: A function that belongs to a cluster is called a clone. This metric is the
total number of functions in all the clusters generated by a clone detection algorithm. This is

represented as |Clones|, # Clones or #M.

¢ Number of False Positives: A false positive is a cluster which contains one or more functions
which does not adhere to the similarity measure of the cluster. This is represented as |False

Positive|, # False Positives or #FP.

3.7 Baselines

To answer RQ1, RQ2, and RQ3, the following baseline techniques are used to illustrate the capabilities
of SLACC.

3.7.1 RQI: HitoshilO

As a baseline, the closest technique to SLACC, HitoshilO [102] is used. This tool identifies functional
clones for Java Virtual Machine (JVM) based languages such as Java and Scala. It uses in-vivo clone
detection and identifies potential inputs of each code fragment and then executes them with existing
workloads like tests or entry points (For example, the main function in Java) to collect values from
their outputs by inserting instrumentation code in the form of control instructions [158] in the
application’s bytecode to record input and output values at runtime. Inputs and outputs are observed
using the existing workloads, which allows it to observe behavior and identify clones in code for
which input generators cannot generate inputs. The methods with similar values of inputs and
outputs during executions are identified as functional clones. HitoshilO considers every method
in a project as a potential functional clone of every other method, recording observed inputs that
can be method parameters or global state variables read by a method, and observed outputs that
are externally observable writes including return values and heap variables. It subsequently uses a
relaxed similarity comparison, enabling efficient detection of code that has very similar inputs and
outputs, even when the exact data structures of those variables differ and returns pairs of clones.
For comparison against SLACC, the pairs are grouped into clusters as follows: two pairs of clones
are grouped into a cluster if both the pairs have a common function between them. More simply,
consider two pairs of semantic code clones (A, B) and (C, A). A, B and C form a cluster of clones
since the two pairs contain the common function C.

Like the similarity threshold SIM_T in SLACC, HitoshilO has a similar parameter that provides
a lower bound on how similar two methods must be to be considered a functional clone. As with
SLACC, HitoshilO also has a parameter for an upper bound on the number of IO profiles considered
for each method.
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An existing and public implementation of HitoshilO is used for this study.? The workload used
to benchmark HitoshilO with GCJ are the sample test input files. GCJ provides only two sample
input files for a validating a submission. However, in SLACC each method was executed 256 times.
To create a balanced benchmark, the test input files are randomly fuzzed 32 times before sending it
to HitoshilO. Note that fuzzing the files 256 times led to crashes for large number of inputs in the

clone-detection phase of HitoshilO.

3.7.2 RQ2: Automated AST Comparison

HitoshilO can detect semantic code clones in Java. However, it cannot be extended to support
Python as its modules are hardwired to Java. The literature search failed to find a prior work to
detect semantic code clones in dynamic languages. Hence, SLACC was benchmarked for dynamic
and cross-language clones by matching the Abstract Syntax Trees (ASTs) as a proxy for similarity.
This technique has been adopted by many graph-based (an example of type-III clone) code clone
detection techniques in C[11, 18, 38] and Java [35, 38].

Like SLACC, the first phase of the AST comparison segments the code into snippets. Next an AST
is generated for the snippets. JavaParser [87] tool and Python AST [152] module used to construct
the ASTs in the respective languages. Similarity is measured by matching the ASTs. For clones in
the same programming language (RQ1, RQ2), the ASTs are compared and considered to be type-III
clones if the ASTs are equivalent or have a difference of at most one node.

3.7.3 RQ3: Manual Cross-language AST Comparison

The AST comparison approach cannot be adopted for cross-language clones (RQ3) due to the
difference in format of the ASTs for both the languages. In this case, conservatively, cross-language
snippets were sampled with extremely similar outputs and manually verified the ASTs for similarity.
To do this, 1 million pairs of a Java function and a Python function were randomly sampled. If the
input and output types are compatible, and the outputs are the same for the same inputs or off by a
consistent value, the ASTs are manually evaluated for similarity. Consistency is determined based
on the output type. Values of primitive types are consistent if they have a constant difference (for
Boolean or Numeric values), constant ratio (for Boolean or Numeric values) or constant Levenshtein
distance [128] (for Strings) between the outputs. Objects are consistent if each member of the object
is consistent. Finally, two arrays are consistent, if all the corresponding members of the array are
consistent.

For example, given two methods, int A(int x) anddef B(y),ifA(1) = 1,B(1) = 9,A(2) = 2,
andB(2) = 18,then A() and B() are similar since their outputs have a constant ratio (9). Of the 616
similar pairs, all had identical ASTs or had a difference of at most one node, making them type-III
clones.

2github.com/Programming-Systems-Lab/ioclones;
Commit hash: aa5b5b3; Dated: 05/06/2018
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3.8 Precision Analysis

SLACC and HitoshilO are both clustered using IO relationships of the functions. However, given a
different set of inputs, some functions in a cluster might produce a different set of outputs such
that they are not clones; such clusters are marked as false positives and considered invalid. False
positives are identified at the cluster-level in keeping with prior work [47].

To detect false positives, SLACC clusters are re-executed on a new set of 256 inputs generated
using random fuzzing [47] based on a triangular distribution, and clustered. If any method in a
cluster is not grouped into the same cluster using the new input set, the whole cluster is marked as
a false positive. We see that the number of clusters and false positives is relatively stable above 64
inputs ( section 6.1.1).

HitoshilO needs an input file with test cases to execute the program. To detect false positives
in HitoshilO, the test input files are randomly fuzzed 32 times ( section 3.7.1) to generate a new
test file that is 32x the size of the original, and then re-execute HitoshilO. Clone pairs are clustered
and false-positives are detected when a new cluster does not match an original cluster, as done for
SLACC.

False positives in clusters generated by AST comparisons are identified in a similar manner to
SLACC. ASTs in the clusters are first converted to functions (as described in section 3.2.2). The
functions are re-executed on 256 inputs like SLACC clusters and checked for false positives. Any

cluster that contains a different method after execution is marked as a false positive.

3.9 Results

The results show that SLACC identifies more method level clones compared to prior work and
with higher precision (RQ1), successfully identifies clones in dynamic typed languages (RQ2), and
successfully detects clones between Java and Python (RQ3).

3.9.1 RQI: Static Typed Languages

The 885 Java methods generated 19,188 Java functions for analysis. SLACC was able to support 691
of the 885 Java methods. From the 691 whole methods, 18,497 functions are derived into partial
method snippets. Of the total generated functions, 4,180 (22%) are clones resulting in 632 clusters.
These 4,180 clones derive from 4,038 partial-method snippets and 142 whole methods. They are
called statement level clones and method level clones, respectively.

3.9.1.1 Method level clones

HitoshilO and SLACC identify clones based on the IO relationship between the functions. The base-
line HitoshilO can detect only similar methods unlike SLACC which can detect similar statements
as well. Thus, SLACC is benchmarked against HitoshilO by comparing clones detected by SLACC at
a method level granularity. All 885 Java methods are provided to HitoshilO, which groups 43 of the
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— SLACCpys
import Y14R5P1.stolis.MMT3 // Parent Class MMT3
public static int func_a(BufferedReader br){

// Snipped from Y14R5P1.stolis.MMT3.main()

if (!MMT3.in.hasMoreTokens())

MMT3.in = new StringTokenizer (br.readLine());
int a = Integer.parselnt(MMT3.in.nextToken()) ;
return a;

}

_ SLACC ethod
import Y12R5P1.xiaowuc.A // Parent Class A
public static int func_b(Scanner in) {

// Y12R5P1.xiaowuc.A.next ()

® N G A W N =

1
2
3
4 while (A.tok == null || !'A.tok.hasMoreTokens()) {
5 A.tok = new StringTokenizer(in.readLine());
6 }
7 return Integer.parselnt(A.tok.nextToken()) ;
s}
— HitoshilO

1 public static int func_c(StreamTokenizer in) {
2 // Y11R5P1.burdakovd.A.nextInt ()

3 in.nextToken() ;

4 return (int) in.nval;

5

}

public static int func_d(StreamTokenizer in) {
// Y11R5P1.Sammarize.Main.next ()
in.nextToken() ;
return Integer.parselnt(in.nval);

}

[

1 import Y14R5P1.eatMore.A // Parent Class A
» public static int func_e(Scanner in) {

3 // Y14R5P1.eatMore.A.next ()

4 A.in = in;

5 return Integer.parselInt(A.nextToken());
6

3

public static int func_f(Scanner sc) {
// Snipped from Y11R5P1.dooglius.A.go()
int next = sc.nextInt();
return next;

}

Qe W N =

Figure 3.4 Semantic clusters detected by HitoshilO, SLACC on method level (SLACC,¢n0q) and SLACC on
statement level (SLACCq,,(). The cluster contains functions that take an object that reads a file and returns
the next Integer token.
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Table 3.2 Number of whole method clones identified by HitoshilO(H), SLACC(S) and both the approaches,
after accounting for false positives.

Problem HitoshilO(|H|) SLACC(|S|) [HNS|

Irregular Cake 3 44 3
Perfect Game 4 35 4
Cheaters 4 21 4
Magical Tour 9 35 9
Total 20 135 20

methods into 13 clusters. False positives were identified for 9 of the 13 clusters (precision=30.7%).3
The remaining valid clusters from HitoshilO contain 20 methods. From the 691 Java methods, SLACC
detected 142 methods, grouped into 15 clusters. False positives were identified for 2 of the 15 clusters
(precision = 86.7%). The remaining valid clusters for SLACC contain 135 methods.

Table 3.2 shows the numbers of valid clusters for each approach, as well as their intersection.
All valid clusters from HitoshilO are contained within the valid clusters for SLACC, (H = HnN
S), demonstrating that among the valid clones, SLACC subsumes HitoshilO for this experiment.
However, the low precision for HitoshilO may be due to the use of limited inputs or the execution
context, so further investigation is needed for generalization of this result.

An example of a cluster that contains methods from both SLACC and HitoshilO is shown in
Fig. 3.4. The cluster contains functions that take an object that reads a file and returns the next
Integer token. Functions func_c and func_d are clones detected by HitoshilO. Within the same
cluster, SLACCyethoq additionally identifies two more method level clones that were not detected by
HitoshilO: func_b and func_e.

3.9.1.2 Statement level clones

Additionally, SLACC identifies 624 clusters with 4,038 statement level code clones. Of these, 48
clusters are false positives (precision=92.3%). The large number of code clones is intuitive because
each method can contain multiple modular functionalities. That said, it should be noted that the
higher precision for statement level clusters would lead us to believe that detecting clones for
succinct behavior is more accurate.

Statement level clones can be clustered with whole method clones. For example, in Fig. 3.4,
SLACCgpy; represents a SLACC cluster based on partial methods: func_a and func_f are func-
tions segmented from the main method in class Y14R5P1.stolis.MMT3 and the go method in

Y11R5P1.dooglius. A, respectively.

3False positive rates in the original HitoshilO paper [102] are computed at the pair-level rather than cluster level and
used student opinions rather than code behavior, which may account for the relatively low precision reported here.
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Table 3.3 # of Java, Python and Cross language clusters detected by SLACC compared against AST (Type-
IID) clusters.

Java Python Java + Python
SLACC AST SLACC AST SLACC AST

# Clusters 632 6122 482 3971 34 616
# Valid 584 226 421 181 32 25
Precision 924 3.7 87.3 4.6 94.1 4.1

def func_db8e(a):
n = len(a)
sumO0 = [0] * (n + 1)
for i in xrange(n):
sumO[i + 1] = sumO[i] + ali]
allv = sumO[-1]
return allv

N g e W N e

def func_43df(items):
_sum = sum(items)
j = len(items) - 1
return _sum

W N =

Figure 3.5 Semantic cluster of Python functions detected by SLACC. The cluster contains functions that
returns the sum of an input array.

RQ1: Method level clones: SLACC identifies more method level clones compared to HitoshilO
at higher precision. Statement level clones: Segmentation of code increases the precision of
SLACC and yields a higher number of semantic clones.

3.9.2 RQ2: Dynamic Typed Languages

SLACC identified that 3,135 (18.2%) of the 17,215 extracted Python functions had clones which
resulted in 482 clone clusters. Of these 482 clusters, 421 are valid, resulting in precision of 87.3%. As
a baseline, using the same Python functions, type-III clones were systematically identified. There
exists 3,971 clusters, of which 181 are valid (4.6% precision); these results are shown in the Python
column of Table 3.3, where AST shows the type-III clones. For sake of comparison, the experiment
was repeated for Java clones; a similar differential between SLACC and AST precision was observed
(92.4% vs. 3.7%). This would lead us to believe that traditional methods that detect syntactic type-III
clones cannot be used for behavioral similarity, despite successful applications for single languages
in prior work for identifying libraries with reusable code [24], detecting malicious code [40], catching
plagiarism [14] and identifying opportunities for refactoring [82].

When these clusters are validated, 61 of the 482 SLACC clusters (12.8%) were deemed to be false
positive. This is more than the percentage of false positives in Java (7.3%), but by executing the
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static long func_3bOe (Longl[] x2) {
Long res = null;
Long[] arr = x2;
int len = arr.length;
for (int i = 0; i < len; ++i) {
long xx = arr[i];
if (xx >= res)
continue;
res = Xxx;

© ® N g R W N =

10 }

11 return res;

2

def func_6437 (y):
ymin = min (y)
count = 0
return ymin

W N =

Figure 3.6 Semantic cluster of a Java function and a Python function detected by SLACC. The cluster con-
tains functions that returns the minimum value in an input integer array.

functions over a larger set generated arguments, the subsequent clustering could yield more robust
results. It should be noted that SLACC detected fewer clones in Python compared to Java. This could
be due to dynamic typing and limited support offered in case of external modules when it comes to
Python.

An example of Python clones identified by SLACC can be seen in Fig. 3.5. Both the functions in
this example compute the sum of an array. func_db8e uses a loop that maintains the running sum
where each index in the array contains the array sum until that index. The last index of the array
would contain the array sum and is eventually returned. In contrast, func_43df uses the sum library

function to perform the same task.

RQ2: SLACC can successfully identify code clones for dynamic typed languages with high
precision (87.3%).

3.9.3 RQ3: Across Programming Languages

In this section, SLACC is executed on the Java and Python projects from GCJ. From 36,403
extracted snippets, SLACC identified 131 Java and 48 Python functions clustered into 34 cross-
language clusters (single-language clusters are omitted from the RQ3 analysis). On validation, we
see that 2 of these 34 (5.8%) clusters are false positives which is better than the percentage of false
positives found in Java and Python independently. That said, SLACC would produce more clusters
when support for the languages is broadened.

It should be noted that since there were restrictions on generated arguments made to address

this research question and the functions should be considered code clones if these restrictions
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are ignore. For example, long in Java and int in Python have the same range between —2% and
253 —1, the methods in Fig. 3.6 were judged to be clones. But, if the input argument of function
func_3b0e had an int (—23!,23! —1) datatype, then the two functions would not be clones as the
Python function would operate over a larger input range.

616 type-III clusters were discovered by comparing the ASTs of Java and Python snippets (Ta-
ble 3.3), of which 25 clusters are valid (4.1% precision). It should be noted that this is a conservative
precision estimate; the baseline was created by starting with close behavioral matches, hence giving
the AST analysis a slight edge on precision ( section 3.7.2).

An example of a pair of Java-Python clones can be seen in Fig. 3.6. f unc_3b0e is a Java function
that uses a loop to find the minimum in an array while f unc_6437 is a Python function uses the

inbuilt min function in Python.

RQ3: SLACC succeeds in identifying clones between programming languages irrespective of
their typing.

3.10 Limitations and Threats

Threats to external validity include the focus on two languages as instances of static and dynamic
typing, so results may not generalize beyond Java and Python. The use of GCJ code may not generalize
to more complex code bases. Threats to internal validity include that for RQ3, where the AST
matching is aided by starting with behavioral clusters and then determining if the ASTs are similar;
in this sense, the precision of cross-language AST matching is overestimated.

Our implementation of COSAL has the following limitations:

Dynamic Typing. COSAL does not support two primitive types long and complex for Python. That
being said, the GCJ projects used in this study were and do not explicitly use these values in the
source code and they are not present in the input file used by the baseline HitoshilO. Further, in
case of a failure to identify the type of a function argument, the function was fuzzed with arguments
of all supported types. In this study, only primitive types and the simple data-structures tuple, set,
list and dict is supported. Support for other sophisticated data-structures can be incorporated
by extending the existing COSAL API with instructions in the wiki [149].

Hyper-parameter bias. COSAL uses four hyper-parameters whose values (see section 3.5) were

chosen based on research evaluation and engineering limitations.

e MIN_STMTS:Although, this was set to 2, COSAL analyzes singular statements if it contained
nested statements (For eg. block, loop and conditional statements). This parameter simply
vets out single line declaration and assignment statements as the detected clusters would

contain trivial clones.

* ARGS_M AX: The choice of this value influences the space of generated functions by an order
of O(ARGS_M AX!) and could lead to disk space and memory explosion. Hence, based on
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experimental validation, ARGS_M AX was set to 5.

¢ Number of Executions: Execution of snippets is the biggest bottleneck in COSAL'’s workflow.
We set this to 256 for each snippet based on the available hardware capacity. Larger values
would result in better quality clusters with lower false positives. That said, COSAL uses an
order of more executions in its evaluation compared to other clone-detection methods [47,
56].

e SIM_T: This is set to 1.0 to ensure maximum stability of the clusters and provide a tight
benchmark against the baseline HitoshilO. Lower values of Sim T would relax the measure of
similarity and should be adjusted based on the applications of COSAL ( section 6.1.6).

Unsupported Features. Although COSAL supports Object Oriented features such as inheritance and
encapsulation, it is limited to objects derived from primitive types. Hence, the current version of
COSAL cannot scale to more sophisticated objects like Threads and Database Connections. Similarly,
for Python SLACC does not support modules like generators and decorators. Nevertheless, it would
be possible to support these features with more engineering effort.

Dead Code Elimination: In the code-clone examples of Fig. 3.5 and Fig. 3.6, we see the presence of
lines of code that do not influence the return value i.e., Dead Code. At the moment, the functions
do not fail due to dead code but eliminating them would make the functions more succinct and

comprehensible. This will be an avenue for future work for specific applications of COSAL.
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CHAPTER

4

CODE-TO-CODE SEARCH ACROSS
LANGUAGES

This work is published at ACM Joint European Software Engineering Conference and Symposium
on the Foundations of Software Engineering (ESEC/FSE) 2021 in collaboration with Dr. Kathryn T.
Stolee [139].

4.1 Motivation

Code to code search has multiple applications in software engineering. For example, while learn-
ing a new programming language, students prefer looking up similar or alternate implementations
of a functionality [95]. Similarly, code to code search is used in identifying candidates code snippets
which can be used in Automated Program Repair [48]. The state of art techniques on code search
and clone detection use individual similarity metrics to compare code snippets. Static similarity
metrics are typically based on intermediate representations like Tokens [14, 26, 30], AST [18, 38] or
Program Dependency Graphs [43, 61]. Such techniques have two primary limitations. First, due
to the reliance on syntactic features, the approaches cannot be scaled for code to code search
across programming languages [102]. Second, due to the dependency of similarity measure on
the static properties of code, they miss finding snippets which have similar behavior even if their
code is syntactically dissimilar [56]. Although fewer in number compared to static similarity based
approaches, dynamic similarity based approaches have greater success in identifying snippets
that are syntactically different but have similar behavior. These approaches rely on Input-Output

behaviour [47, 102, 134] or intermediate execution states [54, 71, 101]. As a result, these approaches
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Lo B S

List<Integer> getEvens(int max) {
List<Integer> evens = new ArrayList<>();
for(int i = 0; i < max; i++)

if (1% 2==20)
evens.add(i);
return evens;

}

(a) Java: for loop to populate an array of even
numbers

def all_odds(n):
odds = []
for i in xrange(n):
if i % 2==1:
odds.append (i)
return odds

(b) Python: for loop to populate an array of odd
numbers

List removeOdds(List<Integer> nums) {
return nums.stream().filter
(i >1i % 2 ==0).collect();
}

(c) Java: filters out odd numbers from an input

© ® N U A W N

Integer[] func(int x) {
int[] n = IntStream.range(0, x)
.toArray();
List<Integer> e = new ArrayList<>();
for (int i=0; i<n.length(); i++)
if (n.get(i) % 2 == 0)
e.add(n.get(i));
return e.toArray();

}

(d) Java: List of even numbers using external
libraries

from functools import ifilter
def get_evens(max):
# Filter out odds
return ifilter(lamda x: x%2, range(max))

(e) Python: 1ist of even numbers using external

library

def even_nums(max_val):
nums = range(max_val + 1)
return [i for i in nums if i % 2 == 0]

(f) Python: 1ist of even numbers using

List list-comprehension

Figure 4.1 Different functions to return a filtered array of numbers implemented in Java and Python. The
code in (a), (d), and (e) are functionally identical.

are not scalable for practical use due to the need for executable code, exhaustive test cases and
dependency libraries [56].

Consider the code snippets in Fig. 4.1 which represents six functions that return a filtered array
of numbers. Fig. 4.1a is Java code that takes an integer input max, and returns an array of even
numbers between [0, ma x). Fig. 4.1b is a Python function that takes and integer argument and
returns a list of odd numbers between [0, ma x). Fig. 4.1c is a Java function that takes a list of integers
and removes all the odd numbers from it. Fig. 4.1d creates an array of integers ranging from [0, x) but
using the IntStream library introduced in Java 8. The function then returns all the even numbers
from the array using a for loop. Functions Fig. 4.1e and Fig. 4.1f are Python functions that return
an array of even numbers from [0, ma x) and [0, max_val] respectively. Fig. 4.1e uses an external
library functools.ifilter and Fig. 4.1f uses a 1ist-comprehension.

Three of the functions are behaviorally identical which takes an input integer and returns an array
of even integers: Fig. 4.1ais a Javafunction which uses a for loop; Fig. 4.1d uses the stream library
from Javav8; Fig. 4.1f is a Python function which uses a filtered 1ist-comprehension. Fig.4.1bis a
Python function that takes an integer ma x and returns a list of odd numbers between [0, ma x).

To statically identify behaviorally identical Python snippet for Fig. 4.1a, a code-to-code search

engine should support both the programming languages Javaand Python. Using a purely token based
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approach for cross language search will not be very helpful in this case primarily due to two reasons.
First, the syntactic features of each language will skew the cross language search. For example, since
Javais static typed, variables are declared with the datatype, while variables in Pythonlack miss these
tokens due to dynamic typing in Python. Second, even if language specific keywords are ignored,
there is an over reliance on the names of variables and libraries to infer behavioral context which
may not always succeed. For example, Fig.4.1a uses evens to denote a list, while Fig. 4.1f uses nums
to represent the same array.

On the other hand using an AST based approaches to identify similar code structures across
languages is also not consistently viable due to the language specific constructs. For example,
Fig. 4.1a uses a traditional for loop to populate the list while Fig. 4.1f uses 1ist-comprehension
which is a pythonic construct to perform the same task. The nearest match with respect to similar
construct would be Fig. 4.1b since it also uses a for loop. That said, the functions Fig. 4.1a and
Fig. 4.1b are behaviorally different, since the former uses a for loop to populate an array of even
numbers while the latter populates an array of odd numbers. In such cases, a dynamic approach
based on IO similarity should identify Fig. 4.1a and Fig. 4.1b as behavioral snippets.

Behavioral approach also has its limitations. For example, IntStream from Fig. 4.1d is specific
to Java v8 and above. Similarly xrange from Fig. 4.1f is specific to Python v2.x. Hence the right
version of the language and libraries is a prerequisite and in many cases a major bottle neck for
dynamic similarity.

Hence like the no free lunchtheorem, there is no single best technique for code search. It depends
on multiple varying criteria which cannot be generalized for all cases. Hence, we need a code-to-code
search tool that enables search based on multiple search similarities. That said, combining different
similarities has its own limitations like optimizing for weights for each similarity or heavy influence
of one specific similarity. This work overcomes these limitations by finding similar code based on
multiple different (or available) similarity measures and ranking them using non-dominated sorting.
Using such an approach enables cross-language and within-language search which is not bound to

one specific search similarity.

4.2 COSAL

This work presents Code-to-Code Search Across Languages, or COSAL for code-to-code search
within or cross-languages. As prior approaches to code-to-code rely on machine learning [124, 125]
and are thus potentially prone to overfitting. This risk is removed by using SLACC as a dynamic
similarity metric to compare behavioral similarity between code snippets. However, as SLACC only
clusters executable code, its application in search is limited to executable code. Prior approaches to
code-to-code search allow for unexecutable code as queries. To make the search more practical,
COSAL uses non-dominated sorting that considers dynamic behavior using SLACC ( section 4.2.3)
and static code similarities based on code contexts ( section 4.2.1), and ASTs ( section 4.2.2), thus

providing search results even with dynamic analysis falls short.
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Figure 4.2 Overview of COSAL

Fig. 4.2 depicts the general workflow of code-to-code search using COSAL, which includes a
one-time indexing of the Source Code Repository and the process of retrieving Search Results based

on a Code Query.

1. Offline, a repository is crawled to extract snippets of code (e.g., GitHub, submissions from
programming contests like AtCoder or Google CodeJam, or a local File System.)

2. The extracted snippets are used to create an Index for each of the following:

(a) Tokensrepresenting names and libraries used in the code ( section 4.2.1).
(b) Alanguage-agnostic AST represents the code structure ( section 4.2.2).

(c) Ifthe code can be executed, the IO behavior is recorded based on grey-box fuzzing [134]
(section 4.2.3).

3. During search, a code queryis processed in the same manner as each code snippet, according
to Steps (a)-(c), to gather Tokens, AST, and IO information.

4. Multi-Objective Search identifies Search Results, which are ranked and returned to the user
( section 4.2.4)

To illustrate COSAL, we will reuse examples of code from Fig. 4.1.

4.2.1 Token-based Search

Fragments of code that are contextually similar often use similar variable names or libraries [31],

though the naming conventions vary by language. For example, Java primarily uses camelCase
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Table 4.1 Tokens for functions from Fig. 4.1

Fig. Lang. Tokens

4.1a Java  getevens, get, max, arraylist, list, add, in-
teger, array, evens

4.1b Python allodds, xrange, odds, append

4.1c Java filter, collect, removeodds, stream, nums,
integer, remove, odds, list

4.1d Java func, intstream, stream, range, toarray, ar-
ray, list, integer, arraylist, length, add

4.1e Python fifilter, filter, range, getevens, get, max,
functools, evens, odds

4.1f Python even, evennums, nums, max, val, maxval,
range

conventions while Python uses snake_case. Developers tend to describe the code in comments

based on the functionality. Context from source code is inferred by extracting non-language specific

tokens from source code and comments using the following approach:

1.

2.

6.

Extract a complete list of tokens from code and comments.

Remove language-specific keywords obtained from the language documentation [142, 151].
For example, java tokens function and static, and Python tokens def and assert, are all
removed. Remove frequently-used words used in a programming language. These are not
keywords but are part of common coding conventions, for example, in Python, the token self
is used commonly to denote the class object.!

. Remove common stopwords from the English Vocabulary [45], such as does and from.

. Split tokens to address language-specific nomenclature. Variables are typically named using

camelCasein Java and snake_case in Python. Such tokens are split into {“camel” and “case”}

and {“snake” and “case”}, respectively.
Remove tokens of length less than MIN_TOK_LEN.

Convert all the tokens to lower case.

A repository of code is tokenized using the above approach and stored in an ElasticSearch [88]

index. For a user’s code query, the tokens generated from the indexing approach are looked up in the

search index and the best matched results are returned using the token similarity distance (d;yjer)-

This distance is the same as the Jaccard Coefficient [75] and is defined as follows:

|tokensgueryNtokens, syl

token =
OH Jtokensgyery Utokens syl

!Complete lists of the removed tokens are available [135].
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Table 4.2 Similarity metrics for Java(J) and Python(P) functions from Fig. 4.1. High similarity is associated
with high values (T) of d,,i.,, low values (]) of d,s7, and high values () of d; .

Snipl Snip2 Tdioken ldast Tdro
(s1,82)  (s2,81)

J-4.1a P-4.1b 0.0 1 0.5 0.5
J-4.1a J-4.1c 0.125 23 0.0 0.0
J-4.1a J-4.1d 0.333 16 1.0 1.0
J-4.1a P-4.1e 0.286 19 1.0 1.0
J-4.1a P-4.1f 0.067 7 0.5 0.5
P-4.1b J-4.1c 0.083 23 0.0 0.0
P-4.1b J-4.1d 0.0 17 0.5 0.4
P-4.1b P-4.1e 0.083 19 0.0 0.0
P-4.1b P-4.1f 0.0 8 0.0 0.0
J-4.1c J-4.1d 0.176 33 1.0 0.5
J-4.1c P-4.1e 0.125 8 0.0 0.0
J-4.1c  P-4.1f 0.067 21 1.0 0.5
J-4.1d P-4.1e 0.053 29 1.0 1.0
J-4.1d P-4.1f 0.059 21 0.5 0.5
P-4.1e P-4.1f 0.143 17 0.0 0.0

d;oren Will range from [0.0, 1.0]. Larger values of d,, ., indicate higher token similarity between
the query and result candidate.

For the functions in Fig. 4.1, the generated tokens using this approach are shown in Table 4.1
and the token similarity distance for each pair of functions is shown in Table 4.2 (d;,1.,) - Note that
none of the functions in Fig. 4.1 have code comments; in our implementation the comments are
included in the token list. Based on this metric, if the Java function Fig. 4.1a is the query, the best
Python result would be Fig. 4.1e (d; e, = 0.286). These functions are behaviorally similar to each
other and the tokens extracted from these functions help in identifying this similarity. However, in
many cases the token-based scoring cannot yield best results. For example, if the Python function
Fig. 4.1e is the query, the best Java function would be Fig. 4.1c, which differs in functionality to
Fig. 4.1e.

Token-based analysis relies on self-describing snippets; the choice of variable names, function
names, libraries used, and comments all impact the the results. Not all code snippets adhere to
intuitive naming conventions. For example, in Fig. 4.1d, the programmer chose very generic names.
Despite this limitation, in section 4.9.1 we see that the tokenization approach adopted by COSAL
yields more precise results compared to full text search.

4.2.2 AST-based Search

COSAL uses a tree based representation to syntactically compare snippets of code. This is a chal-

lenging across languages since there is no generic AST representation of code that encompasses
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Table 4.3 Generic ASTs for functions from Fig. 4.1

Fig AST

var var
args —
— £ /
func assign— call — args
body
T~
4.1a loop — cond
~
body — if —— cond —body — var — call — args — var
ret
T~
var
args var var
-
func assign—= call
body
T~
4.1b loop — cond

N

body — if —— cond —body — var — call — args — var

ret
-
var
args — var
func . args args — var op op
body — ret — var — call \ . args — func \ et et
4.1c call body — expr — expr — var
call — args N N
lit lit
lit
var var el
args — var
args var — call -
—
et assigm T call — args
func var
body —assign’
~
4. 1d \ call — args
loop —= cond cond
™~
body — if ——body — var — call — args — var — call — args — var
ret
var — call — args
args — var op

/argSﬂ var 7 /

func func —body — expr — var
4.1e body — ret —— var — call — args
lit
var —. a1l
call ____ args
T~
var
. args — var var

func . et

body —assign— call — args — var

4.1f o~

ret — loop — cond

™~

body — if ——cond —body — var
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syntactic features of different languages. Traditional AST parsers like Antlr, JavaParser, python-ast
modules use different grammars to denote similar features as well. For example, a function node in
JavaParser is represented as MethodDeclaration while the python-ast parser represents the node
as FunctionDef. As a result, to compare ASTs of different programming languages, we require a
mapping scheme between each pair of programming languages.

__.var op op
assign e el
T .
expr — expr — lit
N .

var It

Figure 4.3 Normalized AST for the Java statement ‘int x = y + 15 * 2.0;’

To account for better scalability to additional programming languages, COSAL uses a parser for
a generic AST. By mapping the ASTs for Java and for Python onto the generic AST, we can compare
across these languages (see section 6.2.3) for a discussion on scalability). The generic AST contains
a superset of the language features, as follows:

¢ Common control structures: Control structures are simplified to make them applicable
cross-language. For example, the loop node is used for the following example Java constructs:
for, forEach, while. do-while and for-each; and example Python constructs: for, Python

list-comprehension and Python dict-comprehension.

* Normalizing Variable: All variables are denoted as var nodes.For example, the statement
int x = y + 15 * 2.0; is converted to the AST shown in Fig. 4.3 where all the variables are
denoted as var node.

¢ Normalizing Literals: All literals are denoted as 1it nodes. This can also be seen in Fig. 4.3
where the literal 15 and 2. 0 are represented as as 1it nodes.

* Normalizing operators: All operators are also denoted as op nodes.

* Language specific features: If a feature is implemented in only one language, a custom node is
created for that feature. For example, switch statement are specific to Java and not supported

in Python. As a result, a custom node switch is created for this statement.

The representation of the generic AST is based on our intuition, and there may be more effective
or efficient representations; future work will explore various representations of the AST and the
impact on the objective effectiveness.
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Once the ASTs are constructed, the similarity between them is computed using the tree-edit
distance [8] (ds7)- The algorithm computes the minimum number of edits required to transform
an ordered labeled tree to another ordered labeled tree in sequential time. d 57 will range from
[0, c0). Lower values of d 51 are associated with higher similarity.

For the functions in Fig. 4.1, the generated ASTs are shown in Table 4.3 and the AST edit distance
for each pair of functions is shown in Table 4.2 (d 457). Based on d 457, if the Python function Fig. 4.1f
is a query, the best Java result would be Fig. 4.1a (d4s7 = 7). Notice that when Fig. 4.1f was the
query using token-based search, all three Java functions had very low values of d; ., (and thus
low token-based similarity). However, using d 457, the Python search query and the Java search
result (Fig. 4.1a) have a substantially smaller edit distance compared to the other two Java functions.
Notably, the syntactic constructs of the two functions are also different. The Python search query
(Fig. 4.1f) uses a list comprehension which is a Python feature and the Java search result (Fig. 4.1a)
uses a for loop. Identifying the matching search result is possible, since the 1ist-comprehension
feature is mapped as a for loop in the grammar for the generic AST of COSAL.

There are cases where a generic AST-based approach is non-ideal. For example, if the Java
function Fig. 4.1a is a query, the best Python result would be Fig. 4.1b using dsr alone. This is
because both functions use traditional for loops and updates the return array sequentially, and
yet, the search result is functionally different from the query. Such scenarios can be handled using

dynamic similarity.

4.2.3 Input-Output based Search

Dynamic search in COSAL, is performed by clustering code based on the their IO relationship.
Consider a query g and a potential search result s. We should not require a perfect matching
between the methods in g and s. As a practical example, say a developer is looking for a Python API
for QuickSelect?, which finds the k*" smallest number from an array of integers. It has a method
that identifies a random pivot in the array and a method that swaps values. However, these methods
do not call each other. Thus, to characterize the behavior of this file, we characterize and aggregate
the behavior of fragments of the file. Then, when comparing to a custom Python QuickSort3 API
that has a function to recursively find a random pivot and perform a swap operation, a match is
identified even though the number of methods and how they accomplish the same task are different.

To determine the IO relationship between two pieces of code, COSAL uses SLACC Chapter 3.
SLACC supports identifying similar code snippets based on segments of functions. SLACC segments
code into executable snippets of size greater than MIN_STMTS and executed on ARGS_MAX arguments
generated using a grey box based strategy. The executed functions are then clustered using a repre-
sentative based clustering approach with a custom similarity measure (sim) based on the inputs
and outputs of the functions.

SLACC succeeds at finding clones at the method-level and smaller. Notably, it splits methods

*from org.apache.datasketches
3stackabuse.com/quicksort-in-python

39


https://stackabuse.com/quicksort-in-python/

into smaller segments prior to execution. COSAL does not cluster the segmented functions. Instead,
it stores the inputs and outputs for each snippet in the IO Index (Fig. 4.2). The similarity information
between a query g and a potential search result s is aggregated by finding segments in s with the
highest similarity for each segment from ¢, and then taking an average. In this way, COSAL can
identify similarity at a file-level to mimic industrial use cases [92].

Let Q and S be sets of segments identified by SLACC from g and s respectively. The IO similarity
between g and s is defined as

SKES

1
diolq,s)= |Q_| Z maximize sim(q;, S)
q;€Q

Values of d; range from [0.0, 1.0]. Higher similarity corresponds to higher values of d; . Consider an
example: let Q ={q1, 92, g3, 4, G5} be set of five segments and S = {s;, s, 53} be set of three segments
identified by SLACC. Segments ¢, ¢, and g3 find segments s, s, and s; to be the most similar,
respectively, with similarity scores (sim) of sim(q;, s;) =0.8, sim(g», s,) =0.95 and sim(qs, s1) =

0.7. Segments g, and g5 did not find segments in S with similarity greater than 0.0. In this case,

dio(q, s) = LEHUIEHTH00+00 _ g 49

The dynamic similarity between all the functions is Fig. 4.1 is shown in Table 4.2. We noticed

in section 4.2.2 that Fig. 4.1a and Fig. 4.1b were very similar to each other based on d,sr but
functionally different. If the same functions are compared based on behavioral analysis, we see that
they are indeed functionally different as d;o = 0.0. In contrast, Fig.4.1d and Fig. 4.1e are similar
to each other based on their behavior (d;y = 1.0), but relying purely on a static similarity measure
would indicate the exact opposite as we can see the pair has a very low value for d;,., and a large

value for dgt.

4.2.4 Non-Dominated Sorting

COSAL uses the Non-Dominated Sorting algorithm from NSGA-II [25], a popular multi objective
search technique to rank search results based on d; , ¢, dast, and d;o. The non-dominated sorting
algorithm orders results with multiple objectives without aggregating them into a single objective.
COSAL uses the algorithm in a novel context; this is the first work that uses multi-objective search
for code-to-code search.

Classically, search methods [5, 15] and evolutionary algorithms [13] convert multi-objectives
to a single-objective problem [62]. Using such methods is not very optimal as ranking the results
would be very subjective if the objectives are independent (which ours mostly are).

COSAL incorporates search as follows:

1. Individual Search: For a query, top TOP_K search results are fetched using each similarity

measure (d;oren, dast and d;p) independently.

2. Merge: The individual search results are merged.
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3. Sort: The merged results are sorted by NSGA-II [25] by measuring the dominance of one result
over the other.

A search result s is said to dominate a search result ¢ if s is no worse than ¢ in any objective and is
better than ¢ in atleast one objective. Otherwise, there is a tie. In case of a tie, COSAL selects the point
which has the dominant objective closest to the optimal value. For example, consider two search
results s and ¢ with (d;oren, dast, dio) of (0.7,7,0.9) and (0.8,7,0.8) respectively; s dominates ¢ on
dro, t dominates s on d; ., and s and t have the same value for d 57 (note: since ¢t dominates s
on one objective and s dominates ¢ on another objective, regardless of the relationship for the third

objective, s and ¢ are in a tie). The normalized distance between d;g of s to its optimum value is

max(dro)—dio(s)

Complned as max(d;g)—min(d;o)

=0.1. Similarly, the normalized distance between d; ., of t to its
optimum value is 0.2. Since s is closer to the optimum of its dominant objective (d;p) compared to
t to its dominant objective (d;,.,). Hence, s is the better search result.

The application of non-dominated sort to code-to-code search allows COSAL to consider static
and dynamic information about a code query and potential search results. It reaps the benefits of
dynamic analysis in finding code that behaves similarly, when such code is available, and the benefits
of static information when dynamic information is infeasible. It provides results that balance how

code looks with how it behaves, in the spirit of returning code that looks more natural to the user.

4.3 Supporting functional programming

Programming languages are grouped into “paradigms" that differentiate one group of similar lan-
guages from the other on a high-level. Some of the major conventional paradigms are imperative,
object-oriented (00), logic and functional.

Python offers a profusion of programming styles like procedural, functional and object oriented
and Java is an OO language with Java 8 offering some functional features like lambda functions.
Learning programming languages across different programming paradigms is a major challenge
in software engineering due to the handling of features like mutation and state [147]. Traditional
similarity metrics based on syntactic tokens features can also not be applied due to vastly different
syntactic representation between languages of different programming paradigms. Dynamic similar-
ity based approaches can be used to compare these languages as code snippets will be compared
based on behaviour rather than syntactic features. However, functional programming languages
have associated challenges like type inference and value based programming.

COSAL can be augmented to support Haskell, a functional programming language. COSAL
has three similarity measures based on contexts (d;,x.,), structure (d,s7) and behavior (d;g).
Contextual search is based on extracting language agnostic tokens from code. COSAL adds this
support to Haskell using an ANTLR [16] grammar and custom tokenizer. Structural search is based
on creating a generic AST and comparing them based on Zhang-Shasha edit distance [8]. Next,
the Haskell AST generated using ANTLR is also used to generate the generic AST using a custom
language specific adapter. COSAL performs behavioral search using SLACC by comparing the input
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output relationships of snippets of code. COSAL extends SLACC to support Haskell by creating
a segmentation module to segment out snippets of executable Haskell code and a standalone

execution engine [134].

4.4 Research Questions

COSAL aggregates multiple individual cross-language search objectives and sort the results. This

leads to the first research question, if a multi-objective approach is necessary.

Research Question 4

Does multi-objective search using tokens, AST and IO yield better results for cross-language

code-to-code search as compared to any subset of those objectives?

After validating the choice of a multi-objective search using standard search quality metrics
(section 4.7.1), COSAL is compared to the state-of-the-practice search in GitHub Search and Elastic-

Search which are based on full text search.

Research Question 5

How effective is COSAL compared to state-of-the-practice public code search tools?

The state-of-the-art in code-to-code search is within-language, but COSAL is a multi-language
tool. Still, to compare against the state-of-the-art, this study limits COSAL to within-language and
evaluate it against FaCoY [115].

Research Question 6

How effective is COSAL in within-language code-to-code search as compared to the state-of-

the-art?

Code-to-code search is often entangled with code clone detection tools. In fact, code-to-code
search is commonly used in clone detection due to their similarity [48, 127]. Using COSAL for clone
detection, it is compared against ASTLearner [125], CLCDSA [124], and SLACC [134]:

Research Question 7

Can COSAL effectively detect cross-language code clones?

Current cross-language code similarity approaches [124, 125, 138] support languages that have
the same programming paradigms. Using COSAL we see how it compares against state-of-the-
practice code-to-code search tools GitHub Search and ElasticSearch on languages with different
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Table 4.4 Summaries of AtCoder and BigCloneBench datasets

AtCoder (AtC) BigCloneBench (BCB)
Metric Java Python Haskell Java
#Problems / #Features 364 333 42 43
Avg. Solutions per Problem / Feature 57 67 34 1291
#Files 20,828 22,318 1419 55,499
#Methods 81,896 10,020 7024 765,331
Avg. lines/File 51 14 20 278

programming paradigms: Haskell (Functional), Java (Object-Oriented) and Python(Functional
and Object-Oriented).

Research Question 8

Can cross-language code similarity approaches be used to compare functional languages to

languages with different programming paradigms?

4.5 Data

4.5.1 AtCoder

This study validates search results and compares clone detection tools in cross-language and within-
language environments. We require a labeled set of similar code snippets in multiple programming
languages for queries and search results. Competitive programming contests satisfy this requirement.
Contests such as Google Code Jam [145] and AtCoder [141] have open problems where users can
submit their solutions in most common programming languages.

COSAL is validated on the AtCoder [141] dataset since it has been used in evaluating prior
code search and clone detection tools [124, 125]. AtCoder is an online platform that holds weekly
programming contests with problems at different levels of expertise. The solution to a single problem
is implemented by multiple participants in many different languages. AtCoder removes solutions
which are syntactically incorrect or do not pass the extensive test suite. All the accepted solutions for
a single problem implement the same functionality and are behavioral code clones. If a search query
and a result belong to the same problem, the result is considered to be valid and the query-result
pair as valid code clones; the problem solutions are the ground truth in our experiments.

For RQ4-RQ7, the study is limited to the most recent 398 problems which had solutions in Java
or Python. RQ8 also considers code snippets from Haskell, a functional programming language to
compare code across programming paradigms. For these problems, 44,565 files are from all the
accepted]Java, Python and Haskell solutions. Table 4.4 lists a detailed set of metrics for the study; 307
of the 398 problems have both a Java and Python solutions. The data used in this study is available
online [135].
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4.5.2 BigCloneBench

BigCloneBench [94]is one of the largest publicly available code clone benchmarks for Java. It contains
over 55,000 source code files harnessed from approximately 25,000 open source repositories. This
dataset is used as a benchmark for code search [115] and clone detection [99] techniques. The code
snippets are categorized into 43 distinct functionality groups like “Connecting to an FTP server",
“Taking a sound source and playing it", and “Computing prime factors for an Integer" to name a
few. Like the AtCoder dataset, query and result snippets belonging to the same functionality are
considered as a valid search result.

This study considers fragments of code with atleast 6 lines and 50 tokens which is considered a

standard minimum clone size for bench-marking [37, 94, 115].

4.6 Baselines

Evaluating RQ4-RQ?7 is challenging as the setup is different for each. RQ5 requires baselines from
commercial tools while RQ6 and RQ7 require baselines from research tools. For a fair comparison,
COSAL is compared to each of the other tools by searching over the same data set. For RQ6 and RQ7

baselines, the source code from the GitHub repositories is used to build the tools for experimentation.

4.6.1 RQ5, RQ8: Text Search

Google search engine is commonly used by developers code search [85]. Developers generally search
for code by formulating a query based on keywords, expected code, or exceptions raised. To handle
all these cases, Google tokenizes the query and uses page rank to search across the web using full
text search. In our study, since the number of files were very large, Google failed to index our code
repository after a six week wait. As a result, a custom full text search using ElasticSearch [88] is used
which takes in a code snippet, tokenizes the code and identifies results based on Lucene’s Practical
Scoring Engine [106]. For this study, each Java and Python file is added to a single ElasticSearch
index and searched using the ElasticSearch programmatic search API.

4.6.2 RQ5, RQ8: GitHub Search

GitHub search engine is an IR-based search model over code repositories, including issues, pull
request, documentation, and code data. Google search engine typically does not completely index
GitHub repositories since a repository typically contains a large number of continuously changing
files. Using the built-in code search on GitHub, code can be searched globally across all of GitHub,
or searched within a particular repository or organization [156]. Further, GitHub also employs some
custom search notations to augment the search experience. However, due to the complexity of
code search, GitHub adds restrictions on file size (< 384K B) and number of files in a repository
(£500,000). The Java and Python files from the dataset is added to a single GitHub repository and
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search within the repository using the GitHub Search API [155]. For all our experiments, the number

of files in the repository and the size of each file are well within the limitations of GitHub search.

4.6.3 RQ6: FaCoY

FaCoY [115] is a code-to-code search tool that uses a query alternation approach using relevant
keywords from StackOverflow Q&A posts. FaCoY can be modified to change its search database
from Q&A posts to custom datasets. To benchmark against COSAL, the search was redirected to the

repository of code from AtCoder. In this study, FaCoY does not use StackOverflow as a baseline.

4.6.4 RQ7:ASTLearner

Perez and Chiba developed a semi-supervised cross-language syntactic clone detection method
(which will be referred as ASTLearner) [125]. Source code is converted to its AST and a vocabulary
is generated for each programming language. Next they train a skip-gram model [72] to vectorize
the AST. The vectorized tokens are encoded using an LSTM (Long short-term memory [69]) based
encoder. A feed forward neural network classifier using negative sampling is then trained to identify

clones. ASTLearner considered pairs of code as clones if the classifier score is greater than 0.5.

4.6.5 RQ7: CLCDSA

Cross Language Code Clone Detection [124], or CLCDSA, uses syntactical features and API documen-
tation to detect cross-language clones. Nine features are extracted from the AST; API call similarity
is learned using the API documentation and a Word2Vec [73] model. The vectorized features train a
reconfigured Siamese architecture [12] using a large amount of labeled data. CLCDSA uses cosine
similarity to detect clones and the best F1 scores were found when the similarity threshold for was
0.5.

4,7 Metrics

The following evaluation metrics are used to evaluate COSAL.

4.7.1 Code Search Metrics

For code search applications (RQ4, RQ5, RQ6, RQ8), Precision@k, SuccessRate@k, and MRR are used.
Q is the set of all queries.
Precision@k or P@k is the average percentage of relevant results in the top-k search results for a

given query [114, 115]. Mathematically

QI

1 relavent;
Precision@kz—z:M
Ql &

k

The range is [0.0, 1.0]. Higher values mean more relevant results.
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SuccessRate@k or SR@k is the percentage of queries where one or more relevant result exists in
the top-k search results [114, 123]*. For a single query, intuitively, it is measuring whether or not a
relevant result was found in the top-k results.

Mathematically,

QI

1
SuccessRate@k = — (BestRank(Ql[i]) < k)
|Q|;"

The range is [0.0, 1.0]. The function y is an indicator function which returns 1 if the input is true
and 0 if false. For k =1, SuccessRate@k and Precision@k are the same. For higher values of k,
SuccessRate@k indicates whether there is something relevant in the results, and Precision@k
measures how relevant the k results are on average.

MRR is the Mean of the Reciprocal Rank of the most relevant search result for each query [114,
115, 123]. Mathematically,

1 Q| 1
MRR= @; BestRank(Q[i])

The range is [0.0, 1.0]. Higher values mean relevant results are ranked higher in the results. MRR is

limited to the top-300 search results

4,7.2 Clone Detection Metrics

In the case of clone detection [124, 125] (RQ7), Precision, Recall and FI score are used. Precision is
the ratio valid clones to the number of retrieved clones. In short, if |C, | is the number of valid clones

identified and |N C, | is the number of invalid clones identified, then

|1Cs |

precision=————
|G +INCy]

The range is [0.0,1.0]. Higher values mean the detected clones are more valid with fewer false
positives.

Recall is the ratio of the number of accurately detected clones to the number of total actual
clones. This requires a fully labeled data set. In other words, if |C, | is the number of valid clones

identified and |C_| is the number of valid clones not identified, then

|Gy

recall=——
|Cil+]C]

The range is [0.0, 1.0]. Higher values mean more real clones were identified as clones with fewer
false negatives.

4In AROMA [123], the same metric is called Recall@k
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F1 or F-Measure, is the harmonic mean of precision and recall.

2xPrecisionxRecall
Fl=

Precision+Recall

The range is [0.0, 1.0]. Higher values mean better results.

4.8 Experimental Setup

The experiments in this study were run on a Ubuntu 18.04 LTS Virtual Machine with 32 CPUs and
64GB memory on a Dell PowerEdge R640 server with Intel Xeon Silver 4210 CPU @ 2.2 GHz and
VMware ESXi 6.7.0 hypervisior to manage the VM.

Minimum token size (MIN_TOK_SIZE in section 4.2.1): Set to 3. IR based techniques [59, 110] on
source code find that tokens of less than 3 characters are irrelevant.

Minimum segment size (MIN_STMTS in section 4.2.3): A small value of MIN_STMTS results in
more granular snippets. MIN_STMTS is set to 1 for maximum number of behavioral snippets of code.

Maximum number of arguments (ARGS_MAX in section 4.2.3): Mathew et al. find that ARGS_MAX
of 128 was sufficient for cross language clones on projects from Google Code Jam (GCJ) [145].
Although the AtCoder data is similar to GCJ [124], a more cautious approach is taken and hence set
ARGS_MAX to 256.

Number of individual search results (TOP_X in section 4.2.4): This is set to 100. Hence, for each

individual search based on d; .., dast Or d;o, COSAL fetches the 100 best search results.

4.9 Results

The results for each RQ are presented in turn.

4.9.1 RQ4: Single vs Multi-Objective Search

In a cross-language search context, the results of COSAL with multiple objectives are compared to
COSAL with subsets of the objectives (e.g., COSAL 457 is COSAL with only the AST objective). The
validation of this study was performed using ‘leave-one-out’ cross-validation [51] where each code
fragment is used as a query against all other fragments in the repository. This approach is used over
the traditional k-fold cross validation since ‘leave-one-out’ is approximately unbiased and more
thorough [1].

Each of the 43,146 code fragments is used as a query. The results are detailed in Table 4.5. We
can see that token-based search (COSAL;,..s) and AST-based search (COSAL,57) are less precise
individually compared to dynamic search (COSALg; s4cc), but have higher recall for k = {5, 10}.
When both the static similarity measures are used as parts of a bi-objective search (COSAL;,;;.), we
notice better metrics compared to each objective individually, and better metrics than the dynamic
approach COSALg; 4cc in Precision@k and SuccessRate@k when k > 1.
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Table 4.5 RQ4 & RQ5: Cross-language search results on AtCoder dataset comparing COSAL against the
state-of-the-practice (SotP) GitHub, and ElasticSearch. COSAL;,.,, COSAL 457, COSALg; scc use single
search similarities (Single Sim.) d,yren, dast and d;o respectively. COSALy; 4;;c US€S d;pren and dagr With
non-domination. KD; g, as7+:0kenPerforms code search with KDTree using d; yxen, dast and d;q. Code
search techniques using multiple search similarities are represented with Multiple Sim.

Search MRR P@1/3/5/10 R@1/3/5/10
opy  FlasticSearch 29 27/25/23/24 27/44/57/75
GitHub 37 32/36/38/39 32/49/60/73
single COSALtoken 31 27/31/40/42 27/48/58/72
181 COSALsr 34 34/41/45/44 34/41/58/82

Sim
COSALg; 4cc 45 42/42/35/27 42/45/47/47
COSAL,,4;1c 43 40/45/44/48 40/72/85/86

Multi
i KDioiasriroken 39 39/41/40/37  39/56/71/89
COSAL 64 58/64/65/61 58/88/91/94

In the multiple similarity based search (COSAL), we observe the highest Precision@k and Suc-
cessRate@k for all k as compared to the individual similarity metrics or non-dominated search with
the static metrics (COSAL;;4;ic)-

The power of the technique comes from using static and dynamic information without con-
verting them into a single search metric. In contrast, KD;gas7+roken USES Aroken, Aast and dig
to build a KDTree [2]. KDTree is a common approach used for information retrieval [19, 27] which
aggregates d;oren, dast and d;g into a single distance metric and is eventually used to identify the
nearest neighbors. Although both KD;p, as7+r0ken and COSAL inherently use the same similarity
measures for code search, the former has lower MRR, Precision@k and SuccessRate@k compared
to the later. This shows that aggregation of code similarities into a single similarity does not help
code search since these similarities complement each other. On the other hand, ranking the search

results using non-domination of the individual similarities yields much better search results.

RQ4: Using multi-objective search with static and dynamic objectives improves the quality
of results for code-to-code search compared to using one or two search objectives.

4.9.2 RQ5: State-of-the-Practice Code Search

COSAL is compared against GitHub Search ( section 4.6.2) and a custom full text search based on
ElasticSearch ( section 4.6.1). A ‘leave-one-out’ cross-validation is adopted with each of the 43,146
code fragments as a query. Results are shown in Table 4.5.

We observe that between the textual code search tools, GitHub Search has better MRR, Pre-
cision@k and SuccessRate@k compared to ElasticSearch except for SuccessRate@10. Yet, GitHub
Search and ElasticSearch are worse off compared to COSAL in all three measures. Compared to our

single-objective token-based search, COSAL; .., GitHub has higher precision@{1,3} and recall at
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Table 4.6 RQ6: Single-language Java code search comparing COSAL to the state-of-the-art (SotA) FaCoY on

AtCoder and BigCloneBench.

Search MRR P@1/3/5/10 SR@1/3/5/10
SotA  FaCoY 51  37/35/33/32  37/40/49/63
E single  COALtokens 46 36/32/31/29  36/40/45/58
S Gm COSAL g 40  38/33/31/28  38/42/51/69
=z " COSALg;acc 40  39/39/38/32  39/48/52/59
Multi  COSALg,..ic 53 43/45/44/41  43/58/65/77
Sim COSAL 57 50/53/54/48 50/63/75/88
S  SotA  FaCoY 76 70/68/68/65 70/72/74/81
=t A A S
2 single COSALiokens 75 69/65/61/59  69/72/74/81
g o COSAL g7 72 68/61/55/51  68/74/76/83
S " COSALg;acc 07  06/02/01/01  06/07/07/09
&  Mulii  COSALy.;. 81 76/73/72/67 76/81/89/94
Sim COSAL 81 77/73/72/68 77/81/89/94

all levels of k. If additional static information is incorporated (COSAL;,,;;.), it leads to substantially

better performance compared to the state-of-the-practice baselines.

RQ5: COSAL obtains better Precision@k, SuccessRate@k and MRR compared to GitHub Search

and ElasticSearch.

4.9.3 RQ6: Single Language Code Search

FaCoY [115] is a state-of-the-art code-to-code search tool but they support only Java. Hence, COSAL
is compared against FaCoY using Java code snippets only. To ensure that the dataset is not skewed
due to outlier projects with limited submissions, only Java projects with 10 or more submissions are
considered. This reduces the dataset to 351 problems with 20,973 Java files.

Like RQ5, a ‘leave-one-out’ cross-validation is used with each of the 20,973 code fragments as a
query and the remaining problems as the search index

The results for MRR, Precision@k and SuccessRate@k are tabulated in Table 4.6. COSAL has
better MRR, Precision@k and SuccessRate@k compared to FaCoY. If COSAL is used with only static
similarity measures (COSAL;;,;i.), the Precision@k and SuccessRate@k are better than to FaCoY
and COSALg; acc. Thus the use of dynamic information, aids COSAL to yield better quality search
results.

Since, FaCoY supports only Java, COSAL is also compared to FaCoY using BigCloneBench. This
experiment should help us evaluate the feasibility of COSAL with respect to open-source projects.
Like the experiment on AtCoder, a ‘leave-one-out‘ cross-validation is used where each file from
BigCloneBench is used as a query and the other files are used as search results. A search result is

considered valid if it has the same functionality group as the search query.
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Table 4.7 RQ6: Performance of FaCoY and GitHub Search compared to COSAL based on BigCloneBench.

Search MRR P@1/3/5/10 R@1/3/5/10
opq  GitHub 63  58/53/52/45 58/65/67/70
FaCoY 76  70/68/68/65 70/72/74/81
ingle COSALiokens 75 69/65/61/59  69/72/74/81
o nf’ COSAL 57 72 68/61/55/51 68/74/76/83
COSALg; scc 07  06/02/01/01 06/07/07/09
Multi COSAL,,,,;c 81 76/73/72/67 76/81/89/94
Sim.  COSAL 81 77/73/72/68 77/81/89/94

Table 4.7 tabulates the mean values of MRR, Precision@k and SuccessRate@k for this experiment.
Compared to AtCoder, the BigCloneBench dataset yields better results for all the techniques. This is
due to the nature of the 43 functionalities in BigCloneBench which are distinct from each other with
minimal overlap. This can be corroborated by the better scores for token based search compared
to the AST based search on BigCloneBench dataset. In contrast, on AtCoder, AST based search
out-performs token based search. Like the AtCoder dataset, COSAL based on individual similarity
measures (COSAL;xens)» COSALsgt, COSALgt acc) perform worse than FaCoY. But, search based
on a combination of measures (COSAL;,;., COSAL) yields better results compared to FaCoY

Only 4,984 (9%) of the files from BigCloneBench are executable by SLACC, since the remaining
files depend on external libraries. As a result, dynamic similarity (COSALg; sc¢) has much lower
scores compared to the other techniques in Table 4.7. Subsequently, the inclusion of dynamic
similarity measure hardly contributes to the MRR, Precision@k and SuccessRate@k of COSAL as
highlighted by their relatively same values for COSAL;,,;;. and COSAL from Table 4.7.

RQ6: Compared to state-of-the-art Java code-to-code search FaCoY, using dynamic informa-
tion helps COSAL obtains better search results when executable code snippets are present.
In the absence of sufficient dynamic information, using a combination of AST and token

based similarities yields better results compared to FaCoY.

4.9.4 RQ7: Code clone detection

As of this study, there was no other existing tool for cross-language code-to-code search. Hence,
COSAL is compared to cross-language code clone detection techniques, specifically ASTLearner,
CLCDSA and SLACC. ASTLearner and CLCDSA build deep learning models and require a training,
validation and testing set. Hence, the AtCoder dataset is divided into these three sets using the same
approach adopted in CLCDSA [124].

Only projects with at least 20 Java and 20 Python submissions are considered. This reduces
the dataset to 302 different problems. For each of the problem, ten submissions are selected each
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Table 4.8 RQ7: Performance of COSAL in clone detection compared to ASTLearner, CLCDSA, and SLACC
on AtCoder.

Clone Detector Precision Recall F1

SotA ASTLearner 25 80 38

CLCDSA 49 83 62
Single Sim.  SLACC 66 19 30
Multi COSAL;41ic 48 85 61
Sim. COSAL 55 89 68

from Java and Python as part of the training set, five for the validation set and five for the test set.
The default hyper-parameters are used from ASTLearner and CLCDSA to build their models. Since
COSAL and SLACC do not use machine learning models, 1l the submissions from the training set are
added in the search database and use the testing set to evaluate COSAL and SLACC. The validation
set is not considered. To account for variance, this step is repeated 10 times and report the mean
precision, recall and F1 scores.

Results are shown in Table 4.8. SLACC is the most precise technique on this dataset but has
extremely low recall compared to other techniques, and hence the lowest F1s. The low recall on
SLACC is due to the dynamic nature of SLACC which requires valid executable code snippets
( section 4.2.3). COSAL has better precision and recall compared to the static similarity based
approaches ASTLearner and CLCDSA. If COSAL is used only with the static similarity measures
(COSALg;4:ic), the precision and recall is still better than ASTLearner and comparable to CLCDSA.

RQ7: For code clone detection, COSAL obtains better precision, recall and F1 scores compared
to ASTLearner and CLCDSA, without the need to build models. COSAL has lower precision to
SLACC but much better recall and FI score.

4.9.5 RQ8: Code-to-code search for functional languages

In our last study the application of COSAL is validated for Haskell, a functional programming
language.

4.9.5.1 Within Language

First, the results of COSAL on Haskell are compared with multiple search similarity measures
to COSAL with subsets of similarity measures. For each model, the training set from Haskell is
used to build the baseline models and COSAL. Like Java( Table 4.6), COSAL outperforms the other
formulations that use subsets of the similarity measures. It also outperforms an alternate ranking
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Table 4.9 Code search results for Haskell on AtCoder comparing COSAL against the state-of-the-practice
(SotP) GitHub, and ElasticSearch. COSAL; ¢, COSAL 57, COSALg; 4cc use single search similarities
(Single Sim.) d,oen, Aast and d;o respectively. COSAL;, ;i USes d;oren and d g7 with non-domination.
KD;o1asT+rokenperforms code search with KDTree using d, yxen, dast and d;o. StaCEperforms code
search with Embedding using d, .., and d,s7. Code search techniques using multiple similarity mea-

sures are represented with Multi Sim.

Search MRR P@1/3/5/10 SR@1/3/5/10
SotP ElasticSearch 29 27/25/23/24  27/44/57/75

GitHub 31  32/32/31/31 32/49/60/76
inee  COSALtoken 31 27/31/40/42  27/48/58/72
Simg COSAL 57 34  34/33/33/32  34/41/58/82

" COSALg;ucc 45  42/42/35/27  42/45/47/47

viuti COSALgaric 43 40/45/44/48  40/72/85/86
Sim KD;osasTirorend0  40/42/41/38  40/57/72/90

COSAL 54 53/54/53/51 53/76/79/83

based on aggregating d; e, dast and d;o to build a KDTree [2]. Although both KD; o4 as74r0ken
and COSAL inherently use the same similarity measures for code search, the former has lower
MRR, Precision@k and SuccessRate@k compared to the later. This shows that aggregation of code
similarities into a single similarity does not help code search since these similarities complement
each other.

We can see that token-based search (COSAL;,.,) and AST-based search (COSAL,s7) are less
precise individually compared to dynamic search (COSALg; 4c¢), but have higher success rate for
k > 5. Using the static similarity measures as part of non-dominated ranking (COSAL;;,;;.), we see
better metrics compared to each similarity individually and better metrics than COSALg; acc-

When COSAL is compared against Github Search and the custom full-text search based on
ElasticSearch, we observe that between the textual code search techniques, Github Search has better
MRR, Precision@k and SuccessRate@k compared to ElasticSearch. However, both Github Search
and FlasticSearch have lower values for all metrics compared to COSAL on Haskell.

4.9.5.2 Cross-Language

To validate approach on cross-language code-to-code search for Haskell, the training set from Java,
Python and Haskell is used to build the baseline models and COSAL. Haskell queries from the test
set are used to compute the MRR, Precision@1,3,5,10 and SuccessRate@1,3,5,10. The median values
for these metrics are reported in Table 4.10.

For all the approaches we see that the metrics for cross-language similarity is consistently lower
compared to code-to-code search within Haskell ( Table 4.9). We also observe that compared to the
state-of-the-art and state-of-the-art techniques, COSAL has better values for MRR, Precision@k and
Recall@k. Unlike within-language search, using I0-based similarity ( COSALg; oc¢) is not better

than AST based search similarity. ( COSAL,s7). However, we can see a large improvement in the
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Table 4.10 Cross-language code search results for Haskell queries with Python and Java search results on
AtCoder dataset comparing COSAL against the state-of-the-practice (SotP) GitHub, and ElasticSearch.
COSAL; yken, COSAL, g7, COSALg; 4cc use single search similarities (Single Sim.) d,yien, dasT and d;o
respectively. COSAL;; ;i Uses d;ren and dagr with non-domination. KD; o, as74r0kenpPerforms code
search with KDTree using d; e, dast and d;g. StaCEperforms code search with Embedding using d, e n
and d,s7. Code search techniques using multiple similarity measures are represented with Multi Sim.

Search MRR P@1/3/5/10 SR@1/3/5/10
SotP ElasticSearch 23 22/23/24/23  22/28/33/50
GitHub 25 25/26/26/21 25/32/44/57
Sinele COSALioken 25 25/25/23/23  25/30/38/51
Simg COSAL 57 31  29/30/32/31 29/37/43/59
COSALg; scc 30 30/30/29/26  30/33/34/37
vt COSALgiaric 36 34/36/36/33  34/42/52/68
Sim KD;osastiroxen32  33/33/31/28  33/43/50/59
COSAL 42 41/41/41/39 41/47/57/73

quality of the search results when we augment static similarity based COSAL ( COSAL;,,;;.) with
10 based similarity. This indicates that IO-based similarity succeeds in identifying a different set of

search results compared to static similarity approaches.

Using non-dominated ranking with static and dynamic similarity measures supports code-to-
code search in functional programming languages and cross-language code to code search

across languages with different programming paradigms.
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CHAPTER

5

STRUCTURAL AND CONTEXTUAL
EMBEDDINGS

This work is submitted to ACM SIGPLAN Conference on Programming Language Design and Imple-
mentation (PLDI) 2022 in collaboration with Dr. Kathryn T. Stolee [139].

5.1 Motivation

Code-to-code search requires code similarity measures that cover different developer concerns. For
instance, novice programmers tend to rely on identifiers [66, 117]. Similarly, similarity measures
that rely on ASTs yield high precision and recall [44, 125]. Likewise, to infer code-behavior, dynamic
analysis based on IO similarity is also preferred by some developers [47, 56]. COSAL shows that
individually each measure has their short comings but collectively they are greater than the sum of
their parts.

Using multiple similarity measures is not very effective for large scale datasets. Fig. 5.1 compares
the query times of COSAL for 100 random queries with individual search similarities (Tokens, AST,
IO) on the AtCoder dataset. The models are built on varying sizes of the dataset. Token based
similarity in COSAL (Tokens) indexes tokens and for a given code query looks up snippets with
similar tokens within the search index. This helps in scalability and as we can see from Fig. 5.1,
token based search is scalable as the dataset size increases. In contrast, the AST based search and 10
based search have much larger runtimes as the size of the dataset increases. COSAL uses a squared
time tree comparison [8] approach to find the similarity between ASTs. Similarly, IO based search

is dependent on the execution of code snippets prior them. Additionally, non-dominated sorting
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Figure 5.1 Comparing runtimes for 100 random queries comparing Code2Vec and COSAL

int fibonacci(int n) {

1

2 if (n <= 1) return n;

3 int prev=1, cur=1, i=2;

4 for g; i< n; i++) { 1 @lru_cache(maxsize=128)
5 int t = cur; 2 def fib(n):

6 cur += prev; 3 if n <= 1:

7 prev = t; 4 return 1

8 } 5 return fib(n-1) + \

9 return cur; 6 fib(n-2)

10 }

(b) Python using cached recursive
(a) Java using iterative

Figure 5.2 Java and Python implementations to get the n'" value from the Fibonacci series.

algorithm used by COSAL to rank code snippets across the three similarity measures has a quadratic
time complexity with respect to the number of snippets. This results in the additional time incurred
by COSAL compared to its individual parts and struggles to resolve ties between search results
as the number of search similarity measures increase [41], which is quite common in the case of
when there are more than three similarity measures [68]. In contrast, we see that Code2Vec [120],
an embedding based approach based on ASTs, is an order of magnitude faster than the AST based
comparison approach adopted by COSAL.

Embedding source code can infer and learn the similarity between code snippets subject to
sufficient training data [114]. For example consider the of Java and Python implementations to get
the n'" value from a Fibonacci Series in Fig. 5.2. With respect to token similarity, both the snippets

do not share any common tokens. The snippets also have different structural implementations as the

55



Tree Embedding

) Node Vectors LSTM
AST Generation c. <
Tree Vector
2 leo—> s
(o) ()
h
. Olneaie —
fatila
[
=
2
def even_nums(max_val): 3 COde VECtOr
nums = xrange(max_val) ] ‘ “ ‘ ........ | H l
return [i for i in nums if i % 2 == 0] g
O
Word Vectors LSTM
L@ ® S
even, nums, , ® DD ........ DD
max, val, xrange -—’ Tokens Vector
Token Generation u
by ) h,
() L)

T
Context Embedding

Figure 5.3 Overview of StaCE

Java variant 5.2a uses an iterative approach and the Python variant 5.2b uses a recursive approach.
Lastly, 5.2b uses a decorator 1ru_cache which is not supported by COSAL which prevents IO based
dynamic similarity. Hence, although the implementations Fig. 5.2a and Fig. 5.2b are functionally
similar, COSAL fails to detect their similarity. However, with sufficient examples we can see that
fibonacciand £ib imply the same context. [108]. Similarly, the paths from iterative implementation
and the recursive implementations can be trained to be similar to each other [120].

In this study, we embed structural and token based representations of code to compare code
across different programming languages. The use of embedded representations of code improves the
time taken to compare code snippets. The embedded representations also succeeds in identifying
similar snippets of code without relying on dynamic similarity measures or common tokens and
syntax trees.

5.2 Structural and Contextual Embeddings

This work presents Structural and Contextual Embeddings for Cross-Language Code Search, or
StaCE for cross-language code similarity. In this section, we first describe the network architecture
in a high level ( section 5.2.1) followed by code preprocessing in section 5.2.2. We then delve
into representing the code structure as a vector ( section 5.2.3), the context in code as a vector
(section 5.2.4), an aggregated representation of code as a vector ( section 5.2.5), and finally training
the model ( section 5.2.6).

5.2.1 Network Architecture

StaCE embeds code into vectors using a deep neural network architecture. As described in Fig. 5.3,
code is first converted into tokens and the generic AST. The tokens which represent context are

56



embedded into vectors using word2Vec [73] layer followed by a deep LSTM based context embedding
layer. Similarly the generic AST is converted to vectors using a node2vec [98] layer followed by a
deep LSTM based tree embedding layer. The resultant vectors are concatenated and reduced to

single vector using a Dense Fully Connected neural network.

5.2.2 Pre-processing

Code snippets are first pre-processed before extracting contextual and structural features from
them. File headers and imports are removed from the code snippets. This is because, developers
tend to import libraries which are not used in the source code which can result in noisy tokens
(section 5.2.4.1). For this study, words with non-ascii characters from are removed from comments
in the code snippets. However, StaCE can be extended to support other character encodings.
StaCE supports snippets of code at file-level granularity or smaller. If snippets of code are divided
across multiple files, they can be grouped into a single file after pre-processing. The data used in
this study is granular at file-level and future studies will experiment on snippets of code at different

granularity.

5.2.3 Vectorizing Structure

In the first stage, StaCE generates a vector which is the structural representation of the code snippet.
On a high-level the code is first converted into a language agnostic AST. The nodes for the AST are
pre-trained to generate their vectorized representations which are subsequently used to generate
embeddings for the AST.

5.2.3.1 AST Generation

Code is first converted into a language-agnostic AST. Common language-agnostic ASTs have been
few code search approaches [138, 139] to support code similarity across programming languages.
InferCode uses SrcML [67] to generate common ASTs while COSAL [139] uses a custom AST by
parsing code using ANTLR based grammar. Since SrcML does not support Python and Haskell,
StaCE adopts custom language-agnostic AST parser adopted by COSAL.

COSAL builds a parser using a language specific adapter that maps language specific nodes
into a generic AST. The parser contains a superset of language features that normalizes common
control structures and normalizes variables, literals and operators. For language specific features,
the adapter creates a custom node. The code snippet in Fig. 5.3 describes the AST generated for the
function even_nums. As we can see from the tree, a for loop is abstracted out as a ‘loop’ node and
the function name xrange is normalized to the ‘call’ node. The AST parser developed for COSAL
was developed for Java and Python. StaCE extends the AST parser to support Haskell. A grammar
for Haskell is generated using the same conventions and first generate a Haskell AST using ANTLR.
StaCE uses a custom adapter like Java and Python adapters in COSAL to convert the Haskell AST to
a generic AST.

57



5.2.3.2 Node Vectorization

This is an offline step where nodes are converted into a vectorized representation. Mou et al. [98]
propose a representational learning approach to learn a program vector based on coding criteria.
Although this approach was developed for C, the authors recommend this approach for any arbitrary
tree based representation. Each node p is represented as a vector such that ve c(p) € RVssT where
Nyt is the size of the embedding. For each node-leaf node p and its children c;,..., ¢, the vec(p)
is approximately represented as

vec(p)~ tanh(z I;W;.vec(c;)+b)
i

where W; € RNast*Nast js the weight corresponding to the node c;; b € R™4s7 is the bias and [; is the

__ #leaves under c¢;
~ #leaves under p

and its coded vector is measured by the euclidean distance d. The objective in pre-training is to

coefficient of the node ¢; which is computed as /; . The similarity d between vec(p)
minimize the similarity between ve c(p) and its coded vector for all the nodes.
These vector values are used as the initial weights for the Node Embedding layer which will be

retrained for fine tuning as part of the larger network described in Fig. 5.3.

5.2.3.3 Tree Embedding

In this step, the encoded nodes from the generic AST is used to generate a tree vector. A standard
Bidirectional LSTM [32] architecture is used with hidden; .., hidden layers, followed by a dropout
layer, a time-distributed dense layer with hidden;,../2 hidden layers. The time-distributed results
are flattened and finally sent to a dense layer with dims; ... The final vector of with dims;, ..
dimensions represents the tree vector. The input for the Bidirectional LSTM is the sequential input
of the vectorized nodes from the generated AST. The nodes are inputted using the pre-order traversal
of the tree to preserve the node dependencies and the small neighborhood for each node [96].

5.2.4 Vectorizing Context

Tokens from source code can be used to infer context intended by the programmer [74, 130]. In this

stage, StaCE uses these tokens to create a vector which is a representation of its context.

5.2.4.1 Token Generation

Tokens are first extracted from the source code. Non-language specific tokens from source code
and comments are extracted by removing language specific keywords, frequently used words in a
language, common English stop words. Tokens are also split to address language-specific nomen-
clature like camelCase in Java and Haskell and snake_case in Python. Tokens of length less than
MIN_TOK_SIZE are removed and finally converted to lower case. The tokens extracted from the
code snippet even_nums is shown in the ‘Token Generation’ stage from Fig. 5.3.
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5.2.4.2 Word Vectorization

Like embedding nodes in AST generation ( section 5.2.3.2), pre-trained embeddings are generated
offline for the extracted tokens and use it as the initial weights for the Word Embedding layer. StaCE
uses the GloVe [83] word embeddings. In GloVe, embeddings are generated based on local context
and global word co-occurrence. This makes it more suited for our application since StaCE compares
occurrence of tokens across code snippets from different languages. StaCE generates initial word
embeddings of size N; ., s for the tokens extracted from the code corpus.

5.2.4.3 Context Embedding

The embedded tokens are used to generate a context vector. The architecture of Context embedding
is similar to tree embedding ( section 5.2.3.3). The context embedding network uses a standard Bidi-
rectional LSTM with hidden,, ;.. hidden layers followed by a dropout layer, a dense layer with
hidden,,y,ex:- The results are then flattened and finally sent to a dense layer with dims. e+
which represents the context vector. It should be noted that during context embedding, StaCE does
not use a Time-Distributed layer unlike tree embedding since the order of the tokens are not relevant

in inferring the context of the source [139].

5.2.5 Vectorizing Code

In the last stage, the context and structure vectors are concatenated to generate a vector of size
Adims;ree +dimsg,, 04~ The concatenated vectors are finally sent through a fully connected
dense layer with hidden,,, . dimensions with the Rectified Linear Unit (ReLU) activation function,
followed by a Dropout layer and a final fully connected dense layer of size dimi s, .. The vector from

the final layer is normalized using L2 normalization and represents the embedded code snippets.

5.2.6 Training the model

The model architecture is trained using the triplet loss function [93] since it is more tolerant towards
noisy data compared to contrastive loss. The triplet loss attempts to force similar code snippets
together and push dissimilar snippets apart in the embedded space. Given an anchor code snippet
a, a similar code snippet p and a dissimilar code snippet n, triplet loss tunes the model such that
the distance between the embeddings of a and p is smaller than the distance between a and n.

Mathematically, triplet loss minimizes
max(|le,—epll—|lea—eul| +€,0)

where e, is the code embedding for x = {a, n, p}, ||| is the euclidean distance metric, and the margin

is €. The margin € ensures that the e, is at least € closer to ¢, than e,,.
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5.3 Study Design

This study poses four research questions ( section 5.3.1) to evaluate StaCE on the applications of
code-to-code search and clone detection using standard practice evaluation metrics and evaluate
the efficiency of an embedding based approach like StaCE to COSAL, an index based method.
The design for each research question is different. The data set and the baselines used to answer
each research question is described in sections section 5.3.2 and section 5.3.3 respectively. The
experimental setup is described in section 5.3.4 and the metrics used in evaluating COSAL and

baselines are described in section 5.3.4.4.

5.3.1 Research Questions

We first evaluate the effectiveness of StaCE for code-to-code search within a programming language.
StaCE experiments on Java, Python and Haskell to evaluate for languages with different programming

paradigms. Hence the first research question:

Research Question 9

How effective is StaCE in code-to-code search within a programming language when compared

to state-of-the-practice and state-of-the-art public code search tools?

Next, we evaluate if StaCE can be used to compare code across programming languages. Thus,

our second research question:

Research Question 10

How effective is StaCE in cross-language code-to-code search compared to state-of-the-practice

and state-of-the-art public code search tools?

Code-to-code search is often used in clone detection [48, 127]. Using COSAL for clone detection,
we compare against ASTLearner [125], CLCDSA [124], and SLACC [134]. This leads to our last research

question:

Research Question 11

Can StaCE effectively detect cross-langauge code clones?

Finally, we evaluate the practical scalability of StaCE, a model based embedded code similarity
technique compared to an index based code similarity technique, COSAL. For varying sample sizes of
the experimental dataset, we measure the efficiency (query time) and effectiveness ( section 5.3.4.4)

of StaCE and COSAL. Hence our last research question:
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Table 5.1 Summaries of AtCoder (AtC) and BigCloneBench (BCB) dataset.

AtC BCB
Metric Java Python Haskell Java
#Problems (Functionalities) 1056 964 183 43
#Files 60,401 62,722 6,132 55,499
Avg. Files/Problem 57 65 34 1,291
#Methods 237,498 22,047 30,612 765,361
Avg. Lines/File 49 20 19 278

Research Question 12

Is StaCE more effective and efficient compared to COSAL on code repositories of varying sizes?

5.3.2 Data

This study validates search results and compares clone detection tools in cross-language and within-
language environments. Like our previous studies, we reuse the same datasets AtCoder and Big-
CloneBench as described in Section section 4.5. However, we have expanded the Java and Python
AtCoder code snippets and included snippets for Haskell.

We limit our study to the most recent 1075 problems which had solutions in Java, Python or
Haskell. For these problems, we crawled 139,255 files from all the acceptedJava, Python and Haskell
solutions. Table 5.1 lists a detailed set of metrics for the study; 183 of the 1075 problems have

solutions in all three languages. The data used in this study is available online [135].

5.3.3 Baselines

StaCE reuses the same baselines for the applications of code-to-code search or clone detection
from COSAL as described in Section section 4.6. However, for code-to-code search StaCE is also
benchmarked against Code2Vec.

Code2Vec [120] by Alon et al. represents code snippets as a fixed-length code vectors. Code2Vec
first represents code as a collection of paths in the abstract syntax tree and learning the representa-
tion of each path simultaneously and aggregate them. The vectorized representations generated by
Code2Vec has been used to predict method names. In our experiments we use Code2Vec vectors to
compare the similarity of code snippets using euclidean distance. We also replace the Java specific
AST used by authors with our language-agnostic AST approach to facilitate cross-language code

similarity.
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5.3.4 Experimental Setup
5.3.4.1 Hardware

Our experiments were run on a Ubuntu 18.04 LTS Virtual Machine with 32 CPUs and 64GB memory.
We use a Dell PowerEdge R640 server with Intel Xeon Silver 4210 CPU @ 2.2 GHz and VMware ESXi
6.7.0 hypervisior to manage the VM.

5.3.4.2 Validation

Before building the baseline models, the data is split into training, validation, and testing sets in the
ratio 80%, 10%, and 10% respectively. Though this approach directly does not correspond to the
real task of code-to-code search, it has been widely used for training similar models [120, 122, 139].
To ensure that the results are not random, we repeat this approach 10 times using a 10-fold cross
validation approach after randomly shuffling the data. The median value for each of the evaluation

metrics ( section 5.3.4.4) from the all the folds are reported.

5.3.4.3 Hyperparameters

Nyst in section 5.2.3 is set to 300. hidden,,,, and dims;,,, in section 5.2.4 is set to 256 and
64 respectively. Like COSAL, we set MIN_TOK_SIZE to to 3. IR based techniques [59, 110] on
source code find that tokens of less than 3 characters are irrelevant. In section 5.2.4, the GloVe word
embeddings (N;orens) is set to 256, hidden, .,y ey 1 sSet to 256 and dims; ., is set to 64.For the

baseline models, we reuse the same parameters suggested by the respective authors.

5.3.4.4 Evaluation metrics

StaCE reuses the same code-to-code search metrics and clone detection metrics as COSAL. StaCE
uses Precision@k, SuccessRate@k, and MRR ( section 4.7.1 in the context of code-to-code search. For

clone detection, StaCE uses Precision, Recall and F1 score ( section 4.7.2).

5.4 Results

In this section we answer each of the research questions posed in turn.

5.4.1 RQ9: Within language code-to-code search

In our first study, we compare StaCE in the application of code-to-code search within a programming
language. We compare StaCE with ElasticSearch, Github Search, Code2Vec, COSAL and COSAL
with static similarity measures. StaCE is evaluated on two datasets: AtCoder and BigCloneBench.
Since the AtCoder dataset contains snippets of similar code across Java, Python and Haskell, it is
used to evaluate the application of StaCE on different programming languages. BigCloneBench is
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Table 5.2 RQ9: Within-language search results in Haskell, Java and Python on AtCoder dataset and Java
on BigCloneBench dataset. StaCE is compared against the state-of-the-practice (SotP) GitHub and Elas-
ticSearch and state-of-the-art (SotA) Code2Vec [120] and COSAL. The table reports the MRR (M), Pre-
cision@1,3,5,10 (Prec) and SuccessRate@1,3,5,10 (SRate) for the queries and search results in the same

language.
AtCoder
Search Haskell Java Python
M Prec SRate M Prec SRate M Prec SRate
ElasticSearch 28 28/28/29/28 29/33/42/55 34 32/30/29/29 32/48/61/77 33 33/32/31/31 33/51/62/73
GitHub 31 30/30/29/28 30/35/51/62 39 39/38/37/38 39/54/65/74 40 40/40/39/39 40/54/65/77
Code2Vec 43  43/42/42/41 43/49/58/67 58 58/58/56/55 58/68/82/92 57 57/56/56/55 57/69/80/89
COSAL 51 51/51/50/49 51/57/66/74 66 66/65/63/63 66/85/87/93 68 68/67/67/64 68/87/90/94
COSAL,;.;;c 49 49/48/48/46 49/56/63/73 61 62/60/60/69 62/85/87/93 62 62/62/61/60 62/85/89/92
StaCE 53 53/52/52/49 53/58/68/79 68 68/67/66/63 68/86/90/95 69 70/69/68/68 70/89/93/94
BigCloneBench (Java)
Search M Prec SRate
ElasticSearch 53  53/53/52/52 53/62/69/75
GitHub 58 59/58/57/57 59/65/72/77
Code2Vec 71 72/71/70/65 71/74/77/81
COSAL 75 76/73/73/68 76/81/89/94
COSALg,4,;c 75 75/73/72/67 75/81/89/94
StaCE 79 79/78/78/75 79/83/92/96

a collection of similar Java snippets harnessed from Github. Hence, it is used to demonstrate the
application of StaCE on practical real-world code snippets.

We use the training set for each language in both the datasets to build the baseline models and
StaCE. The snippets from the test set in each language are used as queries and Table 4.6 reports the
median of Precision@1,3,5,10, Recall@1,3,5,10 and MRR.

With respect to the state-of-the-practice tools, StaCE clearly outperforms both ElasticSearch
and Github across all three languages. Code2Vec [120] is also a model based technique that em-
beds source code into vectors which can be used to compare them. Like StaCE, it is much better
than state-of-the-practice tools but the StaCE outperforms it. Unlike Code2Vec which uses paths
extracted from the AST to embed code, StaCE uses contextual information extracted from tokens
and structural information extracted from ASTs to embed code into vectors. The effectiveness of
multiple representations to compare code code is also highlighted by the higher scores of COSAL
compared to Code2Vec. COSAL uses two static similarity measures based on tokens and AST and a
dynamic similarity measure based on IO behavior to compare source code.

Although StaCE outperforms COSAL for all the three programming languages, the gains are
marginal. However, the success of COSAL can be attributed to the dynamic IO behavior. When,
COSAL is used without the dynamic similarity measure ( COSAL;;,;;.) on the AtCoder dataset, we
see that it is not as effective as StaCE. The drop-offis particularly evident in the case of Python (82%)
and Java (68%) with more executable code compared to Haskell (54%). This is further reinforced by
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the similar performance between COSAL and COSAL;,,,;. on the BigCloneBench dataset. In this
dataset only 8% of the code is executable and hence the the contribution from IO based similarity
is minimal. We dive deeper into the role of dynamic similarity in section 6.3.3. Finally, we also
see relatively higher scores for StaCE compared to COSAL and COSAL;,,;;. on the BigCloneBench

dataset. This shows that on large real-world public code, an embedded approach is more effective

compared to an index based approach.

world public code.

With respect to Precision@k, SuccessRate@k and MRR, across Java, Python and Haskell StaCE
is a) better than state-of-the-practice and embedding based code search tools; b) comparable
to index based approaches using static and dynamic measure; c) better than index based

approaches using static measures; and d) more effective than all other approaches on real-

5.4.2 RQ10: Cross-language code-to-code search

Table 5.3 RQ10: Cross-language search results on AtCoder dataset in Haskell, Java and Python comparing
COSAL and StaCE against the state-of-the-practice (SotP) GitHub and ElasticSearch and state-of-the-

art (SotA) Code2Vec [120]. Queries are in each language and search results in the other two languages.
COSAL;yken,» COSAL,sT, COSALs acc use single search similarities (Single Sim.) d,yxen, dast and d;o re-
spectively. COSAL,,;i. uses d;yi., and d g7 with non-domination. StaCE, ., ,s and StaCE 457 uses the
Tokens Vector and Tree Vector from Fig. 5.3. Techniques using multiple similarity measures are repre-
sented with Multi Sim.

Search Haskell Java Python
M Prec SRate M Prec SRate M Prec SRate

ElasticSearch 23 22/23/24/23 22/28/33/50 29 27/25/23/24 27/44/57/75 30 30/30/29/26 30/47/59/72
GitHub 25 25/26/26/21 25/32/44/57 35 33/34/34/32 33/49/61/73 37 36/37/38/37 36/51/62/71
Code2Vec 35 34/35/34/32 34/40/49/64 40 38/41/41/40 38/65/78/80 43 42/45/46/45 42/68/75/78
COSAL 42 41/41/41/39 41/47/57/73 62 63/62/62/59 63/86/89/92 65 65/65/66/63 65/89/91/94
COSAL, 1., 25 25/25/23/23 25/30/38/51 28 26/28/37/39 26/45/55/69 34 30/34/43/45 30/51/61/75
StaCE,orens 28  29/28/26/25 29/33/43/55 39 39/41/45/44 39/46/63/82 42 41/44/48/47 41/49/66/85
COSAL,s7 31 29/30/32/31 29/37/43/59 31 31/32/32/31 31/38/55/79 37 37/36/35/35 37/44/61/85
StaCE 51 34 34/33/32/29 34/40/49/61 45 43/45/45/43 43/57/67/88 A8 46/48/48/46 46/58/70/91
COSAL;,;ic 36 34/36/36/33 34/42/52/68 40 37/42/41/45 37/69/82/83 45 42/48/47/47 42/75/86/88
StaCE 43 42/41/40/37 42/49/61/77 61 60/61/61/62 60/84/87/90 65 64/67/68/67 64/89/92/95
StaCE+I0 41 41/41/39/38 41/48/61/75 61 60/61/61/59 60/84/86/90 63 63/63/62/61 63/89/91/94

COSAL demonstrates the merits of by using multiple similarity measures using non-dominated

sort. However, as discussed in section 5.2, COSAL suffers from scalability issues.
Like RQ1, we compare StaCE to ElasticSearch, Github Search, Code2Vec and COSAL. Additionally,

we also use subsets of COSAL using the token-based (COSAL;,.,) and AST-based (COSAL,s7)
similarity measures exclusively. We also use two variants of StaCE that use only the tree vector
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(StaCE 457) and the tokens vector (StaCE,;,.,s)- To build these variants, we use the same approach
as in section 5.2.6 but limit it to the tree vector generated by Tree Embedding and tokens vector
generated by Context Embedding for StaCE 457 and StaCE, ., respectively.

For each model, we use the training set from Java, Python and Haskell to build the baseline
models, COSAL and StaCE. The results are detailed in Table 5.3 where we present the MRR, Preci-
sion@1,3,5,10 and SuccessRate@1,3,5,10 when each of Java, Python and Haskell snippets from test
set are used as a search query to look for across languages from the training set.

We see that using the embedded representations of token (StaCE;.,s) and AST (StaCE 457)
outperform the direct comparison approach adopted by COSAL; 4., and COSAL 457 respectively.
In COSAL, token similarity was computed using the Jaccard similarity of extracted tokens from the
code snippets. This approach fails to capture the semantics of tokens within their context which
can be addressed by the Word Embedding and Context Embedding layer in StaCE. Similarly, the
Zhang-Sasha edit distance used to compare similarity between ASTs fail to capture the semantic
similarity between sequences of nodes. The Node Embedding and Tree Embedding layer in StaCE
overcomes this by generating similar vectors for similar sequence of nodes. This shows that the
vectorized representations of trees and tokens is a better representation for comparing code.

COSAL and StaCE outperform the state of the practice tools and Code2Vec a state of the art
tool for all three similarity approaches. However, we see that Code2Vec which is also an AST
based approach outperforms COSAL g7 but does not perform better than StaCE 457. This further
strengthens the argument for an embedding based approach to compare ASTs. However, using
a branch based embedding approach like StaCE is more effective than a path sequence based
embedding approach like Code2Vec.

Lastly, we notice that COSAL and StaCE are relatively similar to each other across the three lan-
guages. More specifically StaCE marginally outperforms COSAL in case of Haskell, COSAL marginally
outperforms StaCE in case of Java and they are relatively same in case of Python. However, it should
be noted that StaCE uses only two static similarity measures (tokens and AST) while COSAL uses a
dynamic IO based similarity measure in addition to the static similarity measures. The effectiveness
of dynamic similarity measures is predicated on the presence of standalone executable code which
is scarce in open-source projects [56, 101, 134] which renders COSAL less viable and not unscal-
able. When COSAL is limited to its static similarity measures ( COSAL;,,;;.), we notice that StaCE
outperforms it across all three languages. Thus, the model used in StaCE is a viable alternative for
the dynamic IO based similarity approach in COSAL.

s '

StaCE obtains better Precision@k, SuccessRate@k and MRR compared to state-of-the-practice
tools GitHub Search and ElasticSearch. Across Java, Python and Haskell, compared to state-
of-the-art code-to-code search technique Code2Vec, COSAL obtains better search results.
However, StaCE is not dependent on dynamic information and obtains similar results to
COSAL using a combination of AST and token-based features.
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5.4.3 RQ11: StaCE for clone detection

Although code-to-code search is a part of clone detection, they are inherently different. For a given
code snippet, code clone detection returns an identical code snippet and code-to-code search
returns a set of potentially relevant snippets. We compare StaCE to other state of the art clone
detection techniques: ASTLearner, CLCDSA, SLACC and COSAL. COSAL inherently a code-to-code
search tool, selects the top-1 ranked search result returned by non-dominated ranking. In this study,
we limit our dataset to Java and Python since ASTLearner and CLCDSA support only Java and Python
and does not provide a framework that can be expanded to a functional programming language like
Haskell.

Like StaCE, ASTLearner and CLCDSA build deep learning models and require a training, vali-
dation and testing set. Hence, we use an experimental setup similar to the approach followed by
CLCDSA [124]. We only consider projects with atleast 20 Java and 20 Python submissions, reducing
the dataset to 891 different problems. For each problem, we five submissions each from Java and
Python as part of the test set and five submissions as part of the validation set. The rest of the
submissions from the problem are used as the training set. We use the default hyper-parameters
from ASTLearner and CLCDSA to build their models. Since COSAL and SLACC do not use machine
learning models, we add all the submissions from the training set to the search database and use
the test set for evaluation. We do not include the validation set in the search database to ensure
a fair comparison to ASTLearner and CLCDSA. Like our prior experiments, we repeat this step 10
times to account for variance and report the median values of Precision, Recall and Variance.

The results for this study are shown in Table 5.4. The techniques that use a single similarity
measure (Single Sim.) from those that use multiple similarity measures (Multi Sim.). SLACC is the
most precise approach for this dataset but has low recall compared to other approaches, which
results in the low F1. The low recall on SLACC is overcome by the static similarity approaches as
seen by the high recall scores of COSAL. Using StaCE with the static similarity approaches performs
better than COSAL with respect to precision. This removes the need for 10 based similarity which
is slow and has a low recall. However, using the static similarity approaches with non-dominated
ranking (COSAL;,,;;.) does not perform as well as StaCE. This highlights the effectiveness of the

embedding technique compared to non-dominated ranking.

Across Java, Python and Haskell, StaCE obtains better precision and recall compared to
code-clone detection tools based on static similarity measures like ASTLearner and CLCDSA.
Compared to SLACC, a dynamic code clone detection tool, StaCE has better recall and F1-score

and similar precision.

5.4.4 RQI12: Exploring Scalability

In section 5.4.1, section 5.4.2 and section 5.4.3 , we see that StaCE and COSAL have similar code-to-

code search and code clone similarity metrics across all three languages. However, since the StaCE
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Table 5.4 RQ11: Cross-language performance of StaCE in clone detection compared to ASTLearner,
CLCDSA, SLACC and COSAL on AtCoder for Java and Python.

Clone Detector Precision Recall F1

Single ASTLearner 32 79 46
Simg CLCDSA 53 82 64
SLACC 62 21 31
. COSAL,,,,; 54 85 66

M lt static
Si;‘q ! COSAL 59 87 70
StaCE 61 87 72

Table 5.5 Comparing StaCE and COSAL on varying sizes of {1,2,5,10,20,50,100}% of the AtCoder dataset.

Haskell Java Python

Size Search M Prec SRate M Prec SRate M Prec SRate

StaCE 07 07/08/07/05 07/10/14/15 11 10/11/09/07 10/14/17/19 15 14/12/09/08 14/15/16/19

1
% CosAL 37 37/36/35/30 37/44/53/68 51 51/49/48/44 51/57/61/67 54 54/51/51/49 54/57/60/64
s SWCE 06 06/07/05/05 06/10/13/14 11 11/10/09/09 11/15/18/20 14 15/14/12/11 15/18/20/21
° COSAL 38 38/38/35/33 38/45/56/71 54 54/52/51/48 54/67/74/81 57 58/56/55/53 58/72/80/84
5o S@CE 10 09/10/09/09 09/14/17/20 15 15/15/13/12 15/19/20/22 17 16/16/15/11 16/21/23/25
° COSAL 37 38/37/35/34 38/46/49/69 55 55/55/53/50 55/70/78/83 59 58/57/56/53 58/74/81/85
Lo SCE 14 15/14/10/09 15/21/24/30 22 22/21/19/19 22/25/27/30 24 25/24/24/21  25/29/33/36
° COSAL 40 39/39/38/35 40/46/51/72 57 58/57/57/52 58/73/81/85 59 59/58/57/52 59/78/82/87
o5 SWCE 17 18/18/17/15 18/25/30/31 25 26/25/24/24 26/29/32/35 28  28/28/27/26 28/32/34/38
° COSAL 40 39/39/38/36 40/46/52/72 59 59/58/58/52 59/76/83/87 59 59/59/57/54 59/80/83/89
so;, SWCE 38 38/37/37/36  38/46/55/70 56 56/55/55/53 56/68/76/83 52 52/52/52/48  52/64/74/85
° COSAL 42 42/42/41/38 42/45/55/70 60 60/62/61/59 60/81/87/90 64 64/64/63/62 64/83/87/90
45 SaCE 43 43/43/41/38 43/48/58/74 60 61/60/59/59 61/84/87/89 55 55/57/57/55 55/76/81/89
COSAL 43 43/43/42/38 43/46/56/71 61 61/63/62/59 62/82/88/90 65 64/64/65/62 64/84/88/90
gos, STACE 44  44/43/41/37  44/49/60/75 61 61/61/60/60 61/85/87/89 63 64/63/63/60 64/89/92/94
° COSAL 43 43/42/41/37 43/44/57/73 63 62/62/61/60 62/85/87/92 64 65/64/64/63 65/88/91/92
Loov, STACE 43 42/41/40/37  42/49/61/77 61 60/61/61/62 60/84/87/90 65 64/67/68/67 64/89/92/95
()

COSAL 42 41/41/41/39 41/47/57/73 62 63/62/62/59 63/86/89/92 65 65/65/66/63 65/89/91/94

uses a deep learning model the size of data used to train the model, can impact the effectiveness of
this StaCE. Similarly, the size of data can impact the search experience in COSAL due to the varying
time complexities of the individual search similarities. In this section, we explore the impact of the
size of data on COSAL and StaCE.

Table 5.5 shows the impact on varying data sizes for code-to-code search on StaCE and COSAL.
We use 1%, 2%, 5%, 10%, 25%, 50%, 75%, 90% and 100% of the AtCoder data for both the approaches.
For each dataset, we use the approach detailed in section 5.2.6 and report the median values of
MRR, Precision@1,3,5,10 and Recall@1,3,5,10. We notice that the metrics for COSAL on Haskell stay
relatively similar as the data size increases from 1% to 100%. On Java and Python queries, there is a
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Table 5.6 R12: Comparing training and query time in minutes for StaCE and COSAL varying data sizes for
{1,2,5,10,20,50,100}% of data. The training time refers to the time taken to build the prediction model and
the query time is the time time taken to search 1000 random queries.

. Haskell Java Python
Size Search . . .
Train Query Train Query Train Query
1o, StaCE 16 2 19 2 18 2
’ COSAL - 17 . 18 - 17
5o, StaCE 30 4 34 5 31 4
?  COSAL - 41 . 44 - 42
s StaCE 85 10 105 12 97 11
°  COSAL - 105 - 121 - 118
Lov StaCE 150 19 177 22 163 21
° COSAL - 235 . 285 . 267
550, StaCE 311 50 348 56 326 54
° COSAL - 649 - 781 - 712
soo, StaCE 594 99 712 112 683 108
° COSAL - 1561 - 1847 - 1697
259, StaCE 891 154 1003 171 977 162
° COSAL - 2475 - 2912 - 2801
gou, StaCE 1019 191 1208 211 1161 201
° COSAL - 3318 - 4108 - 3812
1000 SRCE 1095 203 1293 223 1225 211
° COSAL - 3714 - 4396 - 4061
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more gradual improvement on all the search similarity metrics. However, StaCE has worse search
similarity measures for smaller dataset sizes on Java, Python and Haskell queries. We notice that
until we use atleast 50% of the dataset size the queries from all three languages yield poor results.
As the dataset size increases beyond 75%, there is not a large increase for similarity measures on
Haskell and Java search queries compared to using the entire AtCoder dataset. For the Python search
queries, we observe a similar trend at 90% of the AtCoder dataset The large dependence for building
deep learning models is a potential bottleneck for code-to-code search on smaller repositories and
has led to semi-supervised learning approaches [110, 115].

This leads us to believe that COSAL is strictly better than StaCE due to the stable similarity
metrics across varying datasizes but the search experience varies due to the large runtime for COSAL.
COSAL has no training time since it does not build a machine learning model. Rather, COSAL indexes
different representations (token, AST, 10) of code and subsequently looks them up while querying.
StaCE first builds the deep learning model (Fig. 5.3) called training. StaCE also indexes the vectorized
representations which is then used to compare similar search queries. Table 5.6 lists the training
and query time in minutes for StaCE and COSAL when the dataset size is varied from 1%, 2%, 5%,
10%, 25%, 50%, 75%, 90% and 100%. Training time (T rain) is the time taken to build the prediction
model and query time is the time taken to search random queries. Although COSAL does not have
a training time, the query time increases drastically as the size of the dataset increases due to the
time taken to execute snippets of code for behavioral similarity (d;) and also compare ASTs for
structural similarity (d4g7). StaCE has a one-time training time that scales linearly with the size
of the training data. The query time for StaCE also increases with the size of data but the rate of
increase is much more gradual compared to COSAL. This shows that COSAL has issue scaling with

large data repositories.

StaCE is effective for larger datasets and is more scalable for larger datasets with better query
times compared to index-based approaches. For smaller datasets, COSAL has better MRR
compared to StaCE.

5.4.5 Threats to Validity

Language Bias. COSAL and StaCE were implemented for Java, Python and Haskell since the state-
of-the-art code-to-code search and clone detection techniques support these languages. For other
languages the results may vary depending on their complexity, syntactic abstraction, typing scheme
and dynamic execution.There will also be features that are specific to a programming language and
hence the generic AST will need to be extended to support it.

Baseline Bias The ElasticSearch baseline for cross-language code-to-code search is not an exact
representation of a code-to-code search tool used by developers [92].

Data Bias The data are from a programming contest, which is not representative of industrial or
open source coding practices. AtCoder was used since it has a vetted set of similar code snippets

used in code search and clone detection studies [124, 125]. However, StaCE for open-source code
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will be explored in future studies. The code snippets used in this study were at a file-level granularity.
StaCE can be practically used at a smaller granularities of code. We leave exploration of different
code granularities for future studies.

Similarity Bias StaCE uses two similarity measures based on syntactic features for code search
based on context and structure. Other similarity measures [20, 79] are not explored in this study
and we leave it for future studies.

Hyperparameter Bias StaCE uses multiple hyperparameters which we detail in section 5.3.4.
For Node Vectorization and GloVe we reuse the hyper-parameters recommended by the authors.
For the other components of COSAL, we use engineering judgement and grid-search to optimize
hidden.,niex hidden; e, AiMSepniorr aNd dims;,ep.

Model Selection. We have seen the rise of advanced deep learning models to vectorize text and
source code. More sophisticated embedding techniques can be used based on transformers [113]

which we leave for future work.
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CHAPTER

6

DISCUSSION

Chapters chapter 3, chapter 4 and chapter 5 presents three different approaches that build on each
other to compare code snippets. This chapter, discusses extensions, applications and facets of each
of the these techniques in turn. section 6.1 discusses the nature of clone with respect to input sizes,
types of arguments and size of code. section 6.2 discusses the scalability of COSAL to open-source
projects and presents how COSAL can be extended to support other languages and new similarity
measures. section 6.3 analyses the nature of results generated by embedded similarity, explainability

of code and merits and demerits of embedding dynamic similarity of code.

6.1 Dynamic code clone detection

We have demonstrated how SLACC can successfully identify clones in single-language, multi-
language, static typed language, and dynamic typed language environments. Compared to prior
art (HitoshilO), SLACC identifies a superset of the clusters and with higher precision. Compared to
type-III clone detection, SLACC achieves a much higher precision in Python and in cross-language
situations. This would lead us to believe that traditional methods that detect syntactic type-III
clones cannot be used for cross-language clone detection, despite successful applications in single
languages for identifying libraries with reusable code [24], detecting malicious code [40], catching
plagiarism [14] and identifying opportunities for refactoring [82].

Next, we explore the sensitivity of code clones to the number of inputs, the number of arguments,
and the size of the snippets.
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Table 6.1 Mean and variance (in parenthesis) of # clones, # clusters and # false positives for 20 repeats
when # inputs varying between 8-256. The mean (and variance) are reported.

#Inputs # Clones # Clusters # False Positives

8 4461(85) 218(16) 184(19)
16 4297(49) 355(17) 142(19)
32 4221(23) 412(13) 101(5)
64 4194(4) 623(6) 71(3)
128 4180(0) 630(1) 52(0)
256 4180(0) 632(0) 50(0)

6.1.1 Impact of input sizes

Prior studies have shown that varying the number of inputs can alter the accuracy of clone detection
techniques [47, 54, 104]. This was particularly evident in the earliest clone detection techniques
by Jiang and Su [47] where the authors limited the number of inputs to 10 with a maximum of 120
permutations of the input due to the need for large computational resources and the corresponding
runtime.

We test the impact on clones, clusters, and false positives by varying the number of inputs from
8 to 256 in powers of 2 and repeating SLACC using the generated Java functions. Each experiment
is repeated 20 times on a set of randomly generated inputs. For each set of input, we record the
mean and variance for the number of clones, clusters and false positives, as shown in Table 6.1.
For a given number of inputs, each row represents the mean and variance (in parenthesis) of the
number of clones, clusters and false positives. For low numbers of inputs, we see more functions
being marked as clones and fewer clusters. As the number of inputs increases, the number of clones
reduces and the number of clusters increases, demonstrating that the additional inputs are critical
at differentiating behavior between functions. The counts of clones, clusters, and false positives
appear to plateau after 64 inputs. This highlights that 10 inputs used by Jiang and Su would not be
sufficient for optimally identifying true functional clones and will lead to a large number of false

positives, as suggested in prior work [56].

6.1.2 Types of clones

Table 2.1 broadly describes the 4 types of code clones. Type-I clones and type-II clones are almost
exact matches and are few in number (261). But from Table 3.3 we can see that type-III clones are
much more in number (10709). Of these 10709 clusters, only 432 clusters are valid semantic clones.
This is because, type-III clones represent snippets of functions with small variations in their syntax
which influence their behavior. Type-IV clones generated by SLACC are lesser in number compared

to type-III clones. That said, they are more precise with respect to behavioral equivalence.
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Figure 6.1 Cumulative # clones with # arguments varying between 1-5.

6.1.3 Influence of arguments in clones

We use our engineering judgment to set ARGS_MAX = 5 (Maximum number of Arguments) to limit
the number of functions generated from snippets. Fig. 6.1 represents the cumulative number of
clones with arguments varying from 1 to 5 and can be used to justify our choice of ARGS_MAX. Most
clones detected by SLACC have two arguments or less. In Java functions, 3252 0f 4180 clones detected
have less than three arguments. Cross-language functions are fewer in number and typically contain
functions with 2 arguments or less (125 out of 131). This would seem intuitive as modular functions
are more frequent compared to complex functionalities. As ARGS_MAX increases, it begins to plateau
around 3. Hence, a larger value of ARGS_MAX may not yield significantly larger number of code clones

but would incur more computational resources (ARGS_MAX! function executions).

6.1.4 Clones vs Lines Of Code

Prior work suggests there is more code redundancy at smaller levels of granularity [102]. Aggregating
all the cloned functions identified by SLACC in RQ1, RQ2, and RQ3, we have 6,536 total, valid cloned
functions in Java and Python (duplicates removed, as the same function could be included in an
RQ1 and an RQ3 cluster, for example).

Fig. 6.2 represents the number of clones with lines of code varying from 1 to 29. Clones with
30 or more lines are denoted as “30+". More than 50% of the valid Java clones have 6 lines of code
or less (2037/3845), while the median of valid Python clones have 5 lines or less (1372/2691). This
implies that snippets with more lines of code are more unique and harder to clone functionally. On
the contrary, smaller snippets are more likely to contain clones in a code base. The greater median
for Java clones compared to Python clones can be attributed to the verbosity in Java compared to
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Figure 6.2 # clones for lines of code between ranging from 1-29. Clones with 30 or more lines are grouped
into 30+

the succinct nature of Python [28].

6.1.5 Extending to support other languages

Through SLACC we show that using segmentation of source code and generating arguments based
on grey-box testing, clones can be detected across Java and Python. This shows that cross language
cloned detection is possible and could be extended to support other languages. Though this process
isnot trivial, it can be achieved by following a systematic set of procedures described in our repository.
Although the argument generation and clustering phases are common, phases like segmentation,
transformation and execution are based on a common language independent API. This API must be
implemented for each of the specific phases to support a new programming language. In this study;,
we use Apache Thrift! which helps define data types and service interfaces in a simple definition file.
Taking that file as input, the compiler generates code to be used to easily build Remote Procedure
Call (RPC) clients and servers that communicate seamlessly across programming languages.
Cross language clone detection requires an additional configuration file describing the mappings
between the target languages. Currently, we use a JSON file which contains mappings between
datatypes of the target languages and the bounds for each of these types. We believe that using and
evolving the guidelines in the repository and subsequent open-sourcing can help SLACC cater to a

large set of programming languages.

6.1.6 Applications

Although the focus of our study was identifying semantic code clones across programming languages,

we envision additional research applications for SLACC

Lthrift.apache.org
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6.1.6.1 Code Translation

Since SLACC was able to detect code clones across programming languages, it could be extended to a
semantic source code translator. Existing migration tools exist help translate code from one specific
language to another [144] cannot be leveraged to dynamic typed languages; while more generic
approaches are based on deep-learning [108] or graph matching [23] which are computationally
intense and requires a large code base to develop a sustainable model. SLACC identifies equivalence
for the smallest of behaviors and helps map analogous relationships between code snippets agnostic
to the underlying language. This could incur an initial cost in building such an extensive data-store
to store all the IO relations for snippet-functions, but subsequent queries for code translations could
be made fast by utilizing a read-heavy database [64].

6.1.6.2 Automatic Program Repair

Semantic code search has been used in automatic code search and repair applications [53, 63, 74,
85, 89]. SLACC can thus be utilized for automatic program repair that is based on the availability of
large code-repositories of redundant code [80]. SLACC has to be modified to store the code-clone
clusters using an efficient data structure like a graph database [65, 118] that would enable search
based on IO behavior. The practical implementation of a subsequent repair operator would be a

good research opportunity.

6.1.6.3 Learning Programming

Research shows that the best way to learn a programming language is via examples [33, 84]. SLACC
can be used as an automated tool to help students work with examples of programming language. A
student can look up examples for a problem multiple ways. First, when sample inputs and outputs
are provided, SLACC could return all the examples that satisfy the IOs. Second, in case of an alternate
implementation, it could be transformed, executed and using the subsequent IOs clones could be
looked up in the datastore. Finally, the student could provide an example in an alternate language.
In such a case if the language is supported by SLACC and the type mappings exist between the
languages, SLACC could be applied to find a clone.

6.1.6.4 Learning Transfer

Learning transfer? which is an extended application of code translation could be applied in con-
texts, such as code review tools, and within integrated development environments (IDE) such as
Eclipse and Visual Studio. Learning transfer provides an added functionality of explaining how the
translation from the source to the target language along with explanations in terms of support to aid

the learning process. For example, consider the scenario of code translation ( section 6.1.6.1) where

2Importantly, we point out that learning transferis quite different than transfer learning. The former relates to human
transfer of knowledge whereas the latter describes when machine learning algorithms use previously learned knowledge
for a new domain [6].
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code needs to be translated from one programming language to another: this activity is an instance
in which learning transfer is required. Existing tools assist programmers by providing explanations
in terms of their expert language through existing affordances in development environments. Since
SLACC works at fine granularity of code, an explanation could be provided bottom-up by describing
the translation using the IO relations as examples. This process would require additional steps like
vetting out IOs that are hard to comprehend and improving the tool to support feedback based
updates.

Learning transfer tools can be beneficial even when the language conversion is automatic. For
example, SMOP (Small Matlab and Octave to Python compiler) is one example of a transpiler—the

system takes in Matlab/Octave code and outputs Python code.?

6.2 Cross-language code similarity using non-dominated ranking

We have evaluated COSAL against single objective code-to-code search, state-of-the-practice code-
to-code search, state-of-the-art within-language code-to-code search, and state-of-the-art cross-
language code-to-code clone detection. In all cases, it outperforms the competition. Furthermore,
we do not need to build, train, or update models in using COSAL. Future work will evaluate COSAL
in the applications suggested in this work, such as program repair, code translation, and refactoring.
In this section, we discuss the potential for scalability in adding new languages and new objectives,

as well as threats to the validity of our work.

6.2.1 Scalability and Open-Source Support

To validate our experiments on the merit of using multiple search similarities for code search, COSAL
was validated on AtCoder and BigCloneBench. These datasets were used to benchmark many of
the prior state of the art code search and clone detection techniques [99, 101, 102, 115]. That said,
both these datasets have their limitations. Firstly, since the AtCoder dataset is based of submissions
from a programming contest, it is not a true representation of open-source code. Secondly, the
BigCloneBench dataset has distinct functionalities which represent code clones. This makes the
clone detection and code search relatively easier. This can be inferred by the relatively higher scores
for all the search similarities for BigCloneBench (Table 4.7) compared to AtCoder(Table 4.6). To study
the scalability of COSAL on arbitrary open source projects, we consider three popular open-source
libraries for Java and Python: a) Guava Java library by Google; b) commons-collections Java library
by Apache Software Foundation; and c) collections Python 2.7 system library.

Fig. 6.3 contains five specific code samples identified by COSAL on these three open-source
libraries. Consider the code snippet Fig. 6.3a which counts the number of occurrences of an object in
the MultiSet. AMultiSet is a special type of a Set which allows for multiple instances for each of its
objects. When COSAL is used to look up similar code snippets to Fig. 6.3a, we notice different code

snippets based on the choice of similarity. Based on tokens extracted from Fig. 6.3a, Fig. 6.3b was

3github.com/victorlei/smop
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class HashMultiSet<E> ... {

public int count(Object element) {
Count frequency = Maps.safeGet(backingMap, element);
return (frequency == null) ? O : frequency.get();

}

(a) Method that returns count of a MultiSet from google-guava
class IterableUtils {
VAL L
* ... element ... iterable ... obj ... search ... cardinality ...

*k /
static <E, T> int frequency(Iterable<E> iterable, T obj) {

if (iterable instanceof Bag<7>)
return ((Bag<E>) iterable).getCount(obj);

return size(filteredIterable(emptyIfNull(iterable),
EqualPredicate.<E>equalPredicate(obj)));

(b) Function that fetches frequency of an object from an
Iterable object from apache-commons

class ComparatorUtils {

static <E> E min(E ol, E 02, Comparator<E> comparator) {
int ¢ = comparator.compare(ol, 02);
return ¢ < 0 7 ol : 02;

}

(c) Method that returns minimum of two objects based on a
Comparator from apache-commons

Figure 6.3 Functions from Open-Source Java library from commons by apache and guava by google
and Python library collections

identified as the most similar code snippet. Fig. 6.3b shows a function that checks for the number of
occurrences of an object in an Iterable object. Although it would seem that Fig. 6.3a and Fig. 6.3b
are behaviourally similar, in practice they are not since a Set is not an Iterable object.

With respect to AST, Fig. 6.3c from Apache commons-1lang is very similar to Fig. 6.3a. Although
extremely similar based on their ASTs, they are functionally different. Fig. 6.3c uses a Comparator

to identify the minimum of two numbers while Fig. 6.3a returns the frequency of an element in a

MultiSet.

Ifboth AST and token based similarities are used in COSAL, Fig. 6.3d is the most similar to Fig. 6.3a
and share similar behaviour as well. Fig. 6.3d is method from the AbstractMapMultiSet class from
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class AbstractMapMultiSet<E> {
/[ kxk
* ... frequency ...
*x /

public int getCount(final Object object) {
final MutablelInteger count = map.get(object);

© o N U R W N =

if (count !'= null)
return count.value;
10 return O;
11 }
12 .
13}

(d) Method that returns count of a AbstractMapMultiSet
from apache-commons
class Counter(dict):

... count ...
nman

def __getitem__(key):
return self.get(key, 0)

@ N e g A W N

(e) Function to get count of a key from a Counter from
collections library.

Figure 6.3 Functions from Open-Source Java library from commons by apache and guava by google
and Python library collections (cont.)

Apache commons-collectionwhichreturnsthe countofan element froman AbstractMapMultiSet
object. The AbstractMapMultiSet is an implementation of a MultiSet in apache commons-collection.

COSAL also identifies a similar code snippet to Fig. 6.3a from the collections library in Python.
Fig. 6.3e returns the count of a an element from a Counter. A Counter is Pythoncollection which
like a bag takes elements and maintains a count of the number of occurrences of each element. For
this pair, we can see that they share few common tokens (count, get), do not have similar ASTs but
are behaviorally similar. Hence, the token based and IO based similarity in COSAL influence the
ranking of search results and returns Fig. 6.3e as a valid search result for the query Fig. 6.3a.

In Table 4.7 we see alow value of COSALg; 4c ¢ since only around 9% of the files in BigCloneBench
had executable code to support SLACC. But in the case of the open-source projects, around 68.2%
of the Java and all the Python classes had executable code. The presence of dependent code in the
libraries compared to the isolated files in BigCloneBench facilitated behavioural search in COSAL.

COSAL can be scaled to support other open source projects in the current implementation. The
token based and AST based similarity measures for COSAL can be used on any project or file(s) in
its current version. Since, the behavioural similarity measures used by COSAL is heavily dependent
on SLACC, scaling to support new projects would require the projects have all its dependencies
satisfied and executable.
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Table 6.2 Performance of FaCoY and GitHub Search compared to COSAL based on 4,984 code snippets
from BigCloneBench [94] benchmark which can be executed.

Search MRR P@1/3/5/10 R@1/3/5/10

SotP GitHub 68  64/58/54/46 64/68/72/75

SotA FaCoY 79 74/70/68/57 74/76/81/84
ingle__ COSMlsuce B2 BU/TB/T4/61 _01/83/69/94

3wt COSAL;,,.;c 80  78/75/72/66 79/83/87/91

Sim. COSAL 83 81/79/74/68 81/86/91/96

6.2.2 On the Cost/Benefit of Dynamic Analysis

In section 4.9.3 and Table 4.7, we observe a low scores for code search using 10 based similarity
(COSALg; acc) compared to other techniques due to the small sample of files in BigCloneBench
(9%) with executable code. To study the impact of semantic contribution of COSAL, we repeat the
validation study on BigCloneBench but restricted to the files which can be executed (4,984). The
results for this study are tabulated in Table 6.2.

In general, the results on the executable dataset are slightly better for all the techniques com-
pared to the complete BigCloneBench dataset ( Table 4.7). Although COSALg; 4c ¢ is slightly better
than COSAL;,,;; compared to using static similarity based code search using AST and tokens
(COSAL;;4¢i¢), it comes at a much larger cost. Executing snippets based on IO takes much larger
time and memory eventually making code search slow and possibly impractical if the runtime data
for the snippets are not cached. Since the gains are not very high with respect to the BigCloneBench
dataset, it might be sufficient to rely on static similarity based code search in this case. Also, com-
bining SLACC with COSAL;,,,;;. does not improve the results of code search by a large margin.
This further strengthens the argument to rely on static similarity measures for code search on
BigCloneBench.

However, this cannot be generalized across datasets. BigCloneBench is built on Java code from
open-source projects. When we search across programming languages (as seen in Table 4.5), using
dynamic and static search similarities vastly improves the results for code search. This can be
attributed to the syntactic differences between languages which can be overcome in many cases
with semantic information [47]. Hence, the benefit of including dynamic similarity data must be

balanced against the cost and context.

6.2.3 Support for new languages

COSAL supports Java and Python. While we have not demonstrated scalability to new languages, we
comment on the effort required.
For dynamic behavior, COSAL is dependent on SLACC [134], so adding a new language to the

former requires support in the latter. However, COSAL;,,;. can be extended to new languages by
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adapting the token and AST analyses.

A language-specific tokenizer like c-tokenizer [146] or a generic grammar based tokenizer like
ANTLR [76] can be used to read source code and convert it into tokens using the approach detailed in
from section 4.2.1. For the AST, COSAL uses a generic AST to represent source code across different
languages. Using a language-specific AST Parser like clang for C [148] or roslyn for .NET [143], code
should be parsed and converted to the generic AST based on the grammar available in the GitHub
code repository for COSAL [135]. If a feature specific to a language is not supported by the grammar
anew node can be created based on the feature’s syntactic structure.

6.2.4 Adding new search similarities

COSAL uses three search similarity objectives for multi-objective search. New search objectives
can be added or existing search objectives can be replaced in COSAL. First, a similarity measure to
compare code snippets has to be defined. The similarity measure has to be a numerical value as the
search results are ordered using it. Next, an index must be created characterizing the code in the
repository. Once the similarity measure and the search index is defined, the COSAL configuration

file has to be updated to enable the search similarity measure.

6.3 Embedding code similarity

We have evaluated StaCE against prior work in embedding based and index based code-to-code
search and clone detection with techniques. Both the types of techniques have their strengths and
limitations and are more effective in specific situations. In this section, we analyse the results of
StaCE, the impact of dynamic similarity and a hybrid approach to address their limitations and
threats to the validity.

6.3.1 Analyzing Results

In section 4.9 we see that StaCE can be used for scalable code-to-code search. This section
presents an example from the AtCoder dataset illustrating cross-language code-to-code search.
Fig. 6.4 contains snippets from four submissions for the Connectivity problem from the AtCoder
dataset. In this problem, the participants are asked to find the number of nodes connected to each
other in bi-directional graph network. A Disjoint Set (also known as UnionFind) data structure is
commonly used to find the connectivity in graphs. 6.4a contains the find and union functions.
The find function is recursive and the union function sets the parent of the second node as the
common parent between the two nodes. 6.4c is a java submission that uses the same logic as
6.4a but have different variable and function names. The 1ookup and unite functions from 6.4c is
similar to the find and union functions from 6.4a respectively. In 6.4d, the data-structure is called
DisjointSet and the find function has the same implementation as the parent function from 6.4c.
However, the union function uses an auxiliary size variable to ensure that the data-structure is

balanced. This makes it more optimized compared to the unite and union functions from 6.4c and
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227 class UnionFindTree {

? deifflziéﬁziz?t;=xif 244 int lookup(int x) {
P ) 245 if (par[x] == x) { return x;}
8 return x
246 else {return par[x] =

9 else: — lookup(par[x]);}
10 parent [x] = find(parent, parent[x]) 047 } Pip ’
1; return parent [x] 248 void unite(int x, int y) {
13 def union(parent, x, y): 249 X 102§up(x); y = lookup(y);

. 250 if (x == y) return;
14 find(parent, x)

. 251 parly]l = x
15 find(parent, y)

. 2562 }
16 if parent[x] != parentl[y]: 253}

17 parent [parent [y]] =

— parent[parent [x]]
(c) Java: Union Find from query

(a) Python: Union Find from que
v anery 11 class DisjointSet {

28 class UF { 22 int find(int a) { ... }

31 int f,lnd(lnt x) { 28 void union(int a, int b) {
32 nt p = x; 29 int pa = find(a); int pb =
33 while (id[p] != p) pe arals P
34 b = 1d[pl; — find(b);
35 return b ’ 30 if (pa == pb) return;
pPs 31 if (this.size[pal >
36 ¥ this.size[pbl) {
37 int union(int x, int y) { oo : P - . .
) g 32 this.size[pa] += this.sizel[pb];
38 x = find(x); y = find(y); .
. 33 this.parent[pb] = pa;
39 if (x !'=y)
40 idlx] = y; 34 } else {
’ 35 this.size[pb] += this.sizel[pal;
41 return y; .
42 } 36 this.parent[pal = pb;
43 3} 37 }
38 }
39 }

(b) Java: Union Find with union by rank
(d) Java: Union Find with union by rank

Figure 6.4 Snippets from four valid solutions for the connectivity problem from AtCoder. All four snippets
show implementations the Union-Find data structure.

6.4a respectively. Int the last snippet 6.4b, the data-structure is called UF and the find function is
implemented in an iterative manner. Hence, this find function is structurally different compared to
the other three snippets.

When StaCE is used to lookup similar Java snippets to 6.4a, the search results contain 6.4c, 6.4d
and 6.4b at ranks 1,4 and 6 respectively. 6.4a and 6.4c contain structurally identical components
while the variable names have similar context and hence similar embeddings. COSAL;,;;;. on
the other hand does not return 6.4c as the most similar snippet since 6.4a and 6.4c do not share
any common tokens. 6.4d and 6.4a have similar find functions but slightly different structural
similarities due to rank optimization of the union data-structure (Lines 31-37 in 6.4d). Finally, the
structural difference between the two implementations of the find functions in 6.4a (recursive) and

6.4b (iterative) can be attributed for lower rank for 6.4b. In such cases, approaches using dynamic
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Figure 6.5 Percentage of overlapping results for StaCE vs COSAL for {1,2,5,10,20,50,100}% of data for 100
random queries in Haskell, Java and Python.

similarity measures tend to rank 6.4b higher. For example, if COSAL was used to lookup similar Java

snippets to 6.4a, 6.4b is the third most similar search result.

6.3.2 Explaining Similarity

In sections section 4.9 and section 5.4.4, we see that both COSAL and StaCE have their merits and
demerits. Both approaches have similar effectiveness in cross-language code-to-code search and
code clone detection. StaCE is more scalable with faster runtimes and tolerable model building time.
However, StaCE requires a large training data to achieve comparable results to COSAL and would be
ineffective for smaller code repositories. On the other hand, COSAL has no training time, tolerable
query time for smaller datasets and large query time for larger datasets. COSAL also provides the
added advantage of explainability due to the choice of similarity measures: contextual similarities
can be inferred by examining the common tokens; structural similarity can be inferred from visual
difference in the ASTs; and behavioural differences can be highlighted by describing the common
inputs and outputs. StaCE like other machine learning models yields results that lack explainability,
are less interpretable and do not offer much transparency into process of arriving at the search results.
Modern machine learning algorithms can be augmented with domain knowledge to overcome some
of these limitations but it comes with additional time overhead and bookkeeping [136].

COSAL and StaCE can be used to overcome the limitations of each other. Fig. 6.5 shows the
median percentage of overlapping search results for 100 random queries between COSAL and
StaCE for varying data sizes. We use 1%, 2%, 5%, 10%, 25%, 50%, 75%, 90% and 100% of the AtCoder

data for both the approaches. Queries are randomly selected from the test set across Haskell, Java
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and Python. We observe that for large data sizes, there is a greater overlap between the search results
across the three languages. Hence, a hybrid approach can be used for larger datasets to use the
explainability of COSAL on StaCE. StaCE can be used to perform a high level search to filter out
a subset of similar snippets to a given query. Subsequently, COSAL can be applied on the smaller
subset to generate explainable differences between the source code. This is solution to address
scalability of COSAL and the explainability of StaCE. We hope to explore such a hybrid approach in
the future.

6.3.3 Dichotomy of Dynamic Similarity

COSAL uses three similarity measures to compare code snippets: d;, ., for context, d 457 for struc-
ture, and d;o for behavior. We observe that using COSAL with 10-based similarity (COSALs; acc)
yields higher precision but lower recall compared to other similarity metrics (COSAL;,., and
COSAL457), particularly for Java and Python queries. We also note that augmenting static similarity
measures with d; greatly improves the precision of COSAL.

In contrast, StaCE uses only tokens and AST based similarity measures and does not rely on
dynamic similarity to generate code vectors with comparable (and sometimes better) results to
COSAL. A natural intuition would be to vectorize snippets of code with 10 similarity as well. However,
the representation of behaviour using IO and the large input space due to random fuzzing of SLACC.
To overcome this limitation, in StaCE, we concatenate the 10 similarity between two snippets as
computed by COSAL with the tree and and tokens vector. The results for this approach are also
highlighted in Table 4.5 as StaCE+IO. The results using this approach is similar to StaCE for Java
and slightly worse for Haskell and Python. This shows that using this particular representation of 10
based similarity is not effective when vectorizing code.

Executability is required to compute dynamic similarity. In this study, we observed 54% of the
Haskell snippets, 69% of Java and 82% of the Python snippets from AtCoder dataset was executable.
In contrast our prior study on BigCloneBench [94] dataset found that only 9% of the Java snippets
were executable since we could not resolve the source code dependencies. Since the gains with the
inclusion of IO based similarity are not very high and due to the reliance on runtime data, it might
not be effective for large scale datasets. However, if users prefer the inference of varying inputs, we
recommend COSAL which offers better explainability. In future, we will look at exploring alternate

representations of behavioral similarity that do not rely on IO relationships [22, 101].
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CHAPTER

7

RELATED WORK

7.1 Code Similarity

Source code similarity is used to characterize the relationship between pieces of code in software
engineering applications such as program repair [53, 63, 74, 85, 89], code search [115, 123, 127],
software security [40, 77, 119] and identifying plagiarized code [14]. In a survey by Roy et al. [49], code
similarity techniques can broadly be categorized as static [18, 26, 30, 38, 43, 61], which represent
structural similarities, and dynamic [47, 57, 101, 102], which represent behavioral similarities.

7.1.1 Static Similarity

Token-based approaches were one of the earliest techniques in identifying code clones[26, 30]. In
such techniques tokens are extracted from the code snippets and converted into intermediate vector
representations. Then the vector space distance between these vectors are used as a proxy for the
similarity between the code clones. Although these methods were extremely fast, a major drawback
in them are the large number of false positives. This can be attributed to the loss of context of code
in the tokenization phase.

On the other hand, AST-based approaches [18, 38] use the Abstract Syntax Tree of the code
snippet as the intermediate representation. These techniques captures the structural equivalence
between clones [49] but it fails in cases where statements are reordered or in case of different
representations of the same behaviour.

Finally, graph-based approaches [43, 61] use graphs constructed from the code snippets as

intermediate representations. These graphs are generally constructed using the Abstract Syntax Tree
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and subsequent Data Flow Analysis (DFA) of the code snippet. Then, graph matching algorithms are
used to compare the graphs such that code clones are hypothesized to have greater match compared
to arbitrary snippets of code. These approach encapsulates some semantic aspects as well since it

uses DFA as part of the intermediate representation.

7.1.2 Dynamic Similarity

EQMiner [47] is the closest related work with respect to our methodology. They examined the Linux
Kernel v2.6.24 by using a similar segmentation procedure, used 10 randomly generated inputs
to execute them, and cluster based on 10 behavior. Compared with SLACC, EQMiner crucially
ignores cross-language code similarity. Furthermore, the implementation of EQMiner contains
several limitations, noted by Deissenboeck [56], that make cross-language similarity infeasible
and even replication itself impractical. As a result, we build on the ideas pioneered by EQMiner,
while overcoming limitations in its original design. We introduce novel contributions, such as using
grey-box analysis to overcome the limitations of simple random random testing, scale the input
generation phase from 10 to 256 inputs, which drastically reduces false positives, introduce several
steps and components to support complex language features, such as lambda functions, and handle
differences arising from cross-language types. Finally, SLACC introduces flexibility in clustering as it
permits a tolerance on similarity due to the SIM_T hyper-parameter.

HitoshilO [102] by Su et al. also performs simion-based comparisons to identify similar code.
It uses existing workloads like test-cases or ‘main’ function calls to collect values for the behavior
rather than the random testing approach proposed in EQMiner or the grey-box analysis approach
used in SLACC. Research shows that existing unit tests do not attain complete code coverage [81]
and as a result, the application of such a technique to open source repositories might not be produce
a comprehensive set of similar code snippets. This conjecture can be observed in RQ1 where SLACC
identifies more clones to HitoshilO by an order of magnitude. Further, HitoshilO operates at a
method level granularity while SLACC can operate at method or statement level granularity. Naturally,
this ensures a greater number of code clones since SLACC can identify succinct behavior in complex

code snippets.

7.2 Code-to-code search

In code search, the goal is to find code that is similar to a given query. Historically, developers have
preferred general search engines such as Google and Bing when searching for code to reuse [55, 85,
100]. Some code search tools [70, 153] use code snippets as the query, a problem called code-to-code
search. Solutions to code-to-code search vary in several dimensions. In this work, we focus on three:
within [114, 115] vs. between languages [123-125], static [26, 38, 153] vs. dynamic analysis [48, 134],
and index-based [115, 123, 156] vs. model based [114, 124, 125] approaches.

In cross-language code-to-code search, the query is a code snippet in one source language and

the results are from a different target language(s). AROMA [123], supports cross-language code-to-
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code search across Java, Hack, JavaScript, and Python using static analysis based on the parse tree.
Since AROMA is not publicly available, it is not used as a baseline in this study. InferCode [138] is a self
supervised cross-language (Java, C, C++ and C#) code representation approach using Tree-based
Convolutional Neural Networks based on syntax subtrees.

For a single language, static analysis, and index-based approach, perhaps the most successful
behavioral code-to-code search technique is FaCoY [115], which can find more Type-4 clones in the
BigCloneBench [94] benchmark than prior approaches. Amongst cross-language, static analysis,
and model-based approaches, Perez and Chiba [125] use a semi-supervised learning approach to
create a model to embed code snippets on a vector space and create a mapping between Java and
Python.

7.2.1 Embedding Source Code

DeepCS [114] is a Deep Neural Network model based code-to-code search tool using a custom
CODEnn architecture for Java code. The tool jointly embeds method body and documentation
(javadoc) for each method in a code corpus into a high dimensional vector space. Once the model
is built, a query is searched by first projecting onto the vector space and then returns snippets that
have the top K nearest vectors to the query vector. Since DeepCS depends heavily on documentation
of code and specific to Java, it is not applicable for cross-language code-to-code search.

InferCode [138] is a self supervised cross-language (Java, C, C++ and C#) code representation
approach using Tree-based Convolutional Neural Networks based on syntax subtrees. InferCode
supports langauges that are limited supported by SrcML[67] and the current version is not extendable
to Python and Haskell. Hence we do not benchmark COSAL and StaCE against InferCode. We plan
to return to this future studies.

There are many (and sophisticated) neural network designs that can be used as a replacement
for our vectorizing approach, such as ASTNN [131], GGNN [105] or CodeBERT [132]. However, these
approaches are not generalizable for different programming languages. ASTNN splits large ASTs
from C and Java into smaller sequence trees and encodes them into vectors using a bidirectional
RNN. GGNN uses graph based representation and neural networks to vectorize code. However,
GGNN is limited to C#, requires additional engineering effort and larger hardware to support more
complex and diverse graphs. CodeBERT builds a bimodal representation for Natural Langauge and
Programming Language using a multi layer Transformer architecture. It contains representations
for Java and Python but cannot be used for cross-language code to code search or cross-language
code-clone detection.

A small number of tools support cross-language code clone detection using code vectors [108,
124, 125]. API2Vec [108] detects clones between two syntactically similar languages by embed-
ding source code into a vectors and subsequently comparing the similarity between the vectors.
CLCDSA [124] identifies nine features from the source code AST and uses a deep neural network to
learn the features and detect cross language clones. Perez and Chiba [125] propose an LSTM-based
deep learning architecture using ASTs to detect clones in Java and Python code. These three tools
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build machine learning models to detect code clones. As a result, these techniques require a large
number of annotated training data to build the model and the hyper-parameters need to be carefully
optimized to avoid over-fitting.

7.3 Clone Detection

Clone detection is a special case of code-to-code search; results are identified as clones if they meet
a specified similarity threshold. Clones are often categorized into four types: types I-1II are based on
syntax and type IV is based on behavior.

Most code clone detection tools [18, 26, 30, 38, 43, 47, 61, 102] have been proposed for single
language clone detection and on static typed languages like Java [35, 38] and C[11, 18, 26, 38]. A small
number of tools support cross-language code clone detection [108, 124, 125, 134]. API2Vec [108]
detects clones between two syntactically similar languages by embedding source code into a vectors
and subsequently comparing the similarity between the vectors. CLCDSA [124] identifies nine
features from the source code AST and uses a deep neural network to learn the features and detect
cross language clones. Perez and Chiba [125] propose an LSTM-based deep learning architecture
using ASTs to detect clones in Java and Python code. These three tools build machine learning
models to detect code clones. As a result, these techniques require a large number of annotated
training data to build the model and the hyper-parameters need to be carefully optimized to avoid
over-fitting.
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CHAPTER

8

FUTURE WORK

Similarity of code can be used in multiple other applications which are beyond the scope of this
thesis proposal. This chapter highlights some of these avenues of expanding source code similarity
and its applications. It represents ideas that are outside the scope of the thesis but are nevertheless

interesting.

8.1 Learning Programming Languages using Examples

A study by Mayer and others in 2017 found that an engineer who makes an open source contribution
knows 7 Programming languages on an average and knowledge of one programming language can
help learn a new language faster [107]. Programmers prefer using cross-language learning strategy
based on analogous features as the most common approach when learning a new programming
language [117]. They also prefer examples of code over official documentation when learning new
languages [95]. We ask,

RQ 13: Can examples based on dynamic similarity help programmers in learning a new language
compared to examples based on static similarity?

Middleton and Stolee in their empirical study on code clone analysis find that 18 out
of the 49 participants suggested that more dynamic information would help them
better identify cross-language code clones [150]. We use this study as a motivation to
compare examples based on static and dynamic similarity in learning new programming

languages.
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RQ 14: Does augmenting static similarity with dynamic similarity in recommending examples
help programmers compared to independently using static or dynamic similarity?

In our study in multi-objective code search we observed that augmenting dynamic simi-
larity based code search with static similarity results in better search results section 4.9.1.
In this study, we augment static information like complexity of code, maintainability
index and coupling to dynamic code examples. We then examine if such examples help

programmers compared to static or dynamic information.

RQ 15: What features in code examples do developers prefer while learning a new programming
language?

In this research question we aim on identifying features in the examples recommended
to developers while learning a new programming language. Some of the features can
include

* Verbosity: Since dynamic examples are recommended based on Input output
behaviour, similar examples can be extremely detailed and verbose or can call an
external API to perform the same task.

¢ Code complexity: Similarly, code examples can have different time complexities
with a trade-off with comprehension. For example, consider a pair of code example
to sort an array of integers. Examples can include BubbleSort which is easy to read
but has a time complexity of O(n?) or TimSort which has a time complexity of
O(nlog(n))butis complicated since it combines binary insertion sort and merge
sort which might make it hard first step when learning a new language.

8.2 Performance based Refactoring

While profiling 10 behaviour of code snippets in SLACC, we also profile the snippets for runtime.
This information along with memory profiling of the snippets can be used to refactor less efficient
code [29, 137]. We ask,

RQ16: Performance Study

In this study, we measure the percentage of refactored code with respect to its validity. We
will also measure the performance changes of the refactored code in terms of runtime
and memory consumed.

RQ17: Usability Study

To evaluate usability the refactoring tool, we will conduct a controlled experiment
with participants. We will test the hypothesis: For a sub-optimal code snippet, the
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dynamic similarity based refactoring tool can the participants find better optimization

possibilities to obtain a better performing version of the code snippet.

8.3 Automated Test Suite Generation

In section 3.2 we use dynamic analysis to find similarity of code snippets. As a consequence, this
analysis identifies critical inputs where behaviour of the snippets start changing. These critical
inputs and values in its domain, can be used to generate test cases for a functions as they represent
the bellwether behaviour of such code snippets. Subsequently, this information can be used to
improve the test suite for the code snippets in question [109]. In this study, we use dynamic analysis

of source code code to automatically generate test suite. We evaluate,

RQ18: Quality of Test Suite

We will be measuring the quality of the test suite using statement coverage [17], branch

coverage [17] and mutation analysis [50].
» Statement Coverage measures the percentage of the executed statements to the
total number of statements in the application under test.

¢ Branch Coverage measures the percentage of executed conditional branch state-

ments to the total number of statements in the application under test.

¢ In Mutation Analysis or Mutation Testing, a syntactic change (mutation) is made
to the source code under test and executed against the test-bench. If the mutation
is not detected by the test-bench, then any behaviour altered by the mutation has

not been sufficiently exercised.

RQ19: Usability of Test Suite

We will assess the usability of the test suite by empirically comparing it to standard test
suite generators EvoSuite [52] and AFL [121].

8.4 Cross-langugage code search using distributed code representations

In Chapter 3 code was represented based on their IO behaviour while and [108, 120, 125]. In this study,
we propose on embedding tokens and ASTs as vectors on a common search space and subsequently
using it for code-to-code search.

RQ20: Can tokens and AST for code be embedded onto the same vector space?

Common embedding space has been used in applications like labeling images [103]. In

software engineering, it has been used in applications like generating documentation
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for source code [111, 120]. In this study we develop a common embedding space for
tokens and AST using an LSTM deep learning model.

RQ21: Can a common vector representation for tokens and AST be used in code-to-code search

within a language?

Using the token and AST embedding, like section 4.9.3, we study if it can be used for

code-to-code search in a programming language.

RQ22: Can a common vector representation for tokens and AST be used in cross-language code-

to-code search?

Using the model developed as part of the previous research question, like section 4.9.2,

we study if it can be used for cross-langauge code-to-code.

8.5 Cross-language code similarity for open-source code

SLACC, COSAL and StaCE were primarily not evaluated on open-source code in a cross-language
context. Like other contemporary tools ASTLearner [125], CLCDSA [124] and HitoshilO [102], we
rely on submissions from programming contests to evaluate the tools proposed in this thesis across
programming languages. These code snippets contain a wide range of features shared between
languages (like loops and conditional statements) and unique to languages (1ist-comprehension
in Python). However, they are not representative of real world code [138].

To demonstrate the merits of tools for cross-language similarity, we require snippets from open-
source projects. BigCloneBench [94] is one of the largest publicly available code clone benchmarks
for Java. It contains over 55,000 source code files harnessed from approximately 25,000 open source
repositories and grouped into 43 distinct functionalities. This dataset is used as a benchmark for
code search [115] and clone detection [99] techniques. A similar approach could be used to curate a
benchmark of snippets across languages, but at the time of this research, such a benchmark was
not available.

Recently, Bui et al. [138] use code from Rosetta! and Github to develop a small repository of
similar code from Java, C, C++ and C#. The authors use matching keywords to identify similar
snippets. Although this is a good start in our experiments we realized that this approach is not
applicable for languages that follow different programming paradigms. Matching keywords as a
measure of similarity led to low recall while constructing a similar dataset for Java, Python and
Haskell. However, this is a good start and provides avenues for building a more representative

open-source dataset from similar code across langauges.

http://www.rosettacode.org
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8.6 TransCompiler

Transcompilers or source-to-source compiler, is a tool that converts code from one programming
language to another programming language on a similar level of abstraction. This is useful when
porting code between different platforms like Android to IOS. This is also common during acquisi-
tions when repositories are migrated from one language to another [116]. In this study, we look into

migration of code from one high level language to another using dynamic similarity of code.

RQ23: Can dynamic similarity of code be used in translating code from a high level language to
another high level langauge?

TransCoder, the state-of-the-art transpiler uses unsupervised learning based on static
information to translate code between Java and Python [133]. Due to this reason, the
code fails to translate similar idioms like 1ist-comprehension in Python and for loop
in Java. Using dynamic similarity ( section 4.2.3) and AST based similarity ( section 4.2.2),
such equivalences can be inferred as shown later in section 4.9.2. Hence, in this study
we will explore if dynamic similarity augmented with static similarity can be used for
better translation of code.
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CHAPTER

9

CONCLUSION

This work presents research on similarity of source code based on syntactic and semantic measures.
Similarity based metrics are used across multiple software engineering applications in software
engineering. This work describes two such applications of code clone detection and code search
and proposes how source code similarity can be applied in learning new programming languages.

We first present SLACC which precisely yields semantic code clones across programming lan-
guages. SLACC is the first work to identify semantic code clones in a dynamic typed language
and across programming languages. SLACC identifies clones by comparing the 10 relationship
of segmented snippets of code from a target repository. Input values for the segmented code are
generated using multi-modal grey-box fuzzing. This results in fewer false positives compared to
current state of the art semantic code clone detection tool, HitoshilO. The generated inputs are also
memoized, which makes SLACC scalable. In our study, we identify code clones between Java and
Python from Google Code Jam submissions. Compared to HitoshilO, SLACC identifies significantly
(6x) more code clones, with greater precision (86.7% vs. 30.7%). Furthermore, SLACC identifies
partial fine-grain code clones with succinct behavior in the target repository as SLACC segments
the target repository using pre-order traversal and a recursive sliding window that accounts for
nested code blocks and inline statements such as lambda functions. This observation is verified in
our study, as most of the code clones have two arguments or less. Further, more than half the code
clones have less than 6 lines and 5 lines for Java and Python respectively. SLACC detects code clones
in a multi-language code corpora using some restrictions on the data-types ( and their bounds)
between the languages. That said, the number of clones detected was fewer and the number of false
positives were slightly more compared to code clones within the same language. But, by broadening

the support for more features, these metrics can be improved.
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Next we present COSAL, a cross-language code-to-code search tool that uses static and dynamic
analyses without a machine learning model. For static analysis, we used two similarity measures
based on extracted tokens from source code and a tree edit distance based on a generic AST. For
dynamic analysis, we used SLACC to compute 1O similarity between segments of code. For a given
code search query, these three similarity measures find similar code using multi-objective search.
Our experimental evaluation on Java, Python and Haskell files from AtCoder shows that COSAL
outperforms state-of-the-art code search tools FaCoY and Code2Vec and industrial benchmark of
GitHub code search with respect to precision@{1,3,5,10} and recall@{1,3,5,10}. We also compare
COSAL to state-of-the-art clone detection techniques using the same AtCoder dataset and find that
COSAL has better recall and F1I score.

Finally, we present StaCE, a code embedding technique using features based on context and
structure. We extend the token based representation and language agnostic structural representa-
tions of COSAL to generate code embeddings. Using code snippets across Java, Python and Haskell
from the AtCoder dataset, we show that StaCE outperforms state-out-the-art cross-language code
search tools Code2Vec and industrial benchmark of GitHub code search. We also compare StaCE to
state-of-the-art static and dynamic code clone detection techniques find that StaCE is better than
static clone detection techniques and has better Recall and F-measure to dynamic clone detection
techniques. Finally, we compare StaCE to COSAL, an index based approach on varying data sizes
and find that StaCE has smaller query times compared to COSAL on larger datasets. Embedding
multiple representations of source code helps overcome the need for slower similarity measures like
dynamic similarity that requires executable code and sorting across multiple similarity measures.

Applications to cross-language code similarity extend beyond code-to-code search and code
clone detection. We suggest how this work on cross-language code similarity can be extended to
applications of learning new programming languages and code refactoring. Hence, cross-language
source code similarity appears to have a bright future, but more work is needed to evaluate it for
more languages and in relevant applications, such as language translation, language migration, and

program repair.
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