ABSTRACT

SHENG, JIEWEN. Privacy-Preserving Data Analytics for Industrial Prognostics. (Under the
direction of Dr. Xiaolei Fang).

Industrial prognostics, defined as the prediction of failure times for systems or components,
rely on substantial data analysis, primarily from sensors monitoring machinery health. This
predictive capability is crucial for implementing proactive maintenance strategies, significantly
impacting cost reduction and efficiency enhancement. However, the use of sensitive or propri-
etary data in these analyses introduces significant privacy concerns. Differential privacy and
federated learning have emerged as leading frameworks to address these concerns, offering
a means to perform analyses while protecting individual data contributions. Our research
focuses on tailoring these privacy-preserving approaches for the industrial prognostics domain,
with a particular emphasis on statistical methods that maintain the balance between privacy
and the predictive utility of prognostic models.

The research in Chapter 2 introduces differentially private log-location-scale (DP-LLS)
regression models, which incorporate differential privacy into LLS regression through the
functional mechanism. The proposed models are established by injecting noise into the log-
likelihood function of LLS regression for perturbed parameter estimation. The study in Chapter
3 introduces a privacy-preserving sensor selection approach for multi-sensor prognostics, uti-
lizing LLS regression with group lasso for effective sensor selection. The regression models are
optimized using the proximal gradient descent method and enhanced with differential privacy
to protect sensitive information. In Chapter 4, we propose a federated learning framework
incorporated with differential privacy for functional principal component analysis, allowing

users with sparse data to benefit through collaboration while preserving privacy.
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CHAPTER

INTRODUCTION

The integration of data-driven methodologies into industrial maintenance and prognostics is
a critical evolution in the quest to enhance operational reliability and efficiency. Prognostics,
defined as the prediction of failure times for systems or components, rely on substantial
data analysis, primarily from sensors monitoring machinery health. This predictive capability
is crucial for implementing proactive maintenance strategies, significantly impacting cost
reduction and efficiency enhancement. However, the use of sensitive or proprietary data in
these analyses introduces significant privacy concerns. Differential privacy has emerged as
aleading framework to address these concerns, offering a means to perform analyses while
protecting individual data contributions. Furthermore, federated learning has gained traction
as a distributed learning paradigm that enables collaborative model training without the need

for centralized data storage, enhancing data privacy. This dissertation focuses on exploring



differential privacy approaches tailored for the industrial prognostics domain, with a particular
emphasis on statistical methods that maintain the balance between privacy and the predictive

utility of prognostic models.

1.1 Background

Prognostics plays a pivotal role in the modern industrial maintenance paradigm, enabling
organizations to predict failures before they occur. This predictive capability allows for the
scheduling of maintenance activities in a manner that is both time-efficient and cost-effective,
minimizing unplanned downtime and extending the operational life of machinery and equip-
ment. The effectiveness of prognostic systems depends heavily on the precision of the statistical
models used to predict equipment failure, which in turn relies on comprehensive data analysis.

Differential privacy introduces a structured methodology to quantify and mitigate the pri-
vacy loss associated with data analyses. It achieves this by ensuring that the output of a database
query is insensitive to any single individual’s data, effectively masking the participation of
any individual in the dataset. The introduction of noise, calibrated to the sensitivity of the
data analysis process, is a key mechanism through which differential privacy guarantees are
achieved. This mechanism ensures that individual privacy is safeguarded while still allowing
for the extraction of valuable aggregate information.

Federated learning is a distributed machine learning paradigm that enables training models
on decentralized data without the need for data sharing. In federated learning, each partic-
ipating entity, referred to as a worker or client, trains a local model on their own data. The
local models are then aggregated to form a global model, typically by a central server. This
approach allows for collaborative learning while keeping the data localized, thereby enhancing

data privacy and security.



1.2 Motivations

The integration of differential privacy and federated learning into industrial prognostics is
driven by a compelling need to reconcile critical objectives: maximizing the predictive accuracy
of prognostic models, safeguarding the privacy of sensitive data, and enabling collaborative
learning without centralized data storage. In industrial settings, the data harnessed for prognos-
tics often encompass proprietary information about equipment performance, manufacturing
processes, and operational efficiencies. Unauthorized access to or inference from this data
could lead to competitive disadvantages, regulatory repercussions, or breaches of trust with
stakeholders. At the same time, the effectiveness of prognostics in preventing unscheduled
downtimes, extending equipment lifespans, and optimizing maintenance schedules is heavily
reliant on the quality and comprehensiveness of the data analyzed. As such, there is a pressing
need for methodologies that can utilize detailed operational data without compromising data
confidentiality.

Differential privacy emerges as a solution to this dilemma by offering a systematic approach
to quantifying and limiting privacy risks associated with data analysis. By embedding privacy
considerations directly into the analysis of prognostic data, differential privacy enables the
development of predictive models that are both effective and respectful of privacy constraints.
This not only aligns with the ethical and legal imperatives to protect sensitive information but
also helps in fostering trust in data-driven industrial processes.

Federated learning complements differential privacy by enabling collaborative model train-
ing without the need for centralized data storage. In industrial settings, data is often distributed
across multiple entities, such as different factories or manufacturing lines. Federated learning
allows these entities to contribute to the development of prognostic models without sharing
their raw data, thereby enhancing data privacy and security. The combination of differential
privacy and federated learning provides a powerful framework for privacy-preserving and
collaborative learning in industrial prognostics.

The motivation for this research, therefore, stems from the need to develop privacy-preserving



and collaborative prognostic tools that can leverage the various data generated in industrial
contexts, thereby unlocking new levels of operational efficiency and reliability without com-

promising on privacy and security.

1.3 Approaches

This dissertation investigates three specific privacy-preserving data analytics approaches

designed for application in the industrial prognostics field:

1.3.1 Differentially Private Log-Location-Scale Regression using Functional

Mechanism

This approach applies the functional mechanism, a method for achieving differential privacy
in statistical models by adding noise to model coefficients, to log-location-scale regression
models. These models are well-suited for predicting the lifespan of industrial components. The
adaptation of the functional mechanism to these models allows for the generation of differen-
tially private estimates of model parameters, thus facilitating privacy-preserving prognostic

analysis.

1.3.2 A Differentially Private Informative Sensor Selection Method

A novel sensor selection methodology is introduced, incorporating a group lasso penalty into a
log-location-scale regression model to facilitate sensor selection under privacy constraints.
This methodology optimizes sensor usage by identifying the most informative sensors for
prognostics while ensuring data privacy through the addition of Laplace noise during the
proximal gradient descent optimization process. This not only preserves privacy but also
enhances the cost-effectiveness and efficiency of the prognostic system by focusing on key

SEnsors.



1.3.3 Privacy-Preserving Federated Functional Principal Component Anal-

ysis for Sparse Data

A federated learning framework is introduced to incorporate functional principal component
analysis (FPCA) for industrial prognostics, specifically for decentralized, sparse, and irregular
data. This approach addresses the challenges of applying FPCA directly to industrial prognostics
data, which is often distributed across multiple entities and may be sparse or irregularly
sampled. The proposed federated learning framework allows for collaborative learning of
the FPCA model while keeping the data localized. Differential privacy mechanisms, such as
gradient clipping and Laplace noise addition, are integrated into the federated learning process
to ensure the privacy of individual workers’ data. This approach enables the development of
privacy-preserving and collaborative FPCA models for industrial prognostics, leveraging the

power of distributed data while safeguarding data confidentiality.

1.4 OQutline of Dissertation

The structure of this dissertation is designed to present a coherent and comprehensive explo-
ration of differential privacy approaches in industrial prognostics, with each chapter represent-
ing a self-contained project that encompasses a literature review, the proposed approach, a
simulation study, and a case study. This organization ensures a thorough examination of each
methodological contribution within its relevant context, facilitating a deeper understanding
of the challenges and solutions related to privacy-preserving prognostics. The dissertation is
organized as follows:

Chapter 2 delves into the first project, focusing on the application of the functional mecha-
nism to log-location-scale regression models for differential privacy. This chapter begins with
a literature review that situates the approach within the current state of research, followed by a
detailed presentation of the proposed approach, including theoretical justifications and algo-

rithmic details. A simulation study then evaluates the approach’s performance under various



conditions, and a case study demonstrates its applicability in an industrial context.

Chapter 3 presents the second project, which explores a novel sensor selection methodology
incorporating a group lasso penalty into a log-location-scale regression model for differential
privacy. Similar to Chapter 2, this chapter starts with a literature review to contextualize the
approach, followed by an in-depth explanation of the methodology. A simulation study is
conducted to assess the approach’s efficacy, and a case study illustrates its practical value in
enhancing the efficiency and privacy of industrial prognostics systems.

Chapter 4 focuses on the third project, which introduces a privacy-preserving federated
learning framework for FPCA in industrial prognostics. The chapter begins with a literature
review on FPCA, federated learning, and their applications in industrial prognostics. The pro-
posed federated learning framework is then presented, detailing the integration of differential
privacy mechanisms into the collaborative learning process. A simulation study is conducted
to evaluate the performance of the proposed approach under various conditions, such as
different levels of data sparsity and privacy budgets. A case study using real-world industrial
prognostics data is then presented to demonstrate the practical applicability and benefits of
the proposed framework.

Chapter 5 summarizes the work in this thesis, recaps the core ideas and concepts, and
offers a summary with major experimental observations. We will wrap up with a few remarks

and suggestions for future research.



CHAPTER

DIFFERENTIALLY PRIVATE
LOG-LOCATION-SCALE REGRESSION

USING FUNCTIONAL MECHANISM

2.1 Introduction

Log-location-scale (LLS) regression is a type of regression model that extends the standard
linear regression model to accommodate situations where the response variable exhibits
skewness or heteroscedasticity. It assumes that the response variable follows a distribution
from the location-scale family, which includes a variety of specific distributions that cover

most of the failure time distributions of engineering assets in industrial applications. Some



examples of LLS distributions include Normal, Log-Normal, Logistics, Log-Logistics, Smallest
Extreme Value (SEV), and Weibull. Due to the versatility afforded by these distributions, LLS
regression has been widely utilized in reliability engineering (Meeker and Escobar 2014; Doray
1994; Hong et al. 2010, 2015) and industrial prognostics (Fang et al. 2017, 2019a; Zhou and Fang
2023; Fang et al. 2019b).

Similar to other statistical learning models, LLS regression needs a considerable amount of
data for model training to achieve a desirable performance. However, the available training
data related to failures from a single company/factory is usually insufficient to reliably train
an LLS model. To address this challenge, companies may purchase a well-trained prognostic
model from Original Equipment Manufacturers (OEMs). This is attributed to the fact that
OEMs frequently lease a substantial number of equipment to customers and own the condition
monitoring data of these leased equipment, providing them with sufficient failure-related data
to train a dependable prognostic model. The trained models can be provided as a standalone
product through subscription, ensuring that the model is regularly updated as additional failure-
related data becomes available. The subscription allows OEMs to deliver reliable prognostic
models to customers while safeguarding the privacy of their data—customers have access to
the trained models without knowledge of the OEM’s training data. However, recent research
indicates that it is possible to infer information about the training data from the trained models
by employing cyberattack techniques such as model inversion (Fredrikson et al. 2015; Wang et al.
2015; Hidano et al. 2017). To tackle this challenge, research has shown that differential privacy
is an effective technique for safeguarding data privacy (Wang et al. 2015; Zhang et al. 2020;
Abadi et al. 2016). In alignment with this perspective, this article proposes privacy-preserving
LLS regression based on differential privacy.

Differential Privacy (DP) is a foundational concept in privacy-preserving data analysis that
aims to protect data privacy while extracting meaningful insights from datasets. It provides
arigorous mathematical framework for ensuring that the inclusion or exclusion of any data

point does not unduly impact the outcome of a computation. Fundamentally, this is achieved



by adding controlled noise to the results of statistical analyses. For example, OEMs may employ
DP to perturb estimated regression coefficients with random noise before transmitting them
to customers. The amount of noise introduced in DP is determined by two factors: sensitivity
and privacy budget. The first factor, sensitivity, is determined by the training data. It measures
the maximum fluctuation in the output (e.g., the maximum change of regression coefficients)
when a single data point is removed from or added to the training dataset. It’s evident that to
safeguard the privacy of training data, a larger noise is required when the sensitivity is higher.
The second factor, privacy budget, is chosen by those who train the model. It controls the
upper limit of the probability of potential information disclosure (Dwork et al. 2006). This
is necessary because, mathematically, DP (and many other privacy protection techniques)
typically cannot guarantee a 100% prevention of data leakage. Instead, they use a parameter
(i.e., privacy budget) to control the probability that the data will not be leaked. This probability
can be low (close to zero) or high. If a lower probability is sought, a higher degree of noise
needs to be introduced into the model. Consequently, the performance of the model will be
compromised more. In contrast, when the probability is high, the level of added noise is low,
resulting in the performance of the DP-based model closely resembling that of the model
without DP applied. Therefore, there exists a tradeoff between the probability of data leakage
and the extent to which the model’s performance is compromised.

In DP, the algorithm or procedure through which the noise is incorporated is referred to
as mechanism. One possible mechanism for regression analysis is to perturb the estimated
regression coefficients with a random noise drawn from distributions like Laplace, Gaussian,
or exponential. However, implementing this mechanism is often impractical because accu-
rately determining the noise’s amplitude relies on calculating the sensitivity, which usually
is very challenging. To address this challenge, the commonly used mechanism in regression
analysis is the functional mechanism, which introduces noise to the objective function of the
optimization problem linked to regression parameter estimation, rather than directly perturb-

ing the regression coefficients themselves (Zhang et al. 2012). In this article, the proposed



differentially private LLS regression is based on the functional mechanism. The parameter
estimation of LLS regression is typically achieved by using maximum likelihood estimation
(MLE), which solves an optimization problem whose objective function is the log-likelihood
function constructed using the training data and unknown regression parameters. To integrate
differential privacy into LLS regression, we begin by decomposing the objective function (i.e.,
the log-likelihood function) through Taylor expansion, truncating at the second order. Then,
we introduce noise to perturb the weights of the Taylor series. Subsequently, we reconstruct the
perturbed objective function using the modified weights. Finally, we optimize the perturbed
objective function to obtain the parameters of the LLS regression. We will derive the sensitivity
of weights, which determines the magnitude of the noise introduced. Additionally, we will
prove that the proposed regression method complies with differential privacy.

Commonly employed distributions in LLS regression include normal, log-normal, logistic,
log-logistic, smallest extreme value (SEV), and Weibull. When the response variable is from a
normal, logistic, or SEV distribution, the model is referred to as location-scale regression. In
contrast, when the response variable is from a log-normal, log-logistic, or Weibull distribution,
it is called log-location-scale regression. Location-scale regression and log-location-scale re-
gression can be easily transformed into each other. For example, log-normal regression can be
converted into normal regression by applying the logarithm to its response variable. Similarly,
Weibull (or log-logistic) regression can be transformed into SEV (or logistic) regression by taking
the logarithm of its response variable. Given that Zhang et al. (2012) have explored differen-
tially private normal regression, this article concentrates on the development of differentially
private logistic regression and SEV regression (applicable to log-logistic regression and Weibull
regression as well). It's important to clarify that the logistic regression investigated in this paper
differs from logistic regression for classification (Wright 1995). In this article, logistic regression
refers to the response variable following a logistic distribution, a member of the location-scale
family. Logistic regression for classification, on the other hand, involves a response variable

from a binary or binomial distribution.
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The remainder of this chapter is organized as follows. Section 2.2 introduces the necessary
preliminaries, encompassing LLS regression, differential privacy, and the functional mecha-
nism. Section 2.3 outlines the proposed differentially private LLS regression. Following that,
Sections 2.4 and 2.5 employ simulated and aircraft engine data from the NASA data repository
to assess the performance of the proposed differentially private LLS regression. Finally, Section

2.6 provides concluding remarks.

2.2 Preliminaries

In this section, we first review (log)-location-scale regression and then revisit some fundamental

concepts of differential privacy.

2.2.1 LLS Regression

d 1 where

Considering a dataset containing n samples, we denote the data as {7;, {x; j}]:1 "

7; is the dependent variable (i.e., response variable), which is corresponding to the time-to-
failure (TTF) in reliability analysis and prognostics; { x; ; }7:1 are the d-dimensional independent
variables (i.e., predictors). Each y; is assumed to be sampled from a distribution from the (log)-
location-scale family. In other words, y; is a random variable whose cumulative distribution

function (CDF) is of the form

Pr(y,-St):Q(t_‘ui), 2.1
g

where y; = j; if y; is from a distribution in the location-scale family and y; = log(y;) if y; is
from a distribution in the log-location-scale family. Q(-) is the CDF of a standard distribution
in the location-scale family. u; is referred to as the location parameter, and o is known as the
scale parameter. Similar to the standard practices in regression analysis, it is assumed that the
location parameter yu; is determined by the independent variables, and the scale parameter

o is not associated with the predictors. Denote u; = B, + Zj.l:l X;iBj, or yu; = Z?:o x;;3; where

11



X;o =1 for simplicity, the CDF of y; can be expressed as follows

(2.2)

d
t—> im0 XijB; )

g

where {f3; ;‘i:o are the unknown regression coefficients. These regression coefficients and the
scale parameter o are usually estimated using maximum likelihood estimation (MLE). The

likelihood function can be denoted as follows

LB} ) :né")(% = x”ﬁ])» 2.3)

i=1 o

where w(-) is the probability density function (PDF) of a standard distribution in the location-
scale family. For example, w(z)=1/+v2mexp(—z?/2) for normal distribution, w(z) =exp(z)/(1 +
exp(z))? for logistic distribution, and w(z) = exp(z)(z — exp(z))) for SEV distribution. The
d

estimation of ({ﬁj}jzo,

log(L({B;}_ 0

o) can be achieved by maximizing the log-likelihood function ¢ =

2.2.2 Differential Privacy

In differential privacy, a dataset can be seen as a collection of entries corresponding to in-
dividuals. For example, a dataset containing the TTF and predictors of n machines (i.e.,
{7, {x; j};’.lzl }%_,) can be seen as n entries. Differential privacy guarantees that the modification
(e.g., inclusion, exclusion, revision) of a single entry has no discernible statistical impact on the
output. To define differential privacy, we first introduce the concept of neighboring datasets.
Two datasets, D and D’, are considered neighboring if they have the same number of entries
while differing in one entry (corresponding to the data of one sample). With this concept,

e-Differential Privacy is defined as follows.

Definition 1 (e-Differential Privacy (Dwork et al. 2006)). An algorithm ./ satisfies € -differential

12



privacy, iff for any output O of .</ and for any two neighbor databases D and D’, we have
Pr[./(D)=0]< e Pr[./(D')=0] (2.4)

Here, the operator Pr[:] represents probability. .¢/(-) represents the mechanism, which denotes
the method employed to introduce noise. Loosely speaking, Pr[.</ (D)= O] means the proba-
bility that the output is O using dataset D and mechanism .¢/(-). Taking regression analysis
using the functional mechanism as an example, Pr[.</ (D)= O] means that the probability
that the noisy weights are O using training dataset D. Similarly, Pr[.</ (D) = O] means that the
probability that the noisy weights are also O using training dataset D’. Equation (2.4) quantifies
the proximity of the probabilities to obtaining the same set of noisy weights when utilizing
datasets D and D’. The proximity is controlled by e€, where € is known as the privacy budget. A
smaller value of € enforces a stronger privacy guarantee. For example, as € approaches 0, e€
approaches 1. As a result, the ratio between the two probabilities is closer to 1, and thus the
two datasets become more indistinguishable.

In the aforementioned example of regression using the functional mechanism, noise is
incorporated into the weights. However, a crucial aspect that has not been addressed is deter-
mining the magnitude of the noise. The magnitude of the noise is determined by the dataset.

Mathematically, it is associated with global sensitivity, the definition of which is provided below.

Definition 2 (Global Sensitivity (Dwork et al. 2006)) The global sensitivity of a function f : D" —
R d

GSy(D)=max||f(D)—f (D),

where D and D’ are neighboring datasets. f(-) is a function that takes a dataset D or D’ as
the input, and the outputs are denoted as f(D) and f(D’), respectively. In the functional
mechanism, f(D)and f(D’) are the values of the weights using dataset D and D’, respectively.
Thus, GS¢(D) is the maximum changes that could occur in the weights when one sample in D

is replaced.
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2.3 Differentially Private LLS Regression

In this section, we introduce differentially private (log)-location-scale regression. The com-
monly utilized distributions in the LLS family include normal, log-normal, logistic, log-logistic,
SEV, and Weibull. Since Zhang et al. (2012) have investigated differentially private normal
regression, this article focuses on the development of differentially private logistic regression
and SEV regression, which can be applied to log-logistic regression and Weibull regression as
well.

The proposed differentially private LLS regression relies on the functional mechanism,
which works by perturbing the objective function used in the parameter estimation of LLS
regression models. In other words, rather than solving the original log-likelihood function
for parameter estimation, we optimize a perturbed version of it. This is achieved by first
decomposing the objective function, specifically the log-likelihood function, through a Taylor
expansion thatis truncated at the second order. Then, noise is introduced to perturb the weights
of the Taylor series. Subsequently, we reconstruct the perturbed objective function using the
modified weights. Finally, optimization of the perturbed objective function is performed to
obtain the parameters of the LLS regression. As mentioned earlier, the magnitude of the noise
is directly linked to the sensitivity of the objective function. Thus, we will derive the sensitivity
of the LLS regression models. Additionally, we will demonstrate that the proposed regression
methods satisfy e-differential privacy.

Before constructing the proposed differentially private LLS regression models, we begin
by standardizing the data. Following the notation in Section 2.2.1, let’s consider a dataset
consisting of n samples, denoted as {y;, { X; J'}?:l}?:l’ where {X; j}?:l are the d-dimensional

predictors and y; is the response (TTF or the logarithmic TTF). To scale the jth predictor, we

use x;; = %, where a; = min{{x;;}?  } and §; = max{{X;;}! ,} denotes the minimum and
J J
maximum values of the jth predictor, respectively. This standardization ensures \/ Z?zl xl.zd <1,

which will be employed to determine the global sensitivity of the proposed differentially private

LLS regression. Additionally, we standardize the response variable such that y; €[—1,1] for all i.
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2.3.1 Differentially Private SEV Regression

Following the notations in the MLE function in Equation (2.3), the log-likelihood function of

SEV regression can be expressed as follows

d d
S Vi— 2o PiXip & i — 2. PjXij
f({ﬂj}7zo,0)=—nlog0+2y Z;oﬂ] ]—ZeXp(y 21—0/51 1)’ 2.5)
i=1 i=1

o

which is not concave. To make it a concave function, we apply the following transformation:

q=1/o and p; = ;q. As a result, the log-likelihood function can be re-expressed as

1

n d
1) mogq+z(y, zp, ) zexp(y,.q-zp,.xi,.). 26
i=1 j=0

To integrate differential privacy with SEV regression, as shown in Proposition 1, we first
employ Taylor expansion to expand the log-likelihood function in Equation (2.6) as a weighted

combination of polynomial functions of {p; ;?:0 and q.

Proposition 1 By applying Taylor expansion and truncating it at the second order, Equation

(2.6) can be re-written as follows

n d
({p]}jl o’q) _5_+2nq__(n+zyl)q +ZZJ/1 Xijpiq — ;szlsz]z
i=1 j=0 i=1 j=0
" 1 n d d]
_EZ( Z Z:xijxihpjph). (2.7)
i=1 \ h=0,h#j j=0

The proof is available in the Appendix. Let wy =—%, w, =2n, w, =—3(n+X1, y2), {w,,, =

Zz 1 Vi l]}] o 1Wp 2__221 1 l] ] _o» and {wy, p, :_%Z?:I xijxih}?:o}zzo,h;éj’Equation 2.7

can be rewritten as

d d d d
[P0 @)= Wi+ weq + weed*+ > W, apid+ D wepi+ > > W, piph.

j=0 j=0 h=0,h#j j=0
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To incorporate differential privacy into SEV regression, we then introduce noise to perturb the
weights. As discussed earlier, the magnitude of the noise is determined by the sensitivity and
the privacy budget. Proposition 2 provides an upper bound for the sensitivity of the polynomial

coefficients of the function ¢ ({ p; }?:0, q) in Equation (2.7).

Proposition 2 Suppose D and D’ be any two neighbor databases. Let { ({ p]} ,q) and

U ({ pj} ,q) be the objective functions on D and D’, respectively. Also, let the correspond-

ing weights of I ({Pj}j:o’q) be w1 ,wq qz,{wp oy 1,{w 2}] It prh}d O}h ot and the

weights of L, ({p; },q) be w?”, wq' qz,{wpq o lw, wh 70,{{ ,,D/ph}d o} i—onz;- Then, we have

the following inequality:

D D’
1 ||1

d d d
D D’ D’
+Z|prj;—ij;|l1 Z Z pph ijph”1§4+4°d+d'
j=0

J=0 h=0,h#]

/7
lw +Hlw? —w? |l +llw) - q2||1+2||wpq—wl’ I

(2.8)

The proof of Proposition 2 can be found in the Appendix. Based on the inequality provided
by Proposition 2 and let A =4 +4+/d + d, we perturb each weight in Equation (2.7) by adding
Lap(A/e€) to it, where Lap(A/e) represents a random variable drawn from the Laplace dis-
tribution with zero mean and scale A/e, and € is the privacy budget. We denote the per-

turbed weights as 10y, W, W,:, {wp q}] ol 2}] _p» and {{wplph} , where, for instance,

j=0 h 0,h#j’
w, = w, +Lap(A/e€). As a result, the perturbed objective function for the parameter estimation

of SEV regression can be denoted as follows:

d_d
é({p]}d O,q) Wy + Wy + W2 q +Z Wy,qP;q +Z Wy: p; +z Z Wy, p, PjPn- (2.9)
Jj=0 Jj=0 J=0 h=0,h#]
Optimizing maxg, i 4 ] ({ pj}?zo, q) yields the estimated parameters {{p; }7:0, G}, which can be
easily transformed back to the regression parameters in SEV regression: & =1/§ and f3 i=P;0.
We summarize the parameter estimation algorithm for the differentially private SEV regression

using the functional mechanism in Algorithm 1.
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Algorithm 1 Parameter Estimation for Differentially Private SEV Regression

Require: Database {;,{x;; };?:0}" privacy budget €

i=1’
Ensure: e-DP protected parameter estimates &, {8 j}j-l:o
Set A=4+4vd+d
w, = w, +Lap(A/e€), w, = w, +Lap(A/€), W, = wy. +Lap(A/e€)
{10, 4 = wy, 4 +Lap (A/e)};’.’:0
{0 = wy> +Lap (A/els,
iy, p, = wy,p, +Lap (A/e)}j:O}Z:O,h#j .
6: (Szoging P}y a} = max{pj}jyzquZ({pj}?zo, q), where ¢ ({pj}?zo, q) is defined in Equation
Set 6 =1/4,{f;=p;0}%,.
8: Return &, {f; ;?:0

N

Proposition 3 shows that Algorithm 1 ensures e-differential privacy, with the proof available

in the Appendix.

Proposition 3 Algorithm 1 satisfies e -differential privacy.

2.3.2 Differentially Private Logistic Regression

The log-likelihood function of logistic regression can be expressed as follows

d d
Vi 2li—oPjXij 4 Yi—2.isoPjXij
E({ﬁj}fzo,a):—nlogwrzy 20 ]—ZZlog(1+eXp( 2P ]D (2.10)
n=1

i=1 o o

which is also not concave. Thus, the following transformation is applied to make it concave

q=1/o0 and p; = ;q. As a result, the log-likelihood function can be re-expressed as
n da n d
f({pj};l:o,q): nlogq +Z(yiq—2pjxij)—2210g(1+exp (yiq—ijxij)). (2.11)
i=1 j=0 i=1 j=0

Similar to SEV regression, to integrate differential privacy into the logistic regression, we
first express the function {(p; j = 0%,q) in Equation (2.11) as a polynomial function of { pj};?zo

and g. This expansion is given in Proposition 4.
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Proposition 4 By applying Taylor expansion and truncating it at the second order, Equation

(2.11) can be rewritten as

N

_ 3 n o1 1 S
d _ e N - 2 2 -
U}y a)= n(2+210g2)+2nq (2+4i21yi)61 +5 2D V%P

i=1 j=0

1 n d 1 n d d
22
2 injpj_Z Z injxihpjph . (2.12)
i=1 j=0 i=1 \ h=0,h#j j=0

The proof of Proposition 4 can be found in the Appendix. Denoting w, = —n (% +210g2),
Wg = 2N, W2 = —(%+i2?:1%~2)’ {wy,q = =320 Vi tj}] o (W, 2= = =12 1xl] ] o Hwy,p, =

—3 i1 X Xin} 9o} _g e j» EQuation (2.12) can be rewritten as £ ({p]-};?zo, q) = W+ w,q+w,eq*+
Z?:o Wy, qP;q + Z?:o wy2p; + 2?:0 ZZ:O, ntj Wy, PjPi- To integrate differential privacy with
logistic regression, we then introduce noise to the weights. To determine the amplitude of
noise, we first provide an upper bound for the sensitivity of the polynomial coefficients of the

function in Equation (2.12) in Proposition 5 below.

Proposition 5 Suppose D and D’ are any two neighbor databases. Let I, ({ p]} ,q) and
lp ({ pj}j:o , q) be the objective functions on D and D’, respectively. Also, let the correspond-
. : = d

ing weights of £, ({pj}jzo,q) be wP qz,{w }] plw 2}J o1l fph}] N onz; and the
weights of ), ({p;},q) be w?’, wq' qz,{wpq @ O,{wD/ 7 0,{{wl?/ph}d o _onzj- Then, we have

the following inequality:

D/
1

D’ D D’
2+ llwy— q2||1+2||wpq—w ||1+Z||w2 wy

||wD—w

D
; +||wq —w

(2.13)

d
+Z [ ||1_2+2\/_+ d.

PjPn
j=0 h=0,h#j

The proof of Proposition 5 is provided in the Appendix. According to Proposition 5, each
weight in Equation (2.12) can be perturbed by adding a random value drawn from the Laplace
distribution with zero mean and scale A/¢, where € is the privacy budget, and A =2+2+vd +1d.

If we denote the perturbed weights as i, w,, w,:, {wp q}] o 110y z}] _p and {{wp]ph}f O}h Ok
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then w, = w, +Lap(A/e), W, = w, +Lap(A/e€),---. As aresult, the new objective function for

the parameter estimation of logistic regression can be denoted as follows:

d d d_d
=z d _ _ _ ~ _
14 ({pj}jzo, q) =w+w,;+ quqz +Z Wy,qPiq +Z wp]_zp Z Z Wy, p, Pj Pn- (2.14)
j=0 j=0 J=0 h=0,h#j
Solving the optimization problem max{pj};g:()ﬂ({ pj};?zo, q) yields the estimated parameters
{{ ﬁj}?zo, g}, which can then be transformed back to the regression parameters in logistic
regression: 6 = 1/§ and f3 i = p;0. We summarize the parameter estimation algorithm for the

differentially private logistic regression using the functional mechanism in Algorithm 2.

Algorithm 2 Parameter Estimation for Differentially Private Logistic Regression

Require: Database {;,{x;; }] o}, privacy budget €

Ensure: e-DP protected parameter estimates &, {8 i ?:0
SetA—2+2«/_+ zd
=uw, +Lap(A/e) w, = w,+Lap(A/e), w
{wp g=Wpq +Lap(A/e)}
{wp]; = W2 +Lap(A/6)}
Uy, = Wy, p, +Lap (A/E)}d ot 0,1
6: (Szolvi)ng {{pj}?:o’ g} = maxg, ({PJ}?:()» q), where Z({pj};’.’zo, q) is defined in Equation
.14
8: Return &, {f; ?:0

W, = Wz +Lap(A/e)

o

Proposition 6 indicates that Algorithm 2 ensures e-differential privacy, and the proof can

be found in the Appendix.

Proposition 6 Algorithm 2 satisfies e -differential privacy.
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2.4 Simulation Study

In this section, we conduct simulation studies to evaluate the performance of the proposed

differentially private LLS regression models.

2.4.1 Experimental settings

We generate data for n samples (the specific values of n will be discussed later). First, each
entry of the predictors of sample i, x; = (x;1, Xi2, ..., X;4)', is randomly drawn from a standard
normal distribution, .4/(0, 1). Here, d is the dimension of features, whose specific values will be
discussed later as well. Next, we generate the regression coefficients 5 = (B, B1,..., 84)", each
element of which is generated from a standard normal distribution, .4(0, 1). Third, the response
of sample i is generated using , =(1,x])p +¢;, where ¢; is a random number sampled from
either an SEV or logistic distribution (depending on the regression model being evaluated),
with the location parameter set to 0 and the scale parameter set to 1.

We use the simulated data to assess the performance of the proposed differentially private
LLS regression, denoted as “DP." The benchmark employed in this study is the classical LLS
regression, designated as “Non-DP." Our interest lies in investigating how the proposed method
performs under different conditions, including (1) predictor dimensions (i.e., d), (2) training
sample sizes (i.e., n), and (3) privacy budgets (i.e., €). These factors are expected to influence
the performance of the proposed DP method. We summarize the specific settings of these

three factors used in this simulation study as follows.

* To examine the impact of predictor dimension on the performance of the proposed DP
LLS regression, the tested values for d are 20, 22, 24, 26, 28, 30, 32, 34, 36 and 38. For
SEV regression, we set n = 1e4. For logistic regression, n =5e3. We have € = 0.5 for both

models.

* To explore the influence of sample size, the values of n to be tested are 1e4, 1.5e4, 2e4,

2.5e4,3e4,3.5e4,4e4,4.5e4, 5e4, 5.5e4, and 6e4 for SEV regression. For logistic regres-
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sion, the tested n values are 5e3, 6e3, 7e3, 8e3,9e3, 1e4, 2e4, 3e4, 4e4,5e4 and 6e4. We

have d =35 and € = 0.5 for both models.

* To assess the influence of the privacy budget, the tested values of € are 0.3, 0.4, 0.5, 0.6, 0.7,
0.8, 0.9, 1, and 2, while we set d =25 for SEV regression and d = 38 for logistic regression.

For both regression models, we set n = 1e4.

For each of the trials above, we randomly select 80% of the data for model training. The
remaining 20% data are used for testing. The metric used to evaluate the performance is
the absolute prediction error, which is computed using |(7; — 7:;)/ 7|, where j; and j, are the
predicted and true response of sample i, respectively. Each trial will be repeated 100 times, by
setting the random seed as the repetition number. The prediction errors of the 100 repetitions

are reported in a single boxplot.

2.4.2 Results and Analysis
Prediction Error vs. Predictor Dimension

In the initial set of experiments, we investigate the performance of DP and non-DP models
across various levels of feature dimensions. The dimensionality is crucial as it determines the
sensitivity, influencing the amplitude of noise introduced to the objective function of parameter
estimation. As discussed in Section 2, we introduce noise using Lap ((4 +4vd+d)/ e) for the
SEV regression model and Lap ((2 +2vd +1d)/ e) for the logistic model, where d represents
the feature dimension. Keeping the sample size constant at 1e4 for SEV regression and 5e3 for
logistic regression, and setting the privacy budget to € = 0.5. For both regressions, we conducted
tests for d values ranging from 20 to 38, in increments of 2. We present the prediction errors
for SEV regression in Figure 2.1 and for Logistic regression in Figure 2.2.

In Figures 2.1 and 2.2, the horizontal axis is the dimension of predictors, and the vertical axis
is the prediction error. For each predictor dimension, the left boxplot represents the non-DP

model, while the right one corresponds to the DP model. Figures 2.1 and 2.2 reveal that the
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SEV Simulation: Error vs Dimensionality (d)
n =1e4, SEV sigma = 1, DP epsilon = 0.5
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Figure 2.1: SEV Regression: Prediction Error vs. Dimensionality d

Logistic Simulation: Error vs Dimensionality (d)
n = 5e3, Logistic sigma = 1, DP epsilon = 0.5
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Figure 2.2: Logistic Regression: Prediction Error vs. Dimensionality d

prediction errors of the proposed DP models deteriorate with the increase in feature dimension,
whereas the prediction errors of the non-DP models remain consistent with the rise in feature
dimension. For instance, when d = 20, the median errors for both non-DP and DP models are
approximately 0.45 for Logistic regression. However, as d expands to 26, the median error for
the DP model increases to 0.54, while the non-DP model maintains a stable error of 0.40. This

trend persists with further increases in dimensionality. At d = 32, the median error in the DP

22



model rises to 0.66, and at d = 36, it further grows to 0.79. In contrast, the errors in the non-DP
model remain relatively unaffected by the changes in d, emphasizing the widening gap in
prediction errors between DP and non-DP models as the feature dimensionality increases. This
increase in prediction errors of DP models is anticipated and can be attributed to the escalating
magnitude of Laplace noise added to the objective function for parameter estimation. Recall
that the noise added to the SEV model is characterized by a Laplace distribution with a scale
parameter (4 +4+/d + d)/€), and the noise for the logistic model follows a Laplace distribution
with a scale parameter ((2+2+v'd + %d) /€). In both cases, the magnitude of the noise increases
with the feature dimension d.

Figures 2.1 and 2.2 also illustrate that the performance of the DP models remains compara-
ble to that of the non-DP models when the dimension of features is smaller than or equal to
25, using the given fixed sample size. This suggests that it is feasible to safeguard data privacy
using DP without significantly compromising the performance of the LLS regression models,
particularly when the feature dimension is relatively small compared to the sample size. In
real-world applications, it is beneficial to employ some dimension reduction or variable selec-
tion techniques to reduce the number of predictors before applying the differentially private

LLS regression.

Prediction Error vs. Training Sample Size

In the following experiments, we investigate the correlation between prediction error and the
size of training samples. For this purpose, we fix the feature dimension d = 35, and the privacy
budget, ¢, fixed at 0.5. The sample sizes investigated ranges from 5 x 10° to 6 x 10*, including
various selected values for SEV and logistic regressions.

Figures 2.3 and 2.4 present the error of experiments with the increase in training sample
size. It can be observed that the performance of non-DP models remains relatively stable,
whereas DP models show improved performance that increasingly aligns with that of non-DP

models as the dataset size grows. For example, in the results for the SEV regression, the median
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error for the DP model is around 0.76 at n =1 x 10*, while it is only 0.29 for the non-DP model.
However, this discrepancy diminishes as n grows. At n =3 x 10%, the median error for the DP
model decreases to 0.35, while the non-DP model stands at 0.28, and it continues to decrease
to 0.29 at n =6 x 10*, with the non-DP model’s error at 0.27. A similar pattern is observed in
the results of the logistic regression. This is reasonable since a larger sample size enhances the
representation of the underlying population, naturally reducing prediction error in regression
models.

SEV Simulation: Error vs Dimensionality (d)
d = 35, SEV sigma =1, DP epsilon = 0.5
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Figure 2.3: SEV Regression: Error vs. Sample Size n

In this set of experiments, we utilized a relatively large dimension number, 35, and based
on the results, we can infer that a sample size of 4 x 10* and 2 x 10* is required for the proposed
DP models to achieve results comparable to the non-DP models in terms of SEV and logistic
regressions, respectively. Furthermore, we observed nearly identical error levels when the
sample size reached 6 x 10* for SEV regression and 4 x 10* for logistic regression. In other words,
the performance converged and did not continue to improve with further increases in sample
size beyond it. It is expected that, with a smaller value of feature dimension d, the convergence

requirements of n would become even more accommodating. Additionally, we observed that
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Logistic Simulation: Error vs Sample Size (n)
d = 35, Logistic sigma =1, DP epsilon = 0.5
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Figure 2.4: Logistic Regression: Error vs. Sample Size n

the non-DP models did not exhibit the same decreasing pattern of prediction error as the
sample size increased within our experimental range. We attribute this to the fact that the
smallest sample size in this study is 5 x 103, which is already sufficiently large for the feature

dimension of 35, indicating that the prediction performance has already converged.

Prediction Error vs. Privacy Budget

In the last set of experiments, our focus is on examining the impact of the privacy budget on the
performance of the proposed LLS regression. This offers insights into the trade-offs between
the level of privacy protection and prediction accuracy. Here, we conduct experiments across a
range of € values including 0.3,0.4,0.5,0.6,0.7,0.8,0.9, 1, and 2, and fix the feature dimension at
d = 25 for SEV regression, at d = 38 for logistic regression. The sample size is set as n =1 x 10*
for both regressions.

Figures 2.5 and 2.6 display the performance of DP models with varying privacy budgets €,
with the rightmost boxplot representing the non-DP model. These figures illustrate that as the
value of € decreases (i.e., a stronger privacy guarantee is achieved), a higher prediction error is

observed. Conversely, when the privacy budget becomes larger, the performance of the DP
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SEV Simulation: Error vs DP Privacy Budget e
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Figure 2.5: SEV Regression: Error vs. DP privacy budget €

Logistic Simulation: Error vs DP Privacy Budget ¢
n = 1e4, d = 38, Logistic sigma =1
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Figure 2.6: Logistic Regression: Error vs. DP privacy budget €

models is improved. For instance, when € = 0.3, the median error for the differentially private
SEV and Logistic regression models is approximately 0.72 and 0.70, respectively. When € in-
creases to 1, the median errors of the two models both decrease to 0.38. This is reasonable since
the privacy budget affects the magnitude of the noise introduced to the LLS regression models.
Recall that the noises added into the DP model are determined by Lap ((4 +4vd+d)/ e)) for the

SEV regression and Lap ((2 +2vd+1d)/ 6) for Logistic regression. Therefore, when the value of
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d is fixed, the smaller € is, the larger the noises added, and consequently, the worse the model
performs.

Figures 2.5 and 2.6 also demonstrate that the performance of the proposed differentially
private LLS regression models converges with the increase in privacy budget. Both figures show
that the prediction errors decrease rapidly when € changes from smaller values to 1. However,
when € is larger than 1, the prediction errors do not exhibit a noticeable change and are almost
identical to the non-DP models. We believe this is because the noise added to the regression
model is sufficiently small (in comparison to the given sample size and feature dimension)

when € > 1. As a result, the performance of the proposed models is not further compromised.

2.5 Case Study

In the case study, we utilize a dataset sourced from Saxena and Goebel (2008) to evaluate the

performance of the proposed differentially private LLS regression.

2.5.1 Dataset and Experimental Settings

The dataset comprises multi-sensor degradation data collected from aircraft turbofan engines.
It consists of degradation signals from 100 training engines that ran to failure, degradation
signals from an additional 100 test engines with operations prematurely terminated at random
time points before failure, and the actual times-to-failure (TTF) corresponding to the 100
test engines. Each engine was monitored by 21 sensors. As an illustration, the degradation
signals from one of the engines in the training dataset are shown in Figure 2.7. Fang et al.
(2017) have demonstrated that sensors 4, 17, and 20, along with SEV regression, are the most
effective combination in modeling this dataset. Therefore, this study uses these three sensors
and evaluates the performance of the proposed differentially private LLS regression under SEV
distribution. It is known that the degradation signals in the training and test datasets have

varying lengths due to failure truncation. Specifically, as machines are stopped for maintenance
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Figure 2.7: Illustrated degradation signals from one of the engines.

or replacement upon failure, the degradation signals can only be observed up to the time
point of failure. Additionally, since different machines have different failure times, the length
of degradation signals varies from one machine to another. To address this varying-length
challenge, Fang et al. (2017) suggested the use of a time-varying framework, which truncates
all degradation signals to the same length. In this study, we truncate the degradation signals
from all engines by retaining their first 150 timestamps. Any engines with TTF smaller than 150
are excluded. Consequently, there are 94 engines left in the training dataset and 37 engines left
in the test dataset.

Since the degradation signals from the three sensors have considerable correlations, we
first apply Principal Component Analysis (PCA) to fuse them following the suggestion of Fang
et al. (2017). Next, we regress the TTFs against the features extracted from PCA using LLS
regression. Similar to the simulation study, we use a non-DP SEV regression as the benchmark.
We will investigate the performance of the proposed differentially private SEV regression
under different predictor dimensions (i.e., the number of principal components) and also
different privacy budgets. Since the DP noise was drawn from the Laplace distribution randomly

each time, in order to evaluate the robustness of the DP models against the randomness of
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noise addition, the whole evaluation process was repeated 500 times for DP models, and the

aggregated errors from all the repetitions are reported.

2.5.2 Results and Analysis
Prediction Error vs. Dimensionality

The first experiment focuses on investigating the performance of both DP and non-DP models
with varying predictor dimensions. Specifically, we fix the privacy budget € at 5, and try the
first 3,4,5, and 6 principal components. Figure 2.8 shows the performance of both the non-DP

model and the DP models.

Case Study: Error vs Dimensionality (d)
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Figure 2.8: Error vs. Dimensionality d

Figure 2.8 illustrates that the prediction errors of the DP model increase with the expansion
of predictor dimensions, while the performance of the non-DP model remains stable across
the various predictor dimensions tested. For example, the median error (and Interquartile
Range, IQR) of the DP model at d =3 is around 0.19(0.24). However, it reaches 0.21(0.0.26) at

d =4 and 0.28(0.45) at d = 6. In contrast, the prediction errors (and IQR) of the non-DP model
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when d = 3,4,5 and 6 do not have a significant change and remain around 0.15(0.15).

We attribute the performance degradation of the DP model with the increase in predictor
dimension to the heightened magnitude of noise injected into the model. As the number of fea-
tures increases, the error correspondingly grows, which compromises the model’s performance.
Recall that the noise added to the differentially private SEV model is from Lap ((4 +4v/d+d)/ 6),
which is a function of d. Thus, the noise added to the model increases with the increase of
d. Another factor contributing to the inferior performance of the DP model compared to the
non-DP model is the limited sample size in the training dataset. The simulation studies in
Section 2.4 have highlighted the significance of having sufficiently large training samples for

DP models. In this study, the training sample size is 97, which is relatively small.

Prediction Error vs. Privacy Budget

In this subsection, we explore the influence of the privacy budget € on the performance of
the DP model. Here, we set the dimension number at d =3 and test a broad range of € values,
ranging from 0.3 to 1 that increment by 0.1, and 1, 1.5, 2, 3, 4, 5, and 10. Our objective is to
observe any trends in the prediction errors of the DP model and examine whether the errors of
the DP model converge with those of the non-DP model as € increases.

Figure 2.9 depicts the results of experiments on the DP budget €, where the rightmost
boxplot represents the error results associated with the non-DP model. It is evident that the
errors of DP models consistently and clearly converge towards the non-DP errors as the value
of € increases. The median error values of the DP model are 0.63 at € =0.5, decreasing to 0.45
at € = 0.8, and further to 0.38 at € = 1. It keeps decreasing to equal or less than 0.2 when € > 5,
which is pretty close to the non-DP model. This observation suggests that the DP model with
a larger € value is more closely aligned with the performance of the non-DP model, while
larger € implies weaker privacy protection. This is reasonable since larger € means less noise

introduced to the differentially private LLS regression model.
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Figure 2.9: Error vs. DP privacy budget €

2.6 Conclusions

This chapter proposed differentially private (log)-location-scale regression. We incorporated
differential privacy into two specific LLS regression models, SEV and Logistics, which can also
be applied to Weibull regression and Log-logistic regression. The integration of differential
privacy into the aforementioned models is based on the function mechanism, which works as
follows. First, we employ Taylor expansion to decompose the log-likelihood function of LLS
regression as a weighted combination of polynomial functions, truncating it at the second
order. Next, random noise from the Laplace distribution is injected into the weights. Third, a
perturbed log-likelihood function is reconstructed using the noisy weights and the polynomial
functions. Finally, the perturbed log-likelihood function is solved for parameter estimation.
We derived the sensitivities of the proposed DP models, which determine the magnitude of
noise injected into the weights. Also, we proved that the proposed DP-LLS regression models
satisfy e-differential privacy.

Extensive simulations and case studies were carried out to assess the performance of the
proposed DP-LLS regression models. We focused on understanding how the size of the training

dataset, sensor correlation, and privacy budget influence the DP method’s effectiveness. The
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findings highlighted the significant impact of all three factors on the performance of the DP-
LLS. Specifically, the results indicate that performance degrades with an increase in predictor
dimension when keeping the sample size and privacy budget fixed. Performance improves
with an increase in training sample size and stabilizes if the sample size is large enough while
keeping the other two factors fixed. Furthermore, performance worsens with a decrease in the
privacy budget (indicating stronger privacy protection) when keeping the predictor dimension
and sample size fixed. In general, a sufficiently large training dataset is needed to ensure
satisfactory prediction performance of the DP-LLS regression models and a desired level of

privacy protection.
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CHAPTER

A DIFFERENTIALLY PRIVATE INFORMATIVE
SENSOR SELECTION METHOD FOR

INDUSTRIAL PROGNOSTICS

3.1 Introduction

Sensor selection is crucial in multi-sensor systems for industrial prognostics, directly impacting
maintenance strategies and operational efficiency. By identifying the most informative sensors,
predictive models can focus on data that significantly enhance prognostics accuracy, optimizing
resource allocation and minimizing unnecessary maintenance efforts. Group lasso (Bakin et al.

1999; Cai 2001; Antoniadis and Fan 2001; Yuan and Lin 2006; Meier et al. 2008) is a commonly
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used approach for group variable selection, leveraging its strength in promoting group sparsity
and handling high-dimensional data efficiently. In the applications of multi-sensor system
prognostics, studies have shown that the group lasso enables the identification of relevant
sensor groups, enhancing model interpretability and prognostic performance by focusing on
data that contribute to accurate failure predictions (Fang et al. 2017).

Meanwhile, the Log-Location-Scale (LLS) regression models represent an advancement
over traditional linear regression by addressing scenarios where the dependent variable demon-
strates asymmetry or non-constant variance. Notable distributions under the LLS umbrella
include Normal, Log-Normal, Logistics, Log-Logistics, Smallest Extreme Value (SEV), and
Weibull. LLS regression has found extensive application in reliability engineering (Meeker and
Escobar 2014; Doray 1994; Hong et al. 2010, 2015) and industrial prognostics (Fang et al. 2017,
2019a; Zhou and Fang 2023; Fang et al. 2019b) on account of the adaptability provided by these
distributions.

Integrating group lasso with LLS regression models offers a robust strategy for sensor
selection and TTF prediction in industrial multi-sensor system prognostics. This synergy
optimizes sensor selection by combining the sparsity and relevance of group lasso with the
predictive accuracy of Log-Location-Scale regression, streamlining predictive maintenance
processes. Such integration has been shown to significantly improve prognostic outcomes,
enhancing maintenance decision-making and operational reliability (Fang et al. 2017).

A widely used method for solving group lasso problems is Proximal Gradient Descent (PGD),
valued for its ability to induce sparsity through regularization. PGD works by updating model
parameters in steps, using the loss function’s gradient and a proximal operation to promote
sparsity among groups of variables. However, PGD raises privacy concerns because these
gradient updates can inadvertently reveal sensitive data details. This risk, known as gradient
leakage, allows attackers to potentially extract private information from the training data by
analyzing the gradient updates, typically through inference attacks and reconstruction attacks

(Zhu et al. 2019; Geiping et al. 2020; Huang et al. 2021). To mitigate this risk and enhance data
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confidentiality, this article proposes a privacy-preserving PGD approach based on differential
privacy, and demonstrates its applications on various group lasso regularized LLS regression
models.

Differential Privacy (DP) is a concept used to protect individual data points privacy when a
data record is included in a database being analyzed (Dwork 2006). The idea is to add a bit of
randomness, or noise, to the data or function output results so that it’s hard to identify any
single data point’s information. This way, researchers can still gain insights from the data as a
whole without risking individuals’ privacy. The mechanism to achieve this involves carefully
calculating how much noise to add based on the type of data and the queries being run, ensuring
that the privacy of individuals is preserved while the overall data utility is maintained.

The sensitivity of a function and the privacy budget epsilon (¢) are two key concepts in DP.
Sensitivity refers to how much the output of a function could change if one data point was
added or removed from the dataset. This helps determine the amount of noise that needs to be
added to protect privacy. On the other hand, epsilon (€) is a measure of privacy loss in a dataset.
A smaller epsilon means better privacy because it indicates that the presence or absence of
an individual’s data has a minimal impact on the outcome of a function (Dwork et al. 2006).
Therefore, deciding on the value of epsilon is a critical step in implementing DP, as it balances
the trade-off between data privacy and the accuracy of the function results.

As our major privacy concern lies with gradient leakage when using proximal gradient
descent, we can use a differential privacy mechanism to add noise to protect the gradient. By
introducing carefully calibrated noise to the gradient at each iteration, DP ensures that the
optimization process remains privacy-preserving, preventing leakage of sensitive information.
This addition of noise acts as a safeguard, making it significantly more challenging to infer
individual data points from the model’s parameters or its updates, thus striking a balance
between model performance and privacy protection.

LLS regression utilizes some commonly used distributions like normal, log-normal, logistic,

log-logistic, smallest extreme value (SEV), and Weibull. Models based on normal, logistic, or
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SEV distributions are called location-scale regressions, whereas those using log-normal, log-
logistic, or Weibull distributions are known as log-location-scale regressions. These two model
types can transform into each other; for instance, converting log-normal to normal regression
involves logging the response variable, and a similar approach applies to transforming Weibull
or log-logistic into SEV or logistic regression. This study focuses on applying the DP-PGD
approach for linear, logistic and SEV regressions with group lasso regularization, which also
applies to log-normal, log-logistic and Weibull regressions. It’s crucial to differentiate the
logistic regression discussed here, which deals with a logistic-distributed response variable,
from the logistic regression used in classification tasks (Wright 1995). The latter predicts binary
or binomial outcomes, unlike the former, which is part of the location-scale family.

The structure of this chapter is laid out as follows: Section 3.2 presents the group lasso
regularized log-location-scale regression models we will be using for sensor selection. Section
3.3 introduces the optimization method we will be using to solve the models. In section 3.4,
we detail the differentially private approach we propose. Then, in Sections 3.5 and 3.6, we
evaluate the effectiveness of this differentially private algorithm using both simulated data
and real-world data from aircraft engines, sourced from the NASA data repository. The chapter

concludes with Section 3.7, where we summarize our findings and reflections on the study.

3.2 Regularized LLS Regression

In this section, we will define our models for sensor selection. Specifically, we use group lasso
regularized (log)-location-scale regression models. We will also introduce and explain the idea

and basic concept behind this modeling.

3.2.1 Model Define

Given a dataset with n observations, s sensors, and each sensor has {d,}; _, features. Without

loss of generality, we assume each sensor has the same number of features d, which gives us a
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total of sd features. We represent the data as {(¥;, { x; j};i Y., where j; denotes the dependent
variable, akin to the time-to-failure (TTF) in the context of reliability analysis and prognostics;
{x;;} ji , symbolize the (sd)-dimensional predictors.

It is posited that each y; originates from a distribution within the (log)-location-scale family.
Specifically, y; represents a random variable with its cumulative distribution function (CDF)

given by

Pr(yiSt)zﬂ(t_‘ui), (3.1)
(o)

where y; = j,; for distributions in the location-scale family, and y; =log( ;) when derived from
the log-location-scale family. Here, Q(-) denotes the CDF of a standard form within this family.
The parameters u; and o represent the location and scale parameters, respectively, with u;
being determined by the predictors as u; = B, + Z;il x;;3;, or for convenience u; = Z;io XiiB;

setting x;, = 1. Thus, the CDF of y; is reformulated as

sd
=" x;:8;
Pr(y, < 1) =Q(M), (3.2)

g

where {f3 j};io are the regression coefficients to be estimated. The estimation of these coeffi-
cients, alongside the scale parameter o, typically employs the maximum likelihood estimation

(MLE) method. The likelihood function is expressed as

sd
N )
{ﬂj j= " l_[;w( = ])’ 3.3)

i=1 o

where w(-) is the probability density function (PDF) corresponding to a standard distribution

within the location-scale family, e.g., w(z) = % exp (—Z—Z) for the normal distribution, w(z)=

exp(z
(1+exp

7 for the logistic distribution, and w(z) =exp(z —exp(z)) for the SEV distribution. The
optimal set of parameters ({f3; }s.io, o) is obtained by maximizing the log-likelihood function,
denoted as ¢ =log(L( {/5] Py o)).

LLS regression is particularly well-suited for modeling industrial prognostic data, as it can
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effectively capture the often skewed and non-normal distributions observed in real-world
sensor measurements. By leveraging the flexibility of the LLS model, engineers can better
represent the underlying degradation processes and improve the accuracy of remaining useful
life predictions. This capability is crucial when selecting the most informative sensors for a
multi-sensor prognostic system, as it ensures that the chosen sensors provide reliable and
meaningful data for informed decision-making. Our next question is, how can we utilize LLS
regression for sensor selection?

Variable selection is a critical process in the development of statistical models, especially
in scenarios involving high-dimensional data. It not only aids in simplifying models to make
them more interpretable but also in enhancing prediction accuracy by eliminating irrelevant or
redundant predictors. Traditional methods like Lasso (Least Absolute Shrinkage and Selection
Operator) have been widely used for variable selection by imposing an L1 penalty to encourage
sparsity in the model coefficients (Tibshirani 1996).

Group Lasso extends this concept to accommodate the selection of groups of variables,
rather than individual variables. This approach is particularly useful in situations where pre-
dictors are naturally grouped (e.g., genetic data where genes belong to different pathways),
and the goal is to select relevant groups instead of individual predictors. Group Lasso was first
introduced by Yuan and Lin (2006), who proposed a penalization method that considers the
group structure of predictors by adding a penalty term proportional to the L2 norm of the
coefficients within each group. This not only facilitates group-wise sparsity but also maintains
the integrity of the group structure in the model.

Suppose we have s groups, each group has d variables. The group lasso regularization for
regression models can be written as AZ;:l 1B |l2, where d x 1 vector 3, represents the vector
of coefficients of k-th group, || - ||, denotes the L2 norm, and A is the regularization parameter
controlling the degree of sparsity.

The loss function for the common linear regression model with group lasso regularization

for fitting normal distributed data has been well-studied and widely applied (Yuan and Lin
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2006; Simon et al. 2013). We can write it as

ooy LN Tpy2 .
(B)= 5, 2= %[ BV +2 2 1Bl (3.4)
sd
where x]=3"" B;x;;,and B, = ({8} 00 )-
We would also like to define the model for other common LLS distributions, such as the SEV
and logistic distributions, they can also be extended to Weibull and log-logistic distributions.
To incorporate the group lasso regularization with other LLS regression models, recall that

the objective function for the LLS regression can be set up as ¢ =log(L({3,}'%,, o)), where the

j= 0’
MLE function L({3 j}j.io, o) is given in equation 3.2. To better define our objective functions,
we take the negative of the log-MLE functions with group lasso regularization to be our loss

functions, and construct minimizing problems of them. Therefore, the general form of our

objective functions is:

min  1(8,0)=—log(L(B,0)+2 > [IB.l 3.5)
' k=1

where B =({B;}1:¢,), and B, = ({8} _\1 )
Based on this general form, we can write the objective function of SEV regression model

with the group lasso penalty as

o — T S
/50 nlogo — Z(J’t xﬁ) ZeXp(g)JrAZH/}kHZ (3.6)
k=1

i=1

Similarly, the objective function for the logistic regression model for logistic distribution with

group lasso penalty can be written as follows:

I(B,0)=nlogo — Z(yl le)+2210g(1+exp( )) AZII/jkllz (3.7)

However, the above functions are not convex. To make them convex functions, we apply the

39



following transformation: ¢ = 1/0, and p; = f8;q. As result, we define a new objective function

for SEV model, which is a convex function, as follows:

I(p,q)=—nlogg—> (yig—x]p)+ > exp(yig—x]p)+ A > _lIpl. (3.8)

i=1 i=1 k=1

And the convex objective function for the logistic model is as follows:

A

n n s

I(p,q)=—nlogg—> (vig—x/p)+2) log(1+exp(yig—x/p))+2D Ipll. (39
i=1 i=1 k=1

where p = ({Pj j-io)» and p; = ({Pj}';f(k_l)dﬂ)-

Sensor selection is essentially group variable selection if we treat all the features belonging
to the same sensor as grouped variables. The core idea of group variable selection is that all the
variables in the same group are either all selected or none. In our context, the features from
the same sensor either all get selected or none are selected, i.e., the sensor gets selected or not.
By utilizing LLS regression with group lasso regularization, we can better fit our data on LLS

distributions, and promote sparsity between informative and non-informative sensors.

3.2.2 Sensor Selection Procedures

Applying group lasso for sensor selection involves treating the data from each sensor as a group
of variables, which allows for selection at the group level. This means the model will either
entirely include or exclude each sensor’s data based on group relevance. The key points in

implementing group lasso for sensor selection are as follows:

* Data Preparation: Organize each sensor’s data into a group of variables. This initial step
ensures that the subsequent modeling can efficiently process the data according to the

group lasso methodology.

* Modeling and fitting: Fit a group lasso model by solving an optimization problem. To

better deal with (log)-location-scale distributed data, we would like to set up the loss
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function as an LLS regression model with a group lasso penalty term, which is the sum of
the L2 norms of the coefficient vectors for each group. This penalty term is adjusted by a
tuning parameter, A, which influences the level of sparsity at the group level, encouraging

entire groups of coefficients to be driven to zero simultaneously.

¢ Tuning Parameter A: When fitting the models, the choice of A is crucial as it balances the
model’s fit against its complexity. A larger A leads to a sparser model with more groups

(sensors) being excluded, while a smaller A tends to keep more groups in the model.

* Sensor Selection: Once the group lasso regularized LLS regression model is fitted, sensors
are selected based on the non-zeroness of their corresponding groups. In this context, a
group is considered non-zero if its coefficient vector’s L2 norm is non-zero, indicating

that the sensor provides valuable information and should be included in the model.

Let us address all these key points one by one. To start, the data preparation. In a multi-
sensor system, we have s sensors, each of which may have a different number of features
{d};._,- In practice, the feature numbers could be large, and it is essential for us to adopt some
dimension reduction techniques, such as PCA, to reduce the feature number of each sensor.
Assume each sensor has the same number of features d after PCA, which gives us sd total
features for the whole data. Suppose we have n observations, after concatenate data from
all sensors, we obtain a n x sd matrix as our X, and a n x 1 vector as our Y, which makes a
n x (sd + 1) dataset. We address each group of d features as features from one sensor.

Now let us discuss about modeling and fitting. We have defined our models in the previous
part for linear, SEV, and logistic regressions. However, we need to be cautious about how to fit
these models. The group lasso problem, due to its nature of incorporating both a differentiable
part and a non-differentiable regularization for group-wise variable selection, requires sophis-
ticated optimization techniques for effective solutions. A prominent approach for solving the
Group Lasso problem is proximal gradient descent, which we will present in details in the next

chapter.
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Another issue we need to take into account for model fitting is the choice of the regulariza-
tion parameter A. It controls the strength of the penalty applied to the coefficients of the model
and balances the trade-off between fitting the model to the data and enforcing sparsity in the
solution. Choosing a A that’s too small can lead to a model that includes too many irrelevant
variables (false positives), as the penalty for including additional variables in the model is not
strong enough. A small A value may also cause the model to fit the noise in the training data
too closely, leading to poor generalization to new data. Conversely, a A that’s too large might
exclude relevant variables from the model (false negatives) by imposing too strong a penalty
on the coefficients. An excessively large A can also lead to underfitting, where the model does
not capture the underlying structure of the data, resulting in poor predictive performance.

To find an optimal A value, generalized cross-validation (GCV) offers a practical solution.
GCV systematically evaluates the model’s performance across a range of A values using cross-
validation techniques. By assessing the model’s predictive error on parts of the data not used
for training, GCV helps identify a A that achieves a favorable compromise between model
complexity and its ability to generalize (Golub et al. 1979; Friedman et al. 2010). This approach
ensures that the selected A minimizes the risk of both overfitting and underfitting, leading to a
model that is both sparse and performs well on new data.

To interpret the final sensor selection result, we obtain a vector of regression parameters,
which also has the length of sd, i.e., the number of sensors (s) multiplied by the number of
features (d) in each sensor. It can be easily reshaped into a d x s matrix, where each column
represents coefficients for a sensor, {p};_,. We say the k-th sensor is selected if p, # 0, and it
is not selected if p, = 0. In practice, the condition check is often replaced by comparing the
norm of the group parameters to a small threshold to deal with potential numerical issues in
computation. Considering we applied transformation p = 8 g on the original  when defining
our objective functions, when interpreting the sensor selection results, we could use conditions
II%IIZ > 0 means the sensor is selected and || %IIZ < 0 means the sensor will not be used.

After obtaining informative sensors, it is common practice to concatenate data from these

42



sensors and perform another PCA before proceeding to prediction. We will refrain from going
into details about the prediction work after sensor selection, as it is not the focus of this paper’s

discussion.

3.3 The Optimization Algorithm for Parameter Estimation

Proximal Gradient Descent (PGD) represents a pivotal optimization technique in the context of
sparse modeling, particularly for addressing the Group Lasso problem. The primary challenge
in optimizing the Group Lasso objective lies in its non-differentiable penalty term, which
prohibits the use of traditional gradient descent methods. Proximal gradient descent overcomes
this by decomposing the optimization process into manageable steps, specifically a gradient
descent step for the differentiable part of the loss function and a proximal mapping step for
the non-differentiable penalty (Boyd et al. 2011; Simon et al. 2013; Parikh et al. 2014).

The gradient descent step involves updating the coefficient vector p by moving in the
opposite direction of the gradient of the differentiable part of the loss function I(p, ¢). Suppose
the differentiable part is called as function g(p, g), the coefficients update at iteration ¢ by
utilizing an intermediate coefficient vector v* = p() —a, Vg (p'?), where «, is the step size at
iteration ¢. This v’ will further proceed in the proximal step to update p*+V.

The proximal step addresses the non-differentiable penalty term of the group lasso through
a proximal mapping. Given a vector v and a non-negative regularization parameter A, the
proximal operator for each group in the group lasso method at v is defined as prox;,(v) =
argmin,, {%ll p—v ||§ +Alpll 2}. The minimization problem has a known closed-form solution,
often derived using Karush-Kuhn-Tucker (KKT) conditions (Yuan and Lin 2006), leading to

2

prox,,(v) = max(O, 1— W) v. Therefore, in the proximal step, we update coefficients by

p(,f“) = max(O, 1— ”vﬁﬁ” ) v(k” for each group k. This step effectively shrinks the estimates to-
k12
wards zero, with group-wise adjustments based on the group sizes and the regularization

parameter A.
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Proximal gradient descent combines gradient steps for differentiable components with
proximal steps for non-differentiable parts within an objective function. For LLS regression
models incorporating group lasso regularization, the approach involves distinct gradient steps
for the model’s differential aspects, which vary across different distribution-based models, and
a uniform proximal step for the non-differential part, namely the group lasso penalty. This
means that while each LLS regression model requires a tailored gradient step reflecting its
specific distribution, the proximal mapping applied to handle the group lasso penalty remains
consistent across models.

Specifically, for our objective functions of LLS regression, we can see them as having two
parts, e.g., i(p, q)=g(p,q)+ h(p), where g(p, q) is a differentiable function, and h(p) is a non-
differentiable function. The differentiable part, g(p, q), will be taken care of by the gradient
descent step, while the h(p) part will be addressed later in the proximal mapping step. Since
we will be using the same regularization term for all kinds of LLS regressions, the h(p) function
will be the same for all our models, i.e., the closed-form proximal mapping for group lasso.
The remaining work we need to address is to derive the different gradients from the g(p, q)
functions considering different LLS regressions.

Let us first take linear regression as an example. Since we don’t have to apply the trans-
formation for linear regression’s objective function, we still have parameter f for this model.

Particularly, the gradient of linear regression, Vg = ({77 28 Sd ¢,) can be computed by

98 _ —X. [3 —x”) (3.10)
3ﬂ J n i= 1
where x]p = Z;ZO B;x;;. And the algorithm for solving linear regression with group lasso
penalty through proximal gradient descent can be given below as shown in algorithm 3.
In this algorithm, we first compute gradient according to equation 3.10 in line 3, and then
in line 4, we perform the gradient step with an intermediate gradient v. Notice that for line 5 in

the algorithm, the proximal mapping step, we only consider parameters for each sensor, i.e.
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{ p(km) *_where B, = ({ B} ’]?j( 1) +1), which means f, does not proceed through the proximal
mapping, thus we update f3, in step 4 directly, and let v = ({ v; };i 1), which updates from {f; ji )
We terminate the iterations when the gradient converges, and interpret the sensor selection

results by looking at each f; in the returned parameter f3.

Algorithm 3 Proximal Gradient Descent for Linear Regression with Group Lasso

Require: Database {y;, {x; ]}
Ensure: parameters: 5
1: Initialize parameters: set (¥ =
2: fort=0,1,2,...,do
3.  Compute gradient: refers to Equation 3.10 for computing Vg(B")
4:  Perform gradient step:

Py LY regularization parameter A, learning rate

(ﬂéH—l), v(t)) — ﬁ(t) _ avg(ﬂ(t))

where v = ({ vj}j.‘:il) updates from ({ﬁj ;il)
5. Perform proximal mapping for each sensor:

A
1) 3 (1)
(BUY_ 1_max(o,l— )v,j

21

where ﬂk = ({ﬂ]’}ﬁi(k—l)d+l)’ and V= ({ Vj}l;j(k—l]d+l)'
end for

Stop when ||g“*V—p!|| <107
return 'Y

® N

Now, let us demonstrate the algorithm for general LLS regression models, take SEV and
logistic regressions as examples. After the transformation, we have parameters (p, q). As noted
inline 3 of algorithm 4, the gradient should be computed based on which type of LLS regression
we are using.

The gradient Vg(p, q)sgy for SEV regression is a vector of sd + 2 length, constructed by two
parts, {a N Sd and %. We can write the gradient as Vg(p,q) = (a—g g—i, e %, a—g)T. For each

q

pj, we have

5 Zx,]+Zexp Vviq—Xx. p) ( ) (3.11)
pf i=1
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Algorithm 4 Proximal Gradient Descent for LLS Regression with Group Lasso

Require: Database {y;, {x;; }jdl}l |» Tegularization parameter A, learning rate «
Ensure: parameters: parameters (p, q)

1: Initialize parameters: set p(¥' =0, g =

2: fort=0,1,2,...,do

3:  Compute gradient depends on the specific LLS model

e For SEV model refers to Equation 3.11 and 3.12 for computing Vg(p'?, g*))
»  For logistic model refers to Equation 3.13 and 3.14 for computing Vg(p'¥, g*))

4:  Perform gradient step:
(p0t+1 , (t), q(t+1)) — (p(t)’ q(t))_ avg(p(t), 6](“),

where v = ({ vj};il) updates from ({pj jil).
5. Perform proximal mapping for each sensor: For SEV/logistic models:

A
(t+1) _ t (1)
{pk i 1—max(O,l— )vk,

101,

where Pk—({P]} (k— 1d+1) and vk—({v} dk 1)d+1)

6: end for
7: Stop when ||(p*V, g*+V)—(p,qV)|| <107
8: return pU*Y, g+l

And for g, we have

a n n
a_g:_E_ZYﬁzeXp(yiq—fo)% (3.12)
q q = i=1

sd
wherex[p =3 " p;xi;.
Similarly, the gradient for logistic regression, Vg(p, q)iogistic, is also a sd + 2 length vector

2 2 :
composed by {a—lf;_ +4,and 5. For each j, we have

ap Zx”+22 x;j)exp(yig—x]p)- (1+exp(yiq—xl.Tp))_1. (3.13)
J i=1

And 2 £ 7 1s given by
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ag n n _
50= 252 (e (na—x[p)-(1+exp(na—x/p)” 3.14)

i=1 i=1

After calculating the gradient in line 3, we can then use these gradients for proximal gradient
descent. Notice thatin line 4 of algorithm 4, the gradient step, we update p, and g directly, while
the intermediate parameter vector v = ({vj j.il) updates from {p; ;Zl and goes to proximal
mapping step for further updating {p; j’;’ I

One concern with proximal gradient descent is the risk of gradient leakage. In the modern
world of industrial prognostics, it is often encouraged to do collaborative training to achieve
better model performance, especially in federated learning. In a federated learning environ-
ment, users share their local gradient during training steps and update the local gradient based
on publicly aggregated results. This leaves room for information leakage, known as gradient
leakage, often achieved by inversion attacks or inference attacks.

Therefore, we need an efficient technique to protect our gradient while maintaining the
accuracy of training results. In other words, we would like to keep the training process of our

sensor selection private and keep our data safe, while obtaining an accurate selection result.

This is where differential privacy (DP) comes into play.

3.4 Differentially Private Sensor Selection

In this section, we introduce a differential private sensor selection approach by solving per-

turbed proximal gradient descent for group lasso regularized (log)-location-scale regression.

3.4.1 Differentially Private Proximal Gradient Descent

We will first introduce the basic definitions and ideas of differential privacy (DP). In the context
of DP, a dataset is viewed as a compendium of individual entries, and DP aims to ensure
that adding or removing a single dataset entry affects the output of a function in a minimally

discernible way. This concept necessitates defining “neighboring datasets." Two datasets,
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D and D’, are deemed neighboring if their difference is at most one data entry. The formal

definition of e-Differential Privacy, based on this premise, is given below.

Definition 3 (e-Differential Privacy (Dwork et al. 2006)). A mechanism .</ is said to adhere
to e-differential privacy if, for any output O produced by .</ and for any pair of neighboring

datasets D and D’, the following inequality holds:

Pr[./(D)=0]<e‘-Pr[.¢/(D’)=0]. (3.15)

In this definition, Pr[-] denotes the probability, and .</(-) symbolizes the algorithm or mech-
anism used to inject noise into the dataset to preserve privacy. The equation quantitatively
assesses how closely the probabilities of achieving the same noisy output from datasets D and
D’ are aligned, governed by the multiplier e, where € is called the privacy budget. The smaller
€ is, the tighter the privacy constraints, with € nearing zero making e¢ approach one, thereby
rendering the datasets increasingly indiscernible.

In the context of DP, a specific algorithm or procedure that ensures privacy protection is
called a mechanism. Mechanisms usually add calibrated noise to a function’s output according
to different metrics. The Laplace Mechanism is one of the most commonly used mechanisms.
In the Laplace mechanism, noise is drawn from a Laplace distribution Lap (%) and incorporated
into a function’s output to secure privacy (Dwork et al. 2006). The A denotes the sensitivity of a
function, which determines the maximal possible change in the function’s output between
any two neighboring datasets. And the € is our privacy budget, which is a user-controlled
parameter, and often reflects the desired level of the user’s privacy need. Essentially, higher
sensitivity or a smaller privacy budget leads to the addition of more noise.

To fit the group lasso model for sensor selection, we propose the use of differentially private
proximal gradient descent in the prevention of gradient leakage, specifically, by adding Laplace
noises to the gradient in the proximal gradient descent algorithm.

In the basic version of the Differentially Private Proximal Gradient Descent algorithm we
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will be shown below, Laplace noise is introduced to the gradient calculation to ensure privacy.
The magnitude of the Laplace noise added is determined by the gradient function’s sensitivity,
which varies across different regression models. This sensitivity measurement guides the scale
of noise from the Laplace distribution to be added, ensuring that the addition is tailored to

each model’s specific characteristics while maintaining the differential privacy of the process.

Algorithm 5 DP-PGD for LLS Regression with Group Lasso (Naive)

Require: Database {y;, {x;; P 4.}, regularization parameter A, learning rate a, privacy budget
€
Ensure: parameter vector p, parameter ¢
1: Initialize p© =0, g© =
2: fort=0,1,2,...,do
3:  Compute gradient Vg(p¥, g'") depends on the specific LLS model
4.
5

Compute sensitivity Ag(p*), g'V) as equation 3.26 depends on the specific LLS model
Add Laplace noise to the gradient:

vg(p',q")=vg(p",q")+&

where § = ({£,}3%!) and &, i.i.d ~ Laplace(0, Ag(p', g")/€)
6: Perform gradient step: (p(t“) 0, g+0) = (p, q(”)—an(p(”,q(”)

7. Perform proximal operation for each sensor {p (r+D) = max(O 1— I A 2 ) v(k[)
k 2

end for
. Stop when || (+1) q(t“))—(pm,q(”)||oo <107°
10: return pU+Y, gli+D)

© ®

Previously, we have derived the gradient functions for linear, SEV, and logistic models. In
order to add differentially private noises to the gradient by the Laplace Mechanism, we also
need to know the sensitivity of gradients, which will be used as the parameter to draw i.i.d.
noise from the Laplace distribution.

To compute the sensitivity of the gradient, which means we need a measurement of the
maximal change the gradient could have if one arbitrary data point gets removed. Suppose we
remove a data point from our dataset, we can get a new gradient Vg’, and obtain the maximal

change between the original gradient and the new gradient by comparing the two gradients
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by taking ||[Vg —Vg’||;, where || - ||, denotes the L1 norm. Notice the change of the gradient is
bounded by the L1 norm.

Since the gradient functions of each type of LLS regressions are different, we need to derive
the Vg’ and the differences between Vg and Vg’ for each type of LLS models.

For the linear regression model, assume we remove a data point x,, then we have a new

gradient Vg’ = ({ gg pd ) given by

g’ 1 -
—x. PB)(—x;; 3.16
35~ 7 2 E ) 3.16)
l#
And we can obtain Vg — Vg’ by calculating {— — % ¢, as follows:

ag ag’_l 1 1 n
op; 9B; T (yi—xlT/j)(—xij)—n_IZ(yi—xiT/j)(_xij)

i=1 i=1

i#r
1 1 <
=;(Yr—xfﬁ)(—xrj)+52(y —x;B)(—xij)— Z(y, x B)=x;) 317)
i=1
i#r l#’

=~ (1 —x1B)(~x 1)2 —x,)
l;ér

where x| 8 = Z] JBixijandxTp = Z] o Bixe
For SEV and logistic models, it is a little bit trickier. Recall that for both SEV and logistic

.
models, their gradients Vg(p, q) = (5—50, 5 51 ;—g g—g) are sd+2 length vectors composed by
5 § 15d and To calculate ||[Vg—Vg’l||,, implies we need to compute the differences between

each pair of terms and put them together, i.e.,

H dg dg dg dg  dg ag dg dg (3.18)

om opy op Op’ ' Opu Opa 0q 9q

Let us take a look at the SEV regression model. Suppose we remove an arbitrary data point
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. . . Jdg’ .
where i = r and obtain a new expression for {a_;gaj}j'io- For all j, we have

8 Zx,]—i-Zexp Yiq—X, p) ( ) (3.19)
Pj

i=1
i#r l;ér

Therefore, the difference between two gradient term at each direction j is given by

dJg dg

8}9] 3;9]

—x,j+exp(y,q —X p)( ) (3.20)

And the difference between g—"; and g—“; is given by

og Jg 1 T
————=———),texp(y,g—x,p 3.21)
dq 2dq q ( )

Similarly, for the logistic model, assume we remove a datapoint where i = r and calculate

the difference between two terms. After removing the datapoint, we have

a / n n ~

3§, => xi;+2 ) (~x;))exp(yig—x]p)(1+exp(vig—x]p)) (3.22)
J i=1 i=1
i#r i#r

The difference between 2 75 £ and & £ 1s

d og’ -
78 98 _ x,j+2(—x,;)exp(y,g—xp)(1+exp(y,9—x]p)) : (3.23)

And the difference between g—g and g—g; is given by

Z_i — aﬁi :—é —y,+2(y)exp(y,g—xp)(1+exp(y.q —xIp))_1 (3.24)
By calculating {(— — S—g;) ;ZO and (% 2 q/), we can obtain the change between Vg and

Vg’ on every direction.

However, the calculation of exact sensitivity has two major challenges. First, notice that all
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the above expressions measure the change of one variable for one data point (x,). Since the
data point to be removed is arbitrary, we need to find which point gives the maximal change for
a given dataset. In other words, to obtain the maximal possible change of gradient, we need to
first compute the change for every variable for all data points, then compute the norms of the

vectors of differences, and finally find the maximal value among all candidate norms, which is

og 0Jg odg 0g dg 0g Jdg 0J¢g
om opy Op Op’ ' Opy Opw 0q Oq

(3.25)

(*:,y1) 1

Second, notice the parameters p; and q in the above expressions. For every iteration, we are
adding Laplace noise to the current gradient using the sensitivity of the current gradient, and
the sensitivity should be derived based on the current parameters. For example, the sensitivity

of the gradient for 7 -th iteration is given by

/ / / /

g 0Jg' Jdg Oog g 0g' Jdg Og

opy’ opy" ol op” M apll apl) oav 2qv||

Ag(p",q'")= max

(*:,y1)

(3.26)

In summary, if we would like to use the exact value of the sensitivity of the gradient for our
DP approach, we need to iterate over all data points in every descent iteration to solve for the
current sensitivity to be used for DP, which is quite computationally inefficient.

It would be ideal if we could find a relatively fixed upper bound to be used instead of solving
for the exact value of sensitivity. To solve this critical issue, we will next propose an enhanced
version of our differentially private proximal gradient descent algorithm, incorporated with a

practical technique called gradient clipping, along with other improvements.

3.4.2 Revised Algorithm

In practice, we can use gradient clipping to deal with this problem. Gradient clipping is a
technique applied to control the magnitude of gradients by enforcing a maximum threshold.

If the norm of a gradient exceeds this threshold, it is scaled down proportionally (Pascanu
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et al. 2013). Suppose we have a clipping threshold C. Given gradient vector Vg, to perform
the gradient clipping, first we would like to calculate the norm of the gradient, ||[Vg]||, and if

IIVgll > C, scale the gradient down to the threshold, i.e., V& clipped = Vg. Since va” isa

IIVg I
unit vector, the new Vg gi,eq Will have norm C after the scaling. And if [ Vg|| < C, we leave the
gradient unchanged, i.e., Vg gippea = V& In summary, gradient clipping ensures that the vector

of gradient Vg has a L2 norm at most C.

Algorithm 6 DP-PGD for LLS Regression with Group Lasso (Enhanced)

Require: Database {y;, {xl]}s”’o}
€, clipping threshold C
Ensure: parameter vector p, parameter g
1: Initialize p© ~ 4(0,1), g =
2: fort=0,1,2,...,do
3:  Compute gradient Vg(p'’, g'¥)) depends on the specific LLS model
4:  Clip gradient:

" » regularization parameter A, GCV tuned A, privacy budget

IVg(p, ")
Vg(pm,q(”)=Vg(p(”,q(”)/max(1, g pC q 2

5:  Add Laplace noise to the gradient:

vgp",q)=vg(p",q")+&

where & =({&, Sd“)and &, i.i.d ~ Laplace(0, 2CVsd+ 2/¢€)
6: Perform gradlent step: (p\"", v, g)) = (p), ) avg(p®,q")

7. Perform proximal operation for each sensor {p (+ys max(O, 1— ||.?ft’|| ) v(k”
k112

end for
Stop when ||[p“*—p®||_ <107
10: return p(f+1)’ q(t+1)

To derive the parameter for drawing noise from Lap (%) and satisfies €-DP, we need to find
some value A’ where |[Vg —Vg’||; <A’ (Dwork et al. 2014). By the well-known inequality of L1
and L2 norms, forallx € Z4, ||x||, < ||x||; < vd||x||,. In our case, ||[Vg||, < C, and the dimension
of Vg is sd +2, therefore we must have |Vg||, < Cv'sd +2. Hence ||[Vg —Vg'|l, <2CVsd +2.

(ZC@)

In other words, drawing i.i.d noise from Lap and add to gradient as step 5 in algorithm
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6 satisfies e-DP.

In our enhanced algorithm 6, we would like to perform the gradient clipping before adding
DP noise. Notice that in a non-DP context, introducing gradient clipping to the proximal
gradient descent can potentially affect its convergence properties. Gradient clipping is primarily
used to combat the exploding gradient problem, which is not typically a concern in the standard
proximal gradient method because it inherently involves steps that prevent excessively large
updates due to the proximal mapping. However, as our focus here is to apply DP method in
protecting the gradient, implementing gradient clipping before the addition of DP noise serves
two primary purposes: it reduces the sensitivity of the gradients, allowing for a lesser quantity
of noise to be added while achieving the desired level of differential privacy; and it establishes
a predetermined upper limit for the magnitude of gradient changes. This limit, determined by
the clipping threshold C, can then be utilized in the replacement of A in the process of adding
differential privacy noise. In a previous study of Abadi et al. (2016), the Gaussian mechanism
with parameter comes from the clipping threshold C has been utilized to ensure (€, 6)-DP for
protecting the gradeitns in stochastic gradient descent.

In addition, we also add several other enhancements in algorithm 6 after numerical investi-
gation with the naive algorithm 5, including changes in initialization, and GCV-tuned lambda.
Specifically, we notice it is better to use a small random vector rather than a zero vector when
initial p°.

We will next demonstrate the performance of our proposed approach using both simula-
tions and case studies. We experimented with both the naive and improved algorithms and

will present the findings of the revised algorithm in the following sections.

3.5 Simulation Study

In this section, we conduct a simulation study to evaluate the performance of the proposed DP

approach.
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3.5.1 Experimental Settings

In our simulation, we created data from 3 sensors, with each sensor providing 2 features,
resulting in a total of 6 features for n samples (we’ll specify the number of samples later).
These 6 features are organized into 3 groups corresponding to the 3 sensors. We designed the
simulation so that sensors 1 and 2 contribute valuable information to the model, while sensor
3 does not.

Furthermore, sensors 2 and 3 are linked by a correlation factor, p, which we can adjust.
Considering each sensor has 2 features, to implement the correlation, we let all four features
from sensors 2 and 3 (features 3 to 6) correlate by utilizing Choleski factorization. To do so, we
first generate an initial random 7 x 6 matrix from a standard normal distribution, .4(0,1). The
first two columns would be used as sensor 1’s data directly. For sensors 2 and 3, we take the
controlled parameter p to generate the correlation matrix and calculate Cholesky factor, then
generate correlated data by multiplying columns 3 to 6 of the random matrix and the Cholesky
factor. Keeping the first two columns from the initial random matrix and replacing columns 3
to 6 with the new correlated data, we obtained our desired data for X.

Each of the regression coefficients is also drawn independently from a standard normal
distribution. The response variable for each sample, j;, is calculated by combining the first
four feature values (from sensors 1 and 2) with regression coefficients, plus an error term &;.
This error term is sampled from either a normal, SEV, or logistic distribution, chosen based on
the specific regression model in question, with its mean set to 0 and standard deviation to 1.

We then use the simulated multi-sensor data to assess the performance of the proposed
differentially private approach, denoted as “DP", and compared to results from classical LLS
regression with group lasso, designated as “Non-DP", which we used as our benchmark in this
study. We would like to investigate how the proposed approach performs in various condi-
tions, including (1) training sample size (i.e., n), (2) correlation between sensors (i.e., p), and
(3) privacy budgets (i.e., €). These factors are expected to influence the performance of the

proposed DP method. The specific settings of these three factors used in the simulation study

55



are summarized as follows:

* To evaluate the impact of sample size on our DP approach’s performance, we test on
different values of sample size n, including 1000, 2500, 5000, 7500, and 10000, under

p =0.2,0.5,0.7,0.8 and 0.9, while € =5.

* To examine the influence of sensor correlation, we test on p =0.2 to 0.9, with an increase

of 0.1, under the same five levels of n as above, while € = 5.

* To explore different levels of privacy budget €, we used € = 1000, 100, 10,1 and 0.1, while

n =10000 and p =0.5.

The metric we will be using to evaluate the performance is the correct sensor selection
percentage, which we will also refer to as selection accuracy, determined by the ratio of how
many times we obtain a fully correct selection to the total number of experiment repetitions.
We say there is a correct selection only if, in the final output of fitted (3, all informative sensors
(i.e., sensor 1 and sensor 2) are kept and the non-informative sensor (i.e., sensor 3) gets filtered
out. In any other case, we say it is a false selection. We ran 100 repetitions for each different
settings, and will report the percentage of correct selections under different experimental

settings.

3.5.2 Results and Analysis
Accuracy vs. Training Data Size

In the first set of experiments, we investigate the performance of both non-DP and DP ap-
proaches regarding different levels of sample size. The sample size investigated ranged from
1000 to 10000, and we also looked into the impact of sample size under different sensor corre-
lations. We present results for linear regression in Figures 3.1 and 3.2, SEV regression in Figures
3.3 and 3.4, and logistic regression in Figures 3.5 and 3.6. For each pair of plots, the left one

shows the results from the non-DP approach, and the right one shows the results from our
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DP approach. Within one plot, each different line corresponds to a different level of sensor
correlation. The x-axis represents sample sizes, and the y-axis represents selection accuracy.

Based on the results, we can observe that the performance of both non-DP and DP ap-
proaches depends on the sample size. In general, the larger the sample size, the better perfor-
mance we have. This makes sense because a better representation of the underlying population
is achieved with larger sample sizes, which naturally lowers errors in regression models. We
also have the following observations:

When the sample size is relatively smaller, e.g., at n <= 5000, the non-DP approach has
significantly better performance than the DP approach, especially for higher correlations. In
other words, for the DP approach to reach comparable performance as the non-DP model,
amuch larger sample size is needed. For example, in the logistic regression models’ results,
when p =0.2, the DP approach reaches 90% accuracy at n = 5000, while the non-DP approach

reaches the same level of accuracy at n = 2500.

Normal Simulation: Non-DP Results Normal Simulation: DP Results
Correct Selection Percentage vs. Sample Size

(L ——

90T 1 90

Correct Selection Percentage vs. Sample Size

100

=1 D

80+ 80

70t 04
60 - 60 -

50 50./¢

40 + 404

30+ 30t

Correct Selection Percentage (%)
Correct Selection Percentage (%)

—— =02 —— =02
20k B p=05] ] 20 B p=05]
p=07 p=07
10k —A— =038 | 10} —A— =038
=09 =09
0 . . . . . . ! ! 0 . . . . . . ! !
1000 2000 3000 4000 5000 6000 7000 8000 9000 10000 1000 2000 3000 4000 5000 6000 7000 8000 9000 10000
Sample Size (n) Sample Size (n)

Figure 3.1: Simulation: Accuracy vs. Sample  Figure 3.2: Simulation: Accuracy vs. Sample
Size n, Linear Regression, Non-DP Size n, Linear Regression, DP

57



SEV Simulation: Non-DP Results SEV Simulation: DP Results
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In the case of non-DP linear regression, we observed stable and high accuracy across the
chosen range of sample sizes and correlation levels, as shown in Figures 3.1 and 3.7. In our
experiments, this model’s accuracy showed a gradual increase within the sample size range of
100 < n £1000, and a rapid decline within the correlation coefficient range of 0.9 < p <0.99.

Despite these variations, we maintained a consistent setting across our analysis to facilitate a
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clear comparison of the results from other models.

Accuracy vs. Sensor Correlation

In the next, we will look into how the non-DP and DP approaches perform towards different
levels of sensor correlation. The range of correlations we will evaluate ranges from 0.2 to
0.9, while the results are reported under different sample sizes. We present results for linear
regression in Figures 3.7 and 3.8, SEV regression in Figures 3.9 and 3.10, and logistic regression
in Figures 3.11 and 3.12. In each plot, the different lines represent different levels of sample
size. The x-axis shows sensor correlation levels, while the y-axis shows selection accuracy.
Through observation of these results, we can conclude that both the non-DP approach
and the DP approach are sensitive to sensor correlation. In general, a higher correlation leads
to worse performance. This is easily understandable as we set up the correlation between
an informative and a non-informative sensor, and we only consider a selection result to be
correct when all sensors have been classified correctly, i.e., the correlated informative sensor

and non-informative sensor must be distinguished.
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SEV Simulation: Non-DP Results SEV Simulation: DP Results
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While similar patterns and trends can be seen in non-DP and DP results, we can see that the
accuracy of the DP approach is in general lower than the non-DP approach. However, we also
notice that both non-DP and DP approaches perform relatively stable for p < 0.5, especially
when the sample size is large. For example, in the SEV regression’s results, we can achieve an

accuracy greater or equal to 90% at a relatively high correlation p = 0.8 when n > 5000 for the
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non-DP approach. For the DP approach, we can only achieve similar accuracy when p < 0.5

and n > 7500.

DP Privacy Budget vs. Computational Cost

The performance evaluation of the DP privacy budget is different from the previous two results.
Since the simulation data we set up is rather simple with only 3 sensors and two of them are
informative, we notice that given enough computation iterations, different levels of privacy
budget € do not impact the final selection results much. It is reasonable since the DP noise we
added is to the gradient step of proximal gradient descent, and the group variable selection is
majored determined by the proximal mapping step.

However, we also notice that when the privacy budget is small, the program takes a sig-
nificantly longer time to converge, as a smaller privacy budget implies larger noise added
to the gradient and a stronger perturbation in the descent direction. As the privacy budget
controls how strong our protection is on the gradient, we are also interested in learning the
computational cost associated with different levels of privacy protection.

To investigate this trade-off, we conducted experiments on simulated data with a fixed
sample size of n = 10,000 and a sensor correlation of p = 0.5. We varied the privacy budget
from € = 1000 down to € = 0.1 and recorded the number of computation iterations required for
the algorithm to converge under each setting. The results of this experiment are presented in
Figure 3.13.

The plotin Figure 3.13 clearly illustrates the inverse relationship between the privacy budget
and the computational cost. As the privacy budget decreases, the number of iterations required
for convergence increases significantly. This behavior can be attributed to the increased level
of noise introduced by smaller privacy budgets. When ¢ is small, the Laplace mechanism
adds more noise to the gradient in each iteration of the proximal gradient descent algorithm.
Consequently, the descent direction is perturbed more severely, leading to slower convergence

and a higher number of iterations.
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Figure 3.13: Simulation: Computational Cost vs. Privacy Budget

The increased computational cost associated with smaller privacy budgets has important
implications for the practical application of our sensor selection approach. In real-world
scenarios, where computational resources and time may be limited, it is crucial to strike a
balance between privacy protection and computational efficiency. The choice of an appropriate
privacy budget should take into account not only the desired level of privacy but also the
available computational resources and the time constraints of the application.

Itis worth noting that the privacy budget is not the only factor influencing the computational
cost of our approach. Other factors, such as the sample size, the number of sensors, and the
complexity of the underlying data distribution, can also impact the convergence rate and
the number of iterations required. Further experiments and analyses could be conducted to
investigate the interplay between these factors and the privacy budget in determining the

computational cost.
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The analysis of the relationship between the DP privacy budget and computational cost
highlights the importance of considering the practical implications of privacy protection in
sensor selection tasks. The inverse relationship between the privacy budget and the number of
iterations required for convergence underscores the need for efficient optimization algorithms
and parallel computing techniques to mitigate the computational burden of strong privacy

guarantees.

3.6 Case Study

In our case study, we employ a dataset originally presented in Saxena and Goebel (2008) to

assess the efficacy of our differentially private sensor selection approach.

3.6.1 Dataset and Experimental Settings

The dataset encompasses multi-sensor degradation data from aircraft turbofan engines, fea-
turing two distinct sets of engines. The first set includes degradation data for 100 training
engines that were observed until failure. The second set comprises data from another 100
test engines; these engines were not run to failure but instead had their operations halted at
various, randomly determined points before failure. For these test engines, the dataset provides
the actual times-to-failure (TTF). Monitoring of each engine was conducted using 21 distinct
sensors, capturing a comprehensive range of degradation signals.

Fang et al. (2017) explored sensor selection techniques within the context of various Log-
Location-Scale (LLS) regression models, addressing the inherent challenge posed by the vari-
able lengths of degradation signals found in both training and test datasets. This variability
in signal length is attributed to the practice of halting machine operation for maintenance or
replacement upon reaching failure, thereby limiting the observable degradation signal to the
failure point. Furthermore, the differing failure times across machines result in inconsistent

signal lengths across the dataset. To navigate the issue of signal length variability, Fang et al.
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(2017) proposed a time-varying framework that standardizes the length of degradation signals
by truncating them to a uniform length. In our study, we apply this approach by truncating the
degradation signals of all engines to the first 150 timestamps, thereby standardizing the dataset
for analysis. Engines with a TTF less than 150 are excluded from consideration. Following
this truncation process, the training dataset is reduced to 94 engines, while the test dataset
is pared down to 37 engines. This adjustment facilitates a more structured and comparable
analysis across the engine dataset, ensuring that the evaluation of the differentially private LLS
regression model is conducted consistently.

In our analytical approach, each timestamp is regarded as an individual feature. Conse-
quently, post-truncation, we are left with 150 features per sensor. Given the significant corre-
lations observed among the degradation signals from the three sensors, we initially employ
Principal Component Analysis (PCA) to reduce the data from each sensor into two principal
features. This step effectively lowers the dimensionality of our dataset while retaining critical
information. Then, we put together the smaller amounts of data from all the sensors. This
converts the training dataset to 94 data points and 42 features, shown as a 94 by 42 matrix, and
the testing dataset to 37 data points and 42 features, shown as a 37 by 42 matrix.

We then applied sensor selection methods to the prepared data, using the non-DP results
as the benchmark for comparison, just like in the simulation study. Unlike the simulation study;,
we will not be able to experiment with sample size n and sensor correlation p due to the nature
of the data for the case study. However, we noticed that for different privacy budgets, the DP
approach yields different results. In this study, we will look at how well the different private
sensor selection methods worked with different kinds of LLS regressions, including linear, SEV,
and logistic, and in a range of privacy budget settings.

To better catch the impact of the privacy budget, we terminate the experiment after hitting a
maximal number of iterations for all different levels of €, instead of letting it run to convergence.
And when interpreting the parameters, we use a small threshold instead of zeros to determine

the informative or non-informative sensors. To understand how the DP models held up against
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the randomness introduced by Laplace distribution-based noise, we will repeat the evaluation
100 times for each DP model and aggregate the voting results. The outcomes from these
repeated tests will then be compiled to provide a comprehensive overview of the DP models’
performance and their reliability in sensor selection with privacy considerations.

For each of the LLS regression models, we will use the result of the non-DP approach as our
benchmark, and compare the results of different levels of privacy budget from the DP approach
to the benchmark. Since the dataset is determinant and the only randomness is the DP noises,
the result we obtain from non-DP models will be certain. Therefore, in the result tables, for the

non-DP column, we will be shown the norm of each sensor’s parameters. For DP results, we

will be shown the percentage of each sensor’s selection rate over the 100 repetitions.

3.6.2 Results and Analysis

Table 3.1 shows results for linear regression with group lasso. For non-DP results, we list the
norm of group parameters for each sensor, and for DP results, we are showing the aggregated
voting results for how many times each sensor has been selected out of 100 repetitions. Tables
3.2 and 3.3 represent results from SEV and Logistic models, respectively.

The results in the tables are as expected. When the privacy budget is relatively large, the
noise added to the gradient does not impact the final selection much, as we have a proximal
mapping step after the gradient step. However, the smaller the epsilon goes, the more noise
we add to the gradient, and the more perturbation we have in the descent direction. As we
terminate the experiment after hitting a certain number of iterations, we observe that for
€ = 1, it is hard to achieve a clear cut for informative and non-informative sensors directly
from the solved parameters in one experiment. Nevertheless, the aggregated voting results can
still reveal the information we wanted: find the most informative sensors. We notice that the

highest-voted sensors in the strict privacy budget are aligned with non-DP results.
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Table 3.1: Case Study: Linear Model Results, DP Privacy Budget

Sensor | Non-DP | epsilon=10 | epsilon =5 | epsilon=2 | epsilon=1
1 0 0% 0% 0% 37%
2 0 0% 0% 0% 47%
3 2.7468 100% 100% 100% 100%
4 2.6206 100% 100% 100% 100%
5 0 0% 0% 0% 35%
6 0 0% 0% 0% 40%
7 17.8215 100% 100% 100% 54%
8 0 0% 0% 0% 34%
9 0.2197 0% 0% 0% 37%
10 0 0% 0% 0% 36%
11 0 100% 0% 0% 33%
12 0 0% 0% 0% 32%
13 0 0% 0% 0% 41%
14 0 0% 0% 0% 34%
15 0 0% 0% 0% 39%
16 0 0% 0% 0% 28%
17 4.2496 0% 100% 100% 69%
18 0 0% 0% 0% 36%
19 0 0% 0% 0% 29%
20 0 0% 0% 0% 34%
21 0 0% 0% 0% 43%
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Table 3.2: Case Study: SEV Model Results, DP Privacy Budget

Sensor | Non-DP | epsilon=10 | epsilon =5 | epsilon=2 | epsilon=1
1 0 0% 0% 0% 35%
2 0 0% 0% 1% 24%
3 0.2547 95% 54% 86% 72%
4 2.7508 96% 86% 87% 80%
5 0 0% 0% 0% 30%
6 0 0% 0% 0% 33%
7 0 0% 0% 1% 41%
8 0 0% 0% 0% 31%
9 2.3724 81% 86% 87% 79%
10 0 0% 0% 1% 28%
11 0 0% 0% 3% 23%
12 0 0% 0% 3% 38%
13 0 0% 0% 1% 27%
14 2.1828 96% 86% 83% 43%
15 0 0% 0% 0% 30%
16 0 0% 0% 1% 31%
17 0 0% 0% 2% 34%
18 0 0% 0% 0% 31%
19 0 0% 0% 1% 31%
20 0 0% 0% 0% 37%
21 0 0% 0% 2% 39%
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Table 3.3: Case Study: Logistic Model Results, DP Privacy Budget

Sensor | Non-DP | epsilon=10 | epsilon =5 | epsilon=2 | epsilon=1
1 0 0% 0% 1% 31%
2 0 0% 0% 2% 34%
3 2.0952 100% 100% 83% 92%
4 1.9591 100% 100% 83% 92%
5 0 0% 0% 1% 32%
6 0 0% 0% 0% 30%
7 0 0% 0% 0% 42%
8 0 0% 0% 0% 37%
9 0.0083 0% 3% 16% 48%
10 0 0% 0% 0% 39%
11 0 0% 0% 2% 32%
12 0 0% 0% 0% 42%
13 0 0% 0% 0% 41%
14 0.6211 100% 100% 83% 88%
15 0 0% 0% 1% 31%
16 0 0% 0% 0% 40%
17 0 0% 0% 0% 36%
18 0 0% 0% 0% 29%
19 0 0% 0% 0% 39%
20 0 0% 0% 1% 39%
21 0 0% 0% 2% 33%
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One interesting observation from the case study results is the consistency of sensor selection
across different LLS regression models. In Tables 3.1, 3.2, and 3.3, we can see that sensors 3,
4, and 14 are consistently selected as informative sensors across all three regression models
(linear, SEV, and logistic) when the privacy budget is relatively high (¢ = 10 and € = 5). This
consistency suggests that these sensors are robust indicators of engine degradation, regardless
of the specific regression model employed. The fact that our differentially private approach
can identify these sensors consistently across different models highlights its effectiveness in
capturing the underlying patterns in the data.

Moreover, the results reveal interesting dynamics between the privacy budget and the selec-
tion of informative sensors. As the privacy budget decreases, we observe a gradual decline in
the selection frequency of some informative sensors. For example, in Table 3.2 (SEV regression),
sensor 14 is selected 96% of the time when € = 10, but its selection frequency drops to 43%
when € = 1. Similarly, in Table 3.3 (logistic regression), the selection frequency of sensor 14
decreases from 100% at € = 10 to 88% at € = 1. This decline can be attributed to the increased
level of noise introduced by stronger privacy guarantees, which makes it more challenging to
consistently identify informative sensors in individual runs.

However, it is important to note that even at the strictest privacy budget (e = 1), the most
informative sensors still exhibit relatively high selection frequencies compared to the unin-
formative sensors. For instance, in Table 3.1 (linear regression), sensors 3 and 4 are selected
100% of the time, while the selection frequencies of uninformative sensors remain below 50%.
This observation suggests that our differentially private approach can still effectively distin-
guish between informative and uninformative sensors, even in the presence of strong privacy
protection.

Another noteworthy aspect of the case study results is the presence of some false positives,
particularly at lower privacy budgets. In Table 3.1, sensor 11 is selected 100% of the time when
€ =10, despite being uninformative according to the non-DP results. Similarly, in Table 3.2,

sensor 9 is selected with high frequency across all privacy budgets, although it is not considered
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informative in the non-DP setting. These false positives can be attributed to the noise intro-
duced by differential privacy, which can occasionally lead to the selection of uninformative
sensors. However, it is crucial to interpret these false positives in the context of the overall
sensor selection patterns. While some uninformative sensors may be selected with higher
frequencies at lower privacy budgets, the most informative sensors still exhibit consistent and
high selection frequencies across different privacy levels. This suggests that our approach is
robust to the presence of false positives and can still effectively identify the most important
sensors for engine degradation monitoring.

Furthermore, the case study results highlight the importance of aggregating results over
multiple differentially private runs. By considering the selection frequencies across 100 repe-
titions, we can mitigate the impact of noise and obtain a more reliable assessment of sensor
importance. The voting mechanism employed in our approach allows us to filter out the noise
and focus on the consistent patterns in sensor selection. This aggregation strategy is partic-
ularly valuable in scenarios with strict privacy requirements, where the noise level is higher,
and individual runs may yield more variable results. In addition to the observations discussed
above, the case study results also provide insights into the scalability and computational effi-
ciency of our approach. The experiments were conducted on a dataset with 21 sensors and 150
timestamps, demonstrating the ability of our method to handle a reasonable number of sen-
sors and data points. The fact that we were able to obtain meaningful results while preserving
privacy suggests that our approach can be applied to real-world scenarios with similar data
characteristics.

In conclusion, the detailed analysis of the case study results provides a deeper understand-
ing of the behavior and performance of our differentially private sensor selection approach in
areal-world scenario. The consistency of sensor selection across different regression models,
the impact of privacy budgets on selection frequencies, the presence of false positives, and the
importance of aggregation strategies are key insights that emerge from the analysis. These find-

ings highlight the effectiveness and robustness of our approach, while also identifying potential
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areas for future research and improvement. By leveraging the power of differential privacy and
aggregation techniques, our method offers a promising solution for privacy-preserving sensor

selection in various domains where data privacy is a critical concern.

3.7 Conclusions

In this chapter, we have proposed differentially private proximal gradient descent specifically
designed for solving (log)-location-scale regression with group lasso penalty. We incorporated
differential privacy into the gradient step of proximal gradient descent regarding three specific
LLS regression models, Linear, SEV and Logistics, which can also be extended to Log-normal,
Weibull, and Log-logistic regression. The integration of differential privacy is achieved through
the Laplace mechanism, with gradient clipping employed to address the challenges associated
with sensitivity analysis. Moreover, we have provided proof demonstrating that the proposed
approach satisfies e-differential privacy, ensuring a strong privacy guarantee.

To thoroughly evaluate the performance and behavior of our differentially private approach,
we conducted comprehensive simulation studies and real-world case studies. In the simulation
studies, we meticulously examined the influence of key factors such as training sample size,
sensor correlation, and privacy budget on the accuracy of sensor selection. Our findings re-
vealed intricate relationships between these factors and the performance of both non-private
and differentially private methods. We observed that increasing the training dataset size gen-
erally enhances the performance of the DP method, highlighting the importance of having a
sufficiently large and representative dataset to mitigate the impact of privacy-induced noise.
However, it is worth noting that the DP approach typically requires a significantly larger train-
ing sample compared to its non-private counterpart to achieve comparable accuracy. This
underscores the inherent trade-off between privacy and utility, as the noise introduced for
privacy protection can degrade performance if not counterbalanced by a larger dataset.

Moreover, our simulation studies shed light on the sensitivity of the DP approach to sensor
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correlations. We found that higher correlations between informative and uninformative sensors
pose a greater challenge for accurate sensor selection, as the noise introduced by differential
privacy can make it more difficult to distinguish between correlated sensors. This emphasizes
the need for careful data preprocessing and feature engineering to mitigate the impact of
sensor correlations when applying differentially private methods.

The privacy budget, which determines the strength of privacy protection, also emerged as
a crucial factor in our analysis. We observed that smaller privacy budgets, corresponding to
stronger privacy guarantees, necessitate a higher number of iterations for convergence, leading
to increased computational costs. This is an expected consequence of the larger amount of
noise added to the gradient, which perturbs the descent direction more significantly. However,
it is reassuring to note that given a sufficient number of iterations, the final sensor selection
results remained relatively robust to variations in the privacy budget.

Our case study on the real-world dataset of aircraft engine degradation provided valuable
insights into the practical application of our differentially private approach. By applying PCA
to reduce the dimensionality of the sensor data and considering various LLS regression models
under different privacy budgets, we demonstrated the feasibility and effectiveness of our
method in a realistic setting. The aggregation of results over multiple runs proved to be a
valuable strategy for mitigating the impact of privacy-induced noise and reliably identifying
the most informative sensors. This showcases the potential of our approach to be applied in
real-world scenarios where privacy is a paramount concern.

The theoretical foundations and empirical evidence presented in this chapter contribute to
the growing body of work on privacy-preserving statistical learning, specifically in the context
of sensor selection and LLS regression. Our differentially private proximal gradient descent
approach offers a valuable tool for researchers and practitioners aiming to build models that
balance the competing objectives of data utility and individual privacy. The insights gained
from our simulations and case studies can guide the design and implementation of differentially

private sensor selection methods in various application domains.
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Looking ahead, there are several promising avenues for future research. Further theoreti-
cal analysis of the statistical properties and convergence guarantees of our approach could
provide additional insights and support its robustness. Extending the methodology to other
regression models and penalty functions could broaden its applicability to a wider range of
problems. Moreover, exploring strategies for adaptive privacy budget allocation and dynamic
noise calibration could help optimize the privacy-utility trade-off in different settings.

In conclusion, our differentially private proximal gradient descent approach for sensor se-
lection in LLS regression with group lasso penalty represents a significant step towards enabling
privacy-preserving learning in sensitive domains. By providing a rigorous privacy guarantee
and demonstrating its effectiveness through simulations and case studies, we contribute to
the ongoing effort to develop statistical learning methods that respect individual privacy while
still extracting valuable insights from data. As the demand for privacy-aware data analysis
grows across industries and application areas, our work offers a promising direction for future

research and practical implementation.
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CHAPTER

PRIVACY-PRESERVING FEDERATED
FUNCTIONAL PRINCIPAL COMPONENT

ANALYSIS FOR SPARSE DATA

4.1 Introduction

Industrial prognostics is a critical aspect of modern manufacturing and maintenance processes.
It involves predicting the future state of machinery and systems to estimate the Time to Failure
(TTF) of equipment or components. By accurately forecasting when a machine is likely to fail,
industries can schedule maintenance proactively, thereby reducing unexpected downtimes

and optimizing operational efficiency. Effective prognostic models rely on the analysis of
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historical data and current condition monitoring information to identify patterns and trends
thatindicate impending failures (Mobley 2002; Si et al. 2011; Lee et al. 2014). Research has shown
that integrating various data sources can significantly enhance the accuracy of prognostic
models (Vogl et al. 2019).

The increasing availability of data from sensors and monitoring systems has led to the adop-
tion of advanced analytical methods in industrial prognostics. One such method is Functional
Data Analysis (FDA), which is particularly useful for handling data that can be represented as
smooth curves or functions. FDA provides tools for analyzing complex and high-dimensional
data by focusing on the underlying functional nature of the data (Ramsay and Silverman 2005).
This approach is well-suited for capturing the temporal dynamics inherent in industrial moni-
toring data, which often exhibit continuous and smooth variations over time. Work in the FDA
for industrial applications has demonstrated its potential in improving predictive maintenance
strategies (Liu et al. 2013; Fang et al. 2017; Yoo and Suh 2022).

A significant challenge in industrial prognostics is the issue of sparse and irregular data.
In many industrial settings, collecting data at regular intervals can be costly and logistically
challenging, resulting in datasets that are sparse and unevenly spaced (Wang et al. 2008; Loutas
et al. 2013). Traditional statistical methods typically assume regular and dense observations,
making them unsuitable for such sparse data scenarios (Eker et al. 2016). Sparse data can
lead to incomplete and biased models if not properly addressed, highlighting the need for
methodologies capable of effectively handling sparsity (Hong et al. 2014; Zhao et al. 2015).

Functional Principal Components Analysis (FPCA) is a powerful statistical tool designed to
reduce the dimensionality of functional data. It captures the main modes of variation by trans-
forming high-dimensional functional data into a lower-dimensional space, facilitating easier
interpretation and analysis (Ramsay and Silverman 2005; Yao et al. 2005; Hall and Hosseini-
Nasab 2006).

FPCA is an extension of traditional Principal Components Analysis (PCA) designed to

handle functional data and provides a powerful framework for reducing the dimensionality
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of such data while capturing the primary modes of variation (Ramsay and Silverman 2005).
In traditional PCA, the goal is to transform a set of possibly correlated variables into a set of
uncorrelated principal components (Jolliffe and Cadima 2016). Given a dataset consisting
of n observations, each represented as a p-dimensional vector, PCA involves computing the
covariance matrix of the data, finding its eigenvalues and eigenvectors, and projecting the
original data onto the space spanned by the principal eigenvectors. This results in a lower-
dimensional representation of the data that captures the most significant patterns of variation.
FPCA, in contrast, deals with functional data where each observation is a function defined over
a continuous domain. Instead of vectors, the observations are curves or surfaces. The primary
objective of FPCA is to identify a few orthogonal functional principal components that capture
the main modes of variation in these functions (Shang 2014).

FPCA offers several advantages over traditional PCA. One of the most significant benefits
is its ability to handle data that are inherently continuous and possibly observed at irregular
intervals. Traditional PCA requires data to be observed at the same set of discrete points for
all observations, which is often impractical for functional data. FPCA, on the other hand, can
accommodate functional data observed on different grids or even sparsely observed data (Yao
et al. 2005). Moreover, FPCA provides a more natural and accurate representation of functional
data. By modeling the data as continuous functions, FPCA preserves the intrinsic properties
of the data, such as smoothness and continuity, which are often lost in traditional PCA. This
leads to better interpretation and understanding of the underlying patterns in the data (Wang
et al. 2016).

Based on the properties of FPCA, we can see that it is naturally important and useful in
industrial prognostics, where it is critical to monitor and predict the condition and performance
of machinery over time. Industrial prognostics involves analyzing time-series data collected
from sensors embedded in machines, which often results in functional data due to continuous
monitoring. These data are typically sparse and irregularly spaced, making traditional PCA

unsuitable. By applying FPCA, we can effectively reduce the dimensionality of these functional
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datasets while preserving essential patterns of variation. The mean function provides insights
into the overall health and performance trends of the machinery, while the covariance function
and its eigenfunctions reveal the dominant modes of variation and potential anomalies. The
functional principal component scores can be used to predict future behavior, identify early
signs of failure, and schedule maintenance more efficiently. FPCA’s ability to handle irregularly
spaced and sparse data makes it invaluable for industrial prognostics. It allows for robust
analysis and prediction even when data points are missing or unevenly distributed. This
capability ensures that industrial systems remain operational and efficient, reducing downtime
and maintenance costs.

The fundamental work by Yao et al. (2005) on FDA for sparse data provides a comprehensive
framework for addressing the challenges posed by sparsity. Yao et al. introduced a combination
of FPCA and smoothing techniques to extract meaningful patterns from sparsely and irregularly
observed functional data. This methodology offers robust techniques for analyzing sparse
functional data, which is essential for developing accurate and reliable prognostic models.

Despite the advantages of FPCA, applying it to industrial prognostics presents additional
challenges, particularly when dealing with distributed data sources. Industrial data is often gen-
erated across various sites and owned by different stakeholders, centralizing this data for FPCA
is impractical and poses risks to data privacy and security. For example, the data collected from
sensors embedded in machines are often distributed across multiple locations, such as various
factories or field sites, and can be highly sensitive due to proprietary information. Federated
Learning (FL), a decentralized approach that enables multiple participants to collaboratively
train machine learning models while keeping their data localized, has emerged as a promising
solution to these issues.

Introduced by the research of McMahan et al. (2017), federated learning addresses the
challenges of privacy concerns by enabling the collaborative training of models across de-
centralized devices or servers while keeping the data localized. Unlike traditional centralized

approaches, where data is aggregated on a central server, federated learning allows each node
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to compute updates based on its local data and share only model parameters or gradients with
a central server. This method ensures that the raw data remains on the local devices, thereby
preserving privacy and reducing the risk of data breaches. Federated learning is particularly
advantageous in industrial settings, where data is naturally decentralized and sensitive.

To further enhance privacy, differential privacy is integrated into federated learning. Differ-
ential privacy (DP), introduced by Dwork et al. (2006), provides strong mathematical guarantees
on the privacy of individual data points. It ensures that the output of a data analysis algorithm
is insensitive to any single data point. In federated learning, differential privacy mechanisms
add carefully calibrated noise to the model updates before they are aggregated by the central
server. This perturbation prevents the inference of sensitive information from the shared model
parameters or gradients, ensuring robust privacy protection for individual data points.

Both federated learning and differential privacy are essential tools for modern industrial
prognostics. The collaborative nature of federated learning allows for the creation of more
accurate and robust predictive models by leveraging data from multiple sources. This holistic
approach improves the ability to monitor and predict machinery performance, leading to better
maintenance scheduling, reduced downtime, and increased operational efficiency. The inte-
gration of differential privacy ensures that these benefits are achieved without compromising
the confidentiality of the underlying data.

This paper builds on the methodology proposed by Yao et al. (2005) by adapting it to the
context of federated learning with differential privacy. Our framework leverages the strengths of
FPCA, FL, and DP to enable robust and privacy-preserving industrial prognostics. By integrating
these advanced methodologies, we aim to address the unique challenges of sparse data and
privacy concerns in distributed industrial environments, providing a comprehensive solution
for accurate and secure prognostic modeling.

The rest of this paper is organized as follows. Section 4.2 provides an overview of the func-
tional principal component analysis (FPCA) of sparse data. In Section 4.3, we introduce our

federated learning framework for applying FPCA to decentralized data. For each part, we dis-
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cuss the federated approach of each key step in the FPCA method, including the estimation
of the covariance function and the computation of principal components using conditional
expectation. The federated learning algorithm utilizes the communication between the local
workers and the central server to average gradients, aggregate estimates, and make global
computations without centralized datasets. We also present the incorporation of differential
privacy into the federated learning process, explain the mechanisms for adding noise to the
model updates, and discuss the privacy-utility trade-off. In Section 4.4, we conduct a simu-
lation study to evaluate the performance of our proposed approach under various sparsity
levels and privacy settings. In Section 4.5, we demonstrate the application of our method to a
real-world industrial prognostic case study, showcasing its effectiveness in handling sparse
data and preserving privacy. Finally, Section 4.6 concludes the paper, summarizes the main

contributions, and discusses potential future research directions.

4.2 Functional Principal Components Analysis

In this section, we summarize the methodology for FPCA on sparse data as outlined in Yao et al.
(2005), namely the Principal Component Analysis through Conditional Expectation (PACE)
method. The primary goal of FPCA is to reduce the dimensionality of random trajectories by
representing them using a few principal components, which capture the dominant modes of
variation. The PACE method is designed to perform FPCA for sparse longitudinal data. This
approach addresses the challenges posed by having only a few irregularly spaced measurements
per subject, which makes traditional FPCA methods impractical. PACE provides a robust
framework for estimating individual smooth trajectories and the dominant modes of variation
in the data.

We start by modeling the sparse functional data as noisy sampled points from a collection
of trajectories, assumed to be independent realizations of a smooth random function with

unknown mean function E[X(#)] = u(t) and covariance function cov(X(s), X(¢))= G(s, t). The

79



domain of X(-) is a bounded and closed time interval 7. The trajectories can be expressed

through an orthogonal expansion in terms of eigenfunctions ¢, and eigenvalues A,:

G(s, )= Mgp(s)plt), s,te. 4.1)
k=1

For the i-th random curve, we have:

Xi(1)=p(6)+ D Enult), €T, (4.2)
k=1

where & are uncorrelated random variables with zero mean and variances E[£%, ] = A.
To account for measurement errors, we extend the model to include uncorrelated errors
with mean zero and constant variance 0. Let Y;; be the j-th observation of the random

function X;(-) made at a random time T;;, with additional measurement errors g, ;:
Y;i=Xi(T;j)+ ¢i; :M(Tij)‘i‘zgik¢k(7}j)+%j, T;eT. (4.3)
k=1

Here, E(yp;;)=0, Var(y;;)= o?, and the number of measurements N; made on the i-th subject
is random, reflecting sparse and irregular designs.

The first step in the PACE method involves estimating the mean function u(z) of the un-
derlying random trajectories. This is achieved by applying local linear smoothing. The mean
function represents the average trend across all subjects and is crucial for understanding the
overall behavior of the data. By fitting local lines to the observed data points and minimizing
the weighted least squares, we obtain a smooth estimate of u(¢) that adapts to the sparsity and
irregularity of the measurements. Specifically, the mean function u(t) is estimated by solving

argmin, %, where a = (a,, @), and

n

Nj Ti'_
%(aFZZ’“(]h—t){m—ao—al(t—ﬂ)}z (4.4)
u

i=1 j=1
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where K is a kernel function with bandwidth . The desired estimated mean function j(#) =
dy(1).

Next, we would like to estimate the covariance function G(s, t), which captures the variabil-
ity and dependence structure of the trajectories around the mean function. To do so, we need
first to obtain the raw covariances, which are computed from the data, removing the diagonal

elements to account for measurement errors, as follows:
Gi(Tj, Ti) = (Y —(T)) (Y — U T)),  j#1. (4.5)

These raw covariances are then smoothed using a bivariate smoothing technique, resulting in a
smooth estimate of the covariance surface. To estimate the covariance function G(s, t) for s # ¢,
we smooth the raw covariances by solving (8o, 1, B.) = argming g s G, where 5 = (S, 61, B1),

and

L T.,—s T,—t
Z5(B) Kz( ! ,’—){Gi(Tij,le)—
' : g g (4.6)

(Bo+ B (s=T;)+ Bolt —T)}*

where k, is a kernel function, h is the bandwidth parameter and fy, ,, and (3, are the co-
efficients of the local linear surface approximation. They represent the intercept, the slope
along the s-direction, and the slope along the ¢-direction, respectively. Here, G;(T;;, T;;) are
the raw covariances, K, is a bivariate kernel function, and h, is the bandwidth parameter. The
estimated G(s, t) is then given by /30(5, r).

To account for measurement errors, the variance o of the errors is then estimated. This is
done by fitting a local quadratic component along the direction orthogonal to the diagonal
of the covariance surface and a local linear component along the diagonal. The estimated
variance o? reflects the additional noise present in the observations and is subtracted from the

diagonal elements of the covariance surface to obtain a more accurate representation of the

underlying variability in the data.
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To obtain the adjusted estimate of G(t, t) on the diagonal, denoted as G(t), the approach
suggested in Yao et al. (2005) is to first rotate both x-axis and y-axis by 45° clockwise and obtain

the coordinates of (Ti T k) in the rotated axes, denoted by (Tf;’ T;}kc)’ ie.,

T* v2/2 V22 \(T.
)
I —v2/2 v2/2 |\

ik

The estimate can then be obtained by minimizing the weighted least squares. Let (7, 71, 12) =

argmin, %, where ¥ = (y,,71,71), and

yR(T):Z Z Kz( ;lcs,;l—ct){Gi(Tij’Til)_

i=1 1<j#I<N;

(4.8)
(7’0 +1 (S - le) +1,(t— T,Z)Z)}Z ,

then we have G(t, t) = 7,(0, £ /+/2) obtained with the rotated coordinates.

Denote the diagonal of the resulting surface estimate by G(¢), and a local linear smoother fo-
cusing on diagonal values {G (¢,1)+ 02} by V(t), obtained by replacing input with {Gl- (T,- T )}
in the univariant kernel smooth function as .%,. To mitigate boundary effects, it is also recom-
mended to cut off the two ends of the interval to get a more stable estimate (Staniswalis and Lee
1998). Let |7 | denote the length of 7, and 7, be the interval 7, =[inf{x : x € 7} +|7|/4,sup{x :

X € 7}—|71/4]. The proposed estimate of o2 is

2 _ -
0'=— | {V(t)-G(t)}dt (4.9)
71 )5

if 2 > 0 and 6 = 0 otherwise.
The eigenfunctions ¢ (¢) and eigenvalues A, of the covariance function are then deter-

mined by solving the eigen-equations,

A A

f G(s, 1)pi(s)ds =Ar (1), (4.10)
T
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subject to the constraints fT (ﬁk(t)zd t=1,and fT qgk(t)qgm(t)d t =0 for m < k. The eigenfunc-
tions represent the principal modes of variation in the data, while the eigenvalues quantify
the amount of variation explained by each mode. These components are estimated from the
smoothed covariance surface and provide a basis for reconstructing individual trajectories.
The eigenfunctions and eigenvalues are critical for dimension reduction, allowing the complex
random trajectories to be represented using a small number of principal components.

The functional principal component scores £;; for each subject are estimated using con-
ditional expectation. This step involves predicting the principal component scores by condi-
tioning on the observed data for each subject, borrowing strength from the entire sample. This
approach provides the best linear prediction of the scores, combining information from both
the individual subject and the population as a whole. The predicted scores &;; are then used to
reconstruct the individual trajectories by projecting them onto the estimated eigenfunctions.

Let X, = (X, (T),... X (Ting)» ¥i = (Yoo Yin) s B4 = (0T, A Tig)T, and @, =
((ﬁk (T1),..., q3k (ZI}M))T. Assuming that £;; and g;; are jointly Gaussian, estimates for the FPC
scores are obtained by conditional expectation. By substituting estimates of mean function f,,
eigenvalues A, and eigenfunctions qg ;5> COvariance matrix flyi, the best prediction of ;. given
the observed data is:

~ AT ~—1

gik:E\[gikl ?i]:ikqbikzyi (?i_ﬂi)- (4.11)
The covariance matrix Xy, = cov(le,-, IN/i) = cov()Nf X i)+021 n; isa N; x N; matrix. The estimated
covariance matrix flyi is given by

(in)j,,=5(21,21)+62¢j1 (4.12)

for each (j, 1) element, with v ;; =1if j =1 and ¢ ;; = 0if j # I. In other words, adding variance
on the diagonal.
Following the assumption that the infinite-dimensional processes under consideration are

well approximated by the projection on the function space spanned by the first K eigenfunc-
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tions, the predicted trajectory for the i-th subject is given by:
K
XS () =p(0)+ > Endult), (4.13)
k=1

where K is the number of principal components retained.

The PACE method proposed by Yao et al. (2005) enables the prediction of individual smooth
trajectories even with sparse data, as this method constructs accurate predictions of the under-
lying trajectories. This is particularly useful in industrial prognostics and other applications
where data may be sparse and irregular. The PACE method also provides a framework for con-
structing pointwise and simultaneous confidence bands for the predicted trajectories, offering
a measure of uncertainty in the predictions.

However, applying functional principal components analysis (FPCA) directly to industrial
prognostics, particularly with sparse data, presents several significant challenges. Industrial
data is often decentralized, and distributed across multiple locations such as different factories
or machines, making it impractical to collect all the data in a central repository. FPCA tradi-
tionally requires pooling data to estimate the mean and covariance functions, which becomes
infeasible in such a decentralized setting.

Moreover, industrial data frequently contains sensitive information related to proprietary
processes or equipment conditions. Centralizing this data can lead to privacy concerns and
potential legal issues concerning data sharing and security. Ensuring the confidentiality and
integrity of the data while performing comprehensive analysis poses a substantial hurdle.

To address these challenges, we propose leveraging federated learning (FL) and differential
privacy (DP), which enables model training across multiple decentralized devices or servers
while keeping the data localized. This approach ensures data privacy and accommodates

decentralized data sources effectively.
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4.3 AFederated Learning Approach of FPCA

We propose a federated learning framework to address the challenges of applying FPCA directly
to industrial prognostics. This approach ensures data privacy, accommodates decentralized
sparse data, and improves knowledge of data insights for each participant.

Federated learning, introduced by McMahan et al. (2017), is a distributed machine learning
paradigm that enables training models on decentralized data without the need for data sharing.
The key idea is to train local models on each participant’s data and then aggregate the model
updates on a central server to obtain a global model. This approach has been successfully
applied to various machine learning tasks, such as deep learning (Kone¢n'y et al. 2016) and
support vector machines (Yang et al. 2019). One of the most well-known federated learning
algorithms demonstrated in McMahan et al. (2017) lets each local worker compute the gradients
of the model parameters based on its local data and send these gradients to a central server. The
server then aggregates the gradients from all workers and updates the global model parameters.
The updated global model is then sent back to the local workers for the next round of gradient
computation.

In our federated learning framework for FPCA (FL-FPCA), each local worker computes
gradient descent updates for estimating the mean function u(#) and the covariance function
G(s, t) based on its local data. These local gradients are then sent to a central server, which
aggregates them to obtain global gradients. These global gradients were sent to each participant
for descending local mean and covariance estimates. The global variance of measurement
error is obtained on the server in a similar manner, incorporating specific techniques purposed
in Yao et al. (2005). Finally, the central server aggregates the covariance estimates from all
workers and solves the global eigenfunctions and eigenvalues. This approach ensures that the
eigenfunctions and eigenvalues reflect the overall structure of the data collected from all nodes,
providing a comprehensive analysis without compromising data privacy.

In this section, we will go through the detailed federated learning framework of functional

principal component analysis for sparse data. We will first introduce the federated algorithm
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for estimating each step in the FPCA method, and then explain how we incorporate differential

privacy to protect the gradients.

4.3.1 Mean Function Estimate

The first step is to estimate the mean function y based on all available data. To estimate the

mean function, we need to solve argmin, .7, where @ = (a,, @), and

- aoma (- m)f 10

=33 (1

i=1j

The objective function ., is designed to minimize the discrepancy between the observed data
Y;; and a local linear model a, + ; (¢ — T;;), weighted by the kernel function k. This function
emphasizes data points close to the target point ¢ by assigning higher weights to them. And
when estimating u(¢), instead of using all £ € 7, we generate a uniform time grid on 7, denoted
as Tgig- This Tgiq should span the same interval as 7, but with a limited number of uniformly
distributed timestamps. Later, we will interpolate for ¢ € 7 when we need to use some ((7;;)

which are not on the timestamps of 7,

aria- Similar practices will also be used for estimating other

model components in the following subsections.

The basic idea of the federated learning algorithm is that each local worker computes
gradient updates for the smooth function using local data, and these updates are then aggre-
gated on a central server. The aggregation can be done by averaging, weighted averaging, or
summing up. The server then updates a global parameter vector by gradient descent, and
sent the parameter back to local workers to calculate local gradient for the next round. The
algorithm of the federated learning approach for estimating mean function is shown below in
Algorithm 7.

The algorithm operates iteratively, with multiple rounds of local computations and global
aggregations. Initially, each local worker m has access to its local dataset {{(T;;, Y; ])} }l b

where i indexes the subjects and j indexes the observations within each subject. A univariate
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Algorithm 7 FL-FPCA: Mean Function Estimate

Require: Local datasets {{(T;;, Y; J)} m}m, univariant kernel function «,(-), bandwidth hy,
learning rate 1), local sample size of each worker {g,,,})/_,
Ensure: Estimated mean function in vector {t
1: Initialize a©
2: for all ¢ in Fy;q do
3:  foreachround p=1,2,...,P do

4: for every worker m =1,2,..., M in parallel do

5: Compute local gradients V.#”) according to (4.15).

6: Send gradients V.") to the central server

7: end for

8: Aggregate gradients: U = SN V)

9: Update a = (a, @;) by gradient descent: ") = a»~" —n, UV
10: Broadcast @P’ to workers

11: end for

12:  Obtain estimated mean function: f(t)= a(t)
13: end for

14: Return vector {1

kernel function x,(-) and a bandwidth parameter b, are specified, alongside a learning rate ),
for the gradient descent updates.

In each round of the algorithm, every worker computes the local gradients of the objective
function &, with respect to the parameters @ = (@, @;). Suppose each worker m holds a local

(a‘y’ﬂm a'y;lm)
aao ) 5(11

dataset {{(7;;, ”)} my ",wherei=1,...,n,, j=1,...,N;,. The gradient V.7, =

for worker m is given by

(4.15)

0 Lo Jim (T — ¢

e 2y (e e}
J
N;

05 sl It
Sal =2 =Tk (]h—){lcf—ao—al(f—ﬂf)}
a, i=1 j=1 u

After computing the local gradients, each worker m sends gradient V&’M(’”) to the central
server. The central server computes an aggregated gradient, which represents the combined
gradient information from all workers, and then performs a gradient descent of the model

parameters on the server. The global parameter a'”) is then broadcasted back to all workers.
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Each worker uses the global parameter @' to calculate their local gradients V.77*" for the
next round of communication.

Once the specified number of rounds is completed, the central server holds an estimated
intercept &, (), which is the desired estimated mean function ().

Notice that this calculation needs to be done for all ¢ € 744, and the server collects results
of u(r) for all ¢ € 74, and obtains a vector fr. When (T;;) are required later for the following

calculation, we interpolate ((T;;) based on obtained fi.

4.3.2 Covariance Function Estimate

Following the estimation of the mean function u(¢), we need to estimate the covariance function
G(s, t) next. Notice that in practice, the result of the estimated mean function, {, is a vector,
while the result for the estimated covariance function, G, would be a matrix. When estimating
G, we also use the uniform time grid on 4 instead of using all ¢ € 7. Later, we will compute
eigenfunctions and eigenvalues based on this G on Taia» and then interpolate eigenfunctions
back to 7.

For now, the objective is to estimate the covariance surface, excluding the diagonal elements,
by solving the minimization problem argming %;, where 3 = (5, 51, 8,) and the objective

function .%; is defined as:

- Lij—s Ty —t
o(p)- o St 16T ) -
¢ i=1 1<j;£ZI<Ni ’ hg hg ! (4.16)

(Bo+ B (s—T;)+ ot —T)}"

where G;(T;;, T;;) = (Y;; — (T; ;)))(Y;; — A(T;,)) are the raw covariances, K,(, ) is a bivariate kernel
function, and h;; is the bandwidth parameter.

The algorithm of the federated learning approach for estimating the covariance surface
function is shown in Algorithm 8. Similarly to the mean function estimation, the algorithm

begins with local workers calculating raw covariances from their local data and the previously
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Algorithm 8 FL-FPCA: Covariance Function Estimate

Require: Local datasets {{(T;;, )} n}im, raw covariances G;(T;;, T;;) = (Y;; — A(T; )Yy —
a(T;))), j # 1 for each worker m, kernel function k,(,-), bandwidth hg, learning rates Ng
local sample size of each worker {q,,}_ _
Ensure: Estimated covariance surface function in matrix G
1: Initialize B©
2: for each pair of (s, 1) € Ziq do
3:  foreachround p=1,2,...,P do
for every worker m =1,2,..., M in parallel do
Compute local gradients V&”G(Z ) according to (4.17)

end for
Aggregate gradients: U =S VYG(Z )
: Update f3,, =(B, , b1, B, ) by gradient descent: /5(,7’2) = lj(n’f” —Ng U(C’;)
10: Broadcast f5,, to workers
11:  endfor
12 Obtain estimated covariance surface function G(s, t) = f(s
13: end for
14: Convert estimated G to be a symmetric matrix: G — %(5 + §T)
15: Return matrix G

4

5

6: Send gradient V.%," to the central server
7

8

9

estimated mean function i(¢). A bivariate kernel function «,(,-), bandwidth hg, and learning
rate 1) are specified.

Each round, every worker computes the local gradient Vyéz )based on the discrepancy
between the observed raw covariances and the model fy+ (s — T; ;) + B.(¢ — T;;). Suppose each
worker has a local dataset {{(T;;, Y; ])} m}im, for each local worker m, the gradient VI, =

(_9/30 B IR ) is given by

___22 Z Z(Uh—GS’ThG )(G ij» Li)—(Bo+

i=1 1<j#I<N;, 4.17)

Bi(s—T;;)+ Bt —T))

056, - Lij—s T;;—t
3—/51__22 Z Kz(h—Gy hG )(S_T )(G(T;]’T)

i=1 lﬁj#lﬁl\fim

(Bo+Bi(s—T;)+Bo(t —Ti))
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35” T,i—s T,;—t
== 22 > Z(Z—G,;l—c)(t—nj)(Gi(Ti,-,Tu)—

i=1 1<j#I<N;p,
(Bo+ B (s = T;)+ Bo (£ — Ti)))

These local gradients are then sent to the central server, which aggregates them and obtains
aglobal gradient. The server then updates the global parameter = (8, 8;, B.) through gradient
descent and the parameter B’ is broadcasted back to all workers, who use them to calculate
gradients for the next round.

After completing the specified number of rounds, the server has an estimated intercept
ﬁo(s, t), which gives the desired estimated covariance surface 5(3, )= /30(3, t). Such compu-
tation should be repeated for each pair of (s, t) for s, r € Z4, and the server will collect the
result G as a matrix. Notice that since each element in this matrix is estimated independently,
to make it a covariance matrix, we need to transform it to a symmetric matrix, as mentioned in

line 14 in algorithm 8.

4.3.3 Measurement Error Variance Estimate

After estimating the mean function and the covariance function, the next step in the PACE
method is to estimate the measurement error variance 0. This involves two main tasks: esti-
mating the covariance surface function on the diagonal and obtaining a local linear smoother
focusing on the diagonal values. The federated learning approach distributes these compu-
tations across local workers, and obtains a final estimate of o2 on the server. The complete
procedures for estimating o are shown in Algorithm 9.

To estimate the covariance surface function on the diagonal, we solve the optimization

problem argmin, /%, where 7 =(y,,71,72)- The objective function .#; is defined as

& Ti*'_ T;*_ B
A=Y Y w4 A fa (1)

i=1 1<j#I<N;

(4.22)
(rot7(s=1) + 12 (e = 13))}
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Algorithm 9 FL-FPCA: Measurement Error Variance Estiamte

Require: Rotated local data {{(Ti*]‘., 1@;)}’].2'; im , rotated raw covariances Gi(Ti’}, T3 = (Yl’]‘ —

1:
2:
3:
4:
5

@

10:
11:
12:

13:
14:

15:

,LTL(TI.”]‘.))(YZ.’; —((T3), j # I for each worker m, local datasets {{(T;;, Yij)}y;'"l’}?fl, raw covari-
ances G;(T;;, T;;) = (Y;; — (T; ))(Y;; — A(T;,)), j # I for each worker m, kernel functions (-, -)
and x,(-), bandwidths hyg, hy, learning rates 1), and 15, sample size of each worker {q,,}"_|
Ensure: Estimated measurement error variance 6

Initialize £ and 6
for each 1 € 74 do
for eachround p=1,2,...,P do
for every worker m =1,2,..., M in parallel do

Compute local gradients V%-‘,(z ) and Vy‘ﬁj ) according to equations (4.23) and (4.25),

respectively.

Send gradients V%?(Z "and Vy‘ﬁrf ) to the central server
end for
Aggregate gradients:

M M
ul=> v, ul=> v
m=1 m=1

(4.18)

Update r,, =(yo,,,71,,72,) and 6, =(8,,,0,, ) by gradient descent:

_ (p1 (p) _ -1 (p)
T(rZ)_T(rZ )_nYUR’ 5(p)_5(p )_775Uv

m m

Broadcast 7?) and 6'”’ to workers
end for
obtain the estimate functions

G(1)

N N
Yom(O,E), V(t)=0,,(t)

end for
Compute variance:

2 L
ézzmax(o, i Z {V(t)—G(t)}A(t))
1€(TgiaNT1)

(4.19)

(4.20)

(4.21)

where | 7| = sup(7)—inf(7), and 7, = [ inf(7) + 0.25|7 |, sup(T)—0.25|7| ], A(t) is the

length of the interval between ¢’s in 4.
return 62
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where Tl*j‘ and T; are rotated time points, and Gi(Ti*J‘., T;) are the raw covariances. Similar to

previous smooth functions, k, is a bivariate kernel function, while &y is the bandwidth.

. 0y 0Trg OFrm ie ot
For each worker m, the gradient V% | = (72, 7=, ) is given by

N T* — *__
%:_ZZ Kz(l]h—;,]:lh—;){(;i(z?]ﬁ)_(%"‘

970 i=1 1<j#I<Njp,
r(s=1:)+r.(e -T2}
0 S

o Ti—s Tr—t . -
Ty 3w e mta ()

i=1 1<j#AI<N;p

(4.23)

Fe=ey 3w A e el )

i=1 1< jAI<N;

(ro+ri(s =)+ ra(e = 7))}

nm

where each local worker m rotates their local dataset {{(Tl.’;., Yi*]‘.)};v;'"l’ }.2, computed according
to Equation (4.7).

Similarly to the previous steps, each worker computes local gradients V,VR(Z 'for the diagonal
covariance estimation and sends these gradients to the central server. The central server
aggregates these gradients for a global one, and performs gradient descent on the global
parameters. These parameters, 7'(” ) are then broadcasted to all workers. Each worker calculates
a new gradient using these parameters and their local data.

In parallel, we need to obtain a local linear smoother focusing on the diagonal values
{G(t,t)+0°} by V(¢). This involves solving argmin; .%,, where 6 =(6,, 0,) and the objective

function .}, can be defined as:

#@=3> w0 (U (e s s n)f e

i=1 j=1

where G;(T;;, T;;) are the diagonal values of the raw covariances.

Each worker also computes local gradients for the diagonal smoothing. For each worker m,
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. OFy DS\ s o
the gradient V., = ({;/—52", 6/5V1m ) is given by

oSy, R (Tt
o N I

i=1 j=1

0 L, T—t
35V1m:_zzz(t—1;,.)xl( - ){{G,-(Tij,1;-]-)}—60—51(1?—71-;)}

i=1 j=1

(4.25)

where each local worker m holds local dataset {{(T;;, Y; j)}y;’f}?;"l.

Then, each local worker m sends their gradients Vyé:l’ ) to the central server, the server
updates the global parameters 6 =(6,, 0,) using the aggregated global gradients, and sends the
global parameter 6" back to workers, for them to calculate gradients for the (p + 1) round.

After completing the specified number of rounds, the central server has estimated intercepts
70(0, %) and 6,(¢), which are how the server obtains global G(t)and V (1), respectively. Finally,
the measurement error variance o? is computed on the server by integrating the difference
between V(t) and G (t) over a trimmed interval 7; to mitigate boundary effects, as shown in
Equation (4.9). Notice that the t’s are discrete in practice, so we instead sum over the differences

between V(t) and G(t) for all ¢ € (7,

arid N ), as shown in Equation (4.21) of Algorithm 9.

4.3.4 Late Stages of FL-FPCA

Following the estimation of the mean function, covariance function, and measurement error
variance, the next step involves computing the eigenfunctions and eigenvalues of the estimated
covariance function G(s, t). Once the covariance surface G(s, t) has been estimated and the
central server aggregates covariance estimates from all nodes, the central server then solves
the eigen-equations to obtain the global eigenfunctions ¢,(¢) and eigenvalues A, directly.
This process involves solving the integral equations (4.10), where k indexes the principal
components. The eigenfunctions ¢ () represent the principal modes of variation, and the
eigenvalues A, indicate the amount of variance explained by each mode.

The server also computes the PCA scores & for each observation i by projecting the esti-
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mated mean function-subtracted data onto the eigenfunctions. The PCA scores are calculated
as (4.11). These FPC scores &;; represent the coordinates of the local data in the reduced-
dimensional space spanned by the eigenfunctions. These scores summarize the projection of
the data onto the principal component space and are critical for reconstructing the functional
data.

After calculating the eigenfunctions, eigenvalues, and PCA scores, the central server broad-
casts these components to all workers. Each worker then uses the received eigenfunctions and
PCA scores to perform the local projection. Each worker can reconstruct its functional data
using the estimated mean function, eigenfunctions, and FPC scores. The reconstructed data
for the i-th observation on a local worker is given by (4.13), where K is the number of retained
principal components. The value of K could be determined by generalized cross-validation, or
simply set as a fixed small value according to local worker’s preference. In the common practice
of FPCA, a small value of K, e.g., 2 or 3, performs well in most cases.

In summary, the central server performs eigenanalysis on the estimated covariance surface
to obtain the global eigenfunctions and eigenvalues and computes the PCA scores. These
components are then used by the workers to perform FPCA on their local data, project and
reconstructing the functional data. This federated approach ensures that each worker obtains
the global model components, eigenfunctions and eigenvalues while keeping its local data
private. The server’s role in computing the eigenfunctions and eigenvalues from the aggregated
covariance function ensures that the principal components capture the overall structure of the
data across all workers.

While this federated learning framework itself is a privacy-preserving approach, allowing
workers share only gradients but not data points, there are also certain concerns about infor-
mation leakage through the shared gradients. To further address this issue, we next present an

enhanced protection layer for the gradients using differential privacy.
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4.3.5 Differentially Private FL-FPCA

Let w denotes the variable for smooth function .. We have dim(w) = 2 for smooth function
with univariant kernel and dim(w) = 3 for smooth function with bivariant kernel. Desired
estimate functions given by f(#) = w,(t). We present the differentially private gradient update
for the federated learning framework of FPCA in Algorithm 10.

The approach for adding DP noises to gradients shown in Algorithm 10 can be integrated
into Algorithm 7, Algorithm 8, and Algorithm 9. Specifically, line 4 and line 7 in Algorithm 10
correspond to line 4 and line 5 in all three previous algorithms, respectively. To integrate DP,
one can simply insert lines 5 and 6, gradient clipping and gradient perturbation, before sending

gradients to central server in Algorithms 7, 8, and 9.

Algorithm 10 Differentially Private Gradient Update for FL-FPCA

Require: privacy budgets €, clipping threshold C,, |
Ensure: parameter vector

1: Initialize @®

2: foreachround p=1,2,...,P do

3:  for everyworker m=1,2,...,M in parallel do

4: Compute gradient V.# ()’ depends on the specific functions S(w)
5: Clip gradient:
VS ()P
V&ﬂ(w)(p) — VY(w)(’”)/maX(l, ”(,(‘&)

6: Add Laplace noise to the gradient:

VI (@) =V ()" +g,

where dim(g ,,) = dim(w), and g, ,0,,,(0,,)i.i.d~Laplace(0, 2C, +/ dim(w)/€,,)

7: Send DP protected gradients V. (w)?) to central server
8: end for

. Aggregate gradients: U”) =37 V.# ()
10:  Perform gradient descent: w?) = wP~=V—p U
11:  Broadcast w”) to workers
12: end for

In each round of the federated learning process, each worker m computes the gradient
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V. (w)P of the specific function .# () based on their local data. To ensure differential privacy,
the gradients are clipped using the clipping threshold C,, . Gradient clipping is a technique
that limits the magnitude of the gradients to a predefined threshold. If the L2 norm of the
gradient exceeds the threshold, it is scaled down to have a norm equal to the threshold. This
step helps to bound the sensitivity of the gradient and prevents individual data points from
having a disproportionate impact on the model.

Laplace noise is then added to the clipped gradients to achieve differential privacy. The
noise is drawn independently from the Laplace distribution with mean 0 and scale parameter
2C,m+/ dim(w)/€,,, where dim(w) equivalents to the dimension of the gradient and €, is the
privacy budget allocated to worker m. The addition of Laplace noise provides the necessary
privacy protection by obscuring the individual contributions to the gradients.

This DP algorithm simply concerns about the gradients. After adding DP noises to the gra-
dient, the rest steps in the previous algorithms should be followed, i.e., each worker sends their
differentially private gradients V.# () to the central server, which aggregates the received
gradients and gets a global gradient. The aggregated gradient U'? is then used to perform
gradient descent of the model parameter on the server. The parameter w? is then broadcasted
back to all the workers for the next round of updates. The algorithm repeats these steps for a
predefined number of rounds or until convergence is reached.

The privacy budget €,, controls the trade-off between privacy and utility. A smaller value of
€,, provides stronger privacy protection but may result in higher noise added to the gradients,
potentially affecting the accuracy of the learned model. The choice of €,, depends on the
desired level of privacy and the sensitivity of the data. Each worker can decide their own
privacy budget, depending on their privacy desires. However, the added noise on gradients
will disturb the decent direction, and aggregate such gradients will gather such distortion.
Therefore, the workers participating in the federated learning should follow a mutual policy to
guide the decision of privacy budget €, in order to achieve a mutual benefit from the aggregated

results.
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4.4 Simulation Study

We would like to conduct numerical studies to evaluate the performance of the proposed fed-
erated learning framework for functional principal component analysis (FL-FPCA), compared
with traditional FPCA models. We first demonstrate a simulation study, and we will also explore

a real-life case study in the next section.

4.4.1 Experimental Settings

We design a comprehensive simulation study to evaluate the performance of FL-FPCA in
industrial prognostics. The study mimics the characteristics of real-world industrial prognostics
data, which is often sparse, irregular, and distributed across multiple entities.

Consider a scenario with M workers, each worker m having ¢g,, samples. Each data sample
contains degradation signals and Time-to-Failure (TTF) data for a system, representing a
machine or component in an industrial setting. The simulated dataset comprises a total of
Z%Zl g, subjects in the training dataset.

To mimic the distributed nature of real-world prognostic data, we assume that the data is
collected by different workers, each assigned a subset of the training data. This setup reflects
the scenario where prognostic data is collected and stored by various entities, such as factories,
manufacturing lines, or sensors. In our study, we generate data for 200 systems and distribute
them among three workers: worker 1 gets 20 systems, worker 2 gets 30 systems, and worker 3
gets 50 systems. The remaining 100 systems are designated as testing data.

The degradation trajectory of each system i is modeled using the equation s;(¢) = —h%,
where b; is a random variable drawn from a normal distribution N(1,0.25), with 0 < <1 and
i=1,...,100. The time to failure (TTF) for each system is determined as the first instance when
the degradation trajectory s;(¢) reaches or exceeds a predefined threshold F = 2. This condition
is expressed mathematically as In(¥;) = —%, where j; denotes the TTF of system i.

To account for data acquisition errors, we introduce noise to the true TTFs. The observed

97



TTFs are computed as In(j;) = —% + {;, where {; is a random variable following a normal
distribution N(0,0.025). This noise component reflects the uncertainties and inaccuracies that
may occur during the data collection process in real-world settings.

The observed degradation signals, which represent noisy discrete observations of the un-

derlying degradation trajectories, are generated for each system i using the equation x(7;) =

b;
ll’l(Ti)

+v(7;), where v(7;) is a random variable following a normal distribution N(0,0.2), repre-
senting the random observation noise. Figure 4.1 illustrates the degradation signal data for
systems 1 to 15, providing a visual representation of the simulated data.

By generating data in this manner, we aim to create a realistic simulation of industrial prog-
nostics data that captures the distributed nature of data collection, the presence of noise and
uncertainties, and the varying degradation trajectories and failure times of different systems.
This simulated dataset will serve as the basis for evaluating the performance of our proposed
methods and algorithms in the context of industrial prognostics.

We use FL-FPCA to predict the trajectories, while using standalone FPCA on centralized
data and local FPCA on individual users as benchmarks. For FPCA on centralized data, we
assume that the FPCA is conducted on a central dataset containing all local datasets from all
workers, and we will refer to it as Non-FL FPCA. For local FPCA on individual users, we assume
each user performs FPCA on their local data only, without participating in the collaborative
federated learning. Moreover, we also evaluate DP-FL FPCA, in which we integrate differentially
private gradient updates for each gradient descent algorithms in FL-FPCA.

The FL-FPCA model is trained using the federated learning approach described in the
previous section, and we use the Gaussian kernel for smooth functions. We evaluate the perfor-
mance of FL-FPCA at two different sparsity levels, by sampling upon different percentages of
missing data, at 20% and 70%. We use the same fixed testing data contains 100 systems for all
models, and the evaluation metric is the error vector |(¥ — Y)/Y|. The reported error results
are aggregated for 5 repetitions, each repetition uses a random seed aligned with the repetition

number in assigning random subsets of data to workers.

98



System 2

Degradation Signal

Degradation Signal

Degradation Signal

Degradation Signal

© ©
c c
e i
(7] [77]
c c
kel K=
& ©
e el
o o
o o
QD [0)]
a a
Time Time
System 11
T 2 ® 2
c c
o o
w15 w15
c c
2 4 K=
& ©
e el
805 o
o o
QD [0)]
o (]
0 0.2 0.4

© ©
c c
D D
17} m 15 atee,
c c oty , 2K
PRRY A

] o . o Y
5 g ! RTINS AL r
o - B CIEARL LTS L M Sl
g g05::,.&‘._§. MR R
o @ A N
a a ghkar..

0 0.2 0.4

Degradation Signal Degradation Signal Degradation Signal Degradation Signal

Degradation Signal

15

0.5

15

0.5

* .,
[es
.

.
o
oyt
v, o S

-0.,'.? . -

o geme” v Eoll 7
¥ antigVy DI A
"&';s‘v ‘..". . "5 .

0

-
ot .J' c'...'a
L T

i

g s .

0

0.2 0.4
Time
System 15

Figure 4.1: Example of the degradation data, F = 2, truncated at largest mutual ¢.

99



4.4.2 Results and Analysis

We report results at two different sparsity levels. The first set of experiments has 20% missing
data, and the second set has 70% missing data. For each group of experiments, the results are
reported in boxplots, as shown in Figures 4.2 and 4.3.

In these figures, the left three boxplots used local FPCA on individual worker’s local data.
Recall that the first worker has 20 systems, the second worker has 30 systems, and the third
worker has 50 systems. In other words, the model for “Worker 1” was trained using only the local
g, =20 systems, so were the others. The boxplot labeled with “Non-FL’ represents the results
obtained from FPCA on centralized data, where all anzl g, = 100 training data was used,
combined from all three workers. The FL-FPCA model, on the other hand, has all 3 workers
participate in the training process, each hold their decentralized data, and communicating
with the central server on gradients and model parameters only.

Moreover, we also report DP-FL FPCA results. These models added differential privacy
noise on gradients for each stage of FL-FPCA gradient descent, as stated in Algorithm 10. To
evaluate the privacy guarantee brought by the DP approach, we evaluated DP-FL models at
three different privacy budget levels, € =1,0.7, and 0.5.

Simulation: Federated FPCA on Sparse Degradation Signals
Sparsity Level: 20% Missing
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Figure 4.2: Simulation: Error of FPCA Models (Sparsity Level: 20% Missing)
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From Figures 4.2 and 4.3, we can easily tell that the performance of FL-FPCA exceeds all
individual FPCA on local data, and is close enough to non-FL FPCA with centralized data.
Meanwhile, adding DP noises to gradients in FL-FPCA introduces larger error to the model
prediction results.

Take Figure 4.2 with 20% missing values as example, Worker 1 which has only 20 systems
has median error (and IQR) at 0.084(0.057), while worker 2 with 30 systems has 0.052(0.042).
Woker 3 with the largest local dataset has a median error (and IQR) of 0.019(0.028), which is the

smallest error among all three local models.

Table 4.1: Simulation: Boxplot Readings (Sparsity Level: 20% Missing)

Sparsity Level: 20% Missing

Error Q1 | Median | Q3 IQR
Worker 1 0.045 0.084 | 0.103 | 0.057
Worker 2 0.028 | 0.052 | 0.071 | 0.042
Worker 3 0.012 | 0.019 | 0.039 | 0.028
Non-FL 0.008 | 0.014 | 0.024 | 0.016
FL-FPCA 0.008 | 0.014 | 0.024 | 0.016
DP-FLe=1 0.009 | 0.015 | 0.026 | 0.018
DP-FL€=0.7 | 0.009 0.016 | 0.029 | 0.020
DP-FLe=0.5| 0.010 | 0.017 | 0.032 | 0.022

Non-FL model with centralized data, as expected, has the lowest error, with the median
(and IQR) at 0.014(0.016). The proposed FL-FPCA model is also at 0.014(0.016). The difference
between the median and IQR of prediction errors of the FL-FPCA model and the non-FL model
with centralized data is less than 0.0001, which is very close and suggests the two models
converge to the same level of performance. This is reasonable as the FL-FPCA model leverages
the collective knowledge from all workers without directly sharing the raw data. By aggregating
the local updates from each worker, the FL-FPCA model can capture the underlying patterns
and variations in the data, resulting in a performance comparable to the centralized data

model.
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For the DP-FL models shown on the three boxplot on the right side, we notice that they
yield a sightly larger error than non-DP federated learning and centralized data models, while
the error increases as the privacy budget € decreases. When € = 1, the median error (and IQR) is
0.015(0.018), while it is 0.016(0.020) at € = 0.7, And when € further decreases to 0.5, the median
error increases to 0.017(0.022). These results demonstrate that these DP-FL models provide
decent performance compared to FL-FPCA, and show improvement than local models.

A smaller privacy budget € implies stronger privacy protection but also more noise added
to the gradients. The noise across multiple stages of gradient descent can lead to a larger overall
error in the final model. When the privacy budget is very small, the added noise can signifi-
cantly impact the model’s performance, resulting in higher errors. This highlights the trade-off
between privacy and utility in differentially private learning: stronger privacy guarantees come
at the cost of reduced model accuracy.

To achieve a closer performance to Non-DP FL-FPCA model, we also noticed that DP-FL
models, in general, require more communication rounds, along with smaller learning rates. In
other words, this also suggests a trade-off between privacy and computational cost. To conduct
real-world applications using the DP-FL FPCA approach, the model should be carefully tuned
according to the privacy demands of participants.

Meanwhile, we can observe there are differences between the results of sparsity levels at
20% missing values and 70% missing values. When the data contains more missing values,
individual models of local workers show much larger errors than FPCA on centralized data
and FL-FPCA collaborated by all workers. For example, at 70% missing level, the median error
(and IQR) of worker 1 is 0.108(0.099), while the same worker at 20% missing level has a median
error at 0.084(0.057). The non-FL model with centralized data and FL-FPCA model both show
comparable performance 0.16(0.20) with the previous results from the lower sparsity level
0.14(0.16). This implies that the sparser and smaller the local dataset a worker has, the greater
a worker could benefit from joining federated learning.

We also notice that the DP-FL models perform worse than the models in the same privacy
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Simulation: Federated FPCA on Sparse Degradation Signals
Sparsity Level: 70% Missing
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Figure 4.3: Simulation: Error of FPCA Models (Sparsity Level: 70% Missing)

budget as the experiments at lower sparsity level. The median (and IQR) of the prediction error
for DP-FL models at € =1 is 0.017(0.025), and increases to 0.024(0.042) at € = 0.7. When the
privacy budget decreases to € = 0.5, the median of the DP-FL model increases to 0.045(0.081),
which is slightly higher than the local model of Worker 3 with amedian 0f 0.044(0.041). Therefore,
to provide motivation for workers with relatively larger datasets to participate in federated

learning, a sustainable privacy budget should be established.

Table 4.2: Simulation: Boxplot Readings (Sparsity Level: 70% Missing)

Sparsity Level: 70% Missing

Error Q1 | Median | Q3 IQR
Worker 1 0.057 | 0.108 | 0.156 | 0.099
Worker 2 0.039 | 0.073 | 0.104 | 0.064
Worker 3 0.026 | 0.044 | 0.066 | 0.041
Non-FL 0.007 | 0.016 | 0.027 | 0.020
FL-FPCA 0.008 | 0.016 | 0.027 | 0.020
DP-FLe=1 0.007 | 0.017 | 0.032 | 0.025
DP-FLe=0.7 | 0.010 | 0.024 | 0.051 | 0.042
DP-FLe=0.5| 0.018 | 0.045 0.100 | 0.081
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The simulation study demonstrates the effectiveness of the proposed FL-FPCA framework
in handling sparse degradation signal prognostic data while preserving data privacy. The results
show that the performance of FL-FPCA is comparable to that of centralized data FPCA, and
individuals with limited local data can greatly benefit from joining federated learning. The
study also highlights the trade-off between privacy and utility when using differentially private
gradient updates in FL-FPCA. As the privacy budget decreases, the model’s performance may
degrade due to the added noise, but stronger privacy guarantees are achieved. Overall, the
FL-FPCA framework provides a promising solution for collaborative learning in industrial

prognostics while maintaining data confidentiality.

4.5 Case Study

We will then demonstrate the performance of our proposed federated learning approach of

functional principal component analysis with an application on a real dataset.

4.5.1 Dataset and Experimental Settings

In this study, we utilize a dataset from Saxena and Goebel (2008) to assess the efficacy of our
proposed federated learning method. The dataset includes multi-sensor degradation data from
aircraft turbofan engines, encompassing 100 training engines that were run to failure and 100
test engines with operations halted prematurely at random times prior to failure. For the test
engines, the dataset also provides the actual times-to-failure (TTF). Each engine’s condition
was tracked using 21 sensors.

Prior research, particularly the work by Fang et al. (2017), has indicated that sensor 20,
analyzed with lognormal regression, offers the most valuable information for modeling this
dataset. Given that our study centers on functional principal component analysis, which
necessitates separate analysis for each sensor, we focus on the data from sensor 20 to assess

the performance of our federated learning algorithm.
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The degradation signals in both the training and test datasets exhibit varying lengths due
to failure truncation. This variation arises because engines are stopped for maintenance or
replacement upon failure, limiting the observation of degradation signals to the failure point.
Moreover, since different engines have distinct failure times, the length of these signals varies
across machines. To standardize the data, we truncate the degradation signals from all engines
to their first 150 timestamps. Engines with TTF less than 150 are excluded, resulting in a training
dataset of 94 engines and a test dataset of 37 engines.

The training data is then assigned to three different workers randomly: worker 1 receives
20 engines, worker 2 receives 30 engines, and worker 3 receives 44 engines. Similar to the
simulation study, we train a total of eight models. For each of the three workers, we first train
a local model using their respective local datasets. We then combine all data to train a non-
federated standalone FPCA model (Non-FL). Following this, we train a federated learning FPCA
(FL-FPCA) model assuming participation from all three workers. Lastly, we train three different
differential privacy federated learning (DP-FL) models, each at a different privacy budget level,
€ =1,0.7, and 0.5. For performance evaluation, we obtain the prediction error on the same
testing dataset for all models, which contains 37 engines after truncation.

Since the training data assignment was split randomly, and the DP noise was drawn from
the Laplace distribution randomly each time, in order to evaluate the robustness of the models
against the randomness factors, the whole evaluation process was repeated 5 times for 7 out of
8 models, except the non-FL model with centralized data, with different random seeds aligned

with the repetition number. The aggregated errors from all the repetitions are reported.

4.5.2 Results and Analysis

Similar to the simulation study, we report two sets of experiments for the case study with the
NASA dataset. The first set uses a sparsity level of 20% missing values, with results reported in
Figure 4.4, and the second set uses a sparsity level of 70% missing values, reported in Figure

4.5. From both figures, we can see that the general trends align with the previous simulation
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results.

Case Study with NASA Data: Federated FPCA
Sparsity Level: 20% Missing
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Figure 4.4: Case Study: Error of FPCA Models (Sparsity Level: 20% Missing)

In Figure 4.4, we can read the medians and IQRs for the prediction errors of different FPCA
models, as shown in Table 4.3. Just like the simulation results, the performance of FL-FPCA
converges to the Non-FL FPCA with centralized data. The median error (and IQR) for both
the non-FL model and FL-FPCA is at 0.027(0.028), and the difference between two readings
is less than 0.0001. Such a gap is not commonly noticeable and can be ignored in most cases,
demonstrating the effectiveness of the federated learning approach in leveraging decentralized
data while maintaining a performance level close to that of centralized data models.

The individual local models (Workers 1, 2, and 3) show higher prediction errors compared
to the FL-FPCA and Non-FL models. This is expected, as the local models are trained on smaller
subsets of the data, which may not fully capture the underlying patterns and variations. Among
the local models, Worker 3, which has the largest local dataset (44 engines), achieves the lowest
prediction error, with a median (and IQR) of 0.065(0.065). This highlights the importance of
having sufficient local data for training accurate models.

The DP-FL models, which incorporate differential privacy, exhibit higher prediction errors
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Table 4.3: Case Study: Boxplot Readings (Sparsity Level: 20% Missing)

Sparsity Level: 20% Missing

Error Q1 Median | Q3 IQR

Worker 1 0.101 | 0.205 0.298 | 0.197
Worker 2 0.051 | 0.103 0.155 | 0.104
Worker 3 0.032 | 0.065 0.097 | 0.065
Non-FL 0.013 | 0.027 0.041 | 0.028
FL-FPCA 0.013 | 0.027 0.041 | 0.028
DP-FLe=1 0.016 | 0.031 0.047 | 0.031
DP-FLe=0.7 | 0.026 | 0.050 0.076 | 0.050
DP-FL€e¢=0.5| 0.051 | 0.100 0.151 | 0.100

compared to the non-private FL-FPCA and Non-FL models. As the privacy budget € decreases,
the prediction error increases. Among all three DP-FL models, the one with the largest privacy
budget, € =1, has a median error (and IQR) at 0.031(0.031). And when € = 0.7, the median is
0.050(0.050), which is higher than 0.027(0.028) of the non-DP FL-FPCA model, but still lower
than the local model of Worker 3, which is 0.065(0.065). However, the DP-FL model with € =0.5
has a significantly higher median error (and IQR) as 0.100(0.100). The overall trend is similar to
the simulation study and demonstrates the trade-off between privacy and utility in differentially
private learning. Stronger privacy guarantees (lower €) come at the cost of reduced model
accuracy due to the added noise in the gradients, and the DP-FL. model should be carefully
tuned in practice.

Figure 4.5 and Table 4.4 show the results for the case study with a sparsity level of 70%
missing values. The overall trends are similar to those observed in the 20% missing values case,
with FL-FPCA performing comparably to Non-FL FPCA and outperforming the individual local
models. However, the prediction errors are generally higher compared to the 20% missing
values case, indicating the impact of data sparsity on model performance. For example, the
median error (and IQR) of Non-FL and FL-FPCA models are both 0.038(0.038) at the sparsity
level of 70% missing values, while both Non-FL and FL-FPCA models at the sparsity level of 70%
missing values have median at 0.027(0.028). The three local models also have higher prediction

errors in the sparsity level of 70% missing values than 20% missing values.
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Case Study with NASA Data: Federated FPCA
Sparsity Level: 70% Missing
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Figure 4.5: Case Study: Error of FPCA Models (Sparsity Level: 70% Missing)

Moreover, we notice that the DP-FL model at ¢ = 0.7 has a median error (and IQR) of
0.075(0.070), which is already close to worker 3’s results, 0.078(0.076). At € = 0.5, the DP-FL
model has a relatively high prediction error, which has a median of 0.116(0.110). This also
verified the results from our previous investigation, and suggests a balance must be achieved

by carefully model tuning when applying the DP-FL algorithm.

Table 4.4: Case Study: Boxplot Readings (Sparsity Level: 70% Missing)

Sparsity Level: 70% Missing

Error Q1 Median | Q3 IQR

Worker 1 0.128 | 0.247 0.351 | 0.223
Worker 2 0.066 | 0.124 0.181 | 0.116
Worker 3 0.041 | 0.078 0.117 | 0.076
Non-FL 0.019 | 0.038 0.057 | 0.038
FL-FPCA 0.019 | 0.038 0.057 | 0.038
DP-FLe=1 0.032 | 0.059 0.087 | 0.055
DP-FLe=0.7 | 0.041 | 0.075 0.111 | 0.070
DP-FLe=0.5 | 0.064 | 0.116 0.174 | 0.110

Comparing the case study results with the simulation study, we can observe similar patterns.
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Both studies demonstrate that FL-FPCA performs comparably to Non-FL FPCA with centralized
data, highlighting the effectiveness of the federated learning approach. Additionally, individual
local models have higher prediction errors compared to FL-FPCA and Non-FL models in both
studies, emphasizing the benefit of collaborative learning. Furthermore, DP-FL models exhibit
a trade-off between privacy and utility in both cases, with stronger privacy guarantees leading
to higher prediction errors. Meanwhile, the prediction errors in the case study are generally
higher than those in the simulation study, which could be attributed to the differences in the
underlying data distribution and the specific characteristics of the NASA dataset.

The case study using the NASA dataset demonstrates the applicability and effectiveness
of the proposed federated learning approach for FPCA in a real-world industrial prognostics
setting. The results align with the findings from the simulation study, showing that FL-FPCA
performs comparably to Non-FL FPCA with centralized data while maintaining data privacy.
The study also highlights the benefit of collaborative learning for organizations with limited
local data, suggests that when local datasets are limited or sparse, participating in federated
learning can significantly improve model performance compared to training models solely on
local data. We also investigated the trade-off between privacy and utility when incorporating
differential privacy. Specifically, the choice of privacy budget € in differentially private federated
learning should be carefully considered based on the specific privacy requirements and the
acceptable level of model accuracy. The case study provides valuable insights into the practical
implementation of federated learning in industrial prognostics and supports the findings and

conclusions drawn from the simulation study.

4.6 Conclusions

In this paper, we propose a federated learning framework for functional principal compo-
nent analysis (FL-FPCA) to address the challenges of sparse data prognostics in industrial

settings. The proposed framework allows for collaborative learning of the FPCA model while
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keeping the data decentralized, thereby preserving data privacy and avoiding the need for data
centralization.

The key contributions of this work are as follows: first, we introduce a federated learning
approach for FPCA that enables the estimation of the mean function, covariance function, and
eigenfunctions from decentralized and sparse data. Meanwhile, we also integrate differentially
private gradient aggregation into the federated learning framework to enhance the privacy
guarantees and protect against potential gradient leakage. Moreover, we conducted compre-
hensive numerical studies to evaluate the performance of FL-FPCA in various experimental
settings, demonstrating its effectiveness in handling sparse and irregular prognostic data while
preserving data privacy.

To evaluate the performance of the proposed FL-FPCA framework, we conduct a com-
prehensive simulation study and a case study using the NASA turbofan engine dataset. The
simulation study mimics the characteristics of real-world industrial prognostics data, which is
often sparse and distributed across multiple entities. The results demonstrate that FL-FPCA
performs comparably to Non-FL FPCA with centralized data. This indicates that the federated
learning approach can achieve similar accuracy while preserving data privacy and avoiding
the need for data centralization. The study also highlights the importance of data quality and
representativeness at each worker, rather than the number of workers itself, in determining
the performance of the federated learning approach.

The case study using the NASA dataset further validates the effectiveness of the proposed
FL-FPCA framework in a real-world industrial prognostics setting. The results align with the
findings from the simulation study, showing that FL-FPCA performs comparably to Non-FL
FPCA with centralized data while maintaining data privacy. The case study also highlights the
benefit of collaborative learning for organizations with limited local data and the trade-off
between privacy and utility when incorporating differential privacy.

The proposed FL-FPCA framework has significant implications for industrial prognostics.

It enables organizations to leverage the power of collaborative learning while maintaining the
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privacy and security of their data. This is particularly important in industrial settings, where
data is often sensitive and proprietary, and sharing raw data across different entities is not
feasible or desirable. By allowing for decentralized learning, FL-FPCA enables organizations to
benefit from the collective knowledge and insights derived from the data without compromising
data privacy.

Furthermore, the integration of differentially private gradient aggregation into the FL-FPCA
framework provides an additional layer of privacy protection. Differential privacy ensures that
the learned model does not reveal sensitive information about individual data points, even in
the presence of adversarial attacks or gradient leakage. This is crucial in industrial prognostics,
where the privacy and security of the data are of utmost importance.

In conclusion, the proposed FL-FPCA framework offers a powerful and privacy-preserving
approach for collaborative learning in industrial prognostics. It enables organizations to lever-
age the benefits of decentralized data while maintaining data privacy and security. The sim-
ulation study and case study demonstrate the effectiveness of FL-FPCA in handling sparse
and decentralized prognostic data, highlighting its potential for real-world applications. As
industries continue to generate vast amounts of data and the need for privacy-preserving ana-
lytics grows, the FL-FPCA framework provides a promising solution for enabling collaborative

learning while safeguarding sensitive information.
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CHAPTER

CONCLUSION

5.1 Summary of Contributions

This dissertation has explored and advanced the field of privacy-preserving data analytics
specifically applied to industrial prognostics. Through three distinct yet interconnected studies,
we have developed approaches that integrate differential privacy and federated learning into
statistical models for prognostics, ensuring the protection of sensitive data while maintaining
predictive accuracy. The key contributions of this research are summarized as follows.

The first study introduced differentially private log-location-scale (DP-LLS) regression mod-
els by incorporating differential privacy into LLS regression through the functional mechanism.
This approach involves injecting noise into the log-likelihood function of LLS regression to

achieve perturbed parameter estimation. By doing so, we have been able to protect data privacy
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without significantly compromising the predictive utility of the models. This represents an
advancement in the application of differential privacy to regression models used in industrial
prognostics, ensuring that sensitive data remains protected while still allowing for accurate
failure time predictions.

In the second study, we developed a privacy-preserving sensor selection method for multi-
sensor prognostics. This method utilizes LLS regression with group lasso for effective sensor
selection, ensuring that only the most relevant sensors are used in the prognostic models.
The regression models are optimized using the proximal gradient descent method and are
enhanced with differential privacy to protect sensitive information. This study addresses the
challenge of selecting the appropriate sensors for prognostic models in a manner that preserves
privacy, thereby enabling more efficient and secure industrial prognostics.

The third study proposed a federated learning framework incorporated with differential
privacy for functional principal component analysis (FL-FPCA). This framework allows users
with sparse data to benefit from collaborative analysis while ensuring privacy. The incorpo-
ration of differential privacy within the federated learning paradigm provides a solution to
address privacy concerns in industrial prognostics. By enabling collaborative data analysis
without compromising individual data privacy, this framework facilitates more accurate and
comprehensive prognostic modeling.

The integration of privacy-preserving techniques into industrial prognostics has important
implications for both industry and academia. By ensuring the confidentiality of sensitive data,
these methods facilitate the wider adoption of predictive maintenance strategies, which can
lead to cost savings and efficiency improvements. Predictive maintenance relies heavily on
the ability to analyze data from various sensors and systems to predict failures before they
occur. However, the use of sensitive or proprietary data in these analyses introduces significant
privacy concerns. The methodologies developed in this dissertation provide a foundation
for future research and applications in the field, demonstrating that privacy and predictive

accuracy can coexist.
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The advancements made in this dissertation show that it is possible to protect sensitive
data while still enabling effective prognostic modeling. This has the potential to change how
industries approach maintenance and operational efficiency. By adopting privacy-preserving
data analytics, industries can improve their predictive maintenance strategies without com-
promising the privacy of their data. This not only enhances operational efficiency but also

builds trust with stakeholders by ensuring that sensitive information is protected.

5.2 Future Research Directions

While this dissertation has made progress in privacy-preserving industrial prognostics, several
areas warrant further exploration. One area that requires attention is the scalability and perfor-
mance of the proposed models. Future research could focus on enhancing the scalability and
performance of the models to handle different datasets and more complex industrial systems.
Efficient algorithms and computational techniques need to be developed to ensure that the
models can be applied to real-time industrial environments. This will involve exploring new
computational methods and optimizing existing ones to handle the various data forms and
their complexity.

Another area for future research is the broader application of the privacy-preserving tech-
niques presented in this dissertation. These techniques can be extended to other domains
within industrial engineering and beyond. Exploring their applicability in different contexts
will help generalize the methods and uncover new opportunities for privacy-preserving data
analytics. For example, these techniques could be applied to healthcare, finance, and other
fields where data privacy is a concern.

Improved privacy guarantees are also a crucial area for future research. Investigating ad-
vanced privacy-preserving mechanisms and their integration with existing models can provide
stronger privacy guarantees. Incorporating the methods proposed in this dissertation with

advanced privacy techniques from other fields may offer the potential to provide even greater
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privacy protection while maintaining the accuracy and utility of the prognostic models.
Understanding the dynamics of user collaboration in federated learning environments
is another important area for future research. Future work should explore incentive mecha-
nisms to encourage participation while maintaining privacy. Additionally, developing robust
methods to handle non-cooperative or malicious participants will be essential for practical
implementations. Ensuring that all participants can trust the federated learning process is

crucial for its success, and this will require addressing both technical and social challenges.

5.3 Final Remarks

In conclusion, this dissertation has made progress in addressing the privacy concerns inherent
in industrial prognostics through the innovative application of differential privacy and feder-
ated learning. The methodologies developed herein not only protect sensitive information but
also maintain the predictive power necessary for effective prognostic modeling. As industries
continue to embrace data-driven approaches for maintenance and operational efficiency, the
integration of privacy-preserving techniques will be important.

The work presented in this dissertation lays a foundation for future advancements in this
area, ensuring that the benefits of predictive analytics can be realized without compromising
data privacy. By demonstrating that privacy-preserving data analytics can be effectively ap-
plied to industrial prognostics, this research opens up possibilities for the use of predictive
maintenance strategies across various industries. The methodologies developed here provide a
roadmap for future research and applications, highlighting the potential for privacy-preserving

techniques to contribute to the field of industrial prognostics and beyond.
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A

PROOFS IN CHAPTER 2

Proof of Proposition 1
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which is a polynomial of p; and g. To truncate it to the second order, we have
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Proof of Proposition 2

Recall the polynomial function
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Notice we have d + 2 variables, {p,, p1, ..., ps, q}. Since our polynomial function was trun-
cated by the second order, the polynomial basis of this function consists of zeroth-order,
first-order, and second-order combinations of the set of variables. The zeroth-order basis is
1 and its corresponding coefficient is w; =—22. The first-order basis is g and its correspond-
ing coefficient is w, = 2n. The second-order basis contains g2, {p]q} =0 {p]2 ;i o and the

pairwise terms {{p; ph} o} o .- Their corresponding coefficients are w,. =—3 s(n+>0, ),
{wy,q= D1 Yi l]}] o (W2 =—3 D lxlj ] —o and {{w,, ,,, =—3 3 X ih}?:o}Z:O,h#j’ respec-
tively.

Let D and D’ be any two neighbor databases that differ by one data point. Without loss
of generality, we assume that D and D’ differ in the last sample. Let (y,,{x, j}‘? ) be the
last sample in D and (y/, {xn]}f |) be the last sample in D’. Recall that ’y ({p]} ,q) and
U ({ p]} , q) are the objective functions of regression analysis on D and D’, respectively. In
addition, the weights of , ({p]} ,q) arew wq qu,{wpq o= plw 2}] o Hw wP }] o h Ok

PjPn

and the weights of 7, ({p; }, q) are w?’, wf , qu ,{wp q}] 1,{wD 7 . {{w’?;] }d 0}h:()’h;,éj.Thus,

we have
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Please notice that we have scaled the jth predictor by using x;; =0 ja (;] , where a; =
J

min{{Xx;;} ,} and §; = max{{X;;},} denotes the minimum and maximum values of the jth
. . 1 1 1 1
predictor, respectively. Thus, we have ||x,;[l; < 75 ||x,’lj||1 <= |, < 75 llx) Il < 75
||x ||1_ d,llx 1 < d,z 1||x2 <1, ||x,1]xnh||1§$.Also, recall that we have scaled y; € [—1,1]
. 1 1
forall i. Thus, ||y,|l; <L, [y 1 <1, |y, X1l £ 5 and ||y,;x;lj||1 < —=. Furthermore, we have not

scaled the x,,,, which is the predictor corresponding to the intecept. Thus, || x|/, = 1.

Proof of Proposition 3

Let D and D’ be any two neighbor databases that differ by one data point. Without loss of
generality, we assume that D and D’ differ in the last sample. Let (y,, { x, }4 ) be thelast sample

inD and(y/,{x] )bethelastsamplein D’. Let 22 (¢ ({p]} ,q)lD)andg’ ({pj} ,q)ID)

n]]l
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denote the probability that the output of the algorithm given dataset D and D’ respectively.
Let w denote polynomial weights after adding noises, i.e., w + Lap(%). For example, w0, =
wp + Lap( ) using database D and 0, = w) "+ Lap( ) using database D’. Recall that the pdf of
Laplace distribution with zero mean and scale 2 Sispdf(x)=s5% exp(—%) and A=4+4Vd+d.

Thus, we have the following:
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This implies that the computation of { ({pj}a.l , q) ensures e-differential privacy. Since the
final result of Algorithm 1 is achieved by solving / ({ p]} , q) without using any additional

information from the original database, Algorithm 1 satisfies e-differential privacy as well.
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Proof of Proposition 4

Based on Taylor’s expansion, we have
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Proof of Proposition 5

Recall our polynomial function is
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The zeroth-order basis 1 has coefficient w; =—n (% + 210g2), and the first-order basis g
has coefficient w, = 2n. The second-order basis are g2, {p]q}] o {p] =0 and the pairwise
combinations {{p; p}{_,}i_, ;- Their corresponding coefficients are w,. = —(2+3>", 93,
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Let D and D’ be any two neighbor databases that differ by one data point. Without loss
of generality, we assume that D and D’ differ in the last sample. Let (y,, {x, j}?zl) be the last

sample in D and (y,,{x, ) be the last sample in D’.
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Recall that 7, ({ p]} ,q) and ({ p]} ,q) are the objective functions of regression
analysis on D and D’, respectively. In addition, the weights of objective function 7, ({ p; }j:O , q)
are w wq qu, {wp q}f plw 2}] _o Hw D }] o h Ok and the weights of objective function

p] Ph

({p]} q) are wP ,wq qu,{wpq “ 1,{w }d o and{{wp p}}j o _onzj- Thus, we have

127



d
D D’ D D’ D D’ D D’
lw? —w? l+llw? —w? |, + | wh - ||1+Z||wpq—w D lwp—w X+
=0

d d
D
Z Z”wp]ph P;Ph“

n=Lh#j j=0

—o+o+||——yn+ y,fm Znynxn, VX n,||1+Z||——x 4o x’2||1
j:O

d d

1 o

ZZ Z ||_xnjxnh+xnjxnh||l
Jj=0 h=0,h#j

d d
1 1 1 1
U=y v+ 5 D 1 xasll+5 D 1=y x n]||1+2||——x5]||1+2||— X2,
j=0 j=0
1 d d 1 d d
DD I R IS D B A

Jj=0 h=0,h#] Jj=0 h=0,h#j
1 1 1 1 1
- 1 xd)+-(1+—=xd)+—-(1+1 1+1)+
4+4+2(+1/E ) 2(+«/3 )+4(+)+ —(1+1)+
Z(dx(d—l)x%+2xdx‘/%)+i(dx(d—l)x%+2xdx\/%)
=2+2Vd+-d
Please notice that we have scaled the jth predictor by using x;; = #ﬁ, where a; =
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. . 1 1 1
predictor, respectively. Thus, we have ||x,;[|; < Wik ||x,’”.||1 < 75 [, < ||xnh||1 < 75
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nnj

scaled the x,,y, which is the predictor corresponding to the intercept. Thus, || x|/, = 1.

Proof of Proposition 6

The proof is the same to that of the proof of Proposition 3 except that A=2+2+v/d + 3d.
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