ABSTRACT

LIU, YAO. Wireless Physical Layer Security. (Under the diien of Peng Ning.)

Wireless communication is ubiquitous today. Various veissl applications like WiFi, bluetooth,
and cellular networks have been widely used in people’yydi#éd. How to protect the physical layer
of wireless communication is crucial for applications wdegliable information exchange is required.
On the other hand, characteristics of wireless physicarlayeate new opportunities for us to come up
with novel and efficient approaches that can guarantee theigeof wireless physical layer. This dis-
sertation includes four work toward the protection of wesd physical layer. The first and second work
propose solutions to combat jamming attacks, which are kvadivn threats to wireless communica-
tions. The third work utilizes physical layer charactecsto authenticate wireless signal for cognitive
radio networks (CRNs), and the lats work identifies and asidr® vulnerabilities existing in the link
signature authentication techniques.

The first work, targets at a well known threat to wireless camitations, i.e., jamming attacks.
Jamming resistance is crucial for applications wherelkdiireless communication is required. Spread
spectrum techniques such as Frequency Hopping Spread8pdEHSS) and Direct Sequence Spread
Spectrum (DSSS) have been used as countermeasures agamahg attacks. Traditional anti-jamming
techniques require that senders and receivers share alsgcie order to communicate with each other.
However, such a requirement prevents these techniquedseorg effective for anti-lammingroadcast
communication, where a jammer may learn the shared key froomgromised or malicious receiver
and disrupt the reception at normal receivers.

To address this problem, we propose a Randomized DiffaleBtsSS (RD-DSSS) scheme to
achieve anti-jamming broadcast communication withoutesh&eys. RD-DSSS encodes each bit of
data using the correlation of unpredictable spreading o8gecifically, bit “0” is encoded using two
different spreading codes, which have low correlation weéich other, while bit “1” is encoded using
two identical spreading codes, which have high correlatiom defeat reactive jamming attacks, RD-
DSSS uses multiple spreading code sequences to spread essaga and rearranges the spread output
before transmitting it. Theoretical analysis and simolatiesults show that RD-DSSS can effectively
defeat jamming attacks for anti-jamming broadcast comuatitn without shared keys.

The second work targets at reactive jamming attacks, whielhe& most effective jamming attacks
against wireless communication. A reactive jammer jamstannel only when the target devices are
transmitting. Therefore, it is more energy efficient anddearto detect. Frequency Hopping Spread
Spectrum (FHSS) and Direct Sequence Spread Spectrum (O#8&)een widely used as counter-
measures against (reactive) jamming attacks. Howeven, BIdSS and DSSS will fail if the jammer
can jam all frequency channels or has large transmit power.

In this work, we present BitTrickle, an anti-jamming wirgdecommunication scheme that allows



communication in the presence of a broadband and high paeaetive jammer. BitTrickle transmits

messages by taking advantage of the subtle opportunityatisss from the reaction time of a reactive
jammer. Unlike FHSS and DSSS, BitTrickle does not assumadive jammer with limited spectrum

coverage and transmit power, and thus can be used in scendrare traditional approaches fail. We
develop a prototype of BitTrickle using GNURadio to evatuiie performance of BitTrickle. Our re-

sults show that when a reactive jammer is turned on, BitTeiskill maintains wireless communication,

whereas other schemes such as 802.11 DSSS fails to delskatpa

The third work targets at wireless signal authenticatioodgnitive radio networks. Cognitive radio
networks have been proposed to increase the efficiency ahehatilization and address the increasing
demand for wireless bandwidth; they enable the sharingarficbls among secondary (unlicensed) and
primary (licensed) users on a non-interference basis. Argkry user in a CRN should constantly
monitor for the presence of a primary user’s signal to aveidrfering with the primary user. However,
to gain unfair share of radio channels, an attacker (e.glfisls secondary user) may mimic a primary
user’s signal to evict other secondary users. Thereforecars primary user detection method that can
distinguish a primary user’s signal from an attacker’s algeineeded. A unique challenge in addressing
this problem is that Federal Communications CommissiorQH&ohibits any modification to primary
users. Consequently, existing cryptographic technigaesa be used directly.

In this work, we develop a novel approach for authenticagiripary users’ signals in CRNs, which
conforms to FCC'’s requirement. The proposed approachraiieg)cryptographic signatures and wire-
less link signatures (derived from physical radio chanhelracteristics) to enable primary user detec-
tion in the presence of attackers. Essential to the propagprbach is &elper nodeplaced physically
close to a primary user. The helper node serves as a “bridgeridble a secondary user to verify cryp-
tographic signatures carried by the helper node’s signadstiaen obtain the helper node’s authentic
link signatures to verify the primary user’s signals. A keyntribution is a novel physical layer au-
thentication technique that enables the helper node teeatitiate signals from its associated primary
user. Unlike previous techniques for link signatures, tfappsed approach explores the geographical
proximity of the helper node to the primary user, and thusdus require any training process.

The last work targets at vulnerability analysis of wirelésk signature authentication, which is a
physical layer authentication mechanism that uses theuanigreless channel characteristics between
a transmitter and a receiver to provide authentication oéless channels. We identified a vulnerability
of existing link signature schemes by introducing a newcéittaalledmimicry attack It was assumed
that “an attacker cannot ‘spoof’ an arbitrary link signatuand that the attacker “will not have the
same link signature at the receiver unless it is at exactys#me location as the legitimate transmitter”.
However, this work shows that an attacksamn forge anarbitrary link signature as long as it roughly
knows or can estimate the legitimate signal at the recaivecation. To defend against the mimicry
attack, we proposed a novel construction for wireless ligkature, calledime-synched link signature
by integrating cryptographic protection and time factdoitraditional link signatures.
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Chapter 1

Introduction

Wireless communication is ubiquitous today. Various vessl applications like WiFi, bluetooth, and
cellular networks have been widely used in people’s dafly. [iThere exist unique security needs in
wireless physical layer. For example, wireless medium @osgd to the public, which makes it easy
for an attacker to eavesdrop the communication or block dimencunication by transmitting jamming
signals. As another example, an attacker or a selfish userimjent fake signals into the wireless
channel to undermine the normal operations of legitimatgsusHow to protect the physical layer of
wireless communication is crucial for applications wheaigable information exchange is required. On
the other hand, characteristics of wireless physical lageate new opportunities for us to come up with
novel and efficient approaches that can guarantee the geotirvireless physical layer. Prior work
have demonstrated successes in utilizing physical laymyepties like radio channel characteristic and
modulation errors as fingerprints to authenticate wiretiessces [12, 65, 112].

This dissertation includes my four work toward the protactdf wireless physical layer. The first
and second work propose solutions to combat jamming attatksh are well known threats to wireless
communications. The third work utilize physical layer dzeristics to authenticate wireless signal for
cognitive radio networks (CRNs), and the last work idergifd addresses vulnerabilities existing in
the link signature authentication techniques. Detailhosé work will be shown in Chapters 2, 3, 4
and 5. In the following, | give the motivations of the four Waespectively.

1.1 Randomized Differential Direct Sequence Spread Speatm

Wireless communications is vulnerable to jamming attackes th the shared use of wireless medium.
A jammer can simply take advantage of a radio frequency (R¥icé (e.g., a waveform generator) to
transmit signals in the wireless channel. As a result, $sgofithe jammer and the sender collide at
the receiver and the signal reception process is disrufiedrefore, jamming resistance is crucial for
applications where reliable wireless communications dgslired.



Spread spectrum techniques have been used as countereseagamst jamming attacks. Direct
Sequence Spread Spectrum (DSSS), Frequency Hopping Sppeattum (FHSS), and Chirp Spread
Spectrum (CSS) are three common forms of spread spectriimdees [68]. In classic spread spectrum
techniques, senders and receivers need to pre-share al@gcrevith which they can generate identi-
cal hopping patterns, spreading codes, or timing of pulsesdmmunication. However, if a jammer
knows the secret key, the jammer can easily jam the commtioricay following the hopping patterns,
spreading codes, or timing of pulses used by the sender.

There have been a few recent attempts to remove the depgnoiejaeanming-resistant communi-
cations on pre-shared keys [8, 69, 87, 92, 93]. Strasser. deatloped an Uncoordinated Frequency
Hopping (UFH) technique to allow two nodes that do not hawea@mmon secret to establish a secret
key for future FHSS communication in presence of a jamme}. [Brasser et al. [93] and Slater et
al. [87] later independently proposed to use similar codémipniques to improve the robustness and ef-
ficiency in UFH. These works successfully remove the requamt of pre-shared keys in point-to-point
FHSS communication.

Unfortunately, UFH and its variations [87, 92, 93] cannotdiectly used forbroadcastcommu-
nication, since their primary objective is to establish awiae key between two parties. Indeed, any
spread spectrum communication system that requires adskaye either pre-shared or established at
the initial stage of the communication, cannot be used foaticast communication where there may
be insider jammers. Any malicious receiver, who knows theresth key, may use the key to jam the
communication.

To address this problem, researchers recently investigedes to enable jamming-resistant broad-
cast communication without shared keys [8, 69]. Baird gh@posed a coding approach to encode data
to be transmitted into “marks” (e.g., short pulses at differtimes) that can be decoded without any
prior knowledge of keys [8]. However, the decoding procdse@method is inherently sequential (i.e.,
the decoding of the next bit depends on the decoded valuée girevious bits). Though it works with
short pulses in the time domain, the method cannot be extielod®@SSS or FHSS without significantly
increasing the decoding cost.

Popper et al. developed an Uncoordinated Direct Sequepea® Spectrum (UDSSS) approach,
which avoids jamming by randomly selecting a spreading cedgience from a pool of code sequences.
However, as indicated in [69], UDSSS is vulnerable to reagiamming attacks. It is demonstrated
in [69] that when the jammer does not have sufficient commutat power to infer the spreading se-
qguence quickly enough, UDSSS still provides good enoughmeng resistance. However, when the
jammer has sufficient computational power, UDSSS fails twiple strong guarantee of jamming resis-
tance.

In this dissertation, we propose a Randomized Differemi85S (RD-DSSS) scheme for DSSS-
based broadcast communication. RD-DSSS relies completepublicly known spreading codes, and
thus does not require any shared key among the sender anelcttieers. It does not suffer from the



vulnerabilities of previous solutions, and thus is a gooddidate to enable anti-jamming broadcast
communication even when there are potentially compromisedalicious receivers.

RD-DSSS employs spreading codes of traditional DSSS sgsterspread a message for reducing
the impacts of jamming signals. However, unlike traditioB&SS, RD-DSSS encodes each bit of
data using the correlation of unpredictable spreading o8gecifically, bit “0” is encoded using two
different spreading codes, which have low correlation weiéich other, while bit “1” is encoded using
two identical spreading codes, which have high correlatids a result, sender and receivers do not
need to share any common key for communication.

In addition, RD-DSSS uses a pool of spreading code sequémeefiance its reliability and tolerate
reactive jamming attacks. A sender spreads each messagenusitiple spreading code sequences and
rearranges the spread result before transmitting it. Aivegeafter receiving the entire message, can
reverse the rearrangement of the spread result and therergbe original message. However, a jammer
has to disrupt the communication at the same time as the gessensmission. It is thus very difficult
for a jammer to derive the correct spreading sequences oftytlad jam the message transmission
accordingly.

1.2 BitTrickle: Wireless Communication under Broadband and High
Power Reactive Jamming

Reactive jamming is one of the most effective jamming aidé}. A reactive jammer remains quiet
when the target sender is not transmitting, but jams the ridlamwhen it detects transmission from
the target device. Compared with constant jamming, reagdmming is harder to track and much
more energy efficient [108]. Reactive jamming has been widséd in military applications to cut off
the wireless communication among opponent armies or @gakl opponent’s use of radio-controlled
devices [5].

Current countermeasures against (reactive) jammingkatiaainly rely on spread spectrum tech-
niques, which can be categorized as Frequency Hopping &@meectrum (FHSS) (e.g., [39, 80,92, 93,
97]), Direct Sequence Spread Spectrum (DSSS) (e.qg., [389580, 97]), Time Hopping Spread Spec-
trum (THSS) (e.qg., [79, 106]), and Chirp Spread SpectrumS)38.g., [10, 43, 90]). Among all those
spread spectrum techniques, FHSS and DSSS are dominaetlyfarsthe purpose of anti-jamming,
whereas THSS and CSS require specific hardware (e.g., dghtpesignal generator) [79, 101], and
thus are less popular than FHSS and DSSS.

In FHSS, the sender and the receiver switch a frequency ehanmrong a pool of candidate channels
from time to time. As long as the jammer and the communicdias the sender and the receiver) are
not operating on the same channel, the jammer cannot janir@apgommunication. In DSSS, the sender
multiplies the original data with a pseudo-random sequéoambtain spreading gain. If the jammer’s



power is not strong enough to overwhelm the DSSS signals spiteading gain, the receiver can use
the same pseudo-random sequence to recover the originahgees

However, both FHSS and DSSS will fail to protect the commaition when attacked by a broad-
band jammer who is capable of jamming all frequency chanoeks high power jammer who beats
DSSS spreading gain. In our work, we endeavor to find a waydblerwireless communication in the
presence of such jammers. Ideally, we would like to achikisgednti-jamming purpose without adding
specific demands on hardware.

In this dissertation, we develop BitTrickle, a novel comication scheme that allows wireless
devices to exchange information when attacked by broadbaddigh power reactive jammers. Bit-
Trickle requires no special hardware. Even wireless devwicat are not equipped with spread spectrum
capability can employ BitTrickle as a countermeasure ajaeactive jamming attacks.

BitTrickle achieves the anti-jamming capability by harsiag a subtle opportunity arising from a
basic feature of reactive jamming, i.e., “the jammer stay®etqwhen the channel is idle, but starts
transmitting a radio signal as soon as it senses activitherchannel” [111].

Channel sensing is an indispensable function for a reagtivener to determine if a target sender
is transmitting. Channel sensing causes a short time délay.example, energy detection, the most
popular channel sensing approach with very small sensimg[d6], requires more than 1 millisecond to
detect the existences of target signals for a 0.6 detectimpapility and -110dBm signal strength level,
when implemented in a fully parallel pipelined FPGA (fiel@grammable gate array) architecture for
fast speed [15]. Therefore, before the jammer detects thdess transmission and starts jamming, the
sender has already transmitted one or several bits. As simdvigure 1.1, though the packet transmitted
by the sender is corrupted and cannot be fully recoveredjrtdew bits of this packet are unjammed
due to channel sensing del&y at the jammer.

Sender

Jammer At ‘

Figure 1.1: Reactive jamming: The firAtt R bits of the sender’s packet are jamming-free, wh&re
and R are channel sensing delay of the jammer and the transmilgicate of the sender, respectively.

BitTrickle takes advantage of unjammmed bits in corruptadkpts to establish jamming-resilient
communications. In BitTrickle, the receiver collects bitgit are transmitted by the sender but not
jammed by the reactive jammer, and assembles them togethenstruct the original message.

Two technical challenges are addressed during the develapai BitTrickle. First, the receiver
should be able to extract unjammed bits from received bilastr. We developed a jamming detector



that utilizes modulation properties to identify unjammets.bin addition, an error recovery mechanism

is required to tolerate synchronization errors (e.g.,bd@s), and guarantee the performance of traditional
error correction codes (ECC). We proposed BitTrickle emuog/decoding techniques, which can locate

the original position for each received bit in the originatsaage and enable the use of ECC with high
efficiency.

1.3 Authenticating Primary Users’ Signals in CRNs

The proliferation of emerging wireless applications regsiia better utilization of radio channels [17].
To address the increasing demand for wireless bandwidtnitiee radio networks (CRNs) have been
proposed to increase the efficiency of channel utilizatioteun the current static channel allocation pol-
icy [46]. They enable unlicensed users to use licensed @suom a non-interference basis, thus serve
as a solution to the current low usage of radio channels [B6t.example, IEEE 802.22 Standard on
Wireless Regional Area Networks (WRANSs) employs cognitaeio to allow the sharing of geograph-
ically unused channels allocated to television broadasices, and therefore bring broadband access
to hard-to-reach low-population-density areas (e.galrenvironments) [27].

In CRNs, there are two types of usem@imary usersandsecondary usergi6]. Primary users are
licensed users who are assigned with certain channels,esmothdary users are unlicensed users who
are allowed to use the channels assigned to a primary usgmdmdn they do not cause any harmful
interference to the primary user [46]. For example, in IEER.22 WRANSs, TV transmission towers
are primary users, and radio devices that use TV channet®fomunication are secondary users.

An essential issue in CRNs @imary user detectianin which a secondary user monitors for the
presence of a primary user’s signal on target channels [£.primary user’s signal is detected, the
secondary user should not use those channels to avoideinteyfwith the transmission of the primary
user.

Existing methods for primary user detection can be categdriasenergy detectiorand feature
detection[46]. In energy detection methods (e.g., [85]), any capmtgignal whose energy exceeds a
threshold is identified as a primary user’s signal. In featlegtection methods (e.g., [38,70,78,84,107]),
secondary users attempt to find a specific feature of a cabsigieal, such as a pilot, a synchronization
word, and cyclostationarity. If a feature is detected, ttiencaptured signal is identified as a primary
user’s signal.

Due to the open nature of wireless communications and threasmgly available software defined
radio platforms (e.g., Universal Software Radio PeriplsefdSRPs) [34]), it is hecessary to consider
potential threats to normal operations of CRNs. Indeed, €BdNface several threats. In particular, an
attacker may transmit with high power or mimic specific feasuof a primary user’s signal (e.g., use
the same pilots or synchronization words) to bypass thdiegigrimary user detection methods [17].
Consequently, secondary users may incorrectly identdyatttacker’s signal as a primary user’s signal



and do not use relevant channels. Such attacks are galhadry user emulation (PUE) attack$7].

It is necessary to have a secure primary user detection chéitfad can identify a primary user’s
signal in the presence of attackers. At first glance, a cgypighic signature seems to be a good candi-
date for this task. Unfortunately, CRNs face a unique cairgtthat prevents it from being employed.
Specifically, Federal Communications Commission (FCQGstthat “no modification to the incumbent
system (i.e., primary user) should be required to accomiaanizportunistic use of the spectrum by sec-
ondary users” [23]. As a result, any solution that requitesnges to primary users, such as enhancing
primary users’ signals with cryptographic signatures osdesirable.

There has been a recent attempt that uses a location dstirappproach to distinguish between
a primary user’s signal and an attacker’s signal [17]. Sjwadiy, this approach uses received signal
strength (RSS) measurements to estimate the location fdilwee of a signal, and then determines
if the signal is from the (static) primary user based on thewkm location of the primary user [17].
However, as indicated in [65], RSS based location distimctian be easily disrupted if an attacker uses
array antennas to send different signal strengths in diftedirections simultaneously. Moreover, it
requires multi-node collaboration, which is expensiveeimrts of bandwidth and energy.

Link signatures (i.e., radio channel characteristics saglthannel impulse responses) have been
developed recently to obtain more secure and robust lotdistinction [65, 112]. Unfortunately, it
remains non-trivial to exploit link signature based logatdistinction approach for primary user detec-
tion in the presence of attackers. In particular, a recereeds to know a transmitter’s historical link
signatures in order to verify if a newly received signal @nfrthe transmitter. In CRNs, however, it is
impossible for a secondary user to know a primary user'shdstl link signatures, unless the secondary
user can first authenticate whether a signal is from the pyimser or not.

In this dissertation, we develop a hovel approach that iateg traditional cryptographic signatures
and link signatures to enable primary user detection in tasgmce of attackers. The proposed approach
does not require any change to primary users, and thus felloerFCC constraint properly.

A key component of the approach isi@lper nodeplaced close (and physically bound) to a primary
user. Though we cannot modify any primary user due to the F@Gtrint, we can put necessary
mechanisms on each helper node, including the use of cmggibig signatures. Moreover, since the
helper node is placed very close to the primary user, thairdignatures observed by a secondary user
are very similar to each other. The helper node thus servasiagdge” that enables a secondary user
to first verify the cryptographic signatures included in bedper node’s signals, then learn the helper
node’s authentic link signatures, and finally verify thengary user’s link signatures. In other words, the
proposed approach properly integrates cryptographicatiges and wireless link signatures to enable
primary user detection in CRNSs in the presence of attackers.



1.4 Mimicry Attacks against Wireless Link Signature and De&nse using
Time-Synched Link Signature

Wireless physical layer security is becoming increasiriglportant as wireless devices are more and
more pervasive and adopted in critical applications. Fangde, implantable medical devices (IMD)
such as pacemaker may grant access to an external contiok dmly when it is close enough [72],
thus making it critical to verify the physical proximity dfi¢ control device. There have been multiple
proposals recently to provide enhanced wireless secusitygyhysical layer characteristics, including
fingerprinting wireless devices (e.qg., [13]), authentigatand identifying wireless channels (e.g., [65,
112]), and deriving secret keys from wireless channel featonly observable to the communicating
parties (e.qg., [58]).

Among the recent advances in wireless physical layer sgdarfwireless) link signature. Link sig-
nature uses the unique wireless channel characteristis tfee multi-path effect) between a transmitter
and a receiver to provide authentication of the wirelessichh Three link signature schemes [53, 65,
112] have been proposed so far. Since its introduction,digkature has been recognized as a wireless
channel authentication mechanism for applications wherele@gs channel characteristics are unique
(e.g., [13,58]).

In this dissertation, we identify a vulnerability of exisi link signature schemes [53, 65, 112] by
introducing a new attack calladimicry attack We start our investigation with the link signature scheme
in [65], which claimed that an attacker “cannot ‘spoof’ abitrary link signature” and that the attacker
“will not have the same link signature at the receiver unie$s at exactly the same location as the
legitimate transmitter.” However, we show in this disseotathat (1) an attackeranforge anarbitrary
link signature as long as the attacker can roughly estinhatiegitimate signal at the receiver’s location,
and (2) the attacker does not have to be at exactly the sa@Eio@s the legitimate transmitter in order
to forge its link signature. We also extend the mimicry dticthe link signature scheme in [53]. Since
the link signature scheme in [112] is essentially an intigmaof the techniques in [65] and [53], all
three link signature schemes are vulnerable to the mimitagla

To defend against the threat identified in this dissertatidevelop a new link signature scheme,
which is called time-synched (i.e., time synchronizedk kignature. Time-synched link signature in-
tegrates cryptographic protection as well as time facttr the wireless physical layer features, and
provides an effective countermeasure against mimicrgletaWe also perform an extensive set of ex-
perimental evaluation of the mimicry attacks and the timeebed link signature scheme on the USRP2
platform [57] running GNURadio [1]. Our experiments confithat the mimicry attacks against the
previous link signature schemes are a real threat and deratmthat the newly proposed time-synched
link signatures are effective in mitigating those attacks.



1.5 Summary of Contributions
The contributions of this dissertation are summarizedvelo

e RD-DSSS: First, we develop a new DSSS based anti-jammirenselo both remove the require-
ment of shared keys for DSSS communication and overcomedhknvesses of previous solutions
(e.g., vulnerability to reactive jamming attacks). Secome evaluate the performance and effec-
tiveness of RD-DSSS in presence of various kinds of jammitacks through both theoretical
analysis and simulation.

¢ BitTrickle: We address the problem of anti-jamming wiral@®@mmunication under high power
broadband reactive jamming, where the previous approaahésl. We develop the BitTrickle
anti-jamming communication scheme by taking advantagé®fréaction time of the jammer,
thus allowing wireless communication even when all presiaanti-jamming techniques fail. We
develop solutions to two technical challenges in the degraknt of BitTrickle. First, we develop
a high quality jamming detector that utilizes modulatioogerties to precisely distinguish un-
jammed bits from jammed bits. Second, we develop a noveldingfWecoding technique that
can successfully recover a transmitted message from nesssgments that partially survive
reactive jamming. We implement a working prototype of Bitkle based on GNURadio [1]
and evaluate it on Universal Software Radio PeripheralsRRs [57]. We also compare it with
802.11 DSSS and a benchmark program, both provided in GNIdRaderms of packet delivery
ratio and throughout. Our experimental results show tre8itiTrickle prototype achieves a rea-
sonable throughput that enables message exchange betiet@nwireless devices when 802.11
DSSS and the GNURadio benchmark is completely disabled bgcive jammer.

e Authentication for CRNs: We develop a new primary user deteanethod that integrates cryp-
tographic signatures with wireless link signatures toiwiigtish a primary user’s signal from an
attacker’s signal. The proposed method conforms to the E@&juirement of not modifying
primary users. Unlike the previous approach [17], the netihmes not require the deployment
of a monitoring network, and thus avoids the weakness of tbeiqus approach. We develop a
novel physical-layer authentication technique that ezmbl helper node to authenticate signals
from its associated primary user. Unlike previous propofal link signatures, the approach ex-
plores the geographical proximity of the helper node to theagry user rather than historical
link signatures. A key consequence is that the method daa®quoire any training process. We
evaluate the effectiveness of our method through both #tieal analysis and experiments using
real-world link signatures obtained from the CRAWDAD dat[64]. Moreover, we demonstrate
the feasibility of our proposed method by a prototype im@atation on a software-defined radio
platform [34].



e Mimicry attacks: First, we identify the vulnerability of sting link signature schemes to mimicry
attacks. Second, we develop the time-synched link sigaatcineme to defend against mimicry
attacks and achieve enhanced capability for wireless @dtauthentication. Finally, we perform
an extensive set of experiments to evaluate the impact ofienjimattacks and demonstrate the
effectiveness of the proposed time-synched link signature



Chapter 2

Randomized Differential Direct Sequence
Spread Spectrum

2.1 Background on DSSS

DSSS is a modulation method applied to digital signals [40]ncreases the signal bandwidth to a
value much larger than needed to transmit the underlyingrimdtion [40]. In DSSS, spreading codes
that are independent of the original signal are used to aehfe goal of bandwidth expansion. Both
a sender and a receiver agree on a spreading code, whiclaisleegas a shared secret between them.
A spreading code is usually a sequence of bits valuadd —1 (polar) or1 and0 (non-polar), which
has noise-like properties. Without loss of generality, wasider spreading codes with polarity. Typical
spreading codes are pseudo-random codes, Walsh-Hadaodesl @hd Gold codes [86]. Figure 3.16
shows a simple communication framework of DSSS.

Cosine signal .
osine Signa Radio frequency

Original message Encoded mesage  Spreading output Senare wavel (carrier) signal
from the sender ...10101... ot 1-141-1-141-1,,,  Dquare waveform T
..1011...
ECC
EE— ———»Spread—— " D/A ——————»
Encoder
Jammer
Reconstructed . Noise/Jamming corrupted
message atthe De-spreading output li;c;_l:le(i l;l:.:szllge square waveform g
receiver e H1-141-1-14+1-1..,
e R B I AT
- - - P A
Decoder spread and noise
Detector

Cosine signal
(carrier)

Figure 2.1: A simple communication framework of DSSS
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Transmission ProcessA sender usually first encodes the original message using@roerrection
code (ECC) to enhance the reliability of the communicatibhe sender then uses DSSS to spread the
encoded message into a binary bitstream calléds and uses a D/A converter to transform the chips
into analog square wave signal called baseband signal. d$&bhnd signal is multiplied by a cosine
signal with a certain frequency, resulting in the RF sigiid&le RF signal is fed to the antenna to transmit
in the wireless channel.

Reception ProcessUpon hearing the RF signal, the receiver performs similskdan the reverse
order. The receiver first recovers the baseband signal b¥iplying a cosine signal as used by the
sender, applies an A/D sampler and a detector to transfoenibdseband signal into chips, and uses
DSSS to de-spread the chips. The receiver finally decodeketispread result to reconstruct the original
message.

Spreading and De-spreading:Spreading and de-spreading are two important functiondd8as
system. In spreading, a sender multiplies each bit of trggrai message with a spreading code to get
the spread message. For example, if the original messa@&"iafd the spreading code-isl+1+1—1,
then the sender converts the original message “01” intodle form—1+1, and multiplies—1 and+1
with spreading code-1+1+1—1, respectively. The spread message isthlls- 1 —1+1—1+1+1—1.

It is necessary to understand the notion of correlation ¢éohs®v de-spreading works. Given two
spreading codef = f1, .., fi andg = g1, .., g5, Wheref; andg; are valued-1 or 1 forl < i < k, the
correlation off andg isf - g = %Ele fig:. Note that the correlation of two identical codes is 1.

In de-spreading, the receiver uses a local replica of theaslimg code and synchronizes it with the
received message [86]. Then the receiver correlates tlegveecmessage with the replica to generate
the de-spreading output. For example, suppose the recmigesage is-1 —1—-1+1—-1+1+1-—1
and the local replica of the spreading code-is+ 1 + 1 — 1 at the receiver side. The receiver aligns
—1+ 1+ 1— 1 with the first 4 chips of the received message (#€.,— 1 — 1 + 1) and correlates them
to get bit—1 (i.e., “0” in non-polar form).

Synchronization: In DSSS systems, a receiver needs to identify the beginrfirgnoessage sent
by the sender from the received signal. In general, the searkthe receiver agree on a known code
such as Barker Code [9] that has good autocorrelation pofier., the correlation between a code and
its shifted value is low). The sender transmits the codehestre the spread message. The receiver
correlates the received signal with the code using a slidimglow approach; the position where the
correlation is maximum indicates the beginning of the mgsg$al, 41, 86)].

In summary, DSSS allows a receiver to reconstruct the dksigmal with efficiency and at the same
time distributes the energy of wireless interferences. (@grrow band jamming signals) to the entire
bandwidth. Therefore, DSSS provides good anti-jam pratedbr wireless communications.
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2.2 System and Threat Models

Our system consists of a sender and multiple receivers. @imges and receivers are wireless devices
that can transmit and receive RF signals. We assume thatdhejammers that inject noise signals into
the wireless channel. The goal of the jammers is to prevanhmanication between the sender and the
receivers. We assume a jammer has the following capabili(i€) He is aware of the target commu-
nication systems (e.g., protocols and anti-jamming s8tg2) he can eavesdrop the communication
between the sender and the receivers; (3) he can transnieaniteless channel to interfere with the
physical transmission and reception of the desired wisedamals; (4) he can inject fake messages into
the channel; and (5) he can perform real-time analysis tiigehe spreading code used to spread each
bit data right after its transmission. However, we assunaeiffa jammer does not know the code for
spreading any 1-bit data, he cannot jam the transmissidn of i

2.3 Randomized Differential DSSS

Similar to traditional DSSS, RD-DSSS takes advantage ofdineelation properties of spreading codes
to achieve anti-jamming communication. The transmissiengption, and synchronization of a RD-
DSSS system are the same as those of a traditional DSSS sgstapt for the spreading and de-
spreading processes. Due to the change in these proceSs&SES does not require a sender and its
receivers to share a secret key. In the following, we focuspmeading and de-spreading processes of
RD-DSSS.

2.3.1 Basic Scheme

In RD-DSSS, the sender and the receivers share a set of sgyezmdies, which we call thepreading
code set There should be low correlation between any two codes irspheading code set. A sender
encodes each bit of data using the correlation of two unptalalie spreading codes. Specifically, bit “0”
is encoded using two different spreading codes, which hawecbrrelation with each other, while bit
“1"”is encoded using two identical spreading codes, whicketiagh correlation. A sender can randomly
choose different pairs of codes from the code set for diffebéts in a message. A receiver de-spreads
a received message by computing correlation of the two ctmtesach bit. High correlation and low
correlation are translated into “1” and “0”, respectively.

Figure 2.2 shows an example, in which a sender transmitsiamdssage “1011” to a receiver.
The sender randomly chooses coggs p4, ps, andp; from the spreading code set. Since bit 1 of
the message is “1", the sender uggstwice to encode it. The second bit of the original message
is “0". Thus, the sender uses any code different frpm(i.e., ps as shown in Figure 2.2) ang,
to encode it. Bits 3 and 4 are encoded similarly. As a reshét, Sender gets an encoded message
p1l|ps|Ips||p7||P1l|P4lIP5||P7, In Which the second half of the message are the codes stlegtihe
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codeset {P, P, ...}

original message -n replaced with C;

bit 1 bit 2 bit 3 bit 4 index code set {C 1 C2}

spreading | P, | P | Ps| P,| P | Pal| Ps| P, ciplln IR IlIp
spread message a sequence of codes ‘ C,: ps ” Q ” Q ” 9
- pe

P, | Ps| Ps| P,|spread message

de-spreading
Py | Ps| Ps| P;| sequence of codes

correlations H| L | H|H

Figure 2.2: An example of the basic RD-DSSS scheme.

sender earlier. For de-spreading, the receiver computesdhrelations between the corresponding
codes in the first and the second halves of the spread message, ( p1, ps - P4, Ps - P5, andpz - p7).
High correlation and low correlation are translated intbad “0”, respectively.

To reduce the communication overhead, we propose to haveetider and the receivers share a
set of pre-defined spreading code sequences, which areddmypnthe concatenations of codes in the
spreading code set. We associate each code sequence wibia spreading code calleddex code
The collection of all index codes is referred to as thdex code setWe require that the correlation
between two different index codes is low. Intuitively, agencan transmit an index code (instead of the
actual code sequence) to indicate the code sequence fadspye For example, Figure 2.2 shows that
there are two code sequences, which are represented bydndesc; andcs, respectively. Instead of
sendingp1 ||p4||p5||p7 as the second half of the spread message, the sender siandynitsc;. The
index code set and the spreading code set should have napgerthat a receiver can easily distinguish
between an index code and a regular spreading code.

In the following, we present the basic scheme in detail.

Code Set and Code Sequence Set

Let? = {py,...,pn} denote the spreading code set witltodes. As mentioned earlier, these codes
should have low correlation with each other. There are mielttandidate codes for our scheme, such
as Gold codes, Walsh-Hadamard codes, m sequences, andiKas@s [86]. We assume each code in
P is of lengthf andP is publicly known.
LetC = {p1u1]|.--|IP1s -, Pq1]|---||Pg } denote the set of pre-defined code sequences, wheygis

a code randomly selected frofifor 1 < i < gandl < j < [. We assumg is known to the public.
We associate an index codewith thei-th code sequenag;1||...||pi. LetZ = {ci,...,c,} be the set

of index codes. We assume each index codes is of lepg8imilar to? andC, 7 is also known to the
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public.

To reduce storage overhead, we only store the index codegaretate each code sequencé€ in
using its index code. One possible way is to use a pseud@naigegnerator (PRG) with; as the input
to generate a sequence of indexes, which are then used ¢tbsaties fronP to form a code sequence.
For example, assume is the index code op;1||pi2, n = 4, and PRG(c;) = (01 11...)9. Thus,
pi1 = p1 andp;2 = ps.

Spreading

Letm = my||...||m; denote the original message to be transmitted. For spiggaalisender randomly
chooses a code sequence frénLet S = s, ||...||s; denote the chosen code sequence. The sender then
generates the spread message based on the chosen codes8quetF = fi||...||f; denote the spread
message. Far < i < [, the sender generatésaccording to the following rule: ifn; = 1, f; is the
same as;. Otherwisef; is an arbitrary code ifP other thars;. Assume the index code of the chosen
code sequence is The sender appendsto the end of the spread message and trandfijtsto the
receiver.

De-spreading

For de-spreading, a receiver needs to identify the chosda squence. Suppose the received message
is F||¢, whereF = f1||fy]|...]|f;. The receiver computes correlations between each index and
¢. Note that the correlation between two identical codes éshtighest and reaches correlation peak.
Thus, the receiver marks the index code that results in tieelst correlation witle as identified. Let
S = s1|[s2||...||s; denote the code sequence associated with the identified code. The receiver then
usesS to de-spread the received message.

To de-spread the received message, a receiver needs totecimpéollowing correlations:f( - s;),

(f2 - s2),..., € - s;). Letrn = 7y ||...||77; denote the de-spreading outptii.can be generated according
to the following rule: if(f"i -'8;) is larger than or equal to a threshaldn; = 1. Otherwiseyn; = 0.

The threshold is an important parameter. We derive the threshicdd the value that minimizes
the probability of decision error when the transmitted algis polluted by additive white Gaussian
noise signal, which is a generally assumed jamming signeliieless communications [86, 97]. This
threshold is given in lemma 1.

Lemma 1 Given additive Gaussian noise, the probability of decisoror is minimized for threshold
t = 3(1+ p), wherep = @ > vpipsep(Pi - Py) (i-e., pis the average of the correlations between two
codes inP).

Proof: ConsiderX = (x1, ..., 1) andX = (Z1,...,27), wherez; = f; - s; andz; = £ .5 for1 <i<lI.
Letn; = (n;,...,n;s) denote the errors introduced by wireless interference.su= f; + n;. We
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assume the elements nf are independent and identically distributed (i.i.d) Gaarssandom variables

with mean value 0 and variane€. Lete = (e, ..., ¢;) denoteX — X, wheree; = x; — 4;, and let

s; = si1||si2]|...||sif, wheres;; is valued—1 or +1. Note thatt; = f .5 = (f;+1n;)-s; =2, +n;-s;.

Thus,e; = n; -s; = %25;1 n;js:. According to the properties of Gaussian variables [62is i.i.d.

Gaussian random variables with mean value 0 and variahce

WhenmiQ: 1, &; = x; + e; = 1 4 ¢;. The probability density function (pdf) df + ¢; is f1(z;) =
(2;=1) (#;-p)

\/21—7“76 222, Whenm,; = 0, &; = z; + ¢; = p + ¢;, the pdf ofp + ¢; is fo(2;) = 21Me 202

Assume the sender transmits “1” or “0” with probabili%y Thus, the probability of decision error is
pe = $([* L A(@)di; + [ fo(i:)da) = (1 + serf(L5h) — gerf(72)), whereer f is the Error
Functioner f (w) = % fo e_y2dy [86].

To minimize p., we let the derivation op. be 0 (i.e.fg’; = 0) and solveg. We can obtaint =
(1 4 p) and the minimized probability of decision erroris,, = 1 + %erf(%). O

Pros and Cons

The basic scheme of RD-DSSS provides resistance agairedessrinterference for broadcast commu-
nication. The sender randomly chooses a code sequenceetdspach original message, and no one
except for the sender knows the code sequence before the wuination. Thus, the requirement of
shared keys is removed, gaining reliability and scalgbftir broadcast communication systems. Fur-
thermore, the sender associates an index code with eachsegdence and transmits the index code
instead of the actual code sequence. Thus, the commumacaterhead is reduced.

However, the basic scheme is still vulnerable to reactivenjéng attacks. Recall that bit “1” is
encoded by two identical codes. Thus, the spread messagiemtiosen code sequence may share
many similar codes, and the correlation between them maydbe Wfter observing the first codes
of a message being transmitted, the jammer can compute tredatimn between the observedtodes
and the first- codes of each code sequenc&irThe code sequence resulting in the highest correlation
is probably the code sequence chosen by the sender. The jasamthen spread a fake message using
the identified code sequence to jam the transmission of thaireng message.

2.3.2 Enhanced Scheme: Defending against Reactive Jamming

The basic scheme is vulnerable to reactive jamming attatkee the correlation between the spread
message and the chosen code sequence is usually high. Imhbaced scheme, we propose two
mechanisms to reduce the correlation and improve the betsane.

First, after generating the spread message as in the bagime¢ the sender permutes all codes of
the spread message. Thus, even ifitiie bit of the original message is 1, th¢h observed code is not
the same as theth code of the chosen code sequence, resulting in reduceglatmn. For example,
in Figure 2.2, the spread messageis|ps||ps|/p7 and the chosen code sequenceifp4||ps||p7-
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Assume the correlation between two different codes is 0. sTke correlation between the spread
message and the chosen code sequerﬂe‘@iﬁ“—l = 0.75. However, if we permute the spread message
and assume the result i5||ps||p1||ps, then the correlation between the permuted spread message
and the chosen code sequence is reduced to 0. Second, tlee sprehds the message usingode
sequences €. As a result, a reactive jammer must know /altode sequences in order to launch
reactive jamming successfully.

In the following, we present the enhanced scheme in detail.

Spreading

A sender randomly chooséscode sequences frothand uses them to generate the spread message.
Suppose code sequenags = p;,1l|...||Piii, - Cip, = Pig1ll---||Pi,s are selected. Far < j <[, let

Aj = {pij,--, Pi,;}- Thatis, A; consists of thg-th codes of all chosen code sequences. The sender
generates the spread message: f,||f;||...||f; according to the following rule: lfn; = 1, choosed;

as any code itd; randomly. Otherwise, choosésas any code not ind,.

The sender then maps each.detto an integer number and sorts those numbers in descendlag or
to generate a permutation. For example,Aet;) denote the mapping function that converts det
into an integer. Assume= 3 (i.e.,F = fi||f2||f3), andh(A;) = 55, h(A2) = 67, andh(A3) = 23.

The sorting result i&(.Az), h(A;), h(A3z), and thus we us||f;||f; as the permuted message.

Given A; = {pij,.-,Pi,;}- We simply computeh(A;) ash(A;) = ind(p;;) x 10571 +
ind(piy;) x 10872, + ind(p;,;), whereind(p) is the index of the code. For example, ifk = 2
andA; = {ps3,p1}, thenh(A;) = 31.

Finally, the sender appends index codgs ..., c;, to the end of the permuted spread message

and transmit&,,||c;, ||...||c;, to the receivers.

De-spreading

A receiver recovers the original message in two steps: @ntify the index codes appended by the
sender, and (2) process the received message.

Let F,||¢;, ||...||¢;, denote the received message, whEfeis the permuted spread message and
¢, ..., ¢;, arethe index codes. The receiver needs to identify the inddgs that are appended by the
sender. Foil < u < k, the receiver computes the correlations between each rmxandc;, (i.e.,
ci - ¢,,..-,Cq - ¢, ). The index code that results in the highest correlatiom wjif is marked as identi-
fied. Letc;,, ..., c;, + denote the identified index codes amd ||...||p;, s, ---, P, /1]]---||P;, 7, denote the
corresponding code sequences, whiere i1, ...,3;" < ¢g. Forl < j <[, let A = {p;/j, ..., Pi,/; }-
The receiver computes the permutation based (o4, ), ..., h(.A;}), and then recovers the original code
order of the spread message. Eﬁt...]\fl’ denote the result. The receiver then compuieas follows:

If 3p e Ajst. f; - p > t, let/n; = 1. Otherwise, letn; = 0.
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Ability to Deal with Reactive Jamming

To perform reactive jamming attacks, a jammer needs to filg sequences used for message trans-
mission. However, the correlation between the observedsadd any of code sequences chosen by the
sender is not guaranteed to be high, since the code ordez sptkad message is rearranged.

The jammer may do an exhaustive search over all possibleipatitns ofk code sequences (hto
find those chosen by the user. The number of correlationsathmpgr should compute ks(g) However,
even with all the correlation results, the jammer still catrshetermine which code sequences have been
chosen, because (1) transmission of bit “0” can use any ctuer than those in the corresponding
position of the selected code sequences and (2) multiple sequences could be used for encoding.
Moreover, the jammer must finish the computation within tla@gmission time of a single message in
order to launch reactive jamming. For exampleg i 13,500 andk = 5, the number of correlations
the attacker needs to computesis ('*7%%) > 26, Assume the length of the original message, i&24
bits and that of a spreading code is 256 chips. For a 802.1dless device with 11 Mbps data rate,
the time for transmitting a spread messagé% ~ 0.024 second. This means the jammer must
finish such a huge amount of computation within 0.024 secve provide detailed analysis to show
the effectiveness of RD-DSSS in tolerating reactive jangnaittacks in Section 2.5.2.

2.4 Performance Overheads

Computational Overhead: RD-DSSS systems require additional operations compargrtraditional
DSSS systems (e.g., computing correlations to identifgxncbdes). Lety, ts, ¢, ti,, andt, denote
the computation time for performing mapping functionstisgr, permutation, inverse permutation, and
computing correlations to identify index codes. The adddil computation overheag introduced by
RD-DSSS g, =t + ts +tp + tip + te.

To get an intuitive feeling of the computational overhea@, did an experiment to test the time
required by these additional operations. The system gstiim the experiment are as follows: The
message length is 1,024 bits, the sizé”ak 100, the size of is 13,500, the length of each index code
is 512 chips, the number of code sequences chosen by the s$&Bdand the length of each code7n
is 256 chips. Table 2.1 shows the computation time of thoseations performed on a computer with
a 3.40 GHz Intel Pentium 4 CPU and 1.5 GB memory. All those atimrs together can be finished
within 15 milliseconds. In practice, the correlation ogna is inherently parallel (i.e., dot product of
two vectors) and be finished efficiently with special purpbasdware.

Note that a reactive jammer must compate (**2%) correlations in order to gather information
of the chosen code sequences used by RD-DSSS with the settitige above experiment. Assume the
computation power of the jammer is 100 times of a normal wecei_ett; andr denote the computa-
tional overhead for the jammer to crack a single messagehanchtio oft; to ¢,, respectively. Thus,
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Table 2.1: computation time (milliseconds)

Operations # of computationg computation time|
Mapping 1,024 tp, =0.114
Sort 1 ts = 4.654
Permutation 1 t, = 0.005
Inverse Permutation 1 tip = 1.100
Correlation 13,500 x 3 t. = 8.989
Total 41527 tq = 14.862

3% 13,500)”6 3><(13’3500)><tC

tj = 350053100 andr = T3 300X 00X (17 s 3y T i) In particular, using the parameters in Ta-
ble 2.1, we can get the overhegd= 2, 729.8 seconds, which is much larger than the transmission time
of a single message, and the ratie- 183, 680. Whenk increases, the jammer’s computation overhead

t; increases exponentially, since the jammer needs to checkrabinations oft code sequences h
(i.e., k(g)) However, the receiver's computation overheéaihcreases linearly, since the receiver only
needs to check x ¢ correlations for identifying the index codes.

Storage Overhead: RD-DSSS systems need to store the codePsand all the index codes. In
our experiment, the number of index code33s500. Assume the size dP is 100. Thus, the required
storage capacity i500 x 256 + 13,500 x 512 bits = 0.83 MB, which can be afforded by notebook- or
handheld-class devices nowadays.

Communication Overhead: RD-DSSS systems slightly increase communication overlceat
pared with traditional DSSS systems, since a sender neeqfgpendk index codes to the end of the
message body. However, this communication overhead isgitdgl compared with the cost of trans-
mitting the message body. For example, in the settings oéd#nker experiment, the communication
overhead introduced by the index code8:is512 chips for each message, which 128§ x 1,024 chips.
The overhead is less thart%.

2.5 Security Analysis and Simulation

We perform theoretical analysis to show the effectivendsR»-DSSS in defending against various
jamming attacks. We also perform simulation to confirm owlircal results. The simulation is done
in MATLAB 7.4.0 on a computer with a 3.40 GHz Intel Pentium 4 C&nd 1.5 GB memory.

2.5.1 Classification of Jamming Attacks

To facilitate the analysis, we first give a classificationahming attacks. According to [86], jammers
are classified into five typediroadband noise jammerpartial-band noise jammeygontinuous wave
jammers multitone jammersandpulse jammers These jammers intentionally transmit random noise
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signals to cause wireless interferences. They differ frawheother in energy distributions of their
jamming signals. In practice, there exist more complicgamamers. For example, a “smart” jammer
can not only transmit random noise signals, but can alsatifigdke messages that are encapsulated in
the packet format used by the communicators to mislead teptien process [111].

Based on the previous work [86, 111], we generalize jammitarks into two categoriesnon-
intelligent jamming attackandintelligent jamming attacksin the former attacks, the jammer disrupts
wireless communication by sending random noise signalghdratter attacks, the jammer transmits
jamming signals that are generated based on his knowledtfee afommunication systems (e.g., the
signal patterns, anti-jamming strategies, and commuitgirotocols).

Note that conventional DSSS is capable of mitigating ndaligent jamming attacks [86]. There-
fore, inheriting from conventional DSSS, RD-DSSS is also-mdelligent jamming resilient. Thus, in
this section, we focus our analysis on the intelligent jangrattacks.

2.5.2 Intelligent Jamming Attacks

In intelligent jamming attacks, a jammer is aware of the @a@pmmunication systems and transmits
meaningful messages to undermine the communication. DSBS systems, a significant threat
caused by intelligent jamming attacks is that a jammer mieg/aalvantage of the publicly known spread-
ing code seP, code sequence s€t and the index code s&tto jam the communication. Therefore, in
our analysis, we focus on the ways that an intelligent jameaaruse the publicly known information
to disrupt the wireless communication.

By exploiting P, C, andZ, an intelligent jammer can choose the following stratetpesttack RD-
DSSS systems:

e Type I: He can randomly choose codes frnand tries to jam the communication by transmitting
those spreading codes.

e Type II: He can perform reactive jamming discussed in Sac?®.1. That is, the jammer tries
to find the code sequences used by a sender by analyzing thpdit®n of a message being
transmitted, and then spreads a fake message using théigdeobde sequence to jam the rest of
the message transmission.

e Type lll: He can perform Denial of Service (DoS) attacks ¢dirtg the index codes, in which he
randomly picks several index codes and transmits them adaifigthe legal index codes to force
receivers to deal with a large number of candidate indexsode

In the following we show the effectiveness of RD-DSSS in ddieg against these attacks.
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Type | Attacks

In Type | attacks, the jammer randomly selects codes fRgrand transmits them to interfere with the
original message transmission. We first derive the proipaltilat the jammer can disrupt the wireless
communication.

Analysis: Suppose thé-th code transmitted by the sendempisand.4; is the set that generates the
i-th code of the permuted spread message. If the bit spreadl Iis/“0” and p; happens to be it4;,
then the receiver cannot de-spread the original bit cdyeldbwever, a few bit errors can be tolerated
by ECC. For example, the standard (255, 223) Reed-Solomda isocapable of correcting up to 16
bit errors among every 223 information bits of a message][10&e ECC can correct a maximum of
M bit errors of the original message but the jammer can cadlapsre thanV/ bits, then the receiver
cannot reconstruct the original message. In the followivegderive the probability that the jammer can
disrupt the transmission of a message (i.e., the probalilit the jammer can jam more than bits).

Assume the sender transmits “1” or “0” with probabiliy Let|.A;| be the number of codes in the
set.A;. The probability that the-th code transmitted by the jammer is one codelinis P(p; € A;) =
S P(JA;i| = j), wheren is the size of the code s@t

The number of ways of picking codes fronP is (;‘) and the number of ways of puttirigcodes
from P into A; is n*. Let N(5) denote the number of ways of puttiriglistinct codes into4; such that
|A;| = j. Thus, the recurrence equation®{;) is N(j) = j* — 37 _, (, )N (w — 1). According
to classical probability modeB(|.A| = j) = X9 Thus P(p; € A) = Y5, LN ang
the probability that the bit spread b¥; is jammed isw. Therefore, the probability that more
than M bits are corrupted by the jammer (i.e., the probability ti& communication is jammed) is
Py = Siare (JEEFA) (1 HRpAl

Figures 2.3 shows the jamming probability when each message has 1,024 bits. It is easy to see
that p; decreases as the size of the spreading codenyéhdreases. When is larger than 70 and
M = 60, the probability is less thatD—4.

Simulation: We use simulation to further examine the effectiveness of B3 S and confirm the
theoretical results. In the simulation, the length of thessage is 1,024 bits and the sizeCak 10,000.

We let M = 60 andn range from 50 to 60. For eaeh) we randomly generate a message and spread
it using 5 code sequences randomly selected f€bomMe also form the jammer’s code sequence by
randomly picking codes fronP. Then we count the number of bits that can be disrupted bytheer,
and mark the trial as successful if the number is larger thanNe repeat this process for 1,000 times
and estimate thsimulatedp, (i.e., the probability that a message is jammed) as- #=ucceselul trails,
Figure 2.4 shows both the simulated and the theoreticalgmibties when)M = 60. We can see that
both probabilities are less than 0.01 if the size of the cedésdarger than 60.

We then letn = 120 and M range from 25 to 35. For eacl, we perform the same simulation
as we did for eacln. Figure 2.5 shows the simulated and theoretical jammingalridities when we
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change the number of bit errors ECC can tolerate. We can ae®ddth probabilities decrease as the
number of bit errors ECC can tolerate increases. Wheg: 35, the jamming probabilities are less than
0.01.

Type Il Attacks

We now evaluate the feasibility of reactive jamming attackf®e use the correlation between the jam-
mer’s observation and each code sequencgas the evaluation metric. In other words, we assess the
possibility for a jammer to gather enough information faxgtve jamming.

In reactive jamming attacks, a jammer infers the code sempsenhosen by the sender based on
the first few codes that have already been transmitted byeihées, and then uses the identified code
sequences to jam the transmission of the rest codes. Howe\RD-DSSS the sender permutes each
spread message before transmission. Thus, the correlaioveen the transmitted message and the
code sequences chosen by the sender is reduced, and it fdh#rd jammer to correctly identify the
code sequences chosen by the sender by analyzing the torrddatween the observed codes and each
code sequence if.

In the following, we derive the correlation between the obsé codes and a code sequence not
selected by the sender. We also derive the correlation leetivee observed codes and a code sequence
selected by the sender. We then compare both correlatiahstaw that they are very close to each
other.

Analysis: Let p; andpg denote the probability that the sender transmits “1” and ¥@5pectively.

Let f = fi||...||f. denote ther codes transmitted by the sender and observed by the jamrherew
1 <r<I Letg = g||...||g; denote a code sequence not selected by the sender. Apsump, = %
The probability thaf; = g; is given in Lemma 2

(n=1)’
i (n—7)"

Lemma 2 The probability thaff; = g; is % + ﬁ Z;‘f’:l (?)N(j)

Proof: Assume the original position @fisi,. If m;, = 1, the probability thaf; = g; is Zk LP(|A;,| =

. 18217
§)L = L.1f m;, = 0, the probability thaf; = g; is 3-5_, P4, = 5)(1 = 3)7. Hence,
. - n ~ (n—1)

P(fi =) = 5 + 3 L i PALl =)A= 2) =k + 52 25, (NG5S, O

Leth = h;||...||h; denote a code sequence selected by the sender. The priybiaitif; = h; is
given in Lemma 3

Lemma 3 The probability thaf; = h; is } (52 X5_, (3)N(5) (3 - n(f(;l_);)))— B R D

Proof: If ¢ = i, (i.e., thei,-th code of the original spread message does not changesitsopoafter
permutation), the probability that theth observed cod§ is the same ah; is P(f; = h;|i = i,) =
YR P(ALL = )t = 5 0 (NG I i # d (i-e., thei-th codef; of the original spread
message changes its position after permutation), the pilapdhat f; = h; is the same as the probabil-
ity thatf; = g;, since botth; andg; can be regarded as an arbitrary cod@®in
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Therefore,P(f; = h;|i # i,) = P(f; = g;). Forl < i,,j, < [, the probability that4; = A;, is
1/(};‘), which is a very small value if is relatively large and: is relatively small (e.g.1/(Z) ~ 1077
whenn = 50 andk = 5). Therefore, the probability thad; = A; is approximately 0. Note that
for different inputs, the outputs of mapping functibrare also different. Thus, the possible values of
h(Ay),..., h(A;) are distinct from each other. We considgrA, ), ..., h(.A;) asl random variables. The
probability thath(.A;,) is just thei,-th smallest/largest element among all vaIue% isTherefore, the
probability thati = i, is 7 L and the probability that # i, is 1 — 1. As a resultP(f; = h;) = P(i =

)P <f-=h<|z=zo>+r@< £ i)P(E = hili # i) = (5 2521 (NG - L) - L)
Lol
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Figure 2.6: E(f - h) andE(f - g) (k = 5, n = 30)

o
o
N
N

0.02]\

\ ——selected code sequences
0.018f ™ ----unselected code sequences |4

0.016¢

0.014¢

0.012¢

Correlations with the observed codes

50 60 70 80 90 100
Size of code set

Figure 2.7: E(f - h) andE(f - g) (k = 5, [ = 300)

23



©
[
N)

simulated n=30

- theoretical n=30
——simulated n=50
““““ theoretical n=50
simulated n=80

“““ theoretical n=80

o
[

o
o
©

o
o
=

o
Q
N

Correlations with the observed codes
o
o
o

o

20 40 60 80 100
Length of a message

o

Figure 2.8: Simulated and theoretida(f - h) for n = 30, n = 50, andn = 80

0.12
0.1
----unselected code sequences
0.08H —selected code sequences

Correlations with the observed codes

0 20 40 60 80 100
Length of a message

Figure 2.9: E(f - h) andE(f - g) (k = 5, n = 30)

Assume that the correlation of two identical codes is 1 aatiaghtwo different codes is 0. Based on
Lemmas 2 and 3, the expectation of the correlation betwfegn.||f, andg;||...||g. IS E(f - g) =
ST P = g) = P(f; = g;), and the expectation of the correlation betwefgff...||f. and
hyl|...|[h, is B(f - h) = L 377, P(f; = h;) = P(f; = hy).

Figure 2.9 shows the expectation of the correlation betwleenbserved codes and a code sequence
selected by the sender (i.E(f - h)), as well as the expectation of the correlations betweenlkerved
codes and a code sequence not selected by the sendét(fi.ez)). We can see th&(f - h) approaches
E(f - g) as the lengtli of the message increases. Wlias larger than 100E(f - h) andE(f - g) are
almost the same. Thus, it is hard for the jammer to distingthe code sequences of the sender by
analyzing correlations between the observed codes andcedelsequence if.
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Figure 2.7 shows botR(f - h) andE(f - g) when the size of the spreading code set increases. We
can see thak(f -h) is very close td&(f - g). Although bothE(f-h) andE(f - g) decrease as increases,
the distance between them is small.

Simulation: We use simulation to confirm the theoretical results. In thriktion, P has 30 codes,
andC has 10,000 code sequences. All codeP iare Walsh-Hadamard codes.

We letl range from 1 to 100. For ea¢hwe randomly picki code sequences frohand generate a
message. We spread and permute the message based on timeccliessequences. Assume- [. We
compute and record the average of the correlations betwearbserved codes and each code sequence
selected by the sender. We repeat this process 1,000 tirdesséimate thesimulatedE(f - h) as the
average of the 1,000 recorded values.

Figure 2.8 shows simulated and theoretiEéf - h) for £ = 5. The correlation between the observed
codes and the code sequences selected by the sender dear@agecreases. The correlation is less
than 0.02 whem = 80 and{ > 20.

In addition, we obtairE(f - h) through simulation when the size &f increases, withk = 1 and
k = 5. In the simulation] = 300 and other parameter settings are the same as those in tHatsamof
Figure 2.8. We let range from 50 to 100. For eaeh we perform the same process as we did for each
[ in the simulation of Figure 2.8, and estimate the simul&é&d- h). Figure 2.10 shows both simulated
and theoreticall(f - h). For bothk = 1 andk = 5, we can see that the correlation between the observed
codes and the code sequences selected by the sender iswglitéfsf - h) < 0.022).
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Figure 2.10: Simulated and theoreti@(f - h) for £ = 1 andk = 5 (I = 300)

The simulation results are very close to the theoreticallt®sas shown in Figures 2.8 and 2.10.
Both figures demonstrate that there is very small correldtietween the observed codes and the code
sequences selected by the sender. Thus, RD-DSSS can geevemtrs from learning the chosen code
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sequences and launch reactive jamming attacks. In contfB8SS allows a reactive jammer to derive
the code sequence directly by observing the first code indhaence.

Type Il Attacks

In RD-DSSS systems, a receiver needs to identify index coflesreceived message. Without the
knowledge of the index codes, the receiver cannot correetlgpread the received message. Therefore,
a jammer may launch DoS attacks targeting the index codes.

Specifically, a jammer may randomly chodsendex codes, get synchronized with the sender, and
transmit the chosen index codes to interfere withZhadex codes from the sender. As a result, the
receiver will have to deal with* combinations of index codes (i.e., using each combinatiatetspread
the received message and authenticating the de-spreadimgt)

However, as discussed earlier, the number of code sequenassn by the sender is small, ife.<
5. This means DoS attacks against index codes can be toleFagedxample, ik = 3 andqg = 13, 500,
the receiver only needs to deal with = 8 combinations of index codes under DoS attacks. However,
with the same parameter setting, a reactive jammer is faedmputes x ('*2%%) > 240 correlations

on average within a very short period of time (i.e., the tnaission time of a single message).
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Chapter 3

BitTrickle: Combating Broadband and
High Power Reactive Jamming

3.1 Assumptions and Threat Model

Our system consists of a sender and a receiver, who aim to camate in the presence of jamming
attacks. We assume that both the sender and the receiveerm@mfjwireless devices that can transmit
and receive wireless signals. We assumengelligent reactiveammer who emits noisy signals onto
wireless channels to interfere with the transmission frbm gender to the receiver. The goal of the
jammer is to block the communication from the sender to teiver in an efficient way. Specifically,
the jammer remains quite when the sender is not transmittingstarts sending noise signal once it
senses any transmission from the sender. We assume thaftheej has a high transmit power and can
jam all channels used by the sender and the receiver.

3.2 Overview of BitTrickle

At first glance, a reactive jammer seems to be perfect andnekable. It transmits when the sender
transmits and it stops when the sender stops. Such adamheibr provides a jammer with high
efficiency and concealment. However, a closer examinatiothe working principle of a reactive
jammer reveals its Achilles Heel.

Consider a scenario in Figure 3.1. The signal emitted by éheer is also received by the jammer,
and it passes through channel sensing algorithm (e.g.geudetector) that determines if the sender is
transmitting. If yes, the reactive jammer configures itagraitter to send jamming signals. The process
of channel sensing leads to a weakness of the reactive jgnsinee it takes a short period of time,
which creates an opportunity for the sender to transmitrméiion.
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Figure 3.1: Reactive jammer starts jamming once detectndey’s transmission.

3.2.1 Transmission at the Sender

Intuitively, the sender can simply split the original magsinto very short packets. If each packet can
be transmitted within the reaction time of the jammer, tHenreceiver can construct the original mes-
sage. Note that a typical packet usually contains fields aagtacket 1D, payload, and error correction
information. Thus, if a reactive jammer reacts very fast, sender can only deliver the first few bits
of the packet before the jammer starts jamming. Therefdre réceiver cannot receive the original
message. To deal with fast reactive jammers, we let the séradesmit a message in a “bits-by-bits”

manner rather than “packet-by-packet”, and let the receiptect all unjammed bits and assemble them
together to recover the original message.

Transmission: The sender encodes a message usiBitErickle encoder which enables the recon-
struction of the original data at the receiver in the presasfdransmission errors (e.g., bit lost) caused
by jamming, low link quality and other reasons. Encoding/@ding details will be discussed in Sec-
tion 3.4. As shown in Figure 3.2, the sender transmits eacbftihe encoded message for multiple
times to increase the chance that the receiver can recesvhith

The sender also takes a random backoff before each tramsmiSpecifically, the sender becomes
quiet for a random time before next transmission. This mékeard for the reactive jammer to predict
when the sender will start the next transmission. To distluptcommunication, the jammer may sense
the channel again to determine if the sender is transmjtiugch yields another reaction time and thus
opportunity for the sender to transmit. Alternatively, fammer may keep jamming for a long time or
randomly jam the channel. However, long time jamming deggdtie performance of the jammer (e.g.,
causing reduced efficiency and concealment), and the coinatars can increase their backoff time
to deal with it, whereas random jamming still yields idle éirslots between two attempts of jamming.
As long as the reaction time or idle time slots exist, the semdn always deliver information to the
receiver.

Figure 3.2 shows that the sender attempts to transmit orgetisite. This is the most conservative
approach that needs to be used when the sender has no intrrmoatthe reception at the receiver.
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Figure 3.2: Transmission at the sender

This can be easily improved by learning how many bits can beived in one transmission within
the jammer’s reaction time, through, for example, detectire point where jamming happens or using
ACK packets from the receiver, which can be transmitted imalar way. Specifically, the sender can
transmit multiple bits rather than one bit a time, as showRigure 3.3.

In our study, we focus on the transmission of one bit a timegesit makes a qualitative change
from “cannot communicate” to “can communicate” in the preseof a reactive jammer and forms the
foundation of other possible improvements.

#123£456 : 7]8l9] ...... @n-ZnJ

Figure 3.3: Assume the sender knows that 3 bits can be tréeshwithin the reaction time of the
jammer. The sender can transmit 3 bits of the message betiveeandom backoffs.

3.2.2 Reception at the Receiver

The receiver uses two steps to reconstruct the sender'sagesgl) extract the unjammed bits from
each transmission, and (2) decode the collection of unjadrisiie into the original message.

Obtaining Unjammed Bits: To extract unjammed bits, the receiver needs to remove jahiite and
fake bits injected by the jammer. As shown in Figure 3.4, @ackived bit enters @mming detectqr
which checks whether this bit is jammed or not. All jammed lsite discarded and the output of the
jamming detector is a bit stream that consists of unjammedtbat are either from the sender or the
jammer. The development of such a jamming detector is show®eiction 3.3. The output of the
jamming detector is further fed into authenticatoy which distinguishes the sender’s bits from the
jammer’s bits by using traditional physical layer autheation approaches such as radio frequency
(RF) fingerprinting (e.g., [65, 112]) and radiometric teicues (e.g., [12]). Ideally, the output of the
authenticator is a bit stream that formed by unjammed katssmitted by the sender only.

Decoding Unjammed Bits: After obtaining unjammed bits, the receiver needs to dec¢bdm to re-
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construct the sender’s original message. Note that a biatits copies may be totally jammed by the
jammer if the jammer keeps jamming the channel for a long.tikdso, the sender transmits each bit
for multiple times, and thus the receiver may receive dapéicunjammed bits. Therefore, to deal with
transmission errors such as lost/duplicate bits, the veceitilizes aBitTrickle decoderwhich corre-
sponds to th@itTrickle encodeused by the sender, as an error recovery mechanism agaiegticsn
failures. The output of the decoder is the reconstructedsages

Received Unjammed The sender’s Recovered
bits i bits bits ST message
E— Jamming ———| Authenticator BitTrickle - 9
detector decoder

Figure 3.4: Reception at the Receiver

3.2.3 Technical Challenges
Two technical challenges need to be addressed in the protdsseloping BitTrickle.

Jamming Detector: The requirement of jamming detection is drastically diéfer from traditional
jamming detection, which is only to find out whether or noteléiss communication or a transmitted
packet is jammed (e.g., [91,111]). Instead, jamming dietedh BitTrickle needs to distinguish jammed
bits from unjammed ones. This requirement makes the preyauming detectors insufficient.

It is easy to see why jamming detection based on packet dgliage fails to meet the requirement
of BitTrickle. However, it is more subtle to understand whgde approaches based on received signal
strength (RSS) do not work.

RSS-based jamming detection identifies jamming when the iR&&gh. However, this approach
will fail in situations where the distribution of RSS valuase inherently time-varying. For example,
wireless hardware typically employs automatic gain cdn#&C) [41], which reduces the power of a
strong signal and raises the power of a weak signal to keepaR&/ appropriate range. Due to such
adjustment, jammed signals and unjammed signals have atheosame RSS, and thus it is hard for
the receiver to identify which signal is jammed. Moreoveipractice, multiple reasons may contribute
to the changes of RSS values. For example, in mobile commtimi; RSS values increase as a sender
gets near to a receiver and decrease as the sender movessawiarly, for wireless devices that utilize
power control technologies (e.g., [26, 48, 74]), wireledstiference is not the only reason that causes a
high RSS values, since the sender dynamically adjustsaitsitnit power for energy efficiency.

In our study, we propose a novel technique that takes adyamtmodulation properties to distin-
guish jammed and unjammed bits. The proposed detectionochelbes not rely on RSS values, and
thus can be used in general wireless applications that hi#hex dynamic or static RSS.
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BitTrickle Decoder: Transmission errors like lost or duplicate bits may happeemthere exist jam-
ming attacks or a retransmission mechanism is employed. rgttdiance, an ECC might be directly
used by BitTrickle to deal with transmission errors. Howewecloser look reveals that this message
reconstruction is quite different from traditional errecover, where both correct and error bits are in
their correct positions. Indeed, in a sequence of bits veddby the BitTrickle Decoder, a small number
of lost/duplicate bits can make many bits mis-aligned, Wigceatly reduce the efficiency of ECC and
exceed their correction capacity. Thus, it is likely to havlarge number of bits errors in the recon-
structed message. To deal with lost/duplicate bits, weldpvgitTrickle decoder, which can find the
original position for each received bit in the encoded mgssand enable the use of ECC with high
efficiency.

3.3 Jamming Detector-Identifying Jammed Bits

In this section, we design a novel jamming detector, whidizes physical layer modulation properties
to precisely distinguish between jammed and unjammed Hitsfacilitate the understanding of our
approach, we first give some background information on rradtur.

3.3.1 Preliminaries on Modulation

I/Q modulation technigues have been widely used in moderelegs systems, including WCDMA,

WiMax, ZigBee, WiFi, and DVB (Digital Video Broadcastingh I/Q modulation, data bits are encoded
into a physical layer symbol, which is the transmission imthe physical layer. In the following, we

take Quadrature Phase-Shift Keying (QPSK) modulationpa#y 1/Q modulation, as an example to
illustrate how 1/Q modulation works.

QPSK — An Example I/Q Modulation: QPSK encodes two bits into one symbol at a time. Hence,
as shown in Figure 3.5, bits 00, 01, 10, and 11 are represégtedints whose coordinates ai@ 1),
(—=1,0), (0,—1), and(1,0) in an I/Q plane, respectively. The I/Q plane is calledoastellation dia-
gram A symbol is the coordinate of a point in the constellatioagidam. For a bit sequence 0010, the
modulation output are two symbolf, 1) and(0, —1).

A symbol received by a receiver is not exactly the same asrigeal symbol transmitted by the
sender, since wireless channels are usually noisy andlirteodistortions (e.g., phase and amplitude
changes) to signals that pass through them [39]. Hencemodelation, the receiver finds the point that
is closet to the received symbol in the constellation diagr&or example, in Figure 3.5, the distance
between the received symbol and the point (0, 1) is the mimiprand thus the demodulation output is
00.

We use QPSK as an example to illustrate 1/Q modulation. Tbhegsed jamming detector is not
limited to QPSK and can be applied to all variations of I/Q mlation such as M-PSK and quadrature
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Figure 3.5: QPSK modulation/demodulation

amplitude modulation (QAM).

3.3.2 Experimental Observation

Intuitively, jamming signals can introduce a large, eveneagnverable distortion to signals transmitted
by the sender, since the goal of the jammer is to interferecandipt desired signals. Therefore, if a
received symbol is jammed, it may greatly deviate from ieaidpoint in the constellation diagram and
can hardly be recovered. Based on this intuition, we perfexperiments to examine the impacts of
jamming attacks on symbol locations in a constellation idiag

We collect the received symbols using USRPs [57], which adkorfrequency (RF) front ends
equipped with analog to digital (AD) and digital to analogA)Cconverters. In our experiments, three
USRPs are used as the sender, the receiver, and the jamspegtreely, each of which is connected to
a computer. AGC is employed by USRPs. We set the bit rate ap&Miarrier frequency as 5GHz, and
modulator as QPSK.

We consider two communication scenarios: a normal sceaadoa jamming scenario. In the first
one, only the sender transmits randomly generated pack#ies teceiver, while in the second one, both
the sender and the jammer transmit random packets to thvegecencurrently. We let the receiver
records locations (i.e., coordinates in the constellatiagram) of received symbols.

Figures 3.6 and 3.7 show locations of received symbols ntirmal and the jamming scenarios,
respectively. In the normal scenario, as shown in Figurerddeived symbols form four clusters, each
of which centers around an ideal point of QPSK. However, where exist jamming attacks, as shown
in Figure 3.7, all received symbols tend to be randomly spoe@r the constellation diagram; it is hard
to determine the ideal points for most of the received sysibamhd demodulation errors may happen
frequently.
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Figure 3.7: Jamming scenario: Received symbols deviate ideal points

Note that the sender’s signal maybe treated as noise anédilby noise cancellation algorithms at
the receiver if the jammer’s transmit power is high enoughthls case, received symbols may behave
normally, since they can be regarded as from the jammensbignly. However, they will be further
removed by physical layer or cryptographic authentication

3.3.3 Detection Method

Let dunjum denote the distance between an unjammed symbol and the orighe constellation dia-
gram. Further let;,,, denote the distance between a jammed symbol and the origin.

Detection Metric: As shown in the above experiment, unjammed symbols are ¢todeeir ideal
constellation points, and thuk,,, .., approximately equals to the distance between an ideal pouht
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the origin.

On the other hand, jammed symbols deviate from their idemitpoDue to AGC, such deviation
is actually a convergence from ideal points toward the origther than an expansion out of the con-
stellation diagram range. Hence, unlike unjammed symipnismed symbols are randomly distributed
within the constellation diagram, and the expected valué;gf, is smaller than that ofl,;,j4.,. For
example, in Figures 3.6 and 3.7 , the expected value of thandis between a received symbol and the
origin is 2.2524 and 1.2628, respectively.

We propose to use the distandebetween a received symbol and the origin of the constefiatio
diagram as a metric to detect the existence of jammed symbols

Temporal Detection: For each received symbol, we compute the correspondingndist/, and then
compared with a threshold. If d > ¢, then the received symbol is marked as unjammed. Otherwise,
it is a jammed symbol and will be discarded. To increase aogiwe enhance the above detection
approach by using a temporal check. kgandd; denote the&-th received symbol and its distance from
the origin, respectively.

In the check, we determine whethgris jammed or not by examining a temporal symbol sequence
Si Ny .-y Si—18iSi11, - Si2 N, WhereN is a small positive integer (e.gN = 1). Symbols; is marked
as unjammed, if all symbols in the temporal sequence haventiss that are larger than the threshold
(i.e.,di—; > tfor0 < j < N).

Two remaining problems need to be answered: (1) How to déterthe detection threshotd and
(2) how well the detection method works. These problems durtrto be related. In the following, we
first look at the quality of detection and then develop a metiocdetermine the detection thresheld

3.3.4 False Alarms and False Negatives

False alarms and false negatives are two types of errorgrthpthappen in the detection. In a false
alarm, d,,jam Of at least one symbol in the temporal sequence is less thagual tot, and thus an
unjammed symbol is incorrectly classified as a jammed symbal false negativei;,,,, of all symbols
in the temporal sequences are larger thaand thus a jammed symbol is incorrectly classified as an
unjammed symbol.

In the following, we derive both probabilities of false ntéga and false alarm.

Theorem 1 (Probability of false alarm) The probability’;, that an unjammed symbol is incorrectly
classified as a jammed symbollis- (M, (5%, ;=))*"*!, where)M; is the Marcum Q-function [3]y

is the distance between an ideal point and the origin of thestallation diagram¢ is the threshold,
2N + 1 is the length of the temporal sequence, ang is the variance of the jamming signal.

Proof: Let (I,Q) and (I;,Q;) denote the coordinate of a received symbol and its closesi id
point in a constellation diagram, respectively. Due to tkistence of jamming signall # I; and
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Q # Q;. For an unjammed symbol, we assume additive white Gaussige,rand thud and(@ can
be represented as= I; + é; and@ = Q; + dg, whered; anddg are independent and identically
distributed (i.i.d) Gaussian random variables with medne/® and variance 2. According to the
properties of Gaussian variables [63]= I; + 6; and@ = Q; + g are also i.i.d. Gaussian random
variables. The mean values pfand @) equal to those of; and@;, respectively, and the variances of
them are alb 2.

Let d denote the distance between the received symbol and tha ofithe constellation diagram.
Thus,d = /12 + Q2. According to [75],d follows Rice distribution and the cumulative distribution
function Fy(t) of dis Fy(t) =P(d <t) =1— Ml(UN, 5 )» WhereP(d < t) denote the probability that
dis less than or equal tov = \/I;2 + Q;2, andM, is the Marcum Q-function. Note that the probability
Py, of false alarm equals to the probability thaof at least one symbol in the temporal sequence is less
than or equal ta. Therefore,Pr, =1 — (1 —P(d < #))?V 1 =1 — (M; (2%, L))2NFL, O

O’N’O'N

Theorem 2 (Probability of false negative) Given that each ideal paimthe constellation diagram is
jammed with equal probablllty the probabilit),,, that a jammed symbol is wrongly classified as an

unjammed symbol (sz 27 )2N+1 wheret is the threshold2 N +1 is the length of the temporal sequence,
andg? is the variance of the 1/Q coordinate of a received symbol.

Proof: Let (I, Q) denote the coordinate of a received symbol. A jammed synstible mixture of
the sender’s symbol and the jammer’s symbol. Hell@nd(Q can be represented as= I, + I; + Jr
and@ = Qs + Q; + dg, where (,,Q;) and (;, Q) are the symbols transmitted by the sender and the
jammer, respectively, aniy anddg are additive white Gaussian noise.

Assume that the sender transmits each ideal point in thealtaion diagram with equal probability.
Thereforel,, Qs, 1;, Q; are i.i.d random variables. According to central limit them, the probability
distribution of the average of i.i.d random variables caoges to Gaussian distribution as the number
of random variables increases. Therefore, we use Gaussaibwation to roughly approximate the
distribution of (I, + I;)/2 and(Qs + @;)/2. According to the properties of Gaussian variables [63],
I=1I,+1;+ 4 andQ = Qs + Q; + d¢g are also approximately Gaussian distributed, widgrand
dq are i.i.d Gaussian random variables with mean 0. Note thates! points center around the origin,
and thus the mean values &f Q,, I;, andQ); are 0.

Let d denote the distance between the received symbol and tha ofithe constellation diagram.
Thus,d = /I2 + Q2. Assume thaf and@ have the same variance, which is denotedbyAccording
to [39], d follows Raylelgh distribution and the cumulative distriion function F;(t) of d is Fy(t) =

Pd<t)=1-— e2a2 The probabilityP,, of false negative equals to the probability tkiam‘ all symbols

in the temporal sequence are larger thalfiherefore Py, = (1 — P(d < t))2N*! = (202 207 )2N+1 O

Experimental Validation: To verify the theoretical probabilities of false alarm aatsé negative, we
let the threshold range between 0 and 5, and for each valuewé run the temporal check enhanced
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method to detect unjammed symbols from symbols collecteddomal and jamming scenarios in our
earlier experiment. Ratios of detected symbol number @ ®tmbol number are used to compute

the real measured probability of false alarm and false negafi.e., Py, = 1 — # detected symholg, 1

d d b # total symbols
# detected symbo
Pf” — " #total symbols 53

Figures 3.8 and 3.9 show the results fér= 1 and N = 3, respectively. Meanwhile, we compute
Py, and Py,, using Theorems 7 and 2. The computation results are alsonsimoktigures 3.8 and 3.9.
Note that statistic parametets o, ando are determined based on our earlier experifheroth
theoretical and real measured results are in close consyste

A large N can result in both smalP;,, and P;,. WhenN = 1, both real measureft,, and Py,
can be as low a8.0444 by using a thresholdthat equals td.6. If we increaseN to 3, we can achieve
even lower error rate.
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Figure 3.8: Theoretical and measured probabilities okfalarm and false negative whéh= 1.

3.3.5 Determining the Threshold

The threshold can be determined based on the system requiremet/fpand P;,. For example, if

the false negative probabilit¥;,, is required to be less than we have(eszt;)W +1 < a. By treatingt
as an unknown and solve the inequality, we cantgetyv/202 In o2N+1. As the threshold increases,
Py, increases buPy, decreases. If the system objective is to minimize bBth and Py,,, as shown
in Figures 3.8 and 3.9, the minimization result and the amoading threshold form the intersection
point of the Py, and Py, curves.

Ty = 2.3949, oy = 0.3838, ando = 1.0344
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3.4 BitTrickle Encoding/Decoding

In this section, we develop an encoding/decoding schemighvdmables the recovery of original mes-
sage in the presence of transmission errors. We assumeigfigabmessage is first encoded with a
traditional ECC (e.g., Reed-Solomon codes) before beinggased by BitTrickle. The use of tradi-
tional ECC corrects substitution errors (i.e., bit “1” isplaced by “0” and vice-versa). The BitTrickle
encoding scheme further encodes the ECC-coded messagewoaateceiver to decode the correct
position of each received bit and recover from synchromnagrrors such as lost and duplicate bits.

3.4.1 Basicldea

For the sake of presentation, we call the input to BitTrickieoding (i.e., the ECC-coded message) as
a BTmessage.

BitTrickle Encoding: The sender and the receiver agree on a sequence that is fosmethtegers,
wheren is the length of the BTmessage. We call such an integer sequagositioning codeand each
integer in the sequencelabel. As shown in Figure 3.10, the BTmessagéa@(310 and the positioning
code is03572. For1l < i < 5, the sender labels theth bit of the message using tligh label in the
positioning code (e.g., the second bit is 0 and its label.i$rBjhe labeling, the sender uses one symbol
to represent both a bit and its label. (Details of labeliny k@ presented in Section 3.4.2.) Note that
a symbol is the transmission unit of physical layer. Henica receiver receives a symbol, the receiver
knows both the bit and its label. The encoding results arentbsys as shown in Figure 3.10.

Transmission Errors: The sender transmits the encoded symbols using the metbodsded in Sec-
tion 4.3. Figure 3.11 shows an example. The sender transhatfirst symbol for 3 times, takes a
random backoff, and transmits this symbol again for 3 tinfdg sender repeats this process on all the
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Figure 3.10: BitTrickle encoding

following symbols until the last symbol is transmitted. Divgamming attacks and retransmissions, a
symbol may get lost or duplicated. For example, in Figurd 3all copies of the 2nd symbol are lost
and the 4th symbol is duplicated.

The sender’s transmission

111 [ olojo| [o[o[o} [[1]1] [a[a[1] [1[1[1] [+][1]1] [o[o[o 0/0/0
o/o[o]+ Jo[o[o] , [3[3[3]+]3[3]3]+[5]5]5]  [5[55] « |7[7]7|6]7[7|7| 2[2]2] 1, [2[2]2
Transmission is jammed

1 1] o]

[0 /5] 7\ 7 2|

Figure 3.11: Transmission Errors

BitTrickle Decoding: The receiver demodulates each received symbol to extratithnd correspond-
ing label carried by this symbol. Figure 3.12 shows an exarfglowing Figure 3.11. In this example,
the extracted bits and labels ar110 and 05772, respectively. The receiver then takes two steps to
correct synchronization errors.

Received content Merging Alignment Alignment output
111 ][1]o] [1]1][1]o o[x[5]7]2] [1[x[1][1]o Trag;tr'?e”:t‘i'oi"or
ols|7]|7]2] “ol|s]|7]2 ola|s|7|2] "~
e Insert 1 or 0

Figure 3.12: BitTrickle decoding

The first step is merging, in which bits are merged into a sirt if they are identical and have
the same label. As shown in Figure 3.12, the 3rd and the 4#ivest bit are identical (i.e., both of
them are 1), and have the same label 7. Thus, they are mergetthéa The merging result i 10
and the corresponding labels @&r2. Note that an incorrect merging may happen if multiple bits i
the BTmessage are identical and share the same label. lios58c4.3, we give the analytical upper
bound of the probability of merging errors, and we show that upper bound decreases quickly as
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configurable parameters such as the total number of retiasiems of each bit change.

The second step is alignment. The merged label®&r2 and the positioning code 8572. The
labels 0, 5, 7, and 2 match the 1st, 3rd, 4th, and the lastilalie® positioning code, respectively. Thus,
the receiver knows that the second bit is lost, and corregetshsonization errors by inserting a bit that
can be either 1 or 0 at the position shown in Figure 3.12. Tigamlent output is further processed by
traditional ECC to recover the original message. There mist multiple alignment outputs, since the
merged labels may fit multiple combinations of positionshia positioning code. In Section 3.4.3, we
develop a fast alignment approach that not only achievesedealignment accuracy, but also reduces
the overhead by only trying a subset of all combinations.

Diversity Degree of a Positioning CodeNote that consecutive bits of a BTmessage may happen to be
the same, and they will be treated as duplication of a singlantl incorrectly merged together if they
have the same label. To avoid such situation, we requirectiragecutive labels in the positioning code
to be different. Specifically, theth label in the positioning code does not equal to any ofriésipusd
labels (i.e.; — 1-th, ...,i — d-th label) and successivelabels (i.e.; + 1-th, ...,i + d-th label), where
d > 1 is a parameter that can be adjusted by a user, referreddiversity degreef the positioning
code. For example, when diversity degree is 2, the 8th Idimild not be the same as the 7th, 6th, 9th
and 10th label.

In the following, we present more details during BitTrickdiecoding and decoding.

3.4.2 Encoding at Sender

In the encoding, the sender adds special data contenti@1§1,010) to both the beginning and the end
of a BTmessage, so that a receiver can recognize the bouoflagTmessage. We refer to the special
data content asmessage delimitation code (MDC)

Afterwards, the sender labels th¢h bit of the BTmessage by packing thh bit and thei-th label
of the positioning code into one physical layer symbol. Bareple, assume thaith bit is 1 and its
label is 2. The sender appends 10 (i.e, binary form of 2) tadtita bit 1, and the result is 11@&hich
are modulated into one symbol (e.g., a 8PSK symbol). To ingadficiency, bits in the MDC are not
labeled.

For anM-ary modulator that encodésg, M bits by one symbol, the maximum value of a label of
the positioning code should not excedep> M ~1 —1 = & 1. For example, an 8PSK symbol uses one
bit to carry data information and two bits to carry the labéénce, a label should be less than or equal
to 3 (i.e., 11). Packing a data bit and its label in one symbolexd@s atomicity: data bits are always
associated with their labels. Upon receiving a symbol, #teiver knows both the data bit and its label.
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3.4.3 Decoding at Receiver

During decoding, the receiver first searches for boundafi@sBTmessage. As shown in Figure 3.13,
the boundary of the BTmessage is identified if the receiverotserve an MDC or a certain data pattern
that is a part of MDC. For example, assume that the MDC eqodl©10101010, the receiver identifies
the beginning or end of a BTmessage if the receiver recei@é9101010 or consecutive 10’s (e.g.,
101010).

To reduces the chances that the entire MDC is jammed, thesand the receiver can increase the
length of the MDC according to the severity of jamming at&ado that the receiver can observe at least
a part of the MDC. Alternatively, they may also use backaffdibetween transmitting two consecutive
symbols of an MDC to reduce the chance of colliding with thranaer’s signals.

BTmessage

Figure 3.13: Identifying boundaries of a BTmessage

The receiver then demodulates the symbols of the receivedeB%age, and extracts a data bit
and a label from each symbol. The number of extracted dateehifals the number of symbols. As
discussed earlier, there may be lost and/or duplicated dritd the receiver takes two steps to correct
synchronization errors.

Merging: Bits are identified as duplicated bits and merged into a sihgl if they are consecutive,
identical and have the same label. To detect and merge dteadibits, the receiver points a cursor to
the first bit/label of the received BTmessage. Then, theiveceompares the bit/label pointed by the
cursor and each of the followingy, — 1 bits/labels, wheréeV,. denote the number of retransmissions
for a single bit. If inequality occur (e.g, two bits are notuuator have different labels), the receiver
merges all equal bits/labels together and points the cucstire next bit/label. The receiver repeats
the same process until all bits/labels of the received BBamgs are scanned. The expected number of

N,—1

comparisons is(NTfl)/2 x =& = L, whereL is the message length.

Merging Errors: Different bits in a BTmessage may be incorrectly mergedttugethus introducing
extra lost bits. However, the occurrences of merging erdarsiot mean that the entire message is
unrecoverable. Lost bits can still be recovered by aligrtnaend ECC. In Theorem 3, we derive an
upper bound of the probability of merging errors. Before iwave Theorem 3, we first give the following
Lemma.

Lemma 4 The probability that two labels in a positioning code equeaéach other is less than or equal
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to ﬁ, whered is the diversity degree of the positioning code d@ds the number of possible values
for each label (e.g., R=4 for 8PSK).

Proof: Let S = si||...||sn denote the positioning code, whereis the number of labels in it. Let
Peq denote the probability that thieth label s; equals to thej-th labels;, wherel < 7,5 < n and

1 # j. Without loss of generality, we assume that- i. According to the diversity requirement of a
positioning code (See Section 3.4.3),# s;_1,...,5j_q ands; # s;y1,...,8i44. If j —i < d, s is
one of the previoud labels ofs;. Hencep., = 0. If j —i = d + 1, s;'s previousd labels are actually
s;'s successivel labels, and thus; # s;_1,...,s;_q ands; # s;j_1, ..., s;_4. Thereforep, = ﬁ. If
d+1 < j—1 < 2d, there exists an overlap betweess previousd labels ands;’s successivel labels,
but the length of the overlap is less thén Thus,p, < ﬁ. If 5 —i > 2d, there is no overlap and
pe = %. Thus,p, is at mostzL-. O

Theorem 3 (Probability of merging errors) The probability. that a received BTmessage is merged
incorrectly is less tharl — (1 — ”Td‘prg(l;(;; Gk
code, R is the number of possible values for each labeak the number of retransmissions for each bit
in the BTmessage, is the diversity degree of the positioning code, anid the probability that a bit

transmitted by the sender is lost.

y"(1=r")=1 wheren is the length of a positioning

Proof: LetS = s4]|...||s, andM = my||...|]|m,, denote the positioning code and original BTmes-
sage, respectively. Let/, = m;‘11||...||m:5 denote the received BTmessage, wherg is thei;-th
element of the original BTmessage am@j means that the receiver receivggetransmitted copies of
mi; (€.9.,m3 = ma|lma|ima). mfj may be incorrectly merged wnhnfjill if they are identical and
have the same label (i.en;; = m;, , ands;; = s;,,).

When there are no lost bits, the receiver receives the whetsage and/, = mj||...||m],, wherer
is the number of retransmissions. Note that each label ipdB#ioning code is different from any of its
previous and successivdabels (i.e.;s; # s;+ for 1 < k < d). Thereforen] cannot be merged with
m;,, since the label ofn; is different from those of its predecessor and successars, Ty can only
be merged with its own copies, yielding a merged messagé..||m,,, and the probability of merging
errors is 0.

When there exist jamming attacks, an information bit (iaebjt in the original BTmessage and all
its retransmitted copies) may get lost. pedenote the probability that a bit transmitted by the sersler i
lost due to jamming, low link quality, and other reasons. Phabability that an information bit is lost
equals top”, wherer is the number of retransmissions.iff,; —i; < d (i.e., less thanl information
bits betweenn;,, andm;, are lost), themn,;, , is among the successiveelements ofn;, and their
labels are always different. Thus, the probability of meggérrors is 0. 11 —i; > d (i.e., more than
or equal tod bits betweenn;, , andm;; are Iost),m:j andfmfﬁl1 will be identified as duplicate bits

whenm;, =m;, , ands;; = s; . Letp., be the probability that theéth elements; equals to thg-th
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elements;, wherel <4, j < n andi # j. According to Lemma 4, the probability of merging errors is
TPeq < Q(R—l_d). The overall probability., thatm:j is incorrectly merged withn:ji Lis

pej:O X P(ij+1 — ij < d) + ]%P(ij—i-l - ij > d)

pn—n(1—p")+1 pn—n(l—ﬂ')
=50 D Pl =k)=2 Y 0™ ()
k=d+1 k=d
_ (prd _ pr(n—n(l—pr)-i-l))
- 2(R—d) ’

wheren(1 — p") is the expected number of information bits received by tlceiwer. For the received
BTmessagé/, = m;‘11||...||m§;’, the probabilityp. of merging incorrectly is I ;j(l_pr)_l(l — Pe;),
and thus

rd r(n—n(1—p")+1)

— pr( ,
Pe <1- (1 - i Z(R — d) )n(l—p )_1' (31)

O

We use simulation to validate the above analytical uppendduNe let R = 32 andp = 0.95, and
perform 10,000 trails in our simulation. In each trial, wadamly generate a message and a positioning
code whose length is 155, and label the message using th@pigj code. We retransmit each bit of
the message far times (10 < r < 30), and delete each retransmitted bit with probabititWe then
merge the remaining bits, and compare the result with theecoresult obtained based on the original
generated message. If both results are not equal, a memgimghappens and we mark this trial as
failed. We compute the simulated probability of mergingoer2iedtials) ang jts analytical upper
bound using and Equation (3.1), respectively.

As shown in Figure 3.14, the simulated probability of meggatror is only slightly less than its
analytical upper bound, which indicates that the upper dozomputed by Equation (3.1) is a tight
upper bound. It shows that a larger diversity degfeman achieve smaller error probability. As the
numberr of retransmissions increases, both the simulated protyadiid its upper bound decrease and
approach to 0. In particular, wheh= 8 andr = 20, the simulated probability and the analytical upper
bound are 0.0005 and 0.0006, respectively.

Alignment: In this step, the receiver attempts to find the actual pasitibeach received bit in the
original BTmessage. Lef denote the positioning code aridthe merged labels (e.g., in Figure 3.12,
the merged labels are 0572). As discussed earlier, thevezcean feedl into S to determine the
positions of received bits. For example[if= 17 andS = 1317, then either the first and the last bit or
the last two bits of the original BTmessage are received.

2Simulations are done in MATLAB 7.7.0 on a computer with a 2G38z AMD CPU and 4.0 GB memory
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Figure 3.14: Probability of merging errors

(1) A Basic Alignment Method: If the length of the positioning code is small, we can do align
ment in a brute force way. Specifically, we find all possiblenbanations of positions of received bits.
Assume that the length df is q. The receiver can find all lengthsubsequences &, and compare
each of them with... For each subsequence that equals,tthe receiver generates an alignment output
by padding 1's or Qs into the positions of lost bits. For exden assume that padding bits are 1's and
the received message after mergingGs For . = 17 and.S = 1317, the alignment outputs afd 10
and1100. Each alignment output is further processed by traditi&@C decoding, where replacement
errors (i.e.,1 — 0 or0 — 1) are corrected. Since there may exist multiple alignmemnpus, the
receiver may obtain multiple decoding results, among wii&hone that can pass cyclic redundancy
check (CRC) or authentication is the recovered message.

The number of comparisons the brute force method requir(sg‘s) javheren is the length ofS. If n
is large, the brute force method will be time consuming. Hemee develop a fast alignment approach
to reduce the overhead.

(2) A Fast Alignment Method: To achieve fast alignment, we propose to only find one alignime
instead of finding all possible alignments in a brute force.wd/e will then show that given proper
configurations, this single alignment actually leads torg genall error probability.

We use a simple greedy strategy to obtain a single alignnigmécifically, the receiver compares
labels of L with those of the positioning codg, trying to find S’s leftmost or rightmost subsequence
that equals td.. For example, ifL. = 17 andS = 1177, the S’s leftmost and rightmost subsequence
that equals td. is underlined inl177 and 1177, respectively. The positions of the leftmost/rightmost
subsequence is 13/24, and thus the corresponding decssittrati the first and the third bits of the
original BTmessage are received (or the second and theitastrb received).

Alignment Errors : For basic alignment, the probability that alignment esrbappen is 0, since the
basic alignment approach examines all possible combimatigor fast alignment, alignment errors may
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happen if the positions of the leftmost/rightmost subsageeare not formed by the correct positions
of the received bits. Without loss of generality, we assuha the fast alignment finds the leftmost
subsequence of the positioning code. In Theorem 4, we danvapper bound for the probability of

alignment errors.

Theorem 4 (Probability of alignment errors) The probabiligy. that the receiver fails to generate cor-
r(n—q+1)

rect alignments id — >";_ q %(1 — 2 ‘%_d )k=4, wheren is the length of a positioning
code,R is the number of possible values for each lalbag the number of retransmissions for each bit
in the BTmessage], is the diversity degree of the positioning code, anid the probability that a bit

transmitted by the sender is lost.

Proof: LetS = s1]|...||s, denote the sequence formed by the positioning codepanlde the proba-
bility that thei-th elements; equals to thg-th elements;, wherel < ¢, < n and¢ # j. According

to Lemma 4,p., < ﬁ, where R andd are the number of labels and the diversity degree of the
positioning code, respectively.

Let ' = fil|...||f, denote the sequence formed by the actual positions of estdiits (i.e., the
receiver receives thg -th,... f,-th bits), andL denote the sequence formed by merged lab€lss the
positions ofS’s leftmost subsequence that equald two conditions are satisfied: (1) Far< i < f1,
si#sp. (2Q)Forl <j<qg-—1landf; <i< fji1,s; # sy, . Therefore, the probability,,, that I’
is the positions ob’s leftmost subsequence is

fi-1 q—1fj+1—1
pmin:H (1_P(3i = Sfl))H H(l_P(Si = Sfj+1))'
i=1 J=li=f;+1

Assuming thatf; < i < f;1, the probability

P(fjr1 = f > d)
R—d '

P(Si:‘sfjﬂ):peqp(fj—i-l_i >d) <

Note thatf; 1 — f; > d indicates that at leastlabels betweeny, andsy,  , are lost. Therefore,

Zn q rk(l _ )
P(s; = 3fj+1) < R—d
rd _ o r(n—q+1)
T (82
Similarly, for1 <i < f1,
o rd _ r(n—q+1)
P(si=sp) < Hh-l>d) _p7-p (33)

R—d B R—d
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Then, it follows from (3.2) and (3.3) that

prd _ pr(n—q—i-l)

fa—a
R—d )

Pmin Z (1 -
Note thatf, is a random variable ranging frogtto . According to total probability formula,

n rd _ r(n—g+1)
p p _
Pmin 2 § P(fg=Fk)(1 - R—_d )k I
_ P,

Zzwm R

The probabilityp. that the alignment is incorrect equals to the probabiligt #i is not the positions of
S’s leftmost subsequence. Hence,

Pe = (1 _pmzn)

)k (3.4)

O

We also use simulation to validate the analytical upper Hoafralignment errors. Parameters are
the same as those used in the simulation for merging erres & = 32, p = 0.95, and 10,000
trials). In each trial, we randomly generate a positioningecof length 155, retransmit each label of
the positioning code for times (10 < r < 30), and delete each retransmitted label with probabjlity
The remaining labels are merged together. Then we find thégrssof received bits (labels) using the
fast alignment alignment approach, and compare the redhltie true positions. If they are not equal,
an alignment error happens and we mark this trial as failed.cévnpute the simulated probability of
alignment error %ﬁ and its analytical upper bound using and Equation (3.4peetively.

Figure 3.14 shows that the simulated probability of aligntror and the analytical upper bound
decrease as the number of retransmissions increases,amediversity degreé can lead to a smaller
error probability. The upper bound computed by Equatiod)(& a tight upper bound of the error
probability. In particular, whe = 8 andr = 20, both the simulated probability and the analytical
upper bound are about 0.0006.

3.5 Implementation and Evaluation Results

We develop a prototype system for BitTrickle to facilitatee texperimental evaluation of BitTrickle
performance under reactive jamming. The prototype systamsists of a sender and a receiver, both
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Figure 3.15: Probability of alignment errors

implemented as a USRP connected to a commaodity PC that rersetider (receiver) program. The
USRPs are equipped with XCVR2450 daughter boards operititing 2.4GHZ range, and are used as
RF front ends. The software implementing BitTrickle is thea GNURadio [1].

Communication Flow: Figure 3.16 shows the communication flow of the BitTrickletptype. The
sender encodes the original message using the BitTrickleden, and then modulates the binary bits of
the encoded message into symbols. Each symbol is furtheirgplin-phase (l) and quadrature-phase
(Q) components, and the sender multiplies | component andngponent by a cosine and sine carrier
signal, respectively. The outcomes of both multiplicatioe superimposed, resulting in the modulated
signal. Finally, the sender uses a D/A converter to transfitte modulated signal into RF signal and
transmit in the wireless channel.

Cosine signal

. Radio frequency
Original i # signal
message

10119 Modulator 4’®—¢
+1OM- | BitTrickle 0 MW /\/

Encoder =
Q
Sine signal
‘Authenticator‘ ‘Jamming detector‘ Jammer
Cosine signal
Recovered
message ‘
.1011... Demodulator NT wi
| BitTrickle | [ Noise
Decoder
&
Sineﬁsignal

Figure 3.16: A Communication Framework of BitTrickle
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In the reception process, the receiver applies an A/D sanpkeansform a RF signal into a mod-
ulated signal, and then multiplies the digital modulataghal by cosine and sine carrier signals to get
the 1 and Q components, which together represent a physigat symbol. Each symbol enters a de-
modulator that can decode symbols into binary bits. A jangndatector and an authenticator run on
top of the demodulator. They decide whether a symbol is jathandake by looking at intermediate
demodulation results, and feed their decisions to the detatmt, which will discard all “bad” symbols.
Finally, the receiver uses the BitTrickle decoder to predie output of the demodulator and recover
the message from the sender.

Reactive Jammer: A reactive jammer senses the channel and transmits jamngnals once it detects
a sender’s signal. In our evaluation, we setup a high powersansitive reactive jammer to test the
performance of BitTrickle. The jammer is implemented on WPSRising GNURadio [1]. We employ
energy detection to achieve a lower channel sensing timecifgglly, a sender’s signal is detected if
received signal strength exceeds a configurable threshold.

Note that a reactive jammer not only transmits jamming dgynaut receives from the wireless
channel to detect legitimate user’s transmission. In ogigieof the jammer, we equip the jammer
with two RFX2400 daughter boards that are used as a tramsraittd a receiver, respectively. For
both the transmitter and receiver component, we set theredes “samples per symbol” the minimum
value supported by GNURadio to reduce the processing detayZ and 4 for transmitter and receiver,
respectively). Also, we let the jammer transmits with maximgain and place the jammer within 0.1
meter range of the BitTrickle receiver. Parameters of thetree jammer is shown in Table 3.1.

Table 3.1: Technical details of the reactive jammer

Parameter Value
Frequency range 2.3-29GHz
Channel sensing time 0.6 ms
Transmit power 50 mW
Interpolation/Decimation rate 64/32
Maximum receiving RF bandwidth ~ 16MHZ

Comparison: To understand the capability of BitTrickle, we compare tbkofving schemes under
reactive jamming.

1. BitTrickle —The prototype implementation of BitTrickle sender ancereer. This approach uses
Reed-Solomon (RS) error correction codes, and differe@thase shift keying (D8PSK) mod-
ulator/demodulater. The prototype system supports two &féhg rate, which are RS(155, 55)
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and RS(60, 36)

2. GNURadio Benchmark-The benchmark communication tool provided by GNURadiodiatia
transmission and file transfer between two USRPs. The saoaes are located at the directory
gnur adi o/ gnur adi o- exanpl es/ pyt hon/ di gi tal .

3. 802.11 DSSSIEEE 802.11 protocol running at direct-sequence spreactgpn (DSSS) mode on
commercial 802.11 wireless cards. This approach uses édavker code for spreading, carrier
sense multiple access with collision avoidance mechani38MA/CA) to resolve collisions on
shared wireless channels, and forward error correctiolCjR& enable the reconstruction of the
original, error-free data.

Evaluation Metrics: The jammer’s goal is to prevent the communication betwegitideate users.
Therefore, how well the sender and the receiver can commatginder jamming attacks is a primary
concern to assess anti-jamming systems. Thus we use tbwifodl metrics to evaluate the performance.

Packet delivery ratio (PDR)The ratio of the number of correctly received packets to thal t
number of packets transmitted by the sender. We considesk&pim be received correctly if the packet
can pass CRC check.

Throughput: This is the number of successfully delivered bits normadllilzg time unit. Herein, we
use bits per second to measure the throughput.

3.5.1 Component Evaluation

We first examine the performance of jamming detector andipalylyer authenticator, which are two
components included in BitTrickle.

Jamming Detector: The function of jamming detector is to remove jammed symbdMe use the
temporal based detection method discussed in Section ®.3i8tect jammed symbols. To examine
the the performance of jamming detector in terms of falsaitieg rate and false alarm rate, we let the
receiver collect the distance of each symbol from the orgdithe constellation diagram and perform
off-line analysis in MATLAB. Figure 3.17 shows the result temporal sequence lengfti = 5. We
can see that a threshold of 0.3 balances the false negativialse alarm. In our implementation, we
set the threshold and¥ to be 0.3 and 5, respectively.

Physical Layer Authenticator: The authenticator aims to remove symbols inserted by thengmm
We develop a simple device authenticator based on [12],iwlses modulation error metrics (i.e., fre-
qguency error, phase error, magnitude error, EVM, 1/Q offS&{NC correlation) to identify wireless
devices. To simplify the implementation of the authenticaive only choose EVM (error vector mag-
nitude) as the metric to identify the sender. In the trairstape (the jammer is turned off), we let the

3i.e., 55/36 bits are encoded into 155/60 bits
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Figure 3.17: False negative/alarm of jamming detector

sender transmit and record the EVMs of received symbols.s@/Ms are used as the fingerprints
of the sender’s signal. The receiver computes the Euclidesance between receivédsymbols and
each of the fingerprints. The minimum distance is then coatpaith a threshold to decide whether the
received symbols are transmitted by the sender.

To test false negative and false alarm rate, we collect EVMBasender and the jammer and per-
form off-line analysis in MATLAB. Figure 3.18 shows the réisdror a threshold that equals to 14.5, the
false negative and the false alarm rate achieved by thertidhtor are 0.0970 and 0.0788, respectively.
It should be noted that we use a simple physical layer autiaat in our prototype system. Certainly
other advanced authenticators (e.g., a hybrid autheotitiat utilizes both radiometric signatures and
wireless channel properties) can be adopted in BitTriakladhieve a even lower false alarm/negative
rate.
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Figure 3.18: False negative/alarm of physical layer autbator

49



Dealing with False Alarms/Negatives:False alarms can result in additional lost bits, and thusase
the difficulty of decoding. However, they do not directlydga packet delivery failures, since BitTrickle
uses retransmission mechanisms, basic/fast alignmerttaitional error correction codes to deal with
lost bits.

On the other hand, false negatives result in inserted Hithelinserted bits do not interleave with
the sender’s bits, they can be directly removed by CRC checksd upper layer cryptographic authen-
tication. Decoding failures may occur if inserted bits ifeave with the sender’s bits. Note that those
inserted bits are jammed bits or incoherent pieces of a fassage injected by the jammer, and thus the
correlation between their labels and the positioning cededak. Therefore, in the prototype system, to
reduce decoding failures and filter out inserted bits, wéoper alignment on the most correlated part
between the positioning code and the (merged) receivedslébg., the largest common subsequence
between the positioning code and received labels).

3.5.2 Performance of BitTrickle

We use the scenario in Figure 3.19 in the overall evaluati®itdrickle, where the jammer is physically
much closer to the receiver than the sender.

Jammer

«

0.1 meter
Receiver

g) 3 meters

Sender

Figure 3.19: Evaluation scenario

We set the transmission bit rate of the sender, the jammethareceiver to be 1Mbps. The sender
transmits 100 data packets, each with 1500 bytes. Posijarodes used by BitTrickle are randomly
generated, and the diversity degree is set to 2 throughewgvhluation. Since the size of a data packet
(1,500 bytes) is too long to be directly used with the positig code and ECC, we divide a single
packet into multiple blocks and append a CRC checksum to elack. In our experiments, we use
block size 36 or 55 bits, then RS(60,36) or RS(155, 55) for E& finally a positioning code of 60 or
155 bits.

Packet Delivery Ratio: To examine the performance in detail, we consider diffej@miming intensi-
ties. Specifically, we use a probabilistic reactive jammdrich jams at probability for 0 < p < 1
once detecting a sender’s signal. The jamming durationtimd® 10 times of the transmission time of
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Figure 3.20: Packet delivery ratio

(1) 802.11 DSSS and GNURadio BenchmarkfFor 802.11 DSSS and GNURadio benchmark,
packet delivery ratio decreases as jamming probabilityeimees. Note that GNURadio benchmark does
not employ ECC and retransmission mechanism, and thus tkefpdelivery ratio decreases at a rate
linearly proportional to the jamming probability. 802.15BS uses packet retransmissions and forward
error correction. Hence, it achieves a higher packet dgliraio than GNURadio benchmark. However,
when jamming probability exceeds 0.7, the performance @BDDSSS degrades dramatically. For
both 802.11 and GNURadio benchmark, when the jamming pililyabqual to 1 (i.e., the jammer
always jams when it senses a transmission), the packetdeliatio drops to 0, and no data packets can
be delivered.

(2) BitTrickle: For BitTrickle, we let the sender takes a random backoff irmmnbetween 150-200
ms after it transmits every 6 bits, each bit of which is resraitted for 15 times. Figure 3.20 shows
that BitTrickle achieves a stable packet delivery ratia thectuates around 1 no matter how jamming
probability varies.

We then reduce the backoff time to 0 ms and increase the banshissions to 60. Figure 3.20
shows that the packet delivery ratio of BitTrickle decrsaas jamming probability increases. This is
because the reduced backoff time increases the chanchdtssrider’s signal collides with the jammer’s
signal. The modulator used by the BitTrickle prototype hdgher bit error rate (i.e., BER) than that
used by GNURadio benchmark (i.e., GFSK). Therefore, th&giagelivery ratio of BitTrickle is less
than that of benchmark when jamming probability is smalj.(e< 0.7). However, when the jamming
probability is 1, unlike GNURadio benchmark and 802.11 DSBisTIrickle with zero backoff still
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achieves a non-zero packet delivery ratio (i.e., more than O

Throughput: To examine the throughput of BitTrickle, we consider a comnj@mming scenario,
where the reactive jammer jams the channel as long as it treatarget signal(i.ep = 1). To be con-
servative, we set the backoff time of BitTrickle to be 0 ms.té&that BitTrickle with non-zero backoff
can achieve a higher throughput than BitTrickle with zerokodf, since the packet delivery ratio of the
former is much higher than that of the latter. We performsri#lst In each trial, the sender transmits
100 data packets to the receiver and we compute throughp£24g® packets (dlockspacket (block) length

Figure 3.21 plots the computed throughput for each triak GINURadio benchmark and 802.11 DSSS

fail to deliver any packet (0O throughput), whereas BitTlcktill achieves a throughput that ranges
between 200-900 bits/s.
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Figure 3.21: Throughput of each scheme when jamming prbtyaisi 1.

To understand how ECC coding rate affects the throughputtesiethe throughput of BitTrickle
using RS(155,55) and RS(60,36) respectively. Figure 3@3 the throughput as a function of signal-
to-jamming ratio (SJR), which is the ratio of the reactiondiof the jammer to the jamming duration.

Figure 3.22 shows that RS(60,36) leads to a higher throughpn RS(155,55) when SJR is less
than 0.25. This is because RS(60,36) requires a shortaérqmisg code than RS(155,55), which reduces
the chance of synchronization errors caused by alignmenSJR increases, the receiver can get more
information from the sender, and thus the probability ofcéyonization errors decreases. Note that the
error correction capability of RS(155,55) is stronger ttiat of RS(60,36). For small SIRs, RS(155,55)
does not suffer from severe synchronization errors, anslithean correct more substitution errors and
achieve a better throughput. When attacked by a jammer Wwih0.5, the throughput of the prototype
system using RS(155,55) is about 2.5kbps. Figure 3.22atekcthat we can improve the throughput of
BitTrickle by choosing an appropriate coding rate for diffiet SIRs.
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Figure 3.22: Throughput for different coding rate.

Remarks: The experiments reveal the following:

1. It is possible that a reactive jammer can defeat traditi@mti-jamming approaches like FHSS
and DSSS if the jammer is broadband and has high transmitrpdwean example shown in the
experiments, the throughput of 802.11 DSSS is zero and rketsacan be delivered when it is
attacked by the reactive jammer.

2. Even if traditional anti-jamming methods fail, the expents indicate that BitTrickle can still
allow wireless nodes to establish communication in thegmes of a powerful reactive jammer
by taking advantage of the channel sensing behavior ofivegammers.

3. The efficiency of BitTrickle can be improved by adjustingtem parameters (e.g., choosing an
appropriate coding rate).
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Chapter 4

Authenticating Primary Users’ Signals in
Cognitive Radio Networks

4.1 Preliminaries

In this section, | provide some preliminary information amklsignatures, which will be used for pri-
mary user detection.

Radio signal generally propagates in the air over multiglthg due to reflection, diffraction, and
scattering [65]. Therefore, a receiver usually receivelipie copies of the transmitted signal (See Fig-
ure 4.1). Since different paths have different distanceispath losses, signal copies travel on multiple
paths typically arrive at the receiver at different timed aith different attenuations [65]. The sum of
those signal copies forms the received signal. For the dgleesentation, we refer to a signal copy that
travels along one path asultipath component~or example, in Figure 4.1, signals, ss, s3, andsy
are multipath components.

Multipath effect might be reduced by using directional anges. However, directional antennas
usually cannot provide perfect laser-like radio signalar &xample, the beamwidth of a 3-element
Yagi Antenna, the most common type of directional antenise®) degrees in the vertical plane and 54
degrees in the horizontal plane [49]. Thus, it is in geneaatiio completely eliminate multipath effect.
For long distance transmission, the amount of multipatecéffeen by a receiver may be much more
due to the reduced focusing power at the receiver [4].

Note that a multipath component herein refers to a resavatlltipath component (i.e., the arrival
of a multipath component does not interfere with that ofitssequent multipath component). Figure 4.2
is an example that shows the difference between resolvabl@a@n-resolvable multipath components.

A radio channel consists of multiple paths from a transmiibea receiver, and each path of the
channel has a response (e.g., distortion and attenuatiding multipath component traveling on it [65].
For convenience, we call the response to each multipath coemh acomponent responseEssen-
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ionosphere

ground

Figure 4.1: Example of a multipath effect. The wireless aiggent by transmitter Tx is reflected by
the ionosphere, a building, and the ground. Thus, radio svpwepagate over paths 1, 2, 3, and 4. The
receiver Rx receives signal copies s», s3, ands, from paths 1, 2, 3, and 4, and the received signal is

the sum of all signal copies.

Amplitude
-~
Amplitude

t1 @2 time tl t2 time
(a) Resolvable (b) Non-resolvable

Figure 4.2: Resolvable and non-resolvable multipath camapts. In (a), the arrivals of two multipath
components do not interfere with each other. Thereforg, #ne resolvable. In (b), the arrival of the
second multipath component interferes with that of the firsttipath component. Therefore, they are

non-resolvable.
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tially, the channel impulse responseformed by the superposition of many component respoeses,
representing a single path [65]. Therefore, the channeliiseresponse, denoted byr), is given by

L
h(t) = Z alej‘z’lé(T —-7), 4.2)
=1

where L is the total number of multipathg|r) is the Dirac delta function, ang, ¢;, andr; are the
channel gain, the phase, and the time delay of-themultipath component, respectively [65].

If a transmitter moves from one place to another, the meltjphths from the transmitter to the
receiver change, and thus the channel impulse responsetalages. As a result, the channel impulse
responses can be used to determine whether the transntiieges its location or not. A channel
impulse response is referred to adirnk signature[65]. A location distinction algorithm using link
signatures has been proposed in [65]. Specifically, a lyistbm link signatures are measured and
stored while the transmitter is not moving. For a newly meadlink signature, the receiver computes
the distance between the newly measured link signatureharfuigtorical link signatures. If the distance
is larger than a threshold, then a location change is detecte

4.2 Assumptions and Threat Model

Our system consists of primary users and secondary usersmany user is assumed to be at a fixed
location (e.g., a TV broadcast tower) [17]. As stated by FT,stations and radio infrastructures
should maintain physical security through a combinatioseaxfurity personnel, card restricted access,
video surveillance, and other methods [81]. Thus, we asshat@rimary users are physically protected
and any unauthorized entity cannot be physically close tinagpy user due to those physical protection
methods. We assume that secondary users are equipped walessiradio devices and are allowed
to transmit signals on the channels allocated to primarysusely when the primary users are not
transmitting.

We assume that an attacker’s objective is to prevent otlwamsiary users from using the primary
users’ channel and get an unfair share of the bandwidth wineiprimary users are not transmitting.
Jamming attacks, which affect other users as well as thekattsthemselves, are thus not in the scope
of this work.

We assume that attackers can mimic a primary user’s sigmhlrgect their fake signals into the
primary user's channel. We assume that an attacker has Itbeifay capabilities: (1) He knows the
signal feature of a primary user and is able to generate admh®l with the same feature. (2) He
can transmit signals on the a primary user’'s channel to atdstbe primary user detection process at
secondary users. (3) He has a large maximum transmit powaeic#m be several times of that of a
primary user. However, we assume that an attacker canndtysicplly close to a primary user due to
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the physical protection.
We assume all secondary users have reliable ways to obtaputilic key of each helper node, and
an attacker cannot compromise the helper node.

4.3 Overview

Our goal is to provide secondary users with the ability tedaine whether a received signal is from
a primary user or not in the presence of attackers. One plitysib to use the link signature of the

received signal. However, as discussed in the Introductida non-trivial for any secondary user to
obtain the historical link signatures of a primary user inaaithenticated way, given FCC'’s restriction
on (no modification of) primary users.

We develop a novel approach that integrates traditiongdtographic signatures and link signatures
to enable primary user detection in the presence of attackgrecifically, we propose to placéealper
nodeclose (and physically bound) to each primary user. GiverHBGE requirement on the physical
security of primary users such as TV stations, such helpdes@an also be physically protected.
Though we cannot modify any primary user due to the FCC caimgtfrwe do have the flexibility to put
necessary mechanisms on each helper node, including thaf asgptographic signatures. Moreover,
since each helper node is placed physically close to thegpyimser, their link signatures observed by
a secondary user are very similar to each other.

To enable secondary users to authenticate signals fronmapriuser, we propose to use the helper
node associated with the primary user as a “bridge”. Spadifiove propose to have the helper node
transmit messages when the target channel is vacant. Thessages include cryptographic signa-
tures, which will allow secondary users to verify their anticity. As a result, secondary users can
authenticate messages from the help node, then obtain liper mode’s authentic link signatures, and
finally verify the primary user’s link signatures using tedearned from the helper node. Note that our
approach does not require any change to primary users, agdatows the FCC constraint properly.

Issues of spacing multiple independent radio wave tramsmaivery close to each other (e.g., on
the same mast) have been explored and demonstrated fga@stilg. These techniques can be readily
adopted to facilitate the deployment of helper nodes clogeimary users in CRNSs.

For the sake of presentation, we focus our discussion on mafy user and its associated helper
node. However, all discussion in this dissertation appigethe situations where there are multiple
primary users and helper nodes, as long as the associateecbfprimary user and its helper node is
clear.
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4.3.1 Technical Challenges

Two technical problems need to be resolved to make the pedpapproach work. First, the helper
node has to have a reliable way to detect primary user’s lsigih@a particular, the attacker may target
at the helper node. Note that the proposed approach redbaeshe helper node transmit messages
to secondary users so that the secondary users can obtainraaling link signatures However, the
attacker may pretend to be the primary user and inject fakeats into the target channel. This can
effectively stop the helper node, and the proposed apprevétfail. Thus, it is critical for the helper
node to distinguish signals from the primary users and thase the attacker.

At first glance, this seems to be the same problem as what weyarg to solve, and thus put us
in a “chicken-first or egg-first” situation. However, we wilhow that this is not the case due to the
proximity of the helper node to the primary user. We will depea novel physical-layer authentication
technique to enable the helper node to properly autheatitassages from the primary useishout
using any training link signaturesThis is dramatically different from traditional link sigtures, where
training is a necessary part of the scheme. The details willifcussed in Section 4.4.

Second, the interaction between the helper node and seyarstas must be properly protected with
lightweight mechanisms. In particular, the integratiorcofptographic signatures and link signatures
is a critical component of the proposed approach, and mudbhe efficiently. Moreover, there has
to be a mechanism to prevent the attacker from replaying agessoriginally sent by the helper node.
Otherwise, the attacker may simply reuse the valid cryptolgic signatures to mislead secondary users
into accepting invalid training link signatures. We willsduss critical design issues for the protocol
between the helper node and a secondary user in Section 4.5.

4.4 Authenticating Primary User’s Signal at the Helper Node

As discussed earlier, the helper node transmits signatg) tise channels allocated to its primary user
such that secondary users can “learn” the link signaturélseoprimary user. To avoid interfering with
the transmission of the primary user, the helper node trassignals to secondary users only when
the primary user is not transmitting. Therefore, the heilpmte should first sense the channel to decide
whether the primary user is transmitting.

Unfortunately, the helper node cannot simply employ tiadél primary detection approaches to
determine the presence of the primary user’s signal, sineattacker may mimic the primary user’s
signal and inject fake signals into the target channels.

In this section, we propose a novel physical-layer autbatitin approach that enables the helper
node to authenticate the primary user’s sigwéhout using any training link signaturedntuitively,
the multipath effect exhibited by the primary user’s sigaatl observed by the helper node has some
unique properties, since the primary user is very closeddctiper node. In our approach, we utilize
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such unique multipath effect to enable the helper node tiindisish the primary user’s signal from
those transmitted by attackers.

In the following, we first give our observation behind our rnishnique, then describe the proposed
authentication approach, and analyze the effectivenetbe qgfroposed approach.

4.4.1 Observation

Ideally, signal strength decreases as the signal promafgtder away from the transmitter. A short
propagation path results in a large received signal ant@jtwhereas a long propagation path leads to
a small received signal amplitude.

Assume that there is no obstacle between the primary usetharitelper node. The primary user
is close to the helper node. This means the first receivedpathiitcomponent travels on a very short
path, which is a straight line between the primary user apdchtéflper node. Unlike the first received
multipath component, the second received multipath compioinavels along a longer path. According
to [40], the length of the path over which the second recefwesblvable) multipath component travels
should be larger thag, wherec is the speed of light an& is the transmission rate.

If the distance between the primary user and the helper rogeuch smaller tharf;, then the
amplitude of the first received multipath component is muarigdr than that of the second received
multipath component. In other words, the amplitude ratitheffirst received multipath component to
that of the second received multipath component is a largeben, as illustrated in Figure 4.3.

Figure 4.3: Amplitude ratioT", R, andB is the primary user, the helper node, and an obstacle, respec
tively. The signal transmitted by travels along two paths: path T (— R) and path 2T — B — R).

Let P1 and P2 denote the amplitudes of the signal received from path 1 attu 2y respectively. The
length of path 1 is much smaller than that of path 2, resuitinglarge amplitude ratiéé

1
)

4.4.2 Authentication Method

Based on the above observation, we propose to use the adepldtior = % to authenticate the signal
from the primary user, wher®, and P, are the amplitude of the first and the second received mtiitipa
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components, respectively. For each newly received sighalhelper node computes the amplitude
ratio r, and then compareswith a thresholdw. If » > w, then the received signal is marked as the
primary user’s signal. Otherwise, the received signal issp€ious signal that may have been sent by
an attacker, and are discarded.

For the sake of presentation, we usgandr, denote the amplitude ratio of the attacker’ signal
and that of the primary user’s signal, respectively. We wdilde to point out that the values of, and
r, depend on the positions of obstacles. Due to the randommessaraertainty of the surroundings,
rq (rp) May not always be smaller (larger) than the pre-determihegbholdw. Hence, we may have
two types of possible errorgalse alarmandfalse negative With a false alarmy, < w, and thus the
primary user’s signal is incorrectly identified as the dtats signal. With a false negative, > w, and
thus the attacker’s signal is incorrectly identified as theary user’s signal.

In Sections 4.4.3 and 5.4, through both theoretical armbsil experiment evaluation, we will show
that the probability of false alarm and the probability ds&anegative decrease quickly as the distance
between the attacker and the helper node increases.

Computing the Amplitude Ratio

A helper node can first measure the channel impulse respdrassesoeived signal, and then calculate
the amplitude ratio based on the measured channel impudpense. In Lemma 5, we show that the
amplitude ratio of the first multipath component to the secomltipath component indeed equals the
amplitude ratio ofh; to hy, whereh; andh, are the component responses for the first and the second
multipath components, respectively.

Lemma5 Lets; ands, denote the first and the second received multipath compgn&he amplitude
ratio » of s; t0 s, equals to that oh; to ho, Whereh, and hy are the component responses fgrand

S9.

Proof Recall that the channel impulse resporige) is h(7) = Zf:l a1’ 5(t — 7). Assume the
first and the second multipath component arrives at timand 7». Thus, the component responses
hy and hy for the first and the second multipath components dre:= h(1;) = a1€/16(0) and

hy = h(m3) = a2e7?26(0). According to [39], the amplitude ratio éf; andh, can be transformed as
follows:

sl _ Nlaae?® 8(0) | _ Jla(cos gy +isingy)| _ [aa]
oal] = Nlazei®23(0) [ ~ [laz(cos go + isin o) [az]
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The channel gaim; of the [-th multipath component ig; = j—i wheres; and s; is thel-th received
multipath component and the transmitted signal [39]. Tloees

Poll _ Joll il
zll = Traall ~ Tl

O
Figure 4.4 shows a channel impulse responses obtained fr@G@RAWDAD data set [89], which
contains over 9,300 channel impulse responses measuradridaor environment with obstacles (e.q.,
cubicle offices and furniture) and scatters (e.g., windomés@doors). The second multipath component
arrives at the receiver about 100 microseconds after tiveabof the first one. Each multipath compo-
nent leads to a triangle in shape with a peak (i.e., the commaesponse) [65], and the helper node can
use the first and the second peakd/ag| and|| k|| to compute the ratio.

x 10"

Amplitude of Link Signatures

0 100 200 300 400
Delay(ns)

Figure 4.4: Computing the ratia This graph plots the amplitudes of a real measured champellse
response (i.e., link signature) obtained from CRAWDAD fo2.4 GHz channel, angh, | and ||hs||
corresponds the first and the second rounded peak. Thergfigiex 0.82x 1073, ||ha|| ~ 0.55x 1073,

_ el
andr = Tl ~ 1.49.

Real-world Examples

Figures 4.5 and 4.6 show two real-world examples of charmelise responses obtained from the
CRAWDAD data set [89]. In Figure 4.5, the receiver is posiéd 13.77 meters away from the trans-
mitter. We can see that the corresponding amplitude ratibeofirst multipath component to that of the
second one is abodt = 2. In Figure 4.6, the receiver is moved to a closer location i&.45 meters
away from the transmitter. Now the amplitude ratio beco%%g& 14.
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x 10

Amplitude of Link Signatures

0 100 200 300 400
Delay(ns)

Figure 4.5: Example of amplitude ratio: The distance betvtbe transmitter and the receiver is 13.77
meters, and the corresponding amplitude ratio is aboutt%aeuz

Amplitude of Link Signatures

0 100 200 300 400
Delay(ns)

Figure 4.6: Example of amplitude ratio: The distance betwibe transmitter and the receiver is 1.45
meters, and the corresponding amplitude ratio is ag_?gui: 14.
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4.4.3 Theoretical Analysis

In this section, we first give the mathematical model of tleereed signal amplitude, and then show the
performance of the proposed authentication approach nnstef the probability of false negative (i.e.,
the attacker’s signal is incorrectly identified as the priynaser’s signal) and the probability of false
alarm (i.e., the primary user’s signal is incorrectly idfied as the attacker’s signal).

Signal Amplitude Model

According to the simplified path loss model [39], the ampléW’. of a received signal can be modeled
as

do
Pr _ Ptk?( d )7 d> do, (42)
VPE  d<do,

where P; is the transmit powerd is the length of the path along which the signal propagates fr
the transmitter to the received (> dy), k is a scaling factor whose value depends on the antenna
characteristics and the average channel attenuatiois, a reference distance for the antenna far-field,
and v is the path loss exponent. The valueskofdy, and~ can be obtained either analytically or
empirically [39].

Mathematical Analysis

We derive the probability of false negative and the prolighbdf false alarm in Lemmas 6 and 7, re-
spectively.

Lemma 6 (Probability of false negative) Given a detection threshol, the probabilityp, that the
attacker’s signal is wrongly identified as the primary usesignal is

2
| 101og LDV

pdzi(l_erf( O'\/§

whereer f is the Error Function,d is the distance between the attacker and the helper nogethe
propagation speed of electromagnetic wave, arahd 7} are parameters that typically range between
2 — 6dB and0.1 — 1 microsecond, respectively.

) (4.3)

Proof: Letd, andd,s be the lengths of the path along which the first and the sececeivied
multipath components of the attacker travels, respegtiveet P,,; and P,.,o be the amplitudes of
the first and the second multipath components, respectivedgumed,; > dy andd,s > dy. Thus,
according to Equation 4.%,.,; andP,,; can be approximated by

do

Pral — Ptak(d_l)ﬁfa

63



do
4 )7,

whereP,, is the transmit power of the attacker. Hence, the ratiof P,,; to P,.,o can be written as

Pra2 — Ptak(

\/ Pta d 1 / a2
Pta do al

The attacker’s signal is wrongly identified as the primamgrisssignal ifr, > w. Thus,p; = 1-P(r, <
w). Lett, denote the time at which the attacker’s signal starts toggafe to the helper node. Let
t,1 andt,s denote the arrival times of the first and the second multigathponents of the attacker,

respectively. Thereforel,; = (t,1 — t,)c anddys = (te2 — t,)c, and we can have the following:

da2 = (ta2 - ta)c
= (tal - ta)c + (ta2 - tal)c = dal + AC,

whereA = t,o — tq1. According to [42], for urban, suburban, and rural areas;an be statistically
modeled as
A =Ty,

whereT; is the median value ah whend = 1000m (73 typically ranges frond.1 — 1 microsecond),
andy is a lognormal variate. Specifically; = 10logy is a Gaussian random with zero mean and a
standard deviation that lies betwe2r- 6dB. The model parameters and their values can be found in
Table Il of [42]. Assume the first received multipath compaontravels along the straight line between
the attacker and the helper node. Thijs,= d and

dgo = (d+ Ac) = d—l—Tl\/Eyc

Therefore,

da2 d+ T1Vdyc
o= (322) =\/<ﬁ>v
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Recall thaty” = 10log y is a Gaussian random with zero mean. &etenote the deviation far". Thus,

pa=P(re > w) =1-P(r, <w)

=1-P( (%\@yc)v<w)
2
) (w — 1)
=1-P(Y < 10log Tre )
2
1 ) 1010g%
— 5l —enf(——T))

0

Lemma 7 (Probability of false alarm) Given a detection threshaid the probabilityp; that the pri-
mary user’s signal is wrongly identified as the attackergnsil is

2
10log LDV
pv —k (4.4)
Proof: Letd, andd,, be the path lengths corresponding to the first multipath @vept and the
second multipath component of the primary user, respdgtiiote that the helper node and the primary
user are very close to each other. Thus, we assumeithat d,. Similar tod,;, we assume that
dy2 > dy. Let P, and P,,» be the amplitudes of the first and the second multipath coetsrof the
primary user, respectively. According to Equation 42,; and F,,2 can be modeled by

Prpl =V Ptpk>

do
2 )7,

pr= %(1+erf(

Prpo =y | Pipk(——

where P, is the transmit power of the primary user. Hence, the rgtiof P, to P.,» can be written

as
P tp p2
Pipk( \/ &)

The primary user’s signal is wrongly identified as an attasksignal ifr, < w. Thus, the probability
py that the primary user’s signal is rejectedPig-, < w). Lett, denote

the time at which the primary user’s signal starts to propagathe helper node. Lef; andt,, de-
note the arrival times of the first and the second multipathmmnents of the primary user, respectively.
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Therefore,

dpo = (tpg — tp)c = dp1 + T/ dpyc.

Without loss of generality, we assurdg = d, to simplify the calculation, and thus obtain

w=,ﬂ%§ﬁ=,ﬂ1+$§§w

Thus, we can obtain the probabiliy that the primary user’s signal is wrongly identified as the at
tacker’s signal, and

Tiyc

Vdp1

2
101log w7 —1)y/dp

Thc
o3 ))-

pr=Prp, <w)=P(>/(1+

) < w)

= S0t erf(

Determining the Threshold w

The thresholdv can be determined based on the requirement for the pralyatififfalse negative; or
the probability of false alarnp,. For practical applications, the IEEE 802.22 standard esiggboth
probabilities of false negative and false alarm be less tharin terms of detecting primary users [24].
Herein, we assume a stricter requirement that 0.05, and thus

2

1 101og (wr-1)vd

=-(1—er e < 0.05
Pd 2( f( O'\/i )) >
By treatingw as an unknown and solve the inequality, we can get that
Tyc x 10011xV20
w > 1+ 7. 4.5
\/ ( 7 ) (4.5)

Although the helper node does not know the actual distdrimween itself and the attacker, the helper
node can estimate the minimum distankg,, from the attacker to him/her based on the physical pro-
tection policy and the approaches he/she uses. Let

\/(1 Tyc x 100.11><\/§o)
Wopnin — —|— Y
min /—dmln
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wmin Can be used as the threshaldsince Equation (4.5) holds when= w,,;,. Note that the primary
user and the helper node are very close to each other. Thugjbgétuted,; = 1 andw = wy;, iNto

Equation (4.4) and we get
100411>< V2o

101log N ).
o2
Figure 4.7 shows that the probabilify; of false alarm decreases dramatically as the minimum
distanced,,;, from the attacker to the helper increases. In particulahgfminimum distance is larger
than 90 meters, the probability of false alarm is smallen D85 for a constant 0.05 probability of false
negative.

pr= %(1+erf(

1
% —0=2.0
< 0.8
S T 0=2.5
() R —
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Figure 4.7: Probability of false alarm vs minimum distanaaf the attacker to the helper node for a
constant 0.05 probability of false negative.

If we assume thap, < 0.05, we can use the same method to get the threshodhd the corre-
sponding probability,; of false negative:

w= \/(1 + Tie x 10-011xV20)y,

—0.11x+/20
pa= 51 ey (BTN,
Figure 4.8 shows the probability of false negative for a tamis0.05 probability of false alarm.
Figure 4.9 displays the tradeoff between the probabilitfatdfe alarm and the probability of false
negative, whew = 2.5 and the minimum distance between the attacker and the hedgleris 50, 60,

and 70 meters, respectively.
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Figure 4.8: Probability of false negative vs minimum dis&from the attacker to the helper node for
a constant 0.05 probability of false alarm.
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Figure 4.9: Tradeoff between probability of false alarm #melprobability of false negative.
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4.5 Interaction between the Helper Node and Secondary Users

Intuitively, a helper node can notify secondary users if¢thannel is open to them, since the helper
node itself has the ability to authenticate a primary ussigsal. However, we utilize link signatures
to let secondary users identify a primary user’s signal imcagtive way even when the helper node is
sleeping.

The objective of having a secondary user interact with thedaneode is to allow the secondary user
to learn valid link signature from the helper node. Thus,ititeraction between the secondary user and
the helper node can be considered aiaiaing processduring which the secondary user collects enough
valid link signatures that could be used to verify futurensiig from the primary user. For convenience,
we refer to the link signatures collected during the tragnimocess atraining link signaturesand the
packets from the helper node tagining packets

Note that the helper node is not required to transmit trgimiackets all the time, and the training
process may be triggered periodically or at the requesteadrglary users. Our scheme allows the
helper node to sleep during non-training period (e.g., ittne interval between the end of a training
process and the beginning of the subsequent training @pddewever, secondary users can still work
in a proactive way even when the helper node is sleeping. Asudtr the probability of interfering the
transmission of the primary user is reduced. With training $ignatures acquired in training processes,
secondary users can directly verify whether a newly reckesignal is from the primary user or not.

4.5.1 Obtaining Training Link Signatures

We assume that the helper node is able to deliver traininggtato secondary users. For example, the
helper node may periodically sense the channel and brdatlaesng packets to all secondary users if
the channel is open. Alternatively, we may use a request/peptocol between secondary users and the
helper node. In other words, if a secondary user does notdrawegh training link signatures, it sends
a request to the helper node through the control channelthentielper node then transmits training
packets back upon request. Our approach is independerd ex#ct way training packets are triggered.

Upon receiving a packet from the helper node, a secondanymsasures the link signature and
verifies the cryptographic signature in the received packehe cryptographic signature is valid, the
secondary user accepts the corresponding link signatureer@ise, the secondary user has to discard
both the link signature and the received packet.

It is well-known that public key cryptographic signaturee axpensive to generate and verify. A
straightforward application of cryptographic signatunel lead to substantial overheads on the helper
node as well as secondary nodes. To enable efficient intemdmtween the helper node and a secondary
user, we propose to amortize the signature generation aifccaion costs on both helper node and
secondary users.

Note that there are known ways for signature amortizatiamgusryptographic hash functions (e.g.,
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[66,88]). Thus, we consider our contribution here secon@@mpared with the authentication method
in Section 4.4).

Amortizing Cryptographic Signature Costs: The helper node randomly picks a numbegrand
uses a one-way cryptographic hash functiério generates a one-way hash chajn— r; «— ... < ry,
wherer;_y = H(r;) for 1 < i < [. Itis well-known that given an authenticated valyen this hash
chain, it is easy to authenticate any later vatu¢; < j < [). However, it is computationally infeasible
to derive any later; (« < j < I) if no value beyond-; is known.

To reduce the signature cost, for each hash chain, the hetmi generates one and only one
cryptographic signature af using its private key. Letig(ry) denote the signature. Suppose the helper
node needs to authenticate thh packet since the generation of the hash chain. The hetu then
placery, sig(ro), i, andr; in the packet. (The helper node should certainly start with0.) Thus, the
helper node never needs to generate another signaturestwaish chain.

Consider a secondary node that receives a packet using dkie hbsh chain from the helper node
for the first time. Note that could be greater than 0 if this secondary node has not reteive packet
from the helper node recently. The secondary node then &rstes the signatureig(ry). If i = 0, the
secondary node has successfully verified the cryptogragidpiature from the helper node. However, if
i > 0, the secondary node needs to future hgstor i times and comparél <*>(r;) with ro. If they
match, the packet is also valid. In any case, the secondals stoould save; for future authentication.

If the secondary node has received and verified a signatmetfre helper node with the same hash
chain previously, it must have saved an authenticated halslen; (j < i). As a result, the secondary
node does not have to verify the signatsig(ro) again. Instead, it only needs to compie™—7>(r;)
and compare the result with. A match indicates a successful authentication of the gacke

As we can see, the helper node needs to generate one and erdgypiographic signature for each
hash chain. Similarly, each secondary node only needs ify ware cryptographic signature once for
each hash chain. Thus, this amortization approach cangreduce the computational overheads on
both the helper node and the secondary node.

Defending against Replay Attacks:As discussed earlier, a critical threat is that the attaokay
replay intercepted training packets from a valid helperenatits own location. As a result, the at-
tacker can convince secondary users to accept the attadikdr'signatures as training link signatures.
Since the secondary users are not guaranteed to have edbe/@riginal transmission, traditional
anti-replay mechanisms such as sequence numbers, whightemeed for detecting replayed packet
contents (rather than replayed signals), will not work.

Fortunately, there are multiple known techniques to hangidayed signals in wireless networks,
such as the hardware-based, authenticated Medium Accesso0OMAC) layer timestamping [94] and
the method for detecting wireless signals tunneled by aciak node [54]. These techniques can be
adopted in CRNSs to enable a secondary node and the helpetoddeect replayed training packets.

Alternatively, we may take advantage of potentially syocltiwed clocks between valid secondary
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users and the helper node to defend against such threatordiog to IEEE 802.22 standard [27],
secondary users and base stations are “required to usktesdtated geo-location technology, which
will also facilitate synchronization among neighboringwerks by providing a global time source.”
We can assign each value in the above hash chain to a spedifidptme. These times can be pre-
scheduled such that all secondary users know when each akghshould be used. The helper node
then transmits each hash value at the pre-scheduled pdinmténprovided that the primary user is not
using the channel. When a secondary user receives a trgaiigt, it can use its local time and the
pre-scheduled time to estimate the transmission time sfgacket. An overly long transmission time
indicates that the packet has been replayed by the attacker.

Learning Training Link Signatures: To compute the training link signature, the secondary user
samples the received signal using an A/D sampler, storefr#fhe: + 1 samples in a buffer, and de-
modulates the samples of the received signal into a packéhte lpacket can pass authentication, the
secondary user computes the link signature of the packeg tise stored: + 1 samples. Otherwise,
the secondary user discards the stored samples. The segcosdatypically needs to obtain a series of
training link signatures for verifying future signals.

The methodology proposed in [65] can be used to compute nResignature of the stored + 1
samples. Ler = [r(0),...,r(xT,)] denote the samples of the received sign@), whereT, is the
sampling rate. Based on the demodulation results, the dacpnser can recreate the transmitted signal
s(t). Lets = [s(0), ..., s(kT})] denote the corresponding+ 1 samples of the transmitted signdk).

Let R(:T,) andS(:i7}.) be the discrete Fourier transformfiT,.) ands(iT, ), respectively. According
to [65], the link signaturéy = [A(0), ..., h(kT, )], which are the: 4+ 1 samples oh(t), can be calculated
as

MGT;) = - F(S°GT)RGT,),

S

whereF~1(.) denote the inverse discrete Fourier transfasii(i 7} ) is the complex conjugate &f(iT;.),
andP; = S*(iT,) = S(iT;).

4.5.2 Verifying Link Signatures

For a newly received signaly, the secondary user first measures its link signature, whigbnoted by
h®V), and then use training link signatures to vetify").

LetH = {h(™}=! denote the set of training link signatures, whaf® is the link signature mea-
sured from the-th received training packet. The secondary user can veftifgthersy is transmitted
by the primary user or not using the location distinctionoailtnm proposed in [65]. Specifically, the
secondary user calculates the distance (i.e., differénesyeenh” and the training set{, and then
compares the distance with a threshold. If the distancesstlegan a threshold,y is marked as the
primary user’s signal. Otherwise, may be sent by the attacker and the secondary user ignofidgeit.
method that can be used to calculate distance is discus$&g]in
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4.6 Experimental Evaluation

Our approach involves two types of authentication: aufbhatibn of the primary user’s signal at the
helper node, and authentication of the primary user’'s sigha secondary user. In this section, we
report our experimental evaluation to show the effectigsra both methods.

We validate the proposed authentication methods using REVWDAD data set [64], which in-
cludes over 9,300 real channel impulse response measueifien, link signatures) in a 44-node
wireless network [89]. There arkl x 43 = 1,892 pairwise links between the nodes, and multiple
measurements are provided for each link [89]. The map of 4heotdle locations is shown in [65]. The
measurement environment is an indoor environment withaglest (e.g., cubicle offices and furniture)
and scatters (e.g., windows and doors). More informatiganging the CRAWDAD data set can be
found in [64, 89].

4.6.1 Authentication at the Helper Node

To avoid interfering with the primary user’s transmissitite helper node needs to first sense the chan-
nel, and verify whether a received signal is from the primasgr. As discussed earlier, false alarms and
false negatives may occur during the authentication psocElsus, we evaluate the performance of the
authentication method in terms of the probability of falegative and the probability of false alarm.
Recall that during authentication the helper node comphamplitude ratio of the first multipath
component to the second multipath component for each edtaignal. If the amplitude ratio is larger
than a threshold, then the received signal is consideredttie primary user. Otherwise, it is considered
from the attacker. Hence, false alarms happen when the prinser's amplitude ratio is less than the
threshold, and false negative happens when the attackepbtade ratio is larger than the threshold.

Probability of False Alarm

To obtain the amplitude ratio of the primary user’s signag merform experiments as follows. For
1 < ¢ < 44, we assume that nodds the helper node. For each of the remaining nodes, if ttsene i
obstruction between itself and notlave mark it as dine-of-sight nodeAmong all line-of-sight nodes
for nodei, we pick the one that is closest to nodlas an approximation of the primary uger Note
that some nodes do not have line-of-sight nodes in theiniies, and thus they are not used in our
experiment (e.g., nodes 8 and 29 in the map shown by [65]rllfirve compute the amplitude ratio
using the primary user’s channel impulse responses (nk.signatures of linKp, i)). The CRAWDAD
data set has multiple measurements for each link. Thus, wge&amultiple amplitude ratios for each
link. We sort the collected amplitude ratios and compute igogb cumulative distribution function
(CDF) for them. LetV denote the number of the collected amplitude ratfog;) denote the empirical
CDF, andzy, ...,z n denote the sorted amplitude ratios, whefe< z; for 1 < ¢ < 5 < N. The
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empirical CDFF'(z;) is given byF'(z;) = "% wheren<, is the number of amplitude ratios that are
less than or equal to;.

Figure 4.10 shows the empirical CDF curve of the amplitudi@sacomputed using primary users’
channel impulse responses. This CDF curve can be used te deei probability of false alarm directly.
For example, aboui% amplitude ratios are less than or equal to 5. Hence, if thestiold is set to 5,
then5% amplitude ratios are smaller than the threshold and theghibity of false alarm is 0.05.
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Figure 4.10: The empirical CDF curve of amplitude ratios pated using primary users’ channel
impulse responses

Probability of False Negative

We perform experiment to examine the amplitude ratios afclttrs’ signals. Fot < i < 44, we
assume that nodes the helper node and find its primary ugausing the same method as discussed in
the above experiment. For each of the remaining nodes, welate the distance between this node and
the helper node. We mark the node as the attacker if the esdclitlistance is larger tharimes of the
distance between the helper node and the primary user, wheset to 2, 4, and 8 in our experiment.
We compute the amplitude ratio for nodeising the attacker’'s channel impulse responses (i.e., link
signatures of linka, i), wherea is the node index of the attacker).

Figure 4.11 shows the empirical CDF curves of all amplitwateds computed using attackers’ chan-
nel impulse responses. In particular, ab®%ff; amplitude ratios of attackers’ signals are less than or
equal to 5 for all possible values of(i.e.,r = 2,4,8). Based on the empirical CDF of the amplitude
ratios, we generate Figure 4.14 to show the relationshiwdmt the probability of false negative and
the threshold. For instance, the empirical CDF indicates alhout95% amplitude ratios are less than
or equal to 5. Hence, abobi#, amplitude ratios are larger than 5 and the probability cfdfadegative is
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Figure 4.11: CDF curves of amplitude ratios computed usitagkers’ link signatures.

0.05 if the threshold is set to 5. Itis shown in Figure 4.14 tha probability of false negative decreases
as the distance between the attacker and the helper nogasesr (i.es; gets larger).
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Figure 4.12: Probability of false negative vs threshold

Trade off between Probability of False Alarm and Probability of False Negative

Let Pr4 and Pry denote the probability of false alarm and false negativepeetively. We analyze
the trade off betweer 4, and Pry by examining the relationship betwedt-4 and the threshold,
as well as the relationship betweéin and the threshold. For a particular value of threshold, the
authentication approach would achieve a particiay and Pr .

Table 4.1 shows the probabilitz ;» when the probabilityPr 4 of false alarm ranges between 0.05
and 0.2. IfPr4 = 0.05, Ppy is less than 0.0655, 0.0486, and 0.0321:fet 2, 4, and8, respectively.
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Table 4.1: Trade off betweeRr 4 and Pr

Pry | Ppy (r=2) | Ppy (r=4) | Prpy (r=8)
0.05| <0.0655 < 0.0486 <0.0321
0.1 < 0.0248 < 0.0163 < 0.0155
0.15| <0.0109 < 0.0070 < 0.0066
0.2 < 0.0053 < 0.0032 < 0.0022

For a constanPr 4, Pr decreases as the distance between the attacker and therwdeancreases
(i.e.,r increases). In particulaPry = 0.0655 when the distance between the attacker and the helper
node is larger than twice of the distance between the priraaey and the helper node (i.e.= 2).
However, Pr falls to 0.0321 when the distance between the attacker antiglper node is 8 times
larger than the distance between the primary user and tperhebde (i.e.; = 8).

4.6.2 Authentication at Secondary Users

During the authentication process at a secondary user,etwndary user needs to verify whether a
received signal is from the primary user or not by lookinghe tlistance between the corresponding
link signature and the training set. We refer to the distaasdenk difference If the link difference is
smaller than a threshold, then the received signal is cereidfrom the primary user. Otherwise, the
signal is considered to be sent by an attacker and the segomskar discards it.

Therefore, a false alarm happens if the link difference betwthe primary user’s link signature and
the secondary user’s training set is larger than the thiéshod a false negative happens if the link
difference between the attacker’s link signature and tbers#gary user’s training set is smaller than the
threshold. Similar to the authentication at the helper nageuse the probability of false alarm and the
probability of false negative to measure the performandeeproposed approach.

In our experiment, we compute the link differences betwdenprimary user’s link signature and
the secondary user’s training set, as well as the link diffees between the attacker’s link signature and
the secondary user’s training set. Based on their statidistributions, we examine how likely false
alarms and false negatives would happen.

Probability of False Alarm

To get the link differences between link signatures of theary user and the secondary user’s training
set, we perform experiment as follows. We pick all nodes gnerte as the primary user. Starting with
node 1, we use the node closest to node 1 to approximate {hermelde (i.e., node 3 in the map [65]).
We further assume that all the other nodes (i.e., node 2 adelsnd-44 on the map [65]) are secondary
users. For each secondary usewe generate its training set using all link signatures efribde pair
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(3, s) (i.e., the helper node’s link signatures) an@k: = 0, 1, 2) link signatures of the node pdit, s)
(i.e., the primary user’s link signatures). Then, we coradirtk differencesd’, ..., ds” between the
primary user’s link signatures and the training set of nedeheren,, is the number of primary user’s

link signatures.
We use the average valuedyf,... ,ds” as the link differences between the link signatures of node 1

and the training sets of each secondary us&imilarly, we assume that nodes 2,...,44 are primary users
and perform the same process to get the link differencesdagtvihe link signatures of nodes 2,...,44
and the training sets of the secondary users.

Figure 4.13 shows curves of the empirical CDFs for the ctdldink differences, where each
training set contains all measured link signatures of adrehpde, and: (k¥ = 0, 1,2) measured link
signatures of a primary user. Almost all link differencee kss than or equal to 10 when the training
set only contains the link signatures of a helper node §.e=,0). Once a primary user’s link signature
is added to the training set (i.&:,= 1), the link differences decreases dramatically. Figurd 4Hows

the relationship between the probability of false alarm trecthreshold.
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Figure 4.13: CDF curves of link differences between the natures of primary users and the

training sets of secondary users.

Probability of False Negative
We also perform experiment to examine the link differencesvben link signatures of attackers and
training sets of secondary users. We assume that node lastffoker. We pick nodg as the primary

user and noda as the secondary user such thaf s # 1. For each combination gf ands, we first

find the helper node gf. Let p; denote the helper node. 3, # s # 1, we generate the training set
of s using the same approach as the first experiment. We then ¢ertipulink diﬁerenceﬁ,p, N
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Figure 4.14: Probability of false alarm vs threshold

between the attacker’s link signatures and the trainingvgeéren,, is the number of attacker’s link
signatures. After scanning all combinations, we use theageevalue oﬂi,p ,---, the average value of
dgs, as the link difference between link signatures of node 1 aedraining sets of secondary users.
Similarly, we assume that nodes 2,...,44 are attackers arfdrpn the same process to get the link
differences between the link signatures of nodes 2,..nd4lge training sets of secondary users.
Figure 4.15 shows the empirical CDF curves of the colleciekl differences fork = 0, k£ = 1,

andk = 2. Note that the empirical CDF curves can be used to derive ribigapility of false negative
directly given a threshold. For example, aba0 link differences are less than or equal to 7.5 when

k = 0. This means the probability of false negative is 0.1 for ashold of 2.5.
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Figure 4.15: CDF curves of link differences between linknsigires of attackers and the training sets
of secondary users.
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Table 4.2: Trade off betweeRr4 and Pry: the probability P, of false negative decreases fas
increases

Prpa(k=0,1,2) | Pry (k=0) | Pry (k=1) | Pry (k=2)
0.05 <0.3188 | <0.0241 | <0.0240
0.1 <0.2319 | <0.0241 | <0.0240
0.15 <0.1063 | <0.0241 | <0.0240
0.2 <0.0821 | <0.0241 | <0.0240

Trade off between Probability of False Alarm and Probability of False Negative

We derive the trade off between the probabili®y 4 of false alarm and the probabilit]z 5 of false
negative by analyzing the relationship betwdén (Pry) and thresholds. Table 4.2 shows the result.
To achieve a 0.05 probability of false alarm, the probabiit false negative is less than 0.3188, which
is actually a loose upper bound. In our experiment, we usentite closest to the primary user to
approximate the helper node; there is indeed an unnedgdsag distance between the primary user
and its helper node. Thus, the probability of false negasivennecessarily large in our experiment.
Note that allPgx’s are less than the same value 0.0241io& 1. This is because the threshold

ranges between 0.6282 and 0.6816 whés < Pr4 < 0.2. This range is quite narrow, and we can
only find a singlePry from the empirical CDF of the attackers’ link differencesméarly, all Prys
are less than the same value 0.0240ket 2.

4.7 Implementation

We demonstrate the feasibility of the proposed approacigusprototype implementation on Universal
Software Radio Peripherals (USRPs) based on GNUradio [ZhoAgh wireless signals transmitted
by USRPs may not exhibit the multipath properties due to lawdwidths, low power, and short range
communication with USRPs, the prototype implementatioverteeless demonstrates the feasibility
of integrating cryptographic signatures and link signesuior authenticating primary users’ signals in
CRNs.

A USRP is a radio frequency (RF) front end that has an analadjgital (AD) and a digital to
analog (DA) converter, which can achieve an input and ousputpling rate up to 64 Mb/s and 128
Mb/s, respectively. GNUradio is a software toolkit corigigtof signal processing blocks that can be
used to implement software radios on readily-available-dost external RF hardware and commaodity
processors (e.g., USRPs) [2].

We connect one USRP to a Lenovo X61 laptop (1.80 GHz Intel Ooi@CPU), and one USRP to a
DELL machine (3.40 GHz Intel Pentium 4 CPU) via USB 2.0 linBeth computers are running Linux
(Ubuntu 9.04) and GNUradio (version 3.2.2), and both USRRpley XCVR2450 daughter boards

78



as transceivers. We implement the helper node and the sagounder applications using GNUradio
toolkit, and install the helper node and the secondary ugplication on the laptop and the DELL
machine, respectively.

The helper node application generates signed packets ti@ngethod described in Section 4.5.1,
where we employed MD5 as the one-way function and RSA as {agraphic signature algorithm.
The signed packets are modulated into physical layer sysriiyoh differential binary phase-shift keying
(DBPSK) modulator. Then all physical layer symbols enteulsg shape filter, which transforms those
symbols into baseband signals. The baseband signals @erdélto the USRP, converted into RF
signals, and finally transmitted to the wireless channeligh the antenna.

Upon capturing a RF signal, the secondary user applicatimmetonverts the RF signal into base-
band signal. Then the baseband signal is recorded and elit@a DBPSK demodulator. If the output
of the demodulator can pass the verification, the secondamyraconstructs the transmitted signal from
the demodulation output, and computes the 512-points aripburier transformt and F, of the
baseband signal and the transmitted signal, respectifally, £ is multiplied by the conjugate of
Fy, and the inverse Fourier transformation is used to caleula link signature as described in the
Appendix.

In our experiment, the packet length is 75 bytes, the bitisa@Mbit/s, and the carrier frequency
is 5GHz. The laptop and the Dell machine are used as the tii@siand the receiver, respectively.
We first put the transmitter about 5 meters away from the veceand let the transmitter send a signed
packet to the receiver. Upon reception of the packet, theivec verifies the cryptographic signature
in the packet and measures the link signature. Then we mevieahsmitter to position and position
b, which is about 0.5 meter and 15 meters away from the oldipasitespectively. At both positions,
we let the transmitter transmit signed packets to the receivigure 4.16 displays the measured link
signatures for different positions, we observe that thk $ignatures of the old position and position
a are mixed together, and the link signature of positiogreatly deviates from the mixed ones. This
observation is consistent with our analytical result.

In our approach, generating signatures, verifying sigeatucomputing Fourier transform, and in-
verse Fourier transform are four major operations thatraspensable. To get an intuitive feeling of
the computational overhead introduced by these operatwaslid an experiment using the prototype
system to test the computation time. We let the transmitégsinits 1,000 packets to the receiver every
0.1 second, and record the computation time by those opesati

Note that the transmitter (or the receiver) only needs teegse (or verify) the cryptographic sig-
naturesig(rg) in the first packet. For all the following packets, the traitten signs them by simply
appendingsig(ro) and the corresponding hash values to them, and the recerviées them by com-
puting and comparing hash values. Table 4.3 shows the tiste obsigning (verifying) those packets.
In practice, the calculation of link signatures can be penfxd more efficiently with Fourier transform
implemented on special hardware (e.g., Virtex 2 Pro 50 Fastiér transform (FFT) core, which can
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Figure 4.16: Measured link signatures for old position,iti@s a, and positiorb

Table 4.3: Computation time (milliseconds)

Operations Time range | Average
Signing 0.1699-0.0239| 0.0441
Verification 0.4519-0.0781| 0.1288

Fourier transform 1.4000-0.4200| 0.5612
Inverse Fourier transform 0.7310-0.21901 0.2920

finish the 512 points complex Fourier transform with in ldsmt 5.5 microseconds).
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Chapter 5

Mimicry Attacks against Wireless Link
Signature and Defense Design

5.1 Preliminaries

5.1.1 Multi-path Effect and Link Signature

Wireless signal usually propagates in the air along meltjphths due to reflection, diffraction, and
scattering [65]. As a result, a receiver may receive mudtqupies of the signal on different paths, each
of which may have a different delay due to the path it trawkime. The received signal is the sum of
these time delayed signal copies. Each path imposespmnsde.g., distortion and attenuation) on the
signal traveling along it [65], and the superposition ofraliponses between two nodes is referred to as
achannel impulse respon$40].

The multi-path effects between different pairs of nodesuateally different, and so are the channel
impulse responses [65]. Due to this reason, a channel impeponse between two nodes is also called
alink signature and has been proposed to provide robust location distimetnd location-based authen-
tication [65,112]. Specifically, to determine if a receivagnal is from the desired location/channel of
the transmitter, the receiver estimates the link signatdirhe received signal and compares it with
reference link signaturesvhich are estimated when the receiver has known signats fhe desired
location/channel. The received signal is accepted onlgafdstimated link signature is similar to the
references.

5.1.2 Link Signatures v.s. Cryptographic Signatures

Cryptographic and link signatures achieve different autilsation purposes. Cryptographic authentica-
tion enables a receiver to verify if the messagatentis generated by the desired transmitter, whereas
link signature enables a receiver to verify if thignal that carries the message is from the desired lo-
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cation/channel. For example, sensors can be used to mavitbfire and report to a remote receiver
through wireless channel. An arsonist can burn the target aithout being detected by moving the
sensors to a different area. Cryptographic signaturesotat@tect such attacks, but link signatures can
alert the receiver since the signals are now transmittedftareht channels due to location changes.

5.1.3 Estimating Channel Impulse Responses

Channel impulse responses are usually estimated usimingaequences [77]. Specifically, the trans-
mitter sends a training sequence (i.e., a sequence of bis)tioe wireless channel, while the receiver
uses the same training sequence and the correspondingad&ignal samples to estimate the chan-
nel impulse response. The training sequence can be preesfv] or reconstructed from the received
signal [65].

The physical layer channel estimation can be processedhierdrequency domain (e.g. [65,112])
or time domain (e.qg., [77]), which are inter-convertibleedo the linear relationship between the two
domains. In the following, we describe the channel estomatnethod in the time domain.

Mathematical Formulation: The estimation of channel impulse responses exploits thewk)
training sequence and the corresponding received samplas.transmitter converts the training se-
guence intaV/ physical layer symbols (i.e., complex numbers that arestragsion units at the physical
layer [40]). This process is called modulation [40]. Thengmitter then sends th& symbols to the
wireless channel.

Letx = [z1,x9, ..., zps] denote the transmitted symbols in the training sequencsurAs that there
exist L paths. Thus, the receiver can recelveopies ofx, each traveling on one path and undergoing
a response (i.e., distortion and attenuation) caused bgafiesponding path. The vectgrof received
symbols is the convolution sum of tHecopies ofx. Leth = [hq, ho, ..., hz]T be the channel impulse
response, wherk; is the response of theth path. Assuming an additive white Gaussian noise (AWGN)
channel, the received symbagtscan be represented by [77]

y=hxx+n, (5.1)

wheren is the white Gaussian channel noise an the convolution operator. The matrix form of
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Equation (5.1) is

I 0 . 0
X . . ~ -
2 X hl
T2 . 0
ho
. . . x
y = ! - | +n (5.2)
TM : S 1))
0 T M
0 L L
L 0 0 . T M ]

Rewriting Equation (5.2) in a compact matrix form gives us
y = Xh +n, (5.3)

whereX isa(L+ M —1) x L Toeplitz matrix, containind. delayed versions of the transmitted symbols
x, andy is a vector consisting ofL + M — 1) received symbols.

Estimation: Two types of estimators are generally used to estirhatem Equation (5.3): least-
square (LS) estimator and linear minimum mean squared GrMMSE) estimator [11]. If the statis-
tical distribution of the channel impulse responses andenare unknown, the LS estimator is usually
used. If the statistical distribution of the channel impulesponses and noise are known, the LMMSE
estimator is often used to exploit this information to deseethe estimation error [104].

For the LS estimator, the estimation result is givenhhy, = (X X)~1Xy, whereX” is the
conjugate transpose o and()~! is the matrix inverse operation [83]. For the LMMSE estimatoe
estimation result i$17 171752 = Ri (R, + 02(XX)~1)~1h;g, whereR, is the channel correlation
matrix (i.e., the statistical expectationlh’) ando? is the variance of the noise [32)].

5.2 Mimicry Attack

In this section, we present the mimicry attack against ligkatures. We focus on the attack against the
scheme in [65] and then extend it to the schemes in [53] ang][11

The root cause of the mimicry attack is the linear relatigm&etween the transmitted symbols
the received symbolg, and the link signaturh, as indicated in Equation (5.3).

Let y; andy, denote the received symbols from the transmitter and tlaelat, respectively. The
attacker’s goal in the mimicry attack is to make approximately the same as. Thus, when the
receiver attempts to extract the link signature from thacker's symbols,, it will get a link signature
similar to the one estimated frog.

The attacker needs to meet two requirements to launch a myimtiack: First, the attacker needs to
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roughly know the received symbagys. Second, the attacker needs to manipulate its own symhmls, s
that when the manipulated symbols arrive at the receivey, éine similar tgy; (i.e.,y, ~ y¢).

5.2.1 Learning Symbolsy,

Intuitively, an attacker should be co-located with the nemein order to knowy;. However, it is
possible for an mimicry attacker to avoid satisfying suclegmmeme condition. The attacker can learn
y: by placing a sensing device, which we call #hanbol sensgrclose to the receiver. It records the
symbols sent from the transmitter and reports them to thelkst through any available communication
channel. Moreover, we also observe experimentally thasyingbol sensor does not have to be at the
exact location of the receiver.

Experimental Observation: We used three USRP2s as the transmitter, the receiver, asgttibol
sensor. The communication frequency was 2.4GHz, and tkendsD between the transmitter and the
receiver was 6.5 meters. The transmitter sent a trainingeseg of 63 symbols for 1,000 times. We
performed two sets of experiments. We first placed the syrséadorD = 6.5 meters away from the
receiver, and then placed the symbol serts¢D = 2.6 meters away from the receiver. In both cases,
we recorded the normalized amplitude of each received skmbo

Figures 5.1 and 5.2 plot the average amplitude of receivetbsels. When the distance between the
symbol sensor and the receiver is large, symbols receivelddosymbol sensor are different from those
received by the receiver (Figure 5.1). However, when thel®jmsensor is close to the receiver, both
received symbols become similar to each other (Figure 5.2).
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Figure 5.1: The sensor B meters away from the receiver

Radio channels correlate within several wavelengths [3fl{he symbol sensor is within several
wavelengths away from the receiver, the symbols receivatiddgymbol sensor will be similar to those
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Figure 5.2: The sensor 54D meters away from the receiver

at the receiver. Our experiment uses 2.4GHz frequency, asid helatively short wavelength. However,
as shown in US spectrum allocation chart [6], several raghtesns work at MHz frequencies with much
(about 1,000 times) longer wavelengths, thus allowing almtarger distance between the symbol sensor
and the receiver.

Note that the attacker does not have to wait for the symbdmeio reporty; in order to launch
the mimicry attack. Instead, she may directly use the madiieal model in Equation (5.1) to estimate
y:. Due to the proximity reason, the attacker can use the ligpkature between the transmitter and the
symbol sensor aB; to calculatey,. Thus, the symbol sensor only needs to estimate the linkagiges
between itself and the transmitter and report it to the k#ia@nd the attacker can directly calculgte
whenever needed.

5.2.2 Manipulating Transmitted Symbols

The symbolsy, received from the attacker can be representeg,as h, * x, +n,, wherex,, h,, and
n, are the symbols transmitted by the attacker, the link sigeadf the attacker, and the channel noise,
respectively. To makg, equal toy,, the attacker can treat, as a unknown variable, and solve it from
the following equation

h, * x4 + 104 = yy, (5.4

where the link signaturh,, of the attacker can be obtained from the symbol sensor as Tl solution
to this equation enableg, to be similar to the transmitter’s symbagfs. As a result, the link signatures
that are estimated from, will also be close to those estimated frgm In Theorem 5, we give a way
to solvex, from Equation (5.4).

Theorem 5 Let y; andy, denote the received symbols that are sent by the transnaittdrthe at-
tacker, respectively. Further |&, be the Toeplitz matrix of the attacker’s link signature.x}f =
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(HaHHa)_leyt- then}’a =Y

Proof: Letx, = [Ta1, %42, ..., Tars]” denote the symbols transmitted by the attacker, lapd-
[Ra1, ha2, -, har]T denote the link signature of the attacker. We have

yi = hg*x,+n,=X;h,+n,
[ hat O - 0]
haz har - - P
hey -0 al
. C o ha Ta2
= .|+,
har, -+ ha2
0 hal,
0 | TaM
i 0 0 - Rl |
= H,x,+ n,.

Thereforey; = h, *x, + n, < y; = H,x, + n,. We can solve, fromy;, = H,x, + n,. Since
n, is unknown, we use the standard least square approach [88Mex,. Specifically, we minimize
lly: — Ha%a||?, wherex, is the approximate solution of,. The minimization yields

%, = (H'H,)"'H]y,. (5.5)
]

5.2.3 Initial Validation via CRAWDAD Data Set

As an initial validation, we simulate mimicry attacks usitng CRAWDAD data set [89], which con-
tains over 9,300 link signatures measured in an indoor ement with obstacles and scatters. Our
simulation is done in MATLAB 7.7.0.

We randomly pick two link signatures from CRAWDAD as the samtter’s link signatureh; and
the attacker’s link signaturd,, respectively. We generate a training sequence of 256 bitgyla
pseudorandom number generator, and comgutaccording to Equation (5.3). To launch mimicry
attacks, the attacker needs to calculatebased on Theorem 5. The corresponding received symbols
Y. can also be computed by Equation (5.3). Finally, the recagéimates link signatures frog,.
Figure 5.3 shows the transmitter’s link signatiirg the attacker’s link signaturk,,, and the attacker's
forged link signature estimated frogn,. All link signatures are normalized by amplitude and each
contains 50 elements. Though the attacker’s original ligkaure is different from the transmitter’s,
after the mimicry attack, the forged link signature is velgse to the transmitter’s link signature.
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Figure 5.3: Mimicry attack using CRAWDAD data

This initial validation demonstrates the theoretical eotness of mimicry attacks. In Section 5.4,
we investigate the practical impact of mimicry attacks weéhl world experiments.

5.2.4 Extending Attack to Multiple Tone Probing Link Signature

There are two other link signature schemes [53, 112] begtfs The multiple tone probing based
link signature[53] uses complex gains at different frequencies to builidlagignature, and the scheme
in [112] is an integration of the techniques in [65] and [58fe have extended the mimicry attack to
compromise the multiple tone probing based link signaturessimilar way. We omit the attack here
due to space limit. Details can be found in our technical refa].

5.3 Time-synched Link Signature

In this section, we develop a novel time-synched link sigreato defend against the mimicry attack.
A key feature of this new mechanism is the integration of togpaphic protection and time factor into
wireless link signatures.

5.3.1 Assumptions and Threat Analysis

Assumptions: We assume that there ard@ensmitterand aVerifier, who share a secret kdy that is
only known to them. The Transmitter sends physical |dy@mesto the Verifier, who then verifies if
these frames are directly transmitted by the Transmittee. ddsume that the attacker can eavesdrop,
overhear, and jam wireless communications. However, wasshat the attacker cannot compromise
the Transmitter or the Verifier, and thus does not know thesres.
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The attacker’s goal is to transmit frames to the Verifier amovince it that the frames were trans-
mitted directly by the Transmitter, so that the Verifier wiéirive incorrect physical layer features about
the transmission (e.g., wrong Received Signal Strenggldjmg to incorrect estimate of distance).

Threat Analysis: Let us first understand what new challenges the mimicry latbeings given the
existing network security tools. First of all, note that vancsimply add digital signatures or Message
Integrity Code (MIC) into each frame. As a result, the franfmged by the attacker can be easily
detected through authentication of message content. Tteisemaining threat is from the frames that
are originally generated by the Transmitter but forwardgthle attacker. Note that the frame forwarded
by the attacker is the same as the original frame generatdekbyransmitter at the bit level, but different
at the symbol level.

Moreover, with replay attack detection mechanism such geesee numbers, if the Verifier can
receive the original frames sent by the Transmitter, it @ailgidentify frames forwarded by the attacker
as duplicates and discard them. Thus, the unresolved shaeafrom the following two cases: (1) when
the attacker can jam and replay the Transmitter’'s frames-§ad-replay attack [36]), and (2) when the
Transmitter and the Verifier are out of communication rarge the jammer forwards frames from the
Transmitter to the Verifier.

In our study, we focus on the unresolved threats, assumiiggirex mechanisms such as crypto-
graphic authentication and sequence numbers can be usdae following, we clarify the attacker’s
capabilities in forwarding frames.

We assume the attacker may lautficime repeater attacks'hat is, the attacker may receive a frame
sent by the Transmitter and then forward it to the Verifierctstrame repeaters are widely available
commercially (e.g., 802.11 repeaters).

The attacker may also launch physical laggmbol repeater attacksThat is, the attacker can
observe the transmission of each physical layer symbokhwmay represent one or multiple bits in the
frame, and then forward the symbol to the Verifier directlyclSrepeaters can be developed using noise
canceling techniques and proper positioning of antenn2ls Rompared with frame repeater attacks,
symbol repeater attacks are much harder to defend against.

Link signatures are specific to wireless communication obén and usually require a training
phase. The attacker may target at eithertthiming phaseto mislead the Transmitter and the Verifier
about their link signature, or theperational phasavhen the link signature is used for physical layer
authentication. Thus, a secure link signature has to grbth the training and the operational phases.

5.3.2 Design Strategy

The fundamental reason for the mimicry attack is that thack#r can establish a set of equations
based on (1) the knowledge of the training sequence anddZjrdnsmitter’s signal (i.e., physical layer
symbols) at the Verifier's location. These allow the attackananipulate the transmitted physical layer
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symbols so that a forged frame has a valid link signature.

Initial Idea: To defend against this attack, our strategy is to deprivatfaeker at least one of these
two pieces of information. It is in general very difficult togwent a passive attacker from receiving
signals (and then extracting valid link signatures). Hoeveit is possible to prevent the attacker from
knowing the training sequences. Thus, our initial idea isgeunpredictable dynami¢ andauthenti-
catedtraining sequences for extracting link signatures froneless packets (frames).

Detecting Frames Forwarded by Attackers: It is not hard to realize that simply using unpre-
dictable, dynamic, and authenticated training sequeretlli insufficient. The attacker can receive
and analyze the Transmitter’s signal to learn the traingguence, and forge link signatures by manip-
ulating and forwarding frames received from the Transmitte

To handle this threat, we propose to bring “time” into theesok. We assume the Transmitter
and the Verifier have synchronized clocks. (Our scheme wndlude a time synchronize component
to meet this assumption.) The Transmitter may include agiamep in the transmitted frame, which
indicates the time when a particular bit or byte called @nehor (e.g., the Start of Frame Delimiter
(SFD) field [45]) is transmitted over the air. We assume that Transmitter can use authenticated
timestamping techniques (e.g., [94]) to ensure that thediemp precisely represents the point in time
when the anchor is transmitted. Upon receiving a frame, #&wi®r can use this timestamp and the
frame receiving time to estimate the frame traverse time.oyearly long time indicates that the frame
has been forwarded by an intermediate attacker.

Defending against Physical Layer Symbol Repeater AttacksA physical layer symbol repeater
attack is much harder to detect than frame repeater attdtkise attacker knows where the training
sequence is located in the frame, she can start repeatimipyisecal layer symbols right after receiving
the symbols for the training sequence. This reduces the dietd the attacker has to tolerate to the
transmission time of the training sequence, which could bemshorter than the transmission time of
the entire frame.

To defend against such physical layer symbol repeaterkattae propose to integrate a third idea
into the scheme, that is, to make the location of the traisemguencenpredictable until the end of the
frame transmissionSpecifically, we insert the training sequence sardomlocation in the payload,
and place this location, which can be represented as thet dftam the start of the frame header, at
the end of the frame. In order for a physical layer symbol aggreto mimic the link signature of the
Transmitter, she has to manipulate the physical layer sigrdmoresponding to the training sequence in
a frame. If the location of the training sequence is not rieeeantil the end of the frame, the attacker
will have to wait until the end of the transmission to learrihis forces a physical layer symbol repeater
attack to degenerate into a frame repeater attack.

Minimum Frame Length: If a frame is too short, the Verifier may have difficulty seethg delay
caused by a frame repeater. One solution is to pad extranbitshe frame if the frame length is less
than a minimum frame length.
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The minimum frame length can be determined based on thesesfdhe time synchronization and
time measurement. Assume the maximum errors in clock giaaey and transmission time argand
e, respectively, and the maximum time measurement errotseifltansmitter and the Verifier aeg
andey, respectively. Thus, the maximum error that the Verifiertbdslerate is:,;; = es+e,+er+ey.
Assume that the data rate of the wireless communicatiéh Isis easy to see that when the frame length
is greater than the minimum frame length,., = R - ey, the Verifier is guaranteed to detect frames
forwarded by frame repeaters.

It has been demonstrated in an implementation of Radio Eerexyyu(RF) distance bounding pro-
tocol [73] that nano-second processing delay is feasiblctoeve. The time-synched link signature
requires much less precision in time synchronization. kamgple, even assuming,; is between iLs
and 1Qus, in a 54 Mbps 802.11g wireless netwolk,,;,, will range between 7 bytes and 68 bytes.

Overall Design: Figure 5.4 illustrates how these ideas can be integratedaiphysical layer pro-
tocol. A physical layer frame typically consists of a seépreamble symbols, the frame header, and
the payload. To detect frames forwarded by attackers, wededn each frame a timestanmg which
indicates the transmission time of the frame. To defendrsgaihysical layer repeater attacks, we in-
clude the randomly generated off9ebf the training sequence in each frame at the end of the freane (
force the attacker to wait until the end of frame transmissio

Original PHY layer frame:

Preamble | Header Payload

Enhanced PHY layer frame:
ts: Timestamp x: Training sequence

P 5
Preamble Header ‘ ts ‘ Payload4 X Payload, ‘ P ‘
A

[ «—— P: offset of x >

Figure 5.4: PHY layer frame: Dynamic training sequence watidom offset

Assume the Transmitter and the Verifier share a secretikeyWe piggyback the authentication
of the frame with the generation of the unpredictable, dyinaand authenticated training sequence.
Specifically, we propose to use the MIC of the entire framehastiiaining sequence. In situations
where there is a mismatch between the MIC and the trainingese (e.g., when a longer training
sequence is needed), we can simply generate the trainingses ax = F(K,t;), whereF' is a
pseudo-random generator, and compute the frame MIC separdihe use of’ and¢; makesx dy-
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namic and unpredictable, and the frame MIC allowt® be authenticated.
In the following, we present the details of the training ahd operational phase in time-synched
link signature.

5.3.3 Training Phase

The training phase is intended for the Verifier to collectuggivinformation from the Transmitter so that
the Verifier can verify the link signatures of the future fresrfrom the Transmitter. The Verifier should
obtain the valid link signature from the Transmitter whesrethe link signature may change. This can
be accomplished by executing the training phase protoa@dieally or whenever one of them moves.

In the training phase, the Verifier needs to synchronizeldskcwith the Transmitter, and obtain
the link signature for the current communication channebrédver, it needs to confirm that there is no
successful attack during the training phase.

We use the classic time synchronization technique (e.8)) 6 estimate the clock discrepancy
between the Transmitter and the Verifier as well as the fraavetse time. We refer to the point in time
when the anchor (e.g., the SFD field) in a frame is transmdtedceived as theansmission timer the
receiving timeof this frame. Specifically, the Verifier sendsemjuest frameo the Transmitter, and at
the same time records the frame transmission time the Verifier's local clock. When the Transmitter
receives the request frame, it records the receiving tired this frame, and then sendseply frame
to the Verifier, in whicht, and the transmission timg of the reply frame (in the Transmitter’s clock)
are included. Finally, the Verifier receives the reply fraanel records the receiving timigin its clock.
The clock discrepancy between the Verifier and the Transmitter and the one-waydraaverse time
7 can then be estimated &s- 2=)—(14—1) gngy — (o) Fllihs) [59]

1. V> T header, t;, MICk
Transmitter Verifier

2. T>V: header, t,, ts, Pad;, x=MICx, Pad,, P

Figure 5.5: Training phase protocol

Figure 5.5 shows the training phase protocol between thesiréter and the Verifier.

Training Request: The Verifier sends the first training request frame to the ratier, which in-
cludes the frame header, the transmission tir@ this frame, and the frame MIC that covers the entire
frame (excluding the preambles). Upon receiving of the esfiirame, the Transmitter immediately
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records the receiving timg of the frame, and authenticates the request frame by vegifiyie MIC.

Training Reply: Upon verifying a training request frame, the Transmittemdth send back a train-
ing reply frame. The Transmitter should include titpeand the actual transmission timgeof the reply
frame in the frame. The Transmitter also pads the frame pdytio at least the minimum frame length
L..;, and randomly selects an offsetto place the training sequence as discussed earlier. Tms-Tra
mitter then leaves a placeholder (e.g., all 0's) in placénefttaining sequence and computes the frame
MIC using the shared ke . Finally, the Transmitter places the frame MIC as the trajrsequence
in the reply frame and sends it over the air.

Once the Verifier receives the training reply frame, the fidaricomputes the clock discrepangy
and the one-way transmission time If 7 is greater than a threshold,,., which is the maximum
possible direct transmission time, the Verifier should aiersthe reply frame as possibly forwarded by
the attacker and discard it. Otherwise, the Verifier loctitesframe MIC by following the offseP at
the end of the frame, authenticates the frame MIC using taeeghkeyK, and uses the frame MIC (i.e.,
the training sequence) to extract the link signature. The Verifier may run the timinphase several
times to get a better quality link signature.

5.3.4 Operational Phase

Once the Verifier obtains the clock discrepancy and the Validsignature from the Transmitter, they
can start the operational phase, during which the Verifies ukis link signature to verify frames that
require physical layer authentication.

Transmitter: To defend against the threats discussed in Section 5.2 Tirdnsmitter follows the
design shown in Figure 5.4. Specifically, the Transmittedwanly selects an offset in the frame payload
to include the field for the training sequence. places theebf? at the end of the frame, and computes
the frame MIC using the shared secrete k&ywith a placeholder (e.g., all 0’s) for the training sequenc
The Transmitter then uses the frame MIC as the training segue puts it in the frame, and sends the
frame over the air. Similar to the training phase, the Tratismestimates the frame transmissign
based on the current time and the estimated duration foretegrdinistic MIC computation.

Verifier: When the Verifier receives the frame, it immediately recdbdsreceiving time.,.. The
Verifier then retrieves the frame transmission titpérom the received frame and estimates the frame
traverse time- = t, — t,. — 8, whered is the clock discrepancy between the Verifier and the Tratbsmi
learned in the training phase. fis greater than the thresholg,,., the maximum possible direct
transmission time, the Verifier should consider the franmssjtady forwarded by the attacker and discard
it. Otherwise, the Verifier locates the frame MIC by using tiffset P at the end of the frame, verifies
the frame MIC using the shared kéy, and then uses the frame MIC as the training sequence taextra
the link signature. Finally, the Verifier compares this lisignature with the one derived during the
training phase. The frame is accepted if this link signatilges not deviate from the valid one learned
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in the training phase. Otherwise, the frame is considersgktband discarded.

5.3.5 Security Analysis

The time-synched link signature uses a training sequenitemticated with a shared secret key only
known to the Transmitter and the Verifier, and the trainirgussmce changes from frame to frame due to
the involvement of the timestamp when computing the trgisiaquence. Thus, the training sequence is
authenticated, dynamic, and unpredictable. This preubatattacker from forging frames with training
sequences of its choice. The only choice left for the attacskéo reuse and manipulate valid frames
from the Transmitter.

The use of random offset for the training sequence in thedrpayload forces the attacker to wait
for the end of the frame transmission to understand whertrdhréng sequence is located in the frame.
As a result, the attacker cannot launch physical layer symdpeater attacks and at the same time
manipulate the training sequence correctly to bypass lghasure verification. The attacker may still
perform the frame repeater attack. However, due to the egrfioent of the minimum frame length, a
frame forwarded by a frame repeater will introduce at ldastamount of delay caused by the receiving
of the frame, which is detectable by the Verifier.

The attacker may launch a probabilistic mimicry attack hyd@mly guessing the location of the
training sequence and forging the frame symbols accondinfhe attacker may also overestimate the
length of the training sequence and perform the forgerpdfatssumed training sequenges a superset
of the actual onegy, (i.e.,y; is a subsequence @f), due to the linear property of Equation (5.5), the
forged symbolsk/, will include %, as a subsequence. This will allow the attacker's symbolseto b
accepted by the receiver. However, the attacker cannoy deéatransmission of a frame fadr,,,;,
or more; otherwise, its interference will be detected. Thi&ans that the probability for the attacker
to succeed is at mogt = %ﬂﬁf when L,;,, is greater than or equét|, where|z| and F' are
the lengths of the training sequence and the frame paylesgectively. Wherl,,,;,, is less tharz|,
the probability of a successful mimicry attack degrades.tdN@vertheless, the probabilistic mimicry
attack does increase the requirement for time synchraaizaln other words, the Transmitter and the
Verifier need to obtain fine-grained time synchronizatiothsd the success probability of a probabilistic
mimicry attack becomes negligible.

5.4 Experimental Evaluation

We have implemented the link signature scheme in [65], tlchaimicry attack, and the newly pro-
posed time-synched link signature. We have also implerdahteframe repeater attack, which can be
used along with the mimicry attack. Our prototype uses USEIPR which are equipped with AD and
DA converters as the RF front ends, and XCVR2400 daughterdbagperating in the 2.4 GHZ range
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as transceivers. The software toolkit is GNURadio [1].

USRP2s are capable of processing signals up to 100MHz widatsh & high bandwidth enables the
capture of multipath effects and measurement of link sigest GNURadio configuration requires
setting the values of interpolation (decimation) rate a& tlansmitter (receiver) and the number of
samples per symbol. If these parameters are set too higbatividth will be significantly reduced.
To guarantee the capture of multipath effect, we set thosgnpeters at the minimum values allowed
by GNURadio (i.e., 5 for the interpolation and decimatioteyand 2 for the number of samples per
symbol).

5.4.1 Evaluation Methodology

Evaluation Scenarios:Our prototype system consists of a transmitter, a receavgymbol sensor, and
an attacker. The receiver is 15 meters from the transméted,the symbol sensor is 0.5 meters from
the receiver. Each node is a USRP2 connected to a commodityiGeceiver estimates the received
link signatures and compares them with the transmittemis signature. We consider three scenarios
in our evaluation: (Lnormal scenarip (2) forgery scenarip and (3)defense scenarioln a normal
scenario, the attacker simply sends original symbols todbeiver. In both the forgery and the defense
scenarios, the attacker launches the mimicry attack, dusihich it transmits manipulated symbols
to the receiver. However, the forgery scenario uses thaqus\ink signature scheme in [65], while
the defense scenario uses the newly proposed time-synictkeslgnature scheme. The symbol sensor
estimates the link signature of the attacker and providesslitik signature and the received symbols
sent by the transmitter to the attacker.

Evaluation Metrics: Intuitively, the attacker wants to reduce the differenceveen its own link
signature and the transmitter’s link signature, whereaglfense method aims to increase this differ-
ence to alert the receiver. Thus, the link difference betwsah the attacker’s and the transmitter’s
link signatures can visually reveal the impact of mimicriaeks and the effectiveness of the defense
method.

Link signature authentication serves as a detector thade®ed a received signal is from the desired
source. Thus, besides link difference, we also use deteddie Pp (i.e., the rate that an attacker’s link
signature is successfully detected by the receiver) arsa falarm ratePr 4 (i.e., a transmitter’s link
signature is incorrectly identified as the attacker’s lifgnature) as two additional metrics. Finally,
we measure the time delay introduced by the transmitter lamadttacker to assess how well the frame
repeaters can be detected.

5.4.2 Evaluation Results

We now show how mimicry attacks affect the link differencalsé alarm rate, detection rate, and the
tradeoff between the detection and the false alarm ratd®indrmal, forgery, and defense scenarios.
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Link Difference

According to [65], given a seX of link signature obtained in the training phase and a ligkatureh
under consideration, the link differendg 4 is calculated USinémiﬁl”g —h||, whereo is thehistorical
ge

average differenceetween link signatures iH, given by = m > lla — gll-
geHqeH—{g}
In each evaluation scenario, the receiver first measuresd & N = 50 link signatures of the

transmitter in the training phase. It then collects 450 lsignatures of the attacker and calculates
the link differenced, » for each. Moreover, the receiver collects another 450 ligkatures of the
transmitter, and calculates the link differentg, for each of them.

Figures 5.6, 5.7, and 5.8 show the link differences for th@cherd, 5, and the transmitted, 7, in
the normal, forgery, and defense scenarios, respectivédyre 5.6 shows that in the normal scenario
dqw is generally larger tha, 7. Moreover, Figure 5.9 shows the histogram#pf, andd; 3. Most of
the transmitter’s link difference is less than 0.15, wheme@st of the attacker’s link difference is larger
than 0.15. Thus, based on the link difference, the recememlchieve a high accuracy in distinguishing
between the transmitter and the attacker.

In the forgery scenario, the attacker launches mimicryck&i#o make its own link signatures similar
to the transmitter’s link signatures. Figure 5.7 shows that decreases to the same leveldsy,
andd, » andd; 3 substantially overlap with each other. The histogramiof; (i.e., the top graph
in Figure 5.10) shows that the link difference distributiohthe attacker is very close to that of the
transmitter. The mimicry attack reduces the link differetietween the attacker and the transmitter,
leading to high false negative rate at the receiver.

[y
o

— Transmitter
Attacker

Link difference(normal)

0 100 200 300 400
Indice of link signatures

Figure 5.6: Normal

In the defense scenario, as indicated in Figure 5.8, thefusm@-synched link signature increases
the link differenced, 3 for the attacker. In particular, the mean valuedgfy, under the defense and
forgery scenarios are 0.2847 and 0.1170, respectively. hidtegram ofd, 3, in the defense scenario
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Figure 5.7: Forgery

210°

c

()]

©

)

8.

c 10

o

% — Transmitter

x Attacker

=10 : : : :
- 0 100 200 300 400

Indice of link signatures

Figure 5.8: Defense

(i.e., the bottom graph in Figure 5.10) shows that the lifledtnce computed from a majority of forged
signatures is larger than 0.15. Thus, the receiver can aigtinguish between the transmitter and the
attacker with low error rate.
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Figure 5.9: Histograms of link difference for the transerit and the attacker’s link signatures in
normal scenario
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Figure 5.10: Histograms of link difference for the atta¢kéink signatures in forgery and defense
scenarios

Detection and False Alarm Rates

As mentioned earlier, a history @f transmitter’s link signatures is measured and stored akttwiver,
and the receiver computes the link differentbetween a newly measured link signature and history
link signatures. In our experiment, we follow the same dé&iaaule as in [65]: Ifd is smaller than a
certain threshold, the receiver concludes that this link signature is fromtthasmitter; otherwise, it

is from the attacker.

Let Nr 4 denote the number of link signatures that are from the tratesmbut incorrectly identified
as from the attacker, an¥p denote the number of attack link signatures that are cdyrdetected by
the receiver. The false alarm ralg- 4 is calculated as the ratio @fr 4 to the total number of false link
signatures claimed by the receiver, and the detectionfatis computed as the ratio @ to the total
number of the attacker’s link signatures. Figure 5.11 shBwg andPp as a function of the threshotd
A large threshold can reduce false alarm i&te, whereas a small threshold can increase detection rate
Pp. A common decision is to pick theperational thresholds the point where the distance between
Pr4 andPp is the largest (i.e.Pp — Pr4 is the largest).

The operational thresholds of the normal, defense, anaifprgcenarios are 0.1262, 0.1099, and
0.1410, respectively, in our experiments. For the normaharo, the correspondingr4 and Pp
achieved by the operational threshold &g, = 0.0893 and Pp = 0.8710. The defense scenario
outperforms the normal scenario in terms of reducigy and increasingPp, with the operational
threshold, leading t&r 4 = 0.0583 andPp = 0.9242. The forgery scenario has the worst performance.
With the operational threshold?=4 = 0.1608 and Pp = 0.5142. Note that in our experiment a link
signature is either from the transmitter or from the attacérd thus the probability that a blind guess
hits the true source of this link signature is 0.5. In the éoygscenario, the operational threshold
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achieves a detection rate that is just slightly better thalina guess.
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Figure 5.11: False alarm raté- 4 and detection raté&p as a function of threshold
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Figure 5.12: Tradeoff between false alarm and detectianfaatnormal, forge, and defense scenarios

Figure 5.12 shows the receiver operating characterist@QRcurves for the three scenarios, in
which the Pr4 and Pp are the x-axis and y-axis, respectively. The curve reptaggithe defense
scenario is on the top-left corner of the figure, indicatirupd performance of the time-synched link

signature.
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Figure 5.13: Tradeoff between false alarm and detectianfomtan ideal mimicry attacker
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Figure 5.14: Delay of original and forwarded frames

Ideal Mimicry Attack

We examined the mimicry attack in a realistic setting, whargymbol sensor is used to obtain an
approximation of the transmitter's symbols at the receivier have a conservative assessment of our
approach, we also examine the case where there is an ideamnatacker, who knows the exact form
of the transmitter's symbols at the receiver. We collectlithie difference caused by an ideal mimicry
attacker, and compare the corresponding ROC curves. Assimorigure 5.13, in the forgery scenario,

the ideal attacker results in an even lower detection raa the previous attacker.

the receiver can achieve a detection rate larger than Olipresence of both attackers.
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scenario, both attackers can be detected with high confiddngarticular, for a 0.05 false alarm rate,



Frame Time Delay

The proposed time synched-link signature uses estimatwaeftraverse to filter out frames forwarded
by the attacker. In this experiment, we measure the timeyddlrames from the transmitter and the
attacker, respectively, to examine this approach. In opesment, the frame length is 190 bits and
the transmission rate is set to 500Kbps. The transmittellss&B0 frames, and the attacker forwards
all of them. Thus, the receiver receives 260 frames in tdtgjure 5.14 shows that the time delays of
frames forwarded by the attacker significantly exceed tlodgbe frames directly by the transmitter.
Our further analysis indicates that the ratio of attackdekay to the transmitter’s delay ranges between
2.2 and 2.6, indicating that the forwarding by the attackgraximately doubles the time delay.
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Chapter 6

Related Work

Previous work that is related to the research in the digsentfall into three areas, which arenti-
jamming defense desigprimary user detection in cogitative radio networlendwireless transmitter
authentication In the following, | will summarize those related work.

6.1 Anti-jamming Defense Design

The jamming problem in wireless communication has beenlwstedied during the past few decades
(e.g., [30,67,68, 76,86, 98, 99]), and spread spectrum aadDSSS and FHSS are traditional anti-
jamming techniques [86, 97]. However, those techniquesiredhat senders and receivers pre-share
secret keys. There have been a few recent attempts to emgbbstablishment of pre-shared secret
keys [87,92,93]. Unfortunately, all those works cannot bedufor broadcast communication where
there exist malicious receivers that may also act as jammerinsider jammer who knows the shared
key can use the key to prevent other receivers from recethiegnessages.

To address this problem, some researchers recently igagsti how to enable jamming-resistant
broadcast communication without shared keys [8, 69]. Asudised earlier, the decoding process of [3]
cannot be extended to DSSS or FHSS. UDSSS proposed in [68] most relevant to ours. However,
the broadcast communication provided by UDSSS is stillexdble if an insider jammer with sufficient
computational power launches reactive jamming attackadisdted in [69]. Inspired by UDSSS, RD-
DSSS tolerates reactive jamming attacks by using multiptiecsequences and permutation to protect
each message.

FHSS and DSSS are dominantly used for the purpose of antitjiagn Besides the requirement of
shared secret, they also assume that the jammer has linaipaditities. For example, FHSS assumes
that the jammer cannot jam all channels simultaneously, 88S assumes that the jammer cannot
overwhelm the spreading gain. However, both FHSS and DS8$awiwhen there are high power,
broadband jammers. A recent paper considers threats froadband jammers, and proposes to use
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timing-based covert channels to address the threats froadband jammers [110]. The basic idea is
to map the inter-arrival times of a sender’s corrupted pckdo information bits [50]. However, this
method also fails when attacked by a high power jammer, Isecpackets transmitted by the sender
are overwhelmed by the jammer and a receiver cannot colkentgted packets to decode the original
message.

Our work is also related to the detection of reactive jamrBét.[ The jamming detector proposed
in [91] aims to identify the cause of bit errors for individymackets, whereas the jamming detector pre-
sented in this dissertation aims to distinguish unjammegfimm jammed bits rather than determining
the cause of bit errors. Hence, the work done by [91] is complgary to ours.

Besides the literature discussed above, there exist ottetied works. For example, a code tree
based technique that enables the system to identify ingideners was proposed in [19, 20]. Xu et al.
proposed to employ consistency checking for detecting jemgrattacks [111]. The problems such as
how to mitigate jamming on control channels [50, 95] and sengtworks [52, 109] were also studied
by previous researchers. These approaches are compleynentairs.

6.2 Primary User Detection in Cogitative Radio Networks

Primary user detection has been intensively studied indlsefpw years (e.g., [38,46, 70,78, 84,85, 96,
107]). Traditional detection technigues in general candiegorized into energy detection (e.qg., [85])
and feature detection (e.g., [38, 70, 78,84,107]). In gndedection, any captured signal whose energy
exceeds a threshold is identified as a primary user’s signdeature detection, signal features (e.g.,
pilot, synchronization words, and cyclostationarity) estracted and used to detect the presence of a
primary user’s signal. However, those traditional techegwill fail in hostile environments, where an
attacker transmits with large power or mimics a primary ssggnal features to gain unfair share of the
bandwidth.

A recent attempt considered the security aspects of primetigction and proposed to utilize RSS-
based location distinction for detecting primary userghais in the presence of attackers [17]. Specifi-
cally, a secondary user verifies whether a received sigfiadns a primary user or not by estimating the
location of the signal source. If the estimation result d@g from the known location of the primary
user, it is highly possible that the signal is sent by an kiadHowever, as indicated in [65], RSS-based
location distinction approach, which is used in [17], carebsily disrupted if the attacker is equipped
with array antennas. Moreover, such an approach requirésmode collaboration, which is expensive
in terms of bandwidth and energy.

In this work, | designed a primary user detection scheme ploéing link signatures, which do not
have the weakness of RSS based location distinction andwechihigher accuracy [65,112]. | integrate
cryptographic and wireless link signatures to authergiegprimary user’s signal, and use two levels of
detections (i.e., detection at a helper and at a secondarytesaddress the technical challenges caused
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by adopting link signatures in CRNSs.

There are other related works, including cooperative feadatection or energy detection [37,60,82,
105], secure data fusion in the presence of false informdtodistributed spectrum sensing [18, 100],
performance evaluation of primary user detection in IEEE.8P [24], trade off between a secondary
user’s data transmission and the detection of a primarysusignal [44], and IEEE 802.22 standard for
CRNs [25, 27]. These works are complementary to our work.

6.3 Wireless Transmitter Authentication

Existing non-cryptographic techniques for authentigatinireless transmitters can be divided into three
categories [13]: software fingerprinting (e.g., [35, 47)6lIbcation distinction (e.g., [17, 53, 65, 112]),
and radiometric identification (e.g., [13,29, 71])

In software fingerprinting approaches, discrepancies ftwaoe configuration are used as finger-
prints to distinguish between wireless nodes [13]. For gdapfranklin et al. [35] proposed to use the
implementation dependent differences among device drigeidentify 802.11 nodes. Kohno et al. [47]
proposed to use clock skews in TCP and ICMP timestamps torfirigenetworked devices.

In location distinction based authentication, a signaluihanticated by verifying whether it origi-
nates from the expected location of the transmitter. R3S, (@.7]) and link signatures have been used
to enable such location distinction [65]. The RSS based ousthlirectly estimate the location of a sig-
nal origin using the RSS values. However, such methods calefeated with an array antenna, which
can fake arbitrary source locations [65]. The link signatbased approaches authenticate the channel
characteristics between the transmitter and the receéd36p, 112]. In this paper, we showed that all
these link signature schemes are vulnerable to mimicrglgteOur newly proposed time-synched link
signature is developed to fill this gap.

In radiometric identification approaches, the distinctifg/sical layer characteristics exhibited by
wireless devices are utilized to distinguish between th@mansient based techniques (e.g., [29, 71])
identify a wireless device by looking at the unique feattdesing the transient phase when the radio is
turned on” [28]. Modulation based techniques (e.g., [13rsure differentiating artifacts of individual
wireless frames in the modulation domain to identify theickev

Recently, it was demonstrated in [28] and [33] that radigmeédentification techniques were vul-
nerable to impersonation attacks. The results in [28] dedethat both transient and modulation based
techniques are vulnerable to impersonation attacks, thdransient-based techniques are harder to
reproduce. Edman et al. [33] showed that an attacker caiiisagntly reduce the accuracy of such tech-
niques by simply using a commodity RF hardware platform.seh&orks are complementary to ours in
this paper.
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Chapter 7

Future Work

7.1 Motivation

As a key enabling technique for cognitive networks, spectsensing has been a hot topic among re-
searchers in recent years. An overview of implementatisnes and challenges in spectrum sensing for
cognitive networks are provided by [14]. In particular, adiages and disadvantages of three traditional
signal detection techniques are discussed, includinghmdtfilter, energy detector, and cyclostationary
feature detector. Researchers from Berkeley have verffeeteasibility of energy detector on a wireless
testbed as well and proposed collaborative sensing to ve@ensing accuracy [16].

Although spectrum sensing techniques have attracted nmaterere attentions as an indispens-
able tool that allows a cognitive network to function welietsecurity aspects of the spectrum sensing
have received relatively less attention [102]. There exist main security threats to spectrum sens-
ing, which are Incumbent Emulation (IE) attacks and the 8pet Sensing Data Falsification (SSDF)
attacks [102].

In IE attacks, an attacker mimics specific features of a pymeer’s signal and transmits fake
signals to the secondary users to bypass the existing prinsar detection methods [17]. Consequently,
secondary users may incorrectly identify the attackegmal as a primary user’s signal and do not
use relevant channels. In our previous work, we proposedteouneasures against IE attacks. We
developed a new primary user detection method that integicy/ptographic signatures with wireless
link signatures to deal with IE attacks. The proposed methstihguishes a primary user’s signal from
an attacker’s signal and conforms to the FCC’s requiremiembtomodifying primary users. We evaluate
the effectiveness of our method through both theoreticalyais and experiments using real-world link
signatures obtained from the CRAWDAD data set [64]. Moreowe demonstrate the feasibility of our
proposed method by a prototype implementation on a softdefieed radio platform.

Another type of attacks are SSDF attacks, which targetsitalistd spectrum sensing (DSS). In
DSS, each secondary user executes spectrum sensing ominovsends the local spectrum sensing
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result data to the fusion center that processes the data akelsm final spectrum-sensing decision. In
SSDF attacks, the attacker impersonates a secondary useends fake local sensing results to the
fusion center, thus causing the fusion center to make a wspagtrum sensing decision. In our future
work, we would like to study SSDF attacks and develop defeagainst SSDF attacks

7.2 Possible Approaches

The attackers sends false local spectrum sensing resuitsstead the decision process at the fusion
center. To maintain a desired level of accuracy in the paseaf SSDF attacks, we need a robust
security mechanisms that can tolerate the false local mpactensing results reported by adversaries.
Possible solutions are listed below.

e Cryptographic based authentication: Symmetric and asynuriey based authentication algo-
rithms may be employed to protect the distributed spectransiag. In symmetric key based
authentication, the fusion center shares a secret key wstandary user. The secondary user
and the fusion center signs outgoing messages and verifi@sing messages using their shared
key, respectively. As long as the adversary does not knowliheed key, it cannot impersonate a
secondary user. A drawback of this approach is that thairsécret key establishment may be-
come the target of the adversaries. In asymmetric key bagédrgication, the secondary users
sign messages using their private key, and release thelicfkdys to enable the fusion center
to verify received messages. Public keys can be exposee foutblic, and thus asymmetric key
based approach does not need initial secret key establighprnecesses. However, asymmetric
key based approach leads to a longer time delay in signindgg@ndeneration.

e Consistency check: A powerful adversary may take advantédpgh-performance computers
to compromise the symmetric/asymmetric keys used in cgypfhic authentication. Therefore,
besides cryptographic authentication, we may further eedéhe security of distributed spectrum
sensing with consistency check, in which we exploit spaiatelations between secondary users
to identify and filter out compromised sensing results. itiviely, secondary users that are geo-
graphically close to each other are likely to report sinsl@nsing results, since it is high possible
that they hear signals from the same primary user and obsenilar signal patterns. Therefore,
if a secondary user reports a sensing result that is far akeay those reported by its neighbors,
it is probably a “bad” node.

7.3 Evaluation Plan

Evaluation Methodology: We will use both theoretical analysis and simulation to eatd the effec-
tiveness of defense mechanisms. For consistency checlithigs, our evaluation objective is mainly
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two-fold. First, we would like to see how well the algorithrerforms. Second, we want to see the
computational efforts required for identifying maliciossnsing report.

Evaluation Metrics: False negative errors and false positive errors are twaay@rrors that occur
during the consistency check. With a false negative, a makcsensing report bypasses the consistency
check. With a false positive, a benign report triggers atafram the consistency check. To see how
well a consistency check algorithm works, we will use praligtof false negative and positive as the
evaluation metrics. To see the computational efforts, wieuse the execution time required by the
consistency check algorithm to conclude whether a recebeging result is malicious or not. We
expect to identify more metrics as our research proceeds.

Parameters in Evaluation: We will perform the evaluation under different parametenfaqurations to
gain understanding of the SSDF attacks and defense mepismislifferent situations. Possible param-
eters to be used include the fraction of secondary userg timel@dversarys control and configurations
of the cognitive radio networks.
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Chapter 8

Conclusion

This dissertation includes four work towards the protectbwireless communication. In the first work,
we proposed RD-DSSS to enable anti-jam broadcast commiamoaithout shared secret keys. RD-
DSSS encodes each bit of data using the correlation of uigabte spreading codes. Thus, a sender
and a receiver do not need to share any common key to comnteinigdn each other. In addition,
RD-DSSS spreads a message using multiple code sequencpsrandes each spread message before
transmitting it. As a result, the chance that a reactive jamran correctly guess which code sequences
are used by the sender is greatly reduced. we use both ticabatalysis and simulation to evaluate
the performance and jamming resistance of the proposed BBSscheme. The results demonstrate
that RD-DSSS can effectively defend against jamming astack

In the second work, we developed BitTrickle to enable wiggleommunication when a broadband
and high power reactive jammer is present. BitTrickle adghkvinformation by taking advantage of the
reaction time of a reactive jammer. Two technical challengere addressed in the development of
BitTrickle. First, we designed a jamming detector thatizeé modulation properties to distinguish
jammed bits from unjammed ones. In addition, we proposedrisile encoding/decoding techniques
that can successfully recover a transmitted message frossage fragments that partially survive re-
active jamming. Unlike FHSS and DSSS, BitTrickle does nguate a reactive jammer with limited
spectrum coverage and transmit power, and thus can be usednarios where traditional approaches
fail. We also implemented a prototype of BitTrickle on GNUdRa Our experimental results showed
that the BitTrickle prototype achieved a reasonable thinpugjthat enabled message exchanges between
victim wireless devices when 802.11 DSSS and the GNURadichyeark were completely disabled
by a reactive jammer.

In the third work, we developed a novel approach for autlatitig primary users’ signals in CRNs,
which conforms to FCC'’s requirement. The proposed appraatelgrates cryptographic signatures
and wireless link signatures to enable primary user detecti the presence of attackers. Essential
to the proposed approach ishalper nodeplaced physically close to each primary user, which serves
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as a “bridge” to enable a secondary user to verify the crypfagc signature carried by the helper
node’s signals, and then obtain the helper node’s authinkicignatures to verify the primary user’s
signals. A key contribution in this work is a novel physicayér authentication technique that enables
the helper node to authenticate signals from its assocjateshry user. Unlike previous techniques
for link signatures, the proposed approach explores thgrgpbical proximity of the helper node to
the primary user, and thus does not require any trainingesoc We have examined the proposed
approach through theoretical analysis, experimentabatian using the CRAWDAD data set [64], and
a prototype implementation on USRPs based on GNUradio [Bf dbtained results indicate that the
proposed approach is a promising solution for authentiggtirimary users’ signals in CRNs.

In the last work, we identified a vulnerability of existingli signature schemes by introducing the
mimicry attack. Our results indicated that some assumsgtibat form the foundation of link signatures
should be revisited. In particular, we demonstrated thattecker can forge a transmitter’s link signa-
ture if she knowsapproximatelythe legitimate symbols at the receiver. To defend agaimstrtimicry
attack, we proposed the time-synched link signature scligrirdegrating cryptographic protection and
time factor into wireless features. Our experimental tssigmonstrated both the feasibility of mimicry
attacks and the effectiveness of the proposed method.
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