ABSTRACT
GUNDUZ, AYSEGUL. Compression and Transmission of Facial Images Over Very
Narrowband Wireless Channels. (Under the direction of Dr. Hamid Krim.)

Law enforcement officers on mobile duty are often confronted with ID authentication
of subjects, requiring the transmission of a driver’s license picture over wireless channels
with very narrow bandwidths. To access mug shots in a reliable and timely manner, real
time compression and decompression methods with high compression ratios are required
at the server database and at the mobile client unit. This thesis presents a methodology,
which minimizes the size of the data sent over the channel by locally storing common
features of the human face in the client computers. Pre-processing of server database
images, such as facial feature extraction, are used to extract these common facial features,
and are obtained via topological methods, in particular, via ravine extraction. The
implemented file transfer protocols are based on basic TCP/IP client-server models and
make use of socket programming. Experimental results show a 4x improvement in

transfer time over typically saturated channels.
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Chapter 1

Introduction

The human face is a fascinating image, as it is the distinguishing characteristic of all
humans on earth. The fact that almost all identification cards bear a photograph of a
person is due to the global acceptance of a facial image as an evidence of identity.
Humans are capable of accurately matching a frontal facial image and a person to affirm
their identity or difference (except for prosopagnosia patients [1]). This process
throughout the sequel will be referred as person identification or authentication.

In addition to matching faces, the detection and recognition of faces are some of the
most remarkable abilities of the human brain. The human recognition of faces is the
process of perceiving someone as previously known or seen, and should not to be
confused with the concept of identification as defined above.

The human perception of faces has been studied in the fields of psychophysics and
neuroscience [2, 3, 4, 5, 6] for many years. Inspired by the human perception, facial
image compression for person identification is an important problem in computer vision
and image processing in facial image analysis (although more attention has been on
automatic face recognition 7, 8]). All human faces share many common features, each
with its dedicated function. This influences the notion of some common template of all

human faces, and the notion of some distinguishing features for identifiability. Two main



approaches have been taken in facial image compression: low-dimensional representation
of faces and feature-based compression.

The first technique, introduced by Sirovich and Kirby [9, 10], involves the application
of the Karhunen-Loeéeve expansion [11] (more widely known in the engineering literature
as principal component analysis or eigenvector decomposition) to a set of facial images.
The goal of the approach is to represent a face in terms of an optimal coordinate system
whose dimensionality is lower than the dimensionality of the face space. The set of basis
vectors, which make up this coordinate system are the eigenvectors of the covariance
matrix of the set of images. Each eigenvector is an actual picture, which is called an
eigenpicture. Sirovich and Kirby used the fact that a face may be approximately
reconstructed from its eigenvalues corresponding to the set of principal eigenpictures.
Thus, with the a priori knowledge of the optimal coordinate system or the eigenpictures,
the eigenvalues are sufficient to represent a face. The approach was adopted by Turk and
Pentland [12], who renamed the eigenpictures as eigenfaces, for face recognition.
However, in [13], Penev and Sirovich discuss the dimensionality of the optimal
coordinate system necessary for an adequate representation of the identity information
and the shortcomings of principal component analysis. Local feature analysis [14] is
proposed as a solution.

The main idea behind feature-based approaches is that most of the identity
information is contained in the facial features such as eyes, mouth, and nose. Therefore,
these features should be coded in detail, and hence allocated more resources (bits),
whereas, other features such as the forehead, cheeks or hair may be coded with less bits

allocated. The procedure involves a high ratio lossy compression stage followed by a



refinement at the regions of facial features [15]. Vector quantization [16] and wavelet-
based compression [17] have been proposed for the lossy compression stage. For these
techniques, facial feature extraction is essential.

Various techniques have been proposed in the literature for facial feature extraction,
which may be classified in four main groups: geometry-based, template-based, color
segmentation-based, and appearance-based approaches. In geometry-based approaches,
the features are extracted using geometric information such as relative positions and sizes
of the face components. The first automatic facial feature extraction technique, proposed
by Kanade [18], falls into this category. The features are extracted from the vertical and
horizontal integral projections or edge maps of the original image. The eyes, the mouth
and the nose base are localized using the vertical edge map, whereas, the nose, and the
left and right boundaries of the face are localized using the horizontal edge map. Valley
detection filters [19], and application of Hough transform [20] are also classified within
this group. These techniques require thresholding, which, given the prevailing sensitivity,
may adversely affect the achieved performance.

Template-based approaches match facial components to previously designed
templates using appropriate energy functionals. The best match of a template in the facial
image will yield the minimum energy. Deformable templates for facial feature extraction
were first proposed by Yuille et al. [21]. Active contours [22], and active meshes [23]
were subsequently used for purposes of feature extraction. These algorithms require a
priori template modeling, in addition to their computational costs, which clearly affect
their performance. Genetic algorithms have been proposed for more efficient searching

times in template matching [24, 25].



Color segmentation techniques [26], on the other hand, make use of skin color to
isolate the face. Any non-skin color region within the face is viewed as a candidate for
eyes and/or mouth. The projections of images into different color spaces have also been
analyzed, and in [27] it is shown that some features can easily be extracted in specific
color system coordinates. The performance of such techniques on facial image databases
is rather limited, due to the diversity of ethnical backgrounds.

Finally, appearance-based approaches aim to find basis vectors to represent a face.
The concept of “feature” in these approaches differs from simple facial features such as
eyes and mouth. Any extracted characteristic from the image is referred to a feature.
Methods such as principal component analysis (as mentioned earlier), independent
component analysis, and Gabor-wavelets [28], [29] are used to extract the feature vector.
These approaches are commonly used for face recognition rather than person

1dentification.

1.1 Objective

Law enforcement officers on mobile duty are often confronted with ID authentication of
subjects, requiring the transmission of a driver’s license picture over wireless channels
with very narrow bandwidths. A mug shot picture from databases (e.g. Dept. of Motor
Vehicles) in hand provides officers with person identification in cases of absence of an
ID and/or authentication in case of a suspicion. Wireless transmission is the solution for
communication with mobile computers. The wireless network channels of law
enforcements, however, have to be shared among various agencies and the channels run

almost always at full capacity.



To access mug shots in a reliable and timely manner, a real time compression and
decompression method with high compression ratios is required at the server database
and at the mobile client unit. Standard compression algorithms (e.g. JPEG 2000) [30]
exhibit an unacceptable performance in so far as the required transmission time is
concerned (upload of 4 to 5 min). Thus, a highly specialized technique optimized around
mug shot wireless transmission has to be developed. The objective of this work is to
propose a robust, efficient, and simple image compression technique optimized for ID
pictures and adapted to a communication protocol used by the North Carolina State
Highway Patrol (NCSHP) over a very narrowband channel (<10 kbps).

Human faces share a common template, which is composed of two eyes, one nose,
one mouth, and so forth. Moreover, their locations relative to each other on the average
are known. Only shape, size and distance between these features vary from person to
person. The proposed methodology is based on using common features of face images,
i.e., finding a template at some level that is common to all faces, which will be available
at all client computers. Since the compression technique is feature-based, a fast and
reliable feature extraction method is essential. For this purpose, a methodology that
makes use of the topological features of the human face in order to localize the eyes and

mouth on a driver’s license type of image is proposed.



1.2 Organization

The next chapter is dedicated to the extraction methodology of facial features. Some
fundamental background is covered, with relations and interpretations for the facial
feature extraction process.

Chapter 3 introduces the facial image compression approach proposed in this work.
Particular attention is given to level set decomposition of facial images and their
reconstruction from the principal level sets. Compression techniques for coding the
principal level sets are also presented.

Chapter 4 describes the overall transmission of facial images over the NCSHP
wireless communication channels. The general functioning is presented and illustrated,
with the wireless communication network schematic and the end user programs.

Finally, Chapter 5 focuses on the experimental results of our compression technique,

along with their discussion.



Chapter 2

Facial Feature Extraction

Human facial features play a significant role in perceiving faces. Neurophysiological
research and studies have determined that eyes, mouth, and nose are amongst the most
important features for recognition [1]. Thus, when a human face is represented as an
image, it is very natural for these features to depict distinguishing characteristics not
present in other facial components such as forehead, cheeks and chin. The eyes, the
mouth, and the nostrils are the local minima of a facial image, whereas, the tip of the nose
is a local maximum. However, for the purpose of compression herein, the facial features
of interest are only the eyes and the mouth.

When a facial intensity image is represented as a surface, the brightness values form
deep valleys in the facial feature regions, allowing topological methods to be used for
their localization. The key idea in the methodology is to model the eyes and mouth as
ravines on the image surface. For this purpose, we first present a brief background on
differential geometry and topology basics in this chapter, which is followed by the feature

extraction technique we developed.

2.1 Differential Geometry And Topology Fundamentals
In differential geometry, the most characterizing feature of a curve is its curvature.

Curvature is a measure of rate of change of the direction of the tangent vector, or simply



a measure of the bending of the curve. The magnitude of curvature at a point is inversely

proportional to the radius of the circle that fits the curve at that point [31].

Figure 2.1: The curvature tells us which way the tangent vector is turning and how fast.
Its magnitude is the reciprocal of the osculating circles.

The bending of regular surfaces in R’, on the other hand, is measured via a linear
operator called the shape operator, which estimates the change of surface normal from
point to point [32]. For a regular surface S, F and F, represent the first and second

fundamental forms, respectively, given by:

1+8; §.S,
E = 2 > (1)
S.S, 1+8;
F-——— [S’“ S} @)
1+SXZ+S},2 Sxy Syy

where subscripts represent partial derivatives with respect to the variable (x or y). The
first fundamental form determines the arclength of a curve on a surface, whereas, the

second measures how far the surface is from being a plane.

w, w
W:Ffl'Fz{ : 12} 3)

Wi Wp
is the matrix of the shape operator, and equation (3) is known as the Weingarten

equation. [32, 33].



Figure 2.2: The shape operator measures the change of surface normal from point to point
on the surface.

Consider a point P on a regular surface S. There are an infinite number of planes
passing through the normal vector at P and intersecting S at plane curves, i.e., whose
intersections with S form plane curves. The curvatures of these plane curves are called
the normal curvatures of S at P. The signs of normal curvatures depend on the surface
normal vector. The principal curvatures, ky. and k,,;, are the most positive (upward) and

the most negative (downward) of the normal curvatures, respectively. The maximum and

minimum curvatures occur at orthogonal directions called the principal directions, d

and c?min. The principal curvatures are the eigenvalues of the shape operator and the

principal directions are the corresponding eigenvectors [31].

Other important curvatures of a surface are the Gaussian and mean curvatures, which
may be computed, respectively, as follows:

K = det(W), 4)
H= %Tr(W) . (5)

The eigenvalues and eigenvectors can be subsequently expressed as:

k.. =H+\H> K,

k. =H-\H>-K,

(6)
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A point on a surface at which the principal curvatures are equal and non-zero, is

called an umbilic point. (In the case of zero curvatures, the point is called a flat point.)

Ravines are defined as non-umbilic points at which k,,, attains a local maximum

along d_ [34]. A non-umbilic point P on the surface is, thus, a ravine point if and only

max

if it satisfies the following conditions:

kmax (P) > 07
Vkmax (P)'c_imax = 0’ (8)
a>n7‘:ax'vzkmax (P)'c_imax < O

A non-umbilic point P on a surface is called a ridge point if k,;, attains a local minimum

along d__, i.e. satisfies:

min ?

k.. (P)<0,
Vo (P).d =0, )
dl Vk_ (P)d__ >0.

min

Ridges and ravines may also be defined according to the directions of the normal
vector [34, 35]. Throughout, the curvatures of convex up curves are taken to be positive.
Therefore, ravines have a tendency to detect the valleys on a surface, and ridges extract

crests.

2.2 Feature Extraction Methodology

A two dimensional image I(x,)) may be viewed as a surface, S= { (x,y,z) :z=1I(x,y) } ,
where the values of the z-axis is represented by the image intensity at a pixel (x,y). Figure
2.3.b depicts the facial image shown in Figure 2.3.a as a surface. The features of interest,

the eyes and the mouth, are composed of both crests and valleys. The valleys, however,

10



represent the most defining characteristics - the borders of eyes, irises and the opening of

the mouth, for instance. Our goal is therefore to extract the ravine points.

() (b) (©)

Figure 2.3: (a) A driver’s license photograph, (b) the image plotted as a surface, (c) the
image with extracted background.

2.2.1 Preprocessing of Images: Background and Noise Removal

North Carolina State driver’s license images have a standard blue background. Thus, the
variation of background color from image to image is due to varying illumination. In
order to detect the blue color information, it is essential to work in a color space that
isolates brightness and color. The usage of the HSV (hue, saturation, value) space to

extract color information has been proposed in [36, 37].

Cynns

Fig 2.4: The HSV color space in a hexacone.

The HSV color space is often used by people who are selecting colors (e.g., of paints

or inks) from a color wheel or palette, as it is better adapted than the RGB (red, green,

11



blue) color space to human color perception. As hue varies from 0 to 1.0, the
corresponding colors vary from red, through yellow, green, cyan, blue, and magenta,
back to red, so that there are actually red values at both 0 and 1.0. As saturation varies
from 0 to 1.0, the corresponding colors (hues) vary from unsaturated (shades of gray) to
fully saturated (no white component). As value, or brightness, varies from 0 to 1.0, the
corresponding colors become increasingly brighter [38]. The HSV space is shown in Fig
23.c.

From a large set of facial images from NCSHP database, the hue value range for the
background was found to be (0.35,0.68). The image in Fig 2.3.a. with removed
background is shown in Fig 2.3.c. Although, false detection is possible on the boundary
of the hair region or clothes, the face region is never falsely detected.

The calculation of the principal curvatures involves second derivatives, which in turn
require some smoothness in the images of interest. While smoothing the image for noise
removal, we would also like to preserve the facial features. Adaptive Wiener filters,
which are commonly used in image restoration [39], have also been proposed for facial
images. As Wiener filters are comparatively slow, the features of interest are smoothed
slightly, while the effect of noise is reduced. Figure 2.5.c is the output of a two-

dimensional Wiener filter applied to a box extracted from the image.

2.2.1 Extraction of the Eyes

By examining a large set of driver’s license database images, which are head-shoulder
images, we have determined that a box may be extracted automatically from the image
with little regard to symmetry, guaranteeing the inclusion of the eyes. This is due to the

face positioning on a driver’s license photograph as may be observed in an average image

12



(of 100 Caucasian facial images) in Figure 2.5. In the white frame, ghostly blurred eyes

can be observed.

(d) (©)

Figure 2.5: (a) The average image of 100 driver’s license images; the box to be extracted
automatically contains the eye regions, (b) the box extracted from the photograph in Fig
2.3.a, (c) The smoothed surface via Wiener filtering, (c) the surface plot of “(b)”, (d) the
surface plot of “(¢)”.

Upon filtering the image, we apply the set of conditions (8) to every pixel. By
restricting k., to be greater than a positive threshold, we can extract the sharp bendings
and hence the most significant ravines. The threshold is determined by the mean and

standard deviation of k. kna is depicted in Figure 2.6.a.The term Vk,, .d,,, in (8) is

defined as the directional derivative of the maximum curvature (DMC) [40]. The

transition points (i.e. positive to negative and vice versa), along with the zeros constitute

13



the zero crossings of the DMC and thus the solution. The result of the applied algorithm

is shown in Figure 2.6.b-c.

(c) (d) (e) ®
Figure 2.6: (a) The maximum curvature of each pixel in the image, (b) the extracted
ravines from the surface, (c) the superposition of the ravines on the image, (d)
morphological closing and filling of the extracted eyes, () the extracted eye regions, (f)
the ravines that yield the irises.

Additional processing around each feature (e.g. eye regions) is required to provide
continuity of the feature trace and fill in any gaps in borders to facilitate the localization
of the features. This may be carried out in a number of ways, and the simplest is
application of morphological closure and filling on the image bearing the ravines (see
Figure 2.6.d). The resultant closed regions are thresholded according to their area and
their normalized intensity, and the image is divided into two half planes. For every region
in the left half plane, a corresponding pair is searched in the right half plane with the

following constraints:

14



= Their horizontal positioning should be in a specified range with respect to
each other,
= The difference between their lengths and widths should be smaller than a
threshold,
= The distance between their vertical positioning should neither be significantly
greater, nor smaller than their horizontal sizes (as the distance between two
eyes is approximately the size of one eye in human faces),
» The normalized intensity of the regions should be considerably close in value.
In case of more than one eye pair candidate, the horizontal positioning of the pairs
with respect to each other and the box is used for extraction. For example, if fair
eyebrows are detected as an eye pair candidate, the horizontal positioning of eye and
eyebrow pairs are fairly close. In this case, the algorithm picks the lower positioned pair.
If the distance between two candidates is far, the positioning with respect to the box is
taken as basis. The eye pair localization is then followed by computing the centroids of
the extracted regions and labeling them as eye centers.

Further increasing the threshold of k., results in the extraction of irises, whose
centroids can be more accurate measures for the eye centers, in cases of nonsymmetrical
or insignificant eye borders. Figure 2.6.f shows how a greater threshold for the maximum
curvature yields the iris boundaries.

If the alignment between two eyes deviates from the horizontal axis by more than 5°,

the image is rotated to retain horizontal alignment. An example is given in Figure 2.7.
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(b)
Figure 2.7: (a) A slightly tilted face in a driver’s license image, (b) output of image
rotation for horizontal alignment of the eyes.

2.2.3 Extraction of the Mouth

The eye locations are in turn utilized in extracting a box containing the mouth (see Figure
2.8.a). The width of the box is kept small in order to minimize the inclusion of the jaw
line, which is also composed of ravines. The extracted ravines once again undergo
morphological operations (see Figure 2.8.b). The region with the greatest width is
detected to be the mouth. The mouth location is used together with the eye pair locations
to construct the standard face triangle whose vertices are the eye and mouth centers, as
shown in Figure 2.8.c. Finally, the images are resized so that the sizes of the triangles in

each image are fixed to the same size.

= B

(@) (b) G
Figure 2.8: (a) The mouth box extracted relative to the localization of the eyes, (b) the
extracted ravines, (c¢) the triangle connecting the centers of the extracted eye and mouth
regions.
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Chapter 3

Facial Image Compression

Image compression addresses the problem of reducing the amount of data to represent an
image. Yet, in the case of transmission, the goal is to reduce the amount of data to be
transmitted. If a common portion of the data of all images were to be permanently
available at the destination, then only the differentiating data among pictures need be
transmitted. That is precisely the basis of our approach [41].

The idea behind facial feature extraction, i.e., extracting the triangle whose vertices
correspond to localized eye and mouth features, and resizing every image to attain a fixed
triangle size, is to obtain a geometrical template for human faces. Also, using the
localization of the triangle, we can extract the facial region (of size 160x160 pixels), and
in turn reduce the sizes of the images by eliminating redundant information not critical to
face identification (see Figure 3.2). These facial images are further downsampled by a
factor of two, and hence the resultant size of the images to be compressed is 80x80x8 bits
(6.25 Kbytes).

Faces are, however, composed of other features in addition to eyes, mouth, nose etc.
An undeniably important component is the human skin. In an ethnic group, the tone of
skin shows more homogeneity than in a mixed population. Moreover, some auxiliary
facial features are not always present in every human face, e.g., eyeglasses, mustaches

and beards. Hence, in the database of driver’s license images there are some groups that
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exhibit more similarity than others, implying the necessity of dividing the database into
subclasses. Examining a large set of database images, we determined that the major
subclasses should be: Caucasians vs. African-Americans, presence vs. absence of

eyeglasses, presence vs. absence of mustache or beard.
3.1 Classification of Images

Since the existing driver’s license database is not to be modified, the classification of an
image needs to be autonomous. The classification of Caucasian vs. African-American is
achieved via thresholding the mean of the brightness of the extracted face images. A
verification stage via color segmentation is feasible, but was determined to be
unnecessary.

The detection of eyeglasses and mustaches is accomplished during the eye and mouth
extraction stages respectively. The eyeglasses and mustaches form deep valleys on the
image surface, which are again detected via ravine extraction, and their presence results
in bigger areas after the morphological closure and filling stage than the cases of their
absence. We defer the details on the extraction of auxiliary features to the appendix.

Finally, the mean images of all subclasses are extracted. Figure 3.1 shows the mean

image of 100 Caucasians with no auxiliary features.

Figure 3.1: The mean image of 100 database photographs of Caucasians.
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3.2 Image Representation via Levels Sets

Level sets are the “binary shadows” of an image and can be defined by

Li-”(x,y>={ Ly lEy) 24 (1)

0, otherwise
where /(x,y) is the image of interest. The family of level sets is defined for all values of A;
in the range of / and provides a complete, contrast invariant representation of the image
[42]. The principal level sets are the level sets that contain the basic information required
to recover the image. The process of extracting the principal level sets is a non-uniform
scalar quantization on the image range. Since the number of principal level sets is less
than the total number of levels in the image, the representation is said to be lossy. The
detection of the number of principal levels sets and the principal levels themselves has to

be a feature-based process in order to preserve person identifiability.

3.2.1 Level Set Decomposition

In order to decompose images into their level sets, a normalization of the images is
performed in each subclass. First, the mean of the brightness values of each image in a
subclass is equalized. For example, for the Caucasian subclass, the mean of every image
is brought 150. Next, the level sets for an image are selected around the fixed mean with
displacements of multiples of the standard deviation of the image.

By examining the database, we have determined that the facial images in the database
can be represented by seven level sets and recovered with high quality. The A; values of
the levels sets are chosen at brightness values at {3, 2, 1, 0.5} times the standard
deviation less than the mean, at the mean, and at {0.5, 1} times the standard deviation

plus the mean. Figure 3.2 shows two database images and the mean image, with their

19



decomposition into their seven level sets, at respective A; values, and enumerated 1
through 7. Note the similarities between the appearances of the features at the same levels
of different images. The levels that contain the most common information are the lower
(1-2) and higher (6-7) levels. This is due to the fact that the lower levels give a coarse
localization of the features, and the higher levels roughly extract the brightest areas of the
image, the forehead, cheeks and partially the nose.

On the other hand, the remaining levels contain person-specific contents of the
features, such as shape and size. The jaw line information is contained in the second
levels sets, the basic mouth template is contained in the third level sets, and the important
shading contents around the features are contained in the fourth (around the mouth and
nose) and fifth level sets (around the eyes). The principal level sets are therefore chosen

to be {2, 3, 4, 5} (Figures 3.1: (a) 2-5, (b) 2-5, (¢) 2-5).

3.2.2 Image Reconstruction
An image is recovered from its family of level sets by

fxy)=max (&1 L (x,y)= 1}, )
where i is the number of level sets and A; is the corresponding brightness value at the i
level of the mean image. Figures 3.3.c-d show the reconstructed images of Figures 3.3.a-

b from their seven level sets, whereas the reconstructed images from principal levels sets

are shown in Figures 3.3.e-f.
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(a-7) (b-7) (c-7)
Figure 3.2: (a),(b) Examples of cropped database images, (c) the mean image; and their
level sets, 1 through 7, in ascending order.
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Figure 3.(3b:)(a)-(b) The database((ilr)nages, and the reconégucted images from ((Sl-)(d) seven
level sets, (e)-(f) four principal level sets, (g)-(h) four modified principal level sets.

Our goal, recall, is to reduce the amount of data to be transmitted and to therefore
reduce the number of principal level sets to represent the image. This goal will be
achieved in two stages. First, any excess information in successive level sets that do not
contribute to the features will be eliminated and the level sets will be combined. It may
be observed that the upper halves of the fourth level sets contain redundant information
around the eye regions through the transition from the third through the fifth level sets.
Additionally, the lower halves of the fifth region contain shading information caused by

illumination around the chin, and is hence not feature based. Thus, the upper half of the

fifth is superposed on the fourth level set. This process is depicted in Figure 3.4.

Figure 3.4: Combining the upper and lower halves of the fourth and fifth level sets.
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Next, the level sets that share regions with the level sets of the mean image will be
locally available at the receiver end. The second level set of a database image may be
replaced by an approximate level set attained by a logical OR operation of the second
level set extracted from the mean image and the third level set of the database image.
This process is shown in Figure 3.5. Finally, the seventh level set of the mean image,
which is common to all images, is chosen to add contrast to the reconstructed image.
Figure 3.6 presents the modified principal level sets for the database images. The
reconstructed images from the new modified principal level sets are shown in Figures

3.3.g-h.

Figure 3.5: Logical ORing of the third level sets of a database image and the mean image
to attain the modified level set that will replace the second level set.

Since two of the principal level sets are obtained from the level sets of the mean
image, and will be stored at the receiving end, only two level sets are remained to be
transmitted for the reconstruction of a database image, namely the second and third
modified level sets, given in Figures 3.6.c-f.

Additional examples of level set decomposition of database images and their

reconstruction from the modified principal level sets are given in Figure 3.7.
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(®

(h)
Figure 3.6: The modified principal level sets: (a)-(b) the modified second level sets,
obtained via logical ORing the third level sets with the second level set of the mean
image, (c)-(d) the third level sets (unmodified), (e)-(f) the modified fourth level sets,

obtained via combining the fourth and fifth level sets, (g)-(h) the seventh level set of the
mean image.

(b) (d) ®

Figure 3.7: Further examples of database images and their modified level set
representations.
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3.3 Level Set Compression

3.3.1 Run-length Coding

Run-length coding (RLC) or variable-to-fixed-length coding is the most basic lossless
compression technique in which a sequence of repeated data values is replaced with the
count number or “run” of the value [43]. In other words, instead of coding the individual
values, only the lengths of the runs are encoded.

The model that gives rise to run-length coding is the Capon Model [44], a two-state
first order Markov model with states white and black. The model states that high
compression rates with coding runs are possible if P(w|w) and P(b|b) is close to unity.
This is the case for a binary image where white and black runs will be very long,
regardless of the value of P(w) or P(b) .

For example, in an 8-bit RLC scheme, if we had 180 white pixels followed by 40
black pixels followed by another 230 white pixels, instead of coding the 500 binary
numbers individually, we would code the sequence 180, 40, 230, along with an indication
of the value of the starting pixel in 25 bits. However, the compression ratio of RLC is
context dependent and if the transition probabilities between states are high, then the run-
length code may exceed the actual file size.

In an n-bit RLC scheme, if the run length of a value exceeds 2"-1, then the run length
has to be encoded with a multiple of # bits, or it can be expressed in 2z bits as:

R=Q2"-Dxm+t, 3)
in cases of extremely long run lengths, where m and ¢ are less than 2" [45].
The bilevel image compression technology used in today’s facsimile systems [45, 46]

use RLC models followed by static Huffman coding of the run-lengths [47]. The names
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“Group 3” and “Group 4”, are used sometimes to refer to them, and come from protocols

standardized by CCITT (now ITU-T) [48].

3.3.2 Run-length Coding of The Level Sets

The level sets are bilevel images consisting of high repetitions of zeros followed by high
repetitions of ones. Our goal is to therefore adapt a scheme similar to facsimile encoding,
i.e., a RLC scheme followed by arithmetic coding [49], a minimum redundancy coding
algorithm, which is superior to Huffman coding in small alphabets. An arithmetic coding
example is provided in the appendix.

The optimum bit length for RLC of the level sets was found to be n =5. Hence, the
possible run-lengths are between O and 31, and the observed distribution of the
probabilities of the run-lengths is almost uniform. Both Huffman and arithmetic coding,
however, require alphabets with skewed probabilities, since the key point in both
schemes is to code frequent symbols with fewer bits [47, 49]. Therefore, further
compression of the run-length code with these algorithms is negligibly small. The

compression results are provided in Chapter 5.
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Chapter 4

Wireless Network Communication and
Transmission of Facial Images

The wireless network infrastructure of North Carolina Criminal Justice Information
Network (CJIN) is managed and operated by the State Highway Patrol (NCSHP). This
network serves to send information to mobile trooper and police cars, which are equipped
with portable computers and radio modems which function under Windows 95 operating
systems. With over 275 agencies, there are almost 8000 officers registered to the CJIN
wireless network. During peak usage, the approximate number of users in the network is
5000, with an average of 2500 daily/evening users - dropping to 2000 during early
morning hours.

The radio modem in the mobile vehicle, communicates with the nearest base tower at
a low rate 19.2kbps shared channel. Actual throughput on the channel is approximately
10kbps - the actual rate varying due to range and S/N issues. The radio tower is
connected to the state network via a 14.4kbps/56K line through radio network controllers
and radio switches. The overall transmission schematic is shown in Figure 4.1.

The end-to-end transmission of the facial images is a TCP/IP (Transmission Control
Protocol/Internet Protocol) client-server application. A request from the client for a
driver’s license image is sent to the server and is serviced at the database, where a

compressed image is transmitted back to the client. At the client side, the decompression
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Figure 4.1: The end-to-end transmission schematic.

application is run and the image is displayed to the user. The user interfaces of both the
client and server applications are created using Microsoft Foundation Classes (MFC) [50,

51].
4.1 Windows Sockets

The basic object used by applications for most network communications is called a
socket. A socket is an abstract representation of a communication endpoint, which allows
the associated application to send and receive packets of data across the network. It
should be pointed out that sockets are purely software objects, and they are not protocols
but application program interfaces (API) between an application and a network protocol.
Sockets API is a high level abstraction of the processes that are required to execute a
given function, which takes away the need for the programmer to have any knowledge on
how the network behaves [52].

Sockets were first developed on UNIX operating at the University of California

Berkeley in the early 1980°s with the funding of ARPA [53].
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Windows Sockets or WinSock is a network programming interface specifically for
Microsoft Windows. Leffler et al. [54] describe the Berkeley Software Distribution socket
system from which Windows Sockets is derived. The Windows Socket specification, now
at version 2.0, was developed as an open networking standard by a large group of
individuals and corporations in the TCP/IP community and is available in the Win32
SDK.

There are two methods in Windows Sockets for the operation of handling the
transmission of data packets across the network, namely, datagram and stream sockets.
Upon creation, each socket has to be defined as to which method it uses.

e  Datagram (UDP) Sockets operate on a connectionless principle, that is, no explicit
connection is established between the two endpoints. As a result, the data may not
arrive in sequence, be duplicated, or not arrive at all. Thus, the programmer is
responsible for managing sequencing and reliability. The best applications for this
socket type are when the data itself contains the information as to its sequence, such
as broadcasting the system time of a network to keep it synchronized.

o  Stream (TCP) Sockets, on the other hand, require an explicit connection between the
two endpoints for communication to occur. With this type of connection the sequence
and arrival of unduplicated data is guaranteed. Furthermore, stream sockets are well
suited to handling large amounts of data.

For our specific application, stream (TCP) sockets will be used, since an explicit

connection is required between the server and the client for real-time transmission.
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4.2.1 The Client-Server Model

Prior to establishing a stream socket connection, the server has to create a “listening
socket” at a port, which will be allocated to a specific application and where the server
will be waiting for a connection request from a client to use the application. Only one
application may be listening on any specific port on a single computer. Although
numerous applications can listen for connection requests on a single computer at the
same time, each of these applications must listen on a different port. If the maximum
capacity for the application is reached, the listening socket may queue pending requests.

A client, on the other hand, needs explicit information about the internet protocol (IP)
address of the server and the port number allocated to the application he wants to run.
The client creates a socket with the server address and application port number, that is,
sends a connection request to the server. If the capacity limit is not reached, the listening
socket creates another socket, the “connection socket”, which is connected to the client
socket. All further communication between the client and the server is made through the
client socket and the connection socket of the server. The listening socket meanwhile
continues listening at the port for other client requests.

Once the connection is established, the client sends the name of the person whose
driver’s license photograph is of interest to the server. The server locates and compresses
the image and transfers it to the client along with the size of the file. As soon as the file is
received completely, the client closes the connection and releases the connection socket
of the server. At the client side, the received file is decompressed and the recovered

driver’s license image is displayed to the user.
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4.2 MFC Programming
The client application program requires a user interface to a start connection, to send file
requests, and to display images. Creating Windows applications of such sort is feasible
with MFC programming using Visual C++. A user-friendly interface can be created via
MFC, which can also handle and display image objects. Moreover, MFC supplies models
for writing network communication programs with Windows Sockets, embodied in two
MEFC classes: CAsyncSocket and CSocket. Further details on these classes may be found
in [50, 51].

The server and client user interfaces are shown and the overall transmission is

summarized in Figure 4.2.

Server Client

&Image Xfer Server Progran x|

Enter Part ta Listen |4DDD

Start Server | Stop Semver, |

Status
’7 Server iz ready to start!l .

(1) Initialization of the server program; the user
enters the port number at which the application
will be listening and clicks on the “Start
Server” button.

Figure 4.2: The sequence of Server-Client connection and image transmission.
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Server

Client

&Image Xfer Server Program

Enter Part ta Listen |4DDD
Start Server I

Stop Server |

Statug

Semver iz listening...

Help |

(2) The server creates the listening socket at the
port number and waits for connection requests.

Image Xfer Client Program

— Server Properties

Enter Server Mame:

Enter Port Mumber :|4E|DEI

Connect | Qisconnectl

— Status

Ready to connect to server...

r—Imagesifer,

Enter File:H ame: I

Send | ok |

(3) Initialization of the client program; the user
enters the server IP address and the port
number of the application, creating a socket,
and sends the connection request by pressing

the “Connect” button.

&Image Xfer Server Program

Enter Part ta Listen |4DDD
Start Server I

Stop Server |

Statug

Connection is establizhed!

(4) The server accepts the request, and creates a

new socket for connection.

Image Xfer Client Program

— Senwver Froperties

Enter Senven Hame; I'I 521454155

Enter Fort Humber :|4DDD
Caonmect I Qisconnectl

— Status

Connection is established.

— Imagexter

Enter File Mame: Idemo_imageﬂ

Send | ok |

(5) Once the connection is established, the user
enters the name of the image for transmission.

Figure 4.2: continued.
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Status

Image Xfer Completel

(6) The server locates, compresses and transmits
the image to the client.

Server
&Image Xfer Server Progran x| ¢+ Untitled - ClientXX o ] [
File Edit Yiew Help
Enter Part to Listen |4DDD
Start Server | Stop Server |

(7) The received image file is decompressed and is

displayed to the user. The connection is closed
as soon as the file is received.

the connection and frees its connected socket.

¢z Image Xfer Server Progran Ed T+ Untitled - ClientX3 - ol x|
Filz  Edit | Wiew Help
Enter Part to Listen |4DEID o2 D gl e g
ginal Image
200% of Criginal Image
Start Server, | Stop Server | 250% of Criginal Image
v 300% of Criginal Image
Status L
Client clozed connection. - 'E"

(8) The server is notified that the client end closed

(9) The user may change the viewing size of the
image via the View menu.

=0l ]

¢l Untitled - ClientXx

File Edit “iew Help

Chrl+0
Save Ctrl+5
Save As..,

Recent File

Exit:

(10) The user may send a new transmission request,
open an existing image, or save the current
image via the File menu.

Figure 4.2: continued.
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Chapter 5

Experimental Results and Conclusion

5.1 Facial Feature Extraction

In a sample set of database images consisting of 100 Caucasians with no auxiliary
features, 10 Caucasians with eyeglasses, 10 Caucasians with mustaches, and 40 African-
Americans, the proposed algorithm has successfully classified each image into its
respective class.

Within the sample set of 100 Caucasians, we have accurately detected the eye and
mouth regions using the extracted ravines, obtained by the proposed feature extraction
algorithm.

In the presence of mustaches, an estimation of the mouth region with respect to the
mustache positioning is made, and was verified to be adequate with the experimental
results. Next, in the presence of eyeglasses, results showed that further search for the eye
regions should not be conducted due to cases of blocked eyes caused by the frame or
reflections from the glass surface. The centroids of the lobes of the eyeglasses were
extracted instead, which in turn were used to align the images.

In the case of African-Americans, the curvature of the valley of mouth openings was
observed not to be as significant as in Caucasians. This caused a decrease in the detection
rate of the mouth regions to 92.5%. However, it was also observed the curvatures of the

nose-base regions were more useful when compared to the Caucasian group. The nose
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regions may, thus, be preferably extracted (rather than the mouth regions) for alignment

to achieve total accuracy within this class.

5.2 Compression Results and Transmission Statistics

The compression and transmission experimental results of 40 typical images from the
group of Caucasians are presented in Table 5.1. The original images are 360x300x24 bits
and are stored in JPEG format. The average file size of the samples is 9.94 Kbytes. The
average compression ratio of the implemented algorithm was found to be 92.02%. Hence,
the average size of the file that has to be transferred is reduced to 789.375 Bytes. The
resulting images are 80x80 pixels yielding an average compression bit rate of 0.9867
bits/pixel. An important observation to make is that the compression rate attained after
run-length coding is 91.78%. This implies that the probability distribution of the run-
lengths is almost uniform. Further arithmetic coding the files, therefore, provides a
compression ratio on the average of only 2.24%.

The effect of the overall reduction in the file sizes is reflected by the achieved
transmission statistics. The transmission statistics were taken on different time slots of
different days. In Table 5.1 the average of these statistics for each image is presented.
While the average transmission time of original database images was found to be 28.53
seconds, the average transmission time of the compressed images was found to be 4.64
seconds. This result illustrates a 6x improvement in the transmission time. The total
compression and decompression time was approximately 2.5 seconds. The improvement

in the overall process is, hence, approximately 4-fold.
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Average Average Improvement in
Original Size Compressed Size Compression Transmission Transmission Time Overall
(in KBytes) (in Bytes) Ratio Time of Original of Compressed Transmission

Image Image Time
5.92 774 87.23% 21.50 sec 4.50 sec 3.07
7.30 799 89.31% 23.25 sec 4.75 sec 3.21
7.79 805 89.91% 23.50 sec 4.50 sec 3.36
791 864 89.33% 24.25 sec 5.00 sec 3.23
8.19 834 90.06% 24.25 sec 4.00 sec 3.73
8.38 780 90.91% 24.25 sec 4.50 sec 3.46
8.58 788 91.03% 24.75 sec 5.00 sec 3.30
8.66 611 93.11% 25.00 sec 4.25 sec 3.70
8.70 775 91.30% 25.25 sec 4.75 sec 3.48
8.89 941 89.66% 25.25 sec 4.75 sec 3.48
8.93 989 89.18% 26.00 sec 4.75 sec 3.59
8.99 836 90.92% 26.00 sec 4.25 sec 3.85
9.16 795 91.52% 26.00 sec 4.50 sec 3.71
9.16 885 90.56% 26.25 sec 5.00 sec 3.50
9.19 786 91.65% 26.75 sec 4.50 sec 3.82
9.23 625 93.39% 27.00 sec 4.25 sec 4.00
9.31 718 92.47% 27.00 sec 4.50 sec 3.86
9.39 595 93.81% 27.25 sec 4.00 sec 4.19
9.40 828 91.40% 27.75 sec 5.50 sec 347
9.41 829 91.40% 28.00 sec 4.50 sec 4.00
9.53 713 92.69% 28.25 sec 4.50 sec 4.04
9.62 663 93.27% 28.75 sec 4.00 sec 4.42
9.68 611 93.84% 29.00 sec 4.50 sec 4.14
9.74 1024 89.73% 29.00 sec 5.75 sec 3.51
10.60 720 93.37% 29.00 sec 4.50 sec 4.14
10.70 811 92.60% 29.00 sec 4.50 sec 4.14
10.80 833 92.47% 29.25 sec 4.50 sec 4.17
10.80 742 93.29% 29.25 sec 4.50 sec 4.17
11.10 813 92.85% 29.25 sec 5.00 sec 3.90
11.20 750 93.46% 30.00 sec 4.75 sec 4.14
11.30 601 94.81% 30.75 sec 4.00 sec 4.73
11.60 801 93.26% 30.75 sec 5.00 sec 4.10
11.60 838 92.95% 31.50 sec 4.75 sec 4.34
11.70 941 92.16% 31.50 sec 5.25 sec 4.06
11.70 733 93.88% 31.75 sec 4.75 sec 4.38
11.90 850 93.02% 32.00 sec 5.00 sec 4.27
12.00 656 94.66% 32.00 sec 4.25 sec 4.74
12.50 894 93.02% 35.75 sec 5.00 sec 4.77
12.80 892 93.19% 36.50 sec 5.00 sec 4.87
14.30 832 94.32% 48.75 sec 4.50 sec 6.96

Table 5.1: Compression results and improvements in

typical facial images from the driver’s license database.
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5.3 Summary and Conclusion
Specialized techniques for compression of facial images are essential for their
transmission over wireless channels. In this thesis, we presented a feature-based
compression technique, relying on the fact that at some level, all faces have a common
template that need not be transmitted.

First, we attempted to extract the facial features with a methodology based on the
topological nature of the human face. Ravines, by definition resemble the valley regions
of a surface, and thus, were used to detect the eyes and the mouth, which correspond to
deep valleys on the face surface. For every dataset image, the extracted triangles whose
vertices correspond to the centroids of the eye and mouth regions were aligned via
resizing. The facial regions were extracted from the images so that only the necessary
information for identifiability is transmitted.

It was observed from the database that some images of people exhibit more common
features than others. The database, therefore, was divided into subclasses depicting
similar features. Next, the means of each subclass were attained and analyzed within the
subclass via level set decomposition. The level sets containing important facial features
for person identification and the level sets sharing common information were chosen for
the reconstruction of the facial images. The elimination of the redundant level sets and
the storage of the common level sets at the destination form the bases of our compression
methodology. The principal level sets to be transmitted are compressed via run-length
coding and arithmetic coding. The methodology offered high compression rates while
sustaining person identifiability. The high compression rates were reflected on the

transmission times of the compressed image files.
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Finally, the transmission was accomplished via a TCP/IP client-server model
functioning with Windows Sockets. The user-interfaces were implemented using Visual
C++, enabling a user-friendly environment, the usage of Windows Sockets and the
display of images.

In summary, we have presented a methodology that provides a 4x improvement of the
transmission time of driver’s license images over narrowband wireless channels.

The future work should focus on the following three aspects: increasing the
compression rate, improving the image quality, and adding a verification stage to the
facial feature algorithm. Further compression may be achieved by means of adaptive two-
dimensional run-length coding models rather than coding in one dimension. If adequate
compression rates are achieved, the quality of the images may be improved by forward
quantization, which suggests the division of the image into blocks and adding the
minimum and maximum brightness values of each block as side information, and as a
reference for improved recovery [44]. In addition, if the quality of a recovered image is
poor, the client may be given the user rights to request the transmission of additional
level sets. The facial feature extraction is a crucial stage for the methodology to achieve
its goal. A verification stage combining the proposed technique with other methods of

feature extraction proposed in the literature would definitely yield improved accuracy.
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Appendix

A. Auxiliary Facial Feature Extraction

A.1. Eyeglass Detection

When the algorithm is applied to a facial image consisting of eyeglasses, the ravines of
the extracted box, detect the frame of the eyeglasses. Moreover, when morphological
filling is applied, the eyeglass region is extracted as shown in Figure A.1.b. In the search
of possible eye regions stage, since this region is large, it is thresholded, and no eye pairs
are captured. The algorithm, then searches for possible eyeglass regions. The centroids of
the eyeglasses may be localized by means of Hough transform [20], for alignment within

the subclass.

(a) (b)
Figure A.1: (a) A facial image with eyeglasses, (b) morphologically filled ravines.

A.2. Mustache Detection

After the eye regions extraction in a facial image with a mustache, the mustache region is

revealed in the mouth extraction stage (see Figure A.2). The extraction of a large region
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in the mouth box is perceived as the existence of a mustache region and the localization

of the mouth region is estimated with respect to the mustache region.

(a) (b)
Figure A.2: (a) A facial image with mustache, (b) morphologically filled ravines.
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B. Arithmetic Coding

Arithmetic coding is a minimum redundancy coding technique, which dispenses with the
restriction that each symbol must translate into an integral number of bits, therefore
compresses data more efficiently. Compression is achieved by coding the more probable
symbols in fewer bits than the less probable ones.

In arithmetic coding, a message is represented by an interval of real numbers between
0 and 1, i.e. [0,1). Initially, the interval [0,1) is divided into subintervals of all possible
symbols to appear within the message. The size of each subinterval is proportional to the
frequency at which symbols appear in the message. At every new symbol, the interval is
replaced by the subinterval corresponding to that symbol. The new interval is similarly
divided into subintervals. As the message becomes longer, the required interval to
represent it becomes smaller, and the number of bits required specifying that interval
grows. The more likely symbols reduce the range less than the unlikely symbols, and
hence add fewer bits to the message.

Let us consider an example where we have an alphabet composed of the symbols {a,

b, ¢, d}, with the following probabilities:

Symbol Probability Interval
a 0.2 [0, 0.2)
b 0.3 [0.2,0.5)
c 0.1 [0.5,0.6)
d 0.4 [0.6, 1)

Table B.1: An example alphabet with the respective the probabilities and coding intervals
of each symbol.
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The interval [0,1) is divided into subintervals whose lengths are proportional to the
frequency of the symbols as shown in Table B.1. Let us code the word “add”.

The first symbol that needs to be coded is “a”. The initial subinterval corresponding
to the symbol “a” is [0, 0.2). This subinterval is divided into subintervals in the same

manner (see Table B.2).

Symbol Probability New Interval
a 0.2 [0, 0.04)
b 0.3 [0.04,0.1)
c 0.1 [0.1,0.102)
d 0.4 [0.102, 0.2)

Table B.2: The updated coding intervals of the symbols after the symbol “a”.
The next symbol in the word is “d”. The interval is thus replaced by [0.102, 0.2). The

following intervals are attained, once this interval is divided:

Symbol Probability Interval
a 0.2 [0.102, 0.1216)
b 0.3 [0.1216, 0.151)
0.1 [0.151, 0.1608)
d 0.4 [0.1608, 0.2)

Table B.3: The updated coding intervals of the symbols after the code “ad”.

For the following symbol “d”, we have the interval [0.1608, 0.2). Hence, we can code the
word “add” with any real number in the interval, for example 0.1825. This decimal
number is converted to binary, 0.0011, and the digits after the decimal point constitute
the message, 0011, which can be coded in 4 bits. The Huffman code of the same word

“add” would be coded as “a”=010, “d”=1, “d”=1, in 5 bits.
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